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kind: Secret
data:
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strimzi.io/ca-cert-generation: "1" g
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apiVersion: apps/v1
kind: Deployment
spec:
#...
template:
spec:
serviceAccountName: strimzi-cluster-operator
containers:
#...
env:
#...
- name: "FIPS_MODE"
value: "disabled" 0
#...

@ rPsE—RESMICLET,
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listeners:
#...
- name: external
port: 9094
type: loadbalancer
tls: true
authentication:
type: tls
configuration:
createBootstrapService: false
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#...
- name: external
port: 9094
type: loadbalancer
tls: true
authentication:
type: oauth
#...
connectTimeoutSeconds: 60
readTimeoutSeconds: 60
groupsClaim: "$.groups"
groupsClaimDelimiter: ","
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apiVersion: kafka.strimzi.io/vibeta2
kind: Kafka
metadata:
name: my-cluster
spec:
kafka:
#...
config:
client.quota.callback.class: io.strimzi.kafka.quotas.StaticQuotaCallback
client.quota.callback.static.produce: 1000000
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Kafka Static Quota 7274 VAR L7 O—HA—~DFIRDEZRTE #SHB L TLEIL,

3.2.CRUISECONTROL IC& BV FRHI—D)VINF VR

Cruise Control #7704 L. IhzaFERALT&EEIT—I (CPU. T4 RJ, Xy NT—VERTRE
ICEREINLH) 2FAL. KatkaZ NSV RTEE T, NS VRFAEIN/Kaftka VSR —T
&, 7—20— KA 7T 0O—H— Pod £2FICHFIIOBINE T,

Cruise Control I& Kafka ) YV —2D—&& LTEREIN, 7704 3InEd, 774/ hOZRELT—
WEFERT 2D BHICEDETERTEE Y, Cruise Control @ YAMLEREZ 7 4 LD > T
I%. examples/cruise-control/ ICH Y £ 7,

Cruise Control 887 704 I % &, KafkaRebalance h R4 L)Y —R &R LTUTEITYI Z &N
TXZEY,

o BHOKRBELOI—IHL, RELETOAR—YILEERLFTT,

o HBLTOR—HYILEREICILTKatka V5 RY—%=BAERLFT,
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https://access.redhat.com/support/offerings/techpreview/
https://access.redhat.com/documentation/ja-jp/red_hat_amq_streams/2.1/html-single/configuring_amq_streams_on_openshift/index#proc-setting-broker-limits-str
https://github.com/linkedin/cruise-control

EIEF//O0V—TLEa—

EERE, BH. BBT—ILOE/M. NEYIL TNy —2 3 VBRBOZTELRED, FDMD Cruise
Control DHEEIXIRIEY R— M I TWEH A,

Cruise Control ICL B2V A —D)INZ VA HHBLTLEIL,
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BAE JFHER DIEEE

LIFD#gElX, TN ETDAMQStreams ) ) —RATIEHR—FIMRRTLED, D)) —RATIEHELE
ERYFEFLR,

4.1. JAVA 8

Java 8 DHR— ~E, Kafka 3.0.0 8 & U AMQ Streams 2.0 TIHEICAY F L7z, Java8 i, I
K, V54TV MNESLITRTDAMQ Streams AV R—F Y hTHR— MRIRAERY FT,

AMQ Streams I Javall 2B R—bMLEF T, FILW T TV 5= 3 VERET 2HBEIE. Javall 2(F
FALTLEIW, T BEJava8 A2 FALTWB 7Y r—oaryd Javal ADBTEEHE L TL
IV,

4.2. KAFKA MIRRORMAKER 1

Kafka MirrorMaker (&, 7—9 24 —RFET—9 229 —2ED 25U LD Katka 7 5 24—
TTF—49%%L 7Y 5—>3 v LET, Kafka MirrorMaker 1 1d Kafka 3.0.0 TIEH#EERE &4 Y . Kafka 4.0.0
THIFRINZE T, MirrorMaker 2.0 DAHMFIAARER/N—2 3 2 IZ72Y £9, MirrorMaker 2.0 (& Kafka
Connect 7L—LT—9A~R—=22& L, ARIVI—IL2TISRY—BDT—YEGEINBEINZE
ERS

FD71=H. Kafka MirrorMaker 1 ®F 704 IC{EH XI5 AMQ Streams KafkaMirrorMaker 1 X 4 L.1)
Y —ZADIEHERR (ALY F L7, Kafka4.0.0 "EAIN S &, KafkaMirrorMaker ) ¥ — 2 (& AMQ
Streams M HHIBRINZE T,

MirrorMaker 1 (AMQ Streams K% 2 X > b T MirrorMaker &I FiEN %) AL TW35E

I&. IdentityReplicationPolicy & KafkaMirrorMaker2 D 124 LYY —R%ZFEHAL X9, MirrorMaker
20Tl =Ty MNISRI—ICLTYT—MINEMEY VDRFIDNEEINE

¥, IdentityReplicationPolicy %€ (3. ZEINDBHEEALEXL XY, INaEFEHAL T,
MirrorMaker 1 EBIL 7954 /NNy TD—AEAL T 5= 3 v EERLE T,

Kafka MirrorMaker 2.0 7 5 24 —MDE&E A SB LTI,

43.DL 7V =23 viR) o —

DL 7)) r— 3R o —Iid MirrorMaker 2.0 CfEAIN, YE—MNNEY I OBEEERIEEREE 4 —
N—=Z4 RKLET, TDEFIDRINICY —RITAY—DEEIZEBMT KDY, NEY IDTDEH]
ERELET, DA TP a3V DREIL. active/passive Ny I Ty TEL VT —IBITICERIEZE
-a—o

IZ7E. AMQ Streams Identity Replication Policy class
(io.strimzi.kafka.connect.mirror.ldentityReplicationPolicy) (I FE#ETH Y. [HMEHIRINZFET
¥, KafkaED ID L 7Y r—> 3 ViR & — (class
org.apache.kafka.connect.mirror.ldentityReplicationPolicy) ICEFHTX £ 7,

Kafka MirrorMaker 2.0 7 5 24 —MDE&E A SB LTI,

4.4, LISTENERSTATUS # 4 7 7O/NF 14 —
ListenerStatus @ type 7O/37 4 —FIEHERICAR Y, [HEBIRINZFETY, ListenerStatus &,

ABELIUVHELY RFT—DT7 RLREZBETZHHDICFERINET T, type 2FHRT2RKDYIC. 7R
L A nhame THREINZ LD ICHRY F L,
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https://access.redhat.com/documentation/ja-jp/red_hat_amq_streams/2.1/html-single/configuring_amq_streams_on_openshift/index#assembly-mirrormaker-str
https://access.redhat.com/documentation/ja-jp/red_hat_amq_streams/2.1/html-single/configuring_amq_streams_on_openshift/index#assembly-mirrormaker-str

FA4E JEHEEDHEE
ListenerStatus A F —<v SR ZSR L T LI W,

4.5. CRUISE CONTROL DRERTE

disk & &£ U cpuUtilization REDRE T O/8F 1 —IXFEHERICAY . ERIN, FREBRINZFE
TY, 7ONRTF4—lE, VY —ZAR—ADOFECT—IOBIEALET 2/-OD0FELTOR—HFILD
REHROZEIFEAINE L, T4 27 & CPUDEESIEIX. AMQ Streams 12 & > THEEIMICE
BMINBLIICHRYE LT,

Cruise Control configuration Z#&8B L T 72X,

15


https://access.redhat.com/documentation/ja-jp/red_hat_amq_streams/2.1/html-single/configuring_amq_streams_on_openshift/index#type-ListenerStatus-reference
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FESE BIEIN/ERE

AMQ Streams 2.1 TBEIN/-BEE%E. UTORICRLE T, Kafka3.1.0 TEEIN/RBEDOFH
I, Kafka 3.1.0 Release Notes &ML T LI,

HERS

ENTMQST-3595

ENTMQST-3835

ENTMQST-3763

ENTMQST-3422

ENTMQST-3417

ENTMQST-3583

ENTMQST-3345

ENTMQST-3411

ENTMQST-3325

ENTMQST-3504

ENTMQST-3585

ENTMQST-3856

ENTMQST-3354

ENTMQST-3826

ENTMQST-3584

ENTMQST-3839

ENTMQST-2331

B4

Cluster Operator IZ Kafka 7'1) w JITET Java 4+ T 3 AL
tasks.max NREINTWVWBIHE, ABOLGCICARI S —IBEHIND
ZooKeeper / — RDRAT—)LF D VBEILTIS—HHKET S

FIPS "BV 5 A —TERITTI AL

ZooKeeperScaler TOF—XA M T7DY—=Y/NSAMNANTDY —9 %BIE
Cluster Operator TIRINZ VM A T a U HEEIN B

RET7O—A—7ObrarEnsxyvE—IHAD Mmp & LTEEN S Kafka D
Ty TTL—RTHRBEBLIT—DNRELTERET S

KafkaExporter, CruiseControl. & & U EntityOperator Pod "7 54 7> b CA DEH
TO—J/ILIN3

KafkaMirrorMaker2 DA MM2 % 0 4 —DIREEE RRBR L A2\
CPU ERERAEM R 72 1 OptimizationFailureException B &4 ¥ %
Java ¥ 27 L7 0/XF 4 —% Cruise Control IZJEY
SYITIITRANARI Y —TEMELARW

HRAILYNY —ATR=AAA=IPEEIND E, TDOR—A X —I H Kafka
Connect Build TEYICREIND

Jtmp RY 21— LAFEMHES 1 T 5 Y —IC+HARKRE I TEAW

Kafka B3E®D namespace % Hllf& L TH strimzi_resources{kind="Kafka"} X k1) &
ADHIFRI LA

ZooKeeper DEMMAMRBICTO—D—D—BEMHDORWVREDTFICKRS

ZooKeeper. Kafka. & & 0" EntityOperator SEBAEZ. HED YV S X4 — CAGIAE %
FERALTABERIN TV

5.1 CVE (Common Vulnerabilities and Exposures) DfEI1E
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https://www.apache.org/dist/kafka/3.1.0/RELEASE_NOTES.html
https://issues.redhat.com/browse/ENTMQST-3595
https://issues.redhat.com/browse/ENTMQST-3835
https://issues.redhat.com/browse/ENTMQST-3763
https://issues.redhat.com/browse/ENTMQST-3422
https://issues.redhat.com/browse/ENTMQST-3417
https://issues.redhat.com/browse/ENTMQST-3583
https://issues.redhat.com/browse/ENTMQST-3345
https://issues.redhat.com/browse/ENTMQST-3411
https://issues.redhat.com/browse/ENTMQST-3325
https://issues.redhat.com/browse/ENTMQST-3504
https://issues.redhat.com/browse/ENTMQST-3585
https://issues.redhat.com/browse/ENTMQST-3856
https://issues.redhat.com/browse/ENTMQST-3354
https://issues.redhat.com/browse/ENTMQST-3826
https://issues.redhat.com/browse/ENTMQST-3584
https://issues.redhat.com/browse/ENTMQST-3839
https://issues.redhat.com/browse/ENTMQST-2331

$B5E BIEIh/-R&E
HERS B4

ENTMQST-2851 CVE-2021-3520 Iz4: memmove B3I MA REAT, BHA —N—T0—DNTIZLB AT
) —TRIEDRET B

ENTMQST-3631 CVE-2021-43797 netty: N v ¥ —ZDFIENXFENRE T HTTP BRAY T ¥ I %
£ 5HRENEDLH D
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%62 BEAIDRIE

DY ar Tk, AMQ Streams 2.1 OEEFIORIBICDWTERBAL £ 9,

6.1.1IPV6 ¥V 5 X4 — M AMQ STREAMS CLUSTER OPERATOR

AMQ Streams Cluster Operator (&, IPv6 (Internet Protocol version 6) 7 2 X4 —TIXEZ&8 L £ A,

(o8¢ 3R

COREEZLORT 2HEE2O0HYEY,

[O):6# 3% 1: KUBERNETES_MASTER IRIZEZH DR E

1.

OpenShift Container Platform ¥ 2 A4 —® Kubernetes TXA4—/—RKRD7 RL RAZFRRFL X

oc cluster-info
Kubernetes master is running at <master_address>

#...

YRAY9—/—RD7RKLRZIE—LZET,

TARTD Operator Y 7RV ) T ava—EBRRLET,
I oc get subs -n <operator_namespace>

AMQ Streams ® Subscription ) V — 2 &R&EL £ 7,

I oc edit sub amqg-streams -n <operator_namespace>

spec.config.env . KUBERNETES_MASTER IRIEZ# %#EM L. Kubernetes ¥ A¥ —/ —
FO7RLRICRELEFT., UTICHZRLEYS,

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: amqg-streams
namespace: OPERATOR-NAMESPACE
spec:
channel: amqg-streams-1.8.x
installPlanApproval: Automatic
name: amqg-streams
source: mirror-amg-streams
sourceNamespace: openshift-marketplace
config:
env:
- name: KUBERNETES_MASTER
value: MASTER-ADDRESS

5. TF49—%FEL. BTLET,

6. Subscription "EFINTWE I EZHELET,
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I oc get sub amg-streams -n <operator_namespace>

7. Cluster Operator @ Deployment 7%, L WRIEZHAFAT 2L ICEHFINTVWE I L %
mRELET,

I oc get deployment <cluster_operator_deployment_name>

[BIHEER 2: KRR b B DREEDERDE

1. §RTD Operator Y 7RV ) T ava—BRRLET,
I oc get subs -n OPERATOR-NAMESPACE

2. AMQ Streams @ Subscription ) V —X #fREL X7,

I oc edit sub amqg-streams -n <operator_namespace>

)

3. spec.config.env C. true IZZREI N/
KUBERNETES_DISABLE_HOSTNAME_VERIFICATION IRIEZEHZEML £3., UTICHI%
~LET,

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: amqg-streams
namespace: OPERATOR-NAMESPACE
spec:
channel: amqg-streams-1.8.x
installPlanApproval: Automatic
name: amqg-streams
source: mirror-amqg-streams
sourceNamespace: openshift-marketplace
config:
env:
- name: KUBERNETES_DISABLE_HOSTNAME_VERIFICATION
value: "true"

4. TT49—%FFEL. BTLFT,
5. Subscription "EHFINTWE & ABEL X,
I oc get sub amg-streams -n <operator_namespace>

6. Cluster Operator ® Deployment &', L WIREBEZHAFERA T2 LI ICEHF I TWSE I &%
mRELET,

I oc get deployment <cluster_operator_deployment_name>

6.2. CRUISE CONTROL ® CPU {#HEZ= %A

AMQ Streams @ Cruise Control IZI&, CPU FREXRFADETEICEET 2BMOE@ENHY £9, CPU
FRAKIE, 7O0—H—Pod DERBREDEIGE LTEEINEY, COMEIK. CPUITHERS
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/—RKRTKaftka 7A—H—%FRTIT2HBEICKRELET, L&A nodel iZIE2 DD CPUIT7HH
Y, node2 ICIZ 4 DD CPUATHEEFNDELET, TDIFA. Cruise Control 7 O—H—dD CPU
BREZBRILIEBDICTFRUT 2EEEIHY T, COBBENERET., Pod DERAAIWVWE XI(ILY
SRAY—DYNSUABRTERWNGEIHY ET,

(o038 5
IOMBEEE#EYT 2HEEL20HYET,

B8R 1. CPU BXR EHIRZRAFL RIVICT S

Kafka.spec.kafka.resources @ CPU FIfREEED CPUBXRZFRETEE T, ChIlLY, TRTOD
CPU Y —ZHMEFIIFHIN, BIHATEZEY, COREAFERATSIE. CPUT—IILICEDX
NS R7OR—YIL & #EFT BRI, Cruise Control 14 CPU AR ABYICEETE 9,

B3RS 2: CPU T— L&A T B
Cruise Control R EICIEEINAN—FRB LT 72 bOT—=ILH S CPUT—ILEBRATETET,

CPU JI—JL M7\ Cruise Control D& EHI

apiVersion: kafka.strimzi.io/vibeta2
kind: Kafka
metadata:
name: my-cluster
spec:
kafka:
#...
zookeeper:
#...
entityOperator:
topicOperator: {}
userOperator: {}
cruiseControl:
brokerCapacity:
inboundNetwork: 10000KB/s
outboundNetwork: 10000KB/s
config:
hard.goals: >
com.linkedin.kafka.cruisecontrol.analyzer.goals.RackAwareGoal,
com.linkedin.kafka.cruisecontrol.analyzer.goals.MinTopicLeadersPerBrokerGoal,
com.linkedin.kafka.cruisecontrol.analyzer.goals.ReplicaCapacityGoal,
com.linkedin.kafka.cruisecontrol.analyzer.goals.DiskCapacityGoal,
com.linkedin.kafka.cruisecontrol.analyzer.goals.NetworklnboundCapacityGoal,
com.linkedin.kafka.cruisecontrol.analyzer.goals.NetworkOutboundCapacityGoal
default.goals: >
com.linkedin.kafka.cruisecontrol.analyzer.goals.RackAwareGoal,
com.linkedin.kafka.cruisecontrol.analyzer.goals.MinTopicLeadersPerBrokerGoal,
com.linkedin.kafka.cruisecontrol.analyzer.goals.ReplicaCapacityGoal,
com.linkedin.kafka.cruisecontrol.analyzer.goals.DiskCapacityGoal,
com.linkedin.kafka.cruisecontrol.analyzer.goals.NetworklnboundCapacityGoal,
com.linkedin.kafka.cruisecontrol.analyzer.goals.NetworkOutboundCapacityGoal,
com.linkedin.kafka.cruisecontrol.analyzer.goals.ReplicaDistributionGoal,
com.linkedin.kafka.cruisecontrol.analyzer.goals.PotentialNwOutGoal,
com.linkedin.kafka.cruisecontrol.analyzer.goals.DiskUsageDistributionGoal,
com.linkedin.kafka.cruisecontrol.analyzer.goals.NetworklnboundUsageDistributionGoal,
com.linkedin.kafka.cruisecontrol.analyzer.goals.NetworkOutboundUsageDistributionGoal,
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com.linkedin.kafka.cruisecontrol.analyzer.goals.TopicReplicaDistributionGoal,
com.linkedin.kafka.cruisecontrol.analyzer.goals.LeaderReplicaDistributionGoal,
com.linkedin.kafka.cruisecontrol.analyzer.goals.LeaderBytesInDistributionGoal

I, Insufficient CPU capacity #2BR LTI W,
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BIEHR—IMRRDA VT I L —> a3 VEE
AMQ Streams 2.1 &, UL TFD RedHat B@mE D1 T L avaYR—KMLET,

Red Hat Single Sign-On
OAuth 2.0 DIL\DIEt OAuth 2.0 le\DE%*E{ l./ i -a_c
Red Hat 3scale APl Management

Kafka Bridge DtEF 2 71 —%{R#EL. BIMD API EEMELZRHELE T,
Red Hat Debezium

—IR—REBEHL., ARVKINZAMN)—LZEHKLET,
Red Hat Service Registry

F—HAN)—IVITDHY—ERRF—VOERRI N T7AERHELET,

INODEFBEFERATSHIETAMQStreams T 704 AV MIBATZ 2MEEDFHMIE. ®ENFa
YhEZRLTCETWL

BEfEIR
® Red Hat Single Sign-On Supported Configurations
® Red Hat 3scale APl Management Supported Configurations
® Red Hat Debezium Supported Configurations

® Red Hat Service Registry Supported Configurations
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R8EEEW) VY
® AMQ Streams Supported Configurations

® AMQ Streams Component Details

SETHE: 2022-11-27 09:22:21+1000

EEEFERY VY
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