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Audience $ & U Scope D%
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oauth.audience & & U oauth.scope 70O/37 1 —DREHI

listener.name.client.oauthbearer.sasl.jaas.config=org.apache.kafka.common.security.oauthbearer.OAut
hBearerLoginModule required \

#...

oauth.token.endpoint.uri="https://AUTH-SERVER-ADDRESS/auth/realms/REALM-
NAME/protocol/openid-connect/token" \

oauth.scope=""SCOPE"" \

oauth.audience="AUDIENCE" \

oauth.check.audience="true" \

#...
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9, oauth.check.audience="true" 258 EL TCA—T 1 TV A F T v I DBBEWAIFZEIC. Katka 70—
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—2>ITY RKRA4 Y M URIDBIEEIN/A PLAIN Y R F—H R E I 7/= OAuth 2.0 DfI

listener.name.client.plain.sasl.jaas.config=org.apache.kafka.common.security.plain.PlainLoginModule
required \
oauth.valid.issuer.uri="https://__AUTH-SERVER-ADDRESS__ "\


https://www.apache.org/dist/kafka/2.8.0/RELEASE_NOTES.html
https://access.redhat.com/documentation/ja-jp/red_hat_amq/2021.q3/html-single/using_amq_streams_on_rhel/index#proc-oauth-broker-config-str
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oauth.jwks.endpoint.uri="https://__ AUTH-SERVER-ADDRESS__ /jwks" \
oauth.username.claim="preferred_username" \

oauth.token.endpoint.uri="http://__ AUTH_SERVER__/auth/realms/__REALM__/protocol/openid-
connect/token" ;

oauth.token.endpoint.uri MfEEINTUVWARWGE, VAT —IZUTENELET,
® username /NS X—4—%Thov hEZELT,

e password /X5 X —48 —ZRAD /=D ICERBY —N—IEINDraw 77X =22 &L T
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OAuth 2.0 over PLAIN EB5ED [long-lived access token] XV v ROEMEIFEBEINEHA, TDX
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https://access.redhat.com/documentation/ja-jp/red_hat_amq/2021.q3/html-single/using_amq_streams_on_rhel/index#con-oauth-authentication-broker-str
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HW—ENETBI54T7 Y MKIRARIFZZENTEET,

Kafka Static Quota 7S 714 >~ D& EH

client.quota.callback.class= io.strimzi.kafka.quotas.StaticQuotaCallback
client.quota.callback.static.produce= 1000000
client.quota.callback.static.fetch= 1000000
client.quota.callback.static.storage.soft= 400000000000
client.quota.callback.static.storage.hard= 500000000000
client.quota.callback.static.storage.check-interval= 5

Setting limits on brokers using the Kafka Static Quota plugin #&8B L T 72X,
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Cruise Control &4 Y X h—JL ¥ % ICIE, IR I N3 Metrics Reporter Y % & 5 IC% Kafka 7
O—H—%8BELET, TOE., BEELT—ILAED Cruise Control 7O/NF 4 —%BEL. IHEEDR
21) 7 NA&{ER L T Cruise Control ZBtA L £ 9,

Cruise Control H—/X—(X, Kafka 7 T A9 —2AKICHF L TE—DIYI VY TRANINZE T,

Cruise Control D{THIC, RESTAPI Z#RH L TUTATO &N TEET,

o BHOBELELI—ILHND, FSAS5Y ORBELTOR—FILEERKT 3,


https://access.redhat.com/ja/support/offerings/techpreview
https://access.redhat.com/documentation/ja-jp/red_hat_amq/2021.q3/html-single/using_amq_streams_on_rhel/index#proc-setting-broker-limits-str
https://github.com/linkedin/cruise-control
https://access.redhat.com/jbossnetwork/restricted/listSoftware.html?downloadType=distributions&product=jboss.amq.streams&productChanged=yes
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[Cruise Control ICL B2 A —D)INT U] %#HSBLTLIEIL,

321570 /0—7LEa—0DHE

Cruise Control /A—23 > 2559 Tld, Bt 7OR—HYILOEFE%E 10% MELE, RNT+—<T VN
KiBICHEL T L7,

RedHat H R4 X —R—F I HhSRFAN—V 3 vDzipBRADT1+ AN Ea—Yavasdyrro—KR
TEEY,
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https://access.redhat.com/documentation/ja-jp/red_hat_amq/2021.q3/html-single/using_amq_streams_on_rhel/index#assembly-cc-cluster-rebalancing-str
https://access.redhat.com/jbossnetwork/restricted/listSoftware.html?downloadType=distributions&product=jboss.amq.streams&productChanged=yes
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Admin API KAFKA-12581 FEHERED
Admin.electPreferredLeaders @
BB

Admin API KAFKA-6987 KafkaFuture %

CompletableFuture THR%
(KafkaFuture.Function & JEH#E3E)

Admin client KAFKA-12577 JH#3ED ConfigEntry 0> 2 k
299 —DOHIkR
TRTODISAT > b KAFKA-12579 30DUSATY MBI FEEE

TRIEWREA Y v R & HIkR

ITRTDISAT VN KAFKA-12600 754 TV NRTE client.
dns.lookup D3EHE DL EED
FTI7AILD EZHIBLET,

TRTDI 4TV b KAFKA-12578 EMBEDOEXFIYT1—ISR/
Ay ROYI%
Broker KAFKA-12591 FEHERED

quota.producer.default & & ¢
quota.consumer.default D&%
EZHIRLET,
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https://issues.apache.org/jira/browse/KAFKA-12581
https://issues.apache.org/jira/browse/KAFKA-6987
https://issues.apache.org/jira/browse/KAFKA-12577
https://issues.apache.org/jira/browse/KAFKA-12579
https://issues.apache.org/jira/browse/KAFKA-12600
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https://issues.apache.org/jira/browse/KAFKA-12592
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Broker

Broker

Common

Consumer API

Connect API

Connect API

Connect API

Streams API

Streams API

Streams API

Streams API

Streams API

Streams API

Streams API

Streams API

Streams API

KAFKA-12590

KAFKA-5905

KAFKA-12573
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KAFKA-12419
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KAFKA-12449
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JEHEEE D SimpleAclAuthorizer M
HIlBR

PrincipalBuilder & & &'
DefaultPrincipalBuilder D&

FEHE D Metric#value % HIf&
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§—7 1 —ADHIR

FEHELED rest.host.name B LT
rest.port Connect 7 —H—3%E®D
HIlER

3.0 T port. host.name. BLU
BAEER T Z HIFR
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F 4 —DHIKR

eos-alpha DIEHELE

StreamsMetrics TIEHEIR E 42>
7= XYy ROy

StreamsResetter H 5 IEHEE D #
A EVZ A7

streams-scala®3E#HED - S
2 DH&

3.0 TD Kafka Streams D IEHELE
APl DHI&

WindowStore TODIEHIEX Y v K
DHIBR

FEHEER D WindowStore#put DH
73

ProcessorContext MIEHEED X
Fa—=)L XYy ROYIR

Stores MIFHEED XV v RDHIK


https://issues.apache.org/jira/browse/KAFKA-12590
https://issues.apache.org/jira/browse/KAFKA-5905
https://issues.apache.org/jira/browse/KAFKA-12573
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KAFKA-12814

KAFKA-12313

KAFKA-8372

KAFKA-12584

KAFKA-12683

KAFKA-12810

KAFKA-12630

KAFKA-10046

KAFKA-12633

KAFKA-12441

KAFKA-12452

KAFKA-12450

KAFKA-12880

FEHBEA Y v R
StreamsConfig#getConsumerCo
nfig M HIRR

default.windowed.serde.inner.clas

s BRTE & JEHELR

FEHERD
RocksDB#compactRange APl D
ElIES

FEHEED Sum LU Total 7 5
2 DH&

FEHEZED

"UsePreviousTimeOnlnvalidTime
Stamp" DIk

FEHRD
TopologyDescription.Source#topi
cs DYk

FEHRD
KafkaClientSupplier#getAdminCli
ent DHIR

FEHELR D PartitionGrouper E&E I
EHRIND

Remove deprecated
"TopologyTestDriver#pipelnput /
readOutput”

JEHEAY v R
StreamsBuilder#addGlobalStore
DHIBR

ProcessorContext#forward M3IE
WRA—N—0O— KDY

ReadOnlyWindowStore %" & JE#E
B|OXY v REHIR

3.0 TIHHEED Count &
SampledTotal D&
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https://issues.apache.org/jira/browse/KAFKA-12814
https://issues.apache.org/jira/browse/KAFKA-12313
https://issues.apache.org/jira/browse/KAFKA-8372
https://issues.apache.org/jira/browse/KAFKA-12584
https://issues.apache.org/jira/browse/KAFKA-12683
https://issues.apache.org/jira/browse/KAFKA-12810
https://issues.apache.org/jira/browse/KAFKA-12630
https://issues.apache.org/jira/browse/KAFKA-10046
https://issues.apache.org/jira/browse/KAFKA-12633
https://issues.apache.org/jira/browse/KAFKA-12441
https://issues.apache.org/jira/browse/KAFKA-12452
https://issues.apache.org/jira/browse/KAFKA-12450
https://issues.apache.org/jira/browse/KAFKA-12880
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Streams API KAFKA-12568 Eli:240)
[KStream#groupBy/join] .
[Joined#named] #—/X—0O—

NOLEI]ES
Streams AP KAFKA-12849 TaskMetadata & REPRED 1 ~

H—7 1T —RIHIT

Streams API KAFKA-7785 PartitionGrouper 4 4% —27 T —
R EBREZHIBRL,
DefaultPartitionGrouper % &R
Ny ir =B,

Streams AP KAFKA-7106 Window &M 5
segment/segmentinterval % Hllf&

Streams API KAFKA-8897 RocksDB D/X—< 3 >~ DN

Streams API KAFKA-12909 I—H—I(IE8R o 7 left/outer
stream-stream join DX DIRIR
ZFFE

Tools KAFKA-8405 FEHEE D kafka-preferred-

replica-election <> KDHI
3

Tools KAFKA-12588 shell A% >~ N CTIEHED --
zookeeper % R

4.1.2. Kafka /X—< 3 > 4.0 THIBRF E D Mirror Maker 1.0
Kafka /8—< 3> 40 1E. £ D AMQ Streams XV v — 1 ) —RICAWMINDFETT,
LLTFDRIE, Kafka3.0 TIHEHEEE ALY, Katka4.0 CHIBR I N D FEDOHEARLTWVWE T,

4.2 Kafka 3.0 TIEHR L Y Kafka 4.0 THIRI B FEDIAVR—X U b
aAvk—%YV bk HBADY VY BE

Mirror Maker 1.0 KAFKA-12436 MirrorMaker vl M IEHELE
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https://issues.apache.org/jira/browse/KAFKA-12451
https://issues.apache.org/jira/browse/KAFKA-12568
https://issues.apache.org/jira/browse/KAFKA-12849
https://issues.apache.org/jira/browse/KAFKA-7785
https://issues.apache.org/jira/browse/KAFKA-7106
https://issues.apache.org/jira/browse/KAFKA-8897
https://issues.apache.org/jira/browse/KAFKA-12909
https://issues.apache.org/jira/browse/KAFKA-8405
https://issues.apache.org/jira/browse/KAFKA-12588
https://issues.apache.org/jira/browse/KAFKA-12436
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BABELETELIICANILRAF Y VAL E
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ENTMQST-1529 YA XDREWT 7AILVDBEICT7A4ILY —R O

X —MMRLELET,

5.2 CVE (Common Vulnerabilities and Exposures) DfEI1E

HERS

4 bV B

ENTMQST-3023 CVE-2021-34428 jetty-server:

jetty: SessionListener IZ & Y
Ty aryhasr7 o NOWEE
FMREEL 2 < 12 B,

ENTMQST-2980 CVE-2021-28169 jetty-server:

jetty: ConcatServlet & & O
WelcomeFilter NDEK A WEB-
INF74 Lo MN)—RORESN
TWBY)Y—RIZT7IVERATE
%,

jetty-server T
SessionListener#sessionDestroye
d) AV Y RO LHIADFEET S
sy vaviDIYR—Yv—
Tty avIDIEMTRSR
WREGHNRDONYE L, 75
R —tIhity>av B
OAVFHFRRAMEZNZT0O
A XY MNTE, Y23 vHEN
ftXhzDTIRRL, HBEHET
T r—varvhnos4rInk
FFEIR>TWE LR, DS
MTIE, T DEAM BN
PRBBIINZET,


https://www.apache.org/dist/kafka/2.8.0/RELEASE_NOTES.html
https://issues.redhat.com/browse/ENTMQST-2453
https://issues.redhat.com/browse/ENTMQST-2459
https://issues.redhat.com/browse/ENTMQST-2511
https://issues.redhat.com/browse/ENTMQST-1529
https://issues.redhat.com/browse/ENTMQST-3023
https://issues.redhat.com/browse/ENTMQST-2980
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ADFr v FINBRWIETY
Zyv P aFIBERARANEET
)

B4
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RE X N/ Http2HeaderFrame A
12FEAINZHEITIE.
content-length N & —HIE L <
MEES N AVWEENINRELXT,
EXRNYE—PETICTOFO—
I, HTTP/LTICEM|I WG E
IS WOTRAMNRAYT YV THH
HLFEYT, ZOMEETIE. BE
MEHAREBMIINIT,

json-smart TREGNMRERINZK
L7z, B LAIADNZO—X
n, FrvyvFIhiawnwe, 347
S)—%ERAT27OT 5 LHY
Svvaliy, BEEREZ AR
LY IhaaelErdy £,
CDIEFEMETIE. T—49 OHEME
LY RTFLOTAMKEADHE
PRBBIINZKT,

OpensShift Container Platform
(OCP) Tld. OCP X—4 14
Ry EERT D
Hive/Presto/Hadoop J Y R— %
v MCIRMESRAN—2 3 VD
json-smart /X 7 — U AR I 1
£9, OCP46 1)) —ZLARE,
A—=8) v JERITIEHEE 2>
Teled 1], #EEZF3Y
R—F 2 MEwontfix EX—2 &
nNEY, INIFSERBEINDH
BEMENHY T,

[1]
https://docs.openshift.com/conta
iner-
platform/4.6/release_notes/ocp-
4-6-release-notes.html#ocp-4-
6-metering-operator-deprecated


https://issues.redhat.com/browse/ENTMQST-2711
https://issues.redhat.com/browse/ENTMQST-2663
https://docs.openshift.com/container-platform/4.6/release_notes/ocp-4-6-release-notes.html#ocp-4-6-metering-operator-deprecated
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CVE-2021-21290 netty: B—A /L
YATLD—FKTA LI M) %
NULTHERI2RAIND,

B5E BIEEXhi-H&E

B4

/N—3 3 41.60.Final LABTD
Netty (io.netty:netty-codec-
http2) Tk, VI TR KRT )
VU ERIREICT DTN H Y F
¥, Content-Length ~v & —#°
TTD HTTP/2 BRICH BI35E1C.
GEINDEHD. 714—ILRE
Http2MultiplexHandler TH#&:E
INFEtA, BRDHTTP/II &
LT7OFo—fbIhTUWiAnig
&l BEHY FHA. BXRD
HTTP/2 A MY —L&E LTREX
n. Http2StreamFrameToHtt
pObjectCodec ##H T HTTP/1.1
(NSO 2 i 7 S
(HttpRequest. HttpContent
WE)ILEBI N, HTTP/11 &L
TFF v RIDIA TS5 VI
EXh, HTTP/L1ELTY E—H
E7RBETIOF —3h3d &,
DOITRANR TV INHRET
SEREMEDLHY T,

Netty Tld. RETHW—K7 7
AIVEFEATZ Unix DL DR
AT LICHESEMELSHY FT,
netty DY ILF/N—hF2—4—
MERAINTEY., T1RIAD
—BEMA 7y 70— RO ARG
I, A=A RFLD—BF
TA4LIMN)—%FEALTO—A
JVIERENBETETET, unix D&
IRVATLTIE, —BEFFa4L7
M)—lg2a—v—RETHEIN
F¥, TORD. T7AI/T4
LY M) —D/IXN—3 v 3 V7%
THICERELARWAPI 2#FRAL T
ZDT14LY M) —IZEZAD
s BRIFERINDTREMEDLH
YExEd,
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SMTP 7RV & —DKRA MR-
BHH 25 A ICHREED ERICITD
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ENTMQST-2910 CVE-2021-28163 jetty-server:
jetty: Symlink 74 L7 K —7%
webapp 714 L7 M) —DHB%

NCEIERE

ENTMQST-2909 CVE-2021-28164 jetty-server:
jetty: & U\ & WA/ SR T WEB-INF

TIOEATES,
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Tco Thrift BRI 27 7Y 75—
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ANKREVWIAVFTF—RBEETS
AyvE—VY%EZEFELTH. T5—
RRRINFEFHA, TNITLY,
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T, BWAvtE—UAZEETED
e, XEY—DEY BTHAKE
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TLORAAMIEEBIINZE
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${jetty.base} F 7= &
${jetty.base}/webapps 7 1 L
JRN)=D L)y

T. ${jetty.base}/webapps
T4 L7 M) —DOABRD IR
Web 7 Y r—vavelTs 7
O4 INTWBIFEIFE. oV
O—RrR¥274LON)—DOYV
TUYVENRTEEY, DM
MTIE, T—YOHRBEEIRE R
RINET,

Jetty Tld, 774/ b0V
SATVAE—REFEATS

&, %2e FzlE %2e%2e DY
AV IEHEEND URI DEXKT

WEB-INF 74 L7 Y —RODR
EXIN)Y—RIITIERTE
¥9., REHEXZOMIEEEFA
LT. Web 7 Hr—>avmx
RICAT2HBEREZEDI &N
TXFT,


https://issues.redhat.com/browse/ENTMQST-2613
https://issues.redhat.com/browse/ENTMQST-1934
https://issues.redhat.com/browse/ENTMQST-2910
https://issues.redhat.com/browse/ENTMQST-2909
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CPUYY—RADEFERENEZL K
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TlE, Y —EZOTAMEI R B
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INnd,
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Red Hat Single Sign-On 7.4 LIE&
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RFaAXAVMESRBRLTLEIWN,
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® Red Hat Single Sign-On THR— M XN 2K
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