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#5135 ROXCTL CLI OfFHARt4d %

212 ROXCTL CLI DR AT 3

roxctl £, Red Hat Advanced Cluster Security for Kubernetes TAY ¥ K%ZE{T79%7/HDIATV KNS
A4V =T AR (CLH)TT, TDREY YV TIE, roxctl BXH L CBREZRFAL. W< DHD—
B flzRLET,

11 ROXCTLCLI DA Y R b—Jb

NAFY)—%F2oO0—RLTroxctiCLIZA VR M—=ILT B, AVFF—A4 XA—I D5 roxetl CLI
HRITTEZE,

MINAF ) =% O0—RKLTroxctlICLI =4 VX h—JL

roxctiCLIZA4 VA M—J)LLT, AV RZA V(49 —T x4 AH5 Red Hat Advanced Cluster
Security for Kubernetes &XEETE £ 9, roxctl I&, Linux. Windows., F7zl& macOSIC1 A h—Jb
TEEY,

1111 Linux ~N®D roxctlCLI D1 >~ A h—)L
ROFIEAEHAL T, Linux IC roxetl CLI/NA F 1) —AA VA RN—ILTEET,

FIR

1. roxctl CLIOFZFN—YavasdorOo—RKLET,

I $ curl -O https://mirror.openshift.com/pub/rhacs/assets/4.0.2/bin/Linux/roxctl
2. roxctl /N1 F 1) —ZRITHREICLET,

I $ chmod +x roxctl

3. PATH EIZCHBT1 LI M) —iCroxetl N1+ ) —%5FEELF T,
PATH #8529 % 1ClE. U TFoav Y KEEITLET,

I $ echo $PATH

o fVArM—=)LLZroxctl D= a v EERELET,
I $ roxctl version

1.1.1.2. macOS ~®D roxctlCLI D1 V> A h—JL
ROFIEAFERE LT, roxetl CLI /XA F 1) —% macOS IZA VA M—ILTEE T,

FIR

1. roxctl CLIORHF/NN—Yavadovyao—RLET,

I $ curl -O https://mirror.openshift.com/pub/rhacs/assets/4.0.2/bin/Darwin/roxctl
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2. N F Y=L INTOHRBHEZHIFRL FT,
I $ xattr -c roxctl

3. roxctl /N1 F Y —ZRTHBEICLET,
I $ chmod +x roxctl

4. PATH LEICHBT4 L2 M) —iCroxetl N1+ ) —%FELF T,
PATH #5529 % 1CiE. U TFoav Y KEETLET,

I $ echo $PATH
B®EE
o AVAM—JLL7roxctl DNX— 3 U AFERLET,

I $ roxctl version

1.1.1.3. Windows ~® roxctlCLID 1 >~ X k—JL

ROFIE%FERE LT, roxetl CLI /XA F 1) —% Windows IZ4 Y A MN—JILTEE T,

FIR

o roxctlCLI O&#FH/N\—Yaved¥oO0—KLET,
I $ curl -O https://mirror.openshift.com/pub/rhacs/assets/4.0.2/bin/Windows/roxctl.exe
o AfVAM—=JLLZroxctl DNXN—2 3V EHELET,

I $ roxctl version

11.2. A>T F—H 5 roxctl CLI DELT
roxctl 7 54 7> MiE. Red Hat Advanced Cluster Security for Kubernetes @ roxctl 1 X — D7 7 #

IWKRIVRNY)—RAVINTT, AVTFTF—AA—=UTroxetl V547 NAaERTTBICIE. LTFETW
F9,

AR
o [FUBIC. RHACS R—H I HBEREEM—0 v Z%ERM L TW3,
FIR

1. registry.redhatio LY X N —iCOJ/ 4>V LET,

I $ docker login registry.redhat.io
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2. roxctl CLIOFH DAV T F—A A=V % T LET,

I $ docker pull registry.redhat.io/advanced-cluster-security/rhacs-roxctl-rhel8:4.0.2
CLIZA YA R=)LLES, ROITY REFALTCLI ZRITTEET,

$ docker run -e ROX_API_TOKEN=$ROX_API_TOKEN \
-it registry.redhat.io/advanced-cluster-security/rhacs-roxctl-rhel8:4.0.2 \
-e $ROX_CENTRAL_ADDRESS <command>

E5C

Red Hat Advanced Cluster Security Cloud Service T, Central 7 KL X2 ZE &9 %
roxctl A< > RAFERET 335 41E. Red Hat Hybrid Cloud Console @ Instance Details
U avIlRERINS Central f YVAY VAP RLRAAFEHLET, 7z& 21X, acs-
data-ABCD12345.acs.rhcloud.com D1 Y IC acs-ABCD12345.acs.rhcloud.com %
FERLEY,

R

o AVAM—JLL7roxctl DNX— 3V AFEZRLET,

I $ docker run -it registry.redhat.io/advanced-cluster-security/rhacs-roxctl-rhel8:4.0.2 version

1.2. ROXCTL CLI #{& 8 L 7=5R:

EREEICIE, BREEbN—V v EAIFBEBENRTD—REFHTEET, EN—=—2 VITIIBEEDT 7 & AHIH
ERAEY LS TOND 0, EREBETHREN— v a@ELET.

1.2.1.API h—2 >V DERK

FIR

1. RHACS R—# JLC. Platform Configuration - Integrations ICR&IL £ 9,
2. Authentication Tokens h57 3! —F X~ 0O—J)L L. APIToken%.2) vy LET,
3. Generate Token %7 !) v LE ¥,

4., h=VVDEFEAAL., BERLRIVOT VA ERHETE2O0-IEBRLET (L&A
I&. Continuous Integration % 7= |3 Sensor Creator),

5. Generate #7)v o2 LZE79,

E:2

ERIN b=V V%2 E-LTREIRFELIT., BERTTDIEIITER
TA,

12288 b—0 VDT I RAR— k &RTF

FIR
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REEN—O Vv EER LS, ROOT Y REZ AL T, ROX_APL_TOKEN Z# & LTIV R
R—MLZET,

I $ export ROX_API_TOKEN=<api_token>

(FF2av)ROAX VY REAALT, b= V% T 74 ILILIREL. -token-file = 7> 3
VEEBIHEATEIEETEEY,

I $ roxctl central debug dump --token-file <token_file>

RDHAARSAVITERLTLEI W,

-password (-p) + > 3 v & -token-file # 7> 3 Vv OMAERBICHERTZ I EIETEEE
/‘JO

4 TIC ROX_API_TOKEN Z# 4% %E L TH Y, -tokenfile 7 7> a vAEELTLS
E. roxctlCLI I EI NI M=V 7 74 I EFREICERLE T,

9 TIC ROX_API_TOKEN Z# %% EL TH Y. --password 7 7> a VEIBELTW2H
A, roxctl CLIIFIBEI N/ AT — R ERIIICERLE T,

1.3. ROXCTL CLI ®O{EH

UFDE72avT, CLIZERALT—RINGI R I 2RITT 2R EZHELE T,

paat-la
o ZhoMIOYY RAEFBAHTZIEIC. ROZTHAEIIVRAR—MNLET,

I $ export ROX_API_TOKEN=<api_token>

I $ export ROX_CENTRAL_ADDRESS=<address>:<port_number>

o —helpA 7> avaFERALT, Ay NICET 2FMIBEREZMETEET,

® Red Hat Advanced Cluster Security Cloud Service T, Central 7 KL 2 Z & &
95 roxctl Y K%&ERAT %355 1E. Red Hat Hybrid Cloud Console M
Instance Details 7 > 3 VIZKRRIN S Central f VAY VAT KL R %FH
LEY., =& 2L, acs-data-ABCD12345.acs.rhcloud.com OXH Y IC acs-
ABCD12345.acs.rhcloud.com =FH L £ 7,

1.3.1.Central DT — 49 R— X DEHE

Central &, UTFICEAT 2 1BHREREFELZET,

PSR —TBERINT7IVT1EET14—
BEINLEAA—VLIZARN) —FEERAFvyF—D BB INIER

Red Hat Advanced Cluster Security for Kubernetes &%

roxctl CLI Zf#fA L T, Central DF—9R—R%&Nv I 7y TEIPETTEET,

Central T— 9 R—ADNY I T7v S
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ROARY RERTLT, Central DT —FR—=%ENy I T7vTLET,
I $ roxctl -e "$ROX_CENTRAL_ADDRESS" central backup

Central T— 49 RXR—2ADET
ROOATY REEFTLT, Central DF—IR—REETLET,

I $ roxctl -e "$ROX_CENTRAL_ADDRESS" central db restore <backup_filename>

1.3.2. REINLISRY—DEHE

Kubernetes & 7z 13 OpenShift Container Platform ¥ 5 X4 —% {739 % ICId. Red Hat Advanced
Cluster Security for Kubernetes H—ERX %V S 249 —IIF 704 §2REHLHY £9 ., Platform
Configuration - Clusters £ 2 —II#E L TRHACS R—4 IV TTFOM XY N T 74 IV EERT S
M. roxctl CLI =fHFHTE XY,

Sensor 7 7OA XY M7 74 ILDERK

Kubernetes

$ roxctl -e "$ROX_CENTRAL_ADDRESS" sensor generate k8s --name <cluster_name> --central
"$ROX_CENTRAL_ADDRESS"

OpenShift Container Platform

$ roxctl -e "$ROX_CENTRAL_ADDRESS" sensor generate openshift --openshift-version <ocp-
versions --name <cluster_name> --central "$ROX_CENTRAL_ADDRESS" )

ﬂ --openshift-version + 7> 3 Y Tl&, 75 X9 —DEE A OpenShift Container Platform /3 —
VavESERELEY, & ZIE. OpenShift Container Platform /83— 3 > 3.x DAL 3 %
87 L. OpenShift Container Platform /A—2 a3 v 4x DIGEIX 4 2BELE T,

—help DHEAN%EFHA T, YRATLAT7—F T Fv—ILLLCTHERTI2VEDHZMDAF T 3 v %R
LTI,

--central ICI2t9 5 T KR4 >~ MIZ. Red Hat Advanced Cluster Security for Kubernetes % —E 2 %
T7OMALTWVWE ISR —DOEETEDIEEHALTILEIL,
F5S

HAProxy, AWS Application Load Balancer (ALB). AWS Elastic Load Balancing (ELB)
HEDGRPC IEMIGDO— RSV H—%FALTVWBIFEIEF. UTZTVWET,

® WebSocket Secure (wss) 7O KNI EFRALET, wss 2RI ZICIE, 7R
L X DFIC wss:/ HFIFET,

o 7RLADRICK—MESZEMLET, RICHZRLIT,

I $ roxctl sensor generate k8s --central wss://stackrox-central.example.com:443

$INIZYAML 7 7ML %&{ERHL T, Sensor& 1 VA h—ILT B
Sensor T 7AA AV N7 74 I EEWRT % &, roxetl IZEZET 1 L2 M) —IC sensor-
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<cluster_name> EWI) T 1 LI M) —%EMLET, Sensor 51 VA KR—=ILFT BV ) FME, D
FALIRMN)—IZHYET, BV —AVRAN—IRI ) TMAEEIFTLT, Sensor a4 A M—=JL L
i’a—o

I $ ./sensor-<cluster_name>/sensor.sh

Sensor DA YV A M —JUICHERERINLZWVWE W) EENRRINALIGZEIX. BEDIERICIED D, 2
SR —BEEIGEELTLEIL,

BREDISRY—DtEHY—NR—V KLV EFI7oO0—FK

ROOAR YV RAEFRHALT, V75 RA9—RZFLIEIDAEELT. BBEDI S RAH—D Sensor /N KL &
YovO—KLET,

I $ roxctl sensor get-bundle <cluster_name_or_id>

97 X9 —maDHIkR

I $ roxctl -e "$ROX_CENTRAL_ADDRESS" cluster delete --name=<cluster_name>

E:2

PSR —RE=HIBRLTH., 7T RY—TEITINTLSB Red Hat Advanced Cluster
Security for Kubernetes ' —E R FHIBRI N FH A, TN blE, Sensor 1 X h—JL/N
v R 5 delete-sensor.sh R 7Y N ART$T25Z ETHIRTEE T,

1.33.R) =2V T4 7 ADOHR

roxctl CLI Z AL T, RUY—ICERALTVWEDNEINTTOMAXA Y NYAML 7 74 B LA X —
VEBIRTEET,

MO DH

deployment check. image check. F7 (% imagescan AY > REFRALTRY>—aV T34 7>
REFIvI325E1F. -0oF T avaFERL THARREZEETEEY, 2OFT¥avid, av
Y ROEAMIRKRICEDE D ICKRIINEZ N ZRELET,

aAv Y RNiZ-oA 7o avaEML., X% json, table. csv. F7ld junit& LTI/BET B2 &ICL
Y, B EEETEET,

FcEZIE ROAT Y RIETFOM AV N EF v I LTHDS, ERE csvIERTRRLET,
$ roxctl -e "$ROX_CENTRAL_ADDRESS" \

deployment check --file =<yaml_filename> \
-0 CSV
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yEat)
HAERIC-0 4 T2 avEBELARWVGEIRF. ROT 74 NOBENERAINET,
e deployment check & & U image check < >~ KDO# (4 table T,

e imagescan <Y RDFT 7 #J)L hOHAFKIE json TY, Zhik, L/ —
TavOCLI EDE#HEEZENE LIcHWISONFERDOENTY, FHLW
JSONFERTHAZEET 5ICIE. -0ojsonRED T+ —< v hTH TV avi
BELZFY,

HAZRETDDICIFIFTRF TV aVvEaFRATEFTT, RORIC, # TV avEThoMERT
A ERLET,

--compact-output IDFTavEMALT, JSSONHAZIV /Y json
MR TRRLET,

--headers IDFTYavaEFALT, hRY LAY ST —%15 table & £ Ucsv
ELFT,

--no-header IDFTYavEMALT, HAMLAY S —1T% table & & Ucsv
HEELET,

--row-jsonpath- IDFTYavaEFEALTGISON /AR 21E L. table & & U csv

expressions HADNSREDTA TLERBRLET, &z,

FFOAAVRNFIVvIDORYY—Z BLUEXRE
EIEBTAICIE, koaAY Y REFEBRALET,

$ roxctl -e "$ROX_CENTRAL_ADDRESS" \
deployment check --file=<yaml_filename> \
-0 table --headers POLICY-
NAME,SEVERITY \
--row-jsonpath-expressions="
{results.#.violatedPolicies.#.name,results.#.viol
atedPolicies.#.severity}"

--merge-output IDATvavEFERLT, BLEEZR>T—TIL table
EILEHEELES,

headers-as- IDFTLavEMALT, Ay ¥ —1T2aXV b csv

comment ELTHAIKEDZET,

--junit-suite-name IDATYavEFERALT, JUnitTAMZLA—FD  junit
BEIZEELET,

704 YAML 7 7M1 IV &#529 %
RDATY RiE, YAMLTZ7AA AV N7 74 ILRADEF ) T4 —R)O—DEIN RS LT 7O
1EOERAF v LET, OOV REFERAL T, LTFEMRIEELE T,


https://github.com/tidwall/gjson
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o )Y—REIRPFHEST T a v, YAML 7 7 A IVDREF T a v
o OVR—XVIMNPHEHEMERE., YAML 7 7ML THERAINS A A —Y ORIE
I $ roxctl -e "$ROX_CENTRAL_ADDRESS" deployment check --file=<yaml_filename>

A RX—J%MHET S
RDOARY RIF, A X—=YRDEF21YT4—R)I—DELNFERZFT VI LET,

I $ roxctl -e "$ROX_CENTRAL_ADDRESS" image check --image=<image_name>

A A= Ax v VEROWESR
BEDAA—VDRAF v VIEREWETSHIEETEET,

ROAT Y RiF, AX—Y TR 27O VER— Y MBLUMRSEESE JSSONFERXTRLET, BXiE
API ) 77 L YVATERINTWET,

I $ roxctl -e "$ROX_CENTRAL_ADDRESS" image scan --image <image_name>

Red Hat Advanced Cluster Security for Kubernetes T, BEMITONIZL AN —ERF v F—D5
ARA—IVAIT—IBLPA A=V RF v VEREB SIS 2ICIE, force 7 T avaBMLET,

= T8
HEDA A—IR*+ VIEREZHIRT 5121, Image ')V — R D read & & U write O

BOWEREFEDODN—V VHIRETT, T74/I 0D #GENA VT L—2ay VAT A
DOO—ILICIE, T TICHERIERI DY 7,

-

1.3.4. 7/8y T DERE

hROJLRIVLOETR
Central &, B8 Z=3 VT F—OJICRELE Y.

a7 nxR
REETTDE, Central DAV FF—OVAHRTEET,

Kubernetes

I $ kubectl logs -n stackrox <central_pod>
OpenShift Container Platform

I $ oc logs -n stackrox <central_pod>

REOOTLRILDERTR
AJLRIVAEZELT, Central BV DEREEHTEET, ROOAY Y KEERIFTLT, BEDOOTL
RIVERRLET,

I $ roxctl -e "$ROX_CENTRAL_ADDRESS" central debug log

OJL~NIVOESR
ROATY RERFTLT, ATLANLVEEERELEY,

10
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I $ roxctl -e "$ROX_CENTRAL_ADDRESS" central debug log --level=<log_level> ﬂ

Q <log_level> MEFAE (L. Panic. Fatal. Error, Warn, Info, & & U Debug T79.

718y JHEBOME
MEEBET D07y SHRENET 31003, ROATY KERFLET,

I $ roxctl -e "$ROX_CENTRAL_ADDRESS" central debug dump

1.35. EILRBEEORY N —20 R o —DERK

EIWRBEORY NT7—0RY =2z —4%—Id, roxctlCLIIKEFNTWEY, EILRFEOXRY b
7—RY S —EREEEDIZ S, roxctl CLI IX RHACS Central L BET 2 MENAWEH., ERDOFEH
RIETHEATEET,

([} =355

1L EWREDORY NT—OR) =Y zRxL—4—F, AV NOEFTRKIEELLZTAL I b
) —%BIRMICAF v LET, LEA>T, IV REERTTBHIIC. H—ERATY=Z7 R
b, configmap., 7—2H0—K¥=7xX b
(Pod. Deployment. ReplicaSet. Job. DaemonSet. StatefulSet &) A%, IBEIN/T 1
LK) —=ICYAML 7 74J)LE LTI TICFELTWRHENHY FT,

2. kubectlapply -f A¥ > REFRALT. ThODYAML 7 7ML 2 ZDFFHEATE &%

BALET, ELRBOXRY NIV RYY—IJzRxL—9—IF, Helm RYA1ILDFV T L —
NaFEAT27 74 )L TIEHELEZEA,

3. H—EXRRY NT7—OT7 RLANMN=—RIO—FT 173N TWRWZ E%2BALET, —F
RAIERTIVELDHDIRTOT7—r/0O0—RiF, T—EXRY NT—ITF RLRAZEHEL
TERETHI2HENHYET, COZEHHIE. 7—70—RDY Y —AREZHAEFRT 35
configmap TEETE XY,

o fINIRBEH =LA
e 5 2: config map D
e {5 3: config map D1E

4 Y—EXRy bT7=9 7 FLRIE RORXDERKRR/NNY —VIC—BT2RENHYET,
I (http(s)?://)?<svc>(.<ns>(.svc.cluster.local)?)?(:<portNum>)?ﬂ
@ ov-—vTr
® <svor ldH—ERH

o s> [ FH—ERX%ZEFE L % namespace

o <portNum> IERRAINAH—EXDR— K ES

LLFIE, NY—=2Il—T B2V D2HhDHEITY,

o wordpress-mysql:3306

1


https://github.com/np-guard/cluster-topology-analyzer/blob/main/tests/k8s_guestbook/frontend-deployment.yaml#L25:L28
https://github.com/np-guard/cluster-topology-analyzer/blob/main/tests/onlineboutique/kubernetes-manifests.yaml#L105:L109
https://github.com/np-guard/cluster-topology-analyzer/blob/main/tests/onlineboutique/kubernetes-manifests.yaml#L269:L271
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e redis-follower.redis.svc.cluster.local:6379
o redis-leader.redis

e http://rating-service.

FIR

1L help AXY REEFTLT, EIWREOXRY NT—0RY S —EHEENMEARIEETHZ I &%
HERELET,

I $ roxctl generate netpol -h
2. generate netpol A <v > REFALTRY >—%2EMLET,
I $ roxctl generate netpol <folder-path> ﬂ

ﬂ Kubernetes V=7 T A KDH BT I —D/INRA%EIELET,

roxctl generate netpol A< > RiE, ROFA T avaHR—MLTVWET,

FF>ay Bl
-h. --help netpol ¥ Y ROALTFFRAMERRLET,
-d, --output-dir <dir> ERINAER) D —%9—Ty b T7A NI —IIRELET, R)>—T

EWK1D2DT7 74 TY,

-f, --output-file <filename> ERINAER) D —%2REFELTE—DYAML 7 74 LICR—Y LET,
--fail BROICRELLIS—TKRBLET, 774/ MElZ false T,
--remove HAORZADN T TICEET 25EIFHIBRLET,
--strict Z2E5IT5—ELTHRVEYT, 774/ MEld false TY,

BTG IR

o EILRRORY NT—VR)I—YzRL—49—DFEH

12


https://access.redhat.com/documentation/ja-jp/red_hat_advanced_cluster_security_for_kubernetes/4.0/html-single/operating/#using-build-time-network-policy-generator
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