& RedHat

Red Hat Advanced Cluster Security for
Kubernetes 3.74

)1)—X/—%h

Red Hat Advanced Cluster Security for Kubernetes ) ) — XD ERHFIEEE T E R

Last Updated: 2024-02-16






Red Hat Advanced Cluster Security for Kubernetes 3.74 J V) —X / — k

Red Hat Advanced Cluster Security for Kubernetes ') |) — 2 DX AL FHREE TE A



ZEEEDBER
Copyright © 2024 Red Hat, Inc.

The text of and illustrations in this document are licensed by Red Hat under a Creative Commons
Attribution-Share Alike 3.0 Unported license ("CC-BY-SA"). An explanation of CC-BY-SA is
available at

http://creativecommons.org/licenses/by-sa/3.0/

. In'accordance with CC-BY-SA, if you distribute this document or an adaptation of it, you must
provide the URL for the original version.

Red Hat, as the licensor of this document, waives the right to enforce, and agrees not to assert,
Section 4d of CC-BY-SA to the fullest extent permitted by applicable law.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo, the Red Hat logo, JBoss, OpenShift,
Fedora, the Infinity logo, and RHCE are trademarks of Red Hat, Inc., registered in the United States
and other countries.

Linux @ is the registered trademark of Linus Torvalds in the United States and other countries.
Java @ is a registered trademark of Oracle and/or its affiliates.

XFS @ is a trademark of Silicon Graphics International Corp. or its subsidiaries in the United States
and/or other countries.

MySQL @ is a registered trademark of MySQL AB in the United States, the European Union and
other countries.

Node.js ® is an official trademark of Joyent. Red Hat is not formally related to or endorsed by the
official Joyent Node.js open source or commercial project.

The OpenStack ® Word Mark and OpenStack logo are either registered trademarks/service marks
or trademarks/service marks of the OpenStack Foundation, in the United States and other
countries and are used with the OpenStack Foundation's permission. We are not affiliated with,
endorsed or sponsored by the OpenStack Foundation, or the OpenStack community.

All other trademarks are the property of their respective owners.

Bz

Red Hat Advanced Cluster Security for Kubernetes ) 1) —2 / — N Tld, #HEES & OHLIRIEAED
ITARTC, FARMEDEER. FEES L VBRI N EEE. NJBE. 8LU0—KLHENN—T 3
YORMDOEEZFTEHTVWET,



=P

BR
#5132 RED HAT ADVANCED CLUSTER SECURITY FORKUBERNETES 3.74  ....iiuiiiiiieiiiieiieinnns 3
1LZDYY—=RITD2WT 3
1.2. FHkeE 4
1.3.POSTGRESQL F—49R—RA T a3 N4 VA M =L INTWBIGEICFI AR tiaE 9
1.4, JEHER S &K UHIBR S N7 HBE n
15 ALY avEENSLDA—RILEY 2 —ILDHIKR 14
1.6. 5% DY R— NEEDBEH 14
1.7. NTIEIE 14
18 AX—=YDNR—T 3 17



Red Hat Advanced Cluster Security for Kubernetes3.74 V) ') —X J — b




8513 RED HAT ADVANCED CLUSTER SECURITY FOR KUBERNETES 3.74

531% RED HAT ADVANCED CLUSTER SECURITY FOR
KUBERNETES 3.74

Red Hat Advanced Cluster Security for Kubernetes (RHACS) (. TV 4% — 754 X E®D Kubernetes
XATATOAVTFF—tFa)T1—Y)a—>avThYy, 7TIV5—2av347H147)LDE
IR, 7704, SVIMLDERETCEERT IV r—>avaRELES, 1V T75ANTY
Fv—IIZ77O4 L. DevOps V—IBLUVT7—070—EHELT. YBRALEF2)T4—&0
VTSATVRAERBEL, DevOps BL W InfoSec F—LhtzFxa 71— EATESLIICLE

ER

F1a))—2RH
RHACS "—Y 3> )Y—2RH
3.74.0 2023% 2R 27H
3.74.1 2023%# 3 F20H
3.74.2 2023 4H13H
3.74.3 2023%5H2H
3.74.4 2023% 6 A5H
3.74.5 2023 7R 13 H
3.74.6 2023 9R7H
3.74.7 2023 F10 B 24 H
3.74.8 2023%F 1R 12H
3.74.9 2023% 2R 27H

1. 2D Y —=XICDWT

RHACS 3.74 ICIE. JRODFHEE. HER. BLUEFLVSETATVET,

TXa2T7RISRY—IIFT % IBM Power, IBMzSystems, & & U IBM® LinuxONE DR —
K

Clair RF v+ F+—/1—Y 3V 4 DHR—

xYy NI—=0 05272077 /8Y—=7LEa—)
RHACS R—# IV DEFH I N/ O—/NILIRER
syslog MAEEWNET B7-HODEMT 1 —IL K

Collector I—RIVEV 2 —ILHARDODINLLBRWGEBED NS TIVa—FT4 VT HA RDO#&IE


https://access.redhat.com/documentation/ja-jp/red_hat_advanced_cluster_security_for_kubernetes/3.74/html-single/release_notes/#ibm-power-z-374
https://access.redhat.com/documentation/ja-jp/red_hat_advanced_cluster_security_for_kubernetes/3.74/html-single/release_notes/#clair-v4-374
https://access.redhat.com/documentation/ja-jp/red_hat_advanced_cluster_security_for_kubernetes/3.74/html-single/release_notes/#network-graph-2-374
https://access.redhat.com/documentation/ja-jp/red_hat_advanced_cluster_security_for_kubernetes/3.74/html-single/release_notes/#global-search-updates-374
https://access.redhat.com/documentation/ja-jp/red_hat_advanced_cluster_security_for_kubernetes/3.74/html-single/release_notes/#syslog-integration-374
https://access.redhat.com/documentation/ja-jp/red_hat_advanced_cluster_security_for_kubernetes/3.74/html-single/release_notes/#troubleshooting-collector-374

Red Hat Advanced Cluster Security for Kubernetes3.74 Y Y —X / —

o Rg—)LENRTF—TVRADMALE

® PostgreSQL T—AR—RF T2 3 UM VA M= INTWVWBIGEICFI AR BE A
o RHACSOL VY3V
o KYv—HFTY—

o NJIEIE

1.2. Frtkee

121. X278V SR —II T % IBM Power, IBMzSystems., & & U IBM(R)
LinuxONE O 7R— K

RHACS N\—Y 3> 37413, UWFDORHACS DtEFa 7RISR —DYR—bME2IERLET,
® Red Hat OpenShift 4.12 5* 5 IBM Power (ppc64le)

® Red Hat OpenShift 4.10 & & U 4.12 1 5 IBM zSystems (s390x) & & U IBM® LinuxONE
(s390%)

RHACS /8—23 >~ 3.74 Tl&. RHACS Operator Zf#H L T. Red Hat OpenShift on IBM Power, IBM
zSystems. B LU IBM® LinuxONE TERITINTWE VS RY —%RETEET,

pa )

e RHACS % {#F L T IBM Power. IBM zSystems, & & U IBM® LinuxONE 7 5 X
H—HRETEDLHICRY F Lz, REFERTIE, Central T R—MIHhTW
FtA,

e Collector Ix, IBMPower DA —XRILEYV 2 —ILH LV eBPF 7O—T & L TIR
HINFTH. IBMzSystems & L U IBM® LinuxONE DA—RIVEV a—IL &
LTOHREINZE T, RedHatlZ. SEDY ) —XTIBMzSystems EL T
IBM® LinuxONE M eBPF 7O—7OHR— KNE2EBMTZ2FETT,

e RHACS (Z. IBM Power, IBM zSystems. & & U IBM® LinuxONE 4 X —< DR
FrUaYR—MLETH, YILFT7—FTIF v —A4 X—TJIILRDFIRD H
YE9J,

o ¥UBBAEFHLTVILFT—FTIFv—AX—V%AXvT5E,
RHACS IF AMD64 L 4 ¥ —DA A=Y AF v VIERZREL X7,

o BED7—FTIVFv—LAY—~~DSHASRBAEZFARALTIILFT7—FF
JFv—AA—VBAXv T BE, RHACSIFIEEESINAT—FT7
Fr—DARXA—VAF v VERZRELE T,

1.2.2.Clair RF¥ v F—/1\—=2 3 v 4 DY R— K

Clair IZ. D Linux 7L —F 4 VIV AT AICEAEMITONI VT F—A A=V DTEHERF v
VERITTEZ—EDIA VOV —ERTY, Clair/A\—Ya v 4v4) #FRALTWBIHEIE Clairv4

% RHACS EMEB LT, A X—VDMfEHEMT -9 2B TE2LIICRYF L, Clhirvd a7 5
E. RHACS R—H L TEEDY — DDA A=V DM E#RE L. ThoZ 1AL N 77—
UTEET,


https://access.redhat.com/documentation/ja-jp/red_hat_advanced_cluster_security_for_kubernetes/3.74/html-single/release_notes/#scale-performance-improvements-374
https://access.redhat.com/documentation/ja-jp/red_hat_advanced_cluster_security_for_kubernetes/3.74/html-single/release_notes/#postgresql-technology-preview-374
https://access.redhat.com/documentation/ja-jp/red_hat_advanced_cluster_security_for_kubernetes/3.74/html-single/release_notes/#collections-374
https://access.redhat.com/documentation/ja-jp/red_hat_advanced_cluster_security_for_kubernetes/3.74/html-single/release_notes/#policy-categories-374
https://access.redhat.com/documentation/ja-jp/red_hat_advanced_cluster_security_for_kubernetes/3.74/html-single/release_notes/#bug-fixes-374

8513 RED HAT ADVANCED CLUSTER SECURITY FOR KUBERNETES 3.74

R

® RedHat &, Clairv4 & %@5% L T, LLEI® CoreOS Clair #i& & JEHESEIC L
F L7,

¢ RDAT ¥ —/N\—I 3 TdH%RHACS 4.0 Tlt. Clairv4 #EE D7D JSON
Web Token (JWT) R—ZDFRFA TV 3y #HR—KITEFEEHY FHA,

123. %2y NTO—=0J5720(F77/8Y—7LEa—)

B

XY RND—=055220FF70 /0y —FLEa—MEDHTT, 77/ —TL
Ea—#EEIE. RedHat BYR— MDY —EXLRILT T =X K~ (SLA) DRIFRH
ThY., BEMICEETIERWGELHY £9, RedHat ld. EEBRIETCINLAEE
A2 EAHELTVERA, 77 /00 -7 L E1—#EEIZ. EFORLMEEE W
SREIRHELT. ARBETHEDT AN ZITWT 4 — My J 2R LTVWEELSZ
EHEBHELTVWET,

RedHat D54 /Oy —7 L Eax1—#eEDyR— NEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE 2S8R L TLEIN,

RHACS ICId, Patternfly 54 75 ) —%fFRAL T, BRARFTES—Y 3V, @lbIhgéss. &0
BRISTERETZRYNI—0 TS T7DOT7y T L—RKEEFhTVWET, HILLW IS T7IE, BRER
DFFOA XAV N Ty b= 70—, BLVRY M7=V R)O—ILET25ETHMALEREZR
HLET, ROVWTIHADE2—%5FBRL T, V57N T4 v I ERRTEET,

o POUFATRINS T4 v (TI7AIRKN)Ea—ICiE. 7Y v ¥ Lk namespace £ IZHFED
TTOAAY MIEREY T, BIBINAERNS T4 v IDRRINET,

o A7 O—FEa1—IllE. XY MNT—URY Y —ICE > THAINDEEN L T7O—DPRERS
N, JYBBLPEAERIRT ZLOICBERRY NT—IR) S —DREEEET ZDICHEIL
5%9,

FrlLWwEa—id, TS99 —DF7 RLAN—ICRRIND URL 2 EAY 2720, BRICTES—Y 3
VLY, Ea—%TvIR—JELTRELEY, YU aHELEYTEETY,

Za)F =&y hO—Lid, RRINZBEREDRAITAIT2DICEIEET, T7AM IR
ERIT7 4V —%FERALT. BADDHS namespace E T TOAM A Y MIEREYTEZIENTEE
T, FMY TORREBEEZFY IO IEETELXY, Legend Ry VICIE, 57 THERAINTVLS
TAAVDHRAIPRRIINET,

ROBIE, xRy hT—=0 75 7DFERLTWEY, ZORITIE, T—F—dBRLEA TS avIlE
DWTC, FTAAM XAV NEZNLDED NS 74 v 2 70—DTFTICRRINET, Fho KLY
VEMBALT, RYP—DPRELTVWETTOM XV MERL, §RTORYNTI—I NS T4 v 0%
FELET,


https://quay.github.io/clair/concepts/authentication.html
https://access.redhat.com/support/offerings/techpreview/

Red Hat Advanced Cluster Security for Kubernetes3.74 Y Y —X / —

D production v > @B Namespaces 1~ > @@ Deployments ~

Active traffic +  Pasthour =« Y Add one or more deployment filters

o =

backend-atlas

®

varnish

3z

®

postgres api-server

® ®

kube-dns gateway

oo S

e Q X H Legend

ROBUCRT &S IC. Displayoptions KOy 4oV )R MNaERTRE, V35 7ICKRRINDIER
EFEMLANILEHIETEET,

Display options 3 - Last

@ Network policy status badge

@ Active external traffic badge

3 Port and protocol label

J57HRDEB%Z7) v I 33E BEREINLT A RARIVICIRY lcHHRAEI Y 3 VAKRERS



8513 RED HAT ADVANCED CLUSTER SECURITY FOR KUBERNETES 3.74

N, 7704 A2 b & namespace DIEBRHIRRINE T, 41 KAARIVIE, BRLAEZTZ7ADIEE
ICEDWTT7O4 A Y M E— R & namespace E— R&LIWEZET, Nv I —DT7 A T LRAZDHEIC
H5D FIENS SRV (ZDBITIE postgres) (&, TNHA T FOA X~ hH namespace MR L £
¥, ROFlE. FTOM AV ME—RERLTVWET,

&) postgres "

in "production / backend”

Details Flows Baselines Network policies

> Network security

> Deployment configuration

v Port configurations

> 5432/TCP

namespace E— R Tld, ¥4 RARIVICRBEN—ETFTOM AV MDY A MNP EENET, 7704
AVNEI) YO LT, TOBEHRERRTEET, namespace E— RTIE, Y4 R/ARILIZEFH LW
Network policies ¥ 7H2FNE T, DY THH. ROFISTRT LD IC. D namespace TEHS
NTVWaRy bNI)—VRYY—%FRR, 7Yy THR—KNICOE—, FLIETIRR—FTEET,



Red Hat Advanced Cluster Security for Kubernetes3.74 Y Y —X / —

¢® backend

in "production

Deployments MNetwork policies

Q, Find by deployment name

4 results found 1-d4ofd ~
Deployment Active traffic
backend-atlas | flows
postgres | flows
api-server 5 flows
varnish 2 flows

123132y 27— 557 2.0 DEERMDOHIREIR

9 hT—555720FLP1—A=21—HHIE. BED Xy hT—0557 (10) X =1—TAHE
I RHACS B— 4 L CHIF TR 240, BRICRALTI 4 — KAy &BHTEET, Ry b
7—5 4557 20CiE ROBEMOFHRAHY £F,

o UST7HETANIYVITTRE, BRICIE., 74UV T73iT7O4 XAV e, ThH
APY EYTEIHORET TOA4 X B LU namespace EFENF T, BIMD CRELK)
FTOA XAV MNERBELES L UHRET 25EZPVETT,

o Xy NT—UR)I—DIIal—ravEEIERHIRINTWET, BEFEMICIE, Simulate
network policy /XRILDNSERI NN, YAML 7 74 ILD7y 7O—RDOFERE L TERS
NEM™MIHHIHET, V574 v 71—l Ial—YarvhPRBINEHA,

o F—4AKNL—2avaVEKR—XV NORFENYEBZZF T arvrHYEtA,

e 37 L\ Namespaces F /z|d Deployments BIRT7 4 L ¥ —% 0 ) T2 EETEFEEA. 7
V79311 FTY N —DBRZMBRT D2UENHYXT,

e Active traffic/Extraneous flows KO v 74UV ) A NAREFRIWALFFILARY, 7Yy oI
BELET. ZORET Active traffic2 2 1) v 2§ % &, Extraneous flows E— RIZtJY &
by Fd,

1.2.4.RHACS R—¥ ILOEH I N/ O—/NILRE

TA—NIVIRRENBRE I, RER—JICRFIIND LD ICAQY, LRBAORRFED) A M EFEAL
THEREZTEPRRTEDZLIICRY F L, F7A—/NIRKRICIE, ROZEENEINTVIET,



8513 RED HAT ADVANCED CLUSTER SECURITY FOR KUBERNETES 3.74

o SERRMERITI0OZBAIMREFEATI) —ICh>THEIHh, BALOHIMBIFIC—LA Y
TEEY,

o A4 DMRFFERIFIEH & L THRRIN, BUYL RHACS HER—Y THRRZRT LY, ER
FRBVRIR=IDT AN —ELTRREIBICKRT LAY $27HDRRATT) —IC
INCER) VI 2R B LET,

e METURLMEAINZ LD ICR >k, T30 —%2EALTFES—Yav LY, &
RIEREHLWITTHRWAEY, RRV VIV ZHBLEYTEET,

1.2.5.syslog fi B = ET 27<DDEMT 1 —IL K

syslog LY —N—¢#iET5E. RHACSIF TR TDER EBEEANRY MNEREFHD syslog Lo —
N—ICHBNIOEE LT Y. RHACS374 TlE. AU AT LIEET B HRAY LFX—LEDRT =15
ECTEDELDICRYFE L, FTLWEIMTZ7 1 —ILRZFEAT B E, syslogLd—N—=TT74)LE5 )T
TEBT—9%5NRITAXTEET,

FELLIE syslog 7O MO AFERALAHKE 25RB LTIV,

1.2.6.Collector h—RIEV 2a—ILDARDOHDSHBWEED NS TV a—FT 4 VT HA
NOL:X|

Collector D NS TN a—T4 Vv THA RPEHIN, KN RESHTS—45FES—> 3V

L. TNOABIET 2 HEZEMRT Z2DICKRIDOEAMRE Y MBI NF L, I 51T, RHACS
R=FILDANIVARAT—HAFy a1 hR—RE8IEIN, ALIY—RAT—YADREERGRICN ST
Woa—F4 VT RFa X NMIVTALIRMNENDEDICRYF L

127. AT —ILENT =TV 2ADAL

A= ENRT =TV ANDBGHRIRE LT T D72H, RHACS3. 74 ICIE. v ahRh—RKRDR
)Y —BRIV47 Ty MIRTEZROBUEBNSETNTVET,

e Central DX EY —HEEN 102D 1ITED

o RHACS R—# I TOHBKA I 1V Ty NDFEMAAFEE X, FEEICZLDERDPH>TE 2
MR TI (f1:100,000 LA E),

1.3.POSTGRESQL T—49R—2AA T3NSI VA MN=ILINTWVWDBIES
I FI A RT BE 74 i B

UTRDtEY Y a3y THRBAYT 28EE0E. PostgreSQL 7—9R—FA T avhPfA VA M—ILIN TV
BGRICOAMEATEZT,

BF

PostgreSQL 7—49R—F70 /O —T L Ea—#EEDHTY, 70/ 0V—FL
Ea—#EEIE. RedHat BYR— MDY —EXLRILT T =X K~ (SLA) DRIFRH
THY., WEMICER2TIEARWEELHY F9, RedHat ld, ERBRIETCINLAME
AT HRBLTVERA, 77/0V—T L E1—HEERK. SHFOMRMESE
SREIRHELT. AREBETHREDT AN ZITWT 1 — Ny 7 2R LTVWEELSZ
EEEMELTVWETY,

RedHat D54 /Oy —7 L Eax—#eEDyR— NEICRET 23FMIE. 727/ 00—
T Ex—#EDYR— MNEFE #S8RB LTI,



https://access.redhat.com/documentation/ja-jp/red_hat_advanced_cluster_security_for_kubernetes/3.74/html-single/integrating/#integrate-using-syslog-protocol
https://access.redhat.com/support/offerings/techpreview/

Red Hat Advanced Cluster Security for Kubernetes3.74 Y Y —X / —

1.3..RHACS OL 7> a Y

RHACSIEOL V7> avERENZFHLUWVESEBALEY, Chidk, — B339 —VaFALTT
TO4 Xy bDAL YV aVEEZFL, ZOALIYaVIlBYRLERATE 328014517 5% 1R
#HLEFYI, RHACSDOAL VY avidk, 2—H—EHDZLIMTEISRTY ., EIRIL—ILZFEHL TrIE
TIV—THEHEL, ROLILRBAERMKLET,

o L=k, F7FOA4 XV M, namespace. FLIFVFRAIY—DEFELIEISNIVEFEAL T—
BIEZIENTEXET,

o TE—HILRERKRRZHEML T —LEEETEIET,

o ILVYavIEREFHKIHRINET, LI EEFICEELAVWATY TV M2BRT
TET,

e ALYy avid, #MDILIYaveERALTERL, BMLEEZLERTZIEHNTER
-a—o

ALy vavid, WAV ISAMSIFv—DEDELI IR INTWE I AT 2 EE 412
L. @88LUVBARTI—THREDRHACS 7ONRT 14 —D o O0—VERB LB YIR LIGEDKHEM
EHEBR L E 9,

ALY avaFERALT, ROLIBVRATLAADTTOAAY NOTIL—TE2EHBTEET,
o BEDHEF—LDFAET DA VISTANS I Fv—5ElE

o FARISAY—FHIEEHB I SRYI—TRITITBEZIIERDIR) > —DANENEET S
7TV =3y

o HEBODTTOAAYMNINRILTERINK., EEHD namespace ICELD 20T T r— 3
v

e XAMINFALIYaY, VFRI—F, FLEININZFERATIERBREZIEITIH
RIzE&

pa )

ZOFy/A0—=7FLEa—Y)—TE, ALy avIidBEELR—b7—07

A—ilicoAEFh,. BEOLR—MRI=TEaL 7> a VICBBMICRITINET,
BITOER, BEOLR—PMPELKREINLIE AT INENHY T, BT
TOERAQFEMICOWVWTIE, TAL2varyADLR—MNROA-—TORITI €3V
EBRLTLEIN,

SEDY Y —ZATR, BRIESNER)S—FENSHOT, LI Y a RO
DT7—770—THRATESZLDICRDZEDFRINEY, S& AL I/YaviE
FyvoaR—R, Xy NTI—=0T757, BLPRHACSKRRFLIET 1LY —DERAI
NEZIXRTOBHATHATEDSLDICRY, BLOHBBEFICHEICERTESLDIC
RBFETT.

1322 RYY—HF7TY—

RYY—hFTY)—iF, RYY—ATFT)—I->TERETINV—TELV 74 L) 7T BT E
&Y., AHRDOERERICEEYT 2 EREEEBT HDICHKRIIEET, RHACS/N—Y 3> 374 L YRITIE,
RYV—RIAVZAVTRY Y —HATT) — %R TEE L, N—2 32 374 Tl PostgreSQL
F—IR—2A T avEFATBZRHACS VAT AT, RYY—hAFIT)—LYFRILEIH, LY
BEHINTWET,

10



8513 RED HAT ADVANCED CLUSTER SECURITY FOR KUBERNETES 3.74

RHACS R—# JLTl&. Policy Management IZ#7 L \\ Policy Categories ¥ 7 EAINTVWE T, &
DHTTE, ATT)—%FKK FR. BRIZE, FLEBIKRTEEFET, A7TY)—%ZHIBRT 281,
RHACS IEAT T —DRY Y —THEAINTVEINEI D EZHBTLET, YRATLERDOR) > —7
TIY—IFREINTHY., EELLIBHIRTZZEIEITETEEA

PolicyCategoryService Y —E X &AL T. RHACS R—# I THEBATZZR)>—AF7TY —0DE
L7700 avaEAPINSEFERTEEY, HFMICDOVLWTIE. RHACS R—4 )L T Help - APl reference
ICBBEIL T, API RF¥a XY RESRBLTLEIW,

1.4. JEHRE S L VHIFR I N 7= #4EE
LRID ) ) — R TRIFARIRETH o 1= —ERDHEREN FEHER (C D h, BRI FE L7,
FEWROMBEIZB| T HEET RHACS ICEF N, Y R—MINFTH, AEZOSED) ) —IXATHIBRIL
378, FRTTOAMAY N TOFEARAIEREINI A, FEESSIVHIRFADERBEEDORT R
MIDWTIE, ROKRESHELTLLIEIW, HIRIN/, /I3 3EEICAR > /- —SDOKEEICE T %538
BERIE. ROEICHY T,
LUTDORTIE, BEEEIORDRAT—Y ANKRTINET,

o GA: — AR I N 7-HeE

o TP: 74 ./OY—7FLE1—#He

o DEP: FEH#ESEHAE

o REM: HIPR X /= #aE

o NA EZHAL

F1.2IEHERS L THIBR S h/-#88E b 5 v h— (2023 % 3 A 20 HE#H)

Hae RHACS 3.72 RHACS 3.73 RHACS 3.74
BuildDate E % GA GA DEP
Clair RF ¥ F—/1N\—Y 32 GA GA DEP
ClusterCVE #&[R DEP DEP REM

1



Red Hat Advanced Cluster Security for Kubernetes3.74 Y Y —X / —

HEEE RHACS 3.72 RHACS 3.73 RHACS 3.74

/Vl/cves/suppress & & U /vi/cves/unsuppress DEP DEP

ves/suppress viiev e RHAC
APIRAMO—KRDids 714 —JL R S373

DEP

e Advan
ced
Clust
er
Securi
ty
Cloud
Servic

(ACS
CS)

REM
(74
-
1N
54
7 L)

A—FIVET 2—ILDORERE GA GA DEP
Policy #[R GA GA DEP
Role #[R GA GA DEP
VulnerabilityReports #[R GA GA DEP
ScopeManager 77 # )L hO—JL GA GA DEP

/vi/cves/suppress & & U DEP DEP

e RHAC
/vi/cves/unsuppress S3.73

DEP

e ACSC
S®D
REM
(74
-
NN
>4
7I)

vi/nodes DL ARV A4 O—KRIZH TS DEP DEP DEP
storage.Node # 7>z h®Dvulns 7 1 —JL K

12



8513 RED HAT ADVANCED CLUSTER SECURITY FOR KUBERNETES 3.74

1.4.1. FEHELEDHEE

RDEI S a VT FULWHERICOWTEHRBEL, 5DV ) —ZATHIBRI N2 IEHEOHEREZRL X
-a—o

1411 HIBR X h- Bt

SO BuildDate BHIIHEINTE LT, ROA T +—/"—U 3V THS RHACS 4.0 THIFRI N %
FETY. /debug/versions.json T KR4 > k & roxctl version --json < > K&, ZDEM %R
I RY F L,

L4V RERT I3y

TOYaAaVREAETY,

1.4.1.2. S DERDEE

T ERGIEHEER S| EHIBERILT 2720IC. RHACS [E—EBDOMEREERE Y MZTIL—FELZF
T, TR, RD) ) —ATIHROEENGFEINTWET,

e WorkflowAdministration #£[R(%. Policy & & U VulnerabilityReports #&[R & JEHERE(C L %
_a—o

e AccesstEfRIZ. Role #EfRA IEHREICL 7,
e F7#JLKDO—/L Scope Manager (ZHIRI N E T,

e WorkflowAdministration #£fR(&. RHACS/X—23 > 411) ) —XD¥ERE Y FHD Policy &
& U VulnerabilityReports ZEX# 2 5 FE T, ¥Rt Y FORIT
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REBVWT IV ERERIMFEINEF T, /& ZIE. WRITE Policy & READ
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WorkflowAdministration #[R|&. Policy # & U' VulnerabilityReports #[R % FJE#ESEIC L £ 7,
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1.4.1.2.3. Access O—JLDZEHE

Access #E[RIX, RHACS/N\—2 a3 v 41) ) —XDEREY NAD Role *EX# X2 FETY, HER
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14124 WBRT7 IV

13



Red Hat Advanced Cluster Security for Kubernetes3.74 Y Y —X / —

HeBRtzwy NN Role ) YV — X A EHIIC Access ICE XX 9,
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15 BRI 3y
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e EBPF
o KERNEL_MODULE
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REINLIFRIY—DVWTIOHUNEAEE LT KERNEL_MODULE % A L TW3i&I1E. Th
% EBPF ICEEL XY,

1.52. 8RR RF 2 XV NDOHIFR
DY) —RATlE, RedHat ZNIITAZ2a—HDO T IV ERATIZREARF AV MNEHIBRLEL

oo HBARFIAYMZFERALTWRHBEIE. Y IC Red Hat Advanced Cluster Security for
Kubernetes DE@E RF 1 XA~ Z PDFERXTHY o >O0—RTEFEJ, (ROX-12839)

1.6. S DYR— N EEDEH

RHACS /N\—< 3 >~ 374 1&, OpenShift Container Platform /X\—> 3> 46, 4.7, 48, 8&UV'49 %
YR—FFEREDY)—RATY, ROAI v —/"—=2 3V THBRHACS40E, ThHD
OpenShift Container Platform /N\—< 3 VY 7 EZNLEID ) YU —REHR— KM LE A, FHICDOWL
Tl&. Red Hat Advanced Cluster Security for Kubernetes H7/R— bR 1) & — H#HBL T I,

1.7. NJTIBIE
1.7.1.N—2 3> 3.74.0 CTEREH
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o ¥y aR—RDEBKRKEHDORY)>—ER 8L AF7TYV—HOR)>—ER 712y b
T#EA XN % vi/alerts/summary/counts T KR4 ¥ M, KIFELERET Central h'7
Sy aTBDERCEDIBEIRE L, (ROX-13829)
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1.7.3./8N—< 3> 3.74.2 TR
HFTEH:2023F 4813 H

e Z®MRHACS 'Y ')—XITIE. RedHatEnterprise Linux (RHEL) 8 FHD RHSA-2023:1405
OpenSSL ¥ a ) 74 —BHOEBENAEFNTWVWET,

o ZDN)—RT, WEFTv V74V LTWRWISZRY—DHBIFEIC. PostgreSQL 7 —
IR—Z(TV/AY—TLEa—)NOBITHRICHKET 27Ty aMBEINET,

1.7.4. /N\—< 3 > 3.74.3 TR
J1)—2H:2023F5H2H
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o MY —RITIE, PostgreSQL T—HR— (T4 /O —TLE21—)"OBTICET S/
BOEENZFNATVET,

1.7.5./N— 3 3.74.4 TR
J1)—2H:2023F 6 H5H

e RHACS3.74.4 (%, RDCVE ABIET B7-DICEH IN/ Golang #FH L THEINTWE
-a—o

o CVE-2023-24540

o CVE-2023-24539
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DEF2YT4—R)Y—EROT7Z—raHYR—KMLTWEHEA, Unconfined seccomp 7
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BLUMBEEDEEREE  security/rhacs-scanner-db-rhel8:3.74.9
WmLET,

Collector Kubernetes F 7= & ) )
OpenShift Container e registry.redhat.io/advanced-cluster-
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