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Red Hat Advanced Cluster Management for Kubernetes AV R—3% Y hDEFa2 U571 —42BEL X
T, EBLER) D —BLVTOERTIS R —%2HHIL. YRIERELTRMRICMAET, R
o—%ZFEALT, L—ILOEESLTHIEOREZITWVWET,

AR EM: Red Hat Advanced Cluster Management for Kubernetes ME3F M —E R BH AR ET 2 HE
BHsd, FHlllE. 7/ 25H E2BRBTEI L,

PSR —DtEFa) 714 —(REICETHFEMI. UTOMEY I ZSRLTIEIW,
o O—JLR—ZADT Y& RHE
o FEIBEMODEEDHE
e GEFAE
o HNRFVZR
o RERYY—TOFYTL—hrDYR—I

o EAMI—INMRE (T /AY-TLEa1-)

1.1. GEARE

X F X FARFIBAZE A Red Hat Advanced Cluster Management for Kubernetes THER I, FRINZE
ER

MBICGIRAZA#FEHETEE 9, ABAZE D Kubernetes TLS Secret ZERX T2 HENHY £§., ME DL
BAZ D/EM T IC. Red Hat Advanced Cluster Management 1 ~ X b —5 —THER L - EDIIAZE %=
BEMADIENTEET,
WMEBRT IV ZAER: V2 A5 —DEESE
Red Hat Advanced Cluster Management TE{TI N5 —EXICHEQRFIAZE LT X T. Red Hat
Advanced Cluster Management @4 ~ XA b —JLBFICERINE T, FEAZRUTOIYR—RV N T
ERBLVEEBINET,

® OpenShift Service Serving Certificates

® Red Hat Advanced Cluster Management Webhook 3~ hO—35 —

e Kubernetes Certificates API

® OpenShift 77 # JU  Ingress
FERAEDERICEAT 25 EMIE. UTESBLTIREIWL,
Red Hat Advanced Cluster Management /\7 9 5 24 —DIFEAE

e EIE Ingress SIRAZDE I X

® OpenShift 77 #JL kD Ingress FEEAZ D E X 2

o TIERRIMDFEAE

o JEH (BYO: Bring Your Own) M RIEAIMEEREER (CA) SERRZ DB N


../../html-single/access_control#access-control
../../html-single/access_control#role-based-access-control
../../html-single/credentials#credentials
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.10/html/security_and_compliance/configuring-certificates#add-service-serving
https://docs.openshift.com/container-platform/4.10/security/certificates/replacing-default-ingress-certificate.html

Red Hat Advanced Cluster Management for Kubernetes 2.5 7/} > X

o CAIFAZE%4EMKYT % OpenSSL ATV KR
o HMBE® CAGREICEEMNITONIY—I Ly MDIERK
o alertmanager Jb— M DEEEAZDE X X
Red Hat Advanced Cluster Management O > R—X%X >~ k DFFEAE
o NTUSRY—DEEBNRIAZD—BERT
o NTUSRY—DEENRIAEDER
® Red Hat Advanced Cluster Management Webhook FEBAZE D E#Hr
Red Hat Advanced Cluster Management D EE N REFAE
o Fv XIIRAE
o YRX—YRIUSRY—FIRAE
Y— K/R—F 1 —5IEAE
® gatekeeper Webhook (EFAZE D O—F7—> 3~
® Integrity-shield Webhook SfBAZDO—F—> 3> (F7/ 0V —FLEa—)

Fed: A —Y—EFEREDO—FT—2 3 VB L UEHEITVET,
1.1.1. Red Hat Advanced Cluster Management /N7 7 5 2 4 —iEERE

1110 &AM DS
Red Hat Advanced Cluster Management %41 ~ X b—JL§ % &, AERIMGBAZEAERR I N T, 2D
ERAEAASAM I VY R—X Y MMERALTNT ISR —ERRX—Y RISRI—DBEDRT T4 v
J CTHE TLS #12#t L £ 9., Kubernetes Secret Al €3RI EFEEAE ICEAEMR T LN E T,
open-cluster-management-observability namespace ICIZLA T DIIBAEN S ENF T,

e observability-server-ca-certs: # —/N\—IDFEAEICE R T 5 CAGIRAENEEF N F T,

e observability-client-ca-certs: 7 51 7 > MADFEREICER T 5 CAIRAENEEFNF T,

e observability-server-certs: observability-observatorium-api 7 7041 X > N TEHRAI NS
Y—N—ERENEFNET,

e observability-grafana-certs: observability-rbac-query-proxy = 704 X~ N THERINZ
A7V MNERAENEEFNET,

open-cluster-management-addon-observability namespace IZl&, ¥ R*—Y KOS R4 — LA TFDEE
BRENEFNET,

e observability-managed-cluster-certs: /\ 74 —/X—® observability-server-ca-certs & [A U
H—N— CABERENEF NI T,

e observability-controller-open-cluster-management.io-observability-signer-client-cert:
metrics-collector-deployment 2M#fH 3% 7 54 7 MtBAENEENF T,
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CAGERAZEIZ 5 FME. MOFREX 1 FEEMTYT, THRYUEDREIZTAT, HRIINZ EBE
BHICEHRINE T,

UFn—8B%ZRRL., dEASIEHEFRINSGEOHEICOVWTHEELE T,

o CALADEIRAZEIF. BWHEDOEY N 73 BUTICA2 EBEMICEHRINI T, SEAEIE
FIhze, BHRINAAAELFERTZLDICEHET ST 04 A2 MO Pod IZEBIMICHE
BEINFT,

o CAGIEAZEIF. AVHREOEY N1 FRBAREICR2 EBHNICEHRINE T, stAEZEH L.
5, BWCAIHIRINEZEAN, BHINLCAEHEFELET, LEIOIPAELEHINL
AEAERWTNERET ST 70/ A Y P THEAIN, BISHIMAEL I, LA CAGERE
FEDEARNIN S CHIFRS N T T,

o HBREQEHBEICIE. NTISRI—ETF—VRISRI—DORBD ST 1 v ol S h
Ft Ao

1.1.1.2. 7B (BYO: Bring Your Own) O eI &AIMEEREER (CA) SERRZE DN

Red Hat Advanced Cluster Management THER I 7T 7 4 )L N D&M CASERREZ % FH L AW 5
Bld. AT EZBMICT ZR1IC. HMBORERAIMN CAIIAE2FATE T,

11.1.21. CASEBAZ 2 £ Y % OpenSSL AV K
AERMEICIE, ==, 75472 MID 2 DD CAGERAENVETT,
o UTDIAYY FZFEMALT. CARSAMERZEML XY,
openssl genrsa -out serverCAKey.pem 2048

openssl genrsa -out clientCAKey.pem 2048

o NHMFEFEALTHCEL CARMREZEXLITT., UTDIATY FZ2EITLEY,

openssl req -x509 -sha256 -new -nodes -key serverCAKey.pem -days 1825 -out
serverCACert.pem

openssl req -x509 -sha256 -new -nodes -key clientCAKey.pem -days 1825 -out
clientCACert.pem
111.2.2. B O CAGERAZEICEAEM T S hic>— I Ly FDYERL

=Ly NEERT ZICIE. UTOFIEERITLET,
. SEIBRZE S L UT T % [FH L T observability-server-ca-certs > — 2 L v MR LT, XL
FTOaAXY RERITLET,

oc -n open-cluster-management-observability create secret tls observability-server-ca-certs -
-cert ./serverCACert.pem --key ./serverCAKey.pem

2. SEEAE S L U'TEE % FH L T observability-client-ca-certs > — 2 L v MR L X T, XL
FTOaAXY RERITLET,
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oc -n open-cluster-management-observability create secret tls observability-client-ca-certs --
cert ./clientCACert.pem --key ./clientCAKey.pem

1.1.1.2.3. alertmanager JL— F DFEBAZEDE X # 2

OpenShift 7 7 # ) b Ingress sERAZE % L 72 W E &I, alertmanager L— M &2 EFH L T
alertmanager sAIFAZ A B XA 22N TEEF T, UTOFIEEERITLE T,

L UTOIATY FTARAMAREZRELT T,
I openssl x509 -noout -text -in ./observability.crt

2. (fFBAZ MO E Y R —L4 (CN) % alertmanager ICZEE LT,
3. csr.enfERE T 7 1 )LD SAN (E. alertmanager L— hDHKRA RZICEBL XS,

4. RIZ open-cluster-management-observability namespace TUUTD 2 2D —7 L v M %&4E
BRLET, UTFOaTY REERTLET,

oc -n open-cluster-management-observability create secret tls alertmanager-byo-ca --cert
Jca.crt --key ./ca.key

oc -n open-cluster-management-observability create secret tls alertmanager-byo-cert --cert
Jingress.crt --key ./ingress.key

ML, EIRAZEAERT 572D OpenSSL a7 > K #BB LT £X W, alertmanager Ll— b DT
74N NECBRIIPELETT 2HEIE. BB Ingress DT 7 4L NDOBECELIAZDET 221R
L T open-cluster-management-observability namespace ICH 2 2 DD —o L v N ZHIBRLE T,

1.1.2. Red Hat Advanced Cluster Management OV /R—3 > N DIEEAE

M2 NT VSR —DEEBWRIAED—ERT

OpenShift Service Serving Certificates Y —EXZWETHEAT2/1N\T I TR 5 —DEENRIEAZD
—BARTCEET, UTFOOAYY RERITLUCAHRE—EEXRRLET,

for ns in multicluster-engine open-cluster-management ; do echo "$ns:" ; oc get secret -n $ns -0
custom-
columns=Name:.metadata.name,Expiration:.metadata.annotations.service\\.beta\\.openshift\\.io/expiry
| grep -v '<none>' ; echo "; done

RS AIERMEA B RIGE L. FEAZEMMEM I N BEID namespace H'dH Y £,

1122 1N\T VS 29 —DEBNRIAAZDEH
List hub cluster managed certificates £4 2 3 > T delete secret ¥ > K&E{TLT. NTIV SR

S —DEEBNRAPELETHN TIEY, ENMIILEDHDAMPAELRELLL. TOREICEET
2—0Ly hEHIBRLET, LEARE UTOITY REEITLTY—ILy MEHIRTEET,

I oc delete secret grc-0c925-grec-secrets -n open-cluster-management

A v—IL vy hNOHIBRT 2 &, RO —I Ly hBMERINFTT, 2L, HTLWEAZEDERA
ZRIBTBICIE, EDY—I Ly N AT 2 Pod Z2FHTHEBT 2UENHY LY,


https://docs.openshift.com/container-platform/4.10/security/certificates/service-serving-certificate.html
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1.1.2.3. Red Hat Advanced Cluster Management Webhook FFBAZ 0D & #t

Red Hat Advanced Cluster Management Webhook TER XN 3%

Platform O BB RIIFELXFHFTIZT,

SEBAE T & % OpenShift Container

Red Hat Advanced Cluster Management Webhook sEFRZE = B #1932 ICid. LTFOFIEZETLE T,

1. RDOT Y R%&EZEFTL T, OpenShift Container Platform DEENRIFAZICEHEM TSN T
Wa>—2sLy MEBIRLET,

I oc delete secret -n open-cluster-management ocm-webhook-secret

A U —ERICE TR, HIRTZ2LEDHZY—7 Ly MAFELBVWEEI’HY I,

2. LFDOY Y R%EZEFTL T, OpenShift Container Platform DEIENRIEAZ ICAHAEM T SN
TWaH—EXZBEELET,

I oc delete po -n open-cluster-management ocm-webhook-679444669¢c-5¢cg76

BE: SOV —ERDOL T ADELETZH. EH—EREBEETI2HVELNHY FT,

EAZEZ 2T Pod DB EZ —BICT EDLLUTORZSRL T, Pod DFEEREIIC Y —I L v h%ZH|
R BUEDHEINE D DL FTT,

1.1 OpenShift Container Platform BN RIAE % ST Pod

Namespace

Y TILD Pod &

=Ly b (BRET

BIEAE)

channels-apps-open-
cluster-management-
webhook-svc

multicluster-operators-

application-svc

cluster-manager-
registration-webhook

cluster-manager-work-

webhook

open-cluster-
management

open-cluster-
management

open-cluster-
management-hub

open-cluster-
management-hub

multicluster-operators-
application-
8c446664c-5Ibfk

multicluster-operators-
application-
8c446664c-5Ibfk

cluster-manager-
registration-webhook-
fb7b99c-d8wfc

cluster-manager-work-
webhook-89b8d7fc-
f4pv8

1.1.3. Red Hat Advanced Cluster Management B2 REIBAE

11.3.1. F ¥ RILEEBEE

channels-apps-open-
cluster-management-
webhook-svc-ca

multicluster-operators-
application-svc-ca

registration-webhook-
serving-cert

work-webhook-serving-
cert

CAZIBAZ (L. Red Hat Advanced ClusterManagement 7 7Y 4 —> 3 VEEBD—EHTH % Git F v %
WICEAERNIFTZZENTEET, FMIZ, EF17AHTTIPSERTDOARY LA CAGERAEZEDHER 25
BLTCEIWY,


../../html-single/applications#using-custom-CA-certificates-for-secure-HTTPS-connection
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Helm Fv XL AT 2 &, SIAAZE ORI ZEMICTETH T, Helm F v RILT, FEEAZE DREEHLED
ICR2 TWBIGRIE. Helm Fy XV ZRRRRETRET Z2HLENHY XY, SIASOREZEMICT
& EX2AVTA—)RIDEELZEY,

11.32. ¥ %X—Y RYU SRy —GIAZE

EFRAZEIE, NTTYRX—Y RISRY—AFAHTHDIFEAINE T, LAEN>T, TOLDARFAEE
WKBEAETDZ NS TN a—FT1a VI F A ERBHBLTHLIEDEETY, FMiE, GIBAZEE2ZEHL
T2BDA VIR—NBERISRARI—DAITSAVTDORNS TN a—FT14 T H#BBLTLLEIWL,

TE—YRIS2Y—REEEENICERTINET,
11.4. 4 — K/X—F 1« —3BAE

1.1.4.1. gatekeeper Webhook sEFAZEDO—F—> 3
gatekeeper Webhook (EBAZ A O0—F7—> 3 v § 3 ICIE. ROFIEEETLET,

L ROIATY R2FERALT, iREEIEFNZ—ILy b EZIRELE T,
I oc edit secret -n openshift-gatekeeper-system gatekeeper-webhook-server-cert

2. data 27 > 3 > ® ca.crt. ca.key. tlscrt LU tis.key DABZHIFRL ET,

3. JRMD < v KT gatekeeper-controller-manager Pod % Hlfk L T. gatekeeper Webhook #—
EXzBEHLIT,

I oc delete po -n openshift-gatekeeper-system -1 control-plane=controller-manager
gatekeeper Webhook SERAENO—F7—>a vy I hhE T,

1.1.4.2. Integrity-shield Webhook (IBAZ DO —F—> 3 v (F4/ /Y —FL Ea1—)
Integrity-shield Webhook sEBAEZE Z O0—7—> 3 V9§ 5I1C1E. ROFIEEZETLET,
1. IntegrityShield 1A% LY YV —X %iFEE& L T, integrity-shield-operator-system namespace
% inScopeNamespaceSelector 5% & D namespace FRA Y X MZEMLEFT, UTFDaT VK
EEITLTIVY—RZHmELET,
I oc edit integrityshield integrity-shield-server -n integrity-shield-operator-system
2. ROOAT Y R&EZETL T, integrity-shield SIRAEZ ST —I L v M EHIBRLE T,

I oc delete secret -n integrity-shield-operator-system ishield-server-tls

3. =Ly MBERIND L DI, Operator ZHIFR L £9, Operator ® Pod &Y AT A
DPodBE—HLTWRZEEZHRBLTLKEIW, UTFTOOTY REERTLET,

oc delete po -n integrity-shield-operator-system integrity-shield-operator-controller-manager-
64549569f8-v4pz6

4. Integrity-shield #—/X— Pod ZHIBR L T, RO RTHLWIIBAEDOFERZMABLF T,


../../html-single/troubleshooting#troubleshooting-imported-clusters-offline-after-certificate-change
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I oc delete po -n integrity-shield-operator-system integrity-shield-server-5fbdfbbbd4-bbfbz

SFEAZEARY Y —ay bO—5—%FHALT. YRX—Y RIS RY—TEIBHERY > —5/FER L TEEL
F9, AMO—5—0OFMIZ. RU>—IvbhO—5—FZSBLTLLEIW, FEMIX. VRIVBLV
AVTSATVAR=JICRY., BEELTLEIL,

1.2. EI2 INGRESS SFFAZ D E X #: 1

OpenShift 7 7 # JU b Ingress ;EBAZE % £ L 72 W 5 & IE. Red Hat Advanced Cluster Management
for Kubernetes L— F &2 EFH L T, B Ingress AfFAZEABIMA DI ENTEET,

o EI Ingress SIAZE ZE XX 57O DRIHIRFM
o JB® Ingress AEFAZEDE XA

o EIf Ingress DT 7 # )L NEHCBRIIBAEDETT

1.2.1. B Ingress SIAZE # E XA 2 /- O DREIIREM

management-ingress sEAAE S B EZERR L TEEL X3, BEICH U T, OpenSSL T TLS iEFAE
HEMTEEY, AAEDIE Y R—L/XF5 X —4% — (CN) % manangement-ingress I[CEXEL £,
AEAEAENRT 21581E. LTOBREEBMLET,

o JIEAEDH TI U PDRIE (SAN) Y X hD K X4 > % & LT Red Hat Advanced Cluster
Management for Kubernetes DL — hZ &2 EHFE J,
LUFoav Y REERTFLTIL—MEERIELET,

I oc get route -n open-cluster-management
LTORENRINGGZEDNHY XY,
I multicloud-console.apps.grchub2.dev08.red-chesterfield.com

121 EEBAE A AN T 2R E 7 7 1 LD

UTDHREZ 7 4IVE LTV OpenSSL A7~ FDHFITIE, OpenSSL ZEA L T TLSEEBAEZEKT D
FHEERLTWET, UTDcesrenfBE7 7ML AEHIRRL T IV, TD7 74L&, OpenSSL
TOREENDREREEZEEL T T,

[req] # Main settings

default_bits = 2048 # Default key size in bits.

prompt = no # Disables prompting for certificate values so the configuration file values are
used.

default_md = sha256 # Specifies the digest algorithm.
req_extensions = req_ext # Specifies the configuration file section that includes any extensions.
distinguished_name = dn # Specifies the section that includes the distinguished name information.

[dn] # Distinguished name settings
C=US # Country

ST = North Carolina # State or province
L = Raleigh # Locality

O = Red Hat Open Shift  # Organization
OU = Red Hat Advanced Container Management # Organizational unit
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CN = management-ingress # Common name.

[ req_ext] # Extensions
subjectAltName = @alt_names # Subject alternative names

[ alt_names] # Subject alternative names
DNS.1 = multicloud-console.apps.grchub2.dev08.red-chesterfield.com

[v3_ ext] # x509v3 extensions

authorityKeyldentifier=keyid,issuer:always # Specifies the public key that corresponds to the private
key that is used to sign a certificate.

basicConstraints=CA:FALSE # Indicates whether the certificate is a CA certificate during

the certificate chain verification process.

#keyUsage=keyEncipherment,dataEncipherment # Defines the purpose of the key that is contained
in the certificate.

extendedKeyUsage=serverAuth # Defines the purposes for which the public key can be
used.
subjectAltName=@alt_names # |dentifies the subject alternative names for the identify

that is bound to the public key by the CA.

FEEC: B Ingress DIEL WK ME &AL TSAN SRILAMFL DNSA ARTEFLTLLEIW,

1.2.1.2. SEBAZ 4K D OpenSSL Y >V K

LUF®D OpenSSL O > Nk, LEBDBRET77MILEEHLETHERLT. RERTLSHREAEKRL F
-a—o

1. EREER (CA) RSATMMERZEERM L X7,
I openssl genrsa -out ca.key 4096

2. CAXx—%ERALTECERD CARIAZS #EML T T,

openssl req -x509 -new -nodes -key ca.key -subj "/C=US/ST=North
Carolina/L=Raleigh/O=Red Hat OpenShift" -days 400 -out ca.crt
3. GEBAED RSAMBRZLEM L 7,

I openssl genrsa -out ingress.key 4096

4. MERZERL CARAZSERER (CSR) =4EKLE T,

I openssl req -new -key ingress.key -out ingress.csr -config csr.cnf

5. CAREBRE. ¥—. BLUCSR2ERAL TELZFH LRI EENL T,

openssl x509 -req -in ingress.csr -CA ca.crt -CAkey ca.key -CAcreateserial -out ingress.crt -
sha256 -days 300 -extensions v3_ext -extfile csr.cnf

6. SIBAZEDARZRHANITT,

I openssl x509 -noout -text -in ./ingress.crt

10
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1.2.2. B D Ingress FEFAZE DE X 2
ME®D Ingress sSERAZE A B XA 2IC1E. UTOFIEEEITLET.

. SIRRES LU T % FH L T byo-ingress-tls > —2 L v MR LET, UTFoax v K
EERITLET,

oc -n open-cluster-management create secret tls byo-ingress-tls-secret --cert ./ingress.crt --
key ./ingress.key

2. LR Y RTY—2 L v MHIEL W namespace ITEERINTWA I E#HEELET,
I oc get secret -n open-cluster-management | grep -e byo-ingress-tls-secret -e byo-ca-cert
3ERLUTOIY Y RZEERITLT, CARIBAEZEBUY— 7Ly M 2fERL X T,
I oc -n open-cluster-management create secret tls byo-ca-cert --cert ./ca.crt --key ./ca.key

4. Y729 Y T avEBTTO4 7 3ICIE. management-ingress Yt 727 1) 7 3 EHIRR
LET. RIOFIRTERLEZY—2 Ly MO BEMICERAINE T, UTFTOITY REEFTL
i’a—o

I oc delete subscription management-ingress-sub -n open-cluster-management

5. IREDRED, HELAMERZICL >TEY, IRXTOIVYY—ILT7I7EREOT 1 VikeE
NEDTFMRFINTVWSHIEZHALET,

1.2.3. E# Ingress D7 7 # )L N BCELIIBAEDET
L ROAYY RT, MEDIAZEOY—7 Ly b ZHIBRLE T,

I oc delete secret byo-ca-cert byo-ingress-tls-secret -n open-cluster-management

2. Y TR0 YT arvEBTIOA4 T 3ICIE. management-ingress Y 7RV Y 7L 3 v EHIER
LET. BIOFIRTERLEZY—2 Ly MO BEMICERAINE T, UTOaITY REEFTL
i’a—o

I oc delete subscription management-ingress-sub -n open-cluster-management

3. IBAEDREDY, HELAMERAZICL >TEY, IRXTOIVYY—ILT7I7EREOT 1 VikeE
NEDTFMRFINTVWSHIEZHALET,

Red Hat Advanced Cluster Management TYER L TEE T 25EFAZ DOFFMIE. FIAZE 25RBLTKE

TV, V75R9—DtFa) 71+ —REICETZHEMEZ. VRIVBLVAVTSATUVAR=IJILE
U, BEEELTLIEXW,

1
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E2E HINF VR

BEN, TSAR=KNIZIR, JUVFIZTOR, BLUONATY Y RISIRTERANINET—2
A—FIKOWT, VY2 b7 =7V 0T, gFar7rIyozr7) vy, OEH. €52
T4 —. REERICET AR ELH/LTHENDHY £9, Red Hat Advanced Cluster Management
for Kubernetes AN+ &, BENMEBOEF 1Y T4 —RYY—%2BAT Z7/2DDHRATRERR)
V=Tl —LT—VERHELET,

Q1. ANV RT7—FF 0 F v —
Red Hat Advanced Cluster Management for Kubernetes /X F Y 254 7H A4 VI FRALTY SR
S—DEFa 74 —%BIELET, HREANTUVRDSA THA7)LIF ERINAR)P— 70O

T2, BLUFIRICEDWT, AROA VI =Tz AR=IUhbtEFa T4 —BL®AV T4 7
VAEEELET, ANTUVRT—FT7I9Fv—DUTOHZSRL TIEI WL,

12
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Hub cluster

/ User namespace

Policy Custom Resources (root)
Automation

Job Spec Status
* +
N > PolicyAutomation
Watch A Update B 1 Custom Resource

PlacementBinding
Custom Resource

Update A Watchg o+ > PlacementRule
¢ H Custom Resource

Policy Custom Resources (replicated)

Spec Status / Cluster namespace

! f

Update

Managed cluster

Status
Sync Controller

Sync Controller

Update Watch  Update Watch
] 1
| !
v v v v
Policy Custom Resources Events
for Policy
Spec Status

Create

Out-of-Box / Custom

Template Sync Controller Policy Controllers

Update
¢ Watch  Update

Policy Template Custom Resources

Spec Status

ANFUVRAT—FF 0 Fv—IE, LTFOAVER—XXY NTEREINTWET,

HIRF VAT 2aR—FK R)—BLVPIVSRIYI—DEREEC VI RANFVAE LY
D27 DHEMOBEEZRBELET,
F5C:

o RYY—DNIRXR—IYRIZRI—IEHEIND &, BRHINLR) O—ITiE
namespaceName.policyName & WD ZRIDMTIF 5N E T, Kubernetes ICIFF Tz b
ADFIRNH D7, RY > —DIEKFFIL. namespaceName.policyName D& X 4 63
NFEBIBEWVWEDICLTLEIWL,
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o NTYUSRI—TR)Y—5BRRTDE, YXx—IRISRIY—TEEINLK) V%
MERINZIGEEHY FT., /=& 2L, policy-dhaz-cert #HRERT D&, NTITRY—
MSLUTDRY & —% (default.policy-dhaz-cert) AR RIINZHBENHY £T,

RYI—R—ZADHANRFT VAT —ALT—7 HEH) -2 3V REDY SR —ICFEEMITS
NEBHICEDVWT, IFEFIFER/IRX—VYRISRI—~DOR) —FREL VT IOA AV
et R—KMLET, BRIERFADHP. V3R —~DRY>—OF7T 704 FE%EHERT
%IZi&. policy-collection ) /RY b — ZBRLTLKEI W, ARSLRYY—Y bO—
S—BLVRYY—BEETEET, RUV—ILERLEBAEIE. 12— —DERTBT7 7
YavEERITIBLDICELERETETET, FMlIX. Ansible Tower TDH/NF 2V ZDEERE
HESRLTCEI Y,

policy_governance_info X k) v V& FERALTHAL Y RERTL, RY—DEXRKREDHTL
X9, FMIE. ANFTUVADA NI IR ZBRBLTLEIN,

RYs—aryrOo—S—HEELAHEICRHLTIR—Y KIS —LEDRYY—%1DE
@ L. ERD Kubernetes A RV MEERLET, ERIE. NTISRA5—IEBEINET,
AVARN=IIZEEFNDRY) >—aY bA—F—Id, Kubernetes :XE. FIBAZE, LUV IAM
TY, hRILDR)Y—ary hO—5—HERTEET,

A—7>Y—R3X a2=F 1 —:RedHat Advanced Cluster Management /R 1) > —27 L — A
D—)DEREMEZAI1 =T+ —DEBMEZEYR—ILET, RUP—arbA-5—8&&
U — RNR—F7 1 =DK1 >—%. stolostron/policy-collection J /R M) —ICEFENF T,
GitOps #fERA L TR Y—%iR#t L. 7704925 E%=HBALET. FMiE. GitOps & f&
ALER)Y—D7 704 #5RB LTIV, RedHat Advanced Cluster Management for
Kubernetes & — R/IX—F 4 —DRY) O —DEEHEEHRBAL T, ML — K/ -
T4—R)Y—=3hO—F—DHFEE ZBRLTILEIL,

Red Hat Advanced Cluster Management for Kubernetes IR & — 27 L —ALT7— 9V DFRE. B & U Red
Hat Advanced Cluster Management for Kubernetes @ /83X v 2 2 R— RKDFERAEICDOWVWT
AL EY,

RS —DHE
RYy—arvhbo—5—
HR—IMHRORY & —
X)) 7T —RYI—DER

INT DS 29—DtFaY) 714 —13#E

22. 7R o —DIRE

Red Hat Advanced Cluster Management for Kubernetes E¥ 2 71 —RY > —J L —ALT7—V %R
LT, ARY LR D=y hO—F—BLVZOMORY) >—%ERLET, R —ERICIE,
Kubernetes X% L)Y —RAEFH (CRD) 1 Y R VA %FERA L F 9., CRD DFFEMlL. Extend the
Kubernetes API with CustomResourceDefinitions ZZ8R L T 72Xy,

% Red Hat Advanced Cluster Management for Kubernetes IR ) & —I(Ci&, 12U EDTF Y FL— %25
HEZENTEES, R Y—EROFME. OR—VOUTO RYY—YAMLOEXR DLV > 3V
HESRLTCEI Y,

ZDORYY—IZE, R)P—RKRFa Xy NOBREDY 5 —%EHT 5 PlacementRule 7=
Placement &, Red Hat Advanced Cluster Management for Kubernetes R ) & — A BB &L —)LIZ/NA
> K¥ % PlacementBinding "% ETY, PlacementRule DEZEAERICEAT 28Ik, 77 ) or—
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https://github.com/stolostron/policy-collection
https://kubernetes.io/docs/tasks/access-kubernetes-api/custom-resources/custom-resource-definitions/

$E2Em HNF VR

aAVIATHA VI RFIAVIMNDEEIL—IL BB LTLLEIV, Placement DEZEFEIE. 7
SRAY—SATHA VI RFA AV NDO BREOHE 25B LTIV,

BT

e PlacementBinding % {Ef% L T PlacementRule 7z |3 Placement |[CEEM T2 HEAH Y F
-a—o
RZAMFSY 74 X:Placement ')V —RADFERAFICIE, IYYRIA VA V9—T (R
(CLY) ZFALTRYY S —DEHEITVET,

e NT S ZAH—Dnamespae (¥ 7 A4 — namespace #[R<) TR V—%ERTEET, ¥
Z 2% — namespace TR ) ¥ —%{EKT 2355 ICI1E. Red Hat Advanced Cluster
Management for Kubernetes IC& Y HIBRI N E T,

o BIUSATY MBIV TONA YT —E, BEFNRDI TV RIRIET, Kubernetes 7 5249 —T
RARNINTWET7—I0O0—-RDY I NIV T7IVOZT7I)VY, ©£FaT7RIVI=ZTYY
7, EEHE. X2 ) 71—, BEERICEITIABI VY —TS514M XA 2Fa) 71 —BE%E
WELTWBZEABRELET., ANFTUYRBLIVEF2 Y T —HEEFRAL T, Z2ELEHE
T &DICAfRtEREEREL, RELRELET,

UTFots>aryTik, RYY—aVR—Y MIDOWTEHBALET,
o RY— YAML D%E
o KRI)>—YAML D
o RYS—H4>VTINT74)

® Placement YAML D% > IV T 74 )L

221.7RY Y —YAML DHE

RY S —DFEREIC, BBNRNSGA—Y—T4—IILREEEEDZIVEIHYFT, RY)>Y—ar bOo—
S—ICEoTIE, HOEBED T4 —IL RELMEDBIMDREICRZIZEDHY £, BHRD/SS X —
H—T74—JLRDYAMLREIX, UTEEZREL TSI,

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name:
annotations:
policy.open-cluster-management.io/standards:
policy.open-cluster-management.io/categories:
policy.open-cluster-management.io/controls:
spec:
policy-templates:
- objectDefinition:
apiVersion:
kind:
metadata:
name:
spec:
remediationAction:
disabled:

15
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apiVersion: apps.open-cluster-management.io/v1
kind: PlacementBinding
metadata:

name:
placementRef:

name:

kind:

apiGroup:
subjects:
- name:

kind:

apiGroup:
apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:

name:
spec:

clusterConditions:

- type:

clusterLabels:

matchLabels:
cloud:

2.2.2. 7R~ — YAML OXK

Z4—)F B2L

apiVersion WiE, Z DfEld policy.open-cluster-
management.io/v1 IZEREL 9,

kind W, RV —D8H 4 THBET SICIE. B%x
Policy ICE2EL £,

metadata.name WE, RYS—1) Y —&EHT 2 L8,
metadata.annotations FE, RUY—DPRIEZHAASDEELY NEEERT

%, —EOEF2) T4 —BEROBEICFEALE
T, JIIKRBBEINTVWEIARTOT /T—> 3y
. AVIRPY YR M EBOXFIE LTRRS
nEd, Fad: AVY—ILORYS—R=IT, R
)Y —EBROBRESLIVATT) —ICETWTRY
V—ERERTTEIT,

annotations.policy.open-cluster- RYY—HEET X1 ) 71 —ZEDRAR, &
management.io/standards EZIE, T X)) DEIEER M IRAT (NIST:

National Institute of Standards and Technology) & &
U Payment Card Industry (PCl) i EAH Y 7,

16
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74—JLE Bl
annotations.policy.open-cluster- T¥aYFqs—arbOo—IAFTU—E 12UL
management.io/categories DOEEICBI2REEHRERLET, LA ¥

AT LB LCBEROEESME AT ITY —ITIE. HIPAA
BLUVPCIZBETHREEINTWVWSELDIC, BAB
WIREDOT—FVEETONIIDEENZHBAELDH

YETF,
annotations.policy.open-cluster- FrvoIndtxal) T —FIEDOELRL. B 5
management.io/controls Z2R)y—arbO—5—
spec.policy-templates WE, 1DUEDRY) Y—%ERKL. xXx—Y KIS

A9 —IERTZDICFERLEY.

spec.disabled WiB, ZODfEIEtrue £/zid false ICEREL &
¥, disabled NS X—%—%@EATZE. R —
EENELIEEMCTEENTEET,

spec.remediationAction =, RUVY—DEBEEZEELERT, NTA—4—
D&% enforce & L Uinform T3, EET 3 &,
E# L 7= spec.remediationAction f&id. policy-
templates /> a v H6FRY D—ICEELE
remediationAction /XS5 X —4 —L YBEINZE
¥, =& 21E. spec.remediationAction DEDt
2+ 3 v % enforce ICEREY % &, policy-
templates @ remediationAction (&5 > 4 1 LB
ICenforce ICEREINF T, EERY T —ICLo
Tid. enforce pExHR— M LAWEELHY £
ER

223.RYY—HU TN T774)

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-role
annotations:
policy.open-cluster-management.io/standards: NIST SP 800-53
policy.open-cluster-management.io/categories: AC Access Control
policy.open-cluster-management.io/controls: AC-3 Access Enforcement
spec:
remediationAction: inform
disabled: false
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-role-example
spec:
remediationAction: inform # the policy-template spec.remediationAction is overridden by the

17
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preceding parameter value for spec.remediationAction.
severity: high
namespaceSelector:
include: ["default"]
object-templates:
- complianceType: mustonlyhave # role definition should exact match
objectDefinition:
apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
name: sample-role
rules:
- apiGroups: ["extensions”, "apps"]
resources: ["deployments"]
verbs: ["get", "list", "watch", "delete","patch"]
apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding-policy-role
placementRef:
name: placement-policy-role
kind: PlacementRule
apiGroup: apps.open-cluster-management.io
subjects:
- name: policy-role
kind: Policy
apiGroup: policy.open-cluster-management.io
apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: placement-policy-role
spec:
clusterConditions:
- status: "True"
type: ManagedClusterConditionAvailable
clusterSelector:
matchExpressions:
- {key: environment, operator: In, values: ["dev']}

2.2.4.Placement YAML QY > IV 7 74 )L

PlacementBinding & & Uf Placement ')V — X &, LEIORY o —flEHrEHE
T. PlacementRule AP| Tld# <, 75 X4%—O PlacementAP| #FAHAL TR >—%FO04T=X
9,

apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding-policy-role
placementRef:
name: placement-policy-role
kind: Placement

18
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apiGroup: cluster.open-cluster-management.io
subjects:
- name: policy-role

kind: Policy

apiGroup: policy.open-cluster-management.io
//Depends on if governance would like to use vibetai
apiVersion: cluster.open-cluster-management.io/vibetat
kind: Placement
metadata:

name: placement-policy-role
spec:

predicates:

- requiredClusterSelector:

labelSelector:
matchExpressions:
- {key: environment, operator: In, values: ["dev"]}

RYSY—DFERBLVERIE, X274 —R)—DEE 2SBLTRLIV, /. RedHat
Advanced Cluster Management R ¥ —3 > hO—5—%2BMLTCEHFL. RYP—0aAV T4
TURERHETZIEHTEET, R)Y—arvbO0—5—28RBLTIEIL,

fLDR)—REY 2IZDVWTIR, ANT YR EZSRLTLEILW,

23.RYv—arvhkO—5—

RYY—arbO—5—k IS5RAI—DRYI—ICERLTVWEIDNEIDNEERL, RELEFT, X
BREDOR)Y—F U TL— M EFERALTERNESEOR) >—aY NO—5—BLVRY > —%5EAL.
Red Hat Advanced Cluster Management for Kubernetes RY) & —J7 L —LT7—7 %= FBALET, RY
Y—13v bO—35—Id Kubernetes DAY LYY —REH (CRD) M1 VR VR TT,

CRD M&#AlE. Extend the Kubernetes API with CustomResourceDefinitions #ZBB L TL I W, R
Jy—aryvbO——F. RYY—EREBEL, V75RY—DRAT—Y A EENIEFT,

HERVY—TL—LT7—0%FALT, ARYLR)—BLUVR)>—ay  hO—F—%FERXTZ
F9., FMIE. HRYLR) Y=Y bO—5—DFR GEHE) 28R LTI,

Red Hat Advanced Cluster Management for Kubernetes DA TFDRY & —a > hO—F5—IZDWTI,
ROMEY VSR LTLEI,

e Kubernetesf&EMRY Y—av hO—5—
o IIAZERYY—arvhO—5—

o IAMARYY—avhkO—5—

o Ryy—tyhavbo—3—

BERXER)Y—arybO—7F—7KRY) >—DHH enforce gEEHR— ML FT, RY>—aV K
O—>—Mn enforce #EEAHR— N LABWRY O —AFHTEBETILEI HY FT,

RY—FBEHOMDMNEY ZIZDWTIE, ANFT VR ZBRLTCEI W,

2.3.1. Kubernetes s8R )>—ar hO—>—

19
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HRERYY—ar bO—5—%@FEAL T, Kubernetes )V —RAEFBEL. VS5RY—2FICtExa)

T4—R)Y—%ZBATEIEY,

HRERYY—ar MO—5—IF, O—AHILD Kubernetes APl H—/N—&E@BEL. VS5 RY—ICH B3R
ED—EBAZEEBLFET, CRD OFHMlE. Extend the Kubernetes API with CustomResourceDefinitions

EHRLTCESIL,

RYSY—2av

BRERY =y bO—F—F A VAMIVEICNT ISR —ITERINE T,
hO—5—(d. enforce #EEE Y R—NL, UTFORYS—DAVTSA TV REERLET,

o XEY—FERKREOR)>—

® Namespace R ¥ —

o A A—VEEMHRY Y —

e PodRlT—

e PodDtEFal)T4—K)Y—

o O—JLIRY>—

® Role binding RY ¥ —

® SCC (Security Context Constraints) R 1) & —
e ETCDRES{LRY > —

e V7547 2R Operator R1) ¥ —

® gatekeeper HIMIB L VHIWT Y TL — N DIREE

ZREMR > —D remediationAction »* enforce ICEREINTWBIHAE, I MA—5—F9—45 v K
DIX—Y RIS AY—THEER) D —5FERLET, FERYV—TTFVTL— b E2FERTZIEE

TEFET, FlllE. ZER)Y—TOTFYTL— DY R—F 258
BRERYS—OYMO—F—IZD2WVWTIE, UTFESRBLTIEIWN,
o ®EARYI—OYFO—F—OD YAML FBRE
o RERY—DHI

o FBERYI—DYAML DFE

231LBERYY—ary hO—5—0 YAML %%

Name: configuration-policy-example
Namespace:
Labels:
APIVersion: policy.open-cluster-management.io/v1
Kind: ConfigurationPolicy
Metadata:
Finalizers:
finalizer.policy.open-cluster-management.io
Spec:
Conditions:
Ownership:

20
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NamespaceSelector:
Exclude:
Include:
RemediationAction:
Status:
CompliancyDetails:
Configuration-Policy-Example:
Default:
Kube - Public:
Compliant:
Events:

Compliant

2.3.12.5%ERY o —Df|

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-config
spec:
namespaceSelector:
include: ["default"]
exclude: []
remediationAction: inform
severity: low
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: v1
kind: Pod
metadata:
name: pod
spec:
containers:
- image: 'pod-image’
name:
ports:
- containerPort: 80
evaluationinterval:
compliant:
noncompliant:

2.313.588ER) ~—D YAML OFR
K2AINRSA—H—0DFXK
7Z4—ILEK

apiVersion

kind

FE2EHNF VR

B4

W, Z D&l policy.open-cluster-
management.io/v1 IZEREL 9,

W, R —DH 4 TEIEBET ZICIE, EE
ConfigurationPolicy IC52E L £,

21
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22

74— K

metadata.name

spec

spec.namespace

spec.remediationAction

spec.remediationAction.severity

spec.remediationAction.complianceType

spec.evaluationInterval.compliant

B4

I/Z\EEO ’_.ﬁ U 9_0)%ﬁﬁo

WIH, BERTEHRER) O—ERERY O —DELE
AEICEY B4

namespace AR LA 7V bEIEYV—2
ICHETY, RYS—OBREDNTIVZRY—H
IZ# % namespace, include /X5 X —4—|Z, KR
> —%#MAY % namespace ARIETH1DAALE
¥, exclude /X5 X —%—(liF, R —%BRARH
ICEA L 72U namespace 21 8E L F 7,

WH, RYY—DBELZEELXT., inform & AH
LET.

WB, R)Y—HDaAV T4 TV AEBERDBAEICE
KEEEBELET, NS A—9—fE
low. medium. Z7 It high%#ERAL %7,

B, IRX—Y RIS R —ICFEMEISBERY
WMEBEDHBO—ILE LMD Kubernetes 7 7 = 2
NOFERINDEMEEZ—ERTTZ2DICERAINZE
To UTOEFAAZNSA—9—EE LTHERT 2
ERrHYET,

mustonlyhave: E#REARIEEET 1 —IL K&
ATV M BEETIBENHDEERLE
£

musthave: ¥§ & X 117z object-template & & U &#1
EROATVz VM ERTDZIEERLES, T
YIL—bhDMDT 4 —ILRIE, AT MIE
ET2E00Y Ty hTTY,

mustnothave: t#k F =3I —ILICBERAR L. B
ZEIEIESNIVER DDA TV MNIGEETE
9. HIRT2HERHDEERLET,

FR, R)Y—DERREICH D & X IFHEI N S
BEATERTDHEOIERAINE T, EIFHEBOR
RICHEETIHREIHY T, Ihid, BEEEEBEAE
BENMIWEEFOY -7V RICRYET, L&A
(&, 12h30m5s (F 12 B, 30 0. BLUV SR %ER
LEd. R —spec "EHFINLVERY, RY
O—PEWNY SR —THIHEINAWLD

IZ. neveriliRETHIEETEET,



$E2Em HNF VR

Z4—J)EK B

spec.evaluationinterval.noncompliant FE, R)—DAV T4 7V RERDRREICH
ZEXICTHESINZ2BEEZERT HDICFERALE
¥, evaluationinterval.compliant /X5 X —% —
EEFRIC, BIRFRERMERFEIMTWREDY —
TUZAILHLPEOHATHILELNHY FT, K
1) —spec BEFHINMRWERY, R =AYV
TSATVRERDY A9 —CTHMEINAWE
IS, neverilRETSHIEEHETEEY,

NIST Special Publication 800-53 (Rev. 4) %3 5K Y ¥ —+#> 7L LT, CM-Configuration-
Management 7 # JL.4 — @ Red Hat Advanced Cluster Management A"} 7/R— k33K > —H > FIL
HBRBLTCEIV, RYY—PNTISRI—ICEDLDIITERINZEZMIDOWTIE, HR—FdH
DR —BRLTLEIW,

RN —BERLTHARIRAXTDAEIF, Exa2)74—R)—DEE ASRBLTLKEIW, O
vihO—S—0EMIE. RYv—arhO—S5—2SBLTLLEIW,

232.5BEZERY S —av hO—5—

AEBAERY Y—a v bA—5—&, BWERMNEVGERE. HE (E) N"RT T HHEE L. EEDON
H—UIC—HLBRVWDNS ENEFN TV SFIFAZOMREICHERTEET,

EFRAZERY) S —aY hO—F5—42BELTHRITAXTBICE, Iy bhO—5—RY—DLLTO/
A= —HEHLET,

® minimumDuration
® minimumCADuration
e maximumDuration
e maximumCADuration
e allowedSANPattern
e disallowedSANPattern
UTO ) ADOWENRHIDHZEIE. RYS—DAVTSA TV RAERICRZAREELNHY £,

o FEAAEN, MPETHEESIN TV 2HEMUA, FLREEAPETHEESIN TV 2HEZEA
TRMT 256

o DNSEMNBED/NNY—vE—HMLARWGEE
SIAERY Y—ar bO—5—&, IX—Y RISRY—IERINET, DAY hO—F—I&,
O—7A)L®D Kubernetes APl HH—/N—&@E L T, SEFAENEZ BV — 2V Ly b—BZEEL T, O
VISATVAERDIAEE TRTHR LET, CRD DiFEMIE. Extend the Kubernetes APl with
CustomResourceDefinitions &8 L T 72X L,

FEERAZERY) —a v bO—5—ITIE, enforce BBEDHR—MHHY FH A,

2321BAERY) > —ay hO—5—0 YAML & %&
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UTDERAER) o —Dfl2 R T, YAMLROERZHERL T,

apiVersion: policy.open-cluster-management.io/v1
kind: CertificatePolicy
metadata:

name: certificate-policy-example

namespace:

labels: category=system-and-information-integrity
spec:

namespaceSelector:

include: ["default"]

remediationAction:

severity:

minimumDuration:

minimumCADuration:

maximumDuration:

maximumCADuration:

allowedSANPattern:

disallowedSANPattern:

2.3.21183BERY>—ay bO—5—0D YAML O3

RK221IRFA—H—D3FK

Z4—J)EK B

apiVersion WhiE, Z DfEld policy.open-cluster-
management.io/v1 IZEREL £ 9,

kind WA, ZDfE% CertificatePolicy I3&E L TR Y
V—DEFEEELET,

metadata.name W, R —%#HBlT 57HDHRF,
metadata.namespace WhH, RYY—MERINBZIR—JRKITRE—

A D namespace.

metadata.labels &, FRAERY > —TIL. category=system-
and-information-integrity S NIV TR ¥ —% 5
LT, SIBAERY Y —2RL—XITV T —TE
52&£21ICLFT, FEAERY > —d category ¥ —
ICHIDENBEINTWS &, ZOEIFFREI Y
FO—Z—IC&YEESINET,

spec WiH, BERBLVEHRT 2AHAS DL,

24
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spec.namespaceSelector

spec.remediationAction

spec.severity

spec.minimumDuration

spec.minimumCADuration

spec.maximumDuration

spec.maximumCADuration

$E2Em HNF VR

B4

WH, RO —%BHTEIIR—YRIZRY—D
namespace, Include & & tfExclude /35 X —
Y —ExABDLFT, Fa

BROIRER) > —%2EHLTETDORY —%F
LYxx—YRISRY—ILEAT 2HE. &R

<~ —® namespaceSelector (CIFRIDEEEIY 4T
IRENHYFT,

SEERRERY Y—3v hO—5—0D
namespaceSelector #* & ® namespace ICH—K
LARWEEIEF, R S—DNENLTWR EHRTH
9,

I/Z\EEO ’_J—:Ue/_o)'ﬂ%IE%$E‘fElJij—o Co)/\°5)(—
4 —{EICinform 5% E L £ 9, SAAERY > —I3
v hO—5—H»HYR— M B0 inform #EEED H
T9,

FE, RVY—HPaAV T4 TV RAERDBEILE
KEZI—HF—ITBRMLET, XSAXA—9—1{&
low. medium. Z7 It high%#ERAL %7,

WiE, [EDI/EIRWIEE. 77 )L MEIZ 100h
ICRYET, TONRSA—49—T, FEEEH VS
SATVRAEREHRIND ETOR/NERE (BFRHE)
EIRELET, /XF XA —4% —{&IE Golang DHIEF R
AL E9T., 55 Golang Parse Duration &8
LTLEIW,

FE, EEREL T, MOHRAESEITELZET.
FEL R BMHPRIIN S ATREEL H D ELIIPE
ERELET, NIA—F—DENMEEINTLA
W&, CAZERAEZ DA EAR I minimumDuration
THEALLEICRY FT, F#IE Golang Parse
Duration &8 L T 72X,

R, EEHEL T, EEOHIRAEZBA TEX
INFAPAEZRELF T, /NF A —4% —I& Golang
OB ZFERL £, #F#Mld Golang Parse
Duration Z8BR LTI W,

=, E2%ELT. & LALHRBEZEA TE
MINEGIAPREELR/FELE T, T A—F—&
Golang DR ZFERA L £9 ., 5L Golang
Parse Duration 58 L T 72X,
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74—JLE Bl
spec.allowedSANPattern FR, AAEICEELELSANIY M) —E&—HY

IZRENHDIERKRE, CONRSA—9—%FRAL
T. N9—VEDNSHZRBELEXT, Filld
Golang Regular Expression syntax #88R L T 72X
(A

spec.disallowedSANPattern EE, SFPAECTEHELALSANI Y M) —E—HLT
IEWITRWERRIE, DRSS A—49—F /45—
V& DNSAERERLET,
AR 7V RA— REEAZEZMRE T 2 ITIELLT D
SAN/XY —VBaFERLE
7, disallowededSANPattern: "[\\*]"

SE#A1% Golang Regular Expression syntax 2288 L T
IV,

2.3.22.5AZ R ¥ —Dfl

SFEAERY v—ay bO—5—DPNTISRY—ITERI B &, BRERY Y —DPIX—I RIS
I—IERINE T, FIBAERY > —DH Y FIL AR Y %IC1E. policy-certificate.yaml 588 L T
I,

SERAERY O —DEBFEDFHMIEZ. tXa) 74 —R)I—DEE ZSBLTLEIV, i bEY
2120WTE, RUY—av hO—5—&28RLTLEIW,

233. IAMARY)Y—arv bO—5—

IAM (ID and Access Management) R >—J Y NO—S5—%FRAL T, AV T4 7V RAERD IAM
RYY—ICEAT2EMEZETEET, IAMARYY—TRELLNRSX=9—4EIL, AV T4 TV
AFTvINTObhET,

AMRY>—3Y  O—F—d. VT RY—KHNTHEDY 7 X4 —0O—JL (ClusterRole) =E\) H T/
A—HF—DREBEREREEERLET, BRI BT 74/ MDY X% —0O—)LiZ cluster-admin T

T, IAMRY Y—aY hO—5—I&. O—HILD Kubernetes APl H—/N—E@BELFX T, F
. Extend the Kubernetes API with CustomResourceDefinitions Z&8B L TL XL,

IAMARY =Y NA—F—REY¥Rx—Y RIS RAY—TERITINE T, FME. UTotEI/>avEzS
BLTLEIWL,

e IAMRY > — YAML DEE
o |IAMARY >— YAML OFK

e IAMRY >—fl

2331 1AM R > — YAML DB E
LTFDOIAMRY >—DfHlER T, YAMLERD/INS A —49—%MRALET,

apiVersion: policy.open-cluster-management.io/v1
kind: lamPolicy
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metadata:
name:

spec:
clusterRole:
severity:
remediationAction:
maxClusterRoleBindingUsers:
ignoreClusterRoleBindings:

2.3.3.2.IAMR!) ¥ — YAML Oz

UTFDINIA -9 —RTEHPAZHERL TSI,

F23N\FA—H—D3k

74— K

$E2Em HNF VR

B4

apiVersion

kind

metadata.name

spec

spec.clusterRole

spec.severity

spec.remediationAction

spec.ignoreClusterRoleBindings

spec.maxClusterRoleBindingUsers

WE, Z DfEld policy.open-cluster-
management.io/v1 IZEREL 9,

WH, RUY—DY4A4 THIBES BITIE, E%
Policy ICE2EL £,

WiH, R)Y—1V—2%HAT 5 EHI,

WiH, R —DREFMEEMLET,

5. B9 %520 524 —0—) (ClusterRole)ig
EINTWAEWESIE, cluster-admin IC5F 7 # L
MNEEINZE T,

FE, RVY—PAV T4 TV RAERDBEILE
KEZI—HF—ITBRMLET, XSA—9—1{&
low. medium. Z7 It high%#ERAL %7,

FE, RYL—DEEEZIEELZT, inform & AA
LEd,

FE, ERT 2529 —0O0—NWN\AVT1 VY
ZHEIEET DIERKIE (regex) END—E, Zh 5D
EHRRIFDMEIX. Goregexp X IHI BEHIHY
¥9, T7AIMTIE ZREID system: THEZ T
NRTDYSRAY—O—INA VT4V TIFERIN
F9, INZLYBBRMEICKRET 5 I &R
nNEF, V529—0O—IWNA VT4 v TE%E
R/IBITE, —BEEE—DEANAD, FLIE—HLA
WEOERKBICKHRELF T,

B, RUY—DERLTVWEEARINDETIC
FIF A AEZR IAM rolebinding D& AEH,
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2.3.3.3.IAM R ¥ — D4l

IAMRY > —DH > FIL RS I121E. policy-limitclusteradmin.yaml Z# 28 L T 23V, 5
E, EFa2UF1—RUP—DBEE ESRBLTLEIW,

D RNEY ZIZDWTIE, RYY—av hO—5—&2SBLTLEIL,

234.RYY—ty v bO—5—

RY)Y—ty bay bO—F—I& ELU namespace TEZEINZRY V—ICAOA—THEINLRY
V—DAT—HREEHNLET., R —tv b (PolicySet) #4Em L T. &L namespace IZ# %7K
) —%JI—TILET, PolicySet DF RTDR!) > —IiL, PolicySet & & U Placement % /N4 ~
K9 % PlacementBinding Z/Ef L T, BIRLEZVSRAY—ICBEINE T, RYY—ty HBNTS
SRY—IITFTOMINTVET,

T, R Y—DEHOR) >—ty NO—ETHZI5E. BES L UHIE Placement ') ¥V — R LR
)y —II%YET, 2—H—DRY>—Fy ALK OD—%2EIKRTZE, RUP—IFRY)—ty b
TERLEIVSRAY—IEBERAINFEADN, BEIIERYEYT., RYP—ty harvbOo—>—& R
J)y—ty MNEBEEBTU I SAY—DERDAEHRRLET,

& Red Hat Advanced Cluster Management M&{bt > FILR) o —t v ME, V59 —EEAFE
ALEY, V2RY—BELZFEAT2HBEIE. R P—%2EE namespace aY X —Y KIS R4 —
Y MINAYRLET, VRY—BEOFEAOFMICOWTIE, VTR —~DR)Y—DF7 70
1 Z2ZRLTLEIV,

UFots>ar<TiE,. RYY—ty NOEREICDOWTERBELE T,
o RYS—tvy hdrhO—>— YAML DEE
e RYv—+wv N hrO—>5— YAML OF

o RYI—tv hDf

2341 RY>—+tv M YAML DEEE

RYy—ty M. LFOYAML 774D & D ICiRY 9,

apiVersion: policy.open-cluster-management.io/vibetai
kind: PolicySet
metadata:
name: demo-policyset
spec:
policies:
- policy-demo

apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: demo-policyset-pb
placementRef:
apiGroup: apps.open-cluster-management.io
kind: PlacementRule
name: demo-policyset-pr
subjects:
- apiGroup: policy.open-cluster-management.io
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kind: PolicySet
name: demo-policyset
apiVersion: apps.open-cluster-management.io
kind: PlacementRule
metadata:
name: demo-policyset-pr
spec:
clusterConditions:pagewidth:
- status: "True"
type: ManagedCLusterConditionAvailable
clusterSelectors:
matchExpressions:
- key: name
operator: In
values:
- local-cluster

2.3.42.R)—tv hDRXK
LUFD/INSA—9 —KRTHPALZERL T I,

K2A4NRFA—H—DFK

74—J)E Bl
apiVersion WhE, Z DfEld policy.open-cluster-

management.io/vibetal IZFZE L £ 9,

kind WH, R)—DIATHEIBET BT, E%E
PolicySet ICE2E L £ 7

metadata.name Wi, RY>—1) Y —2%HHT 2 L0,

spec WEH, RO —OFREFMZEBMLET,

spec.policies FE, R)VY—ty bTINL—TTZRY>—D
—&,

2343. R —tv OB

apiVersion: policy.open-cluster-management.io/vibetai
kind: PolicySet
metadata:
name: pci
namespace: default
spec:
description: Policies for PCI compliance
policies:
- policy-pod
- policy-namespace
status:
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compliant: NonCompliant

placement:

- placementBinding: binding1
placementRule: placement1
policySet: policyset-ps

FXal)714—KR)I—DE®E MY U D Creating policysetsz/ > a v A2S8RLTLEIW, £
oo T7OAAXAY NEDRY V=Y 2R —4—TH 5 PolicySets-- Stable #WEBETILRELLRY
v — PolicySets t XR"LEFT, RUV—YTRL—9— RFaXVFESRBLTLEIY,

235. ARV LR =Y hO—5—0DER (FEHLE)

AR LRYY—ay bA—Z—DEM., BH. Xrx. BLUOCEHICOWTCEHALE T, R >—aV
NO—S—DIS5RY—ICTF 701 T3 YAML 7 7ML EERTEZF T, UTOEIYavaSRL
T. RYyy—ayvbo—>—aERKLET,

2351 R)Y—ay hO—5—DERK

governance-policy-framework Y RY MY —IZHBR)>—aAv hO—5—JL—LT7—7%FHAL
FY, R)Y—aybO—F—%2FHTBICIE. UTOFIEZRETLET,

1. LFD O~ > K%3%E4T L T governance-policy-framework ') R M) —D o7 O—> = /ERR L
x7,

I git clone git@github.com:stolostron/governance-policy-framework.git

2. RYY—RF—VEHFLEZEFLCAMO—F—RY =B HRITAALET, R)P—IF
RDEDBRARBICRYET,

metadata:
name: samplepolicies.policies.open-cluster-management.io
spec:
group: policy.open-cluster-management.io
names:
kind: SamplePolicy
listKind: SamplePolicyList
plural: samplepolicies
singular: samplepolicy

3. SamplePolicy DA% ER T LOICAR) Y—ay bO—5—%2FHLET, UTFoavx>
FERITLET,

for file in $(find . -name "*.go" -type f); do sed -i "" "s/SamplePolicy/g" $file; done
for file in $(find . -name "*.go" -type f); do sed -i "" "s/samplepolicy-controller/samplepolicy-
controller/g" $file; done

4. LTFOFRZERGTLTOR)y—aryba—5—%2FaV/3M1ILL, ZFTLIET,
a. VZR4—=lcav4 v L%,
b. 1—H—74IV%EBRL. VFAT7VMDEEEZV )V I LET,
c. REBHAIATY NS4 VICAE—F7 Y KR—Z KL, Enter 2L 7,

d UFoavx Y REEFLTRYY—CRDA#@EAL, A hOo—>—%28HLFT,
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export GO111MODULE=0n
kubectl apply -f deploy/crds/policy.open-cluster-management.io_samplepolicies_crd.yaml|
export WATCH_NAMESPACE=<cluster_namespace_on_hub>
go run cmd/manager/main.go
AV MA—F—DPEFTLTVWBIEZRTUTOHANRTINDHZENHY FT,

{"level”"info”,"ts”:1578503280.511274,”logger”:"controller-
runtime.manager”,”"msg”:"starting metrics server”,”path”:”/metrics”}
{"level””info”,"ts”:1578503281.215883,"logger”:"controller-
runtime.controller”,”"msg”:"Starting Controller”,”controller’:”samplepolicy-controller”}
{"level””info”,"ts”:1578503281.3203468,"logger”:"controller-
runtime.controller”,”"msg”:"Starting workers”,”controller”:”samplepolicy-controller”,"worker
count™:1}

Waiting for policies to be available for processing...

e. RYY—%EmL, 2 bA—F—DNR)—ZBBL. ZORI—%ISRAY—(THE
HLTWBZE%#HALET, UTOOATY Y RKZEITLET,

I kubectl apply -f deploy/crds/policy.open-cluster-management.io_samplepolicies_crd.yaml

RYY—DERAINDE, ARSLAYMO—F—ICE>TRY Y —DEHRIN, BREX
NBZERTAYE—IDNRRIINET, XvE—VRUTORBDL I ICRY FT,

{"level™"info","ts":1578503685.643426,"logger":"controller_samplepolicy","msg":"Reconciling
SamplePolicy","Request.Namespace":"default","Request.Name":"example-samplepolicy"}
{"level™"info","ts":1578503685.855259,"logger":"controller_samplepolicy","msg":"Reconciling
SamplePolicy","Request.Namespace":"default","Request.Name":"example-samplepolicy"}
Available policies in namespaces:

namespace = kube-public; policy = example-samplepolicy

namespace = default; policy = example-samplepolicy

namespace = kube-node-lease; policy = example-samplepolicy

5 UTFOOAYY REETLT, status 74 — )L RTAVTSA TV ADFMAHRRE L 7,
I kubectl describe SamplePolicy example-samplepolicy -n default
HARRDE D ABICEY T,

status:
compliancyDetails:
example-samplepolicy:

cluster-wide:

- 5 violations detected in namespace cluster-wide", there are 0 users violations
and 5 groups violations

default:

- 0 violations detected in namespace "default’, there are 0 users violations
and 0 groups violations

kube-node-lease:

- 0 violations detected in namespace "kube-node-lease’, there are 0 users violations
and 0 groups violations
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kube-public:
- 1 violations detected in namespace "kube-public’, there are 0 users violations
and 1 groups violations
compliant: NonCompliant

6. RVY—I—LBLIVPRY—OYY I%ZEELT, RYP—3Y bO-F—DOHFBIL—IL %
EERLET. UTFTOFIEZEITLET,

a. SamplePolicySpec #F#H L T. YAML 7 71 JLICEFR 714 —IL R ZBIML £ T, T
RDEDBABICARY T,

spec:
description: SamplePolicySpec defines the desired state of SamplePolicy
properties:
labelSelector:
additionalProperties:
type: string
type: object
maxClusterRoleBindingGroups:
type: integer
maxClusterRoleBindingUsers:
type: integer
maxRoleBindingGroupsPerNamespace:
type: integer
maxRoleBindingUsersPerNamespace:
type: integer

b. samplepolicy_controller.go ® SamplePolicySpec #iE%#H L W7 1 —/ILKTEHFLE T,
c. samplepolicy_controller.go 7 7 1 JL® PeriodicallyExecSamplePolicies B#i %, R
Y—aAvhO—Z—%EFT5HLVAT Y ITEHRLE
9, PeriodicallyExecSamplePolicies 7 4 —JL RDAFIIZDWTIL, stolostron/multicloud-
operators-policy-controller 2R L T 72X Ly,

d RYy—aryro—>—%F31 M )LL, ET7LEY., RYUP—ar hO—F—0DERK
ESRBLTLEIL,

RY)Y—arv b O—>—n#gelL 7,

2352. 3 O—5—DYISRY—~DOFT70OA

ARV LRY)Y—ay hNO—5—%9S5RY—IF704 0L, R)>v—avbO—5—& ANRXFUR
Fyoarm—REHZEELET, UTOFIEEZERTLET,

LRIV REEFTLT, RY2—3xbO—5—AXA—2%EIRLET,

make build
docker build . -f build/Dockerfile -t <username>/multicloud-operators-policy-controller:latest

2. MTFDaOT Y RERITLT, AX=YERBRLIZYRI M) =Ty alLExEd, &I
LTFOaOvY REEFTLTA XA —T% DockerHub Iy a2 LET,

docker login

docker push <username>/multicloud-operators-policy-controller
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$E2Em HNF VR

. kubectl %, Red Hat Advanced Cluster Management for Kubernetes "9 %7 SR 49 —%
SRIBLDIEELET,

. Operator VZ 7Tz A MNEBEMA T, EIWM VA X—IZ&EFERAL, R)P—%2ERTE L
2 IZ namespace Z B#H L £ 9, namespace &7 5 X% —D namespace THELELH Y &
To YZITTRANMEIRDED BRABICRY FT,

sed -i " 's|stolostron/multicloud-operators-policy-controller|ycao/multicloud-operators-policy-
controller|g' deploy/operator.yaml
sed -i " 's|value: default|value: <namespace>|g' deploy/operator.yaml

CMUTFTOOY Y RAEEITLTCRBACO—ILAEHLET,

sed -i " 's|samplepolicies|testpolicies|g’ deploy/cluster_role.yaml
sed -i " 'slnamespace: defaultjnamespace: <namespace>|g'
deploy/cluster_role_binding.yaml

CR)Y=av hO—F5—%03RY—ICT7OMLET,
a. LTI Y RZEITLT, I5RI—DY—ERTHAI Y 2B ELET,
I kubectl apply -f deploy/service_account.yaml -n <namespace>
b. JRDAY > K%ZEFTL T, Operator D RBAC #:&E L £ 7,
kubectl apply -f deploy/role.yaml -n <namespace>
kubectl apply -f deploy/role_binding.yaml -n <namespace>
c. RUY—aAYbA—-5—DRBACZRELET, UTFOIATYY FZERTFTLIT,
I kubectl apply -f deploy/cluster_role.yaml
kubectl apply -f deploy/cluster_role_binding.yaml
d UTFDIOYY REEFLTHRY LYY —REH(CRD) 2BELET,

kubectl apply -f deploy/crds/policies.open-cluster-
management.io_samplepolicies_crd.yaml|

e. LTFMO< Y K%%E4T L T multicloud-operator-policy-controller #7701 L £ 9,
I kubectl apply -f deploy/operator.yaml -n <namespace>
L UATOITY REEFTLT, I hO—F—DHELTWR I E2BRLET,

I kubectl get pod -n <namespace>

7. Av hO—Z—NHE18 T % policy-template 2 L TR >—JY NO—F—%HET 2

EXxHYFET, FMIE. 23V SDITAY—tFa) T4 —R)—DER #SRL
TLEIW,

23521y bhAO—5>—F7OQ4 AV NDRY—Y VT
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RY>o—arbO—5—F704 XY FTIRHEIBRI Y R— M IR TWEHA, TTASMA VY NER YT —
DU LT, T7AAAXAY MDBERAIND Pod #BHTEHIENTEET, UTOFIEEERTLZE
_a—o

L=y bDIYR—Y KIS —ICO14 >V LET,
2. ARA LR >—aAr  O—5—OF 7O AV MIBELET,

3 TFTTOAAVYINTCARY—=Y VI LET, T7TO0M AV NAEFEOPodICAT—Y VT D&, R
Dy—ary ha—ILbOF a4 A NHINERYICARY FT,

F704 AV hDFEMIZ. OpenShift Container Platform & 704 A > b #HBLTLEX,

RY>—ar b O—5—DVSRY—ICF7O143IN, VSRI—IHEEIRTVWET, HEADORY
—arvbhO—5—%FKRLET, FMIX. R)>—arvhO——%2SBLTLLKEIL,

24— RKNR—=F 4 —R)Y—ar bO—-5—0HKAE

HYB—RNR—F 4 —RY—AHEALTR) Y —F VT —MNRICARI LT ) FT—avaEERL. 3
VITSATUREE, FlHATITY—, flEE 1 DOULEEELET,

policy-collection/community ™S H— RK/R—F 1 —RY S —%FRHTHIEETETET,
UTFOH—=RNR—=F 4 —R)O—5BETIHEEHRBALET,
® gatekeeper HIMIB L UHIWT Y TL — N DIREE

o RYUS—ITRL—4—

2.4.1. gatekeeper flfE L VHWT > TL — N DA

gatekeeper (&, Open Policy Agent (OPA) TR{TIN2HRH LYY —REF (CRD) R—RDRY

v —% @AY 2HEEE D Webhook T, gatekeeper Operator R v —%FHL T, 75 RX49—IC
gatekeeper &4 Y A h—JLTE FF, gatekeeper R ¥ —%FHMH L T. Kubernetes ) YV —Z2DaV 7
SATVRAETMETEET, RYUP—ITVIVELTOPA%EFERAL, RY > —F5EIC Rego #FAT
XEd,

gatekeeper IR 1) & —I&, Kubernetes 2R ') & — & L T Red Hat Advanced Cluster Management I
ERRINF T, gatekeeper R ¥ —ITIE, #l#F > 7L — b (ConstraintTemplates) &
Constraints. BE&ET VL — b, 8LUVURAT VY TL—MAEENE T, ML, Gatekeeper
upstream repository S8 L T X W,

Red Hat Advanced Cluster Management Tld, Gatekeeper /N\—< 3> 33.0 #H# 7R — Kk L. Red Hat
Advanced Cluster Management gatekeeper /R 1) ¥ —TCUTOHIHT > 7L — M 2BAHAL T,

e ConstraintTemplates & #l#9: policy-gatekeeper-k8srequiredlabels Z{#H L T, v *—Y K
Y 5 A48 —T gatekeeper Hl#97 > FL— M AR L E T,

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-gatekeeper-k8srequiredlabels
spec:
remediationAction: enforce # will be overridden by remediationAction in parent policy
severity: low
object-templates:
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- complianceType: musthave
objectDefinition:
apiVersion: templates.gatekeeper.sh/vibetai
kind: ConstraintTemplate
metadata:
name: k8srequiredlabels
spec:
crd:
spec:
names:
kind: K8sRequiredLabels
validation:
# Schema for the "‘parameters’ field
openAPIV3Schema:
properties:
labels:
type: array
items: string
targets:
- target: admission.k8s.gatekeeper.sh
rego: |
package k8srequiredlabels
violation[{"msg": msg, "details": {"missing_labels": missing}}] {
provided := {label | input.review.object.metadata.labels[label]}
required := {label | label := input.parameters.labels[_]}
missing := required - provided
count(missing) > 0
msg := sprintf("you must provide labels: %Vv", [missing])
}
- complianceType: musthave
objectDefinition:
apiVersion: constraints.gatekeeper.sh/vibetat
kind: K8sRequiredLabels
metadata:
name: ns-must-have-gk
spec:
match:
kinds:
- apiGroups: [""]
kinds: ["Namespace"]
namespaces:
- e2etestsuccess
- e2etestfail
parameters:
labels: ["gatekeeper"]

BE&E T~ 7L — b policy-gatekeeper-audit A L T, BIFEOREI R ERET 57-HICHE
XN/ gatekeeper R ¥ —II LT, BIFEDOY YV — = EHICHER L CFHMEIL 7,

apiVersion: policy.open-cluster-management.io/v1

kind: ConfigurationPolicy

metadata:
name: policy-gatekeeper-audit

spec:
remediationAction: inform # will be overridden by remediationAction in parent policy
severity: low
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object-templates:
- complianceType: musthave
objectDefinition:

apiVersion: constraints.gatekeeper.sh/vibetat

kind: K8sRequiredLabels

metadata:
name: ns-must-have-gk

status:
totalViolations: 0

o %f{fF > 7L — b:policy-gatekeeper-admission % {1 L T. gatekeeper 3% Webhook IZ &
YIERINZBREIREMRALES,

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-gatekeeper-admission
spec:
remediationAction: inform # will be overridden by remediationAction in parent policy
severity: low
object-templates:
- complianceType: mustnothave
objectDefinition:
apiVersion: v1
kind: Event
metadata:
namespace: openshift-gatekeeper-system # set it to the actual namespace where
gatekeeper is running if different
annotations:
constraint_action: deny
constraint_kind: K8sRequiredLabels
constraint_name: ns-must-have-gk
event_type: violation

F£#llE. policy-gatekeeper-sample.yaml #588 L T X\,

DR Y —DOERBICEAT 25 MIE. FER)—DEE ZSBLTCLEIV, EFa2YTF1—TL—
LT7—=JICEATBHRMOMEY ZICDOWTIE, ANF VR Z2ZRLTCEIL,

242. R)o—S L —4—

RV =Yz xbL—%—Id, Kustomize % {#F L T Red Hat Advanced Cluster Management for
Kubernetes R ) & —% % B § % Red Hat Advanced Cluster Management for Kubernetes 77 7'1) 7 —
2avIAIYA OIS TRI) T3 GitOps 7—7 70—D—ETE, R)Y—IzxlL—4—
&, BREICHER I NS PolicyGenerator ¥ =7 = X2 b YAML 7 7 1 JLR#D Kubernetes ¥ =7 = X b
YAML 7 7 4 JUH 5 Red Hat Advanced Cluster Management for Kubernetes IR ¥ —% EJL KL &

¥, RYUP—YzRL—4¥—Id, Kustomize VI RL—9—TST4 V& LTREINET,
Kustomize MFEMMIZ. Kustomize KF¥F a2 XY b BB L TLEIW,

Z D/X—2 3 D Red Hat Advanced Cluster Management IC/XY RJLINTWBRY o—Y L —
H—D/IN—2 3 Ev18.0 TY,

2421 R —TJ L —4 —KEhe

R —Y xRl —%—&., RedHat Advanced Cluster Management 7 U4 —>a v 34 74944
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W T2 7T 3> GitOps 7—% 7 O—IE. Red Hat Advanced Cluster Management /R 1) & —%
A L 7z Kubernetes Y Y — X4 7 £ M® OpenShift ¥ 2 —Y KU 5 24— & U Kubernetes 7
SRAY—ADDEEBMIELLET, HIL. RYVY—Y xR —9—%2FHALTUTOT VY 3 v ERT
LET,

® Kubernetes ¥=7 T X b 7 7 1 JL% Red Hat Advanced Cluster Management 5% ER 1) & — IC
ZELET,

e £ I N7z Red Hat Advanced Cluster Management /R ) & —IZHEAI N BHIIC. ABDINKL
Kubernetes ¥ =7 T A My FZHEALZEXT,

® Red Hat Advanced Cluster Management for Kubernetes T, Gatekeeper & & U Kyverno R 1)
V—EBRICDWTHRETIE DL DICEBMOEERY —24EMLET,

o NTYVSRHI—TRYY—ty hEERLET, FMIEZ, R)>Y—ty rarhOo—5— %%
BLTLEIWL,

FHHE. UTOMEY 7 Z2SRLTIEI W,

=L s S S

o R)I—IVIRL—H—REDFKE
® Operator 54 VA K=V §2DDRY > —DER
o OpenShift GitOps 4 Y A M—IL T Z/HDRY) > —
o AV TZ5A4 7R Operator &4 Y AKR—=ILTBHDR) > —

® OpenShift GitOps (ArgoCD) IZAR) =Yz R L —4—%A4A VA =)L

o RYL—VzRL—F—BREDSEBT—TIL

2422. R —I xR L —4Y —BEDHETE

R o=y zxL—%—Id PolicyGenerator DFE%H $ & ' policy.open-cluster-management.io/v1
APINN—= 3V DY =7 A NTHREINS Kustomize VT RL—8—F574TY,

TS24 EFEBRT SICIE. £9. kustomization.yaml 7 7 1 JLIC generators 7 > a Vv &EMNL &
T, UTDOFIZSRELTLEIV,

generators:
- policy-generator-config.yaml
BEriDHl TSR X1 5 policy-generator-config.yaml 7 7 1 JLIE, £HRT 2R > —DFIEFEEN D
YAML 7 74V TY, BfAR) Y=Yz XL —F—RET7AIVIELUTOBDL S IZRY £,

apiVersion: policy.open-cluster-management.io/v1
kind: PolicyGenerator
metadata:

name: config-data-policies
policyDefaults:

namespace: policies

policySets: []
policies:

- name: config-data

manifests:
- path: configmap.yaml
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configmap.yaml (£, R > —IC&F N5 Kubernetes =7 T AMYAML 774 )LERLEY, UTF
DHZESRBL T LRI,

apiVersion: vi
kind: ConfigMap
metadata:
name: my-config
namespace: default
data:
key1: valuel
key2: value2

£/ X 117z Policy. PlacementRule & PlacementBinding [ZLA T DD & S 127V £,

apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: placement-config-data
namespace: policies
spec:
clusterConditions:
- status: "True"
type: ManagedClusterConditionAvailable
clusterSelector:
matchExpressions: []
apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding-config-data
namespace: policies
placementRef:
apiGroup: apps.open-cluster-management.io
kind: PlacementRule
name: placement-config-data
subjects:
- apiGroup: policy.open-cluster-management.io
kind: Policy
name: config-data
apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
annotations:
policy.open-cluster-management.io/categories: CM Configuration Management
policy.open-cluster-management.io/controls: CM-2 Baseline Configuration
policy.open-cluster-management.io/standards: NIST SP 800-53
name: config-data
namespace: policies
spec:
disabled: false
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy

38



$E2Em HNF VR

metadata:
name: config-data
spec:
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: v1
data:
key1: valuei
key2: value2
kind: ConfigMap
metadata:
name: my-config
namespace: default
remediationAction: inform
severity: low

FEMICDWTIL, policy-generator-plugin VRY M) —&SBL T LI,

2.4.2.3.Operator 54 VA M= T B7DDKR ¥ —DERRK

Red Hat Advanced Cluster Management R 1) & —D— A HE®&RIE, 1 DU EDIYR—IY RIS R4 —
IC Operator 4 VA h—JL §52&TY, UTOREA VAN —ILE—RDOBIEHEAE) Y —REFER
LTI,

2.4.2.3.1. OpenShift GitOps 4 Y A b —I)LF B 7=bDRY > —

DLFoflE, R)>—YzxL—4—%FEAL T OpenShift GitOps #4A4 YA M—ILT BRI V—%4%
MY 2HE%RLTWET, OpenShift GitOps Operator I X T® namespace { ¥ A h—JLE—R
ERELET., 9. UTOHID L S IC openshift-gitops-subscription.yaml &\ ZFidD TR 9
) F2avI=TJxRAM 77 AIVEERTIBELNHY FT,

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: openshift-gitops-operator
namespace: openshift-operators
spec:
channel: stable
name: openshift-gitops-operator
source: redhat-operators
sourceNamespace: openshift-marketplace

FRL—F—DFED/NN—T 3 VICBEET 2K, /35 X —4% — & (B spec.startingCSV: openshift-
gitops-operator.v<version> ZEITX £9, <version> #HFLEDNN—Y 3 VIIBEEHMAFT,

JRIC. policy-generator-config.yaml & WY R o=V T XL —9—RET 7 A IULDVBETT., UTD
ik, 9 XTD OpenShift ¥ x—Y K F 24 —IC OpenShift GitOps &4 Y A h—IL T 28 —DRY)
¢/_ %7_‘__\ L/ T (A i _a—o

apiVersion: policy.open-cluster-management.io/v1
kind: PolicyGenerator
metadata:
name: install-openshift-gitops
policyDefaults:
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namespace: policies
placement:
clusterSelectors:
vendor: "OpenShift"
remediationAction: enforce
policies:
- name: install-openshift-gitops
manifests:
- path: openshift-gitops-subscription.yaml

XRICHE & 725 7 7 1 )LiF kustomization.yaml 7 7 1 JL T9, kustomization.yaml 7 7 1 JLIC
I UTORENMBETT,

generators:
- policy-generator-config.yaml

EMRINZRYO—E, UTFOT7 74 ILDELIICRY ET,

apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: placement-install-openshift-gitops
namespace: policies
spec:
clusterConditions:
- status: "True"
type: ManagedClusterConditionAvailable
clusterSelector:
matchExpressions:
- key: vendor
operator: In
values:
- OpenShift
apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding-install-openshift-gitops
namespace: policies
placementRef:
apiGroup: apps.open-cluster-management.io
kind: PlacementRule
name: placement-install-openshift-gitops
subjects:
- apiGroup: policy.open-cluster-management.io
kind: Policy
name: install-openshift-gitops
apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
annotations:
policy.open-cluster-management.io/categories: CM Configuration Management
policy.open-cluster-management.io/controls: CM-2 Baseline Configuration
policy.open-cluster-management.io/standards: NIST SP 800-53
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name: install-openshift-gitops
namespace: policies
spec:
disabled: false
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: install-openshift-gitops
spec:
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: operators.coreos.com/vialphat
kind: Subscription
metadata:
name: openshift-gitops-operator
namespace: openshift-operators
spec:
channel: stable
name: openshift-gitops-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
remediationAction: enforce
severity: low

AF1HY OpenShift Container Platform RF 21 XY RHALEGEIN, RYUS—IzRL—49—IlL>THE
MINBZITRTORY O—DRRAICHR—PMINhFT, LLTFD YAML AADHIE, OpenShift
Container Platform R¥ a1 XY N THR—KMINFET,

o ({VAN=IEDIZAY—HRY
o EENOJVKRKYI—DERTE
o NJDY—RKN—FT 14— AT LANDERE

L. Understanding OpenShift GitOps & & U Operator RK¥ a2 XV &SRB LTIV,

2.4232. AV F5A4F7 X Operator 54 VA M=) §27HDKRY >—

Y754 7> R Operator 7 €MD namespaced ZEHA L7=4( Y A h—JLE— KN %{FMA9 % Operator
D&, OperatorGroup ¥ =7 T XA MEMEIZRY T, UTFDHlE. 3> F 54 7> X Operator &
AVAM=NWVTBERINLER)O—ERLTVWET,

F 9. Namespace. Subscription. & & U OperatorGroup ¥ =7 = X b2 &% T. compliance-
operator.yaml & WD &RID YAML 7 7 1 L 2T B BN HY T, LUTOHITIE. ThboDdv=
7 = X b % compliance-operator namespace IC1 Y A h—JL L ZE T,

apiVersion: vi
kind: Namespace
metadata:
name: openshift-compliance
apiVersion: operators.coreos.com/vialphai
kind: Subscription
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metadata:

name: compliance-operator

namespace: openshift-compliance
spec:

channel: release-0.1

name: compliance-operator

source: redhat-operators

sourceNamespace: openshift-marketplace
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: compliance-operator

namespace: openshift-compliance
spec:

targetNamespaces:

- compliance-operator

JRIC. policy-generator-config.yaml E WY R =V XL —9—RET 7 AUV ETT., UTD
ik, §RTD OpenShift TR—Y KU SRHY—ICOAVTS54 TR Operator 54 VA =)L B8
—DRY Y —%HRLTWVWET,

apiVersion: policy.open-cluster-management.io/v1
kind: PolicyGenerator
metadata:
name: install-compliance-operator
policyDefaults:
namespace: policies
placement:
clusterSelectors:
vendor: "OpenShift"
remediationAction: enforce
policies:
- name: install-compliance-operator
manifests:
- path: compliance-operator.yaml

BRICHE & 725 7 7 1 )LIE kustomization.yaml 7 7 1 JL T4, kustomization.yaml 7 7 1 JLIZLL
TORENBLETT,

generators:
- policy-generator-config.yaml

CDBREEBMTEE, ERINLERYY—EUTOT7714ILDLSITHY FT,

apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: placement-install-compliance-operator
namespace: policies
spec:
clusterConditions:
- status: "True"
type: ManagedClusterConditionAvailable
clusterSelector:
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matchExpressions:
- key: vendor
operator: In
values:
- OpenShift
apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding-install-compliance-operator
namespace: policies
placementRef:
apiGroup: apps.open-cluster-management.io
kind: PlacementRule
name: placement-install-compliance-operator
subjects:
- apiGroup: policy.open-cluster-management.io
kind: Policy
name: install-compliance-operator
apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
annotations:
policy.open-cluster-management.io/categories: CM Configuration Management
policy.open-cluster-management.io/controls: CM-2 Baseline Configuration
policy.open-cluster-management.io/standards: NIST SP 800-53
name: install-compliance-operator
namespace: policies
spec:
disabled: false
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: install-compliance-operator
spec:
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: vi
kind: Namespace
metadata:
name: openshift-compliance
- complianceType: musthave
objectDefinition:
apiVersion: operators.coreos.com/vialphat
kind: Subscription
metadata:
name: compliance-operator
namespace: openshift-compliance
spec:
channel: release-0.1
name: compliance-operator
source: redhat-operators
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sourceNamespace: openshift-marketplace
- complianceType: musthave
objectDefinition:
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: compliance-operator
namespace: openshift-compliance
spec:
targetNamespaces:
- compliance-operator
remediationAction: enforce
severity: low

M, O TSA4T7 A Operator D RF a2 XV b #BBLTLEI,

2.4.2.4. OpenShift GitOps (ArgoCD) IZ/RY) o —J xR —4—% A4 VA =)L

ArgoCD IZE D < OpenShift GitOps Z A L T, GitOps ZN L TR >—YzxL—49—%FHL T
RVY—BERTZIEETEET, R P—Y TR —4—I& OpenShift GitOps AV FF—A X —
JICTVA VA= INTWAWED, WKDODDARITA XETIBENHY 9, FITEDIC
l&. OpenShift GitOps Operator A* Red Hat Advanced Cluster Management /N7 2 5 249 —IZ4 Y R
P—=ILEINTHEY, NTIVSRH—IIOTA VL TWVWBR I EEZHBTI2RENDHY T,

Kustomize ME1THFIC OpenShift GitOps BRSO —V T XL —9—ICTF7 IV EATESRLDICTBIC
&, R >—IxRxL—4%—D/N1M F ) —% Red Hat Advanced Cluster Management Application
Subscription AV 7+ —4 X —IH 5 Kustomize 23179 % OpenShift GitOps AV FF—ICaE—F
270D nit AV T F—IRHETY, #FMllE. Pod A7 704 INBHENC Nt AV T F—%FERALTS
AV EERITTE H#SRBLTLLEIWL, I 5T, Kustomize #3179 % & X IZ --enable-alpha-plugins
72 V% RMY 5 &£ 5 I OpenShift GitOps 2R ET MBI HY EJ, UTDIAYY FEFERAL T,
OpenShift GitOpsargoecd = 72 =7 N DIREEBIBL T,

I oc -n openshift-gitops edit argocd openshift-gitops

JRIZ. OpenShift GitOpsargoed 7 7Y 2V hZZEBE LT, UTOEMD YAML AV TV EEHE
¥, Red Hat Advanced Cluster Management Dt L WX Y v —/N—=2 3 A Y ) =23 h, RY P —
VIRl =9 —FHLUWA=UaVICEHLLLWEEE, nitAVTF-—THERINS
registry.redhat.io/rhacm2/multicluster-operators-subscription-rhel8 1 X —2Z L UFHFL WY JICE
FITIZDLENHY FT., UTDHI%ER T, <versions % 2.5 F 7= |XEHHID Red Hat Advanced Cluster
Management /N\—Y 3 VICBEEH|MZ T,

apiVersion: argoproj.io/vialphat
kind: ArgoCD
metadata:
name: openshift-gitops
namespace: openshift-gitops
spec:
kustomizeBuildOptions: --enable-alpha-plugins
repo:
env:
- name: KUSTOMIZE_PLUGIN_HOME
value: /etc/kustomize/plugin
initContainers:
- args:
--C
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- cp /etc/kustomize/plugin/policy.open-cluster-management.io/vi/policygenerator/PolicyGenerator
/policy-generator/PolicyGenerator
command:
- /bin/bash
image: registry.redhat.io/rhacm2/multicluster-operators-subscription-rhel8:v<version>
name: policy-generator-install
volumeMounts:
- mountPath: /policy-generator
name: policy-generator
volumeMounts:
- mountPath: /etc/kustomize/plugin/policy.open-cluster-management.io/v1/policygenerator
name: policy-generator
volumes:
- emptyDir: {}
name: policy-generator

OpenShift GitOps AR Y ¥ —Y 2 XL —4 —%FHTE 5L D ICR>7D T, RedHat Advanced
Cluster Management /N7 9V 5249 —TRY > —%EKRT 57D T ¥ 2 A¥E% OpenShift GitOps IC
MNETI2RE DY ET, RU—EWMBEZER. TAHAMY., B, BLVHIRT 27007V R
%D, openshift-gitops-policy-admin & (X125 LD ClusterRole ')V — X & {ER L &

9, ClusterRole ([ZXDBFID &L S IZ2Y £,

kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: openshift-gitops-policy-admin
rules:
- verbs:
- get
- list
- watch
- create
- update
- patch
- delete
apiGroups:
- policy.open-cluster-management.io
resources:
- policies
- placementbindings
- verbs:
- get
- list
- watch
- create
- update
- patch
- delete
apiGroups:
- apps.open-cluster-management.io
resources:
- placementrules
- verbs:
- get
- list
- watch
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- create

- update

- patch

- delete
apiGroups:

- cluster.open-cluster-management.io
resources:

- placements

- placements/status

- placementdecisions

- placementdecisions/status

X 5(Z, ClusterRoleBinding 7 72 =V M & {ER L T. OpenShift GitOps H—ERXT7H T ¥ M
openshift-gitops-policy-admin ClusterRole ~MD 77 ¥ Z X %FFA L £¥ ., ClusterRoleBinding (. X
DEIR) Y —RICRBIHEDNHY £,

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: openshift-gitops-policy-admin
subjects:
- kind: ServiceAccount
name: openshift-gitops-argocd-application-controller
namespace: openshift-gitops
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: openshift-gitops-policy-admin

2425 RV Y=V RL—F—BREDSRT—TIL

namespace LA @ policyDefaults 27> 3 VICEEFN2L2 74 —IILRIF. R)P—T&ICEEETIHN
ZHEMLIHIRITTEREL TLEIL,

74—J)E Bl
apiVersion WE, Z DfEld policy.open-cluster-

management.io/v1 IZEREL 9,

complianceType B, YZITANEISRI—DF TV I %
&Y 2BEOR) —aY bO—5—OEEAR
ELET, NIA—F—DEIE
musthave. mustonlyhave % 7z (& mustnothave
T9, 774/ MélE musthave TT,

kind WH, RUY—DY4A4 TEEBES BICIE, E%
PolicyGenerator IZ32E L £ 9,

metadata W, BREZ7 74 E—EICHANT 2DICFERS
nd,
metadata.name WE, RYS—1) Y —&HNT 2 L8,
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Z4—J)EK B
placementBindingDefaults 7B, PlacementBinding TE#DR) > — %%

GL. YzxlL—4—" EHEINLAREFERL
T PlacementBinding D—E &% ETE 5L D

IKLEY,

placementBindingDefaults.name 2. 774 MEEZFERYTHDTIEARL, BBARBY
BREBNAVTAVIZERETDIONRZANTS
974 3ATY,

policyDefaults Wh7E, namespace LL4 D policies BEEFID T b
)—Tld. TIT—EBRRINZT 74 MERE
EXXINET,

policyDefaults.categories f£=. policy.open-cluster-

management.io/categories 7/ 7— 3 V Tf#F
BAXnzh73) -0, 774/l MaldCM
Configuration Management T9,

policyDefaults.controls £%. policy.open-cluster-
management.io/controls 7 / 57— 3 VT
Indar hAO—ILOES, 77 4L MEIZ CM-2
Baseline Configuration T3,

policyDefaults.consolidateManifests FE, chik, RUSP—TSy TINDZITRTDOY
ZTTRAMINULTHRER) >—% 1 DEMT HHNE
IMNERELET, false ILRET D&, ¥=ZT7 R
NTEDEER)—DERINET, 7746
{El% true TY,

policyDefaults.informGatekeeperPolicies 2., TORY—H ER LT gatekeeper R Y
Y—<Y=ZT71RAM%25HRY B &, Red Hat Advanced
Cluster Management TR ) ¥ —ER % Z (TIN5 78
IS BRER) D —%ZEBMTENT D2BENDH DN E
IMDREINEY, 774/ MEIEtrue TT,

policyDefaults.informKyvernoPolicies FE, TORY =D, Kyverno R o—v =7z
A NEBRY S &, Kyverno R ¥ —DEREFIC
Red Hat Advanced Cluster Management TR ') & —
EREZITRZOIC. BERY) Y —ZBIMTERK
TEIRENHINEDIMDREINET, T 74/
NE&lE true T,

policyDefaults.namespace B, IRTDRY 2 —D namespace,
policyDefaults.placement R, R)Y—DERERE, CDT 74 ME T

RNRTDIZAY—IC—H BEREREICLBYET,
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74— K L]
placement.clusterSelectors 2. 75 29—tL V4% —% key:value DX T

EHELTREZEELEY. BFO7 7ML 2EE

¥ %% E&. placementRulePath =& L T< 72
Iy,

placement.name FE. ALY R9—tL V79 —NEFTNBEE
W= EHETD-ODERIERELE T,

placement.placementRulePath FE, BEOEEN—IEZBHAT I
I&. kustomization.yaml 7 7 1 JL DR/ R %35
ELET, BELABEICE. 774 NTIRT
DRYS—MNZDEBIL—ILEFALET. R
Placement %= 49 % IC1E clusterSelectors % %
BRLTCEIWY,

policyDefaults.remediationAction FE, RUVY—DBEANZZL, IRTXA—H—OD
{&i% enforce & & inform T, 77 #JL MEIE
inform T©9,

policyDefaults.severity =, RUVY—EBRDEKRE, 774/ MBI low
T9,

policyDefaults.standards £%. policy.open-cluster-

management.io/standards 7 / 57— 3 v Cff
BAd 2 ZBEDET, 77 /L MEIE NIST SP 800-
53 TY,

policies W, 77 4L MEZ 72IZ policyDefaults T E
INBEBOVNThAELEST 2EEADE TER
TH5RYS—D—E,

policies[ ].manifests B, RYT—ITEBINY % Kubernetes 7 72 7 b
RNZJ7xRAMD—E,

policies[ ].name B, ERR T 2R ¥ — DR,
policies[ ].manifests[ J.complianceType FR YN=ZT7IxARANEIVSRY—DF TV M %E

&Y 2BEOR) —aY bO—5—OEEAR
ELET, NIA—F—DEIE

musthave. mustonlyhave % 7z (& mustnothave
T9Y, 774/ MélE musthave TT,

policies[ ].manifests[ ].path WiE, kustomization.yaml 7 7 £ JLICx§ B8 —
T7ANERIEETISYNT4L I M) —~DINZ,
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74—JLE Bl
policies[ ].manifests[ ].patches FE, N2ADOY =7 R MIERT % Kustomize

Ny F, EROIZT7 A MNHBIHEIL.
Kustomize DX/Xy FOHERAEDY =7 T XA M & HE
TEBEIIT. RNy FIC

apiVersion. kind. metadata.name. &4 ¢
metadata.namespace (%% 9 %%E8) 714 —/IL K
ERETDILENHYES, YZT AN 1DODI5
&12i%. metadata.name & £V
metadata.namespace 7 1 —JL RIZ/\y F%#EH
TEZEY,

25. U R—KMTRDOR > —

Red Hat Advanced Cluster Management for Kubernetes TR 1) & —DEKR S L OEERFIC. NTI TR
H—TDI—Ib, TOER, HEOERAEEHRPT IV R—IMAROR) o —%5HRELET,

Note: RY ~— YAML ICEEEDRY O —AQE—F7 Y RR—AMLEFT, NS A—49—T7 14— )L RDE
I, BEOR)—%BhUNITR2EBFMICAAINE T, REBEMET, RYY—YAML 7 714 I)LDA
BEMETETEY,

251 EMEEER LICERATRQR) Y—DYR—k<T )y IR

Red Hat OpenShift Container Red Hat OpenShift Container
Platform 3.1 Platform 4
XE)—FARKREORY > — X X
Namespace R 1) ¥ — X X
I A=V MEMHR) & — X X
Pod R > — X X

Podtz¥alF+4—KYS— (3

L)

O—J)LRY)— X X
Role binding R1) ¥ — X X
SCC (Security Context X X

Constraints) K1) & —

ETCDBES{ERY & — X

gatekeeper R 1) ¥ — X
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AEY—FERRKRORY) & —

® Namespace R 1) ¥ —
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® Role binding RY ¥ —
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e ETCDRES{LRY Y —
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HE2E HNF VR
D MEY 2IZDWTIE, ANT VA ZSRBLTLEIL,

252 X ) —ERARKRTORY ¥ —

Kubernetes 53 R ¥—aY hOA—5—F. XE)—FRARRRY >—DRAF—9 REERLET,
AED)—FEARRRY Y —%2FALT. XE)—BLPIVEa—MOFEREEFIREAIFHWL F
¥, FlE. Kubernetes K 2 X~ b @ Limit Ranges #28B L T 23 L,

LT3 rTid, XE)—FRRKRRY O—DEREICOWTEHRBLET,
o XEY—FRKRRY>— YAML DERE
o XE—FAKRDORY >—DK

o XE!—FERWKRRKY—DH

2521 XY —FRARKRERY) > — YAML DR TE
AEY—FARRERY) >—iF. UTFTOYAML 774D LD ICRRY FT,

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-limitrange
namespace:
spec:
complianceType:
remediationAction:
namespaces:
exclude:
include:
object-templates:
- complianceType:
objectDefinition:
apiVersion:
kind:
metadata:
name:
spec:
limits:
- default:
memory:
defaultRequest:
memory:

type:

2522 A F) —FRKROR o —0DFK

74—J)E Bl
apiVersion WE, Z DfEld policy.open-cluster-

management.io/v1 IZEREL £ 9,
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Z4—IEF B
kind B, RUS—DY1 THIBETDICIE, EE

Policy ICE2EL £,

metadata.name WB, RY>—1) Y —2%HHT 2 LH,
metadata.namespaces F=.
spec.namespace WiB, R —DBERAEDNT I SA5—RILH B

namespace, include (i, R —%@FHT 3
namespace D/XZ A —4 —fE%= AN L £

¥, exclude /X5 X —%— (Tl R —%BRARH
ICEA L7V namespace 21 §E L £ 9, Fad: R Y
=2y A—=5—DF TV NFVTL—KT
EE I N 5 namespace &, HIGTHHARY >—D
namespace # FZX L 7,

remediationAction FE, RUL—DEBEZIBELET, /NTA—4—
MD1ElL enforce £ & vinform T3,

disabled WA, ZOfElEtrue F/-idfalse ICHEL ZF
9, disabled /XS X —4%—%FHET 2, R P—
EENELIIEMCTEIENTEET,

spec.complianceType W, {ElE "musthave” ICEREL £7,
spec.object-template R, YX—Y RIS RY—%FHlT 2D, ¥ F—

RIS RY—ITERYT ZRENH DD
Kubernetes # 7Y ¥ M5 —BRR T BDICFERL
9,

2523 . XE ) —FERAKRERY > —Dfl
RYS—DH Y FIVEHRT %ICIE. policy-limitmemory.yaml Z#5B L T 22X W, FHlICOWT

i, EFa2)574—R)Y—DBEEABBLTLLEIW, BEIVMO—5—ILE>TERINDZFD
DFRERY ¥—ICDWTIE, Kubernetes 3RERD v—av bO—5— 2SR L TLEIL,

2.5.3. Namespace R !) & —

Kubernetes 8% R ~—3 > hA—3—IE. namespace R ¥ —DRAT—H R E=EHLET,
Namespace /R!) & —% &M L. namespace DIFEDIL—ILEEHELZF T,

LUTFDEY < 3> Tldnamespace R 2 —DEREICDWTERBALE T,
® Namespace R!) ¥ — YAML DF&E
® Namespace K1) ¥ — YAML D3

® Namespace R ) & —Dffl
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$E2Em HNF VR

2.5.3.1. Namespace R ) ¥ — YAML D& E

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-namespace-1
namespace:
spec:
complianceType:
remediationAction:
namespaces:
exclude:
include:
object-templates:
- complianceType:
objectDefinition:
kind:
apiVersion:
metadata:
name:

2.5.3.2. Namespace R 1) & — YAML D%k

74—J)E B
apiVersion WE, ZDfEld policy.open-cluster-

management.io/v1 IZEREL 9,

kind W, RV —D8H 4 THBET SICIE. B%x
Policy ICE2EL £,

metadata.name WiB, RY>—1) Y —2%EHHT L0,
metadata.namespaces F=.
spec.namespace WiB, R —DBERAEDNT ISR —RILH B

namespace, include (ZiE. R —%FHET 3
namespace D/XZ A —4 —fE%Z AN L £

¥, exclude /XZ X —%— (Tl R —%BRARH
ICEA L7V namespace 21 8E L £ 9, Fad: RY
=2y A=—5—DF TV NFVTL—KT
EE I B namespace I&. WIHT BFHAR) > —D
namespace &# FZX L 7,

remediationAction FE, RUL—DEBEEIBELET, /INTA—4—
MD1ElL enforce £ & vinform T3,

disabled WA, ZOfElEtrue F/-idfalse ICHEL ZF
9, disabled /XS X —4%—%FHET 2, R P—
EENELIIEMCTEIENTEET,
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Z4—J)EK B
spec.complianceType W, {ElE "musthave” ICEREL £7,
spec.object-template R, YX—Y RIS RY—%FHlT 2D, ¥ FR—

PROSRY—ILERAYTIUNENHBMD
Kubernetes # 7Y ¥ N5 —BRRITZDICFERL
x99,

2.5.3.3. Namespace 7R 1) & — D
R o—DH Y P MRS %ICIE. policy-namespace.yaml SR L T 72X W,
EMICOWTIE, EF 2T —RUP—DBEE ZSRLTLLKEIN, hDERERY ¥ —OFFH
&, Kubernetes SBERY Y—aAv hO—5— 2R LTLEI,
254 14 X —THEEHERY) & —
AA=VHEEEMHR) >—%2@EAL., IV TF—tF21) T 14— Operator ZFIBLTAVTF—A X —
JICHEBEELAHINE I ERBLET, CORYV—IF, AV FF—tEFa ) 71— Operator B4
VAN =IINTLWARWEEIE, IhZEzIRx—Y RKRISRIY—ICAVAM=ILLET,
A XA —VMEFEMHERY) > —IE, Kubernetes ERY ¥—aY hO—5—HDNFxzv VL Fd, ¥
7 4 — Operator OFHMIE. Quay YRY M) — @ aAvFF—tFa) 71— Operator 8 L TK
IV,
HAse:
o A X—UMEEMRY P —IF, FEEHRT VR M —ILHRIEEEL FE A,

o A A—VMEEMERYY—IE IBMPower BLUIBMZT7—F TV F v —TRYR—rIhZFHE
Ao Z1lE Quay Container Security Operator IZf&K%F L £ 9, container-security-operator L &
A2 MY —ITIE ppcbdle £7-1d s390x DA A —IUHHY FHA,

HME., LTOEY2YavaSBLTLEIWL,
o A A—JMEEMRY S—0D YAML R E
o A A—VMEHEMRY — YAML DX

o A A—TMEMRY S —Df

2541 14 A—JMEsEMERY ¥ —0 YAML 5% 7E

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-imagemanifestvulnpolicy
namespace: default
annotations:
policy.open-cluster-management.io/standards: NIST-CSF
policy.open-cluster-management.io/categories: DE.CM Security Continuous Monitoring
policy.open-cluster-management.io/controls: DE.CM-8 Vulnerability Scans
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https://github.com/stolostron/policy-collection/blob/main/stable/CM-Configuration-Management/policy-namespace.yaml
https://github.com/quay/container-security-operator
https://github.com/stolostron/grc-ui/blob/main/src-web/components/common/templates/spec-imagemanifestvuln.yaml
https://operatorhub.io/operator/project-quay-container-security-operator
https://quay.io/repository/quay/container-security-operator

spec:
remediationAction:
disabled:
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name:
spec:
remediationAction:
severity: high
object-templates:
- complianceType:
objectDefinition:
apiVersion: operators.coreos.com/vialphail
kind: Subscription
metadata:
name: container-security-operator
namespace:
spec:
channel:
installPlanApproval:
name:
source:
sourceNamespace:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name:
spec:
remediationAction:
severity:
namespaceSelector:
exclude:
include:
object-templates:
- complianceType:
objectDefinition:
apiVersion: secscan.quay.redhat.com/vialpha1l
kind: ImageManifestVuln # checking for a kind
apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding-policy-imagemanifestvulnpolicy
namespace: default
placementRef:
name:
kind:
apiGroup:
subjects:
- name:
kind:
apiGroup:

$E2Em HNF VR

55



Red Hat Advanced Cluster Management for Kubernetes 2.5 7/} > X

apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: placement-policy-imagemanifestvulnpolicy
namespace: default
spec:
clusterConditions:
- status:
type:
clusterSelector:
matchExpressions:
[1 # selects all clusters if not specified

2542 1 XA—THE5EMHERY o — YAML O

74—J)E Bl
apiVersion WE, Z DfEld policy.open-cluster-

management.io/v1 IZEREL £ 9,

kind WH, R)—DIATHEIBET ZICIE, E%E
Policy ICE2EL £,

metadata.name WE, R Y=Y —2%HHT 3 AH.

metadata.namespaces F=,

spec.namespace WE, RYY—OBREDNT VS —RILH B

namespace, include iZiE. R —%@EHET 3
namespace D/XZ A —4 —fE%= AN L £

¥, exclude /XZ X —%— (Tl R —%BRARH
@A L 72V namespace 21 §E L £ 9, Fad: R Y
=2y A=—5—DF TV NFVTL—KT
EE I N5 namespace I&. WIHT BFHR) > —D
namespace & FZX L 7,

remediationAction FE, RUL—DEBEZBELET, /NTA—4H—
MD1ElL enforce £ & vinform T3,

disabled W, ZOfElEtrue F/-idfalse ICHEL ZF
9, disabled /XS X —4%—%FHET 2, R P—
EENELIIEMCTEIENTEET,

spec.complianceType W, {ElE "musthave” ICEREL £7,
spec.object-template FR, YX—Y RIS RY—%FHlT 2D, ¥ F—

JROSRY—ILEBAYTIMNENHBMD
Kubernetes # 7Y ¥ h & —BRRITZDICFERL
F9,
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25.43. 4 A—=CHE5EHERY ¥ —0f|

policy-imagemanifestvuln.yaml #88B L T< 23XV, EMIZ. X2 )71 —RYP—DEE %5
BLTCESIWY,

A hA—Z—ICE > TERINDE ZOMDERERY ¥ —ICDWTIX, Kubernetes FZERY ¥ —2a v
FO—5—ZSRLTLKEIL,

255 Pod K1) & —

Kubernetes 2R v—av hO—5—F, O—ILKRYS—DRAT—HYRAEERLET, Pod R
—%BEAL, PodDOAVTF—IL—IEEELEYT, COBEREFERT BICIE. PodH V5 R4—IC
FEELTVWAIRELXHY T,

DLTFD+EY>avTlE, Pod R —DEREICODWTERBELET,
e Pod/R!>— YAML DB E
e PodRv—mDFK

e Pod R ¥—nfl

2.5.51.Pod R ¥ — YAML DB E

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-pod
namespace:
spec:
complianceType:
remediationAction:
namespaces:
exclude:
include:
object-templates:
- complianceType:
objectDefinition:
apiVersion:
kind: Pod # pod must exist
metadata:
name:
spec:
containers:
- image:
name:
ports:
- containerPort:

2552.Pod R >—DFK
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74—J)E Bl
apiVersion WhE, Z DfEld policy.open-cluster-

management.io/v1 IZEREL £ 9,

kind WE, RV —D8H 14 THBET SICIE. B
Policy ICE2EL £,

metadata.name WB, RY>—1)Y—2%EHHT L0,
metadata.namespaces F=.
spec.namespace WiB, R —DBERAEDNT ISR —RILH B

namespace, include (i, R —%@HET 3
namespace D/XZ A —4 —fE%= AN L £

¥, exclude /X5 X —%—(liF, R —%BRARH
ICEA L 7AW namespace 21 §E L £ 9, Fad: R Y
=2y A—=5—DF TV NFVTL—KT
IEE XN B namespace I&. XWIiHT B3R o—D
namespace &# FZX L 7,

remediationAction FE, RUL—DEBEZIBELET, /NTA—4—
MD1ElL enforce & & inform T3,

disabled W, ZOfElEtrue F/-idfalse ICHEL Z
9, disabled /XS X —4%—%FHET2&, R P—
EENELIIEMCTEIENTEET,

spec.complianceType W, {ElE "musthave” ICEREL £7,
spec.object-template R, YX—Y RIS —%FHlT 2D, ¥ F—

RIS RY—IERYT EZBRENHDBMD
Kubernetes # 7Y ¥ h 5 —BRRITZDICFERL
E3C I

2.5.5.3.Pod R > — D4l

R —DH Y T MRS BICIE. policy-pod.yaml 258 L T XL,

AV MA—F—ICL>TERINZ ZOMDEER) ¥ —IZDWTIE, Kubernetes 5&8ER ) ¥—a v
72_?;5— EBRLTKEIW, BORY O—DBBICDOVWTIE, FER) Y—DEE 28R L TL
256.PodDtzFxal) 74 —R) I —

Kubernetes 5% R ) —aY hO—5—F, Pod2Fal) T4 —RYI—DRAT—HYRAEEHR/LE

9. PodDEFaU74—RYY—%BALTPdBLUPIAVTF—DEX1 YT+ —2RELZ
¥, FFMIL. Kubernetes K& 2 X~ b @ Pod Security Policies #5888 L T< 72X\,
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https://github.com/stolostron/policy-collection/blob/main/stable/CM-Configuration-Management/policy-pod.yaml
https://kubernetes.io/docs/concepts/policy/pod-security-policy/

UFDotEs2avTlE PodteFxal) T4 —RSY—DREICDODVWTEHRBALET,

e PodtExal)FT14—1R—YAML DERE
e Podtzxal)F4—KRYI—DFK

e PodtFalT1—RKYT—DHl

2561 Podtz¥al)F4—7KR!)>—YAML D

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-podsecuritypolicy
namespace:
spec:
complianceType:
remediationAction:
namespaces:
exclude:
include:
object-templates:
- complianceType:
objectDefinition:
apiVersion:
kind: PodSecurityPolicy # no privileged pods
metadata:
name:
annotations:
spec:
privileged:
allowPrivilegeEscalation:
allowedCapabilities:
volumes:
hostNetwork:
hostPorts:
hostIPC:
hostPID:
runAsUser:
rule:
seLinux:
rule:
supplementalGroups:
rule:
fsGroup:
rule:

2562.PodtE*al)5F4—HKR)>—DFK

74— K

B

ax &

w:l

|

HE2E HNF VR
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74—J)E Bl
apiVersion WhE, Z DfEld policy.open-cluster-

management.io/v1 IZEREL £ 9,

kind B, RV —D8H 14 THBET SICIE. B
Policy ICE2EL £,

metadata.name Wi, RY>—1) Y —2%EHHT L5,
metadata.namespaces F=.
spec.namespace WiB, R —DBERAEDNT ISR —RNILH B

namespace, include (ZiE. R —%@EHT 3
namespace D/XZ A —4 —fE%Z AN L £

¥, exclude /X5 X —%—|(liF, R —%BARH
ICEA L7 namespace 21§E L £ 9, Fad: R Y
=2y A—5—DF TV MNFVTL—KT
EE I B namespace I&. WIHT BFHR) > —D
namespace # FEZX L 7,

remediationAction FE, RUL—DEBEZIBELET, /NTA—4H—
MD1ElL enforce £ & Winform T3,

disabled WA, ZOfElEtrue F/-idfalse ICHEL ZF
9, disabled /XS X —4%—%FHET 2, R P—
EENELIIEMCTEIENTEET,

spec.complianceType W, {ElE "musthave” ICEREL £7,
spec.object-template R, YX—Y RIS RY—%FHlT 2H. ¥ Fx—

RIS RY—ILEBAYT IMNENHBMD
Kubernetes # 7Y ¥ h & —BRRITBHDICFERL
EJC N

25.63.Pod t¥al) 74 —®R)—DH

YU TR O —%FEET B ICIE. policy-psp.yaml 28R L T 23V, FHMix, ZERY >—DE
HAESRLTEIW,

HREAYPMO—F—ICL>TERINDI ZOMODERERY O —ICDWTIE, Kubernetes 5RER ) & —
dvbO—5—%SRBLTLEIY,

257.0—JLRY > —

Kubernetes 5% E R Y ¥—a> hA—5—IF, A—ILRY—DRT—H RA%=EHL T, object-

template ICO—J)LAEZEL T, V77 R9—ADFEOA—ILDIL—IBELIPNN—I v avaEELE
ER

60
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$E2Em HNF VR

UTotsyarTik, O—ILRYS—DREICDWTHBALE T,
e MO—JLRYY—YAML DEBE
e O—JLIRYY—DER

e O—JLRYS—DFI

2571 0—J)LRY > — YAML OB E

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-role
namespace:
annotations:
policy.open-cluster-management.io/standards: NIST-CSF
policy.open-cluster-management.io/categories: PR.AC Identity Management Authentication and
Access Control
policy.open-cluster-management.io/controls: PR.AC-4 Access Control
spec:
remediationAction: inform
disabled: false
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-role-example
spec:
remediationAction: inform # will be overridden by remediationAction in parent policy
severity: high
namespaceSelector:
include: ["default"]
object-templates:
- complianceType: mustonlyhave # role definition should exact match
objectDefinition:
apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
name: sample-role
rules:
- apiGroups: ["extensions”, "apps"]
resources: ["deployments"]

verbs: ["get", "list", "watch", "delete","patch"]

apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:

name: binding-policy-role

namespace:
placementRef:

name: placement-policy-role

kind: PlacementRule

apiGroup: apps.open-cluster-management.io
subjects:
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- name: policy-role
kind: Policy
apiGroup: policy.open-cluster-management.io
apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: placement-policy-role
namespace:
spec:
clusterConditions:
- type: ManagedClusterConditionAvailable
status: "True"
clusterSelector:
matchExpressions:

(]

25.72.0—JLKRY—DFK

74—J)E Bl
apiVersion WE, ZDfEld policy.open-cluster-

management.io/v1 IZEREL £ 9,

kind WE, RV —D8H 14 THBET SICIE. B
Policy ICE2EL £,

metadata.name WiB, RY>—1) Y —2%HHT L5,
metadata.namespaces F=.
spec.namespace WiB, R —DBEAEDNT IV SA5—RILH B

namespace, include iZiE. R —%@FHT 3
namespace D/XZ A —4 —fE%= AN L £

¥, exclude /XZ X —%—|TiF, R —%BARH
@A L7 namespace 23 8E L £ 9, Fad: R Y
=2y A—5—DF TV NFVTL—KT
EE I B namespace I&. WIHT BFHAR) > —D
namespace # FEZX L 7,

remediationAction FE, RUY—DEBEZIBELET, /NTA—4H—
MD1ElL enforce £ & Winform T3,

disabled W, ZOfElEtrue F/-idfalse ICHEL ZF
9, disabled /XS X —4%—%FHET 2, R P—
EENELIIEMCTEIENTEET,

spec.complianceType W, {ElE "musthave” ICEREL £7,



HE2E HNF VR

74—J)E Bl
spec.object-template R, YX—Y RIS RY—%FHlT 2D, ¥ F—

JROSRY—ILEBAYTIMNENHBMD
Kubernetes # 7Y ¥ h & —BRRITBZDICFERL
x99,

2.5.7.3.0—J)LRY > —Dfl

O—J)LRY>—%@EALT, VS2A9—HOBEODO—ILDIL—ILELVNRN—IvoavaRELE
T, O—ILDFEMIE. O—IR—=2ADT7 7 AGHE 2SR LTLLEIW, OA—ILKRY>—DH Y TV %
FEER9 % I IE policy-role.yaml Z#5BR L T 23X\,

O—JLRYS—DEBAEIF. FHER)—DEE 2SRBLTKEIV, I O—F—H2EHRT 21
DERERY) —IZDWTIE, Kubernetes 5RER) —OAY bO—5— R=VAESBLTLRLEIW,

2.5.8. Role binding /R ') & —

Kubernetes % R ~— > hA—S5—IE, rolebinding R >—DAFT—4H R &EHRLEF, Role
Binding/Rl) ¥—%@AL., RY>—%IRX—IY KYS5Z4—O namespace IZ/X1 Y KLE T,

LUFDE Y 3> Tl namespace R 2 —DEREICDWTEHBALE T,
® Role Binding R') ¥ — YAML D& E
® Role Binding R ¥—D&E

® Role Binding R ') & — D4l

2.5.8.1. Role Binding 7R ') & — YAML D% E

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name:
namespace:
spec:
complianceType:
remediationAction:
namespaces:
exclude:
include:
object-templates:
- complianceType:
objectDefinition:
kind: RoleBinding # role binding must exist
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: operate-pods-rolebinding
subjects:
- kind: User
name: admin # Name is case sensitive
apiGroup:
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roleRef:
kind: Role #this must be Role or ClusterRole
name: operator # this must match the name of the Role or ClusterRole you wish to bind to
apiGroup: rbac.authorization.k8s.io

2.5.8.2. Role Binding /R ') & — M3k

Z4—IVEF A

apiVersion WA, Z DfEld policy.open-cluster-
management.io/v1 IZEREL 9,

kind WE, RV —D8H 14 THBET SICIE. B
Policy ICE2EL £,

metadata.name WB, RYT—1)Y—REHNT BHDEREL
metadata.namespaces B, RYY—DMERINBZIR—JRKITRE—

A D namespace.

spec W, AVTZATVRAEREFELTEET S A
ED LR,

metadata.name WE, R Y=Y —2%HHT 5 AH.

metadata.namespaces =,

spec.complianceType W78, EiL "musthave” IZERELE T,

spec.namespace WhE, RYY—%2BRATEZIR—IYRISRY—D

namespace, include (i, R —%@FHT 2
namespace D/XZ A —4 —fE%= AN L £

¥, exclude /X5 X —%— (Tl R —%BRARH
ICEA L 72 namespace 21 8E L £ 9, Fad: R Y
=2y A=—5—DF TV NFVTL—KT
EE I B namespace I&. WIHT BFHAR) > —D
namespace # FEZX L 7,

spec.remediationAction WH, RS —DEBEZBELET, /AT X—F—
D1Eld enforce & & rinform T9,

spec.object-template B, IR—Y RS RY—%FFMT 2D, TR—
VRISRAY—IERYT BVENHBMD
Kubernetes # 73V h&a—EBRRT2DICERL
9,

2.5.8.3. Role Binding R ) & — Dl
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WY Y—DY YT ILEHERT 6121E, policy-rolebinding.yaml ZZ 8 L T 2 I W, HOKRY & —0D)
BEICEAYT M. BRER) D —DBEE Z2S8R LTIV,

b DERERY & —DFFEMIE. Kubernetes SZRERY Y—a v bO—5— ZSRLTLEI W,

2.5.9. SCC (Security Context Constraints) R ') & —

Kubernetes 8% ER ) —3 > bO—5—I&, SCC (Security Context Constraints) R ¥ —D X7 —%
2A%EEB L F 9., SCC (Security Context Constraints) /R ¥ —%@#EHAL., R)P—THFEEEELT
Pod D/R—3X v avafElLES,

LTt s>3>vT, SCCRYS—ICDWTOFMARBALFE T,
e SCCRY>¥—YAML OB E
e SCCRYY—DOR

e SCCRYI—nfl

2.5.9.1.SCCR) >~ — YAML DHE

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-scc
namespace: open-cluster-management-policies
spec:
complianceType:
remediationAction:
namespaces:
exclude:
include:
object-templates:
- complianceType:
objectDefinition:
apiVersion:
kind: SecurityContextConstraints # restricted scc
metadata:
annotations:
kubernetes.io/description:
name: sample-restricted-scc
allowHostDirVolumePlugin:
allowHostIPC:
allowHostNetwork:
allowHostPID:
allowHostPorts:
allowPrivilegeEscalation:
allowPrivilegedContainer:
allowedCapabilities:
defaultAddCapabilities:
fsGroup:
type:
groups:
- system:
priority:
readOnlyRootFilesystem:
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requiredDropCapabilities:
runAsUser:
type:
seLinuxContext:
type:
supplementalGroups:
type:
users:
volumes:

2.5.9.2.SCCRY) ¥—mDK

74—J)E Bl
apiVersion WE, Z DfEld policy.open-cluster-

management.io/v1 IZEREL £ 9,

kind WH, RUS—DY4A4 TEEBES BICIE, E%
Policy ICE2EL X7,

metadata.name WE, RYT—1)Y—REHNT BHDEREL

metadata.namespace B, RYY—MERINBZIR—JRNITRE—

A D namespace.

spec.complianceType W, {ElE "musthave” ICEREL £7,
spec.remediationAction WEH, R —DEBEZBELET, /AT X—4F—

MD1ElL enforce & & ¢inform ©3, BEE: R > —
IC& > TIE, enforce #REEHR— K LAWZEDLH

YETF,
spec.namespace W, RV —%BHTEIIR—IYRIZRY—D

namespace, include (i, R —%@FHT 3
namespace D/XZ A —4 —fE%= AN L £

¥, exclude /XZ X —%— (Tl R —%BRARH
@A L7 namespace 21 §E L £ 9, Fad: R Y
=2y A=—5—DF TV NFVTL—KT
EE I N5 namespace I&. WIHT BFHAR) > —D
namespace &# FZX L 7,

spec.object-template B, IR—Y RIS RY—%FFMT 2D, TR—
VRIS —IERYT BVENHBMD
Kubernetes # 79 x40 h&—BRTT2DICEAL
7,

SCC R >—DRAEDERAIX. OpenShift Container Platform K& 2 X >~ kD SCC (Security Context
Constraints) DB #SRL T EI W,

2.5.9.3.SCC /R Y) & — Dl
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$E2Em HNF VR

SCC (Security Context Constraints) R) ¥ —%@A L. RY > —THFRHEEZEHLTPod D/X—3 v
vavERELET, ML SCC (Security Context Constraints) D& 2SR LTIV,

R —DH Y P MRS B, policy-sce.yaml BB LTIV, DR >—DEEICE
THEMIL BRERYD—DEE ZSRLTIEIN,

b DERERY & —DFFMIE. Kubernetes xR ERY Y—a v hO—5— ZBRLTLEI W,

2.5.10.ETCD EE=1LR ) > —

etcd-encryption R > —% @A LT, ETCDT—Y AN THRET—I5BRHT I BET—HD
BESEEBMICLE . Kubernetes FRERY ¥—2 ¥ hO—5—IL. etcd-encryption R ¥ —dD R
T—HAEERLET, ML, OpenShift Container Platform KF 2 XY k D etcd 7—4 DEES1L
EBRLTLLEI W, FEETCD SR o —Ik, Red Hat OpenShift Container Platform 4 L&D
HEYR—BMLET,

UTFDtEo >3 rTlE, eted-encryption R o —DREICDOWTEHRBALE T,
o ETCDHEES{ERY >—dD YAML RE
o ETCDHEEE{LARY) >—DFE

o ctcdBESIERY P —DH

2.5.10..ETCD BEES1ER 1) o~ —®D YAML {E

etcd-encryption K1) > —&, LFOYAML 7 74 ILD &L D ITARY F T,

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-etcdencryption
namespace:
spec:
complianceType:
remediationAction:
namespaces:
exclude:
include:
object-templates:
- complianceType:
objectDefinition:
apiVersion: config.openshift.io/v1
kind: APIServer
metadata:
name: cluster
spec:
encryption:
type:

2.5.10.2. ETCD SR >—DFK

F251\FA—4H—D3k
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74—J)E Bl
apiVersion WhE, Z DfEld policy.open-cluster-

management.io/v1 IZEREL £ 9,

kind WiB, ZDfE% Policy ICEREL T
ConfigurationPolicy 2 & DR ) & —DiEEEIEE
LEY.

metadata.name WiB, RY>—1)Y—2%HHT 2 L5,

metadata.namespaces =,

spec.namespace WiB, R —DBERAEDNT ISR —RNILH B

namespace, include (i, R —%FHET 3
namespace D/XZ A —4 —fEZ AN L £

¥, exclude /X5 X —%— (Tl R —%BRARH
ICEA L7V namespace 21 §E L £ 9, Fad: R Y
=2y A—5—DF TV VTV TL—KT
EE I N B namespace I&. WIHT BFHAR) > —D
namespace # FEZX L 7,

remediationAction 2, RUY—DEBEEEELET, NTX—4%—
DfEld enforce & & inform ©3¢, EE: R') > —
IC& > TIE. enforce #aEE Y R— b LIRWEEDNH
YExEd,

disabled WA, ZOfElEtrue F/-idfalse ICZEL ZF
9, disabled /XS X —4%—%FHET 2, R P—
EENELIIEMCTEIENTEET,

spec.complianceType W, {ElE "musthave” ICEREL £7,
spec.object-template R, YX—Y RIS —%FHlT 2D, ¥ Fx—

VRISRAY—IERYT B2V EDHBMD
Kubernetes # 72 x4V h&a—BRTT 2DICEAL
F 9, OpenShift Container Platform K¥ a2 X > h®D
etcd T—Y DIESE ZSBLTIEIN,

2.5.10.3. etcd BEFIER ) > — Dl

RYS—DY Y FIICDWTIE, policy-etcdencryption.yaml #88B L T 23XV, FMIE. £+ Y
F A=K —OBE EBBLT LI,

REAYMO—F—ICL>TERINDI ZOMDERERY O —IZDWTIE, Kubernetes 5RER 1 & —
v hO—5—%2SRBLTLEIY,

251. 2> 7547 X Operator R!) ¥ —
A O

aAV7T347 perator I&, OpenSCAP % 32179 % Operator T. Red Hat OpenShift Container
Platform ¥ 249 — &M BRtEF 1Y T 1 —RUFI—JICBICENIEZ 2 ENTEEY, IV T
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$E2Em HNF VR

47> Operator RY ¥—%FALT, YXx—Y KV SRH—IZAY T 54 F >R Operator &4 ~ R
I\_)l/r\‘ﬁi_a—o

O 754 7R Operator AR 1) & —I&, Kubernetes 3% 7R 1) > — & L T Red Hat Advanced Cluster
Management IC¥ERR I EF, I T34 7> R Operator R 1) ¥ —I{E, OpenShift Container Platform
46 BLV 47 THR—KNINFET, FMIE. OpenShift Container Platform K¥a XY b O3V 75
4 7> A Operator ICDOWT 2SR LTLEIWN,

Fig: AV T 54 7R Operator IR & — |&, IBMPower £72IE IBMZ 7—FF V7 F ¥ —CldHR—
h X T ULV OpenShift Container Platform 3> 754 7~ X Operator IC&BFELE T, IV 754
7 > R Operator MFEMIE. OpenShift Container Platform K¥ 2 XY h®D O 754 7~ Z Operator
IKDWT ZBRLTEILWL,

25N1. 37547 X Operator D)V —2R
AV 754 7R Operator RY S —%ERT D&, RDY Y —ZADBERINE T,

® Operator 41 Y2 b—JLA®D® Y 754 7 X Operator namespace (openshift-compliance):

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: comp-operator-ns
spec:
remediationAction: inform # will be overridden by remediationAction in parent policy
severity: high
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: v1
kind: Namespace
metadata:
name: openshift-compliance

o WHRD namespace % ¥{E Y % Operator 7 JL— 7 (compliance-operator):

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: comp-operator-operator-group
spec:
remediationAction: inform # will be overridden by remediationAction in parent policy
severity: high
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: compliance-operator
namespace: openshift-compliance
spec:
targetNamespaces:
- openshift-compliance
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o ZHIEF v RINESRBRT BHDY TRV T 3> (comp-operator-subscription), t 7 2
oV Tyavid, Y R—NFBZTOT7 7N EQAVTF—ELTTILLET,

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: comp-operator-subscription
spec:
remediationAction: inform # will be overridden by remediationAction in parent policy
severity: high
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: compliance-operator
namespace: openshift-compliance
spec:
channel: "4.7"
installPlanApproval: Automatic
name: compliance-operator
source: redhat-operators
sourceNamespace: openshift-marketplace

O 7547 R Operator Ry —% 4 XA M—JLF % &, compliance-operator . ocpd. &LV

rhcos4 M Pod HMERRINLEF, policy-compliance-operator-install.yaml D4 > 7L SR L T 2
T,

OV 7547 >R Operator &4 Y A h—JLL7RIC, E8 AF + VR ¥—& OpenShift CIS R F + ~
RO —%EHR L TERATSIEETEET, #Mlld. E8 AF v ViR o — B LU OpenShift CIS 2
FrUR)—m2BRLTIEIW,

OV 7547 >R Operator R O —DEBICET 25MIE. EX2UT74RY>Y—DBE ZSRBLT
LIV, BRERYY—DHD MEY ZIZDWTIE, Kubernetes 38 ERY ¥—aY hO—5— 251
LTI,

2512.E8 RF¥ v ViR P —

Essential 8 (E8) AF + VR Y —ld, YR¥—/—R&ET—h—/—KHPESEFaFT4+—70O77
AIICER L TVEINEI D AR T ERAF v 42704 LFT, EBRF¥Fv VAR D—%EAHT S
Il AV F 547X Operator 54 VA N—ILT BHELRHY T,

E8 ¥+ ViR ¥—Id. Kubernetes 5R8ER ') ~—& L T Red Hat Advanced Cluster Management
ERINF T, E8 RF v+ VR o —Id OpenShift Container Platform 4.6 8 £ U 4.7 THR—KIN FE
¥, FEMIE. OpenShift Container Platform K¥ 2 X >k @ A F5 4 7 X Operator ILDWT %S
BLTCESIWY,

25 121LE8 RF* v ViR —1JyY—2R
ESRF v VRYS—HEKTBE, ROYY—ADERINZET,

o 2F*+vr¥357O07 74 I ERET S ScanSettingBinding ') ¥V — X (e8):

I apiVersion: policy.open-cluster-management.io/v1
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kind: ConfigurationPolicy
metadata:
name: compliance-suite-e8
spec:
remediationAction: inform
severity: high
object-templates:
- complianceType: musthave # this template checks if scan has completed by checking the
status field
objectDefinition:
apiVersion: compliance.openshift.io/vialphai
kind: ScanSettingBinding
metadata:
name: e8
namespace: openshift-compliance
profiles:
- apiGroup: compliance.openshift.io/vialphai
kind: Profile
name: ocp4-e8
- apiGroup: compliance.openshift.io/vialphai
kind: Profile
name: rhcos4-e8
settingsRef:
apiGroup: compliance.openshift.io/vialphat
kind: ScanSetting
name: default

status 7 1 — /L RZHRBLTRF v UDET LN E D %2529 5 ComplianceSuite ')
Y — X (compliance-suite-e8):

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: compliance-suite-e8
spec:
remediationAction: inform
severity: high
object-templates:
- complianceType: musthave # this template checks if scan has completed by checking the
status field
objectDefinition:
apiVersion: compliance.openshift.io/vialphai
kind: ComplianceSuite
metadata:
name: e8
namespace: openshift-compliance
status:
phase: DONE

ComplianceCheckResult 7 2% L)Y —X (CR) R L TAF v+ VA1 — bDERERET
% ComplianceCheckResult ') ¥/ — X (compliance-suite-e8-results):

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
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name: compliance-suite-e8-results
spec:
remediationAction: inform
severity: high
object-templates:
- complianceType: mustnothave # this template reports the results for scan suite: e8 by
looking at ComplianceCheckResult CRs
objectDefinition:
apiVersion: compliance.openshift.io/vialphai
kind: ComplianceCheckResult
metadata:
namespace: openshift-compliance
labels:
compliance.openshift.io/check-status: FAIL
compliance.openshift.io/suite: e8

dE: BEMEEIEYR— MR TY., ScanSettingBinding )V — R & /ERT 2 ICIXIBET V> a vk
enforce ICEREL 7,

policy-compliance-operator-e8-scan.yaml @ %> LA BB L T XV, M. X2V 74—
RYY—DEER Z#SRBLTCLEIV, FREESRY Y—DHIRRIC. ThIEFY—TY NISRI—D5H
BRI 9,

2.5.13. OpenShift CIS R F v+ VR ¥ —

OpenShift CISRF+ VR ¥ —&, YRY4—&T7—H—/—K%&F vy LT, OpenShift CIS &
FaAN)TA—RYFI—VIZERLTWEIDEINEERTE2AF v AT 704 LET, OpenShift
CISRY>Y—%BATZICIE. IV T54T7 VX Operator 24 VA N—ILTBHEINHYET,

OpenShift CIS 7R Y ¥ —IE. Kubernetes s8R ') & —& L T Red Hat Advanced Cluster Management
ICYERR I N E F, OpenShift CIS R F + ~ 7R 1) & —|d OpenShift Container Platform 4.6 & & Uf 4.7,
49 THR—MNINZF T, ML, OpenShift Container Platform K¥a XY hD OV TFS54 TV R
Operator ICDWT BB LTIV,

2.5.13.1. OpenShiftCIS ') V — X
OpenShift CIS AF v+ ViR ¥ —%EHT 2 &, ROV Y —ADBMERINF T,

o 2F+vr¥35707 74 ILAEKET % ScanSettingBinding ') ¥ — 2 (cis):

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: compliance-cis-scan
spec:
remediationAction: inform
severity: high
object-templates:
- complianceType: musthave # this template creates ScanSettingBinding:cis
objectDefinition:
apiVersion: compliance.openshift.io/vialphai
kind: ScanSettingBinding
metadata:
name: cis
namespace: openshift-compliance
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profiles:

- apiGroup: compliance.openshift.io/vialphai
kind: Profile
name: ocp4-cis

- apiGroup: compliance.openshift.io/vialphai
kind: Profile
name: ocp4-cis-node

settingsRef:
apiGroup: compliance.openshift.io/vialphat
kind: ScanSetting
name: default

status 7 1 — /L RZHRBLTRF v UDET LN E D %2529 5 ComplianceSuite ')
Y — X (compliance-suite-cis):

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: compliance-suite-cis
spec:
remediationAction: inform
severity: high
object-templates:
- complianceType: musthave # this template checks if scan has completed by checking the
status field
objectDefinition:
apiVersion: compliance.openshift.io/vialphai
kind: ComplianceSuite
metadata:
name: cis
namespace: openshift-compliance
status:
phase: DONE

ComplianceCheckResult 7 2% L)Y —X (CR) R L TAF v+ VA1 — MDERERE T
% ComplianceCheckResult ') ¥/ — X (compliance-suite-cis-results):

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: compliance-suite-cis-results
spec:
remediationAction: inform
severity: high
object-templates:
- complianceType: mustnothave # this template reports the results for scan suite: cis by
looking at ComplianceCheckResult CRs
objectDefinition:
apiVersion: compliance.openshift.io/vialphai
kind: ComplianceCheckResult
metadata:
namespace: openshift-compliance
labels:
compliance.openshift.io/check-status: FAIL
compliance.openshift.io/suite: cis

73



Red Hat Advanced Cluster Management for Kubernetes 2.5 7/} > X

policy-compliance-operator-cis-scan.yaml 7 7 1 L DY > TILESRBL T LIV, R S —DERK
ICEAd 2. EF 274 —R)—DBE 2SRLTLEIL,

2.5.14.Kyverno BNz v K7 —20R1) > —

Kyverno BIlR Y N7 —2 R > —I&, #H L\ namespace ZFT 2 EZICTRTDONS 71 v V%

{EER 9 % default-deny & F(EH % NetworkPolicy )V — X &R E L £ 9, Kyverno R o —%(F
A9 3ICiE, KyvernoAY bO—5—% A4 VA M=)LTBIBEIHYET, 1 VAKR—=IRYI—ITD
WTIL. policy-install-kyverno.yaml #58B L T 72X,

RDt Y>3~ T, policy-kyverno-add-network-policy R ') ¥ —#iE DA R L T I W,
e KyvernoBil®rYy k7 —2RY L —D YAML #i&

o KyvernoBIlRY NT7—0RY>—DH >V F)L

2.5.14.1. Kyverno Bil* v k7 —2RY > —0D YAML #i&

policy-kyverno-add-network-policy /R ) & —(&, RO YAML 7 71 LD LD IZRY £T,

apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: add-networkpolicy
annotations:
policies.kyverno.io/title: Add Network Policy
policies.kyverno.io/category: Multi-Tenancy
policies.kyverno.io/subject: NetworkPolicy
policies.kyverno.io/description: >-
By default, Kubernetes allows communications across all Pods within a cluster.
The NetworkPolicy resource and a CNI plug-in that supports NetworkPolicy must be used to
restrict
communications. A default NetworkPolicy should be configured for each Namespace to
default deny all ingress and egress traffic to the Pods in the Namespace. Application
teams can then configure additional NetworkPolicy resources to allow desired traffic
to application Pods from select sources. This policy will create a new NetworkPolicy resource
named “default-deny” which will deny all traffic anytime a new Namespace is created.
spec:
rules:
- name: default-deny
match:
resources:
kinds:
- Namespace
generate:
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
name: default-deny
namespace: "{{request.object.metadata.name}}"
synchronize: true
data:
spec:
# select all pods in the namespace
podSelector: {}
# deny all traffic
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policyTypes:
- Ingress
- Egress

2.5.14.2.Kyverno Bilx vy k7 —0R) >—DH > )L

RYS—DHY Y FILIZDWTIE, policy-kyverno-add-network-policy.yaml #58B L T X W, R
o —BLVERER)>—7 14—V NOFFEMIE., K)o —DBE RF 21 A2 b& Kubernetes 58 E R 1)
Y—aAvhA—7—ZZRLTILEIW,

2.5.15.Kyverno BV # —4% R1) & —

Kyverno BINY # —# R 1) ¥ —I&, # L\ namespace #1/EfX 9 % & ZIZ. ResourceQuota & &£ U
LimitRange ') V — X ZFHFZEL £9, Kyverno R ¥ —%FEHT BITIE. Kyvernod¥ hO—5—
EAVAN=ITE2RELIrHYET, 1 VA M—=ILKRY >—IZDWTIL, policy-install-kyverno.yaml
HESRLTCEI Y,

KDY > a>T, policy-kyverno-add-quota 7R ) & —#EE DM AR L T EI W,
® KyvernoBINY #—4 K1) >—D YAML #&&

e Kyverno BV #—4%KR)>—DH > TIL

2.5.15.1. Kyverno :Bi 7 # — ¥ R > —D YAML #i&

policy-kyverno-add-quota /R ') & —id, RO YAML 7 7 41 ILD & D IR Y £7,

apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: add-ns-quota
annotations:
policies.kyverno.io/title: Add Quota
policies.kyverno.io/category: Multi-Tenancy
policies.kyverno.io/subject: ResourceQuota, LimitRange
policies.kyverno.io/description: >-
To better control the number of resources that can be created in a given
Namespace and provide default resource consumption limits for Pods,
ResourceQuota and LimitRange resources are recommended.
This policy will generate ResourceQuota and LimitRange resources when
a new Namespace is created.
spec:
rules:
- name: generate-resourcequota
match:
resources:
kinds:
- Namespace
generate:
apiVersion: v1
kind: ResourceQuota
name: default-resourcequota
synchronize: true
namespace: "{{request.object.metadata.name}}"
data:
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spec:
hard:
requests.cpu: '4'
requests.memory: '"16Gi'
limits.cpu: '4'
limits.memory: "16Gi'
- name: generate-limitrange
match:
resources:
kinds:
- Namespace
generate:
apiVersion: v1
kind: LimitRange
name: default-limitrange
synchronize: true
namespace: "{{request.object.metadata.name}}"
data:
spec:
limits:
- default:
cpu: 500m
memory: 1Gi
defaultRequest:
cpu: 200m
memory: 256Mi
type: Container

2.5.15.2.Kyverno BiMY # —48 K1) > —R) >—DH > TFI)L
R =YY FIITDWTIE, policy-kyverno-add-quota.yaml 228 L T XV, RYT— &
VBERERD)Y—7T 14—V FOFEMIE, R —DEE FF a1 X ¥ b& Kubernetes 5FERY —aV b
O—2—Z8RBLTEI,
2.5.16.Kyverno @i —2o L v kR o —
Kyverno B#i>— 7 L w bR ¥ —I&, default ® namespace IZFET % regered &L\ ZRID Y — 2
Ly &, #EBL7#T L\ namespace ICOE—L., EEMREINLZEZICO—I Ly NEEHLE
To Kyverno R ¥ —%FRHT BICIE, Kyverno AV hA—5—%4 VAN —ILTBZREFHY FT,
4R RM=ILRY) >—IZDWTIE, policy-install-kyverno.yaml &8 L T 72X W,
RDE Y 23T, policy-kyverno-sync-secrets 7R 1) & — S DFFEMARIR L T I,

e Kyverno B —7 L v MR > —D YAML #&i&

o Kyverno @AY —2o Ly hRYL—DH Y FIL

2.5.16.1. Kyverno @i~ —2 L v bR 1) & —D YAML #&i&

policy-kyverno-sync-secrets ;R ') & —{&, RO YAML 7 7 1 IILD & D ITRY £T,
apiVersion: kyverno.io/v1
kind: ClusterPolicy

metadata:
name: sync-secrets
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annotations:
policies.kyverno.io/title: Sync Secrets
policies.kyverno.io/category: Sample
policies.kyverno.io/subject: Secret
policies.kyverno.io/description: >-
Secrets like registry credentials often need to exist in multiple
Namespaces so Pods there have access. Manually duplicating those Secrets
is time consuming and error prone. This policy will copy a
Secret called “regcred” which exists in the "default’” Namespace to
new Namespaces when they are created. It will also push updates to
the copied Secrets should the source Secret be changed.
spec:
rules:
- name: sync-image-pull-secret
match:
resources:
kinds:
- Namespace
generate:
apiVersion: v1
kind: Secret
name: regcred
namespace: "{{request.object.metadata.name}}"
synchronize: true
clone:
namespace: default
name: regcred

2.5.16.2.Kyverno A~ —2o L v kKR —R)>—DH > F)L

R =YY FIITDWTIE, policy-kyverno-sync-secrets.yaml 228 L T 23X W, RY ¥ —
BLUVHRER) =T 14 —IL ROFEMIZ. R >—DHE RF a2 X2 M& Kubernetes 52 ERY ~—20
vhA=5—ZZRLTIEIWL,

26, X2 ) T4 —R)—DEHE

TXa)F1—R)I—BLVRY V—ERDERMR. TR, BLUOBEREICIE, HARFUYR Sy aR—
REFEARALET, CLIBLTAVYY—IDLRYS—DYAML 7 74V AERTEZE T,

261 ANF U AR—Y
LLIFD# 75 Governance R—IJICRRINZE T,

o HE
Overview ¥ 7T, Policy set violations, Policy
violations. Clusters. Categories. Controls, & & Uf Standards ¥ 7o EH— K& KR
LE9.

o RYv—twh
NTPDSRY—R)—ty NE{ERRBLUVEELET,

o KR —
X2V T4 —R)—%ERBLVEELET, R)P—DKRT
&, Name. Namespace, Status. Remediation. Policy set. Cluster
violations. Source. Automation & & U* Created DRY ¥ —DFFMERRLE T,
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Actions 74 OV & REIRT 5 &, BEEZRE. AWtb. BWEDEREEZL T, R P—0D&E
o, B, FEEEBRITEZT, BEDRYY—DATT) —BSLVBEEARTT BIC
&, ROy 790V RHEZFRLTCITERBALE Y,

BEORY) > —%FRL T Actions Ry V%0 ) v LT, TRE2R—FUNEAETWET, Filter
RIVEIYY I LTRY) Y —FT—TINAEAHRITAXTBIEETEET,

BEDOR) Y —ICREFADOBEEI’HZHBAIE. BEMEZERL THERZRTTEEYT, BHEDOR
TYOA—IEEF T avICEATAUTOHRBAEZSRLTILEIW,

Manualrun E— R: COBENLEFFHTERELTIEEITLE T, BEMLDORITE
IZ. disabled ICSE2EINF T, BEMELD ManualrunF v IRy VR AZERLET,

Oncemode R Y —IERT 2. BFENM1EERITINE T, BEMEDETE

IC. disabled ICEREINE T, BEELSD disabled ICEREINAL%IE. BISHEZIBELEFH
TEITITI2HENHY £F, once mode #3179 % &, target_clusters DBMEHUC IZR )
V—IERT BV TR —DO—ENBEMICIEEINE T, Ansible Tower V3 77V L — kK
M EXTRA VARIABLES 72 3 >, PROMPT ON LAUNCH #EWMICT 2ELHY £

ERS

Disabled 24 ¥ 1 =)L ¥ h/-BELD disabled ICEREINTWSEIHE, RENEFHIND X
TEILRIETINEEA,

K—ETRYY—%BRTZE, AVY—IT, UTOBERSY THRRINE T,

Details: Details ¥ 7 %8R L T, R —DIER. EEDIEREXRRL XTI, Placement D
DAVIZFAT VR, RRINDISAY—DAVTSA TV REERT DD v
IhHY FT,

Results: Results ¥ 7%3ZR L T, R P —ICAEMITONELISRAIY—DR—EERRLE
-a—o

Message FIH 5 Viewdetails Y > 2 %2 ) vy o LT, 7Y 7L— MO, 7> 7TL—h
YAML, 8LUEEY Y —RZRRLET, BAEIVYV—RXZ2RTITDIEELETEZXT, View
history V> 2% 1) v LT, ERAvE—VEREDLR—NDOBEEERRFLET,

X2 T4—RY—DERBLVCEFHOFMIT, UTDREY 7 ZSRL TSI,

X7 —R)I—DERE
BRERY—DERE
gatekeeper R 1) ¥ —DELE

Ansible Tower TOH/NF >V A DEKRE

DO MEY ZIZDWTIX, ANFT VR ESRBLTLEIL,

2.6.2. Ansible Tower TOH/NF > ADEEE

Red Hat Advanced Cluster Management for Kubernetes 77/37F > Z (&, Ansible Tower D BE)L &G
LT, RYY—ERDBENLZ/ERTEF 9, RedHat Advanced Cluster Management 2> Y —Jb
T, BELZBRETEET,
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o CLINSLDRY Y—ERDBEENMEDIEK

2.6.2.1. HIiR S

® Red Hat OpenShift Container Platform 4.5 LA

e Ansible Tower /N\—2 3 Y 373 LUENA VA M—ILINTWB, Ansible Tower DRHFOH
R—=IMNN=VaVveEAVAN=ILVTBIENPRANTSS VT4 ATY, FMIE. RedHat
AnsibleTower KF a2 X > h 250,

® /NT US4 —IC Ansible Automation Platform Resource Operator 24 ~ 2 b—JL L T,
Ansible ¥ 3 7&ANFVRTL—LT—JICHE#HET %, AnsibleJob Zf#F L 7= Ansible Tower
TaTDRITHICKREDEREFZICIE. EITEFIC Ansible Tower ¥ 3 77 7L — MO ESE
TRIFNIERY £H A, Ansible Automation Platform Resource Operator 7% W5 & (E. Red
Hat OpenShift Container Platform OperatorHub R—Y NSRRI 2 I &N TE 5,

Ansible Tower BEIMED A Y A b=V B L VEREICEAT 25FMIE. Ansible ¥ RV DERE (77 /09—
TLEa—)ZSRBLTLEILW,

2622. VY —ILHbDRY —ERDEEELDERK

Red Hat Advanced Cluster Management /N7 7 524 —iCO74 v L., TEF—2arvAZa—Nm56
Governance %3&IR L. Policies ¥ 7% ) v LTRYY—F—TIaRRLET,

Automation D Configure #2 1) v 7 LT, HEDRY V—DBEENMLEZEREL XY, R) P —BHEIE
REWDBRFIINES, BEMEAERTEE T, Ansiblecredential 7> 3vhn, KOy 79>
A=a1—%%"Y v LTAnsble SREEREZZRL F9, RIBERZEBINT 22BN H DHEIE. 75
BHROEE #B5RLTLEIW,

FES: CORREERIEZ. R P —ERL namespace ICOAE—3NFd, BEMLORBAICERI N
AnsibleJob ') V—X T, ZORAEHREZFAL XTI, 2> Y —JLD Credentials 2% > 3 > T Ansible
FRELIBERICIA SN ERIX, BENICEHRINF T,

FRELIBERAEBIRL S, Ansible Va7 ROy 4o V)R MNEI Yy LTYVadTFv T L—hag
JRLU ZF ¢, Extravariables 27 < 3 >~ . PolicyAutomation M extra vars 27> a5/ 5 X —
Y—EEEMLET, BEMEDIEEA:E IR L £9 ., Runonce mode F 7= |& Disable automation % 1&iR
TXZEY,

e ManualRun COBEENMEAFHTERELTIBEITLEYT., BEFbEDEITEIC. disabled IC5%
EINFEFT, FE: ATV a—ILEENEMNICR > TWBIFEDH Manualrun E— R%EEIRT
xFd,

® Runoncemode R >Y—ITERTZE, BEMEN TEETINET, BHFELORTHE
IC. disabled ICEREINFE T, BENELSD disabled ICEREINA%IE. BIESHEIEEBLEFH
TEITITI2UENHY £, oncemode #E1TY % &, target_clusters DEMEHUITRY
V—IERT BV TR —DO—ENBEMICIEEINE T, Ansible Tower V3 77Y L — K
M EXTRA VARIABLES 22 3 >, PROMPT ON LAUNCH #EMICT 2EHLHY F
ERS

e Disable automation R4 ¥ 2 =)L I N7/-BE)LH disabled ICREIND &, RENEFIN
2FTCEIBEIFERITINEHA.

Submit ZEIRL T, R P—EROBENLAEZFRELE T, Ansible ¥ a TDEM/SRILH S View Job
DY BERIRTBE, ZDYVIHS SearchR—=IDVaTFV T L—rARRINET., BFED
EBICERINS &, Automation FIICRTIINF T,

79


https://docs.ansible.com/ansible-tower/
../../html-single/applications#setting-up-ansible
../../html-single/credentials#managing-credentials-overview

Red Hat Advanced Cluster Management for Kubernetes 2.5 7/} > X

FE:R) Y —HEMELBEEMITONTWE R Y—%HIRT2E. RYP—B8ERE ) -V Ty T
DO—EE L TEFMICHIRINE T,

AVY =R Y —2ROBEEMERINE L,

2.623.CLINSDORY —EKRDBEEMEDIER
CLINSRY S —EROBILEBRET ZICIE. UTOFIEELETLET,

1. #—3XFIH 5. oclogin 7 ¥ K& L T Red Hat Advanced Cluster Management /N 7' %
SRAY—ICBEROJA Vv LET,

2. BEMLEBINT 2R O—%RFRTEH. TLIFERLEFT., R P—FKE namespace % X E
Lji-a—o

3. UTOH Y FILEHA K& LTHERL T, Policy Automation ) Y — X &/ER L £ 9,

apiVersion: policy.open-cluster-management.io/vibetai
kind: PolicyAutomation
metadata:
name: policyname-policy-automation
spec:
automationDef:
extra_vars:
your_var: your_value
name: Policy Compliance Template
secret: ansible-tower
type: AnsibleJob
mode: disabled
policyRef: policyname

4. DY > FILD Ansible ¥ 3 77> 7L — b &L Policy Compliance Template T3, Z D{&
. YaTdTrrv L= REEHTELDICERLTLLEIL,

5. extra vars 22> 3 VT, Ansible Va7V L —RMNIETRELNHDZ/NTA—H—%EN
LE9.

6. E— K% once F 7= disabled DWTFNMNICEELE T, once E— RiEZT¥a 7% 1@ET
L. E— K% disabled ICEZEEL F T,

® oncemode R L —IERT S E. BEMEN 1ERITINEY, BEMEDEITE
IC. disabled ICEREINE T, BENMED disabled ICEREINA%IX, BIEHEIEMtbLA
FHTERITTIHENHY T, oncemode #3179 % &, target_clusters DBINZEEL
ICIERYY—IGERT DIV RAY—D—ENBEEMNICIEEINE S, Ansible Tower ¥ 37
5> 7L — h® EXTRA VARIABLES 4 <~ 3~ ., PROMPT ON LAUNCH =BT %
WEIHY T,

e Disable automation: 7 ¥ 2 — )L X h/-BENEH disabled ICEREIND &, FRENEH
INZETHELEERITIhEFEA,

7. policyRef [&, RY > —DEZENIERELE T,
8. Ansible Tower F2EE1E#R % = L Z @ Policy Automation ') ¥V — X & @ U namespace IZ¥— 7

Ly hAERLET, LEBOFITIE. ¥—2 L v h%&IZ ansible-tower T3, 77— 3
VA THA O LDDY YTV BEFERBLT, Y=Ly MOERGEAEIRALE T,
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9. PolicyAutomation )V —X = {ER L £7,
pa-Tuh

o LIFDT /F—< 3v% Policy Automation ') V—XITEMT 22 & T, RYP—BHENME
DERFERTZRIRTE XY,

metadata:
annotations:
policy.open-cluster-management.io/rerun: "true"

e Ry —Nonce E—RDIFHIE, R Y—DAVTSATVRERNH S EBEEHIE
TINZE T, target_clusters &\ ZEID extra_vars ZEHAEIMI N, EXaY 54
TYRAERDODR) D —hIEFhD, EXX—Y RIS RAI—ZDEITY,

2.6.3.GitOps = L/ARY >—DF7O4

HRFYRTL—LT7—0%FRALT, YX—YRISRI—2EKIIR)>—ty 27O/ TEE
T, URI M) —ICR) D—%RELTHERTZ LT, 4—7F Y —233I 2 =75 1 — (policy-
collection) IGEBIMTEE T, FHMiE. DAY LKR) D —DEE 2BRLTKEIVN, A—TVVY—2
X a1=71—D% stable 5 & U community 7 # )L¥—DR") —I&, NIST Special Publication
800-53 ILE> TCILICEIEBEBINTWVWET,

GitOps ZfERA L TGt Y RY M) —BHATRY > —OEFCIEMR%E BENML L TBH T 2O N
SU9TAREERTDHICEINLUREDOEI Y 3 v 2R LTI,

BIREMH: FIIA 9 % R1IC. policy-collection Y RY N —% T+ —0 LTLEI W,
o O—ANYRIMN)—DHRITA X
o O—HIYRIKN)—~DIIVY K
o USRH—~ADRY)Y—DFTOA
o OAVY—ILHLEDGitOps R ¥—F 704 XV NDFEER

o CLING®DGitOps RY —F 704 X MDHEER

2631 O0—AN)RIN)—DARITA X

stable & £ U community R > —% 1207 AN F—ICFEHT, A—AINYRIN)—HHRI~T
AXLFET, FALAVWRYY—%HKRLET, O—ANLYRISN)—FHHRITA T BICIE, LT
DFIEZ=EITLET,

LVRYM)—=IZHLWTa LI M) —%FRL., 7704 2R >—%REFLET, GitOps
DAAYDTI7AILNTSUFIT, O—HILD policy-collection ) R MY —ICH B &% FE
RBLET, LTFTOaATY REERTLET,

I mkdir my-policies

2. stable & & U* community R') & —D9dXT% my-policies 7«4 L 27 h)—ICaE—L &
¥, stable 7 A F—ICTAI2=FT 1« —CHAARLLDONEEERL TVWIHEDH D
&. community RY Y —HSHEHDET, UTFTOITY REETLET,
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cp -R community/* my-policies/

cp -R stable/* my-policies/

ITRTOR) Y —DEBERE—DHRTA LI MN)—ER>TVWBED, 74—V TR)V—%

RETEET,

B> b

o HHDFENBVWRYY—%HIRTZ2ONRIANTSI74RTY,

o LUTO—EBTRIY—BLVPRYY—DEHRICDODWVWTHERL TILEILWL,

o HM: R —0O—ILEEBfRYT 5,

o BET/VYaV:R)Y—T, AVIZATVADBMEFETION R —%&

LT, EEAEIASDh ?spec.remediationAction /X5 X —4 —%BR L T X
W, ZENMBERAINZBEE. BEISNTVWAHAELERTZLIICLTLEIY, &
FDOYR— I DHBRY) S —%FER LTIV, FMllE, Validate /> avas
BLTLEIW,

L R ¥ —ITERE X 1/ spec.remediationAction (. {E5I®D spec.policy-
templates TEREINBZEBET7 V2 a vz EtEXLET,

Bl R Y—DF 714 %DI SR —E?T 74 MTIE, IFEAEDRY > —
i&. environment: dev SRV DFFW Y TR —EHRICLTWET, RYP—IC

& o T, OpenShift Container Platform 7 2 28 — X7 IEBID I NIV &5 —45 v MC
TEET, BMOINIVEZERILIZEMLT, DI SRI—%ZHARAT I EHNTE
F9, HFEDEINRWEE, RYY—R@FITRTODIVZRY—ICERAINE T, F/. R
)y —DAE—%EHERL, V75R9—ty NTEILERYY—52HRAITA XL
T, DIV SR —ty MIERIDHETHRET DI ENTEET,

2632.0—AHIYKRIKN)—~DOI v b

FTA4LYI M) =T 2EBICEE RITNIE, TEAGtICIIY MLTTy¥al, 75R9—IC
BTV EAAEAEICLET,

At ZOFE. GitOps TR Y —%ERATHELMNLHEEZRLTEY., T3V FOEEZNRF/IS
BARICIIBIDT -7 70— %2ERAT 35 HY T,

UTFOFIRZRTLEY,

1. 9—IFIh 5 gitstatus Z#E21TL T, UEHCERLET ALY M) —ILRFTOERE =R L
F9., UFOOY Y FEFERALT, I3V MIBEE—BICHLWTALI M) —ZEBMLE

ER

I git add my-policies/

2 BEEEIIVhL, AvE—VENRITAILET, UFOIATY RERFLET,

I git commit -m “Policies to deploy to the hub cluster”

3. GitOps ICfERT 2 74—V LEYRIN)—DTSVFIL, BEEA Ty a2 LET, LLTFDO

YV RERITLES,

I git push origin <your_default_branch>master
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ZEMNIIY FINFET,

2633. 97 RY—~DORYYY—DF7O4A

TEATv>alkb, RY P —7% RedHat Advanced Cluster Management for Kubernetes 1 >~ X
N—ILICF7OATEES, 77004V M NTIVSRI—FGit YRY MY —ICBMINET,
Git YRI M) —DBRLET S VFICEBMINLEREDN VSR —ICRMINET,

¥ 774 h T, GitOps TF7OA INBRY v —Id v—Y OFEF 7 a v aFERLET,
K Y I replace A A 7> 3 v %2 FHT %54 1E. apps.open-cluster-management.io/reconcile-
option: replace 77 / 77— 3 > % Subscription ) V—XIZEML F 9, FMlE. 77V 5r—>av >
47040V ZSRLTLEI,

deploy.sh 2 7 1) 7 M&, /N7 ¥ 5 24 —|C Channel & &£ T Subscription ) YV —X%#/EHR L X7,
FrRIVEGtVRI M) —ICERL, YTR2)Foavid, FyRILENLTISRAY—ICEET
27— 9%EBELET, TOHER, BEDOYTTA LI N —TERINLLRY O—DNTITEXRS
hEd, Y722V F2a vtk YR O—HEERI N3 &, Red Hat Advanced Cluster Management
R =D L. EBLARBIL—LVICEDSWT, RUYUY—DEAINZEIRX—YRISRY—
ICBEIER I 57 namespace IBMDRY & — 1)V —2 &R LE T,

TR RIVY—R@BNTIVSRI—LEILHDHEHTEIIR—T K5 RXH —D namespace HH T K —
VROSRI—ICAE—INET, TDEH, Gt YR M) —DRY) v—E, RYP—DEE/IL—I
TEZEIN clusterSelector IC—H T 2 ININMTVWALIYRX—Y RIS RY—IITyvoa3hZE
ER

UTFDOFIE=ERTLET,

1. policy-collection 7 # )L —H' 5, UTFDIATY RAEEITLTTA LI N —%2EBELET,
I cd deploy

2. LFOOXRYRT, ARV KRSA VAV —T AR (CLHDELWISRHY—TYY—R%
ERRE 2L DICREINTWVWE I EAHRALET,

I oc cluster-info

<Y ROWBEAITIE. RedHat Advanced Cluster Management A1 Y A h—=JLINTWB I S
RAH—DAPI H—N—DFMNRTIINE T, ELVURLDBRTINAQWEEIE, CLIZEL
WISRI9—%SRTBLDICHELZF T, FHMIERIE. OpenShift CLIDER €/ >av%
SRLTCEIV,

3. 7O ERFEELVRY) O —BEBEITIRY O —DIERF D namespace ZER LE T, LLTFD
OAv Y RZERTLET,

I oc create namespace policy-namespace
4. LFOIAXY RERFTLTISRY—ICRY >—%770O04 LET,

./deploy.sh -u https://github.com/<your-repository>/policy-collection -p my-policies -n policy-
namespace

your-repository (. Git I—H—ZF/IFYRI M) —RICEI|AFT,

5t BE L TIC, deploy.sh 27 ) 7 hO5IHDE—ETIE, UTOEXEFEALEY,
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J/deploy.sh [-u <url>] [-b <branch>] [-p <path/to/dir>] [-n <namespace>] [-a|--name
<resource-name>]

BIEICOWTIE, UFDORFa2 XY MESRLTLLEIL,

e URL: X4 > ® policy-collection ) R ") =57 +—2 L) RY M) —~D URL,
7 7 # ) b @D URL I https://github.com/stolostron/policy-collection.git T39

o JSVUFBRIBZGHtVRINI—DTZVF, 774N MDTZVFIE main TT,

o HITFTALIN)—RRMFEATEZRI) Y —52EDBOITEHRLEEYTT4L o M) =
R, LEEDOY Y FILTIE my-policiess 774 LV N —%AFERALELAED. FHBT S
TANY—%BETZIEHETEET, /& 21X, my-policies/AC-Access-Control % f&
ATEEd, 774/ NDT + L4 —Id stable T,

e Namespace: )V —ZRBLPRY Y —ERRED/NT U 5 X4 —_ED namespace, 2 HD
F|E Tl policy-namespace namespace A L X9, 77 #JL b D namespace &
policies TY,

o ZEID 7L #EFEEE: Channel & & U Subscription ')V — X D#EEEEFE, T 7 4 )L b & demo-
stable-policies T3,

deploy.sh 27 ) 7 hDERFHIC. VR MN)—ICT7 IR TERI—HY -3 7SV FICEFEAII Y
NTEET, CTHICEY, IFR9—DEEEOR) V—IZEBN Sy a3hZET,

AR YTV T avaFERLTRY Y —%27F7049 210 ROFIREETLET,

1. open-cluster-management:subscription-admin ClusterRole #4720 ) 7> 3 V& {ERT
21—H—IINI Y RLET,

2. U729 )T a3V THAYAMNEFRALTWSBEIF, ROAPI TV N)—A2E8HFT,

- apiVersion: policy.open-cluster-management.io/v1
kinds:
- apiVersion: policy.open-cluster-management.io/vibetal
kinds:
- apiVersion: apps.open-cluster-management.io/v1
kinds:
- PlacementRule
- apiVersion: cluster.open-cluster-management.io/vibetai
kinds:
- Placement

26.3.4.3VY =IO LD GitOps R —F 704 AV NDHESR
ZEAAVY—=IHLRY —ICERINTVWA I EAHRALET, AV Y—ILUDLR)Y—%2I5(C
ZETDHIEEHETEETH, Subscription & Git JRI N —EAETZ L. ThODERETICES
hEd, UTOFIEEZETLES,

1. Red Hat Advanced Cluster Management 7 S 24 —iZOJ4 v LE ¥,

2. TESF—=YavAzZa—H5 Govern B BIRL F 9,
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3 RICTTOAINEZR) Y —%52RDIFE 9, GitOps 2R LT a4 LR o —IC
I, Source FUIC Git TRILBMTVWTWVWET, IRILEV Y YU LT, Git YRY N —DFEH
HEHRRLET,

2.6.3.4.1.CLIDS®D GitOps R Y >—F 704 A~ b ORERR
UTFOFIEZERTLET,
1L UTOR) S —OFMEHEL TREI W,
o FREEDISRAI—THEDRY V—DEHNL TWB/EHNL TORWVDIFREN?
o RUYY—DNELWIZRY—ICHAINTWSEH?
o ZORYY—=MNIFRI—ICBHEINTVRWGEEIK, AEdh?
2. FRRERLIEFEBE LA GitOps DT 7OA4 R v —AHBELE T, GitOps DT FOARY ¥ —
&, BENEAING 7/ T3V TRHETEEY, GitOps DT 7OMR) —DT7 / 7—
vavig, LTFORROELIITHY T,

apps.open-cluster-management.io/hosting-deployable: policies/deploy-stable-policies-Policy-
policy-role9

apps.open-cluster-management.io/hosting-subscription: policies/demo-policies

apps.open-cluster-management.io/sync-source: subgbk8s-policies/demo-policies

GitOps 7/ 77— avid, R)Y—DMERINIY TR T a v aHiRT 20DILEILE
T MEDOINILERYS—IZEMLT, INIKEDWTRY Y—%2BRTZZV914 L7
T)—%FRI2IEHETEEY,

fEzE ROARY REFRALTRY Y—ICIRNIVEEBIMTEET,

I oc label policy <policy-name> -n <policy-namespace> <key>=<value>
MWNT, UTFOIAXY RTIRLOHZR)Y—%IT)—LZET,

I oc get policy -n <policy-namespace> -| <key>=<value>

RYP—EGitOps ZFER L TF7O4 IhE T,

26.4.%ER)—TDTVTL—KrDHYR—|
BRER)Y—E, ATV MERTD Golang 7TF ATV FL—hDEMEHYR—MLET, Zh
S5DFVTL—KNE, TDISRY—ILEAETIREEAFALT, NTISRY—FLIFIY—TY bD
REr—Y RISRI—TSVHMLBICERINET, ChICLY, WOV FT VY TERER) VD —%
EFTCTIX, =T Y RNISRY—IZ, HARIY YA XEINTz Kubernetes ) YV —R&@HIL72Y. &M
ICETLEYTEET,

o HiiRFMH

o FUTL—NEK

o RERVY—TDONTISA9—FVTL—bDOYR—}
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o FVJL— NuE
o BUMEBD-ODEMNRT /) FT—3a v
o FUTL—MULED/NA /KR

0o NTVSRHI—ERR—VRISRY—FVTL—MDLE

2.6.4.1. Rt &M
o FUTL—IEXIE Golang TV L — NERBMEMRKICERL., BRINTVTL—IDDE
I3 Y —RERISBEMRYAML THEIUENH S, F#Mlld. Golang K¥Fa XY bD
Package templates #5888, 7V L — MO I T —Id, RY P —ERELTRHBINS,
AR LDOTYTL— NEBEFERY 256, BIESVI1 LBICEZBAIONS,
26.42. 7V 7L — N
)Y —RBEES L CNHAD lookup 7> 7L — MEHGRE, 7T L—MEBUE, NTIZR5—
({{hub ... hub}} K1Y XEOERA) £ @Y X—Y RI528 — ({{ ... } REIY XEOER) Lo
Kubernetes ) YV —RAZRBTZ-HDICARINTWVWE T, FMiE. ZER)—TONT IR —
FUTL—bDHR—F ZBRLTLEIW, V)Y —XBEEOERIAEEI,HY. VY —ZADRED
FOWPLTIEEHET, LYSELNARPK lookup #FERHT 2I5EICIK. REINZDY—2D
YAML#EEICDOWTERBLTHE ZEPHEINE T, ThoDERICMA

T. base64encode. base64decode. indent. autoindent. tolnt. toBool 2D a1 —F 1 )7 14 —
EAREFIATEET,

YAMLEXTF Y FL— MIERTZICIE. TV FL— NIBIEBEAR IOV IR ( FhiE>) %
FALTXFNELTRY Y=Y Y —ATHRETIHBENHYET, ThilLY., BRrREHOTV S
L—MEEXFHICRYET, Iha EEXT 3ICI1E., tolnt /213 toBool 5> 7L — NATHRXEHE
WMELTHERLT, BEEBRIAITTIVEE L TEFINICERRT 28MONEZHEALET,

HBR—MHROARY LTV T L — NEROHAEHNCDOWTHRT 2I01E, UTESRLTLES
LN,

e fromSecret B#X

e fromConfigmap E%K
e fromClusterClaim B3k
® lookup BE%K

® base64enc

® base64dec B

e indent FA%K

® autoindent BI#K

e tolnt B

e toBool B9%K

o BRADRE
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2.6.4.2.1. fromSecret B

fromSecret B3, > — 7L v NHICHBIEEDT—9F—DEEZERLEFT, BEIZIOWTIX. UTF
DEXEEL TLEI W,

I func fromSecret (ns string, secretName string, datakey string) (dataValue string, err error)

C OB EFEAT 5ICIE. Kubernetes Secret ') Y — A M namespace. &ZHl. BLVT—9F—% AN
LET. NTISRI—FTVTL—NOB#HAEFERAT 2HEEIE. R Y—IERINZ2DEAL
namespace #FHTE2HELHY FT, FMICOVWTIE, ZRERYV—TONTVZRY—F2F
L—hDHYR—K ZBRBLTLEIN,

AR COBBENTVSRI—FTUTL—FTHERAT S & RERH Z2EA L THAOPBEBNICES
ftxhzxd,

Kubernetes Secret &% —4'v NV SR —ICFEELRWVGEIE. RYY—ERIRRIINET, T—
BE—DY—T5Y NI FZRY—ICEELRVGEIE, BEFrEOXFEINRYET, UTFT. 94—y b
V549 —TSecret )V —RE=BMIZTBHRER) > —%2ELZEI, PASSWORD 7—4% F—0D1E
. 49—y MNISRY—DV—U Ly hNaBRBTETFTYTL—MEIELET,

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: demo-fromsecret
namespace: test
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: v1
data:
USER_NAME: YWRtaW4=
PASSWORD: '{{ fromSecret "default" "localsecret" "PASSWORD" }}'
kind: Secret
metadata:
name: demosecret
namespace: test
type: Opaque
remediationAction: enforce
severity: low

2.6.4.2.2. fromConfigmap B3#

fromConfigmap BE#i&. ConfigMap RICH B IBEDT—F F—DEEZRLEXT, BEICDOVWTIE. LA
TOBXEHRL TLEIW,

I func fromConfigMap (ns string, configmapName string, datakey string) (dataValue string, err Error)

ORI EFERAY 511, Kubernetes ConfigMap ') ¥ — X M namespace. &fl. B8LUVT—9F—%
ABLET, NTIVSRIY—FTUTL— NOBEEFERATZR) Y —ILFERINZ2DERL

87



Red Hat Advanced Cluster Management for Kubernetes 2.5 7/} > X

namespace #FHTAZ2HELAHY FT, FMICOVWTIE, ZERYV—TONTVZRY—FTF
L—hDHR—K 258 LTIV, Kubernetes ConfigMap ')V — R F/zlid7—49F—D4%—4v
NOSRY—ICHEELBVWGEIE. RYY—BRIXRRIINET, T—9F—DY—T Y NITRS—
ICFELRWEEIE, EVEOXFIICRY ET, UTFT, =4y hODIYR—I RIS REH—T
Kubernetes ') VY — R BMICT 2HRERY —%KRRLZE T, log-file 7—% F—DfEIL. ConfigMap
m 5 log-file. default namespace 5 log-config DIEZ G T 2T~ L — K THY. log-level |E
T—4F%—D log-level ICEREINZE T,

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: demo-fromcm-lookup
namespace: test-templates
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:
kind: ConfigMap
apiVersion: v1
metadata:
name: demo-app-config
namespace: test
data:
app-name: sampleApp
app-description: "this is a sample app"
log-file: {{ fromConfigMap "default" "logs-config" "log-file" }}'
log-level: {{ fromConfigMap "default" "logs-config" "log-level" }}'
remediationAction: enforce
severity: low

2.6.4.2.3. fromClusterClaim B3%X

fromClusterClaim B3#{/%. ClusterClaim ! ¥ — 2 ® Spec.Value DfE% ;& L £3 ., BEHICDOWTIL,
UTO#WXEfHER LTI,

I func fromClusterClaim (clusterclaimName string) (value map[stringlinterface{}, err Error)

Z DB EFEAT %54 1E. Kubernetes ClusterClaim ') YV — XD &I AL £¥, ClusterClaim

)Y —ZADNFELBRWGEIEF. R Y—ERDPRTINET, UTFT. 4=y hOTRx—IRKIFR
4 —T Kubernetes ) YV —R=BWICT BRER) O —DHIEFESE L T LI W, platform 7 —4% ¥+ —
DfEl%. platform.open-cluster-management.io 7 5 24 —EXRDEZNFT 57 TL—bhTY, H
¥kIZ. product & version MfE|E ClusterClaim N S5EEFL XY,

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: demo-clusterclaims
namespace: default
spec:
namespaceSelector:
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exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:
kind: ConfigMap
apiVersion: v1
metadata:
name: sample-app-config
namespace: default
data:
# Configuration values can be set as key-value properties
platform: {{ fromClusterClaim "platform.open-cluster-management.io” }}'
product: {{ fromClusterClaim "product.open-cluster-management.io" }}'
version: '{{ fromClusterClaim "version.openshift.io" }}'
remediationAction: enforce
severity: low

2.6.4.2.4. lookup BA%

lookup E8%(%. JSON &t BE#MMEDH B~y F& LT Kubernetes Y YV —R&RLEFT, BRI hic!)
Y—ZADBFEELABWEEIE. B0y THRINET, VY —ADBEELET. EFBNOTY L —MNE
BUICREINTWBIHEIL. TS — invalid value; expected string " F 49 AL HY £7,

FHid:default 7> 7L — MERAFRAL T, B#OTFY 7L — MEEICELWEAIEHINDZ EDHICLE
T A—TVVY—RAIa=F1—8E I/ aVESRLTLEIN,

BEEICDWTIE, UTOEXEHER LTI,

I func lookup (apiversion string, kind string, namespace string, name string) (value string, err Error)

ZORMAEFEAT B15EIE. Kubernetes ) Y —Z M APl /X— 3 >, kind, namespace, & & U name
EAALET, NTIVZR9—=FTVTL—FMRORY) O—IFERAINSEEDER L namespace % &
THEMRELNHYET, FHICOVWTIE, BERYY—TONT IV ZRAY—FT v TL—hDYR—F 25
BLTLLEIW, UFT, 44—y hOIYR—Y KU S5 R4 —T Kubernetes 1) YV — 22 BMICT %%
ERY —DHFIEERL T IV, metrics-url 7—4 F—D{&EIE. default namespace n 5
vi/Service Kubernetes ') V — 2 M metrics B89 57 7L —hTHY, /T —Ihi)V—2
IC#% % Spec.ClusterlP DEICREINE T,

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: demo-lookup
namespace: test-templates
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:

89



Red Hat Advanced Cluster Management for Kubernetes 2.5 7/} > X

kind: ConfigMap
apiVersion: v1
metadata:
name: demo-app-config
namespace: test
data:
# Configuration values can be set as key-value properties
app-name: sampleApp
app-description: "this is a sample app"
metrics-url: |
http://{{ (lookup "v1" "Service" "default" "metrics").spec.clusterlIP }}:8080
remediationAction: enforce
severity: low

2.6.4.2.5. base64enc B

base64enc BI#l&. A7 data string % base64 TT Y I1— RINAETRLFT., BEICDOWVWTIE.
UTO#WXEfHER LTI,

I func baseb4enc (data string) (enc-data string)

COEMAFERT Z5E8E. XFNEZADLET, LT T, basebdenc B A FHT 2&ER )
=D EFEEL TLREIW,

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: demo-fromsecret
namespace: test
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:

data:

USER_NAME: '{{ fromConfigMap "default" "myconfigmap" "admin-user" | base64enc }}'

2.6.4.2.6. base64dec BA%

base64dec B%iiZ. A7 enc-data string %* base64 7 1— KNI hAETRL 9., BEBIZDWTIL,
UTO#WXEfER LTI,

I func base64dec (enc-data string) (data string)

COEMAEFERT Z5E81E. XFNEEZADLET, LT T, base6ddec A A FHT 2&KER )
=D EFEEL TLREIW,

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
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metadata:
name: demo-fromsecret
namespace: test
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:

data:
app-name: |
"{{ (lookup "v1" "Secret" "testns" "mytestsecret") .data.appname ) | base64dec }}"

2.6.4.2.7. indent A%

indent BT L Y. /T 1 v J I/ datastring MIRINFE T, BEICOVWTIE, UTDOEX %R
LTI,

I func indent (spaces int, data string) (padded-data string)

OB EERAT 25, BEDAR—AYTT—IXFINZEANLET, LLTT, indent B Z &
AT2RER) Y —DOH B L TIREIW,

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: demo-fromsecret
namespace: test
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:

data:
Ca-cert: |
{{ (index ( lookup "v1" "Secret" "default" "mycert-tls" ).data "ca.pem" )| base64dec | indent 4

2.6.4.2.8. autoindent B3%

autoindent B3%i. indent B DL 5 ICHEEL., TV 7L — MDRIDAR—IAFICE DWW THIMIC
FEBEDAR—2AHMAERELF T, LT T, autoindent A ERT 3R/ ERY O —OH AR L TL
72T,

I apiVersion: policy.open-cluster-management.io/v1
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kind: ConfigurationPolicy
metadata:
name: demo-fromsecret
namespace: test
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:

data:
Ca-cert: |
{{ (index ( lookup "v1" "Secret" "default" "mycert-tls" ).data "ca.pem" )| base64dec |
autoindent }}

2.6.4.2.9. tolnt BI%

toint BAEUI A TEDEBHEA X vy A ML TORLEY, Tz, TV 7L—MNOREBEOBMTH 356
. V—RAVFUYDBRILHIMEBINET, IhiE. YAML TEDPEBHEE L TBRINDLHICTS
72T, EICOVWTIE, UTOEBXZHEEL T REI WL,

I func tolnt (input interface{}) (output int)

ORI EERATZHER. BRELTF YA MNTZ2HENHZT—9%2AANLET, UTT, tolnt
B EZFERTIHRERY O—DOFZHEER LTIV,

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: demo-template-function
namespace: test
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:

spec:
vlanid: |
{{ (fromConfigMap "site-config

site1" "vlan") | tolnt}}

2.6.4.2.10. toBool FA%
toBool FA#I%. ANXFIE T—ILEICEHRL, T—ILEERLET, T, TV TL—MDRED

M THZIBEIE. V—RAVFTFUYRILICNEBINET, Zhid. YAML TENT—ILEE L TH
RINDELIICTZEHOHTYT, BEICOWVWTIE. UTOEBXAEERELTLEIL,
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I func toBool (input string) (output bool)

COREBAEFERATIHEIE. TIVEICEBRTIVEDHEIXFINT—95AALET, UTF
T, toBool A AFRTZERER) —DHIZERL TL IV,

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: demo-template-function
namespace: test
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:

spec:
enabled: |
{{ (fromConfigMap "site-config" "site1" "enabled") | toBool }}

2.6.4.2.11. B DFRFE

protect EEICL Y., NTISRY—RY)Y—FV L — b TXEIEBSETEET, hik. RY
Y—DFHiERFICY R—Y RIS RI—TEBMNICESIEINE T, AT T, protect & Z AT 55%
ERY S —DFERRLTLEIW,

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: demo-template-function
namespace: test
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:

spec:
enabled: |
{{hub "(lookup "v1" "Secret" "default" "my-hub-secret").data.message | protect hub}}

AR D YAML OB TIL. lookup B A FR T 27-DICERELELBEONT ISR —KRY—F0 T
L—MDHYFET, YR—Y KT RH—O namespace ICEHE IR O —TlE, EIX
$ocm_encrypted:okrrBqt720l+3WT/0vxel3vGa+wpLD7Z0ZxFMLVL204= D & 5 (Z72 Y £,
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TNTIhOBES{ET7ILITY) XALlE, 256 EY bF—%FRA L7 AES-CBC TY, EES{bLF—Ild~vx—
VRYUSARY—TEIC—ET, I0BZEICHEMICO—FT—YaryIhETd,

ZhIEY, BESEINLENTX—IVRISZRI—DR) I—ILEEINZ I EEHY FHA,

BBFOO—7—>a v &@HT 21K NTIVFR9—DTx—Y KU 5 X4 — namespace D policy-
encryption-key Secret T policy.open-cluster-management.io/last-rotated 77 / 7—> 3 Y ZHIR L
F9, TDH, RUI—D2PBLEIN, FLLWESEXF—IERAINET,

2643.BER)—TCONTIVSRI—FFL—hDHYR—}

Red Hat Advanced Cluster Management I&, # —4% v MO SR —ICHMICARI YA AINT
X—=VRISRI—FVTL—RDEMI. NTIVSRI—DLDEEFERLTHRER) v —%EH
212DDNTIVSR9—FVFL—rEHYR—PLET, COHAEDEICLY., R —ERDE
B—=Ty NSRRI —F B N—RA—T 1 VIBREBICERNDRY) O —% KT 2REN R ARY X
ER

NTHPS529—F2TL— ML Golang FHFRMFY FL— hDOEHER—ZELTSY., {{hub...
hub}} RYIY XFRIERER) O —DNT IS RY—FVTL—rERmLET,

X2 T14—5BRTBINE. NTISRI—FUTL—bDY)Y—RBEEELVO—RBRILY &
Ty THEEOm AN, NTIFRI—DKR) > —®D namespace ICHIRINF T, FEMIE. NTHLV
RR—=VRISAI=FUTL—bDLLE 2 TELEX L,

BENTIVSR9—FTVTL— EFALTY—I Ly N PBOEBRT—9 52 (EET 258101, #
BT—HWNTIVSRAY—ILHBIR—Y KIS AH—D namespace H, ZTDRY ¥ —HEHEINT
WYX=V RISRY—LEILEELET, TV FL—MDARIERY o —THRI N, OpenShift
Container Platform ETCD &Y R — K Tldk, R —IIBS{EINFEA. INITTHLT BT,
V= Lvy hDSDEEBEMICESIET % fromSecret 2T 510, tMDEEESIET S7/-0IC
protect L £9,

264317 L — Mo

BER)Y—ERICIE, NTISRI—EIX—YRISRAI—DTVTL—bOBEAEEDZ I EN
TEET, NTISRIY—FVTL— M, FIINTISRAI—TUEBIN, BRINLNTISR
=TV TL— b aFERLERY Y —EENY—T Y NISRY—IUEEINET, vXx—Y KIS
4 —Tl&. ConfigurationPolicyController [Z7R!) ¥ —EZEHNDIRX—Y RIS RY—FV L —h%
WE L, ZO%, BEIKBRINALA TV NEREBEWMCTZH. MIELE T,

2.6.43.2. BUAED-HDORKFNLET /) T7—>3a Yy

RO —E, FRELEEHFEICOANT ISR —TREBINES, TOLOD, NTISRI—FTV
TL—hE R —DERFLFIEFRFICER) YV -—RADT—FIIHLTOAMERINE T, SR
Y—ZADERE, BENICRY Y—ERBIhIEA,

TYTL—MI&>TBRINDZT—INDEREZRT DI, FHIAT / 7— 3 > policy.open-
cluster-management.io/trigger-update # FRTXE ¥, ¥R T7 / T—Ya VEEERT D&, TV
TL— MNLUEARBIN, SRINDY Y —ROKRHABIF. R Y —ERIHEHAAFNTEHRIN,
RE—TV ISR —DTUEBTZLIIEHETZ2O0-IVERELZLET, COT7/T—YavO—KHAR
FERAEE. EE1EICTI DT O2EPTIETT,

2.6.433. 7L — MLEBD/RX(/RZR

Red Hat AdvancedClusterManagement IC & 2B B E L TWARWTF Y L — b E2EHT, RY
—HENRT BIHEDHY EFT, T 74 ~NTIE RedHat Advanced Cluster Management (27 >
TL—bEUNEBLET,
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NTVSA9—DTVTL— MNLBAEBKT 5I1CI1%,. {{ template content }} % {{ '{{ template content
WHIKEETZ2MENHYET,
F 7z1&. Policy @ ConfigurationPolicy 7 > 3 > (T policy.open-cluster-management.io/disable-
templates: "true" N7/ T—> a3V EEBEMLET, TO7/T—arvzEMNT %HAIC. 1 D100
WERITNEHY THA. ConfigurationPolicy D7 > 7L — MNMLEBIZNA RXAINZET,

NT VDSR2 —EREX—YRIZRI—DTVTL—hOLRIF, UTORESELTLEILW,

26434 NTIVZRY—EXX—TI RIS RYI—TFTVTL— bOLE

2.6 sk
NTYZR9— NR—Y KIS —
374 Golang 7T¥ A RFY 7L —bD Golang 7T¥ A RFY 7L —bD
fTax (s
FU3H {ihub ... hub}} Y
AVFFRAR .ManagedClusterName Z£#% 2JVFFXMNEHIIHY FHA

FRTEET, ThiESV91 L4
BRI, RYSY—MEEINhZY—
Ty NISRY—DERNCERRX

nxy,
7 Uz ZH 1 Policy Y V—X &R L VA9 —DEBD) YV —R %5
namespace ICF1EY % BTXXxY,

namespace & {ff L /=
Kubernetes # 7Y 7 hD A%
SBTEET,

E3p Kubernetes ') ¥V —X B L U'XXF FY 7L — M NEEtEY M,
THRIENDENRT VA &Y Kubernetes ') ¥V —X B L U'XXF

K-35V 7L — NEHOD TREANDEINGRT VR %Y
Ty b, FEMIE. T L—NE R—RLET, SElE. 77
HAESRLTLLIEIWL, WREFIR L— I ASRBLTCREIL,
ICDWTlE, 77 EREEHDOIT%

SBLTLREIWN,

NT 9524 —0 fromSecret 7
VL — bR, BROEET
F=IRISRE—D
namespace ICERE I N7 RY
U—THESEINLXFINELT
R®ELET,

FAEOEUH LIk, ROEXI % #
R 3izarHdy F9: {{hub"
(lookup "v1" "Secret"
"default” "my-hub-
secret").data.message |
protect hub}}
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NTI) SR —

NRr—Y KIS —

265. HNFVYRARN) VR

BHHEARA ML -

UBEE

I S>—DE

Trv7L— NEBOEAERF, <
F—YRYUZRS—ICAEEIN D
IS, YRX—YRUSRY—TH
AR Rx—Y NI R85 —
namespace @ Policy resource 7
TV MIUREINIET, OF
Y, 77— FNEHDL S DFER
IRBERRNBETH>TE. NTY
A9 —E®DPolicy )V —XF
TV MNP, IX—VY RIS
4 — £ ® ConfigurationPolicy
VY —=2RF TV Y hADFGEHER
YIERD H D21 —H—IC & 55
HEY D ARETT, I 51T, eted
E51t NEMRIBEIC

I%. Policy 8 &V
ConfigurationPolicy ') ¥V —2X
A7V MIBEEINhEE
Ao BERIBEROHNZRT TV
TL— b EB(V—7 Ly )
EEAT2HEICE. COREE
BICREA T2 ENHERINK
ERS

BERINLR)Y—DITRY—
ANDEBHIC, NTHISRAY—D
SV LATUEINRELET,
RYv—&, ZORYS—RILH
BNTIVSAY—DFTFVTL—hK
&, TV 7L — MDERBEE
BHBEICOANT ISR —TH
BIXNFET,

NTYPZR9—FTL— IS
DITZ—F, RYT—DHERED
IR—IYRISRI—DEREL
TRRINZEY,

T 7L — NEBOEAER, R
V—BEEQYY—RFTII K
IKIRREFEIhIEA,

W, TX—VRISRE—D
ConfigurationPolicyControll
er CEITINFT., RUY—EE
HHICuEIHh, ZRIND )
V—ADT—H %ER L TERE
hNiA 7oy bNEREBHMNIC
BHLET,

RRr=—YRKISREY—FVTL—
EDALDITZ—E, ERVEEL
REDI—Tv NISRI—D
ERELTRRINETS,

RYS—TL—LT7—0k RYY—FA4AMNIE2—YavEIAVTSATVRERRTDANI Y
2ENELET., /NT VS5 RX49—T policy_governance_info X h) V2% FHALTHAL Y RERT

L. RUY—DKBZERHLET,

2651 A MY Yy O DBE

policy_governance_info (& OpenShift Container Platform E=4— U ¥ 7', —&OEFHT—4 IF
Red Hat Advanced Cluster Management O RIERIENIE L F T (BMITINTWBIHE),

dEEC: TERIMABMICAR > TWBIBEIE. Grafana @D Explore R—=Y DS A KNY) I RADITY —% A
NTEET,
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R —DIERMBFIC, root R Y —%ERLET, Z7L—LT—2I&, root R ¥—&
PlacementRules & & U' PlacementBindings 28R L T, i R Y —%2/ENT 2BAEZREL. R
) —%IX—Y RIS RI—IIDBLET, IL—bRYD—EEER) D—IZEVWTFhE, R)P—
DEMLTVWBIBAIZODANY VRN, AVTSATVRAERDIZEIF 1 HNEHBRINET,
policy_governance_info X k) 7 Xid, UTFDSNILEZFERALET,

o Type: T RNILDEIL root 7= propagate #FHTXZ 7,

e policy: BER T S5Nz)L— bR ¥ —D &R,

® policy_namespace: L— bR S —HEHEINTWB/NT I XS —_ED namespace,

e cluster_namespace: R') & —DHBFED Y 5 X4 —D namespace,

INLDIRIVEEIE, V7TRIY—TREELTWS, BIFHIR#BLRARY NERRTEDI9IT)—%5F
MICLET,

FH AN Y IDRETIERL, N7 A=V RAPEF2) T4 —IlEATIRENHBEFEIE. D
HEEA BNICT 22 A TEE T, Propagator ¥ 704 X ¥ kT DISABLE_REPORT_METRICS 3515

T % true ICERE L £ 9. policy_governance_info X k1) 7 2%, TEHIMDHFATY A MIHRSY A
AN ORELTEMTZIEETEET, s5lllE. ARV LAN) VZDEN ZSRBLTLEI,

266.2Fxa1)F4—R)—DEE
TXal)Fa—R)O—%EHRLT, BEDEF2Y T4 —1Z2#, A7) —, #HEZEEEIIISR
HY—DAV T4 TV R%ERE L THRIEL £, Red Hat Advanced Cluster Management for
Kubernetes MR ¥ —%{ERT BICIE. ¥RX—Y RIS RAI—TYAML 7 7M1 IILEERRT DRELH
L) i’a—o
Note: IR ~— YAML ICEEEDRY >—AAE—TF YV RR—ZAMNLFT, NSA—F—T 1 —IL RDfE
&, BEORY —%BhU 32 EBENICANINE T, MREET., RYY—YAML 7 71 JILDOR
BEMETETEY,
LTt avaSRLTLEIN,
o Xal)F4—KRYI—DIEK
o AV Y RSAVAVI—TIAZADLDEF1Y T4 —KRY—DIERK
o CLIAGDEF2IYTFT14—KRYI—DFERT
o AVY—ILDLDISARY—txa)FT4—KRY—DIEK
o AVY—IHArLbDEFal)F4—RYI—DKRFE
o CLIASDRY>—ty NDIEK
o AVY—IDHLDRYY>Y—ty MNDIEK
o tXxal)F4—KRYI—DERH
o TXxal)Fq14—RYI—DEMEL
o XalF4—RI—0DHIR

o AVY—IHLDRYI—ty NDOHIRKR
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2661 X2 Fa—R)—DER

ARV RSA VA VI—T AR (CLY) FLFaVY—IhbtEFxFa T4 —R)O—%ERTEZE
-a_o

WMEBRT I ERER: 7525 —DEEE

BERVD—ZFEDIZIRAY—ICERATZICE, BBELV-IVELVPBENA VT A VI EERT D
WENHY T, Clusterselector 7 1 —JL FIC{EZ ASIL T, PlacementRule & PlacementBinding
HEEEHELET, BWARKICDOWVWTIE, Kubernetes RF 21XV RD 2y hMR—ZDEHZHR—KT 3
)Y —2 BB L T IV, RedHat Advanced Cluster Management for Kubernetes 7R 1) & — (T
BRATI IV NDEZERRLET,

® PlacementRule: R ¥ —%F 7O T 2REBEDHD VS5RY—tELIY—%5EFEHELZT,
® PlacementBinding: EBEZBEE/IL—ILIC/NA Y RLE T,

RYS—YAML 7 74 IVICEET 28I, R >—DOEE #SBLTLEIWL,

26611 A Y KSA VA=A ADSDEXa) T4 —KRY >—DER
ARV RSAVAVI—T AR (CLYDSORY V—%ERT BICIE. LTFOFIEEZETLET,

L UTFOaAY Y RERITLTRY >—%ERLET,

I kubectl create -f policy.yaml -n <namespace>

2. RYP—DERT 2TV FL—ME2ERLET, .yaml 7 71 )L %&iRE L. templates 7 1 —
IWREEBMLTT Y TL—bE2ERELET, RUY—EBUTOYAML 7 71 ILD LD ICRY F
-g_o

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy1
spec:
remediationAction: "enforce" # or inform
disabled: false # or true
namespaces:
include: ["default"]
exclude: ["kube™"]
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
namespace: kube-system # will be inferred
name: operator
spec:
remediationAction: "inform"
object-templates:
- complianceType: "musthave" # at this level, it means the role must exist and must
have the following rules
apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
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name: example
objectDefinition:
rules:
- complianceType: "musthave" # at this level, it means if the role exists the rule is a
musthave

apiGroups: ["extensions”, "apps"]
resources: ["deployments"]
verbs: ['get", "list", "watch", "create", "delete","patch"]

3. PlacementRule #E#% L £ 9., PlacementRule #Z & L T. clusterNames % 7= (&
clusterLabels T, R > —% BRI I2VNEDH DV SRAY—%EBELEY, BEE/IL—ILDFI
DE ZHER LTIV,

PlacementRule ([ZLLTFD & D IC7RY F£9,

apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: placement1i
spec:
clusterConditions:
- type: ManagedClusterConditionAvailable
status: "True"
clusterNames:
- "cluster1”
- "cluster2"
clusterLabels:
matchLabels:
cloud: IBM

4. PlacementBinding %= &% L CT. /R!) > —¢& PlacementRule %#/31 > KL &
9, PlacementBinding (FLLF D YAML OFID & S IZ7Y £,

apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding1
placementRef:
name: placement1i
apiGroup: apps.open-cluster-management.io
kind: PlacementRule
subjects:
- name: policy1
apiGroup: policy.open-cluster-management.io
kind: Policy

2.6.6.L1L.CLIDSDEFx 1Y T4 —RY—DXKRR
UTFDOFIE%ZETLT, CLIMASEFaIVTA—RYP—2RRLET,

L UTFTOaOT Y RERTLT FEDOEFa VT4 —R)—DFFHERRLET,
I kubectl get securitypolicy <policy-name> -n <namespace> -0 yaml

2 UTDaAY Y RERITLT X2 )74 —RUY—DFHERTLIT,
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I kubectl describe securitypolicy <name> -n <namespace>

26.612.AVY—IDLDIZRAI—tF21 YT 1 —KRY) > —DEBK

Red Hat Advanced Cluster Management ICO 7 4 >~ L7 5. Governance R—|[CFE) L. Create
policyz2 vy 2 LEY,

VY —ILHSHBER) Y —%FHT5E, YAMLIT A9 —TCTYAML 72 74 ILEERSNE T,
YAML I5 4 9 —%3%K~9 %ICI&, Createpolicy 7 # —LDRKMMIC M TILERBIRLTEMICLET,

Create policy 7 # —ALICAA L. Submit R¥ V% ERL XY,

YAML 7 74 IVIFLLTFORYY >—D L HITHY FT,

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-pod
annotations:
policy.open-cluster-management.io/categories:
'SystemAndCommunicationsProtections,SystemAndInformationintegrity'
policy.open-cluster-management.io/controls: 'control example'
policy.open-cluster-management.io/standards: 'NIST,HIPAA'
spec:
complianceType: musthave
namespaces:
exclude: ["kube™"]
include: ["default"]
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: v1
kind: Pod
metadata:
name: pod1
spec:
containers:
- nhame: pod-name
image: 'pod-image'
ports:
- containerPort: 80
remediationAction: enforce
disabled: false

apiVersion: apps.open-cluster-management.io/v1
kind: PlacementBinding
metadata:

name: binding-pod
placementRef:

name: placement-pod

kind: PlacementRule

apiGroup: apps.open-cluster-management.io
subjects:
- name: policy-pod
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kind: Policy
apiGroup: policy.open-cluster-management.io

apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: placement-pod
spec:
clusterConditions:
- type: ManagedClusterConditionAvailable
status: "True"
clusterLabels:
matchLabels:
cloud: "IBM"

CreatePolicy#7 w7 LEd, avV—ibhbtxalF1s—RYI—DERINFEL L,

26.6121.AVY—LHr5DEXaYF4—RKR) —DEKFR
aAVY—IhbtExa)T4—RYS—BLUVFDRAT—Y A5KRRLET, Governance R—J|ZFH

gL, R)Y—KRO—EBAZXRLET, FR:. RV Y—RKRO—EBAT1ILI¥—1) 2 TT3IlIE. Policies
4 7 F 7= 1% Cluster violations ¥ 7 &3&IR L £ 7,

FMAEKRTT BRI S—%1DFBIRL XY, Details, Clusters, & & U Templates ¥ 7HRRINZE

T, VRI—FRIBRI)Y—DRAT—9 A %M TEXRWFEIE. Nostatus X v E—IHRRIN
i’a—o

2.6.6.13.CLIDSDRY >—tv b DVEBK

FTI7AIMTIE, RYD—FRIFEBEORWVWRY Y —ty MERINET, R)>—ty NOEES
BB L. V2RI —ICFERET BRI —%1DLULERETIME DY ET, R)P—ty NEERT

2GR Z<OR)Y—%ZEBMTEET, UTFOITY REETLTCLIALRY) Y—ty M EERK
L/i-g—o

I kubectl apply -f <policyset-filename>

26.614.aAVY = HDRY —ty b DIEK

FTES—2avA=Za—H5 Govern ZBIRL FJ, JRIC, Policysets ¥ 7% #IRL 7, Create
policyset R¥ V% ZBRL. 74—LEZETLET, R)—ty FOFEMIERZEMLZ S, Submit
RYVEZRLET,

T7O4 AV MIRY Y=Y 2R —4 —HILE% stable Policyets 2%~ L £ 9 (PolicySets--
Stable),

2662. %1 )T 1 —RI—DFEH

UFots2aveasRLT X274 —RYS—ZEHLET,

2.6.6.21.CLIDSDRY >—ty bADRY >—D3EM

UFDa<wy RERTLTRY Y—ty M&#EE L £ (kubectl edit policysets your-policyset-
name),
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RY>—tv b policies 7> avD—EIZR) >—&%BIML 9, kubectl apply -f your-
added-policy.yaml DY > REFERAL T, R >Y—ty hOEEEZYZ > a VI, BMLER) v —%
#A L 9. PlacementBinding # & U' PlacementRule B*ME SN d, Fid-BENMI VT 1 V7%
HIfR g 2E, RYUY—ER)Y—ty MIE>TEREINET,
26.6.22.AVYV—IH6DRY>—tYy hADRY) > —0DEIN

Policysets ¥ 7#R®IRL T, RY¥—tv MIRY>—%BIMLZFT, Actions 74 IV % REIR
L. Edit #3#R L £ 9., Editpolicyset”7 # —ALNRFIINET,

7 4 —L®D Policies 7> avIlBEL, R)>—ty MIBMTEZRY>—%FRLET,

26.623. ¥ Y 571 —KRY>—DEHL
FTI7AILKTIE, RYP—FEMTT, JVY—ILHSR) D —EEPICLET,

Red Hat Advanced Cluster Management for Kubernetes 3>V —)LicO %4 > L7z 5. Governance
R=IIIHHL, RYP—RKRO—EERRLET,

Actions 7 4 O > Disable policy DJEIZ:#3R L £9, Disable Policy ¥4 7OV Ry 7 ANKRIN
7,

Disable policy 27 1) v 2 LE ¥, R >—DEMELINF L7

26.63. X171 —R)—DHIR
CLEREIVYY—IhotxalT4—R)I—ZHKELIT,
o CLINGEFa)TA—RYI—ZHIRLEY,
a. UTFDaAY Y RERITLTEF2) T4 —RI Y —ZHIBRLE T,
I kubectl delete policy <securitypolicy-name> -n <open-cluster-management-namespace>

RYY—%HIRTDE, 9—47 v NITRY—DLHIERINZF T, kubectl get policy
<securitypolicy-name> -n <open-cluster-management-namespace> ® 1< ~ K %317
LT, RYY—DHIRINTWR I EEBRELET,
e VY=l otEFa T4 —R)I—%ZHIRKRLEYT,

FTES—2avA=a—H5 Governance 7 ) v L, RYP—KO—EEZRRLET, R

) —ERRKT, BIlRT 2R >—D Actions 7A IV %I )y LET,

Remove 27 ') v - L& 9, Remove policy ¥4 7OJ KRy U XH 5 Remove policy 7 1) v

9 L/ i’a—o

26.631.aAVY—Lbh5DRY) —tv b OHIR

Policysets ¥ 7H'5H, RY Y —+t v h®D Actions 74 IV %BIRLE T, Delete 27 v o953
&. Permanently delete Policyset? ¥4 7OV KRy J ANKRRINZE T,

Delete "% %20 )v o LZE9,

DR —DBEBICODWTIE, EXxa)74—R)V—DBE Z2SBLTLLEIWN, R V—IZET
ZHORMNEY IICDWTIE, ANTFT VA #SBLTLEIL,
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BRERY S —OEK. BA. {n, BLUOCEMCOVWTEHBALET, &d. UTDY YV —RITIFEER

o—HYFET,
o XEY—FERKRORY>—
® Namespace R!) ¥ —
o A A—JEEMHRY S —
® PodRY¥—
® PodDtEFalF4—KR)I—
e O—JLRY>—
® Role binding RY ¥ —
® SCC (Security Context Constraints) R 1) & —
e ETCDRBESI{LRY) > —
e V7547 R Operator R1) & —
WMERT IV EAER EBES S VI TR —EEE
o RERYZ—DIEK
o CLINBDERER" > —DIEM
o CLINGDERERY ¥ —DERR
o AVY—IHhLDHEERY L —DIEM
o AVY—IINSDEER V—DRR
o RERYI—DEH
o FMERYI—DEMIL

o REMRY T —DHIR

26718 ERY > —DERK

BRERYS—DYAML 774 )i, ARV RSA VA VI —T AR (CL) Flxar VY —ILh SEK

TEEY, BRERY —DERIE, UTDEIYavESRLTIEIY,

2.6.7.11.CLID S DRERY > —DIERK
CLINGERER) Y—%&ERT 2ICIE. UTOFIEEZETLET,
L BRER)SY—DYAML 7 74 LR LEY, UTFOIAYY RERTLET,
I kubectl create -f configpolicy-1.yaml

RERD S —R@BLUTOELSITHRY FT,
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apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-1
namespace: kube-system
spec:
namespaces:
include: ["default", "kube-*"]
exclude: ["kube-system"]
remediationAction: inform
disabled: false
complianceType: musthave
object-templates:

2. MTFOaAT Y R2ETFTLTRY Y—%2BALET,
I kubectl apply -f <policy-file-name> --namespace=<namespace>
3UTFTOATY REEFLTR) Y —D—E%2HRLE T,
I kubectl get policy --namespace=<namespace>
BRERY Y —DERINF L,
2.6.712.CLIDNLDRERY ¥ —DERR
CLINGERER) Y—%2RRT2ICE. UTOFIEEZETLET,
L UTFTOITY REETLT. FEDHRER) Y —DFFHlERTLET,
I kubectl get policy <policy-name> -n <namespace> -0 yaml
2. WFDav Y REERFTLT RERY V—DFMERTLIT.

I kubectl describe policy <name> -n <namespace>

2.6.71.3. AV —ILHSDFERY > —DIERK
AVY—ILHSHRER) Y —%FEHRTS5E, YAMLIT A9 —TCTYAML 72 74 ILEERS N E T,
AVY =B ISR —ICAJ14 > L, TES— a3 X =Za1—h5 Governance #EIRL £,

CreatepolicyZ 27 Vv I LET, TN TA =9 —DFRERY O —DWVWIFNh%EERLT. ERT 2
RYY—%EBELET,

RYVY—T4—L%ETTLT, RER)—DERERITLET, UTFD7 4 —JL RIGEYRIEE AL
IT5H BIRLET,

® Name
® Specifications

® C(Cluster selector
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® Remediation action

e Standards

® (Categories

e Controls
Create 27 ) v I LET, BRERY —MMERINF L1,
2.6.714. AV Y —IDHLDFRERY ¥ —DERR
AVY—LUHLRER) Y —BLVEDRAT Y RERRLIET,
AVY—IH5IZSRY—ICOT14 Y Licb, Governance Z#IRL TR O —KRO—EBEARRLZE
T, AL RV —KRD—EZ 745 —1 >V JF5ICId. Allpolicies ¥ 7 F7=I& Cluster violations
ST BRLET,

FHMiARRTHDRY —%1DFIRLFT, Details, Clusters, & U Templates ¥ THARRINE
-a—o

2672.BERY—OFEH

BERYY—DEFICOVWTIE, UTDOEISavESBLTLEIY,

2.6.7.21.FZERY > —DEML
BER)Y—BEEMCLET, sDROHBAERAKIC. O Y L, HRFY R R—JICBELET,

KVZAMDBLERERY & —D Actions 74 I %:ZIR L. Disable 27 ') v - LF ¥, Disable Policy
FA4AT7ATRY VD ANKRRIINET,

Disable policy =2 1) v 7 L& 9,
RERD S —NEMTL>TUVET,
2.6.7.3. FREMR") & —DHIFR
CL F7<FAY Y =L BRERY > —ZHIERLEY.
o CLINGERERYY—ZHIFRLFT,
a. UTDAY Y RERITLTERER) O—%HIRLE T,
I kubectl delete policy <policy-name> -n <namespace>
RYD—%HIRTEDE, 9=y NS RY—DHHIRINET,

b. MTFDITY RERITLT. RUY—DHIRINTWS I EEHERLET,
I kubectl get policy <policy-name> -n <namespace>

o JVY—ILHLRER)—%HIKRLET,
FTEHF =3 A=Za—H5 Governance 57w o L, R —RO—EBEERRLZFT,
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R Y—ERKT., HIlRT 2R >—D Actions 74 AV %0 ) v LET, RIC. Remove
91) v LET, Remove policy¥ 4 7O KRy U XM5, Removepolicyx 7 ') vy L&
—g_o

R —DHIBRINE L,

CM-Configuration-Management 7 # JL 4 —H 5 RedHat Advanced Cluster Management TH R — b3
ROBERN)D—DH VT ESRBLTLEI,

FE, IV hO—F—DERTZ2ETOMDFRER —ICDWTIE, Kubernetes ¥ ER Y & —2 >
FO—5—Z8RLTLLEIV, HORY —DEEBICOWTIEK, EFa U714 —R)P—DEE %
SHBLTEIV,
2.6.8. gatekeeper Operator /R 1) & —DELE
gatekeeper Operator ") ¥ —%FEHA L T, ¥YXx—Y KU 5 R4 —IC gatekeeper Operator & & U
gatekeeper 4 VA R—JILLE T, LTFDE I > 3 TlE, gatekeeper Operator IR ¥ —DIEMK. &
T BLUEHICOWTCERBALET,
WMBERT IV ZAER: V525 —DERBE
® gatekeeper Operator IR ) & — % {§ [ L 7= gatekeeper D1 ~ X h—Jb
o VY —JLh 5D gatekeeper R 1) & —DIERK
o gatekeeper Operator CR
® gatekeeper & & U gatekeeper Operator D7 v 74 L — K
® gatekeeper Operator R 1) & —DEHT
o VY —I)LH LD gatekeeper Operator R 1) ¥ — DR
o gatekeeper Operator R ) ¥ —DEh1b
® gatekeeper Operator 7R ) ¥ —DHI&

® gatekeeper K1) ¥ —, gatekeeper. & & U gatekeeper Operator R > —D7 V4 VA h—JL

2.6.8.1. gatekeeper Operator R ) & —%f#f L 7= gatekeeper DA ~ X h—JL

ANFVRATL—LT7—9 %EAL T gatekeeper Operator 4 ' X b—JL L £9, gatekeeper
Operator & OpenShift Container Platform 149 OJ CHETE 9, #MIE. OpenShift Container
Platform R¥F 21 X >~ k D Operator DY Z XY —~ADEBI ZSR L T LI,

BRERYY—Y bO—5—%HH L T gatekeeper Operator RY) o —% A4 VA h—=J)LLET, 1 VR
N—JLB%IC, Operator ZI—7FELVCY TR U Y 7T 3 > Id gatekeeper Operator # 7L L. Th%

IRr—YRISRI—ICA VA M =L LET, RIZ. gatekeeper Operator |& gatekeeper CR % {ERK L
T gatekeeper 5% E L £ 9., gatekeeper Operator CR DflERRL E 7,

gatekeeper Operator R ) & —I%. Red Hat Advanced Cluster Management 2R Y ¥—aY hO—

S—ICE>TERINET, TI Tl enforce BET7 VY a v R—MIhFEd, gatekeeper
Operator R 1) & —I(%. enforce ICEREINZET Y PO—5—ICL > TEBBICERINE T,

2.6.8.2. Y —I)LHh 5D gatekeeper R 1) ¥ —DYERK

J>Y—ILH 5 gatekeeper R O —%/ER LT, 41 Y AM—=ILLET,
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S22 =AY 414> L7z5, Governance R—VICREILE T,

Create policy ZEIRL F¥F9, 74— L%ET LibH, Specifications 7 1 —JL KD 5
GatekeeperOperator ZEIRL 9, R —DNIRS A9 —ENBEMIEEIN. RYP—IFT
7 # )L M Tinform ICEREINE T, gatekeeper &4 Y XA h—JL T BICI, 1B1ET U > 3~ % enforce
ICERELE T, Y FILERKRTT BICIE. policy-gatekeeper-operator.yaml #2HR L TLEX W,

+3F50: 77 # )L MEDY Operator ICL > TEMRABETH 2 Z EITHEL TL LIV, gatekeeper
Operator RY ¥ —ICERATE 24 T3 VDI A= —DFRBAICDWTIE, Gatekeeper Helm Chart
HESRLTCEI Y,

2.6.8.2.1. gatekeeper Operator CR

apiVersion: operator.gatekeeper.sh/vialphat
kind: Gatekeeper
metadata:
name: gatekeeper
spec:
audit:
replicas: 1
logLevel: DEBUG
auditinterval: 10s
constraintViolationLimit: 55
auditFromCache: Enabled
auditChunkSize: 66
emitAuditEvents: Enabled
resources:
limits:
cpu: 500m
memory: 150Mi
requests:
cpu: 500m
memory: 130Mi
validatingWebhook: Enabled
webhook:
replicas: 2
logLevel: ERROR
emitAdmissionEvents: Enabled
failurePolicy: Fail
resources:
limits:
cpu: 480m
memory: 140Mi
requests:
cpu: 400m
memory: 120Mi
nodeSelector:

region: "EMEA"
affinity:
podAffinity:

requiredDuringSchedulinglgnoredDuringExecution:
- labelSelector:
matchLabels:
auditKey: "auditValue"
topologyKey: topology.kubernetes.io/zone
tolerations:
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- key: "Example"
operator: "Exists"
effect: "NoSchedule"
podAnnotations:
some-annotation: "this is a test"
other-annotation: "another test"

2.6.8.3. gatekeeper & & U* gatekeeper Operator D7 v 74 L — K

gatekeeper $ & U gatekeeper Operator D/XN—=Y 3 V57w UL —RTEX T, UTOFIEAET
LEd.

® gatekeeper Operator % gatekeeper Operator R ¥ —%FRH L TA VA =L T BIHFE
i&. installPlanApproval DfEICERE L T< 230\, installPlanApproval »° Automatic (Z5%
EINTWBIHEIL, Operator (FBEEMICT v 75U L — KX F T, installPlanApproval »°
Manual ICEREINTWBRHBEIE. &T T X9 —D gatekeeper Operator D7 v 74U L — K%
FHTERTIMENHY FT,
2.6.8.4. gatekeeper Operator /R 1) & —DEHT

RDEY Y arESIRL T, gatekeeper Operator R ¥ —% BT B2 HEEER LTI,

2.6.8.4.1. AV —ILH 5D gatekeeper Operator AR ) > —DFERR

OY Y —ILH 5 gatekeeper Operator RY ¥ —BLUVEFDRT—HY RA&ERR~LET,

AVY—=IH Y39 —ICOY4 > Lib, Governance #2 ) v L, RY Y —KRO—EAEKRTL
F9, FadRYI—KO—E%ET1IILY—1) T 3ITE, Policies ¥ 7 % /Id Cluster violations %
TEBBRLET,

AR T BICIL. policy-gatekeeper-operator /R 1) & —7%#IR L £9, Clusters ¥ 7%RIRL
T. RVY—ERERRLET,

2.6.8.4.2. gatekeeper Operator /R 1) & — DL
gatekeeper Operator IR ) & —E I L F T,

Red Hat Advanced Cluster Management for Kubernetes 3>V —)LicO %4 > L7z 5. Governance
R=IIIHHL. RYP—RKRO—EERRLET,

policy-gatekeeper-operator 7R ') & —® Actions 74 1> %3ER L. Disable =27 v 7 L&
¥, Disable Policy ¥4 7OV Ry 7 ANKRRINZE T,

Disable policy # 2 1) w 7 L 9, policy-gatekeeper-operator 7R ') & —HEEMITARY F L7,
2.6.8.5. gatekeeper Operator 7R ) ¥ —DHIR
CLI F7/&Ea YV —ILh 5 gatekeeper Operator R & —%HBIR L £ 7,

e CLIHA 5 gatekeeper Operator /R 1) & —%HIBR L £,

a. LTI Y R%EZEITL. gatekeeper Operator R ¥ —%HIBR L £,

I kubectl delete policy <policy-gatekeeper-operator-name> -n <namespace>
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RYY—%HIRTDE, 9=y NITRY—DLHBIRINFT,
b. UFDAXR Y RERTFTLT, RYI—DHIBRINTWEZEA2BELET,
I kubectl get policy <policy-gatekeeper-operator-name> -n <namespace>

e VY —J)LH L gatekeeper Operator /R & —%HIBR L £,
Governance R—JIIHEL., R)P—KRD—EEZRRLET,
IOV Y —I)LDOF|EEFAHIC. policy-gatekeeper-operator R ') & —®D Actions 74 IV %
27w LEF, Remove 57 ) v I LTRY—%HIFRLEXF, Remove policy¥1 707
"y P ZAM5, Removepolicy=#2 vy I LET,

gatekeeper Operator IR ) ¥ —HHIRI N F L 7=,

2.6.8.6. gatekeeper R ') & —, gatekeeper. & & U gatekeeper Operator R') > —D7 VA
VA M=

gatekeeper R ) ¥ —, gatekeeper. & & U gatekeeper Operator R ¥ —% 74 VA M—ILT BIC
&, LTFOFEZEITLET,

. Yx—Y KIS RY—IHEAI NS gatekeeper Constraint & & U ConstraintTemplate % Hl
BRLET,

a. gatekeeper Operator R & —%iR&E L £ 9, gatekeeper Constraint & & U
ConstraintTemplate D /ERX ICf#F L 7= ConfigurationPolicy 7> 7L — 2 B2 ¥ 7,

b. ConfigurationPolicy = > 7'L — b @ complianceType D{E% mustnothave ICZ&E L £
ER

c. R)Y—%=FREFELTEALET,
2. YR2—Y R ZRH—hH5 gatekeeper 1 VY AY U R =HIBRLET,

a. gatekeeper Operator R1) > —%#R&E L £9 . gatekeeper RS L'V —2R (CR) DIERKIC
&M L 72 ConfigurationPolicy 7> 7L — N2 RD 7 £ 7,

b. ConfigurationPolicy > 7'L — b @ complianceType D{E% mustnothave ICZ&E L £
ER

3. YX—Y KU S A4 —I|TdH B gatekeeper Operator ZHIFR L £,

a. gatekeeper Operator R Y —%fRELE T, Y TRV YT 3> CROFERICERLE
ConfigurationPolicy 7>~ 7L — N2 B2 £ 7,

b. ConfigurationPolicy > 7'L — b @ complianceType D{E% mustnothave ICZ & L %
ER

gatekeeper IR ) ¥ —, gatekeeper. & & U gatekeeper Operator R ¥ —E7 VA VA M—=)LINF
L7,

gatekeeper MFF ML gatekeeper Fl#IB L VHIH TV T L — b DIEE 2SR LT LIV, H—K/—
T14—RYI—CEROMAICEAT ML, T—R—F7 1 —RU>—Y hO—5—0DEE 2588
LTLEIW,

27.N\THIS2A9—DtExa1)F 4 —IRE
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INT PSR —tF2) 74 —%581 L. RedHat Advanced Cluster Management for Kubernetes 1 ~
Ah=NDEF21)T1—%2FELIT, UTOFIEZETLET,

1. Red Hat OpenShift Container Platform @t a1 ) 574 — %R L £$, FEMIE. OpenShift
Container Platform @tF a2 574 =LAV TSAT7 VR #BRLTLEIN,

2. O—JLR— TV AHMH (RBAC) 2% E L F T, M. O—ILR—2D7 7 24 =5
BLTSEIW,

3 MBAEEHRITAXALET ., GEAE 22R),
4, 757\’9—0%.” | %&% L/i-g—o (l:ll..l:l gﬁo)mii %%EE)

5. 977\& DEFal)74—BEICHATESZRI) Y —ZHBLET., TR—FIROKRY
—ZZRLTIEI W,

8. BAMY — L NRE(Fv/OY—FLEa—)

BAMY—IL R, ?éé’fi%ﬁ’é"fd’f— T2 Y—ILT, VY —RADERFLIIEFREKRICHT 2ES
MBI LET, BAMD —IL K& Open Policy Agent (OPA) & & U Gatekeeper & H#R—k L.
%ﬁﬂ:%%b“%éb\&’) DEMIEL T, ERLAHWICHK > TREREREZ 7OV I LET,

LUTOEEMEY—IL F#EEASIBLTLEIWL,
o EFFIMNT-Kubernetes V=7 xAMNDTFTTOAM AV NOABEYR—MNLET,

o YV—NHHTRAMIBMINTUWARWRY, JY—RBREDOEAR) 7 hEYR—MLZF
-3—0

e ZMAVMA—F—DERERE, VSR —TLBAMDORIEZERTLET,

o )Y —2AEMERICEER LT, FIEA Kubernetes ) Y —AN I SR —IIF7TO4INhTWS
NEIIERELET,

e Kubernetes V=7 TR M YAML 7 7 1 JLDEBAICTIE, X509, GPG., & & UV Sigstore DEH
NYR—PMINFT, Kubernetes BEM S —JL NIk, k8s-manifest-sigstore %FH L TES
L 7= Sigstore ZH#R— M L X7,

281LEBEM—ILRT7—FT 0 F v —
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Operator &, 771’9 J:O)?éﬁ'fi/—}lxhzl/?ﬁ VEARDAVRAMN—IELIVEEEYR—ML
F9, UTDOIVR—F MDEREA %R b'C(?ﬁ.“S\,\

o VAWM —)IU K APIIX OPA 7 1E gatekeeper 5 Kubernetes ) V —2 %25 L. ZFEK
ICEENZ )Y —RAEMEE L TRIEER % OPA 7214 gatekeeper ICEE L E T, BEMEY —
JU K API |4 k8s-manifest-sigstore @ verify-resource ##5% L CT. Kubernetes¥ =7 =
AMYAML 7 74V ERREEL 9, BEMS —IL K APl &, ManifestingIntegrityConstraint
(OPA F7zl& gatekeeper DT L —LT—J%R—REFTDBHRAI L)Y —R)IZE>TY
Y —REREEL E T,

o BAMS — I KA TH—/X— (L. ManifestinglntegrityConstraint ) YV — X ICEDHETI TR
% —_E D Kubernetes Y & —9 & #k#EAYICHREE L. ManifestintegrityState & i idh 2 !) vV —2
ICEREITVAR—MLET, BEMED —IL KA TH—/1—3% k8s-manifest-sigstore % f&
LCTEREZRIELF T,
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https://docs.openshift.com/container-platform/4.10/security/index.html
../../html-single/access_control#role-based-access-control
../../html-single/credentials#credentials
../../html-single/governance#supported-policies
https://github.com/sigstore/k8s-manifest-sigstore
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FMIE BEMY L MREOEMWE (77 /0 —TLE2 ) ZBRLTIEIW,
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Red Hat Advanced Cluster Management for Kubernetes 7 5 249 —CE &MY — )L NMREEZBMITL
T. Kubernetes ) YV —ZDEEMAREL T,
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Red Hat Advanced Cluster Management Y f—Y KU 524 —CEEGH L —IL MREEZBMICT BIC
&, LTORIRFEZ B LTVELNH S,
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SR —EEEERNDH B,
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kubectl create -f https://raw.githubusercontent.com/open-cluster-management/integrity-
shield/master/integrity-shield-operator/deploy/integrity-shield-operator-latest.yaml

b. LTFDaATY RAFEHLT., BEMY—ILRARILYY—REA VA MN—ILT B,

kubectl create -f https://raw.githubusercontent.com/open-cluster-management/integrity-
shield/master/integrity-shield-operator/config/samples/apis_v1_integrityshield.yaml -n
integrity-shield-operator-system
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https://www.redhat.com/en/technologies/cloud-computing/openshift
https://kubernetes.io/
https://github.com/open-policy-agent/gatekeeper
https://github.com/open-policy-agent/gatekeeper
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2. MEE¥ —% Red Hat Advanced Cluster Management Y %+ —Y KU S 24 —ICF 704 LE T,
BH, BEF—BLUOBRIEF—%2/FRTI2DLENHYET, NTIS5RXH—T acm-
verification-key-setup.sh #3417 L THREEF — 28R EL FT, UTFTOITY RZEITLET,

curl -s https://raw.githubusercontent.com/stolostron/integrity-shield/master/scripts/ACM/acm-
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--secret keyring-secret \

--path /tmp/pubring.gpg \

--label environment=dev | oc apply -f -

MEEF—ZBIBR Y 5ICIE. BLTFOaAYY RERITLET,

curl -s https://raw.githubusercontent.com/stolostron/integrity-shield/master/scripts/ACM/acm-
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https://github.com/mikefarah/yq
https://github.com/git-guides/install-git
https://raw.githubusercontent.com/stolostron/integrity-shield/master/scripts/ACM/acm-verification-key-setup.sh
https://github.com/stolostron/policy-collection/blob/main/community/CM-Configuration-Management/policy-integrity-shield.yaml
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https://github.com/stolostron/policy-collection/blob/main/community/CM-Configuration-Management/policy-integrity-shield.yaml
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