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open-cluster-management:admin:
<managed_cluster_name>

open-cluster-management:view:
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¥, 1—%—I& <managed_clusterset_name>
% namespace /N Y RTEF 9, F/z, 1—H—
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management.io. clusterclaim.hive.openshift.
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HERDHY Y, Znid. cluster.open-cluster-
management.io/clusterset=
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TLEIW,
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77— 3 v DOERERIC, subscription namespace AAMER X f1. configuration map A°
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oc create clusterrolebinding <role-binding-name> --clusterrole=open-cluster-
management:cluster-manager-admin --user=<username>
ZOA—WER—=—NR=2—HY—TH 3D, IRTONVY—RETFIVIVIITIEATEZ

¥, 2OO—ILEFEALT, 77Y) 75— 3 ® namespace & & U namespace AD$RTD
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management:subscription-admin 7 S 24 —O0—JLIZNNA VY K30 59 —O—ILEERK
L. username & WO ZRIDI—H—IINA YV KT EHEAHY T, UTOaAT Y REET
L/i-a—o

oc create clusterrolebinding <role-binding-name> --clusterrole=open-cluster-
management:subscription-admin --user=<username>

username 1—H—%{FA L T, clusterr-name v x—Y RUVSRY—RNTF7 IV r—ravia
B LVEELEX T, UTFDIY Y F%EZAHL T, open-cluster-management:admin:
<cluster-names> 7 5 24 —O—I)LAD/NA > R&/ERHK L. username |IZ/N1 ~ KT BZUENDH
YET,

oc create clusterrolebinding <role-binding-name> --clusterrole=open-cluster-
management:admin:<cluster-name> --user=<username>

Zoa—JLiZiE, ¥x—Y K9SR4 — cluster-name D3 X T D application ') ¥V — 21X 9
2HmANY BLUVEZILAHERDIHYET, HOTR—J RV ZRI—ADT IV EADRBER
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namespace H—JLZ{ER L. €M% username IC/N1 ~ RLZE T,
oc create rolebinding <role-binding-name> -n <application-namespace> --clusterrole=admin
--user=<username>
Zda—JLIZiE. application namspace M3 X T D application ')V — R ICxX T 2 5AEY &

SUEBXAHERIPHY ET, DT TV r—2arvADT7 I ZADPBELRIGEY. 77
r—>a Y EH® namespace ICT 70OA4 IN3HEIF. ThERYRLET,

)Y — & D namespace ICT7AA 27 Y s5—>a v aEFERTEEYT, UTFoax Yy
K% A7 L T. open-cluster-management:subscription-admin 7 5 X4 —O—)JLAD/NA ~
KAV L. username IZ/N1 ~V KL XY,
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oc create clusterrolebinding <role-binding-name> --clusterrole=open-cluster-
management:subscription-admin --user=<username>

e username &\ ZEID 1 —H—T cluster-name & W) ZRIDIY R—IY RIS R —LEDT
7)) r—>arvaRRY BICIE. open-cluster-management:view: 7 5 X & —O—JLIT/NA v
RIS —O—ILEER L. username ICNN1 Y RLET, UTFTDAY Y KEAALE
ER

oc create clusterrolebinding <role-binding-name> --clusterrole=open-cluster-
management:view:<cluster-name> --user=<username>
ZoO—Jbid, ¥x—Y K754 — cluster-name D3 XTD application ') YV —XIIRHT 3

HAMYERDHY T, MOYR—I RISRI—ADT7 I EADVBERIGEIE. ZDEEF
ZRRYURLETY,

o view O—/L%{#F L T application namespace IZ/X1 >~ K9§ % namespace O— L& ERK L.
ZNh% username I[C/XA Y RLE T, UTFOIYY RZAALET,

oc create rolebinding <role-binding-name> -n <application-namespace> --clusterrole=view --
user=<username>

ZoO—JLiCiE, application @ namspace IC#H % 3R TD application ) ¥V — IS B 5 H
BMYERIHYET, DT TV T —2 3 VADT I EANBERIGEIX. ZOBREEEYIR
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121 77V 5r—>3ayS54 794 2)02>Y—J)LE APIRBAC 57— 7))L
TNV —2a3avSAT7HA42ILOLUTOIAYY —ILBLUAPIRBAC DXRERR-LE T,

KI2F7TV5—>avS4 72942100 Y—JL RBAC DX

Ny —2x EH b TS e GN

VAR create, read, update, create, read, update, read
delete delete

F v R create, read, update, create, read, update, read
delete delete

IR Tay create, read, update, create, read, update, read
delete delete

KIIFZTIIVr—>av>4 794 27)LD APIRBAC DX

API =3 w5
applications.app.k8s create, read, update, create, read, update, read
.io delete delete
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API =3 S% TR
channels.apps.open- create, read, update, create, read, update, read
cluster- delete delete

management.io

deployables.apps.op  create, read, update, create, read, update, read
en-cluster- delete delete
management.io

helmreleases.apps.o create, read, update, create, read, update, read
pen-cluster- delete delete
management.io

placements.apps.op create, read, update, create, read, update, read
en-cluster- delete delete
management.io

placementrules.apps create, read, update, create, read, update, read
.open-cluster- delete delete

management.io (3E#

)

subscriptions.apps. create, read, update, create, read, update, read
open-cluster- delete delete

management.io

configmaps create, read, update, create, read, update, read
delete delete

secrets create, read, update, create, read, update, read
delete delete

namespace create, read, update, create, read, update, read
delete delete
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ANRNFUVRSATHA VNV BREEERTTZICIE. R O—DERI N5 namespace. BLUVR) ¥ —
NEAINDZIYR—Y RIFRY—ADT IV ERAENIBETT, YRX—Y RIFRXF—I&. namespace
IZ/N4 >~ K E¥h % ManagedClusterSet D—E Tt H2EMNH Y FJ, ManagedClusterSet D EF#H
l&. ManagedClusterSets D#f&E 2SR L T LI,

1 DLl EdD ManagedClusterSets H'/31 > KX i 7= rhacm-policies 74 & D namespace % EIR L.
namespace HIC Placement # 72 =V N&{ER T 2720 D7V L AEEZRE LS, ROBEEERE
LEY,
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e Policy. PlacementBinding. & & 7' PolicyAutomation DfR&E 7 7 Z X# % #87%E L T rhacm-

edit-policy &\ &RFID ClusterRole Z{EX 9 % (CId, ROOAY Y FEZETLET,

oc create clusterrole rhacm-edit-policy --resource=policies.policy.open-cluster-
management.io,placementbindings.policy.open-cluster-
management.io,policyautomations.policy.open-cluster-
management.io,policysets.policy.open-cluster-management.io --
verb=create,delete,get,list,patch,update,watch

rhacm-policies namespace ICR Y & —%EK T 2 ICIdE. LARTICYERK L 7= ClusterRole % {3
L T. rhacm-policies namespace IZ rhacm-edit-policy 7 & M namespace RoleBinding %
BLET, ULTFDATY RZERTLET,

oc create rolebinding rhacm-edit-policy -n rhacm-policies --clusterrole=rhacm-edit-policy --
user=<username>

RX—YRISRI—DRY Y —RT—HRA%ERRTBITE. NTIVIRI—DIR—Y RY
TR —®O namespace TRY ¥ —%KRRT 2/ N—Iv >3 VHBRBETT, OpenShift
viewClusterRole 72 & D view 7 7 Z AN R WIGFEIE, ROV R&EFRAL T, RY P —
ANDRRT YV A¥E% D ClusterRole (rhacm-view-policy 7 &) Z{ERR L £ 9,

oc create clusterrole rhacm-view-policy --resource=policies.policy.open-cluster-
management.io --verb=get,list,watch

e H L\ ClusterRole 2<¥ x—< KU 5 X4 —®M namespace IZ/N1 ¥ RE3ICIE, ROaAT Y

K %2217 L T namespace RoleBinding % Em L £ 9,

oc create rolebinding rhacm-view-policy -n <cluster name> --clusterrole=rhacm-view-policy --
user=<username>

1221 ANFVRAZA4A 742D/ —)LE APIRBAC T— 7L

UTFE. ANFUYRZA4754 00030V —ILH LT APIRBAC DERTT,

KLAHNFVRASATHA4 ) DI>Y—I)V RBAC DK
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R — create, read, update, read, update read
delete

PlacementBindings create, read, update, read, update read
delete

Placements create, read, update, read, update read
delete

PlacementRules (FE# create, read, update, read, update read
delete

PolicyAutomations create, read, update, read, update read
delete



B1E 7/ =R HE

KIS HNRFV A4 794 710D APIRBAC D
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policies.policy.open-  create, read, update, read, update read
cluster- delete

management.io

placementbindings.p  create, read, update, read, update read
olicy.open-cluster- delete
management.io

policyautomations.p create, read, update, read, update read
olicy.open-cluster- delete
management.io
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IEr—Y RIS —DOITEHAMEAN) IV RAERRTDICIE. NTISAY—ELEDEFDIR—Y KIS
A =T % view RN MNETYT, UTOAERIMEHEED) A NESRLTKEIW,
o YRX—YURYUSRI—DAN)YANDT VR
A—H—DPNTIVSRAIY—EDITRX—Y RIS RY—0 view O—JLICEIY BTHhTULAWL
A, 1—HY—IlLBIYRX—VRISRI—ARN)IZAANDT IV ELRIIEEINZE T, RO

Y RERFTLT, ¥x—Y KIS ZXH—D namespace T managedClusterView 0 —)L D1
BRIERDA I —H—ICh 2D EHRELE T,

I oc auth can-i create ManagedClusterView -n <managedClusterName> --as=<user>

VSR —EEBHEE LT, ¥Xx—Y KU S5 R4 —OD namespace IZ managedClusterView 0 —
WEERLET, UTFTOIAYY RERTLET,

oc create role create-managedclusterview --verb=create --resource=managedclusterviews -n
<managedClusterName>

RIS, A=A v R&EFERLTO—ILE21—F—I#EBL. "M KLET, UTFoavw Y
FEERITLET,

oc create rolebinding user-create-managedclusterview-binding --role=create-
managedclusterview --user=<user> -n <managedClusterName>

o )Y —XDHE
A—HF—DNY—RIAFICT IV CATEZHHRT 2ICIE. ROAXY REFEALET,
I oc auth can-i list <resource-type> -n <namespace> --as=<rbac-user>
F5C: <resource-types> ([FEHHICT D2HRENDHY T,

® Grafana THIERAIMET —4 2KRTT BICIE. IR—Y KI5 24 —DRE L namespace I

RoleBinding ') V — AN METY,
LUF & RoleBinding 1T,
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kind: RoleBinding

apiVersion: rbac.authorization.k8s.io/v1

metadata:

name: <replace-with-name-of-rolebinding>

namespace: <replace-with-name-of-managedcluster-namespace>

subjects:

- kind: <replace with User|Group|ServiceAccount>
apiGroup: rbac.authorization.k8s.io
name: <replace with name of User|Group|ServiceAccount>

roleRef:

apiGroup: rbac.authorization.k8s.io

kind: ClusterRole

name: view

ML, O—INA YTV TRY)Y— 2#BRBLTLEIW, JERIMASRET 2ICI1E. FTEREIEDH
2974 X HBRBLTLEIWY,

123198 S A 742/ Y—)LE APIRBAC 57— 7 )L

AERMDIVER—R Y NAEET 315581F. LLTD APIRBAC OXREMEZEL TLEI W,

1.6 a[EAItE D API RBAC DX
AP =1 wE KRR

multiclusterobserva create, read, update, read, update read
bilities.observability.  delete

open-cluster-

management.io

searchcustomization create. get. list, - -
s.search.open- watch, update,

cluster- delete. patch

management.io

policyreports.wgpoli  get, list, watch get, list, watch get, list, watch
cyk8s.io

RIEFVRDEAVTSATUVRATISRY—DEF ) T4 —1REICDODWVWTHERELTLLEI L,
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