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1.1.2. RBAC %3
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management.io
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action.open-cluster- delete
management.io
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ew.open-cluster- delete
management.io
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VAR R create, read, update, create, read, update, read
delete delete

F v R create, read, update, create, read, update, read
delete delete

IR Fay create, read, update, create, read, update, read
delete delete
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delete delete

channels.apps.open- create, read, update, create, read, update, read
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API = &% R
deployables.apps.open- create, read, update, create, read, update, read
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subscriptions.apps.open create, read, update, create, read, update, read
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configmaps create, read, update, create, read, update, read
delete delete

secrets create, read, update, create, read, update, read
delete delete
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delete delete

11.23. ANFT VRS54 7% 4 7))L RBAC

A—Y—E, ANFVRZATHA VN BREEZERTTBICIE. R O —DER I N2 namespace B &
U, R —»#H X1 5 managedcluster namespace ND 7 J Z RENNBETT,
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o namespace "N" @ view O—JLIZX 9 % namespace lRED/NA VT4 VT,
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R — create, read, update, read, update read
delete
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delete
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API R &% R
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y.open-cluster- delete

management.io

1.1.2.4. AT ERIM%E D RBAC

AIEAIMEEE = FR 9 5 1C1E. cluster-admin Z 72 (% open-cluster-management:cluster-manager-
admin O—ILZEY B THEZBENHY FT, UTOTEHRBMEREDY X M EZSRB LTI,

o YRX—IURIPSRHI—DANYIDIANDT IR
o JY—2ADIRFE
® Visual Web ¥ —I FJLDFEHR (7?»—*”/“ ROSRY—=IZT UV ERATEXBGE

MultiClusterObservability 1 X4 L)V —ZXDIERK. FH#. BIRICIE. UTFZEITLET, LLTOD
RBAC DRZEEZRL T I,

1.8 Al &It D API RBAC D3k

API =1 wE e

multiclusterobservabiliti ER. FEHEXY . FHT. - -
es.observability.open- B &L VHIBR
cluster-management.io

PRI —DEFa) T4 —REICEATZFMOERZMTTHICE. [EFa)Fq1—] 258BLT
CFEEW,

1.2. 35FAAE

X F X FARFIBAZE A Red Hat Advanced Cluster Management for Kubernetes THER I, FRINZE
ER
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MBICHIBAZAFERTE X9, SBAE® Kubernetes TLS Secret #E T 2 HEAH Y £F, MEDIE
BAZ D/ER T IC. Red Hat Advanced Cluster Management 1 ~ X b —5 —THER L - EDIIAZE %=
BEAIDIENTEET,

WMEBRT I ERAER: 7 525 —EBEI R F—LEEE,

EEE: 11 T 14 7D Red Hat Advanced Cluster Management 4 ¥ 2 h—JLTD &, BIDIIBAZEICE X#
ATCOEFERIrYR—MINET,

Red Hat Advanced Cluster Management TE{TI N5 —EXICHEQRFIAZE LT X T. Red Hat
Advanced Cluster Management D4 ~ X b —JLBFICHERR I N E T, FEFAZEIL. Red Hat Advanced
Cluster Management ;EBAZ ¥ *— + — (cert-manager) IC L Y ER B L VOBEEINFE §, Red Hat
Advanced Cluster Management JL— MNEEBA/S (CA) EEERE L. /N7 ¥V 5 X 4 — namespace D
Kubernetes Secret M multicloud-ca-cert RICREFINF T, GAEZ IS4 7Y M NS RA MR MTIC
4 VR— N9 %I &T. RedHat Advanced Cluster Management Platform API ICT7 VXA TE XY,

AEREZESMASICIE, UTOMEY 7 ZSRLTIEI WL,
o JL—h CAGIEAZEDEEI#]A

o ‘&I Ingress iIFAEDE I A

121 5EBAZE DY) R b

UTFDIdv Y REZE{TL T, cert-manager ZNEB CHERA T 2AIAZED—EZ KRR TEE T,
I oc get certificates.certmanager.k8s.io -n open-cluster-management

RS ATEHMEABMRIGEICIE, SERAEMER I NS IEIMD namespace BH Y £7,

1.2.2. SERAZE D FEHT

[EEEAZ DY AN 923y TAYY RZRTLT, SRS Z2EHTEIY, BENII5LEDDH B3L
BEEZRELLDL, TOMPAEICEET S —I Ly baHIBRLET, £&ziE UTFToavy FE=E
TLTY—7ILy hZHIBRTEET,

I oc delete secret grc-0c925-grec-secrets -n open-cluster-management

1.2.3. Red Hat Advanced Cluster Management for Kubernetes M EFBAZ E#7

Red Hat Advanced Cluster Management CA B’ &1T§ 2 N TDFAEZEZEHTEE T, BHFIC, &
cert-manager FEEAE (CBE T 17 57z Kubernetes Secret DY HIBRI N E 4, WROMAENFERI L
L0110, Y—ERN’BFMICBESHINE T, UTFTOATY REZRTLET,

oc delete secret -n open-cluster-management $(oc get certificates.certmanager.k8s.io -n open-
cluster-management -o wide | grep multicloud-ca-issuer | awk '{print $3}')

Red Hat OpenShift Container Platform 5EBAZ (. Red Hat Advanced Cluster Management for
Kubernetes D& Ingress ICEFNTWEEA, FHllE. TEF21 )7 —DENORME] Z258RBLT
KEIW, fERAERY Y—2v bO—5—%2FALT. YX—Y RV ZRY—TiBHAERY > —%EK
LTEELEFY, A bO—F—0FMIE. TRU>—arvbO0—5—] 28RBLTIEIW, Fif
i, EX¥aU 71— R=VIIRY., BRLTLEIW,

13


../security/cert_root_ca.xml#replacing-the-root-ca-certificate
../security/cert_mgmt_ingress.xml#replacing-the-management-ingress-certificates
../release_notes#security-known-issues
../security.xml#policy-controllers
../security/security_intro.xml#security

Red Hat Advanced Cluster Management for Kubernetes 21t%a V) 51 —

124.)L— N CASIFREDEX#H X

IW— K CASIFAEZBIMA B I ENTEET,

1.2.4.1.)b— b CAGEFAZE DRIRSM
Red Hat Advanced Cluster Management for Kubernetes 7 5 24 — '@ L TWA Z & #HEAL £ T,

LTFoa<w> R=E1TL T, BEFD Red Hat Advanced Cluster Management for Kubernetes sEFRE ')
Y—RENY Ty TLET,

I oc get cert multicloud-ca-cert -n open-cluster-management -o yaml > multicloud-ca-cert-backup.yaml

1.2.4.2. OpenSSL %M L 7=JL— b CAZEEAZ D/ERK
OpenSSL TIL— bk CAGERAZ Z/ER Y B ICIE. LUTFDFIRZERITLES,
1L UUTFOaTY FEETLT, FREERH (CA)RSARERZEMRL X T,
I openssl genrsa -out ca.key 4096
2. CAXF—%2HALTHCSERD CAGIRAEZEK L E T, UTOIYY RZETLET,
I openssl req -x509 -new -nodes -key ca.key -days 400 -out ca.crt -config req.cnf

req.enf 7 7 1 JLIELLTFD 7 74 ILD LD ITRY F T,

[req] # Main settings
default_bits = 4096 # Default key size in bits.
prompt = no # Disables prompting for certificate values so the configuration file

values are used.

default_md = sha256 # Specifies the digest algorithm.

distinguished_name = dn # Specifies the section that includes the distinguished name
information.

x509_extensions = v3_ca # The extentions to add to the self signed cert

[dn] # Distinguished name settings
C=US # Country

ST = North Carolina # State or province
L = Raleigh # Locality

O = Red Hat Open Shift  # Organization

OU = Red Hat Advanced Container Management # Organizational unit

CN = www.redhat.com # Common name.

[v3_ca] # x509v3 extensions

basicConstraints=critical, CA:TRUE # Indicates whether the certificate is a CA certificate
during the certificate chain verification process.

1.2.43.)L— N CASEBRZDE Z# 2
L UTDOYY RAEEITLUTCASIRETHRY— 7Ly MaERLE T,

I kubectl -n open-cluster-management create secret tls byo-ca-cert --cert ./ca.crt --key ./ca.key

14
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2. CARITEZREL T, MBDHAZEZSRLIT, UTOIYUY FEERITLET,
I oc edit issuer -n open-cluster-management multicloud-ca-issuer

3. mulicloud-ca-cert DX F7%!(% byo-ca-cert ICEZX#AET, T 7AOAM AV M REL. ITT4
H—%RTLET,

4. EM Ingress T 704 X M %#RE L T, Bring Your Own (BYO) M CAGEERZ%# SR L £ 7,
UFnavxy RERITLET,

I oc edit deployment management-ingress-435ab

5. multicloud-ca-cert DX F7l|&. byo-ca-cert ICBX#M2 9, T 7O/ XY MEREL, T
T4 —%RTLET,

6. AVY—=ILICATA VY LTHARY LD CANMEFRPTHDZ & %R L. FHPDIBAZED:E
MAERRLEY,

1.2.4.4. Cert-manager SFEAZ D EH

I— PN CAARBEMARITIE. W— N CATEBRAINALLIHEAFHL. INODHAELAFERT
2H—EXEBEHTIHENHY ET, Cert-manager &, IL— N CADSDT 74 hDRITESR

ERRd 5D T. cert-manager B’F1T L/ZFEBAE S L', 77 #JL b D Clusterlssuer " E % L 7-5EAE
tH, IRTCEHIZ2RLELIHYFT,

% cert-manager SFBAZ ICFEE T 57z Kubernetes Secret 28Ik L C. iIBREAFE#HH L. FEEE%
FRTIY—EXRZBEEHLEFT, UTOOAT Y FEERTLET,

oc delete secret -n open-cluster-management $(oc get cert -n open-cluster-management -o wide |
grep multicloud-ca-issuer | awk '{print $3}')

1.2.45.)L— kN CASFBAZDETT
JL— K CASIRRZAETT 2ICIE. UTFTOFIEBEETLTCCARTELATHLET,

. CARTEZRELITT, UTOAT Y REZETLET,

I oc edit issuer -n open-cluster-management multicloud-ca-issuer

2. T7 1 % —T byo-ca-cert DX F7%% multicloud-ca-cert ICEX#2 F9., HKTEEZHFREFL.
IT489—%8TLET,

3. B Ingress T 7O1M XY MAREL T, TD CAFIBAEASRBLEd, UTDaAYY NEET
Lji-a—o

I oc edit deployment management-ingress-435ab

4. byo-ca-cert DX F7%% multicloud-ca-cert ICE X2 £9, 7701 XV M&REEFEL, T
TAY—%RTLETS,

5. MBE®D CAMREZHRLET. UTDIATY RZERTLIT,

I oc delete secret -n open-cluster-management byo-ca-cert

15
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CA%ZERY %9 ~NTDcert-manager sEEAEZF#H L 9., FMIFHIRDE Y 2 3~ [cert-manager
AERAEDEHT] ZSRLTLEI W,

Red Hat Advanced Cluster Management for Kubernates TYERK L CEIE T 2AIEAZE DML,  [FERA
Z] 25RLTLES

1.2.5. 3 Ingress GEFAZ DE I # X
B Ingress ilFAEABEMA 2 2 &N TEFE T, OpenShift Container Platform D7 7 # JL b Ingress

AAAEZE IR 25AICIE. B Ingress 2 ZEEHT2ENHY XY, Ml EFa2)71—0D
BAOME] @ Ay —iAooJ4 VEOS500 BT —] 25 L TLEIVN,

1.2.5.1. B Ingress il FAE = B X LA 2 7= O DRIIREMH

management-ingress sEAAE S MBHEZERM L TEBEL X3, BEICH U T, OpenSSL T TLS iEFAE
HEMTEEY, AAEDIE Y R—L/XF5 X —4% — (CN) % manangement-ingress I[CEXEL £,
SBAEALENT BI5AIE. UTOREEEBMLET,

o IRAEDH T TV MDHIF (SAN: Subject Alternative Name) D—EICLLTDIP 7 KL 2B &
VRXAVB%ZEHET,

o EH ingress MY — E X %: management-ingress,

o Red Hat Advanced Cluster Management for Kubernetes @ JL— M %=&EHFE T, LLTDO
TYRERFTLTUL—MEERELET,

I oc get route -n open-cluster-management
LTORENRINGHZELHY XT,
I multicloud-console.apps.grchub2.dev08.red-chesterfield.com

°© O—AIKRAMDIPT KL R (127.0.0.1) ZEML X7,

o O—AIKRAMDIY MY — (localhost) ZEML F£7,

12511 GBAE AN T BRET 71 ILDHI

UTDFRET7 714 IB LV OpenSSL AT v |~“0)1§|J'C£1 OpenSSL %A L T TLSSIFAZE 2 £M T 2
FiEERLTWET, UTDesrenfiRE7 71 VAR LTIV, TD7 74 J)biE. OpenSSL
TOAEEMDERZRELZESL iﬁ'o

[req] # Main settings

default_bits = 2048 # Default key size in bits.

prompt = no # Disables prompting for certificate values so the configuration file values are
used.

default_md = sha256 # Specifies the digest algorithm.
req_extensions = req_ext # Specifies the configuration file section that includes any extensions.
distinguished_name = dn # Specifies the section that includes the distinguished name information.

[dn] # Distinguished name settings
C=US # Country

ST = North Carolina # State or province
L = Raleigh # Locality

O = Red Hat Open Shift  # Organization
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OU = Red Hat Advanced Container Management # Organizational unit
CN = management-ingress # Common name.

[ req_ext] # Extensions
subjectAltName = @alt_names # Subject alternative names

[ alt_names] # Subject alternative names

DNS.1 = management-ingress

DNS.2 = multicloud-console.apps.grchub2.dev08.red-chesterfield.com
DNS.3 = localhost

DNS.4 = 127.0.0.1

[v3_ ext] # x509v3 extensions

authorityKeyldentifier=keyid,issuer:always # Specifies the public key that corresponds to the private
key that is used to sign a certificate.

basicConstraints=CA:FALSE # Indicates whether the certificate is a CA certificate during

the certificate chain verification process.

#keyUsage=keyEncipherment,dataEncipherment # Defines the purpose of the key that is contained
in the certificate.

extendedKeyUsage=serverAuth # Defines the purposes for which the public key can be
used.
subjectAltName=@alt_names # |dentifies the subject alternative names for the identify

that is bound to the public key by the CA.
S B Ingress DIELWKRR MEAEMA L TSAN SRILAMFL DNS2 A MTHEFL T LI,

1.2.5.1.2. GEBAZE 4K D OpenSSL AY V K

LUF®D OpenSSL A > Nk, LEBDBREZ77MILEEHLETHERLT. RERTLSHREAEKRL F
_a—o

1. EREER (CA) RSATVEREEM L X7,
I openssl genrsa -out ca.key 4096
2. CAXF—%HALTHCSERD CAGIRAEZER L X T,

openssl req -x509 -new -nodes -key ca.key -subj "/C=US/ST=North
Carolina/L=Raleigh/O=Red Hat OpenShift" -days 400 -out ca.crt

3. GEBRED RSAMBREZLEM L 7,
I openssl genrsa -out ingress.key 4096
4. MEmEREER L CAEREBRER (CSR) ZEML T,
I openssl req -new -key ingress.key -out ingress.csr -config csr.cnf
5. CAREBRE. ¥F—8BL U CSRZERAL TERFHAMEIEZER LT T,

openssl x509 -req -in ingress.csr -CA ca.crt -CAkey ca.key -CAcreateserial -out ingress.crt -
sha256 -days 300 -extensions v3_ext -extfile csr.cnf

6. SIBAZEDARZERHANITT,
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I openssl x509 -noout -text -in ./ingress.crt

1.2.5.2. JREH D Ingress SFEAZ DB X # X
MBE®D Ingress sSERAZE A B XA 2I1C1E. UTOFIEEEITLET.

. SIRRZES LU EHE%FH L T byo-ingress-tls > —2 L v MR LET, UTFoax > R
EERITLET,

kubectl -n open-cluster-management create secret tls byo-ingress-tls-secret --cert
Jingress.crt --key ./ingress.key

2. =2 L v MHIEL L namespace ICIEFRISINTWS I &EAREEREL X,
I kubectl get secret -n open-cluster-management | grep byo-ingress | grep tls
3.UTOAYY FEXRTLT, CAEIREZETY— 7L vy b ZFRLE T,
I kubectl -n open-cluster-management create secret tls byo-ca-cert --cert ./ca.crt --key ./ca.key

4. B Ingress T 7OM XAV M ERELE T, 7704 AV NOAFIZIBELE Y, UTFDIT
FERITLET,

| grep management-ingress’

v
export MANAGEMENT _INGRESS="oc get deployment -0 custom-columns=:.metadata.name
oc edit deployment SMANAGEMENT_INGRESS -n open-cluster-management

e multicloud-ca-cert DX F7(%. byo-ca-cert ICEZX#Z XY,

e SMANAGEMENT_INGRESS-tls-secret DX =75lid. byo-ingress-tls-secret ICiE X# 2 &
ER

o FUAAM XAV N EREFELTCITA9—%TLEY, BE Ingress FEHFMICHEFH L
-a—o

5. B Ingress Pod B"BiREII N/ b, 75U H—DH 5 Red Hat Advanced Cluster Management

for Kubernetes AV —JLICBE L £ 9, IREDIEAEH. BE LLHBASICA>THY., ¢
RTOAVY =)V T7 722071 VBENZTOEFEHBZINTWE I EA2EALET,

1.2.5.3. & Ingress DT 7 # L NHEOELIAZDET

1. BE Ingress 7 704 X~ M &REE L £9 . multicloud-ca-cert DXF7!l&. byo-ca-cert ICiE
TWZFET, 7O XV MOAFERBELE T, UTFOIYY FEETLET,

export MANAGEMENT _INGRESS="oc get deployment -0 custom-columns=:.metadata.name
| grep management-ingress’

oc edit deployment SMANAGEMENT_INGRESS -n open-cluster-management

a. byo-ca-cert XF7%(Z. multicloud-ca-cert ICE XX F9,
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b. byo-ingress-tis-secret DX F%51(d., SMANAGEMENT_INGRESS-tIs-secret ICi& T#:1 2 X
ER

c. TOAM AV N ERELTCIT A9 —%2TLET, B Ingress (SBHNICHEREL £
_a—o

2. $RTD Pod ABEBINLS, 75 7H—55 Red Hat Advanced Cluster Management for
Kubernetes AV —JLICKEIL T, IREDIEMAES. BE LLARESICR>THEY., IXT
DAVY—=LTIEREOQTA VEBENETOFFHIFINTVWE I EZHALIT,

3 UTFTDITY REEITLTHBED Ingress ¥ —27 L w b & ingress CASERAZ % HIR L £ 9

oc delete secret -n open-cluster-management byo-ingress-tls-secret
oc delete secret -n open-cluster-management byo-ca-cert

Red Hat Advanced Cluster Management for Kubernates TR L TEIE$ 2 IBAZE DML, 5B
Bl ZBRLTCESIW, V5329 —0t*xa )T+ —REICET MG, EF21) 71— R=IC
RY. BEFRELTLEIW,
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ERE HNFUVRELVYRY

BEN, TSAR=KNIZIR, JUVFIZOR, BLUONATY Y RISTRTEHERANINET—2
A—FIKOWT, VY2 b7 =7V 0T, gFar7rIyozr7) vy, OEH. €52
T4 —. REERICET AR EL B LTHENDHY £9, Red Hat Advanced Cluster Management
for Kubernetes ANV &, BEIMMBOEF 1Y T4 —RY Y —%2BAT Z7-DDHRATRERR)
V=T L —LT—VERHELET,

2. ANF VYV RT—FF 0 F v —

Red Hat Advanced Cluster Management for Kubernetes /X F Y 254 7H A4 VI FRALTY SR
S—DEFa 74 —%BIELET, HREANTVRDSA THA4 7))L ERINAR)P— 70O
TR, BLUFIBIZEODWT, FROA VI =Tz —AR=IhotFal) T4 —BLVaAVT347
VREBEBLET, ANFTUVRT—FFTIF v —OUTORHESRLTLEIW,

¥ X

HUB CLUSTER MANAGED CLUSTER

Out-of-Box/ Custom
Policy Controllers

ANFUVRAT—FF 0 Fv—IlE, LTFOAVER—XY NTERINTWET,
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o HNFVRABIUVIRIF Y AR—KR)I—BLUVIFRI—DEREELVZV RAN

FTURBLICY RVDEMOBEERBLET,
p=-on

o RI—MNIRX—YRIVZRY—IEHEINDE, ERHINLR) D —ICIF
namespaceName.policyName & WD ZRIDMTIF 5N E T, Kubernetes (CIFF 7Tz b
ZOHEIRLHBD T, RS —DIEKEFIE., namespaceName.policyName O X ' 63
XFERMERDEIICLTLEIL,

o NTVUSRI—TR)Y—5BRRTDE. IXx—IYRISRY—TEEINLK) V%
MERINZIGEEHY T, /=& 2L, policy-dhaz-cert #HRERT D&, NTITRY—
MNOLLTDRY & —%£ (default.policy-dhaz-cert) AR RINBHZENHY X7,

RYY—R—ZOHNRF VAT UL—LT—7  HEBH) -3 VvREDI S RAY—ICEBEMITS
NEBHICEDVWT, IFEFIFER/IRX—VRISRI—~DOR) —FREL VT IOA AV
haHR—KLET, BRIEREFADOHIP. V3R —~DR)Y—O7 7041 HiE%aHRT
%IZi&. policy-collection )/ RY b — ZBRLTLKEI W, ARSLRYY—Y bO—
S—BLUVRYV—ELEEETEET,

RYy—aryro—S—HEELAHEICRHLTIR—Y KIS —LEDRYY—%1DE
@ L. ERD Kubernetes A RV MEERLET, ERIE. NTISRA5—IEBEINET,
AVARMN=IIZEEFNDRY) >—3Y bA—F—Id, Kubernetes :RXE. FLBAZE, LUV IAM
TY, hRILDR)Y—ay hO—5—HERXTEZT,

A—7>Y—R3X a2=F 1 —:RedHat Advanced Cluster Management /R 1) > —27 L — A
D= DEREME-/AI 1 =T —DEMEYR—ILIT., RUP—arbO-5—¢&


https://github.com/open-cluster-management/policy-collection

BEHNRNFVRABLTCYRY

H#— K/X\—F 4 —R1) ¥ —% open-cluster-management/policy-collection ) 7R M) —IC&
FMFJ. RedHat Advanced Cluster Management for Kubernetes & H#— K/X\—F 4 —DR Y
—DEEREEHFALET, FHE. [H—K—F1—RU>—arv bO—7—0DfH&E]
ZSRLTCESI W,

Red Hat Advanced Cluster Management for Kubernetes IR & —7 L — L7 — 27 DM, B & U Red
Hat Advanced Cluster Management for Kubernetes D H/N\N+ Y 2B LUVY RV ¥ v a2 R— RKDERHA
EICDOWTERBALEY,

o RIT—DIFE
e RYyv—ayvho—5—
o RU—H4v7F)L

o TXxalF4—RYI—DEE

22. 7R o —DIFE

Red Hat Advanced Cluster Management for Kubernetes E¥ 2 71 —RY > —J L —ALT7—V %fEH
LT, ARY LR D=y hO—F—BLVZOMORY) >—%ERLET, R —ERICIE,
Kubernetes CustomResourceDefinition (CRD) 1 Y A4 v A &FR L 9, CRD DML, [Extend
the Kubernetes APl with CustomResourceDefinitions] &8 L T X W,

% Red Hat Advanced Cluster Management for Kubernetes IR ) & —|Ci&, 12U EDF Y FL—hES
HZZENTEES, R Y—EBROFME. OR—VOUTO RYY—YAMLOEZ DLV > 3V
HESRLTCEI Y,

ZDORYY—IZE, R)P—RKRFa Xy NOBREDY SRS —%EHT 5 PlacementRule &, Red
Hat Advanced Cluster Management for Kubernetes IR ) ¥ — A EEEIL—ILIZ/NN1 >V KT 3
PlacementBinding "IV E T,

BT

e placementRule #{EfX L C. YXx—Y KIS R4 —IZRY > —%EAL. placementRule &
PlacementBinding Z /X1 > RT3 EAHY X7,

e NT US4 —Dnamespae (¥ 7 A4 — namespace #[R<) TR V—AERTEET, ¥
Z 2% — namespace TR ) ¥ —%{EKT 2355 ICI1E. Red Hat Advanced Cluster
Management for Kubernetes IC& W HIBRI N E T,

o BIUSATY MBIV TONA YT —E, BEFNRDI TV RIRIET, Kubernetes 7 5249 —T
RARNINTWET7—0O0—-RDY I NIV TIVOZT7)VY, ©£FaT7RIVI=ZTYY
J, BEHE. EF¥a) 71—, BEERICETIABI VY —TS14M XA zFa) 71 —BE%E
WELTWBIEABRELET, ANFTUYRBLIVEF2 Y T —HeEEFRAL T, Z2HEEH
T EDICABRLEREEREL, RELRELET,

2.21.7RY ¥ — YAML DR
RYS—DERBIC, BRBENRSA—I—T 14— L REEAESHIVEAHY ET, KYS—aY hO—

F—ICL2TIE, HOERED 71 —ILRBELMEEZEBINT Z2RELNHBHELNHY T, FIHRD/NS
A—H—T 4 =)L D YAML R IZ. UTFEZBEEL TLEIW,

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
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name:
annotations:
policy.open-cluster-management.io/standards:
policy.open-cluster-management.io/categories:
policy.open-cluster-management.io/controls:
spec:
policy-templates:
- objectDefinition:
apiVersion:
kind:
metadata:
name:
spec:
remediationAction:
disabled:

apiVersion: apps.open-cluster-management.io/v1
kind: PlacementBinding
metadata:

name:
placementRef:

name:

kind:

apiGroup:
subjects:
- name:

kind:

apiGroup:

apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name:
spec:
clusterConditions:
- type:
clusterLabels:
matchLabels:
cloud:

2.2.2. R~ — YAML OX

74— E B2L]

apiVersion WE, Z DfEld policy.open-cluster-
management.io/v1 IZEREL £ 9,

kind B, RV —D8H 14 THBET SICIE. Bx
Policy ICE2EL £,

metadata.name WE, RYY—1) Y —&HT 2L,
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74—J)E Bl
metadata.annotations FE, RUY—DRIEZHAASDEEEY NEEERT

3, —EDEF21UT1—RBROEBEICFERALE
T, F:AVY—ILDORYS— R=IT, RY
V—EHEDEESLVHTIT —ICEDVWTKRY
V—ERERTCTEET,

annotations.policy.open-cluster- RYY—HEET X)) 71 —1ZEDRAR, &
management.io/standards EZIE, T X)) DEIEERMIRAT (NIST:

National Institute of Standards and Technology) & &
U Payment Card Industry (PC) 72 EAH Y £,

annotations.policy.open-cluster- T¥aYFqs—arbOo—IAFTU—lE 12UL

management.io/categories DOIEEICBII2REERHRERLET, LA ¥
AT LB LCEROEAMHT T —ITIE. HIPAA
BLUPPCIEETHEEINTVWSRLIIC. BAF
BRREDT—HVEETONIDEENDHBEDLDH

YETS,
annotations.policy.open-cluster- FrvoIndtxal) 74 —HlEOELREL F:
management.io/controls Center of Internet Security (CIS) & & UEEBAE R 1

9_:y I\D_a_o

spec.policy-templates WhZB, 1D EDRY) O—%EHRL, ¥*—Y KIS
A —IERTZDICFERLEY.

spec.disabled WiB, ZODfEIEtrue £/zid false ICERE L &
¥, disabled "\SX—%—%@EATZE. R —
EREMICLEY, EMICLEYTEET,

spec.remediationAction =, RUVY—DEBEEZEELERT, NTA—4—
Df&ElL. enforce & inform T¥, BE LBEIC
I&. &% L 7= spec.remediationAction &
I&. policy-templates 2> a vHhHFRY o —
&% L /- remediationAction /X5 X —4% — & V)
BEINFET, L&
I£. spec.remediationAction DfEDQ V> 3 V%
enforce ICEXE T % &. policy-templates @
remediationAction (£3 ~ ¥ 1 4BFIC enforce I
BREINEFT, BE:RY ¥—ITL> T enforce
HEeEHR— kN LAWGELNHY £,

223.RYY—=HU TN T774)

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-role
annotations:
policy.open-cluster-management.io/standards: NIST SP 800-53
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policy.open-cluster-management.io/categories: AC Access Control
policy.open-cluster-management.io/controls: AC-3 Access Enforcement
spec:
remediationAction: inform
disabled: false
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-role-example
spec:
remediationAction: inform # the policy-template spec.remediationAction is overridden by the
preceding parameter value for spec.remediationAction.
severity: high
namespaceSelector:
exclude: ["kube-*"]
include: ["default"]
object-templates:
- complianceType: mustonlyhave # role definition should exact match
objectDefinition:
apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
name: sample-role
rules:
- apiGroups: ["extensions”, "apps"]
resources: ["deployments"]
verbs: ["get", "list", "watch", "delete","patch"]
apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding-policy-role
placementRef:
name: placement-policy-role
kind: PlacementRule
apiGroup: apps.open-cluster-management.io
subjects:
- name: policy-role
kind: Policy
apiGroup: policy.open-cluster-management.io
apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: placement-policy-role
spec:
clusterConditions:
- status: "True"
type: ManagedClusterConditionAvailable
clusterSelector:
matchExpressions:
- {key: environment, operator: In, values: ["dev']}

R)Y—DERBELVCEHFHIE, X274 —RK)Y—DEHE] 25RBLTKLEIV, F/, Red
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BEHNRNFVRABLTCYRY

Hat Advanced Cluster Management /R —2 Y hO—5—%#8FMILTEH L. R >—0av 73
ATVAERIETZIEHTEFY, TRYY—avbO—5—] 28BLTLKEIW, BDRY
Y—REYOIZDOVWTIE, TANFUYRBLTIRY ] 28RLTLLEIW,
23.RYv—arvhkO—5—

RYY—arbO—5—k IS5RAI—DRYI—ICERLTVWEIDLEIDNEERL, RELEFT, X
BEDOR)Y—F U TL— M EFERALTERNESREOR) >—aY NO—5—BLVRY > —%5EAL.
Red Hat Advanced Cluster Management for Kubernetes RY) & —J7 L —LT7—2 %= FBALET, RY

2 —23 Y hO—7—I& Kubernetes M CustomResourceDefinition (CRD) 41 ¥ 24 >~ X TY, CRD DFF

#ix. TExtend the Kubernetes APl with CustomResourceDefinitions] ZZBLTLKEI W, R —
JAvhkO—5—F, RYVY—EREBEL, VS5AY—DAT—IREHENITFT,

BERY)S—J L —LT7—AFRALT, ARYLRY—BLVPRY>—ay NO—5—A{ERT=
9, FME. THRYLRYS—ay bO—5—0DEM] #8BLTLEIL,

BEXER)Y—ary hO—5—7FE D enforce #EEHR—KNLTWET, RY>—ar bO—
Z—7"n" enforce #AEEHR— KN LAWRY O—%FETEBETIHELNHY FT,

Red Hat Advanced Cluster Management for Kubernetes DA TFDRY & —a Y hO—5—IZDWTI,
ROMEY VSR LTLEI,

® Kubernetesi & ERY—arv bO—5—
e EFFAE/RYY—OvbhO—F5—
e AMRYY—OavhhO—5—

RY—BEHOMDMEY ZIZDWTIE, TANFUVRELV) 7] Z5RBLTIEIWL,

2.3.1. Kubernetes s8R ) >—ar hO—>—

HERY)Y—ar bO—5—%FEAL T, Kubernetes ) YV —RAEFBEL. VS5RY—2FICtEx2)
FT4—R)—%5FRATEET,

BRERYY—av hO—7—I&. O—HID Kubernetes APl H—/N—¢BEL. V5 RY—IIH D%
ED—EAESLFT, CRD OFFfliE. [Extendthe Kubernetes API with
CustomResourceDefinitions] &ML T I W,

BERYY—AvbO—F—F A VAM—IBRIINT ISR —ITERIhET, BFER)Y—aV
hO—35—(d. enforce #EEE Y R—bL, UTFORYS—DAVTSA TV REERLET,

o XEY—FERKREORY) >—

® Namespace R ¥ —

o A A—JEEMHRY S —

® Podnginx R ¥ —

e PodDtEFal)T4—K)Y—
e O—JLIRY>—

® RoleBinding RY) & —
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../security/policy_controllers.xml#policy-controllers
../security/grc_intro.xml#governance-and-risk
https://kubernetes.io/docs/tasks/access-kubernetes-api/custom-resources/custom-resource-definitions/
../security/create_policy_ctrl.xml#creating-a-custom-policy-controller
../security/config_policy_ctrl.xml#kubernetes-configuration-policy-controller
../security/cert_policy_ctrl.xml#certificate-policy-controller
../security/iam_policy_ctrl.xml#iam-policy-controller
../security/grc_intro.xml#governance-and-risk
https://kubernetes.io/docs/tasks/access-kubernetes-api/custom-resources/custom-resource-definitions/
../security/memory_policy.xml#memory-usage-policy
../security/namespace_policy.xml#namespace-policy
../security/image_vuln_policy.xml#image-vulnerability-policy
../security/pod_nginx_policy.xml#pod-nginx-policy
../security/psp_policy.xml#pod-security-policy
../security/role_policy.xml#role-policy
../security/rolebinding_policy.xml#rolebinding-policy
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® SCC (Security Context Constraints) R 1) & —
e ETCDRES{LRY Y —

RERY > —O remediationAction 7' enforce ICEEEINTWBBAICIK., avhO—5—F4—
Ty NDIYR—Y RISRAY—THERER) > —EFERLET,

231LEBERYY—ay hO—5—0 YAML ¥

Name: configuration-policy-example
Namespace:
Labels:
APIVersion: policy.open-cluster-management.io/v1
Kind: ConfigPolicy
Metadata:
Finalizers:
finalizer.policy.open-cluster-management.io
Spec:
Conditions:
Ownership:
NamespaceSelector:
Exclude:
Include:
RemediationAction:
Status:
CompliancyDetails:
Configuration-Policy-Example:
Default:
Kube - Public:
Compliant: Compliant
Events:

2.3.12.5%ERY o —Df|

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigPolicy
metadata:
name: policy-config
spec:
namespaceSelector:
include: ["default"]
exclude: []
remediationAction: inform
severity: low
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: v1
kind: Pod
metadata:
name: nginx-pod
spec:
containers:
- image: nginx:1.7.9

26


../security/scc_policy.xml#security-context-constraints-policy
../security/etcd_encryption_policy.xml#etcd-encryption-policy

name: nginx

ports:

- containerPort: 80
2.3.13.8%8ERY >—®D YAML DX

RK2INSA—H—DFK

F2BEHNFVRABLTYRY

B4

Z4—IF
apiVersion
kind

metadata.name

spec

spec.namespaceSelector

spec.remediationAction

remediationAction.severity

remediationAction.complianceType

W, Z D&l policy.open-cluster-
management.io/v1 IZEREL £ 9,

WH, RUY—DYA4 THIBES BITIE, E%
ConfigPolicy ICE2E L £,

R, R —DHAH,

WiH, BERTIHRER) O—ERERY O —DELE
AEICEY B8

WE, RYY—OBEREDNT VS ZAI—RILH B
namespace, include /XS X—4—(Z, R —%
AT % namespace #RETHIDAHNLE

¥, exclude /X5 X —4—Tld, R I—%BRARH
ICEA L 72U namespace 21 §E L F 7,

WH, R Y—DBELZEELXT., inform & AH
LET.

WB, R)Y—HDAVTSA TV AEBERDGBEICE
KEEEBELET, NS A—9—fE
low. medium. Z7 It high%#ERL %7,

B, IRX—Y RIS R —ICFEMEISBERY

WMEBEDHBO—ILE L VMOD Kubernetes 7 7 = 2
NDFERINZEMWEA YR NTZEDIERINE

T, ULTOEFEEZ/NSXA—49—{EE LTHERYT 3

ERrHYET,

mustonlyhave: EH#REARIEEET 1 —IL K& H
AT M BEETIBRENHZEERLE
7,

musthave: ¥§ & X 117z object-template & & U &#1
EROATVz VM ERTDZIEERLES, T
YIL—bhDMDT 4 —ILRIE, AT MIE
ET2E00Y Ty hTTY,

mustnothave: t#kF =3I —ILICERAR L. B
ZEIEIESNIVER DA TV MNIGEETE
9. HIRT2HERNHDEERLET,
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NTYVSRAI—TRI) Y —%BRTHAEZHRBELET, FliE. TRUS—F 2TV ] 25RBLT
CEIW, RYY—ZFRLTHRITAXTDHEER. X274 —KR)>—DEE] Z25RL
TLREEIW,

Ay hO—S—0FMIE. TRYY—arvibOo—5— ] 2#28BLTLEILW,

232 SBAZEHAYL—av hO—5—

AEBAERY Y—a v hA—35—%, BERMEVGERAE. HE (6E) "RT T HHEE L. EEDON
H—UIC—HLBRVWDNS ENEFN TV SIIFAZOMREICHERATEET,

SEAER) —av bO—F—%2BELTHRITAXTBICE, v bO—F—RYS—DLUTD/N
SA—Y—ZEHLET,

® minimumDuration
® minimumCADuration
e maximumDuration
e maximumCADuration
e allowedSANPattern
e disallowedSANPattern
UTOYF)ADOWENRHIDZEICIE., RIVY—DNAVTSA TV RERICRZAREMELHY £,

o GEAAEN, IMPETHEESIN TVW2HEMURT I, RAPETHEESIN TV 2HEZEA
TRMT 256

e DNSENMEED/NNY —v E—HLABWGEE

SEEAERY Y—av bhO—F—F, ¥IXx—Y RISRY—ITEHRINES, 2Oy hO—F—I,
O—7AJLD Kubernetes APl H—/X—&BEL T, FEEAENEENZY—V Ly bP—EBZR#EBLT. O
VISATVAERDIRAELE TRTHEILET, CRD DEFEMIE. T[Extend the Kubernetes API with
CustomResourceDefinitions] &ML TLZI W,

FERAZERY) —ar bO—F—ITIE, enforce #EED Y R— M HHY FH A,

2321LBAERY) > —aY hO—5—0 YAML #&E
LUTOEREER) o —DfFAERT. YAMLROERABERLET,

apiVersion: policy.open-cluster-management.io/v1
kind: CertificatePolicy
metadata:
name: certificate-policy-example
namespace:
labels: category=system-and-information-integrity
spec:
namespaceSelector:
include: ["default"]
exclude: ["kube-*"]
remediationAction:
severity:
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../security/policy_sample_intro.xml#policy-samples
../security/manage_policy_overview.xml#manage-security-policies
../security/policy_controllers.xml#policy-controllers
https://kubernetes.io/docs/tasks/access-kubernetes-api/custom-resources/custom-resource-definitions/

F2BEHNFVRABLTYRY

minimumDuration:
minimumCADuration:
maximumDuration:
maximumCADuration:
allowedSANPattern:
disallowedSANPattern:

St

232118 RY>—aY bO—5—D YAML DX

%_I‘l

RK221IRFA—H—D3FK

74—J)E Bl
apiVersion WE, ZDfEld policy.open-cluster-

management.io/v1 IZEREL £ 9,

kind %, Z0DfE% CertificatePolicy IC3&%E L TRY
—DEFEEELET,

metadata.name W, R —%#HBlT 57O DHERF,.
netadata.namespace B, RYY—MERINBZIR—JRNITRE—

A D namespace.

metadata.labels &, FRAERY > —TIL. category=system-
and-information-integrity S NIV TR ¥ —% 5
LT, SEBAERY Y —2RL—XITV T —TE
52&£21ICLFET, FEAERY > — D category ¥ —
ICRIDEIEEINTWBIHEICIE. T DEIFEA
EarybhO—5—IC&YEEXINZET,

spec WiH, BERBLUEHRT BAHASE DL,
spec.namespaceSelector WhE, RYY—%2BRATEZIR—IYRISRY—D

namespace, Include & & U Exclude ®/X5 X —
Y —ExABDLFT, Fa

BHOMHER) O — %2R LTZORY) ¥ —%H
L=V RIS29—ICERAT RHEICIE. &R
1) > —® namespaceSelector (Z LB DIEAZ Y 4
TH2RE’HYET,

SEERRERY Y —3v hO—5—0D
namespaceSelector #* & ® namespace ICH—K
LAWSEICE, RYY—FERLTWD EHRE

nEd,
spec.remediationAction WH, RS —DEBEZEBELET, TD/NFTA—

Y —{EICiE inform 52 E L 9, SERAERY o —
dv bO—5—b»YR—MF 2D inform H#EED
HTY,
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74— K

spec.severity

spec.minimumDuration

spec.minimumCADuration

spec.maximumDuration

spec.maximumCADuration

spec.allowedSANPattern

spec.disallowedSANPattern

2.3.2.2.5EFBERY ¥ — DA

B4

FE, RVY—PAVTIA TV RAERDBEICE
KEZI—HF—ITBRMLET, XSA—9—1{&
low. medium. Z7 It high%#ERAL %7,

WiE, EDI/ENRWGE. 77 #J)L MEIE 100h
ICRYET, TDNNFA—4H—T, FEE,FOV T
SATVRAEREHRIND X TOR/NERE (BFRHE)
EIRELET, /XT XA —4% —{&lE Golang DHIEF R
AL ET., 55 Golang Parse Duration &8
LTLEIW,

R, EZ2EEL T, MOAEE FERSZETE
£ BYEARAIN B ATREME D H 2 BRFEAE %
BHELET., NSA—F—DEIEEINLTLRL
BEICIE. CASIEAZE DB MHARIE
minimumDuration TER L MEIC7Y 9, Fif
I& Golang Parse Duration #8HR L TL XV,

R, EEHEL T, EROHIRIAEZBA TEXR
INAPAEEZRELF T, /VF A —4% —I& Golang
OHEMXZFERL £, #F#Mld Golang Parse
Duration Z8BR LTI W,

=, E2%ELT. & LALHRBEZEA TE
MINEEGIAPRZER/FELE T, NI A—F—&
Golang DR ZFERA L £9 ., ML Golang
Parse Duration &8 L T 72X,

R, SAEBICERELELZESANIT Y MY —&—HT
ZENHDERKE, CONTA—S—%FAL
T. NY9—VEDNSHZRELEXT, FillE
Golang Regular Expression syntax #88R L T 72X
(A

2. FMAETERLAELSANI Y MY —&—BILT
IEWFRWERRKRIE, CONSA—49—%FAHL
T. N9—VEDNSHZRELEXT, FillE
Golang Regular Expression syntax #88R L T 72X
(A

FSEAER) —ay hO—F—DNTIZ RS —IERI N &, ERR)O—DNIR—I KIS
S—IFERINET, YR—YRISRI—DIARER) V—E UTFDT7 74 ILDEDITHRYFT,

apiVersion: policy.open-cluster-management.io/v1

kind: CertificatePolicy

30
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https://golang.org/pkg/regexp/syntax/
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BEHNRNFVRABLTCYRY

metadata:
name: certificate-policy-1
namespace: kube-system
label:
category: "System-Integrity
spec:
namespaceSelector:
include: ["default", "kube-*"]
exclude: ["kube-system"]
remediationAction: inform
minimumDuration: 100h
minimumCADuration: 200h
maximumDuration: 2161h
maximumCADuration: 43920h
allowedSANPattern: "[[:alpha:]]"
disallowedSANPattern: "[\\*]"

EERRZERY O — OB AEDOFMIE TEAERY —DEE] 28RBLTLLKEIW, o MEY ZICD
WTik, TRYY—arvhro—5—] #8BLTLLIEIW,

233.AMRY ¥ —aY hO—F—

IAM (ID and Access Management) R ¥—J Y NO—Z5—%FHAL T, AV T4 7V RAERD IAM
RYY—ICEAT2EMEZETEET, IAMARYY—TRELL/NRSX=9—2EIL, AV TSA4TV
AFTvINTOhbhET,

AMAR) > —ar bO—5—& VR —HATHFIINTWBE IR —EBEOHICETZIV
SATVAREFzv I LET, IAMARY Y —ar bO—F—IF. O—HILD Kubernetes AP| —/3—
EBELZET, M. TExtend the Kubernetes APl with CustomResourceDefinitions | #ZB8 L T <
7230,

IAMARY =3y NO—5—@FYRX—Y RIS RAY—TETINZET,

2.3.3.1. 1AM R & — YAML DR
LTFDOIAMRY >—DfHlE=R T, YAMLERD/INS A —49—%MRLET,

apiVersion: policy.open-cluster-management.io/v1
kind: lamPolicy
metadata:
name:
spec:
severity:
namespaceSelector:
include:
exclude:
remediationAction:
maxClusterRoleBindingUsers:

2.3.3.2.IAMR!) ¥ — YAML Oz
UTDIRSA—4 —KRTHIBAERERL TEIL,

F23NFA—H—D3k
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https://kubernetes.io/docs/tasks/access-kubernetes-api/custom-resources/custom-resource-definitions/
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74—J)E Bl
apiVersion WhE, Z DfEld policy.open-cluster-

management.io/v1 IZEREL £ 9,

kind WE, RV —DH 14 THBET SICIE. B
Policy ICE2EL £,

metadata.name WE, RY>—1) Y —R%EHT 5LHI,
spec WEH, RO —OFREFMZEBMLET,
spec.namespaceSelector WE, RYY—OBEREDNT VS ZAI—RILH B

namespace, include /XS X—4—(Z, R —%
AT % namespace #RETHIDANLE

¥, exclude /X5 X —4—Tld, R I—%BRARH
@A L7 namespace 21 8E L £ 9, Fad: R Y
=2y A—5—DF TV NFVTL—KT
EE I N D namespace (&, BIRD/NZ X —& —fED
namespace # FZX L 7,

spec.remediationAction WEH, RYY—DEBEZIEELET, inform & AR
L¥9d,
spec.maxClusterRoleBindingUsers B, RYY—NERLTWEEARINDETIC

FF A AEZR IAM rolebinding D& AEH,

2.3.3.3.IAM R ¥ — Dl

apiVersion: policy.open-cluster-management.io/v1
kind: lamPolicy # limit clusteradminrole and report violation
metadata:
name: {{name}}-example
spec:
severity: medium
namespaceSelector:
include: ["*"]
exclude: ["kube-*", "openshift-*"]
remediationAction: inform # will be overridden by remediationAction in parent policy
maxClusterRoleBindingUsers: 5

IAM R o —DEBHEDFEMIZ. TIAMKRY Y—DEIE] 2Z8BLTLEIV, D MEY ZI2DW
Tk, TRY>Y—avhkO—5—] 28RBLTLEIL,

234.H—RNR—F4—RY>—ar b O—5—DHKE

HYB—RNR—F 4 —RY—AHFEALTR) Y —F VT —MNRICARI LT ) FT—avaEERL. 3
VITSATUREE, FlHATITY—, FlE1OUEEEELET,

policy-collection/community ™S H— RK/R—F 1 —RY L —%FRATHIEETETET,
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../security/create_iam_policy.xml#creating-an-iam-policy
../security/policy_controllers.xml#policy-controllers
https://github.com/open-cluster-management/policy-collection/tree/master/community

BEHNRNFVRABLTCYRY

UFOHY—RNR=F 4 =R —%ATDHEEHALET,

® gatekeeper HIMIB L VHIWT Y TL — N DIREE

235. ARSALARYS—ay hO—5—DERK

AR LRY—ay bAO—Z—DEM. BH. Xrx. BLUOCEHICOWTCEHALE T, R >—aV
NO—S—hUS529—ICFFO4TDYAML 7 74 LAEERTEE T, UWFOEI>ava8BL
T. RYyvy—arvro—>—4%FEKLET,

2351LKR)Y—ay hO—5—DER

multicloud-operators-policy-controller Y /R ) —|CHZRY =2 bO—5—T L —LT—7/
EEALEFYT, RVY—arbhO0—F—%EMT 210 LTOFIEEZZETLET,

1. LFD O~ > K%%E4T L T multicloud-operators-policy-controller ') R MY —D o/ O0—> %
ER L EY,

I git clone git@github.com:open-cluster-management/multicloud-operators-policy-controller.git

2. RYY—RF—VEHLEZEFLCOAMOA—F—RY) =B HRITAALET, R P—IF
RDEDBARBICRYET,

metadata:
name: samplepolicies.policies.open-cluster-management.io
spec:
group: policy.open-cluster-management.io
names:
kind: SamplePolicy
listKind: SamplePolicyList
plural: samplepolicies
singular: samplepolicy

3. SamplePolicy DA% ERT D LOICAR) Y>—ay bO—5—%2FHLET, UTFoax>y
FERITLET,

for file in $(find . -name "*.go" -type f); do sed -i "" "s/SamplePolicy/g" $file; done
for file in $(find . -name "*.go" -type f); do sed -i "" "s/samplepolicy-controller/samplepolicy-
controller/g" $file; done

4. LTFOFRZERGTLTOR)y—aryba—5—%2FaV/31)ILL, ZFTLIET,
a. VR4 —=lcavM4 L%,
b. A—H¥—7A4A2V%EERL., JIFAT7VMDEEZV ) v I LET,
c. REBWAEIATY RSAICAE—F7 Y RR—ZX ML, Enter 2L Z T,
d UF0aAY Y REERFTLTRYY—CRDZ#EAL, Ay hO—>—%EELFT,
export GO111MODULE=0n
kubectl apply -f deploy/crds/policy.open-cluster-management.io_samplepolicies_crd.yaml|

operator-sdk run --local --verbose
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Red Hat Advanced Cluster Management for Kubernetes 21t%a V) 51 —

34

AVMA—F—DNRTLTVE I 2RI UTOHANKRTINDIZENHY TT,

{"level”"info”,"ts”:1578503280.511274,”logger”:"controller-
runtime.manager”,”"msg”:"starting metrics server”,”path”:”/metrics”}
{“level”"info0”,"ts”:1578503281.215883,”logger”:"controller-
runtime.controller”,”"msg”:"Starting Controller”,”controller’:”samplepolicy-controller”}
{“level”"info0”,"ts”:1578503281.3203468,”logger”:"controller-
runtime.controller”,”"msg”:"Starting workers”,”controller”:”samplepolicy-controller”,”worker
count”:1}

Waiting for policies to be available for processing...

e. RYY—%EmL, 2 bhA—F—DNR)—ZBBL. ZORI>—%ISRAY—ITHE
HLTWBZE%#HALET, UTOaATY Y RKZEITLET,

I kubectl apply -f deploy/crds/policy.open-cluster-management.io_samplepolicies_crd.yaml|

RYY—DERAINDE, ARSLAYMO—F—ICE>TRY Y —DEHRIN, REX
NBZEETTAYE-—IDRTFINEY, AvE-—VRRDEIIBARICLAYET,

{"level™"info","ts":1578503685.643426,"logger":"controller_samplepolicy","msg":"Reconciling
SamplePolicy","Request.Namespace":"default","Request.Name":"example-samplepolicy"}
{"level™"info","ts":1578503685.855259,"logger":"controller_samplepolicy","msg":"Reconciling
SamplePolicy","Request.Namespace":"default","Request.Name":"example-samplepolicy"}
Available policies in namespaces:

namespace = kube-public; policy = example-samplepolicy

namespace = default; policy = example-samplepolicy

namespace = kube-node-lease; policy = example-samplepolicy

5 UTFOOAYY REETLT, status 74—V RTAVTSA TV ADFMAHRRE L 7
I kubectl describe SamplePolicy example-samplepolicy -n default
HARRDE D ABICEY T,

status:
compliancyDetails:
example-samplepolicy:
cluster-wide:
- 5 violations detected in namespace cluster-wide", there are 0 users violations
and 5 groups violations
default:
- 0 violations detected in namespace "default’, there are 0 users violations
and 0 groups violations
kube-node-lease:
- 0 violations detected in namespace "kube-node-lease’, there are 0 users violations
and 0 groups violations
kube-public:
- 1 violations detected in namespace "kube-public’, there are 0 users violations
and 1 groups violations
compliant: NonCompliant

6. RVY—I—IBLIVPRY—OYY I%ZEELT, RYP—aY bO-F—DOHBIL—IL%&
EERLET. UTFTOFIRZEITLET,
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a. SamplePolicySpec #F#H L T. YAML 7 71 JLICEFR 71 —IL R ZBIMLE T, I
RDEDBRABICRY T,

spec:
description: SamplePolicySpec defines the desired state of SamplePolicy
properties:
labelSelector:
additionalProperties:
type: string
type: object
maxClusterRoleBindingGroups:
type: integer
maxClusterRoleBindingUsers:
type: integer
maxRoleBindingGroupsPerNamespace:
type: integer
maxRoleBindingUsersPerNamespace:
type: integer

b. L W7 14 —JL R%&#D samplepolicy_controller.go T, SamplePolicySpec #i& % B# L
7,

c. samplepolicy_controller.go 7 7 1 JL® PeriodicallyExecSamplePolicies B#i%. R
Y—aAvhO—Z—%EFT5HLLVAT Y ITERLE
9, PeriodicallyExecSamplePolicies 7 4 —JL KDAIICDWTIX, open-cluster-
management/multicloud-operators-policy-controller # &8 L T 72X W,

d R)y—aryhbO—5—%FI3V/ ML, EFLEY, RUY—arrO—-5—0D1F
Bl ZZRLTILEIW,

RY)Y—arv b O——n#gElL 7,

2352. 0 O0—5—DYISRY—~DOFT70OA

AR LR)Y—aAy bNA—5—% 955 —IF77A4 L, R)>—aAy  NO—5—EANF VRS
SFOYRIF Y 12 R—REHELET., UTOFIEEZERITLET,

1.

2.

3.

4.

RDAR Y REERIFLT, R =AYV bMO—F—A X—=V%EIRLET,
I operator-sdk build <username>/multicloud-operators-policy-controller:latest

LTFDAT Y RERITLT, A A=VERBRLAEVRIN)—=IZTy>a LET, &2
LTFOaOv Y REEFTLTA XA —T% DockerHub Iy a2 LET,

docker login

docker push <username>/multicloud-operators-policy-controller

kubectl %=, Red Hat Advanced Cluster Management for Kubernetes &4 357 5249 —%
SRIBLDIEELET,

Operator Y= 7 T A REBXMMA T, ENMN VA A=Y ZEFRAL, RYY—%EHRTIL

S 1T namespace =B # L £ 9, namespace (&7 5 X% —®D namespace THHULENHY F
To Y27 T AMIRDE D BHRBICRY T,
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https://github.com/open-cluster-management/multicloud-operators-policy-controller/blob/master/pkg/controller/samplepolicy/samplepolicy_controller.go#L208
../security/create_policy_ctrl.xml#writing-a-policy-controller
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sed -i " 's|open-cluster-management/multicloud-operators-policy-controller|ycao/multicloud-
operators-policy-controller|g' deploy/operator.yaml
sed -i " 's|value: default|value: <namespace>|g' deploy/operator.yaml

5. UFOOYY REEFTLTRBACO—IILAEEHRLF T,

sed -i " 's|samplepolicies|testpolicies|g’ deploy/cluster_role.yaml
sed -i " 'slnamespace: defaultjnamespace: <namespace>|g'
deploy/cluster_role_binding.yaml

6. R)Y—avbA—-5—%03R5—-ICTT7AMLET,
a. LTFDOITY RZEITLT, I5RI—DY—ERTHAD Y M 2B ELET,
I kubectl apply -f deploy/service_account.yaml -n <namespace>
b. JRDAY > K%ZEFTL T, Operator D RBAC %% E L £ 7,
kubectl apply -f deploy/role.yaml -n <namespace>
kubectl apply -f deploy/role_binding.yaml -n <namespace>
c. PolicyController ® RBAC Z8&E L EXd, UTDAYY RZETLET,

kubectl apply -f deploy/cluster_role.yaml
kubectl apply -f deploy/cluster_role_binding.yaml

d. LTFD a7 Y KA%E$T L T CustomResourceDefinition (CRD) %% E L £ 9,

kubectl apply -f deploy/crds/policies.open-cluster-
management.io_samplepolicies_crd.yaml|

e. LTFMIO< Y K%A%E4T L T multicloud-operator-policy-controller =7 7041 L £ 9,
I kubectl apply -f deploy/operator.yaml -n <namespace>

L UTOAYY FEFRTLT AV hO—F—DHELTWS I E2ERLET,
I kubectl get pod -n <namespace>

7. 3 bO—>—HE41 9 % policy-template Z/EX L TR >—ar hO—5—%HFEET 2
ENHYET, FlE. 2V —UbhoDI525—tFa) 74 —KR)>—DFER] &5
BLTCESIWY,

23521 Ay bhaO—S>—F7 a4 A NDRY—Y VT
RY>o—arbhO—5—F704 ALY FTIRHEIBRI Y R— M IR TWEHA, TTASMA Y NERYT —
DU LT, TTAAAY MDBERAIND Pod 5 BHTEHIENTEET, UTOFIEEERTLZE
_a—o

L=y bDIYR—=Y RIS —ICO14 >V LET,

2. ARA LR >—aAy  O—5—OF 7O AV MIBELET,
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F2EHNRFIRBELTYRY
3. F/AAXYNTRY—=Y VT LET, T7AAMX Y M EEOPod ICAT—Y) VT T 354,
RY)>—arbO—IOF7OA4 XY MIEMICRYET,
F704 AV bDFEMIZ. TOpenShift Container Platform 7 704 X > b ] BB LTLEIW,
RY)>o—aArhA—5—DVSRY—ICF A4 I, VSR —ICEEIhTWE T, BEROKRY
v—aArvhO—5—%FKRFLET, FMIE [RUv—arhrbo—5—] 28R LTLEIV,
24.R) =% T

Red Hat Advanced Cluster Management for Kubernetes TR 1) & —DEKRS L OEERFIC. NTI TR
H—TODIL—Ib, 20tR, HEOEEAEZHATIRY O —FzERLET,

Note: RY > — YAML ICBEEDRY O —%2QE—TF Y RR=ZMLET, R"TAXA—F—T 1 —JL RDIE
. BIFEORY S —ZYNIT 2 EBEMICANINE T, REREEET, R)—YAML 771 ILDOR
BEMBTIET,
UTFOR) =3 TNEaSRL, BREORY >—OEAAEEHRELE T,

® Kubernetess&ERY ¥—a> bO—Z—0DHA|

o A A—VHEEEHRY > —DfFl

o XE—FHAKRRY—DFI

® Namespace R ) & — D4l

e Pod nginx & ) & — Dl

o PodtFalF1—KYI—0Dfl

e O—JLIRY>—DHI

® RoleBinding K1) ¥ — D4l

® SCC (Security context constraints) R 1) & — D4l

o SEEAERY ¥ —Dfl

e IAMRY > —Dfl

® gatekeeper R ¥ —Dfl

e ETCDEES{LRY & —Dfl

DO NEY ZICDWTIE, TANFYZBLVY RV ] 2BRBLTLEIWL,

241 X ) —FERAKRORY o —

Kubernetes SR ERY ¥—aAr hA—5—IF, XEY—FRRRIRY—DRAT—9REERLET,
AEY—FARRR)—2FALT. XE)—BLUPaAVE2a—MNOFEREEHIRELIEHRHL Z
¥, ML, Kubernetes K& a2 X~ b @ LimitRanges #8RBL T X W, UTFDOEI>arT
& XEY)—FERRREARY) O —DOBRICOWTERBALET,

2410 A ) —FAKRRY > — YAML OERK
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https://docs.openshift.com/container-platform/4.5/applications/deployments/what-deployments-are.html#deployments-kube-deployments_what-deployments-are
../policy_controllers.xml#policy-controllers
../security/config_policy_ctrl.xml#kubernetes-configuration-policy-controller
../security/image_vuln_policy.xml#image-vulnerability-policy-sample
../security/memory_policy.xml#memory-usage-policy-sample
../security/namespace_policy.xml#namespace-policy-sample
../security/pod_nginx_policy.xml#pod-nginx-policy-sample
../security/psp_policy.xml#pod-security-policy-sample
../security/role_policy.xml#role-policy-sample
../security/rolebinding_policy.xml#rolebinding-policy-sample
../security/scc_policy.xml#security-context-constraints-policy
../security/cert_policy_ctrl.xml#certificate-policy-sample
../security/iam_policy_ctrl.xml#iam-policy-controller
../security/gatekeeper_policy.xml#gatekeeper-policy
../security/etcd_encryption_policy.xml#etcd-encryption-policy-sample
../security/grc_intro.xml#governance-and-risk
https://kubernetes.io/docs/concepts/policy/limit-range/
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AEY—FHARRERY) >—iF. UTFTOYAML 774D LD ICRRY T,

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-limitrange
namespace:
spec:
complianceType:
remediationAction:
namespaces:
exclude:
include:
object-templates:
- complianceType:
objectDefinition:
apiVersion:
kind:
metadata:
name:
spec:
limits:
- default:
memory:
defaultRequest:
memory:

type:

2412 AEY —FEHRAKRREDORY >—DFK

74—J)E B
apiVersion WA, Z DfEld policy.open-cluster-

management.io/v1 IZEREL £ 9,

kind WR, R)Y—DIM THEETBICIE, EZ
Policy ICE2EL £,

metadata.name Wi, RY>—1) Y —2%EHHT 2 L5,

metadata.namespaces =,

spec.namespace WE, RYY—OBEREDNT VS A —RILH B

namespace, include iZiE. R —%@EHT 3
namespace D/XZ A —4 —fE%Z AN L £

¥, exclude /X5 X —4—Tld, R I—%BRARH
ICEA L7 namespace 21 8E L £ 9, Fad: R Y
=2y A—5—DF TV NFVTL—KT
EE I N B namespace I&. WIHT BFHAR) > —D
namespace # FZX L 7,
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74— K

remediationAction

disabled

spec.complianceType

spec.object-template

F2BEHNFVRABLTYRY

B4

1%%‘\0 ’_.ﬁ U 9_®{|§IE%$EE lJ ij—o /\05 )( _g_
D&, enforce & inform ©¢, EE: K > —IC
£ o TlE, enforce ez HR— K LAWVWZEDLHY
£,

W, ZDfElEtrue /-2 false ICBEL
9, disabled /XS X —4%—%FHET 2, R P—
EEWMICLEY, EWMICLEZYTEET,

B, {1 "musthave" ICEEELF T,

FE, xX—Y RKISRY—%FlT HH. ¥x—
JROSRY—ILERATINEDH BHMD
Kubernetes # 7Y x4 h & —EBXRRT B7-OITFEA

LET,

2413. XY —FRKRERY > —DHFl

3=
BRERY—ICDWVWTIE,

(AN

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-limitrange
namespace: mcm
spec:
complianceType: musthave
remediationAction: inform
namespaces:
exclude: ["kube-*"]
include: ["default"]
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: v1
kind: LimitRange # limit memory usage
metadata:
name: mem-limit-range
spec:
limits:
- default:
memory: 512Mi
defaultRequest:
memory: 256Mi
type: Container

[ X)) —FERRRERY—DEE | Z28RLTKCEIW, I bA—F—2ERT 240

[ Kubernetes 3¢ER) >—av hO—5— ] OR—V % LTLKES


../security/create_memory_policy.xml#managing-memory-usage-policies
../security/config_policy_ctrl.xml#kubernetes-configuration-policy-controller
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2.4.2. Namespace R !) ¥ —

Kubernetes 8% R ~—3 > hA—3—IE, namespace R ¥ —DRAT—F R %E=EHLET,
Namespace R') & —%#EMA L. namespace DREDI—IZEHZLFT, UTDOEI 2 3V TiE
namespace R ¥ —DERRICDWTEHRAL X T,

2.4.2.1. Namespace R ) & — YAML DK

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-namespace-1
namespace:
spec:
complianceType:
remediationAction:
namespaces:
exclude:
include:
object-templates:
- complianceType:
objectDefinition:
kind:
apiVersion:
metadata:
name:

2.4.2.2. Namespace R ') & — YAML D%k

Z4—J)EK B

apiVersion WhE, Z DfEld policy.open-cluster-
management.io/v1 IZEREL £ 9,

kind B, RV —D8H 4 THBET SICIE. B%x
Policy ICE2EL £,

metadata.name WB, RY>—1) Y —2%HHT 2 L5,
metadata.namespaces =
spec.namespace WiB, R —DBERAEDNT ISR —RILH B

namespace, include (ZiE. R —%@FHT 3
namespace D/XZ A —4 —fE%= AN L £

¥, exclude /XS X —4—Tld, R I—%BRARH
@A L7V namespace 21 8E L9, Fad: R Y
=2y A—5—DF TV MFVTL—KT
BE I N 5 namespace &, HIGTHHRY >—D
namespace # FZX L 7,
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Z4—J)EK sBA
remediationAction FE, RUY—DEBEZIBELET, /NTA—4—

DfélE. enforce & inform T3, EE: R P —IC
£ o TlE, enforce ez HR— K LAWVWZEDLHY
Y.

disabled W, ZOfElEtrue F/-ixfalse ICHEL ZF
9, disabled /XS X —4%—%FHET 2, R P—
EEWMICLEY, EWMICLAEZYTEET,

spec.complianceType W, {ElE "musthave” ICEREL £7,
spec.object-template FR, YX—Y RIS —%FHlT 2D, ¥ FR—

JROSRY—ILERATINEDH BHMD
Kubernetes # 7Y x4 b & —EBXRRT B7-OICFEA
LET,

2.4.2.3. Namespace R ) & — D4l

Namespace R ¥ —IELLTFD YAML 7 7 1 )LD LD IZRY 9,

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-namespace-1
namespace: open-cluster-management
spec:
complianceType: musthave
remediationAction: inform
namespaces:
exclude: ["kube-*"]
include: ["default"]
object-templates:
- complianceType: musthave
objectDefinition:
kind: Namespace # must have namespace ‘prod’
apiVersion: v1
metadata:
name: prod

Namespace R > —%EB L X9, #FMlE. [namespace R) > —DEE | 2SR LTI,
DR ERY) > —DFFMIE. [KubernetesFERY >—av bO—5—] 28R LTLEIL,
243. 4 A —VHETHERY > —

AA=VHEEEMHR) >—2@EAL., IV TF—tF21)FT1—Operator ZFIBLTAVYTF—A X —

JILESEUELRHEINE I ERBLET, CORYV—IE, AV TFF—EFa ) F 1 — Operator B4
VARMN=ILINTWVWARWGEICIK., CThAEIYRX—V RISRY—IA VAN =ILLET,
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../security/config_policy_ctrl.xml#kubernetes-configuration-policy-controller
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A X=ViEssERY) > —I&, KubernetesggEARY —3> NOA—ZF—DFzv IV LXT, %2l
7 4 — Operator OFHMIE. Quay Y RY M) — @ aAvFF—tFa) 71— Operator 8 L TK
IV,

RS A A —URESEMRY O —&, IR YA M —ILHRIEKEL ZHA.

243114 A —VHEHEHERY > —D YAML {5

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-imagemanifestvulnpolicy
namespace: default
annotations:
policy.open-cluster-management.io/standards: NIST-CSF
policy.open-cluster-management.io/categories: DE.CM Security Continuous Monitoring
policy.open-cluster-management.io/controls: DE.CM-8 Vulnerability Scans
spec:
remediationAction:
disabled:
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name:
spec:
remediationAction:
severity: high
object-templates:
- complianceType:
objectDefinition:
apiVersion: operators.coreos.com/vialphail
kind: Subscription
metadata:
name: container-security-operator
namespace:
spec:
channel:
installPlanApproval:
name:
source:
sourceNamespace:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name:
spec:
remediationAction:
severity:
namespaceSelector:
exclude:
include:
object-templates:
- complianceType:

42


https://github.com/quay/container-security-operator

F2BEHNFVRABLTYRY

objectDefinition:
apiVersion: secscan.quay.redhat.com/vialpha1l
kind: ImageManifestVuln # checking for a kind

apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:

name: binding-policy-imagemanifestvulnpolicy

namespace: default
placementRef:

name:

kind:

apiGroup:
subjects:
- name:

kind:

apiGroup:
apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:

name: placement-policy-imagemanifestvulnpolicy

namespace: default
spec:

clusterConditions:

- status:

type:
clusterSelector:
matchExpressions:
[1 # selects all clusters if not specified

2432 1 X —HEEEMHERY ¥ — YAML DX

Z4—IVEF A

apiVersion WA, Z DfEld policy.open-cluster-
management.io/v1 IZEREL 9,

kind WE, RV —D8H 4 THBET SICIE. B
Policy ICE2EL £,

metadata.name WE, RYS—1) Y —&HNT 2 L8,
metadata.namespaces TFE,
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74—JLE Bl
spec.namespace WE, RYY—OBEREDNT VS ZAI—RNIZH B

namespace, include iZi&. R —%@EHT 3
namespace D/XZ A —4 —fE%= AN L £

¥, exclude /X5 X —4—Tld, R I—%BRARH
@A L7 namespace 21 8E L £ 9, Fad: R Y
=2y A—5—DF TV NFVTL—KT
EE I B namespace I&. WIHT 2R > —D
namespace &# FZX L 7,

remediationAction FE, RUY—DEBEZIBELET, /NTA—4—
D&z, enforce & inform ©¢, EE: K > —IC
£ o TlE, enforce ez tR— K LAWVWGZEDLHY
9,

disabled W, ZOfElEtrue F/-idfalse ICHEL ZF
9, disabled /XS X —4%—%FHET 2, R P—
EEWMICLEY, EWMICLAEZYTEET,

spec.complianceType W, {ElE "musthave” ICEREL £7,
spec.object-template R, YX—Y RIS —%FHlT 2H. ¥ F—

JROSRY—ILERAYTINEDH BHMD
Kubernetes # 7Y x4 M & —EBXRRT B7-OICFEA
LET,

2433. 1 A—=CVHEHEMHERY & —0f|

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-imagemanifestvulnpolicy
namespace: default
annotations:
policy.open-cluster-management.io/standards: NIST-CSF
policy.open-cluster-management.io/categories: DE.CM Security Continuous Monitoring
policy.open-cluster-management.io/controls: DE.CM-8 Vulnerability Scans
spec:
remediationAction: inform
disabled: false
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-imagemanifestvulnpolicy-example-sub
spec:
remediationAction: inform # will be overridden by remediationAction in parent policy
severity: high
object-templates:
- complianceType: musthave
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objectDefinition:
apiVersion: operators.coreos.com/vialphail
kind: Subscription
metadata:
name: container-security-operator
namespace: openshift-operators
spec:
channel: quay-v3.3
installPlanApproval: Automatic
name: container-security-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-imagemanifestvulnpolicy-example-imv
spec:
remediationAction: inform # will be overridden by remediationAction in parent policy
severity: high
namespaceSelector:
exclude: ["kube-*"]
include: ["*"]
object-templates:
- complianceType: mustnothave # mustnothave any ImageManifestVuln object
objectDefinition:
apiVersion: secscan.quay.redhat.com/vialpha1l
kind: ImageManifestVuln # checking for a kind
apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding-policy-imagemanifestvulnpolicy
namespace: default
placementRef:
name: placement-policy-imagemanifestvulnpolicy
kind: PlacementRule
apiGroup: apps.open-cluster-management.io
subjects:
- name: policy-imagemanifestvulnpolicy
kind: Policy
apiGroup: policy.open-cluster-management.io
apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: placement-policy-imagemanifestvulnpolicy
namespace: default
spec:
clusterConditions:
- status: "True"
type: ManagedClusterConditionAvailable
clusterSelector:
matchExpressions:
[1 # selects all clusters if not specified
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ML, TAA—VHSEER)D—DERE | #28RLTCEIWN, REIAY MO—5—ICL > TER
INBZOMDEBEERY —IZDWTIE, [ KubernetesZBERY >—av hO—5— ] #8BLTL
IV,

2.4.4.Pod nginx R 1) & —

Kubernetes 5% B R —> hO—5—Id, Podnginx R ¥—DRT—H R%EZEHLET, Pod R
Y—%@EAL, Pod DIV FTF—IL—IL%EEHZLET, NginxPod l&, 75 RY—HICFELTWS i
ENHY ET,

2.4.4.1. Pod nginx R ') ¥ — YAML #HX

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-pod
namespace:
spec:
complianceType:
remediationAction:
namespaces:
exclude:
include:
object-templates:
- complianceType:
objectDefinition:
apiVersion:
kind: Pod # nginx pod must exist
metadata:
name:
spec:
containers:
- image:
name:
ports:
- containerPort:

2.4.4.2.Pod nginx R ) ¥ —®Dx

74—J)E Bl
apiVersion WE, Z DfEld policy.open-cluster-

management.io/v1 IZEREL £,

kind WE, RV —D8H 14 THBET SICIE. B
Policy ICE2EL X7,

metadata.name WE, RYS—1) Y —&HNT 2 L8,
metadata.namespaces TFE,
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../security/config_policy_ctrl.xml#kubernetes-configuration-policy-controller

F2BEHNFVRABLTYRY

74—JLE Bl
spec.namespace B, RYY—OBEREDNT VS ZAI—RICH B

namespace, include (i, R —%FHT 3
namespace D/XZ A —4 —fE%Z= AN L £

¥, exclude /XS X —4—Tl&, R I—%BRARH
@A L7 namespace 21 8E L £ 9, Fad: RY
=2y A—5—DF TV NFVTL—KT
8E I N5 namespace I&. WIHT BFHR) > —D
namespace # FZX L 7,

remediationAction FE, RUY—DEBEZIBELEYT, /NTA—4—
D&z, enforce & inform ©¥, EE: K > —IC
£ o TlE, enforce ez R— K LAWVWZEDLHY
£9,

disabled WA, ZOfElEtrue F/-idfalse ICHEL ZF
9, disabled XS X —4%—%{FHEI5&, R —
EEMICLEY, EWMICLAEZYTEET,

spec.complianceType W, {ElE "musthave” ICEREL £7,
spec.object-template FR, YX—Y RIVSRY—%FHlT 2D, ¥ Fx—

JROSRY—IERTEIVEDHBMD
Kubernetes # 7Yz M & —EBXRRT B7-OICFEA
LET,

2.4.4.3. Pod nginx R 1) & — D4l

Podnginx R o —i&, UTFDYAML 7 714 ILDELDICRY £,

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-pod
namespace: open-cluster-management
spec:
complianceType: musthave
remediationAction: inform
namespaces:
exclude: ["kube-*"]
include: ["default"]
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: v1
kind: Pod # nginx pod must exist
metadata:
name: nginx-pod
spec:
containers:
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- image: nginx:1.7.9
name: nginx
ports:

- containerPort: 80

Pod nginx R 1) & —DEEFEDFHMIE. [Podnginx R Y —DEE] 2S8R LTKLEIV, FED
YhO—F—Il&>TERINZ ZOMDEERY) —ICDWTIL, [ Kubernetes 3% ER ) ¥—a
FO—5— ] #BBLTLLEIWY, tHORY —DBEEBICOWTIE, TEFa2)F1—R)P—DE
] #8BLTEIV,

245 Pod DtzF¥al) 5714 —KRYI—

Kubernetes 5% E R —a> hAO—5—IF, Pod2F¥a2 T4 —RYP—DRAT—YREEHRLZE
¥, PodDtEFa74—RYP—%2BEHELTPodB LAV TF+H—0EFa)71s—%RELZE
¥, FFMIL. Kubernetes RF 2 X~ k D Pod Security Policies #8R L T ZX W, UTDEY
2av T PodteFxal T4 —R)—OBRICDOWTEHBALET,

2451 Pod ¥ 254 —1RY>— YAML O

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-podsecuritypolicy
namespace:
spec:
complianceType:
remediationAction:
namespaces:
exclude:
include:
object-templates:
- complianceType:
objectDefinition:
apiVersion:
kind: PodSecurityPolicy # no privileged pods
metadata:
name:
annotations:
spec:
privileged:
allowPrivilegeEscalation:
allowedCapabilities:
volumes:
hostNetwork:
hostPorts:
hostIPC:
hostPID:
runAsUser:
rule:
seLinux:
rule:
supplementalGroups:
rule:
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../security/create_nginx_policy.xml#managing-pod-nginx-policies
../security/config_policy_ctrl.xml#kubernetes-configuration-policy-controller
../security/create_policy.xml#managing-security-policies
https://kubernetes.io/docs/concepts/policy/pod-security-policy/

F2BEHNFVRABLTYRY

fsGroup:
rule:

2452 PodtE¥al)F4—KR)—DK

74—J)E B
apiVersion WE, Z DfEld policy.open-cluster-

management.io/v1 IZEREL £ 9,

kind W, RV —D8H 14 THBET SICIE. B%E
Policy ICE2EL £,

metadata.name Wi, RY>—1)Y—2%HHT L5,
metadata.namespaces F=.
spec.namespace WiB, R —DBERAEDNT ISR —RILH B

namespace, include (i, R —%@HT 3
namespace D/XZ A —4 —fE%= AN L £

¥, exclude /XS X —4—Tld, R I—%BRARH
@A L 7AW namespace 21 8E L £ 9, Fad: R Y
=2y A—5—DF TV NFVTL—KT
EE I B namespace I&. WIHT BFHAR) > —D
namespace &# FZX L 7,

remediationAction FE, RUL—DEBEZIBELET, /NTA—4—
D&z, enforce & inform ©¢, EE: K > —IC
£ o TlE, enforce ez HR— K LAWVWZEDLHY
9,

disabled W, ZOfElEtrue F/-idfalse ICHEL ZF
9, disabled XS X —4%—%{FHEI5&, R —
EEMICLEY., EWMICLAEYTEETY,

spec.complianceType W, {ElE "musthave” ICEREL £7,
spec.object-template R, YX—Y RIS —%FHlT 2D, ¥ FR—

JROSRY—ILERAYTINEDHBHMD
Kubernetes # 7Y x4 b & —EBXRRT B7-OICFEA
LET,

2453.Pod ¥ al) 74 —®R)—DH

PodtFal)F4—R)>—IE, ULFDODYAML 7 714ILDLDITHY T,

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
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name: policy-podsecuritypolicy
namespace: open-cluster-management
spec:
complianceType: musthave
remediationAction: inform
namespaces:
exclude: ["kube-*"]
include: ["default"]
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: policy/vibetal
kind: PodSecurityPolicy # no privileged pods
metadata:
name: restricted-open-cluster-management
annotations:
seccomp.security.alpha.kubernetes.io/allowedProfileNames: ™
spec:
privileged: false # no priviliedged pods
allowPrivilegeEscalation: false
allowedCapabilities:

(£

volumes:
hostNetwork: true
hostPorts:
- min: 1000 # ports < 1000 are reserved

max: 65535
hostIPC: false
hostPID: false
runAsUser:

rule: 'RunAsAny'
seLinux:

rule: 'RunAsAny'
supplementalGroups:

rule: 'RunAsAny'
fsGroup:

rule: 'RunAsAny'

FHME. TPodtFalT4—R)I—DEE] Z5RLTIEIW,

v hbA-—5—NERT 21t

DEERY) Y —ICDWTIE, [ Kubernetes sZFERY Y—aA v hA—5— ] OR—IZHRLTES

(AN

24.6.0—JLRY > —

Kubernetes 5% B RY ¥—a> hAO—5—IF, A—ILKRY—DRT—HY R %=EHL T, object-
template ICO—J)LAEZEL T, 77 R9—ADFEOA—ILDIL—IBELIPNN—I v avaEELE

T, UTFOEIYavTiE, B—ILRY S —OEBRICDOWTEHRIALEY,

2.4.6.1. O0—JLR) ¥ — YAML O#ERK
apiVersion: policy.open-cluster-management.io/v1

kind: Policy
metadata:
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name: policy-role
namespace:
annotations:
policy.open-cluster-management.io/standards: NIST-CSF
policy.open-cluster-management.io/categories: PR.AC Identity Management Authentication and
Access Control
policy.open-cluster-management.io/controls: PR.AC-4 Access Control
spec:
remediationAction: inform
disabled: false
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-role-example
spec:
remediationAction: inform # will be overridden by remediationAction in parent policy
severity: high
namespaceSelector:
exclude: ["kube-*"]
include: ["default"]
object-templates:
- complianceType: mustonlyhave # role definition should exact match
objectDefinition:
apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
name: sample-role
rules:
- apiGroups: ["extensions”, "apps"]
resources: ["deployments"]
verbs: ["get", "list", "watch", "delete","patch"]
apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding-policy-role
namespace:
placementRef:
name: placement-policy-role
kind: PlacementRule
apiGroup: apps.open-cluster-management.io
subjects:
- name: policy-role
kind: Policy
apiGroup: policy.open-cluster-management.io
apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: placement-policy-role
namespace:
spec:
clusterConditions:
- type: ManagedClusterConditionAvailable

51



Red Hat Advanced Cluster Management for Kubernetes 21t%a V) 51 —

status: "True"
clusterSelector:
matchExpressions:

(]

2.4.62. O0—J)LRY)—DFK

74—J)E Bl
apiVersion WA, Z DfEld policy.open-cluster-

management.io/v1 IZEREL 9,

kind B, R —D8H 14 THBET SICIFE. Bx
Policy ICE2EL £,

metadata.name WB, RY>—1) Y —2%EHHNT L5,
metadata.namespaces F=.
spec.namespace WiB, R —DBERAEDNT ISR —RNILH B

namespace, include iZiE. R —%@EHET 3
namespace D/XZ A —4 —fE%x= AN L £

¥, exclude /X5 X —4—Tld, R I—%BRARH
ICEA L 7L namespace 21 §E L £ 9, Fad: R Y
=2y A—5—DF TV NFVTL—KT
IEE XN B namespace I&. XWIiHT B3R o—D
namespace # FEZX L 7,

remediationAction FE, RUL—DEBEZIBELET, /NTA—4—
D&z, enforce & inform ©¢, EE: K1) ¥ —IC
£ o TlE, enforce gz R— K LAWVWZEDLHY
E3C I

disabled B, ZOfElEtrue F/-idfalse ICHEL ZF
9, disabled /XS X —4%—%FHET 2, R P—
EEWMICLEY, EWMICLAEZYTEET,

spec.complianceType W, {ElE "musthave” ICEREL £7,
spec.object-template FR, YX—Y RIS RY—%FHlT 2D, ¥ F—

JROSRY—ILERATINEDH BHMD
Kubernetes # 7Y ¥ b & —EBXRRT B7-OITFEA
LET,

2.4.6.3.0—JLRY) > —DH|
O—J)LRY>—%@FALT, VS2RA9—HOBEODO—ILDIL—ILELVNRN—IvoavaRELE

I, O—ILDFEMIZ. TO—IAR—=2D7 7 2GH] #25R LTIV, O—ILRY —EUTD
YAML 7 74 ILD&HICiY £,
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apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-role
namespace: open-cluster-management
spec:
complianceType: musthave
remediationAction: inform
namespaces:
exclude: ["kube-*"]
include: ["default"]
role-templates:
- apiVersion: open-cluster-management.io/v1/vialphai # role must follow defined permissions
metadata:
namespace: "" # will be inferred
name: operator-role-policy
selector:
matchLabels:
dev: "true"
complianceType: musthave # at this level, it means the role must exist with the rules that it must
have the following
rules:
- complianceType: musthave # at this level, it means if the role exists the rule is a musthave
policyRule:
apiGroups: ["extensions”, "apps"]
resources: ["deployments"]
verbs: ['get", "list", "watch", "create", "delete","patch"]
- complianceType: "mustnothave" # at this level, it means if the role exists the rule is a
mustnothave
policyRule:
apiGroups: ["core"]
resources: ["secrets"]

verbs: ['get", "list", "watch","delete

, "create",

update", "patch"]

FME. To—IILR)>—DEE | Z28RLTLCAEIV, AV M O—F—DEERT 2MOBRERY
T—IlDWTIE, T KubernetesfZERY vy—av hO—5— ] OR—=YEBBLTLEILV, Red
Hat Advanced Cluster Management for Kubernates RBAC M fflld. [ O—IILRX— D7 7t A H1E
1 ZBRLTLEIY,

2.4.7.RoleBinding R 1) ¥ —

Kubernetes 5% ER ) —3 > hO—35—Id, rolebinding RY >—DRATFT—H R EEHR/LET,
Rolebinding R ¥ —%@AL. R —%IRx—Y KI5 —O namespace IC/X1 Y KLET, ML
TDEY 3> Tldnamespace R ¥ —DEKICDWTERAL XY,

2.4.7.1. RoleBinding 7R |) & — YAML D#&5K

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name:
namespace:
spec:
complianceType:
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remediationAction:
namespaces:
exclude:
include:
object-templates:
- complianceType:
objectDefinition:
kind: RoleBinding # role binding must exist
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: operate-pods-rolebinding
subjects:
- kind: User
name: admin # Name is case sensitive
apiGroup:
roleRef:
kind: Role #this must be Role or ClusterRole
name: operator # this must match the name of the Role or ClusterRole you wish to bind to
apiGroup: rbac.authorization.k8s.io

2.4.7.2.RoleBinding R ¥ — D&

74—J)E Bl
apiVersion WE, ZDfEld policy.open-cluster-

management.io/v1 IZEREL 9,

kind W, RYY—D8H 14 THBET SICIE. Bx
Policy ICE2EL £,

metadata.name WEB, RYT—1)Y—R%EHNT BHDEREL
metadata.namespaces B, RYY—MERINZIR—JNITRE—

A D namespace.

spec WB, AVT ATV RAEREFELTEET S A
ED LR,

metadata.name WE, R Y=Y —2%HHT 34

metadata.namespaces =,

spec.complianceType WA, fEiL "musthave” IZERELE T,
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Z4—IF L]
spec.namespace WH, RO —%BHTEIIR—YRIZRY—D

namespace, include (i, R —%FHT 3
namespace D/XZ A —4 —fE%= AN L £

¥, exclude /X5 X —4—Tld, R I—%BRARH
@A L7 namespace 21 8E L £ 9, Fad: RY
=2y A—5—DF TV NFVTL—KT
EE I B namespace I&. WIHT 2R > —D
namespace # FZX L 7,

spec.remediationAction WEH, R —DBEZBELET, /AT X—4F—
DfElL. enforce & inform T¢, EE: R ¥ —IC
£ o> Tld. enforce EEAHR— KN LARWGEELHY
9,

spec.object-template B, IR—Y RIS RY—%FFMT 2D, T*R—
VRISRAY—IERTBVEDH BMD
Kubernetes # 7YV h & —BRRY 27HDICHER
LE9,

2.4.7.3. RoleBinding 7R 1) ¥ — Dl

rolebinding IR Y & —IZLATFD YAML 7 7 41 ILD &L D ITARY 7,

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-rolebinding
namespace: open-cluster-management
spec:
complianceType: musthave
remediationAction: inform
namespaces:
exclude: ["kube-*"]
include: ["default"]
object-templates:
- complianceType: musthave
objectDefinition:
kind: RoleBinding # role binding must exist
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: operate-pods-rolebinding
subjects:
- kind: User
name: admin # Name is case sensitive
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: Role #this must be Role or ClusterRole
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name: operator # this must match the name of the Role or ClusterRole you wish to bind to
apiGroup: rbac.authorization.k8s.io

rolebinding R Y ¥ — OEEFEDFEMIE.  [rolebinding R v —DEE] # BRBLTCLEIW, fhd
BRERY S — DML, TKubernetes 2 ERY Y—av hO—5—] ZBBLTLLEIV, DR Y
Y—DEBIIDOWTIE, X274 —R)I—DEHE] 25RLTIEIW,

2.4.8. SCC (Security Context Constraints) R 1) & —

Kubernetes 8% ER ') —3 > bO—5—I&, SCC (Security Context Constraints) R ¥ —D X7 —%
2B L F 9, SCC (Security Context Constraints) /R ¥ —%@#EHL., R P—THFEEEELT
PodDNIX—3I v avaGIHILET, UTFDOEI 3 VT, SCCRYD—ICODWTOEFMERIBL ZE
ER

2.4.8.1.SCC 7R ¥ — YAML DR

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-scc
namespace: open-cluster-management-policies
spec:
complianceType:
remediationAction:
namespaces:
exclude:
include:
object-templates:
- complianceType:
objectDefinition:
apiVersion:
kind: SecurityContextConstraints # restricted scc
metadata:
annotations:
kubernetes.io/description:
name: sample-restricted-scc
allowHostDirVolumePlugin:
allowHostIPC:
allowHostNetwork:
allowHostPID:
allowHostPorts:
allowPrivilegeEscalation:
allowPrivilegedContainer:
allowedCapabilities:
defaultAddCapabilities:
fsGroup:
type:
groups:
- system:
priority:
readOnlyRootFilesystem:
requiredDropCapabilities:
runAsUser:
type:
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seLinuxContext:
type:

supplementalGroups:
type:

users:

volumes:

2.4.8.2.SCC R ¥ —Dzx*

74—J)E B
apiVersion WE, ZDfEld policy.open-cluster-

management.io/v1 IZEREL £ 9,

kind WE, RV —D8H 14 THBET SICIE. Bx
Policy ICE2EL £,

metadata.name W, RYT—1)Y—REHNT BHDERE
metadata.namespace B, RYY—MERINBZIR—JRNITRE—

A D namespace.

spec.complianceType W8, fEiL "musthave” ICERELE T,
spec.remediationAction WH, RS —DEBEZBELET, /AT X—4F—

DfélE. enforce & inform T3, EE: R ¥ —IC
£ o TlE, enforce ez HR— K LAWVWZEDLHY

7,
spec.namespace WH, RO —%BHTEIIR—IYRIZRI—D

namespace, include (ZiE. R —%@EHT 3
namespace D/XZ A —4 —fE%= AN L £

¥, exclude /X5 X —4—Tld, R I—%BRARH
ICEA L 7AW namespace 21 8E L £ 9, Fad: R Y
=2y A—5—DF TV MNFVTL—KT
EE I N5 namespace I&. WIHT BFHAR) > —D
namespace # FZX L 7,

spec.object-template B, IR—Y R SRY—%FFMT 2D, T*—
VRIVZRAY—IERTBVEDH BMD
Kubernetes # 7Y =V N & —BRRY 27HOICHER
LE9,

SCC R >—DREDERAAIX. OpenShift Container Platform KF 2 X~ h®D [SCC (Security
Context Constraints) ICDWT ] SR LT LI,

2.4.8.3.SCC R < —DfAl
SCC (Security Context Constraints) R) ¥ —%@A L. RY > —THFRHEEZEHELTPod D/X—3 v

vavERELET, FMI&L  [SCC (Security Context Constraints) DEIE | #SBBL T LI,
SCCRYY—FUTDYAML 7 71 IL D& DIZHY F T,
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apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-scc
namespace: open-cluster-management
annotations:
policy.open-cluster-management.io/standards: NIST-CSF
policy.open-cluster-management.io/categories: PR.PT Protective Technology
policy.open-cluster-management.io/controls: PR.PT-3 Least Functionality
spec:
complianceType: musthave
remediationAction: inform
disabled: false
namespaces:
exclude: ["kube-*"]
include: ["default"]
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: security.openshift.io/v1
kind: SecurityContextConstraints # restricted scc
metadata:
annotations:
kubernetes.io/description: restricted denies access to all host features and requires pods to

be run with a UID, and SELinux context that are allocated to the namespace. This is the most
restrictive SCC and it is used by default for authenticated users.

name: sample-restricted-scc
allowHostDirVolumePlugin: false
allowHostIPC: false
allowHostNetwork: false
allowHostPID: false
allowHostPorts: false
allowPrivilegeEscalation: true
allowPrivilegedContainer: false
allowedCapabilities: []
defaultAddCapabilities: []
fsGroup:

type: MustRunAs
groups:
- system:authenticated
priority: null
readOnlyRootFilesystem: false
requiredDropCapabilities:
- KILL
- MKNOD
- SETUID
- SETGID
runAsUser:

type: MustRunAsRange
seLinuxContext:

type: MustRunAs
supplementalGroups:

type: RunAsAny
users: []
volumes:
- configMap
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- downwardAPI
- emptyDir
- persistentVolumeClaim
- projected
- secret
apiVersion: apps.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding-policy-scc
namespace: open-cluster-management-policies
placementRef:
name: placement-policy-scc
kind: PlacementRule
apiGroup: apps.open-cluster-management.io
subjects:
- name: policy-scc
kind: Policy
apiGroup: policy.mcm.ibm.com
apiVersion: apps.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: policy-scc-production-clusters
namespace: open-cluster-management-policies
placementRef:
name: production-clusters
kind: PlacementRule
apiGroup: apps.open-cluster-management.io
subjects:
- name: policy-scc
kind: Policy
apiGroup: policy.mcm.ibm.com
apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: placement-policy-scc
namespace: open-cluster-management-policies
spec:
clusterConditions:
- type: ManagedClusterConditionAvailable
status: "True"
clusterSelector:
matchExpressions: []

SCCRYI—DEEBAEDFEMIL. TSecurity Context Constraints /R > —DEE | #BBLTLE
IV, DRERY —DFFMIE. TKubernetes3ZER) ¥—aY hO—5—] #BRLTLEX
W, fEORY S—DERBICOWTIE, TEFal)74—R)I—DEE] 28RLTEIN,

2.49.ETCDESLRY) & —
etcd-encryption R & —%#EAL T, ETCDT—9 X M7 THET—95RHET 2, BEBET—9D
ES{bEEBMILF T, Kubernetes3RERY ¥—3> bO—S—I&, etcd-encryption R & —dD R

F—YABEERLF T, ML OpenShift Container Platform K¥F a2 XYk @ TETCDEES{L] 2%
BLTLEIW,
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LFDEY >3 >Tld, etcd-encryption R & —DERRICDOWTERAL £,

2491 ETCDBES{LRY > —D YAML #H

etcd-encryption K1) > —{&, LFOYAML 7 74 ILD &L D ITARY F T,

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-etcdencryption
namespace:
spec:
complianceType:
remediationAction:
namespaces:
exclude:
include:
object-templates:
- complianceType:
objectDefinition:
apiVersion: config.openshift.io/v1
kind: APIServer
metadata:
name: cluster
spec:
encryption:
type:

2492 ETCDEESILR ) > —D*k

K2A4NRSFA—H—DFK

Z4—J)EK B

apiVersion WE, Z DfEld policy.open-cluster-
management.io/v1 IZEREL 9,

kind WiB, ZDfE% Policy ICEREL T
ConfigurationPolicy 2 & DR ) & —DiEEEIEE
LET.

metadata.name WE, RYS—1) Y —&HNT 2L,

metadata.namespaces F=.
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spec.namespace

remediationAction

disabled

spec.complianceType

spec.object-template

2.4.9.3. etcd BESLR )~ —DH

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-etcdencryption
namespace: default
spec:
complianceType: musthave
remediationAction: inform
namespaces:
exclude: ["kube-*"]
include: ["default"]
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: config.openshift.io/v1
kind: APIServer
metadata:
name: cluster
spec:
encryption:
type: aescbc

F2BEHNFVRABLTYRY

B4

WiB, R —DBERAEDNT VSR —RILH B
namespace, include (ZiE. R —%@EHT 3
namespace D/XZ A —4 —E%= AN L £

¥, exclude /X5 X —4—Tld, R I—%BRARH
ICEA L 72V namespace 21 8E L £ 9, Fad: R Y
=2y A—5—DF TV NFVTL—KT
EE I B namespace I&. WIHT 2R > —D
namespace &# FEZX L 7,

FE, RUY—DEBEEEELET, /AT XA—49—

MD1ElL. enforce & inform T3¢, EE: R > —I(C
£ > TIL, enforce eEEHR— K LAWFEENDHY
E3C I

Wi, ZDfElEtrue /-2 false ICBEL
9, disabled /XS X —4%—%FHET 2, R P—
EEWMICLEY, EWMICLAEZYTEET,

WiH, fBlE "musthave” ICEREL 7,

FE, xX—Y RIS RY—%FlT HHh. ¥x—
ROSRY—ILERAYTINEDH BHMD
Kubernetes # 7Y ¥ M & —EBXRRT B7-OITFEA

LEd. ik, OpenShift Container Platform K
FaArXv b ESRBLTIEIN,
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M, TETCDEESIERY Y—DEE | 28RBLTLKAETY, Ay bA—F—1ERT DK E
RS —ICDWTld, T KubernetesBBERYY—av bO—5— | OR—IASBLTLLEIV,

2.4.10. gatekeeper Hl# B L VHIW T~ T L — NOKEE

gatekeeper I&, Open Policy Agent (OPA) TZ{TX 115 CustomResourceDefinition (CRD) X— X DR
1) > —%#EA Y ZHREEA D Webhook T, gatekeeper %1 ~ X2 b—JL L T. Red Hat Advanced
Cluster Management for Kubernetes & gatekeeper R & — %A TE 9, gatekeeper Rl ¥ —%
fEA LT, Kubernetes )Y —2DAVFSA TV RAEFETEET, RYP—IVIVELTOPAR
EAL. RY P —FFBICRego ZFHATE X T,

gatekeeper R 1) & —I&, Kubernetes 58ERY) ¥ —& L TERINE T, gatekeeper RY ¥ —ITIk, il
#¥7 > 7L — b (ConstraintTemplates) & L U, BEETV FL—h BTV TIL—IPEFIE
9, FFMIE. gatekeeper ZBRL T ZI W,

=SS

® gatekeeper RY ¥ —¥ bO—5—% AT 2ICIE. gatekeeper &YX RX—Y KOS R4 —IC
AVRAN=ITEIRENHY T, FHMIE. open-policy-agent/gatekeeper Y RI b — %25
BLTCEIWY,

o Kubernetes /X\— 3 7 114 LU

Red Hat Advanced Cluster Management Tld. Red Hat Advanced Cluster Management gatekeeper 7R
)Y —TUTOHNTY TL—rE@ERLET,

e ConstraintTemplates & #l#9: policy-gatekeeper-k8srequiredlabels Z{#H L T, v *—Y K
9 5 A48 —T gatekeeper Hll#7 > FL— M AR L E T,

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-gatekeeper-k8srequiredlabels
spec:
remediationAction: enforce # will be overridden by remediationAction in parent policy
severity: low
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: templates.gatekeeper.sh/vibetat
kind: ConstraintTemplate
metadata:
name: k8srequiredlabels
spec:
crd:
spec:
names:
kind: K8sRequiredLabels
validation:
# Schema for the “parameters’ field
openAPIV3Schema:
properties:
labels:
type: array
items: string
targets:
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- target: admission.k8s.gatekeeper.sh
rego: |
package k8srequiredlabels
violation[{"msg": msg, "details": {"missing_labels": missing}}] {
provided := {label | input.review.object.metadata.labels[label]}
required := {label | label := input.parameters.labels[_]}
missing := required - provided
count(missing) > 0
msg := sprintf("you must provide labels: %Vv", [missing])
1
- complianceType: musthave
objectDefinition:
apiVersion: constraints.gatekeeper.sh/vibetal
kind: K8sRequiredLabels
metadata:
name: ns-must-have-gk
spec:
match:
kinds:
- apiGroups: [™]
kinds: ["Namespace"]
namespaces:
- e2etestsuccess
- e2etestfail
parameters:
labels: ["gatekeeper"]

audit 7> 7L — b: policy-gatekeeper-audit # A L T, BIFDOREI R EZRET 57<HICHE
XN/ gatekeeper R ¥ —IIH LT, BIFEDOY YV —X = EHMICHERE L CFHMEIL 7,

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-gatekeeper-audit
spec:
remediationAction: inform # will be overridden by remediationAction in parent policy
severity: low
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: constraints.gatekeeper.sh/vibetat
kind: K8sRequiredLabels
metadata:
name: ns-must-have-gk
status:
totalViolations: 0

admission 7> 7' L — b policy-gatekeeper-admission % & L T. gatekeeper admission
Webhook IC& > THERRINZREI R AR L,

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-gatekeeper-admission
spec:
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remediationAction: inform # will be overridden by remediationAction in parent policy
severity: low
object-templates:
- complianceType: mustnothave
objectDefinition:
apiVersion: v1
kind: Event
metadata:
namespace: openshift-gatekeeper-system # set it to the actual namespace where
gatekeeper is running if different
annotations:
constraint_action: deny
constraint_kind: K8sRequiredLabels
constraint_name: ns-must-have-gk
event_type: violation

F£#llE. policy-gatekeeper-sample.yaml #58 L T X\,

Red Hat Advanced Cluster Management gatekeeper Operator /R ') & — % {&F L T gatekeeper % 1 >~

A b—=JL L. RedHat Advanced Cluster Management gatekeeper Operator # XL —4% —R 1) > —%{E
MY BHEE. [ gatekeeper policy integration | ZZRLTLKEI W, EX¥aY T4 —TL—LT—
JICEAT MO MNEY ZICDOWTIE, TARF Y ZEBLTY 27 ] #BBBLTLIEIW,

25. %) T4 —R)—DEE
TXa)FT1—R)—BLVRY O—ERDERMR. RR. BLUOBREICIE, ANFTYRABLTYRY
DYy aR—REFARALET, CLIBLTAVYY—IHLRYS—DYAML 7 74 IIVEERRTE F
-a—o

HNRFUVZABLITCY R R=IUTE, A7TY)—PHETEREZT7A4LIY) VI LTHEE2—%HR
AIAX LY, BMEE2—%2YLEARTIHEBOS LEEYEIFTAL, RYD—DRFEHARET
T, RY—FRLIEIVTRAY—DERANIC. EROROE2—ET14IWLF )V ITTEET,

A1) > —DFRTIE, Policy name. Namespace. Remediation. Cluster

violation, Standards, Categories $ & U Controls DR & —DIFHREZKRTIL £9, Actions 74 1
V%%*RT%) t\ /_.R U t/_o)ﬁ‘ﬁ%\ /iﬁ*j]ﬂ:l\ E%D\ i 7"\—_ L;ﬁuﬁ%bfﬁjﬁgr\‘?o
R—ETR)Y—%BIRTZE, AVY—IT, UTOBERY IHRRINZET,

o =¥#l: Details ¥ 7AREIRL T, R T —DIER. BEDIER. Policy 7 FL—hDER—E*%
=RLET,

e Status: Status ¥ 7Z2EIRL T, BEROX—E%EZKXKTLZF T, Clusters £7=Id Templates 5lliC
Ea—%740L9 )V ITEET, RUP—DAVTSATYVRRT—IRAERERT BIC
I&. Status ¥ 7%EIRL XY, Viewhistory ) 0% 0 ) v LT, BRAVvE—VD—E%R
=RLET,

e YAML:YAML# 7%2BIRL T, RYY—%RKRRTDIHN, IT149—TCRY>—%RBELZT,
YAML DYIYEZ #BIRLTCIT A Y —%2RRFLIFFERTICLET,

X2 TFT4—RY—DERSLCEHFOFEMIZ. UTOMEY VESRBLTLEIWN,
o TXxal)F4—RYI—DEE

o BRERYI—DERE
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BEHNRNFVRABLTCYRY

o A XA—UMHHR) —DER

o XEY—FRAKRER)S—DER

® Namespace R v —DEE

® Podnginx Rl) ¥ —DEE

e PodtEFal)FT4—RYI—DERE
o O—JLIRYL—DERE

® Rolebinding R ¥ —DEE

® Security Context Constraints IR 1) & —DEIE
o FERAERY P —0DERE

e IAMAR) ¥ —DEHE

o ETCDRES{LRY Y —DEE

DO RNEY ZICDWTIE, TANFYZBLVY R #2BRBLTLLEIL,

251 %) 71 —RY—DEE
X2 T4 —RYY—%EHRLT, BEDOEF2Y T+ —1FE AFT)—, flFEEEICITR
HY—DAV T4 TV R%ERE L THRIEL £, Red Hat Advanced Cluster Management for

Kubernetes MR ¥ —%{ERT BICIE. ¥RX—Y RIS RAI—TYAML 7 7M1 IVEERRT DRELH
L) i-a_c

Note: RY ~— YAML ICBEEDRY O —AQJE—F7 Y RR—AMLEFT, NS A—49—T7 14— )L RDE

I, BEOR)—%2BhUNITZ2EBFMICAAINE T, REBEMET, RYY—YAML 7 714 I)ILDA
BEMETETEY,

251X a)F4—RY) >—DERK

ARV RSA VAV —T7—R(CLY) FALFaVY—LIhrbtEFa)F1—R)O—%ERTEZE
¥, VSRY—BEEDT I AERIVETT,

BER)V—EZHEDY S RY—IERAT %ICIE. PlacementPolicy $ & U PlacementBinding % &%
TEIMENHY F9, Cluster binding 7 1 —JL KIZ{EAE AL T, PlacementPolicy &
PlacementBinding = &% L £ 9, Red Hat Advanced Cluster Management for Kubernetes 7R 1) &~ —|C
WERATITI NDEZFEXRRLET,

® PlacementRule: RY) Y —% 77O $2UEDHD V) 3RI—tLIY¥—%52EEHELET,

® PlacementBinding: EZi& % PlacementPolicy IZ/X1 > KL £ 9,

RYY—YAML 7 71 IIVICEET 258, TR >—DEE] 28BLTLLEITL,

25111 A Y RSA VMV —Tx—ZAD5DEFaY) T4 —KR)>—DERK
ARV RSAVA VI —T =R (CLY)DBRY V—%ERT BICIE,. LTFOFIEEZETLET,

L UTOAYY FEERITLTRY —%FRLET,
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../security/create_iam_policy.xml#creating-an-iam-policy
../security/create_etcd_pol.xml#creating-an-encryption-policy
../security/grc_intro.xml#governance-and-risk
../security/policy_example.xml#policy-overview
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I kubectl create -f policy.yaml -n <namespace>

2. RYP—DERTZ2TVFL—ME2ERLET, .yaml 7 71 )L %&{RE L. templates 7 1 —
IWREEBMLTTF Y TL—bE2ERELET, RUY—EBUTOYAML 7 71 ILD LD ICRY F
-g_Q

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy1
spec:
remediationAction: "enforce" # or inform
disabled: false # or true
namespaces:
include: ["default"]
exclude: ["kube™"]
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
namespace: kube-system # will be inferred
name: operator
spec:
remediationAction: "inform"
object-templates:
complianceType: "musthave" # at this level, it means the role must exist and must
have the following rules
apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
name: example
objectDefinition:
rules:

- complianceType: "musthave" # at this level, it means if the role exists the rule is a
musthave

apiGroups: ["extensions”, "apps"]
resources: ["deployments"]
verbs: ['get", "list", "watch", "create", "delete","patch"]

’

3. PlacementRule #E& L £ 9, PlacementRule #Z % L T. clusterNames F 7= /&
clusterLabels T, R > —%2EARATIZVHEOHBZ VSRV —%IEELFT, [EE/IL—ILD
ER s LUVEE] #8BLTLEIW, PlacementRule I TOREBD LD ICHRY £,

apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:

name: placement1i
spec:

clusterConditions:

- type: ManagedClusterConditionAvailable
status: "True"

clusterNames:

- "cluster1”

- "cluster2"
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clusterLabels:
matchLabels:
cloud: IBM

4. PlacementBinding = &% L T. R > —¢& PlacementRule /31 > KL &
¥, PlacementBinding (FLLTF D YAML OFID & S I/ £,

apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding1
placementRef:
name: placement1i
apiGroup: apps.open-cluster-management.io
kind: PlacementRule
subjects:
- name: policy1
apiGroup: policy.mcm.ibm.com
kind: Policy
25111 CLIASDEF 1Y T4 —RY —DFRKR
LTOFEEEITLT, CLIMSEFa)F—R)—%KRRLET,

L UTFOaOT Y RERTLT FEDOEFa VT4 —R)—DFFHERRLET,
I kubectl get securitypolicy <policy-name> -n <namespace> -0 yaml
2 UTFDaAT Y REEFLT, EFal)T74—R)—DFFHERRLET,

I kubectl describe securitypolicy <name> -n <namespace>

25112. AV —LUh6DIFRAI—tFa YT 1 —KY —DERK
AVY—LUDLFHRRYS—%ERTDE YAMLIT A9 —TYAML 7 7 A LEERI T ET,
1L FES—YavA=a—h5 Governriskz 7 ) v I LET,
2. RS —%EKT BICIE. Createpolicyx 2 Vv o LET,
3UTDNRIAXA =Y —DIEZ ANT/IFTRRLEYS,
e Name (%#0)
® Specifications ({£#%)
e Clusterselector (P 2 A9 —tL 7% —)
e Remediation action (7 7 > a3 V)
e Standards (12%#)
® Categories (A7 31 —)

e Controls (1)
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4. LUFTC. Red Hat Advanced Cluster Management for Kubernetes ¥ a2 ) 7 1 —R ) ¥ —EH
DEERTLET, RIS RYP—DYAML 7 74 )L &QE—F Y RR—X ML ET,
YAML 7 7 A JVIZLATFDRY) > —D &SI Y F£7,

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-pod
annotations:
policy.open-cluster-management.io/categories:
'SystemAndCommunicationsProtections,SystemAndInformationintegrity'
policy.open-cluster-management.io/controls: 'control example'
policy.open-cluster-management.io/standards: 'NIST,HIPAA'
spec:
complianceType: musthave
namespaces:
exclude: ["kube™"]
include: ["default"]
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: v1
kind: Pod
metadata:
name: nginxi
spec:
containers:
- hame: nginx
image: 'nginx:1.7.9'
ports:
- containerPort: 80
remediationAction: enforce
disabled: false

apiVersion: apps.open-cluster-management.io/v1
kind: PlacementBinding
metadata:

name: binding-pod
placementRef:

name: placement-pod

kind: PlacementRule

apiGroup: apps.open-cluster-management.io
subjects:
- name: policy-pod

kind: Policy

apiGroup: policy.mcm.ibm.com

apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: placement-pod
spec:
clusterConditions:
- type: ManagedClusterConditionAvailable
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status: "True"
clusterLabels:
matchLabels:
cloud: "IBM"

5. Create Policyz7') v 7 LE T,
aAvyYy—=ibhotExal) T4 —RYI—DERINF L,
251121 AV =L 6DtEXxa) T4 —KRY—DXRER
AVY—IhbtExa)TF4—RYD—BLVZEDODRT—YRERRTETET,
L aAvyYy—ibhby5249—Ca714 > LET,
2. TES—YavX=a—Hh5, Governanceandriskz7 ) v LT, RYv—KRO—EER
~LET,
FHit R —RO—BE 745 ) VT BICI. Policies ¥ 7 F 7| Cluster violations %
THEBIRLEY,

3. FHAERTTDBRY—AE1DFERLZET, Overview ¥ 7, Status ¥ 7. 8L YAML 4 7
PRRINZET,

2512. %21 YF 4 —RY—DOEH
LUFots2avasBLT, EFxaYs4«—RYS—aFHLET,

25121 ¥ Y714 —RY>—DEME

TI7AIRNTIE, RYP—EEDHTT., RYD—2\EMICT2ITE. LTOFIEERTLES,
1. Red Hat Advanced Cluster Management for Kubernetes A~V —Jbicov4 v L% 9,
2. FES—=YavA=—a—Nm56 Governriskz 7 )y o L, RYY—KkD—EEZXRRLZET,

3. Optionsicon > Disable policy DIEICY J v 2 LT, RY > —%HEMW{L L £9 ., Disable Policy
FA4AT7ATRY VI ANKRTIINET,

4. Disable policy#7 v 2 LXY,
RS —DEPEINF L,
25122. %) 74 —RY > —DHIR
CLIFAEavy—ibhbteFa)T4—RYI—%HBKRLET,
o CLINGEFa)TA—RYI—ZHIRLEY,
a. UTFDAY Y RERITLTEF2) T4 —RIY—ZHIBRLET,
I kubectl delete policy <securitypolicy-name> -n <open-cluster-management-namespace>

+ RS —DHIRRIC, ThEY—Ty ISR —DLHIBRI N F T, kubectl get policy
<securitypolicy-name> -n <open-cluster-management-namespace> D 1< > K% 21T L
T, RYY—DHIRINTWE I E2HRLET,
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o OVvY—)hbtEFal)Ta—RYI—%HIKRLET,

a. TEFX—=YavAX=Za—h5 Governriskx2V ) v oL, R)v—KROD—EBEZXRRLE
_a—o

b. K —ERKRT. HIRT 2K >—D Actions 74 AV %9 w I LET,
c. Remove 27 ) v 7 L&Y,
d. Remove policy ¥4 7O YRy 7 AH 5 Remove policy 22 v 7 LE T,
DR S —DEEICDOWTIE, TEFa) 71 —RUS—DEE] 28RLTLLEIV, RYT—I(C
B2 hEY ZICOWTIE, TANRNFYRAELVYRT] 28RLTIEI W,
252. RER) Y —DEHE
RERY —DOFEHK, BA. XR. BLUEHICOWTEHALET,

25213 ERY O —DEK

BRERYS—DYAML 774 )L, IRV RSA VAV H—T—(CL) Fixar VY —ILh SEK
TEET, RER) P—DFERIF. UTOEI2 3 vE2SRLTIEIW,

25211 CLI D5 DEERY > — DR
CLINGERER) Y—%ERT 2ICIE. UTOFIEEZETLET,
L BRER)Y—DYAML 7 7 A LB LEY, UTFOIAYY RERTFTLET,
I kubectl create -f configpolicy-1.yaml
BRER)Y—R@BUTOR)Y—DEIICRY FT,

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-1
namespace: kube-system
spec:
namespaces:
include: ["default", "kube-*"]
exclude: ["kube-system"]
remediationAction: inform
disabled: false
complianceType: musthave
object-templates:

2. LTFOaAT Y REEFLTRY) Y —2HALET,
I kubectl apply -f <policy-file-name> --namespace=<namespace>

3UTOAT Y REEFTLTRY Y —D—E%ZHRLEFT,
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../security/create_policy.xml#managing-security-policies
../security/grc_intro.xml#governance-and-risk

BE2EHNRFVRABLTY R

I kubectl get policy --namespace=<namespace>
BRERY S —DMERRINF L7

25.2111L CLINSDEERY ¥ —DFRR
CLINGERER) Y—%2RRT2ICE. UTOFIEEZETLET,
L UATOITY REETLT. FEDHRER) Y—DFFHlERTLET,
I kubectl get policy <policy-name> -n <namespace> -0 yaml
2. WFDav Y REERITLT RERY Y—0FMERTLIT.

I kubectl describe policy <name> -n <namespace>

25.212. AV YV—ILH5DHERY > — DK

aAVY—IHLEBRERYY—A2EHRTEE. YAMLIFTAY—CYAML 7 74 IVEERINE T, TV
VIl BLRERY) —BERT BICIE. UTOFIEEETLET,

L aAvyY—ibhby5249—1Ca714 > LET,
2. TES—=Y 3 A=a2—h5 Governanceandriskx= 27 ) v LET,
3. Createpolicyz2 ) v LZET,

4, EHRNSA = —DHRER)—DVWTIDHERBIRL T, FERTZRYD—%EELET., X
I ULTFD7 4 =L RICEYIRMEZANT BH. FLIEGBRLET,

e Name (%#0)

® Specifications ({£#%)

e Clusterselector (P 2 A9 —tL V4% —)
® Remediation action (f81E7 7 < 3 V)

e Standards (12%#)

® Categories (A7) —)

e Controls (1)

5. Create =7 )y LZX9Y,

252121 AV VY= 5DEERY ¥ —DRR
AVY—IDLRER) Y —BLVEDRT—HYRERRTEXT,

L aAVY—LUSIZR9—IaJ14 v LET,

2. TEF—>avA=Za—h5 Governriskz 7YY v L, RYUY—KROD—EEZRRLET,

T RY Y —KRO—EET 15" > TF 5ICIE Allpolicies ¥ 7 & 7z Cluster violations
Y TEZEIRLET,

7
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3. FHAERTTDBRY—AE1DFERLZET, Overview ¥ 7, Status ¥ 7. 8LV YAML ¥ 7
KRRINZET,

2522 RERY ¥ —DEH
RERY—DEMIOVWTIE. UTFDOEI S aVESRLTIEIL,
25221 FER") ¥ —0EME
BRERY S —EJ|MMCTBICIE. UTOFIEEERITLET,
1. Red Hat Advanced Cluster Management for Kubernetes A~V —Jbicov4 v L% 9,
2. FES—=YavA=—a—Nm56 Governriskz 7 )y o L, RYY—KkOD—EEZXRRLZET,

3. Actionsicon > Disable DJEIZZ Y vy 7 LT, R —%8\ib L £9, Disable Policy ¥ 1 77
AJRy 9 ANRRIINET,

4. Disable policy=#7 v 2 LX Y,

RS —DEPEINhFE L,

2523.ERY ¥ —DHIFR
CLIFEa VY —ILHbeRERY ¥ —%ZHIBRL T T,
o CLINGERERYY—ZHIFRLIT,
a. UTDAT Y RERITLTERER) V—%HIKRLE T,
I kubectl delete policy <policy-name> -n <mcm namespace>
R —DHIREIC, ThiZd—45y NS RY—DHHIRINET,

b. MTFOOT Y FEEIFTLT, RYY—DHIRINTWR I E52BRAELET,
I kubectl get policy <policy-name> -n <mcm namespace>

o AVY—ILDLRERERY—ZHIBRLET,

a. TEFX—=YavA=Za—h5 Governriskx2 ) v oL, R)v—KROD—EBEXRRLE
_a—o

b. RYY—&ERKT. HIBRT 2K >—D Actions 74 AV &0 v I LET,

c. Remove 27 ) v 7 L&Y,

d. Remove policy ¥4 707Ky 2 AH 5, Removepolicy=27 vy I LET,
RS —HDHIBRINE L,

BER)Y—DBARTTZICIE. TRYUS—H Y TIL] 2 5B LTLEIW, DR O—DEIR
ICDoWTlE, TEFxa2)F74—RY>—DEE] 2#S5BLTLLEIV,

253. 1 XA —VRHBEHER) —DERE
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BEHNRNFVRABLTCYRY

RER)Y—AbA—F—F A A—VDRBEER) S —DRAT—YRZER/LET, 1 A—THE5H
MRYS—Z@EATIE, AVTT—ICHEBELIDEINEINEHRTEIENTEET, 1 A=V
MR & —DIERR. EA. Rr. BEFICOVWTEHRALIT,

2531 14 A —=VMESHEMERY o —OERK

ARV RSA VA VH—T—R(CL) FIFTAVY =I5, 4 X—=VHEHEMERY > —0 YAML %1
RTEET, UTOEIVYavESRBRLT, 1 XA—VlBBMHRY S —%2FERLET,

25311 CLIDS DA X —THasstER Y & — DK
CLINOA X—VHHEMRY & —2FRT 2ICIE, UTOFIREEITLIET,

L UTFOIAYY RERGTLT A XA—VHRBMR) Y —DYAML 7 71L& ER L X T,
I kubectl create -f imagevulnpolicy-1.yaml|
2. UTFOaAT Y R2ETFTLTRY Y—%2BALET,
I kubectl apply -f <imagevuln-policy-file-name> --namespace=<namespace>
3UTFTOAT Y REEFLTRY)Y—%2KRRLTHRIEL X T,
I kubectl get imagevulnpolicy --namespace=<namespace>
A A=THEEEMHERY) —DERINhF L,

253111 CLID S DA A —THeHmHERY > —DFRR
CLINOA X—VHHMERY —2RTT2ICE, UTOFIREERITLIET,

L UTFTOOTY RERTLT, FEDA A—VKEEMER) > —DfFHERRLET,
I kubectl get imagevulnpolicy <policy-name> -n <namespace> -0 yaml|
2. UTFDATY REERFTLT, 41 A—TVHEHEER) > —OFHERRLET,

I kubectl describe imagevulnpolicy <name> -n <namespace>

253230V —IbH6DA XA —IMEEERY ¥ —DIERK

AVY =D oA X—=VEMERY) S—%FKTEE. YAMLIZT 49 —TCYAML 7 74J)L% fERRE
NEJT, AVY—ILDSAXA—=—VDMFEMERY) >—%EMT 3IC1E. UTOFIEEERL FT,

L aAvyYy—ibhbyZ5249—1Ca714 v LET,
2. TES =Y a v A=a—h5 Governanceandriskx=2 ) v 7 LEF T,

3. Createpolicyz2 ) v LZET,

4. Specifications 7 1 —JL KH* 5 ImageManifestVulnPolicy #32ZIR L 9., /ST X —4 —DIEIL
HEMICHREINE T, BEIFRETEET,
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5 Create=7 )y LZ9,

AAXA—VEHER) O —DNERINF L,

2533. IV —ILHhEDM A=Y DM ER DR
. TESY—=Y a3 X=Za1—H5 Governriskx27 ) v L, R)P—KRO—EBEARRLFT,

2. policy-imagemanifestvulnpolicy > Status ZER L T, BERDOH 2V X9 —HfieR~L X
ER
A A=Y DRBEMERIZ. UTFTOLIICKRFINZET,

imagemanifestvulns exist and should be deleted:
[sha256.7ac7819e1523911399b798309025935a9968b277d86d50€5255465d6592c0266] in
namespace default;
[sha256.4109631e69d1d562f014dd49d5166f1c18b4093f4f311275236094b21c0041c0] in
namespace calamari;
[sha256.573e9e0a1198da4e29eb9a8d7757f7afb7ad085b0771bc6aa03ef96dedc5b743,
sha256.a56d40244a544693ae18178a0be8af76602b89abe146a43613eaeac84a27494e,
sha256.b25126b194016e84c04a64a0ad5094a90555d70b4761d38525e4aed21d372820] in
namespace open-cluster-management-agent-addon;
[sha256.64320fbf95d968fc6b9863581a92d373bc75f563a13ae1¢727af37450579f61a] in
namespace openshift-cluster-version

3. Cluster Y > 27 %% ') v 2 L T OpenShift Container Platform 2> Y —JLICREIL £ T,

4. OpenShift Container Platform 3>V —JILDF E4S —2 3 ¥ X =1 —H 5 Administration >
Custom Resource DefinitionsDJEICZ ) v 2 LT,

5. imagemanifestvulns > Instances ¥ 7% &R L T. imagemanifestvulns 1 X9 > 2§~ T
ERANLET,

6. FMERTIBTUV M) —ZFRLIY,

253.4. 4 A—=THESEMHRY) O—DFEEH
AA—VHBBHURY S —DFHICOWTIE. UTOEI23vaSBLTEIW,

253.4.1. 14 XA —JHesHERY > —DEML
AAXA—VRESEHERY) O —EEMICTZICIE. UTOFIREZETLET,
1. Red Hat Advanced Cluster Management for Kubernetes A~V —Jbicos4 v L9,
2. FES—=YavA=—a—Nm56 Governriskz V) v o L, RYY—KROD—EEZRRLET,

3. Actionsicon > Disable DJEIZZ Y v 7 LT, R —%8\ib L £9, Disable Policy ¥ 1 7
AJRy 9 ANRRIINET,

4. Disable policy#7 v -2 LXY,

RS —DEPEINF L,

25.3.4.2. 1 X —THasstR ) & —DHIRR
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CLIFAIEa v Y=o A—VleEHR) O —%8IKRL £,
o CLINOAX—VHHEMRY o—%ZHIBRLET,
a. UTFDaAY Y RERTLTERESER) O —%HIKRLE T,
I kubectl delete policy <imagevulnpolicy-name> -n <mcm namespace>
R —DHIREIC, ThiZd—45 v NS RY—DHHIRINET,
b. MTFDITY RERFTLT. RUY—DHIRINTWS I EEHRLET,
I kubectl get policy <imagevulnpolicy-name> -n <mcm namespace>
o OAVY—ILhHA XA—VMEHEMHRY) —%HIBRLET,

a. TEF—Y a3y Az=a—h5 GovernriskE7 )y oL, RYY—RO—EAEZRRLE
_a—o

b. RYY—ERKRT. HIBRT 2K >—D Actions 74 AV %0 v I LET,

c. Remove 27 ) v 7 L&Y,

d. Remove policy ¥4 707Ky 2 AH 5, Removepolicy’=27 vy I LET,
AX—IDIEFHERY > —DBIRINhFE L.
AX—UREHEMRY O —OFI R T 2ICIE. T4 A=—VlBSEER) S—] R=IUHL, 4 A—JkESS
HRYS—0fl 5L T EI VW, Kubernetes FERY —AY MO—F—HDERT ZMDORY

O —|ZDWTlE, TKubernetessZERY Y—av hO—5—1 BB LTLEIV, fiORY > —D
BEIIDWTIE, TEFa2)5704—FR)>—DEE] #5RBLTLEIWL,

254 X ) —FRAKRERY >—DEE
XEY—FRAKRKY Y —AEALT. XEY—BLPaVYEar— NeEEASREAIIFRLET,

UFotEs2arTld XEYV—FERARRERY S—OFEHKR, BR. XR. BLUCEHICOVWTEHBALF
_a—o

2541 X EY —FERKRERY) > —DIERK

AEY—FARRERYS—DYAML 774 J)LiE, ARV RSA A V¥ —T7x—X(CL) F/kizav
V=IO ERTEET, UTOEIYavE2SRBLT AT —FAKRER) Y —Z2FEK LI T,

25.411.CLIDSDAEY) —ERAKRARY > —DVERK
CLINOXEYY —EAKRERY —%2FRT2ICIEE. UTOFIREEITLET,

L UTFOAYY FZRTLT XEY—FERARRER)S—DYAML 7 7 4 V2 ER L E T,
I kubectl create -f memorypolicy-1.yaml
2. LTFOaAY Y REEFLTRY) D —%2HEALET,

I kubectl apply -f <memory-policy-file-name> --namespace=<namespace>
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3UTOAT Y FEERTFLTRY Y —%2RRLUTHRIAELZET,
I kubectl get memorypolicy --namespace=<namespace>
CLIDSXEY —ERKRERY —dMERInE Lk,
254111 CLIDSDRY ¥ —DXRR
CLIDGXEY —ERAKRRERY —%2RRT2ICIE, UTOFIEZERTLET,
L UTOITY REEGFTLT BHEDOXAEYY —FRRKRER) —DFHERTLET,
I kubectl get memorypolicy <policy-name> -n <namespace> -0 yaml|
2. WFoav Yy REERGFLT, XEY—EAKERY Y —0F#lERTLIT,

I kubectl describe memorypolicy <name> -n <namespace>

25.412. AV —IH5DXAEY —FRAKRERY > —DEK

AVY =IO B AT —FRRKRERY —%EKTDE. YAMLIT 49 —TYAML 7 74 )LE {ERX
INFET, AVY—IHOEXATY —FRARKRERY O—%FERTDICIE, UTOFIEEAERTLET,

1. Red Hat Advanced Cluster Management for Kubernetes A~V —Jbicov4 v L9,
2. TES =3 A=a—H5 Governanceandriskx 27 Y v 7 LET,
3. Createpolicyz2 ) v LZEd,

4. Specifications 7 4 —JL KD 5 Limitrange Z3E R L 9, /NI A -5 —DEIFBEBRICEKRES
hEd, EREETEEY,

5. Create =7 )y LZX9,
254121V —=IHS5DAEY) —EARKRARY >—DFR
AVY =L AEY) —FRHKRERY D —BLVCZODRT—YRERRTETET,

L aAvyYy—ibhby5249—1ICa714 v LET,

2. TESF—=YavAX=a—h5 Governriskx Yy oL, RYv—KROD—EBEZXRRLET,
Hi R —RKRO—BAE T4V )V TT BICIE. Policies ¥ 7 F 7= & Cluster violations %
THEBIRLEY,

3. ARSI AR —%E1D0FRLET,

4. Status ¥ TABIRL T, RYP—EREXRRLET,

2542 XFY) —ERAKERY O—DEH
AEY—FERARREY O—ICDoWTIE. UTOEI > avaESRBLTLEIL,

25421 XY —EAKRERY ¥ —0EHL
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AXEY—FEARRER) >—%2E/WICTSICIE. LTOFIEEZETLET,
1. Red Hat Advanced Cluster Management for Kubernetes A~V —Jbicov4 v L9,
2. TES—>YavA=Za—m56 Governriskx 7Yy oL, R)Y—KROD—EEZRRLET,

3. Actionsicon > Disable DJEIZZ Y v 7 LT, RYI—%8\ib L £, Disable Policy ¥ 1 77
AJRy 9 ANRRIINET,

4. Disable policy#7 v 2 LXY,

RS —DEPEINF L,

25422 X E") —FAKRERY > —DHIR
CLIFEIAVY—ILH o X E) —FERKRERY ¥ —ZHIBRL T Y,
o CLINOXEY—EARKRER)Y—ZHRLET,
a. UTFDATY RERITLTAE) KRR O—%HIBKRLET,
I kubectl delete policy <memorypolicy-name> -n <mcm namespace>
R —DHIREIC, ThiZd—45 vy NS RY—DHHIRINET,
b. MTFDITY RERFTLT. RUY—DHIRINTVWSE I EEHERLET,
I kubectl get policy <memorypolicy-name> -n <mcm namespace>
o OVY—ILILAEYY—FEARKRER) Y —ZHRLET,

a. TEXF—YavX=a—h5 Governriskx 2V )v oL, RYY—KRO—EBERRLE
_a—o

b. R Y—ERKT. BIlRT 2R >—D Actions 74 A&V )y I LZET,

c. Remove 27 ) v U LET,

d. Remove policy ¥4 707Ky 2 AH 5, Removepolicy=27 vy I LET,
XEY—FEARKRER) —DHIBRINET,
AEY—FERARRER) —DOFICOVTIE, TAEY—FERARER)Y—] R=ID XEY—FARKR
RYD—DP 2#SBLTLEIW, OERERY o —DFFMIL. TKubernetes 5RERY ¥—I > b
O—2—] Z8BLTKEIV, HORY —DBERICTOVWTIE, TEFa )74 —RUT—DEE]
HSRBLTLREIW,
2.5.5. Namespace R ) ¥ —DEE
Namespace R!) > —% @A L. namespace DFEDIL—ILEEZLEF T, UTDEI >3 VT, A
T —FERAKRRY —OFEK., #EH. ZR. BLCEHICOVWTEHBALET,

2.5.5.1. Namespace R ) & — DR

ARV RSA VA4V —T7x—Z (CL) F/£Ea VY —ILH S namespace R & —®D YAML 7 7 1 )b
HERRTE 9, namespace R ¥ —DEKICIE, UTDEIavESRL T I,
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2.5.5.1.1. CLI 5 5 D namespace R Y > —DERK
CLI 55 namespace R ') ¥ —%ER T 2 ICId. LTFOFIREZETLET,

1L UTFDOY Y RAEEITL T namespace R 2 —D YAML 7 7 A LA L £,
I kubectl create -f namespacepolicy-1.yaml
2. MTFOaAT Y R2ETFTLTRY Y —%2BALET,
I kubectl apply -f <namespace-policy-file-name> --namespace=<namespace>
3UTFTOAT Y REEFLTRY) Y —%2KRRLTHRIELF T,
I kubectl get namespacepolicy --namespace=<namespace>
CLI A 5 Namespace R Y ¥ —DMER I E L7,

2.5.5.1.1.1. CLI 5 5 @D namespace R Y > —DFKR
CLI 25 namespace R ¥ —%RRT2ICIE. UTOFIEEZEITLET,

L UUFOaTY REETFTLT, HFED namespace R ¥ —DFFlARTLE T,
I kubectl get namespacepolicy <policy-name> -n <namespace> -o yaml
2. LTFDOY Y REEITLTnamespace R O —DFMERR<LE T,

I kubectl describe namespacepolicy <name> -n <namespace>

2.5.5.1.2. A~ Y=L H 5D namespace R Y > —DYERKR

JvY—JbH 5 namespace RY ¥ —%FE 5 E. YAMLIT A9 —TCTYAML 7 74 )LE ER I ZE
T, AV —ILH 5 namespace R ¥ —%EHKT BICIE. LTOFIEEETLET,

1. Red Hat Advanced Cluster Management for Kubernetes A~V —JLbicov4 v L% 9,
2. TES—>YarvA=—a—H56 Governanceandrisk= 7 ) v 7 LEX T,
3. Createpolicyz2 ) w7 LZET,

4. Specifications 7 4 —JL KD 5 Namespace Z:ZIR L F T, /NT XA —4 —DEIXEEMICERE
IhEd, ERIRETEET,

5. Create =7 )y LZX9,

2.5.5.1.2.1. A~ Y —ILH 5D namespace R ) ¥ —DER
VY —ILH 5 namespace R ¥ —B LV ZDRAT—Y R ERRTIET,
L AVY =B ISRI—IcOT1V LET,
2. t;;/ avX=Za—Mhb, Governanceandriskx 7Y v/ LT, RYI—KRO—E%XK
~LFET,
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FHit R —RO—EBE 745 ) VT BICI. Policies ¥ 7 F 7| Cluster violations %
THEBIRLEY,
3. FEMARTT AR —%E1D0FRLET,

4. Status ¥ 7ABIRL T, RYP—EREXRRLET,

2.5.5.2. Namespace R ) & —DE#H

namespace /R ) ¥ —DEHICDOWVWTIE, UTDEI 2 avESRLTLLEIL,

2.5.5.2.1. Namespace R ') >~ —D#Ezh1k
Namespace R 1) ¥ —%MMWICT BICIE,. LTFOFIEEZETLET,
1. Red Hat Advanced Cluster Management for Kubernetes A~V —Jbicov4 v L9,
2. FES—=YavA=—a—Nm56 Governriskz 7 )y o L, RYY—KkOD—EEZXRRLZET,

3. Actionsicon > Disable DEIZZ Y v 7 LT, R I—%8\ib L £, Disable Policy ¥ 1 7
AJRy 9 ANRRIINET,

4. Disable policy=7 v 2 LXd,

RS —DEPEINhF L,

2.5.5.2.2. Namespace R 1) ¥ —DHIEk
CLIFZ&IEaY Y —ILH 5 namespace R ¥ —%HIBRL £,
e CLI M5 namespace R Y —%HIFRL 9,
a. LFDOOY Y R%&EZEFTL Tnamespace ZHIRL £,
I kubectl delete policy <memorypolicy-name> -n <mcm namespace>
RS —DHIFRRIC. ThIZF =Ty MISRY—DHHIBRINET,
b. UTFDITY RAEERITLT, RUP—HHIKRINTWR I EE2ERELET,
I kubectl get policy <memorypolicy-name> -n <mcm namespace>
e VY —J)LH S namespace R ¥ —%HIRLF T,

a. TESX—=YavAX=Za—h5 GovernriskxV ) v oL, RY)v—KROD—EBEZXRRLE
-a—o

b. RYY—ERKT. HIBRT 2K >—D Actions 74 AV &0 v I LET,

c. Remove 27 ) v 7 L&Y,

d. Remove policy ¥4 707Ky 2 AH 5, Removepolicy’=27 vy I LET,
Namespace R 1) ¥ —HHIBRI N F 7,

namespace R ) ¥ —DHFIZDWTIE, Namespace K1) ¥ —] R— D Namespace RY > —DHll %=
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SBLTLEIV, tMDBRERY O—DEMIE. TKubernetesBERY Y—av hO—5—] 250
LTLEIW, DR S—DFBBICOWTIE., X254 —H)o—0EE| #8BLTLEX
LN,

2.5.6.Pod nginx R ) ¥ —DEE

Kubernetes 5% ERY — > hA—S5—IE, Podnginx R ¥—DRAT—9 A%EH L F9, Pod
nginx R o —%EAL T, Pod DAY FTF—Ib—ILEEZLE T, Podnginx R —DEMK. &
. "R, BHFICOVTHIALE S,

2.5.6.1. Pod nginx R ) ¥ —DERK

ARV RSA YAV —TT—2R (CLI) F/id Y Y —ILH 5 Pod nginx K Y S —D YAML 7 7 1 L&
ERTEET, UTFTOEI>avESRLT, Podnginx RY > —%EKRLFT,

2.5.6.1.1. CLI ™ 5® Pod nginx R Y > —DERK
CLI D5 Podnginx R ) & —%EK T 2 ICid. LTFOFIREZETLET,

L UTFoax Y R%EEIFTLT, Podnginx R —DYAML 7 7 4 LEER L E T,
I kubectl create -f podnginxpolicy-1.yaml
2. UTFOaAT Y R2ETFTLTRY Y—%2BALET,
I kubectl apply -f <podnginx-policy-file-name> --namespace=<namespace>
3UTFTOAT Y REEFLTRY) Y —%2KRRLTHRIEL X T,
I kubectl get podnginxpolicy --namespace=<namespace>
CLIDSA A — Podnginx R & —HERINF L7,
2.5.6.1.1.1. CLI B 5@ nginx AR ) ¥ —DFRR

CLI D5 Podnginx R 1) & —% KRR 20, LTFTOFIREZETLET,

L UTFoax Y REERIFTLT, BHED Podngink R o —DiFMERR<LET,
I kubectl get podnginxpolicy <policy-name> -n <namespace> -0 yaml|
2. LTFDOT Y REEITL T, Podnginx R o —D&FMERRLET,

I kubectl describe podnginxpolicy <name> -n <namespace>

25.6.2. 3 Y —ILH 5D Pod nginx R 1) & —DIERK

VY —)bH 5 Podngink RY ¥ —%EKT HE, YAMLIT 49 —TYAML 7 746 EREI N E
¥, AV Y —IHH Podnginx R & —%EKT 2 ICIE. LTFOFIREZETLET,

1. Red Hat Advanced Cluster Management for Kubernetes A~V —Jbicov4 v L9,

2. TESF—=Y a3 A=Za—h5 GovernriskE2 ) v I LET,
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3. Createpolicyz2 ) v LZET,

4. Specifications 7 1 —JL RS Pod ZZBIRL FJ, NS A—F—DEIZEEHICEREINZE
¥, ERFRETEET,

5. Create =7 )y LX9,

AV Y —IH 5D Pod nginx IRY ¥ —DERR
aAVY =D 5 Podnginx RY ¥ —BLUVZFDRAT—F AERRTEET,

L aAvyYy—ibhbyZ5249—1Ca714 > LET,

2. TESF—=YavA=Za—h5 Governriskx= V) v oL, RYv—KROD—EBEZXRRLET,
FHig R —RO—EBE 745 ) VT BICI. Policies ¥ 7 F 7| Cluster violations %
THEBIRLEY,

3. ARSI TBRRYD—%E1DFERLET,

4. Status ¥ 7ABIRL T, RYV—EREXRRLET,

2.5.6.3. Pod nginx /R 1) & —DEH

Podnginx R O —DEHICDOWVWTIE, UTFDOEV2avESRBLTLEIL,

2.5.6.3.1. Pod nginx R Y > — D #3h{t
Pod nginx /R 1) & —%H|MICT B ICIE. UTOFIEEERITLET,
1. Red Hat Advanced Cluster Management for Kubernetes A~V —Jbicov4 v L% 9,
2. FES—=YavA=—a—Nm56 Governriskz V) v o L, RYY—KkD—EEZXRRLZET,

3. Actionsicon > Disable DJEIZZ Y vy 7 LT, R I—%8\ib L £9, Disable Policy ¥ 1 77
AJRy VANRRIINET,

4. Disable policy=#7 v 2 LX Y,
R —pEPEINF LT,
2.5.6.3.2. Pod nginx R V) >~ —DHlkR
CLIZFZIEFaYY—IbH 5 Podngink R o —%HIFRLE T,
o CLIAS Podnginx RY —%HIRLZF T,
a. LTFDIOY Y REEITLTPodngink R o —%HIBRLET,
I kubectl delete policy <podnginxpolicy-name> -n <namespace>
R —DHIREIC, ThiZd—5y NS RY—DHHIRINET,
b. MTFDITY RERFTLT. RUY—DHIRINTVWSE I EEHERLET,

I kubectl get policy <podnginxpolicy-name> -n <namespace>

e VY —JLHS Podnginx RY —%HIRLZF T,
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a. TEFS—YavA=Za—Nm56 Governriskx V) v oL, RYY—RO—EERRLZE
ER

b. R)Y—ERKRT., HIFRT ZKR)>—D Actions 7AAV %5V ) v I LET,
c. Remove 27 v LEY,
d. Remove policy ¥4 707Ky 2 AH 5, Removepolicy=27 v I LET,

Pod nginx /R 1) & —HAHIBR I F L 7.

Pod nginx R ) & —DHFIZDWTIE, TPodnginx R ¥ — ] R—I D Pod nginx RY) > — Dl % S8

LTLEIW, DB ERY —DFMIL. KubernetesEZERY Y—av bO—5—] #5HBLT
LIV, BORY S —DBEBICOWTIK, TExa)F4—RYS—DEE] 28BLTLEIV,

257.PodE¥al )74 —R)>—DEE

PodDtFxaU74—R)Y—%BEHALTCPod BLVIAVTF—DEFa2)T+—%FELET, U
TOEIYa v TR, PodtF )71 —DEMK. BA. {K~. BEMICOVWTHBALET,

2571 Pod ¥ al)F4—=RY—DER

ARV RSIA VAV =T =R (CLY) FLEaAVY—Ibh S PodtzFa )T 4 —KRY>—D YAML
T77ANEERTEET, UTOEI 23 V28R LT PodDtEFxFa T4 —RYI—%FERLZE
-a—o

25711 CLIDSD Pod X a )54 —RY —DERK
CLIDS PodtEFal)T14—%EKRT BICIE. UTOFIEEZETLET,

L UTFOAYY FZETLT, PodEF 1) T4 —RYS—DYAML 7 7 A L& L F T,
I kubectl create -f podsecuritypolicy-1.yaml
2. UMTFOaAT Y R2ETFTLTRY Y—%2BALET,
I kubectl apply -f <podsecurity-policy-file-name> --namespace=<namespace>
3UTFTOAT Y REEFLTRY) Y —%2KRRLTHRIEL X T,
I kubectl get podsecuritypolicy --namespace=<namespace>
CLIDNSPodtFxalyT4—RYI—DNERINZE L,

257111.CLIDS®D Pod ¥ a2 74 —RY —DEKRR
UTFDOFIE%EETLT, CLINSPodtFal) T4 —R)I—%RRLET,

L UTDAR Y REERFTLT, FEDPodzFa )74 —R)—DFMERTLET,
I kubectl get podsecuritypolicy <policy-name> -n <namespace> -0 yaml|

2. FOAT Y REERFTLT PodtFal) T4 —R)—DOFMERRLET,
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I kubectl describe podsecuritypolicy <name> -n <namespace>

25712. AV —IH5D Pod X 1Y 714 —KRY O —DIERK
AVY—=IhbPodteFalUT4—RYY—%FRTEE. YAMLIT A9 —TYAML 771 )LE fF
g}?:‘shij'o AVY—IhSPodtFaly T4 —R)I—%FEKRTZICIE. UTOFIEEETLE

1. Red Hat Advanced Cluster Management for Kubernetes A~V —Jbicov4 v L9,

2. TEF—=YavA=—a—»5 Governriskz 7Yy I LET,

3. Createpolicyz2 ) v LZET,

4. Specifications 7 1 —JL KH 5 Podsecuritypolicy ##IRL £ 9, /A5 X —4 —D{EIZEEH
IKREINET, BIIREETTET,

5. Create=7 )y LX9,

257121 AV —NLH5DPodtFxal) 514 —KRY)>—DFRR
VY= S PodEFal)T4—R)Y—BLUVEFDRAT—YRAERTTCEET,

L aAvyYy—ibhby5249—1Ca714 v LET,

2. TESF—=YavA=Za—h5 Governriskx=V v oL, RYv—KROD—EBEEZXRRLET,
Hi R —KRO—BAE T4V )V TT 5ICIE. Policies ¥ 7 7= & Cluster violations %
THEBIRLEY,

3. FMlERTRTEHEIR)—%1DFRLET,

4. Status ¥ 7ABIRL T, RYP—EREXRRLET,

2572.Podtxal) 54 —R)—DEH

Pod DtEFaYFT4—RUY—DEHMIOVTIE, UTOEIVavEaSRLTILEILWL,

25721 Pod ¥ a2 Y714 —RY>—DEME
Pod DtEFaYF4—RYI—%ZFEMWITZITE. UTOFIEEZETLET,
1. Red Hat Advanced Cluster Management for Kubernetes A~V —Jbicov4 v L9,
2. FES—=YavA=—a—Nm56 Governriskz V) v o L, RYY—KkD—EEZXRRLZET,

3. Actionsicon > Disable DJEIZZ Y v 7 LT, RYI—%8\ib L £, Disable Policy ¥ 1 77
AJRy 9 ANRRIINET,

4. Disable policy#7 v 2 LEd,

RS —DEPEINhF L,

25722 Podtz¥al) 514 —RY>—0DHIKR

CLIFAW@EavyY—IbhSPodtEFal)T4—R)—%HIKBLET,
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o CLIMSPodtFalUT714—RYT—%ZHIRLZET,
a. UFOaOY Y REEFTLTCPodtFxa) T4 —RYUP—%HIBRLET,

I kubectl delete policy <podsecurity-policy-name> -n <mcm namespace>
Y —DHIRRIC. ThiZS =Ty NI SRS —DHHIRINZE T,

b. MTFOOT Y FEEIFTLT, RYY—DHIRINTWE I E52BRAELET,
I kubectl get policy <podsecurity-policy-name> -n <mcm namespace>

o OVY—)IHhSPodtzFal)T4—HR)—%HIBRLET,

a. TEF—=YavA=Za—h5 GovernriskxV ) v oL, RY)v—KROD—EBEEZXRRLE
-a—o

b. R)Y—ERKRT., HIFRT ZKR)>—D Actions 74 AV %5V ) v I LET,

c. Remove 27 v LEY,

d. Remove policy ¥4 707Ky 2 AH 5, Removepolicy=27 v I LET,
PodtF¥a74—RUI—HDHIBRINZF L,
PodtF*alF4—RYT—DHIIDOVWTIE, TPodtFa)F4—KYP—] R=IDPodtFa
)74 —RYS—DF 2R LTIV, ORERY & —DFMIE, [Kubernetes 3ER' ¥ —

v bhO—5—] 28BLTLLEIW, BORY >—DEBBICDWTIK, X254 —KRY>—D
EIE] #SBLTLIEIW,

258. 0—J)LR)—DEE
Kubernetes 2R —av hO—5—F, O—ILRYS—DRAT—HAEERLET, O—JLRY

V—ZBEALT. V7RI —ADFKEDA—IDIL—ILELUVN—Iv > aVvaRELET, UTOt
22avTiE, A—IRY S—0FKR, BR. X5, BLUERMOVWTHALIT,

25.81. O—JLRY S —DVERK

ARV RSA VAV —T7—R(CLY) FAEaAVY—=LUH5O0—ILRY >—D YAML 7 7 1 L% fERK
TEFET, UTOEIYavEsRBLT O—IUR)Y—%EHRLET,

25.8.11LCLIASOAO—ILRY > —DIERK
CLIDSA—ILEERT BICIE, UTOFIEZETLET,

L UTFOIATY REEGFLT O—IRYS—DYAML 7 7 4L EERR L £ T,
I kubectl create -f rolepolicy-1.yaml

2. MTFOAT Y R2ETFTLTRY Y—%2BALET,
I kubectl apply -f <role-policy-file-name> --namespace=<namespace>

3UTDAT Y RERITLTRY Y—%ERRLTHRIELE T,
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I kubectl get rolepolicy --namespace=<namespace>
CLIDSA—ILRY >—MERINhE L7,

25.8.11L1L.CLIAS5DO—ILRY > —DFRR
CLIASLO—ILRY Y —%RRTBICIE. UTOFIREEZEITLET,

L UTOITY REETLT FEOO—IAR) Y —DFFlERTLET,
I kubectl get rolepolicy <policy-name> -n <namespace> -o yaml
2. LR Y RERITLT, O—IRY S —0FMERRLE T,

I kubectl describe rolepolicy <name> -n <namespace>

25.8.12. vV —ibh50O0—ILRY >—DYERK

aAvy—ibproa—ILRY Y —5ERKTEE. YAMLITAY—TCTYAML 7704 fERI N ZE T,
vy —ibhsO0—ILRYS—%FERTBICIE. LTOFIEEERITLET,

1. Red Hat Advanced Cluster Management for Kubernetes A~V —JbicOv4 v L9,
2. TES—=Y3 v A=Za—H5b Governrisk=7 ) v I LET,
3. Createpolicyz2 ) v LZET,

4. Specifications 7 1 —JL K5 Role Z:BIRLE T, NI A—F—DEIFBEMICKEINZE
¥, EFRETEET,

5. Create =7 )y LZX9,

258121 vV —ihr50O0—ILRY>—DRKR
AVY—=lbhrs0—ILR)Y—ELVZDRAT—FRERRTIET,
L OAVY—IbDhBISRY—IcOd4 v LET,

2. TESF—=YavA=Za—h5 Governriskx=V v o L, RYv—KROD—EBEZXRRLET,

FHig R —KRO—EBE 745 ) VT BICI. Policies ¥ 7 F 7| Cluster violations %

T=RRLEY,
3 FMlERTIBR) Y —Z1DBRLIT,

4. Status ¥ 7ABIRL T, RYP—EREXRRLET,

25.82. O0— LR —DEH
LUFotEs2avTld, O—ILRYS—DOFFHICOWTHBLET,

2.5.8.21. O—JLRY > —DEE
O—ILRY S —%EMITZICE. LTOFIREZETLET,

1. Red Hat Advanced Cluster Management for Kubernetes A~V —Jbicov4 v L9,
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2. TESF—=YavA=Za—h5 Governriskx=V v oL, RYv—KROD—EBEZXRRLET,

3. Actionsicon > Disable DJEIZZ Y v 7 LT, R I—%8\ib L £9, Disable Policy ¥ 1 77
AJRy 9 ANRRIINET,

4. Disable policy=#7 v 2 LEY,

RS —DEPEINF L,

2.5.8.2.2. O—JLR Y > —DHlBR
CLIFAEavyy—ihsn—ILR) —%HIBRLE T,
o CLINSA—JLRYY—ZHIBRLET,
a. UMTFoav Yy REEFLTO—LARY O—%HIBRLET,
I kubectl delete policy <podsecurity-policy-name> -n <mcm namespace>
RY S —DHIRRIC. ThiZS—T Y NI SRS —DHHIRINZE T,
b. MTFOOT Y FEEIFTLT, RYY—DHIRINTWE I E52BRELET,
I kubectl get policy <podsecurity-policy-name> -n <mcm namespace>
o IVY—IHhSO—ILRYY—%BIKRLET,

a. TEF—=YavAX=Za—h5 GovernriskxV ) v oL, RY)v—KROD—EBEZXRRLE
_a—o

b. RI)Y—ERKRT., HIRT ZKR)>—D Actions 74 AV %5V ) v I LET,

c. Remove 27 v LEY,

d. Remove policy ¥4 707Ky 2 AH 5, Removepolicy’=27 vy I LET,
A—ILRY S —DHIBRINE L,
A—JLR) =D OWTIE, TA—IKRYY—] R=JDOO—NRY>—0F %= S LTS
W, BDERERY o —DFFMIE, [Kubernetes 3 ERY Y—av bO—F—] Z5RLTLEIW,
DR O —DEFEEBICOVWTE, TEFa)T4—R)I—DEE] 28BLTLEI,
2.5.9. Rolebinding R ) & —DELE
A=A VT4 VTR —DER. #ER. Rn, BECEMTOVWTEHRALES,

2.5.9.1. Rolebinding 7R 1) & — D ERK

ARVYRKRSAVA4VF =T —R (CLI) £IE3 > Y —ILH 5 rolebinding RYY—DYAML 7 714 )L
HERTEEYT, ULTFOEI>av%a8R LT, rolebinding R >—%ERKLET,

2.5.9.1.1. CLI » 5 ® rolebinding R Y > —DERK
CLI 55 rolebinding R') & —ZER T 2 ICId. LTOFIEZETLET,

1. rolebinding R Y —D YAML 7 74 IV &ER LE T, UTFOATY REETLET,
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I kubectl create -f rolebindingpolicy.yaml
2. MTFOaAT Y R2ETFTLTRY Y—%2BALET,
I kubectl apply -f <rolebinding-policy-file-name> --namespace=<namespace>
3UTFTOAT Y REEFLTR) Y —D—E%2HRLE T,
I kubectl get rolebindingpolicy --namespace=<namespace>
Rolebinding AR ¥ —AER I E L7,

2.5.9.1.1.1. CLI B 5D rolebinding R Y & —DFEXR
CLI 2 & rolebinding R & —%KRRT 2 ICIE. UTOFIEEZETLET,
L UTFoaxy REERITLT, HEDrolebinding R ¥ —DFEFMAERTLE T,
I kubectl get rolebindingpolicy <policy-name> -n <namespace> -0 yaml
2. LTFDOXT Y REEFTL T, rolebinding /R ¥ —DFEMERTLET,

I kubectl describe rolebindingpolicy <name> -n <namespace>

2.5.9.1.2. A~ Y —ILH 5D rolebinding AR Y) > —DYERK

avY—)LH 5 rolebinding RY ¥ —% e 5E. YAMLIT A9 —TYAML 7 74 )LE ERI T ZE
¥, AV Y —ILDH 5 rolebinding RY ¥ — %NS 2 ICid. UTOFIEEZERTLET,

L AVY—=IDBIZR9—IlaT4 Y LET,
2. TEF =Y 3 v X=a1—H5 Governanceandrisk= 2 ) vV LE T,
3. Createpolicyz2 ) v/ LZET,
4. UTFDT 4 =L RICEYRMEZANT HH. IEBRLEIT,
e Name (%#0)
® Specifications ({£#%)
® Clusterselector (P 2 A9 —tL V4% —)
e Remediation action (77 > 3 V)
e Standards (12#)
® Categories (A7 1) —)

e Controls (1)

Disabled (#&%h)

5 Create=7 )y LZX9,
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Rolebinding /R ¥ —AER I Z L7,

2.5.9.1.21. AV Y —ILH 5O rolebinding R Y ¥ —DFERR
a2 Y —ILH 5 rolebinding R O —H LV EDRAT—H RERRTEET,
L aAVvY—IHhss3249—IcO0J714 > LET,
2. TES =3 X=a—h5, Governanceandriskx 2 ) v LT, RYL—KRO—EAERK
~LET,
FHik R —RO—EBE 745 ) VT BICI. Policies ¥ 7 F 7| Cluster violations %
THEBIRLEY,
3. FlERTRTEIR)O—%1DFRLET,

4. Status ¥ 7%3ER L T, rolebinding/R) ¥ —EREXRLET,

2.5.9.2. Rolebinding 7R 1) & — D &E#

rolebinding R ¥ —DEFICDOWVWTIE, LTFOEI>avESRBRLTLEIWN,

2.5.9.2.1. Rolebinding R ) ¥ — D #E3h1kL
Rolebinding R ) ¥ — % MMICT 2 ICIE. LTFOFIEZETLET,
1. Red Hat Advanced Cluster Management for Kubernetes A~V —Jbicov4 v L% 9,
2. FES—=YavA=—a—Nm56 Governriskz V) v o L, RYY—KkD—EEZRRLZET,

3. Actionsicon > Disable DJEIZZ Y v 7 LT, R —%8\ib L £9 ., Disable Policy ¥ 1 77
AJRy 9 ANRRIINET,

4. Disable policy=#7 v 2 LX Y,
R —EMEIhF L,
2.5.9.2.2. Rolebinding K V) & —D#lIkR
CLIFZZ/&IEa Y Y —ILH 5 rolebinding AR & —%HIBR L £,
e CLID 5 rolebinding Y —#HIBRLZF T,
a. LTFDIOY Y R%EZEFTL Trolebinding R ¥ —%HIBR L £7,
I kubectl delete policy <podsecurity-policy-name> -n <namespace>
RY S —DHIRRIC. ThiZS =Ty MIS RS —DHHIRINZE T,
b. MTFOOT Y FEEIFTLT, RYY—DHIRINTWR I E52BRAELET,
I kubectl get policy <podsecurity-policy-name> -n <namespace>
e VY —JLH S rolebinding R & —%HBIRLE T,

a. TEF—Y a3y Az=a—h5 GovernriskE 7))y oL, RYY—RO—EAEZRRLZE
_a—o
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b. R —ERKRT., HIRT ZKR)>—D Actions 7A AV %5V )y I LET,

c. Remove 27 v LEY,

d. Remove policy ¥4 707Ky 2 AH 5, Removepolicy’=27 vy I LET,
Rolebinding /R ) & —AHIBR I & L 7%,
rolebinding R Y ¥ —®DFIZDWTIL, [ RolebindingRY >—] R—I D Rolebinding R Y ¥ — D4l
SR L T ZX\, . /security/rolebinding_policy. xml#rolebinding-policy-sample i DERER ) & —D

X, TKubernetesf&ERUY—av bO—5—] #SRBLTLKEIWN, BORY O —DEEICD
WTlk, TExa)F7q4—RYY—DEE] #8BLTLEIL,

2.5.10. Security Context Constraints R ) ¥ —DEIE

SCC (Security Context Constraints) /R ) & —DERK. B, FTx. BEFICOWTERBALET,

2.5.10.1.SCC R & —DYERK

ARV RSA VAV =T —R(CLY) £AIEFTAVY—IHSSCCRY >—D YAML 7 7 1 L EERK
TEFET, UTOEI Va3 v25RLT, SCCRY Y—%FHLET,

2.5.10.1.1. CLI 5D SCC R ) > —DYERK

F£#llE. OpenShift Container Platform K& a2 X > h® [SCC (Security Context Constraints) MEf |
ESRLTCEIY,

2.5.10.1.11. CLID 5D SCC R Y ¥ —dDFRR

FE#0IX. Openshift Container Platform K¥a X kD [SCC DHRE] #BRBLTLEI WL,

25101.2. AV —I 5D SCCRY > —DYERK

aAVY—ILHSSCCRYY—%EHRTDE. YAMLITFTA9—TYAML 774 )LE fERI N Zxd, O
VY —ILH B SCCRY V—%ENRT BICIE. LTOFIEEAEITLET,

L AVY—=IDBISR9—Ilad4 Y LET,
2. TEFS =Y 3 v X=a1—Hm5 Governanceandrisk= 2 ) vV LE T,
3. Createpolicyz2 ) w7 LZEd,
4. UTFDT 4 =L RICEYRMEZANT HH. IEBERLEIT,
e Name (%#0)
® Specifications ({£#%)
® Clusterselector (P 2 A9 —tL 7% —)
e Remediation action (7 7 > 3 V)
e Standards (12%#)

® Categories (A7 31 —)
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e Controls (1)
e Disabled (&%)
5 Createz27 ')y V7 LZET,

SCCRYY—DERINF L1,

2.5.10.1.21. QY —ILH 5D SCCRY —DERR
AVY—IHBLSCCRYY—BLVZEDRT—IRERRTEET,
L aAvyY—ibhbyZ5249—1Ca714 v LET,
2. TES—YavX=a—Hh5, Governanceandriskz7 ) v LT, RYv—KRO—EER
~LET,
FHit R —RO—EBE 745 ) VT BICI. Policies ¥ 7 F 7| Cluster violations %
THEBIRLEY,
3. ARSI TBRYD—%E1DFRLET,

4. Status ¥ 7A&#IRL T, SCCRYY—ERERRLET,

2.5.10.2.SCCRY > —DEH
SCCRYY—DEHIDOVWTIE, UFDEIavESRBLTLEIY,

2.5.10.2.1. SCC R Y) ¥ —D#Eshib
SCCRYY—%EEYT2ICI1E. UTOFIEEETLET,
1. Red Hat Advanced Cluster Management for Kubernetes A~V —Jbicov4 v L9,
2. FES—=YavA=—a—Nm56 Governriskz 7 )y o L, RYY—KkD—EEZXRRLZET,

3. Actionsicon > Disable DJEIZZ Y vy 7 LT, RY—%8\ib L £ 9, Disable Policy ¥ 1 77
AJRy 9 ANRRIINET,

4. Disable policy#7 v 2 LXY,

RS —DEPEINF L,

2.5.10.2.2.SCC RV > —DHIk&
CLIFIFavyY—ILh5SCCRY) —%HIBRLET,

CLIMS®M SCC R ¥ —DHIFRICEEY 25¥HMil&. OpenShift Container Platform KF a1 X > h®D
[SCC DHIFR] 2SR LTI,

e OVY—ILM5SCCRYY—%HIFRLEYT,

a. TEF—Y a3y A=a—h5 GovernriskE7 )y oL, RYY—KRO—EAEZRRLE
-a—o

b. R —ERRKRT. HIRT 2R >—D Actions 7AAVAE YO LET,
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E2EHANF UV RABLTYRY
c. Remove 27 v LEY,
d. Remove policy ¥4 707Ky 2 AH 5, Removepolicy=27 vy I LET,
SCCR)Y—mHIBRINZE LT,
SCCRY I—DHFINTDWTIL,  [Security Context Constraints 8 1) & — ] @ [Security context
constraint RY —DHI] Ot/ avE2SRLTKEI W, MMOERERY > —DOFHIE.

[Kubernetes %2 ERY —av hO—F—] 2SR LTLLEIN, BORY O —DEEBICDWTIE,
T2 F4—R)Y—DEME] #BBLTLEIW,

25 1. GEBAZERY) > —DEIE
SEERZARY S —DER. BH. "R, BLOCFEFICOVWTHBALET,

2511 FEBAZER Y & — DIERK

ARV RSA VAV —T72—R (CLY) FAIETAVY =D SEAZERY o —D YAML 7 7 1 L% fERK
TEFEYT, UTOEIYava8RBLT, dHER) Y —%2FHRLET,

25111 CLI 5 DFBAZER Y & —DERK
CLIDLEEAZERY) ¥ —%ERT 5I1C1E. UTOFIEEZEITLET,
L EEAERY Y —DYAML 7 7 A V& fFl LE T, UTFDRITY FERTLET,
I kubectl create -f policy-1.yaml
2. MTFOaAT Y R2ETFTLTRY Y—%2BALET,
I kubectl apply -f <certificate-policy-file-name> --namespace=<namespace>
3UTFOATY REEFLTR) Y —D—E2HRLE T,
I kubectl get certificatepolicy --namespace=<namespace>
SERRERY O —DMERINE L,
251111 CLI D S5 DFEBAZER Y ¥ —DXRR
CLIDGEEAEZERY) ¥ —%2RART BIC1E. UTOFIREEZEITLET,

L UTFOaTY RERTLT, FEDRER) > —DFFHlERRLET,
I kubectl get certificatepolicy <policy-name> -n <namespace> -0 yaml
2. UTFOaAT Y R&EERTFTLT, FSIAER) Y —OFHERRLET,

I kubectl describe certificatepolicy <name> -n <namespace>
251123V —)Hh 5 DFARE R > — DK
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AVY =D HRHERY) Y —ZFRT 5E. YAMLIT A9 —TYAML 7 74 )LE EREINE T,
AV =V EEAER ) ¥ — %KY BICIE. UTOFIRERITLET,

L aAVvY—IhsoI3249—Icao714 > LET,
2. TES =Y a v A=a—h5 Governanceandrisk=2 ) v 7 LEF T,
3. Createpolicyz2 ) v LZET,

4. Specifications /35 X —#% —|C CertificatePolicy &R L £3., B&YD/XF5 A —45 —DEIZL.
R)D—%BRTZ2EBBNICREINETT, BIEIFEETEET,

5. Create =7 )y LX9,

ERAE R Y —DMER I E L,

251121 AV —IH5OFAERY) ¥ —DFKR
AVY —ILHLIRERY O —BLUVEDRAT—YRAERRTEFET,
L aAvyYy—ibhbyZ5249—1ICa714 v LET,
2. TESF—=YavA=Za—h5 Governriskx=V7 v oL, RYv—KROD—EBEZXRRLET,
HiR RS —KRO—BAE T4V )V TT BICIE. Policies ¥ 7 F 7= & Cluster violations ¥
THEBIRLEY,

3 FHlAERTTDRYS—A1DFEIRLZF T, Details ¥ 7. Status ¥ 7. LUV YAML ¥ TH
RKRINZET,

4. RNV —DAVTSATVART—H A%KRRT BICIE, Status ¥ TEFBIRL 9, View
history ) > 9% 7Yy LT, ERXAvE—YD—EZRRTLET,

251.2. SEBAZRY) > —DEH

2.5.11.2.1. B DFBAZDEA

AEBAERY Y—ar hO—-5—Z2FAL T, MEDHRAEZERTETE T, MADIRAZEZERT S (C
Z. LFOWITNADERZRBLITBENHY XY,

e :EBAZE M Kubernetes TLS Secret #{Ef 9 %,
o IIRAEAEIRY 5728 D certificate_key_name < X)L % Kubernetes Secret IZBINT %,

LLTFOav Y R&EZETL T Kubernetes TLS Secret Z#/Ef L. JREDIIAAEEER L X T,

kubectl -n <namespace> create secret tls <secret name> --cert=<path to certificate>/<certificate
name> --key=<path to key>/<key name>

2.5.11.2.2. S RIJLD Kubernetes Secret ~MB1N

certificate_key_name S ~NJL%BN L T. TLS Secret T metadata /X5 X —4—%E#HL XTI, UF
DAY K%EEFTL T certificate_key name SNV ZEML F T,

I kubectl label secret my-certificate -n default certificate_key_name=cert
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BH I N7 TLS Secret L TFOHRBD LD ICRRY T,

apiVersion: policy.open-cluster-management.io/v1
kind: Secret
metadata:
name: my-certificate
namespace: default
labels:
certificate_key_name: cert
type: Opaque
data:
cert: <Certificate Data>
key: <Private Key Data>

R AVY—ILDBSRIVEBINT 28 IC1E. S RJL% TLS Secret YAML 7 7 4 JULICFEEZETIEN
TEIRELNDHY FT,

2.51.2.3. GEHAER Y ¥ —DEL

EERRERY O —BERT B E. CORYD—IET 72N M TEMIR>TVWET, CLIFAKEaYY —
JILHNSEEBRZERY O —AEWICT BITIE. UTDOFIEEZERTLET,

o OVY—ILHILEEAERY) O —ZHEMIILET,
a. Red Hat Advanced Cluster Management for Kubernetes A~ Y —)LicaOJ4 v LE 9,

b. TESX—> 3 A=Za—H5 Governriskx27 ) v L, R)I—KRO—EBEARRLE
-a—o

c. Actionsicon > Disable DJEICZ Uy 2 LT, RY I —%EML L F9, Disable Policy ¥
AT7ATRY P ADNRRINET,

d. Disable policy=27 Vv 2 LEd,
R —pEPEINF LT,
2.5.11.2.4. GEEAE R ) > —DHIR
CLIFLEIAVY—ILHLHERER) Y —ZHIRLE T,
o CLINGEAZERY Y —ZHIFRLF T,
a. UTDaAY Y RERTLTAAER) O —%HIBKRLEX T,
I kubectl delete policy <cert-policy-name> -n <namespace>
+ R —DHIRRRIC, ThiIZS—45 Yy NI SR —DDLHIBRINET,
a. LTFDATY REEFTLT, RYP—DHIRINTWE I E2HRLET,
I kubectl get policy <policy-name> -n <mcm namespace>
o VYL LEIRAER) Y —ZHIRLE T,

a. TEF—Y a3y A=a—h5 GovernriskE7 )y oL, RYY—RKRO—EAEZRRLE
-a—o
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b. KUY —ERKT. BIRTBK)>—DActions 7AaAV%EI)w I LET,

c. Remove 22V Uy VU LET,

d. Remove policy ¥4 707Ky 2 AH 5, Removepolicy’=27 vy I LET,
SERAERY VO —hHIBRINE L,
SRR Y —DRIIC DWW T, TEBRE RYS—arv bhO—5—] R—IJDIEHESR) > — Ofl %
SRLTCEIV, ftoR)>—ay hO—5—0FMIE. TRY>Y—arvrOo—5—] #285RLTL
IV, BORYS—DEEBICOWTIR, X271 —RYY—DEE] 28BLTLEIW,
25.12.IAM R ¥ —DEE
IAMARY Y —%EAL, YRXR—Y RISRAI—ATHAINTWE ISR —EBEOHZHIAL £
T, UTFOEVY 3 vTlR, IAMRY Y —OER. &R, {n., BLUCEMOVWTEHRBALET,
25121 1AM R 1) & —DERK
ARV RSA VAV H—T7—R(CL) FAIFTAVY—=IUHSIAMARY o —0D YAML 7 7 1 JL % ERK
TEEY,
25.1211.CLI B 5®D IAM R Y > —DERK

CLINS IAMRY O —%BERT BICIE. UTOFIEEZETLET,

LIAMARY) Y —EHZEZFRALTYAML 7 7M1 LAERLET, UTFOIYY RERITLET,
I kubectl create -f iam-policy-1.yaml

IAMAR Y S —IZLLTFDO YAML 7 74 ILD LD ICHRY T,

apiVersion: policy.open-cluster-management.io/v1
kind: lamPolicy
metadata:
name: iam-grc-policy
label:
category: "System-Integrity"
spec:
namespaceSelector:
include: ["default","kube-*"]
exclude: ["kube-system"]
remediationAction: inform
disabled: false
maxClusterRoleBindingUsers: 5

2. LTFOaAT Y REEFLTRY) Y —%2HEALET,
I kubectl apply -f <iam-policy-file-name> --namespace=<mcm_namespace>
3UTFOAT Y REEFLTR) Y —D—E%2HRLE T,

I kubectl get <iam-policy-file-name> --namespace=<mcm_namespace>
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IAM AR —HERINE L7,

2512111 CLID 5D IAM R Y & —DRR
IAMIRY) & —%RRY BICIE UTOFIREZRTLET,

L UTDITY REEITLT. FEDIAMARY O —DFFlERTLET,
I kubectl get iampolicy <policy-name> -n <namespace> -0 yaml|
2. MTFOOAXY Y REEFTLT IAIMARY Y—DfFliERTLET,

I kubectl describe iampolicy <name> -n <namespace>

2.5121.2. 3V =L 5D IAMRY > —DVERK

aAVY—ILHSIAMARY Y —5ERTDE. YAMLITFT A9 —TYAML 774 J)LE ERShEd, O
VY—=ILHBIAMRY) O —EERT BICIE. LTOFIEEEITLET,

L aAVY =655 —IcOy14 > LEYd,
2. TES—=Ya v A=Za—h5 GovernriskE=7 v IO LET,
3. Createpolicyz2 ) v LZEd,

4. Specifications 7 1 —JL K5 lamPolicy Z:ZRL £9., HYD/XF X —5—DfEIK, R
Y—%ERTDHEBFNICREINT T, EIIRETEIT,

5 Create=7 )y LZX9,

IAM AR —HERINFE L7,

2512121 AV —ILH 5D IAMRY >—DRR
AVY—IHOLIAMARY S —EFDRT—HRERRITEET,

L aAvyY—IbhbyZ249—1Ca714 > LET,

2. TESF—=Ya v A=a—h5 Governriskx=V v oL, RYv—KROD—EBEEZXRRLET,
Hi RS —KRO—EBAE T4V )V TT BICIE. Policies ¥ 7 F 7= & Cluster violations %
THERBIRLEY,

3. FEMARTT AR —%E1D0FERLET,

4, Status ¥ 7EZIRL T, IAIMARY V—ERERTLET,

25122 IAM R ) & —DEH
IAMRY) S —DEFICOVWTIE, UTFDOE22avaESBLTLEIW,

2.512.2.1.1IAM R ) & — D EShE
IAM R & —% BT B3, U TOFIEERITLET,

1. Red Hat Advanced Cluster Management for Kubernetes A~V —Jbicaov74 v L9,
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2. TESF—=YavA=Za—h5 Governriskx=V v oL, RYv—KROD—EBEZXRRLET,

3. Actionsicon > Disable DJEIZZ Y v 7 LT, R I—%8\ib L £9, Disable Policy ¥ 1 77
AJRy VANRRIINET,

4. Disable policy=#7 v 2 LEY,

RS —DEPEINFE L,

25.122.2. IAM R Y ¥ —0HIRR
CLIFEIAYY—ILHbHeRERY ¥ —%ZHIBRLE T,
e CLINGIAMARY & —ZHIFRLET.
a. UTFoav Y RZEEFTL, IAMRY S —ZHIBRLET,
I kubectl delete policy <iam-policy-name> -n <mcm namespace>
R —DHIREIC, ThiZd—45y NS RY—DHHIRINET,

b. UFDAR Y RERTFTLT, RYI—DHIBRINTWE I EA2BELET,
I kubectl get policy <iam-policy-name> -n <mcm namespace>

o OVY—ILHSIAMKRY S—AYIRLET,

a. TEXF—YavX=a—h5 Governriskx I )v oL, RYv—KRO—EBEERT-LE
-a—c

b. RYY—&ERKT. HIBRT 2K >—D Actions 74 AV &0 Y v I LET,
c. Remove 27 ) v 7 L&Y,
d. Remove policy ¥4 707Ky 2 AH 5, Removepolicy’=27 vV LET,
RS —HDHIBRINE L,
NAMARY =22V bO=5—] R=YDIAMKRY > —OF ZHE L T LIV, Fillld, Tt+a
V74 —RY—DBEE] Z25RLTIEIW,
2513.ETCD lES{tRY) & —DEE
EELRY—%Z@BALT, ETCDT—9 AN THRET S 2RETIHN BKET—IDESILEE

MICLET, UTOEI Y a v TR BEIER) S—OFEKR. #EH. *R. SLCEFHICOVWTEHRHAL
i’a—o

25.13.1L SR > —DIER

ESER)—DYAML 7 74 )bid, ARV RSA VAV —T—Z(CLY) £AEaAVY—IHSE
RTEFET, BEIER)Y—DEKIE. UTDOEIavESRBLTIEIW,

2.513.11. CLI B 5 DEESAER Y & —DYERK
CLIDSESIERY O—%FERT 2ICIE. UTOFIEZERITLIT,
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BEHNRNFVRABLTCYRY

L UTOAYY FZ2XRTLT BSER)S—DYAML 7 7/ L ZER L E T,
I kubectl create -f etcd-encryption-policy-1.yaml
2. MFOaAT Y R2ETFTLTRY P—%2BALET,
I kubectl apply -f <etcd-encryption-policy-file-name> --namespace=<namespace>
3UTFTOAT Y REEFLTRY) Y —%2KRRLTHRIELF T,
I kubectl get etcd-encryption-policy --namespace=<namespace>
CLINOESIER) Y —IMERI T E L,
2.5.13.1.1.1. CLI D 5 DEEF{ERY) & —DER~
CLIDLEESIERY) Y —%2RRTSHICIE. UTOFIREEZEITLET,
L UTFOaT Y RERTLT. FEDOESIER) >—DfFHERRLET,
I kubectl get etcd-encryption-policy <policy-name> -n <namespace> -0 yaml
2. UTFDaAT Y RERITLT, BSERYY—0FHERTLIET,

I kubectl describe etcd-encryption-policy <name> -n <namespace>

2.513.1.2. AV —=IbH 5 DES{ERY > —DERK

AVY—ILHh LSRR —52ERT2E. YAMLITA Y —TCYAML 72 74 IVEERINE T, O
VY =IO BEEE{ERY O —%ERT BICIE. LTOFIEEERITLET,

1. Red Hat Advanced Cluster Management for Kubernetes A~V —Jbicov4 v L9,
2. TES—=Y 3 v A=Za—H5 Governrisk=7 ) v I LET,
3. Createpolicyz2 ) v LZET,

4. Specifications 7 1 —JU KH 5 EtcdEncryption &R L3, B&YD/XF X —5 —DEIL.
R D—%BRTZ2EBBNIREINET, BEIFEETEET,

5 Create =7 )y LZX9,

2513.1.21. AV —ILH 5DES{ERY >—DERR
AVY =D LSRR Y —E8LUVZODRAT—F9RERRTIET,
L aAvyY—IbhbyZ5249—1ICaJ714 > LET,
2. TES—=Y a3 X Za—m5 Governriskx27 ) v L, RY—KROD—EEXRRLET,
AR Y—RO—EB%=T71IH )T BITIE. Allpolicies ¥ 7 F 7= Cluster Violations
Y TERBIRLET,
3. FlAERTTDBRY—A1DFERLZET, Overview ¥ 7, Status ¥ 7. 8LV YAML 4 7
KRRINZET,
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25.13.2. BB51LRYY o —DEH

EEER) Y—DEMIOVWTIE, UTFDEI Y avESRLTIEIW,

2.5.13.2.1. BES{ERY > —DES1E
EEER) O —EEMICTBICIE. UTOFIEEERTLET,
1. Red Hat Advanced Cluster Management for Kubernetes A~V —Jbicov4 v L9,
2. FES—=YavA=a—Nm56 Governriskz 7 )y o L, RYY—KkD—EEZXRRLZET,

3. Actionsicon > Disable DJEIZZ Y v 7 LT, R —%8\ib L £, Disable Policy ¥ 1 7
OJRY 9 ANKRINET,

4. Disable policy=#7 v 2 LXd,

RS —DEPEINF L,

2.5.13.2.2. BES{ERY > —DHIBR
CLIFAFAVY—LHLESIER) S —ZHKRLIT,
o CLINSGEESRY Y—ZHIBRLET,
a. UTFDaAT Y RERTL, BSER)—%ZHIRKRLET,
I kubectl delete policy <podsecurity-policy-name> -n <mcm namespace>
+RYS—DHIFRERIC, ThiZFd—T Yy NI FRI—DLHIBRINET,
a. LTFOOTY REEITLT, RYP—DHIBRINhTWE I 2R LET,
I kubectl get policy <podsecurity-policy-name> -n <mcm namespace>
o OVVY—ILNLESIR)Y—ZHRLET,

a. TEXF—YavX=a—h5 Governriskx I )v oL, RYv—KRO—EBER-LE
-3—0

b. KUY —&ERKRT. HIBRTZKRY>—D Actions 74 AV &0 Y v I LET,

c. Remove 27 ) v 7 L&Y,

d. Remove policy ¥4 707Ky 2 AH 5, Removepolicy=7 v I LET,
BRSO —DHIBRIhF L,
E=LRY S —DPIERERT BICIE, ETCDESIERY ¥ — R—=I T ETCDESIERY >—Dfl 25
BLTLEIL, OZRERY) —OFMIE. TKubernetes 3ERY —av bO—5—] 28RL

TLEIW, BORY —DBEEICDOWVWTIE, TE¥a)74—RUP—DEHE] Z25RLTESX
LY,

2.5.14. gatekeeper R ) ¥ — DS
gatekeeper RY ¥ —DER. #ERH. T, BLUEMOVWTEHBALET,
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BEHNRNFVRABLTCYRY

WMWERT I EAER: VSR —DEEE

AR Gatekeeper 4 VA M—IL L TH LK MELHY £9, ###iZ. open-policy-
agent/gatekeeper Y RI MY — 2SR L T EI L,

2.5.14.1. gatekeeper R ) ¥ —DIERK

AV RSA4 429 —T 2 —R (CLI) B 5 gatekeeper RY ¥ —D YAML 7 7 1 L EERTEE T,
Red Hat Advanced Cluster Management for Kubernetes 88 E R ) v —%&FERA L T. NTI S5 —D56
IRr—Y RYFZRY—IC gatekeeper R) O —%EHELET, UTOEIVYavE2S5RLT. EMBL
VBB T # D gatekeeper R ¥ —&ERK L £ 7,

2.5.14.1.1. 24> F Y A D gatekeeper RY > — DK

Red Hat Advanced Cluster Management 5% ER ) > — % L T gatekeeper R ) > —%/ERK L.
gatekeeper Z1F Webhook WK T 51 RV M E2RERL X,

JE5C: Gatekeeper . emit-admission-events % true ICERE L CTF 704 §2MEAHY £,

1. gatekeeper R —DYAML 7 7 A IV & ERR L E T, UTFOOTY REEFTLET,
I kubectl create -f policy-gatekeeper-admission.yaml
gatekeeper R ¥ —IFLULTDRY) O—D LD ITRY £,

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-gatekeeper
namespace: default
annotations:
policy.open-cluster-management.io/standards:
policy.open-cluster-management.io/categories:
policy.open-cluster-management.io/controls:
spec:
disabled: false
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-gatekeeper-k8srequiredlabels
spec:
remediationAction: enforce # will be overridden by remediationAction in parent policy
severity: low
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: templates.gatekeeper.sh/vibetal
kind: ConstraintTemplate
metadata:
name: k8srequiredlabels
spec:
crd:
spec:
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names:
kind: K8sRequiredLabels
validation:
# Schema for the “parameters’ field
openAPIV3Schema:
properties:
labels:
type: array
items: string
targets:
- target: admission.k8s.gatekeeper.sh
rego: |
package k8srequiredlabels
violation[{"msg": msg, "details": {"missing_labels": missing}}] {
provided := {label | input.review.object.metadata.labels[label]}
required := {label | label := input.parameters.labels[_]}
missing := required - provided
count(missing) > 0
msg := sprintf("you must provide labels: %Vv", [missing])
}
- complianceType: musthave
objectDefinition:
apiVersion: constraints.gatekeeper.sh/vibetai
kind: K8sRequiredLabels
metadata:
name: ns-must-have-gk
spec:
match:
kinds:
- apiGroups: [™]
kinds: ["Namespace"]
parameters:
labels: ["gatekeeper"]
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-gatekeeper-admission
spec:
remediationAction: inform # will be overridden by remediationAction in parent policy
severity: low
object-templates:
- complianceType: mustnothave
objectDefinition:
apiVersion: v1
kind: Event
metadata:
namespace: gatekeeper-system
annotations:
constraint_action: deny
constraint_kind: K8sRequiredLabels
constraint_name: ns-must-have-gk
event_type: violation

2.5.14.1.2. BE& > F Y * D gatekeeper AR 1) & —DIERK
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BEHNRNFVRABLTCYRY

HEEERY) > —%FEH L T gatekeeper RY o —%ER L T, £ D gatekeeper R & —IIxf L TEEFF
DY)V —RA%TEHMICHEER L CEMM L £ 9. Red Hat Advanced Cluster Management 28 &R ) & —
l&. gatekeeper HFID status 71 —IL RTEREZF v I LET,

1. gatekeeper R —DYAML 7 7 A IV ER L E T, U TFOOTY REEFTLET,
I kubectl create -f policy-gatekeeper-audit.yaml
gatekeeper R Y —FLLTFORY >—D LD ICRY £,

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-gatekeeper
namespace: default
annotations:
policy.open-cluster-management.io/standards:
policy.open-cluster-management.io/categories:
policy.open-cluster-management.io/controls:
spec:
disabled: false
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-gatekeeper-audit
spec:
remediationAction: inform # will be overridden by remediationAction in parent policy
severity: low
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: constraints.gatekeeper.sh/vibetai
kind: K8sRequiredLabels
metadata:
name: ns-must-have-gk
status:
totalViolations: 0
violations: ]

Y= RR=F7 1 —R) = H@OBEICET ML, [V—FAA—F—RKY>—aY O—-5—
DG 1 EBRLTIEIW,
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