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RedHat TlE, O— K, FFa XY h Web 7ONRF 4 —IIHIFBEEICRITZHEEBOBZHRZICERY
HMATWET, £TIE. YRY— (master). AL —"T (slave). 75 v oY R K (blacklist), 74 K1
Z b (whitelist) D 4 DORAEDEXMANSHBOHET, COMYBAIBERLMEEEZET DD, §&
DEHD) ) — A TEENICHBOEIMAZERL TSY T, FMliE. CTO T#H 2 Chris Wright
DAY= HTELRIW,

APIT—RD A DEEIL, 3scale M VAN —ILRIBICLYEFEMAKREZERIZDICKIEET, 1
VAMN=IVICEET DEXAMNARIERIE, 3scale DA VA M—ILEAESRBLTLLEIL,


https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language
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2513 3SCALE APICASTAPI S — b O 21 OFEREEICDOWVWT

AZETEEBR T % 3scale APlcast D EELIREIX. APIANDT7 VL ADBREEFAETEDICHZIISFT,

1.1. 3SCALE API ~NDIFEUH L D AFR~N—2X URL

NEAR—RA URLIZAPIFIBEZNAZELDAPI 7O MY IV ITRANETYDICHERAT % URL T,
3scale ICL U RFAINE T, IhiE, TBDDAPIcast 1 Y AH 2V AMD URL IZRRY £,

Self-managed 7 7OM XY hA T avonwFhbhzFHAL TWRBEICIE. ThThORE (R
TV VIBLUERERIR) ICDOVWT, TERDEETSINAAVIIERT2EHDOARN—Z URL %
BIRTDIENTEET, TOURLIEGZTEDDAPI/NNY VTV RO URL &IEEIT, &z id
https://api.yourdomain.com:443 O & 5 (7Y £9, T ZT. yourdomain.com [EZHZD KA AV
TYo ZEANXR—RAURLZHZELLOMTERLZREFL, BEBILIGCTRAT YV IVRIEDEE %2 ER
BIREICTOE— ML TLEIL,

pa )

IBET 2 L2FR—Z URL &, OpenShift 7 5 24 —CHATREAR— N2FERTI2HE
NHYFET, 774 MTIE OpenShift DIL—4 —ISBED HTTP & L W HTTPS R—
MBOBLV443) DEHBRLM) vy AV LEHA, I—F—ITDR— MRETAPIIC
BHELTELOHBEIE. OpenShift DEBRELEELTETDOR—MNEEBMLET,

APlcast (FARN—Z URL THE LKA MRICHTBZHTHEL LAZIINITEREA, LEXAE 2FH
~N—2 URL % https://echo-api.3scale.net:443 EHEE LB EICIE. ELWFTHE LIFLLTDEL D IS
BYET,

I curl "https://echo-api.3scale.net:443/hello?user_key=you_user_key"

AP ICABR R X A4 U W EEICIE., VI IZRANMNIAPIcast DIP 7 RLREFHTZZIENTEET,
7272 L. EEDO R AA VTR TERVLWDT, PublicBase URL 7 1 —JL RICIXERIEET DMEN
HYFET, TOHBEITIE, Host Ny F—THRANEBETBELIICLTLEIWN, UTFILHAIZRLE
£

I curl "http://192.0.2.12:80/hello?user_key=your_user_key" -H "Host: echo-api.3scale.net"

A—ALIIVIZT7O4 LTWBIGEICIE. RAA V% localhost EIRET R ENTEET, <D
BEITIEABINR—Z URL I http://localhost:80 D& S ICAY, UTDLIICY VTR M ETIZ &N
TEEY,

I curl "http://localhost:80/hello?user_key=your_user_key"

API 704U M ERH 2HEICIE. ThZEhOTOY Y MIOWTARNR—R URL 2 @EICRE L &
9o APlcast (FARA MRICEDEV I TR M 2I—FT1 VI LET,

1.2. 3SCALE API DFEARR ZIBIET 5 7-DIC APICAST A v v EV JIL—
IWEEDLDICERBT D

APILIC T B Y VT RAMIEDWT, v EVYTIL—ILICEY APIOFERREEIRETA2AN) v O F
72l XYy RAEER, IBELFEFT, v EYITIL—ILDOHAIZELLTICRLET,


https://api.yourdomain.com:443
https://echo-api.3scale.net:443
http://localhost:80

Red Hat 3scale APl Management 213 API — kU = 4 DEE

Maopping Rules

Verb Pattern + Metric or Method Last? Position © Add Mapping Rule
Search or atten [ Seorch |
GET 1A 1 hits false 1 &

ZDI—IIE, I THREBIRTOGET Y IIARMDARNY Y hitsDHDT Y hE1DEPT, &V
IBKRTY, TDIL—ILITAPIHIZHTZIRTDY VTAMIIYFLEYT, ChidERITYEV S
IL—ILTTH, — BT EBDT,. JYEBKHNBIIL—ILIEBIMINERFIC. 2@BIChY Y NIhBZ e
IRy x99,

FJYBKEMZIL—ILDFIE LT, EChoAPIR Y EY T IL—ILEUTICRLE T,

Mapping Rules

Verb Pattern + Metric or Method Last? Pasition © Add Mapping Rule
GET /hello 1 get_hello false 1 S |
GET /goodbye 1 get_goodbye false 2 S |

Ty EVTIL=ILiE. API 7O ML ARILBLTAPINY TV RLRILTHREL T,
o FONUKNLRITOYYEYTIL—I

o ZDORYEVTIL=IIE. Ny IITVRLRNILOIRYEVYTIL—ILICEBELELET, OF
Y, 7O ML RILDOTYEYTIL—ILAEICETfEINE T,

o EFONYHIITVRNYIALIRNINIZNT T4 v IEZRETENMNIODIOLET, D
Ty EVTIL—IEEICEmEINE T,

o Ny TV RLRITOYYEYTIL—I

o Ny JIVRIIRYEVTIL—IEEBINTEE. TNHDYYEYTIL—ILIEED/NY Y
IV REBORLLIRTOTOSF Y MEMINET,

o ZDORYEVII—IE. TAOFI MNLRITERINZIYYEYTIL—ILDOZICTTMS
nxd,

o ZDVWYEVITI—NE, TYEVITI—LADREISNINYITIVRIINZI 7149 oD
VEAL I MINIBEICOHRFTEINE T,

o FO¥YUMIBURITONDENYIIYRDIRAN, Ny IV RODETYEYTIL—IL
DHIICEEMICEBININE T,

7O FLRIVBELUNRNYIIT Y RLRILDTYEYTIL—ILOH
1DONY VTV RABREINLETOS I MO YEY TIL—ILDOBIELTICRLET,
® EchoAPI/NXv U TV R:

o FSA4~R—NI Y RKRA Y hitps://echo-api.3scale.net


https://echo-api.3scale.net
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o UTFDONRI—vD22oDTyvEVTIL—ILEAEENS

/hello
/bye
e CoolAPI 7O% 7 b:
o RBIT Y RKRA >~ Kk https://cool.api
o JLl—F 1T/ Rlecho IZ&Y EchoAPINNy VTV R&FEHRAT 2

e CoolAPI 7O0% 7 Mk, BEIWICULTDNRY =2 DRy EVTIL—ILHEEFNET,

/echo/hello
/echo/bye

o Zhid. AF URL https://cool.api/echo/hello IZEEI N/ V TR MHY, https://echo-

api.3scale.net/hello IC) ¥4 LV hINBZEEBKRLET,

E#kIC. https:/cool.api/echo/bye ICEFEI N ¥ TR ME. https://echo-
api.3scale.net/bye IC) ¥4 L 7 hINFT,

ZZT. AU EchoAPI/N\Yy U TV R%&{HHET S ToolsForDevs E\WD 7O% Y N&EBIMT B &EAE
ATCHET,
® ToolsForDevs 7O% 7 b:
o NIV RKRA Y Kk https:/dev-tools.api

o JL—F 4 /XX /tellmeback IC& Y EchoAPI/Ny VTV R&AFEARAT S

® ToolsForDevs 7O#% 7 KZid, BEIMICLLTONRY—rv DIy EVTIL—ILEBEEFNF T,

/tellmeback/hello
/tellmeback/bye

L7h">T. 288 URL https://dev-tools.api/tellmeback/hello ICZEE I NAY VTR K

o
I&. https://echo-api.3scale.net/hello IZ) 1 L U hINZET,

o [A#kIC. https://dev-tools.api/tellmeback/bye ITEE XN/ ¥ TR MiE. https:/echo-
api.3scale.net/bye IC) ¥4 L 7 kI FT,

o NH¥—Y pingDX v EVTIL—IL% EchoAPI/N\w 7 T RITEBINT % &, Cool API 7O %4
J hBL UV ToolsForDevs 7O% 7 NOWAICEENMALONE T,

o Cool APl (CI&, /echo/ping EWS N =V DTy EVTIL—ILHAEFNET,

o Tools For Devs (CId. /tellmeback/ping & W) /Xy —> DIy EVTIL—IHEENZE
ER
RYEYITIL—ILDORE
3scale TlE, AIA—BUCE DT Y EY I —ILEERAL XY, KRigiElE OpenAPl & & T ActiveDocs
DHERRICELFT,
o TwEVIIL=IIE ATy a() THROZHENHY ET,


https://cool.api
https://cool.api/echo/hello
https://echo-api.3scale.net/hello
https://cool.api/echo/bye
https://echo-api.3scale.net/bye
https://dev-tools.api
https://dev-tools.api/tellmeback/hello
https://echo-api.3scale.net/hello
https://dev-tools.api/tellmeback/bye
https://echo-api.3scale.net/bye
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URL DO 3XFF1 (f5l: /hello) Z{FA L T/RXRADODBEETVET,

o YyEVIIN—ILNERETDHE RELAZURLXXFIIC VTR M EMSIHh, EhEh
DIYEVITLN—ITERLIEXA M) IRFTLEXY Yy FAFETCHINET,

Ty EYJIL—ILTIE, H{word}?value={value} DL D IZ, VT —XFHFLIERT 1 —IC
INGA—H—%EDBIENTEET,

APlcast ZLA TFD L DIC/IRSA—H—EBEL X T,
o GET AV vy K: /Tl —XFFHh5,
o POST. DELETE. F7/2IZ PUT XY v R:IRT 1 —H5,

Ry EYITIL=ILICIE. Aword} DL D ICHARITETDAILRA—REZEHBIENTEET,
ZDI—IbiE, TL—REILY— {word} TEET Z2EEDXRICYNYFLET, & X

& /morning DL IRV IV TRA MBIV EYTIL—ILITIyFLET, T4ILRA—FIE R
SYyYaAtASYy Y aDBEELIIRS YV AEE) A ROBICHERTZIENTEET, /85
A= —ICETAIWNRKRA—REEDHBIENTEET,

TI7AIEMTIE, BELEAY—MEIKK>TIRTORYEYTIL—ILHAEALFHEINE
o Ib—IL W1 ZBIMLZIGEICIE. AN NI THBEDZYIVIAMITYFLET (B
Iv1/word % 7z1E /v1/sentence),

NEY—VDIRFBICKIVES ($) ZEBMLT. BE2—HEZIEETHIENTEET, EX

£, wi/word (Z. vi/word D)V TR MIEFY Yy F L. Ivi/word/hello®!') 7 TR ~MZIE
IvFLEHA, BE2—HBEEBETIHAICE. IRTUIIRYFIET 74DV EVY
=L () ETENCTZIHEIHYET,

BHOTYEYTI—IUPB) I TR NDRRIIR Y FFRHBENHYETH, YV FT2I—
I RE VI TR MNIERINHTTP 404 27 —9 20— MBI NET,

XvEYITIL—ILDOI—9Y 70—
TYyEYIIL—=IVIEATEZT— 70— TFICRLET,

WOTHEHARTYEYTIL—ILAEERTBIENTEET, v EVTIL—ILDESE 2518
LTLIEIW,

BOTEEINRVEDIC, RED)O—FRFICTYEYTIL—ILIFTL =77 hRERINZK
ER

BEOTyEYTIV—ILARETBICIE. RAIIKHZHRETAIAVEI) v I LT, FTEFOD
IW—=ILEBRIICTZHRELIHY FT,

IL—=ILEHIBRT BICIE, JIF/m7a1430%0) vy o LET,

Integration > Configuration TEE A2 7OE— 9§25 &, IRTOERS L VHIRIREI 1
i_a—o

e~y VI —ILDELE

FLOWIYEYTIL—ILOERE. I D2UEDOTYyEYTIL—ILELEB L%, ThUEOT Y E
VII—=ILDUNEBEEFEIET ZICIE, Last? A T2 a v EREIRLE T, 72& ZI1E. APlIntegration
Settings T. IFIFERA NIV RICEERTONALEROTYEY T —ILEERELLBERET

ER

10


https://access.redhat.com/documentation/ja-jp/red_hat_3scale_api_management/2.13/html-single/getting_started/index#defining-mapping-rules_configuring-your-api

#5135 3SCALE APICASTAPI — h Y =1 DEELRBREICOWVWT

(get) /path/to/example/search
(get) /path/to/example/{id}

JL—JU /path/to/example/search [CId Last? & ¥ —27 TE XY, JRIC. (get)/path/to/example/search
EREUHT E, ZDIL—ILTOREEZIT> /&, APlcast IJEBZ{ZFIEL T, BYDIL—ILTOREIE
ThhiErtA, £/ IL—ILDX N U R (get)/path/to/example/{id} &1 > 7 ) XV hIhFEH A,

1.3. Bk ER A D APl % APICAST A& D & 5 ICALIET 2 »

API FIEED API Z@EEIICMEVOE T ENTED L DI, HARY L APlcast SRENDE & 1 D455
T—2hHY FT,
Host ANy 4 —

DA T avid, HostANy ¥F—HEE LAEBICT Y FLRWRY 574 v %3EET 2 API 7O
T NMIDHBETT, TOLIRFHICIE. Host 'S —h Iz AD1DRDT, F— b7 x4 D API
7049 MNORICH B Z & TR E U Fd (i xxx-yyy.staging.apicast.io).

Z DA% (T 5 ITIE. AUTHENTICATION SETTINGS ([Your_product_name] > Integration >
Settings) ® HostHeader 7 1 —JL KT, API 7O% Y D REETZHRAMNEERLZE T,

hic&Y., HostedAPlcast 1 YRV RIZ) VT ZAMNDEVUHELDKRR MCET A EEAZXM2E
-a—o

* AUTHENTICATION SETTINGS

Host Header

Lets you define a custom Host request header. This is needed if your API
backend only accepts traffic from a specific host.

APIXy VTV RDIRE

APlcast "ERFBRIBETEMFET 5L D ISR oK. API 7O hADEET7IERE, IBELLY—
JLYy MN—=OVERODEVHLEGICHRTZ I ENAEEFNZGENHY ET, TDRDITIE,
APlcast D =9 Ly b b=V 2BRELET, =V LYy NN—=2VDEREFEIIOVTI,. 5ER
APlcast %7€ =SB L T 2T,

754 R— M APl %1% S APlcast DfEH
APlcast LT, 41 Y9 —X vy NEICABRINTWAWAPI 2RETEIENTEET, TDOH
DEEIFUTOESY T,

o FOA XY MNA TP ar& LT, Self-managed APlcast #fR L TW 3,

o —fEDAUH—F Y DS APlcast ND T U AW EEET. APlcast #° 3scale Service
Management AP ICEFEDOIFUHE L Z1TD 2 ENTE S,

e APlcast APl 7O4 9 N7V ERTBIENTE S,
ZDIZEICIE, PrivateBase URL7 1 —JL KICAPIOHREB R A A VEFLIEIPT7 KL A %%
EL, BOFIEITBAEESYVICERTZIENTEET, L. TOREICLY, RT—Y
VIREBOXY Y NEFRTZIENTELRKARYEY, RT—Y VR APIcast1 Y RY YV

1
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ZlE 3scale NRA ML TWT, TSAR=KNAPINY I TV RIIETIECRTZIENTER
Wz, TAMI—=ILIEEII L EFH A, APlcast #E2BEBREICT 7O4/4 LTELLEZET L
I&. APlcast IFHEEH Y ICHBELE T,

1.4. OPENTRACING %= {#H Y % APICAST DX E

OpenTracing l& API D8 T., ¥4 704 —E207O7 74 YV 7BLPE=F Y Y JILERIN S

XYy RTY, N— 3> 33LIED APIcast (1. OpenTracing 54 75 ) —8 £ U Jaeger Tracer
4T )—NEEFRTVET,

AR

e FNFNOANEIY L IVITZANMNI, BEDYIVIZANIDATZYYFINTWS, BFE. ZhiClx
HTTP Ay ¥ —DMERINZE T,

e TNETNDOHY—EXNYIJIZAMIDZMDY—ERICERET B,
e TNThOY—EXN)IIZANIDZATICHNT S,
o TNThOHY—EXHN) IR NDRK/BRTRIANFOHERBREZLHET 5,

o OJNEHIN, HTTPU VIR MNID A2EH L TEIFT 2FEEIEHT 5,

FIR

. OPENTRACING_TRACER IRIZEZH(/ jaeger ICREIND LIICLET., ORI EHD
BEICIE, OpenTracing IEEMICARY £7,

2. OPENTRACING_CONFIG RIEZ#AHREL T, FAITZ2 ML —HU—DFTI7AILINEET 74
IWERELET, flE LT, LUTFO jaeger.example.json 7 7 1 LSRR L T X0,

3. (7Y 3 v) EBED OpenTracing 3 E I L T. OPENTRACING_HEADER_FORWARD &%
TR aBRELET,

REE

AVFTL—=2a Vv NEUIICHBEL TWEHIEI DMETRAMNT BITIE. ML —X D Jaeger ML —R A
VH—TITARATREINZNEI N EERLET,

BEEE IR
® APlcast DIRIEEH

e OpenTracing & W daeger 1 Y7 ¥ L—avDOF7y FAN)—L7FOY Y b

1.5.OPENSHIFT 1 Y X% 2V AA~D JAEGER DA VA =)L
3scale APl 7O/ 4 —I%, Jaeger &#IZ OpenTracing A L T, APINOMUHLD ML —2

SUCRTTINDa—FTAVITETIIENTEZET, TDRDICTIE, 3scale ZETHD OpenShift 1 ~
AV AIC Jaeger =4 VA M—ILLET,

12


https://www.jaegertracing.io/
https://github.com/3scale/apicast/blob/master/gateway/conf.d/opentracing/jaeger.example.json
https://access.redhat.com/documentation/ja-jp/red_hat_3scale_api_management/2.13/html-single/administering_the_api_gateway/index#apicast_environment_variables
https://github.com/3scale/apicast
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Digk

==
[=]

Jaeger g — RIX—F 44—V KR—FX Y N THY. APlcast EHICFERT 255

FRE 3scale lZHR— M AIRELIFHA, UTOFIEIZSEZRE L TOIMRES
., EHRERETCOFEAICITBELZFEA.

/

FIR

1. IRFED namespace IC Jaeger 7 —IbA VIV F Y TL—hEA VY AM=ILLET,

oc process -f https://raw.githubusercontent.com/jaegertracing/jaeger-openshift/master/all-in-
one/jaeger-all-in-one-template.yml | oc create -f -

2. L FOHAT Jaeger 32 7 7 1 )L jaeger_config.json = ER L £ 7,

{

"service_name": "apicast",
"disabled": false,
"sampler": {

"type": "const",

"param": 1
2
"reporter": {

"queueSize": 100,
"bufferFlushlinterval™: 10,
"logSpans": false,

"localAgentHostPort": "jaeger-agent:6831"
}

headers™ {

"jaegerDebugHeader": "debug-id",
"jaegerBaggageHeader": "baggage",
"TraceContextHeaderName": "uber-trace-id",
"traceBaggageHeaderPrefix": "testctx-"

|3
"baggage_restrictions": {

"denyBaggageOninitializationFailure": false,
"hostPort": "127.0.0.1:5778",
"refreshinterval": 60

}
}
o sampler EH & 1ICBRET D&, IRTOV VIR Y YT ITEINnET,
e reporter DIFFIE LUV F 1 —H A4 XIFHETT,
[

O TR KNEBIYT B7-HICIE,. headers 27 > 3 D TraceContextHeaderName T >/
N —IZABETY,

3. Jaeger 8 E 7 7 1 LB ConfigMap Z1ER L. £ % APlcast IC¥ VY M LE T,

13
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oc create configmap jaeger-config --from-file=jaeger_config.json
oc set volumes dc/apicast --add -m /tmp/jaeger/ --configmap-name jaeger-config

4. IO R T v FTEBILZE&E T, OpenTracing & & V' Jaeger ZHWICL T,

oc set env deploymentConfig/apicast OPENTRACING_TRACER=jaeger
OPENTRACING_CONFIG=/tmp/jaeger/jaeger_config.json

5 JaegerA V4 —T7 A ANEMELTWVWS URL ZHEERL £ 9,

oc get route
(...) jaeger-query-myproject.127.0.0.1.nip.io

6. BIDRAT Y FTHER L/ URL 15 Jaeger 1 V¥ —7 =4 A%FEET 9, Openshift DNJLR
FryvIDLHmAPAEFNTWVWET—IDNRRINET,

7. DOITZAMDML—R%EITRTERRITESELDIC, OpenTracing & & U Jaeger DY R— %
Ny TV RAPHIEMLE Y, ZOBREFIE. EAINZ I L—ALAT7—JBLUVEREIHLT

Ny IV RTEIERY FY, & LT Using OpenTracing with Jaeger to collect
Application Metrics in Kubernetes &8 L T 72X Ly,

BEE R

® Jaeger on OpenShift Development setup
® Jaeger on OpenShift Production setup

® Distributed tracing on OpenShift Service Mesh

14


https://developers.redhat.com/blog/2017/07/10/using-opentracing-with-jaeger-to-collect-application-metrics-in-kubernetes/
https://github.com/jaegertracing/jaeger-openshift#development-setup
https://github.com/jaegertracing/jaeger-openshift#production-setup
https://docs.openshift.com/container-platform/3.11/servicemesh-install/servicemesh-install.html#distributed-tracing-tutorial

%52% DOCKER AV 5T+ —BREDEE
825 DOCKER O v FF—EBIEDIEE

21.DOCKER OV T+ —RIELD APICAST ICEAT B N T a—FT 1V
5

AtV avTld, Docker VT F+—IBIEETAPIcast 2T 5RICEEmT 5. £ o> & HHBIRPA
RIREICDWTCERBAL £ ¢,

2.1.1. Cannot connect to the Docker daemon T35 —

docker: Cannot connect to the Docker daemon.ls the docker daemon running on this host?& LW\ 5 T
=AY E—IDRRINLFEICIE. Docker H—E XN REI L TWAWATEEMNHY £F, sudo
systemctl status docker.service 17> K% 3EfTL T. Docker 7T—EVDRT—YH R%&MHRT 5 &
NTEET,

RHEL T Docker AV T+ —RIEDREZITOHE. T 74/ b TlE root ERAMERDT, ZOIAY
Y RIEHhT root I —H—E LTERITLTLKETY, FEMICOWTIE, CORFa AV N EZSRBLTL
XV,

212. EAM Docker AV Y R4 V49— (AT VR
THYFE—RTOAVTFTF—%BEL ((dF T av), RITHDAPIcast 1 YV RAYV ADO YT %=HERT
3ZEICIE. log < > K (sudo docker logs <containers) 245 &N TEEY,

T. <containers (33> 7+ —% (LFEEDHITILapicast) £/<i&3 > 7+ —ID T3, sudo docker ps
AV RAEFEALT, 2TFOAVFTF—RLCICZO D BLVLHE YA MNKRRTZIENTEFE
ER

OV 5+ —%F1EF %ICIE. sudo docker stop <containers <Y >~ R%E4TL 9., sudo docker rm
<container> AV Y RAERITLT, AVFF—%BIKRTEIEEHETEET,

FETX2a< Y ROEMIE. Docker ATV RDY 77 L VR H#SBLTLEI,
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http://www.projectatomic.io/blog/2015/08/why-we-dont-let-non-root-users-run-docker-in-centos-fedora-or-rhel/
https://docs.docker.com/engine/reference/commandline/
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$F3E 5E 1 APICAST 3% E

At avTlEd,. ATV JBREBICETS 3scale DAPIT— KNI 1 DEEREREL T
DWTERBAL X,

\'1
w
\
0

3L.— LYy bNN—=VOVDESR

tXxal) T4 —LDEARAMIDS, 3scale Y'— M I ZADSAPINY I TV RICEEFEINZITRTOY /T
Z MIZIE. X-3scale-proxy-secret-token E WO ANy ¥ —WNEFNF T, Integration R—T D
AUTHENTICATIONSETTINGS C. ZDAY Y —DEEBET DI ENTEET,

* AUTHENTICATION SETTINGS

Host Header

Lets you define a custom Host request header. This is needed if your API
backend only accepts traffic from a specific host.

Secret Token  Shared_secret_sent_from_proxy_to_AP|_backend

Enables you to block any direct developer requests to your APl backend; each
3scale APl gateway call to your APl backend contains a request header called x-
3scale-proxy-secret-token. The value of this header can be set by you here.
It's up to you ensure your backend only allows calls with this secret header.

HRELEY—VLy M=o ViE, TAOFV—EAPIBOHEY—V Ly MELTHEBEL, Y— M x
ADLEEINTULWAVWAPIN VI ZARMEEBRTLAEWVWEEICIK, §RTITAYITEIENTEET,
ChICEY, Y RRYIRT— MDA 2FALTCINS 74 v IBEBRYV—%tEy N7y TTBE
IS ATV RRA Y N A RETZEO0HEEAEXF1 YT —LAVY—%2BNTEIENATEET,
=M O T ADEEET B7-DICIE. APINY I T RICIKARINTWABERARELDR RN A A VDN ET
T, LD 2T, APIRNY VTV REH>TVWHIX, #TEI LTV vIILDEREZTOTBEIENT
FFET, ATV UIJVREDAPIT— MU (A EEBRBRETOFEAZEELTVWRVDT, 2D &
NRERBICRDZEIEHYFRA, L. PVEREHIFREIICLTBVWEANEZLWVWEEZFE

ER

3.2. FREEIE R

R

user_key. app_key. & & U client_secret 7 1 —JL RIZIE, RARE FHXFD
74—V REHEIRIHY X9,

BEHF [0-9,a-2,A-Z]. NA TYIAFTR(-) DH. 5~256 XFDRX, AR—RILf#F
HATEFEtEA,

X 5T, app_id & client_id D& ARIE 140 XFETT,

3scale ICH TS API U LT v ILiE, user_key E7-|d app_id/app_key DELE LN TY (EAT %
RELE—RNICKWET), RAT—YVJIRIED API 7 — b =4 Tl OpenID Connect "M TY, &
Z L. Integration R—YTTFRANT B EWEFTETFEHA,

16
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BB, APITERDZ VLT VIV I EEFRIZIENEFLWZGEEHY ET, ZDHFAE. APl F—
E—REFALTWNIL user key ICHRY LAREZHIZRETIHLENHY F T,

Auth user Key  user_key

HBWE UTDL D IC app_id 8LV app_key %#:ZRE L F 7,

App ID parameter app_id

Name of the parameter that acts of behalf of app id

App Key parameter app_key

Name of the parameter that acts of behalf of app key

ez, app_id % key ICEZ D ZEDNAPIICE>TLYBITHNIE, BEIEZEETEIENTE
F9., Yy—boxAIEBATkey ZENF L. 3scale /Ny 7 TV RITx L TESBEMUH L =17 HIIC
app_id ICEHLET, FHLLWILTUIvILEZILIE., BEFEFERALATRIERSBRVERITERLT
T,

APIDI LTV vIILEETERIC, V) —3FH (GETUATRRT 4 —) FEAvIF—DEL S
AT EINEERTDHIENTEET,

CREDENTIALS "' As HTTP Headers
LOCATION®

© As query parameters (GET) or body parameters (POST/PUT/DELETE)

pa 3

LTI v I)LEMET BRIC. APlcast 3Ny ¥y —REERLELLEFT, 2F Y. AXF
ENNFORPERLS L, PYY—RAT7ENA TV EEMHRWVET, ExE 7
TV —2arvFx—DNTA—4—% App_Key E&E L72HZEICIE. app-key FDfth
DEEENRT IV r—>avF—AvdF—ELTRIFANLNET,

33.TI5—XvytE—VDRHRE
AtV avTiE, APlcast DI S— XA v E—VARETEIAEICDOWTEHALET,
7Ox%>—& LT, 3scaleAPlcast i) VTR MNELUTDLDICEEBLET,

o ITS—HARTNIE, APlcast iV SA TV MHSEDY) VT A M%E API/NYy P T R —/8—|C
EL, APIDL ARV RERZRBESTICISATYMIRLEYT, LARVRAEERT B5EIC
. Header Modification /R & — A{FHT B ENTEET,

o API DL AR ZA 1404 Not Found Z 7 (& 400 Bad Request ED LTS — X v z—T DIFEIC
lZ. APlcast IEZFDA v =% 0547 MIIRLEY, 7272 L. APlcast &°
Authentication missing FDOMD T 5 — %M LIFRICIE. APlcast BT —XvE—Y%
EELTYVIIRMNAERTIEET,

LD 2T, APlcast N NLDIZ— A v E—YZRTLIDICEET DI ENTEET,

17


https://access.redhat.com/documentation/ja-jp/red_hat_3scale_api_management/2.13/html/administering_the_api_gateway/apicast_policies#header_modification
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e Authentication failed: TOITZ—IlE, VLTV vibhEEIhTWEh, 7TV r—v 3y
HA—EHICRBINTULSZDOVWTANMIEY, APLY VTR MIBMRILT VO vILAE
FNTWARWIEERBKRLET, T/ TOIS—IEA MY Y IDER (ZDIED 0) RIBEIC
ERINET,

® Authentication missing: API Y J TZ MV LTV vILAEFEFNTUVWAWEEICIE., BTID
IZ—NERINET, 12— —DAPIV I IR MII LTV vILEEBMLAD S IFEIC
BIYET,

e Nomatch: TDIZS—I&, YV IRAMDNEDITYEYTIL—=ILICERYF LAz, X
M)w ODRBHINBWIEEZEKRLET, CORREBTLEIS—EIERY FHAD.
A—F—DEILNRRZHATWEN. Ty EV T —IVAESHRT —ZITHE L TWRWLA
DVWThHhEEKRLZET,

e Usage limitexceeded: TOITZ—I&, VIV ITRAMLAEZIVRERA Y MIELT, 9534771
DREHEDOLRICGELAZIEZBKRLET, VITAMDEROYYEY TIL—ILICT Y F
TRHEEICIE. 77472 MIEBOREFED LRISET BRIEELHY £,

IZ5—%BETBICIE. UTOFIEICHWNET,

1. [Your_product_name] > Integration > Settings » SEE TV E 7,

2. GATEWAYRESPONSE /> 3 VY TRET DI — DY 1 TEZERLET,

3UTDT714—ILRDEEZEELET,
® Response Code:3HTD HTTP L ARV X d— K
e Content-type: Content-Type ~\ v ¥ —D{&
® ResponseBody: LARYZAX v E£—IYDRT 1 —DIE

4. ZEREERET BITI1E, UpdateProduct#7 1) w2 LET,

3.4. R EEFE

Promote v.[n] to Staging APlcast%2 7 ) v 7 9 57N ([n]IdN—TYa v ESEKRLET)., TORF
MTCHDRENISON 77 M WICREINET, ATV VIRIEDODS— b zAE, IR IIAMD
FCILRFOREENBLET, TNThORE (RT—Y VYV EFLEERBRE) ICDWT, ThET
DERET7ANDEREETRTHRTIIENTEET,

1. [Your_product_name] > Integration > Configuration ™ S1{EF%#1TWE T,

2. %39 BIRIE (Staging APlcast £ 72 |d Production APlcast) D##(Z4 % Configuration history
DY)y I LET,

DBIDO/N—= a3 VICEEMICO—ILNY I FT BT EIRRTERVAICERLTLEIWL, ZORDYIC,

Wi dT D ISON 77 A IICL Y ITRTDEBEN—JIVOBREICT IV ERATEHIENTEET, 2hbd
DI 7ANEFALT. ThZThOBETT 7O LB EAWRETZIENTEET, ETHN

X, EOFTOM AV N TCEFETERLET I ENTEET,

35.7 /1wy

T=—MITAREDOEY b7y TREETTN, ThTEIS—DIHRETIHEMEIDHYET, TODL
DWKRDDIT, ¥—hIVTARBIS—ZBHTZ2DICERLBTNY JEREZRT I ENTEET,
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X5
it

3% SE4 APICAST

APlcast BT /Ny JIERAIEBT 2ICE. PIV/EATBAPI Y —ERICNBR T2 —EXN—Y V%A
EE LT, ~v 4 — X-3scale-debug: {SERVICE_TOKEN} %= APl ') 7 TZ MBS 2 HELAHY F
£

NY S —DREINY—EX M=V UDRBUTHNIE. T— R IZAIELRARYZANY T —ICUTOIE
HwEEMLET,

X-3scale-matched-rules: /v1/word/{word}.json, /v1
X-3scale-credentials: app_key=APP_KEY&app_id=APP_ID
X-3scale-usage: usage%5Bversion_1%5D=1&usage%5Bword%5D=1

X-3scale-matched-rules ICi&, V7 TR NIy FLTWBY Yy EYSIIL—ILOaAVYIEPYY ) R K
NRRINZEY,

~ v 4 — X-3scale-credentials (&, 3scale /XY 7TV RIEI NI LTVovILERLET,
X-3scale-usage ICl&, 3scale /Ny 7 TV RICHREINFERRIIRTIINE
9, usage%5Bversion_1%5D=1&usage%5Bword%5D=1 (3 usage[version_1]=1&usage[word]=1
ZURLIVOA—RLAEZEDT, APIN VIR RMILY XYY K (XA MYy P)version_1 5 & word
DAY MDNENTNIBALIEEKRLET,
36. X 2)—FT1 VT
APlcast (&, 3scale 7717 > b (£7z1& APICAST_SERVICES_LISTIREZHMNEEINTWVWBIHHIC
EH—E2OY Ty M) THREINTWEIRTODAPIY—EXZWNEBLET, @BE. APlcast (&)
JIAMNDERRARNGICEDWTAPIYY VTR NEBERAPIY—ERICIV—T 14 VI LET, TDED
IS, REARXR—RAURL EDREZTVWET, RMICTYY FLEY—EXANERICEAINET,
RZ2I—T 4 VTHREICE Y, BEROY—EXTHEAL ARARXR—AURLZFEATZIENTE, Yo
AMEIYIIRMDRRCEYIN—T 4 v ITINET, CORBEZEMITSIC
I&. APICAST_PATH ROUTING IRIEZ# % true £7/2IE 1 ICFREL X T, AMICT B &, APlcast I&
RANGENRZADOAHICEDWTRFBLEY VTR MY —ERICTYEVY T LET,
AL REARXR—AURLZFERALTIDODT—MITMZBULTERD NAM VY THRAMNINZERD
Ny YTV RY—ERZRET25EIC. COWEZEATEIEHNTEEY, TOLHITIE. AP
Ny TV R(DFY A R—FMR—ZURL) T&IZEHDAPIYH—EREFZREL. NRI—TFT 1V
THEEEMILET,
EZE, 3D2DY—ERDUTDLI ICKREINTWSEIHA,

o H—EXAZLRBKAN—X URL: api.example.com ¥ v E> JJ)L—)L: /a

o H—E X BF~N—X URL: api.example.com Mapping rule: /b

e H—EX C2AFE~N—2X URL:api.example.com ¥ v E> JI)L—)L: /¢
IRZI—TF 1 7D & 23551215 (APICAST_PATH_ROUTING=false). api.example.com (X33
ZETRTOFVHELIFH—ERAEDREEHAATT, LA >T. MUH L api.example.com/c &
& O api.example.com/b (ZNo Mapping Rule matchedT 5 — & HICKK L £,

NZI)—T 14 VI B IGFEICIE (APICAST_PATH_ROUTING=true). MU'H LIZHR X K BLUON
2OMAICBEINEY, LT,

e api.example.com/a I —EXAILIL—FT 4V ITINFT,

e api.example.com/c IV —EX CICI—FT 1V TINET,
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e api.example2.com/b |& No Mapping Rule matched T>—& HICKKLFT., 2FY. AH
R—ZAURL ATy FLARVWDT, Y—EZXAB&EFTYFLEHA,

NZ2)—T 14 VT =FRTZHEICE. B ARAX—RAURLZFAT Z2ERHDOT—ERICEWT,

SYEYVITIL—IDEREELEWELIICTIMELAHYET, DFY. XYY RERZRNY—VDHAE
btElE, TRFNI1I DO —EXTCULMEATRZEIETEEHA,
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4% APICAST RY > —

B4ZE APICAST R ¥ —
APlcast R 1) ¥ — & &, APlcast DEIMEAEE T HEEDENMN T, R P —%2F%, 8BW. LUK
EL T, APlcast EMEDZEE A G T D ENTEE T, RYP—%FALT, T7 4L bD APlcast
TTOAAY M CRFBTZIEDTERVEELZBINLEYT, BOEHADORY V—%2ERT D&
. RedHat 3scale DRt T 2 1ZHER) > — 2FHETDENTEET,
LUFDMEY 7 TlE, B# APIcast RY) ¥ —, RYP—Fz—VDEM. BELVPHRHY A APlcast /R Y)
—DERICDODWTEHRBBLE T,
41.3SCALEAPICAST DT 7 4 NEMEAZEER T 57D DIEER) o —
3scale Tld, HARAADZHER) O —PREINE T, ThE5DKRY O —IE, APlcast ) VT Ak &
LARVZAZEDLDICAIEBT AL AEET HHMEDHEMTY, R —%52BFM. |, FIEEREL
T. APlcast Z2E B 9§ 2 HEAFIEHT B ENTEET,

M, 3scale BER—FILTORY v —DEMEESIR L TLZI W, 3scale T, UUTDZAERY
—HFEBAETY,

® 3scale Auth Caching

® 3scale Batcher

® 3scale Referrer

® Anonymous Access

® Camel Service

e Conditional R & —

® Content Caching

® CORS Request Handling
® Custom Metrics

® FEcho

® Edge Limiting

® Header Modification

® HTTP Status Code Overwrite
e HTTP2 Endpoint

® |P Check

o JWT Claim Check

® Liquid Context Debug

® | ogging

® Maintenance Mode
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® NGINX Filter

® OAuth 2.0 Mutual TLS Client Authentication
® OAuth 2.0 Token Introspection

® OnFall

® Proxy Service

® Rate Limit Headers

® Response Request Content Limits
® Retry

® RH-SSO/Keycloak Role Check

® Routing

e SOAP

® TLS Client Certificate Validation

® TLS Termination

® Upstream

® Upstream Connection

® Upstream Mutual TLS

® URL Rewriting

® URL Rewriting With Captures

® \Websocket

4.1.1. 3scale BEIER—YILTDORY) o —DERE
BIER—4ILTIE, 3scale API 7O NZEIWICTIDUEDRY S —A2BMICT BRI ENTEET,

AR

® 3scale APl 7’O% 7 K

Flia
1. 3scale AT 14 > LET,

2. BER—HINTODF v a2 R—RT, R)Y—%BWTSZAPI 7O MEBRLF T,
3. [your_product_name] A* % Integration > Policies DIEICFEI L £ 7,
4. POLICIES £ 3> T Addpolicy 52 1) v 4 LE T,

5. BMYBRYS—%RRL, BET1—ILRICEZAALIT,
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6. Update PolicyChainx 7Y v/ L, R)>—Fz—VERELET,

4.1.2. 3scale Auth Caching

3scale Auth Caching R Y & —Id. APlcast ICEFEINARIEMUPHLZF v a2 LET, BIFE—FN%
BRLT, vy Y1 FeRETHIENTEIXT,

3scale Auth Caching Tl&. LFOE—R&2FERATEIENTEET,
lstrict KRIhEZHUHLETZ2Fvrv2aLE T,

strict E— RTIE, ABINALHFOCHELEFAFryy>adhizd, R P —% strict E— N TEITH
IO LR FZIFEER SN E, R Y—EF vy vaT v M) —BEPICLET, Ny oY
RICPTVERATERLSRZE, FYYVa2ART—YRIHDDIDLET, Fr v a1 INTRTOREVH
LAERINE T,

2resilient: /Ny J TV ROBEELNEIE L TWBIBEICIE. REDY VT AMIESWTERLEY,

resilient E— R Tld, BRRINBEVPHLBLITESINZHTCELOEANFv+vaIhixzd, R
1) & —7% resilient E— RTEITHIE. MUHLICKBLTERFEDOF v v 22Ty M —(FEMICAY
FtA NYIIVRICTIVECRATERSRZE, FvvPaillby NF2HUHELIE, FrvvPaR
T—H RIS CTERR/IBEEDOREEMHMIFLET,

allow: /Ny 7 T ROBEENSEIE L TWBIBAICIK. BEICESEINhTVWAWERY IRTEFILE
4,

allow E— R Tl EKRBINAEFUVCHELBLTEEINAZFCHELOEANF vy aIhxd, RY
Y—% allow E— RTETHIF. FrvPaIhiBUOELEF vy 22X 7—4 RUIG U TES/FH
DOREEMFLET, 72720, FROMUE LIFERINLZHVPHLELTFy vy aIhEzT,
BE

allow E—RTERLAZRICIE, EF2) 74 —DETFTHIRIINIT, IhoDBR
ICRFRICEE, FRL7ALTallow E—FZFERALTLEIWL,

4none: ¥vyanEhicLEd,

none E—RTIE, FvvPatEWICRYET, RUS—ZBMILAFEFF vy 2DFERZLED
2HAIC. TOE—RMRILBET,

BEIONRT 14—
TONRT 1 —
caching_type caching_type 70/ T84T HEXF W
T4 =LY, Frv 5l [resilient, strict, allow,
TaADEEE—REEE  none]
TBHIENTEETY,

RYS—FTIxY OB

{

"name": "caching",
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"version": "builtin",

"configuration”: {
"caching_type": "allow"

}

}

RYS—DBEFEICEAT IERIZ. TORF2 XY ND 3scale TORY —Fz—VDERM Y

2 aveESRBRLTLETIY,

4.1.3. 3scale Batcher

2D APlcast KFEA W =X LTI, APlcast BN API )V TRA M A2 (TER B =T, 3scale /Nw oy TV
K (Service Management API) I3 L T1EIMUE LATHNE . 3scale Batcher R ¥ —d, T D%
BEANZZXLDOREFERARELET,

5

DR —AFRT BICIE. R —F z—> D 3scale APlcast 7R') & —DRIIC
3scale Batcher ZE2iE 9 2 ENHY X T,

3scale Batcher R ¥ —% AT 2 &, RBAT—FADXF v v aINFERARRILR— MDY FA40
BIXNhFET, ChiCLY, 3scale/ Ny VTV RADY VTR MDA KIBICHIRINEJ, 3scale
Batcher RY ¥ —Il& Y, LATYI—%BELRAIL—TY NEEBPTIET, APIF+ R MO
T4 —XVREHNETEET,

3scale Batcher IR ) & —HAEPRIZEICIE. APlcast IZATO70—%FHA L TEEATVWET,

L ZRNERD)IVIZAMIBEVWT, RUP—EFILTUIvblFvr vy aIhTWENEI D
R LI,

o JLTFVIYIAFYYyIaTINTWBHEICIE., RY P —IE 3scale /Ny 7 TV RICEW
HLETIRDYIC, FvvPaInkE&KRAT—YRA2FEALET,

o JLTFTUYYINFr Yy aTINTVLWAWGEICIK, R)I—EFNy I Ty RIZEOHL
W, BREHAETL) 28E L TEBAT—F9 A %=Fvv2alLEd,

2. U ZRAMINRIST 2FEARTEESIC 3scale /Ny VTV RICHRETBRDYIC, R P—I&
FRRRDONI VY —BRBELT, Ny I IV RIINYFTHRELET, RELAFEFARRID
Ao —E, MILAEZZAL Y RICEY TEIOMOH L T 3scale /Ny VTV RICHREINET
(GREDIEE LR ENTEETT),

3scale Batcher RY ¥ —TIEZAIN—Ty A LELEFTH, BEIETFLET, FRERSLVRED
R IL 3scale ICRTFEI N, APlcast (& 3scale /N TV RIZIEOH L 21T D BFICDOHAIE L WIKER
AT—HAEBMETDEIENTEET, 3scale Batcher R ¥ —HERRIBEICIE. APlcast A° 3scale
KO LEZEELLRVEEB DY T, COHERIC. BUOBLETIT7 IV r—2avhEEIN
IREZBADAEENHY £,

FEFREHOBELY HERIL—Ty MHEELRIBEICIE. BEFDOAPIICHLTIOR) P —42FHALZE

'3'0 WMESHES LVEED TTL AHEEFRIEORRE & Y I B MNMIE WSS ICIX,. 3scale Batcher R 1) ¥ —
JYUBhEBENrEONET, & AE HREHEMNM1BHiY T, %E”:‘;FEF;ZBJ: VEEED TTL H'EK

63\ IREINTWBRIBERETT,

3scale Batcher IR ¥ —Tld. LTFDEZRELTFR—MIhFT,

e auths_ttl AFZxX v v > 1 OEWHRNMINS TTL 2B THREL X T,
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o WMEDPHEUHELOEENF v YL a1aINTWBIESICIE, APlcast idF¥ vy v aXIhi-fgn
FRALZEYT, auths tl /NS XA —4 —THRE LB/ RIBT 5 &, APlcast ldF v v a
ZHIBRL. 3scale N\ VTV RIZHUH L ZTWEEDRT—Y A &G LT,

o auths_ttl /X5 A —%—% OLIADEICREL £9, auths_ttl DfE% 0 ICERET D&, V)
JIZAMDYEIF vy alFIlEKRAI VY —DBEHFRINET, TOHER. REFEHIE
MITRY FE A,

e batch_report_seconds: APlcast #* 3scale /X VTV RIZNy FLR— N £ 5T 25EE %%
ELET, 774 MEKX10RTT,

4.1.4. 3scale Referrer

3scale Referrer RY) o —%FHAT 2 &, SBRITI71ILY— BEIBMICRYET, Y—ERR) > —
Fr—VTIDORYY—DBEMRIFEICIE. APlcast (& EFAD AuthRep J—JL & L T 3scale
Referrer 7R ) & —MDfE % Service Management APIZ3%/S L £ 9, 3scale Referrer /R 1) & —DfEIL, [F
UH LD referrer XS XA —49 —TEEFEINZET,

SBITT 1Y —BEEDLHADEFMIC DWW TIE,
BLTLEIWL,

NRY—V D BEBTITAIINIY— IV avES

4.1.5. Anonymous Access

Anonymous Access R ) & —Tld, BRI TICH—ERDNREINF T, TORY —Ik, R/
A=Y —BEXETELIIEETEZIEDTERVWLAY—T I r—2a vEDBEICERTY,
Anonymous Access R 1) & —IE, APIF¥F—B L7 7Y 4y — /EI/lD/) TYUHr—varvFx—ICL B
AT avEFEFRTIZH—EREYR—MNLET, LTIV EF 2 ELRWAPIY Y
IZAMIFHLTZIORY) O—2FMILEIFBEICIE. APlcast IR ) O —THREINLT 74 DY
LT v )LAFERALTHUCHLEZRRLET, APIOMRUHE LAERINSLOICIE. 7LTY v
IWDREINLET TV =2 a v BEELT V74 TTRIFNIERY FHA,

TNV r—2av 7S VaEFRALT, 77400 MNDI LTIV IVICERINE 7T 5r—2a VIR
EFEHERETDIIENTEET,

p= =)

APlcast R 1) ¥ —& & U Anonymous Access R & —% R O—F -V THET 5

BEITIE, APlcast R ¥ —DHEITIC Anonymous Access 1R ¥ — %R ET ZMLENHY F
ER

RYD—ICHERERETONT 4 —2UTITRLET,

e auth_type: LTFICRTBRFEOVWTNADEEZREIRL., 7O/8F 1 —H AP IZERE S N7 5REE
A7 avICRBELTWRREICLET,

o app_id_and_app key: 7 N r—> 3V ID/ TN = a v -l BRAEA TV a VA
o user_key: APl ¥— Il & ZEREA T 3 VA

e app_id (app_id_and_app_key 525E 4 1 FICDAHEM): API OV LIZVZ LTV v LAY RE
INTULWRWEEIL, RRICERTZ 7TV r—2avo7 ) 5—2a v ID,

e app_key (app_id_and_app_key F35E Y 1 FICDHFEM): API DEUNHE LICI LTV v LR
HINTWAWEEIL, RRICERT2 7Y r—>avor77Yr—vavx—,
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o user_key (user_key FBEEY 1 FICDHEM): APIOEUVHE LI LTV v ILHAREINTL
BWERIC, RRICERATZ7 ) 5—2 a0 AP F—,

EJ4.1 Anonymous Access R ) > —

Anonymous access
builtin - Provides default credentials for unauthenticated requests

This policy allows to expose a service without authentication. It can be useful,
for example, for legacy apps that cannot be adapted to send the auth params.
When the credentials are not provided in the request, this policy provides the
default ones configured. An app_id + app_key or a user_key should be
configured.

Enabled

auth_type*

app_id_and_app_key

4k

app_key*

myappid

app_id*

secret-app-key-123

4.1.6. Camel Service

Camel Service RY) ¥ —7%FEH L T, EZL % Apache Camel 7OF > —%FH L T 3scale D b3
T4V EEETBIHTTP /OF D — 2ERT DI ENTEET, TDHAE. Camel 1Y /N—2
HTTP 7OF>—& L TH#EEL. APlcast i Camel ICR S 71 v U %ZFEEL. Camel NZEDNZ T4 v
DHEAPINY IV RICEEFELET,

NST4wv o2 70—0Bf%EUTICRLET,
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User APlcast Camel APl backend

GET /resource

v

GET /resource

v

GET /resource/

.
P>

response

A

response

A

response

A

3scale Ny U TV RISEEINL APIcast NS 74w ZIld, T Camel 7OFY—AFAHLEFE
Ao TDRYT—IE, Camel 7OF Y —B LW APIcast & API /Ny VT REIDBEICOABEAHINZE
£

TRTORS T4 v 5 TOFY—RATERET 3I01E. HTTP_PROXY BEEH A EHT 2 B ELH
L) i’a—o

® CamelService R ¥ — T RTOERFOHARY O—EEMICL, bST71v 70
& Camel 7OF L —IEEINE T,

e HTTP_PROXY. HTTPS_PROXY. Z7zi& ALL_PROXY NS X —4 —NEHI
NTWBHEEICIE., CORYIY—IZEYINSDINFTA—H—DENFEEINZ
ER

o JOFTV—EETIE, LI R—MIhFHA, SREEICIE Header
Modification R > —AFEHALZF T,

RS —Fz—VOREFAZLUTICRLET,

"policy_chain": [
{
"name": "apicast.policy.apicast"
},
{
"name": "apicast.policy.camel”,
"configuration": {
"all_proxy": "http://192.168.15.103:8080/",
"http_proxy": "http://192.168.15.103:8080/",
"https_proxy": "http://192.168.15.103:8443/"
}
}
]
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http_proxy 7z (Z https_proxy AEZ I N TWAWEEIX, all_proxy DENMERINZE T,

A—R7—Z2ADH)

Camel Service R ¥ —I&, Apache Camel Z{#FH L T, 3scale TL YHEDHANWKRY O —BLVE
BABRATERLDICEONRTWET, CDRY P —IE, HTTP 8LV HTTPS % {FH L 7%= Apache
Camel EDA YT L—vaveEYR—bLET, FMlIE 6FEFuse DN >—T IO RF7223 2% F
HAL/E3scale X v tz—=3 272 Y DEHESRL T EIWN,

—MBR HTTP 7OF o —RY > —EADOFMIE.  [Proxy Service] #8HB L T I,

7oy bofl

GitHub ® Camel proxy policy © camel-netty-proxy Dfl#SB LT 72X W, 2070V ¥ MM
& APIRNY YTV RALDL ARV ZART 4 —Z ANFICEMT H HTTP 7AF S —NRIN TV
ER

4.1.7. Conditional R 1) > —

Conditional R ¥ —l&, RV —Fz—UhEFN37=6H, 8D APlcast R v — & FERY T,
Z DR P —I&, access. rewrite, log 2 &, & nginx 7T —X CIMAINIZEHEEERZLE T, £
B true DIJAICIE. Conditional R ¥ —id, Fx—VICEFNZRYO—T&IC7z—XEETL
9,

8%

APlcast @ Conditional RY) ¥ —l3F o /0 —7FL Eax—#EETd, 7o/ 0 —7FL
E 21— 0D#EEIE. Red Hat DEBRBIRIZEDO T —ERL NI T T =AY K~ (SLA) DR
ATHY., BEMICKE2TIEAWZ EAHY F9, RedHat ld, EFFRIETC IS %
FARTHIEAHELTVWERA, 77 /00— 21—, SO DL

WEBRCIREL T, AREBETHEEDT AN 21T\ T 1 — RNy V&R H L Tun/izE<
ZEEBMELTWETY, RedHat D572/ AV —T7 L E1—#eEDYR— NEIFEICE
THREMIE. 77/ 0T L Ea—#EDHYR— NI 2#SB L T IV,

LLFDfITIE. Conditional K1) & —72* the request method is POST OD&HA2EZEL TWB EREL
TWEY,

APlcast --> Caching --> Conditional --> Upstream

Vv

Headers

v
URL Rewriting
SEOHTIE, YT TA M POSTDIZEIC, F7 T —XADERTIBFFLUTDLSICRY ET,
1. APlcast
2. Caching

3. Headers
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https://github.com/3scale/APIcast/tree/master/gateway/src/apicast/policy/camel
https://access.redhat.com/ja/support/offerings/techpreview
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4. URL Rewriting
5. Upstream
)7 TXMA POST THWHERICIE, B7 1 —XDOERTIEFIFLULTOL D ICRY X,
1. APlcast
2. Caching

3. Upstream

eSS

Conditional RY) ¥ —F 2 —V TR —45FTTENE DD EHIT 25M4E1F. JSONEZFEALTE
WTE, LigudT>7L—bEEFEALET,

UTFDFITIE, VI IR KNSZH /example_path HE D M EFEZR L E 7

{
"left": "{{ uri }}",
"left_type": "liquid",
llopll: "=="’

"right": "/example_path",
"right_type": "plain”
}

ERDARZ Y READARZ Y ROMA % Liquid £/ 1E plain XFF & LTCFHETEE T, 774/
M. Plain X=F3TY,

and F/d or AFALIBEEAHEAEHLEDZENTEET, TORETIEH. LUETOHDOARBICH
#. Backend Ny ¥ —DEAEERL X7,

{
"operations": [
{
"left": "{{ uri }}",
"left_type": "liquid",
llopll: "=="’

"right": "/example_path",
"right_type": "plain”

"left": "{{ headers['Backend'] }}",
"left_type": "liquid",
‘op": "==",
"right": "test_upstream”,
"right_type": "plain”
}
1,

"combine_op": "and"

}

FEHIE. policy configschema MR LTI W,
Liquid THR— M IhTWBZEH
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® uri
® host
® remote_addr
® headers['Some-Header']
EHDOEH') X M ngx_variablelua Z5B L T X0,

LUTFofITIE. )2 TR ~OD Backend ~v ¥ —7* staging DIHFEIC.
TLET,

{

"name":"conditional”,
"version":"builtin",
"configuration™:{
"condition":{
"operations™"[
{
"left":"{{ headers['Backend }}",
"left_type™:"liquid",
“op":"==",
"right":"staging"
}
]
b
"policy_chain™[
{
"name":"upstream"”,
"version": "builtin",
"configuration™:{
"rules":[
{
"regex":"/",
"url":"http://my_staging_environment"

4.1.8. Content Caching

Ty TARNY—LKR)Y—%E

Content Caching R ¥ —IZ& Y, ARYLDFHEICEDWTHF v OV I 2BWSLVEMICTE L
BTEET, PYTRAMN)—LLRARYRER)V—ILFERATRIENTERVWISATYMNIIIR

MIDH, INLDORGZBERTEIEHNTEEY,

Content Caching R ¥ —HRY O —Fz—VIlH BIHBEIC. APlcast FERET7 v TR KN —AITE
{89 %80IC HEAD X% GET EXICE#LET, COEMAEFELRVESIE, RYY—Fz—IC

Content Caching R ¥ —%&EBMLABAWVWTLZI W,

cache-control AN ' —HERMINBZIFEEIE. APlcast BNRET B9 M LTI MIEBERELET,
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https://github.com/3scale/APIcast/blob/master/gateway/src/apicast/policy/ngx_variable.lua
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LLTDEREFDIBEES. XVY RDAGETDBESICLARYZAAFyvadxnxd,

E B

X8

{

"name": "apicast.policy.content_caching",
"version": "builtin",
"configuration”: {

"rules": [

{

"cache": true,
"header": "X-Cache-Status-POLICY",
"condition™: {

"combine_op": "and",

"operations": [

{
"left": "{{method}}",

"left_type": "liquid",
llopll: ll=="’
"right": "GET"

YR—bIhBE

e POST. PUT. F7/IZ DELETE XV v KOWFNMIC DWW T, Content Caching Ry —%
disabled ICEREL £ 9,

o HBAIL—IHBTYFL, FOI—IDAFvyvLa1a2BMTIES. 2T EELELFYYY Y
TIXEPICRY FHA, TITE, BEEDIRICRET DI ENEETY,

PYTAMN)—LLRARYZAAY & —
NGINX @ proxy_cache_valid 7 1 L 7 7 1 71&#I&. APICAST CACHE_STATUS CODES &

APICAST CACHE MAX TIME TIX7 O—/NJLICULDRET B EDNTEFEFHA, Y1 L7 MCE
LTy TRAN)—LHIELRDZEEEERT 33551F. Cache-Control Ny ¥ —%&FHLZET,

4.1.9. CORS Request Handling

Cross Origin Resource Sharing (CORS) Request Handling R & —%{FH3 5 &, UTDEBE%EET
52 ENTESDTCORS DEEDFHIEAAEETT,

o FAIIhBZAYY—

o FAINBAY YR

o FaXhdA)IvAnyy¥—
o FaXhz/LTFvIvi

e ZAKI—Y
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CORS Request Handling R & —IZ& Y, BEINTWARWCORS V7 IR MNEIARTTOYIIN
x7,

Pz
APlcast /R 1) & —& £ U' CORS Request Handling R & —% R o —F . —V THET

I EICIE. APlcast /R & —®DHIIZ CORS Request Handling R & — %58 E T 2 E
NHYFET,

JETONRT 14—

F—=H894 T XFEFD TF=
5l (CORS Ay 4 —T
BIFhIERY HA)

allow_headers 70/x
7 14 —TIl&, APlcast
FA 9% CORS N

¥—%miE LTI|EY

allow_headers

ZENTEET,
allow_methods allow_methods 70O T84T HEXF T=
INT 4 —TIl&. APlcast I DEEH [GET, HEAD,
HEFRI$ % CORS X POST, PUT, DELETE,
Vv R%ZE5I& LTHEE  PATCH, OPTIONS,
FTHIENTEET, TRACE, CONNECT]
allow_origin allow_origin 7o/ T894 T XXFF T=
7 14 —TIl&, APlcast
HFATBAYT VD RA
A VEBETDIENT
IS
allow_credentials allow_credentials 7 F—=8594 T T—I& F=
A7 4 =T,
APlcast "/ LTV +
JLDERTE I /= CORS
DO ITANEZEFAIY 5H
EINER/ET DI EN
TXE9,
max_age max_age 7O/NF 41— FT—84854 T BHY T=

TRk V734809
IRMDHEREZFv v
YaATEZHEZRET
TEY,

RYS—FTIxI OB

{

"name": "cors",

"version": "builtin",

"configuration": {
"allow_headers": [
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"App_ Id"’ "App_Key"’
"Content-Type", "Accept”
1,

"allow_credentials": true,
"allow_methods": [
"G ET", HPOSTII

1,
"allow_origin": "https://example.com",
"max_age" : 200
}
}

AU —DBREHEICET DERHRIE. 3scale BIER—FILTORY)Y—Fz—VDLEEASRBLTLE
T,

4.1.10. Custom Metrics

Custom Metrics RY & —IZ&Y, 7Y TARMNY)—ALAPIHICE>DTEEINBZLARYADEZICANY
JABBMTDIENTEEYT, CORYD—DFERI—RAT—RIE, LRARYRAO—KDRAT—4
Ao ANYE— FLRIFIFIFTRNCINXZEHUIZEDOWTA M) IR %EBINT 258 TY,

Custom metrics DHIFR

o YOI ZRAMMNTYTAN)—LAPHIEEINBDRICERENTTONDE, FiLWXKNY v A&
Ty TAN)—LAPIHIZERETBEHIC. Ny 2TV RIC2BEBOHEUH LN THhNET,

o ZORYY—F, Ny FULEBORYS—EIIHWELIEA,

o RUIS—DPARNYYIDEE Ty 2T 2HIC. BER—FILTARN) Y VEERT ZIHED
HYyFET,

DOTZA M70O0—0H

LTRDOFv— M, BHAAF Vv aINTOWAWNEEDOY /TR M 70—0FE, REAFvrva
INTWBEBED70—%2RLTWET,

-l
_

User APlcast

Get /foo

hd

X EHI
ZDORYY—F, PYTARN)—LAPIN 400 DAT—H RAERTE, NV —A V)XY NET
XNYyYerrorDhY hNEEDSLET,

{
"name": "apicast.policy.custom_metrics",
"configuration”: {

33



Red Hat 3scale APl Management 2.13 AP 5'— b = 1 OEH

"rules": [
{
"metric": "error",
"increment": "{{ resp.headers['increment’] }}",
"condition™: {
"operations": [
{
"right": "{{status}}",
"right_type": "liquid",
"left": "400",
"op"; "=
}
],

"combine_op": "and"

ZDRYY—F, PYTARN)—LAPIHN 200 DRAFT—4H A %3RT &, status_code [EFRIC L Y hits X
N)wyoDhD Y MEEPLLET,

{

"name": "apicast.policy.custom_metrics",
"configuration”: {
"rules”: [
{
"metric": "hits_{{status}}",
"increment": "1",
"condition™: {
"operations": [
{
"right": "{{status}}",
"right_type": "liquid",
"left": "200",
"op"; "=
}
1,

"combine_op": "and"

4.1.11. Echo

Echo RUY—ld, ZELEYIIRAMNEHALTI ATV MUGRLET, Tk, 77V a v TEE
DHTTP AF—4 23— R%ZRLET,

FETONRT 14—
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status Echo Ry —80 54 F—=H 854 T B TF=
7V MIRY HTTP R
F—HA—NR

exit Echo R ¥ —FERET F—H A4 T HEXF WA

2TE—RNZIBELZE 7l [request, set]
¥, request i&8T E—

Rig, 2ELEZVIITR

NDOMIBE{ELE L F

¥, seti& T E— Nid&E
E|MAT—XEEBL

E3

RYS—FTIxI OB

{

"name": "echo",

"version": "builtin",

"configuration”: {
"status": 404,
"exit": "request”

}
}

RS —DBEAEICEAT 2BERIZ. AED3scale TORY v—Fx—VDIEME I avaSEBLT
CIEEW,

4.1.12. Edge Limiting

Edge Limiting /R > —DBEMIE. Ny V7TV KAPIHIZEEINDZ N7 14 v JICRT 2 ZRATEH
EERETBIET, TORYY—%2T 74 bD 3scale EBA DAL EHICHERTEIENTE
F9, TORYY—THR—FINBZI1I—RT—RDOFEUTICRLET,

o TV RI—H—DREFE: ) IVITAMNDERIAANY S —TEINDS IWT h—2 > D sub
(subject) 7 L —LDMEICEL B REHE, {{jwtsub}} & L TEREINFT,

o 1MWHYDY I TR MNI(RPS) FREHITH

o H—ERZTEDI/O—/NIURESIE: 7 ) r—2a v ZETRMRL, Y—ER T EITREHIE
ZERALZEY,

o R LR FBRINIEREHROBZRELE T,

HIRDY 1 S

ZDRY =TI, lua-resty-limit-traffic 54 75 Y —ICL WIREINDZLUTOHIRES 1 THHYR— K
IhFET,

e leaky bucket_limiters: 35 ) V T X MBS L VHZARN—RA M A ZER—ET B, ) —
F—NTy hTILTVILICEDEFET,

o fixed_window_limiters: 1 EDHIEICE DX F ¢ (HREDn#),
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e connection_limiters: ERHEHGOMICE DX X7,
ITRTCDFREY—ERTEFAE7O—NIVIGERTSIENTEET,

HIR DR
JIv I —ldFx—%HF5. HIREZERITHDICHEMAIZI VT 474 —%2IDF-—TCIVI—-—FLET
(IP7RLR, ¥—ER, TV KRSV M ID. FEANYSI—DfE. ZOMODIVT14T14—%F), D
F—ik, VIv I —Dkey /XX —H—THEELZT,
key JUATFDTONRF 4 —TEHEIND A TPV MTT,
e name: ¥—DEFEZEHRLEFT, RA—THT—ETAIFINIERY £EA,
e scope: ¥F—DRI—T%EHLET., YR—IMINZRI-FREUTOEBYTT,
o service: 1 DOHY—ERICHELZREFITH—ERTEDRO—T
o global I RXTOHY—ERICHEERKIFT/O—/\ILRI—T
e name_type:name DENED LD ICFHEIN B2 hEEEZLE T,
o plain: 7L —YF7FZ2 h& LTI N 3,
o liquid: Liquid & L CTHAX N 2,
TNTIhOFIRIE. TDYA TITH LN A =9 —EHFBET,
e leaky_bucket_limiters: rate & & U' burst
o rate BEAZEL DI EMKETTEZ IRHEYVD) VIR MNMIEERLET,
o burst AL —h2HBASIEDTEZ IMNHILYDY VIR MNEZERL T, rate THH

EINZHFBL— M eBAD V7T A M, ABHREBENBERAINE T, 1WHLYD
VOIZAMEN burst TEEINDL—h2BASE. VIIAMIEEINIT,

- g

e fixed_window_limiters: count. window, count (&, window TEZIN MW H/Y ICET
TEDVIIRMIAEEZELET,

e connection_limiters: conn, burst. & £ U delay

o conn:FFBEINZAREROEAMEZEEZE LT T, burst TEEIND 1WHY DEHRY
FCIDEABABDIENTETET,

o delay: #IfRZzBAEHZEEIEINH2ERLET,

Bl
® service AIC T BV IRMNEEBDI0BHFAILET,

{
"key": { "name": "service_A" },
"count": 10,
"window": 60

}

® burst & 10, delay = 1#ICERE L T, 100 OREFFEHEZFAILEX T,
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{
"key": { "name": "service_A" },
"conn": 100,
"burst": 10,
"delay": 1
}

P—ERTEICIFTIFLFREERTDIENTEET, BROFIREZERLLIFZBEICIE. DL
HE1DDFIRIET D&, VITRAMIETEALIGBEINE T,

Liquid 7>~ 7L — b

Edge Limiting R ') ¥ —TI&F —IC Liquid BN Y R— I 2 DT, ENAF—ICHIREZIEET 2 T
ENTEFET, TDHITIE. F—0D name_type /3T X —4¥ —% liquid ICERET 2 MELNHYET,
ZhiZEY, name RT A =4 —IC LiQud EHEZFERTHIENTEET, LEZE V74726

IP 7 KL ZDIiFEIE {{ remote_addr }}. JWT k—2 > ®D sub 7 L —LDHZEF {{ jwt.sub }} 2% 7E
L/i_a—o

B

{
"key": { "name": "{{ jwt.sub }}", "name_type": "liquid" },
"count": 10,
"window": 60

}

Liquid DY R— M ICE Y 2EAARBRIE. [HY S —TOZEBLTT LY —OER] £8RBLTI
I,

oA

B)IvA—ICIE, VIVvI—DPBEAIND YA IVIAEERTIZEIRITFNIERY THA, M4
&, VI v 44— condition 7ONRF 4 —THEELZFT,

LT Z70/85 4« —T condition # E& L £ 9,

e combine op: JEED A MIBERAINE T—ILEEFTYT, or 8LV and DEMNYR— KX
nEd,

e operations: ;i T 2HENHZFHED) A NTY, FEEIE. UTO7ONRT1—%F >4 7
VI MILYRINET,

o left HREDEZRIERD

o

left_type: left 7O/X7 1 —HAED & 5 IZFHAI I 1 % D (plain & 721 liquid),
o right BEEDARIERD
o right_type:right 70O0/X7 1 —HED & 5 ICFHE X 11 % D (plain F 7 1F liquid).

o op EEDHSOEICEEINGEET, == (ZLL) BLT 1= (ELAL) D2 DOEH
-U-/_.ﬁ’_ I\-Sni-a—o

B

I "condition™: {
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"combine_op": "and",
"operations™: [
{
‘op": "==",
"right": "GET",
"left_type": "liquid",
"left": "{{ http_method }}",
"right_type": "plain”
}
]
}

REWEAY I —HRA ML —Y DK

77 #JU KTl Edge Limiting R ¥ —IEXREFE AT >4 —IZ OpenResty RET 1 V23t ) —%
FRALEYT, L. T4 7237+ Y —0RHDYICHED Redlsﬂ'—/\—féﬁﬁﬁﬂ'é ENTEZE
T, CDREIK. BHD APIcast 1 YV RY VAN T TOA4 INTWBIHBEICRIEE T, redis_url /X
SA—49—%FALTRedis t—/NN—%BETDIENTEET,

I5—NE

Iy —TlE, TS—DUEBFEERETDEOIUTONRI A=Y —PHYR—FINhFET,

o limits_exceeded _error: X E L= LIREBA/BRICIV ATV MIRINZ IS —XT—4H R
I—RBLUAYE—VEBELEFT. UTONRSIA—F—%RETI2RENHY T,

o status_code: LIRZBALED) VTR NDRAT—HROA—K, 774 NE 429 TT,
o error_handling: L TDA 7L a v AFERALT. T5—OUMEBAEEIBELE T,

moexit JOTRMDWEEZRIEL, T5—XvtE—Y%ZRLET,

" log )V ITXAMNDUMEZTT L, HAATZBLEY,

e configuration_error: 8 ENEL K BWHBEHICV FA TV MORINE IS —RT—4F X 0—
FBELUAYE—VZBELET, UTONIX—F—%RETIUEINHYXT,

o status_code: ;X EICEENL H BIHBEDRAT—HY AI—K, T7 4L MEL500TT,
o error_handling: L TDA 7L a v AFERALT. T5—OMEBAHEEIBELE T,
moexit VOIRANDUMIEBZAIEL, TF7—AvE—V%RLET,

" log )V ITXAMDUMEZTT L, HAATZBLEY,

4.1.13. Header Modification
Header Modification R > —%FHd 2 &, RELALVITANFARELARVRAICEALT, BEED
Ny —%BEST D, HROANYI—%EELTEINT 3. FLEAYI—%2HIRTEIENTEE
T LARYZIANY S —BLPNV IV IR MY —DEAEZEETEIENTEET,
Header Modification R ) ¥ —Tld, LUTFDERE/NTA—F—DHR—KINhFT,

o request ) VTR MY S —|TERATBREREDY R K

e response: L ARV ANy ¥ —|TERAT HRIED) X b

TNTNDEFIZ. UTDNIX =5 —THREINIT,

38



4% APICAST RY > —

op: HAYT2RIEEIBELE T, add IREEBEFEDOAY F—ICEEZEMLE T, setigfEld~y
Y—BLMMBEBEER L. EFOANY Y —DENT TICHFRET 28I ZDOEEELEXLE

T, pushBIEEAY F—BLTELEERKLZTH, BFEOAY I —DENT TICHEELTWT
ETDEELEXLEEA. TORDYIC, push FEEFEDOANY F—ICEZEML £, delete
BEEAYY—%ZHIBRLZET,

header: fEX E /- IdEE T 2NV F—%EBELEF T, "NV I —RILIEEOXFI % FEHT S

Z ENTEZXT (. Custom-Header),

e value_type: Ny F—DENED LI ICFHEI N2 E2ERELET, TL—VTFANDBEED
plain 7% Liquid 7> 7L — h & L CEHEI T 2B A D liquid WFRNTERE L £, i

i, [RUS—TOEHS LT T4 —DFEA] Z5RLTIEIW,

o value Ny ¥ —IFERAINZEEBELET, EDY 1 TH liquid DIFEICIE. EIE {{
variable_from_context }} DK ICT 2 HELHY XT, HIRT 2HBEICIETFETT,

RYS—FTII OB

{

"name": "headers",
"version": "builtin",
"configuration": {
"response”: |
{
"op": "add",
"header": "Custom-Header",
"value_type": "plain",
"value": "any-value"
}
],
"request”: [
{
"op": "set",
"header": "Authorization”,
"value_type": "plain”,
"value": "Basic dXNIlcm5hbWU6cGFzc3dvemQ="

"op": "set",

"header": "Service-ID",
"value_type": "liquid",
"value": "{{service.id}}"

}
]
}
}

RS —DOBEAEICEAT 2BERIE. AED3scale TORY v—Fx—VDEME Y avaSEBLT

CTEEL,

4.1.14. HTTP Status Code Overwrite

APl 7 O/34 4 —|&, HTTP Status Code Overwrite RY) &—% API 7O4% 7 MIEBMTEXET, TOR
Jo—ic&Y, PYTRAMN)—LDLARYZRAA—KR%E, BELALLARYZAOA—-RNIIEETXET,
3scale (&, HTTP Status Code Overwrite R —% 7 v TR KN —AH—EZIANSEEINLL AR
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V2OA—NRKIERLEY, DF Y., 3scale 2B T 5 API BARRICEDRVWI— RERTIZEICIE. 7
DA—KREFTVT—2aVIlEKROHB L ARV RAOI—RICEET 57201, HTTP Status Code
Overwrite R Y —%RETDIENTEET,

RYY—Fz—U Tl BETDLRARYRAO—REERT 7R 2 —H HTTP Status Code Overwrite
RYS—DRINCHDVELAHYZET, TRHITIRAT—HIRAA—REERT IR O—HALRWVES.
HTTP Status Code Overwrite R —DRY) O —F 1 —V TOMBIFEETIEHY FH A,

EER—4 LT, HTTP Status Code Overwrite R > —%FOF U hDRY —Fz—VIEBML F
T R)VY—Fz—VTRYY—%0 )y oL, EEITET7YTAN)—LLRRYZRO—KE, Kb
YIGRLEZWL AR Z2O—RERELET, LEXTZ2EBMOT7Y TAKN)—LLRKRYRO—RKRZ
CILERSAEY )y LET, =& ZIE, HTTP Status Code Overwrite RY ¥ —%FAHAL T, 7v 7/
AR —L®D201Created L ARV A0 — K% 2000K L ARV RO—RICEBETXET,

EEITDHLARYZAI—ROES1206IIF. IV TV YHIREBAZHBEDL ARV RATY, 7y
Z M) —LhY 413 payload too large 3R T IHHIC. 414 request-URItoolong DL ARV A J— K TH
nIIBRIBET,

EIR—4 JL T HTTP Status Code Overwrite R —%&EBINT KDY IC, RYP—Fz—VERE
T77 A4 EHIC 3scale APl BFERATEE T,

B
RNV —Fz—VERET7AINDLUTD JSONEREIE. 2207y FRAM)—LDLRARYZROA— K%
FEXLXY,
{
"name": "statuscode_overwrite",

"version": "builtin",
"configuration™: {
"http_statuses™": [
{
"upstream”: 200,
"apicast": 201
b
{

"upstream"”: 413,
"apicast": 414
}
]
}
}

4.1.15. HTTP2 Endpoint

HTTP2 T RiRA Y hRY Y —IE, VI TR & APlcast & %fE9 23V Ya1—~x—77)r— 3
YEOHTTP/2 7O R EY E—M O =Y+ O—JL (gRPC) EMABMICLET, HTTP2 TV
RRAVRRYS—DATAT I MDR) Y —Fz—VICHBIHA, APIF v A MY IR MNE1T> O
Vo aA—R=T TNV =236 TyTAN) =LY —ERAOBE7O—2FA HTTP/2 7O M3
WELVGRPC AT B I ENTEET,

HTTP2 TV RRA VMR =BRSSO —Fz—VIlH D5

o U ITRKNEREEIZ. JSONWeb h—% >~ F7(Z App_ID & App_Key DR 7 A FERA L TERET
ZRENHYFET, API F—FRFEEHR—bIhTVWEHA,
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® gRPC I Y KR4 ¥ M& Transport Layer Security (TLS) 27 L£ 9.

4% APICAST RY > —

e HTTP2 TV RiRA ¥ hiR1) > —id, 3scale APlcast R ¥ —DHIICIEET Z2HEHLHY FT,

o VY ITARNY—=LY—ERD/NY I TV RIE HTTP/L1 7L—VFF R MFELIE Transport
Layer Security (TLS) #R&ETX X7,

o RIYI—Fxz—VIlIE, TLS Termination R v —E£EFNBZMELIHY X7,

APlcast SXER )

"policy_chain": [

—Fz—rDh:

{ "name": "apicast.policy.tls" },
{ "name": "apicast.policy.grpc" },
{ "name": "apicast.policy.apicast" }

]

4.1.16. IP Check

IPCheck R Y —iE, IPDYRMIEDWTY I IAMESELIEHTTTZLHICERLIT,

JETONRT 14—

check_type

ips

error_msg

check_type 700/x

T 14 —IZiE, whitelist
F 7z1Z blacklist ® 2 ©
DEZIBET DI ENT
X %9, blacklist (.
JAMEDIPHOSDY
JIRARNETNRTESL
9, whitelist (. Y
AMNEICRBRWIPALD
DOIRAMNETRTESR
LEd,

ips 70/37 4 — T3,
K74 MY R MNFERLIET
Sy ) AMIEETD
P7RLZADYRM%E
IBETHIENTEE
9, BRDIP B LY
CIDR B O™ A %
THIENTEET,

error_msg 7O/
T4—%ZFEALT. V7Y
TR MMEBINIBEFIC
BEINDZIS—XvtE—
VERESTDHIENTE
£9,

X =% (whitelist % 7=
(& blacklist &5 5 H
TRIFNIERY EEA)

XF5DEF (B IP
7 RLATHRITNIERY
FHA)

13
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client_ip_sources 7
O/F7 4 —Tl&k. 754
7V M IPORISHEESE
BETDBIENTEFE

client_ip_sources

¥, T74INNTE,. &

BIIFUHLEERELE
PAERAINEY, &
nhsHoF+ o ay
&, X-Forwarded-For
B LU X-Real-IP ©

ES

RYS—FTII OB

{

"name": "ip_check",
"configuration”: {
"ips": [ "3.4.5.6", "1.2.3.0/4" ],
"check_type": "blacklist",

XFI O, BMRt £=
Toavig, X-
Forwarded-For. X-

Real-IP. &4& U

last_caller T3 (8%
DEIRMVATEETT ),

"client_ip_sources": ["X-Forwarded-For", "X-Real-IP", "last_caller"],

"error_msg": "A custom error message"

}
}

RS —DOBEAEICEAT 2BERIZ. KAED3scale TORY v—Fxz—VDEME Y avaSRBLT

CTEEW,

41.17. JWT Claim Check

JWT Claim Check R & — %9 % &, JSON Web Token (JWT) L —AICEDEY V-4 —
Ty RBIUAYY FNETOY IS B, MR-V EEESTEHIEHNTEIY,

JWT Claim Check /RY) & — D E

IWT I L—LDEICEDVWTIL—FT 4 7T BHDICIF. RY)Y—Fz—2IliE, RYUS—IHET
ZAVFXFANTINTARRIEL T L —LEKIKNTZRY S —DRETT,

JWT Claim Check R & —H )Y —RBLVOX Yy RETOY I LTWBBAICIK, RYS—IF IJWT

BEBRIELET, —A. XV Y RBLVTI YV —ZABT Y FLAWMZEEICIE,

NAPIHIEEFEINZ T,

DOTA KNIy ITY

UTFDGET VI TR MDBITIE, JWTICIFEBEEZFEE L Trole 7 L—LADNBETY, B LATFNRIE )
JIZAMIEEINET, —AH. GETUADY VTR ML IWT BEZREEL AW eod, POST YV —

2L IWT OFIF R LICEFIINE T,

{
"name": "apicast.policy.jwt_claim_check",
"configuration”: {
"error_message": "Invalid JWT check",
"rules": [
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"operations" [
{"op": "==", "jwt_claim": "role", "jwt_claim_type": "plain”, "value": "admin"}

1,

"combine_op":"and",
"methods": ["GET"],
"resource": "/resource"”,
"resource_type": "plain”

}
]
}
}

RYS—F T —UAD IWT Claim Check RY & —DEEE

RYY—Fz—>2TIWTClaimCheck R ¥ —%ERKET BICIE. UTOEEEF -ITHELNHY F
_a—o

® 3scale VAT ALICTUVERATESRZ &,
o TRTDFTTAAAXYIMDPRETLTWVWSR I &,
RY>—oDs%

1. 3scale BER—F I TDRY > —DEMEICEEDFIBICH > T IWT Claim Check %3EIR L,
API [Z JWT Claim Check /R —%EmML 9,

2. JWT Claim Check® ) > 2 %7 ) v o LET,

3. Enabled DF z v IRy V R%#ERL, RYS—ZBMILET,

4. —=IL%EBINTZICIE. TSR T7A4aAVE 7Yy I LET,

5. resource_type Z1§EL £,

6. REFZERLIY,

7. =Ll & > THIEIT N D resource Z1EEL X7,

8. HAINBXY Y KEBMTSICIK. TSRAGT7A4aAVEI Yy I LET,

9. P34 v oA TAYIINLERKICI—F—ICRTTZIS—XvE—JZANLET,

10. API A®D JWT Claim Check RY) & —DE&REHDTET L7z 5,. UpdatePolicy 2 ) v 7 LE T,
BUTEZEIVVAVOTIR () TAAVEI )Yy I LT, ILIN)Y =94 TELVHT
INZAYY RZEBBMTBIENTEET,

1. Update Policy Chainz2 ') v 7 LTEEZFEFLZX T,
4.1.18. Liquid Context Debug
ya 13!

Liquid Context Debug R Y ¥ —DIBEIF. ARIRETOT /Ny JHEDH T, EREIR
BETOFERIEERINTWEEA,
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ZORYD—IFJISONZFEALTAPI ) VTR MIGELE Y, AV TF A MNTHATRERAF TV
IRBELVEEEH,. Liquid TV FL— MNOFMICERT I ENTEFE T, 3scale APlcast F 7z &
Upstream IR o — & HlAEDHLE R HBEICIE. EEREBEOLDICRY Y—Fz—VTIEINLDRY
< —DHIIC Liquid Context Debug AR & — %R ET M BN HY T, BRSBLZRITZLHIC, K
)Y —ICIZEET ATV MITELTED, ThERY TETBEEBRAZET,

ZDRY S —DBEMAREFIC APlcast R TEDHIZ LU TICRLET,

{
"jwt": {
"azp": "972f7b4f",
“iat": 1537538097,

"exp": 1537574096,
"typ": "Bearer"
b
"credentials": {
"app_id": "972f7b4f"
b
"usage": {
"deltas": {
"hits": 1
b
"metrics”: [
"hits"
]
b
"service": {
"id": "2",

4.1.19. Logging
Logging R ¥ —ICiZ 2 DOBMDHY £ 7,
o PUEAOATDHNZEBMNE LVEMICT B,

o TNETNDY—ERIEICHRILTIEAQATDT +#—< v fEl L. hRAI LTI LR
AJEZAHDEMERETEDLIICT %,

Logging /R ¥ —& 7V ZAO T DBRAD YT O—NIVEREEEAEDESD I EDNTEET, APlcast 7
HERAOYDBFAERET 313, APICAST ACCESS LOG FILE BIEZHARELE T, F7 4/
MTlE, ZOEBIIEEBR T /N( AD /dev/stdout ICEREINTWET, ¥ O—/VL APlcast /85
A—4— BT BEMAERIE. 7EAPlcast DEEZ#ESB LTI,
F7z. Logging R > —HEEICEET 2 HREBREUTICRLET,

o ZMRYI—IL, enable_access_logsiZE/NTX—F—LHHR—FLEEA,

o F7UEAOV%EEFMIZIT ICIL. enable_access_logs /X5 X —4% —%EIR$ % H. Logging
RYS—%@EALET,

o APIDT7 VROV EEMICTBICIE. ULTOFIEEERELET,
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L RYY—mBMHLET,
2. enable_access_logs /X5 X —4 —DEIR=MERLF T,
3. Submit k¥ %22 Yv I LET,

FTI7AILKRTIE, TORYY—FR)—Fz—VTHEBICHE>TLWEHEA,

41191 FRTOAPIOOX Y TRY O—DHE

APICAST_ENVIRONMENT 292 &, RUY—DNITRTDAPI 7O5 7 ROV AT LAREKITEAX
N2%EXO0—RTEXFET, ChERRTIHEDHAELUTICRLET, APICAST_ENVIRONMENT

. T7O4 AN, TYTL—bM FRIGEEFOIA SIS L TERDZ 771 ILDIRRA%EBRT S
EHOICERINET,

VATFLALETAXF VIRV —HRETBICIE. TTAAA VM IATITIELTUTOEREEZELT
CIEEW,

TYTL—MR=22DFFO4 A MDIFE,. ConfigMap & & U VolumeMount Z{FEH LT3
VTFT—IKTFANERD Y NS BRENDHY XY,

3scale operator R—Z2DF 7O4 XV N DBE:

o 3scale 2N L YHID/NA—T 3 > Tlk, ConfigMap & & U VolumeMount 2R LTIV F
FT—IKT7ANET I NS DBEDNHY FT,

o 3scale 2.11 MBEHT. APIManager # 249 A1) Y —R (CR) TERBINZY—IL v h&fE
AT 20BENHY FT,

APlcast Operator D7 704 X ¥ hDIFE:
o 3scale 2N LARIIFERETCEEFHA T L&,

o 3scale 2.11 DB T, APIManager # 2% A1) Y —2Z (CR) TERBINZY—IL v M &fE
AT 2BENHY FT,

Docker IC7 7’04 X7z Self-managed APlcast DIF&EICIE. 774 &V TFH—IIX DY
g 2RENHY T,

Logging 4 7> avidk, APITAYAELL 74—y NEIhAWEBEEZEITEZDICERIBEET,

LT, $XTOY—ERXTA—RINZR)—DHITY,

custom_env.lua 7 71 JL

local cjson = require('cjson’)
local PolicyChain = require('apicast.policy_chain’)
local policy_chain = context.policy_chain

local logging_policy_config = cjson.decode([[

{

"enable_access_logs": false,
"custom_logging": "\"{{request}}\" to service {{service.id}} and {{service.name}}"

}
1)

policy_chain:insert( PolicyChain.load_policy('logging', 'builtin’, logging_policy_config), 1)
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return {
policy_chain = policy_chain,
port = { metrics = 9421 },

}

4.119.1.1. ConfigMap & & T VolumeMount 2L CaAYFTF—ICT7 7ML %EY IV b L. TRTD
APIOOFX VIR —%FRET DHE

1. custom_env.lua 7 7 1 JLC ConfigMap =/ER& L £,
I oc create configmap logging --from-file=/path/to/custom_env.lua
2. ConfigMap ®RY 1 —L%< 7> kL ZFT (i apicast-staging).

oc set volume dc/apicast-staging --add --name=Ilogging --mount-path=/opt/app-
root/src/config/custom_env.lua --sub-path=custom_env.lua -t configmap --configmap-
name=logging

oc set env dc/apicast-staging APICAST_ENVIRONMENT=/opt/app-
root/src/config/custom_env.lua

4.119.1.2. APIManager 1R 9 LAY Y —R (CR) CBRINZY—/L v MEALTIRTD APIOO
XUIURY) O —F/ETDHE

operator R— 22D T FOA A hD 3scale 2N UETIE, OF VIV RYS—%>—U Ly & LTHRE
L. APIManager R4 A Y —2R (CRYTY—o Ly h&aBRLET.

pa

LT DOFIEE. 3scale operator ICOHBERMTT, /2L, LLFOFIEICHE > T APlcast
operator AR ET DI ENTEET,

=50

¢ Llua COA—T a4V IIND1D2ULEDHRY LERIE,

FIR

L ARSI LBREI VT VY TY—I Ly MEEHRLET,
I $ oc create secret generic custom-env --from-file=./custom_env.lua

2. APlcast h 2% LBRIEA M L T APIManager CR 2% EH L UFFO4 LE T,
apimanager.yaml content:

apiVersion: apps.3scale.net/vialphai
kind: APIManager
metadata:
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name: apimanager-apicast-custom-environment
spec:
apicast:
productionSpec:
customEnvironments:
- secretRef:
name: custom-env
stagingSpec:
customEnvironments:
- secretRef:
name: custom-env

3. APIManagerCRA#7 70414 L£¥,
I $ oc apply -f apimanager.yaml

=9 Ly hHEHELAWSGE, Operator I CR % failled E¥—2 LET, Y=V L v NEZEET BIC
l&. APlcast ICRMY 57D Pod/A VT F—%2BF 7014 $20ErHY T,

HRY LBREBEOEH
WA LDBREIAVF VY ALERTIDELNHBZIEESIE. UTO 2004 T avrbhyxd,

o HE FDZBTHDOY—o Ly b%EEKL. APIManager CR 7 4 —JL REZEH L F T,

I customEnvironments[].secretRef.name

Operator i&. FTILWARSY LAREIA V7TV A20O0—RNg50-) VJEHEN)H—LZET,
e BIFDY—Y Ly hIAVYFTUYEEHL, APlcast BT 7AA LT

spec.apicast.productionSpec.replicas 7= |& spec.apicast.stagingSpec.replicas = 0 IC L
TH 56, LEIDEICRLEY,

4.119.1.3. Docker EIZ7 704 X hi: Self-managed APlcast D RT®D APIDOFX Y JRY > —D%
iE

LAF®D Docker A¥ Y R&E{FERHEL. custom enviluazx~vD Y kLT, ZOREDERET APlcast & 3E1T
LEY,

docker run --name apicast --rm -p 8080:8080 \
-v $(pwd):/config \
-e APICAST_ENVIRONMENT=/config/custom_env.lua \
-e THREESCALE_PORTAL_ENDPOINT=https://ACCESS_TOKEN@ADMIN_PORTAL_DOMAIN \
quay.io/3scale/apicast:master

ZERITRE Docker A¥Y ROEELRBEEZUTICRLET,
o BIEMLua 774 I%EIYFTF—-v$(pwd):/config EHBEL X,

® APICAST_ENVIRONMENT Z£#%. /config 71 L 7 b ) —ICRFEINT WS Lua 7 7 1 JLIC
RELET.

41192.OX V7 RY > —Dfl

INSid Logging R 2 —DHIT, UTORITERE LTIV,
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e custom_logging % 7=(% enable_json_logs 7 O/X7 1 —ABMRIBEICIE. TI74ILNDT
72073 EWICR S,

e enable_json_logs " EBMIFHEICIE. custom_logging 7 1 —JL RIF&EEEI N B,

77207 0ERhE

{
"name": "apicast.policy.logging",
"configuration": {
"enable_access_logs": false

}
}

HRY L7207 DERE

{
"name": "apicast.policy.logging",
"configuration”: {
"enable_access_logs": false,
"custom_logging": "[{{time_local}}] {{host}}:{{server_port}} {{remote_addr}}:{{remote_port}} \"
{{request}}\" {{status}} {{body_bytes_sent}} ({{request_time}}) {{post_action_impact}}",
}
}

H—EREHNLEZLETOARY LTV ERAOTDEME

{
"name": "apicast.policy.logging",
"configuration”: {
"enable_access_logs": false,
"custom_logging": "\"{{request}}\" to service {{service.id}} and {{service.serializable.name}}",
}
}

JSONFERTCOT7 /RO DEE

{
"name": "apicast.policy.logging",
"configuration”: {
"enable_access_logs": false,
"enable_json_logs": true,
"json_object_config": [
{
"key": "host",
"value": "{{host}}",
"value_type": "liquid"
b
{
"key": "time",
"value": "{{time_local}}",
"value_type": "liquid"
b
{
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"key": "custom",
"value": "custom_method",
"value_type": "plain"
}
]
}
}

EFEERVITZAMNDOHINTDZIHRAIY LTV EAOTDEE

{
"name": "apicast.policy.logging",
"configuration”: {
"enable_access_logs": false,
"custom_logging": "\"{{request}}\" to service {{service.id}} and {{service.name}}",
"condition": {
"operations": [
{"op": "==", "match": "{{status}}", "match_type": "liquid", "value": "200"}
1
"combine_op": "and"
}
}
}

LARYVADAT—H AD 200 /21X 500 DWWT MYy FIRBEDF7 72207 DHR
<A X

{
"name": "apicast.policy.logging",
"configuration”: {
"enable_access_logs": false,
"custom_logging": "\"{{request}}\" to service {{service.id}} and {{service.name}}",

"condition": {
"operations": [
{"op": "==", "match": "{{status}}", "match_type": "liquid", "value": "200"},
{"op": "==", "match": "{{status}}", "match_type": "liquid", "value": "500"}
1,
"combine_op": "or"
}
}

}

41193. h A9 LOX Y JICEAY 2HEBHER

AZRZLOFX VI TIE, TUVAR—PMULAEERHERIC Liqud Ty FL— b NA2FERATZIENTEET,
ZDEHDOHEEUTICRLET,

® NGINXFZ7AI T4 LUT 4 TEH: log_format, 7= & ZIE {{remote_addr}},
o LARVABLUN VTR MY H—:
o {{req.headers.FOO}}: ) VTR KD FOOANY ¥ —%EET 5,

o {{res.headers.FOO}}: L ARV AD FOO Ny ¥ —%H15T %,

49



Red Hat 3scale APl Management 2.13 AP 5'— b = 1 OEH
o H—EXRIER (B {{service.id}}). BLUVLUTDNIA—=F—ICLYREINZITRTOY—E
2701874 —:
o THREESCALE_CONFIG_FILE

o THREESCALE_PORTAL_ENDPOINT

4.1.20. Maintenance Mode

Maintenance Mode IRY) ¥ — AT 32 &, IEELAERT—YRI—RELUPA v -V EHITZEL
VI IARNEERTBIENTEET, TORYV—IF, XUFF+ U REBF 1L AP 2 —BWICT
Ay 79 358IC%IE5%T,

eS0T 4 —

BREAMREATOANT A —BLVT I+ MEE, LTFOYZXMIRLET,

T4
status B A Tay) 503 LRARYZ2O—FK
message XF5 (AT av) 503 Service Unavailable LARYRAD Ay 2=

- Maintenance

Maintenance Mode R Y ~—®DfHl

{
"policy_chain": [
{"name": "maintenance-mode", "version": "1.0.0",
"configuration": {"message": "Be back soon..", "status": 503} },

]
}

BHEDT7ZYTAN)—ATDAVTFVRAE— KDEA

{

"name": "maintenance_mode",
"version": "builtin",
"configuration™: {
"message_content_type": "text/plain; charset=utf-8",
"message": "Echo API /test is currently Unavailable",
"condition": {
"combine_op": "and",
"operations": [
{
"left_type": "liquid",
"right_type": "plain”,

llopll: "=="’
"left": "{{ original_request.path }}",
"right": "/test"
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"status": 503

}
}

RY S —DBREHREICEAT D1ERIZ. AED3scale TORY V—Fz—VDEREI Y avESRBLT

CTEEL,

4.1.21. NGINX Filter

NGINX Z—ED) VTR A F—HBEWICFTv I L, TNOHDAY Y —AHRIIFTIRWGERIC
DO TRAMEEFLFT, =& ZI1E NGINX 1F NGINX DM HREET & W f-Match ANy ¥ —D#%H %)
IZRNEEELET, NGINX BEFEDAY ¥F—DRIEAEBIRT 5L D ICT BB E1E. NGINX Filter 7R
) —%EBMLET,

NGINX Filter R & —%BIT %%E. NGINX BRiEE R Xy T2V VTR MY Y —%1DLLEIE

ELEY., HEITEINY YT Ay I =% VI ITAMIEINEINERELTY, L&A
AR @ JSON O— Kid NGINX Filter R 1) & —%3Ei0 L T, -Match ~» ¥ —DO®RiEZ ¥ v 733
B Ty TRAMN) =LY —N—l&EEIND Y VTR M -Match Ny ¥ —%REFT DL D ICRET
BIENTEEY,

{ "name": "apicast.policy.nginx_filters",
"configuration™: {
"headers": [
{"name": "lf-Match", "append™: true}

]
}
}

UTDFITE If-Match Ny ¥ —D#iEE XXy FLEITH, 2OA—KIF, VIR &7y TR K
) — Lt —/N—|TEET ZH0IC B-Match Ny ¥ —%HIR T35 & 5 ICNGINX ICHERLE T,

{ "name": "apicast.policy.nginx_filters",
"configuration™: {
"headers": [
{"name": "lf-Match", "append": false}

]
}
}

TYTAN) =LY —N—ICEEINDBZ Y IITARNMNIIBEEDANY Y —5BIMT EH0E D MIERERL,
NGINX BMEE L7TeAy ¥ — R T RWEEICNGINX 412 B I —R52EE L E T,
BE

Header Modification 7R 1) & — & NGINX Filter RY) Y — ICA LAY ¥ —AIET 2 &,
HEDRRERZEEELNrHY £9,

4.1.22. OAuth 2.0 Mutual TLS Client Authentication
ZORY—iE, 2APIO—JLICTH LT OAUth20 BB TLS 754 7 MRSFAETLE T,

OAuth 2.0 Mutual TLS Client Authentication R 1) & —® JSON Ol LA IR L F 9,

|
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"$schema": "http://apicast.io/policy-v1/schema#manifest#",
"name": "OAuth 2.0 Mutual TLS Client Authentication”,
"summary": "Configure OAuth 2.0 Mutual TLS Client Authentication.",
"description": ["This policy executes OAuth 2.0 Mutual TLS Client Authentication ",
"(https://tools.ietf.org/html/draft-ietf-oauth-mtls-12) for every API call.”
1,
"version": "builtin",
"configuration”: {
"type": "object",
"properties”: { }
}
}

4.1.23. OAuth 2.0 Token Introspection

OAuth 2.0 Token Introspection R ¥ —%fff 9 % &, OpenlD Connect (OIDC) 8B5f4 7> 3a v % H
W2 H—ERILFERAIN S JSON Web Token (JWT) h—J YV EZRIET DI ENATEET, ZDIHFAE.
h—% > %17#& (Red Hat Single Sign-On) D h—2 VA VY NAZARI Y a VIV RRA Y N FRALE
ER

=04 AORRY D IVIVRRAVINBELVEDIY RRA Y MIEUH L ETIERIC
APlcast MERT 27 LTV vILAERT %A, auth_type 7 1« —JU R TIILATFDEREEY 1 TH%H
/_j_:_ I\-Sni-a—o

e use_3scale_oidc_issuer_endpoint: APlcast (&, 754 7 NDIL TV v (94T
FDBLV I27FM4F7Y F>—2 Ly M) B BTNT Service Integration R—Y TEF L 7 OIDC
RITERENSDN—=I A4 ARRIYa VIV RRA Y M EFERLEY, APlcast
i&. token_introspection_endpoint 7 1 —JL KBS h—0 VA4 Y NORRI S a3V IV RiRA
vhERHLET, 2D71—JL RIE. OIDC £17EHRT .well-known/openid-
configuration T KR4 > MIHY FT,
use_3scale_oidc_issuer_endpoint (LR E I N/<EREEY 1 7

"policy_chain": [
{
"name": "apicast.policy.token_introspection",
"configuration”: {
"auth_type": "use_3scale_oidc_issuer_endpoint"

}
}

I,

e client_id+client_secret: ZMD# 7> 3 V' Tld, APlcast B h— 2V VIEHREZERTZ2DIFERT
2947 DBELT 947V M= 0Ly b &EHIC, BRBMN— V42 MAORRY
VAVIVRRAVMNEIBETRIENTEEY, COA TP avaFERT2IHEICIE. T
DERENTA—Y—HEELZET,

o clientid: k—2 YA AZRRIYIVIVRRAVNBDISATVMNIDERELFE
-a—o

o client_secret h—7 VA Y " ARRY D AaVIVRERA VYV NRDIZAT VN —0 Ly
FNeRELET,

o introspection_url: 1 ~ FOZARI VI VIVRRA VMDD URLEZRELZE T,
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client_id+client_secret ICERE I N/FREY 1 7

"policy_chain": [
{

"name": "apicast.policy.token_introspection”,

"configuration”: {
"auth_type": "client_id+client_secret",
"client_id": "myclient",
"client_secret": "mysecret",
"introspection_url": "http://red_hat_single_sign-on/token/introspection”

auth_type 7 1 —JL KDEEREIIH DD 5T, APlcast I& Basic BREEAFRALTCh—o V4> bORRY
23 VOV L ##ER L %9 (Authorization: Basic <token> ~v ¥ —, T Z T <token> |& Base64
TI>Id— KIN <client_id><client_secret> FRETY ),
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Edit Policy © Cancel

OAuth 2.0 Token Introspection
builtin - Configures OAuth 2.0 Token Introspection.

This policy executes OAuth 2.0 Token Introspection
(https://tools.ietf.org/html/rfc7662) for every APl call.

Enabled

max_ttl_tokens
Max TTL for cached tokens

max_cached tokens

Max number of tokens to cache

auth_type*

i

client_id+client_secret

introspection_url®

Introspection Endpoint URL

client_id*

Client ID for the Token Introspection Endpoint

client_secret*

Client Secret for the Token Introspection Endpoint

N—=O AV ARRISaVIVRRLA Y MDL ARV RITIE, active BEDNEEFNF T, APlcast
EZDERMDEZER LT T, BHEDEICIHLU T, APlcast (MU L Z &R I /<IFEBLE T,
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o true: FUHLZEZERLET
e false: Authentication Failed TS5 — & HICMOH LAEETLF T
COR) Y —AFEETZE, b—2VDF vy ax2BMLT. AL JIWT =2 ICwT BIEUH

LOECICN—=0 4 NARRI DI VIV RRA YV MIBUVHELETODERITZIENTEE
9, TokenIntrospection R —D M=oV F v v 1%5FRIZT 5ICI1E. max_cached_tokens

74— K% 0 (BEREIXELD) A5 10000 £ TOEICREL X T, X 5IC. max_ttl_tokens 7 1 —JL K

T. N—=0 YV OREHE (TTL) DEEZ 1H5 3600 DICRET DI ENTEET,

4.1.24. On Fail

APl 7ONA ¥ —i&, OnFall R >—% API 77O4% Y MZEBMTIXZET, OnFaill R Y—DR) > —
Fr—VIlHY., FEDAPIOAVYa—T—UJITAMITLTRY) >—DRITICKET 3 &,
APlcast [ZLATFDNIEAITWE T,

o JIUIRNDUMEBAEFIELET,
o NHOIRMNAFEETET7 ) r—avIiciBEELERT—49A—RAaRLET,

On Fail R ¥—i&, F#EtNALE& E)PjJZ’yA/T\U/ DAV T4 TV 2EROI— KD RET,
APlcast AR ) O —Z LB TERWFEICERIIEE T, R —Fz—2ICOnFall R —H W
& APIcastL;t/Ti"J*‘/-%i@ﬁi’é‘%@b\d’x')/ EAFXy T, F—VROMDKRY) S —%LIEBL,
VOITARNETY TARMN)—LAPIHZEELET, RUY—Fz—VIZOnFal RS —2'H 3 &,
APlcast I3 VT A MAEEFLE T,

R)Y—F—rTIE, OnFall R Y —%2EREDHAICKRETE T,

BEER—H I T, OnFal RY¥—A2 70482 hORY—Fz—vIZBMLET, RYY—Fz—V
TRYS—%0)v oL, OnFaiI/‘ﬁ')/ AT BEIC APlcast N RT RF—49 20— RAEEEL
9, LEZE V54TV MDSORBYRY VTAN%RYT 400 #I8ETEET,

4.1.25. Proxy Service

Proxy Service R >—%FHAL T, E&ELA7OF>—%FAHL T3scale DS T4 vV %%EET S
—fZHA HTTP 7OX Y — 2 EHT B ENTEEY, TDBKE, 7AFP—H—ERIFV/NN—2R
HTTP 7Ox>—& L THEEL. APlcast I HTTP Z7OFXY—IChST74 v P &ZEEL,. 7OxFY—
FOMNSTAYOEAPINY O RICEELET,

NST4wv o2 70—0Rf%EUTFICRLET,
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User APIcast HTTP proxy APl backend

GET /resource

v

GET /resource

v

GET /resource/

.
P>

response

A

response

A

response

A

3scale /Ny VTV RICEEINI APlcast NS 74 v 21k, IRTTOF>—52FAHLEFA, TOR
o —id, 7OFY—B LU APlcast & API/NY O Ty REIOBEICOABEAINE T,

TRTORS T4 v o5 TOFY—RATEREST 3IC1E. HTTP_PROXY BELEH A EHT 2 B ELH
L) i’a—o

® ProxyService R 2 —EIRTOBROMRY) o—&\|MICL. hST71v 70
O —ILEFEINET,

e HTTP_PROXY. HTTPS_PROXY. 7<% ALL_PROXY /NS X —4 —NEHI
NTWBHEEICIE., CORYIY—IZLYINEDINFTA—H—DENPEEINZ
ER

o JOFV—EETIE, LI R—MIhFHA, SREEICIE Header
Modification R ~—AFERHALZF T,

R —Fz—VOREAZLUTICRLET,

"policy_chain": [
{
"name": "apicast.policy.apicast"
b
{
"name": "apicast.policy.http_proxy",
"configuration": {
"all_proxy": "http://192.168.15.103:8888/",
"https_proxy": "https://192.168.15.103:8888/",
"http_proxy": "https://192.168.15.103:8888/"
}
}
]

http_proxy 7= (£ https_proxy AEZI N TWAWGEIX, all_proxy DENMERINZE T,
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A—R7—Z2ADH)

Proxy Service R 1) & —I&, HTTP % L 7= Apache Camel =W\ T, 3scale T& YR EDMA LR

) —BLUVEMEBRATEDLDIELNZE Lz, 7= L. Proxy Service RY & —% — g7 HTTP
TOF —H—ERELTERTZIEETEEYT, HTTPS A2 L /= Apache Camel EDA V7
L—> 3 ICDWTIE,  [Camel Service] ZZRLTL I,

ooy hofl

GitHub @ camel-netty-proxy DHIESB L TL LI W, 27OV Y MIE, APINNY VTV RS
DLRARYRART 4 — % KXFICERT Z HTTP 7OF Y —HNRINTVET,

4.1.26. Rate Limit Headers

TN =2 a v REFHOREINALT TV r—>a v SV TRIS54 T4 BHIC, Rate
Limit Headers R & —Id L ARV A XA v —IC RateLimit A~y ¥ —%BIMLET., ThoDAY
H—ld, BEINLVIZTZARN 7 —FEIBR, BS5CICREORBRTORYDYITA NI +—495
SUMHICEAT 2EELBEHRERELET,

7O%49 hdDRY) Y —F 2 — T, Rate LimitHeaders IR') &~ —%EBMNT 5358, 3scale APlcast 7R 1)

—DHIICERET 2MHELDHY 9, 3scale APlcast 7R 1) & — ' Rate Limit Headers IR ) & —DRIICH
% &, RateLimitHeaders R ¥ —I3#EE L £ A,

RateLimit N 4 —
LIF® RateLimit Ny ¥y —B2FNFNDOA v E—JICEBIMINE T,

e RateLimit-Limit: R E I N/cBFERTOEEH) JTA NI+ —9ZRRLIT B 107X
I\)O

e RateLimit-Remaining: JRIEDRERTORY D) VI TA NV #—9 52K~ LET B 5Y 0T
Z I\)O

e RateLimit-Resett: IREDKFERTORY FEEZMHTRTILET (B: 30F), TDAYF—D
E{EIZ. Retry-After ~v ¥ —® delta-seconds RiZ & E#EL HY £7,

T 7 #JU b TlE. RatelLimitHeaders R ¥ —DREINTVWARWGEEP T IV r—>a v S UICH
EREAEREINTUVAWMES., LARYAX Yy E—VICIXKREREICETZ2AY ST —DHY FHA,
= o-1o)
REHFEHERELETICAPIXA RNy 2 EERLTWSEDA, A M) v JICHIRIERES

hTW3iga, HOHRMERIN SO, REFEICETEIAY - IRV RIC
EEXUEED

BIER R

o [ v4H—2%v hKZ 7T KN RateLimit Header Fields for HTTP
® 3scale PN —oavTFSUBLREFHEORE

® Configuring 3scale API metrics

4.1.27. Response/Request Content Limits

APl 70O0/34 4 —|%. Response/Request Content Limits /R1) & —% APl 7047 MIBIMTEF T,
ZORIVY—IZE&Y, PYTRAMNY=LAPINDY VTR MDY AXPT Y TRAN)—LAPIDSD L
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ARV ADHYA XEFIRTEET, TORDD—HIRWGE, VUIITRANLARYZDH A XI3EH
RICAY T,

ZORY—IF, UTFTOEBOA—/N\—O—REZHSDICEIBET,
o Ny PIIVR, KETEBZRAMO—RICHIGTDIRELH D78,
o IVRI—H—(APIOAV> a1—7—), EBENEBAZT—Y2ZITRS7/D,

3scale #* Response/Request Content Limits R ) ¥ — % @AY 5ICIE. YT A RMNFLIFLARY RIC
content-length Ny ¥ —HAUETY,

EIER— 4 )L T Response/Request Content Limits R —%7O4 - MIBMLAES, Thiay )Yy
JLTHIRBRENA NEMITHEELET, YZ7IRAMDHRFAIEZL ARV ZOFIROWT A, Tl
TOEAEEETDHIENTEET, 774N MEIKOT, A AMNEFIRTHD I EE2EKLET,

Froldk, UTOELIICRY) Y —Fz—VRET7AIVEEHRLT. COR)V—%BMTBHIENTE
i’a—o

{
"name": "apicast.policy.limits",
"configuration":
{
"request™: 100,
"response": 100
}
}

4.1.28. Retry

Retry KUY —ld, 7Y T7RARNY—LAPIADY hSAYHTRANOEBAEZELET, Retry K
VY —ERTEKBREINDD, I—F—@FBRELROF—EZICHLTY NS EEMTS
ZENTE, FEENTNOH—ERICERD) M SABAEARETBHIEETEET,

8%

3scale213TlE, VNS4 T2 —R%ER)—DLEETDIIEETEEFHA, D
B{E % HlfE 9 B IRIEZE APICAST _UPSTREAM_RETRY_CASES (3. §XTOH—E
ZICYMNSAN VIR N AFERBLET, TDRICDWVWTOFM
l&. APICAST UPSTREAM RETRY_CASES % CHEEEZK X W,

Retry R 1) & — JSON Ol =L FICRLE T,

"$schema": "http://apicast.io/policy-v1/schema#manifest#",
"name": "Retry",
"summary": "Allows retry requests to the upstream”,
"description™: "Allows retry requests to the upstream”,
"version": "builtin",
"configuration™: {

"type": "object",

"properties": {

"retries": {
"description™: "Number of retries”,
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"type": "integer",
"minimum"; 1,
"maximum™: 10
}
}
}
}

4.1.29. RH-SSO/Keycloak Role Check

OpenlID Connect 833EA ¥ a v EHICHERA LHE. TORY —IC& Y O—IILOMBREEEL BN
hEzd., ZDRY P —IE, RedHatSingle Sign-On (RH-SSO) ICL W RITINLZT /A M= VDL
WALO—ILELVCIV A7 bO—IILEHRELET, LILLAO—IILEZIBET D&, 3scale DTRTDY
SATYRN)Y—RIO—ILDOFERBEENBIMINET,

RYY—FRED type 7ONRT 4 —THRETZ2O—ILDERICIE. 22D 41 THHYET,
e whitelist ZTNHAT 7 )L hTT, whitelist NMFERAIND &, APlcast IXIEE LR O—TN

IWT h—=I VICEFNZHNEIDNERERL., IWTICZORDA—TARIThIXEVCE LAES
L/i_a—o

e blacklist: blacklist MFERAINLZEICIK. IWT h—9 VICTSyv I )R MNEHE LR
NEaFEFhTUVhnIL APlcast IFMEVE LEEBLE T,

B LCRY > —IC blacklist $ & U whitelist mADF v V%R ET DI EIETEEFEAD, APlcast R
)Y —F = — 2 ITHEHD RH-SSO/Keycloak Role Check R & —4 Y 24V 2% BINT D EMNTE
9,

RY D —FRED scopes 7ONRT 1 —%FALT, RA—TDVZANERETDIENTEET,
ThZTNDscope 77V V MIiE, UTFO7ORT1—HHYET,
® resource: A—JLICL>THIFINBYY—RIV KRSV b, ThiE, Yy EYTIL—ILEE
L74—<v hTY, XFEIDEBNIS/RKY—VDBEETVET, TE2—BDBAICIE. &
BICSZEBMT Z2HRERAHYET,
® resource_type: ZMD FO/XF 4 —T. resource DENEDL D ICFHAINZ2 52 EZL T,

o FL—YFHZMELT (plain): resource DE% FL—VFFRAMELTEHMAEL XY, &
& Z & /api/vl/products$,

o Liquid 7% X b & L T (liquid): resource D{EIC Liquid = AT 2 I & ZHFRAILET, &

Z £, /resource_{{jwtaud}}id. VSAT7 Y NIDAEEND Y —AANDT I EZRAEE
BLEY,

® methods: RH-SSO O 1 —H—O—JLICE DWW T APlcast THFAIIND HTTP XYy K& R
RRERTDIBEIC, CTDNFA=F—&FRALEFT, L&A IE UTOA—=ILEFOAY Y R
HEFR[T B ENTIET,

o /resourcel ICT7 7 ERT27=HDrolel LILLO—Ib, TOLILAO—)LAEEFARL X
vy ROBAEICIE, blacklist 2IEET 2 MEN HY T,

o /resourcel ICT7 VRT3 7=HD rolel &LV client1t O—JL

o /resourcel IC7 UV ERTB7HD rolel 5L U role2 LJ)LLO—)b, realm_roles TO—JL
EEELET, FO—IDRA—TAIEETZIEHTIET,
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60

o Jresourcel ICT7 VR B7OD, 7TV r—>avIS54F7 > hDrolel &EWS 054
FPY A= (PUERAN—2 Y DB4EE), 754 7> M ISON Web Token (JWT) 1548
EIEET B0, liquid 7514 7Y 94 TEGERALET,

o Jresourcel ICT7 VR Bz0D, 7TV r—>3avISAF7MNDISA4 TV MNIDDE
FNZ0547 8OV (TIECRAN—=VVDFREE), 754 7> bO—)L® name
IWT IERZIBET ZICIE, liquid 7514 7Y b9 A4 TAFERLET,

o FTN—=2avDIZ4TVMNDOEEFND Y —RIITIERT 7DD, rolel &
W22 547> hO—Jb, resource IC IWT [ERZIEET 5 I1CId. liquid 7517 b¥
1 75FERLEY,

e realm_roles: L)L AO—)LDERRICEA L £29, Red Hat Single Sign-On @ L JL A0 —)L IZF

THRFa2XVMNEBRLTEIY,
LILAO—)LiE. Red Hat Single Sign-On IC& W RITINEZ IWT ICHY £,

"realm_access": {
"roles": [
"<realm_role_A>", "<realm_role B>"

]
}

EEoO—)LiF, R —TIEETIVEIHY FT,

"realm_roles": [
{"name": "<realm_role_A>"}, { "name": "<realm_role_B>"}

]
realm_roles BEC5IDE A TV Tl UTD7ONT 1 —%FHT B ENTEET,
o pame: O—J)LD&RIZIEELE T,

o name_type: plain 72 liquid DEL 5N EZI/E L T, name BAED L D ICFHEI 1 B H
EFEHELET, INid resource_type DIFEERLU LD ICHBELET,

e client_roles: client_roles ZfEF L T, 754 7~ b namespace ICEED 7 7 20—V HH

IO &R L E 9., RedHatSingleSign-On D7 4 7Y bO—J)L ICAATERFa XY NES
BLTLLEIW,
7547y bhA—ILiE. JWT D resource_access 7 L —LDEI>avilhyZEd,

"resource_access": {
"<client_A>": {
"roles": [
"<client_role A>", "<client_role_B>"
]
2
"<client_B>": {
"roles": [
"<client_role_A>", "<client_role_B>"
]
}
}

RYS—ToOS547hO—ILEBELET,


https://access.redhat.com/documentation/ja-jp/red_hat_single_sign-on/7.2/html/server_administration_guide/roles#realm_roles
https://access.redhat.com/documentation/ja-jp/red_hat_single_sign-on/7.2/html/server_administration_guide/roles#client_roles
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"client_roles": [
{"name": "<client_role_A>", "client": "<client_A>"

{ "name": "<client_role_B>", "client": "<client_A>"

{ "name": "<client_role_A>", "client": "<client_B>"

{"name": "<client_role_B>", "client": "<client_B>"

]

’

’

’

R sl i e

client_roles BESIDEA T/ Tl UTD7ONRT 4 —%FHT B EDNTEET,
o name: O—J/LDOERIZIBELE T,

o name_type: plain F7/l& liquid DEL LN ZIEE L T, name B ED L D ICFHEI N5 H
ZFEHELET, INid resource_type DIHFEERLU LD ICHBELET,

o client: O—IWLDISAT7 Y EBELEFYT, ERELARFNIE. CORYY—EI54T7>
NMlaudZ L —LAERLET,

o client_type: 7547V b O DENEDLD ICFEMINEINEEERLE T, EIL plain £
Tl liquid ICT 22 ENTEZE T, Nl resource_type DIFEER UL D ICHEEL £
ER

4.1.30. Routing

Routing R ¥ —%{FHEd2&, VIIRMN2IFIFEFRY—FTYRNIVRRAYNIWN—FT14VTF
ZENTEFET, Y=Y NIVRRAV N EEERETDE, ERERBAFRHLTCUMISZELRLY
DIAMNEY =Y NIV RRAVNMIIN—FT4VITTEDBZLDICRY FT,

W—TFT1a 2T ULTOIL—IICERIEET,
o JUITRXNMNRZI—I
o Ny & —JL—JL
o JVIT!)—BIEIL—I

® JSON Web Token (JWT) ¥ L —LIJL—)b

8%

Routing RY ¥ —% R &—Fz—VITEMT 5358, Routing R ¥ — 3B ICIRED
3scale APlcast RY) > —DERIICIEET 2MENHY ET, DF Y. Routing Ry ¥—¢&
3scale APlcast RY) O —[EICRY O —%{ZET B EIFTEEFHA, ThITLY,
APlcast "7 v TA MY —LAPIIEET S VT A NT, APlcast DHAHNIEL K AY
Fd, ELWRYY—Fz—VDFELUTIC2DORLET,

Liquid Context Debug
JWT Claim Check
Routing

3scale APIcast

Liquid Context Debug
Routing

3scale APIcast

JWT Claim Check

61



Red Hat 3scale APl Management 2.13 AP 5'— b = 1 OEH

W—FT142TI—

o BHDI—ILHEFET BHEICIE. RoutingRY ¥—RERHAOT Y FICERINET, Ihd
DI—=IVFHEREZ B ENTEET,

o TYFFTBIL—IIHIRFNE. RYS—F Ty TRAN)—LEZTEET, Y—ERE
BHADTSAR—IMR—ZURL #FHLET,

TEE

il

R/ iy 8 VA §| 2 |

LUTFDEETIE, /Y1 Jaccounts DIFH I hitp://example.com (CIb—F 4 Y7 LE T,

{

"name": "routing",
"version": "builtin",
"configuration™: {
"rules":
{
"url": "http://example.com”,
"condition": {
"operations": [
{
"match": "path",
“op": "==",
"value": "/accounts"

Ny —IL—Ib

LUTFDRETIE. ~Nv 4 — Test-Header DEH 123 DIHEIC hitp:/example.com ITIL—F 1 VT L &
ER

{
"name": "routing",
"version": "builtin",
"configuration™: {
"rules": [
{
"url": "http://example.com”,
"condition": {
"operations": [
{
"match": "header",
"header_name": "Test-Header",
“op": "==",
"value": "123"
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]

}
}

2xTY)—3|BUL—IL

LUTFDFERETIE, 7T —5|# test_query_arg DfEA 123 DIFEIC hitp://example.com IZJ)L—F 1
vILET,

{

"name": "routing",
"version": "builtin",
"configuration™: {
"rules": [
{
"url": "http://example.com”,
"condition": {
"operations": [
{
"match": "query_arg",
"query_arg_name": "test_query_arg",
“op": "==",
"value": "123"

IJWT 2 L—LII—IL
IWT VL —LDEICEDVWTIL—FT 4 7T BHDICIK. R)Y—Fz—2IliE, RYUS—IHET

5aAVTHFANTIWT ZREEL THRIAT 2R S —HBETT,

43 APICASTRY > —

LTFDERETIE. JWT 7 L — LA test_claim DEA 123 DIFE T hitp:/example.com ([CIL—F 1 > J
LE9.

{

"name": "routing",
"version": "builtin",
"configuration™: {
"rules":
{
"url": "http://example.com”,
"condition": {
"operations": [
{
"match": "jwt_claim",
"jwt_claim_name": "test_claim",
‘op": "==",
"value": "123"
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}
]
}
}

BREEIL -

IW—IVICEBDERE%%E L. andcombine_op Z{FA L TIRTH true CFHEI N B HZEICLEITIEE
LTy TRARNY)—=LIZI—T 1427 F %I &X, orcombine_op ZFERA L TR EE 1 DD true &
I NZSEEIEELLT Y TRAMN)—LIKIV—T 1V TFTHIENTEEY, combine_op DT
7 # )V MElE and TY,

LLTFDERETIX, VI TR MD/IXZAH Jaccounts T, DA v ¥ — Test-Header DED 123 DIFE
IC. http://example.com IC)L—F 1 VL E T,

{
"name": "routing",
"version": "builtin",
"configuration”: {
"rules": [
{
"url": "http://example.com”,
"condition": {
"combine_op": "and",
"operations": [

{
"match": "path",
“op": "==",
"value": "/accounts"
2
{

"match": "header",
"header_name": "Test-Header",
“op": "==",

"value": "123"

DLTFODERETIE., VI ITXND/RAD Jaccounts TH B H. ~Nv 4 — Test-Header DIEH 123 DIFHE
IC. http:/example.com IC)L—F 1 VT LE T,

{
"name": "routing",
"version": "builtin",
"configuration”: {
"rules": [
{
"url": "http://example.com”,
"condition": {
"combine_op": "or",
"operations": [
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{
"match": "path",
“op": "==",
"value": "/accounts"
2
{

"match": "header",
"header_name": "Test-Header",

"op": "==",
"value": "123"
}
]
}
}
]
}
}
L= OEE

I—ILEHAEDEZIENTEET, EHOIL—IDHBHE. BRI 7y AN —L4LIT,
true EFEAINZRADIL—ILTT,

BEDIN—ILTREINDHRELZUTICRLET,

{

"name": "routing",
"version": "builtin",
"configuration”: {
"rules": [
{
"url": "http://some_upstream.com”,
"condition": {
"operations": [

{
"match": "path",
“op": "==",
"value": "/accounts"
}
]
}
b
{

"url": "http://another_upstream.com”,
"condition": {
"operations": [

{
"match": "path",
“op": "==",
"value": "/users"
}
]
}

}
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FvyvFA—ILIL—IL
BEEOBRWIL—ILITEICIYFLET, N, Sy FA—ILIL—IEEETDIDIZILIEET,

LUTFDRHRETIL, /X2 /abe DIFEITIE) 2 TR b % http://some_upstream.com |[C)L—F 1 > 5
L. /N2 /def DIFEICIE http://another_upstream.com IC)L—F 4 VT L, LEIL—ILDELELE
true & FMl S 72 WIHEICIE hitp:/default_upstream.com IC)L—F7 4 VT LE T,

{

"name": "routing",
"version": "builtin",
"configuration™: {
"rules":
{
"url": "http://some_upstream.com”,
"condition": {
"operations": [
{
"match": "path",
op": "==",
"value": "/abc"

}
b
{
"url": "http://another_upstream.com”,
"condition": {
"operations": [
{
"match": "path",
‘op": "==",
"value": "/def"

1
b
{
"url": "http://default_upstream.com”,
"condition": {
"operations": []

YR—MINBEF

HR—MNINBEEIZ, ==, 1=. BL U matches TT, REDBEHIIFRRBVAFATIXFINED
BEZ1TV. ngxrematch ZFA L TEREINZE T,
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4% APICAST RY > —

UTDRETI, I=FAINTWET, /21 /accounts TIEA LA IC http://example.com IC

)l/_7__’f \/a“l./i_a_o

{

"name": "routing",
"version": "builtin",
"configuration”: {
"rules":
{
"url": "http://example.com”,
"condition": {
"operations": [
{
"match": "path",
"op": "I=",
"value": "/accounts"

Liquid 7>~ 7L — b

BREDEIC liqud T TL— b EFERETZIENTEEYT, ChiIZLY, Fx—YHADRY V—HaY
TEFAMIF—my var Z2RETZHEICIE. BNAEEZFERALUL—ILEERT DI ENTEET,

LUTFDERETIH, VITRAMNEIL—FT AV I TEDICZOENMEAINTUVWET,

{

"name": "routing",
"version": "builtin",
"configuration”: {
"rules":
{
"url": "http://example.com”,
"condition": {
"operations": [
{
"match": "header",
"header_name": "Test-Header",
"op": "==",
"value": "{{ my_var }}",
"value_type": "liquid"

host_header CEX T 5K D%
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DOTRAMPI—F 4V TINBEEIS, T7A4ILETIK, RYY—ld<vyFLIZIL—ILD URL DK R
NEFEALTHost Ny ¥ —%XELZT., host_ header BItAFR L TRHDHKRRA MNEIRET B &N
TXZEY,

LTFDHRETIE, Host Ny 4 —mDHRR M some_host.com NMIEEINTWE T,

{

"name": "routing",

"version": "builtin",

"configuration”: {

"rules": [
{
"url": "http://example.com”,
"host_header": "some_host.com",
"condition": {
"operations": [

{

"match": "path",
‘op": "==",
"value": "/"
}
]
}
}
]
}
}
4.1.31. SOAP

SOAP R ¥ —TlE, RYY—THELLEYYEYTIL—ILEFHALT, HTTPY I XA FD
SOAPAction F7zI& Content-Type Ny ¥ —IC L URHEI NS SOAP 72U >3V URI EDRBEETVE
ER

JETONRT 14—

pattern pattern 7O/F7 4 —IC FT—44%414 T XFF| WHIB
&Y., APlcast i’< v F
% %9 SOAPAction URI

DXFI%E/ET D&
NTEET,
metric_system_name metric_system_nam T=HY4 T XFI(H WA

eONF 4 —%FERHL #RAKN) IR TRIF
T. Xy FLERAY—Y  hidRYFHEA)
rey NEEHFT S

3scale /Ny VTV R XA K

VYV ZBET DI &N

TXE9,

RYS—FTIxI OB
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"name": "soap"”,
"version": "builtin",
"configuration”: {
"mapping_rules": [
{
"pattern": "http://example.com/soap#request”,
"metric_system_name": "soap",
"delta": 1
}
]
}
}

RYS—DHBREFFICEATZERIE. TORFIAY MD 3scale TORY V—F—VDIER Y
avESRBRLTLETY,

4.1.32. TLS Client Certificate Validation

TLS Client Certificate Validation /R 1) & —TIl&, APlcast (X TLS/NY R A UV 5FREL, "7414 KV

AMIFRLTYISA4 7 MEBAEARRIELE T, R74 M) R MCIE, BBEER (CA) ICL > TEHRI T
JoEEBRE., FRIFBEARDZ IS4 TV NMIBRENEENE T, EAZEOBEMHRIYINT WS, FIFEE
BENMEMRIGZEICIE. YV I XA MIEEINMORY) O —FREBINFH A,

54TV MEAPIcast ICEHRLTY VIR N ZEEFEL, 75472 MIEBAEZREMH L £9, APlcast

&, RUY—RBREIR-TRELL) VIR MNCRBINAIIAEDE L OMERIELET, 7v T
AN —LICERTZBICHBDISA 7Y MNIBAEAFERAT 5L DIC, APlcast 258ET 5 EET
xF9,

TLS Client Certificate Validation 7R 1) &~ —IC 3k d % APlcast D%

TLS ##Ri% 9 B & D IC APlcast R ET DMEHLIH Y F3, LLTDFIEICHKE > T, Client Certificate
Validation R 1) & =D R E I N7z APlcast TA—H—MIRHT 2054 7 NEFAEAZRIET 5 L D I
BRELEY,

3scale VAT LILTVERATEDZZE, IRTODTTAAMAVIMDNRERTLTWSRZ &,
RY—ICWid % APlcast Dty b7y 7
APlcast &ty h 7w L TLS #RIFET B L DICHRET BICIE. LTOFIEICHWET,

1. OpenShift 7> 7L —h&{FEH L7 APlcast D7 704 ICEREDFIBICHE>T, P/ EAM—
2 > % B3 L Self-managed APlcast 27 704 § 2 %ENHYE T,

yz o-1o)
T—RNI7 A 2B THEDIRAELAFEHT 5L DICAPIcast 1 Y R Y v A= HEX

ELARFNIERSRVDT, Self-managed APlcast D7 704 A Y MHARET
ER

2. TANEBRIET Z7DIC, —param 7T EBEL LAY —O—4%—, Fvvaiil.
BLUVRT—YVIREAFERTZIENTEET (L. TRAMNEHDIZEDH),
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oc new-app -f https://raw.githubusercontent.com/3scale/3scale-amp-openshift-
templates/master/apicast-gateway/apicast.yml --param CONFIGURATION_LOADER=lazy --
param DEPLOYMENT_ENVIRONMENT=staging --param CONFIGURATION_CACHE=0

CTANAEROIRAEZER LT Y. B, ERERREOT 70O/ XY FDIFAICIE, BB

LRMINAREZFERTHIEHTEIT,

. TLSEERREZFERALTY— 7Ly bEERLEF T,

oc create secret tls apicast-tls
--cert=ca/certs/server.crt
--key=ca/keys/server.key

5 APlcast 7 704 AV MNHICY—2 Ly hAETIYMNLET,

oc set volume dc/apicast --add --name=certificates --mount-path=/var/run/secrets/apicast --
secret-name=apicast-tls

6. HTTPSHAR— b 8443 D) w AV AFAT 5 & D IZ APlcast #5XEL £ 9,

oc set env dc/apicast APICAST_HTTPS_PORT=8443
APICAST_HTTPS_CERTIFICATE=/var/run/secrets/apicast/tls.crt
APICAST_HTTPS_CERTIFICATE_KEY=/var/run/secrets/apicast/tls.key

7. Y—ERXTR— I 8443 ZRAHAL F T,

I oc patch service apicast -p '{"spec":{"ports":[{"name":"https","port":8443,"protocol":"TCP"}]}}'

8. TI7AIKNIL—bMEHIKRLET,

I oc delete route api-apicast-staging

9. apicast t—EZX &I — & LTREALET,

oc create route passthrough --service=apicast --port=https --hostname=api-3scale-apicast-
staging.$WILDCARD_DOMAIN

R

ZDATy X, FRTIIRTOAPITERTZ2HBHENHY FT (TLETIhD
APID RXA VIZEBELTLEIW),

10. 7L —RFKRIF—OD [Your_user_key] ICEBEDF—%EEL T, LRBORFy FT77O4L

7=z A DL, RENMREINTVWE I EZHALIT.

curl https://api-3scale-apicast-staging.$WILDCARD_DOMAIN?user_key=[Your_user_key] -v
--cacert ca/certs/ca.crt

RY —F T —AD TLS Client Certificate Validation RV & — D& E
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4% APICAST RY > —

R > —F £ —2 T TLS Client Certificate Validation 2% E€ 9 5 Ild, 3scaledOTA VI LTI+
WA ETT, TLS Client Certificate Validation R ) & —IZX 59 % & D IC APlcast 23 E LTW3id
BEHEHYUFET,

1. 3scale BEBR—F I TDORY > —DEMEICEEEDFIEICHE > T TLS Client Certificate
Validation %33R L. API IZ TLS Client Certificate Validation R & —%EBiML £,

2. TLS Client Certificate Validation®) > o & - 1) w7 LE 7,
3. Enabled DF v 7Ry P A% EIRL, RUI—%FWILET,
4. FEBAEEERTA M) A MIEBMT B, TSR A 71430520 ) v I LET,

5. =eee- BEGIN CERTIFICATE----- 5LV - END CERTIFICATE----- Z2HT, ARAELEEL
Y9,

6. APl A~ TLS Client Certificate Validation R Y ¥ —DEREHN T T L7 5. Update Policy % 7
Jw o LET,

ANFIE:
o FSAM)TAAVEIYw I LT, ISICHHEELEBMT I ENTEET,
o b/FEREAFEALT. AMRBOEEEANBEIZIEHTEET,
ZEA{RIFT 5IC1E, Update Policy Chainx % ) v 7 L& ¥,

TLS Client Certificate Validation 7R V) &~ —#aEDHESR

TLS Client Certificate Validation 7R 1) & — D#BE A FEER T B ICIE, 3scale DOATA VI LTV v LD
WETTY, TLS Client Certificate Validation R ¥ — I i3 5 & D IC APlcast 258 F L TWBWMEL
HYFET,

TL—RKRILET—OD [Your_user key] ICEEDF—%IBEL T, BEALALRYY—%ERTZI N
TXF9,

curl https://api-3scale-apicast-staging.$WILDCARD_DOMAIN\?user_key\=[Your_user_key] -v --
cacert ca/certs/ca.crt --cert ca/certs/client.crt --key ca/keys/client.key

curl https://api-3scale-apicast-staging.$WILDCARD_DOMAIN\?user_key\=[Your_user_key] -v --
cacert ca/certs/ca.crt --cert ca/certs/server.crt --key ca/keys/server.key

curl https://api-3scale-apicast-staging.$WILDCARD_DOMAIN\?user_key\=[Your_user_key] -v --
cacert ca/certs/ca.crt

K74 M) R MDD SDEFEAZ DY
K74 MY XM SERAEXHIRT ZICIE, 3scale DATA VI LTI v IILDMETY, TLS Client
Certificate Validation /R ) & — X5 d B & D IC APlcast 38 F L TCWABMEI HY FT, KR > —
F = —|C TLS Client Certificate Validation ") & — %% E LT, SFBAZ%AKRT74 MY XA MIEMLT
WBEREAHY T,

1. TLS Client Certificate Validation® ) > 252 ) v o LE T,

2. x7AAVEI Yy I L, F74 M) R MO SEBAZEAHIBRLE T,

3. SEEAEDHIRN5ET L7= 5. UpdatePolicy =7 1) w7 LE T,
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LHE%R7ET 5ITI1E. Update Policy Chainx 2 Y v 7 LE 9,

SFBAZDREICD W T DEEMIEZ. Red Hat Certificate System D RFa AV kb #HRBLTL IV,

4.1.33. TLS Termination

At Y 3V TlE, Transport Layer Security (TLS) Termination /R & —IZB L T, TOHE, F£RE.
MEE. BLUVRNV—DoDT 7 A IVBIRICDOWTEREAL £ 9,

TLS Termination R ¥ —%FHT 2 &, £ AP HOB—OIBREAFAHAETTICENETNIO API T &IC
TLS UV T A M%RIFET DL DIC, APlcast ZERET DI ENTEZE Y, APlcast ik, 75147V b
DEREWEIL T DRNIEEETILLET, TDELIICLT, APlcast XK > —HD S DEFBAZEAFER L
TTLS A#RRIFEIHZET, TORYY—IE, UTOY—REHICHELEZT,

o RYY—BENICREREINDY—R

o J7ANVATALIREEINEY —2R
FTI7AILKTIE, TORYY—FR)—Fz—VTHEBICR>TLWEHEA,
RYS—F T —ADTLS Termination R Y ~—DEE
At avTld, RY—Fz—2ICTLS Termination R & — %R ET D7D DFHRFHES L VOF
IBICDOWTERBAL £ 97, A&dB. REICIK Privacy Enhanced Mail (PEM) XX DEEBRZE AR L £ 9. Al
REEIILLTDEBY TY,

o I1—H—MDRITLLIREE

o PEMFEAKDH—/N\—ZIEAZE

o PEMEXDIIBAZE DT HHE
LUTOFIBICHEWNE T,

. BER—YILTORY) >—DEME ICEEEHDFENEICH > T TLS Termination Z3EIR L. API I
TLS Termination /R ~—%EBML £,

2. TLSTermination DY > 7% o) v/ LZET,

3. Enabled DF v 7Ry ¥ A%&ERL. RYY—Z2BMILET,

4. TLSHERAEARY) O —IEBMT 2ICE. TSR (H)F7AAVEI7 )y I LET,
5 FEEHEZEDY —R%EERLZET,

e T 7 )L kTIX, Embedded certificate " EBIRIN F 3, ThO5DIAEAE 7y F7O— K
LEY,

o PEM formatted certificate private key Browse #7 ) v 7 L CRIRE L U7 v FO—
FLET,

o PEM formatted certificate: Browse 27 ) v 7 L CGERH L7y 7O—KLF T,
e Certificate from filesystem- Zh 5 DFFRAEZE/ NI ZBIRL TIEEL £ T,
o EFEAZEA®M/NR

o HMEAZOWHEBAD/IR
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4% APICAST RY > —

6. API A®D TLS Termination IR Y & —DERENTT L7=5. UpdatePolicy® 7 ) v 7 LE T,
InFIg:

o FSR(H)TAAVEYI Yy I LT, ISIHAZEEBMTZIENTEET,

o F/TRHENZFERAL T, itFAEZDIRFEZANEZSZILETEET,
LHE%R7ET 5ITI1E. Update Policy ChainZ2 2 Y v 7 LE 9,

TLS Termination R V) > —#BEDHESE

3scale DOATA VI LTV v ILHBMETT, APlcast IC TLS Termination IR ¥ — %% E LTW3ih
ErHYET,

UFoavY REFALT. RUY—DHBETINEINEIVY RSIA VY TTRANTBIENTER
_a—o

I curl “${public_URL}:${port}/?user_key=${user_key}" --cacert ${path_to_certificate}/ca.pem -v
Z T,

e public URL: 2 7—Y YV JIRIERAD/ARN—X URL

e port R—hES

e user_key: FREFICERT 21— —F—

e path_to_certificate: O—H )L 7 7 1 LY AT LAIRE I N CASEBAZEAD/IR

TLS Termination RY —H 5D 7 7 4 ILDHIEE

At U3 TlE, TLS Termination R ¥ —DSAES L VF—T7 7ML EHIBRT 2 FIEICDOWT
HEALE I,

® 3scaleNDOTAVILTVIVILHDRETT,

® APlcast [Z TLS Termination R 1) & —%%E LT, HBAEERY O —ITEML TWBHELH
YE9,

FERAEZE A HIBRT 2I1CIE. UTOFIEEREL T,
1. TLS Termination D) > 2% ) v L&Y,
2.xF7AAv Y)Yy I LT, HESLCF—ZHIRLET,
3. SEEAEDHIRN5ET L7= 5. UpdatePolicy =7 1) w2 LX T,

LHE%R7ET 5ITI1E. Update Policy ChainZ2 2 Y v LE 9,

4.1.34. Upstream

Upstream R ¥ —TlE, ERTRBFEZFAL THost YV TA MY ST —%fIFTL, T4 R—IR=2
URL TEHINLT7YTARN)—LURLEZRDURLICEBZHEZZIENTEZET,

All:
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ERKIE foo B LV URL 7 1 —JL K newexample.com A& E I /K1) o —h, URL
https://www.example.com/foo/123/ %= newexample.com (CE X1 2 %

RYY—Fz—VDSER

regex regex 7O/NR7 4 —% T84T XFH(E WA
AL T, Upstream R  SIARERKIBOEXTH
IR NUR7s iy O AW 4 FhiEay FHA)
HRETIHRICHERT S
ERRREBET D&
NTEZET,

url url 7071 —%ER T8 5M T XFI(E BAE

LT, Yy FLEBAEIC AR URL TRIFNIER
BE#2 % URL 215E YEHA)
THIENTEET,

Upstream R 1) ¥ —(& &

D URL B"EZIDE D H

AR LARVRISERL

TLEIW,

RYS—FTIx) OB

{

"name": "upstream"”,

"version": "builtin",

"configuration”: {
"rules": [

{

"regex": "Nv1/.*",
"url": "https://api-v1.example.com",

}
]
}
}

R —DBEAEICEATRERIZ. TORFIAYND 3scale TORY —F = —VDIVER 72
vavESRBRLTLETY,

4.1.35. Upstream Connection

Upstream Connection /RY) & —% A9 5 &, 3scale VAT ALATDAPI Ny P TV RY—/N—DEEEIC
LT APIZEIUTRDT A LI T4 TDT 74 MEEZEETHIENTEET,

® proxy_connect_timeout
® proxy_send_timeout

e proxy read_timeout
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4% APICAST RY > —

Upstream Connection IR ) & — %R ET 2I1CIE. LTOFRGEBIEIBENHY T,
® 3scale VAT ALIZTVERTEDZ &,
o IRTODTTAAMAVIIETLTWVWSRZ &,

LUTOFIRICHENET,

1. 3scale BER—FILTDORY ¥ —DEMEICEEHEDFIRICHE > T Upstream Connection % &
R L. APIIC Upstream Connection /R!) & —%EBML £7,

2. Upstream Connection D) >0 %7 ) v o LEY,
3. Enabled DF z v VRy UV A% #RL, RYS—ZBMILET,
4. 7y TRANY —LADEHKICET A T avaRELET,

e send_timeout

e connect_timeout

e read_timeout

5. API A® Upstream Connection /R & —DEEEMNTT LS. UpdatePolicy2 7 ) v U L &
ER

LHE%RTET 5ITI1E. Update Policy Chainx2 2 Y v 7 LE 9,

4.1.36. Upstream Mutual TLS

Upstream Mutual TLS R Y —%FAT 25 &, FRETIBE LLEAZICEDWT, APlcast £ 7 v 7R
MN)—LAPI EDETHE TLS itz ML L TIREET 52 EDTEET,

verify 7 1 —)LREBMICT 2 &, RUS—ET Y TAN)—LAPIDSDY—/N—FEAZEHREEL £

9, ca_certificates IC(d. APlcast B —/N—DIREEIZHFERT % ---m- BEGIN CERTIFICATE----- and ---
--END CERTIFICATE----- % & &7z Privacy Enhanced Mail (PEM) XX DIEAEN S EZ N E T,

p= =)
7y TRAMY—L API DFERAZE DRI A 1T ICIE, verify 7 1 —)L KEBMIC

L. ca_certificates Z AT 2HEHLHY £, verify 7 1 —JL RKAFMIT R > TWLWAR
WIEEIE. 7Y TR KNY —L API TD APlcast SEBAEZEDF = v V DA IThIh E T,

RV ¥ —F £ — T Upstream Mutual TLS 23 E T 2 ICIE. 3scale VAT ALAILT VA TE ZHEN
HYyFET,

1. 3scale BER—FILTORY ¥ —DEMEICEREDFIRICHE > T Upstream Mutual TLS % &
R L. APIIC Upstream Mutual TLS R v —%BiINL £ T,

2. UpstreamMutual TLSD Y > %0 ) v I LET,
3. Enabled DF x v IV Ry V RA%ZEIRL, RYS—%ZBMILET,

4. Certificate type Z#: &R L £ 7,

® path: OpenShift IC&k > TERINIZEAERE DR EIBET 2B 6.
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e embedded: 4 — K/X—F 4 — DR LFIBAEZ 7 7 ALY RT LS 7y 7O—RKLT
ﬁﬁﬁa—é 7M_I:lo
5. Certificate T 54 7 MNIAEZEBEL XY,
6. Certificatekey T¥—%3EEL X7,

7. API ~® Upstream Mutual TLS /R ) & — DR EMN5E T L7 5. Update Policy Chainz 2 1) v
7LFT,

ZTEZTOE—MT2ICE UTOFIEEERELET.
1. [Your_product] page > Integration > ConfigurationDJEICFEEI L £ 7,
2. APIcast Configuration 27 > 3 > T, Promote v# to StagingAPlcastz /7 ) v L%,
v#ld, TOE—MINBBREON—YaVvESERLET,
AV E 5
LITF®D & SIC. OpenShift & & U Kubernetes ¥ —7 L v NDFEAE R A AFERALE I,

{
"name": "apicast.policy.upstream_mtls",
"configuration”: {
"certificate": "/secrets/client.cer”,
"certificate_type": "path",
"certificate_key": "/secrets/client.key",
"certificate_key_type": "path"

}
}

723N 758 E
http 74 —LET7 747y 7O—RIZIE, UTOREEXFERALET.

{
"name": "apicast.policy.upstream_mtls",
"configuration”: {
"certificate_type": "embedded",
"certificate_key_type": "embedded",
"certificate": "data:application/pkix-cert;name=client.cer;base64, X X XX XX XXXXX",
"certificate_key": "data:application/x-iwork-keynote-sffkey;name=client.key;base64, X X X XXXXX"
}
}

Upstream Mutual TLS ICBE9 %3BMND 7 1« —JL K. ca_certificates. & & U verify | DL TDFFH
E. R Y—RERAF—T #BRBLTLEIN,

ZTDhDEEEE

Upstream mutual TLS R ') & —I(&, APICAST_PROXY_HTTPS_CERTIFICATE_KEY & & U
APICAST _PROXY_HTTPS CERTIFICATE REZHDEE= LEX LT, R P —THREINLIIR
ExERATD. INLDORBEEHIIHEEZZTEEA,

4.1.37. URL Rewriting
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https://github.com/eloycoto/APIcast/blob/dca05d31a8b17034bdd15846f1815f4f880df7d5/gateway/src/apicast/policy/upstream_mtls/apicast-policy.json#L34

4% APICAST RY > —

URL Rewriting RY ¥ —%FHT2&, VITRAMNDNRARBLIVITY —XFHINAEAERTEIENTE
i’a—o

3scale APlcast RY) ¥ — & #lABEDLE ZIHFHICIE. R P —F 2 —>2TURLRewriting R ¥ —%
APlcast R & —DRIICERET D&, APlcast DX v EV J I —ILIZZEE LA/NRRICERAINE T, K
1) —F £—> T URL Rewriting R &—% APlcast R 1) > —DRIEET D&, vy EVTIL—ILIE
TTDONRAITEBAINE T,
ZDRY =Tl UTFTD 220y AU R—MINFT,

e commands: ) VTR MNDNRAZEZIMADLEHITERINE ATV KDY R K,

e query args_ commands: ) 7V TXAMDI L) —XFN2EESWMA2HICERINSIT VR
DY AR,

N2AEFEXMZZHOIATUKR
commands Y X hDEIT Y FE, UTDRENTIA—F—THREINZET,
o op: BAXINZERE, RETEART T avidsub HLU gsub TT, sub BRIETIX, BEL
RERRBEDRNDIY Y FRIFINFBEHMAONET, gsubBIETIE, BELLERREED

RYFHRIRTEZIHRIONET, subBELVP gsub BFICET B RFa XV bESRLTCE
-S\I\O

o regex: BAIND Perl HIMDIEHKIEIR

e replace: ¥ v F LEBRICEI ] A 5N 5 XF5

e options: CNIFERTYT., ERRBFEDBENEDL I ILTON N EERT DL T3y,
REABEAA TV a VICET B1ERIE. OpenResty Lua EVa—/IL7AOYV I hDRFa XY
MDD ngxrematcht2¥avaESRLTLEIL,

e break ChIFFEETY, FIvIRY IV RAZFERL TCtrue ICERET HE. AV A URL &
EXWMIIBEA, TNANEAINIREOITY RICAY, YR MNROEEITY RIZTAT
WEINET,

I —XFNEEEIRZDHNOATUER
query_args_commands ) R hDEIT Y FiE, UTDRENTIA—F—TREINET,
o op: V) —BIFIHERAINDEE, UTDA T aVvEaRETDIIENTEET,

o add: BiFDOBIHICEZEMLET,

o set BIMHMREINTVWATIIZERL, RESNTVWNIEZDEZESHRZIIT,

Xa

o push:5IAEEINTVWARITNIZER L, ZREINMTUWNITEZEMLET,
o delete: 5| %=HIFRL X7,
e arg BEMNMBERAIND VI —BIBDELH
o value: 7TV —BIHIFEAINZEEIEELE T, DY A TH liquid DIFEICIE. EIE {{
variable_from_context }} DX ICT Z2HENHY £, delete RIEDIFEICIE. EEEET
ZREIEHY FHEA,

e value_type: ChIFEETT, 7T —5IHOENEDL S ICFHEI 2 a2ERLET,
L—YF ¥ 2 NDOBAED plain 7214 Liqud 7> 7L — k & LTIHET 2 1HBE0 liquid W Fh
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https://github.com/openresty/lua-nginx-module#ngxresub
https://github.com/openresty/lua-nginx-module#ngxregsub
https://github.com/openresty/lua-nginx-module#ngxrematch
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MMIRELE T, FlE. R —TOEHBLUVT 1LY —DFER] %
W IBELRIFNIE, TT7A4ILNTEY A Fplain MERAINFT,

]
URL Rewriting R Y ¥ —(3, LTFDLIICERELZF T,

{

"name": "url_rewriting",
"version": "builtin",
"configuration": {
"query_args_commands": [
{
"op": "add",
"arg": "addarg",
"value_type": "plain",
"value": "addvalue"

—_—

"op": "delete",

"arg": "user_key",
"value_type": "plain",
"value": "any"

—_—

"op": "push”,

"arg": "pusharg",
"value_type": "plain",
"value": "pushvalue”

—_—

"op": "set",

"arg": "setarg",
"value_type": "plain",
"value": "setvalue"

}
1,
"commands": |
{
llop": "Sub",

"regex": "Mapi/vV\\d+/",
"replace": "/internal/",
"options": "i"
}
]
}

APlcast ICEEINBTTDY) Y TR M URL:

user_key=abc123secret&pusharg=first&setarg=original

I https://api.example.com/api/v1/products/123/details?

URL DEX#Z A @A L7=1%IC APlcast BN API/Nw U TV RIZZEET D URL:
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https://api-backend.example.com/internal/products/123/details?
pusharg=first&pusharg=pushvalue&setarg=setvalue

UTOEBIAEBRAINE T,

LB TRV japivt/ IZNXREZ#Z AT Y REFICI Y F L. linternal/ ICEZBZ SN E
ER

2. user_key 7 L) —BIEIFHIFRI N X T,
3. {& pushvalue [ EBMDEE LT pusharg 7 T —35I8UCEBMINZE T,
4. 2 1) —5|¥ setarg DfE original (&, E%7E L /-{& setvalue ICEX#Z 5N F T,

5 2T —5|# addarg (&7cD URL ICEELAWZSH, ATV K add (FBEHEINEFHATL
7=

R —DFREFEICEATZIERIE. CORF2 XY MDD 3scale TORY —Fz—VDIEKR &2
YavaESRLTIEILWL,

4.1.38. URL Rewriting with Captures

URL Rewriting with Captures R 1) & —{& URL Rewriting K1) > —DHRE T, APIY VI XA MDD URL %
APINy TV RICESRIICEIMADZ I ENTEET,

URL Rewriting with Captures /R & —(Z URL D5 % BB L. TDEEZE S 5N 5 URL THEAL
7,

Z DR > —TII transformations ;X E/XT X —9 —DHR—bIhFd, chik., Y2 ITRXMURL
ICEBAINZEBRAEET ST TV MNDYARNTT, TRNThOEHRA TV M, UTFD 2D
DTANTF 4 —THREINFT,

e match_rule: TDIL—ILIFRELELY IV TAMDURL EBEINET, DI —ILITIE
{nameOfArgument} XX DEZFIT X5 AESHDE I ENTE, INLDEIHEESHLILND
URL CERYTZZENTEZEY, URLIFEFRFKIE LT match_rule & tEBEI N F 9, KA
ZE|MEBET BEICIE. [(W-.~%!1$&'()*,;=@:] DXF LAIMERT 52 &N TEEFHEA (PCRE
ERIERE), MDOERRKIR b —2 > % match_rule DRETHERATEIENTEET, &
ZIE, XFHNEBEDABLIUVXFINRED $EFTT,

e template: URL DT>V 7L — KT, THIZLYTD URL HBEZHZ 5N FEFJ, match_rule »
LDAFMNEBINEFERTHIENTEXT,

TTDOURLDY T —/IXSA—4—|&, template TIEEL/ZIIT) - A= —E7—IINFT,
Bl

URL Rewriting with Captures R 1) ¥ —{&, ATFD LD ICEEEL XY,

{

"name": "rewrite_url_captures”,
"version": "builtin",
"configuration”: {
"transformations": [
{
"match_rule": "/api/v1/products/{productld}/details",
"template": "/internal/products/details ?id={productld}&extraparam=anyvalue"
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}
]
}
}

APlcast ICEEINBTTD Y Y TR M URL:

I https://api.example.com/api/v1/products/123/details?user_key=abc123secret
URL DE X# 2 %8 L7<1(C APlcast B API /Ny J TV RIZE{ET % URL:

https://api-backend.example.com/internal/products/details?
user_key=abc123secret&extraparam=anyvalue&id=123

4.1.39. Websocket

Websocket IR & —I&, 7v TR M) —LA API AD WebSocket 70 N JJLEHEABRIICLE T,
WebSocket 7O M DL Z BT 2 FEDHBEIE. UTEZEEL TLLEIL,

e WebSocket 7O k 3 JLIE JSON Web Token ZHR— Kk LF A,
e WebSocket 7O M JJLIXEBIMDANY ¥ —%2FFATLF A,
o WebSocket 7’00 M JJLIE HTTP/2 BEICE T AL,

WebSocket ##A#GMICTZT7 Y TAMY—LAPHIZDWTIX, TD/Ny U TV K% hitp[s] £/l
ws[s] E LTERTEET,

Websocket IR!) & —% R o —F . —VIBINT 535 E1E. 3scale APlcast IR 1) & —DHRjIC Websocket
RYY—DBEINTWVWBRIEEEERLTLEIL,
42.3SCALEE#R) O —Hh DR O—F 2 —V

API 7RSI NZEILR) Y —F 2 —VEBETDIENTEFRT, RUP—Fz—VRUTEITVE
-a—o

® APlcast ')V TR MERET SR V—%IBET %,
o RI—DEREBHRERMET D,
® APlcast 'R > —%EATRIEBEERET %,

Fr—VATRYY—HELWIEETERET DICIE. APlcast 'R ¥—% APIFIREZED!) V7 TR MIC
BHEIZ2HEAEBMRTDIEDNEETY,

4.2.1. APlcast NGINX 7 T —XH' 3scale /R ) & — A JLIB T BT A

3scale APl '— b7 =4 (APlcast) I, NGINX 7OF > —Web H—NR—%FHL TR o —%@EHAL
£9, APlcast WAPIFIAENS Y VT A M2 IFES &, APlcast IFERZ—ED NGINX 7T —XD
JEREHYICMELEYT, TNETND NGINX 7 T —XTld, APlcast (FLATFDRY) > —%@ERAL Tt
DVIITANEEETTBHIENTEIXT,

o 7Y ISAKNY—LAPIRY)Y—Fz—VDRYY—, RYv—Fz—rid, BEIEZREINL
RYS—DYARARNTT, T7AIDEMTIEH, FYTRAN)—LAPIDORY) >—F z—ICIE

80



4% APICAST RY > —

3scale APlcast R ) ¥ —HNEFNhF T, API 70O/NA ¥ —I(F, 3scale 7O hDRY > —

Fr—VILR) Y —%BMTBIENTEET, APlcastid, 7v A MNY—LAPIRY ¥ —
F—VDRYY—%, ZTOTYvTAMN)—LAPIICEEINIZAPIFIBED Y VTR NEIF
ICERALET,

e JO—/N)L3scale R >—Fz—VDRY)T—, API 70O/ ¥ —(F. 3scale DIRIELH %%
ELT, 78—V RYY—Fz—VHEBEHRTBHIENTEET, APlcast (&, /' A—/NILR
)Y —Fxz—VDRYD—HFTRTOAPIFIAZED) VT A MIBERLET,

ACRYS—DTYTANY—LAPIDR) S —Fz—rBLO07O0—N"NIVRY S —F 2 —2IlH D5
B, PYTRAMN)—=LAPIOR) S—Fz—VDRY—BENBEINFT,

APlcast T RTD NGINX 7 T —XDHERNEB AT o718, APlcast VTR MNDERAT7 v 7
ZARMNY—LAPIHICEELET, TDORD, MIBICL>TAPIFIBEDY VIR NAZLTRTES-0H. &
LBOFHEERIETDICIE. NGINX 72 —XHWRY O—%2WNIBT B EF%EMRTDIENEETY,

NGINX 7 = — X DJEF & 5488

APlcast " APIFIFEENS Y VT A M EZIFED &, APlcast 37y A MY —L API DR & —
Fr—rEL®/O—"NILR) Y —Fz—VORY—%FEHLTYIVITRAMNENEBLET, & 3scale
RYY—IF 1 OULDOBE#HEEELE T, APlcast I, —ED NGINX 7 = —XDIEREEBYICKRY ¥ —
DEAHEERITLET, K7 —XTlE. NGINX IZBRAINZRYY—TEEIN, TOT7T—XTD
RITEEET 2EAHERTLET, UTDRIF. RYP—BHEEITIEINGINXDT7—XD!) R K
ERLTWET, CORICEHINTULAWEIMD NGINX 7z —XE, R ¥—Fz—VARADRY
V—DIEFICE > THEELZITRWLIEBAETLET,

NGINX 7z—XDY R Z D7 x— X TONEDFREA

k

rewrite BERDY—T v NURI Z2ZEBI A EETLES,

access VOIZARNETIODI ATV NOERBERIET 2BEHEETLET,
content Ty TZAM)=LAPHCEEINZ Y VIR NDAVT VY EERLEY,

NGINX (. content 7T —ZXHD1D2DOR) > —DHEFEHLET, RYS—
F—VAOEHDOR) =) I TZA MDAV T VY TEET 23HE. NGINX
FFz—VATREBVWRY S —DAH%EBEAL £Y, HAHAHD 3scale APIcast
RYVO—IFEILR) >—Fz—2IZHY., content 7 = — X T NGINX DILIEA
WMEILRBED, ThEEBTEIEHNEETT,

7= & ZI1E. 3scale APlcast /R ) & — & Upstream /R ¥ —D@EAD., YV IR K
EBEHFLCTY TARMNY—LAPIDRREBELET, NGINX &, Zh5DEEH
% content 7 =t — XTI L £ ¢, 3scale APlcast /R ) & —H' Upstream 7R |

T—DHICH ZHBE. NGINX IZT7 vy TRAMNY—LAPIDBREEFRAL T, TON
RAZEBELELY VTZXMIEMLET, Upstream ;R ') & — %' 3scale APIcast /R
) —DHICH B/ EITIE. NGINX |& Upstream R ) O —DREFTMLF T, —
BHrH25E. NGINXIFEBELALY VTR NTHEETY 7A M) —L APID/RR

EEBELET,
balancer BROMBREERTLEY,
header _filter VOIZRM Y Y —%NEBTZEHBEETLET,
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NGINX 7z—XDY R Z D7 T — X TONEDFREA

k

body filter VOTRMNRT 4 —%= 0BT EHREERTLIT,

post_action NGINX BNy ¥ — &R T« —CRABEERTLALREZRICY VTR M2 EY 2EH %
EITLET,

log Yo/ IR MCET2O7EREERLET,

metrics Prometheus T RRA ¥ MO OREINDT—H THRELET,

R —DIEFICL > TRHEAZITRVWAIEEEITT S NGINX 7 = — X DA
® APlcast A fEEIT B &. NGINX (X init 7 T —XICBEAEMITONEY AV EETLET,

® APlcast 7—H—HEENT D &, NGINX (L init_worker 7 = —XICBEM I SNAIY RV AR
TLET,

® APlcast B HTTPS i A #&8 7 9 % &. NGINX & ssl_certificate 7 = — X ICEEIF 574
AV EEITLET,

NGINX 'RV > —B# %179 3 IEF

APl Z7ENA 5 —E, 1DULEDKRY > —% 3scale 7AF 7 MZEBMLTRY Y —Fz—VAHFERTE
Fd, K7 —XTIE. NGINX IEZD Tz —XATOETEIRETZR) V—BEHOAENEL X T,

ZR) D —E#IE. 1DDNGINX 7 = —ZXTDNIEAIC APlcast N EDT 7 2L MDEMEE ED L S I
ETHILIZNEIBEL T, /=& 2L, header filter 7 = — X Tlx. NGINX & header filter Z#35%E L.
JDOITRAMNY S —TRIEFETHEHRENIEBLET, F7 2 —XTIE, NGINXIE, RYY—Fz—VIC
HBIEFTHZYT AR ENEBELET,

RYT—IE, contextA# 7z bAFRLTT—9&aHETEFET, RYUYV—IF, 7 x—XT
context £ 7V baGAHRo/Y, BEELAYTEEY,

NGINX AR & —B8ZETT 2IEFIE. UTOERICL>TERY I,
o R)Y—Fxz—VTORYY—DAAE
o BREDRY Y —FEHELETSZNGINX 7 —X
VEREMEEZRBZICE. RVY—Fr—VOIEFZELLIEET2HENHY T, R —EADKE

Rz, R)Y—Fz—VADMEBICLYERZOTEENHD/HTT, LTOEIE, NGINX AR Y
V—%hEATSIEFOFAERLTVWET,
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. Function

NGINX processes requests in phases in this order

|-
>
Order of .
policiesin a rewrite access content balancer Other
policy chain phases
NGINX L L
execution R . e .
starts here / \ / \ v
\ () ] \ 1
; i i : |
1 1 1 1 1
H i H 1 |
. : : :
Policy A : : Q @ :
H 1 i 1 |
1 1 1 1
1 1 1
i i |
| 1

@

\ | v
\ I

v g N & NG'NX

A . s - execution

ends here

Policy B @

LDOETIE, RYUP—ADPRY O —Fz—VDRADDENDTYT, LHL. NGINX I, FTFR)>—B
OFEMAENIEBELZT T, TOREBANGINXDRHMID T T —XTH5 rewrite 7 T —XICEHETZ/60T
_a—o

ZZT UTOBE#BERODR)Y—ABLIUVRY>—BHIEFNZTAYI NOR) O—Fz—V(C
DWTHRET L E T,

o RYUI—AIEFUTEIBELEY,

o access 7 T— X CTETY % NGINX D A1

o header_filter 7 T —XTZE1T9 % NGINX DR A2
o RYL—BIFUTAEIBELEY,

o rewrite 7 T —XTXETY % NGINX D% B1

o header_filter 7 = —XT321T9 % NGINX D% B2

LTFOEIE. NGINXA' T4 DR & —FEHEETT2IEFERLTVET,
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. Function
NGINX processes requests in phases in this order
:
Order of
policies in a rewrite access content balancer header_ Other
policy chain filter phases
NGINX . . . . .
execution , N . \ . N ‘ N . N
starts here ¢ Y % \ i Y / kK ! N
. " , H H H H H H 1
] Ll 1 1 1 1 1 ]
I i [} 1 1 1 [ 1 i
I I [} 1 1 1 [ 1 i
I I ] 1 1 1 [ [ i
. ) [ ' ' ' ' 1 '
Policy A : Q9 | : : : o ®
Il ] (] 1 1 1 1 1
| ' [ I 1 1 1 1 1 1
1 ] 1 1] 1 1 1 1 1 1
I ! 1 [ 1 ] 1 1 1 [
1 ' | ] ] i i i i 1
) ' | ] ] i i i i 1
¥ ' I ] ] i i i i 1
. ! ] ] 1 1 1
Policy B @ : - ‘ ' i @ ‘
| | ' 1 1 ' 0
i [ i ' ' ' [ ' |
i [ i ' ' ' ' ' |
: : : : | ' : :
: ] ' : : : : . : : v
5\ ’ \ / \ / \ / \ / NGINX
~ ’ \ ’ ~ ’ ~ ’ . ’ M
e S St St N execution
ends here
v

APlcast 82D 7O% U ML Y RARINBE 7Y TAN) —LAPINDT IV ERA) VTR MNEZIFES
&, APlcast I3 7AY IV bDRYY Vo —Fz—V %R L. ULTORTHAT LD ICEAKEETLE
_a_o

NGINX 72T —ZXDY R b NGINX B*& 7 T — X CEIT T D

rewrite KUY —B A rewrite 7z —XICHEET 2EHB1 #E2T7LE T,

access KUY — AN access 71— XICIEETHEMA1 2ETLET,

content RY)T—AERYY—BDOWEFNE, content 7 = —XTEITT2EH%
EELIEHA

balancer RYUT—AERY—BOWTNE, balancer 7 = —XTEITT B
HIEELE A

header _filter RYS—F—VIFRYY—AZEEL, RIRVY—BZEBELET,

Lh>T. 207 xz—XEk. RY > — A Hh header_filter 7 = — XI5
ETHEMA2 #ERT L. HWTRY >—B Hheader_filter 7 = —XiC
BET2EHB2AEITLET,

body_filter RYVY—AERYY—BOVWTNE, ZDT7x—XTERITY 5EVZEE
LEEA

post_action RIVY—AERYY—BOVWTNE, TDOT7x—XTERITY 5EVZEE
LEEA.

log RUVY—AERYY—BOVWTHE, IDOT7T—ATEITT 2B =EE
LEtEA.
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ZDBITIE, R)VY—ADPRI) Y —Fz—VDRPIDEDTTH,. R — B DA NGINX A ELT
TEHRRUMOEHTT, IhlE. RYUT—BHBNGINX D (D7 = —X &Y BHIICH ) rewrite 7 = —
ATCUEST M B1 2 5E T 57HTT,
BDOFlELT, UMTFORYY—Fz—VICODWTEZTHFL LD,

1. URL Rewriting

2. 3scale APlcast (§RTOTOF I MIEIYHTONAEZT 74 MRY > —)
URL Rewriting R ¥ —(&, YV IZRA MDY =45y MRREZBLZE Y, APlcast Ik rewrite 7T —X
T URL Rewriting B#{% =17 L £ ¥, 3scale APIcast 7R ') > —I(Z. APlcast A' rewrite 7 = — X TE1T
THEBUIMA T, APlcast MDD 3 DD 7 =z —XATRITT 2B EEEL 9. URL Rewriting R 1)
S—HDRMITRB E, 3scale APlcast R ¥ —IC&Y, EXBMAONLNARIITYEY TIL—ILAER

INFT, 3scale APlcast R & —D&#ICH Y. URL Rewriting R ¥ —H 2 HEEHDHBEIC
I, 3scale APlcast R ¥ —Il& Y, TTDONRRICTY EV I —ILHAERINET,

BTG IR
® 3scale iZHER O —BEAEEITT S NGINX 7 —X

o 3scale BERY Y —BLIUVENLDRY O—ANIBT ZNGINX 72 —X

422 3scale BIER—F I TORY S —F 1 —VDER

APlcast " — N7 T A FRED—ERE LT, 3scale BBR—4 I TTAY I hOR) V—Fz—V 46 LR
Lji-a—o

FIa
1. 3scale lic@J7A4 Y LET,
2 R)Y—F—VaERETSHAPI 7050 MCBELET,
3. [your_product_name] > Integration > PoliciesDJEIC#E L. Addpolicyx22 ) v 2 LZ9,

4. PolicyChaint />3 v T, REI7A4 AV AFERALTR)>—Fz—VvRHROR) P —DIEF%
EELET,

5. Update Policy Chainz 2 ) v o L, RYY—Fz—VEFEFELZET,
RDRAFY S
BER—YILOERMOFES =23 V/RRIVIC, APlcast IC7OEFE— ML TWAWEREZTENHD &
ARTEENARTIINDELDICARY FLE, RYY—F—VOEHFERAT—I V4 APlcast I 7O
E—hL. REBEIUSLCTEHFETAMNLE T, DEREEEERALLS, BFHEEHE APlcast 170
E— ML ZY, APICAST _CONFIGURATION CACHE BREBZH A EOLYRKZIVWE (T 7 4IL M) ICER
EdDE, APlcast "B I N ELZFRIT 2 X TICEDOREL MY XY,
423.JSONEET7 74 I TD 3scale R ¥ —F = — Y DIERK

APlcast DX A T4 75704 AV AR LTWAESICIE. JSONBRE 7 74 IILAEER L T, AR
TR —Fz—VaGHIHTEIENTEET,

RV —Fz—2V ISONRET 7 1 IICIE, LLTOBERTHREI NS JSSONERIIAZEINFT,
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e services 77V b (dDE(RYY—Fz—UMBERAINDZY—EREEBET 2HF) 1S
Fhd)

o proxy# 7>z ¥k (policy chain A 7> ) hBLUVTFEATIV I MHEEND)
e policy chainx 7> /M (RVY—Fz—VEERTZENEFTND)

o Eedpolicy 772y M(RYS—%HILRY S —DEMEEEZRET 5DICHEL name H
& U configuration 7 —4% OEA %=EET %)

ARG LR > — sample_policy 1 L TEFEEDAPI A Y hOAARY Y a3 ViR ¥ —
token_introspection THEINZRY O—Fz—rOfl%E, LLTFICRLET,

{

"services":[
{
"id"1,
"proxy":{
"policy_chain";[
{
"name":"sample_policy_1", "version": "1.0",
"configuration™:{
"sample_config_param_1":["value_1"],
"sample_config_param_2"["value_2"]
}
b
{
"name": "token_introspection”, "version": "builtin",
"configuration™: {
introspection_url:["https://tokenauthorityexample.com"],
client_id:["exampleName"],
client_secret:["'secretexamplekey123"]

"name": "apicast”, "version": "builtin",

ITRTODRN—Fz—IliE, WEDRY > — apicast = 5D 2 EHNHY £9, apicast R') > —
HER)SD—FI—VDETIHRELIEMIEL>T, RYP—DEELEDLY T,

4.2.4.3scale ZHER) O —BEHAZEITIT B NGINX 7z —X

LTFORIF, A4 VDONGINK 7T —XEFIUNGINX DB ZFDT7 T —XTETT BN ERT H1EH#
RYVY—DYRMERLTWET, TORICIE. NGINX MUIBFTBIEFETCT7z—XNEHE I TWE
£

RYY—Fz—2IClE. NGINX AMEED 7 T —XTUEBTZRY S —A2EREDHDBIENTEET,
CDEIRBEITIE, Fz—VARDRY) >—0DIEFEH., API) VT A MNE2NE L THEOHEREZIE
B5=ODELWBFEICRZEIICLTLEIN, TOXRTIK, RYY—52FIT7 7Ry MNMETY R MK
a_—\Lli-a—O
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4% APICAST RY > —

NGINX 72T —ZXDY R b CDI7T—ACUMEBINZE#EEERT IEERY > —

rewrite 3scale APIcast
3scale Referrer
Anonymous Access
Echo
Header Modification
NGINX Filter
SOAP
Upstream
URL Rewriting
URL Rewriting with Captures
Websocket

access 3scale APIcast
3scale Batcher
Camel Proxy
Content Caching
Edge Limiting
IP Check
JWT Claim Check
RH-SSO/Keycloak Role Check
Maintenance Mode
OAuth 2.0 Mutual TLS Client Authentication
OAuth 2.0 Token Introspection
Rate Limit Headers
Response/Request Content Limits
Routing
TLS Client Certificate Validation
Upstream

content 3scale APIcast
Liquid Context Debug
Rate Limit Headers

Routing

Upstream
balancer Upstream Mutual TLS
header _filter CORS Request Handling

Header Modification
Response/Request Content Limits
HTTP Response Code Overwrite

body _filter Response/Request Content Limits

post_action 3scale APIcast
Custom metrics

log Edge Limiting
Logging
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BEE R

® APlcast NGINX 7 = —XH* 3scale IR & —%NIBT B {LHHH

o 3scale BERY Y —BLIUVENLDRY O—ANIBT ENGINX 72 —X

425 3scale BER) O —BLVTEFNLDRY O—%MUEFT S NGINX 7 —X

DLTFORIF, BER)Y—E, TZORYD—OBEBEERITITDOINGCGINX 7z —XFHIE7z—XDY R
FARLTWEY, COREFHALTRY Y —Fz—VTRYY—2EFELWERTEREL, 7y TR N
)—LAPIDELW) VT A RMEERMRLET,

B¥ERY > —

RYD—BBERTIS NGINX 7 —X

3scale APIcast

Anonymous Access

3scale Auth Caching

3scale Batcher

3scale Referrer

Camel Service

Conditional IRY) > —

Content Caching

CORS Request Handling

Custom metrics

Echo

Edge Limiting

Header Modification

88

init

rewrite

access

content

post_action

APlcast £, 3scale APlcast R > —%FRTDY VIR KNIE
BALZEY,

rewrite

RYS—FI—rTiE. ZOR)—OMUEBEFEETIEHY X
TA,.

access

rewrite

access

RYSP—FI—rTiE. ZOR)—DUEBEFEETIEHY X
HA.

access

header _filter

post_action

rewrite

access
log

rewrite
header _filter


https://access.redhat.com/documentation/ja-jp/red_hat_3scale_api_management/2.13/html-single/administering_the_api_gateway/index#how-apicast-nginx-phases-process-threescale-policies_api-gateway-apicast
https://access.redhat.com/documentation/ja-jp/red_hat_3scale_api_management/2.13/html-single/administering_the_api_gateway/index#threescale-standard-policies-and-the-nginx-phases-that-process-them

B¥ERY > —

RY—BBERTI S NGINX 7 —X

4% APICAST RY > —

HTTP Response Code Overwrite

IP Check

JWT Claim Check

Liquid Context Debug

Logging

Maintenance Mode

NGINX Filter

OAuth 2.0 Mutual TLS Client
Authentication

OAuth 2.0 Token Introspection

Proxy Service

Rate Limit Headers

Response/Request Content Limits

Retry

RH-SSO/Keycloak Role Check

Routing

SOAP

TLS Client Certificate Validation

TLS Termination

Upstream

header _filter

access

access

content

log

access

rewrite

access

access

RYS—FI—rTiE. ZOR)—DMUEFEETIEHY X

HA,.

access +content

access
header _filter
body _filter

RYS—FI—rTiE. ZOR)—OUEBFEETIEHY X

TA,.

access

access
content

rewrite

access

ssl_certificate

rewrite
access
content
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BER) o — RY Y —BABERTIS NGINX 7z —X
Upstream Connection R)Y—Fz—r Tl ZORYD—DMAEBIZEETIEHY F
T A,
Upstream Mutual TLS balancer
URL Rewriting rewrite
URL Rewriting with Captures rewrite
Websocket rewrite
B

® APlcast NGINX 7 £ —XH* 3scale IR & — % AIB T B {LHH A

® 3scale iZHER O —BAEEITT S NGINX 7 —X

4.3. 1 A4 I 3SCALE APICAST 7R ) & —
APlcast DENMEAZEBR T BHDDHRAYLR) O —%BELFT, T, HRAYLR) O —%280

APlcast R O —%RETZR) > —Fz—VEEEL, WTRY >—F z—2% APlcast ITEBANL
F9,

R

Red Hat3scale THRAY LRY L —%BMT DI EIETRETID, TDARY LR
V=g R—bMORRTIEHY FHA.

APlcast DA R LR ¥ —Id, 3scale T TOA A Y NDREICLE > TERY T,

® 1 Y2 Kk—JL L7 OpenShift & & '3 Y7+ —BED APlcast £ Self-managed APIcast 7 7
O4 XY M, ARZ LR —%BMLET,

o HRHLRY S —% Hosted APlcast ICIBINT AT &I TEFH A,

DIk

==
[=]

RUT. EREBBOS— Y1 CEERY S —EEFELANT S, EF
AMTTRAMNLTLIEIL,

4.3.1.3scale APlcast 7 704 XY NDARI LRY —ICDWT
HRY L APlcast R O —E#HIMICERT D2 &0, BERY Y —ALTEHTEZIENTEET,
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https://access.redhat.com/documentation/ja-jp/red_hat_3scale_api_management/2.13/html-single/administering_the_api_gateway/index#how-apicast-nginx-phases-process-threescale-policies_api-gateway-apicast
https://access.redhat.com/documentation/ja-jp/red_hat_3scale_api_management/2.13/html-single/administering_the_api_gateway/index#nginx-phases-that-run-threescale-standard-policy-functions

4% APICAST RY >

AR LR O —%EHRTBICIE, ULTOREZEFELTVWBRRENHY ET,

e RS —|fLua CiddhIh s,

o RYI—IFZE 7 74T 4L MN)—IZFEELRITNIER S,

o RYY—Fx—VATOREZMAICLY., R)—OHEHNERS,

o HRAYLRYY—HEMTE2AVY—T T4 RATRBICTHR—FINTWBN, HRY LRY

Y—BEAFIEYR—bIhTVARY,

4.3.2. 3scale Embedded APlcast ~NDH X% LK) ~—DIEM
YV TLIRTFTTOAAX Y MCHARY L APlcast R & —AEBINT 3ICIE. WAV LR S—DEFHh
% OpenShift f X—Y&EIRL, ThETFT7O4 XY MOEMT 2RENHY £9, 3scale T, H
VW) RIMN)—ERBHELTVWET, TOYRIYN)—%, ARILR)—EHFERLTAHVYTL I
A2TF7AA4 AV MIEBMT 272007 L—LT7—0ELTERTEIENTEET,
DYV TR MY —ITE, BRYLRY)Y—HAOELWTF ALY M) —#EE&EICMAT, A X—Y

AN)—LZERTDTVTL— b BEOCHERTEHRY LR Y—HNEFTNBHL L APlcast
OpenShift 1 A=Y % EJ)L KY 372D BuildConfigs A& EFNTWE T,

Digk

H
[=]

apicast-custom-policies #EJL K2 &, B RTOERIFHFLWAX—T %

amp-apicast:latest ¥ 7ICT v a2 LET, DA A=V AN —LTAA=IH
TEINDE., T74J)L kTl apicast-staging & & U' apicast-production ¥ %
DEADVBEMICHLWT 704 A Y M ERBRT2LDICREINTVET, R
TV VIRBFERLEIERERIEOY —EXDNFRIINSDZE T 570

I&. Automatically start a new deployment when the image changes- = v 7

Ry IV ZDBREZMRL T, BT 7O AV NEEMICLET., HD W ER
BRERICBIDA A= X MY — L% J (ffl: amp-apicast:production) %% E L &
ER

FIR

1. Creating a registry service account TYER L7V L7V > v )L AfER L T. docker-registry
Y=Ly hEERLET, TOERIC, LTFTORICBEL TLEILWL,

® your-registry-service-account-username % 12345678|username M 7 # —< v N TIEK
LI —RICEIBMATILEI W,

e your-registry-service-account-password % Token Information ¥ 7 Ca1—H—&Z DRI
RAINBZNRAT—ROXFAEZHZ TLRLILW,

o (A=Y RN —LNHEFTEL registry.redhat.io ZFHT 2 TR TDHH namespace (D
WT. docker-registry > —2 L v NEERLZE T,
DTFDIv Y R%EE4TL T docker-registry > — 27 L v NEERLZE T,

oc create secret docker-registry threescale-registry-auth \
--docker-server=registry.redhat.io \

o1


https://access.redhat.com/documentation/ja-jp/red_hat_3scale_api_management/2.13/html-single/installing_3scale/index#creating-a-registry-service-account
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--docker-username="your-registry-service-account-username" \
--docker-password="your-registry-service-account-password"

R —DRINEFEFNZREAVRIN) - &2 T =09 BN TOAVTVIYDNEEFNZ TS

AR=RYRI M) —%ZERLFT, OpenShift B A —TZEI KT BT, Git YR b
J)—THRILR)Y—DIA—RPBRETY, TZARX—KIGitYRIMN)—%FRATBIC
iZ. OpenShift TY—2 L v haRETIVENHERUITTERLTLEIL,

DRV N)—HO—ANICZO—Y L, RYUS—DOEREEEML, TZEATEHD Git JRY

N)—IZFyoalEd,

. openshiftyml 7> 7L —hE2FHLET, EFNICIE. UTONRSA -9 —%2ZELET,

a. spec.source.git.uri: https:/github.com/3scale/apicast-example-policy.git (R ') & —D
BuildConfig): TEZ® Git Y RY M) —DIFFRICEEL Y,

b. spec.source.images[0].paths.sourcePath: /opt/app-root/policies/example (1 2 ¥ LR
|) & —® BuildConfig): example % ') /R h 1) —D policies 71 L ) —IZEM LA
A LR —DERICERLET,

c. #7>aV T, OpenShift A 7V I NEBLI VA A=V HTEEHFLET, L. B
BFO—EMUMERINZ LD ICTIHENHY £9, 4l apicast-example-policy
BuildConfig 1" apicast-policy:example 1 X —Y%#EJ RBLVTval, Thi
apicast-custom-policies BuildConfig 'Y —XR & L THERT %, ChIlLYU S TD—EM
iR INE T,

CUTFOaT Y R&EEFTLT OpenShift 7 790 bEERLET,

I oc new-app -f openshift.yml --param AMP_RELEASE=2.13

. B BEMICHBINARWGEICIE. UWTDo220av Y K%ERTLE T, apicast-

example-policy #Z & L TW5H&EICIE, TED D BuildConfig ZICE XA F 9 (fi:
apicast-<name>-policy). ZHD AT Y RAET T 5D A2F>TH L, 2HFEBDITY REE
TLTLESWY,

oc start-build apicast-example-policy

oc start-build apicast-custom-policies
Embedded APlcast D1 X —<|C amp-apicast:latest 1 X —J X N —LDEEABH T 5 b
) H—hHBIHEICIE. APlcast DFFLWTFFO4 X~ MHBAI W E 3, apicast-staging »°
BRI N5 Integration > Policies DIRICFEI L. Add Policy "9 > %2 ) v 2 LTZERD
ARG LR —DYRAMIRTIINDIDEERLET, ARYLR) D —%ZBRLTEEL
7= 5. Update Policy Chain%= 42 1) v 7 L. ARY LK) > —% RF7— Y 4 APlcast TEIMEIR
BICLET,

4.3.3. 5l OpenShift Container Platform £® 3scale ND AR Y LR 2 —DiENM

AR LR1) ¥ —% OpenShift Container Platform (OCP) £® APlcast ICEBINT 22 ENATEEY, %
DEDHBITIE, TEDPDHRAY LR —HNEFNS APlcast 1 X —T % fiE& OpenShift Container
Platform LY A M) — DMOEELZE T,

FIR

92

1. Embedded APlcast IC/RY) —&EBIMLET,


https://github.com/3scale/apicast-example-policy
https://github.com/3scale/apicast-example-policy.git
https://docs.openshift.com/container-platform/4.1/registry/registry-options.html#registry-integrated-openshift-registry_registry-options

4% APICAST RY > —

2. APlcast =MD T4 % X4 > ®D OpenShift 7 T X —IZF7O4 LTLWRWEEITIE, XA
>~ @ OpenShift 7 S A9 —LEDREL VAN —~D 7V A%EILET,

3. 3scale 2.13 APIcast OpenShift 7~ 7L — & ¥ >vO0— KL E T,

4. VT L—MNEZEBTZITE. T74) K Dimage T4 LY MY —EREBLL AN —DRS
BAAXA—VZICBEBRIET,

I image: <registry>/<project>/amp-apicast:latest

5 ARIIA X LA X—=U&IEEL, OpenShift 7~ 7L —M&FH L T APlcast #5704
l/i—g_o

I oc new-app -f customizedApicast.yml

pa )

ARE LR = APlcast ICBIMINTHLWA X —=IDEILRIN, TDA X—
ZHEALTAPIcast A7 7RMIhh3 e, BER—FILTIEETNRODORY —2FEA
BRARYY—E LTHEBNICRTIINE T, BFEOT—ERFIDHFHLWRY & —%F
AERAR)Y—XNTRHETESHDT, FREOR)Y—Fz—VTHERATZ &N
TEET,

ARG LRY =P X—=IDLHEIRI N, APlcast "EREISNZ &, ZTORY P —IF
VXN ETHATREARY) Y—ER@RRRINBLABZDT, R)—Fz—VIEMT
B2IEDNTERLLRYET,

4.3.4.3scale HRAY LRY S —~DHNE Lua IKFZEEZDIENN

HERD Lua IkFREZRE A ALY LR > —ITBINL T, APlcast BAF 72 3scale 1 X —TICA W Lua 51
TS5 —%BERHTELLDICTEZIENTEET,

LUTFDOFIETIK. LARYRKRT 4 —% JSON DS XML ICE#T 2 HAY LR > —0fF #FERL
T. ZOEEEITOAEEHBALE T, RV LKRYS—OFICIE, Lua TEHL N7z xml2lua XML
N—=Y—DPRETYT, T2RBFE. ELNRBLIVCTAMNEBFRICRLTWETH, YV TILFIEOHIC
O THRILKRYY—%FTTOATBHIEETEEFHA, HED Lua KEBFREZFODOHRY LK
V=T 704 FBITIE,. ZDFIEEHIC BID OpenShift Container Platform £ 3scale ~DH R %
LR) Y —DENM DFIEE=ERET Z2HELNHY T,

JSONto XML H R4 LARY S —F, flE LTOARRLTWEY, ERERIETHEAT 22D0ED
TlEHYFHEA

AR E 4
® 3scale hRH LRI —

o A lLua o4 T —~DT7I 1R

FIR

L ARG LR)—DNEENZTALI M) —IC. ABBLUa ZM1 T3 )—%2#HAT2 771 %
EBIMLET,

7 714 )L D%&HIIE Roverfile THBZUENHY 3, JSONto XML H R Y AR —DFIT
lZ. Roverfile DRBIZLULTD LD ICHY FT,
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https://docs.openshift.com/container-platform/4.1/registry/accessing-the-registry.html
https://raw.githubusercontent.com/3scale/3scale-amp-openshift-templates/2.13.0.GA/apicast-gateway/apicast.yml
https://access.redhat.com/documentation/ja-jp/red_hat_3scale_api_management/2.13/html-single/installing_3scale/index#deploying-apicast-using-the-openshift-template
https://github.com/3scale-demos/apicast-json-to-xml
https://access.redhat.com/documentation/ja-jp/red_hat_3scale_api_management/2.13/html-single/administering_the_api_gateway/index#adding-custom-policies-to-3scale-in-another-openshift-container-platform
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luarocks {

group 'production’ {
module { 'xml2lua' },
}

}

lua-rover (&, LuaRocks ICBET %5 v /X—T9, lua-rover (&, KEFFERO#HRZO Y V#1714t
LZF9d, LuaRocks &, Lua EVa—ILDONRNyHr—I3Tx—v—T9,

CHARILRY)—HDEFNDETaL Y M) —IT, lua-roverOvy 7 774 I)LAEBIMLE T,

7 714 )L D%&HIIE Roverfile.lock TH 2 HEHLHY £9, JSONto XML H R Y LR 2 —DfH|
TIi&. Roverfile.lock DRBIILULTD LD ICRY T,

I xml2lua 1.5-2||productionbash-4.4

Roverfile & & U' Roverfile.lock % 9 % Z & T, APlcast & 7z 3scale operator H & 175
BRSATS)—%T7zvFTEET,

ARSI LR —%ERET DT 7MIT, Lua RKEFEERZIEET 51T7ZEBEML F T, JSON to

XML ARY LR —DFITIE. UTDITEZERELXT,

I local xml2lua = require("xml2lua")

BRI LR —DEEICHERAT B Dockerfile T. Roverfile £ & U Roverfile.lock = 1 E—

L. roverinstall #%7 L £ 9., JSONto XML h R4 AR >—DFITIE. LLTFDIT
Dockerfile I BN L 9,

COPY Roverfile .
COPY Roverfile.lock .

RUN rover install --roverfile=/opt/app-root/src/Roverfile

Dockerfile (£, APlcast F /=% 3scale operator L TR >—%#EIN KT B ENTEE
EP

. ARE LRY S —D Makefile T, DA RH LR S —ERAERIC build ¥ —7 Y NEIEEL X

-g—o
EZE build ¥ —4%y MILUTOEL D ICARY ET,

TARGET_IMAGE="apicast/json_to_xml:latest"
# |IP="http://localhost:8080"

build:
docker build . --build-arg IMAGE=registry.redhat.io/3scale-amp2/apicast-gateway-
rhel8:3scale2.13 -t $(TARGET_IMAGE)

RDODRATY S

HER Lua IRFERBREFOARY LR —%T 704 T 5% Y OFIEIE. BDAHRY LR S—DFT T
A4 ERMLUTY., 2&FY, A X—YEYRI MY =TTy 2l APlcast 1 X =& EJL R LED
YOAA=JICESBMAZRENHY XY,

RS
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https://github.com/3scale/lua-rover

4% APICAST RY > —

e M OpenShift Container Platform £® 3scale ~ND AR % LR > —DIEM
® APIManager CRD Reference, APlcastSpec image /X5 X —4 —

® APlcast Custom Resource reference image /X7 X —4 —
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https://access.redhat.com/documentation/ja-jp/red_hat_3scale_api_management/2.13/html-single/administering_the_api_gateway/index#adding-custom-policies-to-3scale-in-another-openshift-container-platform
https://github.com/3scale/3scale-operator/blob/master/doc/apimanager-reference.md#apicastspec
https://github.com/3scale/apicast-operator/blob/master/doc/apicast-crd-reference.md
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EE5E R —F T —2VEAPICASTRA T4 77704 XV D
A F0L—3YV
XA T4 7 APlcast 7704 X~ NDIFA. THREESCALE_CONFIG_FILE RELTHAFERAL TERE

T7ANERBETDIEINLY, ARILR)Y—Fr—2 ZIFETEIENTEZT, UTOHIT
&, FXE 7 7 1)L example.json #1EEL TWZE T,

I THREESCALE_CONFIG_FILE=example.json bin/apicast

51LRS—TOEHE LV 7459 —DER

—ERDFER) ¥ —Tl Liquid 7 TL— "B HR—KFINFT, Liquid 7V TL— KLY, BED
XFIMER T TRCY VIR MDIAVTFAMIBGRETZ2EBREERIZIENTEIY,

AVTHFANERAFERTSICE. TORFIE ({BLV ) THEHAET Bl {{uri}). BEHENA TV
I hDBEICIE. TORBMICET I ERTEHIENTEET (B {{ somevar.attr }}).

FTRTCORY Y—CHEATIIEDTEIEEDEHEZLUTICRLET,
o uri: VLY —NRSA—F—ERALLY VTR ND/IRR, #HRAFENT NGINX ZEE $uri DIE
e Host Y7 IR MDKRR M (MAAFNT- NGINX ZE $host DIE)
e remote_addr: 754 7Y D IP 7 KL X M (lAAFXN 7z NGINX 2 $remote_addr DIE)

e headers: ) VIR RNV T —NDNEFZFNZA TV, BEDAY I —DEEIFT 3IC
I&. {{headers['Some-Header']}} =R L £,

e http_method: ) V7 TZ hD XY v K (GET, POST %)
INODEBEEZHI) VIR MOV TFFAMNTHERAIWE TN, RYS—TIEAVFTFRAMIISIC
THEBMTZIENTEEY, BB, TITEDLNDE 7 —X &I, APlcast DI RTDRITRAT v
THEELET, LTICRTRRETIH., RYY—F1—VDITRTORY S —TCEHEFARTZIENT
xF9,

o FI—7x—XARA(RY)I—TEHMEMIN, BIMRIRORY >—THERAINDS),

¢ RIT—RT(H271—XTEHMNBMIN, ZOBHARDT 1 —XTHEAINS),
EAED 3scale APlcast R & —TaAVTHFRAMIBMINBZEHOBELUTICRLET,

e jwt: OpenlD Connect 5REEA JWT b —27 VO I Nz JSON R4 O— R

e credentials: 7 7)) 5r—>av DI LTI vIVERET ATV b, & 2L "app_id™:
"972f7b4f". "user_key": "13b668c4d1e10eaebaa5144b4749713f" &,

o service: IRED VI A MIPUBINZ Y —ERDBRELXRFTTEA TV b, LEZIE
H—EZID & {{serviceid }} & L CHIAREETT,

AVTHERANTHERTZIEDTESRA TV PEIMEDTRMRY X MMEL Liquid IV TFZ ~D
TNy T #BRLTILEIWN,

B Liqud 7> FL— bOBBEAFR L TERINE T, & 2 Id {{ remote_addr }}. {{

headers['Some-Header'] }}. {{jwtaud } &, BICEHEZHR— T 2R) > —IF. _type HEFHEN
F<SRFHRBRNRT A =4 —%F5 £ (f: value_type. name_type F), TD/NNTA—4—(TiE, 22D
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http://nginx.org/en/docs/http/ngx_http_core_module.html#var_uri
http://nginx.org/en/docs/http/ngx_http_core_module.html#var_host
http://nginx.org/en/docs/http/ngx_http_core_module.html#var_remote_addr

FEERYS—F—VEAPICASTRATATFTOAM A MDA T L—>a Y
EABRETDIENTEET (7°l/—‘/7_-=\'—7\ N DIFZED plain & & T liquid FUTL—MNDBED
liquid),

APlcast Tld, ZHODEICER TSI ENDTES Liquid 74 LY —(HHR—rIhFET, 719 —IF
Liquid Z#DEIC NGINX BAsi &= BB L £ 7.

T4 —BEHHANS T {{ )} THAH. EROEBRIXLIIEEDE. 1 TS| 8LUT 15—
BODEICERZELF T, UTFICHZRLEY,

e {{'username:password' | encode_base64 }} (Z Z T username:password H'Z %)
o {{uri|escape_uri}}

INSGA—H—BHBELRWIAILY—EHYET, TDHFHICIE. BEHDOKDLYICEDXFS % FH
THIENTEET, 2&aiE. {{ "] utctime }} IRIBEDBXE TUC Y1 LY -V TRLET,

7 14 J)L% —I&, {{ variable | function1 | function2 }} DL D ICDRFE I ENTEFE T, &2 {"
| utctime | escape_uri }}.

FIRTREREBD) A N EUTICRLET,
® escape_uri
® unescape_uri
® encode_base64
® decode_base64
® crc32_short
® crc32_long
® hmac_shal
e md5
e md5_bin
® shal_bin
® quote_sql_str
® today
® time
® now
® |ocaltime
® utctime
® cookie_time
® http_time

® parse_http_time
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https://github.com/openresty/lua-nginx-module#ngxescape_uri
https://github.com/openresty/lua-nginx-module#ngxunescape_uri
https://github.com/openresty/lua-nginx-module#ngxencode_base64
https://github.com/openresty/lua-nginx-module#ngxdecode_base64
https://github.com/openresty/lua-nginx-module#ngxcrc32_short
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message.setBody(body.toUpperCase(Locale.US));
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APICAST_MANAGEMENT_API
APICAST_MODULE

APICAST_OIDC_LOG_LEVEL
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APICAST_PATH_ROUTING
APICAST_PATH_ROUTING_ONLY
APICAST_POLICY_LOAD_PATH
APICAST_PROXY_HTTPS_CERTIFICATE
APICAST_PROXY_HTTPS_CERTIFICATE_KEY
APICAST_PROXY_HTTPS_PASSWORD_FILE
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APICAST_REPORTING_THREADS
APICAST_RESPONSE_CODES
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https://github.com/3scale/apicast/blob/3.3-stable/doc/management-api.md
https://github.com/3scale/apicast/blob/3.3-stable/doc/policies.md
https://github.com/3scale/apicast/tree/3.3-stable/examples/custom-module

#5573 APICAST OBEZTH

o EMDFAICIE true F7/=1F 1

o ADIFSICIE false. 0. F7=IXZoiE
CDINFGA—=F =% true ICERET D E. Y= MNIZAIEFTITAILIMDERARMR=ADIL—FT 1 VJIC
MAT, RAR=ADI—FT 1 VT &FRALEFT, APIVIITRME, VIIZTXAMDHostANY ¥ —®D
fEA* PublicBase URLICY Y F§B3H—ERXDHT, Iy EVITIL—ILHRERMIITYFTEH—ERIC
)l/_7__’f Vﬁ‘ﬁni—d—o

APICAST PATH_ROUTING_ONLY
f4:

o ENDFAICIE true F7/=1F 1

o ADIFSICIE false. 0. F7=IXkZoiE
TDINSA—H —H true ICBETDE. T— NI TAIFNRAR=—ADI—FT 1« VT AEFERAL. T7 4
IWRDHERRAMR=ZDIL—F 4V TNET7 A=y LEFA, APLYIITZARNE, YZITZARD
Host Ny ¥ —DEHN ABAXR—ARAURLICY Y F T2 H—ERXDHRT, ¥y EVTIL—ILARIICTY F
TE3H—ERII—TFTaT7INET,

ZDIRF5 A—H —IE, APICAST PATH_ROUTING Icf8% L £9. APICAST PATH_ROUTING_ONLY
HAEMEIEEIE. APlcast & APICAST_PATH_ROUTING D& ICEIH 5 F/IRAR—ZADI—F 4 VT
FTEERLET,

APICAST_POLICY_LOAD_PATH
FTI7AI N APICAST_DIR/policies

&5 32510
fil: ~/apicast/policies:$PWD/policies

APlcast BN R Y ¥ — %R NZ2030Y ) RTY YR b, AEBRTAL I N —DORAMTRY > —
HHARAUIZEP. flaFmARrOBRICERT LI ENTEET,

APICAST_PROXY_HTTPS_CERTIFICATE
F7xI b

f&: =31
fll: /home/apicast/my_certificate.crt

APlcast 87 v TR M) —L &S DBRICERT 20 54 72 b SSLEABAEAND/NR, T DFEEAED
READIRTOY—ERICERAINERITTERL TSI,

APICAST_PROXY_HTTPS_CERTIFICATE_KEY
F7AI b

f&5: 32751
$l: /home/apicast/my_certificate.key
95472~ SSLAAZEDHEAD/NR

APICAST_PROXY_HTTPS_PASSWORD_FILE
F7xI b
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f&: =351
$5l: /home/apicast/passwords.txt

APICAST_PROXY_HTTPS_CERTIFICATE_KEY T18E Y % SSLEAIBAZ DDA 7L —ADEF N
2774IA~NDINA

APICAST_PROXY_HTTPS_SESSION_REUSE
F74Jb:on

{&:
e onSSLtEv avaBEHNRALET,
o off SSLtEv > avAaBHNREALEFEA.

APICAST_REPORTING_THREADS
F7A4I K0

fi: 0 T/ IFEDEEH

EERIBEE: BRIBIRICKE WMEED/NRT =TV RFEFRNRATRET, LR— M Kbh 36
NHYET,

OLYKRESWMEEERETDE, NI IV RADFERBPOLR—KMBEMICAY T, Zhik, N
74—V R %M LEIE2LODOHE EBREBETT, 747V MNIFNYIZVRDLSITY
V—IdBERAINT., TRTHIIEFAPRETUEINE T, COEICLY., BEICERTTIZIEDTED
FERHLR—FDOEERELET., LER—MIDNCDEEBAZE, 7547 MIROY KU ITR
BHIN, LATVY—DEMINET,

APICAST_RESPONSE_CODES
7T 7 #JU b 224 (false)

f&:

o HEDHZAEITIE true F7213 1

o {BDIFZEICIL false. 0. F7/=IEZEHE
true ICEXET B &, APlcast (FAPINY VTV RHBBIRINALL ARV ZADL ARV 22— K% 3scale
ICECER L £ 9, EMIE. Setting up and evaluating the 3scale response codes log for your APl #5088 L

TLIEEW,

APICAST_SERVICE_CACHE_SIZE
57 #4JU h:1000

{E: 0 FLIXEDEEH

APlcast PHRERF ¥ v Y 2 ICIRBFET B EDTEBH—ERDOHAEIEELF T, LuaDlrux+ vy a
IKEYITRTOZY M) —HHEIEINZDT, KEREERETDENT+—IVRICHELIHEFE
-a—o

APICAST_SERVICE_${ID} CONFIGURATION_VERSION

${ID} ZEEDH —EXIDICEIWMATLLEIW, EIF. EBR—FYIOREBREICKRRIINDHRTE
N=SavIlTBREINHYET, BEDN—VavVICRETHEEBEHRIINACAY, BICZEFD
N=TaVPFERAINET,
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https://access.redhat.com/documentation/ja-jp/red_hat_3scale_api_management/2.13/html-single/admin_portal_guide/index#setting-up-and-evaluating-the-threescale-response-codes-log-for-your-api_analytics-for-threescale-apis

572 APICAST DIREZEH
APICAST_SERVICES_LIST
fH:H—EXIDOaAVIRYIY Y R b
APICAST_SERVICES_LIST IRIEZ# % A L T. 3scale APl Manager TEREINTWESH—ERIC
T4 —%BEALET, COREBEEHE. Y~ NIV AOREY—EROREICEFTERAIN, YR
FTHEREINTWAWG—EXIDRERINET, 7047 hOH—EXFRFIE. EER—SILD
Products > [Your_product_name] > Overview|C BB L. #\\T. Configuration, Methods and
Settings & U IDfor APl calls = SR L THERT 2 &N TE XY,

APICAST_SERVICES_FILTER_BY_URL
fi: .*.example.com % ® PCRE (Perl B IEiRKIR)

3scale APl Manager TEREINTWERHY—ERIZ74 LY —%BHALET.
D7 4NE—Fd. AT =YV YV TELEERBREVNTNHID RRAR—ZAURLZRELEY., 7414

H—IITyFLAEWG—ERIF, EBEINET, ERRIVEZI VM ILTEIEDNTIRWNESICIE,
H—ERFFHAATNEEA,

a3
T4 —ICIET Y F LRWA [APICAST_SERVICES_LIST] IC&Fhd —EX
i, BHRINIEA
BI7ARy VTV ROTY KRS Y MCERINSERKBE 7 1LY —
EKRIR 7 1 )LY — hitp://.*.foo.dev BXLATDNY VTV ROITY RKRA ¥ MIERAIN S,
1. http://staging.foo.dev
2. http://staging.bar.dev
3. http://prod.foo.dev
4. http://prod.bar.dev

NGB, 1BLV 3L APIcast ICEREIN., 2BL V4 ITEEINZET,

APICAST_UPSTREAM_RETRY_CASES
{&: error | timeout | invalid_header | http_500 | http_502 | http_503 | http_504 | http_403 | http_404 |
http_429 | non_idempotent | off

p= =)
CDBREBEHIE Retry RY Y —HREINTUVWBBEICOAMERAIN, WO Ty TR b

J)—LAPINDY) VTZAMNEBHATTED%ZEELEX T, Nginx D
PROXY_NEXT_UPSTREAM €Y 21—l EEUEARET DI ENTEET,

APICAST_WORKERS
57 #4J b auto

fi: integer | auto

m


http:
http://staging.foo.dev
http://staging.bar.dev
http://prod.foo.dev
http://prod.bar.dev
https://nginx.org/en/docs/http/ngx_http_proxy_module.html#proxy_next_upstream
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Z DfEIE. nginx @ worker_processes 71 L 77«1 7 THEAINET, 1 MEAINI2HERREZR
X, 774 M®D APIcast Tld auto MERAINE T,

BACKEND_ENDPOINT_OVERRIDE
BRENSDNY VIV RIVRNRALAY Mad—N—F4 K2 URI, OpenShift 77041 L7 AMP
OHAERICTTO4 F BBRICHEILE £, Bl hitps:/backend.example.com,

HTTP_KEEPALIVE_TIMEOUT
F7A4IM:75

f: IEDEH

B:1

TDIRSGA=H—|C&Y, F—TTPSATHDISAT Y MNERDN YA LTI N ZEBAERELZE
T, TOE. —N—@ITIIEREHIAIKITET, BEICEOE2RETDE, F—TT7S14ATHDI 1
7V MNERISEMICRY T,

FI7AILRNTIE, — MO A4 I HTTP_KEEPALIVE TIMEOUT Z#EMIC L/-RREICHEIFFLE T, 2O
BREICLY. NGINXDSDF—TTSA4ATDIALTIMNT 74 MEFZ7TS) HFERTZEN
TXEY,

http_proxy. HTTP_PROXY
T2 MAERL

&5: x2=+751
f5ll: hitp://forward-proxy:80

HTTP H—EXADEHRICERINZ HTTP 7O+ Y —2EH L F T, BRI R— I TWE
A,

https_proxy. HTTPS_PROXY
TI7AIDMfERL

f&5: x3x=+751
f5ll: https:/forward-proxy:443

HTTPS H —EZXAADERICERAIND HTTP 70X —2EH L 9, R EEII Y R—bIhTW
Tt A

no_proxy. NO_PROXY
TI7AIDMERL

fi: string\[,<string>\]; *
f5l: foo,bar.com,.extra.dot.com

DOIZAMNETOFV—FRETIEFRBVWERAMNEBS LI RAA VEDIVIRPY YR MEEERLE
T, *IXF(TRTORRAMNERYFITR)ERET D&, RENTTOF D —IZEMCRY XY,

OPENSSL_VERIFY
f4:

e 0, false: E7WREIZ|MWICLE T

12


http://nginx.org/en/docs/ngx_core_module.html#worker_processes
https://backend.example.com
http://nginx.org/en/docs/http/ngx_http_core_module.html#keepalive_timeout
http://forward-proxy:80
https://forward-proxy:443

#5573 APICAST OBEZTH

e 1, true: E7HREEZEMICLET
OpenSSL E7HREEAHIEIL £ 9, OpenSSL IEY AT ASIBAZERA N7 AFERATZ I &N TE RO,

TI7AIDNTIEAZICHR>TWVWEY, HRYLFEBRENY NIV EEBEAILREIEMT 2HELH Y
i’a—o

lua_ssl_trusted_certificate Z{FfH L T. export-builtin-trusted-certs IC& Y EMINBEHE/ NV NIL
HRAVINT BRI EEHWELET,

OPENTRACING_CONFIG
ZDBRIEBZHIL., OpenTracing NL—H—DRET7 7ML EEETHDICFERAINZE
9, OPENTRACING_TRACER MR EINTWAWEGHICIEK, COEHIEEINZET,

TNTNDORL—HY—ITIE. 774 NDERET 7 1)L *jaeger:
conf.d/opentracing/jaeger.example.json *'%H Y £ 7,

COEHEFALTI7ANNRREBRET DI LKLY, TIAINTREINDI LD EIZERZEE
ZEXIOVNTBIENTEETY,

$ll: tmp/jaeger/jaeger.json

OPENTRACING_HEADER_FORWARD
57 #JU b uber-trace-id

ZDBRIBZHIL. OpenTracing DIERAEGZE T Z2DICFERAINDZ HTTPAY Y —%2FHLET., 2D
HTTPAw & —E, 7y TAN) —LH—N"—|lEGEEINFET,

OPENTRACING_TRACER
fl: jaeger

CDREZEHIE, TARAOMNL—RZ4 T —%FIELZFT, REFERTIE, OpenTracing® b L —
H—& LTHIARBEADIS jaeger 7217 TY,

TEHDIZEICIEL. OpenTracing DHR— MNMIFEHTT,

RESOLVER
OpenResty THERAINZARYLDNS ) VILN—%IBETSD I ENTEZEY, RESOLVER /NS X —
& —HDZERDHFEICIE. DNS ) VILNN—IZEEREINE T,

THREESCALE_CONFIG_FILE

F—=hITADEREIPEEIND ISON T 7AILADIRR, = Iz ADPEBICENET BIC

l&. THREESCALE_PORTAL_ENDPOINT % 7-(Z THREESCALE_CONFIG FILE D 5 5% 18ET %
DEIHYET, INDH2DODREBEEHD DS, THREESCALE_CONFIG_FILE BEINF T,

T—RMITADERENSENDE 774V EEINRTBHEEIE. T—ERDRICLY 2&BYHY ET,
o FIMATEIREA: 3scale APITY RIRA Y MNAERT %,

o Proxy Config Show. Proxy Config Show Latest. 7zi& Proxy Configs ListD\\ g i h
TY, Y—ERXADDEZH>TWEIRENHYEY, UTDF T ava@ALET.

® Proxy ConfigsList 7O/X1 ¥ —IT > KR4 ¥ M %&{EMA L % 9: <schema>://<admin-
portal-domain>/admin/api/account/proxy_configs/<envs.json

B IVRRAV NI, EY—EROFRFOEDLIFTAL, 7ANSMF—DREIATW
2IRTOTOFV—BEERLET,

13


https://github.com/openresty/lua-nginx-module#lua_ssl_trusted_certificate
https://github.com/openresty/openresty-devel-utils/blob/master/export-builtin-trusted-certs
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m JSON TiRX N 7- proxy configs DEcF = REMEL T,
m [@ U proxy_config.content.id =29 X T D proxy_config D
T. proxy_config.version #*& £ S\ proxy_config.content Z:&IR L £9, ID I
H—EXDEHEDTTY,
o fEWT, INRTDY—ERTEFZRYBL, REZ7 7ML ZEIRLET, TORTY
7Tk, FIFETREAR 3scale API T RRA > b F 7/ I3Z M7 3scale toolbox A< K %f#
ALZET,
AVFF—A A=Y FERALTTY— MY M 27704 F 254:
LAX=INDT7A N EHmAIRYERRN) 2 —LELTERELET,
2. R a—L%umITYNLUEGMERI NRAEEBELE T,
BRETZ7AILDHNTDONTIL, examples 7L —ASRBRLTLEIL,

THREESCALE_DEPLOYMENT_ENV
7 7 # )b ;: production

fii: staging | production

COREZEHOEEZFEAL T, LW APlcast 2T 2RICEEEZ Y V> O— KT BIRIE (3scale X
TI VI ERRERBRE) Z2EELE T,

Z DfEL, 3scale Service Management API AD&EFR/LR— K1YV TR hDA v 4 — X-3scale-User-
Agent THEFERAINZE T, ZDIEIE. 3scale TIHRETDZOLEIFIFERINET,

THREESCALE_PORTAL_ENDPOINT
NRAT—RBLUVR—=FINITVRRAVIDEEND, LTOFEAD URI,

<schemas://<password>@<admin-portal-domain>
ZZ T,

® <passwords (&, 7'0O/3A ¥ —F—F 721E 3scale Account Management API D 7 7 Z A k—7
YOWTIhHATT,

e <admin-portal-domain> (&, 3scale BEEBR—#IICOTA VT B/HDDURLT KL AT,
fl: https://access-token@account-admin.3scale.net
THREESCALE_PORTAL_ENDPOINT IRIZEZEH ZEET D&, 77— b U A (FHHAMEEFIC 3scale B 5
BREEYOO—RLET, TDREICIE. API D Integration R—IY THERELLITRTOERENEFN
xY,

CORBEEHEFEAL T, YRI—BER—FIIZFERLTE-—DT—FIV T A ZFHRTSH IEETE
i’a—o

T—ho oA DEEICEMET 2IC1E. THREESCALE_PORTAL_ENDPOINT % 7 (&
THREESCALE_CONFIG_FILE (&%) &Y %2 HEN’HY XY,

14


https://access.redhat.com/documentation/ja-jp/red_hat_3scale_api_management/2.13/html-single/operating_3scale/index#supported-toolbox-commands
https://github.com/3scale/apicast/tree/master/examples/configuration
https://support.3scale.net/docs/terminology#apikey
https://access.redhat.com/documentation/ja-jp/red_hat_3scale_api_management/2-saas/html-single/terminology/index#tokens
https://access-token@account-admin.3scale.net
https://access.redhat.com/documentation/ja-jp/red_hat_3scale_api_management/2.13/html/admin_portal_guide/multitenancy_2#creating-gateway

BEENTA—T Y REMLEXIES7/D APICAST 5%

F8E NI 4—VTVAAMALIEB=HD APICAST & E

AtV 3 VTl APlcast DINT A=V ADBEE T /Ny J§ 2BEDEBIBRHA K4 IZDWn
THBALEY, £, FEUTELAF v Y 21E—REBNLNR 7+ —< 2V 2ADALIZED L D ITRIID
NEHBLET, IS, APE—ROFEMICODWTEERLEYT, VT UV UTOoEIY 3y
THREINTVWET,

o [EMLHTARZA V]

o [FIOAIMNDFYYIVY]
o TIIRAHLAR—FILvY K]
e [3scaleBatcher ") ¥ —]

8.1. B HTA RSA >
BRI APlcast T 7OA A Y P TEERBIARE I DOIVR—RY MEMUTIRLET,
® APlcast
o VIUIRMNZERLERRRZIEBIY % 3scale /Ny VTV RH—/N—
o 7y FRANY—LAPI
APlcast T/XT7 # =< VY ADBENIEEL TVWBIHRICIE, UTOFIBICKEVNE T,
o BIEDEREA>TWHAIVAR—XY MNERELET,

o 7Y TAKNY—=LAPIDOL ATV —%BIEL, APlcast & 3scale /Ny J TV RH—/N—T4%
LaLAFryy—%BEBLET,

o RUFT—VRBAERTAIOERALY—IAEFERALT, HFireRiblEERLE T, 0.
BET7YTAN)—LAPIZRA Y NTB5DTIEAL, APlcast & R4~V ML F T,

INLDERALET BT & T, APlcast & 3scale /Ny VTV RY—N—TE LB L1 F7V Y —%BiE
TBHIENTEET,

KRR MY (SaaS) ¥ A7 L & Self-managed APlcast DA EHEICH W T, APlcast & 3scale /Ny 7 T
YRY=—N=—TELBLATVI—DaWVGEEIIE. LTOFIRICKEWNET,

1. APlcast B’ T 7O04 INTWBIY YD D 3scale /Ny YTy RYy—N—(CY I T A RNEZEEL
F9,

2. LAFvy—5HELET,
3scale Ny VTV RY—/N—F, N=U 3V %&IRTIV RKRA 2 N https;//sul.3scale.net/status &2
BLET, TNICHEART, RBERECH LR, R, $LVF2—DNNv I TS50 R 3 TEWRIET
5728, FUZBLKD)Y—REMEELZET, 3scale XY IV ITY RG—N—ldINLDYRIEHI)
MTERITLETH., Chilld/status TV RRA >V MHUREBT D LD N—U 3 VERLIYEZSZ S DIE
ENXNETY, & 2IE. TEDD APlcast IRIEBEN S /status ~D ) V TR M 300 IS UMHHI B &
T3&E, FyuylaINBVWIRTOYIVIRAMIDOWT, ERBICIHKLYRVERB DY T,
82.77A#IMNDXFY YUY

FrovoalhTWRW) VIR MDFEICIE., 720—FUTOLDICRY £,
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https://su1.3scale.net/status
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1. APlcast i3, ¥ F 53 vEVTIL—ILHOSERIREOX Ny I ERHELET,

2. APlcast i, X NY YO BLOT7 TV r—avD LTy v )lbA 3scale /Ny I Ty R —
/{_‘:%{Ebi-a—o

3. 3scale /Ny VTV R —nN—ik, LTOUNEAERLET,

a. PV r—2avFF—8LUTBEINEX N v VOFERRREIVERINLFIRNTH S
lE%MHERT B,

b. MEINAAN) Y VDFERARREIEBYINY I TSI RY3TEF21—ICAND,
c. VIIRANEERITARINE DI D% APlcast ICIHET %,
4, YO IZRARDERBINDE, YIIRAMDTYTAMN) —LICEEINET,

ZDIBE. 3scale Ny VTV RY—N—RIHEETZET, VIZTRAMNITZYTRARN)—LICREZFLFE
Ao

—H. TIAFIIRTERIIG>TWEXF vy I VI ANZILEFRALEESICE. 70— UTOL
IIICRYFET,

® 3scale Ny IV TV RY—/IN—~DEZEMVE LHNEBINLIFE, APlcast IEZDIER %
FyvPallEZELET,

o BALIVLTUYYYILELUA NI Y INMERINERD) VTAME, 3scale/Xy VTV R
HP—N—ICBETE3RDYIC, Fvry 2 aIhiZORBEFERALET,

o VOUITRMNWEBRINGNLIBAE., FIXAPlcast N ZED I LTV v ILEHIHTZITES
BEICIX, APlcast IE ERD & ICHEEI L 72IRRET 3scale /Ny VTV RY—/N—([ZHVH L %
TWET,

AN F v v 21 INTWVWBIFAEICIE. APlcast (ZF T 7y TA MY —AIKHUCHE L 1TV, HEWT R
ANT7O2ay EHENEZ 7 —XT3scale /Ny VTV RY—/N—|[CEVCHLZITL, RO VTR
FRICEKREEZF v v allRZEFELEY, 3scale Ny VTV R —N—ADECH LIZY) 7 TR MNFIZIT
DNBERTIELRVDT, LATYY—DELCAVEICERLTLEIWL, L. BLEHKTEEIN
FUOIANE, RRAMPZI2aY 71— RTITD2ETHEONELNHY T,

DZAT VM F—TTPS4AT 2#FRLTVWT, 1WTEICVITRANEEETZVF VA A2EZTH
F9, Py TAMN) —LDIGEEBD 100 I YMT3scale N\ IV Ty RYF—N—ADLAFVI—H
500 S UMODBE., 774 T7 Y MEEORI0COIYMTLRARYREB/ET, 7y TAMN)—LDL AR
VRAELR—MDEEHE 600 IS UMDY ET, ThICLY, KDV IV IANEZITERBETICES
IC 400 S UMHL MY FT,

UTFOET, EBROT 74N MDF vy Y aB8FZHBALET. FrvPaXh=XLDENMF
&, Caching R Y — ZFERALTERETSIENTEET,
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https://access.redhat.com/documentation/ja-jp/red_hat_3scale_api_management/2.13/html/administering_the_api_gateway/apicast_policies#authentication_caching

TCP Connection (client)

3scale back end
500ms

APIlcast

*

http
response
600ms

Upstream
100ms

83.3EAEAAL R— MR L v K

APlcast ICIZ, 3scale /Ny IV TV RH—/N—IIRH L TERTZ2AL Y ROT—ILEBMICT 2HEELH

FEEENTA—T VR %EMR LI S7/-80D APICAST %

| 4

http http
request response
600ms /00ms

v

Upstream
100ms

post_action

v

3scale back end
500ms

| 4

http http
request response
1200ms 1300ms

v

Upstream
100ms

post_action

v

3scale back end
500ms

VET, COMEEEZAMICT D E, APlcast IEF FREEAL 724RRET 3scale /Ny V TV RHY—/N— (T
HLUETW, v EBYTIL—IHETyFTE2T7 TV r—2avBLUOA N v I ERIELET, TDE

Elx, TT7AIMNTEHEPICR>TWEF vy a XA X LEFRATIHBAEELLTVWET, EW
&, T—=ILHRICZEDLR—KRL Y ROHBZBRY. ZHLED 3scale /8y 7 TV RH—/N—ADIE
HUNRLICERBRETHREINDZ ZETY,
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LR—MALY RIET—MD M 2ERTHENIERIN, IXRTOY—EABTHEINET, 2&F
BDTCPEHmIMNEIIIND &, EBENITTICF vy aINTWBRERY., BRICEREICARY F9,
ZOLR—MRAL Y RHARWESICIE., BEE— RIZEEDOERBE—RICTZF—ILNvy I L, RI K
7o avIz—XTLAR—MNETWVWET,
APICAST_REPORTING_THREADSIRIEZ#H A FA L T. COMEZEMICTEIIENTEZXT,

TEROET, #FRBLR—-—MIALY RT—IL D HEET 2 A ZHBALFT,

TCP Connection (client)

| + | + | + | 4 | 4

http http http http http http http http http http
request response request response request response request response request response
600ms 600ms 700ms 700ms 800ms 800ms 900ms 1400ms 1500ms
e
t| 3scalebackend |!
; 500ms ]
1 |
1 |
[ Upstream
100ms
v
Upstream
100ms
i v
1
async
2 threads Upstream
available 100ms
]
! ' v
: !
i async
: 1thread Upstream
! available 100ms
v i
2 reporting i ]
threads 3scale back end i post_action
500ms i no threads available
1 "
; v
1
3scale back end 3scale back end ‘7””””‘: 3scale back end
500ms 500ms 500ms
+ v
i Upstream
! 100ms
; ,
: async :
————————————————————————————————————— 2threads ----——-—-— -
APIcast available

8.4.3SCALE BATCHER R ') ¥ —

T 74 N TIE, APlcast (&) V7 TR MAZIFENZ /2N 1[8] 3scale /Xy P TV R —/N—(CIEUH L
H{TWZE 9, 3scaleBatcher R ¥ —DBEMIL, 3scale /Ny V7 Ty RY—N"—|ILTiIThbh3 o
ZANDEEKRBISESTZEICEY, LATYY—%EBRLAL—FYy NaEEIEZIETY, ZOD
DT, TORY) V—EEBRAT—YRFvval, LR—bERYFUREBLET,

SEfBIL. 3scale Batcher R v—%HBLTLEIV, UTORT, ZTORY Y —HEEETEHE» %
SMEALEY,
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https://access.redhat.com/documentation/ja-jp/red_hat_3scale_api_management/2.13/html/administering_the_api_gateway/apicast_environment_variables#reporting-threads
https://access.redhat.com/documentation/ja-jp/red_hat_3scale_api_management/2.13/html-single/administering_the_api_gateway/index#threescale-batcher_standard-policies

EEENTA—I VA %EMLEIHE 578D APICAST 5%

TCP Connection (client 1) TCP Connection (client 2)
http http http http http http http http http http
request response request response request response request response request response
600ms 600ms 700ms 700ms 800ms 500ms 600ms 600ms 700ms

1

1
3scale back end i
500ms !
TTL: N seconds f
1

1

v

Upstream Upstream
100ms 100ms

v

v

Upstream
100ms

Upstream
100ms

v

Upstream
100ms

v

3scale
batcher policy
async reporting ===
every N seconds

3scale back end
500ms

APIcast
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9% PROMETHEUS A~ 3SCALE APICAST X k) 7 ZD/AF

BF

3scale DAY 1) — XA TlE. Prometheus DA VA =L B LVEBREIFTFR—FIh TV
FtA, 773 vELT, 332 =F4—/N—V 3 VD Prometheus Z{#FA L T.
APlcast B TD APIH—EZXDA MY v IV BLUVELEARELTEHIENTEET,

9.1. PROMETHEUS D&

Prometheus g4 —F YV —XDY AT LERBY —IL*+vy T, Prometheus #{FMH L T. RedHat
OpenShift IRIEEICT 704 XN/ 3scale APlcast DY —ERZERTZIENATEET,

Prometheus Z A L TH—ERX%ZER T 5I1C1E. H—ERI& Prometheus TV KRR ¥ K& RBHT 2
BEIrHYET, TOIZVRRAVME ARV IDYRRNBELVOARN) v IV DREDEELART S
HTTP 4 49— 14 ATY, Prometheus FEHMICINSDI =4y NEEDIY RIRA Y MU
EL. NELAET Y95 ZTDT—IR—RIIEZAHFT,

9.1.1. Prometheus 7 T !) —

Prometheus Ul IC#& W T, Prometheus Query Language (PromQL) TP TY —%/ERLTX MY v IiE
WEMHT DI ENTEEYT, PromQL ZFERT D E. VTILY A LICFERIT—49 %8R L TEET
5ZENTEXET,

EZE UTDY ) —%{FERAY 5 &, Prometheus NEIMRD 5 HEICEEER L TR THRHERIT—4
MD. X Ko & hitp_requests_total DiEA TR TBIRTZIEATEET,

I http_requests_total[5m]

AN IDZRIV(F—/EDORT)EZRBEL T, V7T —DEREILICERTLIFRYAL I EN
TEEY, L&z, UTFTDI YY) —%FEHT 5 &, Prometheus BNEED 5 ICEEER L2 R TH
RIT—H M5B, A KU RED hitp_requests_total TH D job XL A integration ICEREI N T
WBEZTRTERTBIENTEET,

I http_requests_total{job="integration"}[5m]

T ) —DFERIE. Prometheus DRI T TV H—TIZT7%KRELTERRLREY, Prometheus HTTP
API A FHL THAEDY AT ALATUIBLEZY TEZEDNTEZET, Prometheus T —9 DT S>T7 144
IWE21—%R#ELET, Prometheus X M) vV ERRTBDLVERELILTI T 74 ATy aR—RK
& LTIE, Grafana #3ZIRT 52 DH—RHW T,

PromQL S:&% £ L T. Prometheus alertmanager YV —)L CEE%#{ETDHIEHTEXET,

R

Grafana @A X 2 =7 4 =AY R— N §2HEETT, Grafana 7 7O 4 L T Red Hat
3scale 7O% 0 N&B1R T 258 ElE. Red Hat DRBEREBEDO T —EXLRILT V) —
XV K (SLA) DHRHATT,

9.2. APICAST & PROMETHEUS 01 T/ L —>3a v

APlcast & Prometheus DA Y FJ L —>avid, ULTFOFTAAM AV NA T a Y THRATDZZEN
TXZEY,
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https://prometheus.io/docs/prometheus/latest/querying/api/

85935 PROMETHEUS ~®M 3SCALE APICAST X k) 7 ZD B
® Self-managed APIcast: IR X b B! 3scale $ & U'A >~ 7L T 2B API Management i /5 & DA &
BhITHm

e F 7L I XA 3scale M Embedded APlcast

pa

APlcast & Prometheus D4 747 L—2 3 »id, "X MBI APl Management & Hosted
APlcast DI AEHOETIFFIAT I ENTEEHA,

T 7 4 JU M Tl&. Prometheus I 59.2 3scale APlcast FH Prometheus D7 7 #JL b X N 2 2] IZER
HINKAPlcast X M) w U BBEEBT B ENTEET,

9.21.BMA T ay

F7FarvE LT, OpenShift 7S A9 —DY R —EBET VARG HN

I&. total_response_time_seconds. upstream_response_time_seconds. & & U
upstream_status X b 1) v 7 %353k L T service_id # & U service_system_name SR %25H 5 T
ENTEFET, INHDAN) I RZIFRT BICIE. UTFOIYY R2ERALT
APICAST_EXTENDED_METRICS OpenShift IRIEZ# % true ICFREL F T,

I oc set env dc/apicast APICAST_EXTENDED_METRICS=true

3scale Batcher R ') & — ( [3scale Batcher] ICFF#liZFEHE) ZFH L TW2%I3H55E. Prometheus 1 &
9.3 [3scale APIcast Batch R 1) & —Fd Prometheus X b v 71 IZEBEINAA M) v I HERT B
ENTEET,

p= T

AR RTHED R WNIGZE. Prometheus I X MYV REFERRICLET, 7c&x

I&. nginx_error_log ICHRET 5 T 5 —H7AWIES. Prometheus I& nginx_error_log

ARy O ERRLEEA. Nginx_error_log X b v 7 1E, EXHZHEICDHRT
IhFxFd,

ESPEE:
Prometheus I D W T D1E#RIZ, PROMETHEUS: GETTING STARTED 288 L T 22X,

9.3.3SCALE APICAST FH OPENSHIFT IRIEZ %4

Prometheus 41 Y A4 VY A& ET BI1IE. 391 [3scale APlcast F Prometheus IBIEZ %11 ICEEHD
OpenShift RIEZ#HZBREL X7,

#9.13scale APIcast il Prometheus FRIEZH

REZEH B FI7 Ak
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RIEZEH B FI7 Ak

APICAST _EXTENDED_METRI Prometheus X b YU v ZICEAT 3 false
Cs BINEHREEMICT 2T —IVE,
LFDOXARN) v T
service_id 5 & U
service_system_name S ~NJL
BEFERATZIENTE, APlcast
ELYFFMBICERET B ENTE
x7,

e total_response_time
_seconds

e upstream_response_
time_seconds

e upstream_status

BEEEtE R
RIBZHDEREICDOWVWTIE, %I % OpenShift DHA RESBLTLEIWL,

e OpenShift4: 7 7)) r—> 3>

e OpenShift 3.1 BIFEEHA K
HR— MHREBEEDBERICDOWTIE, Red Hat 3scale APl Management DY 7R — M REE OF —
TATNWEBRLTIEIW,
9.4. PROMETHEUS ICAB Xt 5 3SCALE APICAST X M) w &

3scale APlcast DEZ#RAIC Prometheus 258 Ed 5 &. T 7 #J)L b Tl 5£9.2 [3scale APIcast
Prometheus D7 7 4L h X KU 2] ICRBBINIAN) IV REERITZIENTETET,

9.3 [3scale APIcast Batch 7R ') & —H Prometheus X b 1) w21 ICEBE I XA M) v UIE. 3scale
Batcher R ¥ —AFRT 2B8ICOAFATEENTEET,

2K9.2 3scale APIcast fH Prometheus D57 7 #JL M X MY I R

nginx_http_connecti  HTTP D% J—=9 state (accepted.

ons active. handled.
reading. total.
waiting. writing)

nginx_error_log APlcast T5— horvsy— level (debug. info.
notice. warn,
error. crit. alert.
emerg)
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.2/html-single/applications/
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/3.11/html/developer_guide/
https://access.redhat.com/ja/articles/5950091
https://access.redhat.com/documentation/ja-jp/red_hat_3scale_api_management/2.13/html-single/administering_the_api_gateway/index#threescale-batcher

#5953 PROMETHEUS A®M 3SCALE APICAST X b 7 ZD AR

openresty_shdict_ca
pacity

openresty_shdict_fr
ee_space

nginx_metric_errors
_total

total_response_time
_seconds

upstream_response
_time_seconds

J—h—ETHEIND
T4 aF)—DBRE

J—h—ETHEIND
F4oaFr)—DLEx

=1t
a5

AXN) v O EEETD
Lua2473)—nx
> — D

9347V MILRRY
A%EREET 2 DICHER
B (PO 8A0I)

s service_id &V
service_system_nam
eSNNWVIZTIVERT S
7=HIZi&.  TAPIlcast &
Prometheus D1 > 7%
L—2av] ILRBEDE
Y
APICAST_EXTENDE
D_METRICS BisZ:#
% true ICRET 2E
BHYET,

Ty TRANY)—LY—
IN—H 5 DISEEERE (7
BT

st service_id &V
service_system_nam
eSNNWVIZTIVERT S
7=&IZl&.  [APlcast &
Prometheus D1 > 7%
L—2av] ILRBEDE
Y
APICAST_EXTENDE
D_METRICS BisZ#
%true ICERET 2E
NHYET,

Aoy —

EXRNTI A

EXRNTI A

dict (T RTDF1 ¥
a7 ) —THBE)

dict (¥ RTDT 1V
a7 ) —THBE)

none

service_id. service_
system_name

service_id. service_
system_name
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upstream_status

threescale_backend
_calls

#9.3 3scale APIcast Batch /R ') & —H Prometheus X k) v &

Ty TRANY)—LY—
IR=HSD HTTP 25—
g 2

s service_id &V
service_system_nam
eSNNWVIZTIERT S
7=HIZi&. TAPIlcast &
Prometheus DA ¥ 5%
L—2av] ILRBEDE
Y
APICAST_EXTENDE
D_METRICS BisZ#
% true ICRET 2E
BHYET,

3scale /Ny J TV R
(Apisonator) IZXf 9 % &
RBEBLUTHREY VTR b

Aoy —

status. service_id.
service_system_nam
e

endpoint

(authrep. auth. rep
ort). status

(2xx. 4xx. 5xx)

apicast_status

batching_policy aut
hs_cache_hits

batching_policy aut
hs_cache_misses

content_caching
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55
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status
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EI0ZEAPID/N— 3 V&R
Red Hat 3scale APl Management Tld., APID/X— 3 VEBEATRE T, 3scale TAPI & T 3%
R, 3EBYDAHETCTENDAPIDN—U 3V AELKBEBTEIENTEET, 3scale'— b x
ATAPIDN=2 a3 VBB EZHEDHZLLTICRLEY, 3scale /— b7 A&, 3scale 7—F7F
JF v —IC& Y tie gL F T,
10.1. R
AIETIX, 3scale ICAPIN=Y 3 VBB AT LARRET D HOOFEMABEREHBALET,
BRI ERRTZODAPIEFRELTWS ELEFT, I—H—E, IFIFRLF—7— K #l:
T—T4 AN FRAR. BIOY A ML, PILNNLAYA MVE) 2FRA L THFAFDOEMAERETEZI &N
TXEJ, APIOWEAN—=Y a3y (V) BHY., FiRBRBENA—TU3 Y (V2) ZBELEERELE T,

LIfEDE S a7, 3scale AL TAPIN—a VBB AT ALAEET 25— BN AEESE 3
EBYSRBBLET,

o URLICKBN—Y3VER
o TVRKRAYVKMILBN—V 3V EHE

o HRYLANYHF—|IZLBN—V g3V ER

10.2. RIS
o LUTFICRTVAY IR —MNAHA NEERT BHIIC, First steps with 3scale DFE%Z5ET LT
{IEIW,

10.3.URL IC & B/N—2 3 VB
EHORBEAICELDIIY NRA Y M HBHFEICIE (T—T 1 A NTHRE, DY 1 ML THRER
E)N URLICKBN=Y 3 VEETIEURIO—EBICAPIN—=3 V8D TLREIV, UTFICHZRL
7,

1. api.songs.com/vl/songwriter

2. api.songs.com/v2/songwriter

3. api.songs.com/vl/song

4. api.songs.com/v2/song

5. KU, Rk

pa

ZDEFEEAWVWBESICIE. VIOEBETAPIONRN—Y 3 VEBATYZEAETELTW
DZURELNHY FT,

ZDBE. 3scale '— R I TAIEURIDSOIVY RKRA VY MELUONRN—YavaELET, 207
O—FTlE, N=Y 3V eIV RRA Y NOFEEOHAEDET, 77U S5—>a v TS5V ERETD
ZENTEET, BWT, ANV IEINSDTSUELVITY RRA Y MIBEERMIT., ZhETho
IVRRAVIMNBLIUON=U 30810, FRARREZBETZIENTEET,
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https://access.redhat.com/documentation/ja-jp/red_hat_3scale_api_management/2.13/html-single/getting_started/index#first-steps-with-threescale_configuring-your-api

$10EZ APID/N—T 3 V' ER

3scale BBEDFHMEALULTDR V) =23y MIRLET,

E410.1/8—

Application Plan V

System name*

Trial Period (days)

Setup fee

Cost per month

.
N

P

a VERFHEEEE

vi
basic

Applications require approval?

Set whether or not applications can be created on demand
or if approval Is required from you before they are activated.

Metrics, Methods, Limits & Pricing Rules

Update Application plan

Application Plan V2

Name*® v

System name* pro
Applications require approval?

Set whether or not applications can be created on demand
or if approval is required from you before they are activated,

‘Trial Period (days)
Setup fee

Cost per month

Update Application plan

Metrics, Methods, Limits & Pricing Rules

2 2

Metric or Method (Define) Enabled () visible ) Text only (2 Metric o Method (Define) Enabled () Visible Text only
Hits  Limits (0) v v v Hits v v v
author v % v author v ® v
song < ) < song v ® v

v v v v ] vi % % v

vz @ pricing (0) % % v | (@ v v v)
Features Features

Name Description Enabled? © New feature Name Description Enabled? © New feature
Unlimited Greetings v # £dit [ Delete ] Unlimited Greetings v # 101t | Delete |

24/7 support ® et [Deisis] 2477 support v # Edit [Dele |
Unlimited calls ® # Edit [Deleta ] Unlimited calls v it (el

#iE, LTFORICTRT £ D IT. 3scale EXER—4 )LD [your_API_name] > Integration > Configuration
DIBICFEEIL. URIZXN) v IR EYTTBEIFTY,

Bl102 A MY Yy IANDURIDYYEVYT

Integration

APTcast Cloud Gateway
APT Key (user_key)

Configure your API gateway in the staging environment. Once your staging environment is green you can deploy the gateway to the 3scale production environment.

Staging: 3scale-hosted to configure & test your integration documentation

,

Verb

GET
GET
GET

GET

Private Base URL*

https://echo-apl 3scale net: 443

deployed | deployment history

Private address of your API that will be called by the API gateway.

a API GATEWAY

Public Base URL*

api-2445581317188

picast.io:443

Public address of your API gateway in the staging environment. You can use
this address to call the API for testing purposes.

= MAPPTNG RULES

Pattern

N2/

N

/{*}/song

J/{*}/author

4 Metric or Method (Define)
1 v2 M A
1 Vi T FE
1 Song o2 @
1 Author MR

© Add Mapping Rule
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INT, BRBEENBNICR L2 DDELBRBAPIN—V 3 VEaFHTHZIENTEET, ThETh
D APl DFERRKRE, TE2ICBEEBLIBETZENTEET,

APIV2 ICRBIT T DB H D I EATARTDA—Y =G A DHEEICIK. BITAKETZIAvE—T%
EETBIENTEEY, EQOI—HF—DBITLEIEERL., vIDFERNED LT v2 DFERIEM
TERFAEMRT DI ENTEET, 3scale NOEBHEVOHLICA M) w2 %EBIMLT, VIZTY KRS
VNEVIVRRAVIMITIECRATEZERNS 74 v V%KL, VIZEILEL TEHEBBELRVEEA
Yk 22 EDTEET,

B10.3 /83— a3 v EH

Dashboard Developers Applications  Billing Analytics API  Developer Portal  Setting

Usage Usage
Show last 24 hours 2.days 30 dsys 12 ONNS s snpsanss s s e s Show last 24 hours 2.days 30 dsys 12 MONhS s sapsims sz e | 268KV2w
000 3000

s

2000 2200 r.sep 0o osoo

—MOI—F DI ZFEALKITTVWBHZEICIE., ThoDI—F—%ZRYAH, v2ADEPYEZIC
B2 A v -V %X ETDIENTEIY,

3scale Tit, 3BRBEDRT Y FICLYRERILEDBMEXETRIENTEET,

1. Audience > Applications > Listing®DJEICF#EI L. BELEOBMEEETZT7 SV r—>av 75
VEZERLTSearch 227y o L, YAMERYAHFT,

2. Fv IRy IRED ) v L (BEERARE). BEOREN—Yavo7 ) r—ravxs
ITRTCBRLET, FreRd T avpRRIN, —FRIEEFA-NDOEE. 7TV 5—
2avVIIVDER, BLIUVRAT—HYRDER) ATHIIENTEET,

3. Sendemail 27 )v 2 L., FIBIR-TGRIRLET7 TV r—>3a vt —F+—ICEILEOBN%
EELET,

UTOMZZRL TSI,
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F10E\ API D/NN—T 3 VEHR

E410.4 BEAL @A DS

RED HAT 3SCALE API MANAGEMENT Audience v o o a

Accounts

Applications

Applications

Bulk operations
Listing

Alerts You have selected 3applications and you can make following operations with them:

Billing Send email | 3 Send email to owners of selected applications
Developer Portal Change application plan Transfer these applications to different application plan

Messages Change state Accept, suspend or resume selected applications

) Name State Account Service Plan Paid? (2 Created At TrafficOn
All Basic 1 Search
2
My app pending Developer  Echo API Basic free October 26, 2018
Feasible Inc.'s App  live Feasible Inc. Echo API Basic free October 25, 2018
Developer's App live Developer Echa API Basic free September 11, 2018 September 11, 2018

Export all Applications

IV RRA > M authrep FUCH LM ThN 372N, R 1ERL T TIIREE 2ETHONET
(Y RRAYMNAEAPIN=U a3 VREICENTNIET D), MUK LIF1TELIRIEINBRVDT,
TBILERTEIERHYFEA, HDBAPIN—CavDEBDI Y RRA Y MIEUHELETH LT
I N=UaVvBES V. HE)DISEIEN XA N v oDy MNIDTBEINE T, IhAEFER
LT N=2avZleENENS 74y AHEBEICHETZIENTEET,

104. T RRA Y ML B/IN—T g3 EE

IVRRAVMILBNR—Ua Vv EBETIH, APION—V a3V T EILERBIVRRAVNERET S
ZEMNTE XY (Bl api.cons.com/author_v1), ¥—hU A, TV RRAVYNZDEDHLI VR
RAVEMBLIUON=TVavaHBLET, AFESLVCFIEOFETIE, API 7O/N1 §—IF 488 URL
EREURLICY Y EY T2 ENTETET,

IVRRAVMIEBZN=YaVvEBFER AV TLIRTTOMA VY N TOHERT DI ENTE

F9, COFEIMHELRURLDEXIMZIFEARATSELUARY YY) TRD, VT L IRABED—FEL
TERINDE=HTT,

A& URL PIER URL

api.songs.com/songwriter_v] . RDELIICEZBIONFE internal.songs.com/search_by_so
ER ngwriter
api.songs.com/songwriter_v2 . ROELIICEZBIONFE internal.songs.com/songwriter

j—o

FEAETRT(TYEYY, 7V =23 v PS50 DOMEERE) A, BIEOFEELE L LD ICH
BELET,

105. A RY LAy F—ICL B/NN—Y 3 VEE

HRAG LAY F—ICEBN—TaVEETIE, N—YaVEEETBDICURI TIRBLAY Y — (x-
api-version) A L £ 9,
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ZDHBE. T—RIZAENRADLIVRRA YV NE, AvF—DhoNN—=UavieE ThthilELF
¥, BIRDFEE F o LAKIC, RR/N=V a3 VOERDHEABLEEBITL TAIRIELTZ I D

TEEY, 2O77O0—FIKIE, FATZAPIBEIZATLICODDLT. WSDHDTAY v h'DH
YEd, FMICDOWTIE, APl versioning methods: A brief reference &8 L T 72X\, 3scale H'#
BET A AEUTICRLET,

o FIEDFFHEF 2/<KERIC. WRILAY I —=ILLBEN=Ua VBB, AV TLIRADK
A NBAPIICOAEAAIRET Y, authrepMUPH LZELKIL—T 17T BICFE. VIR
My 5 — DRI/ LEBNBELENSTY, TDYATDOHRAY LRBOEREICIE, Lua R 1)
TRDOFERARTRTT,

o ZDFETIE, AIRDFEDL DI REDMMDLHEDREZRIBT 2DHFEICHEETY,
o CDFENKRLEBELA) Y ME, AREBEDEETZ URLELVIY FRA Y MHEEINAG

WZETT, ARELHDAPIN—=Ua3 Uh 6RO APIN—=Ua vt IYEZZIBE. 8T
DHBEIHDIDIEIANY Y —LITTYT, ThUNAEITRTRALCFZTETHELET,
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https://www.3scale.net/2016/06/api-versioning-methods-a-brief-reference/

/X— I Il API OEREE

/N— KN 1. API DEREE
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BNE FREE/NY —

AF1—RFYTILTIE, APIICEREENRNY —V ARET D AKX 8LUCT7 ) r—a v & APIBEDBERE
NDFEICDODWTERBALE Y,

APIICT OV ERTBEDDILTVIvILERITTBDIC, APHICISCTERZERIENY— V% FRAL

BFNERSBRWEENHY FT, Thilid, APIF—, penAuth =20V, BLUHRY LERENE

FNEFd, AFa— MY TILTIE, FIEAELEENLREI/NY — UM SOBYR/NRY—V 5 BIRT DA
EFICDODWTEHRBALE Y,

N1 Y R—NINBERE/NY —
3scale Tl, LATFDERE/NY — Y MEETHR—MINFET,

o EXEAPIF—HINFELIVY—IV LYy MNN—=U 2 ELTHEET D, 1 DOEIEFARFEIE 2
A

o 7TV —avIDEFXF—DRF AI21—YTIREBINFEI2—9TILRY—IL Y K
*—XX=F75

® OpenlD Connect
N2 RNy —DEYy N7y T

N21L P —ERICRET 2R E— FDEIR

BREZITD API T —ERICHEILE T (API E WD BIROY—EZXN 1D ULHAWEEICIE., ThzE
:*‘R LZ9), Integration 227> a VICBELET,

ED HAT 3SCALE API MANAGEMENT API: Echo APl v

Overview
; ; Integration settings
Configuration g Setting
Analytics for the service
e Integration settings
Applications
Deployment Option APlcast
Subscriptions
Authentication API Key (user_key)
ActiveDocs
edit APlcast configuration —
MG APIcast Configuration
Confi tit
Sl SEEl Private Base URL https://echo-api.3scale.net:443
Methods & Metrics
Settings Mapping rules /foo => foo and 1 more.
Credential Location query
Secret Token Shared_secret_sent_from_proxy_to_AP|_backend_c5425589402e3f4e
Environments

Configuration history —

Staging Environment

https://api-3scale-apicast-staging.poc-sd.staging.3sca.net:443
V.2

Production Environment
no configuration has been saved for the production environment yet
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BNE R/ —>

BRI Y —ERTEICERZBIANI—VEFRATETEITN, 12O —ERIFERATEIEDTE
IR —F1DEIFTY,

BF

H—ERXDEMED FRIRBEICR B AREMLNH D7D, VLTV vILaEHFLZ5ERE
N —VHTBELRBRWTLKEIW, BNV —VEETETDICIE, FrLWH—EXAE
ML CTHEEERITTEAMELET,

N.2.2. AT 2R E— FDEIR

SREEE— NZBIRT BICId. AUTHENTICATION €223 FTRIA—-ILLEY, TI T, UATFDF
ToavOWThhEERT 2 EANTEET,

® APIKey (user_key)
® App_ID and App_Key Pair

® OpenlD Connect

N23.APIDPELWI LTI v ILYA4 TEZITAND Z & DESR
BIRLEZILTYOvILDIA TTEIL, APIOFUH L TERZNSA—F—(F—T71—JLK, ID
F)EZIFANBRITNERSBRWGEENHY FT, INLD/INS XA —4H—DHRFIIE. 3scale REBTHEH
INTWVWBREDEIIRERBBEENHYET, 3scale NI ITY RADODHUHELTELWRS X —4H—%
bfﬁiﬁﬁ -S TL'C b\éi%é‘:\ 3sca|e @ulu\uE‘EtJ—.E L/ < #E L/ i-a_o

N24. 9L 7o v ETARNTBEODOTT)r—2 3 v OERK

JLTFUIvIbEy MOIBEEL TWE I EABRT2ICE. FILWFZ U —> a3 V%R L TAPI &
FRTZLEDDILTYIvILERTLET, BIER—4 L Dashboard M Accounts 4815 ICFEEI L. fE
H$27A9> &2 Y% LT newapplicationz=2 vV LXY,

T74—LICASAILTsave 50w 0 9§2&, APl EZFERAT 270D LTI vILERIHLWT

Dr—oavhMERINE T, TNT, IhoDI LTIy I)LAFERLTAPIZREVOCHET I ENT
X, 3scale ICBEHFINAET7TUr—2avyD) A MCH L TESEIABEINE T,

1.3. RAEDEREE/ NS —
3scale —C“-'j-/—.]_:_ hénénlu\uE/\& /@#Xf‘lﬂ% LJ\-F@'IZOVE /—Cuﬁ.ﬁﬂbi-a_o

11.3.1. APl & —
HR—MNINBILTUIVIDHRTREY Y TIVERFEIR, BE—DAPIETILTT, APIANDT I+

ZEREFE DTSV r—ra vk, ThTh1 20 (—ED) RVWXEIAHEEET, UTICAERLZE
-a—o

I APl-key = 853a76f7c8d5f4a1ee8bf10a4e0d1f13

TI7AIWBMTIE, F—/XF XA =4 —D&HEIIE user_key T, TDSRILEFEHT 5H. APl-key ED
BMDSRIVERIRTZIENTEET, BDSRILERIRT 2I5E1C1E. 3scale NOEBUH L &1T
5%EE%7WEV@T%%%ﬁ%U§TQC@i?ﬂm\AM%ﬁﬁTétwwﬁ%¥B$0/ i
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Ly hh—2vDmAE LTHBELZE T, TONRY—VIE, EFa2Y T4 —ICNTIEHNMEVEREF
TIEAPIOMEVH LIZSSLEF 2 T4 —DMEREINIREBETOMEB IS AHRELET, h—
GvELVCT TV = a3 VIR LTEITINDZEEE. UTDEBYTY,

o 7= avp—BHhi: 7= avDAPIADT VAN —FHRIEIh, EEW
IS, ZYTEHEF—AHEHTEAPIAOEVE LA TR TC—EhIEINET,

o 7= avoBE TNV —arvo—BhitETo avomhaBBRLET,

o F—DBEM: 7TV I—YavBEICHLWEEALGXFNF—DPERIN, ThDT7 S r—
YavICEAERMITONET, CDT7IavhETINDEE, EBICURID N =7V &EFRL
EFREVCHELEZFANRSARLSBRYET,

BEOT7IVaVvORN)H—ER5DIE, BER—FYITOAPIEES IV APIOFEFEELI—Y—D3
VY= (FRAIINBHBE) T,

11.3.2. App_ID & App_Key OXR77

APl ¥ —DFEENY —V Tk, 77V 5= a3 v0#lFEY— Ly MN—=0 U T1DDR—D VIC
HAEHLINET, — A, CORAENY—VTIIEEIDBINZE T,

o APIAERIZET ) r—>avid, 77V — /a/DMWHma@wné4sl—&7
IWIRFIERID ZFITLEX T, App_ID IEFET, MEBETHIHFBEEETI TRVWEEIHYXT,

o Ff KT TUHI—a v EIDONS5DETOHD PFYr— a3 vF— (App_Key) &
5FEY, TNETNOF—II App_ID ICEEREERMITON, MEELTRIMBEIHY XTI,

I app_id = 80a4e03 app_key = alee8bf10a4e0d1f13853a76f7c8d5f4

T77r)lzl~0) RETIE. AREBR TSV r—>a v TEIKRRSDOF—%ERTHIENTEET,
g_ht‘_ C EREEFLVWF—EERLTI—RISEML, 77V S5—YaveaEBT 704 LTHL

’éﬂdﬁk?é ENTEEY, TDH, APIF—%2BERT BHEDEIRT TV r—avm
7'7/’?4L\7b‘%$3'%> ciEHYFHEA

HEHES L ORESIEIZ, APIF—T&TIEARL, BICZ N T—2avIDULRILTHEIREYS, B
%%#zﬁthE%Lﬂtétwum 2DODF—TIFRL2D20DF7 TV r—2 a3V aEERT D E
L) i’a—o

VRATLADE—REZEBL, 7)) 75— avd—42FBAWF TV r—2a Vs ERT252E&HTE
ij'o ZDIFEITIE. 3scale ¥ AT LI App_ID DHICEDWTT IR AL T (F— ORI

bhiﬁh%u@% Kid, D42 xzy NIATDUF YA, £H@ET7 ) r—> a3 vTldnal
A—HY—ICREFEIABEREINZIZEICRIEET, FEAEDAPITIE, 7TV 5=y 3T &Id
m<EE 1 DT V=2 avF—45FHORBELNrHYET, ZDEREIL [your_APl_name] >
Integration > Settings CHBETY,

11.3.3. OpenlD Connect

OpenlD Connect I & 2 ER5EICEA 9 B 5¥Ml&. OpenlD Connect 1 77 L—> a3 v DEESRBLTL
I,

N.4.8R7T7 1 L9 —H8e

%mmrmﬁfﬁ74»& —HEEN Y R— I, APINDOT I ZZADHFTINZT Y 5—23 >0

PRLULRFLIERASAVEERTAN)RAMIEFRTZIENTEFT, APIYVSAT7VRNT
Lat\ Referrer Ny ¥ —CESRBITOEARIEEL F T, Referrerny ¥ —DEHBB L TFEREICDWT
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BNE R/ —>
l&. RFC 7231 M+t > 3~ 552Referer ICEREANH Y £9, (Referer |&. Referrer DA RJL I AT,
AKICRFCHBLIUAYF—THERHINTVET, )

SBIT T 1LY —HEENENMET 27=201C1F. HY—ERRY ¥ —F 1 — > T APlcast Referrer IR & — %
AMITINELHYET,

BBITT 1)L —HEEABRICT BITIE. [your_APIl_name] > Applications > Settings > Usage Rules
DIEIZFE L £9 ., Require referrer filtering ##iR L. Update Product#2 Y v o7 L% 9,

i 38Ca I e Dashboard Developers Applications Billing Analytics APl Developer Portal
o BY RED HAT

Overview  ActiveDocs

Definition EChO APl > SettlngS

Integration DEFAULT SERVICE PLAN

Application Plans

Default plan
Settings Default

Default service plan (if any) is contracted automatically on sign up.
Alerts

APPLICATION REQUIREMENTS

Developers can manage applications
Developers with access to your API will be able to manage applications and their access keys.

Require referrer filtering
Developers with access to your API must indicate allowed domain / IP referrers.

Enable custom keys
Allows you to create custom keys for developers

CEODAPIICT V2R T2AEEIE. AEER—IILHDSHTINDISRITORAAV/IPZERET
ZENHY ET,

Referrer Filters If you are developing a server based application you typically need to
add IP addresses, if it is widget based you typically need to add
domain names. Specify allowed referrer domains or IP addresses.
Wildcards (*.example.org) are also accepted.

At most 5 referrer filters are allowed.

developer.example.com
169.34.21.42

BBR—YILTIE. TOY—ERICBT D7)y —2a vOERR—JIC, #i/-7 Referrer
Filters t/ > a VAR RINF T, 2T, BEHEIEF, 07TV Ir—> a3 DI N5 Referrer
ANy —EDRITA M) ARNERETBIEETEET,
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Referrer Filters ' i’ )

Specify allowed referrer domains or IP addresses. Wildcards (*.example.org)
are also accepted.

© Add Filter

developer.example.com iy Delete

169.34.21.42 W Delete

PN r—2av &, RRSDODBRTDELERETDIENTEET,

BICFERATZIENTEZDIE. STUXFE, HFE. BOSCIERIE*, .. BLU-LEIFTY, * I
DAV RKRA—RDEELTERTEIEDNTEET, [EX *ICKRETDEHOLWEBBITOEIHFATI
N, SEBITOERIINAI/RRAINFT,

Require referrer filtering #8E£ & & U 3scale Referrer /R 1) ¥ —HEMRIGEICTIE. EERIELULTD L S
IKIThnEd,

L BRBEITIAVI—DEEINTVWAWT Y=y a3 vt #fIW LTV vILET A
FRLTEEEBYRREINET,

2. BRI 7AWV —DENREINLT TV r—>a v DBEICIE. APlcast i3 VTR MDD
Referrer Ny ¥ —W LSBT DEEHME L. T % AuthRep (RRBLPLR—KM) VI TR b
D referrer /X5 X —4 —& LT Service Management API IEE L E 9. UTORIE. B8Rt
T ALY —HEED /RS A= —DIFXERPHEDEICT T 5 AuthRep DEBE F EHTL

9,
referrer /85 X — PV r—>ay referrer /X5 X — HTTP L ARV R LRARYZDK
H—hEXINDH S8BTt 71 L 4 —D{E TA{—
H—HFEINT
wash
(=W (=W SBT T 1ILY — 200 OK <status>
E—HT B <authorized>tru
e</authorized>
</status>
(=g (A AY-4 SBTT4ILY — 200 OK <status>
E—HT B <authorized>tru
e</authorized>
</status>
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L ARV ZADK
TA{—

referrer /N5 X — HTTP L ARV R

5 —mfE

FTIV5—ay
ICSBx71 L

referrer /X5 X —
H—hEXINDh

5 —HREINT

wsh

=W

=4

[ZqW

[ZqW

WL 2

WL 2

=W

(AYAY-§

[ZqW

(AYAY-§

[ZqW

WL 2

BRTI71ILY—
—ELAaWn

BT 7 4Ly —
—ELAaun

2

Pr}ﬂt
]

409 Conflict

200 OK

200 OK

200 OK

409 Conflict

200 OK

<status>
<authorized>fal
se</authorized>
<reasonsreferre
r
"test.example.c
om" is not
allowed</reaso
n>
(test.example.c
om (ZfITY)

<status>
<authorized>tru
e</authorized>
</status>

<status>
<authorized>tru
e</authorized>
</status>

<status>
<authorized>tru
e</authorized>
</status>

<status>
<authorized>fal
se</authorized>
<reason>referre
ris
missing</reaso
n>

<status>
<authorized>tru
e</authorized>
</status>

AuthRep IC & W AR I NAWHUH LIk, APlcast IZ& WIEE X N Authorization Failed TS —ANMR &
nNEd, H—ERXDIntegration R—Y T, AT—F9RA—RBLUVIT—AvE—V 2 EFMICHE

TBHIENTEEY,
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2812% 3SCALE & OPENIDCONNECT 71T >VT 4574 —70
INA 5 —DE

API ER A FREET 5 7-IC, 3scale (& OpenlD Connect {14k ICERT B2 T7A TV T4 T4 —0/NA
H—EHMETEET, 3scale EOEBEAEIRT 72D, PATYT 14T 14—70O/1NA ¥ —IERed
Hat Single Sign-On(RH-SSO) F7l& 7 7 # JL b D Keycloak 7 ZAT Y NERR BRETEHH— K/—
TA—DTATYVTATA—TANA YT —ITBETEZET, 3scale API 5— b =4 (APlcast) EDEH
D7 HIT, OpenlD Connect 5 RETET7A T VT A T4 —7ANA Y —%FHTEET,

pa )

3scale Tk, RFC 7591 Dynamic Client Registration Mechanism &R INFE A,
3scale & OpenlD Connect 74 TV T 4 74 —7ONA ¥ —BETE#RME %= T2 ICHERT
7. T7 4 MDKeycloak 7 54 7~ MEZFDKERF{ELFHY £,

OpenlD Connect M NX— X [& OAuth 2.0 Authorization Framework (RFC 6749) T, OpenlD Connect
mAMEﬁTJ&mwmbmmmwwxWCﬁmn%ﬁ%bf%@%ﬁ%mﬁbit 3scale %
OpenID Connect 7A TV T4 T4 —FTANAF— AT RHBAIC. TOCRICIE FTEREBHHA 2D
HYFEd,

® APlcast IFERHND IWT 2T L CTHREIEL T, KT D&, APlcast i API OV Y a—v—
75’( Ty |\77°U /7_93 yo)lD %ulu\uIEl/i-a_o

® 3scaleZync AV R—% ¥ M, 3scale 7 7Y o —2 3 v DFF#l% OpenlD Connect 74 7~
TATA—TONM S —ABELFT,

RH-SSO A OpenlD Connect 74 TV T 14 T4 —7ANA ¥ —DIHFEITIE, 3scale TlEIhS5DA YV
TIOL—=2avRAY ROAADYR—IMINET, Y R—FINBRH-SSO D/NN—T 3 /IZDWT
l&. Red Hat 3scale APl Management D% R— MIRFEE DT —T 1 ZILESRLTLEIWL, L
L. RH-SSO B TIEH Y £t A, OpenlD Connect Tk E LUVT 7 #JL kD Keycloak 7 54 7 >
NEFEYR—NTET7ATYTAT4—7TANA Y —%FHATELYT, APlcast D1 VT I L — 3
VI, RH-SSO 8& U ForgeRock TFARMINTWET,

LTFDtEY 3> TlE OpenlD Connect 7A 7V T 474 —7T0ONA Y —%ERY 2L DIC 3scale %
RETHHERICOVWTEHIALES,

® 3scale & OpenlD Connect 7A TV T AT 4—7TANA T —DA VT L—23a v DBE
® APlcast B JSONWeb h—7 v %L 2 ik

® 3scaleZync A7 7Y 75— 3 v D1E#R% OpenlD Connect 7A TV T4 T4 —7ONAF—&
BHIT 2 A%

e OpenlD Connect 74 TV T 474 —70/NA4 45 —& L TOD 3scale & Red Hat Single Sign-On
DAVFTITL—vay

® 3scale &EH— K/X—F 4 —OpenlDConnect 74 TV T4 T4 —7ANA 5 —DEHE
® OpenlDConnect 7A T VT4 T4 —7AONA Y —%FHL 7% 3scale DT R

® OpenlDConnect 7A TV T 454 —70/1NA 45— LV OpenlD Connect 74 T VT 41
TA4—7TAONAF—ED3scale 4 T L— 32D
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12.1. 3SCALE & OPENID CONNECT 74 T VT4 T4 —70/NN(4 ¥ —DA
VFIL—YavolE
FEX 3scale AVAR—R Y MEFNFN, UTOLDICEREICEMLE T,

® APlcastid, APIO V22—~ =77 ) r—2a VRT3 N—0 v OEEMEERIEL &
To 774N BMD3scale 7 7AA A M TlE. APlcast I API 704 % k® OpenlD Connect
REDHERHEARETZIDT, DL RIRIANATETT,

[ ] AP' 7°D/(’f 7‘—L1§fiﬁ—y)b%ﬁﬁﬁ L/TDIL\D.EEjD 7& Ebi?o

® 3scale YR —Y RDAPI DRED API F—F /@7 TV o5—>3 v ID &EF—RT7TEXRER
EELARWSEICTIE. API 7O/3A 4 —|& 3scale % OpenlD Connect 74 754 74 —70ON
A —EBETIDRERHY ET, LTDOHEIL OpenlD Connect 74 FVF 474 —70ON
4 4 —I& Red Hat Single Sign-On (RH-SSO) T4,

o FEIRTEESA TORFEER—YILICLY, APIOYYa—v—I3HRER—YILEFALT
BED3scale APl 7O Y MCT IV ERATESREDICTBET7 IV r—>a v 7SIy TRY
SATLET,

e OpenlD Connect #* 3scale &EffEaINBE, TRV YTV aviFAPIOAY Y a—<—T7 )
= avIl&EINAL70—% M) H—LT. OpenlDConnect 74 F>F 474 —70N
A4 F—H5 JSON Web Tokens (JWT) ZENfF L £9, APl 7O/34 4 —(& OpenlID Connect %
HATZEIICAPI TOY I NERETZ9MIVJT, CO70—%2BELET,

E412.10penID Connect 7A TV T4 74 —FTONRA ¥ —EFER 3scale AVR—FX Y b aRLTWE
EDS

Developer Portal <} APl Manger » Admin Portal

Authorize and
Report Traffic

API Gateway
(APIcast)

Optional OpeniD
Connect Integration

Red Hat
Single Sign-On

TV —=—2av TSI TRIS54 T LRI, APIOY Y a—<3—EEa I 17z OpenlD
Connect 7AT YT AT 4—7TANA Y —hSRIERENBLET, TNODREBERICELY. AP
Av2oa—xR—TFFVs5—2a3vhrT7yTRAM—LAPI(API AV Y2 —<—DBT7 IV EZATES
3scale API 7O4% 0 ML > TIREIN S AP IEET 2 ERDBEALTREICRY £T,

BEERIRICIE. V2 FA4T7 Y NIDEITZATUVRNY—O Ly R EENRET, APIOYYa2—T—IC&o

THERINEZT S r—avid, ThsORER%EA L T, OpenlD Connect ID 7O/ 4 —H
5 JSON Web Token (JWT) #EX13 L £ 9, OpenlD Connect T3scalef YT/ L —>av%&ET S
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BAIIKIEK, APl a—~x—77 ) r—2a v IWT 28T 3AE070— f&uRl,ia“o RH-
SSO TF 7 #JU h @ AuthorizationCode 7O —%{FHT 3 API OV Y2 —<X—F7 Y r—>3 7T
&, 77V —2a U TA2RTI2BERHYZET,

1L 7YTRMN)—=LAPINY I TV RADRKRHDERDE[IC, OpenlD Connect 74 7T 4
74—7°|:1/\47 TOAuthZZE70—%2HBLEY, SR/ —K7O0—@ETv Fa1—H%—%
RH-SSOIC ¥ A4 LV LET, TV RA—H—13O0J4 Y L TCETI—-—RERBLET,

2. JWT @um\__[:l— F%ﬁ&?ﬁ l/i-g_

3. EREEEFIC RH-SSO "6 UWT #Z{EL ¥,

4. INTHEENBAPIERETY AR —LAPINY VTV RICEELET,

5. BEIHRAINZ F T, BL IWT THEED APIERAEXELET,

6. IWT 2FE# 9 5h. OpenlDConnect 7A T VT4 T4 —7TANA Y —ILHLVWEKRZZEE
L. FILWIWT ZEMELET, WERT7 Y>3 vid OpenlD Connect 7A TV T 4T 14—
ONA Y —IC&>TERY FT,

APlcast X API V22— —D O EBREZITERY. ZTOEKRKHAD JWT 23 L £ 9., APlcast A*
IWT ZHREET BB EICIE. APlcast I IWT R EDEBKRET7 Y AN =LA APINY TV RIEEL
ij—o

B412.2 OpenID Connect 74 77 4 7 4 —70/34 ¥ —I& RH-SSO T3 A, f1dD OpenID Connect
FPATYTAT4—TONRA T—DFRENFEETT,

Developer Portal <} APl Manger » Admin Portal
Authorize and
Report Traffic
Authrorized
Applications API Consumer Request API Consumer Request
Developed by » RAEEETEY » API Backend

API Consumers (APIcast)

Optional OpeniD
Connect Integration

Obtain or Refresh Java Web Token Red Hat

Single Sign-On

v

12.2. APICAST #* JSONWEB b —7 > %= LiIB 9 % 5k

APlcast i&, APIO > a—<—7 74— 3 U DEREEEFIC OpenlD Connect 7A TV T4 74—
A/8A 4 —75%RF JSON Web Token (JWT) 2R L TEBEREZLEL T, BRICIE, HEINE
OpenlD Connect 7A TV T4 T4 —TANA YT —HIRITLEELXD IWTHEFhFE T, JWT IE
Authorization ~v ¥ —|CEE L. Bearer Ax—< %2 FHETILENHYE T, & AE ~Nvd—IF
PFoLSIC8Y 9,

Authorization: Bearer
eyJhbGciOiJSUzI1NilsInR5cCl61kpXVCJ9.eydpc3MiOiJodHRwczovL 2IkcC5le GFtcGxILmNvbSIsInN1Yil
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6ImFiYzEyMylsIm5iZilBMTUzNzg5MjQ5NCwiZXhwljoxNTM3ODk2MDKOLCJpYXQiOjE1Mzc4OTIOOT
QsImp0aSI6ImIkMTIzNDU2liwidHIwljoiQmVhecmVyIn0.LM2PSmQOk8mR7eDS_Z8iRdGta-Ea-
pJRrf4C6bAiIKz-Nzhxpm7fF70V3BOipFmimwkQ_-mw3kN--
00c3vU1RE4FTCQGbzO1SAWHOZqG5ZUx5ugaASY-
hUHIlohy6PC7dQl0e2NIAeqqg4MuZtEwrpESJW-
VnGdIljrASOHsXzd6nENMO0Z_ofo4ZdTKvIKsk2KrdyVBOcjgVjYongtppR0Ocw30FwnpgfeCkuATeINN5OK
HXOibRA24pQyIF1s81nnmxLnjnVbu24SFE34aMGRXYzs4icMI8sK65eKxbvwV3PIG3mMO0C4ilZPO26d
oPOYrLfVwFcqEirmENUACHXz7NuvA

IWT ARPICTA—RTBEODF—TVY—RY—ILHZHHY FT., 2B WebV—ILTIWT %
FOA—RLAWEIITEFELTLEIY, TO—RINZIWT TIE. h—I VITRD3IDDELHDH
5IEHEHRETEEY,

o Ny —TI M=V VOERAEE. b=V VDBRICERINALTILIY XLICET Z1E
HREEELETT,

o RAO—NKRlF, BREZELAAPIOYY2a—<—42BRLET, COEMICIE. D API 3
VA= —DRERITTCEIDIRAPYBSLVEZIAAT I3y, APIOVYa2a—<I—DX—)b
ZRLA, APIOY > a2a—~<—IlET2ZDMDIERESHDIENTEET,

o BLZIE, MU UNLTEINTUVWAWILEAERTHEESEL T,
APlcast I, RDFELHEZHDIWNTEZF v I LET,

o BAM WTHABEDHZ1—HY—ILL>TERINTWVWEIN?ELITAEUHL?
JWT IZIE, BIRIORITEN N — IV VICBR LI LR T DD, =0V DREEL R
EECEXBERNMNESFNTVET, Fh, CTOMEICEY., VT UVIYDNEREATHD I &%
MEERTE X9, 3scale TlE, RABEMBRORTICEDWVWTRSAZBEN Y R—MINET,
FKITEIWFREFERALTIWTICELLET, APlcast IZNBBEAFERALThN—2 v ERIEL
%9, APlcast I& OpenlD Connect Discovery %z L T JSON Web F— (JWK) ZEX{S L.
IWT BRERILT 2OICFERTEET,

o HYAIVT REDELIE, M=V VBT EDLIILRZIAIVILIYEDL 2IWT DER
HRA I TWE N ?2DF Y., APlcast i JWT nbf (BEREILIRE) & & U exp (B4IHEARR) 7 L — 4
EHERLET,

o F1TH: JWT I& APlcast & L THIS N2 OpenlD Connect 74 TV T 4 T4 —70/NA ¥ —IC
Lo TEITINLL?DF Y., APlcast I& JWT TIEE I N7HF1TE D OpenlD Connect Issuer
74— I)LRTEREINLAPI 7ONA I —LEALRITETHD MR LE T, HITEDIE
ZElE. 3scale & OpenlD Connect 7A TV T4 T4 —7TOANA ¥ —%HETBFIBO—ET
9, INlE, JWTiss 7 L—ALTY,

® J54F7VMID: h—7 VIZ APlcast 33T % 3scale V SA 7V N7 T r—> a3V IDAE
FNTWBEHN?2ZDYS4 T~ bID &, 3scale & OpenlD Connect 74 TV 714 74 —70ON
45— EBMETDFIBICIEEINTLWS API 7O0/34 4 —7H* ClientID Token Claim & —&¥ %
DEIHYET, Ihid. JWT D azp (JWT DRITEDEBEHD/NN—FT 1 —) I L—L&
aud (A —T7T1ITVR)IL—ALTY,

JWT DIREEF 7= (F KR DOMESRIC KNG % &, APlcast I& Authentication failed T>—%R L %49, #
NUANDIHEIL. APlcast ITEKR% 3scale 7y TAKNY =L APINYy VTV RICEEFELE

9, Authorization ~Nv ¥ —IZBRICZFDFFHEZDT, APINY VTV RIFIWT #FRALTI—H—
BL®IZATVMDIDAHRTBIEHETEEY,

12.3.3SCALE ZYNC "7 ) 5r—> 3 v D1E#HR %= OPENID CONNECT 7 1
FUTFA4TF4—TONA Y —EEET AL
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Zync |&, 3scale 7 7)) r—< 3 /kF‘aEJ’g“é?“ W»;r OpenID Connect 74 TV T7 4 74 —70O/1
F—ILHBRICT Y1925 3scale DAVR—FRY NTY, TORFETIE, 3scale 7T r—>avigk
OpenlID Connect 74 &~ 7 4 T4—7°D/\4'7 9547 MIRIELEST, DF Y. Zyncld
OpenlD Connect 74 7V 7 4 74 — 70/ ¥ — &85 L T OpenlD Connect 7 54 7~ b DERK,
B, BFLVHIBRETVWET,

Zync i Keycloak DT 74 cDIV A7V b & ZERELET, COAPIZERT2HEIE. 77

47> bDRIEH Keycloak 8L VW RH-SSOBEETH B Z t%$U$LiTO TATYT4T4—70ON
A5 =L, 3scale 7N r—2a v LT Vv ILTHDZISATRIDELTISAT VK
Y=Ly hERLET,

3scale 7 YU — a v DIEKR. B ifdiéﬂl@fé’_’) 7=, Zync 1& OpenlID Connect 74 5
VTATA—TANA Y= BEL, RBT2I9F14 7V NA2BEEFLET, AEPERIIIESIC
l&. BED 3scale 7O% 7 MIUTORENNBETT,

o EREEA 71 =X L& OpenlD Connect TY,

e OpenlD Connect Issuer Type [ZEATFOWEF T Y £,

o RH-SSO: Red Hat Single Sign-On A OpenID Connect 7 /f TUTATA—FANAT—D
HBa. CORTEYA THFERTDE. ZyncldV 54 7 MEEHFER% Keycloak/RH-
SSODT7#INNIZAT7 Y NESGKAPHIEFELET,

o RESTAPL ftt® OpenID Connect 74 7T 4 714 — 70O/ ¥ —D5 azno ZDRITES
A4 7% FEET S &, Zync lE Zync RESTAPI Dl ICRT DL T4 7 MEFEEKR%Z
BELET.

e LUTF® URL I& OpenlD Connect Issuer:http://id:/api_endpoint T9,
OpenShift 7 S 24 —IZ7 704 §2HBEICIE. 22D Zync 7AEZADHY £7,

e zync(d. system-sidekiq " SBEHRIZZIFTEY., Ny I T Z U KV 3T % zync-que I
F1—IEBMNY % RESTAPI T, BAICIE. . BH. L VHIBRI N/ 3scale 7 7Y
F—2avIlET25008HY FT,

® Zync-que |¥. system-app & OpenlD Connect 74 TV T4 T4 —7ANAF—ELBIET D
INSDNY I TS RIYaTHEMEBLET, /=& 2IE. RH-SSO HE&EI N OpenID
Connect 7A T YT 4 T4 —7ANA Y —DIHFEITIE. Zync IERH-SSO LILATY 547
NaEVERR. BHET. BLVHIBRLE T,

124.OPENIDCONNECT 74 7Y T4 74 —7ANA 45— LTD
3SCALE & RED HAT SINGLESIGN-ON O T J L —>Ya v

APl 70/3N4 4 —I(%. 3scale % OpenID Connect 74 T 7 4 714 —70/N4 ¥ —& LT Red Hat
Single Sign-On (RH-SSO) &FMIETEX T, LUTFOFIEIF. API ERDEREEIC OpenlD Connect & inE
&9 % 3scale APl 7O0% Y bEIFTY,

ZDFIED—ET, Zync A RH-SSO EBEL T =V V&R T 7. 3scale Zync & RH-SSO &
DEITSSLETFERAMIILE T, Zync & RH-SSO & DEICSSL EMEZFRELABAWE, b= V) v
AV LTWBIRTITHLTA =T VILRY £,

3scale 22 LIED/N— 3  Tld, SSL_CERT_FILEBRIBEEHICL Y. RH-SSO DA R4 L CASEEAE
PYR—bIhFT, COTHIL SEAENY RILOO—hAIWRR%ERA Y MLET, OpenlD
Connect 7AT YT 4T 4—70O/NNA4—& LT 3scale & RH-SSO 2##&8 T 3HIC. UTOERAE R
DIEFTHRELZET,
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https://wjw465150.gitbooks.io/keycloak-documentation/content/securing_apps/topics/client-registration.html
https://github.com/3scale/zync/tree/master/examples/rest-api
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® RH-SSO MMERRT X 25RELH (CA) D" F1TT 2AEAE % A LA\ 15513, 3scale Zync B4
289 L CASIAZEAZHRT LD ICERET 2RELNHY FT, EFHTEX S CADFKITT S5
E£% RH-SSO MMEAT 2HBAICIE. COEZEIVEHY FHA.

® 3scale VA7V MNEFEATEELIICRH-SSO 2/ZELZF T,

® RH-SSO ¢ E#¥FT5LDIC3scale #ZELE T,

AR

® RH-SSO #—/X—|X HTTPS RHTHIETE., zync-que ICLY 7 I EZRATES, IhiaT X b
TBICIE. LLTFD & S I zynec-que Pod AA S curl https://rhsso-fqdn ZE1TL 7,

oc rsh -n STHREESCALE_PROJECT $(oc get pods -n $THREESCALE_PROJECT --field-
selector=status.phase==Running -0 name | grep zync-que) /bin/bash -c "curl -v
https://<rhsso-fqdn>/auth/realms/master"

e OpenShift 7 224 —EEED/IN—Iv a3y,

® OpenlD Connect 4 Y74 L—> 3% RH-SSO &% %E T % 3scale APl O% U K,
FEMIE. LTI avESRBLTCEIY,

o HRY LFRIIRIAE %= #FH T % 3scale Zync DERE

® 3scale V547V M%aEAT % RH-SSO DEERE

® RH-SSO & #E# 9 % 3scale DERTE

12.4.1. h R4 LFREERFIFAE = § % 3scale Zync D& E
[EHT X BEILD (CA) H5(T ¥ B EIBAE A RH-SSO AR T 21BAICIE. DEZEBEHY T4
ho Te72 L. EFETE 5 CANRITY B5EAE %A RH-SSO A {FA L ARV HE 1L, 3scale Zync 5% 7E

LT 35cale 9547 MNaFEHT5LDICRH-SSO %, RH-SSO &E# 925 L 512 3scale 5 ET
ZENHY ET,

FIR

pem AT CAGIRAEF =z —V ZEG L. RIAAZT2ERD 7 7 1)L (Hi:
customCA1 pem. customCA2.pem 72 &) & LTHRELZE T,

2. %EIEEH%7 1ILETR ML, «.h?b‘ﬁﬂ]tk CATH3BZ t%ﬁﬁmu\bijo L/LT‘MWJ%TL&
-a—o

I openssl x509 -in customCA1.pem -noout -text | grep "CA:"

Zhid CA:TRUE £7 (& CA:FALSE DWIThhEHALET, REASZS 7 71T, EH%
CA:TRUEICL EY, HA CA:FALSE DIGEICIE, SEBRERXBEME CATREHY TH A,

3. LMFOCURL O Y RZFERAL T, RAE 7 7MLV ZREELE T, UTFICHZRLES,
I curl -v hitps://<secure-sso-host>/auth/realms/master --cacert customCA1.pem

<secure-sso-host> |¥. RH-SSO RA FDZLBEFR XA VEICBIHBAFT,
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RH-SSO LILA®D JSONRENRINDG T T TY, MRIEICKRLAEZEIK, SEBAZENELLL A
WHRTREMED DY £ 9,

4. zync-que Pod L /etc/pkiltis/cert.pem 7 7 A JLDBEFEI YTV HINEL £ T,

I 0C exec <zync-que-pod-id> -- cat /etc/pki/tls/cert.pem > zync.pem

5 UTFD&ELDIC, EBHRYLCARET? 7M1 ILOKNE % zync.pem [TEML £,

I cat customCA1.pem customCA2.pem ... >> zync.pem

6. 37 74 L% configmap 47 =¥ b & LT zync-que Pod ICEIY HTE T,

oc create configmap zync-ca-bundle --from-file=./zync.pem
oc set volume dc/zync-que --add --name=zync-ca-bundle --mount-path
/etc/pki/tls/zync/zync.pem --sub-path zync.pem --source='{"configMap":{"name":"zync-ca-
bundle","items":[{"key":"zync.pem","path":"zync.pem"}}}'
INT, FEAZE/N Y RIL®D zync-que Pod ~DEMA5ET L F L7,
7. AEBAEMEMI N, AVFUYHNELWI EERRLET,

I 0C exec <zync-que-pod-id> -- cat /etc/pki/tls/zync/zync.pem

8. #7=1 CAIBAZED/NY RILERA Y N T2 L5 IC. Zync D SSL_CERT_FILE BB 28 % 5%
ELET,

I oc set env dc/zync-que SSL_CERT_FILE=/etc/pki/tls/zync/zync.pem

12.4.2.3scale 7 514 7 M %{FHY % RH-SSO D& E
OpenShift RH-SSO #'v & 27R— KT, RH-SSO % 3scale 7V 24 7V &R T 2L ICEREL F
T, THIIFHAREBEISATYNTT, APIOAY Y 2a—<T—HhRBERER—YIDAPI A TR 54

T3 B7=TNC, 3scale I ZDFIETYERM L7 RH-SSO BB IS4 7Y MaEHLTAPIOY Y2 —
=TTV —23a DS54 T7 Y MaERLET,

FIR

. RH-SSO OV Y —ILT, 3scale V54TV D LILLAEER §T25h, 3scale V547> kD
BFINDIEEOLILLABIRLET,

2. EAIDFES —2 a3 VRRILT, FILWLILAFITBIRLAZLILAD Clients =2 Y) v L
i_a_o

3. Create #7 )w I LTHRIZA TV M EERLE T,

4. ClientlD 714 —JLRIZ, DV ZA4AT7 >V M&3scale V547 & LTHMNTBDITHKRILD
£ 81 (oidc-issuer-for-3scale 7 &) #EE L £ 7,

5. Client Protocol 7 1 —JL K% openid-connect ICERE L £ 7,
6. ILWISATYMNERELET,

7. LWISAT Y RDRET, RDEIICHELETT,
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https://access.redhat.com/documentation/ja-jp/red_hat_single_sign-on/7.5/html/getting_started_guide/creating-first-realm_
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® Access Type % Confidential IC5RE L £ 9,
e Standard Flow Enabled % OFF IZRE L F 9,
e Direct Access Grants Enabled* OFF ICERE L 7,

® Service Accounts Enabled% ONICEREL F 9., CDEREICLY., TDIVF14 7V M
H—ERT7HI Y NERTTEET,

a. Savez 7 ) v I LETY,
8. VA7V MDY —ERT7HV Y MO—ILZERELET,
a. 754 7> h®D Service Account Roles ¥ 7 ICHEIL £7,
b. ClientRoles KO v 74> X NT, realm-management%# %7 ') v - L£7,

c. Available Roles R4 > T manage-clients Z;Z{R L. Addselected>> %7 vy L TO—
IWEBRYHETET,

0. VATV INDILTUIvILEEXEBDET,
a. 7547 bMID(<client_id>) #&£XZEHF T,

b. 2547 h® Credentials ¥ 7IC#%B) L. Secret 7 4 —JL K (<client_secret>) D =&
TEDET,

10. AR70—DTAMNEBHICT DI, LILAICZI—Y—%BMLET,
a. DAV RODERICHB Users a7 704 X MLET,
b. Adduseras2 )y LZ9,
c. A—H¥—&% AN L. Email Verified’* ONICEREL. Save 227 ) v I LE T,
d. Credentials ¥ 7 C/XAT—R%ZBRELET, MADT 1 —ILRIZNRXZAT—RK%EASH
L. Temporary X4 v F% OFF ICERE L TREIO VA VEFD/XART7—RKY £y b %@k
LEd., HWT Setpassword 22 v I LET,

e. Ry TT7v T4V RUNRRINKLL, Setpassword #7) v 2 LE T,

12.4.3. RH-SSO & E# 9 % 3scale DR E

3scale BEBR—FINTA VT L—>aVEREEIEEL T, RedHat Single Sign-On (RH-SSO) & E##
T5EDIT3scale #ERELE T,

FIR

1. 3scale BEBR—F I TORLEMDEL 2% —TProducts #%2') v 2 L. OpenlD Connect &2
EEBWMICT B 3scale AP 7O5 U K& BIRLE T,

2. [Your_product_name] > Integration > Settings DIEICFEE L £ 7,

3. Authentication T. OpenlD Connect Use OpenlD Connect for any OAuth 2.0 flow% &R L
x7,
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E412.3 OPENID CONNECT(OIDC)BASICS /¥ a v &kmRLEX T,

AUTHENTICATION

vaSecondProduct

O APl Key (user_key) The application is identified & authenticated via a single string.

O App_ID and App_Key Pair The application is identified via the App_ID and authenticated via the
App_Key.

pen onnect Use Open onnect tor any uth 2.0 tlow.
® OpeniD C Use OpenlD C f CAuth 2.0 fl

AUTHENTICATION SETTINGS

Configuration OPENID CONNECT (OIDC) BASICS

Methods and Metrics
OpenlD Connect Issuer Type

Mapping Rules
Policies
OpenlD Connect Issuer
Backends
Settings Location of your OpenlD Provider. The f \dpoint is determ rovid I
guidance would be "ht LIET LIENT CRET>@<HOST T>fau RE { E
AUTHORIZATION FL

Any changes to the authorization flow of this product will only be applied to new applications; exis
applications will continue to use the original flow.

4. OpenlID Connect Issuer Type 7 4 —JL KT, E&ZEH' Red Hat Single Sign-OnT#% % Z & % H#
@LFET,

5. OpenlD ConnectlIssuer 7 4 —JL RiZ, FZE X7z OpenlD Connect 7A TV 7174 —70
NAFT—DURLEAALET, TOURL DFERIFLUTOL S ICRY £,

I https://<client_id>:<client_secret>@<rhsso_host>:<rhsso_port>/auth/realms/<realm_name>

6. 7L—RKRILF—Ik, LEIICEXEH 7= RH- 550'7741 v M DEFREEEHR. RH-SSO H—/8—
DEARNBLUVR—F, BLUVRH-SSOVZAT7VIMDEEFNZLILLADEZRICEZRAE

5T

2DODELBZEMTEALRERZEAT 5ICIE. HETEIT—ED OIDC 17
%% SETHN. EALRITECERDILVILEZERETILEN,NHYET, HDW

TINr—2a3vE200RBZERIIHEILT, RAICBALCLILATHEL
OIDC TONA T —%FHETEZIEETEET, AERICODVWTIE, FlES5& 6%
SBRLTLETY,

7. OIDC AUTHORIZATION FLOW T, LM 5 1D, FIXEHBIRL F T,
e FAO—K70O—:RH-SSO CIFE#70—T9,
e AVSYTy hzO—

o Y—ER7AU b 70— V347V MNILTUIvILT7O—EERIENET,

—_— e 2 s — 2 — . . el — . o — — PRSP R - P e
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e BEVIECAIIVINIA— YUY —RAT—FT—NAT—RILTYIvILEBHWENE
EP
Bl12.4 &R 70— %8 RY 315mMmax~LZ 9,

OIDC AUTHORIZATION FLOW

Any changes to the authorization flow of this product will only be applied to new applications; existing
applications will continue to use the original flow.

Authorization Code Flow
O Implicit Flow
D Service Accounts Flow

D Direct Access Grant Flow

JSON WEB TOKEN (JWT) CLAIM WITH CLIENTID
ClientlD Token Claim Type

plain
rules. e.q. If 'some_claim' is an array you can select the first value this like {§ some_claim | first }}

ClientlD Token Claim

azp

ZhICLY, APIOY ¥ a—<—Hh OpenlD Connect 7A T VT4 T4 —FT0ONA 5 —H
5 JSON Web Tokens (JWT) ZEX{E T 2 AEMNEEINE T, 3scale ¥ OpenlD Connect
TATYT4T4—7T0ONAY—&LTRH-SSO AT BIC. Zync i Bafa—K 7
O— OAHADEMRO>TWBRH-SSO VZA4 7Y MR LET, 2O70—d. 1EFEA
EFTRTOT—RIDODVWTR B EF 27 CEHYIATZO—& L THEINE S, OpenlD
Connect PA T YT AT 4—7TONAF—HHR—KF 23 OAuth2.0 70— =T EIRL
TLEXTWY,

8. FAMICAYO—J)LL T UpdateProduct#2 1) vV L. REZHFELET,
9. LAlOF ES —< 3 /XKL T Integration > Configuration2 2 ) v 7 L £ 9,
10. FICRX 2 O—JL L T Promote v.x to APIcast Stagingx= 7 ') v 7 L £ 9,
RDRTY T
RH-SSO &EDA VT L—>avaTFATYTAT4—TANA T —ELTTRAMNLET, TRTHE

DF FHEBEL 7= 5. Integration > Configuration R—JICR Y., FTAMICA Y O—JL L T APlcast X
T=IVIN=Ia v EERBN-Ta Il TTOE—NLET,

12.5.3SCALE & H— K/8—F 4 — OPENIDCONNECT 714 T VT 14T 14 —
7O ¥ —DiEE
APl Z70O/NA #—& LT, 3scale &% — K/X—F 4 —® OpenlD Connect 7A TV T 14 714 —70NA

F—EDBETHTTPA YT/ L—>avaRETEET, DF Y. RedHatSingle Sign-On LA D
OpenlD Connect 7A TV T4 T4 —7ONA ¥ —%BETEET, 3scale lFZDAvFIL—>3ay
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https://auth0.com/docs/authorization/flows
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EEALTAPIAY Y2 —Y—HDLDEREZRIAL. Y —KNR—=FT 4 —DFATVT4T4—701A
H—%mHD3scale 7 ) r—oa VEMTEHFLE T,

3scale & — K/X—F 4 —® OpenlD Connect 74 7> 7 —7aONnNA I —%EHETDHDICHER
EEICIZIZIE. UTFTDOIRIDBEFNET,

® 3scale Zync BEEDRIRFH ==,
® 3scale 7 U —2 avhLERERERT SELDICOpenlD Connect PA TV T 1474 —70
NA T —%RET B,
AR
® 3scaleZync A1 VA M—JLINTW3B,
o FERLAY—K/NX—F 41— OpenlDConnect 7A TV T 4T 14—FONA 5 —:
o 3scale ICL WIRHEI NS Zync D OpenAPI E#kICEMR L TV S,

0 BERT/INFIA—FH—ELTEEIN/ <client_id> & <client_secret>s TV 51 7>~ bDE
%% FFRI 9 %, 3scale l&. HIC 3scale &% — K/X—F 1« —® OpenlD Connect 74 7~
FATA—TANAT—EDA VT ITL—2avIicBVWT, V5147 NIDEBEDY —2R
ThHd,

0 3scale 7N —2avhbEBEREZEDBTEDLIICKEINTWS,

o EEDAHRFHFICHISTERWSEEIE. ZyncHMRT I TI—ILEDK QR LTI TH—%FK
BTD2UMENH D, ZyncldZ DT Y TH—%FEHAL T OpenlD Connect 7A TV T AT 14—
AN F—EEELET, DT TH—%ERT BICIE. 3scale Zync REST APl Dffl ICE &
N3 rest_adapterrb ZZBL T AT L
rest_adapter.rb €Y 1 —J)LIE. BEHICHKREHELZAAEICHE > T zync-que Pod ICEH B Z &M
TEXF9, ealE, RYa—L%FBALTconfigMap <V > M§ %5, Zync DHFHRA
A—=UBEEIRTEET,

FIR

1. 3scale EEBR—4Y I TORLEMDEL V4% —TProducts %2 1) v 2 L. OpenlD Connect 52
SEEAEMICT B 3scale APl 7O M EEIRLET,

2. [Your_product_name] > Integration > Settings DIEICFEE L £ 7,

3. Authentication T. OpenlD Connect Use OpenlD Connect for any OAuth 2.0 flow% ZiR L
x7,
ZNniZ& Y., OPENID CONNECT(OIDC)BASICS 27 ¥ 3 VARSI INE T,

4. OpenlID Connect Issuer Type 7 4 —JL R T, BEM RESTAPITH D Z & =HRAL X,

5. OpenlID Connectlssuer 7 1 —JL KT OpenID Connect 74 TV T4 T4 — AN, 5 —D
URLEZAALZEY, TOURL DERIFLUTOL D ICRY T,

I https://<client_id>:<client_secret>@<oidc_host>:<oidc_port>/<endpoint>

=& 2. Zync rest_adapter.rb Off] Tl&, URL T KR4 ~ ~id {endpoint}/clients & L T
N—=RI—=F4vJ73INFd, TV RKRA > ~iE {endpoint}/register 72 & TT,

6. OIDC AUTHORIZATION FLOW T, UTH B 1D, FLIFEHERLETT,
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https://github.com/3scale/zync/blob/3scale-2.13-stable/INSTALL.md
https://github.com/3scale/zync/blob/3scale-2.13-stable/examples/rest-api/openapi.yml
https://github.com/3scale/zync/tree/3scale-2.13-stable/examples/rest-api
https://github.com/3scale/zync/blob/3scale-2.13-stable/app/adapters/rest_adapter.rb
https://github.com/3scale/zync/blob/3scale-2.13-stable/app/adapters/rest_adapter.rb
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e FEaa—kzvo—
e AV7YyboOo—
o H—EX7AUYhb7O—
o BET7/ERISvTO—
hiZ&Y, APy a—<x—7 7)) 45— 3> h OpenlD Connect 7A TV T 4T 14—
O/84 §—H 5 JSON Web Tokens (JWT) 2232 HEARESNET, EI1— k70—
IE, FEAETRTODT—RIDOVWTRLEFa2T7TEYA7O—& L THEINET,
OpenlD Connect 74 TV F 4 T4 —FTANA F—=HHR—bF 23 O0Auth2.0 70— #NF R
RLTLEIWL,
7. FABEICRZO—)L LT UpdateProduct 22 1)v o/ L, BREEXRELZET,
8. KD+ ES — 3 > /XRJLT Integration > Configuration =27 Y v 2 LE ¥,
9. FIZCZX%O—J)L LT Promote v.x to APlcast Stagingx 2 ) v L9,
RDRATY S
B—RKR=F A —TFATFUVTAT4—TANA T —EDA VT I L—>avETFTAMNLET, TRTH

TDFEEMEEL 5. Integration > Configuration *—VICRY, FTAMICR Y O—JL L T APlcast X
TUVINR=Ya v EERH NNV a IlTOE-MLET,

12.6. OPENID CONNECT 7 A TV 7T 4 T4 —70/XN4 ¥ — & D 3SCALE
AF7L—2avDTA R

3scale & OpenlD Connect 7A TV T4 T4 —TANA Y —6HEELLEBIL. 1 VTFJTL—YavEaET
ZhL. UTFEHRLZET,

e APIOVYa—<v—I&. 3scale BEDAPIICHY TRISATIT2E, POERILTVYIUvIL
=ZITEY £,

® APlcastlZ API OV a—<T—D5DY VT RAMNESREICTIET,

IE= Jia
o HETEWM 3scale APl 7O% % MIXf L T 3scale & OpenlD Connect 74 TV 74 74 —0/3A

F—EBDA VT L—arvhAEEINTWS, AV TJL—yaviddBa—koo—
HFEALET,

o APIOAVYa—<x—hHERR—IINTHITRISATTEZT7 TV r—2arT500H5%,
ZOF7 TV r—>2ar TS5V %FERL T, 3scale EEED API (OpenlD Connect F35E %% E L 7=
3scale 7O% U M ICF7VERATE 3,

o 7YTRAKNY—LAPIICEREZEETEZT7 Y S—>ay, Py FRAMN)—LAPIIK, TR

D) ToavEFTHIIETAPIOY Y a—R—TFTT)Vr—2a3a v 7 ERATES 3scale 70
9 RKDINYHITY RTY, F/ld, Postman Z2FHE L TERAEETDIEETEZET,

FIE
. AREER—IIVT, 7V r—2avTFSUICYTRIS4TLET,
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https://auth0.com/docs/authorization/flows
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Ihic&Y, AEER—IILTTTIr—2a vdMERINEF S, OpenlD Connect 74 7
TATA—7TONAT—E, BAEEBEBR—IIVOT TV 5r—2a Vv R=IJIIRRINDIF147T
VANDBLVISATURNY—I Ly NERTHRELNHY T,

2. F7TNG—=23avDISATVRDBELVITATURNY—I Ly NEEZBDET,

3. OpenlDConnect 7A TV T4 T4 —7ANAY—IPREALIZATVMNIDEIZATY MY —
IJLy Na/FDUZAT U NTHZ I E&2MRLET, =& ZIE. Red Hat Single Sign-On
(RH-SSO) #* OpenlID Connect 74 T T4 T4 —F7ANA F—THDIFHEIC. REINL
RH-SSO LILAICHTILWO SA4 7Y hARRINET,

4. PRIVKR—=HIILOFT )V 5r— 3 _R—IOREDIRECTURL 7 1 —JLRIZ, v RN
)—LAAPIICAPIEREZEETEZT7 )y —>a VYO URLAEAALET,

5 OpenlDConnect 7A T YT 4T 4—FANAYT—ICELWYSY AL I NURLDHD &%
RBLET,

6. TODIY RKRA Y MEFEHL T, OpenlDConnect 7A TV T 14T 14 —ONA Y —DRAE
KEZETBURLERDITET,

I .well-known/openid-configuration

UFICHZERLET,

https://<rhsso_host>:<rhsso_port>/auth/realms/<realm_name>/.well-known/openid-
configuration

7. R—2Z URL (ZI&, API 7'O/841 4 —5* OpenlD Connect Issuer 7 4 —JL K TERE L /=B % FH
LET,

8. Py TAKNY—LAPIOEFERICAATZ 7 ) r—yavaiEdddAPI OV a—v—k, ML
TEITVWET,

a. OpenConnect 7A TV T4 T4 —7TOANA ¥ —TERB7O—%2FKALET., TOEXIC
&, 3scale 77N —2a3avDISATRNIDELVISATUR—9 Ly MBEFN
TWBAREFHYET, TVRI—H—DT7ATUVTAT1—EREBIIRBFEENHY F
£

b. R O—RKDPEFNBZT7ATVTATA—TANA Y —DREEZITRY ET,

9. APIOYYa——DF7 7 ) r—ravidUTaITWE T,

a. IWTORAI—RAEZ#ELET,

b. EREEEFIC RH-SSO A5 JWT 25 (FEY £ ¢,

c. WTHAEEFNBAPIERETY AR —=LAPINY VTV RICEELET,

APlcast MBERTIWNT 2ZIFAND &, TV T—Ya VIEAPINY VTV ROSREEZITERY £
EE

F/e. APIO Y a—x—77 ) r—2avofRbyYic, Postman 2R LT, b—2 v 7O—sEY)
ICREINTWEZEAETRAMNLET,
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https://developers.redhat.com/blog/2017/11/21/setup-3scale-openid-connect-oidc-integration-rh-sso#test_the_integration
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12.7.OPENID CONNECT 714 TV T4 T4 —70/\A ¥ —& D 3SCALE 1
vFTL—= 30l

LR DfIE. 3scale & OpenlD Connect 74 77 1 7 4 —70/31 ¥ —& L T Red Hat Single Sign-
On (RH-SSO) &MATZHFAD 70— %2RLTVWET, ZOBITIE. UTORELHY £,

o FIR—HI)LT, APl 7O/NA ¥ —H 3scale API TO¥ U hEEHRL., TO7AY Y MY
OpenlID Connect ID 7A/N4 #—& L TRH-SSO 2T 2 L) ICKEINTVWET,

o ZMDFO¥%Y M®d OpenlD Connect SREICITUTHIHEENE T,
o /AF~N—X URL: https://api.example.com
o 754 ~R— ~~R—2 URL: https://internal-api.example.com

o OpenlD Connect 173 https://zync:41dbb98b-e4e9-4a89-84a3-
91d1d19c4207 @idp.example.com/auth/realms/myrealm

o EX¥7O0—ThHsBRra—F7O—%##RLET,
e 3scale BREER—YILICIK. ULTOEBHBAEFE >7 IV r—rarvrbyzxErs, o7 7)) r—
vavid, ARER—IVILOEBEDT IV r—3 TS UTIEEINTLWS 3scale AP 7’0

O NMITIEATEZ LI, APIOY S a—T =Y TRIS54 T ULEHER., ERI N =
:E)U)T\‘-g—c

o 2547~ b ID: myclientid
o Client Secret: myclientsecret
o URL®DY ¥4 L% k:https://myapp.example.com
® RH-SSO ML JLL myrealm IC. LTFORMEERD2I AT D HY ET,
o 2547~ b ID: myclientid
o Client Secret: myclientsecret
o URL®DY ¥4 L% k:https://myapp.example.com
e myrealm LJLAICIE. UTFOI—H—DEFENFT,
o 1—Y#—%: myuser
o /N2 77— R:mypassword
e myrealm @ 3scale Zync 7 54 7Y MDA ELW Y—ER7AIO Y b O—-ILEFEET,
TO0—FLATFO LD ICRRY £,

L IV RI—HY—(APIOAYYa—7—)d UTOBHIODOIY KRS > N TEREEY —/3—D RH-
SSO ICERAIERZEZEELE T,

I https://idp.example.com/auth/realms/myrealm/protocol/openid-connect/auth
ZDEXRTIE, 77V T5—2aVIdUTONRSA—5—%RELET,

e 7547k ID: myclientid
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e 44 L% b URL: https://myapp.example.com

TP —v vy RA—HY—ARH-SSOOJAVYI4 Y RIS A LI NLET,

IV RaA—H—E UTOREHRZFEA L TRH-SSOICOJ1 > LE T,

e 11— —%: myuser

e /N2 77— R:mypassword

CREBLIVCIV R DO T ) 5= a v THHTERAEINZINEINMIGLT. A

BICET2 V4 Y RONRRIINET,

. RH-SSO i, TV FA—H—IIRIIA—-RZ2HITLIT,

CAPIOY Y a——T )=y avid, ROIVRRA Y M EFERALT, JWTORFTI1— R

ERXMITLEREEELETT,
I https://idp.example.com/auth/realms/myrealm/protocol/openid-connect/token
ERICE, BTI—-RFEINLDNATA—F—DEFNET,

e 7547k ID:myclientid

o V54 TF7 M—7 L v b myclientsecret

e 44 L% b URL: https://myapp.example.com

. RH-SSO (&, eyJhbGciOiJSUzI1NilsInR5cClgOiAiSidUliwia2lk...xBArNhqF-A 7 & D

access_token 7 4 —JU RZ{EH L T JSON Web Token (JWT) ZiR L £9,

APl OV Y a—R—TFT )= avid, UTOLd Ay ¥y —AEHALTAPIERAE

https:/api.example.com IZEE L £ T,

I Authorization: Bearer eyJhbGciOiJSUzI1NilsInR5cClgOiAiSldUliwia2lk...xBArNhgF-A.

. 77U —avid, https:/internal-api.example.com S IEEARL ARV R % Z|TERZ LT

<7,


https://api.example.com
https://internal-api.example.com
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