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® Operator K*EE%#RET % &. openshift-* & & U kube-* 7O =¥ b ®D 7 OpenShift
Dedicated Pod ICEAY 2 1E®MANEINFE T, Zhilidk, KE VY-, €F%aYF74—10
VFFRAM RYa—LERBRENETNET,

BEEEIR
® |Insights Operator DY —2XO—KE, LE2—BLVRETE LT, Insights Operator 12 & o
TIEINZBEE®DY) X MIDWTI, Insights Operator D7y 7ZA M) —L70OY TV b %
SBLTCEIW,
4.1.3. Telemetry & & U Insights Operator 7—#4 7 O0—IZDWT

Telemeter Client I&. Prometheus API 7* 53&IR L7z RINT—4 2 IRELF T, BRIT—F L. L
BY370HIC449 30T &I api.openshift.com IC 7y 7O— KX EF T,

Insights Operator (&, iR L7=7—4 % Kubernetes APl & U Prometheus API 55 7 — 14 7IZUX
SELET, 7—HA Tk, LEDAHIC 2 BB I & IC OpenShift Cluster Manager IZ7 Yy 7AO— KX h
F 9, Insights Operator (. OpenShift Cluster Manager B S &#H D Insights ¥ 7> O— KL &
9, Zhik. OpenShift Dedicated Web O~V —JL®D Overview R—IC&F N 5 Insights status
Ry TPy THERET HLOICHERINET,

Red Hat & MBS 129 R T, Transport Layer Security (TLS) & &K OB EIIEAZ R A FH L T, BS1L
INEFYRIVETITONET, IRTOT—YRBEBFS LI CELEPRICESEINET,

BT —Y5NIBTEIVRATLAANDT IV ERIE, TIVFT 7048 —EREF & BRI AREREEHIMENIC & - THIHE
INET, 77 ERFEREUNBRHTHEIN., BDELBEICERINET,

Telemetry & & T Insights Operator 7—% 70—
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https://console.redhat.com/openshift
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OpenShift Red Hat
Container Platform Web
console Insights
—> analysis engine
Kubernetes —» Insights HTTPS (443) Red Hat
API ) Operator R mmmms 4 Cloud.redhat.com Support
Prometheus TeIe_meter N .pi.openshift.com Subscription
API > Client HTTPS (443) g : : management
OpenShift
—  Cluster Manager
E3pC oF:
® OpenShift Dedicated E=4 ) Y 724 v U DML, E=4 )V JOME 28R L TLEX
(A

414.") E— MR EZY Y VI TF—YDERAEICEAT 2 BINER

DE—MIIWRAEZS ) VT ZBNCT 2LDICNNEINZIFHROFFMIE. Information collected by
Telemetry & & T Information collected by the Insights Operator #&8 L T 72X W,

CORFa2AVPMNTHIBLZEB Y, RedHatld, Y R—FELVT7 Y TIL—RORMH, X7 x—%
VA/REDRBEL. Y—EANDREOR/NME. BROFESLIPER., STV —-FT1V7,
277V 78LVLI-HF-—TIARY TV ZADRIE, BEAOWIEE L VHERZBNE LT (EEY
%1558). BEKRD RedHat HmEAT—9ZINEL T T,

INEICH 1T Bk

Red Hat &, Telemetry BLUVRET — 4 ZRE T 27 DITERKET I NS L HEBH AR %E F
ALTWETY,

#H

RedHat &, 2 —H—IT VAR IV AOMELEICAIT T, Telemetry & & U Insights Operator TI&E X
N7 —952RNEBTHETZHEDHY £F, RedHat iE., L FOEMTRedHat DEY R Z/8— |
F—&, BEHREBELAVWERNINLEXT Telemetry 8L UVRET— Y2 HET 2FENHY FE
T, 2FY, XR=M D HBSLIUVBEHRDRedHat DA 7 7 ) Y VT OFERICOWVWT LY B EBfiF
TEBLDICKRETEZIEEEMETEN. TNOHDN— M F—EHBTHR—MLTLWRERDHKEE
EMRAICTIZEZBME LTVWET,

B—KR=F1—

Red Hat I&. Telemetry 8L UVRET — 9 DINEE. DM, BLUVRELZIRT 27010 HFEDH—FK
N—T 14— BETDHEADHY T,

42. ) E—KMANIVAEZY YV TICE > TIREINDE T —Y DERT
aA—H—2aY hO—J/Telemetry 8L CHRET — Y PNEDEMLS L CEML
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https://access.redhat.com/documentation/ja-jp/openshift_dedicated/4/html-single/monitoring/#monitoring-overview_monitoring-overview

OpenShift Dedicated 4 H7/K— b
BIEEIL, Telemetry & & U Insights Operator ICE > TINEINDZ X N Y VR AHEATEET,

4.21.Telemetry ICL > TIEINZ T—F DR

Telemetry THX ¥ 7F v+ —SNB VS5 —EAVER—FX YV NOBEBRIWT—YERRTEIENTEE
-a—o

([} =35
® OpenShift Container Platform CLI (o¢) Z4 ¥ X b—JL L TW 3,

e dedicated-admin O— /LA F D1 —H—E LTI SRY—IITIVEATE S,

Flia
. V5R4—lcas4 v LEd,

2. ROOAT YV REEFTTDE. V5RF—0 Prometheus H—E R IV ) —HETI .
Telemetry ILE > THF+ TF ¥ —INBERIT—IDEEEEY MHRINF T,

$ curl -G -k -H "Authorization: Bearer $(oc whoami -t)" \

https://$(oc get route prometheus-k8s-federate -n \

openshift-monitoring -o jsonpath="{.spec.host}")/federate \

--data-urlencode 'match[]={__name__=~"cluster:usage:.*"}'\

--data-urlencode 'match[]={__name__="count:up0"}' \

--data-urlencode 'match[]={__name__="count:up1"}'\

--data-urlencode 'match[]={__name__="cluster_version"}'\

--data-urlencode 'match[]={__name__ ="cluster_version_available_updates"}'\
--data-urlencode 'match[]={__name__="cluster_version_capability"}' \
--data-urlencode 'match[]={__name__="cluster_operator_up"}'\
--data-urlencode 'match[]={__name__="cluster_operator_conditions"}' \
--data-urlencode 'match[]={__name__="cluster_version_payload"}' \
--data-urlencode 'match[]={__name__="cluster_installer"}' \

--data-urlencode 'match[]={__name__ ="cluster_infrastructure_provider"}'\
--data-urlencode 'match[]={__name__="cluster_feature_set"}'\

--data-urlencode 'match[]={__name__="instance:etcd_object_counts:sum"}'\
--data-urlencode 'match[]={__name__="ALERTS",alertstate="firing"}' \
--data-urlencode 'match[]={__name__="code:apiserver_request_total:rate:sum"}'\
--data-urlencode 'match[]={__name__="cluster:capacity_cpu_cores:sum"}'\
--data-urlencode 'match[]={__name__="cluster:capacity_memory_bytes:sum"}' \
--data-urlencode 'match[]={__name__="cluster:cpu_usage_cores:sum"}' \
--data-urlencode 'match[]={__name__="cluster:memory_usage bytes:sum"}'\
--data-urlencode 'match[]={__name__="openshift:cpu_usage_cores:sum"}'\
--data-urlencode 'match[]={__name__="openshift:memory_usage_bytes:sum"}"\
--data-urlencode 'match[]={__name__="workload:cpu_usage_cores:sum"}'\
--data-urlencode 'match[]={__name__="workload:memory_usage_bytes:sum"}'\
--data-urlencode 'match[]={__name__="cluster:virt_platform_nodes:sum"}' \
--data-urlencode 'match[]={__name__="cluster:node_instance_type_count:sum"}'\
--data-urlencode 'match[]={__name__="cnv:vmi_status_running:count"}'\
--data-urlencode 'match[]={__name__="cluster:vmi_request_cpu_cores:sum"}' \
--data-urlencode 'matchl[]=
{__name__="node_role_os_version_machine:cpu_capacity_cores:sum"}' \
--data-urlencode 'match(]=
{__name__="node_role_os_version_machine:cpu_capacity _sockets:sum"}'\
--data-urlencode 'match[]={__name__="subscription_sync_total"}' \

{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
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--data-urlencode 'match[]={__name__="olm_resolution_duration_seconds"}' \
--data-urlencode 'match[]={__name__="csv_succeeded"}'\

--data-urlencode 'match[]={__name__="csv_abnormal"}'\

--data-urlencode 'matchl[]=
{__name__="cluster:kube_persistentvolumeclaim_resource_requests_storage_bytes:provisione
r:sum"}'\

--data-urlencode 'matchl[]=

{_ _name__="cluster:kubelet_volume_stats used_bytes:provisioner:sum"}' \

--data-urlencode 'match[]={__name__="ceph_cluster_total_bytes"}'\

--data-urlencode 'match[]={__name__="ceph_cluster_total_used_raw_bytes"}'\
--data-urlencode 'match[]={__name__="ceph_health_status"}'\

--data-urlencode 'match[]={__name__="odf_system_raw_capacity_total_bytes"}'\
--data-urlencode 'match[]={__name__="odf_system_raw_capacity_used_bytes"}'\
--data-urlencode 'match[]={__name__="odf_system_health_status"}'\

--data-urlencode 'match[]={__name__="job:ceph_osd_metadata:count"}' \

--data-urlencode 'match[]={__name__="job:kube_pv:count"}'\

--data-urlencode 'match[]={__name__="job:odf_system_pvs:count"}'\

--data-urlencode 'match[]={__name__="job:ceph_pools_iops:total"}' \

--data-urlencode 'match[]={__name__="job:ceph_pools_iops_bytes:total"}' \

--data-urlencode 'match[]={__name__="job:ceph_versions_running:count"}'\
--data-urlencode 'match[]={__name__="job:noobaa_total_unhealthy_buckets:sum"}'\
--data-urlencode 'match[]={__name__="job:noobaa_bucket_count:sum"}'\

--data-urlencode 'match[]={__name__="job:noobaa_total_object_count:sum"}'\
--data-urlencode 'match[]={__name__="odf_system_bucket_count", system_type="OCS",
system_vendor="Red Hat"}'\

--data-urlencode 'match[]={
system_vendor="Red Hat"}'
--data-urlencode 'match[]={__name__="noobaa_accounts_num"}'\

--data-urlencode 'match[]={__name__="noobaa_total_usage"}'\

--data-urlencode 'match[]={__name__="console_url"}'\

--data-urlencode 'matchl[]=

{_ _name__="cluster:ovnkube_master_egress_routing_via_host:max"}' \

--data-urlencode 'match(]=

{_ name__="cluster:network_attachment_definition_instances:max"}' \

--data-urlencode 'matchl[]=

{_ name__="cluster:network_attachment_definition_enabled_instance_up:max"}'\
--data-urlencode 'match[]={__name__="cluster:ingress_controller_aws_nlb_active:sum"}' \
--data-urlencode 'matchl[]=

{_ _name__="cluster:route_metrics_controller_routes_per_shard:min"}' \

--data-urlencode 'matchl[]=
{__name__="cluster:route_metrics_controller_routes_per_shard:max"}'\
--data-urlencode 'match(]=

{_ name__="cluster:route_metrics_controller_routes_per_shard:avg"}' \

--data-urlencode 'matchl]=

{_ _name__="cluster:route_metrics_controller_routes_per_shard:median"}' \
--data-urlencode 'match[]={__name__="cluster:openshift_route_info:tls_termination:sum"}'\
--data-urlencode 'match[]={__name__="insightsclient_request_send_total"}'\
--data-urlencode 'match[]={__name__="cam_app_workload_migrations"}' \
--data-urlencode 'matchl[]=

{_ _name__="cluster:apiserver_current_inflight_requests:sum:max_over_time:2m"}'\
--data-urlencode 'match[]={__name__="cluster:alertmanager_integrations:max"}'\
--data-urlencode 'match[]={__name__="cluster:telemetry_selected_series:count"}' \
--data-urlencode 'match[]={__name__="openshift:prometheus_tsdb_head_series:sum"}' \
--data-urlencode 'match(]=

{_ _name__="openshift:zprometheus_tsdb_head_samples_appended_total:sum"}' \
--data-urlencode 'matchl[]=

name__="odf_system_objects_total", system_type="OCS",

—
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{_ _name__="monitoring:container_memory_working_set_bytes:sum"}' \

--data-urlencode 'match(]=

{__name__="namespace_job:scrape_series_added:topk3_sumih"}'\

--data-urlencode 'match(]=

{__name__="namespace_job:scrape_samples_post_metric_relabeling:topk3"}' \

--data-urlencode 'match(]=

{__name__="monitoring:haproxy_server_http_responses_total:sum"}' \
--data-urlencode 'match[]={__name__="rhmi_status"}'\

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

name__ ="status:upgrading:version:rhoam_state:max"}' \
name__ ="state:rhoam_critical_alerts:max"}' \
name__="state:rhoam_warning_alerts:max"}' \
name__="rhoam_7d_slo_percentile:max"}' \
name__="rhoam_7d_slo_remaining_error_budget:max"}' \
name__="cluster_legacy_scheduler_policy"}' \

name__="che_workspace_status"}'\
name__="che_workspace_started_total"}'\
name__="che_workspace_failure_total"}' \
name__="che_workspace_start_time_seconds_sum"}'\
name__="che_workspace_start_time_seconds_count"}'\
name__="cco_credentials_mode"}' \

{_
{_
{_
{_
{_
{_
{__name__="cluster_master_schedulable"}' \
{_
{_
{_
{_
{_
{_

{_ name__="cluster:kube_persistentvolume_plugin_type_counts:sum"}'\

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{
{
{
{
{
{
{
{

name__="visual_web_terminal_sessions_total"}'\
name__="acm_managed_cluster_info"}' \
name__="cluster:vsphere_vcenter_info:sum"}' \
name__="cluster:vsphere_esxi_version_total:sum"}' \
name__ ="cluster:vsphere_node_hw_version_total:sum"}' \
name__="openshift:build_by_strategy:sum"}' \
name__="rhods_aggregate_availability"}' \
name__="rhods_total_users"}'\

{__name__="instance:etcd_disk_wal_fsync_duration_seconds:histogram_quantile",quantile="0.
99"\

--data-urlencode 'match[]={__name__="instance:etcd_mvcc_db_total_size in_bytes:sum"}'\
--data-urlencode 'matchl[]=
{__name__="instance:etcd_network_peer_round_trip_time_seconds:histogram_quantile",quant
ile="0.99"}'\

--data-urlencode 'matchl]=

{_ _name__="instance:etcd_mvcc_db_total_size_in_use_in_bytes:sum"}'\

--data-urlencode 'matchl[]=

{_ name__="instance:etcd_disk_backend_commit_duration_seconds:histogram_quantile",quan
tile="0.99"}"\

--data-urlencode 'match[]={__name__="jaeger_operator_instances_storage types"}'\
--data-urlencode 'match[]={__name__="jaeger_operator_instances_strategies"}' \
--data-urlencode 'match[]={__name__="jaeger_operator_instances_agent_strategies"}'\

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{_
{_
{_
{_
{_
{_
--data-urlencode 'match[]={__|
{_
{_
{_
{_
{_
{_

name__="appsvcs:cores_by product:sum"}'\
name__="nto_custom_profiles:count"}' \
name__="openshift_csi_share_configmap"}'\
name__="openshift_csi_share_secret"}'\

name__ ="openshift_csi_share_mount_failures_total"}' \
name__="openshift_csi_share_mount_requests_total"}' \
name__="cluster:velero_backup_total:max"}"\
name__="cluster:velero_restore_total:max"}' \
name__="eo_es_storage_info"}' \
name__="eo_es_redundancy_policy_info"}"\



--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
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name__="eo_es_defined_delete_namespaces_total"}'\
name__="eo_es_misconfigured_memory_resources_info"}' \
name__="cluster:eo_es_data_nodes_total:max"}'\
name__="cluster:eo_es_documents_created_total:sum"}'\
name__="cluster:eo_es_documents_deleted_total:sum"}'\
name__="pod:eo_es_shards_total:max"}' \
name__="eo_es_cluster_management_state_info"}' \

name__="imageregistry:imagestreamtags_count:sum"}' \
name__="imageregistry:operations_count:sum"}' \
name__="log_logging_info"}'\
name__="log_collector_error_count_total"}' \
name__="log_forwarder_pipeline_info"}' \
name__="log_forwarder_input_info"}' \

name__="log_forwarder_output_info"}' \

name__ ="cluster:log_collected_bytes_total:sum"}'\
name__="cluster:log_logged bytes_total:sum"}'\

name__ ="cluster:kata_monitor_running_shim_count:sum"}' \
name__="platform:hypershift_hostedclusters:max"}' \
name__="platform:hypershift_nodepools:max"}' \

{_ name__="namespace:noobaa_unhealthy_bucket_claims:max"}'\

--data-urlencode 'match[]={__

--data-urlencode 'match(]=

name__="namespace:noobaa_buckets_claims:max"}'\

{__name__="namespace:noobaa_unhealthy_namespace_resources:max"}'\

--data-urlencode 'match[]={__

--data-urlencode 'match(]=

name__="namespace:noobaa_namespace_resources:max"}'\

{__name__="namespace:noobaa_unhealthy _namespace_buckets:max"}' \

--data-urlencode 'match[]={__

--data-urlencode 'match(]=
--data-urlencode 'match(]=

--data-urlencode 'match(]=

name__="namespace:noobaa_namespace_buckets:max"}' \
name__="namespace:noobaa_accounts:max"}' \
name__="namespace:noobaa_usage:max"}'\

name__="ocs_advanced_feature_usage"}'\

{_
{_
--data-urlencode 'match[]={__name__="namespace:noobaa_system_health_status:max"}'\
{_
{_

--data-urlencode 'match[]={__name__="os_image_url_override:sum"}'

43.INSIGHTS #{FH L= SR Y —DREBEDEE

Insights (&, Insights Operator DEET—4 %## YR L2 L £9, OpenShift Dedicated D 1 —4—
l&. Red Hat Hybrid Cloud Console @ Insights Advisor Y —EZXTLR— M E2RRTEET,

4.3.1. OpenShift Dedicated M Red Hat Insights Advisor IC 2D\ T

Insights Advisor & f#F L T. OpenShift Dedicated 7 2 249 —DIEEME %ML, BEHRTE XY, B~
DYV ZAI—EAVITIZARNSIFv—2FDEELILBEIDNHINMNIIIHLT, H—ERDAH
M. 74—V RLZVR RT73—I VR, FBtEF21 )74 —ICHEBERITTAEEOH 2 HE
IKILINTWEZEEZRHTDIENEETT,

Insights . Insights Operator TIREIN/ZI T RY—T—9 %2FRALT. TDT—%%
recommendations 54 73 ) —&gYR LB L 9, KHEEFEIFIL, OpenShift Dedicated 7 5 R
Y—ZERICIOTARMEDH 2T 7RI —RIBEFHTY, Insights 2T DFERIE. Red Hat Hybrid
Cloud Console @ Insights Advisor Y —EXTHIETEZXY, AV YV —I T, ROF7V >3 v&ERITT
XE7,

e HEDHREFHOXEEZR TSI IR —%HAB LI,

o BERIAINY)VIHEEZERLT. BRZINODHERFRICKRYRAAZET,
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o ERIDHEEIE, ThOoNTRTVRIDFM. BLTCEBIDI SRY —ICHE L IBRAEZMHE
@BLFET,

o HMREMOATEHALIT,

4.3.2. Insights Advisor D#IREFIFIZDWT
Insights Advisor &, 75X —DHY—EXDERAY, 74—ILh LS VR NT3—T VR, T
X2V T4 —ICBHELEZZAEMEOH B IFZIZRISAY—DRES LIV VR— Y NEE
ICEAT2BHRENY RILLTWET, ZDERIE Insights Advisor THEEREIEE I IEH, UTOBEHRL
BEnxd,

o FRi: HRRIHDMBEERERA

o EMN: #IREIFA Insights Advisor 7—H A TICABRINTWBIEE

o AWFrdY— ZORMENIY—ERTAME, 74A—ILNMNLZ VR, NT7x—T VR, Fhidt
Fal) T4 —ICEFELRIITIHEME,HZHED D

o RERDVRV:FUNMM VISAMNSIVFvy—ICBREZSAS gt oG LEE, %
NORELEBEICY AT LAREICKIET 8

o VIR HRERIMRHEINILIZZAI—DY R b
o FA: VSR —~DREEZED. BEOHRELYPE

e BAETSZIMEY IADY VJ:RedHat N RHET 5. BIEICET 5 FMIER

433. 7 5 RY —DEENLEEDRT

ZDtY Y avTiE. OpenShift Cluster Manager @ Insights Advisor I Insights L 1R— k2 KRRd %
HiEzHRBLET,

Insights (7 5289 —%#YIBL DML, &RHOBERERTTDHIEICERLTLLIW, BEZELE
LEBEPH LWEBIMREINBEA LR, INODRBRIEILT 5RRMEN’HY £,

([} =355
o US54 —7hH OpenShift Cluster Manager ICEERINTW 3,
o JE—RMANIALR—=IBIEMCIA>TWS (TT74IK),

® OpenShift Cluster Manager ICA %714 > L TW3,

FIR

1. OpenShift Cluster Manager . Advisor » Recommendations I8 L £ 9,
FERICH U T, Insights Advisor Il RDWEFNhERRLE T,

® |Insights TRIBEMRE I NAh > 15EE. No matching recommendations found A%k~
IhFEd,

e Insights B"RHE LZZBED ) A T, YRY (B, B, EE. BLVPEX) J&IK/IL—7
fEENTWET,

P b e— — o = [ = A - - - L e — al
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® Insights METCY ZAY —Z0H L CWEWHZEIL, Noclustersyet " &RA-INX I,
MiE, 953 R9 =4V AM=—ILEINTEZIN, 1 V5 —% v MIIERINEZERICH
ﬁbi’a—o
2. BENRTINEBEEF. TVN)—DRICHZ >T7AAV A7) vy LTEEMERRELTL
72X,
BIREIC & o Tid. Red Hat MRt T 2BFEITIRADY v I 0'HY F7,
4.3.4. $ XT D Insights Advisor DHEREIE % KR

Recommendations Ea—IEFT 74 KN T. V53R —THREINIHBFEEOAERTLET, £
L. ZPRANAYF =T —hHA T TITRTCDHREFEARRITIET,

lE= 33
o JUE—MIRALR—=FMDPERTH>TWS (T72IL ),
o 7524 —71" Red Hat Hybrid Cloud Console IC & ShTWE T,

® OpenShift Cluster Manager ICA Y4 > L TW3,

1. OpenShift Cluster Manager . Advisor » Recommendations IC#8i L £ 9,

2. Clusters Impacted 7 1 L% —8E LU Status 71 LI —DREICHZ X T7AAV %I ) v UL
i’a—o
INT, 75RY—DEBENBERERZINTSRTEIT,
435 7 FNNA Y —DHFERRICH T ST 1LY —
Insights 77 RN HF—H—EXE, SHOHEERHREZRTIEHNTEIY, RLEELHERHICESR

EHTBEOIC, VRNAFT—DOHEFIHE VAMIT74IVY—%2HAL T, BEEORVWHESIEZH|
prCTEZXT,

TITAILRTIE, 749 —F1DULEDISRY—IIHEAEZ 28WREEEFIEOAARTT S L
DICREINTWVWET, Insights 54 75 —ADITRTOMESRIFL L ITEMEINHEEEEEZR
R BICIE, T4 —5HRAITAXTEZEY,

T4V —%FARTDBICIE., 74009 —914T%FRL, ROy TV YA NTERATESZ TV 3
VICEDEEARELT T, HEEFEDOY A NMIEF, BEOT74IIVY—ABETIZT,

RDT AN =94 TaHRETEET,
® Name: BEICTHREERZRRL I,

e Totalrisk: 7 5 A7 —ICWT 5BRHEDOARMEECEREEZRIEE L
T. Critical. Important, Moderate. Low »"5 1D EEIRL F 7,

e Impact: 7 5 R Y — R {EDBIGFHEICT T 2B ENLTHEEZRTE
% . Critical. High. Medium. Low "5 1 DL EZEIRL £,

o Likelihood: #EEENERITINLBAILI SR —ILBHEA RIFTIHRELETTE
% . Critical. High. Medium. Low "5 1 DLLEZEIRL £,
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® Category: 7 FH T %547 J')—%. Service Availability. Performance. Fault
Tolerance. Security., BestPractice "5 1 DDLU EZIRL X7,

o Status: SVARY V%V v I LT, BRRERFIR (T 740+, BENLHRESRIR, I
IANTOHREREZRTLET,

® Clustersimpacted: IRIE 1 DU LDV SR Y —ICHEEZSE X TVWBHESRIR, w2252 TV
IMWEREIR, LR IRTOHRBIREZRTIDLDIICTAINI—ZRELET,

® Risk of change: FEERTRDEREN VU T R4 — 1 EICKRIFTOIREEDH 2 ) RV 2RI B
%. High. Moderate. Low. Verylowm 5 1D E#BIRL £,

4.3.5.1. Insights 7 K/X F—DHRFHED 71 LI )V T

OpenShift Dedicated 7 2 289 =Y Rx—Y v —F, HEERY A MIRTINDHEESHEZ 745 —
TEET, 7409 —%2BRATDE. BRESNIHERFHONZELS L. RELBEEOSVWHERERIFIC
ERTEET,

RDFIEIE, Category 74 )L —DREAESLTRIRAEZRLTVWEITN, ZOFIRIFERED
T4 =84 TELVCETNTNDEICEBRATEET,

AR
OpenShift Cluster Manager Hybrid Cloud Console IO 44 >~ LTW3,
FIa
1. Red Hat Hybrid Cloud Console— OpenShift » Advisor recommendations ICF5&1 L £,

2. XA YDT74IWVI—=94 T ROy FH U)X NT, Category 71 ILF—84 THFEIRLZF
_a—o

3. 749 —EoROy YOI VYRAMNERRAL, RATHHEREOZAT I —HEILHD
Frv IRy IREZBIRLET, FELRATIT)—DF v IRYIREATOFEFICLE
_a—o
4. a3 : 74V —5EBMLT, VAMEISICRYRAAET,
BIRLAATTY) —OHBEEBEBOAN ) A MIRRTINET,
B®EE

o T4 A —%EALLR. BEHINALHESHEY)AMNERITEEY, BAINALT71ILY—
&, TI7AIMNDT ALY —DBEICEBMINET,

4.3.5.2. Insights Advisor D#REIEN ST 1 LY —%HIRT S

WREEOYRAMIIF, BHOTAIWVIY—2FAHATEIET, EHEIPTT L7145 —1F. ERICHIR
T52EE, BRI EYMNTBZEETEET,

7 1LY —%@ERICHIBRY B

o TIAINIMDITAINI—%ED, BT74NIY—DWEICHDIXTAAVED )y I TBE, T4
LY —AERICHIBRTEZT,

FTIAINIHADT ALY —%FTRTHKT B
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® Resetfilters® 7)) v 32&, BALLTAILI—DHFDEIBRIN, T74ILMDT 1)L
Y—IFFDFEHRY FT,

4.3.6. Insights Advisor D#EEIFD FEML

VIR —ILHEBEEZDHEDHREFRZEMILT, ThOHALR—MIRRIINBVWEDICTE
FT, B—DIVFRI—FLEIRTDI SR —DEEZENICTETET,

pa 3]
) TRTDIZRY—DEREFEBMICTZE, SEROIVZRY—ICHEBERINE T,
([} =355
o JUE—MIIRALR—=FMDPERTHA>TWS (T72IL ),
o 5 24— OpenShift Cluster Manager ICEERINTW 3,

® OpenShift Cluster Manager ICAZ4 >~ L TW3,

FIR

1. OpenShift Cluster Manager . Advisor » Recommendations I8 L £ 9,
2. 77> a v EILKR LT, Clusters Impacted $ & U Status 7 1 LY —%FERALZE T,
3. ROWETNDDAETT 77— M EEMICLET,

o 7T MNEEMITBICF. UFEERTLET,

a. 77— M® Options X =1 — %% 1) v L. Disable recommendation % ¥
Vv LET,

b. BBHRAZASL., Save®2 27 v U LZET,

o TS—MEMMICT IR, TDTS—hOHBERIZISRI—ERTTHICIE, B
TERTLET,

a. EMICTAHEZEEOLRAV v I LET, TOWREEEOR-JICBBLET,
b. Affectedclusters 22> a>v T, V75 R9—D)AMNEHERLET,

c. Actions — Disable recommendation %2 !) v 2 LT, 9RXRTDISRI—DT7Z—h
EEMICLET,

d EBEHZ=AHDL. Savex 7 Jv I LZET,

4.3.7. LENICENIC L 72 Insights Advisor DHEREIF A HRICT %

TRTDYSRAY—CHEFIEEEWNICT 5 &, Insights Advisor ICHRFIB IR RTINS ARAYET,
OBEREETEET,

AR
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o JE—RMANIALR—=IBIEMIA>TWS (TT74IK),
o 5 24— OpenShift Cluster Manager ICEERINTW 3,

® OpenShift Cluster Manager ICA Y14 > L TW3,

1. OpenShift Cluster Manager . Advisor » Recommendations I8 L £ 9,
2. BT TVWBHERTRN L, RN DHREHEZT NIV TLET,
a. Status RO Y 74U A =1 —H5 Status ZBIRL £ 7,
b. Filter by status KO 74> X Za—Mm5, Disabled 23R L 7,
c. 77> av:Clustersimpacted 74 LY —% 0 )7 LET,

3 BT R HREREBELEY,

4. Options X —a1— %#7%') v L. Enable recommendationz 7 ') v 7 LXY,

4.3.8.Web O~ Y —JLTO Insights A 7—% ADKR
Insights (&2 5 249 —%#Y) &R L4 L. OpenShift Dedicated Web I Y —ILTY S XY —DIFEX

NBENRBEDRT—I R ERTTEET, CORT—FHRIE, IEFIFER/ATT) —ORBEDOH
L. BEMICDWTIE, OpenShift Cluster Manager LIR— hAD) V7 &2 RLET,

[} =355
o 5 24— OpenShift Cluster Manager IZ &8k I N TW %,
o JUE—MIRALR—=FMDPERTHE>TWS (T72IL ),

® OpenShift Dedicated Web I~V —)LicOy4 >~ LTW3,

1. OpenShift Dedicated Web 3> Y —JL C Home — Overview [CREIL £ 7,

2. Status A— KD Insights 2 ) v 7 L9,
Ry TPy T o4V RIIE YR TEICTIL—TIEINBENLRBEEN Y A MRERI N
x9, FlAERTTBICE. B2coh7T)—%2Y v o9 3H. Viewallrecommendations
in Insights Advisor #%&R~ L £ 9,

4.4. INSIGHTS OPERATOR D {&H
Insights Operator (FRES LIV R—RY NOEERT—F A2 EHMICUNEL., T7 4L NT 28
BCEICZEFDT—4 % RedHat ICHRELE Y., TDBERICEL Y. Red Hat IEFREP Telemetry TIHRE X

n37—48 &Y EFEMREST—9 2l TE £9, OpenShift Dedicated M 21— —I(&, Red Hat
Hybrid Cloud Console @ Insights Advisor # —EXTLR— M ERRTEE T,

BIER R
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® Insights Advisor 2 L7V 2 X9 —OREIBOFFEICEAY 25F&. Insights ZEA LY 2
25 —DREEDFE #8RBLTLLEIVL
4.4.1. Insights Operator 7 2 — M ZDWT

Insights Operator I&. Prometheus €=% ') > 7' X7 L%/ L T Alertmanager IZ7 7 Z—h2E
F9., ROWTNHDAE%MEAL T, OpenShift Dedicated Web AV Y —ILDT7Z— K UI T L_ihb
D7 53— haRRTEEY,

® Administrator /X— 2~ %Y 7 1 7T, Observe - Alerting% 2 ) v - L%9,

® Developer /X\—2 %Y 7 4 7T, Observe - <project_name>— Alerts ¥ 7% 7 v U L&
ER

IRTE. Insights Operator l&, £HUENBINLEZITRDTS— M EEELET,

#*4.1Insights Operator 7 53— b

77— b Bl
InsightsDisabled Insights Operator BMERNICAR > TWE T,
SimpleContentAccessNotAvailable Red Hat Subscription Management T, Simple

Content Access BBEMICR> TWEH A,

InsightsRecommendationActive Insights I, 73R —ICET 270714 TaiERE
HhHY £7,

4.4.2. Deployment Validation Operator O 75— % D&t

Deployment Validation Operator (DVO) "1 Y A M—JLEINTWBIFE, V5 RY—EEEIE. 20D
Operator 5D T —4% & #55{LT % &£ 5 IC Insight Operator %% E TX £ 9, workload_names & %
insights-config ConfigMap # 7 =7 MIEINYT % &, UID TR < 7—2 0— K& D Insights for
Openshift ICRRIN, VTR —EBENRHLPTKRYET,

AR
o JUE—MIRALR=FMDPERTHE>TWS (T72IL ),
® cluster-admin @ —JL C OpenShift Dedicated Web >V —LicOv4 v LTW3,
e insights-config ConfigMap 7+ 7~ = ¥ kA%, openshift-insights namespace ICFET %,

o USRHA—DEINTTR—Y RTHY. Deployment Validation Operator A1 XA h—JL I h
TW5,

Fa
1. Workloads —» ConfigMaps IC# &) L. Project: openshift-insights #:#iRL £ 9,

2. insights-config ConfigMap + 7> /7 b &2 Y vy 2 LTHE XY,

3. Actions #%7 1) w - L. Edit ConfigMap #:®IRL £7,
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4. YAMLview DS VA RY V=) v I LET,

5 774 JLAAT, workload_names % {3 L T obfuscation B % EL X7,

apiVersion: vi
kind: ConfigMap
#...
data:

config.yaml: |

dataReporting:
obfuscation:
- workload_names

#...

6. Save #%7 ') v 7 L¥ ¥, insights-config config-map DFFMR—I X F T,

7. config.yaml @ obfuscation B D{&1" - workload_names ICEREINTWR Z & AR L E
ER
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B5% 7525 —HHROEK
HBEE VT RY —LERDEN

BLYISRY—N—=—a3vFx Tz b A2EHALTYISRY —EHEENT
%

clusterversion ') ¥V — 2% 7 L) — L. OpenShift Dedicated 7 5 R ¥ — KD EMNEZMBITEET,

AR
e dedicated-admin O— /LA FD1—H—E LTI SRY—IITIVEATE S,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

FIR

LI9SR —N"=Uay, gJAK. Ty TI914L BIUV—BHRAT—HR%E2/T)—LZF
-a—o

I $ oc get clusterversion

H A B

NAME VERSION AVAILABLE PROGRESSING SINCE STATUS
version 4.13.8 True False 8h Cluster version is 4.13.8

2. V3R —tHROFMLEN, BEFOTRAY. BLUEFEEZIELIY,

I $ oc describe clusterversion

H oAl
Name: version
Namespace:
Labels: <none>

Annotations: <none>
API Version: config.openshift.io/v1
Kind: ClusterVersion
#...
Image: quay.io/openshift-release-dev/ocp-
release@sha256:a956488d295fe5a59c8663a4d9992b9b5d0950f510a7387dbbfb8d20fc5970ce

URL:  https://access.redhat.com/errata/RHSA-2023:4456
Version: 4.13.8

History:
Completion Time: 2023-08-17T13:20:21Z
Image: quay.io/openshift-release-dev/ocp-

release@sha256:a956488d295fe5a59c8663a4d9992b9b5d0950f510a7387dbbfb8d20fc5970ce

Started Time: 2023-08-17T12:59:457
State: Completed
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Verified: false
Version: 4.13.8
# ...
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F6xE NSTNVYa—FTa4VT
BeE NS TN a—FTa4 Y
6.1. / — RODIEEMDOHER

611/ —RDRAT—H R, VY —ADFERARRS L VEBEDHER
PSR —/)—RDEBEERT—F9 R, VY—HERSFBLY/ —FOVERELET, IS, @
D/ — KT kKubelet A57—4%% 0 T)—LFT,
ARG
o dedicated-admin O— )L AEH D1 —H—E L TISRI—ICTIERTE S,

e OpenShift CLI (oc) 4 Y 2 h—ILI N T W3,

FIR

¢ JIRA—DIRTD/—RDEZF, AT—FRABLUvO—-ILZYY A MKRRLET,
I $ oc get nodes

o VSRH—HDE/—RDCPUBIUXEY —DHEARREZENLET,
I $ oc adm top nodes

o BHEND/—RDCPUBLIUXE) —DHEARREENLET,

I $ oc adm top node my-node

6.2. OPERATORBEEDHEED M Z TV a—FTa VY

Operator |&. OpenShift Dedicated 7 7Y —> avaXy =Tk, 704, BLVEET A%
T9, Operator EV 7 RV TPRYST—DI VI =T ) VT F—LDILRERED £ 5 ICEMEL.
OpenShift Dedicated IRIEZ B L. TORMKBICEDVWTI T7ILI A LOBRBREEZTVWET,
Operator &7 v 77 L — K& —LLRICETL. BEICHEBMICRGT 2L D ICRFIN TS Y,
BREOEHNDEZDICY 7 N0z T7ONy I 7y 77O R ERTHHEDa— My NEERITT S
ZElEHhY FEA

OpenShift Dedicated 4 ICId, 7 5 X4 —HELNICHEET 5 72D ICWE Operator DT 7 # )L b v b
NEFNTWVWET, INHDT 7+ b Operator I& Cluster Version Operator (CVO) IC& » TEEX
nxd,

75 A9 —EEBEIL, OpenShift Dedicated Web O~V —)LFE 7 1& CLI ZfFH L T, OperatorHub H
57 7)) /r—>3a Operator 54 VA M—JLTEZE T, TDE. Operator & 1 DX/ ITEHD
namespace ICH 7RV S547 L, VSR —LTCHRRENMERTESRLDICTEEY, 77U —
< 3~ Operator & Operator Lifecycle Manager (OLM) IC& > TEEBINZE T,

Operator ICEIBMNRAE L7235 A 1CI&. Operator Subscription D27 —4 A=A LEd, V5 RAF—
21K T Operator Pod DIEEEM =R L. 2MTAIC Operator O ZIN&EL 7,

6.2.1.0perator Y 727 ) 7o a v DREDY A 7
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HTR9Y) T a3 VIEREICDWTOUTOY S TaRELET,
KOAIYTRI9YToavoREDYA T

7N B4
CatalogSourcesUnhealthy RICEAINZ—BOXLEIRTOAYOTY —ARBEETIEHY
FtHA

InstallPlanMissing YTRON)Toavn4 2 M—IVEtEDHY FH A,
InstallPlanPending YTRO9N)ToavDA4 YA M—ILEEIIFA VXA M—ILDREBHTT,
InstallPlanFailed YTRON)Toavd4 2 M—ILETEINREL X L7,
ResolutionFailed BTN Ty 2y DREBROBRICKBLI L,

)z )

7 7 # )L b D OpenShift Dedicated ¥ 5 X ¥ — Operator (&, Cluster Version Operator
(CVO) ICL > TEEBINZE T, D Operator ICI& Subscription # 72 7 hAH Y £
H A, 77— 3 Operator IZ. Operator Lifecycle Manager (OLM) IC& > TEE
INFEJ, ZD Operator IZId Subscription 7 7> 7 KA HY £T,

RS
o HHYOJDEEMEH

6.22.CLI 2#fFE L7 Operator Y 72U ) 73 v 27 —4% ADXRR

CLI #fER L TOperator Y 7RV Y T3V AT -9 RERRTEET,

FIE=S 0
e dedicated-admin O—J)LAFDODI—H—E LTI FTRI—ILTIVERATE S,
e OpenShift CLI (oc) A1 Y X h—ILI N TW3,
FIR
. Operator Y 7242 1) FoaveE)AMNKRRLET,
I $ oc get subs -n <operator_namespace>
2. oc describe <~ K%{EM L T. Subscription!)V —X%H®EL X,
I $ oc describe sub <subscription_name> -n <operator_namespace>
3. <Y RHAT, Conditions %< 3> T Operator t 7RV 1) > 3V DRESY A1 TDR

T—YREHRLET, ULTOHITIE, FIRAATERIARTOASIOTY —IADNEETHB
&. CatalogSourcesUnhealthy JRR&% 1 DX F7—% R | false IC72 Y £7,
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H A B

Name: cluster-logging

Namespace: openshift-logging

Labels: operators.coreos.com/cluster-logging.openshift-logging=
Annotations: <none>

API Version: operators.coreos.com/vialphat

Kind: Subscription

#...
Conditions:
Last Transition Time: 2019-07-29T13:42:57Z
Message: all available catalogsources are healthy
Reason: AllCatalogSourcesHealthy
Status: False
Type: CatalogSourcesUnhealthy
#...

ya 13!
7 7 # )L b D OpenShift Dedicated ¥ 5 X ¥ — Operator (&, Cluster Version Operator
(CVO) ICL > TEEINZE T, D Operator (I Subscription 7 72 =7 B Y %

H A, 77— 3 Operator I&. Operator Lifecycle Manager (OLM) IC& > TEE
INFEJ, ZD Operator IZId Subscription # 7> 7 "B HY £T,

6.2.3.CLI #{FMA L 7= Operator h1¥ OV Y —XADAT—4 AR

Operator A% OV —ADATF—4 &, CLI #fERAL THIERTEET,

AR
o dedicated-admin A— /LA F D1 —H—E L TITRAY—ILTIVERATE S,
e OpenShift CLI (oc) 54 Y Z h—LINT W3,

FIR

1. namespace DAY OTY—R%&VZARNKRLET, BRI, VFR9—2FOAHSOTY—2R
IZ{FEA I T % openshift-marketplacenamespace 25295 &N TEET,

I $ oc get catalogsources -n openshift-marketplace

H A B

NAME DISPLAY TYPE PUBLISHER AGE
certified-operators Certified Operators grpc Red Hat  55m
community-operators Community Operators grpc Red Hat 55m
example-catalog Example Catalog grpc  Example Org 2m25s
redhat-marketplace Red Hat Marketplace grpc Red Hat 55m
redhat-operators  Red Hat Operators grpc Red Hat 55m

2. ATV —ADFMP AT —9 A %=MHERT BICIE. ocdescribe AT REFRALET,

I $ oc describe catalogsource example-catalog -n openshift-marketplace
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H A B

Name: example-catalog
Namespace: openshift-marketplace
Labels: <none>
Annotations: operatorframework.io/managed-by: marketplace-operator
target.workload.openshift.io/management: {"effect": "PreferredDuringScheduling"}
API Version: operators.coreos.com/vialphat
Kind: CatalogSource
#...
Status:
Connection State:
Address: example-catalog.openshift-marketplace.svc:50051
Last Connect: 2021-09-09T17:07:35Z
Last Observed State: TRANSIENT_FAILURE
Registry Service:
Created At: 2021-09-09T17:05:45Z
Port: 50051
Protocol: grpc
Service Name: example-catalog
Service Namespace: openshift-marketplace
#...

BRDHAFITIE. REICERIS N/ REEH TRANSIENT _FAILURE &4 > TWE T, TDIK
BElX, h90O7Y —RADEHGEIICEAE, M DB EERLTVWET,

3. AXYAYTY—ZAIERI NIz namespace D Pod %) A M7y FLE T,

I $ oc get pods -n openshift-marketplace

Al

NAME READY STATUS RESTARTS AGE
certified-operators-cvonn 1/1 Running 0 36m
community-operators-6v8Ip 1/1 Running 0 36m
marketplace-operator-86bfc75f9b-jkgbc 1/1  Running 0 42m
example-catalog-bwt8z 0/1  ImagePullBackOff 0 3m55s
redhat-marketplace-57p8c 1/1 Running 0 36m
redhat-operators-smxx8 1/1 Running 0 36m

namespace ICAY OJY —R%=EMRT % &, D namespace ([CAY O Y'Y —XE®D Pod H*E
BInEd, sk A% TIL. example-catalog-bwt8z Pod D 2 5 —4 A A
ImagePullBackOff [C%> TWE Y, TORT—HFRIE, A9OATY—RDA VT YIRS
A=Y DFIVICEBIHZD & ERLTVET,

4. ocdescribe ATV RZFERALT. LYFMRBERASZOHICPodZBRELET,

I $ oc describe pod example-catalog-bwt8z -n openshift-marketplace

DBl
Name: example-catalog-bwt8z
Namespace: openshift-marketplace
Priority: 0

30



Fg6=m NSTVYa—FT14vT

Node: ci-In-jyryyg2-f76d1-ggdbg-worker-b-vsxjd/10.0.128.2

Events:

Type Reason Age From Message

Normal Scheduled 48s default-scheduler Successfully assigned openshift-
marketplace/example-catalog-bwt8z to ci-In-jyryyf2-f76d1-fgdbg-worker-b-vsxjd

Normal AddedInterface 47s multus Add eth0 [10.131.0.40/23] from
openshift-sdn

Normal BackOff 20s (x2 over 46s) kubelet Back-off pulling image
"quay.io/example-org/example-catalog:v1"

Warning Failed 20s (x2 over 46s) kubelet Error: ImagePullBackOff
Normal Pulling 8s (x3 over 47s) kubelet Pulling image "quay.io/example-
org/example-catalog:v1"

Warning Failed 8s (x3 over 47s) kubelet Failed to pull image

"quay.io/example-org/example-catalog:v1": rpc error: code = Unknown desc = reading
manifest v1 in quay.io/example-org/example-catalog: unauthorized: access to the requested
resource is not authorized

Warning Failed 8s (x3 over 47s) kubelet Error: ErrlmagePull

BRDOHEABITIHR, TS—AvE—JF, A0V —RADA VT Y IR A—INEEREE
DIZDICEBICTIVTCERWI EERLTWET, BIZIE, 1 VT IRAX=IHOT4 Y
EEBERAEMVEETBLIYAN) —IIREINTWBRIGERHY ET,

BIER R

gRPC RF a2 X v MIEHGEDIRRE

6.2.4. OperatorPod A7 —4% XD L) —

92 A5 —KHN®D Operator Pod BLUVENLDRAT—F X% ) ANKRTEEXY, #F#l74 Operator Pod
DENENET DI EETEET,

AR

FIR

dedicated-admin O— /LA F D1 —H—E LTI SRI—ICTIVERATX S,
APl —EZHDHEEEL TW 5,

OpenShift CLI (o¢) B4 Y 2 h—ILIhT W3,

PS5 RAH—TRITINTWS Operator &) A NRRL FJ, HAICIE, Operator /X—2 3
v, JfAM. BLUVT Y TIYSM LDOBEBIEENE T,

I $ oc get clusteroperators

Operator M namespace TEITIN T3S OperatorPod =) A hFRRL., Pod DX F—%
2, BEE., LUREREE YR MNRRLET,

I $ oc get pod -n <operator_namespace>

F£#0 7% Operator Pod DE#MZHA L E T,

31


https://grpc.github.io/grpc/core/md_doc_connectivity-semantics-and-api.html

OpenShift Dedicated 4 H7/K— b

I $ oc describe pod <operator_pod_name> -n <operator_namespace>

6.2.5. Operator O 7 MR &
Operator DERENFKE L /235E. Operator Pod OV A SEEMARSMIIEREAINETZET,

AR
e dedicated-admin O—J)LAFDODI—H—E LTI FTRI—ILTIVERATE S,
o APIH—EXNHEELTWS,
e OpenShift CLI (0c) B’ Y 2 h—ILI T W3,

e OvhO—ITL—rvFAFavybOo—ILTL—rTY TEBEERX A VEDDH B,

FIR

1. Operator M namespace TEITIN T % Operator Pod. Pod DX F—4% X, Bit#). LV
ZEpEEEE ) A RRRLET,

I $ oc get pods -n <operator_namespace>
2. OperatorPod DAV %A L £,
I $ oc logs pod/<pod_name> -n <operator_namespace>

Operator Pod ICEE DIV T F—DH2HBE. AROITY RICLYRZRI VT F—DERINE
FNBZIS—HNERINET, EROIVTFF—A607%27TY—LET,

I $ oc logs pod/<operator_pod_names> -c <container_name> -n <operator_namespace>

3. API B'EE L R WA ICIE. KDYICSSHAEERLT&IY bO—ILFL—Y /) —RT
Operator Pod 8& 0O 7+ —0O7 %58 L £ 9., <master-node>.<cluster_names.
<base_domain> Z B RAMEICE IR F T,

a. EavbhOo—ITL—r /) —ROPod&aYAMNKRERLZET,

I $ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl pods

b. Operator Pod T Ready R 7— % ANKRRINGBWIHEEIE, Pod DA T—4 X Z5FMllICHR
EL XY, <operator_pod_id> #EEIOIAY Y KOHEHICY X MRIRIN TS Operator
Pod D IDICBEX#AFT,

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspectp
<operator_pod_id>

c. OperatorPod ICBAET 2V T+ —% ) AMKRRLET,

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl ps --pod=
<operator_pod_id>
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d. Ready 2 7—4% A A Operator AV FF—ICRRINBRWEEIK, AVTF—DRT—%4
A%z FHICHREL X T, <container_id> ZHHADIY Y ROEAIC—EBERTIINLTWS
VTFF—IDICBEHAET,

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspect
<container_id>

e. Ready A7 —#% AHNKRRINA Operator AV FF—DO YV EMERL Z
9, <container_id> ZFHED AT Y ROHAIK—ERRINTWEAVTF— IDICESH]
ZET,

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>

pa )

Red Hat Enterprise Linux CoreOS (RHCOS) % 3£179 % OpenShift
Dedicated4 7 5 X4 —/ — RIFEETEJ, Operator Z2FALTY R
Y—DERZEALEY, SSHEZFERALLIZRI—/ —RADT7 7 RIF
HEINFEE A, SSHIZRHATRET —49 DINE%F1TT 5HIIC. ocadm
must gather 8 L P ZDMD oc AV Y REETLTUNEIN BT -9+
DTHBEHNEIDEREREL TLLEIW, 27 L. OpenShift Dedicated API
NMEATEARAWGE, T kubelet B9 —4y b/ — K ETEENICHEAE
TWAWEEIE, oc BRIENHEEZZITE T, JDHBAEIEF. KD YIC ssh
core@<node>.<cluster_name>.<base_domain> Z{#fH L T/ — KIZ7 ¥
TRTEEY,

6.3. POD OREIEDRAE

OpenShift Dedicated (&, Kubernetes @ Pod O#@%ZFAL TWE Y, Pod &idk. 1DDHRR b EIZ—
BT 704 3N 1D EOOYFTF—T9, Podl&. OpenShift Dedicated4 TEZ. 7 /01
EETEIRNDIAVEL—FT 1 VTBMNTY,

Pod EEINDE, AVTFT—NKRTIZET, FLFAVT T —DHIRINSDET/ — FTERITS
NBEDICEVETONET, RYSP—BLTRTI—FIZIEL T, Pod I3#8 7 /I3 RFFRICHIFRS
h, Thoon IR 77 EXATESRLIICLET,

Pod DREIBARE LFZEICE. FT PodDRT—9R%EFxv Y LET, Pod DEFRBIGEENF

ELEFEICIE, PodDIS—REAEF v I LT, HEDA A=Y, AVTF—. £lld Pod v

RO —ODREEERELTLEIN, TS—REICED(BHT—YDNEEITVWET, Pod IRV b+
AvE—VBLUVPodBELTIVTF—OOVIEREZERLET, ATV KT Y ETEITHD Pod

KTV 2R$ 20, BEDHZ Pod DT TAA XY REEICEDW T root 77 2ATT /Ny & Pod %
B L CRBASMICEEILEY,

6.3.1.Pod DTS5 —4RREICDWT

Pod DEEZEIZL Y. oc get Pods DH D status 7 1 —J)L NTHERTE 2TRNAT S — KBRS
NET, PodDIZ—REIF, 1 A=Y, AVTF—, BLVAVTF—Ry NT—VILHET IES
IKDWTOREZRLET,

UTFDXRIE, Pod DTS —REOY R M2 TN ODFHRAEZREHE L TVET,

#%6.2 Pod DTS5 —kEE
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Pod DT> —RE  SibA

ErrimagePull —IRA X =V DIEL S —,

ErrimagePullBa 1 X—YOEEICKKL. BRYUBEIhF L,
ckOff

Errinvalidimage $EEIN/iA X —JZEBEMTY,
Name

Errimagelnspec 1 X—YDREFICKBL F L7,
t

ErrimageNeverP  PullPolicy (& NeverPulllmage (CE2ESI ., 4 —F v A X —=YIFHRZA M ETO—
ull AIICEDODY FHA,

ErrRegistryUna LYZRMN)—=DSoA A=Y DESEHAZEIC, HTTP IS —DFELF L1
vailable

ErrContainerNot {EEI N/ FF—HESIN7/ Pod RIZAWLD, kubelet ICL > TEBEINhTWE
Found

ErrRuninitConta Y5+ —0#E{bICEKKLEL =,
iner

ErrRunContaine Pod ®dVFF+—0OWFThEEEBICEELFEATL .,
r

ErrKillContainer Pod ®DdYF+—0DWTFNEERICHREHRTINEFEATL,

ErrCrashLoopB IV 77+ —m#7 L F L7, kubelet 3BEEIZHITLFEA,
ackOff

ErrVerifyNonRo IV FF—F7d M4 A= D root R TEITEHATLF L7,
ot

ErrCreatePodSa Pod %Y RiRw 7 ZDERD I LEFRATL .
ndbox

ErrConfigPodSa Pod %Y KRy VI ZBEEZMB/TETEHATLE,
ndbox

ErrKillPodSand Pod YRRy 2 RIXEEICELELEHATL .
box

ErrSetupNetwor v b7 —2 OH#HEEICKBKL F L7,
k
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Pod DT> —RE  SibA

ErrTeardownNet Xy bh7—27 DR TICKBLEL -,

work

6.3.2. Pod R 7—% X DR

Pod DAT—9 ZABLV LT —REE VT —TEXY, Pod ICEET DT TOM AV MEEE VT
=L, R=ZA A -V DITAUZHEIDIEHTEIY,

EIE=S 0

e dedicated-admin O—J)LAZFDODI—H—E LTI FTRI—ILTIVERATE S,

e OpenShift CLI (oc) A1 Y X h—ILI N TW3,

e skopeo M1 VA R—JILINTW3B,

FIr

L 7OV MIYIYEBZET,
I $ oc project <project_name>

2. namespace I TEITINTWS Pod. Pod DRAF—4% R, T5—DRE, BiLE. SLURE
Bz ) A PRI LE T,
I $ oc get pods

3. namespace BT 7OA4 AV MEETEEBEINTLARNEI N ZHBILE T,
I $ oc status
namespace A7 7O XAV MRETEEINDIGE. HAOIKIE, 7704 XY FRERER—
AA A=Y DERHIFINIET,

4. FIRDIATY ROEATBRINTVWEIR—ZA A=V ERELI T,
I $ skopeo inspect docker://<image_reference>

5. R=ZA A=Y DBSWAELLLBWEEIE., 77O XY MNEEDSREFHLE T,
I $ oc edit deployment/my-deployment

6. TTOAMAY MREMTBICEEIND &, REFBHFNICET SO0/ h&Ed, 7704
AV NDETHICPod AT —FH RA%MHR L., BMENMERINTUVENE D DEHFILFT,
I $ oc get pods -w

7. Pod OKKICEIET 2 2MIBERICD W TIL, namespace ATARY MR LE T,
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I $ oc get events

6.3.3.Pod BLUaVFF—Os/oBRE
AR Pod DERICEE T 2EES LV IS —AvE—YDEEICDWT Pod L aVyF+—0O
THEBRBETEFET, RYY—BLPKRTI—RICEL>TIE, PodBLUaVFF—A51d Pod DIRT
#BEHEAATEEDT FICAY FT,
AR

o dedicated-admin O— )L AEH D1 —H—E L TISTRI—ICTIERTE S,

o APIH—EZXNHEREL TWL3B,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

Fia
. BEDPodOs/ %o T!)—LZE9,

I $ oc logs <pod_name>
2. PodADHFEAVTF—DAT 2T —LET,
I $ oc logs <pod_name> -c <container_name>

FID oclogs AX Y REFHAL TEREINSOJIE. Pod Fida YT+ —HNOEERND
(stdout) ICEEINDI A v E—VTHREINZET,

3. Pod A®D /var/log/ ICEEN507 % REBELZE T,
a. Pod D /var/log ICEENZ 77 A ILELVY TTF4 LI MN)—% )R MRRLET,

I $ oc exec <pod_name> -- Is -alh /var/log

H A B

total 124K

drwxr-xr-x. 1 root root 33 Aug 11 11:23 .

drwxr-xr-x. 1 root root 28 Sep 6 2022 ..

-rw-rw----. 1 root utmp 0 Jul 10 10:31 btmp
-rw-r--r--. 1 root root 33K Jul 17 10:07 dnf.librepo.log
-rw-r--r--. 1 root root 69K Jul 17 10:07 dnf.log
-rw-r--r--. 1 root root 8.8K Jul 17 10:07 dnf.rpm.log
-rw-r--r--. 1 root root 480 Jul 17 10:07 hawkey.log
-rw-rw-r--. 1 root utmp 0 Jul 10 10:31 lastlog
drwx------ . 2rootroot 23 Aug 11 11:14 openshift-apiserver
drwx------ .2rootroot 6 Jul 10 10:31 private
drwxr-xr-x. 1 root root 22 Mar 9 08:05 rhsm
-rw-rw-r--. 1 root utmp 0 Jul 10 10:31 witmp

b. Pod AD /var/log ICEEN2FECA T 77400 T)—LET,
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I $ oc exec <pod_name> cat /var/log/<path_to_log>

H A B

2023-07-10T10:29:38+0000 INFO --- logging initialized ---

2023-07-10T10:29:38+0000 DDEBUG timer: config: 13 ms

2023-07-10T10:29:38+0000 DEBUG Loaded plugins: builddep, changelog, config-
manager, copr, debug, debuginfo-install, download, generate_completion_cache, groups-
manager, needs-restarting, playground, product-id, repoclosure, repodiff, repograph,
repomanage, reposync, subscription-manager, uploadprofile

2023-07-10T10:29:38+0000 INFO Updating Subscription Management repositories.
2023-07-10T10:29:38+0000 INFO Unable to read consumer identity
2023-07-10T10:29:38+0000 INFO Subscription Manager is operating in container mode.
2023-07-10T10:29:38+0000 INFO

c. FEDIVTF—AD varlog ILEEFN2O7 7 7AILBELVYTTF4LIMN)—%Y R
FRRLEFT,

I $ oc exec <pod_name> -c <container_name> Is /var/log
d HEDIVTF+—AHOD varllog ICEENBHFEOCOA T 7740V %E 0 T)—LET,

I $ oc exec <pod_name> -c <container_name> cat /var/log/<path_to_log>

6.3.4. 217D Pod ~DT7 U 2R

Pod ITY zILERLC D, R—FEZEICLEYRY NT—IT7 IR EBEB LT, ETH0D Pod 2 EFH
ICHEERT B2 ENTEET,

AR
e dedicated-admin O—J)LAFDODI—H—E LTI FTRI—ILTIVERATE S,
o APIH—EXNHEELTWS,
e OpenShift CLI (0c) 1’1 Y 2 h—ILI T W3,

FIR

L. 77E2RFBPodhEEFN2TOVCY MIYIYEZET, Thik ocrsh a7 KA -n
namespace + ¥ 3 V& ZIF ANLBWEHICHETT,

I $ oc project <namespace>
2. VE—F>¥ )% Pod TEEIL FT,
I $ oc rsh <pod_name> ﬂ

Pod ICEE DOV T+ —h'H %HE. oc rsh i -c <container_names H3IEE I T WA
WRRYBRANDAVTF—ICT 74 MREINET,

3. Pod AOFENDIAVTF—TUE—PM L ZREILET,
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I $ oc rsh -c <container_name> pod/<pod_name>
4. Pod DR— hADR— bmEtEy Y a VEFRLET,
I $ oc port-forward <pod_name> <host_port>:<pod_port> ﬂ

Q R—N&gEtEyoavaxyyEILT2ICE CtlkCE AN LE T,

6.3.5.r00t 7V ERATHDT /Ny & Pod DILE

BEDH 2 Pod DT TAA XY NEIETTAA XAV MREICEDWT, root 7V ERATTF Ny &
Pod ##TEXFd, BE. Pod 1—H— (T root LA DIERTEITLFTH., BBEEREET D7=0HIC
—BEH7 root EFRE CPod D RS TNV a—F 4 VA EFTT B EIFBICIIBET,

AR
e dedicated-admin O— /LA F D1 —H—E LTI SRY—IITIVEATE S,
o APIU—ERDHEEEL TW 5,
e OpenShift CLI (0c) B’ Y 2 h—ILI T W3,

FIE

L 704 AV MIEDWT, root 77 ERATTF /Ny J Pod 8L F T,
a. 7OV hNOTFTOM AV NEERBLET,

I $ oc get deployment -n <project_name>
b. 7704 XY MIEDWT, root ¥R TT /Ny ¥ Pod ##2EIL £7,
I $ oc debug deployment/my-deployment --as-root -n <project_name>

2. TTOAXA Y MNBEICEDWVT, root 7PV EATT /NNy ¥ Pod #i2EL X,
a. 7OV MDTIOSMA Y MERERERISLET,

I $ oc get deploymentconfigs -n <project_name>
b. 7704 XY MREICEDWT, root R TT /Ny ¥ Pod Z2EIL £,
I $ oc debug deploymentconfig/my-deployment-configuration --as-root -n <project_name>

R

A5 0T714 TRV EERTTERDYIC, - <commands> % FiiRD oc debug 1
TV RIZEML, 78y T Pod ITE~ZDIAYY RERTTZIENTEET,

63.6.Pod BLVIVFF—~AD/DLDT 7 A DIE—
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Pod IC/ D67 74 AOE—LT, REZFEEZTAMNLEY, BHBERENELLZYTEET,

AR
e dedicated-admin O— /LA FD1—H—E LTI SRY—IITIVEATE S,
o APIU—ERDHEEEL TW 5,

e OpenShift CLI (oc) B Y &2 h—ILI N T W3,

£ ]
. 7274 %PodiCaE—LZET,

I $ oc cp <local_path> <pod_name>:/<path> -c <container_name> ﬂ

Q CATIIVHEEINTVWAWES., Pod DEFMOIVFF—MBIRINET,

2. Poddo 7740 2EE—LET,
I $ oc cp <pod_name>:/<path> -c <container_name> <local_path> ﬂ

Q CATIVHEEINTVWAWES., Pod DEFMOIVFF—MBIRINET,

¢ =)
occp WH#EET B ICIE, tar XA F U =AYV T F—RNTHAATRETHIUVEN
HYET,

6.4 ANL—CDOBEDONZ TN a—FTa VY

6.4.1. EHENYETIT > — DR
J=ROBFHETICISy Y aFzlE vy MUV T B &, EY H TSN ReadWriteOnce (RWO)
R)a—LD/ =KL T7UIov bIN, ZOREHDO/ —RKRTRTYa1—IbE N3 Pod THEAH
BEICR B ZENFRINET,

2L, BENRELL/ —RREEIYHETONER) 2 —LEZT YYDV NTERVWED, FiflR/— K
KXYV RN BIEEFTEIEA,

BHEVETOIS—DREINIT,

H A B

Unable to attach or mount volumes: unmounted volumes=[sso-mysql-pvol], unattached volumes=
[sso-mysql-pvol default-token-x4rzc]: timed out waiting for the condition
Multi-Attach error for volume "pvc-8837384d-69d7-40b2-b2e6-5df86943eef9" Volume is already used
by pod(s) sso-mysql-1-ns6b4

FIR

BHEYVETCORMELZBRT ZICE, LTFOVYai—YarvonwdynrzEALET,
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o RWXARYa1—AL%ZFERHALT, #8FYLETEZEWICLET,

BEAEDRARNL—UY ) 12— 3 YT, ReadWriteMany (RWX) R Y 12— A% HA L T,
BHEYVETIS—%2HSIENTEET,

RWORY 1 —ADMEARKICEENRELL/ — NZEETEH. HRLET,

VMware vSphere 72 &M RWX #H7R— f LIRWA KL =Y DIBE., RWO R 2 —Lh Kby
IERAINBZRENHY £, 2L, RWORY 2 —LIFEHD/ —RIIXIV hTEEE
AIO

BHAVETOIZ— Ay E—IDRWORY 2 —LEHIIRTINDFEICE, vy by

DVERIFIVTvalle/— KT Pod Z@HIRIICHIFR L. BIBUKGERY 2 —LDEIY HTH
BREDEERT—/O—RTOT—YBELEERLET,

I $ oc delete pod <old_pod> --force=true --grace-period=0

ZDARVKNE, vy MO VFERIEITvalle/—RTELELERY) 2—L% 6 9
ICHIBRL 9

65 E=4 ) v EAEDHEBEDAE

OpenShift Dedicated ICl&, A7 75y M7+ —AAVKR—R Y NOERERHET 2. FaikE. Fal
AVRARN=ILHThh, BREHFINDIERIAY v INEFNTWET, OpenShift Dedicated 4 T
X, V529 —BBRERIABETI—Y—EHEAVIINDE=S )V TEENCTEZIENTER

ER

HMBOXA RN I ZLFATERWNEE®. Prometheus %< DF 1 R VMEIEAHEEL TWSIEES. U
TOFIEEERITTEET,

651 1—HY—FEHXFOTOVII MA NI IANFERATELAWERDOHREE

ServiceMonitor ) V —R & FRT2 &, 1 —H—EHEAVI I N TH—ERICL > TRABEIN DS X
N ZDERAEEHBITEF T, ServiceMonitor )V — XA EF L TWBIBET. X MY TR UI
IR BA MY IADBPRRIINBEWVIGEEIF. COFIETHAINZ ATy TEETLET,

AR

FIR

40

dedicated-admin O—J/LZRFDODA—HF—E LTI S RI—ICT IV ERATE S,
OpenShift CLI (o¢) B4 Y 2 h—ILI N T W3,
A—HY—EHFEDT7—IVO0—RODE=S IV TZBHMIL, RELTWS,
user-workload-monitoring-config ConfigMap # 7> = 7 N &2 {Ef L TW %,

ServiceMonitor ') ¥V — X & {Ep L TW 3,

H—EX$ LU ServiceMonitor ') V —REXE T, Wnd 2T RILVO—H %2R LET,

a. Y—ERILERBINLINIVERELET, UTOHFITIE, ns1 7OV I D
prometheus-example-app F —EX%Z /T —L X7,

I $ oc -n ns1 get service prometheus-example-app -0 yaml



H A B

labels:
app: prometheus-example-app

b. ServiceMonitor !) ¥V — X% E D matchLabels E&H'. ERIDFIEDSNILOHEHTE—H
TEHIEEHALET, RDOFITIE. ns1 7OY ¥ kD prometheus-example-monitor
H—EXRE=ZH4—%VT)—LZET,

I $ oc -n ns1 get servicemonitor prometheus-example-monitor -o yaml

H A B

apiVersion: vi
kind: ServiceMonitor
metadata:
name: prometheus-example-monitor
namespace: nsi
spec:
endpoints:
- interval: 30s
port: web
scheme: http
selector:
matchLabels:
app: prometheus-example-app

pa 3

7OV NORTIEREZF OEFEEE LT, Y—EXB LY
ServiceMonitor )V — XA SRV AHESRTEE T,

2. openshift-user-workload-monitoring 7’0 = % kM Prometheus Operator DO 7 %#R&E L
9,

a. openshift-user-workload-monitoring 7O Y hD Pod ) A KRR LZF T,

I $ oc -n openshift-user-workload-monitoring get pods

Al
NAME READY STATUS RESTARTS AGE
prometheus-operator-776fcbbd56-2nbfm 2/2  Running 0 132m
prometheus-user-workload-0 5/5 Running 1 132m
prometheus-user-workload-1 5/5 Running 1 132m
thanos-ruler-user-workload-0 3/3 Running 0 132m
thanos-ruler-user-workload-1 3/3 Running 0 132m

b. prometheus-operator Pod @ prometheus-operator 1> 57+ —HM507%ZBELET,
LUFDHITIE, Pod I prometheus-operator-776fcbbd56-2nbfm (C7:Y 9,

$ oc -n openshift-user-workload-monitoring logs prometheus-operator-776fcbbd56-
2nbfm -c prometheus-operator

41



OpenShift Dedicated 4 H7/K— b

Y—EXEZS—ICHEBENH2HBE. OTICIRUTOLIBRIS—DNEENDARMENH
L) i’a—o

level=warn ts=2020-08-10T11:48:20.906739623Z caller=operator.go:1829
component=prometheusoperator msg="skipping servicemonitor" error="it accesses file
system via bearer token file which Prometheus specification prohibits"
servicemonitor=eagle/eagle namespace=openshift-user-workload-monitoring
prometheus=user-workload

3. OpenShift Dedicated Web O > —JL Ul M Metrics targets *—Y T IV KR4V bD 4 —
Yy MRT—9RA%HAELEXT,

a. OpenShift Dedicated Web O~ Y —)LiZA Y4 ~ L. Administrator /X\—XR9 754 T T
Observe - Targets ICBEIL £ T,

b. JARTARNYIZADTY RIRA Y MAIEL, Status T THY—45 v NDRAT—4H A =R
L/i-a—o

c. Status * Down ®FE. TV RRAVMNDURLAEYZ ) v I TBE, TDOXN)IRY—
7w M@ Target Details R—Y CTHMBERERZ2 I &N TEET,

4. openshift-user-workload-monitoring 7’0 = ¥ b T Prometheus Operator D7 /3y 7L X
roo¥XrJeESE LET,

a. openshift-user-workload-monitoring 7’0 = ¥ b T user-workload-monitoring-config
ConfigMap +# 7>z ¥V b AREL T,

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

b. prometheusOperator @ logLevel: debug %* data/config.yaml [Z:EfIIL. OJ L N)L%
debug ICEREL 7,

apiVersion: vi
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

prometheusOperator:
logLevel: debug

#...

c. TEAFERATLL-DICT7MAILERELET,

pa 3

openshift-user-workload-monitoring 7”0 = ¥ k ® prometheus-
operator (. OV LRI OEFRFICHBNICHEHL .

d. debug O %7 L X)L A openshift-user-workload-monitoring 7’0 = & b @ prometheus-
operator 7 704 XV MIEAINTWR Z 2R LE T,
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$ oc -n openshift-user-workload-monitoring get deploy prometheus-operator -o yaml |
grep "log-level"

H A B

I - --log-level=debug

debug L)L OF > JIZ& Y. Prometheus Operator IC& 2 TITHhN 2 TR TOFEUVH
LARTINET,

e. prometheus-operator Pod B*ETINhTWS I 2R LF T,

I $ oc -n openshift-user-workload-monitoring get pods

pa 3]
258 X N7\ Prometheus Operator @ loglevel B4 configmap IC&E N3

%&. prometheus-operator Pod W IEE ICHEEH I NAVWAREMELNH Y £
ER

f. 7/\vy 07 %R L. Prometheus Operator ' ServiceMonitor ') V — 2 Z{#FEHA L TW3
NEINEHRLET, O/ TCHOEETZ2IS—DEELAERALET,
BEfE
o 1—H—TFFEDTI—/IO—RKREZHYVITHRETY TOER

o H—ERXREZH—F7IEPod E=Z4—DEMAEICET 25FMIE. T—EZXDE=Z4—FHED
BE ZSRBLTLEIY,

o XKYIREY—47y MIET2FMBHROME 2S5RL TLLEI W,

6.5.2. Prometheus " AXED T 1 R VB A EE L TWAIEHDEE

REEIE. F—EEORTOEXTA NV ZDOBEHAEERT BIZOICTNIVEERTEET, EFAT
XLEREMDOHZF—EEDORTOEIT, BHICODWTHATI2TRMOHZEOBICHHLET,
BN EFIRDEEFOBMIX. XM Y RINTWAWEBMERIENET, 72& 2L, customer_id Bt
&, FERATIEZENERICHDD, NM Y REINTLWRVWEHICRY XY,

YL TONBIF—EEDORTICIITART, —EOBRIAHY ETT, SNILICZHDNA Y RINT
WRWMEAFERT S E, ERINZERIOEAIERERMNICEBMNT 2, HY £, Ihik
Prometheus M/X 7 # =T VY RICKET ZAEEMEIHY. ZLL DT 1 RAVBEEEZEET 2AEENH Y
i’a—o
Prometheus "% < DT 1 AV &HEET 256, UTOFERAFEHETEEY,
o YDINIDRELZDERINT—FEFERLTWBHEEL < %1% I1CIE Prometheus HTTP
APl %A L CHRNT—IR—RX (TSDB)DRAT—Y RAEHBE LFTT, INEERTTBIC
&, VSR —BEEBEERNIVETT,
o INEXNZ NEY Y TIINOHEHR LT,
o I—H—TFHRAN)JRIEYYTOLHNEZNS VY RINTULWLRWLWEEORAERSTZET. £
BINZ—EORRIOBEZRS LET,
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pa

FERATRMMEDFIRI N Y MINA Y FEIN2BUZERAT &, ATER
F—CEDRTDEAELEDEAREY 7.

o I-—¥-ERIOVIH METIETELY Y TAROBCHBEBERLET. Jhicid 7
525 —EREDHERNBETT,

Gl s
e dedicated-admin O— /LA FD1—H—E LTI SRY—IITIVEATE S,

e OpenShift CLI (oc) 4 Y &2 h—ILI N T W3,

1. Administrator /X\— X~ % 5 4 7T, Observe = Metrics ICEL X7,

2. Expression 7 1 —JL KiZ, Prometheus Query Language (PromQL)7 T —% AAL XY, X
DT —FlE. T4 RVBEHDOEEEDEMIC OB BARMEDOHE2EHN—T 1T 4 X
MYV ZREHBNT BDICHKIBET,

o RDIUVIT)—AEFTTBE. RV LA TH Y TINOEIPREZWN Va2 10@BEETCEX
-a_o

topk(10, max by(namespace, job) (topk by(namespace, job) (1,
scrape_samples_post_metric_relabeling)))

¢ ROV TV —%ETIdE, BEIRKBICELESORRIT—FZFERLELYaTZ10
BEFELT. BRINODFv¥—VZERICHEETEET,

I topk(10, sum by(namespace, job) (sum_over_time(scrape_series_added[1h])))

3DRBELYVYEY VY TIVDRI LA TEDZWA RNV RICEY B TEOENISRILT, EIEY Y
THONTULWARVWEDDHERRL T,
o AXMYHZAPA—Y—EFZROTOT Y MIBEETBZIFEE. 7—70—RICEYHTEHH
AN DADF—EEORTEERBLET, ThoDSA T —& 7Y s—2 3
YV LARIVT Prometheus 7 A4 7V b4 75 ) —%FRALTEEINZET, INILTS
BINZNA Y RINRTWAVWBEOHOEIREZHITLET,

o X MY ZAHAT OpenShift Dedicated 7O ¥ MIEE L TW3IFHIK Red Hat
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I $ HOST=$(oc -n openshift-monitoring get route prometheus-k8s -ojsonpath={.spec.host})
b. DAYV RZXRITL T~ -7 v Z2HELET,

I $ TOKEN=$(oc whoami -t)
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I $ curl -H "Authorization: Bearer $TOKEN" -k "https://$HOST/api/v1/status/tsdb"

H A B

"status": "success","data":{"headStats":{"numSeries":507473,
"numLabelPairs":19832,"chunkCount":946298,"minTime":1712253600010,
"maxTime":1712257935346},"seriesCountByMetricName":
[{"name":"etcd_request_duration_seconds_bucket","value":51840},
{"name":"apiserver_request_sli_duration_seconds_bucket","value":47718},
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Resources:
ConfigMap:
- namespace: openshift-config
name: rosa-brand-logo
- namespace: openshift-console
name: custom-logo
- namespace: openshift-deployment-validation-operator
name: deployment-validation-operator-config
- namespace: openshift-file-integrity
name: fr-aide-conf
- namespace: openshift-managed-upgrade-operator
name: managed-upgrade-operator-config
- namespace: openshift-monitoring
name: cluster-monitoring-config
- namespace: openshift-monitoring
name: managed-namespaces
- namespace: openshift-monitoring
name: ocp-namespaces
- namespace: openshift-monitoring
name: osd-rebalance-infra-nodes
- namespace: openshift-monitoring
name: sre-dns-latency-exporter-code
- namespace: openshift-monitoring
name: sre-dns-latency-exporter-trusted-ca-bundle
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter-code
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter-trusted-ca-bundle
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols-code
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols-trusted-ca-bundle
- namespace: openshift-security
name: osd-audit-policy
- namespace: openshift-validation-webhook
name: webhook-cert
- namespace: openshift
name: motd
Endpoints:
- namespace: openshift-deployment-validation-operator
name: deployment-validation-operator-metrics
- namespace: openshift-monitoring
name: sre-dns-latency-exporter
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols
- namespace: openshift-scanning
name: loggerservice
- namespace: openshift-security
name: audit-exporter
- namespace: openshift-validation-webhook
name: validation-webhook
Namespace:
- name: dedicated-admin
- name: openshift-addon-operator
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- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:

openshift-aqua
openshift-aws-vpce-operator
openshift-backplane
openshift-backplane-cee
openshift-backplane-csa
openshift-backplane-cse
openshift-backplane-csm
openshift-backplane-managed-scripts
openshift-backplane-mobb
openshift-backplane-srep
openshift-backplane-tam
openshift-cloud-ingress-operator
openshift-codeready-workspaces
openshift-compliance
openshift-compliance-monkey
openshift-container-security
openshift-custom-domains-operator
openshift-customer-monitoring
openshift-deployment-validation-operator
openshift-managed-node-metadata-operator
openshift-file-integrity
openshift-logging
openshift-managed-upgrade-operator
openshift-must-gather-operator
openshift-observability-operator
openshift-ocm-agent-operator
openshift-operators-redhat
openshift-osd-metrics
openshift-rbac-permissions
openshift-route-monitor-operator
openshift-scanning
openshift-security
openshift-splunk-forwarder-operator
openshift-sre-pruning
openshift-strimzi

openshift-suricata
openshift-validation-webhook
openshift-velero
openshift-monitoring

openshift

openshift-cluster-version

keycloak

goalert

configure-goalert-operator

ReplicationController:
- namespace: openshift-monitoring

name:

sre-ebs-iops-reporter-1

- namespace: openshift-monitoring

name:

Secret:

sre-stuck-ebs-vols-1

- namespace: openshift-authentication

name:

v4-0-config-user-idp-0-file-data

- namespace: openshift-authentication

name:

v4-0-config-user-template-error

- namespace: openshift-authentication

name:

v4-0-config-user-template-login



- namespace: openshift-authentication
name: v4-0-config-user-template-provider-selection
- namespace: openshift-config
name: htpasswd-secret
- namespace: openshift-config
name: osd-oauth-templates-errors
- namespace: openshift-config
name: osd-oauth-templates-login
- namespace: openshift-config
name: osd-oauth-templates-providers
- namespace: openshift-config
name: rosa-oauth-templates-errors
- namespace: openshift-config
name: rosa-oauth-templates-login
- namespace: openshift-config
name: rosa-oauth-templates-providers
- namespace: openshift-config
name: support
- namespace: openshift-config
name: tony-devlab-primary-cert-bundle-secret
- namespace: openshift-ingress
name: tony-devlab-primary-cert-bundle-secret
- namespace: openshift-kube-apiserver
name: user-serving-cert-000
- namespace: openshift-kube-apiserver
name: user-serving-cert-001
- namespace: openshift-monitoring
name: dms-secret
- namespace: openshift-monitoring
name: observatorium-credentials
- namespace: openshift-monitoring
name: pd-secret
- namespace: openshift-scanning
name: clam-secrets
- namespace: openshift-scanning
name: logger-secrets
- namespace: openshift-security
name: splunk-auth
ServiceAccount:
- namespace: openshift-backplane-managed-scripts
name: osd-backplane
- namespace: openshift-backplane-srep
name: 6804d07fb268b8285b023bcf65392f0e
- namespace: openshift-backplane-srep
name: osd-delete-ownerrefs-serviceaccounts
- namespace: openshift-backplane
name: osd-delete-backplane-serviceaccounts
- namespace: openshift-cloud-ingress-operator
name: cloud-ingress-operator
- namespace: openshift-custom-domains-operator
name: custom-domains-operator
- namespace: openshift-managed-upgrade-operator
name: managed-upgrade-operator
- namespace: openshift-machine-api
name: osd-disable-cpms
- namespace: openshift-marketplace
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name: osd-patch-subscription-source

- namespace: openshift-monitoring
name: configure-alertmanager-operator

- namespace: openshift-monitoring
name: osd-cluster-ready

- namespace: openshift-monitoring
name: osd-rebalance-infra-nodes

- namespace: openshift-monitoring
name: sre-dns-latency-exporter

- namespace: openshift-monitoring

name: sre-ebs-iops-reporter
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols
- namespace: openshift-network-diagnostics
name: sre-pod-network-connectivity-check-pruner
- namespace: openshift-ocm-agent-operator
name: ocm-agent-operator
- namespace: openshift-rbac-permissions
name: rbac-permissions-operator
- namespace: openshift-splunk-forwarder-operator
name: splunk-forwarder-operator
- namespace: openshift-sre-pruning
name: bz1980755
- namespace: openshift-scanning
name: logger-sa
- namespace: openshift-scanning
name: scanner-sa
- namespace: openshift-sre-pruning
name: sre-pruner-sa
- namespace: openshift-suricata
name: ids-test
- namespace: openshift-suricata
name: suricata-sa
- namespace: openshift-validation-webhook
name: validation-webhook
- namespace: openshift-velero
name: managed-velero-operator
- namespace: openshift-velero
name: velero
- namespace: openshift-backplane-srep
name: UNIQUE_BACKPLANE_SERVICEACCOUNT_ID
Service:
- namespace: openshift-deployment-validation-operator
name: deployment-validation-operator-metrics
- namespace: openshift-monitoring
name: sre-dns-latency-exporter
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols
- namespace: openshift-scanning
name: loggerservice
- namespace: openshift-security
name: audit-exporter
- namespace: openshift-validation-webhook
name: validation-webhook
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AddonOperator:
- name: addon-operator
ValidatingWebhookConfiguration:
- name: sre-hiveownership-validation
- name: sre-namespace-validation
- name: sre-pod-validation
- name: sre-prometheusrule-validation
- name: sre-regular-user-validation
- name: sre-scc-validation
- name: sre-techpreviewnoupgrade-validation
DaemonSet:
- namespace: openshift-monitoring
name: sre-dns-latency-exporter
- namespace: openshift-scanning
name: logger
- namespace: openshift-scanning
name: scanner
- namespace: openshift-security
name: audit-exporter
- namespace: openshift-suricata
name: suricata
- namespace: openshift-validation-webhook
name: validation-webhook
DeploymentConfig:
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols
ClusterRoleBinding:
- name: aqua-scanner-binding
- name: backplane-cluster-admin
- name: backplane-impersonate-cluster-admin
- name: bz1980755
- name: configure-alertmanager-operator-prom
- name: dedicated-admins-cluster
- name: dedicated-admins-registry-cas-cluster
- name: logger-clusterrolebinding
- name: openshift-backplane-managed-scripts-reader
- name: osd-cluster-admin
- name: osd-cluster-ready
- name: osd-delete-backplane-script-resources
- name: osd-delete-ownerrefs-serviceaccounts
- name: osd-patch-subscription-source
- name: osd-rebalance-infra-nodes
- name: pcap-dedicated-admins
- name: splunk-forwarder-operator
- name: splunk-forwarder-operator-clusterrolebinding
- name: sre-pod-network-connectivity-check-pruner
- name: sre-pruner-buildsdeploys-pruning
- name: velero
- name: webhook-validation
ClusterRole:
- name: backplane-cee-readers-cluster
- name: backplane-impersonate-cluster-admin
- name: backplane-readers-cluster
- name: backplane-srep-admins-cluster
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- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:

backplane-srep-admins-project

bz1980755
dedicated-admins-aggregate-cluster
dedicated-admins-aggregate-project
dedicated-admins-cluster
dedicated-admins-manage-operators
dedicated-admins-project
dedicated-admins-registry-cas-cluster
dedicated-readers

image-scanner

logger-clusterrole
openshift-backplane-managed-scripts-reader
openshift-splunk-forwarder-operator
osd-cluster-ready
osd-custom-domains-dedicated-admin-cluster
osd-delete-backplane-script-resources
osd-delete-backplane-serviceaccounts
osd-delete-ownerrefs-serviceaccounts
osd-get-namespace
osd-netnamespaces-dedicated-admin-cluster
osd-patch-subscription-source
osd-readers-aggregate
osd-rebalance-infra-nodes
osd-rebalance-infra-nodes-openshift-pod-rebalance
pcap-dedicated-admins
splunk-forwarder-operator
sre-allow-read-machine-info
sre-pruner-buildsdeploys-cr
webhook-validation-cr

RoleBinding:
- namespace: kube-system

name:

cloud-ingress-operator-cluster-config-v1-reader

- namespace: kube-system

name:

managed-velero-operator-cluster-config-v1i-reader

- namespace: openshift-aqua

name:

dedicated-admins-openshift-aqua

- namespace: openshift-backplane-managed-scripts

name:

backplane-cee-mustgather

- namespace: openshift-backplane-managed-scripts

name:

backplane-srep-mustgather

- namespace: openshift-backplane-managed-scripts

name:

osd-delete-backplane-script-resources

- namespace: openshift-cloud-ingress-operator

name:

osd-rebalance-infra-nodes-openshift-pod-rebalance

- namespace: openshift-codeready-workspaces

name:

dedicated-admins-openshift-codeready-workspaces

- namespace: openshift-config

name:

dedicated-admins-project-request

- namespace: openshift-config

name:

dedicated-admins-registry-cas-project

- namespace: openshift-config

name:

muo-pullsecret-reader

- namespace: openshift-config

name:

oao-openshiftconfig-reader

- namespace: openshift-config

name:

osd-cluster-ready



- namespace: openshift-custom-domains-operator
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-customer-monitoring
name: dedicated-admins-openshift-customer-monitoring
- namespace: openshift-customer-monitoring
name: prometheus-k8s-openshift-customer-monitoring
- namespace: openshift-dns
name: dedicated-admins-openshift-dns
- namespace: openshift-dns
name: osd-rebalance-infra-nodes-openshift-dns
- namespace: openshift-image-registry
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-ingress-operator
name: cloud-ingress-operator
- namespace: openshift-ingress
name: cloud-ingress-operator
- namespace: openshift-kube-apiserver
name: cloud-ingress-operator
- namespace: openshift-machine-api
name: cloud-ingress-operator
- namespace: openshift-logging
name: admin-dedicated-admins
- namespace: openshift-logging
name: admin-system:serviceaccounts:dedicated-admin
- namespace: openshift-logging
name: openshift-logging-dedicated-admins
- namespace: openshift-logging
name: openshift-logging:serviceaccounts:dedicated-admin
- namespace: openshift-machine-api
name: osd-cluster-ready
- namespace: openshift-machine-api
name: sre-ebs-iops-reporter-read-machine-info
- namespace: openshift-machine-api
name: sre-stuck-ebs-vols-read-machine-info
- namespace: openshift-managed-node-metadata-operator
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-machine-api
name: osd-disable-cpms
- namespace: openshift-marketplace
name: dedicated-admins-openshift-marketplace
- namespace: openshift-monitoring
name: backplane-cee
- namespace: openshift-monitoring
name: muo-monitoring-reader
- namespace: openshift-monitoring
name: oao-monitoring-manager
- namespace: openshift-monitoring
name: osd-cluster-ready
- namespace: openshift-monitoring
name: osd-rebalance-infra-nodes-openshift-monitoring
- namespace: openshift-monitoring
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-monitoring
name: sre-dns-latency-exporter
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter
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- namespace: openshift-monitoring
name: sre-stuck-ebs-vols
- namespace: openshift-must-gather-operator
name: backplane-cee-mustgather
- namespace: openshift-must-gather-operator
name: backplane-srep-mustgather
- namespace: openshift-must-gather-operator
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-network-diagnostics

name: sre-pod-network-connectivity-check-pruner
- namespace: openshift-network-operator

name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-ocm-agent-operator

name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-operators-redhat

name: admin-dedicated-admins
- namespace: openshift-operators-redhat

name: admin-system:serviceaccounts:dedicated-admin
- namespace: openshift-operators-redhat

name: openshift-operators-redhat-dedicated-admins
- namespace: openshift-operators-redhat

name: openshift-operators-redhat:serviceaccounts:dedicated-admin
- namespace: openshift-operators

name: dedicated-admins-openshift-operators
- namespace: openshift-osd-metrics

name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-osd-metrics

name: prometheus-k8s
- namespace: openshift-rbac-permissions

name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-rbac-permissions

name: prometheus-k8s
- namespace: openshift-route-monitor-operator

name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-scanning

name: scanner-rolebinding
- namespace: openshift-security

name: osd-rebalance-infra-nodes-openshift-security
- namespace: openshift-security

name: prometheus-k8s
- namespace: openshift-splunk-forwarder-operator

name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-strimzi

name: dedicated-admins-openshift-strimzi
- namespace: openshift-suricata

name: suricata-rolebinding
- namespace: openshift-user-workload-monitoring

name: dedicated-admins-uwm-config-create
- namespace: openshift-user-workload-monitoring

name: dedicated-admins-uwm-config-edit
- namespace: openshift-user-workload-monitoring

name: dedicated-admins-uwm-managed-am-secret
- namespace: openshift-user-workload-monitoring

name: osd-rebalance-infra-nodes-openshift-user-workload-monitoring
- namespace: openshift-velero

name: osd-rebalance-infra-nodes-openshift-pod-rebalance
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- namespace: openshift-velero
name: prometheus-k8s
Role:
- namespace: kube-system
name: cluster-config-v1i-reader
- namespace: kube-system
name: cluster-config-v1-reader-cio
- namespace: openshift-aqua
name: dedicated-admins-openshift-aqua
- namespace: openshift-backplane-managed-scripts
name: backplane-cee-pcap-collector
- namespace: openshift-backplane-managed-scripts
name: backplane-srep-pcap-collector
- namespace: openshift-backplane-managed-scripts
name: osd-delete-backplane-script-resources
- namespace: openshift-codeready-workspaces
name: dedicated-admins-openshift-codeready-workspaces
- namespace: openshift-config
name: dedicated-admins-project-request
- namespace: openshift-config
name: dedicated-admins-registry-cas-project
- namespace: openshift-config
name: muo-pullsecret-reader
- namespace: openshift-config
name: oao-openshiftconfig-reader
- namespace: openshift-config
name: osd-cluster-ready
- namespace: openshift-customer-monitoring
name: dedicated-admins-openshift-customer-monitoring
- namespace: openshift-customer-monitoring
name: prometheus-k8s-openshift-customer-monitoring
- namespace: openshift-dns
name: dedicated-admins-openshift-dns
- namespace: openshift-dns
name: osd-rebalance-infra-nodes-openshift-dns
- namespace: openshift-ingress-operator
name: cloud-ingress-operator
- namespace: openshift-ingress
name: cloud-ingress-operator
- namespace: openshift-kube-apiserver
name: cloud-ingress-operator
- namespace: openshift-machine-api
name: cloud-ingress-operator
- namespace: openshift-logging
name: dedicated-admins-openshift-logging
- namespace: openshift-machine-api
name: osd-cluster-ready
- namespace: openshift-machine-api
name: osd-disable-cpms
- namespace: openshift-marketplace
name: dedicated-admins-openshift-marketplace
- namespace: openshift-monitoring
name: backplane-cee
- namespace: openshift-monitoring
name: muo-monitoring-reader
- namespace: openshift-monitoring
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name: oao-monitoring-manager
- namespace: openshift-monitoring
name: osd-cluster-ready
- namespace: openshift-monitoring
name: osd-rebalance-infra-nodes-openshift-monitoring
- namespace: openshift-must-gather-operator
name: backplane-cee-mustgather
- namespace: openshift-must-gather-operator
name: backplane-srep-mustgather

- namespace: openshift-network-diagnostics
name: sre-pod-network-connectivity-check-pruner
- namespace: openshift-operators
name: dedicated-admins-openshift-operators
- namespace: openshift-osd-metrics
name: prometheus-k8s
- namespace: openshift-rbac-permissions
name: prometheus-k8s
- namespace: openshift-scanning
name: scanner-role
- namespace: openshift-security
name: osd-rebalance-infra-nodes-openshift-security
- namespace: openshift-security
name: prometheus-k8s
- namespace: openshift-strimzi
name: dedicated-admins-openshift-strimzi
- namespace: openshift-suricata
name: suricata-role
- namespace: openshift-user-workload-monitoring
name: dedicated-admins-user-workload-monitoring-create-cm
- namespace: openshift-user-workload-monitoring
name: dedicated-admins-user-workload-monitoring-manage-am-secret
- namespace: openshift-user-workload-monitoring
name: osd-rebalance-infra-nodes-openshift-user-workload-monitoring
- namespace: openshift-velero
name: prometheus-k8s
Crondob:
- namespace: openshift-backplane-managed-scripts
name: osd-delete-backplane-script-resources
- namespace: openshift-backplane-srep
name: osd-delete-ownerrefs-serviceaccounts
- namespace: openshift-backplane
name: osd-delete-backplane-serviceaccounts
- namespace: openshift-machine-api
name: osd-disable-cpms
- namespace: openshift-marketplace
name: osd-patch-subscription-source
- namespace: openshift-monitoring
name: osd-rebalance-infra-nodes
- namespace: openshift-network-diagnostics
name: sre-pod-network-connectivity-check-pruner
- namespace: openshift-sre-pruning
name: builds-pruner
- namespace: openshift-sre-pruning
name: bz1980755
- namespace: openshift-sre-pruning
name: deployments-pruner
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- namespace: openshift-suricata
name: ids-tester
Job:
- namespace: openshift-monitoring
name: osd-cluster-ready
CredentialsRequest:
- namespace: openshift-cloud-ingress-operator
name: cloud-ingress-operator-credentials-aws
- namespace: openshift-cloud-ingress-operator
name: cloud-ingress-operator-credentials-gcp
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter-aws-credentials
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols-aws-credentials
- namespace: openshift-velero
name: managed-velero-operator-iam-credentials-aws
- namespace: openshift-velero
name: managed-velero-operator-iam-credentials-gcp
APIScheme:
- namespace: openshift-cloud-ingress-operator
name: rh-api
PublishingStrategy:
- namespace: openshift-cloud-ingress-operator
name: publishingstrategy
ScanSettingBinding:
- namespace: openshift-compliance
name: fedramp-high-ocp
- namespace: openshift-compliance
name: fedramp-high-rhcos
ScanSetting:
- namespace: openshift-compliance
name: osd
TailoredProfile:
- namespace: openshift-compliance
name: rhcos4-high-rosa
OAuth:
- name: cluster
EndpointSlice:
- namespace: openshift-deployment-validation-operator
name: deployment-validation-operator-metrics-rhtwg
- namespace: openshift-monitoring
name: sre-dns-latency-exporter-4cw9r
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter-6tx5g
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols-gmdhs
- namespace: openshift-scanning
name: loggerservice-zprbq
- namespace: openshift-security
name: audit-exporter-ngfdk
- namespace: openshift-validation-webhook
name: validation-webhook-97b8t
Filelntegrity:
- namespace: openshift-file-integrity
name: osd-fileintegrity
MachineHealthCheck:
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- namespace: openshift-machine-api

name: srep-infra-healthcheck
- namespace: openshift-machine-api

name: srep-metal-worker-healthcheck
- namespace: openshift-machine-api

name: srep-worker-healthcheck
MachineSet:
- namespace: openshift-machine-api

name: sbasabat-mc-ghgkn-infra-us-east-1a
- namespace: openshift-machine-api

name: sbasabat-mc-ghgkn-worker-us-east-1a

ContainerRuntimeConfig:

- name: custom-crio

KubeletConfig:

- name: custom-kubelet

MachineConfig:

- name: 00-master-chrony

- name: 00-worker-chrony

SubjectPermission:

- namespace: openshift-rbac-permissions
name: backplane-cee

- namespace: openshift-rbac-permissions
name: backplane-csa

- namespace: openshift-rbac-permissions
name: backplane-cse

- namespace: openshift-rbac-permissions
name: backplane-csm

- namespace: openshift-rbac-permissions
name: backplane-mobb

- namespace: openshift-rbac-permissions
name: backplane-srep

- namespace: openshift-rbac-permissions
name: backplane-tam

- namespace: openshift-rbac-permissions
name: dedicated-admin-serviceaccounts

- namespace: openshift-rbac-permissions
name: dedicated-admin-serviceaccounts-core-ns

- namespace: openshift-rbac-permissions
name: dedicated-admins

- namespace: openshift-rbac-permissions
name: dedicated-admins-alert-routing-edit

- namespace: openshift-rbac-permissions
name: dedicated-admins-core-ns

- namespace: openshift-rbac-permissions
name: dedicated-admins-customer-monitoring

- namespace: openshift-rbac-permissions
name: osd-delete-backplane-serviceaccounts

Velerolnstall:

- namespace: openshift-velero
name: cluster

PrometheusRule:

- namespace: openshift-monitoring
name: rhmi-sre-cluster-admins

- namespace: openshift-monitoring
name: rhoam-sre-cluster-admins

- namespace: openshift-monitoring
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name: sre-alertmanager-silences-active
- namespace: openshift-monitoring
name: sre-alerts-stuck-builds
- namespace: openshift-monitoring
name: sre-alerts-stuck-volumes
- namespace: openshift-monitoring
name: sre-cloud-ingress-operator-offline-alerts
- namespace: openshift-monitoring
name: sre-avo-pendingacceptance
- namespace: openshift-monitoring
name: sre-configure-alertmanager-operator-offline-alerts
- namespace: openshift-monitoring
name: sre-control-plane-resizing-alerts
- namespace: openshift-monitoring
name: sre-dns-alerts
- namespace: openshift-monitoring
name: sre-ebs-iops-burstbalance
- namespace: openshift-monitoring
name: sre-elasticsearch-jobs
- namespace: openshift-monitoring
name: sre-elasticsearch-managed-notification-alerts
- namespace: openshift-monitoring
name: sre-excessive-memory
- namespace: openshift-monitoring
name: sre-fr-alerts-low-disk-space
- namespace: openshift-monitoring
name: sre-haproxy-reload-fail
- namespace: openshift-monitoring
name: sre-internal-slo-recording-rules
- namespace: openshift-monitoring
name: sre-kubequotaexceeded
- namespace: openshift-monitoring
name: sre-leader-election-master-status-alerts
- namespace: openshift-monitoring
name: sre-managed-kube-apiserver-missing-on-node
- namespace: openshift-monitoring
name: sre-managed-kube-controller-manager-missing-on-node
- namespace: openshift-monitoring
name: sre-managed-kube-scheduler-missing-on-node
- namespace: openshift-monitoring
name: sre-managed-node-metadata-operator-alerts
- namespace: openshift-monitoring
name: sre-managed-notification-alerts
- namespace: openshift-monitoring
name: sre-managed-upgrade-operator-alerts
- namespace: openshift-monitoring
name: sre-managed-velero-operator-alerts
- namespace: openshift-monitoring
name: sre-node-unschedulable
- namespace: openshift-monitoring
name: sre-oauth-server
- namespace: openshift-monitoring
name: sre-pending-csr-alert
- namespace: openshift-monitoring
name: sre-proxy-managed-notification-alerts
- namespace: openshift-monitoring
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name: sre-pruning
- namespace: openshift-monitoring
name: sre-pv
- namespace: openshift-monitoring
name: sre-router-health
- namespace: openshift-monitoring
name: sre-runaway-sdn-preventing-container-creation
- namespace: openshift-monitoring
name: sre-slo-recording-rules
- namespace: openshift-monitoring
name: sre-telemeter-client
- namespace: openshift-monitoring
name: sre-telemetry-managed-labels-recording-rules
- namespace: openshift-monitoring
name: sre-upgrade-send-managed-notification-alerts
- namespace: openshift-monitoring
name: sre-uptime-sla
ServiceMonitor:
- namespace: openshift-monitoring
name: sre-dns-latency-exporter
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols
ClusterUrlMonitor:
- namespace: openshift-route-monitor-operator
name: api
RouteMonitor:
- namespace: openshift-route-monitor-operator
name: console
NetworkPolicy:
- namespace: openshift-deployment-validation-operator
name: allow-from-openshift-insights
- namespace: openshift-deployment-validation-operator
name: allow-from-openshift-olm
ManagedNotification:
- namespace: openshift-ocm-agent-operator
name: sre-elasticsearch-managed-notifications
- namespace: openshift-ocm-agent-operator
name: sre-managed-notifications
- namespace: openshift-ocm-agent-operator
name: sre-proxy-managed-notifications
- namespace: openshift-ocm-agent-operator
name: sre-upgrade-managed-notifications
OcmAgent:
- namespace: openshift-ocm-agent-operator
name: ocmagent
- namespace: openshift-security
name: audit-exporter
Console:
- name: cluster
CatalogSource:
- namespace: openshift-addon-operator
name: addon-operator-catalog
- namespace: openshift-cloud-ingress-operator
name: cloud-ingress-operator-registry



- namespace: openshift-compliance
name: compliance-operator-registry

- namespace: openshift-container-security
name: container-security-operator-registry

- namespace: openshift-custom-domains-operator
name: custom-domains-operator-registry

- namespace: openshift-deployment-validation-operator
name: deployment-validation-operator-catalog

- namespace: openshift-managed-node-metadata-operator
name: managed-node-metadata-operator-registry

- namespace: openshift-file-integrity
name: file-integrity-operator-registry

- namespace: openshift-managed-upgrade-operator
name: managed-upgrade-operator-catalog

- namespace: openshift-monitoring
name: configure-alertmanager-operator-registry

- namespace: openshift-must-gather-operator
name: must-gather-operator-registry

- namespace: openshift-observability-operator
name: observability-operator-catalog

- namespace: openshift-ocm-agent-operator
name: ocm-agent-operator-registry

- namespace: openshift-osd-metrics
name: osd-metrics-exporter-registry

- namespace: openshift-rbac-permissions
name: rbac-permissions-operator-registry

- namespace: openshift-route-monitor-operator
name: route-monitor-operator-registry

- namespace: openshift-splunk-forwarder-operator
name: splunk-forwarder-operator-catalog

- namespace: openshift-velero
name: managed-velero-operator-registry

OperatorGroup:

- namespace: openshift-addon-operator
name: addon-operator-og

- namespace: openshift-aqua
name: openshift-aqua

- namespace: openshift-cloud-ingress-operator
name: cloud-ingress-operator

- namespace: openshift-codeready-workspaces
name: openshift-codeready-workspaces

- namespace: openshift-compliance
name: compliance-operator

- namespace: openshift-container-security
name: container-security-operator

- namespace: openshift-custom-domains-operator
name: custom-domains-operator

- namespace: openshift-customer-monitoring
name: openshift-customer-monitoring

- namespace: openshift-deployment-validation-operator
name: deployment-validation-operator-og

- namespace: openshift-managed-node-metadata-operator
name: managed-node-metadata-operator

- namespace: openshift-file-integrity
name: file-integrity-operator

- namespace: openshift-logging
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name: openshift-logging

- namespace: openshift-managed-upgrade-operator
name: managed-upgrade-operator-og

- namespace: openshift-must-gather-operator
name: must-gather-operator

- namespace: openshift-observability-operator
name: observability-operator-og

- namespace: openshift-ocm-agent-operator
name: ocm-agent-operator-og

- namespace: openshift-osd-metrics
name: osd-metrics-exporter

- namespace: openshift-rbac-permissions
name: rbac-permissions-operator

- namespace: openshift-route-monitor-operator
name: route-monitor-operator

- namespace: openshift-splunk-forwarder-operator
name: splunk-forwarder-operator-og

- namespace: openshift-strimzi
name: openshift-strimzi

- namespace: openshift-velero
name: managed-velero-operator

Subscription:

- namespace: openshift-addon-operator
name: addon-operator

- namespace: openshift-cloud-ingress-operator
name: cloud-ingress-operator

- namespace: openshift-compliance
name: compliance-operator-sub

- namespace: openshift-container-security
name: container-security-operator-sub

- namespace: openshift-custom-domains-operator
name: custom-domains-operator

- namespace: openshift-deployment-validation-operator
name: deployment-validation-operator

- namespace: openshift-managed-node-metadata-operator
name: managed-node-metadata-operator

- namespace: openshift-file-integrity
name: file-integrity-operator-sub

- namespace: openshift-managed-upgrade-operator
name: managed-upgrade-operator

- namespace: openshift-monitoring
name: configure-alertmanager-operator

- namespace: openshift-must-gather-operator
name: must-gather-operator

- namespace: openshift-observability-operator
name: observability-operator

- namespace: openshift-ocm-agent-operator
name: ocm-agent-operator

- namespace: openshift-osd-metrics
name: osd-metrics-exporter

- namespace: openshift-rbac-permissions
name: rbac-permissions-operator

- namespace: openshift-route-monitor-operator
name: route-monitor-operator

- namespace: openshift-splunk-forwarder-operator
name: openshift-splunk-forwarder-operator
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- namespace: openshift-velero
name: managed-velero-operator

PackageManifest:

- namespace: openshift-splunk-forwarder-operator
name: splunk-forwarder-operator

- namespace: openshift-addon-operator
name: addon-operator

- namespace: openshift-rbac-permissions
name: rbac-permissions-operator

- namespace: openshift-cloud-ingress-operator
name: cloud-ingress-operator

- namespace: openshift-managed-node-metadata-operator
name: managed-node-metadata-operator

- namespace: openshift-velero
name: managed-velero-operator

- namespace: openshift-deployment-validation-operator
name: managed-upgrade-operator

- namespace: openshift-managed-upgrade-operator
name: managed-upgrade-operator

- namespace: openshift-container-security
name: container-security-operator

- namespace: openshift-route-monitor-operator
name: route-monitor-operator

- namespace: openshift-file-integrity
name: file-integrity-operator

- namespace: openshift-custom-domains-operator
name: managed-node-metadata-operator

- namespace: openshift-route-monitor-operator
name: custom-domains-operator

- namespace: openshift-managed-upgrade-operator
name: managed-upgrade-operator

- namespace: openshift-ocm-agent-operator
name: ocm-agent-operator

- namespace: openshift-observability-operator
name: observability-operator

- namespace: openshift-monitoring
name: configure-alertmanager-operator

- namespace: openshift-must-gather-operator
name: deployment-validation-operator

- namespace: openshift-osd-metrics
name: osd-metrics-exporter

- namespace: openshift-compliance
name: compliance-operator

- namespace: openshift-rbac-permissions
name: rbac-permissions-operator

Status:

- {}

Project:

- name: dedicated-admin

- name: openshift-addon-operator

- name: openshift-aqua

- name: openshift-backplane

- name: openshift-backplane-cee

- name: openshift-backplane-csa

- name: openshift-backplane-cse

- name: openshift-backplane-csm
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- name: openshift-backplane-managed-scripts
- name: openshift-backplane-mobb
- name: openshift-backplane-srep
- name: openshift-backplane-tam
- name: openshift-cloud-ingress-operator
- name: openshift-codeready-workspaces
- name: openshift-compliance
- name: openshift-container-security
- name: openshift-custom-domains-operator
- name: openshift-customer-monitoring
- name: openshift-deployment-validation-operator
- name: openshift-managed-node-metadata-operator
- name: openshift-file-integrity
- name: openshift-logging
- name: openshift-managed-upgrade-operator
- name: openshift-must-gather-operator
- name: openshift-observability-operator
- name: openshift-ocm-agent-operator
- name: openshift-operators-redhat
- name: openshift-osd-metrics
- name: openshift-rbac-permissions
- name: openshift-route-monitor-operator
- name: openshift-scanning
- name: openshift-security
- name: openshift-splunk-forwarder-operator
- name: openshift-sre-pruning
- name: openshift-strimzi
- name: openshift-suricata
- name: openshift-validation-webhook
- name: openshift-velero
ClusterResourceQuota:
- name: loadbalancer-quota
- name: persistent-volume-quota
SecurityContextConstraints:
- name: osd-scanning-scc
- name: osd-suricata-scc
- name: pcap-dedicated-admins
- name: splunkforwarder
SplunkForwarder:
- namespace: openshift-security
name: splunkforwarder
Group:
- name: cluster-admins
- name: dedicated-admins
User:
- name: backplane-cluster-admin
Backup:
- namespace: openshift-velero
name: daily-full-backup-20221123112305
- namespace: openshift-velero
name: daily-full-backup-20221125042537
- namespace: openshift-velero
name: daily-full-backup-20221126010038
- namespace: openshift-velero
name: daily-full-backup-20221127010039
- namespace: openshift-velero



- namespace: openshift-velero

name: hourly-object-backup-20221128061740
- namespace: openshift-velero

name: hourly-object-backup-20221128071740
- namespace: openshift-velero

name: hourly-object-backup-20221128081740
- namespace: openshift-velero

name: hourly-object-backup-20221128091740
- namespace: openshift-velero

name: hourly-object-backup-20221129050852
- namespace: openshift-velero

name: hourly-object-backup-20221129051747
- namespace: openshift-velero

name: weekly-full-backup-20221116184315
- namespace: openshift-velero

name: weekly-full-backup-20221121033854
- namespace: openshift-velero

name: weekly-full-backup-20221128020040
Schedule:
- namespace: openshift-velero

name: daily-full-backup
- namespace: openshift-velero

name: hourly-object-backup
- namespace: openshift-velero

name: daily-full-backup-20221128010040

- namespace: openshift-velero

name: daily-full-backup-20221129050847

- namespace: openshift-velero

name: hourly-object-backup-20221128051740
name: weekly-full-backup

6.7.3. OpenShift Dedicated 77 K 4 > namespace

OpenShift Dedicated 7 KA V&, 75 R9—DA VA M=V EILA VA N—ILTEZET, ThHDEB
MY —EXICIE. Red Hat OpenShift Dev Spaces. Red Hat OpenShift APl Management, & &£ U
Cluster Logging Operator &N F 9., LLTFD namespace AD Y Y —A~NDERIZ, v TIL—
NEFICT RAVICE > TH—N=F A4 REINBZHREMEIHYET, ThiZLY, 7 NF UHETHYR—

FENTUWAWKRENEL BTN HY X7,

managed-api-service-internal: redhat-rhoami-operator

codeready-workspaces-operator: codeready-workspaces-operator

managed-odh: redhat-ods-operator

codeready-workspaces-operator-ge: codeready-workspaces-operator-qe

integreatly-operator: redhat-rhmi-operator
nvidia-gpu-addon: redhat-nvidia-gpu-addon
integreatly-operator-internal: redhat-rhmi-operator
rhosak-qge: redhat-managed-kafka-operator-qe
rhoams: redhat-rhoam-operator

ocs-converged: openshift-storage
addon-operator: redhat-addon-operator

| 6.2 7 KA > < Xx— KM namespace ') X

addon-namespaces:
ocs-converged-dev: openshift-storage
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rhosak: redhat-managed-kafka-operator

kas-fleetshard-operator-qe: redhat-kas-fleetshard-operator-qe

prow-operator: prow

cluster-logging-operator: openshift-logging

advanced-cluster-management: redhat-open-cluster-management

cert-manager-operator: redhat-cert-manager-operator

dba-operator: addon-dba-operator

reference-addon: redhat-reference-addon
ocm-addon-test-operator: redhat-ocm-addon-test-operator
kas-fleetshard-operator: redhat-kas-fleetshard-operator
connectors-operator: redhat-openshift-connectors

6.7.4. OpenShift Dedicated #R5EF Webhook

OpenShift Dedicated #REE Webhook (£, OpenShift SRE F—AIC & - THEFF I 1 2 B2 (I HIEI D
Yy RTT, TNHDHTTP I—JL/Xv ¥ (Webhook & EMEIEN D) I&, IFXFHRY A TOEXRICH
LTHUHEINh, 75R9—DREHZERLIT, UTOV R MME, ERINLBEES LI TCHIEIIN
)Y —2ZNEFEFNZIL—ILDEEN D ETE Webhook ICDWTEHEAL TWE Y, I S5DIREERA
Webhook ZE# L &S & T2 &, VIRY—DREMS LY R— MEICEEN N HZITREELIHY X
"logging.openshift.io”

]1

]1

"resources": [
"scope": "Namespaced"

ER
"apiVersions": |
"clusterloggings"

$16.3 #FLA Webhook DY X k
[
{
"webhookName": "clusterlogging-validation”,
"rules": [
{
"operations": [
"CREATE",
"UPDATE"
1,
"apiGroups": [
"V1 "
1,

}
]

"documentString": "Managed OpenShift Customers may set log retention outside the allowed
range of 0-7 days"

b

{

"webhookName": "clusterrolebindings-validation"”,
"rules": [

{
"operations": [
"DELETE"

1,
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"apiGroups": [
"rbac.authorization.k8s.io"
1,
"apiVersions": |
"
1,
"resources": [
"clusterrolebindings"
1,
"scope": "Cluster"
}
1,

"documentString": "Managed OpenShift Customers may not delete the cluster role bindings

under the managed namespaces: (“openshift-.*|kube-system)"
b
{
"webhookName": "customresourcedefinitions-validation",
"rules": [
{
"operations": [
"CREATE",
"UPDATE",
"DELETE"
1,
"apiGroups": [
"apiextensions.k8s.io"
1,

"apiVersions": |

nxn

1,

"resources": [
"customresourcedefinitions"
1,
"scope": "Cluster"
}
1,

"documentString": "Managed OpenShift Customers may not change

CustomResourceDefinitions managed by Red Hat."
2
{

"webhookName": "hiveownership-validation”,
"rules": [
{
"operations": [
"UPDATE",
"DELETE"
1,
"apiGroups": [
"quota.openshift.io"
1,

"apiVersions": |

win

1,

"resources": [
"clusterresourcequotas”

1,
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"scope": "Cluster"
}
1,
"webhookObjectSelector": {
"matchLabels": {
"hive.openshift.io/managed": "true"
}
b
"documentString": "Managed OpenShift customers may not edit certain managed resources. A

managed resource has a \"hive.openshift.io/managed\": \"true\" label."

b
{

"webhookName": "imagecontentpolicies-validation"”,
"rules": [
{
"operations": [
"CREATE",
"UPDATE"
1,
"apiGroups": [
"config.openshift.io"
1,

"apiVersions": |

"win

1,

"resources": [
"imagedigestmirrorsets”,
"imagetagmirrorsets”

1,

"scope": "Cluster"

b
{

"operations": [
"CREATE",
"UPDATE"

1,

"apiGroups": [
"operator.openshift.io"

1,

"apiVersions": |

"xn

1,
"resources": [
"imagecontentsourcepolicies"
1,
"scope": "Cluster"
}
1,

"documentString": "Managed OpenShift customers may not create ImageContentSourcePolicy,
ImageDigestMirrorSet, or ImageTagMirrorSet resources that configure mirrors that would conflict
with system registries (e.g. quay.io, registry.redhat.io, registry.access.redhat.com, etc). For more
details, see https://docs.openshift.com/"

b
{

"webhookName": "ingress-config-validation”,
"rules": [
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{

"operations": [
"CREATE",
"UPDATE",
"DELETE"

1,

"apiGroups": [
"config.openshift.io"

1,

"apiVersions": |

"xn

],

"resources": [
"ingresses"
1,
"scope": "Cluster"
}
1,
"documentString": "Managed OpenShift customers may not modify ingress config resources
because it can can degrade cluster operators and can interfere with OpenShift SRE monitoring."
b
{
"webhookName": "ingresscontroller-validation”,
"rules": [
{
"operations": [
"CREATE",
"UPDATE"
1,
"apiGroups": [
"operator.openshift.io"
1,

"apiVersions": |

nxn

1,
"resources": [
"ingresscontroller",
"ingresscontrollers”
1,
"scope": "Namespaced"
}
1,
"documentString": "Managed OpenShift Customer may create IngressControllers without
necessary taints. This can cause those workloads to be provisioned on infra or master nodes."
b
{
"webhookName": "namespace-validation",
"rules": [
{
"operations": [
"CREATE",
"UPDATE",
"DELETE"
1,
"apiGroups": [



"rules": [
{
"operations": [
"CREATE",

OpenShift Dedicated 4 4/ R— k
"UPDATE",
"DELETE"

1,

"apiVersions": |

1,

"resources": [
"namespaces”

1,

"scope": "Cluster"

}

1,

"documentString": "Managed OpenShift Customers may not modify namespaces specified in
the [openshift-monitoring/managed-namespaces openshift-monitoring/ocp-namespaces]
ConfigMaps because customer workloads should be placed in customer-created namespaces.
Customers may not create namespaces identified by this regular expression (*com$|*io$|"in$)
because it could interfere with critical DNS resolution. Additionally, customers may not set or

1,

change the values of these Namespace labels [managed.openshift.io/storage-pv-quota-exempt
managed.openshift.io/service-Ib-quota-exempt]."
2
"apiGroups": [
"networking.k8s.io"
1,

{
"webhookName": "networkpolicies-validation",
"apiVersions": |

1,
"resources": [
"networkpolicies"
1,
"scope": "Namespaced"
}
1,
"documentString": "Managed OpenShift Customers may not create NetworkPolicies in
namespaces managed by Red Hat."
b
{
"webhookName": "node-validation-osd",
"rules": [
{
"operations": [
"CREATE",
"UPDATE",
"DELETE"
1,
"apiGroups": [

1,
"apiVersions": |

wxn
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1,

"resources": [
"nodes",
"nodes/*"
1,
"scope": "*"
}
1,
"documentString": "Managed OpenShift customers may not alter Node objects."
b
{

"webhookName": "pod-validation”,
"rules": [
{

"operations": [

"xn

1,

"apiGroups": [
IIV1 "

1,

"apiVersions": [

"xn

1,

"resources": [
"pods"
1,
"scope": "Namespaced"
}
1,
"documentString": "Managed OpenShift Customers may use tolerations on Pods that could
cause those Pods to be scheduled on infra or master nodes."
b
{
"webhookName": "prometheusrule-validation",
"rules": [
{
"operations": [
"CREATE",
"UPDATE",
"DELETE"
1,
"apiGroups": [
"monitoring.coreos.com”
1,

"apiVersions": |

win

1,

"resources": [
"prometheusrules”
1,
"scope": "Namespaced"
}
1,
"documentString": "Managed OpenShift Customers may not create PrometheusRule in
namespaces managed by Red Hat."

b
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{
"webhookName": "regular-user-validation",
"rules": [
{

"operations": [

1,

"apiGroups": [
"cloudcredential.openshift.io”,
"machine.openshift.io”,
"admissionregistration.k8s.io",
"addons.managed.openshift.io”,
"cloudingress.managed.openshift.io",
"managed.openshift.io”,
"ocmagent.managed.openshift.io”,

}
{
}
{

1,
"apiVersions": |

nxn

1,

"resources": [

ll*/*"

1,

"SCOpe": "xn

"splunkforwarder.managed.openshift.io”,
"upgrade.managed.openshift.io”
"operations": [

1,

"apiGroups": [
"autoscaling.openshift.io"

1,

"apiVersions": |

nxn

1,

"resources": [
"clusterautoscalers",
"machineautoscalers”

],

"SCOpe": "xn

"operations": [

nxn

1,
"apiGroups": [

"config.openshift.io"
1,

"apiVersions":

nxn

1,

"resources": [
"clusterversions”,
"clusterversions/status”,
"schedulers”,
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"apiservers",
"proxies”
1,
"scope": "*"
b
{

"operations": [
"CREATE",
"UPDATE",
"DELETE"

1,

"apiGroups": [

1,
"apiVersions": |

"xn

],

"resources": [
"configmaps"
1,
IISCOpe": wkn
b
{

"operations": [

"xn

1,
"apiGroups": [

"machineconfiguration.openshift.io”

1,
"apiVersions": |

wxn

1,

"resources": [
"machineconfigs",
"machineconfigpools”

1,

"scope": "*"

b
{

"operations": [

"xn

],

"apiGroups": [
"operator.openshift.io"

1,

"apiVersions": |

"xn

1,

"resources": [
"kubeapiservers",
"openshiftapiservers"

1,

"scope": "*"

b
{

"operations": [
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1,

"apiGroups": [
"managed.openshift.io”

1,

"apiVersions": |

1,

"resources": [
"subjectpermissions”,
"subjectpermissions/*"

1,

llscopell: wkn

b
{

"operations": [

1,

"apiGroups": [
"network.openshift.io"

I,

"apiVersions": |

1,

"resources": [
"netnamespaces”,
"netnamespaces/*"

],

IISCOpell: wxn

}
1,
"documentString": "Managed OpenShift customers may not manage any objects in the

following APIGroups [autoscaling.openshift.io network.openshift.io machine.openshift.io
admissionregistration.k8s.io addons.managed.openshift.io cloudingress.managed.openshift.io
splunkforwarder.managed.openshift.io upgrade.managed.openshift.io managed.openshift.io
ocmagent.managed.openshift.io config.openshift.io machineconfiguration.openshift.io
operator.openshift.io cloudcredential.openshift.io], nor may Managed OpenShift customers alter
the APIServer, KubeAPIServer, OpenShiftAPIServer, ClusterVersion, Proxy or SubjectPermission
objects."

b

{

"webhookName": "scc-validation”,
"rules": [
{
"operations": [
"UPDATE",
"DELETE"
1,
"apiGroups": [
"security.openshift.io"
1,

"apiVersions": |

"xn

],

"resources": [
"securitycontextconstraints”
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I,
"scope": "Cluster"
}
]

"documentString": "Managed OpenShift Customers may not modify the following default SCCs:
[anyuid hostaccess hostmount-anyuid hostnetwork hostnetwork-v2 node-exporter nonroot
nonroot-v2 privileged restricted restricted-v2]"

b

{

"webhookName": "sdn-migration-validation",
"rules": [
{
"operations": [
"UPDATE"
1,
"apiGroups": [
"config.openshift.io"
1,

"apiVersions": |

wxn

1,
"resources": [
"networks"
1,
"scope": "Cluster"
}
1,

"documentString": "Managed OpenShift customers may not modify the network config type
because it can can degrade cluster operators and can interfere with OpenShift SRE monitoring."

}
{

"webhookName": "service-mutation”,
"rules": [
{
"operations": [
"CREATE",
"UPDATE"
1,
"apiGroups": [

1,
"apiVersions": [
"
1,
"resources": [
"services"
1,
"scope": "Namespaced"
}
1,

"documentString": "LoadBalancer-type services on Managed OpenShift clusters must contain
an additional annotation for managed policy compliance."
b
{

"webhookName": "serviceaccount-validation”,
"rules": [
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"operations“: [
"DELETE"
],
"apiGroups": [
P
"apiVersions": |
IV1 "
P
"resources": [
"serviceaccounts"
1,
"scope": "Namespaced"
"documentStrmg" "Managed OpenShift Customers may not delete the service accounts under
the managed namespaces, "
"webhookName“ "techpreviewnoupgrade-validation”,
"rules" [
"operations“: [
"CREATE",

"UPDATE"
1,
"apiGroups": [
"config.openshift.io"
1,

"apiVersions": |

win

1,

"resources": [
"featuregates”

1,

"scope“: "Cluster"

"documentStrmg" "Managed OpenShift Customers may not use TechPreviewNoUpgrade
FeatureGate that could prevent any future ability to do a y-stream upgrade to their clusters."
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