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I $ oc get useroauthaccesstokens

H A B
NAME CLIENT NAME CREATED EXPIRES
REDIRECT URI SCOPES

<token1> openshift-challenging-client 2021-01-11T19:25:35Z 2021-01-12 19:25:35
+0000 UTC https://oauth-openshift.apps.example.com/oauth/token/implicit ~ user:full

<token2> openshift-browser-client 2021-01-11T19:27:06Z 2021-01-12 19:27:06 +0000

UTC https://oauth-openshift.apps.example.com/oauth/token/display user:full

<token3> console 2021-01-11T19:26:29Z 2021-01-12 19:26:29 +0000 UTC

https://console-openshift-console.apps.example.com/auth/callback user:full
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ER

I $ oc get useroauthaccesstokens --field-selector=clientName="console"

H A B
NAME CLIENT NAME CREATED EXPIRES
REDIRECT URI SCOPES
<token3> console 2021-01-11T19:26:29Z 2021-01-12 19:26:29 +0000 UTC

https://console-openshift-console.apps.example.com/auth/callback user:full

322.1—H—H2METZ0AUTH 7 VR N—2 2V DEMORT
A—H—DAFAETZ0AUth 7V EA N =0 VDFEMAERRTLE T,

FIR
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I $ oc describe useroauthaccesstokens <token_name>

H A B

I Name: <token_name> 0
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Namespace:

Labels: <none>

Annotations: <none>

API Version: oauth.openshift.io/v1

Authorize Token: sha256~Ksckkug-9Fg RWn_AUysPolg-_HgmFI9zUL_CgD8wr8
Client Name: openshift-browser-client

Expires In: 86400 €)

Inactivity Timeout Seconds: 317 ﬂ

Kind: UserOAuthAccessToken

Metadata:

Creation Timestamp: 2021-01-11T19:27:06Z
Managed Fields:
APl Version: oauth.openshift.io/v1

Fields Type:

fieldsV1:

FieldsV1

f:authorizeToken:
f:clientName:

f:expiresin:

f:redirectURI:

f:scopes:

f:userName:

f:userUID:
Manager:
Operation:
Time:

oauth-server
Update
2021-01-11T19:27:06Z

Resource Version: 30535

Self Link: /apis/oauth.openshift.io/v1/useroauthaccesstokens/<token_name>
UlID: f9d00b67-ab65-489b-8080-e427fal3c6181
Redirect URI: https://oauth-openshift.apps.example.com/oauth/token/display
Scopes:

user:full 6

User Name: <user_name> G
User UID: 82356ab0-95f9-4fb3-9bc0-10f1d6a6a345
Events: <none>

N—2>®Dsha256 /Ny 1THB b=V VHE, b—IVEBICEEBELNRL, ATV
IKIERTEEEA,

=0 VDRETDGBFAETZLRTEI714T7 > M,
ZDM=2 VHHARTINICAR D F TORE (FEAD,

OAUth F—N—IC =0 VDT VT4 THA LTI MDREINTWSIHFE, Ihid,
ERRNTZFENS D h—7 U MEAI N 122 T TORME (RWEA) ICARY XY,

D=2 vDROA—T,

D M= VICEAEMIT O —Y—F,

@@ o000 9

3.3.1—H%—2FET S O0AUTH 7 VR h—7 Y DYk

oclogout AY Y Rk, 79714 7Rty a>vDOAuth b=V DHEEMICLET., UTOFIE%
FALT. FEICR 22— —DEYT 2 OAuth b=V Y ZHIBRTE XY,

1
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FIR
o 1—Y—HFHETSO0AUth PR M=V VEHIKRLET,

I $ oc delete useroauthaccesstokens <token_name>

H A B

I useroauthaccesstoken.oauth.openshift.io "<token_name>" deleted

12



FABE TATVTAT14—7ONA YT —DERE
OpenShift Dedicated 7 5 289 —DERRRIC. FATY T4 T4 —7ONA Y —%FEL T, 1—H—
NIOSRI—ICT IV ERTDHAEZRETDLEIHY T,
TATYTAT4—7TAONAF—ITDVWT

OpenShift Dedicated IZl&. EJL h > OQAuth H—NN—DEFNIE T, ARES LUEEEIT OAuth

TOEAM—=0VERELT, APHICHLTEREELE Y, BEEIZ. V7R —D4 VR M—JLEIC,

QAUth 2T AT YT A T4 —TANA Y —%BETDLIIRETEEYT, 74TV T14T74—70ON
A —%EZBEIT DL, A—HF—FOJ71 VL, VSRI—IIT7IVEATEEY,

ALY R—NINBZTATYTA4T4—T0ONA 45—
UTOBEDTATYTFATA—TONA Y —5BETEET,

GitHub F 7% GitHub Z 7=1& GitHub Enterprise @ OAuth FREEH —/N—IIx LT, 2 —H—FK & /R
GitHub Enterprise J—RERIEETZELDICCGithub PA TV T4 T4 —7ANA Y —%BZELET,

GitLab GitLab.com 73 FDMD GitLtab 1 YV RAY VYR AT AT VT4 T4 —TONA 5 —
ELTERTBELIICGitLab PATYTA4T4—7TANA Y —%2BELET,

Google Google @ OpenlD Connect fi&#BE % HA L T Google 74 TV 7 14 T4 — 7 O/NA
H—mZELET,

LDAP B NA Y REREEAERA L T, LDAPVI H—N— (I L TCa—H—ZE/RXRT— K%
RIETDLIICLDAP PAT YT A T4 —TONA 5 —%5ZELZET,

OpenlD Connect Authorization Code Flow Zf# L T OpenID Connect AFVT4T74—70ONRA

H— BT 5 & DIT OpenlD Connect (OIDC) 74 TV F 4 T4 —7TANA 5 —%5%
ELXY,

htpasswd B—OHMNEBI—Y—RIChtpasswd PTA TV T4 T4 —7ANA Y —%ZELZE
T, BBONS TN a—T4 Y J7%TIICE 1a—HF—& LT3 R49—cOv4
VTEET,

BF

htpasswd ID 7ONA ¥ —F T a i, B—OHMWEEI—H—%F
BMTEBLIICTBLDEFICEETFNTWVWET, htpasswd I,
OpenShift Dedicated MR ID F7ANA ¥ —& L TEHR— M INT
WEHA, B—21—H—%2EET2FIRIE. htpasswd FPATYTA
TA—TORMT—DFRE 2SR L TLEX

412. AT VT ATA—TANA T —=INT A —4 —
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LUTRDIRSGA=H—E, IRTDTFATUVTATA—TANA T —ILHET B354 —4H—T7,

NSRA—4H—

name

B4

TONAF =ik, TANA F—D1—H—ZICHEERE LTHMS N, 7147V
FATA4—EBDIERINFET,

mappingMethod #7447V T7 4714 —hO7 A VEICI—Y—IITy TINDAEEERLET,

UTFoEOWIFNINZADLET,

claim

FIAINDETY, PATVT14T4—OHBI—H—LZ52EFE O>1—H—%7N0
EvazZviLExEd, 01— —&&5FE 21— DP9 TICRHDTA TV T4
T4 =Ty EYITINTWSIGEIEKREBLET,

lookup
BEDOT7ATVTA4T4—, A=Y —TATVT4 74— vEVY, L0021 —
Y—ERRLETH, 2 —F—FLET7ATVT1 T4 —DEEBSOEY 3=V Y
FITWEFA, ChIZEY, V75 R5—BEEITIFET, itti%‘tﬁo)?’Dt’Z’a&
FRALTTFAITYTAT4A—E1——42RETEZET, COFEEFEHET 55
&, 12— —A52FETIOEY a =V ITEIRERHY FT,

add

TFATVTAT14—DOWEI—HY—F5FO>1—HY—%2Ova =V LET,
BRI - 5FOIA—HY—DNITICEETZEE. 7TAT7VT1 71— dBE
DAI—HF—IIxvEVITIN, ZO1—HF—DBREOT7AT VT4 71— vEY
JICBIMINEY, chid,. BCLa—H—ty bEFBHNLTRALCI—F—HKIZTY
BV I3 74TYT4T4—TANA Y —PEHRBEEINTVWBHEAICNET

ER

pa 3

mappingMethod /X5 X —4% —% add ICERET D&, TATYTA T4 —7TONA 45—
DEMFLIFEBRHICHRIONA Y —DT7AT VT4 T4 —2BFFE1I—H—IlxvE
VJTEET,

42.GITHUB 74 TV T4 T4 —7ONA Y —DE&RE

GitHub 74 TV 7 14 714 —70O/NA ¥ —7%_ GitHub F 7 Z GitHub Enterprise ® OAuth FREEH —/\—
I L CaA—H—FENRT—RKERRIEL. OpenShift Dedicated 7 5 A9 —ILT7 VAT B LD ITE%
L 9., OAuth £ OpenShift Dedicated & GitHub 72 (E GitHub Enterprise M b — %2 > X#27
A—Zz8%ICLET,

Digk

==
[=]

GitHub FREE A& E T B 2 &ICL 2T, A —H—Id GitHub SREEEHRZFEA L T
OpenShift Dedicated ICA Y 4 Y TE X9, GitHub A—H—ID ZF DI RTD
31— — 7' OpenShift Dedicated ¥ 2 A4 —ICOJ 4 YV TCERWVWL D IZT BIHE.
T ERERED GitHub i Z 2 ldF —LDIA—H—ICHIRT Z2HELHY F
ERS



AR

e OAuth 7 7)o —av%, GitHub fABEEEICL o T GitHub #fiERE MICEREER L T
W3,

o GitHub A ZF7/ldF —L B GitHub 7H DU Y MIEREINTWS,

FIR

1. OpenShift Cluster Manager *5, Clusters R—JIIBEIL. 74TV T4 T4 —7ONNA
Y—%RETDUEDHZD IV ZRAY—%=ERLET,

2. Accesscontrol ¥ 7% 1) w7 LE T,

3. Addidentity provider 22 v 2 L9,

pa 3]
VTR —DIERRICKRTIINDES A v £—2 D Add Oauth configuration
VoY) I LT, FATYTATA—TONA YT —%{BESTDIEETE
i’a—o

4. ROy FH¥I U AZa2—hm5 GitHub 2 BIRL £ 7,

5. PATYTATA—7ANA T —D—BDERFEZANLEY, COZFRIETERETZI &N

TEFEtA.

e OAuthcallback URLHDEED 7 4« —)L RICHEIMICERINE T, ChEaFEALT
GitHub 7 ) r—> a3 v aZiE L9,

https://oauth-openshift.apps.<cluster_names>.
<cluster_domain>/oauth2callback/<idp_provider_name>

UTFICHZERLEYS,
I https://oauth-openshift.apps.openshift-cluster.example.com/oauth2callback/github

6. 7PTUTr— 3 V% GitHub ICESHFLF T,

7. OpenShift Dedicated ICRRY. ROV T I U AZa—HmEIvEVITHEEERLET, &
EAEDBEIE. Claim DFERIHREINFTT,

8. GitHub "5 R#Ht I 5 ClientID & & ' Clientsecret = A7AL 9,

9. hostname Z AJ1L 9., GitHub Enterprise D7/RRAT v R4 VY RY VR &FEHT 25EIE. K
ZANBEANTIRENHYET,

10. # 7> 3V 835E (CA) 7 71 VAR L T, 5RE I N7z GitHub Enterprise URL D —/X—
SIBAEAMIICTEZE Y, Browse 27 )Y I LT CATZ7Z7ANERDF, ThETATVT4
TA4—TONA F—ICEYHBTET,

11. Use organizations X7z (& Use teams Z:EIR L. 77 X ZRFED GitHub ## £ 7= 1F GitHub
F—LICHRLET,
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2. 7O A ZHRT 2EBEIEF—LDEFAZAALET, AddmoreZ2 ) v/ LT, 21—
F—D B CX2EHMOBBEIEF—LAEIBELZET,
13. Confim%=2 v o LZE9,

o REINLETATVYT 4T 14— 7FO/NA Y —71 Clusters R—I D Access control ¥ 7KK
ThaEHIChhYF L,
43.GITLAB7A TV T4 T4 —7ANA 5 —DERE

GitLab.com 7/ IEFDMD GitLab 1 Y RIY YV RAETFAT YT A T4 —TANAF—E LTHERAT DL
I GitLab PA TV T4 T4 —7AONA Y —%BELET,

Gl s
ccmmbw—ya/77oﬁano%ﬁﬁtét Ald. OAuth#id ZERALTERKLE I,

GitLab /X—< 3 ¥ N1 LIEDHE X, OAuth Tld7A < OpenlD Connect (OIDC) % L T#
wmLET,

FIR

1. OpenShift Cluster Manager *5, Clusters R—JIIBEIL. 74TV T4 T4 —7TONA
F—%BETDUEDHD VA —5BIRLET,

2. Accesscontrol ¥ 7% 1) w7 LF T,

3. Addidentity provider 22 v 2 L9,

R

V2R —DERRICKRTIN
Vo900 )v LT 74T
i’a—o

%HM

Z&E X v —2 D Add Oauth configuration
AT4—TANA T —%RETHIEELTE
4. ROy F7H¥ o AZa—Hn5 GitLab #RIRLE T,

5. PATYTATA—TANA I —D—BOERF AN LET., COZFRBERTEESTDI &N
TEFEtA.

e OAuthcallback URL D EED 7 4« —JL RICEEMICERMRINFE T, 2D URL % GitLab IZ
BELEY,

https://oauth-openshift.apps.<cluster_names>.
<cluster_domain>/oauth2callback/<idp_provider_name>

UFICHZERLEYS,
I https://oauth-openshift.apps.openshift-cluster.example.com/oauth2callback/gitlab

6. GitLab IR 7 TV r—2avzEBMLET,


https://gitlab.com/
http://doc.gitlab.com/ce/integration/oauth_provider.html
https://docs.gitlab.com/ce/integration/openid_connect_provider.html
https://console.redhat.com/openshift
https://docs.gitlab.com/ee/integration/oauth_provider.html

7. OpenShift Dedicated ICRY., RAY T4 I XA Za—Hm6RvEVITHEERRLEY, T
EAEDZEIL. Claim OFEAI’PHEINE T,

8. GitLab B 51X 5 ClientID & & U Clientsecret = AAAL 9,

9. GitLab 7ANA ¥ —DURLAEAHDLZFT,

10. #7> 3 V. BB (CA) 77 1A AFERL T, HBEINK GitLab URL DY —/N—SFRAEZE A 1R
EECEZEJ, Browse 227 Uy I LT CAZ7AINERDIF,. ThETFATVT4T4—70
NAFT—ICEYHTET,

1. Confiim =2 v LZEY,

i3
qEI-I'l

o BEINLETATYT 4T 4—70O/NA%5—1 Clusters R— D Access control ¥ 7 ICKRR
IhaLHiIchYFL

4.4 GOOGLE 714 T VT4 T4 —ONA Y —DKRE

'I:IIIII

2 —4—# Google BEEEHMTRITE 5 51X Google 74 FYF 1 71 —TANA ¥ —5RELE
ER

Digk

H
[=]

Google 5 7A TV T4 T74—7ONA Y —& LTHERT S I ET. Google 1—

H—lE Y —/N— I L CERAEINF T, hostedDomainZEBMAFERAL T, BE
DIRANRKAA VDA VIN—|IFREERET DI ENTIET,

FIR

1. OpenShift Cluster Manager *5, Clusters R—JIIBEIL. 74TV T4 T4 —7ONNA
F—%BETDUEDHD VA —5RIRLET,

2. Accesscontrol ¥ 7% 1) w7 LEF T,

3. Addidentity provider 22 v 2 L9,

™

pa )

V2R —DERRICKRTIN
V0% )v LT 74T
i_a_o

~|I lll@

Z&E X v t—2 D Add Oauth configuration
ATA—TANA T —%RETDHIEHTE

4, ROy FH I AZa—H5 Google Z#IRL £,

5. PATYTATA—TANA I —D—BOERF AN LET., CORZFRBETEESTDI &N
TEFEtA.
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e OAuth callback URL BMEED 7 1 —JL NICEHEIBICERINE T, D URL % Google
IEBELZXT,

https://oauth-openshift.apps.<cluster_names>.
<cluster_domain>/oauth2callback/<idp_provider_name>

UTFICHZERLEYS,
I https://oauth-openshift.apps.openshift-cluster.example.com/oauth2callback/google

6. Google @ OpenlD Connect fi&#EE #EA L T Google 74 TV T4 T4 —7ONA ¥ —%
BRELEFT,

7. OpenShift Dedicated ICRRY., ROV T IV AZa—HmEIvEVITHEEERLET, I
EAEDZEIL. Claim OFEAI’IHEINT T,

8. BEEXFHD Google AT =¥V KD ClientID &, Google %179 % Clientsecret # AL £
ER

9. RARMINLRAAVZAALT, 2—H—% Google Apps KX A VICHIFRL F£7,

10. Confim%=2 1wy o LZE9,

o REINLETATVT 4T 14— 7FO/NA Y —71 Clusters R—I D Access control ¥ 7KK
ThaEHIChhY F L,
45.LDAP 7A TV T4 T4 —70O/NA F—DRE
B NA YV REREEAFAL TLDAPVI H—N— I L TaA—H—ZENRRAT—RERIET B LD IC
LDAP 7A T VT4 T4—7TANA Y —%BRELET,
GRS Jia

o IDAP7ATUYTATA—TANA Y —%5BRETDHEIE. REFHDLDAPURLAEAAT S
WMENHYFET, FEINSURLIFZ. LDAPRAKNEFATIMEBENSA—Y—%IBET S
RFC 2255 URL T9 ., URL D#EXIILLTD L D ICHRY 3,

I Idap://host:port/basedn?attribute ?scope ?filter

URL OYKR—XF S

v bk

Idap BED LDAP OB AIE. XFFldap #EALEY, ¥ 2177 LDAP
(LDAPS) mig&1E. Kb Yl Idaps #EAL 7.

host:port LDAP #—/N—DHZFER— M TT, T 7 AL ME |dap DIBEIF
localhost:389. LDAPS D& 4 localhost:636 T9,
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URL O VR—%
vk

basedn TRTCOMRBHIEABINDETALIN)—DTSVFDODNTYE, Zhiddi
KEEHETFTALIMN)—=Y ) —DFEMICERITRIERY FHAD, TaL Y+
J)—DH TV —%BETEIEETEET,

attribute ﬁ%ﬁ%@%ﬁfioRmnﬁsm:yvzwuwﬁﬁwuxh%%ﬂbi?
. BEEENEFRBELTCERMOBEDOAHDNMERAINE YT, BEEZERE
Am% I, T7jwhfum#ﬁ%*ni¢°ﬁ%brw6#7vu—®¢
RTOIVIN)—BET—EBEOBMEZERT DI EAHELET,

scope MEDEETY, one £/zidsub DVWIFhHEIBETE T, SBHEEZEBEELR
WigEd. 774/ hOFEEE LTsub AMERINET,

filter B LDAP IR T 1 IVY—TY, BELRWEE., 774 ME
(objectClass=*) ¢9,

MBEOETIFICEBMY. 7149 —, EEELEI—HY—ENMHEHAEDINTUTOL D RikE
T4 —DMERINZE T,

I (&(<filter>)(<attribute>=<usernames))

BF

LDAP 714 L7 N —DBRFBICRIAISIVERIGEIF. TV M) —BRROETICHE
FAd % bindDN & bindPassword #f§E L ¥ 9,

FIR

1. OpenShift Cluster Manager *5. Clusters R—JIIBEIL. 74TV T4 T4 —7ONNA
Y—%RETIDNEDHZD IV FTRY—%=ERLET,

2. Accesscontrol ¥ 7% 1) w7 LF T,

3. Addidentity provider 22 v 2 L9,

p=
VSR —DIEHRZBICKRTIINSZEE X v 2—Y D Add Oauth configuration
V9% )Y I LT, PFATYTATA—TONA Y —6BRETZIEEHETE
i-a_c

4. ROy FH¥ O X =Za—hn5 LDAP #RIRLE T,

5. 7ATYTAT4—7ANA 5 —D—BDERIEANLET, CORZFIIETERET LI &N

TEFEtA.

6. RO TH I UAZa—HIEIYEVITHEERBIRLET, IFEAEDHZEIE. Claim OfEH
NHERINET,
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7. LDAPURLZAADL T, EHT 25 LDAPRBE/NSA—F—AIEELZET,
8. # 7~ 3 >:BindDN $ & U Bind password # AL £ 9,

O. LDAPEBMYAT7ATVTA4T14—IC~xyTI2BEEANDLET,

o [EA1—H—IDELTHERIZIDEMEAAALEY, Addmorex22 ) v o LT, EHOD
DEMEZ=EMLET,

o AT a3V RTRELDEE L THEHET S Preferred username BEA A DL FJ ., Add
more 27 ) v/ LT, BT 2EHOI—F—LEMEEZEMLET,

o AT a A=) RLADEE LTHEAT 2 Emaill BEE2AALE Y. Add more % ¥
Jw o LT, BHOX—ILEBMEAEBMLET,

10. & 72 3 ~:Show advanced Options =7 ) w ¥ L. 5B5E/® (CA) 7 71 L% LDAP 714 T
TATA—7TONA Y —ITEBIML., BREIN/ URL DY —/N—FIBAEAMRFEL £9., Browse
Z9YYILTCATFZPANERDIF. ThETATYTAT4—7TONRAT—ICEIYHETE
_a—o

N A7 a3y GERA7avT, LDAP 7ONA Y —% FEXaF ICTEHLHIRIRTEE
T, TDFA T avaERIRTZE, CA774IILIRERTEEHA,

B

JEt ¥ a1 774 LDAP it (Idap:// FolzAR— b~ 389) AERALTWSESIX. %
EJ 4P — KT Clnsecure 7 7> 3 VAR TIUNELN,HY T,

12. Confim =2 v LEY,

o BEINLETATVYT 4T 4—7F0O/NA4 45— Clusters R— I D Access control ¥ 7 ICKRR
INBEIIChYF L,

46.0PENID 74TV T4 T4 —70NA 5 —DEE

OpenlD 74 TV T 4 T4 —F0O/NA ¥ —%_ Authorization Code Flow % & L T OpenlD Connect 77
ATVTATA—TANRAM T —EHATELIICERELET,

B

OpenShift Dedicated MEREE Operator Tld, FREFHD OpenlD Connect 74 7TV T 4
7 14 — 7 0/34 =% OpenlD Connect D|scovery HHREEETILENDHY T,

EKIE. OpenD 7A TV T4 74 —7TONAF—H5iRI NS JWTid_token 1 SFHmAMS N, 1BE
INBHEIE Issuer URL ICL 2 TREIN S JSON I LEFEABSONE T,

1D2ULEDEREA—H—DTAT VT4 T4 —2FRATELDICKRESNZILENHY I,
e, EQBRZI—F-—ORBEI—H—F, RFEBLPA-LTRFLRELTHERYSZMNEET S

ZENTEFTY, BHOERDMEEINTWVWSRIGZEE., EPADNINTVWEIEADOERNMEAINE
¥, BEDOERIFILLTDRAY TY,
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Ex 5

preferred_username 1—H—D7OEYa=-VvIRKIBEINS 1 - —KTY,. janedoe
REDA—H—%ZRIZBICERTERFOZETY ., BFEIE.
A—F—BFBEA-NRED, FBHAVRATLOI—H—0OTA V&
felda—4—RILHIET 2ETT,

email X—=I)L7 KL R,

name KRB,

FHRIE, OpenlDclam D RFaxy h #BBLTLEIW,

AR

® OpenlD Connect Z5%E 9 % AiIIC. OpenShift Dedicated 7 5 X ¥ —T{EA Y % Red Hat & &
FEY—EZDA VR M—ILEIHRFEH ZHER L T EI L,

FIR

1. OpenShift Cluster Manager *5, Clusters R—JIIBEIL. 74TV T4 T4 —7ONNA
Y—%RETDVEDHZD YV ZTRY—%EERLET,

2. Accesscontrol ¥ 7% 1) w7 LE T,

3. Addidentity provider 22 ) v 2 L9,

pa )

V2R —DERRICKRTIN
Vo900 )v LT 74T
i-a_o

%HM

Z&E X v t—2 D Add Oauth configuration
AT4—TANA T —%RETSHIEETE
4. ROy FH¥ I XA =Za—hm5 OpenlD #:8RLE T,

5. PATYTATA—TANA I —D—BOEF AN LET., COZFRBETEESTD &N
TEFEtA.

e OAuth callback URLDEED 7 4 —JL RICEFMICER I N E T,

https://oauth-openshift.apps.<cluster_names>.
<cluster_domain>/oauth2callback/<idp_provider_name>

UFICHZERLET,

I https://oauth-openshift.apps.openshift-cluster.example.com/oauth2callback/openid

6. el ) VT A M%Z{ERT B FIRICHE> T, # L L OpenlD Connect 7 54 7> bk % OpenlID ID
TONAT—ICBHRLET,

7. OpenShift Dedicated ICRRY., ROV T4 IV AZa—HmEIvEVITHEEERLET, &
EAEDZEIL. Claim OFEAI’HEINT T,
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8. OpenID 51X 13 ClientID & U Clientsecret # AL £ 9,

9. IssuerURL Z#AHLZET, Zhid, OpenlD 7ONA F—DHFTEIDELTT7H—FrT 3
URLTY, URLVITYN —NSA—=F—FHLIEZTSITAY NDRW https AF—LZFERT 2
ENHYET,

10. X=)IL7RLADEE LTEARATZ EmailBEAZAADLET, Addmore %22 1) vV LT, #
BOX—IILEMEEZEBIMLET,

N BRT21——E2DEELTFERAT S NameBHEEZ AN LEFT, Addmore %242 1) w o L
T, BET2ERODI—H—ZAEBMLZET,

2. RREDIEE L THEET S Preferred username B4 AL FT, Addmorex ) w2 L
T, BHORTELE=EBMLET,

13. #+ 7> 3 ~:Show advanced Options %= 7 ') v o L, 585ER (CA) 7 7 4 JL% OpenlD 714 T
VTATA—TaONA T —ITEMLET,

4. A7 av.gERFToarvhs, BMORA—-—F 2E8MNMTEXEd, 74T
(&, OpenID OFHEEHNERKIN KT,

15. Confim%=2 v o LZE9,

o BEINLETFTATYT 4T 4—70O/NA4 45— Clusters R— I D Access control ¥ 7 ICKRR
INBEIIChRYF L,

4.7.HTPASSWD 714 TV T4 T4 —T0/NA1 5 —DERE

VSR —EBEERTE—DBHNLI——%2/EKT DL IC htpasswd 74 TV T 14 714 —7T0O/A
H—%RELET, BBOMN S TN a2a—FT1a Vv T%THICE, 2—H—& LTI RY—ICATA Y
TXXE9,

5

htpasswd ID 7ONA ¥ —F T a Vi, B—OBHMNERI—H—%/FKRTEDLIICT

BORIFICEEFNTWET, htpasswd &, OpenShift Dedicated @A ID 7'O/3A
F—& LTRYR—bPINhTWEHA,

FIR

1. OpenShift Cluster Manager A* %, Clusters R—JIIBEL, VTR —%ZFRLZFT,

2. Access control - Identity providers DJEIZER L £ 9,

3. Addidentity provider 22 ) v 2 L9,

4. Identity Provider KOy 4D > X Za—H5 HTPasswd Z:#IRL £,

5. 7ATYTAT4—70/14 45 —D Name 7 41 —JL RIC—BOERIZEBML T,

6. NI —Y—ICHEINZ IV —EBEIVCNRT—-RZERT 2D BBOI—F—-REL
UNRRAT—RZEFERLET,
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CDFIRTERZ LFREEERIE. UTOFIET Add Z:BIRLRICKRTINZK

tA, REBEREK BB, TATYTAT4—7TONM S —%BERL.
RILFREZBEEEI HSLE’HYIT,

7. Add %#3#8IR L T htpasswd 7A TV T4 T4 —7ANA Y —B L VE—OFHNI—H —%/ERK
L/i-a—o

8. VoA —%AEEBIIBHNI—HF—IINN—Iv> arvieaELET,
a. Access control —» Cluster Roles and Access T. Adduser #3Z&R L £7,
b. BIORT Y TTHER LB I——D UserIDEAHDLZT,

c. Adduser 2E IR L C. BEEERZI——ICHELZXT,

o REIMNT htpasswd 74 TV T 4T 14 —F0O/N4 ¥—I&. Access control - Identity
providers R—UILRIRINZE T,

pa )
PATYTAT4—7TANA T —DEREZIC, REIGES 2 2LURICET LE

¥, htpasswd 7A TV T4 T4 —7TONA F—DFIATEEICRD &, 1—H—
ELTYZRY—IcRdM4 v TEET,

o EIEIJ —1f—|(I, Access control = Cluster Roles and Access R— Y CHERTCXE ¢, 1—
HF—DBEBITIN—TAVN=2y TERTIINE T,

48. VS RY—=~DT I 1A

TATYTAT4—7FONAF—%ZKE LS, 1—H—IF Red Hat OpenShift Cluster Manager H 5
PZAI—ICT IV EATELT,

AR
® OpenShift Cluster Manager ICA Y4 >~ L TW3,
® OpenShift Dedicated 7 5 A4 —%&{ER L TW 3,
¢ VIRI—IITATVTATA—TANA T —%ZBREL TS,

e o=

BELETFATYTAT4—7AONA Y —IC2a—F—THho v hEBMLTWS,

Fa
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I $ oc describe clusterrole.rbac

H A B

Name: admin
Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true

PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

.packages.apps.redhat.com 1 [ [* create update
patch delete get list watch]

imagestreams 1] I [create delete
deletecollection get list patch update watch create get list watch]

imagestreams.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch create get list watch]

secrets 1 1 [create delete deletecollection

get list patch update watch get list watch create delete deletecollection patch update]
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buildconfigs/webhooks 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs 1] I [create delete
deletecollection get list patch update watch get list watch]

buildlogs [ 1 [create delete deletecollection
get list patch update watch get list watch]

deploymentconfigs/scale 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs i [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamimages 1 1 [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings 1 1] [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags [ [ [create delete
deletecollection get list patch update watch get list watch]

processedtemplates [ 1 [create delete
deletecollection get list patch update watch get list watch]

routes 1 [ [create delete deletecollection
get list patch update watch get list watch]

templateconfigs 1 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances 1 1 [create delete
deletecollection get list patch update watch get list watch]

templates 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io/scale [ i [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io/webhooks 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

buildlogs.build.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamimages.image.openshift.io [ i [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings.image.openshift.io 1 1] [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

routes.route.openshift.io 1] I [create delete
deletecollection get list patch update watch get list watch]

processedtemplates.template.openshift.io i [ [create delete
deletecollection get list patch update watch get list watch]

templateconfigs.template.openshift.io [ 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances.template.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

templates.template.openshift.io [ [ [create delete
deletecollection get list patch update watch get list watch]

serviceaccounts 1 1 [create delete
deletecollection get list patch update watch impersonate create delete deletecollection patch
update get list watch]

imagestreams/secrets 1 1 [create delete
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deletecollection get list patch update watch]

rolebindings [ 1 [create delete
deletecollection get list patch update watch]

roles 1 1 [create delete deletecollection
get list patch update watch]

rolebindings.authorization.openshift.io i [ [create delete
deletecollection get list patch update watch]

roles.authorization.openshift.io [ 1 [create delete
deletecollection get list patch update watch]

imagestreams.image.openshift.io/secrets 1 [ [create delete
deletecollection get list patch update watch]

rolebindings.rbac.authorization.k8s.io 1 [ [create delete
deletecollection get list patch update watch]

roles.rbac.authorization.k8s.io 1 [ [create delete
deletecollection get list patch update watch]

networkpolicies.extensions [ i [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

networkpolicies.networking.k8s.io 1 [ [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

configmaps 1 1 [create delete
deletecollection patch update get list watch]

endpoints 1] I [create delete
deletecollection patch update get list watch]

persistentvolumeclaims I 1 [create delete
deletecollection patch update get list watch]

pods [ i [create delete deletecollection
patch update get list watch]

replicationcontrollers/scale I 1] [create delete
deletecollection patch update get list watch]

replicationcontrollers 1] I [create delete
deletecollection patch update get list watch]

services [ i [create delete deletecollection
patch update get list watch]

daemonsets.apps 1 [ [create delete
deletecollection patch update get list watch]

deployments.apps/scale i [ [create delete
deletecollection patch update get list watch]

deployments.apps [ i [create delete
deletecollection patch update get list watch]

replicasets.apps/scale 1 [ [create delete
deletecollection patch update get list watch]

replicasets.apps 1 1 [create delete
deletecollection patch update get list watch]

statefulsets.apps/scale 1 [ [create delete
deletecollection patch update get list watch]

statefulsets.apps 1 1 [create delete
deletecollection patch update get list watch]

horizontalpodautoscalers.autoscaling 1 [ [create delete
deletecollection patch update get list watch]

cronjobs.batch 1 1 [create delete
deletecollection patch update get list watch]

jobs.batch 1 1 [create delete
deletecollection patch update get list watch]

daemonsets.extensions 1 I [create delete
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deletecollection patch update get list watch]

deployments.extensions/scale 1 1 [create delete
deletecollection patch update get list watch]

deployments.extensions i [ [create delete
deletecollection patch update get list watch]

ingresses.extensions 1 1 [create delete
deletecollection patch update get list watch]

replicasets.extensions/scale [ 1 [create delete
deletecollection patch update get list watch]

replicasets.extensions 1 [ [create delete
deletecollection patch update get list watch]

replicationcontrollers.extensions/scale 1 1 [create delete
deletecollection patch update get list watch]

poddisruptionbudgets.policy [ 1 [create delete
deletecollection patch update get list watch]

deployments.apps/rollback 1 1 [create delete
deletecollection patch update]

deployments.extensions/rollback 1 [ [create delete
deletecollection patch update]

catalogsources.operators.coreos.com 1 1 [create update
patch delete get list watch]

clusterserviceversions.operators.coreos.com 1 1 [create update
patch delete get list watch]

installplans.operators.coreos.com 1 1 [create update
patch delete get list watch]

packagemanifests.operators.coreos.com 1 1 [create update
patch delete get list watch]

subscriptions.operators.coreos.com 1 1 [create update
patch delete get list watch]

buildconfigs/instantiate 1 1 [create]

buildconfigs/instantiatebinary 1 1 [create]

builds/clone [ 1 [create]

deploymentconfigrollbacks 1 [ [create]

deploymentconfigs/instantiate 1 1 [create]

deploymentconfigs/rollback 1 [ [create]

imagestreamimports 1 [ [create]

localresourceaccessreviews 1 1 [create]

localsubjectaccessreviews 1 1 [create]

podsecuritypolicyreviews 1 1 [create]

podsecuritypolicyselfsubjectreviews 1 [ [create]

podsecuritypolicysubjectreviews 1 1 [create]

resourceaccessreviews [ 1 [create]

routes/custom-host i [ [create]

subjectaccessreviews 1 [ [create]

subjectrulesreviews [ 1 [create]

deploymentconfigrollbacks.apps.openshift.io 1 1 [create]

deploymentconfigs.apps.openshift.io/instantiate i [ [create]

deploymentconfigs.apps.openshift.io/rollback 1 1 [create]

localsubjectaccessreviews.authorization.k8s.io 1 [ [create]

localresourceaccessreviews.authorization.openshift.io  [] 1 [create]

localsubjectaccessreviews.authorization.openshift.io 1 1 [create]

resourceaccessreviews.authorization.openshift.io 1 [ [create]

subjectaccessreviews.authorization.openshift.io 1 1 [create]

subjectrulesreviews.authorization.openshift.io i [ [create]

buildconfigs.build.openshift.io/instantiate i [ [create]

buildconfigs.build.openshift.io/instantiatebinary 1 [ [create]
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builds.build.openshift.io/clone 1 [ [create]

imagestreamimports.image.openshift.io [ 1 [create]

routes.route.openshift.io/custom-host [ 1 [create]

podsecuritypolicyreviews.security.openshift.io 1 1 [create]

podsecuritypolicyselfsubjectreviews.security.openshift.io [] 1 [create]

podsecuritypolicysubjectreviews.security.openshift.io  [] [ [create]

jenkins.build.openshift.io 1] I [edit view view admin
edit view]

builds [ 1 [get create delete
deletecollection get list patch update watch get list watch]

builds.build.openshift.io 1 [ [get create delete
deletecollection get list patch update watch get list watch]

projects 1 1 [get delete get delete get patch
update]

projects.project.openshift.io [ [ [get delete get delete
get patch update]

namespaces [ 1 [get get list watch]

pods/attach 1 1 [get list watch create delete
deletecollection patch update]

pods/exec [ i [get list watch create delete
deletecollection patch update]

pods/portforward [ 1 [get list watch create
delete deletecollection patch update]

pods/proxy 1 [ [get list watch create delete
deletecollection patch update]

services/proxy 1 [ [get list watch create delete
deletecollection patch update]

routes/status 1 [ [get list watch update]

routes.route.openshift.io/status [ i [get list watch update]

appliedclusterresourcequotas [ i [get list watch]

bindings [ [ [get list watch]

builds/log [ 1 [get list watch]

deploymentconfigs/log [ [ [get list watch]

deploymentconfigs/status I 1] [get list watch]

events 1 1 [get list watch]

imagestreams/status 1 1 [get list watch]

limitranges 1 1 [get list watch]

namespaces/status [ 1 [get list watch]

pods/log 1 [ [get list watch]

pods/status [ i [get list watch]

replicationcontrollers/status 1] I [get list watch]

resourcequotas/status [ [ [get list watch]

resourcequotas [ [ [get list watch]

resourcequotausages 1 [ [get list watch]

rolebindingrestrictions 1 1] [get list watch]

deploymentconfigs.apps.openshift.io/log 1 1] [get list watch]

deploymentconfigs.apps.openshift.io/status 1 [ [get list watch]

controllerrevisions.apps 1 1 [get list watch]

rolebindingrestrictions.authorization.openshift.io 1 1 [get list watch]

builds.build.openshift.io/log 1 1 [get list watch]

imagestreams.image.openshift.io/status 1 1 [get list watch]

appliedclusterresourcequotas.quota.openshift.io 1 [ [get list watch]

imagestreams/layers 1 1 [get update get]

imagestreams.image.openshift.io/layers 1 1 [get update get]

builds/details 1 1 [update]

builds.build.openshift.io/details [ i [update]
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Name: basic-user

Labels: <none>

Annotations: openshift.io/description: A user that can get basic information about projects.
rbac.authorization.kubernetes.io/autoupdate: true

PolicyRule:

Resources Non-Resource URLs Resource Names Verbs
selfsubjectrulesreviews i [ [create]
selfsubjectaccessreviews.authorization.k8s.io 1 [ [create]
selfsubjectrulesreviews.authorization.openshift.io [] i [create]
clusterroles.rbac.authorization.k8s.io 1] 1 [get list watch]
clusterroles I [0 [get list]
clusterroles.authorization.openshift.io 1 [ [get list]
storageclasses.storage.k8s.io 1 [ [get list]
users I [~] [get]
users.user.openshift.io [ [~] [get]
projects [ [ [list watch]
projects.project.openshift.io 1 1 [list watch]
projectrequests 1 1 [list]
projectrequests.project.openshift.io I 1] [list]

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

I (] (']
['] I [']

2. BEOO—ILICINA Y RENA——BLPTIV—T%RT. VS5RA9—0O—IL/N( YV
TAVIDREDEY NERRTBICIE, UTFEERITLET,

I $ oc describe clusterrolebinding.rbac

H B
Name: alertmanager-main
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
Name: alertmanager-main
Subjects:
Kind Name Namespace

ServiceAccount alertmanager-main openshift-monitoring

Name: basic-users
Labels: <none>
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Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: basic-user

Subjects:

Kind Name Namespace

Group system:authenticated

Name: cloud-credential-operator-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cloud-credential-operator-role
Subjects:

Kind Name Namespace

ServiceAccount default openshift-cloud-credential-operator

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace

Group system:masters

Name: cluster-admins

Labels: <none>

Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace

Group system:cluster-admins

User system:admin

Name: cluster-api-manager-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cluster-api-manager-role
Subjects:

Kind Name Namespace
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ServiceAccount default openshift-machine-api

65. O—AIIDA—ILNN, VT4 Vv ITDRR

ocCLI Cocdescribe Y RAMHALT, O—ANO—ILBLUONA VT4V TAERRTEET,

Gl s
o ocCLINMVARAM—=ILINTW5,
o N—AINAO—ILELUONA VT4 VI BERRTDIN—IvavEREBLET,

o O—AIIICNRA Y REINFadminDT 74 MNDY SR —O—IILEaFEOD1—H—IF. %
oAz hoO—ILEBLUNS VTV IERRL, BETEET,

FIR

L BEOCZOV Y MOKZREOO—IVIINA Y REhAEA—HF—BLVPTIN—T52RT., O—5
LOO—IINA VT4V TDREDEY NERRTBICIF,. UTFEERITLET,

I $ oc describe rolebinding.rbac

2. lo7avz s boO—AlO—IbIN\A VT4 VT ERRTBICIEK,. -n 7555072 RICE
mLEd,

I $ oc describe rolebinding.rbac -n joe-project

H oAl
Name: admin
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole

Name: admin

Subjects:

Kind Name Namespace

User kube:admin

Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace
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ServiceAccount deployer joe-project

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe-project

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe-project

6.6.0—)LDO1I—HF—~DEMM

ocadmBEE CLIAFALTA—IBLIUONSI VT4 Vv ITAEEBTEZET,
O—IEI—HY—FLIFETIN—TICNNA VY RTEH, BINTEIEICELY, ZOO-IICL>TRHEX
N7 0 AN ZQOI—H—FFIIL—FITFE53NET, ocadm policy A7 KEFHERAL T,
O—IlD1—HF—BLOTIL—TADEMNM. FhFx1—F—8LVTI—THS5DHIRETO T ENT
X9,

FIAIIMNDYISRAY—O—ILDITRTAR, 7OV NROO—AILI—HF—FETIL—TI/ A
VRTEZY,

FIE
L O—lEaEEE7odzy b1 —H—(IBMLET,

I $ oc adm policy add-role-to-user <role> <user> -n <project>

fcEzlE, UTFEERTLTadmin O—)L% joe 702 7 b®D alice I —H—ITEBMTE F
ER

I $ oc adm policy add-role-to-user admin alice -n joe
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ek
FolEk, UFOYAML #@EB L Ca—¥—ICO—)IL&2EBMTEZEY,

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: admin-0
namespace: joe
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: admin
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: User
name: alice

2. BATO—ANO—INA T TR L, BIMOREZHRLF T,
I $ oc describe rolebinding.rbac -n <project>

fcEzIE joe 7OV hOO—ANO—ILNNA VT4 VT ERRT BICIE. ULTFEETL
F9,

I $ oc describe rolebinding.rbac -n joe

H oAl
Name: admin
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole

Name: admin

Subjects:

Kind Name Namespace

User kube:admin

Name: admin-0
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
Name: admin

Subjects:

Kind Name Namespace
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Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe

Q alice . —*'—#' admins RoleBinding |J8MI TV T,

6.7. O—A)LO—ILDIERK
Jovz/ boo—AlO—ILEERL, IhEI—HY—IINA 2V RTEET,

=S ]
LAYz ho0—AlO—ILEERT ZICIE. LTFOaATY REERTLET,
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I $ oc create role <name> --verb=<verb> --resource=<resource> -n <project>
IOARY RTUTZHEELE Y,
® <name>: O—A/)LDO—ILEZTY,

<verb>: O—JLICEBT2FHEAOIVIRXPYYDY XA NTT,

e <resource> O—I/LMEAINBYY—ATT,
e <project> (7O Y bE)

TcEZIE, 22— —D'blue 7OV TV N TPod 2BETEX3LDICTH0—AHO—ILAE
BT 2. UWFoavy REaETLET,

I $ oc create role podview --verb=get --resource=pod -n blue
2. FRO—IEI—H—IINA Y RTBICEF, LTFOaAY Y FERTLET,

I $ oc adm policy add-role-to-user podview user2 --role-namespace=blue -n blue

6.8.0—A)lO—INNAVFa>DaATV R

LTFoEAERL, O—AILoO—INNf VT4 I TO1—YY—F= XTI —T0BEMIFON:
O—J)LEEETBEIC, AV MI-NnT7STTEETEEYT, ThANEEINTLAWEEIC
i, WEO7OV Y MAMEARINE T,

O—AJL RBAC BEEICUUTOIOYY RAEHTEZEY,

Xe1O—ALoO—ILA VT 1 T8k

av vk Bl

$ oc adm policy who-can <verb> <resource> DY =/ LTT7 o2 avaEEFTTER1—H—
ERLFT,

$ oc adm policy add-role-to-user <role> BEINAO—ILEZREOTOY Y NDIEEL—

<username> P—IINI Y RLET,

$ oc adm policy remove-role-from-user REOCTOYV I hOBELI—Y—DLIEBEINL

<role> <username> O—ILZHIBRL £7,

$ oc adm policy remove-user <username> REOCTOY ) hOEEELI—HY—EZThoDO—
IWDFTRTEHIRLEFT,

$ oc adm policy add-role-to-group <role> EEINAO—LEREDOTIOY Y NDIEES

<groupname> W—=TICRA4 2V RLET,

$ oc adm policy remove-role-from-group REDCTOYV I NOIBEITIV—THLIEBEINE

<role> <groupname> O—ILZHIBRL £7,
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avYv Kk B

$ oc adm policy remove-group <groupname> REDC OV Y MOEE/IL—TE&ZThbsoO—
IWDFTRTEHIRLEFT,

6.9. VSR —DO—ILNNAVF4FaA<v VR

UTO#REAFERLT, V75RA9—0O—INA VT4V TEEERTEET, 7529 —0O—)L/NA
YT 14 V7 lE namespace ZFERALTWAWY Y —X&FRAT 2720, -n 737X 5 DREICHER
IhFtA,

K62V SAF—DO—NNL VT4 T8k

av vk Bl

$ oc adm policy add-cluster-role-to-user BEINAO—IILEISRI—DITRTOTOD T
<role> <username> I hOEBEI—HY—IINI VY RLET,

$ oc adm policy remove-cluster-role-from- BEINAO—ILEISRI—DITRTOTOD T
user <role> <username> I NDEBELI—YF—DSHIRLFT,

$ oc adm policy add-cluster-role-to-group BEINAO—IILEISRI—DITRTOTOD T
<role> <groupname> I MNDEBEIIV—=TITNA YV RLET,

$ oc adm policy remove-cluster-role-from- EEINAO—ILNEISRY—DITRTOTOD T
group <role> <groupname> I NDIBETIV—THSHEIBRLET,

6.10. 1 —H—~DEEEERDHS

PVSAI—ICTATVTATA—7TANA Y =%/ EL, A—F—%2TATVT4T714—7FONA 45—
12BN L 7=1%1C. dedicated-admin 7 5 X9 —D#EREZ 11— — IS5 TIX X,

AR

® OpenShift Cluster Manager ICAZ 4 > L TW3,

® OpenShift Dedicated 7 5 A4 —%&{ER L TW 3,

¢ VSRY—IITATYTATA—TANAFT—%ZEL TS,
FIR

1. OpenShift Cluster Manager ICRBEIL. ¥ 2R —%&RL XY,

2. Accesscontrol # 7% 0 ) v U LET,

3. Cluster Roles and Access¥ 7T, Adduserx7 ' v/ LZE7,

4 FATYTAT4—=FANAF—1—HF—D1—HF—DEAALET,
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EI-I;

F6= RBACOFEHICLZ/IN—I v avoEHzEb L UEH

5. Adduser 2% ') v % L T. dedicated-admin 7 S X% —#EfR&= 21— — IS5 L F 7,

o HERDISE., 2—H—I&. 75 X% —D OpenShift Cluster Manager R—< M Access
control = Cluster Roles and Access T dedicated-admins 7/l — 7D —&& L T—ERRI
nxd,

45



OpenShift Dedicated 4 25E 6 & TE20]
BIEY—ERXRT7HD Y NOBES LK CEK

719 —EX7HhT Y NOBE

H—ERF7HAV Y ME, AVR—RV M APIHICEET 7 ERATE %L D I29 % OpenShift Dedicated
THOYKRNTY, Y—ERT7AHO Y MNIETOYV Y MIBEETBAPIZ TV NTY, Y—ERT
ATV MNE, BELI——DRIBEHREREETICAPI 77 A% HEHT 2FMAFEERBLES,
OpenShift Dedicated CLI £7zld Web OV YV — LA FERT 356, APl h—2 VI AP IR T 2585 %
TWEYS, AVR—XV N —ERT7HD Y MIEERMF. BE1I—Y—0ORBEREFERAETICE

NOEDNAPIICT IV EATESLDICLET,

BY—EXRT7HD Y bOI—F—FZIF, TOTOP I bBSLVERIDSREL T,
I system:serviceaccount:<project>:<name>

TRTCDY—ERTAD Y MNE2DDTIV—T DAV IN—TEHEHY FT,

Tn—=7 S4B
system:serviceaccounts VRATLADETRTDY—ERTHD Y MHEFINET,

system:serviceaccounts:<project> IEIN/LTOV IV MDITRTOY—ERTHI Y MEEFNET,

BH—ERDT7HIY MIE 220 —2 Ly MABENICEZTNE T,

e APl N—4 v

® OpenShift Container L ¥ 2 b ) —DEREEIER
E$WMINBAPIN—0VEL VAN —OFREERIFHRUNICAZ ZEIEHY FHAD, >—V Ly
NEHIBRT D ETRYBTIENTEET, =2 Ly MBEHIBRINBZ E, FIROY—2 Ly MDY HE
BERIN, ThICESH#EDY 7,
72.b—ERXT7HT Y NDVERK

Y—ERT7Hho o ET7OV I NTHERL, ThaO—JLICNA VY RTBZETRN—Ivyavaft
CAGEER

Fa
L AT a v y—ERT7HI Y MNERED IOV TV NTRRTZICE. UTFEEITLET,
I $ oc get sa
B

NAME SECRETS AGE
builder 2 2d

default 2 2d

deployer 2 2d
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2. IR —ERTAD Y N EREO OV =V MTERT 2IC1E. LTFERTLET,

I $ oc create sa <service_account_name> ﬂ

Q MOTOYV I NTH—ERTHV Y Na{ERRT %ICIE. -n <project_name> Z157E L £

ER

H A B

I serviceaccount "robot" created

g

F/zld. LTOYAML # @R L TY—ER7HD Y NEERTEET,

apiVersion: vi

kind: ServiceAccount

metadata:
name: <service_account_name>
namespace: <current_project>

3. 4T avi—ERTAO VMDY=V Ly NERTRLET,

I $ oc describe sa robot

Hh 6
Name: robot
Namespace: projectt
Labels: <none>

Annotations:  <none>

Image pull secrets: robot-dockercfg-gzbhb
Mountable secrets: robot-dockercfg-qzbhb
Tokens: robot-token-f4khf

Events: <none>

73.0—JLaHY—ERT7HDO Y M5 T 54

A=)zt —EXT7AVY MINETZAEER. O—LZBE1I—Y—T7HO Y MINS5TEHEER

DT“TO

e WEDOV IV MDY —ERT7THI YV NEEETEEY, /z& zldE. view O—JL % top-
secret 7O TV hD robot H—ERT7HD Y MIBMT 3. UTEEIFTLET,

I $ oc policy add-role-to-user view system:serviceaccount:top-secret:robot
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ek
Fld. LTFOYAML @A L TA—J)LZEMTEET,

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: view
namespace: top-secret
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: view
subjects:
- kind: ServiceAccount
name: robot
namespace: top-secret

o 7OERETIOVII MDEEDY—ERTHI Y M52 TEET, EXIE
H—ERXRT7HI VMBS Z IOV MHS, 27575 FEH
L. <service account_name> #EEL 7,

I $ oc policy add-role-to-user <role_name> -z <service_account_name>

BF

TOV I NODEEDY—ERTHI Y MIT IR A NS TIUELD DHES
ICIE, 22750 %ERALET, COT7T7A5FHETBEEICLY, 7OEADTE
EINY—ERXRT7HO Y NOAINGETEZIENTEET,

g

Flcld. LTFOYAML @A L TA—J)LZEMTEET,

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: <rolebinding_name>
namespace: <current_project_name>
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: <role_name>
subjects:
- kind: ServiceAccount
name: <service_account_name>
namespace: <current_project_name>

o FID namespace #ZET HICIE, -nA TP a v EFERALT, UTORICH B L DI, #ERL
DFAY Y bk namespace IEL X T,

o fEZIE, TRTOTOV IV PODITRTOY—ERTH V> MH* my-project 7O =¥
PD)Y—2%&RRTEDLIICTBITIE. UTFERTLET,
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I $ oc policy add-role-to-group view system:serviceaccounts -n my-project

7
Flld. LTFOYAML @A L TA—J)LZEMTEET,

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: view
namespace: my-project
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: view
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:serviceaccounts

o managers 7OV TV hDITRTDHY—ERTHY >V MH my-project 7O o DY
V—RAERETEDLDICTBZICE. UTFEEITLET,

I $ oc policy add-role-to-group edit system:serviceaccounts:managers -n my-project

7
Flld. LTFOYAML @A L TA—J)LZEMTEET,

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: edit
namespace: my-project
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: edit
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:serviceaccounts:managers
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58 USING SERVICE ACCOUNTS IN APPLICATIONS

8LYV—ERXRT7HDU Y NOEE

H—ERF7HAV Y ME, AVR—RV M APIHICEET 7 ERATE %L D I29 % OpenShift Dedicated
THOYRTT, Y—ER7AO Y NIZE 7OV I MIBEETDZAPIZ TV M TT, Y—ERT
AoV NI BEI—Y—0DRABEREAXEETICAPI 7R 2HIHT 2FHR LA EERELE T,
OpenShift Dedicated CLI £7z1& Web OV YV — IV AR 254, APl h—2 VIZ APIICH T 2535 %
TWEY, AVER—RY "N —ERT7HO Y MIEEMT, BEI—Y—0OREBEREFHAETICE

NEMNAPIICTVERATESRLDICLET,

BY—EXRT7HD Y bOI—F—FZIF, TOTOP I bBLIVERIDNSRELET,
I system:serviceaccount:<project>:<name>

TRTCDY—ERTAD Y MNE2DDTIN—TDAVIN—TEHY F T,

gnv—=7 B
system:serviceaccounts VRATLADETRTDY—ERTHD Y MHEFINET,

system:serviceaccounts:<project> IEIN/LTOV IV MDITRTOY—ERTHI Y MEEFNET,

EH—EROTHADY MIE, 220Y—7 Ly M EEBNICEEFNET,

e APl h—2o v

® OpenShift Container L ¥ Z b ) —DEREEIER
ERINDAPI =0V EL VRN —OFRFEBRIFERINICAZ Z & EHY FHAD, ¥—V Ly
NaHIBRE 22 ETRMYBETIENTEET, P—I Ly MBI &, FROY—I Ly MHYE
BERIN, ChICBESHEDY T,
82. T 7A#INDY—ERTAHDU Vb

OpenShift Dedicated 7 S A4 —Illd, 7SR —EBADT 74 MDY —ERT7AT Y MHEF
h, &0z MDY —ERT7AHT Y MIEBIMTERINET,

8217 7ANMNDYIZRY—H—ERXTAHD Vb

— DAV TSANZIVFy—2bO—F—F Y—ERT7HU Y FREERZEAL TERITINK
To UTOY—ERT AUV ME H—/N\—Di2EIERFIC OpenShift Dedicated 1 Y 75 AN Z I F v —
70Y =7 b (openshift-infra) ICIEE ST, 7529 —2ETOUTOO—LBMTEINET,

Y—EX7HI Vb B

replication-controller  system:replication-controller O—JLAEIY HTHNFE T,
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Y—ER7AHIV Bl

deployment- system:deployment-controller O—/LA'E|Y HTHNE T,
controller

build-controller system:build-controller O—J/LAYEIY HTHNFET, X 5IC. build-

controller t—EX7h DV MME, BHESZDEI K Pod #/ERT 27D
EHEEFa2) T —aVFTFRAMIBAHAEFNET,

822. 774 hDTOY I MN—ERTAY Y MELTO—IL
3DDY—ERTADYIMHETOD ) NTEHEBMITERINE T,

HY—ERF7HI Vb =%

builder EJ R Pod THEAINEY, IhiliE system:image-builder O—L 2T 5 X
nEd., ZOO—ILiE. WE Docker LY A MY —%FAHALTA A=Y % 70O
VIV PMDAA=VZARN)—=LIZTYy2dBIEEARICLET,

deployer 7704 A2 b Pod TEAIN, system:deployer O—/LAMfF5IhhEzd,
oo—J)LiE, 7Oz bTcL T r—>aryary bO—5—% Pod #RR L%
Y, BELALYTRZEARAREICLET,

:- sl
DeploymentConfig 7 5 2 4 —#&8ENEMICR > TWRWE
» &. deployer ¥ —EX7 AV Y MIERIhFEH A,
default AMOY—ERTAD Y RAEBEINTWAWRY, ZOMTRTO Pod #3177

BIHICERAINETY,

7OV bDIRTOY—ERTH VY MIIE system:image-puller D— LA EIhET, <D
A—IhAHBIET. AAVTF—A A=Y LIAPMN)—%RFRALTA A=V EA A=V RAN) =LA
Do TINTEEY,

823. BE4AENINAEZY—I L v b
7 7 # )L M T, OpenShift Dedicated IdH—ERXT7HI Y M EIUTDY—2 Ly MEERLET,

e dockercfg A A=Y FIo—o L v K

o Y—ERT7HIUVIMNN=O V=LY
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pa 3

OpenShift Dedicated 411 & YRITIE. T—EXT7AHD Y MOENEFIC2 DED
Y—ERT7HIO M N—=0 =0 Ly MERINhTWE L, TOH—EXR
TAOIYNN=02v> =0 Ly ME Kubernetes APIADT Z 2 RITERAI N

TWE L7,

OpenShift Dedicated 41L&, TD 2 D2BDHY—ERT7HI VM h=0 VP —
2Ly MIMERINGL<RYELE, Th

I%. LegacyServiceAccountTokenNoAutoGeneration 7 X b 1) — A
Kubernetes 7 4 —F ¥ —4 — KD ERITA > TH Y. KubernetesAPI T 7
2 BHDY—I LY AR=ADY—ERTAHD Y N =0V OEBERDE
EINTWBEHTY,

A4ICTyTITL—RLEZEDE, BEOY—ERT7HOVYNN—=0 V=D Ly k
ISHIBRE NG, BIXfmIMELET,

ZDY—ERTHOVMNN—=9 2V —9 Ly ME Docker BEAX—ITIL—o Ly M,
OpenShift f A=Y LY AN =%V SR —D1—H—FRASLVRAL R T LICKET 27D
£TY,

7272 L. ImageRegistry #aE =B aMIC L TWaWEE, F /& Cluster Image Registry Operator D& E
THEINK OpenShift A X—Y LI RARN) —ZE ML TWBHE, IhoDYy—7 Ly MEH—E
ATHIOV N EICERINEFRA,

g

&
=
BATERT S, ChoDBFERINLY—ILy MIEREFELBRWVWE IS

LTLEIV, INnbIE, 51D OpenShift Dedicated ') ') — XA THIBRI N % AT
BEMEDNHY X7,

NA Y RINEY—ERT7HAD VN N—=0 VERBT RO, FRINALRY)2a—LTT7—20—FK
AEEMICEAINEY, 7—70O0—RNIZEBIMOY—EXT7HAO Y N N—=0 VB REBERFZEIX, 7—7
O—RY=Z7zZAMIEBMOFRRY) 2 —ALEZBMLET, N Y RINIEH—ERT7HIVNRN—=2
ik, ROERHICLY, Y—ERXT7HOVMNN—=D220DY—0 Ly NEYERLTT,

o NAYRINLY—ERTHIY M MN=0VICIZEDEBEIFIEINTWET,

o NAMYRINAEY—ERTAD Y MNMN—=0VICIEIR/RI—F—HIEETNET,

o NAYVRINAEY—ERTHI VMM =UVEPod FiF—I Ly MINA Y RTE, /NA
YRINEF T MDHIRIND ENA Y RENE M—0 VIFEMICRY F7,

FHlE, RYVa—LOdcs2avEFRALERA Y RIhEY—EX7AI VNNV VDERE %
SZRLTCEI W,

FAMYAREDRAPIA TV NADBMEROBWR—I v DtEF 1) T4 —BEDHFEINDIHE
I Y—EXT7AO =02 —=0 Ly NeFETHERLT NIV ZRBTEHIEETEZEY,
FE, Y—ERF7HI VM= —0 Ly PO 2SR L TSI W,

BIER R
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o NAYRINEY—ERTZHAIVYMNN=D VDY) IVIZARNMIDWTIE, R)a—LT0O2x)
aVEMBALENA Y REINET—EXTAD M N=0VDHRE 2SR LTLEIW,

o H—ERTHIUVIMNN=OUI—0Ly NOERICOWTIE, Y—ERT7HI VY Mh—=0 Y
Y=Ly hDER EBSRLTLEIW,

83.H—ERXRT7HU Y MNDERK

HY—ER7HO o NETOV 2 NTERMRL., ThEO—ILICNA VY RTBIETNN—I vy avaft
CAGEE R

FIE
L. A7Yav:y—ER7HAO Y NERED IOV T N TRERTBICIE. UWTEEFTLET,

I $ oc get sa
Bl

NAME SECRETS AGE
builder 2 2d

default 2 2d

deployer 2 2d

2. IR —ERT7 AV N AREDO IO NTEMRT DICIE. UTFAETLET,
I $ ocC create sa <service_account_name> 0

Q AMOTOYYI NTH—ERTHI Y N&{ERT %ICIE. -n <project_name> Z157E L £
-a_Q

H oAl

I serviceaccount "robot" created

Vb

Fold. UTFTOYAMLAZ#EALTY—ERT7HI Y MEERTEET,

apiVersion: vi

kind: ServiceAccount

metadata:
name: <service_account_name>
namespace: <current_project>

3. A7 aviy—ERT7AOVMNDY—Y Ly hERRLET,
I $ oc describe sa robot

H A B
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Name: robot
Namespace: projectt
Labels: <none>

Annotations:  <none>

Image pull secrets: robot-dockercfg-gzbhb
Mountable secrets: robot-dockercfg-gzbhb
Tokens: robot-token-f4khf

Events: <none>



BOEHY—ER7HIUY MDD OAUTH IS4 7> & LTOEH

BOEHY—ERT7HIYMNDOAUTH Y SA 7 NELTOER

91L.OAUTH V7 SAF7Y hELTOY—ERT7HD Vb
Y—EXT7HTY ML OAuth 754 7Y hDFHIRRINAZT #—LTHERATEES, Y—EXT7HV YV
MEI—EBOERI—HF—EFBANOT7 I/ RA2HFTT220—T0H Ty h&, ¥—ERTHV YV NE
KD namespace DO — )L R—RADIERDHEBERTETZET,

® user:info

e user:check-access

® role:<any_role>:<service_account_namespace>

® role:<any_role>:<service_account_namespace>:!

Y—EXT7HI Y M OAuth 7 547 hELTHRBY %5%4E:

e client_id |& system:serviceaccount:<service_account_namespaces:
<service_account_name> CT9Y,

e client_secret I3, Y—ERXT7HIVMDAPI h—=0VDWITFNHIEIBETETE T, UTICH
ERLET,

I $ oc sa get-token <service_account_name>

e WWW-Authenticate 7+ L VY ZET 5I1CIE. Y —EXT7HAT YV D
serviceaccounts.openshift.io/oauth-want-challenges 7 / 57— 3 V% true ICEREL £ 7,

o redirect urild, Y—ERT7HIOVNDT7 /T2 aVIl—BIB2RELNHY XY,

911 OAUth 7S A7V NELTODY—ER7HIYRDODURIDOY YA LY b

7/ T—arvE—Ilid, LITD & D ICHEBEEE serviceaccounts.openshift.io/oauth-redirecturi. & 7=
I& serviceaccounts.openshift.io/oauth-redirectreference. S Fh 2 MELHY F T,

I serviceaccounts.openshift.io/oauth-redirecturi.<name>

ROBMATA—ATE, 7/ 7—2aVEEWRIVIAL I MUR ZEREET SLOICERATEE
¥, UTFICHZRLEYS,

"serviceaccounts.openshift.io/oauth-redirecturi.first": "https://example.com"”
"serviceaccounts.openshift.io/oauth-redirecturi.second": "https://other.com"

FEROBID first LUV second RRA N7 4 v 2RI 2DV YA LY MURI 0BT 57=-0I1C
FHINZET,

ISICEMARETIE, BNR) 1LY NURIOATRATRRIBEDHY FT, L&A IL—h
DFRTDingress B EMNEARINDIBRELNHZHELNEFRA, D5

&. serviceaccounts.openshift.io/oauth-redirectreference. #EBE % FH L -8l Y 1L 7 b
URI ZRATE X,

UFICHZERLET,
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"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\" \"name\":\"jenkins\"}}"

DT ) T—2avDEICIEY)TS54AXINEISONT—IDEFNELH, ChEafRT7+—< Y
NTCRRTDELYRZICRYET,

{
"kind": "OAuthRedirectReference",

"apiVersion": "v1",

"reference": {
"kind": "Route",
"name": "jenkins"

}
}

Z T Tlk. OAuthRedirectReference IZ& Y jenkins & WD ZHIDIL— N2 BRTEE T, TDRDH,
ZTDIL—PMDFTRTOD ingress IFBIME #2I N F ., OAuthRedirectReference DFEHA AR IZLAT
DEHITHRYFT,

{
"kind": "OAuthRedirectReference",

"apiVersion": "v1",

"reference"a

"kind": ...,

"name": ..., g
"group”: ... e
}

}

kind 3ZBINTWEA TV bDYA THBSRBLET, BERTIE. route DHHHR— K
INTWET,

name 34 7YV bOAFESRLET, COF TV MIY—ERTAI Y NERAEL
namespace ICH DUENHY 7,

O ® o

group A 7V DTN —T52SRLET, L—bDTIL—FREEOXFITH D70, Z
NEZHDOEFICLET,

JT—2avidEbLnt, BEHLHEAADET. SRA TV I M TRHINET—9%F—/—
1RTEFEY, UFIEHZRLET,

7
5
"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
first RANT7 4 v IR T7/T7—2avaEEEMITZEDIERAINE T, jenkins JL— K
https://example.com @ Ingress H'd %375 IC. hitps:/example.com/custompath (FBRE AR I h
F 9. https://example.com (FEME A RINFHA, T—/N\—F4 RTET7—9 5 HWAMIIBET
272007 #—< v MEIUTOL D ICRY X,
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547 BX

2F—A "https://"

KA NS "//website.com"

K— "//:8000"

N "examplepath”
R

RANEBDF—NR—=F4 RZEETZE, SRINDZA TV FORAMET =4SN
BEXELY FTITHA ChIREILVEFETEHY TEA,

EROBXOWThOEAEDES, UTOT7+—< vy NaERALTEITTEET,
<scheme:>//<hosthame><:port>/<path>

BLAT7Vx0 h2BBESRLT. ZFREZRALETEIENTEET,

"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\"\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "//:8000"
"serviceaccounts.openshift.io/oauth-redirectreference.second": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

jenkins &\ ZHIDJL— N IC https://example.com @ Ingress H'd %3551
I&. https://example.com:8000 & https://example.com/custompath DEANEW & AR INF T,

VRERLBFEZFELHDIC. BNTENGTY /T—YavzRAKICERTEEY,

"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\"\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\"\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "https://other.com”
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Jax = ° S
BIOEXRO—T b=V

101 b—2>YDOROA—TFIZDWT

2DA—TRHEMN =V VEFERLT, X"—Iv > avDo—8a201—HY—F/ExHY—EIX7HT Y MC
FETEZXT, E2E 7OV NEEEIL Pod DIERMRIERAZETI2MENHEHLELNIEE
/\JO

A2d—HE P =I VI BEINDZI—H—%HBALETH., TORA—TFIL>THEDT I ¥ 3
VICHIRRINZ h—2 >~ T9, dedicated-admin O— /)L AE D1 —HF—DAHINRI—TFX =0 V%
ERTEET,

2a—7l&, b= D—EDAI—T% PolicyRules Dty MIZ#L TFMEINE T, RIZ. EX
NENSDIL—ILICTH LTI Y FUIINET, BEXEMIE. BINORAUREBEDLDIC "EE OAF—Y
SAY—ICEEZLD. AOA—TIL—ILOWVWTNNMI—HLTWDIREIHY FT,

1011 1 —%—23—7

A—H—220—7 T, BEINAEI—HF—ICDVWTDBEREMBTAIEICTA—HADEINE
T, TNOWEFA VT Y MR—RATH DD, IL—ILIZBEBNICERINET,

o user:full 1—HF—DIRTD/NN—Iv >3 VIlLD API DRELRFHEARMY /EZAATIER
ZEFR LE T,

e user:iinfo: BRIV VI —THREDI—H—IIDWVWTDIBEROFANYERT7 IV ERAHFTLE
-a—o

e user:check-access: self-localsubjectaccessreviews & & U' self-subjectaccessreviews ~®
TORAEZHFALEFT, bk, BRA TV MOEOI—H—ELVITIN—TEETE
T,

e user:list-projects: 1—F—HT7 VLR TEZ 7OV TV MY AMNRTT HLHDFHANYE
RB7 7R %zFHFRALET,

101.2. 0—J)LR2—7

A—J)LRAO—FIC& Y, namespace TT7 ALY —INBIBEO—IERLLANILDOT IR &2HE
5ZENTEET,

e role:<cluster-role name>:<namespace or * for all>: {57 X 117z namespace DHICH BV T R
4 —0O—Jb (cluster-role) TIHEINZIL—ILICZOA—T%FIPRL £7,

R

FE N TIOERRDIRAL—MEBEEY, O—LIEY—2L v b,
A=A VT4V, BLVO—IREDYY —ANDT IV A %HFATLET
M, ZORA—TREENRSD)Y —ZAADT IR EHIRTZ2DICEIEET,
Zhic&Y, FHLAWIZRAL—YavaEBSIENTEZT, edit2ED
O—J)LIEZRAL—FINZO—-IILERRINBWVN ENLZWVWTTH, ¥—7
Ly NOT7 7R %=FO2A—ILDFEIEIITAAL—2avdrELCET,

e role:<cluster-role names:<namespace or * for all>:!: bang (/) 2525 & TCIDAA—ST
TPIECADIZAAL—beHFTINFTTH. ThUNCIELEOF EBRICAY FT,
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ENENA Y RFINEY—ER7AIV M=V DOEA

ENENA Y RINAEY—ERT7HO9 Y NN—0 Y DER

AWSIAM R ED YS9 RTANA T —DTA T T4 T 1 —T I EZRAEE (IAM) Y —ERX & DA
MibdT BN Y RINY—ERT7AHIO VY MNN—V VUV AERATEEY,

NLNNA Y REINFY—ERXRT7HTOMNN—=2I2DWT

NAY RINEY—ERT7AD VYN N—OV%ZFEBLT. FIEDY—EXT7AVY NN—=0 2 D/R—

TyvavoEHEFRTEET., INSDM—JVIIRRTHY., BEDNNA VY KEAHYEFT, Th

IC&Y, Y—ERT7HV Y bDIAM O—ILADEREEE Pod ICY U > NIz —BFIREREE B R D E K

NRZICKRYZES, RYa1—LDO—F7—> 3V & TokenRequest APl 2R L T/ ¥ RENH—
AT7HAIVRNDN—=9VEBERTEET,

N2.R) 2a—L0—F—YaVaFRALENNA VY RINEY—ERT7HD Y
NN—2 2 DETE

RYa1—LDF7OM AV MEFALTNS Y RINAEY—ERTHI VMDD N—V YV EERT D LD
ICPod ZEX¥ETE X T,

Gl s
e dedicated-admin O— /LA F DA —E LTI SRY—IITIVEATE S,

o H—ERT7HIVNEFERKLTWS, ZOFIETIE. Y—ERXT7HT > ~DAFID build-robot
ThHdIEAFIRELTVWET,

FIR

L AR)2—LORAZERALTNA Y RINY—EXRT AV MDD M —I V% EATSHEDIC
Pod ZEL XY,

a. L FOWAE% ST pod-projected-sve-token.yaml 7 7 1 L EER L £ 9§,

apiVersion: vi
kind: Pod
metadata:
name: nginx
spec:
securityContext:
runAsNonRoot: true 0
seccompProfile:
type: RuntimeDefault 9
containers:
- image: nginx
name: nginx
volumeMounts:
- mountPath: /var/run/secrets/tokens
name: vault-token
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: [ALL]
serviceAccountName: build-robot 6
volumes:
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- name: vault-token
projected:
sources:
- serviceAccountToken:
path: vault-token ﬂ
expirationSeconds: 7200 9
audience: vault

BEDY RV ERNRICHAZ720IC. AV TF—Hroot ELTETINDZDERE
i’a—o

VRO EERT Z7HDIC, BRADYRATLIA—IVIIRELTFT 7 4L D seccomp 7
A7 74 ERELET,

BEOY—ERT7HU Y bADEE,

N—OvDFTOA XY NEERBZT7AILDIY I Y MRA Y MIRT ZEF/SR,

00 O® O

F7avC, Y—ERTHI VNNV VOEMPRREMEMTHRELET T, T
7 4 )L MBI 3600 % (18R THY. ZDEIRDRL EE 6007 (1040) TH B
ENHYFET, MU VOAWEBNZD 80% EBETWVWBIEEY. M—T VDER
NS 24BREBAEZBL TWBIHE, kubeletid b—2 v 0O0—7—> 3 v ORAITERB
L9,

F7arvT. MU VOEHINARRERELET., b= Vv OZERIX. ZE
BDTATVT4T4—Dh—=0VDBENHRDERE—HTEHI&A2BEREL. —HK
LEWGEIEN—Y VAETTE2HEIHY T, WRIET 7 4+ MTAPI H—/N—
DFBNFICEREINE T,

o

pa

FHLRWEES AR5 C72HIC. OpenShift Dedicated I --service-account-
extend-token-expiration M7 7 # JL k % true I L CT. expirationSeconds
DIEZERDD =T VDERDNS1FICRDEIICA—N=F14 FLZET,
CDBRERFEETEEEA,

b. Pod ZFEL &Y,

I $ oc create -f pod-projected-svc-token.yaml

kubelet & Pod Ik o T h—2 VA ERL, RTEFEL. M—0 VAR EARERT 74 JL/
ATPodICRLCHIAAREICL., BHARICET S E NPV ZFHLET,

2. NM VY RINEbN—=—YVBFERTZT7 Y r—yavik, a—F—YaviEICh—o 00
O—REWLEBTIZNENHY T,

N—2o YV DOBREBNZD 80% ZBETWVWBIBEY. N—UVDEMIS 24EBARBLT
WaEE., kubeletidbh—ovAaO0—5—>3 v LET,

N.3.POD ODHETNA Y REINEY—ERTHO VN N—=U VU AERT 5

Gl s
e dedicated-admin O— /LA F D1 —E LTI SRY—IITIVEATE S,
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o H—ERT7HIVMNEERKLTWS, ZOFIETIE. Y—EXT7HT > ~DAFID build-robot
ThHdIEAFIIRELTVWET,

FIR

e ROIAT YV RAEZEFTL T, Pod DAERICNNA Y RI N —ERT7HO Y NN—0 U &ERL
i‘a—o

I $ oc create token build-robot

H A B

BIER R

eyJhbGciOidSUzI1NilsimtpZClelkY2M1N4MHRvc2xFNnFSQIA4eGIGYzVPdnN3NkhIVOtRW
mFrUDRNcWx4S0kifQ.eyJhdWQiOlsiaHROcHM6Ly9pc3N1ZXlyLnRIc3QuY29tliwiaHROcHM6L
y9pc3N1ZXIxLnRIc3QuY29tliwiaHROcHM6Ly9rdWJlcm5IdGVzLmRIZmF1bHQuc3Zjll0sImV4c
CIeMTY30TUOMzgzMCwiaWFO0IljoxNjcSNTQwMjMwLCJpc3MiOiJodHRwczovL2|zc3VicjludGV
zdC5jb20iLCJrdWJIcm5IldGVzLmivljp7Im5hbWVzcGFjZSI6ImRIZmF1bHQILCJzZXJ2aWNIYW
Njb3VudCleeyJuYW1lljoidGVzdC1zYSIsInVpZCI6ImM3ZjA4MjkwLWIzOTUINGM4NCO4N;jl4L
TMzMTM1NTVhNWY10SJ9fSwibmJmljoxNjcSNTQwWMjMwLCJzdWIiOiJze XNOZWO06c2Vydmlj
ZWFjY291bnQ6ZGVmYXVsdDp0ZXNOLXNhIn0.WyAOPvh1BFMUI3LNhBCrQeaB5wSynbnCf
0jWuUNNPSIIT4YvFnKibxwREwmzHpV4LO1xOFZHSi6bXBOMG_o-
mOXNDYL3FrGHd65mymiFyluztxa2lgHVxjw5relV5ZLgNSoI3Y8bJgQgmNg3rtQQWRML2kpJB
XdDHNwwOE5XOypmffYkfkadli8INSQQD-
MhsCbiAF8waCYs8bj6V6Y7uUKTcxee8sCjiRMViXKjQtooERKm-
CH_p57wxCljIBeM89VdaR51NJGued4hVV5IxvVrYZFu89IBEAq4oyQN_d6N1vBWGXQMyoihn
t_fQjn-NfnlJWk-3NSZDIluDJAv7e-MTEk3geDrHVQKNEzDei2-Un64hSzb-
n1g1M0OVn0885wQBQAePCOUIZm8YZIMNk1tqgewlUKQTMv3HPfiSHtBRqVc2eVsOEfMX4-x-
PHhPCasJ6qLJWyj6DvyQ08dP4DW_TWZVGvKImIdOhzwpg59TTcLROICKISEJgAVEEd13Aa_
MoO-

faD11L3MhUGxw0gxgOsPczdXUsolSISbefs70KymzFSIKTAn9sDQ8PHMOsuyxsK8vzfrR-
EO0z7MAeguZ2kalY7cZgbN6WFy0caWgx46hrkKem9vCKALefEIRYbCg3hcBmowBcRTOgaFHL
NnHghhU1LaRpoFzH70UargX9SGQ

o H—ERT7HYI Y NDIERK
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55122 SECURITY CONTEXT CONSTRAINTS D&

OpenShift Dedicated Tld. Security Context Constraints (SCC) 2R L T. 75X 4% —HA® Pod ®
TOERAHFAEFIETEET,

TI7AIWBMDSCCIE, 41 VR M=, BLP—EBD Operator £/ EZTDMDIAVR—FV b aEA v
AR—ILFBEXITHERINET, ¥525—EWEE, OpenShift CLI (oc) %fEFI L THE D SCC
HERT DI EEHETEET,

BF

TI7AILMDSCCIHRERLAWVWTLEIW, TI7FINMDSCCHEHRITAXT S
E. —EBDTZy M T+ —LPod BT T O414 XINBH. OpenShift Dedicated BT v 7/
TJL—RINDEZICBEDIRET DHEMENHYET, IHIC. —BDIFRY—D
Ty FTTL—RARIZT 7LD SCCENT 7L MMIYEY hEh, ThHD SCC
ICHTEITRTDARYIA ADBHEINET,

T4 IDSCCEZEETBZRDYIC, REICIGCTHBEDSCC 2flBLVERL
T, FHLAFIEE, X2 ) 74—V TFAMWOER 25 LTLEIW,

5

OpenShift Dedicated 7 704 X ¥ K Tld, hRIX—V SO RKYT2RO) T3y
(CCS) ETINAEFERTZISRAY—IIFLTDH, MBEDSCC AEHTEEYT, SCC
)Y —ZDERICIE 2 TR —BEBRE RNV ERD, RedHat V7 7T K7 ATV K
% {FFH 9 % OpenShift Dedicated 7 2 2% —D SCC 2{EK T 5 Z &IFTE EH A,

12.1. SECURITY CONTEXT CONSTRAINTS ICDWT
RBAC )Y =B 1—H—T7 VR %&HEHT 2D ERA LHET. BEZEIL Security Context Constraints
(SCC) AL TPod D/A—3 v ava4ETEEd, ChDDFP I ERHAICL>T, Pod HE
ITEB702aveETIEATERY Y —ANMREYEY, SCCEMEALT, Pod Y AT ALICR
FANLNDZOICRER Pod DETICEHAT 2RXRHED—EZEETEET,
EIEE (T Security Context Constraints T, U TFA&HIETE XY,

e Pod %' allowPrivilegedContainer 7 5 V DMI W/ FHEN X OV T F—%2RITTESZNEI D

e Pod %' allowPrivilegeEscalation 7 5 7 THII N TWBHE D D

o VT —NEKRTEHHEE

o RAMNTFALIN)—DRY)a—LELTOFERA

e V7 F—®SELinux3AYTFTF+A b

o OVF+—Da1—H%—ID

o R MM namespace &xv N7 —U DEH

e PodRYa1—L%ZFETY 2 FSGroup DEIY HT

o HFAIINBEENTIL—TDERE

o OVFTFT—Droot 77 ANV AT ALAANDEZAAT IV EREREETEINE DD
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o RYa—LH¥ATDFER

o FHFAIXN B seccomp F7OT 7 A ILDERE

BF

OpenShift Dedicated M namespace I openshift.io/run-level 7 NJLZE&E LR W T

IV, TDSRIVIE, Kubernetes APl —/X—X> OpenShift APl H—/\—QR EDEE
R APl IV — T DiLE % BB 5 72 ICHES OpenShift Dedicated IV R—% > N TfE
FAXNZF, openshiftio/run-level 5 NJLHBREINZIBEIE. FTRD namespace D
Pod ICSCC AAEAINT, D namespace TERITINZ T —7 0O— RICIEBELRFFIE
HNEYETONET,

12.1.1. 7 7 # JU b D Security Context Constraints

VZRH—IE. LTFORTHBAINTWS L DI, T 7 )b b D Security Context Constraints (SCC)
PEHEFNE T, Operators T/ IZZ DD IV R—F > b % OpenShift Dedicated IC4 > X b—JL
T5& BIMDSCCHIVYRAR—ILINDIZENHY £T,

BF

T2 MDSCCIFERELARVWTLKEIWN, T7A4ILMDSCCEINRAITAXTD
E. —EBDTSY N7+ —LPod BT TOA INBH. OpenShift Dedicated 7 v 7
TJL—RINBEZICHAEIRET 2REEDIHY ET, LI, —BDIFRI—D
Ty FTITL—RAPIKTIHILMDSCCENTTAILMIYEY hEIh, Zh 5D SCC
IKHTBITRTDARYITA ADEEINET,

TI7F#IWIDSCCEZEETBZRDYIC, REIGCTHBEDSCC 2flBLVERL
F9, FHLAFIEE. X2V 74—V TFAMHIKOENR 2S5B LTIV,

#+12157 7 #JU b @D Security Context Constraints

Security context

constraint (SCC)

anyuid

nhonroot

nonroot-v2

SCC DI RTDHEEN restricted TIREINFIAH, 21— —IFFEEDUD &
GID THE{TTE XY,

SCC DI RTDOEEN restricted TIREINF A, T —F—IF root LA D
UD TEITTEEY, 21— —EUD %BET D). AVTFT—5V914 LDY
ZJTAMIEBETIHELGHYET,
nonroot SCC EE#RTITH. RDEWVWLHY ET,

o ALL#EENDVFFH—DLHIBRINET,

e NET _BIND SERVICE #AE%# BB RIICBIMNTE X 9,

e seccompProfile (&7 7 #JU k Truntime/default ICEEEI N TV &
ER

E

ks

o tXa1lUF4—JvFFRMTIE allowPrivilegeEscalation %=
&R 20, false ICERET H2RENDHY XY,

63



OpenShift Dedicated 4 88&E & & UERAI

Security context

constraint (SCC)

restricted TARTDRRMEEADT 7 EADEE I N, Pod % UID & & U namespace I
YLK THNDSELINnUx AV THFRANTETTI2LENHY F T,

restricted SCC IELLFAEEITLZE T,
o Pod MHFIEME TEIINABWVWELIICLET,

o PodMNKRAMTALIMN)—RYa1—L%EITYNTERVWEIICLE
ED

e Pod AERIICEIYHTONAZUDSEEODI—Y—ELTEITTEIESE
BERLET,

o Pod N"ERIICEIYHTHLNIEMCS INILTEITIND L ZEKRLE
ER

e Pod NERIICEIY HTHNZFSGroup TEITIND I EEERLZE
ER

o Pod WEBIV/IN—T%@ATSHIEEFTLET,

OpenShift Dedicated 410 LEIN S 7y 7Y L —RKINEL IS AY—TlE, D
SCCRINTDRIFAL—Y—DNERATEEY, 77/ ERADHARMICEFTIIN
TWRWBRY ., OpenShift Dedicated 411 LABEDFH L WA Y A b—JLDIA—H—(F
restricted SCC 2T AY F L,

restricted-v2 restricted SCC S AR TT A, ROEVWHAHY 9,
o ALL#geravFF—D5HIBRINET,

e NET_BIND_SERVICE ##: % BRmtIEMTX £ 7,

e seccompProfile (&7 7 #JU k T runtime/default ICEEEI N TV FE
ERS

e ¥alF«—2VFFZMTIE allowPrivilegeEscalation %% E
fEERY 5h\, false (CERET 2 HENHYET,

Lhti%ﬁ*ﬁ’f /Z I\_)l/—C?iE{:/HE-Sn 7_7 7_"“/ I\—Cu:u\u /ﬁa}l_ﬁ_‘:ﬁﬁﬁén
ZREERDOEL WV SCC TY,

R

restricted-v2SCC (3. YRFT AT 74 FTEEFATWS
SCC DHTHREFBABMLVWEDTY, L., ISICHIRD
BLWHRY LSCCHERTEET, L&A

I£. readOnlyRootFilesystem % true (Z#IBR 3 % SCC % {EmX
TXXY,

12.1.2. Security Context Constraints D& €

Security Context Constraints (SCC) &, Pod A7 7 XA TE2tFa T4 —HELZHIHETIRES
SURNSTY—TRHREINTVET, ChSDREIUTOATITY —IZREINET,
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hFd)— B4

T—IVEIC & Bl IDIALTDT7 14—V RET 72 b TRLFIROHZEICKREINET, &
#&. AllowPrivilegedContainer A8 S T W AW 5 &IE, false ICEICER
EINFET,

HFEAINBZEY MIED DM TDT74—=ILRDEAEY MILTFzvIIN, ZOEIFITIINSZZ
) 7] EEBRELET,

ARSTI—ICLBHE BEEERNTZ2ANITY—EZRFHOEBIEIUTZRHLET,
o EZXEMTDANZALA

o BEINLENHFAINZMEDEY MIBTELDICTIEIAHN=I L

CRI-OIZIE. Pod DEAVTF—IIDWTHAINSZ T 74 NDOHEE) A MDHY FT,

e CHOWN

e DAC_OVERRIDE

e FSETID

e FOWNER

e SETGID

e SETUID

e SETPCAP

e NET_BIND_SERVICE

e KILL
AVFTF—RBRIDT 74NN ) A D OHEEZEALITH Pod ¥ =7 R b DFEREIGEMKEE
EXLEY, 774 MNEMEFO—EBEHIBRLTY R NEZEETE XY, allowedCapabilities /X5 X —
4 —. defaultAddCapabilities /X5 X —4% —, & & U requiredDropCapabilities /X5 X —% — % {§ [
LT, PodDoDZDEIBRBEREHELET., ChO5DNRNSA—9—%FAL T, (FAVTF—IC

BN 5HBEOHDHEY. EAVTT—DoBUEFLRBRETILEDOHDEDRE) BERTE 2K
BEZEETEET,

pa 3

requiredDropCapabilities /X5 X —4% —7% ALLICERET 5 &. TRTD capabilites &
AVTFT—DOMYRSZIENTEZXT, IThid. restricted-v2 SCC D#BETT,

12.1.3. Security Context Constraints A h 57—

RunAsUser

e MustRunAs: runAsUser 'S8 EINB T EEERLFT, 774 MTEREFAD
runAsUser Z{FA L £ 3, ZREFAD runAsUser [ UL THREEL £ T,
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MustRunAs A =Ry kDl

runAsUser:
type: MustRunAs
uid: <id>

e MustRunAsRange: EFIICEIY B THONAEZFER L TLWRWESIC. RIMES L UHRKED
EEINDIEEERLET, 774N M CRERMEAFEALE T, FAIN2EEDEICH
LTHREELZX T,

MustRunAsRange A =X k Dfl

runAsUser:
type: MustRunAsRange
uidRangeMax: <maxvalue>
uidRangeMin: <minvalue>

e MustRunAsNonRoot: Pod 7' F A LAAD runAsUser TEEINEZ &, FAIFUSERT 1 L
VT4 TEAA—DVICERTDIEEEKRLET, 774N MNIBEINEHEA,

MustRunAsNonRoot A =¥y k Dl

runAsUser:
type: MustRunAsNonRoot

¢ RunAsAny: 77 # )L MIIEEI N EFH A, runAsUser DIEEAEFATL £,

RunAsAny 2 =~y kDl

runAsUser:
type: RunAsAny

SELinuxContext

e MustRunAs: ERIICEIY ETONAEZHERA L TLWARWESEIC seLinuxOptions N E I 1 %
ZEEEBERLEFT, 774 bMELTseLinuxOptions % FH L £9 ., seLinuxOptions (5t
LTHREELZE T,

e RunAsAny: 77 # )L MIIEEI N EFH A, seLinuxOptions DIEEAEFFATL £,

SupplementalGroups

® MustRunAs: ERIICEIYHTONAEZFER L TOWRWEEIC, P& 1 D0HEINERE
INBZEZ2BRLET, 772 bELTRNOBEROE/NMEZFERAL T T, TNTOEHHE
KX L THREEL T
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® RunAsAny: 77 # )L MIEEEINFH A, supplementalGroups DIEEAFFAIL F T,

FSGroup

o MustRunAs: EFIICEIYHTONEEAFERL TOWARWEEIL, PR EE 1 DOHEINIEE
INBIEEERLET, 772N MNELTHRDNOBEOR/MEEAFBLEY., RUDEHD
=D IDICH L THRIEELE T,

e RunAsAny: 77 # )L MIIEEINEFH A, fsGroup ID DIEEEFATL XTI,

121.4.CCS 7 S R Y —DR") 2 — L DHIH

OpenShift Dedicated with Customer Cloud Subscription (CCS) 7 5 R4 —DHEEDRY) 2 —L5 A4 T
DfEMIE. SCCDvolumes 7 1 — )L KERET DI ETHIETEET,

ZD74—ILROFAER. R 21— LOERRFICEREINZRY 2—LY—RIIHIGLEFT,
e awsElasticBlockStore
e azureDisk
® azureFile
o cephFS
e cinder
e configMap
® csi
e downwardAPI
e emptyDir
e fc
o flexVolume
o flocker
® gcePersistentDisk
e ephemeral
e gitRepo
e glusterfs
® hostPath
® jscsi
® nfs

e persistentVolumeClaim
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e photonPersistentDisk

e portworxVolume

® projected

e quobyte

® rbd

e scalelO

e secret

e storageos

e vsphereVolume

o *(TRTORN) a—LHATOFEREFAT 25HAIE)

® none (¥ RTDRY 1—LY A TOFEMEENICT BRHRME. RAEBRDBRICOAZEFET
2)

i SCCICDWTEFRAINZ R 2 —LDERINZHZNEY b
l&. configMap. downwardAPIl. emptyDir. persistentVolumeClaim, secret. & & U projected T

pa 3

HFAIINDZR) 2a—LvA4TO—&IE. FRY A1 7 OpenShift Dedicated D&Y 1) —
AEHITEMING O, HENG—ETHILEEFHY ZHA,

_a—o
- &
. “AE#MEEIR S 27<9. allowHostDirVolumePlugin O f# /& volumes 7 1 —JL K

DEEEA—N—F4 FLFET, /=& 2. allowHostDirVolumePlugin 7" false IZF%E
INTWT, volumes 7 1 —JL RTEFAII N TWBIHEIEL. volumes H 5 hostPath (&
HMEIBRINET,

12.1.5. Z {41

SCCHREIN AW ICLY, I—F—ICHSEINLEEICESWTY VY —XDERICHT 2l
HATREICRY XY,

SCC DERTIE, ThiEEMIY bO—F—2% SCCOEY Aty NERBT2HICIVTHFRL
THRAATRERLI-—Y—IFRERETIZILZERLIT. IhICLY, Pod FZDERREICOWVT
DEKRZIT27Y, Pod ICHAT 52— EDHIWEER LY TIERDIEZIONET

2D Pod ZFFAI T 2 72DICERATSSCCOEY NIA—HY—TATFTVT4 T4 —BL1—H—N

BI2IN—TICE>TRESNE T, I5HIC, Pod Y —ERTHDU Y MEBET 25/, SFHS
hdSCCoty MI, Y—ERTAV Y FTT I/ ERATE2HMMNEEINET,

e

R

FTFOAAAXA Y NREDT—oO—R)Y —REEHRT BHBE. SCCOWMEE, FRIHN
7= Pod MEFEICIZ. UY—ERT7HO Y NOFDERINE T,
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SMFUTOAEEFEMA LT, Pod DEMRMAEF 1Y T4 —aVTHFAMEHERLET,
. FATEZIRTOSCCERBLETS,
2. BRICEBEIhTVWAWEF YT —OVTFAMI, RED 74 —ILNEZEKRLET,
3. FIAAREARHINICH T 2RMHMAREERIEL FY,

FHRO—HT 5y MHBREINBIFEIE. Pod BRIFANLONFTY, BKRH SCCIC—HLAWEE
¥, Pod BMEEINZE Y,

Pod I3 RTDT7 4 —IL K% SCCICH L THREET Z2HELAHY EFT, UTIE, MRIETINEDH D 2
D2DT7 4 =L ROADWTOHITHRY FT,

¢ ¥
% INSOMlIE., FRICEYLETONAEEFERTZA NS TS —ICEELE T,

MustRunAs @ FSGroupSCC A 57—

Pod »* fsGroup ID 2 €& 9 23%BA. TDIDIET 7 4L b®D fsGroup ID ICFL K AFhiERY £
ho I THRWESRIEZ, Pod ' SCC THREEINT, XD SCCHFHEINF T,

SecurityContextConstraints.fsGroup 7 4+ —JL KIC{& RunAsAny 2% '), Pod f£#&kh*
Pod.spec.securityContext.fsGroup 2 &89 2 &, TD7 4 —IL RIFBEMEARINFT T, RIEF
I, D SCCEREIM®D Pod 74 —IL REIEB L. TD/ Pod ZRMI 2 0REELH D T & ITHFE
BLTLCESIY,

MustRunAs @ SupplementalGroups SCC A b5 57T —

Pod ft#h% 1 D LLED supplementalGroups ID 2 €% 9 %354, Pod @ ID I& namespace @D
openshift.io/sa.scc.supplemental-groups 7 / 7—>3 VD ID DWINNMIEF L RIFNIERY £
Ao T THRWEEIE, Pod H'SCC THRIEIN T, JRD SCC HFHEINE T,
SecurityContextConstraints.supplementalGroups 7 4+ —JU KIZ{E RunAsAny 2*#% Y, Pod {t#&A
Pod.spec.securityContext.supplementalGroups %= &89 231546, ZD7 1 —IL RIFAEMEHRIN

F9, MEEFIC, tBD SCCHREIMD Pod 74 —IL REEF L. FTD7/=6 Pod AR 2 ETEEMD
HBEITFELTLEIWY,

12.1.6. Security Context Constraints D& E&E

SCC (Security Context Constraints) ICIZBEE 7 1 —IL KAH Y, Y NO—F—DEKRRIE %
ATITIEFICHEES AT,

BEIRAIIE 0 (TR e RY B WEBEIRGI T, nil BEIRAIIE 0 X ZHREDBEIRMGZERLINZE
¥, BEIBRMDEWSCC &, EREARKICEY POLHAICBELEY,

FRAAREAR SCC DELBtEY MYURET B &, SCCIIRDAETIEFEMIFONET,
. REBEEDEWV SCC HIRIMICHERLNET,
2. BEENFLWEE, SCCRERRLFHIRDOZVWEDHNLDPLRVWEDDIRICHEREZL SNFT,

3 BEELHROMANFLWEE, SCCIREZRITY —hEINZET,
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FTI7HILRNT, V53R —BEEIMHEINS anyuidSCC ICIZSCC Y NOBEEMNMEEINE
T, INICLY, 7545 —FEZEIL Pod D SecurityContext T RunAsUser 2359 5 Z &IC &
Y, FEOI—HF—ELTPod ZETTEET,

12.2. ERIICEY ¥ TSN 5 SECURITY CONTEXT CONSTRAINTS {EICD
WT

IV hA—F—1F. INd namespace DHERICEIY ETONLEZRT L, Pod DUNIEFIIC
Security Context Constraints (SCC) Z5&Ed 5 & 2 IC M) H—9 % SCC (Security Context Constraint)
DHEDFRHERHLEFT, ESCCRAMNITY—FMMOR NS TFY—EFRICFHEINET, 2D
BR. FFAIIN2BEIC) Pod AERDEE HICEFTINAEZRY O —OFFICEIY B TONENMERS
h, ETHDPod TEEINDREID DRERDENBREINETT,

PLFDSCCICLY, By bA—F—F, SEIN Pod AR TEZEINTVWARAWGEICERILEERES
NEE=RIFETEET,

1. RADMNFLIFFRKREDZRE I N TV MustRunAsRange @ RunAsUser 2 h 557 —T19,
%1713 openshift.io/sa.scc.uid-range 7 / 77— 3 VERR L CEE 7 1 — )L REZEREL X
ER

2. LRIVAFRE I TLA L MustRunAs @ SELinuxContext 2 M 573 —T9, 2T
openshift.io/sa.sccmes 7/ T —> 3 VERBELTL R ERELE T,

3. MustRunAs @ FSGroup R b 57 —T79, Zftid. openshift.io/sa.scc.supplemental-
groups 7/ 57— avEBRRLET,

4. MustRunAs @ SupplementalGroups 2 h 573 —T79, 27
I&. openshift.io/sa.scc.supplemental-groups 7/ 57— 3 VA RRL X T,

M7 —XTlE, X2 F4—20FFR2MOT7AONA I =D Pod ICELITHREIN T LWL
TA=—H—EETITAIINERELET., TIAIIMERERXBIRINDZA NS TI—ICEDVWTIThNE
£

1. RunAsAny & & U* MustRunAsNonRoot A b 57— E 774 )L hDEZREL FH A, Pod
DBNRSA—S—E(TIN—TIDARE)EVEETZHEIF. E% Pod THRAICERT 2LEN
HYET,

2. MustRunAs (B2— D) A M7V —k, BILERINZ T 74V MEEZRBLE T, & X
i, Z7IL—7ID DFBEIE. Pod TN HBED IDEREET 25ETH. namespace DT 7 #+
WRNRS A= —fEN Pod DT IV—FITKRRINZET,

3. MustRunAsRange & & U' MustRunAs (ZIFIN—X) A kS 7Y —(F, SEOHR/IMEZIRAL
FY, E—ED MustRunAs X h T 7T —DIHBEDL D IC. namespace DT 7 # )L MEIFELT
FDPod ICRRINET, #EN—ADR FTI—DIEROHE TRETRELDIHZE, Ihid
RO EINSEBHEOK/MEEIBELE T,

pa )

FSGroup & & U SupplementalGroups A h 5572 —

I&. openshift.io/sa.scc.supplemental-groups 77 / 57— 3 ~ H* namespace ICfF7E L
WIS A IC openshiftio/sa.scc.uid-range 7 / 7—2a VIl 7 A —INNv I LET, W
THEFELARWEEIE, SCCAERINFHA,
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pa 3

FTI7FIKRT, 7/5—3VR—ADFSGroup A b7V —Ik, BEET /55—
avORMEICEDKBE—QHEBTHRELET, L&A 7/ 7—2avh183%
FiAEBE, FSGroup A RS 7V — 13 1 DR/IMES L URKETEHEARELE T, B
MDD T IV—TF% FSGroup 7 1 —JL RTHAIT 2 BN H 2IHEIE. 7/ T7—Yavik
FRALBRWARY LSCCERET DI ENTEET,

pa )

openshift.io/sa.scc.supplemental-groups 7 / 7—< 3 VI, <start>/<length F 7 (&
<start>-<end> XD I VIRPYDTAY I DY A M EFIFANZE

9, openshift.io/sa.scc.uid-range 7 / 7 —>aVIidBE—TOv I DHEZIFANE
ER

12.3. SECURITY CONTEXT CONSTRAINTS Dl

AT DfIE. Security Context Constraints (SCC) BRE L U7/ T—Y 3 Vv ERLTWET,

7/)r—13

£+ ¥ privileged SCC

allowHostDirVolumePlugin: true
allowHostIPC: true
allowHostNetwork: true
allowHostPID: true
allowHostPorts: true
allowPrivilegedContainer: true
allowedCapabilities:

(£

apiVersion:

security.openshift.io/v1

defaultAddCapabilities: [] €}
fsGroup: 6
type: RunAsAny

groups:

- system:cluster-admins
- system:nodes
kind: SecurityContextConstraints

metadata:

annotations:
kubernetes.io/description: 'privileged allows access to all privileged and host
features and the ability to run as any user, any group, any fsGroup, and with
any SELinux context. WARNING: this is the most relaxed SCC and should be used

only for

cluster administration. Grant with caution.’

creationTimestamp: null
name: privileged

priority: null

readOnlyRootFilesystem: false
requiredDropCapabilities: 6

- KILL

- MKNOD
- SETUID
- SETGID
runAsUser:

5]

type: RunAsAny

71



OpenShift Dedicated 4 F2FE$H & URRA]

90 9996000 9O

seLinuxContext: ﬂ

type: RunAsAny

seccompProfiles:

%1

supplementalGroups: 6

type: RunAsAny

users:

system:serviceaccount:default:registry
system:serviceaccount:default:router
system:serviceaccount:openshift-infra:build-controller

volumes:

(£

Pod NERTESHMED—ETYT. BHRLES * IETDORELZHFATLI TN URMEDHZE
3. WINOHWEBLEKRTEAVWIEZRKRLIET,

Pod ICE&® %BMMKEED ) A b T,

X2V T —IVTFRANDHFAINSEEEDHS FSGroup A A7V —4 4 FTT,
ZDSCCADT I EREFHDIIL—TTY,

Pod M SELY RS HBED Y A N TY, F7ld, ALLEZIBEL TIRTOMEEZ KOy T LET,
tXaYF4—AVTFRANDOHFTINDZEEEDS runAsUser A k5579 —44 T TY,
tFXalF4—aAVTFRANOHFTINSBEEED S seLinuxContext 2 k7Y —4 4 T TY,

X2V T —AVTFRANDHFAINZHEENVIL—T%ESH % supplementalGroups X b 57
Y—T9Y,

ZDSCCIKT7IVERTES1—H—TT,

X2V T —AVTFANTHBIND R 2—L~Y4TTT, ZOFTIE, *IEFTRTOR
Ja1—LS4 TOERZHFTLET.

SCCDusers 71—l RELV groups 7 4 —IL RIESCCILT IV EZRATE 21— —%IELET, T
T7F3IKT, VS5RAY—BEE, /—RKRBLVENL R MO—5—ICHIEME SCCADT I AN
HE5EINET, BIEINZITRTOI—Y—ITIL restricted-v2 SCCADT IV ARSI NZE T,

BAREIA: runAsUser SRE & §H L 2L a6

72

apiVersion: vi
kind: Pod
metadata:

name: security-context-demo

spec:

securityContext: ﬂ
containers:
- name: sec-ctx-demo
image: gcr.io/google-samples/node-hello:1.0
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o AV T+ —F L Pod NETRFICERAT 21— —IDZEKRKLAWVGEES., B3 UDIXID

Pod #{ER 9 % SCC &> TERY X7, restricted-v2SCC IET 7 4L N TITRTOFREILI—
P—IFE5EINBZH, FEAEDHEEFITRTDI—Y LY —ERT7HT Y NTHAT
X, FHINF T, restricted-v2 SCC &, securityContext.runAsUser 7 1 —JL RDFERATE %
EBEFRL. chET 74 MIRET %70HIC MustRunAsRange A S 57V—%FHLE
¥, BHTS T4 VTIRIOEREZEELAWED, BIT7OY I T
openshift.io/sa.scc.uid-range 7 / 7 —> 3 VAR L CEHEA 71 — )L NICT—9 2/ EL F

T, &EIICT YT F—O0 runAsUser [EFRINRELHEDORANDEEFLWMEICRY FY, F
BAR#ETHEOETRTOTOV I MIETNThERZEHEAIREINDLHTT,

BIRMI7ZE runAsUser SEEA BT 31548

apiVersion: vi
kind: Pod
metadata:
name: security-context-demo
spec:
securityContext:
runAsUser: 1000 @)
containers:
- name: sec-ctx-demo
image: gcr.io/google-samples/node-hello:1.0

ﬂ BEDI—H—ID%#EKRT SV TF—F7/ld Pod A, OpenShift Dedicated IC& > TZIF AN

S5N3DIE,. Y—EXT7HO Y NEFRIEFEI—F—ICFDI—HY—IDAFTT 2 SCCADTIER
NMEISINTWBBEEDHATT, SCClE, EEDID PEEDHERNICH S ID. FIFEKICER
D1—HY—IDEHFAFLET,

DEREIE. SELinux, fsGroup. & & U Supplemental Groups ICDWTEMTY,

12.4.CCS 7 5 X4 —® SECURITY CONTEXT CONSTRAINTS D{ER%

OpenShift CLI (oc) % f#F L T Security Context Constraints (SCC) Z#/EETZ £,

BF

MBDSCC DIEREEBIITERBIETHY., V5 RI—EFRLREILTDAEELHY
F9, WMEDSCCHDFEHICODWTERBN’H BFEIE. RedHat i R— MIZHERBEWEDLE
{ZEW, RedHat 7 R— hADERAEIT. Y R—MEZIDIAEASBELTLES
W,

pa 3

OpenShift Dedicated 7 704 X ¥ N Tld, hRIX—V SO RYT2o) T3y
(CCS) ETINAEMEHATZITRI—ICRHLTDOH, HMEDSCCZEKRKTEEY, SCC
)Y —ZDERICIE VTR —BEBE ERIUERD, RedHat 7 7T K7 ATV K
% {FF 9 % OpenShift Dedicated 7 5 2% —D SCC 2{EK T 5 Z &IFTE EH A,

AR

e OpenShift CLI (oc) B Y 2 h—JLI N T W3,

73



OpenShift Dedicated 4 F2FE$H & URRA]

e cluster-admin O— /LA &FD>21—H—& LTI ZRY—IcOJ4 > LTW5,

FIR

1. scc-admin.yaml &\ D &EEID YAML 7 74 )L TSCC A2 EEZLZE T,

kind: SecurityContextConstraints
apiVersion: security.openshift.io/v1
metadata:

name: scc-admin
allowPrivilegedContainer: true
runAsUser:

type: RunAsAny
seLinuxContext:

type: RunAsAny
fsGroup:

type: RunAsAny
supplementalGroups:

type: RunAsAny
users:
- my-admin-user
groups:
- my-admin-group

47> a2 & LT, requiredDropCapabilities 7 1 —JL RICHEREEFRE L T, SCC DIFE
DOHWEEERYMBR ZENTEET, BEIhAHEFII VYT F—DS ROy TIhFET, IR
TOTANE) 74 —%WETSICIE, ALLEZIEELF T, & 2 1E, KILL#E8E. MKNOD
HEEE, B LU SYS_CHROOT BEEED AW SCC ZERR T B ICId. A FR&E SCC ATV T/ MTEB
mLEd.

requiredDropCapabilities:

- KILL
- MKNOD
- SYS_CHROOT
v = )
allowedCapabilities & requiredDropCapabilities DA IC. #EEABINTE F
A,

CRI-O (&, Docker FF a2 XY M ICREINTVWBRERILL—EDOKEDEAYR—KNL £,

2. 7740 EELTSCC#ERMRLET,

I $ oc create -f scc-admin.yaml

H A B

I securitycontextconstraints "scc-admin” created

i3
qEI-I.l

o SCCHERINTWB I E=mRLET,
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https://docs.docker.com/engine/reference/run/#runtime-privilege-and-linux-capabilities
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I $ oc get scc scc-admin

H A B

NAME PRIV ~ CAPS SELINUX RUNASUSER FSGROUP SUPGROUP
PRIORITY READONLYROOTFS VOLUMES

scc-admin true ] RunAsAny RunAsAny RunAsAny RunAsAny <none> false
[awsElasticBlockStore azureDisk azureFile cephFS cinder configMap downwardAPI
emptyDir fc flexVolume flocker gcePersistentDisk gitRepo glusterfs iscsi nfs
persistentVolumeClaim photonPersistentDisk quobyte rbd secret vsphere]

R5BFEDSCCHANEELTZT7—I 00— RDEBTE

BEDOEXF21Y 71—V TFAMIM(SCO) BRI BLDICT7—/7O0—RKREZERETETET, N
&, BEDSCCAHT7—-/O—KNICEAET %5A. FLIEVELRSCCHISRAY—KHNDEID SCC IC
FoTTN IV T arvIndDamCIBEICZRIBEET,

BEDSCC #EXRT BITIE. 77— 0O— KNI openshift.io/required-scc 7/ T—>a VAR ELF
T, IOT7/T—ravid, TTAM AV RIPT—EVEY MRE, Pod¥=7z R FVTL—M%
BRETEZARBRD) Y —RICRETEET,

SCCIFVZRI—ARICFEEL., 7—70—KRICBERTZ2MENHY FT, 5 TRWFE, Pod D
PRIy avIiFKBLET, Pod ZE T 21— —F/IE Pod DY —ERT7HT Y MH Pod D

namespace T SCC D use #EfRZ=FKF> TWBIHAH, SCCIF7—rO0— RIGERAIETHZ EHRI N
7,

g

==
[=]

4 7 Pod D¥ =7 = X NAH®D openshift.io/required-scc 7/ 7—> 3 vV =EHR

LAWTLKEIW, TETSZE, PodDT7 RI vy a U kKRT 240 TT, HE
RSCCAZLRTBICIE, BB PodT Y7 L— D7/ 5F—avaBEHL
F9, INICLY, Pod HHIRI N, BERINZET,

=55
e SCCIRIZARI—ANILFEETILENHY XY,
FIa

1L 7704 XY NEDYAML 7 7 1)L %ERX L. openshift.io/required-scc 7 / 7—
ELTRERSCCEIBELET,

\'1
w
\
Rt
ks

deployment.yaml Dl

apiVersion: config.openshift.io/v1
kind: Deployment

apiVersion: apps/v1

spec:

#...
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template:
metadata:
annotations:
openshift.io/required-scc: "my-scc”
#...

@ usErnsccoumaiEELET,

2. ROAR YV RZERFLT, VY —R 2B LET,

I $ oc create -f deployment.yaml

BREE
o FTOAMAY NTHEINLSCCHMERINALIEERRLET,

a. ROOAX Y K&EZFETL T, Pod @ openshiftio/scc 7/ 5T—>a v DEERTLET,

I $ oc get pod <pod_name> -0 jsonpath="{.metadata.annotations.openshift\.io\Vscc}{"\n"}'

Q <pod_name> =57 704 A k Pod DZRIICEXMA T,

b. HA%ZFANRT, RRINELSCCATTOM AV MNTERLESCC E—HT BT &%&HR
L/i-a—o

H A B

I my-scc

12.6. SECURITY CONTEXT CONSTRAINTS NOO—JLRX—XDT7 7 R

SCCIERBAC TUIEBINBZYY—RELTHETEFT, ThickY, SCCADFTHIERAORIA—T
EREIOVIVINFRIIISAY—LHICKRETEZEY, 12— —, JIL—7. FEH—ERXTH
DY MNAESCCICEERYYETEE, VS5RY—2FEORI—THREEINFET,

8%

F7A) MOV MNT—0—REERTLEY, T74)0857O 9 hADT
JEREHBLEZY LAVWTLKKEIW, F74)h07OvV I NI, OT7I9S5R5—
AVER—RX YV MNERITTEHEHICFHINTVET,

ROF7AIMTOT Y ME. BVWRFEDNH D &AL INF T (default. kube-
public. kube-system. openshift. openshift-infra. openshift-node. & & U
openshift.io/run-level ZNJLA 0 £/2IE 1 IREINTVWR ZTDMOY R 7 LEKR 7O
VIV K)o PodEFal)T4—F7RKIvyay, EFal)F4+—aVFFAMHEK., 2
FREI—=NY =RV F—5, A A—VBRBR/EDT RIv>a v T304 VIKkE
THHEEIE. BVWRFEAFE OOV MTIEBEL ZE A

A—ILDSCCADT I LR MMHALITIE., O—ILDEKFICsce )V —RAZ2EBELET,
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$ oc create role <role-name> --verb=use --resource=scc --resource-name=<scc-name> -n
<namespace>

LY, LTFOO—ILESENERINET,

apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:

name: role-name ﬂ
namespace: namespace 9

rules:
- apiGroups:
- security.openshift.io 6
resourceNames:
- scc-name ﬂ
resources:
- securitycontextconstraints 9
verbs:
- use

D_)bo)%ﬁﬁo
EZEINZO—)LD namespace, IBEINTWVWAWES(IE, default ICT 7+ )L MREINZE T,

SecurityContextConstraints |) YV — X 5 &8 APl Z)L—7, sce MY —RELTIREIN B
BICEEMICERZEINE T,

T E2ATESSCCDAFDY Y L,

1—H—H SCC &% resourceNames 7 1 —JL RICIEET B2 EA5HFRATB Y —RTIL—TD
EA-TN

®0 009

Q, O—JLICERT285ED) R KN,

CDEOIBIN—IEFEODXO—HILFALEFIISRY—O0-ILiF, O—INNA VT4V TFERIZITRAI—
O—ILINA YT A VT TINIINA Y REINFH Ty bH sce-name & WD) I—HF—FEFD SCC
HERATAHIEAETLET,

= -1o)
RBACIZTTRAL—2avaBCELIICKRE I TWEAD, 7OV NEEET

Ho>TESCCADTIEREMET B EIETEFEA, T 7 4J) MTIE. restricted-
V2SCC %#&8H, SCC Y —RATHE)EE use #FHT B EIEFHFTINTUVWEE A,

12.7. SECURITY CONTEXT CONSTRAINTS Y > RDY) 77 L VR

OpenShift CLI (oc) =R L T, 4 >~ X4 > 2D Security Context Constraints (SCC) Z@E D API 7
TV ) MNELTEETEET,

12.7.1. Security Context Constraints D&~
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SCC DIRED—EZEF T 2ICIF, UTZEITLET,

I $ oc get scc

Al
NAME PRIV CAPS SELINUX RUNASUSER FSGROUP
SUPGROUP PRIORITY READONLYROOTFS VOLUMES
anyuid false <no value> MustRunAs RunAsAny RunAsAny
RunAsAny 10 false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]
hostaccess false <no value> MustRunAs MustRunAsRange MustRunAs

RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","hostPath","persistentVolumeClaim","projected","secret"]
hostmount-anyuid false <no value> MustRunAs RunAsAny RunAsAny
RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","hostPath","nfs","persistentVolumeClaim","projected","secret"]

hostnetwork false <no value> MustRunAs MustRunAsRange MustRunAs
MustRunAs <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]
hostnetwork-v2 false ['NET_BIND_SERVICE"] MustRunAs MustRunAsRange
MustRunAs MustRunAs <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]

node-exporter true <no value> RunAsAny RunAsAny RunAsAny
RunAsAny <no value> false [™"]
nonroot false <no value> MustRunAs MustRunAsNonRoot RunAsAny

RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]
nonroot-v2 false ['NET_BIND_SERVICE"] MustRunAs MustRunAsNonRoot
RunAsAny RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]

privileged true [ RunAsAny RunAsAny RunAsAny RunAsAny
<no value> false ™"
restricted false <no value> MustRunAs MustRunAsRange MustRunAs

RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]
restricted-v2 false ['NET_BIND_SERVICE"] MustRunAs MustRunAsRange
MustRunAs RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]

12.7.2. Security Context Constraints DR EE

FFE®D SCCICAT 21EH (SCCHBRIND I—F— Y—EXT7HI Y MBIV ITIL—TE2ED) %
RRTZZET,

7= & Z L, restricted SCC #MRET 5I1CIE. UTFEERITLET,

I $ oc describe scc restricted

Hoh B
Name: restricted
Priority: <none>
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Access:
Users: <none> ﬂ
Groups: <none> g
Settings:
Allow Privileged: false
Allow Privilege Escalation: true
Default Add Capabilities: <none>
Required Drop Capabilities: KILL,MKNOD,SETUID,SETGID
Allowed Capabilities: <none>
Allowed Seccomp Profiles: <none>

Allowed Volume Types:
configMap,downwardAPIl,emptyDir,persistentVolumeClaim,projected,secret
Allowed Flexvolumes: <all>

Allowed Unsafe Sysctls: <none>
Forbidden Sysctls: <none>
Allow Host Network: false
Allow Host Ports: false
Allow Host PID: false
Allow Host IPC: false
Read Only Root Filesystem: false
Run As User Strategy: MustRunAsRange
ulD: <none>
UID Range Min: <none>
UID Range Max: <none>
SELinux Context Strategy: MustRunAs
User: <none>
Role: <none>
Type: <none>
Level: <none>
FSGroup Strategy: MustRunAs
Ranges: <none>
Supplemental Groups Strategy: RunAsAny
Ranges: <none>

Q SCCAEAINZA—H—EH—FERT7HIYRNE YR MNERLET,
BEIN

g SCCHEAINZ/IL—T5)RAMERRLET,

12.8. BEAEF ¥R

o HR—Fb
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FIRBEPODEXF YT —T7RIvavDEEEEHE

PodEFal)F4—7RKIvavid, KubernetesPod & a1 ) 571 —1ZH# ODEETT, Pod D
Fal)TFT4—T7RIvarvaERALT. Pod DEMEZFIFRL 7,

131LPODEFal)T4—T7 RKIvyavIilDWT

OpenShift Dedicated IZI&, KubernetesPod DtF 274 —7 KIvay MEARAEFNTVE
9. /O—/N)LETld namespace LRIV TEEIN/ZPodDtEF 1) T4 —T7 KNI v a VITERL
TWRWPod IE, 7R —~ADSMHIFTINT, RITTETIEHA,

7 O—/\)LiZ, privileged 707 7 1 LASERA I N, restricted 7O 7 7 A LA EHEEETIHFERAIN
7,

Pod DtEFa1YF4—T7 KIv> 3 VikE% namespace LRIVTHRETDIEHTEET,

BF

F7A) MOV MNTO—0—REERTLEY, T74)057O 9 hADT
JEREHBLEZY LAVWTLKEIW, F74)h07OvV I NI, OT7I9S5R5—
AVER—RX YV MNERITTEHEHICFHINTVET,

ROF7AI8TOT Y ME. BVWFEDNH D &AL INFE T (default. kube-
public. kube-system. openshift. openshift-infra. openshift-node. & & U
openshift.io/run-level ZNJLA 0 F/2 I 1 ICREINTVLWR ZTDMOY R T LEKR 7O
VIV RN PodteFal)T4—T7RKIvyay, EFal)F4+—aVFFAMHEK., 2
FREI=NY =RV F—5, A A—VBRBRI/EDT RI v a v T304 VIKkE
THHEEIZ. BVWFEAFE OOV MTIEBEL ZE A,

1311 Pod D EF2 T4 —T7RKIvIarvE—NR
namespace ICXF L TRD Pod ¥ 274 —T7 RIv Y avE—RERETEET,

F1BIPodDEFX 1Y T4 —FFKIvyavE—FK

enforce pod- HREINLZTOT 74 IVICER L TWARL Pod D
security.kubernetes.io/enfor (FANZEELET,
ce

audit pod- Pod BB EINALTOT 7 1 JLICER L TLWRWIEG

security.kubernetes.io/audit &. EE/A ARV b 2OJICEELEF T,

warn pod- Pod BBEINALTOT 7 1 JLICER L TLWRWIE
security.kubernetes.io/warn AILEEERRLEY,

1312.PodDtEFxal)F4—T7 RKRIvaryyozr4)b
ZEPodExFa2TA—TFTRIVYavVE—RERODTOTZ7AILDOVWTNNEBRETEFT,

K1B2PodDEFXaYF4—FKIvaryryazrq
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https://kubernetes.io/docs/concepts/security/pod-security-standards/
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FREPODEFXFAVFTA—T7RIvyavoBELIER

PAE B4

privileged REFIRDDRVWRY) & —, BEXOERFRI ATREICKL D

baseline /NROFIRRY & —, BEHOERFBEZMHILET S

restricted ROHIRMRRY > —, RED Pod BIEDNR N TZ 07 14 RILHED

13.1.3. &1 = D namespace

RD > AT Is namespace &, I privileged Pod €% 2 Y74 —T7 RKIv >3 v 707 74 IVICEERE
IhET,

o default
e kube-public
® kube-system

NS DREME namespace D Pod EX 2 U T4 —7O7 74V EEETEHIEIFTEEE A

1314.Pod X254 —T7 RIvarvbdttexal)F4—aVFTF R MNOEIH

PodtFxal)T4—7RKRIv>avoB#EEtEFxa)T4—aVFTFAMDOFHEIRIE, 2 DOMII L0
YhO—S5—IC&L>THEIN, BAINET, 22032 MO—5—FWII L TH#EL. LT O
TREFRALTCEXF 2T —RYP—%=@FHLET,

L EFa)F4—aVFFRA MOy bO—F =&, Pod ICEIY K TOHNASCC(2Fal)
TA—AVTEFRAMIK) &I, —BOEF2)F —AVFFANTIA—ILREZEET A
BEMDHY T, 7c& XL seccomp AT 7 A IHAE, FLIFHREINTLWARWEEST, Pod
ICEIY HT o7z SCC A seccompProfiles 7 4 —JU K% runtime/default (Z3&H] 9 3156,
J> hO—5—IE7 7 # )L bE % RuntimeDefault ICEREL £,

2. EXa)F4—aVFER MOy bO—5—1F, —HT B SCCICWLTPodDEF 2
DF4—aAVTFFAMNERIELE T,

3. PodtEFxaT4—7RIv>arydar hO—7F—I&. namespace ICEIY HT 5N Pod
X2V T4 BECHLTPodDEF2) T4 —AVTFAMNZRIEL T,

13.2.PODEFxal)5F4—T7 RKIvavEHHICDODWT

JO0—/N)bPodtEZFa2UF4—7RKIvy>aryay NO—LBREICMAT, a¥bO—5—F HE
M namespace ILH DY —ERTHI Y MDD SCCT IV ERHFAILHE>T, Pod2F¥a T4 —T RKRIvy
varvIdr bO—)LD warn B £ U audit 5L % namespace ICEA L 9,

O hO—3—I(% ServiceAccount 7 72 2V hDT7 U Z AFHFAI %52 L T, & namespace T ¥ 2
V74—V T7FAMOFWEFERALES, EX¥a) 74—V FTFAMIK(SCO) IF. 714 —ILKR

BICEDWTCPodtFa 74 —7O774IIRy TEINET, AV O—F—FINS5DOEHRI

70774 0%FERLES, Pod DEF 2l 74 —FFa warn & audit 5 RJLIE, Pod DEREFIC
EENRTINLY, BEEAARY MREHRINLY T E2DEH DI, namespace TIREFEDH

2PodtEFal)T4—7O7 74 IVIEREINZE T,

namespace M 7 NJL{FIFIE. namespace A—HIHY—ERT7HVU Y NOEREZZERBL TITbIET,
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Pod Z EfERA Y5 &, Pod Z2E1T792521—H—D SCCHERNMEAINDZGZELHY T, KL,
BEISNIULAITRI-——ERIIERINIEA,

13.21L.Pod ¥ 25714 —7 KX v a VEED namespace DERS

PodtEFal)T4—7RIviavEiid, ¥ A7 LTERI NI namespace $ & U openshift-* #%
SEEEAMT LN 2 namespace TIEAGHIICERDICARY 9,

PSR —RAO—RO—EE LTEZEINTWS namespace TlE, Pod ZFal) T4 —7 K3 v
a3 VORPNERICEMICR SO TWET, RO namespace IEKIGHICEDITARY F7,

o default
o kube-node-lease

® kube-system

e kube-public
e openshift
[}

openshift- & WD FEBEEAF WAL, YA TALICE > TERI N9 RTOD namespace

133.POD X2 ) T4 —7 KX v arOREAGIE

IFEAED namespace TEEIPod ¥ a ) 74 —7 RKI v avOREPAEMTITEMICTEE
_a—o

HE

2 A7 LER D namespace Tld, Pod EF a1 Y74 —7 RIv > avEPEEMICTS

ZEIETEEHA, FMlIE. PodDEX2YF714—7 K3y 3 VEH namespace D
MR 2SR LTIV,

FIR

o :RTET % namespace T &I, security.openshift.io/scc.podSecurityLabelSync 5 X)L DE %
BRELET,

© namespace CPod ¥ al) T4 —7 RIv > arySNIORMBAZEMCTSIC

l&. security.openshift.io/scc.podSecurityLabelSync 5 X)L DfE% false IZFREL 7,
LTIy REETLET,

$ oc label namespace <namespace>
security.openshift.io/scc.podSecurityLabelSync=false

© namespace CPod ¥ a ) T4 —7 RIv > arySNIORBZEMICT SIS
I&. security.openshift.io/scc.podSecurityLabelSync 5 XL D{E% true ICFEE L £ 9,
UFoavY REETLET,

$ oc label namespace <namespace>
security.openshift.io/scc.podSecurityLabelSync=true

BIER R
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BREPODEFXFAVFTA—FRIvIavOBRREER
o PodEFaV71—7KIvarEH®D namespace DFRH

13.4. NAMESPACE D POD ¥ a7 4 —7 RKIv P 3 VDERE

PodDtEFa)FT4—7 RKIvaVi&E% namespace LRIV THRETE E T, namespace D Pod
X2 YT1—TRIvIaVE—RITEIK, EDPodtFal)F4a—F7RKIyv>avrFO7r74)L
ZHEATEINZHRETIET,

FIE
® namespace ICEET S PodEFal) T4 —T7RIvoavE-—RIEIC, ROV REE
TLET,
$ oc label namespace <namespace> \ ﬂ
pod-security.kubernetes.io/<mode>=<profile> \ g
--overwrite

ﬂ <namespace> (C(3. F&E T % namespace ZIEEL X7,

<mode> % enforce. warn. X7zl audit [CERE L £, <profile> %=
restricted. baseline. 7z privileged ICEREL 9

135.PODEFa) 74— RKIwyarvr7o—h

PodSecurityViolation 75— kA MU H—INBDIE, PodtFa )74 —7RKIy>¥3vavh
O—S5—DEAELNJLT Pod NMHEEI N/ T &% Kubernetes APl H—/NN—HDIREINEIFETT, &
DT7Z—MITEHEFHELET,

Kubernetes APl H—N—DEEOJ AR R-LT. N A—INAET7S— NEREELET, LEXIE 7
O—/N)LBERAD Pod £ a2!) 74 —LRJLD restricted ICREINTWBIHEICIE. 7—27O0—FKiE
AGRICKMT B AIEEMELSHY £ T,

PodtEFal)T4—T7RIVvIIaVERDEETEARY NEBET DIZHAERICDOWVWTIX, Kubernetes K
FAAVNDODEE7 /) T—ay a#B8BLTLEIL,

13.6. B EIE#HR
o EEEXOITDRTR

® Security Context Constraints D& 2
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https://access.redhat.com/documentation/ja-jp/openshift_dedicated/4/html-single/security_and_compliance/#nodes-nodes-audit-log-basic-viewing_audit-log-view
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Z514% LDAP V)L — 7 D[RS
dedicated-admin O— L= &FOEEEIZ, JIL—T2FALT. 21— —0DEHE, ¥ERDEHE, EHEOD
BIEEITD CENATEEY, BT —IIN—TEFTTITEKRL. TN D% LDAP Y —/N—|TR
FELTWBHBEHLHY £F, OpenShift Dedicated I&, T 5D LDAP L O— K% HES OpenShift
Dedicated LO— RERAETE 2480, BEEIF VIV —T% 1 HFATEETE XY, OpenShift
Dedicated IFIR1E. JI—TFAVN=2y THEEERT H72HDD 3 DDHERXF—< (RFC 2307, Active
Directory. ¥i3RI 117z Active Directory) 2R L7/ )L—7F& LDAP #—NR—ORPAEHR—KFL T
WX,

LDAP D& EDFMIL. LDAP 7A TV T 474 —TANA T —DEHETE LML TLIEIW,

)z 6
Com JI—7%RET 521, dedicated-admin RO HE T,

14.1. LDAP EHADEREICDWT

LDAP EHi%=E1T792IC1E, RRETZ 7 A IUVDABETT, TDT 7AIICIE, LLFDLDAP V3547
v hREDFHFMAZTENTT,

o LDAP H—/NN—ADEHDRE,
o |IDAPH—N—THHEINZRAF—VICIKEFET ZEBEREL T3,

® OpenShift Dedicated D ¥ IV—T &% LDAP H—NR—HD T IN—TIIx v EV I 5, BEE
NEEZLEZRINYEY DY A K,

BREZ77A4ILOEAIE. FHT S RAF—< (RFC 2307, Active Directory, Z 7= IZ¥i3R Active Directory)
ILE>TERYET,

LDAP 7514 7 hEXE
BREDLDAP VSA TV MNEREERI Y a Y TlE, LDAP H—N—~ADEHEEERLT T,

BREDLDAP VSA TV NEEEV Y a Y TlE, LDAP H—N—~DEHEEERLT T,

LDAP 7 54 7 hE&E

ﬁlll

url: Idap://10.0.0.0:389 )

bindDN: cn=admin,dc=example,dc=com 9
bindPassword: <password>

insecure: false ﬂ

ca: my-ldap-ca-bundle.crt 9

T—HR—2%EKRANTZLDAP H—N—DEH{EIORNIIL, IPTRLR, LT
scheme:/host:port & L T7 #—< v NI ZEREDKR—NTT,

N4 Y RKDN & LTERTZEREDHEFSG (DN) TY, chik, AREOIV N —ZEBT S
TeDICERINHENBERIGE. OpenShift Dedicated TERINE T,

o

NA Y RIERATREED/IRT—RTY, Zhid. BHREOIY N) —E2BRET 5DICEEK
INFEDNBERIZE. OpenShift Dedicated THERAINE T, CDEIFREZH. A7 74
. FEBESEINCTI 7ML TEEETEET,

o
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#5143 LDAP )L — 7 DR

Q false DI5E. ¥ 2 77 LDAP (Idaps:/) URL (£ TLS #fFR L C#Ef L. e+ 2 774 LDAP
(Idap:/) URL IZ TLSIC7 v 7UL—RKINFT, true DIFE. Y—/\—~0D TLS EfiIFiThNh £

© BEINLURLOY—N—ERBERET B70ICERT BEAE/Y KL TT., ZOBAE,
OpenShift Dedicated &> A7 ATIEEINIL— N EFEA L X 3. insecure M false ICEREI 1
TW3BSZEILDH,. I EBRINEY,

LDAP /T Y —%&E%H

FHIREIL. FRICKNEBEERDZ TV N) —DIDAP VI —EHTCHEINTWE T, LDAP YT
) —DEFEDEFHIE. LDAP H—N—[IAVYN—=—y TIERARET ZEHIFEAINZAF—T
ICRELE T,

LDAP /Y —%F&

baseDN: ou=users,dc=example,dc=com ﬂ

scope: sub 9

derefAliases: never 6
timeout: 0 ﬂ

filter: (objectClass=person) 9
pageSize: 0 G

ITRTOBRBEDPFRBINDTALI N —DT 0 FDFHHIE (DN) T, T4 LI M=V —
DEBEZEETZHEN’HYEIITN, TALIMN) DY TV —%EEITBIEETEIT,

MEOEHFETT, Ax{EIT base. one. F/ldsub TF, ThEEHRLALVWEE. sub DEIH
MNMEARAINET, GEA T avIiOWTIE, ULTOXRTHBEINTWET,

LDAPY Y —DIA)T7RIEAETZIHREOENETT, BxR{EIL never. search, base. F 7=
I& always T9, ChEEZLAWGE, T74/) ML always &Y, T4 Y TRAEHESRLE
T, WSBOEFEICOVWTIEUTORTHBINTWET,

DIAT Y MIE > TRRICFHFAIINZBEFEFIRTY, 0 DIERKT Z14 7> MIDHIRI LW &
EERLEYS,

BWRLDAPRET 1 ILH—TT, IThEERELABWEE. 774/ ~Z (objectClass=*) IZ72 Y
x7,

@ ® 6 o o 9

LDAP TV KN —THIEIND, H—N—D5DHEER—VDEEDRAY A XTY, 0ICKET
28, BRER=IDOYA XFRITBRLSABRYES, 754 T7 2 bELIEY—NI—=BF T 4 )L b TEFH
LTWBIVR)—HLIYVZVWIVRN) =% T —DRTIFE., R—=PVITH1 ADERENDBLE
ERYFET,

+K14.1LDAP ®%R&HA > a >

LDAP #&5e$5E B4

base JITY—IIH L THEEINER—ADNTIEET STV hDHEEELET,
one JITY—IZDVWTR=ZADN EV Y —RHOELLRIVICHZITRTDA TV haZE
EBLET,
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LDAP #&3e$5E B4

sub VI —IBEINDIR—ZADNOY TV —2AFE2EELET,
&14.2 LDAP ¥ REF

WS REF B4

never LDAP Y Y —IlHBITA VTR =HSR LI A,

search BRBERICERON 2T VT ADHEHSRLES,

base R=22F TV NeBRRFPICTA IV T RADOHEHFSRLET,

always LDAP Y ) —IZHBDITRTDIA )T RAZEICHESRLET,

1—HY—EZDRHAYYEV T
A—H—EEDEZEIY v EV 7L, OpenShift Dedicated 7 )L — 7D EZHI %, LDAP #—/\—T%
W—T5REBTE2—EBDHEINFICHRMICTY TLET, YyEVJILEBED YAMLBX%FAL
¥4, I——EBDOIYEVTITELDAP Y —N—DITRTDIIN—TDIV ) —%5EHB
EH. TNLDTIN—TDOH Tty NDHEEDHZIEETEFET, 1 —HF—EFEEZDKRITY EY
THEFFBRWTIV—THLDAP H—N—IlH 2HE. BHEROT 7 4L M OBEETIE. OpenShift
Dedicated ZIL—FTDER1E LTHREINALBENMERINE T,

A—Y—EROEZRIYYEV T

groupUIDNameMapping:
"cn=group1,ou=groups,dc=example,dc=com": firstgroup
"cn=group2,ou=groups,dc=example,dc=com": secondgroup
"cn=group3,ou=groups,dc=example,dc=com": thirdgroup

1411. RFC 2307 8&8E 7 7 1 ILICDWT

RFC2307 AF¥—< Tk, 21— —T Vv MN) =TI —TFTUN)—DEADLDAP VL) —EFHF &
MEE OpenShift Dedicated L A— R TZNOHDIV MY —AKRTDICHERT2BMHAEET 2HELND
L) i-a_o

BAFEICd %728 IC. OpenShift Dedicated TR T 2 /I — T Tld, 2—H—FLIFEEERD T 1 —
W RICHENBLUANADEMEZAIBEARY AT 2RENHY FJ, =& ZIE. OpenShift Dedicated D
A—HF—% A=) 7 RLATHAL., JIL—TO&FIE—KBE L TERLET, UTOEREZ 71
TlE. ZDEDBEAREERLTVWET,

p= =)
1-—P—EBEKDOTYEYIEERTBHA. RET A LERAYET,

RFC 2307 A¥—< %8 d % LDAP RHIZ%E: rfc2307_config.yaml

I kind: LDAPSyncConfig
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apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389 ﬂ
insecure: false 9
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn 6
groupNameAttributes: [ cn ] ﬂ
groupMembershipAttributes: [ member ] 9
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
userUIDAttribute: dn )
userNameAttributes: [ mail ]ﬂ
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

ZDTIN—TDL A— RMEEINB LDAP H—NN—DIP 7 RLREKRAMNTT,

false Di54A. 2% 2772 LDAP (Idaps:/) URL I+ TLS # M L TR L. FEt+ 2177 LDAP
(Idap:/) URL G TLSICT7 v FJL—RINZFT, true DIFzE. T—/—~ADTLS EHKFThh F
H A, ldaps://URL AF¥—LIFFEATETEE A,

LDAP H—N—D ) — T % —RICHEI T H5EHETT. groupUIDAttribute (CDN ZfEAL TV 5
%E. groupsQuery 7 4 LY —EZBETXTEF A, FHRT ALY —%RITT2ICE. KTA bk
VAN TZv )R NDOFEFERLET,

JIV—TDEREIE L TERT 2EM,

AVNR=2y TEREGET BTV —TORMETT,

LDAP H—N\—Ta1—H—%—EICHA T BEMETI, userUIDAttribute IC DN ZfFA L TW 335
Ald. usersQuery 7 1 LY —AIBETETEHA. FHlAT7AINY—%5ETTBITE. mTA N
ANTSv YR NDAEFEEFALE T,

Q®6 O 09

Q OpenShift Dedicated Z)L— 7L d— RTa1—H—D&HTE LTHEAY 3B,

14.1.2. Active Directory 5% € 7 7 1 JLIZCDWT

Active Directory AF¥F—< Tld, 2—H%—I YV MY —DLDAP /T ) —F&H&. AEB OpenShift
Dedicated V)L —FL I—RTENLDIV N — 2RI DICFERT2BMAZIBET 2LENHY X
ER

BRREIC 9 7= IC. OpenShift Dedicated TEM T 2 VI —F Tl 1 —H—FIIBEEER/MDT 1 —
W RICENBLUADEME ZATRERRYER T 2MENHY £, /=& Z2IE. OpenShift Dedicated 7'
W—=TDa1—H—%A—)LT7 RLRATHERL. JIV—TFE% LDAP H—R—DJ I —TEZTERLZE
T, UTFORET7AILTIE. TOLIREREERLTVET,

Active Directory A ¥ —< %l 9 % LDAP EHIXE: active_directory_config.yaml
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kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389
activeDirectory:
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]ﬂ
groupMembershipAttributes: [ memberOf | g

ﬂ OpenShift Dedicated 7 )L—7L d— R Tca—H—0D&Zai& LTERT BN

@ Ay TERERETZ1I-Y-OREETT.

14.1.3. 5k X L 7= Active Directory 58 7 7 1 JLICDWT

AR X N7z Active Directory AF —< Tld, I—H#—I YV R N)—=EJIL—FTV M) —DEAD LDAP
YT —FEFE. REB OpenShift Dedicated FIL—TF L A—RTENLDIV M) —2RTDICHERT
2EBUEAIEETI2HRENHY FT,

BAFEIC %728 IC. OpenShift Dedicated TR T 2 /I — T Tld, 2—H—FLIFEEERD T 1 —
IV RICENBLUADEME ZATRERRYER T 2MENHY £, /=& ZIE. OpenShift Dedicated D
A—H—%X—)L7RLRATHEHANL., FIV—TOEF1%2—BREZELTFERLET, UTORET7 71
TIEZOL D REAREEKRLTVWET,

#i3R X N 7c Active Directory ¥ —< %A 4 % LDAP RHARE:
augmented_active_directory config.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389
augmentedActiveDirectory:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn ﬂ
groupNameAttributes: [ cn ] g
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]6
groupMembershipAttributes: [ memberOf | ﬂ
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LDAP H—N—D 7)) —FH—EIZHEHAI T 2EMETT, groupUIDAttribute IC DN ZFER L TW3
1541k groupsQuery 7 1 LY —AIEETEIEHA, HFMATAILY—5RITTBITIE. FT7A b

T —TD&FIE L TERT 2B,
OpenShift Dedicated 7 )L—7 L d— RTa—H%—D&Fi& L TEAT 2B M.

AVNR=2y TERERET 21— —DEMETT,

oO0® 9o

14.2. LDAP RIHIDE1T

FHEARE 7 7 1 L= ERkR. BHIZBEATE £9, OpenShift Dedicated Tld, BEEEFIERE UH—/3—
HEALTCZHOERZAHRI A TEERTTEET,

14.2.1. LDAP #—/X— & OpenShift Dedicated D [E4H

LDAP H#—/X—®D 9§ RTD Y JL— T % OpenShift Dedicated EAHITE £ 7,

=S5
o FEHIERET 7 A I ZFR L FT,

e dedicated-admin O— /LA F D1 —E LTI SRY—IITIVEATE S,

FIR

® [ DAP H—/IR—DFRTDYI)L—T% OpenShift Dedicated & EHIT ZICIE. UTFERTLE
ER

I $ oc adm groups sync --sync-config=config.yaml --confirm

pa 3]
TI7AIWBNTIE, TRTOTIN—TEERENRSA S I8,
OpenShift Dedicated ZJV—7 L J— K%Z&E ¥ %ICIZ. oc adm groups sync
OX Y RT-—confirm 75V %RETD2RENDHYFXT,

14.2.2. OpenShift Dedicated 7' /)L — 7 & LDAP % —/N—®D R #A

BRET 7AILTIEE LR LDAP H—N—AD 7 I —FITHHET 5. OpenShift Dedicated AD TR TD
TJIV—T%=REETEET,

IS 3as
o HHIRET7 7 AILEEKRLET,

e dedicated-admin O—J/LAF DA —E LTI SRY—IITIVEATE S,

FIR

® OpenShift Dedicated ' JL— 7% LDAP H—/N\— & EHT 21T, UTFEETLET,
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I $ oc adm groups sync --type=openshift --sync-config=config.yaml --confirm

pa )

TI7AIRNTIE. IRTOTI—TRBPRESRSA4 Z I NB7D,
OpenShift Dedicated ZJV—7 L d1— K%AZHE Y %I, oc adm groups sync
OX Y RT-—confirm 75 7 %RETD2RENHYFT,

14.2.3. LDAP % —/X\—DH 7 &' )L— 7 & OpenShift Dedicated D [FEHA

LDAP I —7DH Tty b, RITAMNVRANT 7ML, TSI VRNT 7L, £LIEZTOWA
%{EMA L T, OpenShift Dedicated *EHITE &9,

pa 3

TS9OV RNTZ 740, RITAMNYAMNT 74, EREETARNIZR MDY TSIV
DHAPEDLEEFRATEE T, RT7TAMIRAMNELVTTSYIYRINDT 74 ILITIET
TTERTODOBED T IV—THBNFEEDDIBEIHY, FT7A4A KN)ZA MDY T
@AY Y FERICEREDD I ENTELXT, INHDHA RF 4 V& OpenShift
Dedicated IC TICHFEET DT —TIF TR, LDAP H—N—LEICH DB T IL—FIC
HEAINET,

AR
o FHIRET7 7 AILEEKRLET,

e dedicated-admin O— /LA F D1 —H—E LTI SRY—IITIVEATE S,

FIR

® LDAP ZI)L—7D% T+ v b % OpenShift Dedicated EEHIT 2 ICIL, JRDITY KDOWThHh
MrEERALET,

$ oc adm groups sync --whitelist=<whitelist_file> \
--sync-config=config.yaml \
--confirm

$ oc adm groups sync --blacklist=<blacklist_file> \
--sync-config=config.yaml  \
--confirm

$ oc adm groups sync <group_unique_identifier> \
--sync-config=config.yaml \
--confirm

$ oc adm groups sync <group_unique_identifier> \
--whitelist=<whitelist_file> \
--blacklist=<blacklist_file>\
--sync-config=config.yaml \
--confirm

$ oc adm groups sync --type=openshift \
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--whitelist=<whitelist_file> \
--sync-config=config.yaml \
--confirm
y 13!
TI7AIRNTIE, IRTOTIV—TRABPRENRZA4 S INB7D,
OpenShift Dedicated ZJV—7 L J1— K%ZE ¥ %ICIZ. oc adm groups sync
OR Y RT-—confirm 75 7 %RETI2RENHYFT,
43. VIV —TDTIN—=V T3 TOERT
TIN—T%EK LT LDAP H—/R—D L O— RHBFEEL AL Ao BE. BEEIL OpenShift
Dedicated LOA— RS T I —T%BIlR$T 22 HTEEYT, TI—=vJTaT7id RV a TIE
AIN2E5DERACAMMEBREZ 7IIIVBELUVRTA NI A NERF TSIV AN EZIFANET,

UFICHZERLET,

I $ oc adm prune groups --sync-config=/path/to/Idap-sync-config.yaml --confirm

I $ oc adm prune groups --whitelist=/path/to/whitelist.txt --sync-config=/path/to/Idap-sync-config.yaml --
confirm

I $ oc adm prune groups --blacklist=/path/to/blacklist.txt --sync-config=/path/to/Idap-sync-config.yaml --
confirm

14.4. LDAP 7' JL— 7 D REEF DA

ZDtvaviliE, RFC2307. Active Directory, & & UMLAR Active Directory A F—<IZDWT D
BIARBEINTVWET,

pz o-1o)
INSDHEITIE, IRTOA—YF—DENTNDOITIN—TOEENDAVN—THBZ
EHEBELTWVWET, &I, TIL—TIC3BOTI—THEA Y NRN—E LTEFEFNEE

Ao FAMEINLVIV—T 2B Z2HEDFHFMICOVTIE, RRAMEIhXY
N=2y TEBOFIZOWTSRLTLCREI W,

14.41. RFC 2307 A X —< DFERAICL 27 IL—TDRER

RFC 2307 AF—< DHFE. LTDHITIE2BD AV /N— (Jane & Jim) Z3FD admins & WD J )L —
TERMBLET, UTFICHERLET,

o JI—TE1—H—HLDAP H—NN—|ZEBINXINDHE,

o RAHAZICER XD OpenShift Dedicated D ¥ )L—7L J— K,

o1
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R

INLDHITIE. TRTOA—Y—DZNTNDTIL—TDEENRA VY NN—THDBZ
EEEELTVWET, &I, TI—FIRMEDTIV—THA VU N—ELTEFNEHE
Ao FAMEINITIN—T%EHET 2 HEDFEMCOVWTIE, RAMEINhAXAY

N=—2y TRBOFICDOWTHEBLTLEI L,

RFC 2307 AF—< Tld, 21— — (Jane & Jm) & IN—TORAN 7 7—A NI Z ATV M) —&
LTLDAP H—NR—CBHEEL. TI—TAVNR—=2y T TN —TOBMICEFEINE T, LUTO Idif
DAZRY T, TORF—TD1—YHF—ETIN—TE2EHFLTVWET,

RFC 2307 A¥—< % {89 % LDAP T kY —: rfc2307.Idif

dn: ou=users,dc=example,dc=com

objectClass: organizationalUnit

Ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn:Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit

ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com ﬂ
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com
description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com 9
member: cn=Jim,ou=users,dc=example,dc=com

qp ZDTIN—TFIEIDAP H—NR—D T 7—ZANISATY NY—TF,

Qg TIW—FDAYN—IE, TI—TOBME L TOHBNSBERICY R MNERRINET,

AR
o BETFAINERELET,

e dedicated-admin O— /LA F D1 —E LTI SRY—IITIVEATE S,
FIE
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e rfc2307_config.yaml 7 7 1 JLEREHAL £,

$ oc adm groups sync --sync-config=rfc2307_config.yaml --confirm

OpenShift Dedicated (&, EEEDEIREOHKERE L TROD I —FLOA—REEHRLET,

rfc2307_config.yaml 7 7 1 JL & L TERX X 11 % OpenShift Dedicated 7/ )IL—7

000 O

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389
creationTimestamp:
name: admins ﬂ

users: e

- jane.smith@example.com
- jim.adams@example.com

Z @ OpenShift Dedicated 7' /JL— 74 LDAP H#—/N\— & &% ICEHI X 1 7=85%) (1ISO 6801
).

LDAP H—NR—D T I —TOEBHNF T,
ZDTIN—TDL A— RMEEINB LDAP H—NN—DIP 7 RLREKRRAMNTT,
B 7 7MILDEETZIIL—TETT,

TIW—TDAYN—D1—H—TF, A7 7M1 ILTEEINDZZRIMMERINE T,

14.42. 1 —H—EEDEKRINY EVJICEAT 5 RFC2307 A ¥ —< A FHLATIL—T

DREEA

TJIV—TE1—HY—EEDLAMY Y EY TR T 2568, REZ7714I/IIE. LTFIKRTINS5DT Y

EvInE

ENBLIICEEINET,

A—Y—EZORZAIY Y EYJICET % RFC2307 A¥—< % {#f 9 % LDAP EHisk5E:
rfc2307_config_user_defined.yaml

kind: LDAPSyncConfig
apiVersion: v1i
groupUIDNameMapping:
"ch=admins,ou=groups,dc=example,dc=com": Administrators 0
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn 9
groupNameAttributes: [ cn ] 6
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O o o9

groupMembershipAttributes: [ member ]
usersQuery:

baseDN: "ou=users,dc=example,dc=com

scope: sub

derefAliases: never

pageSize: 0
userUIDAttribute: dn @)
userNameAttributes: [ mail ]
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

1—H—EEDRZAINYEYITT,

A—H—ERDLZAI Y EV I THF—ILERAINZEEOHBMETY ., groupUIDAttribute IC
DN Zf#H L T\ 315& (& groupsQuery 7 1 LY —%BETE EH A, FlRT7 1LY —&ET
T2ICE RI7AMN)RAN TSI )ZANDHEEREFERALET,

OpenShift Dedicated 7L — 7 DEABDHFRFHI—HF —ERDOLZRIY v EV TITRWEEIC,
OpenShift Dedicated 7 IL— FIC&BI 2T B2 7O DEM,

LDAP H—N\—Ta1—H%—%—EICHA T 2EMETI, userUIDAttribute ICDN ZfFA L TW 335
Ald. usersQuery 7 1 LY —AIBETETEHA. FlAT7AINY—%ETTBITE. mTA N

ANTSvIVRNDHEEEFERLIT,

AR

FIR

94

o BETFAINERELET,

e dedicated-admin O— /LA F DA —E LTI SRY—IITIVEATE S,

e rfc2307_config_user_defined.yaml 7 7 1 )L E ORAPEERITL E T,
I $ oc adm groups sync --sync-config=rfc2307_config_user_defined.yaml --confirm

OpenShift Dedicated (&, EEEDORAPRFOFERE L TROVIL—FLIA—REERLE T,

rfc2307_config_user_define.yaml 7 7 1 JL%& i L TYER X 11 5 OpenShift Dedicated

gn—=>

apiVersion: user.openshift.io/v1
kind: Group
metadata:

annotations:

openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com
openshift.io/ldap.url: LDAP_SERVER_IP:389

creationTimestamp:
name: Administrators
users:
- jane.smith@example.com
- jim.adams@example.com
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© - V- EBOLHTYEVINEETBIL—THTY,

14.43. 1—H—EFHFDIS— ML SV RICET S RFC2307 DFERICL D TIL—TD
[EHA

FI7FINTIE, BREINBZTIV—TITAVYN—=9 ) —TCEHINSEENIHBT VN —%5HFHED
AVN=—DEEZNBHE. JI—TRBPIIULTOIS—2HLTERBLET,

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with dn="<user-dn>" would search outside of the
base dn specified (dn="<base-dn>")".

Z Nl usersQuery 7 1 —JL KD baseDN DFEENEE> TWEH I EARLTWVWBR I ENELLKHY F
¥, 7272 L. baseDN ICTIL—TD—EHD AV N—DAEBERMICEEFNTUVRWVE

A. tolerateMemberOutOfScopeErrors: true & E 9 2 Z & T — TR HGEI N E T, SEEA
DAYN—FEHINETS,

A, PIL—TRABEIOCRA TN —TDA VN N—DRBICKKLESS. BEETS—%52H L TE
ﬂ&bi—a—o

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with base dn="<user-dn>" refers to a non-
existent entry".

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with base dn="<user-dn>" and filter "<filter>" did
not return any results".

Zhid usersQuery 7 1 — )L ROBREHNEIE->TWBIEARLTVWB I EDN LS HY FT, =KL,
TI—TICREZELTVWRERHBINTUVWEAYN=—I Y N —DEFNBI5

A. tolerateMemberNotFoundErrors: true 253 €9 2 Z & T/ — TR/ BEINE T, BEOH
ZAVN—FEEINET,

gk

H
[=]

LDAP ) —JREDIS— LSV RE=BHMICTZE, AEHET7OCRAIEEAEDDH
BAVYN—TIVRNY—AERLET, LDAP JIL—TEHAELLEBEINTULAR
WA, BRI 7z OpenShift Dedicated 7 IL— 7D XV /IXN—HRE T D AEEMED
HY XY,

BEDOHZTIN—F AV R—>y FIZEAT 5 RFC2307 A¥—< % AT 5 LDAP T b
1) —: rfc2307_problematic_users.ldif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit

ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
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objectClass: inetOrgPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

dn: ou=groups,dc=example,dc=com

objectClass: organizationalUnit

ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com
description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com
member: cn=Jim,ou=users,dc=example,dc=com
member: cn=INVALID,ou=users,dc=example,dc=com ﬂ
member: cn=Jim,ou=OUTOFSCOPE,dc=example,dc=com 9

Q LDAP H—/R—|IHEHELABWVWX Y IN—TT,

Q FHEIHHEMERHZD. BHYa 701 —% -2 T —Tld baseDN ICFFELRWVWA /=T
ER

LFRDHITIZ—%2FET2ICIE UT2RMERET 7 1 IVISENY 2REELNHY FT,

I5—%5A9 % RFC2307 ¥ —< %[ L7 LDAP RIfz%
rfc2307_config_tolerating.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
groupUIDAttribute: dn
groupNameAttributes: [ cn ]
groupMembershipAttributes: [ member ]
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
userUIDAttribute: dn )
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userNameAttributes: [ mail ]
tolerateMemberNotFoundErrors: true 9
tolerateMemberOutOfScopekErrors: true 6

LDAP H—N\—Ta1—H—%—FRICHA T HEMETI, userUIDAttribute ICDN Z{FA L TW 335
Ald. usersQuery 7 1 LY —AIBETETEHA. FHlAT7AINY—%5ETTBITE. mTA MY

ANTZv ) ANOHEREFEALET,

true DIBE. FEY 3 TIE—ZDA VY N—HNREOHNSBRD > T IV—T%HFRL. LDAPITV k

)—DRODSBD A VYN—FEBINET, JIL—TDOAVNR=BROHSLWVEGEE, A
TaTdDT 74 MNEEIFKRERLET,

true DIHE. BEY 3 TI&, —ED X V/N—1" usersQuery R— X DN TEEINZ 1 —H—&
BEAICWB TN —TEHFAL. AVYN—0 ) —HEADA VNN—FERINFT, JIL—TDX
VIN=HEHEADIFE., REY3a TOT 7+ bMEIFIZKBRLET,

o o o —

Gl s
o REIFAILERELET,
dedicated-admin O— /LA F D1 —H—&E LTIV SRI—ICTIVERATEX S,

¥R
rfc2307_config_tolerating.yaml 7 7 1 L&A L CRAPEZETL X T,

I $ oc adm groups sync --sync-config=rfc2307_config_tolerating.yaml --confirm
OpenShift Dedicated (&, EEEDORAMPRFEOHFERE L TROVIL—FLIA—REERLET,

rfc2307_config.yaml 7 7 1 JL & L TER X 11 % OpenShift Dedicated /)L —7

apiVersion: user.openshift.io/v1
kind: Group
metadata:

annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400

openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com
openshift.io/ldap.url: LDAP_SERVER_IP:389

creationTimestamp:
name: admins

users: 0

- jane.smith@example.com
- jim.adams@example.com

Q BH 7 7 AL TEEINZ T —TDAYN—DI1—H—TF, BRERICHEFRINDZT

F—=IRWA Y IN—=TT,

14.4.4. Active Directory A ¥ —< DFERICL 2 7 IL— T DR

97



OpenShift Dedicated 4 F2FE$H & URRA]

Active Directory AF —< Tl&, @ADI—HY— Jane E JM) A7 7—RXA NI FZ ATV M) —&LT
LDAP H—N—IZFEL. FI—TAVN=2y FF 21— —DOBHICEEINFE T, UTDIdif DR
ZRY RNTE., TORF—DA—HF—ETIN—TH2EHFELTWET,

Active Directory A ¥ —< % il 4 % LDAP T k') —: active_directory.ldif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: admins

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com
memberOf: admins

" A=Y —DIN—TAVN=2y FEa—H—DBMEE LTI A MNERRIN, JIL—TldH—n—
LT M) =& LTHEELEFE A, memberOf B —H—D) FIILEETHDIVETH
YFEtHA, —EDLDAP H—/N—Tlk, THIEIMBEFICERIN, 75147V MIORIhET
N, T=IR=—IZAIy hIhFtHA,

AR
o BEITFAINERELET,

e dedicated-admin O—J)LEZFDODI—H—E LTI FTRIY—ILTIVERATE S,
FIa
e active_directory _configyaml 7 7 1 L= FH L CEAEEZETLET,
I $ oc adm groups sync --sync-config=active_directory_config.yaml --confirm
OpenShift Dedicated (&, EEEDORAMPREFOFERE L TROVIL—FLIA—REEKRLET,

active_directory_config.yaml 7 7 1 JL%&{#f L T X 11 % OpenShift Dedicated 7
-7

98



#5143 LDAP )L — 7 DR

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: admins
openshift.io/ldap.url: LDAP_SERVER_IP:389 e
creationTimestamp:
name: admins ﬂ
users: 9
- jane.smith@example.com
- jim.adams@example.com

Z @ OpenShift Dedicated 7' /JL— 74 LDAP H#—/N\— & &% ICEHI X 1 7=85%) (1ISO 6801
).

LDAP 4 —NR—D T I —TOEBHNF T,
ZDTIN—TDL A— RMEEINB LDAP H—NN—DIP 7 RLREKRANTT,

LDAP H—N—|CY A NKRRINB I —TELTT,

000 9O

TIW—TDAYN—D1—H—TF, A7 7M1 ILTEEINDZZRNMMERINE T,

14.4.5. i3k X 117z Active Directory A X —< DFERICL % FIL— T DEIEH

JL5R X N7z Active Directory ZF —< Tld, mADI—H— (Jane & Jim) &I =TT 7—2 MY
FATYR)—ELTLDAP H—N—IHFFEL, JN—TAVNR=2y TRIA—HY—DRBEICREIN
T3, UFOUHIfDRA=ZRy NTlE, TORF—IDA—HY— T IL—TE=EHZELTVWET,

i3k X I 7z Active Directory ¥ —< %9 % LDAP TV bV —:
augmented_active_directory.ldif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com ﬂ

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson
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cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit
ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com 9
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com

description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com
member: cn=Jim,ou=users,dc=example,dc=com

Q A—H—DIN—TAVNR—2y FlFa—HF—DEMELTY R NRRINET,

Qg ZDTI—TFIEIDAP H—N"—D T 7—ZANISZATY NY—TTF,

AR
o BEITFAINERELET,

e dedicated-admin O— /LA F D1 —E LTI SRY—IITIVEATE S,

FIR

e augmented_active_directory config.yaml 7 7 1 L AR L CAPEEITLZE T,
I $ oc adm groups sync --sync-config=augmented_active_directory_config.yaml --confirm

OpenShift Dedicated &, EEEDEEIREOHKERE L TROD I —FLOA—REEHRLET,

augmented_active_directory_config.yaml 7 7 1 JL%{§ [ L T/ERL T 1L 5 OpenShift
Dedicated /)L —7

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389 9
creationTimestamp:
name: admins ﬂ
users: 6
- jane.smith@example.com
- jim.adams@example.com
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Z @ OpenShift Dedicated 7 JL— 7H' LDAP % —/\— & R ICRABE I N BEZ (1ISO 6801
).

LDAP 4 —NR—D T I —TOEBHNF T,
ZDTIN—TDL A— RMEEINB LDAP H—NN—DIP 7 RLREKRANTT,

REA7 7 A ILDEES 2 IL—TETY,

000 O

TIW—TDAYN—D21—H—TF, A7 7M1 ILTEEINDZZRNMMERINE T,

14.45.1.LDAP DX R MEI =X v R—> v TEEIDOHI

OpenShift Dedicated D 7L —FIZ R A MIhFH A, LDAP H—N—ZTF— 9 HMERINZEIICT
W—TAVN=2y THEFRET DZHENHY T, Microsoft D Active Directory Server

i, LDAP_MATCHING_ RULE_IN CHAIN L—JLIC &Y Z DIEEAHHR— Rk LTHY. ZHITIEOID
1.2.840.113556.1.4.1941 D'BEINTWVWE T, I LI, O Y FUIIL—IEFERT S E. BARH
KR4 M) ZAMEI NN —TOHERBPTETET,

DY arTE, HARI N7z Active Directory RF —< DH &R Y EIF, 1&2D1—H—Jane & 1
DM I)L—7 otheradmins % X > /X—& LTHD admins & WD) JIL—TEREH L £

9, otheradmins 7L —FICIF1EZD 21— — XA NN—JimPEFENFET, TOBITIXUTDOZ &%
HBALTWEY,

o JI—TFEA—HY—NLDAP H—/N—|ZEBIMINBHE,
e LDAP RAHAERE 7 7 1 L DER,
o A ICER XD OpenShift Dedicated @ 7 )L— 7L 31— K,

3R X 117z Active Directory A F —< T, 21— — (Jane & Jim) & J)L—TOEAN 77— MY
SATVRY—=ELTLDAP H—NN—IIFEL. TI—TX o=y Fida—H—F/E7IL—T0
BHICEREINET, UTOIHIfOR=ZRY MIZDRF—TD1I—H—ETI—TEEHZLFT,

FAMEXINF A Y R—EFK ORI iz Active Directory A ¥ —< %945 LDAP T b
1) —: augmented_active_directory nested.Idif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com ﬂ

dn: cn=Jim,ou=users,dc=example,dc=com

objectClass: person
objectClass: organizationalPerson
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objectClass: inetOrgPerson

objectClass: testPerson

cn: dJim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

memberOf: cn=otheradmins,ou=groups,dc=example,dc=com 9

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit
ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com 6
objectClass: group

cn: admins

owner: cn=admin,dc=example,dc=com

description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com
member: cn=otheradmins,ou=groups,dc=example,dc=com

dn: cn=otheradmins,ou=groups,dc=example,dc=com ﬂ
objectClass: group

cn: otheradmins

owner: cn=admin,dc=example,dc=com

description: Other System Administrators

memberOf: cn=admins,ou=groups,dc=example,dc=com 9 G
member: cn=Jim,ou=users,dc=example,dc=com

QOO0 T /N ToAYN—Yy TEFITI Y FOREE LTY R NRRINET,
OO0/ —TELDAPH—R—DT 7 —AFIFRTY b =TT,
6 otheradmins %' /L — 7i admins )L — 7D X Y I"\—T7,
XA NINTIV—T% Active Directory ERAHT 23546, 21— —T 2V MN)—EJI—TTV M) —
DEADLDAP ¥ T —EF &, WES OpenShift Dedicated V) —FL I—RKTEIhSDIV M) —%
RIDIHFEATZ2EHZEETIHLENHYET, ILHI. CORECHHPFEDEENMVEERY ZE
-3—0
e ocadmgroups sync A7 Y RIE IV —FEBRRIICKTA M) R MET 2BELHY F T,

e 1—1'—® groupMembershipAttributes | (3 "memberOf:1.2.840.113556.1.4.1941:" = &
®. LDAP_MATCHING_RULE_IN CHAIN JL—JLIZfED BREAHY £,

e groupUIDAttribute (& dn ICEREINZMELRHY T,
e groupsQuery:
o filter ZERE L7AWTL I,
o B derefAliases ZRET DWENHY T,
o baseDN #5RELARWVWTLKEIWV, ZOEIFERINET,

o scope ZFRELARWVWTLLEIWN, ZOEIRREREINET,
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BAREIC 2728 IC. OpenShift Dedicated THEMRT 2 /I — T Tld, 2—H—FLIFEEERD T 1 —
IV RICENBLUADEME ZATRERRYER T 2MENHY £, /=& Z2IE. OpenShift Dedicated D
A—H—%X—)L7RLRATHEHANL., FIV—TOEF15—BREZELTFERLET, UTORET7 71
TlE. TOEIBEAFREEHRLTVET,

FRAMEEIN A Y R—&FHDOHIRX N ic Active Directory ¥ —< % il 4 % LDAP [EHA%
FETY, augmented_active_directory config_nested.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389
augmentedActiveDirectory:
groupsQuery: ﬂ
derefAliases: never
pageSize: 0
groupUIDAttribute: dn 9
groupNameAttributes: [ cn ] 6
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]ﬂ
groupMembershipAttributes: [ "memberOf:1.2.840.113556.1.4.1941:" ] 9

groupsQuery 7 1 JLY —IZIBETEX £ A, groupsQuery X—Z DN L UPRI—TDIEIFHE
BINF Y, groupsQuery TIEHEMA derefAliases 25X ET 2MELHY £,

LDAP 4 —N—D I —T % —ZEILHNTE2EMETT, dnICREINZIHNELHY FT,
TJI—TDERE L TERT 3EM,

OpenShift Dedicated 7 )V—7L d— R TaA—H—D&ZFI&E LTEAT BN, IFEAEDS VR
N—JL T, mail 7% sAMAccountName 2 {#H 35 Z & HEINE T,

® 000 O

AVN=2y TERERET 21— —DOBEM TS, LDAP_ MATCHING RULE_IN _CHAIN % {&
B33 &EIERLTLEIY,

AR
o BETFAINERELET,

e dedicated-admin O—J/LAF D1 —E LTI SRY—IITIVEATE S,

FIR

e augmented_active_directory config_nested.yaml 7 7 1 L AR L CRAPEEITL X T,

$ oc adm groups sync \
'cn=admins,ou=groups,dc=example,dc=com' \
--sync-config=augmented_active_directory_config_nested.yaml \
--confirm
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R

cn=admins,ou=groups,dc=example,dc=com 7 L — T % BRI ET A K1) R
MET 2HENHY XT,

OpenShift Dedicated (&, EEEDORAMPRFEOHFERE L TROIVIL—FLIA—REERLET,

augmented_active_directory_config_nested.yaml 7 7 1 L& & L TR I I %
OpenShift Dedicated ')V — 7

000 O

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389 6
creationTimestamp:
name: admins
users: 9
- jane.smith@example.com
- jim.adams@example.com

Z @ OpenShift Dedicated 7 JL—7H' LDAP % —/\— & R ICRABE I M 7BEZ (1ISO 6801
).

LDAP H—R—D VI —FOEB#HFF T,
ZDOTIV—TDLI—RKPREEIND LDAP Y —N—DIPF7 RLRAEKRRAMNTT,
BH7 74 ILHEET 2 /I —TETY,
TIW—=TDAYN=QA1—F—TT, APET7 7M1 I TEEINIERNMEAINET, 7

IW—TF X 28— F1F Microsoft Active Directory Server IC& » TIEH{EIhTWS
H, FAMEINLETIV—=TDAVN=DEFNZIEITEFELTLEIN,

14.5. LDAP [EHIER E DL#x

RET7ANDF T2 MERIFUTTHRBAINTVWEY, AF—F TV MIZETRETID

T4—ILRDBHBIEITEFRELTLEI W, & ZIE, vlActiveDirectoryConfig ICI& groupsQuery

714 —=ILRDBHY FHAD. VIRFC2307Config & vi.AugmentedActiveDirectoryConfig DA IC Z D
74—V RBHY XY,

BF

NAFY) —BHERTR—PFINTWEHA, LDAP H—N—DLEHT—% 1. UTF-8
IYVIA—RXFIOEATHZIUELNHY ET, ExiE. DEMEELT, X4 F1)—
BUYEAFERT 2 &IETEEHA (6 objectGUID), 1Y IC sAMAccountName X 7=
\& userPrincipalName 72 E DX FIEM ZERAT 2HENHY XT,

14.5.1. v.LDAPSyncConfig
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LDAPSyncConfig (&, LDAP VIL—JRAHA2ERT 2OICBEBERBRES T avaRELET,

EA:0) ShBA A¥—¥%
kind IDATV Y MHKRT REST Y XF5

V—RERITXFIDETT,
Y—N—F IS4 7V D BEKRE
EETHIIVRRSA VIS IN
HHRATERZENHYET, B
FIFTEFEE A, CamelCase, ¥
HIZOWT

(&, https://github.com/kubernet
es/community/blob/master/cont
ributors/devel/sig-
architecture/api-
conventions.md#types-kinds %%
BLTLCEI W,

apiVersion AT DI DRBD/IN— XF5
VavRF—IEEELET.
P—N—EFRHINRF—T%
RITOREEICEE L, BHIN
RWMEIFIER T2 EHYF
¥, FMICOWT
(&, https://github.com/kubernet
es/community/blob/master/cont
ributors/devel/sig-
architecture/api-
conventions.md#resources & &
BLTLKET W,

url RA MIERHELED LDAP H—/R— XFF)
DRAF—L, RAMBLIVR—F
Iy £9,
scheme://host:port

bindDN LDAP Hr—/\—% /14~ KT BE XF51
ZDDN T,

bindPassword MBI —ATNA Y RTBER  vIStringSource
DINAT—KTY,
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EA:0) B A¥x—%
insecure true DIFE. FE®HICTLS = {FHA 7T—IViE

TERWIEERELE

¥, false D&, Idaps://URL
& TLS %A L Tt

L. ldap:// URL

(&, https://tools.ietf.org/html/rf
2830 THREIND LD IC
StartTLS % {8/ L T TLS #i#wic
Ty T L—RInhZE

¥, insecure % true ICFRET B
&, ldaps://URL R ¥ — L%
THIEIEFTELZEA,

ca Y—N—ABKREZTHIERIFERYT XF5
ZERDEBEINLIRIER/NNV R
IVTY, ZDIHE., T74ILED
AT LI—IDMERINET,

groupUIDNameMapping LDAP ZJL—7 UID H 5 object
OpenShift Dedicated 7' IL— 7%
~NDEETYEY I TY (BKBA

s
BE )o

rfc2307 RFC2307 EELAZETEY b v1.RFC2307Config

Ty TEINT LDAP H—/R—H 5
T—HEMHET DO DEREEF

BLEYT, 77—ANISRYT

N—T&a—H—TU N —%H

HU, JI—TAN—=2w FiE
AVIN—%YRANKRRT DI —

TIV M) —DEBUEDRBMIC

Lo TREINET,

activeDirectory Active Directory ICfEFREI N2 D vl.ActiveDirectoryConfig
ERMUAETEY b7y FIhi
LDAP H#—/—H 57 —4 Z i
THODREERFLET,
77—ANIVSRA-Y-T U}
)—%HEL. JIL—F A N—
Dy TREAVN=LET BT I—
THVRANKRRT DA VYN—DE
BEOBMICE >TREINFE
ERS
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E2:T) Bl A¥—¥
augmentedActiveDirectory LEEED Active Directory TER X vl.AugmentedActiveDirectoryCon

ha0EEUAETEY MY T Aig
I N/ LDAP H—/IR—Hh557—4
HHHE T 2HODREEFRFLE

I, 1DD8MELT, 77—2R
NISRTIN—=TTV N —DE
TEL. TNOIEXA Y T—9 % REF
TRROIERINTTN 7
W—TAVN=y TIFBREIN

Tt A,

14.5.2. v1.StringSource

StringSource ICE > TXFINA VA VEBETEET, FLFREERFLEI 774V E2FRALT
NEBOSIEETZILETEET, XFNDEDOHEEUIHFE. BEiliZe JSON XFFNIY—vIL L
i-g_o

£l e A¥—%
value JYVTTFEZME, FE XF75l

keyFile BMEEI N TV 2BAIE
ESbINEERELET,

env ) TTFEANE T XFF
keyFile BMEEI N TV 2BAIE
ESLINEEEVREERH %
BELEY,

file V)T TXANME. FE XFF
keyFile ’MEEI N TWBi5H
SIS iEZE20 77 M)V %
SRLIT,

keyFile ExESILT 2DICHERTS X5
F—EBUCT77MINVESRLE
£

14.5.3. v.LDAPQuery
LDAPQuery (& LDAP 7 TY —DERICHERA T a Vv ERFLET,

e B A¥—¥%
baseDN TRTCORBHIEHABIND T 1 L XF5

J9MN)—DTZVFDDNTY,
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£l B2L A¥—%
scope RROERDEHETY, base XF5

(R—=ZFTVxH bDFH). one
(R=ZLRLDETRTDLT
U M), sub(HTV)—2
wyowgFnmicaY £9., RE
INTULRWESRIE, 774 b
Tsub (Y 9,

derefAliases IAYT7RETIZREOERD  XFF
EETY, never (A ) 7R %
WS L AW), search (&3
DO¥SRDH). base (R—RF
T MNRRFOHESRD
#). always (BICHSRZ1TY)
OWEFNMIRY ET, BREIN
TWRWER, T74I KT
always (72 Y £7,

timeout INEDFHARIET 2 FETICH— EH
N=A"DBRERMIBOFFICT
ZBFEHIPR (P BAL) 2 RFEFL £
T, IND0DFE. 75347
MADFIRAFREINAWNT &I
BRYFET,

filter NR—2Z DN ##D LDAP #—/\—  XF7
NoEETBZIRTOIV MY —
ST 2HBML LDAPRET 1
V& —TY,

pageSize LDAP TV MY —THRIEI NS, BH
WREINDZEAR—IH AT
To R=VHYPA X0 WER=D VT
NRITINBWI EEZERKRLF
£

14.5.4. v1.RFC2307Config

RFC2307Config (&, RFC2307 R ¥ —< & FRAL TED & S IZ LDAP 7 )L— FEHAH LDAP H—/3—
ICHEEFRT 20 5 EEHT DDICHERREL TP avERIFLET,

E2:1} Bl A¥—¥%
groupsQuery JI—TFTLTV M) —%3iRY LDAP  vILDAPQuery
JI)—DFVTL—MEREL
x9,
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groupUIDAttribute

groupNameAttributes

groupMembershipAttributes

usersQuery

userUIDAttribute

userNameAtiributes

B4

LDAP ZIL—T TV R —DED
EBEZEERDHF & L THRY
2hEERELET,
(IdapGroupUID)

LDAP Z)L—TTY N —DED
B % OpenShift Dedicated &
W—TIERAYT BER1E LTHER
ToehEERLET,

LDAP Z)L—FIT YV R —DED
BUYEAYN=E LTHERT ZH
HEEELET, TNODOEMICE
Fh %{El% UserUIDAttribute
TUITY—TEBMENrHYF
ES

aA—H%—ITv N)—%31RY LDAP
2T —DFVTL—NEEEL
I

LDAP 2—H#—I Y N —DED
BHZEBDHBFE L TERIRY
IHEEHRLFE

¥, GroupMembershipAttrib
utes TRHINZEICHIGEL T

WBRELNHY FT,

LDAP 2—H—T > Ny—DED
B % OpenShift Dedicated 1 —
Y—2E LTREICERT 20 %
EHELFT, ETAWVMEZR DR
MOBMNMERAINE T, Jhid
LDAPPasswordldentityProvi
der @ PreferredUsername 3%
EE—HBMLTWEIRELrHY F
¥, OpenShift Dedicated 7' JL—
FLaO—RTaA—H—DLZFE L
THEATIEMN. FEAEDAY
A2 b=J)LTIE, mail £&
sAMAccountName % EH 9 %
TEDNHREINFT,
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A¥x—v%

X FFEES

X FFEES

VI.LDAPQuery

XF5

X FFIEES
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EA:0) B A¥x—v%
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