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Red Hat |&. Red Hat Container Registry T4 X—Y DEZZRELEF T, T 5DESLIE. Machine
Config Operator (MCO) % {#F L T OpenShift Container Platform 4 7 5 24 —IC FIL I N B BRICEE)
FICHREES N E T,

Quay.io & OpenShift Container Platform Z3E T 21 FEAEDA A=V HRHEL. V) —RA X =Y
DHINBEZLINET, ) —A X —IIFEEREHD OpenShift Container Platform 4 X —2 A S8R9
272, Y74 F—VEREISLO—ELRNILDORENEONET, 2L, OFV T, E=4—)
v, —ER X v a4 ED OpenShift Container Platform ~DILARHERE D —ERIE. Operator
Lifecycle Manager (OLM) 15 Operator & L TIRHINE T, ENOHDA A —YE, Red Hat
Ecosystem Catalog Container 1 X —Y LY Z M) —HhSREINET,

RedHat LY A NY =AYV ISANSIF v —RDA X =V DEAGUEERT SICIE. BELDRIE%E
AMLET,

2.4.1. Red Hat Container Registry DE & DRI DEIIE

Red Hat Container LY Z M) =DV T F—EBRZDOKRIEZEBMICT BICIE,. ThH5DLI RN —H
LDARX—TVERET 2F—2BETD2ELGRIAR) =771V EERKT 2RELNHY FT., RHELS
J—RDFjE., LYR M) —IET 7+ )L kT /etc/containers/registries.d ([C 3 TICEZINTWE T,

FIR

. 7—HA—/—RNICHELRERESE S Butane 38 E 7 7 1 JL 51-worker-rh-registry-trust.bu % {F
BLZET,

= -1o)
' Butane DF¥#llE. Butane A LYY VEREDEMESRB L TL I,

variant: openshift
version: 4.8.0
metadata:
name: 51-worker-rh-registry-trust
labels:
machineconfiguration.openshift.io/role: worker
storage:
files:
- path: /etc/containers/policy.json
mode: 0644
overwrite: true
contents:
inline: |
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/installing/#installing-customizing
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/nodes/#nodes-nodes-kernel-arguments_nodes-nodes-managing
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/installing/#installing-fips
https://access.redhat.com/articles/3359851
https://quay.io/
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{
"default": [

{
"type": "insecureAcceptAnything”
}
8
"transports”: {
"docker": {
"registry.access.redhat.com”: [
{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release”
}
1,

"reqgistry.redhat.io": [
{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/rpom-gpg/RPM-GPG-KEY-redhat-release”
}
]
b

"docker-daemon": {
llll: [
{
"type": "insecureAcceptAnything"

2. Butane AL T, 7—H—/—KRDT 1 RVICEZAEFNZ 771D EFNBLDIC. 7
T VERTE YAML 7 7 1 )L 51-worker-rh-registry-trust.yaml =4 L £ 9,

I $ butane 51-worker-rh-registry-trust.bu -o 51-worker-rh-registry-trust.yaml
3 FREI vy VEREZBERALE T,
I $ oc apply -f 51-worker-rh-registry-trust.yaml

4. T—A—IIVEET—IUDFHFLWI Y VERETO—ILTIRINTWE I EEERLET,
a. LW Y VEBREMER SN & 2R LET,
I $ oc get mc
Bl

NAME GENERATEDBYCONTROLLER
IGNITIONVERSION AGE

00-master a2178ad522c49ee330b0033bb5cb5eal132060b0a
3.2.0 25m
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00-worker a2178ad522c49ee330b0033bb5cb5ea132060b0a
3.2.0 25m

01-master-container-runtime

a2178ad522c49ee330b0033bb5cb5ea132060b0a 3.2.0 25m

01-master-kubelet a2178ad522¢c49ee330b0033bb5cb5ea132060b0a
3.2.0 25m

01-worker-container-runtime

a2178ad522c49ee330b0033bb5cb5ea132060b0a 3.2.0 25m

01-worker-kubelet a2178ad522c49ee330b0033bb5cb5ea132060b0a
3.2.0 25m

51-master-rh-registry-trust 3.2.0 13s
51-worker-rh-registry-trust 3.2.0 53s 0
99-master-generated-crio-seccomp-use-default 3.2.0
25m

99-master-generated-registries

a2178ad522c49ee330b0033bb5cb5ea132060b0a 3.2.0 25m

99-master-ssh 3.2.0 28m
99-worker-generated-crio-seccomp-use-default 3.2.0
25m

99-worker-generated-registries

a2178ad522c49ee330b0033bb5cb5ea132060b0a 3.2.0 25m

99-worker-ssh 3.2.0 28m
rendered-master-af1e7ff78da0a9c851bab4be2777773b
a2178ad522c49ee330b0033bb5cb5ea132060b0a 3.2.0 8s
rendered-master-cd51fd0c47e91812bfef2765c52ec7e6
a2178ad522c49ee330b0033bb5cb5ea132060b0a 3.2.0 24m
rendered-worker-2b52f75684fbc711bd1652dd86fd0b82
a2178ad522c49ee330b0033bb5cb5ea132060b0a 3.2.0 24m
rendered-worker-be3b3bce4f4aa52a62902304bac9da3c
a2178ad522c49ee330b0033bb5cb5ea132060b0a 3.2.0 48s g

b. 7T—hH—< Y VBRET—IPHFLOWIT Y VEETEHFINTWAIEAMHELET,

I $ oc get mep
B

NAME CONFIG UPDATED UPDATING DEGRADED
MACHINECOUNT READYMACHINECOUNT UPDATEDMACHINECOUNT
DEGRADEDMACHINECOUNT AGE

master rendered-master-af1e7ff78da0a9c851bab4be2777773b True  False

False 3 3 3 0 30m
worker rendered-worker-be3b3bce4f4aa52a62902304bac9da3c False True
False 3 0 0 0 3om @

Q UPDATING 7 1 —JL KD True DIBE. YO VBRET—IVIEHF LW Y VERETEHR
IhFzd, 74— KM False iCidE, D—H—T I VBET—ILDPFLLITY Y
HREICO—ILTIOMNINET,
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5 V2R —MRHEL7 7—H—/—REFERALTWSIHE, 7—A—Y Y VDERET—ILAER
INh, TNHD/ — KIZYAML 7 7 1 )L % /etc/containers/registries.d 71 L 27 b —I(C
FERLET, ThICEY, FEDLIZAKN) —H—NR—DHYBHINBERDOBMNMEEI N
£9, ROHIIL. registry.access.redhat.com & & U registry.redhat.io TRA I TWS
ARXA=VIIRHLTOHEELXT,

a. ERHEL7 7—HA—/ —RADTNy Ty avaERELET,
I $ oc debug node/<node_name>
b. l—hF4 LI M)—% /host ICEELZF T,

I sh-4.2# chroot /host

c. YL'F% &1 /etc/containers/registries.d/registry.redhat.io.yaml 7 7 1 L= {ER L £ 9,

docker:
registry.redhat.io:
sigstore: https://registry.redhat.io/containers/sigstore

d. LL'F% &1 /etc/containers/registries.d/registry.access.redhat.com.yaml 7 7 1 )L %= {E
L ET,

docker:
registry.access.redhat.com:
sigstore: https://access.redhat.com/webassets/docker/content/sigstore

e. TNy Tty avERTLET,

2.4.2. ERDIRELER TE DHEER
RYVERERY T A9 —ITEAT % &, Machine Config Controller [£##1 ™D MachineConfig = 7> =
7 MEBRE L. FiFE D rendered-worker-<hash> /N\—2 3 VSR L F 9,
Gl s
o IVVEREIFAINEFRA L TCELDORIEZEMICLTWS,

FIE
L AR Y RSAVTUTDATYY RERTL, BERT—H—DEHRER~LET,

I $ oc describe machineconfigpool/worker
NPT —Hh—E=9—Y v JTDOHAH

Name: worker

Namespace:

Labels: machineconfiguration.openshift.io/mco-built-in=
Annotations: <none>

APl Version: machineconfiguration.openshift.io/v1

Kind: MachineConfigPool

Metadata:
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Creation Timestamp: 2019-12-19T02:02:12Z

Generation: 3
Resource Version: 16229
Self Link: /apis/machineconfiguration.openshift.io/vi/machineconfigpools/worker
ulD: 92697796-2203-11ea-b48c-fa163e3940e5
Spec:

Configuration:
Name: rendered-worker-f6819366eb455a401c42f8d96ab25c02
Source:
APl Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 00-worker
APl Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 01-worker-container-runtime
API Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 01-worker-kubelet
API Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 51-worker-rh-registry-trust
APl Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 99-worker-92697796-2203-11ea-b48c-fa163e3940e5-reqistries
APl Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 99-worker-ssh
Machine Config Selector:
Match Labels:
machineconfiguration.openshift.io/role: worker
Node Selector:
Match Labels:
node-role.kubernetes.io/worker:

Paused: false
Status:

Conditions:
Last Transition Time: 2019-12-19T02:03:27Z
Message:
Reason:
Status: False
Type: RenderDegraded
Last Transition Time: 2019-12-19T02:03:43Z7
Message:
Reason:
Status: False
Type: NodeDegraded
Last Transition Time: 2019-12-19T702:03:43Z
Message:
Reason:
Status: False
Type: Degraded
Last Transition Time: 2019-12-19T02:28:237
Message:
Reason:
Status: False
Type: Updated

17
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Last Transition Time: 2019-12-19T02:28:23Z7

Message:

All nodes are updating to rendered-worker-

f6819366eb455a401c42{80d96ab25c02

Reason:

Status:

Type:
Configuration:

True
Updating

Name: rendered-worker-d9b3f4ffcfd65c30dcf591a0e8cfob2e

Source:
API Version:
Kind:
Name:
API Version:
Kind:
Name:
API Version:
Kind:
Name:
API Version:
Kind:
Name:
API Version:
Kind:
Name:

machineconfiguration.openshift.io/v1
MachineConfig
00-worker
machineconfiguration.openshift.io/v1
MachineConfig
01-worker-container-runtime
machineconfiguration.openshift.io/v1
MachineConfig
01-worker-kubelet
machineconfiguration.openshift.io/v1
MachineConfig
99-worker-92697796-2203-11ea-b48c-fa163e3940e5-reqistries
machineconfiguration.openshift.io/v1
MachineConfig
99-worker-ssh

Degraded Machine Count: 0

Machine Count:

1

Observed Generation: 3
Ready Machine Count: 0
Unavailable Machine Count: 1
Updated Machine Count: 0

Events:

<none>

2. ocdescribe AY Y REBEERTLFT,

I $ oc describe machineconfigpool/worker

7 —H—DEHREDHAH

Last Transition Time: 2019-12-19T04:53:09Z7

Message:

All nodes are updated with rendered-worker-

f6819366eb455a401c42{80d96ab25c02

Reason:
Status:

Type:

True
Updated

Last Transition Time: 2019-12-19T04:53:09Z7

Message:
Reason:
Status:
Type:
Configuration:

False
Updating

Name: rendered-worker-f6819366eb455a401c42f8d96ab25c02

Source:

APl Version:

Kind:

machineconfiguration.openshift.io/v1
MachineConfig
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Name: 00-worker
API Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 01-worker-container-runtime
API Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 01-worker-kubelet
API Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 51-worker-rh-registry-trust
API Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 99-worker-92697796-2203-11ea-b48c-fa163e3940e5-reqistries
API Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 99-worker-ssh

Degraded Machine Count: 0

Machine Count: 3

Observed Generation: 4

Ready Machine Count: 3
Unavailable Machine Count: 0
Updated Machine Count: 3

pa 3

Observed Generation /X5 X —4 —(&, OV bPO—5—TERINZEREDE
BICEDWTEmMT2AT7 Y haRRLET, 2OV MA—F—IF, THKROL
BEVEYaVDEMICKRT 256TH. COEZEHFLE

¥, Configuration Source &/ 51-worker-rh-registry-trust X €% SR L &
ERS

3. LTIy REFERAL T, policy.json 7 7 M LABEET DI E#ERALET,

I $ oc debug node/<node> -- chroot /host cat /etc/containers/policy.json

H A B

Starting pod/<node>-debug ...
To use host binaries, run “chroot /host

{
"default":

{
"type": "insecureAcceptAnything"

}
]

"transports": {
"docker": {
"registry.access.redhat.com”: |
{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release”
}
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1,
"registry.redhat.io": |
{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release”
}
]
},
"docker-daemon": {
"
{
"type": "insecureAcceptAnything"

4. UTFDaY Y R&EERAL T, registry.redhatio.yaml 7 7 {1 LABEET DI E#HELET,

$ oc debug node/<node> -- chroot /host cat
/etc/containers/registries.d/registry.redhat.io.yaml

H A B

Starting pod/<node>-debug ...
To use host binaries, run “chroot /host
docker:
registry.redhat.io:
sigstore: https://registry.redhat.io/containers/sigstore

5 LTIy REMHERL T, registry.access.redhat.com.yaml 7 7 1 LHEIET 5 T & %58
RLET.

$ oc debug node/<node> -- chroot /host cat
/etc/containers/registries.d/registry.access.redhat.com.yaml

H A B

Starting pod/<node>-debug ...
To use host binaries, run “chroot /host
docker:
registry.access.redhat.com:
sigstore: https://access.redhat.com/webassets/docker/content/sigstore
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g2EAVTF—OEF2VT 14—

% < @ OpenShift Container Platform O BEHKICEWTIE, YR T LN ERBRECHERINDEIIC,
—ELRIVTORFADORIGE/EA Y TS5A TV ANREICRY £, ZOREINIE. ERELE,
EREEFIEBOBEANNF VR TL—LT—VICE>TEELNET,

251 AV TSATUVRBLVT) R VBEEBIZDWT

FIPSAY 7547V ARIK, BERBETHREEINZIHFLEERIVR—RXVMDIDTHY., HiR—
NENTWBESIEEMTOAD ) — RETHEITINDLDICLET,

BE

FIPS MEEEH/EITHDEY 2 —JL (Modules in Process) BS54 735 Y —DFEH

I&. x86_64 7—F T ¥ F ¥ —®D OpenShift Container Platform 7 704 X > h TDO &Y
/_j_:_ I\ -S nt— (A i _a—o

OpenShift Container Platform AY 754 7Y 27 L—L7—27IZDWT®O Red Hat D7 7O—FIZD
WTIlE, OpenShiftzFa )74 —H4 KDV RIVEBSLVBRFITHDEZSRL T LIV,

BIER R

® FIPSE—RTDIVZRYI—DA VA=

26.AVFF—0aAVFyYDLEF1) T4 —15E

AVFF—ROAVFUYDEFIY T —ERRTHICE, FTEBTEDER—21 A — (Red
Hat Universal Base Images %8 &) Z#EA L. B TE2Y I MYz 7ZENT 20BAHY £, TV
TF—AX=IDEF 2T 1 —%GNICHER T 2101 RedHat BL VY —FX—=F 1 —DVY—JL
OEAEFEALTAXA—IERF vV TEET,

261 VT FHF—AHOEF2) T4 —

FPINVG—2aveEAV 7320 Fv—E, $CIKFATEZAVR—FX VY FTREINTLE
To TDELIE, Linux 7R —FT 14 I X5 A, JBoss Web Server, PostgreSQL. & & U Node.js
BREDF—TVY—ZANRY5r—ITYE,

NSOy =2 DAV TF—bINN—YaVvEFIATEEY, L. Ny T—YDHP.
EIWRLEA Ny =Y DRICEERI—RIFIEFNTVENEIDN ZHRBTIVENDHY T,

BT DIRNERUIFLUTAEENZX T,

u

VTT—DORBDM VI ZANSIVF Y —%RBRICI ST el HdH ?
o XU —avEBIlBEMDBHEENEET DN ?
o SUNMLBLUVARL—FT 1 VIV RTLBIIHZRHOREIZHZH?

Red Hat Universal Base Images (UBI) TAY 7T+ —%ZEIRT B2 &ICLY, AVTF—AA=DD
~N— 2 H¥ Red Hat Enterprise Linux IC&EZN2E L RPM /Ry 5 —J DY I NI TP THREINDEDT
HHIEEMRATEET, UBIM A—YDFERFALEBREAICT IRV I aviInEHLY FtH A,

AVFTF—BEOEF1 Y T4 —HIRGIICRESIND L DICTBICIE. RHEL A LEEFERAINS
M. F 7L OpenShift Container Platform ICEMINTWSEF 1) T4 —XF v VB, EALT
WBAA—=DICHESEDNHIBEICESZELET, OpenSCAP 4 X —IY X ¥ v VL RHEL THIAT
¥, Red Hat Quay Container Security Operator (&, OpenShift Container Platform TERAIN 23>V F
F—AA—THFIVvITBLEDIEMTEET,
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https://access.redhat.com/articles/4238681
https://access.redhat.com/documentation/ja-jp/red_hat_quay/3/html-single/manage_red_hat_quay/index#container-security-operator-setup
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2.6.2.UBl = L 7-BE AR ETBER A A —Y DIERK

AVFF—INET TV 5= avaEERT 3ICE. BEARL—T1 VIV AT AICE > THRES
N2IAVR—FY MaRETIEEINAR—ZAA XA —VOFERALSBKBLET, ThdilidE, 547
SU— A—FA4UT1—, BLVTOMBOBENSEFNET, ThoR. 7TV r—vavdF

L=FT A VIS RTLDIT 74V RATLATRHT DI ENFRINET,

Red Hat Universal Base Images (UBI) IZ. BEDI YT+ —DEIL REFHTINBHIC. £ Red Hat
Enterprise Linux rpm /Xy 5 —I R Z OO AV T VY TERINZIAV T FH—%EFEHT D L D ERT

BIOIERINTVWET, TOLIRUBIM A=V, £Fa )T+ —RyFEBEHL. HBEOY T
Y27 ZMARAOTODICENRINALI VT F—A A=V EHICERICHERAL, BEHRTZLOICE
HIMICEHRINZE T,

Red Hat Ecosystem Catalog Z# %L T. R2Z2 UBIM X—C%ZRDF. ZDA A —Y DIEBM R
LET. EFaT7RAVTFT—AX=V% KT 2BEIE. UTD2DO20—KREQAUBI A X =208 A
THFEAT LI EERFETEI2NE LNEEA,

e UBI:RHEL7 £ & U8 DIZ# UBI 4 X —< (ubi7/ubi & &£ T ubi8/ubi), 8LV ZTNS5DY T
LHENR—2 EF BN A — (ubi7/ubi-minimal $ & U ubi8/ubi-mimimal) #*H Y 9, &
NOEDA A—VETART, BEO yum A7V RBL P dnf ATV REFALT, EILRTS
AVTF—AX—=VIBMTEBRHELY 7 bz 7DEEDYRI M) —%BBIBLDIC
ERHNICEREINTWVWE T, RedHat l&, Fedora® Ubuntu R EDDT1 A MY Ea—> 3V
TIDAA—V%FERTZIEEHELTWET,

® Red Hat Software Collections Red Hat Ecosystem Catalog T rhscl/ ##8%& L. HEY 1 7D
TITNVG—=23VvDR=—ZA A=V E L THERT2DIERINIcAA—VERDITET,
7= & Z &, Apache httpd (rhscl/httpd-*). Python (rhscl/python-*), Ruby (rhscl/ruby-*).
Node.js (rhscl/nodejs-*) & & U* Perl (rhscl/perl-*) rhscl 41 X = h'H Y £,

UBl M X—VISEHBICHETE, BERAETTN., DA X—IIIxT D Red Hat DHR— b I,
RedHat ®@HY TRV TP a3V TOHRATERZIEICEELTLEIW,

B, MBI TintUBI M A—UZFEAL, ThEFERLTEIL RTZHZEICDWVWTIE, RedHat
Enterprise Linux K3 2 X >~ M ® Red Hat Universal Base 1 X —Y DfFEH 288 LTI,

263.RHELICHITDEXa2a)T1—RFv Y

Red Hat Enterprise Linux (RHEL) & X7 A TI&. openscap-utils /XY 7 —< T OpenSCAP X ¥ v V%
FHCTX %9, RHEL Tl. openscap-podman O< Y RAFAL T, 1 X—Y THBEDERE X
F+ Y TEFT, RedHatEnterprise Linux K& 2 X~ h® Scanning containers and container images
for vulnerabilities ZZHR L T LI L,

OpenShift Container Platform Tl&, RHEL ¥+ +—% Cl/CD 7Ot XA THAT R I &N TEET,
ez, V—2OA—FOtEFa )74 —LORMET A NS ZEMI— NEFTY —ILY, BERIODMESS
MREDAI T % RMT 2DIERT AT VY —RZA4 TS —%2FETZY 77710
VIR I VBV IV ERET BRI ENTEET,

2.6.3.1.OpenShift f A —YDRAF v >

OpenShift Container Platform TE{7X 1., RedHatQuay LY A MY =B FIEINZaVT+H—1
A—IDIFE. Operator ZFHAL TENLDA X —J DTN EA —ERRTXZE 9, RedHat Quay
Container Security Operator % OpenShift Container Platform IZ380 L T, 3EIR L 7= namespace IZ38
MINAA—VDIEBELR— M 2RETEZIENTEET,

RedHatQuay DAV TFH—A A=Y RF v Uk, ClartFal) 74 —ZAF v F— ICL>TEFTINE
9, RedHat Quay Tl&. Clair I& RHEL, CentOS. Oracle. Alpine. Debian, & & U Ubuntu @74 R
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https://catalog.redhat.com/software/containers/explore
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/building_running_and_managing_containers/using_red_hat_universal_base_images_standard_minimal_and_runtimes
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https://access.redhat.com/documentation/ja-jp/red_hat_quay/3/html-single/manage_red_hat_quay/index#container-security-operator-setup
https://access.redhat.com/documentation/ja-jp/red_hat_quay/3/html-single/manage_red_hat_quay/index#quay-security-scanner

FEAVTF—DEF2YT A —

L=FT A VI RTLYTRITTTEINRINcA A=V DIfHEEZRFEL, RETBHIENTEX
-a_Q

2.6.4. ALY —ERDEHEE

OpenShift Container Platform i&, # 7> =42 M7 / 7—< 3~ (object annotations) & FIMH L T
BEAEMELET, BEUERAF v F—REDHAEY —IEA XA —FFTI LI NMIAIT—=IDT ) 5—
2 avEMITEZIET, BROEBENERRLAEY, Pod DETEHIE LAY TEFET, A2/ 30T
&, D7/ 57— avDRBBINZHERICOVWTHBALEY, O EFERTZIET. 7/ 57—
2 avEIAVY—IVTEEIFERAL, 32— —IlRIDT— Y A2RRITBIENTEET,

2641 AAX—SDAYT—4
A A—SORET—5IE, Ny 5F—VOBBPUES LA —T YV —RY T k97 (0SS) 1t

ADAVTZA TV RABEDKRRBIA THAHY EY, IHIC, BEROTANRA I —NZDXHT—%
ERMTZBENDHY LT, JDLD. UTOT /7= aYORBAIMREINZET,

I quality.images.openshift.io/<quality Type>.<providerld>: {}

K217/ 57—>arvx—oEk

AVER—FV b 7 FaXhsfE

qualityType X TF—=HDYA S vulnerability
license
operations
policy

providerld 70O/4 4 —ID OXFF openscap

redhatcatalog
redhatinsights
blackduck
jfrog

264117/ 7—>3avx—of
quality.images.openshift.io/vulnerability.blackduck: {}
quality.images.openshift.io/vulnerability.jfrog: {}
quality.images.openshift.io/license.blackduck: {}

quality.images.openshift.io/vulnerability.openscap: {}

AA=VDRET7 /7= 3 VDEIF. UTORKICK > LBELT—2ICRYET,

K227 )F57—aviEoEk

Z14—JLEK

name [=4A Tang ¥—nxRr4 XF5

timestamp (=N AFX v VDIALRAY Y XFF
7
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Z14—JVEK

description ANV
reference (=40
scannerVersion ANV
compliant ANV
summary ANV

& BA 7 B B

15#ERY — A D URL £ 7=
IEEFMER, 2 —Y—o
7__“_ &@EIE ": Lz‘go

AFvyF—nN=3v

AVTSATVRADER

i

REIhBEDOERN

summary 7 1 —JL K&, LTFOHRICK I BELNHY X7,

F23EHT 1 - FEDOEX

74—J)E Bl 947
label AVER=FY FDRFIRIL (B XFF
critical. important. moderate.
low F 7= health)
data ZOAVR—V bOT—% (fl:  XF5
REINBEEEORFIER O
)
severitylndex IEFR RIS LTI 71 v KRR BH

DENY B TEAEEICTHAVER—
XVNDA VTV IR, EIZ0..3
DEBERICHY, 0=low ITiY

ij—o

reference
W, £ T3,

26.412. 7/ 57— avEDH

15ERY — A D URL X 7= L35 HA15 XF51

XF5l

XF5l

XF5l

T— L&

—B (LUToxRESR)

UTofIE. BBEMEOENT—98LPAYTSATVRADT—IVEEZEL A X —2 D OpenSCAP 7

JT—varveERLTWEY,

OpenSCAP 7/ 5r—>3a >

"name": "OpenSCAP",
"description™: "OpenSCAP vulnerability score",
"timestamp": "2016-09-08T05:04:46Z",

"reference": "https://www.open-scap.org/930492",

"compliant": true,

24



F2HEIAVTF—DEF2LY T A —

"scannerVersion": "1.2",

"summary": [
{ "label": "critical", "data": "4", "severitylndex": 3, "reference": null },
{ "label": "important", "data": "12", "severityIndex": 2, "reference": null },
{ "label": "moderate", "data": "8", "severitylndex": 1, "reference": null },
{ "label": "low", "data": "26", "severitylndex": 0, "reference": null }

]

}

LTFOfIE, FMEHRE LTHASMURL EIEEEMDA VT vV AT —9 %81 X — D Red Hat
Ecosystem Catalog DAV T F—A A= DI 3a vy OF7 /57— avaERLTVWETY,

Red Hat Container Catalog 7 / 7—> 3~

"name": "Red Hat Ecosystem Catalog",
"description™: "Container health index",
"timestamp": "2016-09-08T05:04:46Z",
"reference": "https://access.redhat.com/errata/RHBA-2016:1566",
"compliant": null,
"scannerVersion": "1.2",
"summary": [
{ "label": "Health index", "data": "B", "severitylndex": 1, "reference": null }
]
}

2642 AAXA—TJAXTIz MDT I/ T—>a Y

OpenShift Container Platform DTy RA—H—(FA A=Y RN —LATI 7 ML TEEETT
WETH, EFa)TFA—A9T—=9TT7/T7—2a vt ohdDidA X—YF TV MTY,

AAX=VFTITYVMIVSRAI—2EATZDRAI—THEEIN, L DA A=V RAN)—=LELV
YU TBRINDABREDOHIE— A A —IERAVMLET,

26.421.7 /57— arvHMERINhTWS CLIOY Y RO

<image> A f X —UH AV A MNIBEBRIZTT (B
sha256:401e359e0f45bfdcf004e258b72e253fd07fba8cc5c6f2ed4f4608fb119ecc2),

$ oc annotate image <image> \
quality.images.openshift.io/vulnerability.redhatcatalog='{ \
"name": "Red Hat Ecosystem Catalog", \
"description”: "Container health index", \
"timestamp": "2020-06-01T05:04:46Z", \
"compliant": null, \
"scannerVersion": "1.2",\
"reference": "https://access.redhat.com/errata/RHBA-2020:2347", \
"summary": "\
{ "label": "Health index", "data": "B", "severitylndex": 1, "reference™: null } ]" }'

2.6.4.3. Pod E{T DI

images.openshift.io/deny-execution 1 X —YR) O —%FRAL T, 1 A=V &ETTIHEIDNETS
OJZLTHIEILET,
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264317 /57—>avoll

annotations:
images.openshift.io/deny-execution: true

2644.88)77L VR

FEAEDHZE. BEERAF v F—REDHIY —ILIEA A —VDBHEER L. AF v VEEREL.
BET A A—VA TV MBEROT /5= a3 Va0 T NEFRIITST4 VEREL
F9., COBEETIEBEE. OpenShift Container Platform 48 RESTAPI #M UM L TP/ T—> 3 v
UER L £ 9, REST APl D—fEHIZRIEIRIC D W TIE. OpenShift Container Platform REST API =58
LTI,

2.6.4.4.1. REST API LU S L 0 31l

curl ZFATHLUTORVCHLOFTIE, 7/ 7—2avDEELEXLE
9, <token>. <openshift_server>. <image_id>. & & U <image_annotation> D{E% & X# X T<
EX W,

Ny F APIEUH L

$ curl -X PATCH \
-H "Authorization: Bearer <token>"\
-H "Content-Type: application/merge-patch+json" \
https://<openshift_server>:6443/apis/image.openshift.io/vi/images/<image_id>\
--data '{ <image_annotation> }'

UFiE, PATCHRA O—RKT7F—4DHITY,

Ky FHCH LT —S

{

"metadata”: {
"annotations": {
"quality.images.openshift.io/vulnerability.redhatcatalog":
"{ 'name": 'Red Hat Ecosystem Catalog’, 'description': '‘Container health index', timestamp': '2020-
06-01T05:04:46Z', 'compliant”: null, 'reference': 'https://access.redhat.com/errata/RHBA-2020:2347",
'summary': [{'label': 'Health index', 'data’: '4', 'severitylndex': 1, 'reference’: null}] }"

}
}
}

BIER R

o (A=YRN)—LATVH b
27. A7 F—LIYAN)—DEF 21T LEM
AVFF—LYZARNY =i UTEERFTREHICAVTF—IA—VERELET,
o AA=VIMALTIERATERZLIKTS

¢ A A—TBEAA—IVDEBN—VaVvEFUIENTEDYRI N —ICEEBT S
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/images/#overview-of-images
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o FT72avT, BRBBIAAEFIEIVTAA—IANDT I ERZHIRT 2D, FldM X —
Ve MRICFIATE2L£2ICT %,

Quay.io ¥ Docker Hub 2 ED/RXT ) w AV FF—L IR RN =BHY, T I TIEE < DAREBD
AA—VBEHBLET, RedHat LY A M) =&, HR—FMRRD RedHat BLUV/N— R~ F—DA X —
UERMEL F IS, Red Hat Ecosystem Catalog TIEINSDA X —JILEAT ZEFEMARES L UL
AFIv N REINE T, MEBOL YA N —%ZEET SICIE, RedHatQuay REDIAVTFH—L
VAN)—%EBATDHIENTEET,

X271 —DERTIE, —WOLIYAMNY)—IF, IVTF—OEBEEZHIEL. #bdT 572018
BIAMEBE AR L §, & A 1K, RedHatQuay (., Clarz¥a) 74 —RF v F—%FHLALIY
TH—IESEHEDRF v >, GitHub BLUVZDMDBAATY — XA A— RAEBEINLBEICA A —D%
BEMICBEILRTZODEIN RO NI H— BLIPAMA—INDT7 IR %E2EF2T7ILT2DD
A—ILR—DT7 Yt A% (RBAC) A AT A RHLET,

2713V TF—DY —XADHER

o O—RBEHAD DT TOAAFADAVTF—AA—=IDAVFT UV EIF vV L, BT BICIEE
DY —ILEFRATEEY, LML, AVTFT—AA—CDREAY —REBZLHYET, RAINT
WBIAVFF—LIZARN)—%ERAT2HEIF. GEINY—A42FERALTRERDEZEMNT ST
ENTEEY,

2724 2—9 JITREFADIAV T —

AI2a—9TNRAVFTF— #EEBTIEIC, X271 —FBFHEFERITEIEIFELICEEICRY
F9, 132497 RAVFTF—E ETHRICEEEINZZEDARVWIAYTF—TF, 132—%
TNRIAVTFHF—%TTO4 $T25EICE. ZTHOAVYTFHF—ICRATY AV LTIDUED/NS F
) —%2BEXMABIEETETERA, ERFLOBRTIE,. BFIINZOVTHF—AX—=U%ZBEILR,
BF 040, AT F—%ZLEITZOTERL, AVTTF—DEIBAATVWET,

UTFIE. RedHat BBEA A —Y DFHICAY £,
o TSy NITA—LOEBIVR—RY MELIEBICBERMOMBEIBED L,
o R7AHIMNSIZIRET, RHEL 5 v M7+ —LLEKTHEBRMELH S,
® RedHatilk>THR—IIN B,

BHOBHEED—BIXEICEHRINDOT, TTAMFADIAVTFT—AX—=UDAVT VY DIED,
FRICA D O— R LA A=YV % BGHNIEBH T 2RENHY 9, RedHat zF a2 ) 574 —7 KN
A %) — (RHSA) 2FIFHAL T, RedHatREI VT FT—A A=Y THEICKREINDIMEICDOWTODE
E5ZF, BFINICAA—VERRTHIENTEEYT, F/ld. Red Hat Ecosystem Catalog IC 77
JEZALT. TOBEEELUVEE RedHat 1 X—2 DD tEFa ) 74 —BEDOHEBEICDOVWTHRET S
EETEET,

2.7.3.RedHat L Y 2 M) =& &L T Ecosystem Catalog A" 5D 0V 7+ —DEE

Red Hat Tl&. Red Hat Ecosystem Catalog @ Container Images £ a v H» 5, RedHat #@EB LU
N=RF—F 77V IDREAVTFT—AA—V%—EBRRLTVWET, 20ASOIHh 5, CVE,
YIMD TRy =Y D—E, NVARATREDEA A -V DFMERRETEET,

RedHat 4 X =&, XT Y v o avFF+—L IR MY — (registry.access.redhat.com) & & U'EREE <
h7=L Y X b1 — (registry.redhat.io) IC& > THRERIN S, RedHat LY A MY — &V LI B

) —ICRBICREINE T, EBLICHEEARMICRedHat Y TR 7o 3 VEREBHR CORI = L E
EFTBHVLODDEINNA X —T %S registry.redhatio CEARKIC. BV T F—aA X—=YDEY b
NEEFNET,
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https://access.redhat.com/products/red-hat-quay
https://access.redhat.com/security/security-updates/#/security-advisories
https://catalog.redhat.com/software/containers/explore
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RedHat TIEI Y77+ —0aAV 7YY DMHEMEEZERL. V7YY AERMICEHFLTWE

9, glibc. DROWN, #F7IE Dirty Cow DIEIE/RE, RedHat B EFal) T4 —BHFZ U ) -7 3K
I, HEBAZ TR IRTDAVTTF—A A=Y EBEI RIN, RedHatRegistry ICTy Y2 3nE
ER

Red Hat Tl& health index % {1 L T. Red Hat Ecosystem Catalog #HTCIRHEI NIV T+ —
DEFa)T4—LDIVRVEERBLFY, VT F—IldRedHat BL VI Z—4 O X TRHEI N
Y780z T7EERTZED. XY T4 —DLARLE, VT F—DHVEESRY, FFEDOD
VTFFT—0BEREEFIYT A —DLRILNENY XY,

AV T F—DOEHICTDWVW T, Red Hat Ecosystem Catalog TIIHA TV AT LA FERALET. RFEIC
DWTOFMIE., 41 A—VICHIATZ2RIEK. REEXREOGSVWEF2V T —IF—FICEDVL
TIIhbhET. BATEADLF ETHY, ADVEHERYEY, TOBMIFIRTLADFMICOWT
l&. Container Health Index grades as used inside the Red Hat Ecosystem Catalog %#&MRL T X
(A

RedHat V7 bz 7ICEAEYT X1 ) 74 —EHB L OHEBHICOWTOFMIL, Red Hat
Product Security Center A8 L T X W, RedHatzF¥ a2 Y74 —7 RN\ H1) — ZS5B L T,
BEDT7 RNAHYP Y —BLUVCVE ZRETEET,

2.7.4. OpenShift Container L 2 X 1) —

OpenShift Container Platform (ZI&, AV T F—A A -V 45 ER T ILODIERTE2 TSy M 74—
LDOHEINLZIVR—FY NELTETINSG, 514 X— ML YR KY—D OpenShift Container
LYARMY—DEENZET, OpenShift Container LY A MY —(E, O—ILR—DT 7V AHE %12
HMLET, TNICLY, EQTAVYTF—AX—VEH#ITIV/Tv21T 20D %EEEBTEELDICR
YET,

¥ 7=. OpenShift Container Platform |& Red Hat Quay 2 E DT TICHER L TW S AREMD H B4thd 7
SAR=PLIRNY—LDHEEEHR—PLTVET,
B EfE R

e k% OpenShift Container Platform LY A b 1) —

2.75.RedHatQuay zFA L a2V T+ —DRFRF

Red Hat Quay |Z., RedHat DT V¥ —F 54 AL RILDOFEDEVWIVYTF—LIZARMN)—HFZT
9., RedHat Quay DBIFIX. 7v TR M) —L®D Project Quay TN £ 9, RedHat Quay I&. =
VT IRAFELIE Quayio DR R RB/N—Y 3 VD RedHat Quay TF 7041 TEX X,

Red Hat Quay Dt F a2 ') 7 1 —FEEKEEICIE. UTAEFEFNET,

e Time Machine (¥ DOBFERE): 5 E LB F /23 12— —BIR L - BRHARICE D W
T, WS TEFOA A=Y DEMPRSIND L DICLET,

® Repository mirroring (Y RY MY —DIZ—) VI Exa) T+ —LOEBEAIGMHDL IR
N)—%2IS—)VILET, L&A, SHDT 7477+ —ILDEED Red Hat Quay T
NRT)w P )RI M) —%KRAMLEZY, R7+—I VA LEOBEAMSL AN —AFHAX
N2BTOELICEELRLY LET,

® Actionlogstorage (777 < 3 > 0O%7 OR1F): Red Hat Quay DO F >~ FH 1% Elasticsearch 2
FL—Y ICREL. BICRRBLICDWMICHERTESLDICLET,

® Clair security scanning (ClairE¥ 274 —X2F¥ v+ V)Y &AVTF—A A —JDEKRICEDW
T IEIFERLnuxBBEB/HET —IR—RIIH LTI A=V %ERF v LET, &EIAVTFH—
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https://access.redhat.com/security/vulnerabilities/drown
https://access.redhat.com/blogs/766093/posts/2757141
https://access.redhat.com/articles/2803031
https://access.redhat.com/security/
https://access.redhat.com/security/security-updates/#/security-advisories
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/registry/#registry-overview
https://access.redhat.com/products/red-hat-quay
https://docs.projectquay.io/welcome.html
https://quay.io
https://access.redhat.com/documentation/ja-jp/red_hat_quay/3/html-single/manage_red_hat_quay/index#repo-mirroring-in-red-hat-quay
https://access.redhat.com/documentation/ja-jp/red_hat_quay/3/html-single/manage_red_hat_quay/index#proc_manage-log-storage
https://access.redhat.com/documentation/ja-jp/red_hat_quay/3/html-single/manage_red_hat_quay/index#quay-security-scanner
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AA=VDERAICEDVWT, IFIFEALnuxBEHIET—IR—RITTH LTI A=Y 5+ v
vLEY,

® Internal authentication (WEREREE): Red Hat Quay ~® RBAC SR = BT 57 7 + )L b D
O—AILT—IR—AEFEHT S5H. LDAP, Keystone (OpenStack). JWT Custom
Authentication. Z 7zl External Application Token ZREEMN HER L 7,

e External authorization (OAuth) (#8525 (OAuth): GitHub. GitHub Enterprise, & 7z (&
Google FREEA 5 D Red Hat Quay ~NDEREEAFFAI L £ 7,

® Access settings (77 2 A3&%E): docker, rkt. BERT7 IR, 2—H—1ERDOT7HU > b B
BEINELI AT MR — R, FIFEEHE, 12— —R0OBE TOD Red Hat Quay
TORRAERREICTD NV EERLET,

Red Hat Quay & OpenShift Container Platform O#& D it I N TH Y. & < ICEAET % OpenShift
Container Platform Operator & D&M #MEI N TWE T, Quay Bridge Operator #EHT 5 &, A
EB OpenShift Container Platform LY X M) —% Red Hat Quay ICEE#Z2 5 Z EATE XY, Quay
Red Hat Quay Container Security Operator Z{ff9 % &, RedHatQuay LY X M) =5 FIL S hi
OpenShift Container Platform TEITINTWE A XA —Y DIfEHIEAERTIET,

28. BN R7OCADEFX 1Y) 74 —{RE

AVFFHF—EBETIE. YVZIMI2I7OENLRTOCRIESA THAIILDRAT—ITHY., T T,
TN —2avyaA—RKRPRERSVIMLSATS)—HEEINET, COELRTOERDERE
I, VIMNIZTT7DRYY VDX ) T4 —%RETDLETHELY FT,

281L1EDEL RTEZICTET 7O Ak

OpenShift Container Platform # Y7+ —EI RDBE TSy K7+ —LELTHERTSZ I E T, l:"
IRBEDEX1) T4 —2HIRTEET, IHOEIRTEZICTET A4 P TEEVIESR
I ENRTOCRADERNZOEFFDORETERBICT IO/ INDELIICTSE t#r%iTQ

AVFF—DAI2—9TINRREEHIBZITEZIEEEETT, 2THFOIVFF—ICNNyFAEYTS
ZEIFETEZTEA, FORDYICBEILRBLIUBET7O0/452ETLET,

VINDZT7HEIR, TRM BLUERBREOERRT—CZBBTREIC. VI T70Y
T53AFI—VERETDY—IDEBRTEIDINEINIEETY, UTFTORIE, JvFF—tIhic
YVINIITTDEBETEBYINIITHSSAF—VICHAAD I ENTE RO LY —
JILERLTWET,
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https://access.redhat.com/documentation/ja-jp/red_hat_quay/3/html-single/manage_red_hat_quay/index#quay-bridge-operator
https://access.redhat.com/documentation/ja-jp/red_hat_quay/3/html-single/manage_red_hat_quay/index#container-security-operator-setup
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S A

Trusted code repo CCB rapid ATO

Unit Code Sec Int QA v
EEE— EE——— >
Req Dev Test |[”| Qual [”| Scan [”| Test [”| UAT Prod
Jira Che, GitHub Cucumber, Sonarqube, AtomicScan, Automated Quality Sysdig, EFK
JUnit Fortify Anchore,
Twistlock cM cS

OpenShift Software Factory

OpenShift Container Platform (&, ¥ a2 74— R%&/EM L. BETEZSLDHIC, FFETESI—F
YIRY k1 — (GitHub 2 &) B L CBIR TS v h 74— L4 (Che BE) EHMATEET, BT~

&, Cucumber BL U JUnit ILIKET Z2UEL’HBIHFELFHYET, IV T F—DHRBEDOER

. Anchore F7zI& Twistlock R ED AV TS5 4 7V AEAEDEBEDHEEKRE L. AtomicScan F 7l
Clair REDA A=V RF v Y — )V EFATEEXY, Sysdig REDY =L, AV TFTFH—bINiT
TV —2arDGHARE=ZY—) VI RETEET,

2.8.2. EJL ROEE

Source-to-lmage (S2) Z#FAL T, V—RA—RER—ZAA A=V EHAEDEZIENTEE

T, ENIT—A A= FZ 20 2FAL. ARSLCERF—LDOBIRAREAREIN FNRIETORE% 06
ICLZE 9., RedHatS2l 1 X —I 4% Universal Base Image (UBI) 1 X —Y & L CHIBTRERIBE. ZR
D RHELRPM Ry F—=I ML E RENFR—ZA A=Y TY I NIz 72EBHICBRHATIET,
RedHat &, CHEFBEICTZEDICY TRV ) T a v OFIR%ZHIBRL ZF L7,

ARENEILRAX—VURFERALT, 7Y r—2avAICGtTI— K23y NT 258,
OpenShift Container Platform &L FDO#EEARITTEE T,

e O—KRYRIYKY—D Webhook F7 3D BENML S itz ( v 7L —a > (Cl) 7O
TERAOWETNHT, FAEATERT—T1 777 M S2ELT—A A=Y BLUHEICT
Sy MNINAEI—RAEFERLTHFRAA—VOEEB 7Y TILE N H—-LET,

o HIMICEIRLAAXA—VEEBNICTIO4 L. TAMLET,

o FRANEHFDAX—VEERBICITOFE—MNLET, ZZTIRCTOELREHFEHAL TEEN
IKF7oq43IhzEd,
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https://cucumber.io/
https://junit.org/
https://anchore.com
https://sysdig.com
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Development
Configure triggers . .
' Git repository
Developer
Build
Container registry —> Builder image —> Build

Deployment

Node (xN)
Base image
Pod (xN)
<« <
Container image Code

B I N/ OpenShift Container LY A M) —Z2 AL T, &AA—IADT7 VR ZEETEX
To A A A=V BLVRA T4 TEI KA A=Y DMAIL OpenShift Container LY R M) —ICEHED
BICTyvaihxd,

Cl DHMIAFENT= Jenkins DIFMIT, HMEODEIL KB LUV CIERIE%S RESTful APl & U API LD A
A=Y L IR M) —%ER L T OpenShift Container Platform ICf& 22 & TE X,

283. EINRBFOANDEF2 Y T 1 —1REE

DFVFICE>TE, EWRBEICEWT, kBETZVY—RICT7 IR T 2LDICERIEERIVDEIC
BBIGEDNHY £ITH. CORABEREEIN RTERINDIRENRT T r—>a v 4 A—UTHA
AEEICT D ERBEYTIEHY EFHEA, TDED, AAY—V LY MNEERTBHIENTEXT,
fe&E ZIE Nodejs 77U r—3avDEIL RBFIZ, Nodejs EVa—IVDTFAR—NIS—%BET
XEY, TZAR—PIS—HPHEVa—-)LEYIO—- KT ZITIE. URL, 2—H—F&, RZ2T7—NK
75:52{} l:")l/ READARY L .npmrc 7 74 IV EBET2RLENHYET, EFa )71 —LDOERIC
LY, BRI T TV —2avA A=V TREALAVNTLEIL,

ZOPITRLEYF YA Z2FERALT. AAY—2 Ly MEFHRO BuildConfig 7 7 =/ MIEBMTE
i’a—o

L. =Ly "B RWHEIRERLZE T,
I $ oc create secret generic secret-npmrc --from-file=.npmrc=~/.npmrc

ZhniZ& Y, secret-npmrc &W D ZRIDFHRS —I Ly MHAERINZF T, Thic
&, ~L.npmrc 7 7 4 )LD base64 TTYIA—RIhALAVFUYINEEFNET,

2. ¥—2Lv b%EEED BuildConfig# 7> ¥ h® source 27> a VITEBMLET,
source:
git:
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uri: https://github.com/sclorg/nodejs-ex.git
secrets:
- destinationDir: .
secret:
name: secret-npmrc

3. =2 Ly bEFIROD BuildConfig # 7> =7 MUEMT 2I1CIE. UTFOaAYY REETLE
_a—o

$ oc new-build \
openshift/nodejs-010-centos7~https://github.com/sclorg/nodejs-ex.git \
--build-secret secret-npmrc

284. E)L K 7O ADES

AVTFF—OBEFEATEZLIICAVTT—AA—VEESLPEIL RN TOERZE LT, fl#H%
DEARICTHIENTEIXT,

Core build Core build Core build
/ / Middleware 4 Middleware

A A / A
/ Application

Operations Architects Application developers

T2, BRF—LIEIR—RAAA—VEBELFEFT, —AT, 7—FFTI7MEIRILDZT. SVF
1L, T=HIR=R, ZOMHDOY)21—2avaBELET, ChilLY, EREEFX7TVr—>3 v
BoA%uERL. O—RNDERICERTEIENTEET,

HLWRESEBRIIBICEHRINDZDT, AVFF—0aAVFUYERGEMNDTOT V5714 TICHESR
TERELFHYFT, ThEERTTBICIE. BRMEINAEFa2 )T —FRAMNEEIRFLIEC S
AERICHEETHIVLEIHYET, UTIFZDOHITY,

e SAST/DAST-#MbBLUOFMAEFI )T —FTAKMY—IL
o HHDMBEHUEE Y FILIALICFIVITERLODRAFTvyF—, TDLHIBRY—ILIE, VT
FT—ROFA =TV =2 r—=I% A5 a7, BRMOBEEICOWTERML, AFv Y
BHRDINY T —I LT RRBEEIREINE EZTOEHBEHREEEFELET,
Cl7OtRiICE, X2 FT14—RAF vV THREINZBEBICOVWTHEHYF—ANBEICHULTES L
I, TNLDOBBED 7S %EIRICHITER) D —%2EDZRENrHYFT, hAYITA ALK
VFFT—ICEBRTBHIET, ELRETFTTOAMAY MEIKRIADRELAZWVWELDICLET,
GitOps D AFE%AFEATSE. AL CI/CDAANZXLEFRALTT7 Y T—2 3 VORERITTAL,
OpenShift Container Platform 41 Y 73 A NSV F v+ —tLBETEET,
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2.8.5.Knative H— X— L 277U H5r—>3VDEII R

Kubernetes & Kourier Z#fi 9 % &, OpenShift Container Platform © OpenShift Serverless Z{#f L
T B—N=LRT7F)r—o a3V aEEE F704, BETEET,

HOEI REBREIC. S04 A—CAFERALTIYTFF—%2EILRLTHS, Knative H—E R & (@

LTENSERETETE T, OpenShift Container Platform Web I~ Y —JL M Topology £ 2 —% {#F
LTKnative 77) 75— a v DELRERTLET,

2.8.6. FEIBR
o M A—=YEIRIZDNT
e EILRDKN)A—BLVER
o EILRANDIERK
o ANY—ULy hBLUBREYY S

® OpenShift Serverless ICDWT

® Topology Ea—%FERALAT7 ) r—> 3 VEEREDRR

290. AV F—oF70O4

EBOFEEZFEALT, 704923V T F—DIRFOEREICELZREOI VT VY ERFEL,
BIAINTUVWRWI EZMRBIBIENTEET, INLHDFEICKE, FHOI— NZEHMATD
DEIRRMNYA—OEY 7y TPV TH—2MERTEZY—ADSIMEIN, BEINLWVEDIC
TELLODELDERAPEENE S,

291 MU A—ICE 2OV F+—F704 X FD#IE
EIRTOCRATASHOBENELBZZEY. 1 XA—VDFT7O/4BICHEBEEINREINZIHEIC,
BEEINDZRYY—R—2ADFT7TOAD=HDY—ILAFRLTEBETEFEzT, 1 X—YDBEIR

BLUVBEIHZII NI A—A2FALTETL. /3249723 FTF—D7ORA2HRATEE
T, RITHFOAVFTF—IINYyFEHUTIHEIHEIRTLWEEA,
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/cicd/#understanding-image-builds
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/cicd/#triggering-builds-build-hooks
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/cicd/#creating-build-inputs
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/cicd/#builds-input-secrets-configmaps_creating-build-inputs
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/serverless/#about-serverless
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/building_applications/#odc-viewing-application-composition-using-topology-view
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Can configure triggers for
automated deployments,

. builds, and more.
git O

Reqgistry

imaqe

ﬂ Can configure different

Container Image AB Rm zgagradn ik
Automated basa updates,
and more.

fExE. 300AYFF—AA—YB(AT. IRLITTF. PFUr—2a) 6EELTF 7Y
F—2avaEBEIVRTRELET, AT7AA—JICEEIRDONY., TDA X—JIFBEILRINEL
co EIWVKRDET B E. 4 A—T Ik OpenShift Container LY A MY —IZ Ty a3 h&EFd,
OpenShift Container Platform (&4 X =D EBEI NI EEZRAML. EEINL M) HA—ICEDWT
TFVr—23a v A=Y EEMICBEILRL, 7704 LFd, COEBRICIFBEINEZSATS
) =D HAFEN, EREI— RORFTOA X —JERAUCREICAY T,

oc settriggers AY Y REFRALTT7AMA Y NN Y H—%BETETFET, & ZIE. deployment-
example EWD BRIDTFFOA A Y RO M) H—%BET BICI1E. UTERTLES,

$ oc set triggers deploy/deployment-example \
--from-image=example:latest \
--containers=web

292. 4 A=Y —2DFT 704 O
BELHEELT, GRETBAX—IDPERICT IO/ INTVWB I EP, liAAFNATWR VTV

VERFOA A= UHMEFEINDY —ADNLDEDTHDIE, FLETROLATEINTVWARWNT & %5E
RTCIDIREN’HYET, hid. BEICLDELEZMEA L TEITTETEY, OpenShift Container
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Platform Tl&, 7SR —BEBENT O AV MNRIBEEF 1Y T4 —BHERBLE (BEE LI
HEOHLDEZEL) X2 T4 —R)I—%ZBHTEET, TORYY—IF. UTD2D2D/IRF X —
Y—TEEINZET,

o 1DBUEDLYRNY—=(FFa3vDFOY Y b namespace % F )
o (534 1 7 (accept. reject. F7zId require public key(s))

INLEDRY) =N A=Y —%FALT, LYAMN)—2F, LIRAMN)—D—E, FHIZERDA
A= L CTERERRMR A FFA]. BE. FREERTZIENTEEY, EEINANNT)vIx—%
FRALT, V—AHPBETHRIIINTWEIEABERTEET, COR)I—IL—ILIF/ —NITERX
nNEd, RUYP—E, IRTO/ —REFICH—IERAINS D, FLEFERZ/ —RKRO7—40—R
Bl EILR, V=, FEREBE) ZEILY—Fy MPBEINBBAIHYET,

AAXA—VBER) =T 741 ILDH

{
"default": [{"type": "reject"}],
"transports”: {
"docker": {
"access.redhat.com™: |
{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release”
}
]
b
"atomic": {
"172.30.1.1:5000/0penshift": [
{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release”
}
1,
"172.30.1.1:5000/production": [
{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/example.com/pubkey”
}
1,
"172.30.1.1:5000": [{"type": "reject"}]
}
}
}

K1) < —Id /etc/containers/policy.json & LT/ — NICRFETEET, TDT7 74D/ — RADREF
&, R D MachineConfig 7 7> =V b EA L TETT2OMNRELRFETT., ZOFITIE, UTF
DIL—ILEERLTVET,

® RedHat L Y X k1) — (registry.access.redhat.com) 5D A X —(E Red Hat /X T v &
F—CEBRAINDIUVENH S,
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® openshift namespace A® OpenShift Container LY XA M) =D DA X —U1d Red Hat /X7
VY X —TEBRAINDIUENH S,

e production namespace R® OpenShift Container LY XA M) =50 A XA —T1E
example.com O/X7 ) v VX —TEZINDIUENH 2,

o /O—/N)LD default EBETHREINTLWAVWEFDOMIRTOLIYRAMN) —IFEETIND,

293. BLZL NSV RKR—MNDER

ELMNSVRR—=NE, NMF ) —DELBlob 2 RESLVNETEAHAETT, BEE&NSVAKR—FH
Ik, 220894 THY ET,

e atomic: OpenShift Container Platform AP TEE XN %,
e dockerr O—AIL 7 74L& LTREINSZ D, FlE Web —NN—[CL>TREIN B,

OpenShift Container Platform API (&, atomic kS Y RR— b ¥4 T FERHTZI2ELEZEELET., 2
DY TDELEFERT 54 A — & OpenShift Container LY R N —ILRET Z2HELNHY T,
docker/distribution extensions API (34 X —YBZDIY KRSV N2 BERET 5720, BIMDEE
EREBICRY T,

docker NSV RR—KMNYA TAFERETEERLIZ. O—HILT 74 ILFT=1E Web H—/N— 2 & - TR
INFET, CNSDEBERICIEIFRHREIHY ET, FEOAVTFT—LIRAN)—HDEA XA=I%RHET
TN F)—BEZOEEICERNDY —N—%FHTZIENLTEET,

772L. docker b TV AR— MY 1 TOBEICILBINDRENVETY, FERICEZTINMTIFSNE
YAML 7 74 V& KRR NV AT LDT 14 LU b)) — (letc/containers/registries.d) IC7 7 )L b & LT
BREL. /—FZBEEY—/N—ODURITRETZLENHYET., YAMLEREZ 71 ILICIE, LYRX b
)—URI BLVPBRY—N—URIDEFNEFT, ELY—/Y—URI L, sigstore EEMENFT,

registries.d 7 7 1 JLOHI

docker:
access.redhat.com:
sigstore: https://access.redhat.com/webassets/docker/content/sigstore

ZDOFITIE. RedHat LY X b — (access.redhat.com) (. docker ¥ 1 7D kT~ AR— NDES
HIRMYT BB RY—/N—TT, RedHat LY X MY —®D URI I, sigstore /XS X —4 —TEHEINZE
9. D7 74 IIC letc/containers/registries.d/redhat.com.yaml & L\ 5 Z#1% {3+, Machine
Config Operator L CZD7 7MY S RY—HNDE/— RREICEBENICEET 2 &N TS
F9, RY>—&registriesd 7 7 A IIEAVTF—DZ V91 LATENICTEHATNE D, H—FE
AzHENTILERHY FHA,

294.>— 0Ly NBLUVEREY Y TDVERK

Secret 7 7V U N9 4 T/ 7 — K, OpenShift Container Platform 7 54 7> N&RET7 7 1

JU. dockercfg 7 7 1), TSAR—=KNY—RYRI N —DFRFBRBEDHEBRBEREFRETEAXH
“ALERBLET, =Ly MIBENT%Z Pod 2 SEIVBELE T, >—2V Ly MERY 2—4
T304V EFERLTIAVYTF—IIRI VNS B2EH, YRAT LD Pod DRDYICI—I Ly &
FRALTEET7IYaVvaRTIBIEETEET,

e ZlE, TIAR—RM A= YRIRN)—ICTIERATERLHICL, Y=Ly MNETFTOA XY
NEEEIBIMT BICIE. UTFEETLET,

36



g2EAVTF—OEF2VT 14—

FIR
1. OpenShift Container Platform Web >V —jLicav4 v L& 7,
2. FR IOV b EERLET,

3. Resources - Secrets ICREIL., R —I L v bZ/ER L £9, Secret Type %= Image

Secret I, Authentication Type % Image Registry Credentials ICEXREL. 7514 X— b1
A=DYRIRN) =TIV RS 27OICHELRRIEREADLET,

4. 7704 AV MREEERT 2354 (f: Add to Project > Deploy Image R— I ILREENT %),
Pull Secret ¥R~ — 2V L v MIEREL T,

BETY TEY—I Ly MIBTUWE T, BEBERASEAVEINOFEREYR— 245108
XN TWET, ConfigMap 7 7Y x4 &, Pod TERLAY., I MO—5—REDYRF LD
VER—RY NDBRET— Y ERETAEOIEATCEIRET—YDF— L EORTAEEFLE T,
2.9.5. RN O4 X NOBEENME

ME DMK T 704 A2 b (CD) DY —JL% OpenShift Container Platform IC¥iE T 5 2 &N TEXE
ER

Cl/CD & & T OpenShift Container Platform #9252 2 & T, 77U sr—>avOBEILRTOER

ZEBEL. RFOBECHEAMAL. TAM BLVPRENODEZEIATOTF/OM E/HEICLE
-a—o

BIER R

o ANY—ILy NBLUVERETY T

210. AV T F—TSy NI+ —LDEF21) T4 —(RE

OpenShift Container Platform & & Uf Kubernetes APl I&, R4 — 1) v VIOV T H—EEB2BH8{LT
EBRYFET, APHELUTOEMTHERINE T,

e Pod. H—FER, BLUVLFTYHr—2ayvaryhO—S5—DTF— Y DRI L VBT,

o ZEEXRILSITZ27O0V Y MIEIOERE, HOFEAYRFTLIAVR—RVATDRY
H—DIEVH L,

Kubernetes % X— 2 & § % OpenShift Container Platform Dt ¥ 2 1) 7 4 —BEMEEICIX. UTHE
FNEY,

o YIFFF U —A—IR=ADT7IERAGHERY NTD—IR)O—%HEEL. EHDOL AR
ITCaAVTF—%=08LET,

e APl & API DEXREIE DEDEREFHT 224 TS 71 v,
OpenShift Container Platform (& Operator Z{£F L T Kubernetes L XL DEF 2 ) 7 1 —#EDEE
=AML, Bl FT,
210L. 7%V FFFro—IIl& BV T —ONH

RIVFTFFry—i, BROI—HF—ILL>TAHABEIN. BHEDOKRR B L namespace TEITIh
% OpenShift Container Platform 7 S 29 —DET7 7)) r—>a v h, HEICHBMINREDE £
ICL. AEBOBELSEBHINIREBICTZIENTEET, O—IR—RT7 VX (RBAC) %

37


https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/cicd/#builds-input-secrets-configmaps_creating-build-inputs

OpenShift Container Platform 4.8 ¥ V)74 —8&TAVTFS41 7V R

Kubernetes namespace ICEA LT, YILFTFHUo—ZRELET,
Kubernetes Tl&. namespace &7 7 r—>a v a7 ) r—a v enBLARRETERITTE
%5XI') 7T9, OpenShift Container Platform (&, SELinux ® MCS NI ZELEIMDT / T— 3
>V %&BNL T namespace A L. &KL, TN S5DIIRI N7z namespace & 7OV ¥ b
ELTHELEY, 7OV FOSERNT, 12— —&k Y—EXT7AHO Y b RUP— §I0. &
SUVZEOMDA T bRE, MBEOVSRY—) Y —R%&H#HFTEET,
RBACA 7Yz o/ ME7OVzy MIBEIYHETLHh, BIRShc1—HF—-DThs0o7OY Y bAD
TOEREDRALET, TORAIICIE. Ib—Ib, O—Jb, BLUNS VT4 Y TOBAIERINE
_a—o

o JL—liF, I—H—HLTOT Y PATERELIET I/ EZRATEZEDEEELET,

o O—J)LiF, BRINALI—HY—FLEIL—TIINA Y RTEZIIL—ILOAL Y>3 VT,

o NAYTAVJIF, A—H—FLE /N —TeO0—- I EOREMITEERZELET,
A—AJRBACA—ILBLUVNA VT4 V7R, A—H—FLRBITIL—TE2HEDOTOI T MIEIY
HTCEI, VIAY—RBAC TIE, VIR —2K0O—LULBELUONA U TAVTEIFRAI—DTAN
TO7AY Y MIEIYHTZZENTEET, admin, basic-user. cluster-admin, & & U
cluster-status 7 7 R R T 2 1-DICEIYH TR IEDTESR T 74N MDY ZRE—O—IL D
L) i’a—o
2102. 7574 vcoay ha—ILFL—rDiR#E
RBAC i E1—H—B LV —TEHMARERTOD 2 NEDT VR —ILE2FIEL F$H, 2
7574 > |E OpenShift Container Platform Y 249 — APIANDT7 V2R E&HLE T, RT3 74
Vg, LFCHREINZIL—LDOF—VEHKRLET,

o FIAIKNDERNTZTM . Zhik. OpenShift Container Platform > hO—)L L —> D
AVKR—Y MIBRAINZR)D—BLVCN) Y —REROT 7+ by hEEELET,

o Ia—FTAVITRIVYAVTSTAV:IN6DTITA4 VI TRIvYavFz—vi
EMICIER L E T, IS Id Webhook —/R— It 2 UH LEERITL. EXRORIES &£
VCBBRINAL) Y —ROEEOEAEEITLET,

o RIAADEMTS T4V BIRINL) Y —RADBERERIEL., BXRERIET D EHICY Y —R
NBEEEINLBVLIICTEIENTEET,

APIEREFI—VHDEN TS /M v &BBL. BRTERBMLULBEICEIERNMESINE Y, Th
ThOERTSTAVIRFED) V—RICEHEM TSN, ZhO5D) Y —ZDERICOAGELFT,

2.10.2.1. SCC (Security Context Constraints)

Security Context Constraints (SCC) #{#fH L T, Pod DY X7 ATDZIFANEZAEEICT 272D
Pod DRTIFICHBERDZ —BEORGEZERT DI ENTEET,

LAIFid, SCC TEETEZZ29HD—EHTT,
o HEMEIVFTF—DET
o VT T—NEKRTEBHEEDIEM
o RARFALYINY—DRY)a—LELTOFER

e OVFF+—®MSELinuxAVF5FFA K

38



g2EAVTF—OEF2VT 14—

e AVFF—Da1—H—

WMWBLNRN—I v avhHdaEIE. DEIHSLCTTIAILMDSCCRY >—DHFBREALEITE LD
IS ENTEET,

210.22. 0—IIDY—ERT7hDo Y hADRHES

A—JLiE, 2—HF—IlO0—IR—ZADT7IVER%ZE|YHTEZDERUAET. Y —EXT7HD Y MIE
YEBTBRIENTEZT, E7AYVIIMIZIDDTIAING—ERTHYY MHERINZE T,
Y—EXT7HhD UK

o XO—T7HMEEIOT Y MIHIEIN S
o ZDARMIFZFDTOT Y MDSIRELTWS,

® OpenShift Container LY A M) —IZT7 V22 $27HICAPI h—20 VB L URILIERI BEN
IKEIYHTHN S,

TSy RNI7x—LDIAVR—2Y MIBAEMITONY—ERXRT7HD Y TR, F—HPEIMICO—
7___93 \/-Sni_a—o

2.10.3 le\lll.—tb J: Uﬂlb\j’

2.10.3.1. OAuth 2R L =77 XA DHfH

AVFF—TS9v M7+ —LDEFaY) T 1 —%REICTBHIC. RIS L VKR TAPI 70 R
EWEFEHT D ENTEFET, OpenShift Container Platform ¥ 24 —ICZi&, EJL b1 > ® OAuth % —
N=DEFNFET, 21— —IF CAUth7I/ A M—UVZEREBLTAPIICH L TRIETEHIENTE
i_a—o

EEHE LT, LDAP, GitHub, F7%I& Google RED PAT VT4 T4 —TOANA Y — %FEAL TR
FETE B L DICOAUth ZERETE 9, HID OpenShift Container Platform 7 704 X > MTIE,
TIAIWKNTTATVTATA—TOANAT—DMERINETH, ThEMi4( v R ML A
YAM—ILRICERETEET,

2.10.3.2. API 7V R &l s L UCETE

TA)r—avicid, BEAREETEZEBOIY RRA Y M OBEHOMIILZAPI Y —E %
EQE'C X ¥ 9, OpenShift Container Platform IC1& 3scale API &— b 24 DOV T F—{bI i/ —
TavhEEFNTEY., THICLY APIEZBEBL, 77X E2HEITZIENTEET,

3scale . API DRSS LVPtEF 2 T4 —ICDWTOBRAREEAF T a Vv AEHBLET, Thd
m\%ﬁﬁﬁ%%ﬁb\)Otl%ﬂ@TétwhiﬁfﬁﬁTé EH, thEHAEDETHERT S
TEETEET (BLEREAPIF—, 7TUH— 3y IDEF—RT, OAuth20 A& &),

TOERAICDODWTIH, BEDIVRKRAV M XYY R, BLUOY—ERICHIPBRT DI ENTE, 72

AR — 21— - —FICERTEZIENTEET, 7V 5— a3 VOEEICEDWVWT,

Amwﬁﬁhv NEIRRESRELZY., BEEIIL—TOMNSTav o 70—%FHLAYTEIEN
bt— _a—o

APlcastv2 (A Y7+ —{bI N7z 3scale API ¥ — h T 2 4) DFERICDOWVWTDF 2— M) 7ZILIE, 3scale
K% a2 X >~ b®D Running APlcast on Red Hat OpenShift 258 L T XL,

2.10.3.3. Red Hat Single Sign-On

39


https://access.redhat.com/documentation/ja-jp/red_hat_3scale_api_management/2.0/html/deployment_options/apicast-openshift

OpenShift Container Platform 4.8 ¥ V)74 —8&TAVTFS41 7V R

Red Hat Single Sign-On % —/\—% {3 % &, SAML 2.0, OpenlD Connect, & & U OAuth2.0 72 &
DIREICED Web ¥ VA VBEEERHBEL. 77— av0tFxa) T4 —%RESTDED
TEXF9d, 2O —/"—[&, SAML F7<IL OpenlD Connect R—RADTA TV T4 T4 —FTONS 5 —
(IdP) & LTHBEL F 9, DFE Y., ZER—DMN I VEFERALT, 747714714 —BHRELV
TINVG—23aviloWCIVY—T54 X1 —FT4 LI MN)—F@Y—KX=F1—DF7147F
VTATA—7ANA Y= DHNETWVWE T, Red Hat Single Sign-On % Microsoft Active Directory
& U Red Hat Enterprise Linux Identity Management Z & $ LDAP XR—Z2DF 4 LI M) —H—E X
EMBETBIENTRETT,

21034 I TY—EZAWeb AV Y—IOtF21Y) 71 —RE
OpenShift Container Platform i Z)L 7H—E XD Web IV — )L &ZHE L T, F—LDEREA LM
DIRBICTVEZATERWVWEIICLEF T, OpenShift Container Platform IFLA T DOFBICEDWTE
FaATRINFTFY IR —ZRHBLET,

o IRH—AMDT Y+t A& Transport Layer Security (TLS) #EH T %,

o APIH—NR—=~ADT7 I ERIE X509 MAEXIE OAuth 7V XA =0 V2 ERT %,

o JOVIINDIF—FRAREN—IVILLDIX—TVEHFHIRT B,

o ctcdH—ERIFVSRY—ICEEARINAL,

210.4. 7S5y N7 A —LDEIBAZEDEIE

OpenShift Container Platform ICI&, TD7 L —ALT7—2WIZ, TLSIIAEIC L 2S5 A2FIA L
RESTR—ZXD HTTPS BIE 2 FA T 28OV R—F Y kB H Y £9, OpenShift Container
Platform D4 Y A =5 —I&, INS5DRHTEEA VA N—ILBFICRELE T, UTK. TORZT 1 v
VEERT DIV OHDDEEIVR—FRYFTY,

¢ YRY—(APIH—nR—&ar b A—F—)

® etcd

e /—NK

LYZX MY —

=5 —

2.10.4.1. h A9 LEFRAZDEEE

APIH—N—BLUPWeb VY —=ID/IRXT Y)Y VRANEDHRAY LRBEEFAZE X, WIEIDA ~ R
N— LB F - IFSEAZEDB T 7O/ BICRETCEET, DAY LCAAFHTZIEEARETT,

BIER R

® OpenShift Container Platform D#E1T

® RBACOERICLZNR—Iv 2 avDERSLVOEA
o ZMTZTAUICDNT

® Security Context Constraints D& &

e SCCY7rwlLvyRAROAT VNN

40


https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/architecture/#architecture-platform-introduction_architecture
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/authentication_and_authorization/#using-rbac
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/architecture/#admission-plug-ins
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/authentication_and_authorization/#managing-pod-security-policies
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/authentication_and_authorization/#security-context-constraints-command-reference_configuring-internal-oauth

EEIAVFF—OEFIYT(—

o O—JLEY—ERTHVIY MIFE5T B4

e REB OAuth ¥ —/N\—DEEE

o TATYTATA—TONAT—FREILDOVT
o GIFAZEDTEES L UEHHA

e JOXI—fiEAE

2N XYy ND—2oDEFxaY) 714 —1RE

XY RMNTI—=0Fa)T14—lE BEOLNIILTEETEET, Pod LRILTIE, Xy hT—7
namespace [E%x Y N7 =0 7R AFIRT B & T, AVTH—HM®D Pod Y RA MY AT L%ER
BMTERWEDICTZIENTEET, XY MT—IRYD—ICLY, IBEELTVRERDEFANICDW
THIET B ENTEEY, AVTHF—bkINET TV r—2 3 IIxdd % ingress B L W egress M5
T4V EBETDHIENTEET,

2.11.1. &% v k7 —% namespace D1FE A

OpenShift Container Platform (&Y 7 DU =z 7E&ZXY b7 —2 (SDN) ZER L T, ¥ R4 —2&T
DAV T FT—EDBEAREICTEZM— I TR —Ry NT—V&RHELET,

XYRNDT—ORYY—F—KRiF, 72N IMNTCHRDOPodBLVRY NT—V TV RKRA Y M5 TO
VIV MDITRTDPodICTIVERATESZLHICLET, 7OV TV N TI1DLUED Pod #08ET %
ICi&. 2D 7OY 7 b T NetworkPolicy # 7> 7 MAER L. BFIT2E5EEREEELET,
TIWFTFYMNE—REFERTZE PodBLVH—ERD 7OV MLRIVODBEERITTEE
-a—o

2N2. %y RT7—29 R —%FA L7 Pod DB

Xy MNI—ORYI—AFHALT, ALT7AY TV FDOPod 2 BEICOBETZIENTEET, R
R7—20KR)>—TlE Pod DXy NT—9T7 0 R%EITRTEEL. Ingress IV bO—F— Dk
HMOAEHFALRY, DO T FDO Pod S DEHRAEIESFLZY., Xy NT—JDEIEICDWV
TORKDI—ILZEFZRELIZYTEET,

B EE R

o XY KRT—URYI—IZDWVT

2N3. EHD Pod xvy N7 —2U DfFERA

EIPOEZIAVTF—ITE, TIAIWNIINTRYRNTI—=0A4 09— 24 A1 DEFHY £, Multus
CNI 7S T4V aFERTEE, BHEOCNI XY hT—05FKL. ThoDRy NT—20WTFhh i
Pod ICEIYHE TR ENTEET, TDELIICLT, TSAR—MNTF—94H5LIYERINILRY T —
JICDBL, &/ —RNIEBDXRY NT—D AV —D (A A %EHLEDIENTEET,

BTG IR

o BHXY NT—VDER

2NA4. 7)Y r—o 3 v DONEk

41


https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/authentication_and_authorization/#service-accounts-granting-roles_understanding-service-accounts
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/authentication_and_authorization/#configuring-internal-oauth
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/authentication_and_authorization/#understanding-identity-provider
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/security_and_compliance/#cert-types-user-provided-certificates-for-the-api-server
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/security_and_compliance/#cert-types-proxy-certificates
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/networking/#about-network-policy
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/networking/#understanding-multiple-networks

OpenShift Container Platform 4.8 ¥ V)74 —8&TAVTFS41 7V R

OpenShift Container Platform Tl&, 1 —%—, F—L4L, 77V T7—>3a Yy, 8LVRIREZIFI/7O0—N
W)Y —ZADODBHTEIINFTFHFVNDI SR —%ERKT 270D, B—DYVZRIY—LETRY K
T—ODKNZ T4 v 0T AVMTBIENTEXT,

BIER R

® OpenShiftSDN #{FB L7cxy N7 — 0 DBEDERE

215.Ingress NS 74 v 7 DEFa ) 71 —R#E

OpenShift Container Platform 7 5 X 4 —4H* 5 Kubernetes h—EZXADT7 IV A% RET B HEIC
BEL., ¥ 74 —LOFEBIIDVWTDZHDERERINHY £, Ingress IL—T 1 T Tl
HTTP 8L U HTTPS JL— K %2 RBET % I1EH. NodePort F 7zl LoadBalancer Ingress ¥ 1 7% & E T
¥ ZE 9, NodePortld, TNhENDISRI—T—A—HDST7 TV r—2avOHF—ERAPIAZ TV
I M aRBLZFT, LoadBalancer ZEAY % &, AERO— K/YZ 2 H—% OpenShift Container
Platform 7 5 29 — DB 6N —ERAPIA TV LI MIBEIYETZZENTEET,

BIER R

® ingress V7RI —KNZT714 v IDEE

211.6.Egress 574 v o DX TF1—{RE

OpenShift Container Platform (&, —% —F /&7 7470+ —ILDOWTIH%EFER L TEgress k<
T4y EHETIEEARBELET, EXIE IPOKRITAMN)RAMNEFRLT, T—9R—AD7
DE2EHETETT, 75RY—BEEIL. 1 DLUED egress IP 77 K L X% OpenShift Container
PlatformSDN ®*y R —2 7AONA Y —D 7OV I MIEIYYETZIENTEET, ARKIC. 75
28 —EEEIT egress 77 AT 4 —I)VafEAL T, egress b3 7 14 v 7 H OpenShift Container
Platform 7 2 24 —4MIEFEINRBWL S ICTEZXY,

Bl egress P 7 KL RA%ZBIYHTEBIET, IRTCOEEMN T T4 v I 2BFETOVIIMNDEDIP
TRLRICEIYETRIENTEET, egress 77470 4— )L %aFEATSE, Pod BMAERY kT —
VICERINAVWEDICLAEY., Pod BHERY T —2ICERINARVWE D ICT BH, 72 Pod
DEEDAEY TRy MADT I EREFHIRLEZY TEET,
B EfE R

o AEIP7ZRLAANDT VR %EHIEHT 27DD egress 774 7 0+ —ILDFERE

e JOJ U MDegressIP DFEE

2R.EY Y TOHENZAMNL—VDEFXY T4 —1REE

OpenShift Container Platform (&, Y 7L I Z2B8L®I 5V R7ONA 5—DlEAH T, EHOY1 T
DAML—YU%HR—NLET, &< IZ. OpenShift Container Platform I& Container Storage
Interface # 7 R—MNFTBRAMNL—V 9 THGERTEET,

2RLKERY 2 —LTSHTA Y

AVTFH—E. RAT—FMLRERT—NILDOBEADT TV r—avIiIlEiIbFE T, HYHTEHD
AMNL—V%ERETDIEEF RAT—M UMY —ERDEFa1) 71— %2RET I LTEERERICN
') £, Container Storage Interface (CSI) ZfEH Y % &. OpenShift Container Platform (& CSI 1 ~
H—D A RA%EHYR—PFFTBRAMNL=INRNYIITVRIEDARNL—VEHAAD I ENTEET,

42


https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/networking/#configuring-multitenant-isolation
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/networking/#configuring-ingress-cluster-traffic-ingress-controller
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/networking/#configuring-egress-firewall
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/networking/#assigning-egress-ips

EEIAVFF—OEFIYT(—

OpenShift Container Platform (&, U T2 8THEHDI A TORA ML=V DTZ 74 Vv ERHBLET,
® Red Hat OpenShift Container Storage *
® AWS Elastic Block Stores (EBS) *
® AWS Elastic File System (EFS) *
® Azure Disk
® Azure File
® OpenStack Cinder *
® GCE Persistent Disks *
® \/Mware vSphere *

o XYy NIT—=UT 74V RXT L (NFS)
® FlexVolume

T74N—F v )

e (SCSI

BMTOEYa =V I TOINLDRAMN—I 814 TDTS T4 VIE. TRE YR () BMFLTWL
F9, EEPDOT—F X, HEITERE L TLW S OpenShift Container Platform @ RTDI YV R—% >
MIDWTHTTPS BRHETHESI{IEINET,

KEARY 2 —L (PV)IZRAMNL—YF A TTHR—IMNINDZAETHRAMNLEIIYD Y NTEET, B
594TDRAMNL—VICIETNTNELRDEENDHY, EPVOTIERAE— R, HEDRY 2—A
IKE 2 THR— M INZIBFEDE— RICKREINET,

fe&E 2. NFS IZEBDOZHNY /EZAH VATV baYR—MLETH. HED NFSPV EFHEH
RUERELTY—N—LETIVRR— M INBHEELIrHY FT, FPVIC

I&. ReadWriteOnce. ReadOnlyMany., # &' ReadWriteMany 72 &, 45E® PV #ee =R L7
JEAE—RFDOHBEDOEY MBHYFET,

2122 EBRA ML Y

NFSOLIBREFR ML= TONAF—DIFE, PVIEVIL—FIDGID)EPVYY—RDT /) T—
vavELTERLIT, RIS, Pod BPVZEKRTZRIC. 7/ T7—Y 3 vHfFF 57 GID A Pod
DTN —TITEMIN, TOPod ICHBERAMNL—2OAVFUYANDT I ERERFELET,
2123.7Av VR MNL—Y

AWS Elastic Block Store (EBS). GCE Persistent Disks, & & W'iSCSIaED 7Oy 72 ML —y 7ON
4 ¥ —DHE. OpenShift Container Platform (& SELinux #8EA A L. #ERDL LN Pod DXV ¥ b X
NiR) 2—ALIKDVWT, TOXIY MINLR) 2a—LFBEERITONALIYTFT—ICOHFEI
N, ZOAYVTFTF—ILDHARTFIINDELIICLTZDI— M EFRELZET,

B EfE R

o KiEAML—TICDWT

43


https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/storage/#understanding-persistent-storage

OpenShift Container Platform 4.8 ¥ V)74 —8&TAVTFS41 7V R

o CSIRY1—LDERE

o FWISOEYa=ZVY

e NFSZMALLKKANL —Y

® AWS Elastic Block Store & L 7=kt A ML —

® GCE Persistent Disk B L 7zkfEA ML —

21. VSR —ARY NEOQTDER

OpenShift Container Platform 7 5 24 —%# BB L VEBEE T 2#aeld. AEUAFMABICRKLTI SR
Y—BLVEDI—F—%2RETDHLTEEREREQYIET,

INICEEL, AR PEATEWVWD 2DODERBRIRZ I ZRAI—LANLDBERE LTHEATERX
-a—o

213195 RI—A RV NDEAR

VSR —EEEIE, BETIAIRYMNEHFTEDZLIICARYE DY) Y=Y A4 TITDODWTESR
Ly YRATLARY I ND—EBZHBIZIE288HDLIET., 1NV MNE BETZIY—D
namespace Z 723 default namespace (7 5 24 —4 XY MDIFE) DLW NH D namespace | BEEST
ITonEd, 774K Dnamespace l&. VS5 RY—%5ERFIEEET2HOOEETEIAI XV b
ERFELET, L&A IR/ —RARVEBLPAI VY IZRANSVFy—aVR—2 Y MIE
BLEYY—ZRARY MDEEFNET,

YRAI—API LV oc ATV RIE, ARVYKIND—EZ/—RNICEETZEDICHIRT 2/ XA —4—
ERBLEFA, TNEETIT2HELAEELTCgrep 2RI ZIENTEET,

I $ oc get event -n default | grep Node

H A B

I 1h 20h 3 origin-node-1.example.local Node Normal NodeHasDiskPressure ...

SYRRLFEELT, DY —ILTUREBETESZHATINY N2HATEIENTEET., L&A
&, LAFDHBITIE NodeHasDiskPressure 1 N> kD # % RBET 57812 JSSON EHICH LT jg vV —
WaFRLTWETY,

$ oc get events -n default -0 json \
| jq ".items][] | select(.involvedObject.kind == "Node" and .reason == "NodeHasDiskPressure")'

H A B

{
"apiVersion": "v1",
"count": 3,
"involvedObject": {
"kind": "Node",
"name": "origin-node-1.example.local",
"uid": "origin-node-1.example.local"

44


https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/storage/#persistent-storage-using-csi
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/storage/#dynamic-provisioning
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g2EAVTF—OEF2VT 14—

"kind": "Event",
"reason": "NodeHasDiskPressure",

}...

)Y —ZDERPER, BHIRICEETZ2ARNVMNE, 75X —DRERFERZRHET 2701
HATZIENTEET, L&A UTDI/T) - A A—YDOBRALTIVOBEEEHEDRT 2D
ICERTEET,

$ oc get events --all-namespaces -0 json \
| jq '[.items][] | select(.involvedObject.kind == "Pod" and .reason == "Pulling")] | length'

B

| -
p= =)
namespace ZHIfRT 5 &, ZDAXRY MEHIRINE T, 41 XY NEHRUINICARSHE
BEMEDA DY, etcd A ML —IUDN—MRICASRWVWE D ICHIBRINE T, 41 XY MIKET
5LO—RELTREINT, —EHEORETT—9 2B T 27DICR—"Y VT %4
KICETII2MENHYZET,

213.2. 0%

oclog ¥ Y RAFEALT, IvFF—0O7, ELRBRESICTIOM AV NEYTILE A LTERR
TEEY, - —IK&>2T. ATNDEREZTIEANBEICRDGELNHYET,

e JOVIVIMITIVERATESI—H—F, 774/ hTEOTOT Y bOOTEHRT S
ZENTEET,

o BEO—IIERODI—Y—E TRXTOIVFTF—OJIKTIERATEET,
FHAREES LU DEHICO YV ERET 5121, cluster-logging 7 R4 g =BFMIC LT, &
ATFhL, AVTH—, BEEOJZREL. BEL. RRTEXZXT, OpenShift Elasticsearch Operator
$ &£ T Red Hat OpenShift Logging Operator % ffif L T OpenShift Logging 27 704 L. EHE L,
T\y 707‘|/_ I\\\T\‘ﬁ i’a—o
2133. &8OV
EFEnS 2FHT5E. 1—H—, BEE, FLITZDMD OpenShift Container Platform 3 > /R—%

VENOEMEICEET 2 —EDT7 VT4 ET4—%740—TXFd, APIEEEOX Y JIFE Y —/\—T
ThhFxEd,

BER R
¢ VATLANRY FD—E
® OpenShift Logging ICDWT

o EHEOJ/DRR
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/nodes/#nodes-containers-events
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/logging/#cluster-logging
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/security_and_compliance/#audit-log-view

OpenShift Container Platform 4.8 ¥ V)74 —8&TAVTFS41 7V R
HBIT AEAAZ DHRE
31. 774V @D INGRESS SEFAZE DE S A

3.11. 77 # )L b®D Ingress sSEAAZICD W T

T 7 # )L b T, OpenShift Container Platform (& Ingress Operator % {8 L THE CA =/ER L.
apps HT KA YO TFIHBT T r—> 2 VICHMARTA L KA — REEPBARITLE S, Web 3
VY—IECLIDEDLLE ZDEIFAEZFERALE Y,

REA V7 S5RANSVFv— CAAEIIECERLETY, —HOtEFa1) 714 —F/IEPKIF—L4IC
EoTIDTOERFBENEHARINLVWAREELGHY FTH, CITEEINDY RVIIR/IEED
EDTY, TNODIIRELBARMIEFFETLZISAT Y RIS RAI—ROMD IV R—F Y MR
YES, 774 DMDTAIRKA—RiEBAE %A, AV T F—1—HF—ZERTRHEEINS CAXY NILIC
TTILEFNTWEBRNRTY Y Y CAICBIMZADIET, AU ATV ME.apps T KAV TE
TINBT7 TV r—yavileRlERTIET,

312. 77 %)L D Ingress sEFAEZE DB X X
Apps YT RAA VICHBIRTCDT TN =23 DT 74 D Ingress sFFAZABEIMA B &

DNTEEY, AAELBEIMALRZIC. WebJAV Y — IR CLIZELITRTOT T r—avic
. BESNIGERETRESNIBESEIREINE T,

AR

o TE2EM.apps VT KAA VELVETDORIETZTZAR—hF—DT ()L NFH— REEEAED
BETY, TNENIMERD PEMBERDT7 71V THERENDHY XY,

o FTAR—IMNF—DESEIIBREINTVEIMRENHYET, F—DBESLLINTVIIES
l&. I N % OpenShift Container Platform IC1 Y R— NI 2FIICESIELZE T,

o FIBAZEICIL. *.apps.<clusternames.<domain> % =Y subjectAltName L3RS EFNTW S
WHEIHY ET,

o FIAAZE 774 I T, Fx—VICI DU LDIIBAZEAZEHBIENTEET, T4 KA—F
SERREIX, 77 MIIVDRADIABRETHBIVELNHY T, ZORICITHBEIBAEI X,
774 IDRKREIFIN—N CASERAEICTZ I ENTEET,

o JL— KN CASIBHZAEMD PEMEROD 7 74 )LicaAE—LZX T,

FIR

. 74 RA— RBAZOEBLICFERAINSIL— N CASIBAZOANEZEZNDIB/ET Y THEK
L/i-a—o

$ oc create configmap custom-ca \
--from-file=ca-bundle.crt=</path/to/example-ca.crt> \ﬂ

-n openshift-config

</path/to/example-ca.crt> (. O—AINT 7 AN AT LLEDIV— K CARIERAE 7 7 1)L
ANDINRATT,

2. HICERINEREY Y TTY SR —2F607O0F Y —BELZEHLET,
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$ oc patch proxy/cluster \
--type=merge \
--patch="{"spec":{"trustedCA":{"name":"custom-ca"}}}'

3. T4V RA—REBAEF -V ELVF—DEFND>—I Ly bR LET,

$ oc create secret tls <secret> \ﬂ
--cert=</path/to/cert.crt> \g
—-key=</path/to/cert.key> \€)
-n openshift-ingress

Q <secret> |$, SIBAZEFz—VBELVTSAR— M F—DEFNBZ—I Ly NOLREIT
£

@ <pathitolcerterts & O—HILT 7 IV Y 2T A LDIAEF 2 — Y ~O/SRTT,
9 </path/to/cert.key> |3, ZDFRAEICEEMITOND TSAR— M F—~D/XRXTT,
4. Ingress AV hO—F—BE%Z. FRIEKIN—I Ly NTEFLET,

$ oc patch ingresscontroller.operator default \
--type=merge -p \
{"spec"{"defaultCertificate": {"name": "<secret>"}}}' \ﬂ
-n openshift-ingress-operator

Q <certificate> %, BERIOFIETI—2/ L v MIERAINAELBICBIRIZET,

[E3pE g
o CANYRNJVEGEEAZEDE X# X

e JOFL—GIHEDHNRYIVAX

3.2. APl H—/N—EFBRZE MDIENN

T 74 bD API H—/N—ZFBAZ (L, WEF OpenShift Container Platform 7 5 24 — CA IC& o THIT
INFET, VSRY—HDIZAT Y ME TT7FIKNTAPIY—N—DFIAEERIITETEEA, &
DIBAEIE, V54TV MHMEFET B CAICK > TRITINDMAEICEZIBRA DI ENTEET,
3.21. APl —/N— D ZFIT EFERAZE DENN

T 74 bD API H—/N—ZFBAZ (L, WEF OpenShift Container Platform 7 5 24 — CA IC& o THIT
INFEYT, UN—RTOFL—PO-—RNSUH—DBFERINDIHBERE., 75147V MEXRT 5%
2B N XA V%A (FQDN) ICEDWT, APIH—N—RIREIREA 1 DU EEINTE XY,

(1} =355

e FQDN &EZNICRIET B TSAR— N —DIAENVETY, ThETNIERID PEM ER
DI77AINTHBIZULEIHY X,

o FSAR—IMNF—DESEIEEBRINTVEIMRENHYET, F—DBESLLINTVEIES
l&. N % OpenShift Container Platform IC4 Y R— NI 2FIICESIELZE T,
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FEEAZICIEL. FQDN %<7 subjectAltName L3RS FNE2MELIHYE T,

SFRRZE 7 7 A I TlE. Fx—VICIDULEDIEIBBEASHB I ENATEET, APl H—/N—
FQDN DFFBAZ (I, 7 7M1 IIVDREADIERAETHIUNELHY £9, ZDERICITHRBGIAEN
WE. 7714 ILOKEIFI— N CASERREICT DI ENTETET,

Digk

==
[=]

AEO— RNS U H—(ICHZATEDIEAEZEELAWVWE D ICL T LIV (KRR

N £ api-int.<cluster_names>.<base_domain>), N %EET S &, V5 RY —
DREEITBMEDET L/REEICRY F T,

FIR

1. kubeadmin 2—H%—& LTHLWAPIHICOYA Y LET,

I $ oc login -u kubeadmin -p <password> https://FQDN:6443

2. kubeconfig 7 7 1 ILZEEL F 7,

I $ oc config view --flatten > kubeconfig-newapi
3. openshift-config namespace ICFIFAZE S L VT SAR— M F—DEENBE>—I L v M EER
LET.

$ oc create secret tls <secret> \ﬂ
--cert=</path/to/cert.crt> \9

--key=</path/to/cert.key> \6
-n openshift-config

Q <secret> |&, SIBAZEFz—VBSLVTSAR— M F—DEFNBZY—I Ly NOLREIT
E

©

</path/to/cert.crt> (&, O—AIL T 7AWV AT LLEDIREF T — 2V AD/XXTT,

</path/to/cert.key> |3, Z DFRAEICEEMITOND TIAR— M F—~D/XRXTT,

4. API F—N—ZFINEY—I Ly bESRIBLIDICEHRLET,

$ oc patch apiserver cluster \
--type=merge -p \

'{"spec"{"servingCerts": {"namedCertificates":
[{"names": ['<FQDN>"], @)

"servingCertificate": {"name": "<secret>"}1}}}' g
@ <FODN> %, APIH—/\—HGEBAE % IR T 5 FQDN KB XA F T,

g <certificate> %#. BERIOFIETI—2/ L v MIERAINAELBICBIRIZET,
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FEITAIAEDHRTE

5. apiserver/cluster # 72 =V hABREL, ¥— VL v MDSBINTVWEIEE2HELET,

I $ oc get apiserver cluster -o yaml

H A B

spec:
servingCerts:
namedCertificates:
- names:
- <FQDN>
servingCertificate:
name: <secret>

6. kube-apiserver Operator 52 L. Kubernetes APl H—/N—OFH L WY EY 3 vHhO—ILT
IRINDBEEMRELE T, Operator NREDEREZRHELTHLWT TOM XV &R
H—=F2DIC1 0D BEELPHYET, FiLWIEDaVARAINTWS
. PROGRESSING (& True #3R&E L X9,

I $ oc get clusteroperators kube-apiserver

UTOEAICH S &£ S I, PROGRESSING A False & RIREIN S F TROFIRICHEIT LAV

TLIEIW,

6l
NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE
kube-apiserver 4.8.0 True False False 145m

PROGRESSING 7' True &t RRINTWBBEEIE. BB L THrLEBEHAITLET,

3.3. W —ERBEHEIFAZDS — VL vy MILBDY—ER NS T4vI0DE
Fal)7q—1RE

331 Y —ERRHIAMEIICOVT

Y —ERIRMHIIAE(IZ, BEIbAVBEEITIEMRLI NI 7 IV r—raveatR— N3 E
PEHINTWE T, TNSDIFAZEIX, TLSWeb H—/N—3FBAZ S L TRITINZE T,

service-ca J v hO—5—Il3, 4Y—ERGBAEAEKT 5729 IC x509.SHA256WithRSA E&Z 7 /)L T)
ALZEFRALET,

ERINZARAEE L CF—EPEMBERDEDT, RIS —I L v FRD tIs.crt & £ U tis.key
IKENTNREFEINE T, SIAESE L UF—13. BUHAIGEDK CBFMICEZ B ONE T,

H—ERFIBAEAFKITT B —ER CASIBAZIE 26 » BEEMTHY. BVHEHI 13 s BREBICAS
EREFMICO—FT—>aryInhiEzd, O—F—Yarv#Ekd, BERIOY—EX CAREIIEDHREI TN
2ETHEBEINET, INICLY, HEEZZIITZ2IRTOY—ERIZDVWT, HRITINZEIICENRD
DF—DEREFHR T DL I FHBHIHFITIINET, COBFHEBEHRICISAIY—%5T v TJ

L—R(H—EXZBEBLTENSDOFXF—BRZEHT ) Z2ETLAVES, BRIOYT—EXCAD
BRI N EORBEHCIEDICY—ERAFE THENTINENHIBEIHYET,
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R

UFDaxY KEFERALT, V75R9—HADITRTDPod 2FHTHEMTEET, Z
DAY RIE., $§RTD namespace TEITINTWBTARTOD Pod ZHIFRY 578
IDARV R ZRTIT2EH—EXANHELE Y, T 5D Pod IFRIFRER ICEBNICE
eLET,

$ for I in $(oc get ns -0 jsonpath='{range .items[*]} {. metadata.name}{"\n"} {end}'); \
do oc delete pods --all -n $I; \
sleep 1;\
done

3.3.2. H—EXFEEAZE DENN

H—EXREDBEOEF1Y T4 —%RETBICIE. Y—ERXERL namespace D¥—I L v MIE
%/ﬁ%@?fE{/\DEEﬂit$ o)/\ %iﬁibij—o

Eﬁi“f N2IEAEIE. AEHY —E X DNS £ <service.name>.<service.namespace>.svc ICDHEIT

. REBRERICOABWTYT, —EZXDNANY KL XY —E X (clusterlP EAERE I N TLRLY)
’C % %>i72-é\ RS N7 FEBAE T 1 *.<service.name>.<service.namespace>.svc XX D7 1 )L K 71—
KDY T2/ MEEBENET,

BF

ERRINEREICIEIAY RLAY—EZRDTAILRA—RHY TV I MAEFN B
O, 77472 bHMERID Pod ZXFI T 2MENHDIHEIEY —EX CAZFERALAW
TLEIW, 2B, UTOLSICRYET,

o HDCAZMALTERDTLSAHBREZER LT,

o H—EXCAIE. B2DPod ICEFINZERMCOVWTOEFEINSECAEL
THATDZEIITEY, thD Pod BN DIERAEHEIT D EIXTEEHA,
INSOERIE. BERD TLSEBAEDERMICERINTWS CAAEFET S L
DICEREINZIMENHYET,

AR

o H—EANEHRINTWBHI L,

FIR

1. H—E X IC service.beta.openshift.io/serving-cert-secret-name 07 / 57— 3 V&[T £
E

$ oc annotate service <service_name> \ﬂ
service.beta.openshift.io/serving-cert-secret-name=<secret_name> 9

Q <service_name> %, £¥X 154 —RETEY—ERDKFICBIBRAZT,
9 <secret_names (&, SIAEE F—DRTVEESVERINLY—I Ly hOLRITY, &
HLE. Ih% <service name> EEUICT BT ERHEINT T,

7z ZIE, UToav Y RaFRLTY—ERtest1 IC7 /77— avaftirEzd,
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I $ oc annotate service test1 service.beta.openshift.io/serving-cert-secret-name=test1
2. 7/ T avhFERET S E MBI HLDICH —ERZREBELITY,

I $ oc describe service <service_name>

Al
Annotations: service.beta.openshift.io/serving-cert-secret-name: <service_name>
service.beta.openshift.io/serving-cert-signed-by: openshift-service-serving-
signer@1556850837

ISR Y—ERDY =T Ly bEERLEIC, Pod AN IhE<YD Y hTE, Pod
=Ly MM ARRICA 2 ZRICINZEZRITTEI,

BIER R

o H—ERFAEEMFEAL T, reencrypt TLSKRImAFRAL TCEF 2 7RI —MERETEE
9, FHMIE. DAY LFEEREAFEA L7 re-encrypt Lb— M DIERL SR LTI W,

333.H—ERXCANY RILDEBE~T Y TADIENN

Pod I&. service.beta.openshift.io/inject-cabundle=true 7 / 7— 3 > D {F\ 7z ConfigMap 7+ 7
I bMERTYVMNLTY—ERCASIBAEILTVERATEEY, 7/ 7—ravsidironhs &, 7

S2AY—IFH—E X CARAE AR E~ v 7D service-ca.crt ¥ —ICHEMICEALZE T, D CASE

BBEICTIVERATEDE, TLSV54 7Y MIY—ERRHIIBBEZFA L TH—EXAANDERK %= MEE
TEEY,

8%

DT /)TF—avhRESTY TIBIMINDE, TOFRICEFNEZIARTOEET—
S BDHIBRINE T, service-ca.crt ZHAALEREY Y T& LTI, Pod DEREDRE
HERBURETY TTIEAL, JDREYY TEFERTIZIENHEINET,

FIR

1. 8RE~ v 7IC service.beta.openshift.io/inject-cabundle=true 7 / 57— 3 v A{FIFE T,

$ oc annotate configmap <config_map_name> \ﬂ
service.beta.openshift.io/inject-cabundle=true

Q <config_map_name> %, 7/ 57— avaiF 3% ETY TORRNICBEMIFT,

pa 3

R 1—LT UV MO service-ca.crt F—%BRMICSRT D &ICLY, BRE
IYTHBCANY RILEHITEAINDE T, Pod 2B TIRLAYET, &
DENMEIZ. R 2 —LDREIIAZEDEREICD W T optional 7 1 —JL K% true
ICERELTCLEEXTEET,
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ez UToavy RaERLTEREYY Ttest ILT7 /77— av e[ ET,
I $ oc annotate configmap test1 service.beta.openshift.io/inject-cabundle=true

2. REX Y TAERRLT, Y—ERXCANRY RULBBAINTWR I EaMALET,
I $ oc get configmap <config_map_name> -o yaml

CA /XY RJLiE. YAML D service-ca.crt ¥F—DfEE L TRERINF T,

apiVersion: v1
data:
service-ca.crt: |

33.4. H—EXCANY RILD API H—EZADEM

APIService + 7 = ¥ M IC service.beta.openshift.io/inject-cabundle=true D7 / 7—< 3 ¥ % ¢
I+, Z® spec.caBundle 7 1 =L RICH—ERXCANY RILAERETEET, Thicky,
Kubernetes APl H—/N— (34 —4'w MIREINLZIV KR4I b OEFa2) T 1 —%RETBDIC
FRAINDZY—EXCABAZEEZRIIT 5N TEET,

FIR

1. API #—E X IC service.beta.openshift.io/inject-cabundle=true 7 / 77— 3 V= {F1F £
ER

$ oc annotate apiservice <api_service_name> \ﬂ
service.beta.openshift.io/inject-cabundle=true

Q <api_service_name> &, 7 /57— 3 vAaEMITEAPIY—ERDELRNICEBEMAET,

eEAF, UT0aAY Y REEALTAPIY—ERtest1 IC7/ T—>avaffizEd,
I $ oc annotate apiservice test1 service.beta.openshift.io/inject-cabundle=true

2. APIH—EREZRERL., Y—ERXRCANY RIBBBAINRTVWEZEERRBLET,
I $ oc get apiservice <api_service_name> -o yaml

CA /XY KL YAML H 1D spec.caBundle 7 1 —JL RICRRINZE T,

apiVersion: apiregistration.k8s.io/v1
kind: APIService
metadata:
annotations:
service.beta.openshift.io/inject-cabundle: "true"

spec:
caBundle: <CA BUNDLE>
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335 H—EXCANY RILDARY LYY —AEFZADEN

CustomResourceDefinition (CRD) # 72 = ¥ kT service.beta.openshift.io/inject-cabundle=true
DT /) TF—3avuaEHF. D spec.conversion.webhook.clientConfig.caBundle 7 1 —JL R {ZH—
EXCANYRILVERETEET, Ihild Y, Kubernetes APl H—/—F & =4y MIEEINLT
VRRAVMNDEF 2 T4 —%RETDHEDIFEAINDIY —EXCARIRAEZRIIT I &N TE
E

pa )

Y —E X CA/NY R)LiE, CRD BZEH#IC Webhook Z{FERT B LI ICEREINTWSRIEG
BICDHMCRDICA YV hENF T, CRD D Webhook B’ —E R CASEEAZE Tt
Fal)T4—REINTVWBFEICOH T—EXCANYVKILEBAT S &IEZIC
Ib5F9,

FIR

1. CRD IC service.beta.openshift.io/inject-cabundle=true ®7 / 57— 3a v &7 £ 9,

$ oc annotate crd <crd_name> \ﬂ
service.beta.openshift.io/inject-cabundle=true

ﬂ <crd_name> %27 /T —> 3 V%% CRD DERICEIMAZF T,

EZE, UTFDa<YY REFERALTCRDtest1 IC7 / T—2avaf[ITET,
I $ oc annotate crd test1 service.beta.openshift.io/inject-cabundle=true

2. CRDZRTLT, Y—ERXCANRYNLDPEAINTWSE IR LET,
I $ oc get crd <crd_name> -0 yaml

CA /XY RJLIE, YAML 1D spec.conversion.webhook.clientConfig.caBundle 7 1 —JL K
IKRTINET,

apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
service.beta.openshift.io/inject-cabundle: "true"

spec:
conversion:
strategy: Webhook
webhook:
clientConfig:
caBundle: <CA_BUNDLE>

3.3.6. 1 —EX CA/NY RILDZEF Webhook 52 E A DB
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MutatingWebhookConfiguration = 7> = ¥ k(T service.beta.openshift.io/inject-cabundle=true
7/ T7—>3avaEfF. & Webhook @ clientConfig.caBundle 7 1 —JL RICH—EX CA/NY R)L %
RETEFY, INICEY, Kubernetes API H—/—3 & =45 v MIBREINEIY KRSV bk
FaT1—2RETDIEDIHEAINSZY—ERXCAREEZRIATZIENTETET,

pa )

£72% Webhook ICE7%4% CA/NY RILAEIRET ZHENH 52T Webhook BREICIEZ
D7) T—aVERELBWVWTLLEIY, ThaRTT25E8. Y—EXCANV R
WL T RTOD Webhook ICDWTHEAINZE T,

FIR

1. Z & Webhook %7€ IC service.beta.openshift.io/inject-cabundle=true 7 / 77— 3 V%
S EER

$ oc annotate mutatingwebhookconfigurations <mutating_webhook_name> \ﬂ
service.beta.openshift.io/inject-cabundle=true
Q <mutatingwebhook-name> %, 7./ 7— 3 ¥ &{F+ 2ZE A webhook 52 ED ARITIC
BIHMAZET,

e ZIE, UWTFoav Y REEHRAL TEERH webhook 8 E testl1 ICT7 / T—> avafiTZE
E

$ oc annotate mutatingwebhookconfigurations test1 service.beta.openshift.io/inject-
cabundle=true

2. ZEMA webhook FEEAZRRL T, Y—EXCANRY RLDBBAINTWEZE52MRBLET,
I $ oc get mutatingwebhookconfigurations <mutating_webhook _name> -o yaml

CA/NY R)LIE. YAML HAID T R T®D Webhook @ clientConfig.caBundle 7 1 —JL KIZKR
IhEd,

apiVersion: admissionregistration.k8s.io/v1
kind: MutatingWebhookConfiguration
metadata:
annotations:
service.beta.openshift.io/inject-cabundle: "true"

webhooks:
- myWebhook:
- vibetai
clientConfig:
caBundle: <CA_BUNDLE>

3.3.7.7—EZX CA/NY RILDZEEF webhook 5% E~ DB
ValidatingWebhookConfiguration 4 7’2 = 7 bk IC service.beta.openshift.io/inject-cabundle=true

D7 /) T—aviEfiF. & Webhook @ clientConfig.caBundle 7 1 —JL RIZH—E X CA/NY KL
HERETEFET, TNIZL Y, Kubernetes API H—/R—F 4 =4y MIEREINEZIY KR4V hDE
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Fa1) T4 —%2FETIEODIERINZY—EXCARAEEZRITEIENTEET,

R

£72% Webhook ICE7%4% CA/NY RIVEIRET 2HENH %% (T Webhook BREICIEZ
D7) T—2aVERELBWVWTLLEIY, ThuaRTT25E8, Y—EXCANYV K
WL T RTOD Webhook ICDWTHEAINZE T,

-

FIR

1. #REEF Webhook 5% i€ IC service.beta.openshift.io/inject-cabundle=true D7/ 7—> 3 Vv %
NEER

$ oc annotate validatingwebhookconfigurations <validating_webhook_name> \0
service.beta.openshift.io/inject-cabundle=true

ﬂ <validating_webhook_name> %7 / 7—< 3 ¥ % {F (7 2L webhook & E D& HIIC
BEMAFT,

7=z, UWTFoa~ Y RAFEREL THEEA webhook 58 E testl IC 7/ F—Y a v aHiITE
-a—o

$ oc annotate validatingwebhookconfigurations test1 service.beta.openshift.io/inject-
cabundle=true

2. MREEF webhook FEEAZRRL T, Y—EXCANY RLDBAINTWE ZE52MRBLET,
I $ oc get validatingwebhookconfigurations <validating_webhook _name> -o yaml

CA NV RJLIE. YAML HAID T R T®D Webhook @ clientConfig.caBundle 7 1 —JL RIZKR
IhFEd,

apiVersion: admissionregistration.k8s.io/v1
kind: ValidatingWebhookConfiguration
metadata:
annotations:
service.beta.openshift.io/inject-cabundle: "true"

webhooks:
- myWebhook:
- vibetai
clientConfig:
caBundle: <CA_BUNDLE>

338 EMINAY—ERPEDFHICLEZO0—FT—Y 3V

BEMITONY—I Ly ERIRRT B2 &ICLY, Y—ERFARAZELZO-—T -3V TEET, ¥ —
Ly hN2BIBRS 5 &, FRROY—I Ly MO BEEBICERI N, FREEASMERINE T,

AR
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o AL F—DRT7ZELY— IV Ly MDY —EZXBIZERINTWSEZ &,

FIR

L SIAZEASUY— I Ly MEERTHLHDICH—EREZRELEF T, Ihid. LTICRT LD
IC serving-cert-secret-name 7 / 7—>3a vIlHY XY,

I $ oc describe service <service_name>

H A B

service.beta.openshift.io/serving-cert-secret-name: <secret>

2. Y—ERDERINIY—I Ly hNEHIKRLET, TOTAERAT, ¥—7 Ly NHPEEMIC
BERINET,

I $ oc delete secret <secret> ﬂ

Q <secret> &, BHHIOFIEDY—I L v NOLRIICE XM ET,

3HFHEY—ILy heEE L. AGE ZFfNT, AAENBERINTVWE I 2HEBLES,

I $ oc get secret <service_name>

H oAl
NAME TYPE DATA AGE
<service.name> kubernetes.io/tls 2 1s

3.39.%—EXR CAIBREDFFHICLZO0—FT—Y 3V
H—ERXCAIX26 n BEIAEMT. BREEN 13 1 BERBICADEBFMICEHRINET,
MEIZHRL T, ULTOFIETH—ERCAEFE TCEHRTAIENATEET,

DIk

H
[=]

FHTO—FT—>arvyINdY—ERCAIE. BERIOY—ER CATEBEEMHEIFL

FtHA, V73R —DPod "BiREIT 2 X TH—EXAN—FRICHETT 5 ATaEMH
DHYET, ThICLY, Pod BT —ERX CATRITIN S Y —EXRMEEA
EFATESLDICAYET,

AR
e VSRY—EEBELLTATAVLTWRRENHYET,
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B AREORE

FIE
L UFoa~vy Ra@EHELT. REDY—ERX CASIBHZ0EMERARRTLE T,

$ oc get secrets/signing-key -n openshift-service-ca \
-0 template='{{index .data "tls.crt"}}'\
| base64 --decode \
| openssl x509 -noout -enddate

2. W—ERCAARFHTAO—FT—>arv L Fd, TOTAERIF. TRy —ERERAEICELT
D1OIERAINIHFRY—ERXCAEERLET,

I $ oc delete secret/signing-key -n openshift-service-ca

3. HREIAZE 2 I RTOY—ERICERTSICIE. 757 RI—ARADTARTDPod ZHEHHL X
T ZDATY RICEY, IXNTOY—EZANEHFINEREZERIZ2LDICRYIT,

$ for I in $(oc get ns -0 jsonpath='{range .items[*]} {. metadata.name}{"\n"} {end}'); \
do oc delete pods --all -n $I; \
sleep 1;\
done

DIk

==
[=]

ZDAR Y RiE, §TD namespace TEITINTWB T ANTD Pod %=

AR, INOAYIKRT 270, Y—ERAHEIEET, T 5D Podld
MR ICEEMNICEREILE T,

3.4.CANNY RILDEH

3.41.CA/NY RJLVEEBAZICDWT

7OFY—IAEICLY., I —H—Id egress BEHMOETIFICT S Y N7+ —LAVER—FV MIL>
THEAINZ1DUEONRY LRER (CA) 5IEETEET,

7OF>—ATI Y D trustedCA 7 1 —JLRIE, 2—HPF—ICL > TREINZEFEINZRILR
(CAY NNV RIVEEDRET Y TOSIBTY, ZD/VY KL Red Hat Enterprise Linux CoreOS
(RHCOS) E38/XY RILICY —Y XN, egressHTTPS U LATD TSy b7+ —LaVR—% 2 b
DEFEAMTICEAINE T, & 2L, image-registry-operator [EAZEA XA —J LI R N —%IF
VCHLTAA—=Y%F o O0—RKRLET, trustedCADIEEINTLWAWSEE, RHCOS S/ Y KL
DHHNTAFL—IND HTTPS EMRICHERAINE T, MEDIRAEAN VISR NSV Fv—%FERAT
3iH1E. ARY L CAGEFAE %= RHCOS B8NV RILICEBEL XY,

trustedCA 7 4 —J)L KiE, 7O0F > —N)TF—9—IlL>TOAERINZBELNGHYE T, /N T—
& —%. BERF— ca-bundle.crt " SEEEAE /N Y ML EFHEAERY . 1% openshift-config-

managed namespace @ trusted-ca-bundle &\ 5 ZHIDFREY Y FICIAE—L £ 9, trustedCA I
£ > TBRINDEET Y 7D namespace IE openshift-config T,

I apiVersion: v1
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kind: ConfigMap
metadata:
name: user-ca-bundle
namespace: openshift-config
data:
ca-bundle.crt: |

3.42.CA/NY RJLEFBRZDB X 2

FIR

L 74 RA— REIBAEDERICHERIND I — K CARIRAELNEFN D/ EYT Y TEER L F
-a_Q

$ oc create configmap custom-ca \
--from-file=ca-bundle.crt=</path/to/example-ca.crt> \ﬂ
-n openshift-config

Q </path/to/example-ca.crt> (. O—HAIL T 7 A I AT L LD CAFEBRAE /Y RILAD/N
AT,
2. HIERINZERER Y TTU SR —2f07O0F Y —BEEFHLE T,
$ oc patch proxy/cluster \

--type=merge \
--patch="{"spec":{"trustedCA":{"name":"custom-ca"}}}'

BEEE R
o T 74U KD Ingress FEEAEZEDE X2
o VSR —2FDTOFT—DEMIL

o JOFXV—IIREDHRAITA X
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P45 FIAZ DR/ S L USA
E4ZE SFBAE DFEFE S L U'EREA
41. APl H—/N\N—D1—H— (& > TERH I N BEFEE

4.1.1. BB

AP| —/X—(&, api.<cluster_names.<base_domain> OV S A9 —HIZH BV ATV DO T7 I

ATEET, V54TV MIBIDERRARNETAPIY—N—IZT7 IV 2AIERLY, V525 —EEDR;

Euunﬁ%%&7547yhuﬁﬁﬁTEAmﬁ—N—h PERAIELY T IHUENELZHED
HYFET, BEER, AVFUYERHRTBIBICAPIY—N—|CL>THEAINZNRIYLT T I K

FEAEZRET DMENDHY T,

4.1.2. 35

dA—H—Il& > TIREI N ZEEAZ L. openshift-config namespace @ kubernetes.io/tls ¥ 1 7 M

Secret TIEEINZMELIHYET, 1—H—ICL > TREINZIBAEEFHTE DL IT. API

H—N—20 525 —RED apiserver/cluster ) V —REBH L 7,

4.13. 518

A—H—ICF > TRHINBZEAPFERF I —F —ICL > TEEINZX T,

4.1.4. BEARR
APl H—NN—20 54 7> MNEBBEDBRHIRIEZ 5 KRBT,

A—H—ICF > TRHINBZEAPFERF I —F —ICL > TEEINZX T,

415. hR9<A4 X
BEIHLT, - —d2EEI BRIz —ILy beEHLEY,
EPEAE

o AP|H—/N\—FFEAEDEM
42. 7Ox T —3fERE

4.2.1. BW

7OFY—IAEICLY., I—H—Id egress BEHROETIFICTSY N7+ —LAVER—FV MIL>
THEAINZ 1D EDHRY LRIER (CA) IRBLIEETEET,

TOFXF>—ATT Y D trustedCA 7 1 —JLRIE, 2—H—ICL > TREINZEFEINZRILR
(CAYNNY RIVEEDRET Y TOSIBTYE, ZD/VY KL Red Hat Enterprise Linux CoreOS
(RHCOS) E#8/NY RILICT —Y SN, egressHTTPS IO L&1TDI TS5y 74 —LAVEKR—F Y b
DEFERAMTICEAINE T, & 2L, image-registry-operator [EAZEA A —J LI R N —%IF
VCHLTAA—=Y%F o O0—RKRLET, trustedCA DIEEINTVLAWSE, RHCOS {8/ Y KL
DHHNTAFL—IND HTTPS EMRICHERAINE T, MEDIRAEAN VISR NSV Fv—%FERAT
3iH1E. ARHY L CAGEEAE % RHCOS 58NV RILICEBEL XY,

trustedCA 7 1« —JL RiE, 7O0F>— N F—4—|CL>TOMMEBAINZIBRELNHY FT, N FT—
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/security_and_compliance/#api-server-certificates
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& —l%. BERF— ca-bundle.crt " SEEEAE /NN Y ML EFHEAERY . 1% openshift-config-
managed namespace @ trusted-ca-bundle &\ 5 ZRHIDFREY Y FICOAE—L £ 9, trustedCA I
L > TBRINDEET Y 7D namespace IE openshift-config T,

apiVersion: vi
kind: ConfigMap
metadata:
name: user-ca-bundle
namespace: openshift-config
data:
ca-bundle.crt: |

BIER R

o VSRHA—2EOTOFT—DHRE

422. A VA N—I)LEO 7 OFx Y —SIBHZDEE

4 VR MN—5—BFD additionalTrustBundle f&l&. 1 Y XA M—ILEICTOF > — (S8 CAGIRAE A I
ETBLHOIFERINET, UTIEZOHTT,

I $ cat install-config.yaml

H A B

proxy:
httpProxy: http://<https://username:password@proxy.example.com:123/>
httpsProxy: https://<https://username:password@proxy.example.com:123/>
noProxy: <123.example.com,10.88.0.0/16>
additionalTrustBundle: |

4.2.3. 35

A—H—ICE>TREINZEFE/NNY ML, RETY TELTREBINE T, RET Y Tl egress
HTTPSMUH LAETI TSV 74 —LAAVR—RXV MDIT 74V RT LIV NINET, &
. Operator I3 E~ v 7% /etc/pki/ca-trust/extracted/pem/tis-ca-bundle.pem ICX V> ML EF T
BN InETOFY—TRBEHY FEA, 7OFP—IFHTTPSERAZE LAY, RELALYTE
F9, WThoDizes., TO0FY —3EGRAOFRIABELERL T, ChILBRTZ2VENFHY F
E

BRATOFY—HR—bEE, BEINALTOFO—ICERL. ERLABREZERITSI&5EL
F9., TOEH, FBEINLIL—MIERLTVWIVWThOIREF -V EERINZLDIC. 21—
P—NEZDERMINLI— N 2EBETILENHY T,

RHCOS {§%8/V> ML A L TW 3154, CASEBIE % /etc/pki/ca-trust/source/anchors ICERE L &
ER
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/networking/#enable-cluster-wide-proxy

F4%= AIAZEOERS L R
F£#llE. Red HatEnterprise Linux ¥ a2 XY hD HEY X F LFEAZEDFER 2SR L T LI,

4.2.4. B3HEAR
A—H—E, I—HF—ICL>TREINZEENNY NILOBWERZZRELE T,

T7A4I NDEWERIEZ CASIBBZREGFTEREINE T, ZDEREIX. OpenShift Container Platform
F7<IEZ RHCOS THEAT 2HIIC. CABEENIBEZICH L TITVWET,

R

Red Hat Tl&. CADEBEMERENMINZ Y1 IV IEEBRBLEFRFA. 7272 L. CADER
HEIIIRCEREINS O, BERBEIRELCEFEA. 2F L., EFE/NNY RILEEINIC
HHITANENHBBENDHY T,

425 %—EXR

T 74V NT, egressHTTPSMUH L AZTIIRTOTSY N7+ —LaAVER—F Y MNMERHCOS 1§
ANV RNILEFALET, trustedCA DN EEINDHE. ChEFERAINET,

RHCOS / — RTEFTINTWVWBZRIRTOY—ERIE, /—ROEBENNY RILAFERATEZET,

4.2.6. &1

INLDFEAER, 21— -T2, YATAICL>TEEINIET,

427. HAITA X
A—HF—ICE > TREEINZEENNV NILEBEFHT BICE. UTFTOVWThhLERITLET,
o trustedCA CHEBINSHBEYTY TOPEM TIYI— RINFEERAZEOEHR

o L WEFE/NY NILHE F N B namespace openshift-config TOEREY Y TDER. LV
FIRET Y TORRAEBSRBRTESLIICT 57HD trustedCA DFEH

CAGEBAZE % RHCOS ERE/NNY RILICEZ AU XA A =X AIE, YYVEREEFEALTITHhNh 2 Z0MmO
774D RHCOS ANDEZIAHEL AL TY, Machine Config Operator (MCO) A #7#7 CA FEERZ
NEFNIFHIVEREEAERATSE. /— NEBREEINE T, REORERIC. —EX
coreos-update-ca-trust.service |& RHCOS / — R TETINF T, ThitLY. i CAIIRETIE
FENY RV BBNICERINE T, UTIEZOHITY,

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 50-examplecorp-ca-cert
spec:
config:
ignition:
version: 3.1.0
storage:
files:
- contents:
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source: data:text/plain;charset=utf-

8;base64,LS0tLS1CRUAJTIBDRVJUSUZJQOFURSOtLS0tCk1JSUVORENDQXh5Z0F3SUJBZ0IKQU5
1bkkwRDY2MmNuTUEWRONTcUdTSWIzRFFFQkKkN3VUFNSUdsTVFzdONRWUQKV1FRROV3SIZVek
VYTUJVROEXVUVDQXdPVG05eWRHZ2dRMkZ5Y|J4cGJtRXhFREFPQmMdOVkJBY01CMUpoYkdWCcA1I0
eUMrVWVoSUIQZXVMOFpxdzNQegpjZ2NaTUE4ROExVWRFdAOVCL3dRRk1BTUJBZjh3RGAZRFZS
MFBBUUgvQkFRREFNROANQTBHQ1NxR1NJY|NEUUVCCKR3VUFBNEICQVFCRE52RDJWbTIzQT
VBOUFsTOpSOCtIbjVYejloWGN4Skl1cGh4Y1pROGpGbOcwNFZzaHZKMGUKTUVUVXJNY2ZGZ0laN
G5qTUtUUUNNNFpGVVBBaWV5THg0ZjUySHVEb3BwM2U1SnlJTWZXKO0tGY05JcEt3Q3NhawpwU?2
9LJEIVT3NVSks3cUJWWnhjckl5ZVFWMnFjWU9SIWmhOUzV3QnFJd09BaEZ3bENFVDdaZTU4UUhtUz
Q4c2xqCjVIVGtSamIi2QWxFeHJGektjpGpDNGF4S1Fsbk92VkF6eitHb TMyVTB4UEJGNEJ5ZVBWeEN
KVUh3MVRzeVRtZWwKU3hORXA3eUhvWGN3bitmWG5hK3Q1SIdoMWd4VVp0e TMKLSOtLS1FTkQ
gQOVSVEIGSUNBVEUtLSOtLQo=

mode: 0644

overwrite: true

path: /etc/pki/ca-trust/source/anchors/examplecorp-ca.crt

TOVDEFEANTIE, /- ROGRANTOEHRETR— NI I2BELNHY X T,

4.2.8. EHT
RHCOS / — N TitERE %= BEIE# T & % Operator (H Y FH A,

pa )

Red Hat Tl&. CADEBEMERENMINZ Y1 IV IEEBRBLERFA. 7272 L. CADER
HEIIEIRCEREINS O, BERBIRELCEFEA. 2F L., EFENNY RILEEIRNIC
HHITANENHBBENDHY T,

4.3.—E 2 CAEIFEZE

431 B8

service-ca |&. OpenShift Container Platform 7 S 24 —DOF 7O BICESER D CA 2{EKT %
Operator T9,

4.3.2. BHHARR

HRY LDEMHARE Y R—FIhFEEA, BEERCARK. 71 —JL K tis.crt (FEERE). tis.key (7
Z4~RX—FM*—), LV ca-bundle.crt (CA /N> R)L) DIEEHE service-ca/signing-key 22> — 7
Ly MIREFEINE T,
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e —EXIE. H—E RV —2XICT service.beta.openshift.io/serving-cert-secret-name: <secret
name> D7/ 7— 3 VEMIFTH—EARMAMPAEZERTEXY, & E LT, Operator I, £
BIfTEY—2 Ly ML, FRAIAE A tisert & LT, 754 R—bF—% tiskey & LTERML F
¥, BEBAZEIE 2 FEAMTT,

DY —ERE, Y—ERXCADNSEMINZIREDRIAEEZ Y R— T 570

IC. service.beta.openshift.io/inject-cabundle: true D7/ 7—> 3 V&7 TH—EX CAD CAN
YRILEAPIY—ERFLIFERETY VY —RIEATEELIICERLE T, B E LT, Operator
X EDIRIED CA/NY KL% APl H—E XD CABundle 7 1 —J)L RIZEZIAT D, F7=Id service-
cacrt E LTRETY TICEEZAAZET,

OpenShift Container Platform 4.3.5 DR =T, BEIO—7—>avidHyR—bIh, —8D 42284
V43z))—RINYy IR— INFET, BEIO—T—2aVEYR—NTEZITRTOY Y —RIZD
WT, Y—EXCAIZ26 n AEAEMTHY. BVHPRE X TOREY ORI 13 » BREICA S & BEIW
IKEHFINFET, HBICSL T, Y—EXRCAAFETEHRIHIENTEET,

H—EX CAEMEBR®D 26 n Bk, ¥R — kXN 3 OpenShift Container Platform 7 5 24 —D %48
INB7y L —RERLYERCRYET, ZDLH, Y—ERCAERAEDI Y bO—-ILTL—
VUKD 21— CAOA—FT—YaVRICEHIN, F/-cO—F— 3 VEID CA DA
AN ZENCEHRINE T,

Digk

==
[=]

B CO—F— 3 v ShaH—E X CAd. BEOH—E 2 CA CEBAHRL

FtHA, V7RI —DPod "BEFHT DFE TH—ERN—BFMICHETT 2 ETREMN
PHYZET, ThICLY. Pod B —E R CA TRITIN Y —E RIRMHEEA
EZAFATESLIICRYFET,

433. 518

INLDFEAER, 21— -T2, YATAICL>TEEINIET,

434.%4—EX
H—ERXRCAIRREAFERAT 2 —ERICEUTIrEEFNE T,
® cluster-autoscaler-operator
® cluster-monitoring-operator
® cluster-authentication-operator
® cluster-image-registry-operator
® cluster-ingress-operator
® cluster-kube-apiserver-operator
® cluster-kube-controller-manager-operator

® cluster-kube-scheduler-operator
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® cluster-networking-operator

® cluster-openshift-apiserver-operator

® cluster-openshift-controller-manager-operator

® cluster-samples-operator

® machine-config-operator

® console-operator

® insights-operator

® machine-api-operator

® operator-lifecycle-manager
INEIRTEZPELEL—ETIEHY FHA,
BEE R

o H—EREMIAEOFHO—FT— 3V

o H—ERIEBMEFBAZDY— VL v MILBY—ERNS T4 v DX T4 —1RE
4.4. / — RifERZ

4.41. B8y
J—RIEBAEIF I SRY—ILL>TEERINE T, Thbldk, 7— M A MSy T 7O TERIND
SREER (CA) DSDIFBAETY, VS RY—MNA VA M=)LINB &, /—RIEAEEEHNICO—
7___93 \/-Sni-g_o
442 EE
INSOFBAEIE, 1 —HY—TRAL, YRATALAILLI>TEEINET,
BEEfE IR
e /—RKDFEH

45 7J—KNR NSy JEEBRE

45.1. BHY

OpenShift Container Platform 4 LABE Tl&. kubelet (& /etc/kubernetes/kubeconfig IC#H % 7 — h X b
Sy FARAEEAFERLTCHEO T - MRSy TERITLET, TORIC, T— MR NSy 7O
TOEA BLUV CSR EEKT %728 D kubelet MEREE ICHEAFE T,

ZDTOTERATIE, kubelet id7— MR NS Y TF v RV ETO@BEPRICCSRAEERMRLET, TV K
A—5—<YX—V+v—IECSRICEBELT %<&, kubelet "EIET ZEBAZENERINZE T,

452 &8
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/security_and_compliance/#add-service-serving
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/security_and_compliance/#add-service-serving
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/nodes/#nodes-nodes-working
https://kubernetes.io/docs/reference/access-authn-authz/kubelet-tls-bootstrapping/#bootstrap-initialization
https://kubernetes.io/docs/reference/access-authn-authz/kubelet-tls-bootstrapping/#authorize-kubelet-to-create-csr

BAE FIBAZEOER S L UEH
INLDFAER, 21— -T2, YATAICL>TEEINIET,

4.5.3. BHAR

ZDT—MRAMZY T CAIKI0 EBBEMTT,

kubelet "EIB 9 ZEEEAZ T 1 FEBUWTHY ., TD1EDOHN 8O /N—tY bY—/ TEEBMNICO—T—
avLlLEd,

454 HRHI9<TA X

T—RAMNSY TARAELHRAITA AT EIEIETEEEA,

4.6.ETCD ifFRZE

4.6.1. H®Y

etcd FEBAE (X etcd-signer ICL > TERAINE T, TNOHDMAER T — MR M S Yy TTOERATER
INZEREE (CA) M ORBEINET,

4.6.2. ENHERMR
CASFFAZIZ 10 ERBEMTT, ET. 4547V b, BLUHY—N—DIFREIE 3 EHEDTT,

4.6.3. 518

INLDFEAER, 21— —TRa<, YATAICL>TEEINIET,

464.H—EXR
etcd SFBAZE L, etcd X Y N—DEFRIDOESIEINALBEERESIELINLZISATVYNNS T4 v D
ICERAINET, UTDBEZEd etcd BL Peted EBMETHMDTOVRICEI >TEKRI N, FEHS
hi‘a—o
o P TFIIBAZ eotcd X VN—BDBEICFERAINE T,
o USATYNIRPAEBSEIN/ Y —N=—E054 7Y NEOBEICERINF T, BiES
T, 754 TF7 Y NEBBZIZAPI H—N—CL > TOAMEAIN, 7OF—52RBRVWTEDOMD
YP—EXF eted ICBEEERINIZEA, 77147 =20 L v b (eted-client. etcd-

metric-client. etcd-metric-signer. & & U' etcd-signer) (3 openshift-config. openshift-
monitoring. & & U openshift-kube-apiserver namespace ISBIII N FE 9,

o T—N—GIRAZFT: V347V NEREZFAT H7DICeted T—N—ICE>THEAINIT,

o AXNUYDREBAZ X NYZZADTARTOIAVY 2 —<— & metric-client SFBAZAFALTT
DA":/—‘:Tﬁﬁbij—o

BAEE R

® VSR —DERIDIREADIETT

4.7. OLM iFREZE
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/backup_and_restore/#dr-restoring-cluster-state
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471 &8

OpenShift Lifecycle Manager (OLM) O > 7/R—% > h (olm-operator. catalog-
wamm\mﬂmmwwa\BJUmmmmhwommmnwiAfwﬁwim/ZTAk;of i)
INEY,

Webhook F7zl& APl —E X % &L Operator % ClusterServiceVersion (CSV) A 7> 7 MIA >~
AN=ILTBHBE. OLMIEINS6D) Y —RADAIAEZEHR L. O—F—> 3> L &7, openshift-
operator-lifecycle-manager namespace M ') ¥V — X DFEAZF X OLM ICL > TEEBIN X T,

oM i 7o+ — f—iﬁ,'c ¥ % Operator DEFEAZEZEH LI HA. T SDIEREEIE, 1—H—A
BT ) ToavRETERTZMENHYET,

48. 55 APl V51 7V NIEBRZE

4.8.1. BH

EWAPI V54 7 MEFAZIE, EWMAPI Y —/N—|[TESRT D & X IC KubeAPIServer #325F 9 5728
ICERINET,

4.8.2. &1E

INLDFEAER, 21— -T2, YATAICL>TEEINIET,

4.8.3. H3HHAR
ZDOCAIX3OHBEEMTY,

BEI 47V MIRAZEE 30 HEAMTY.

CABLIVISA4 7Y baEBAEIR, O bO—F5—ZFRALTAPNICA—T—Ya Y IhIT,

484 HAITAX
EHNINTCAPIY—N—TGEAE LN RAITAXTEHIEETEEI A,

4.9. MACHINE CONFIG OPERATOR iEBRZE

49.1. BH

Machine Config Operator sEBAZ (. Red Hat Enterprise Linux CoreOS (RHCOS) / — K & Machine
Config Server B D% %= RET H-DICERAINI T,

49.2. &

INLDFEAER, 21— —ThRa<, YATAICL>TEEINIET,

4.9.3. B&HEARR
ZDCAIKXIOFEEEMTY,

RITINAY—EY JEIBRZEIR 10 FRBAMTY,
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494. hRAHI<TA X

Machine Config Operator sEBAZZ# H AT A X T B TETEH A,
410. 77 #JL N INGRESS D1 —H — |l & > TR I N BEFERE

4.10.1. BB

77 r— 3 VILBE <route_names.apps.<cluster_names.<base_domain> TABEINE

9, <cluster_name> & &£ U <base_domain> (1 VA M—ILERET7 7/ I HSBREINZE

9, <route_names (&, (BBEINTWVWBEHEE)IL—FMDERRA M7 1 =LK, FLEFIL—bEZTT, fFi
hello-openshift-default.apps.username.devcluster.openshift.com.hello-openshift (&)L — b D& &)
T. Jb— MZ default namespace ICEDMNE T, VSR —BED CAREEL I 4 7V MIOHE
T, VATV MNIT IV r—2aVIil7 RIS E20ENHZBELIHYET, BEEEIE. 77
Do—2avaAvr oY ERETEIBICARYILDT 74 IV NIBAEZRET I2HRENHY LT,

Digk

==
[=]

Ingress Operator I&. BRI LDT 7 # )V MNEBAE%RET S5 F T, FL—RKIL

H—& L THEET B Ingress A NO—5—DT 7 4L MERAEZEK L T, X
& 5 A9 — T Operator NEKT 27 7 # )L MEFAZEZFRA L BRWVWTL X
LY,

4.10.2. 3P

A—H—IT& > TIREI N ZEBEZE L. openshift-ingress namespace @ tls ¥ 1 7D Secret THEE
INZBELHYET, 1—H—HI1—H—ICL > TREINBIAPELEWNICTESZ LIICT LD
IC. openshift-ingress-operator namespace T IngressController CR#EH L3, DO RIC
DWTOFMIE. HRAY LT T #IVMEAEDEE ICDWTSRLTLEIW,

410.3. E#

A—H—IC& > TREINZABAE I —ICL > TERINE T,

4.10.4. BHHEARR
1Yl > TRESNBAPBE 1T —ICL > TEEINET,

4105 . %—EZX

VIR —ITFOA4INBT TV r—2aviE, T7 4K Ingress ICA—H—(ICL > TRHEI N S
ARAEZFEALE Y,

410.6. A9 ~<1A X
BEICHRLT, 2—F—2BEBIBHAMAEAELY— Ly NEEHFLET,
BaETE R
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o T 74U KD Ingress SFEAZDE XX
4.11. INGRESS iFBAZE

411.1. B
Ingress Operator (FLA OB TEBAE ZFAL X7,
® Prometheus DX K Y JZAANDT I ADExa) T4 —%IRET S,

o JL— DT IERADEFXF21) T4 —%RET S,

4.1.2. 35FF

Ingress Operator & Wingress AV hA—Z5—X MYV ZAANDT 7 EZAD X1 ) T4 —%FRET 2
7=®IZ. Ingress Operator (&1 —ERZHFIBAE 2R L £ 9, Operator (FMBD X M) 7 XIZDWT
service-ca >~ hO—Z—MHAIBAEZEXK L. service-ca 1 b O— 5 —I(F5EAAE % openshift-
ingress-operator namespace M metrics-tls E WD ZRIDT—I Ly MIEBBELE T, I 51T,

Ingress Operator (&% Ingress A~ hO—Z>—DIEAZE %= E K L. service-ca I~ b O— 35 —(FFEAAE
% router-metrics-certs-<name> & WO ZREIDY—J Ly MIERELE T, T I T. <names &
openshift-ingress namespace @ Ingress A~ hO—Z5—D&ZFITY,

Fingress A¥ bAO—5—IliF, MEDOFRAESZEELBWVWEFX 1) T4 —REI NI — MIFERAT
2774 NEBAEDRHY £T, W RY LFREEZIFE LARWVWIEE, Operator 77 4L N TEZE
HIAE%FEA L X9, Operator FHMEDBECERIMAEEZFEAL T, £XT 57 7 4L MNEREIC
E#LZET, Operator (FZDELFMPBEZEM L. I 1% openshift-ingress-operator namespace M
router-ca & WO ZRIDY—I Ly MIBLE L F9, Operator BF 7 # ) M DFERAE = E M T D EIC,
T 7 # )L MEEBAZE % openshift-ingress namespace @ router-certs-<names & WD ZEIOY —J L v
MIEEELEXY (I T. <names & Ingress I NA—5—DHERITY),

g

==
[=]

Ingress Operator I&. B RS LDT 7 # )V MNEBAE%#RET 2 F T, FL—RKIL

H—& L THEET B Ingress A NO—5—DT 7 4L MERAEZEK L F T, =X
&) 2 A4 — T Operator NEKT 27 7 # )L MEFAZEFERA L RWVWTL X
LY,

4NM3. 77— 70—
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Bl41Hh R4 LFEAZEDY—2 70—

-
---Pp Reference — Contents are copied J
namespace/openshift- namespace/
ingress-operator ingress
ingresscontrollers/ deployments

Bl42 5774 NOEEAET—2 70—

]

---Pp Reference — Contents are copied J
namespace/openshift- namespace/
ingress-operator ingress

ingresscontrollers/ deployments

o 22 defaultCertificate 7 «+ —JL KIZ & Y. Ingress Operator (3 ZNDHECERL CA%=FHL THEE
INRNAAVORMEAEEZERLF T,

"mgwﬂmwmmﬁiofiﬁﬁhé?7#wh@CAﬁW%B&U*—OmmmmﬁiﬁTé?
74 NORHIAZICEL T 2LDIFEAINET,

e’?7#whw7—77m—ﬁm\mgaﬂmwmmﬁxofﬁﬁﬁh\$ﬁ§h6?7#wFCA
AAEEZEALTERINZ VAN RA—ROT 7 4I)L MRHEIFAE T, HhRHLT—-T70—T
&, Chida—H—ICL > TRHEINBIIHEETT,

e I—4%—DFFO4 Xk, secrets/router-certs-default DifEAEZ %, F7A4J/)LhOD7OY T
v RYy—N—FAZEE LTFEARALEY,

"?7#»#@7—77D—Tm\74»Ft—ﬁ®?7jwh%ﬁﬁ%%UVjuwﬁB;Uji
A R—KDED) ODRABNZ ZICIE—I N, QAuthBEEIEMICARY EST, hRYLT—970—T
iE, ChiEa—4—IC& > TRESI N BEREETT,

e T 7 IV NMREEERAE D/ T ) v U (FEBRE) O T, configmaps/router-ca ')V —RX =B X
BZET,

e 11— —I3 ingresscontroller {RHFEAAEICER L7 CARIBAE T SR 9 —O0F Y —RELET
#FLET, TNIZEY., auth, console REDTIVR—F Y b, RIMIAEZASHET L/-OICERT
ZLYRARNY)—=DEBMCARYET,
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o A=Y=V FLBEEINTWRWEEIC, HAaEHE 7 Red Hat Enterprise Linux CoreOS
(RHCOS) B & a1 —H—(C & > TIRMIND CANY RILE /L RHCOS DHDNY RILEERL Y S
Ay —2DERINS CANYRILTY,

o k> a v R—FR > b (auth 8 &£ U console 72 &) AHh R Y LFEBAETHREINL
ingresscontroller Z{E38 9 5 & D8RI 5 H XY L CAGERAENY FILTY,

"ummMM74—me\l—ﬁ—ﬁiofﬁﬁﬁh6CANVFw&%ﬁ?%&iuﬁ%ﬁhi
ERR

@ Cluster Network Operator (£, {S38X11%5 CA/NY K)L% proxy-ca R E~X Y FICHEALZE T,
o OpenShift Container Platform 4.1 LA (3 default-ingress-cert Z A L £ 7,

4.11.4. BZHHARR
Ingress Operator DEEEAZEDEMEARIFLLTDREY TT,

e service-caJdY hA—Z—HERTZ X N U AEAEOAEMEARIE. ERBEHIS 2 FEET
_a—o

e Operator DEZGAEOEHERIZ. FXBEDS 2 FEETY,
® Operator BNEMT 57 7 # )L MNEEAEDOBWHARIE. ERBEDS 2 FETT,

Ingress Operator 7z |d service-ca I~ hAO—Z—HER T 25EAZED AR Y LBEWHREZIEET 5 2
EIETEFEEA,

Ingress Operator % 7= service-ca O~ kO — 5 —HERK T B EEEAE IC D LN T OpenShift Container
Platform 24 Y A b=V 25EIC. BWHRZEET DI LWETEI A,

4N5. H—EX
Prometheus (X M) V2 2ADEF21 ) T4 —%RETDHAEAFHLE T,

Ingress Operator (& DB RFIAEAFERAL T, ARYLDT 7 # )L MERAEAFRE L AL Ingress O
YhO—Z—BICEKTZT 7 4L MNERAZICERLET,

X2 )T —REINLILV—PMNEFERTZIVSRAI—TVER—FXY ME, T7 4L MDD Ingress IV
NO—Z5—DFT 7 4L NEEEAEZHERATE X7,

X271 —REINLIL—MREHTDI S RAY—ADIngress I&,. IL— bR BDIIAEEIEE L
BWRY, =MD T7IEZAI NS Ingress AV NA—5—DF 7 )L MNEBAEAFRALZF I,

4.11.6. i

Ingress sEFAZIZ 1 —H —ICL > TEEBIN IS, FMlIZ. 77 4I)V b~ ingressitFAZEDE S A 25
BLTCEIWY,

4.1.7. B3
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YavlL%xd, L. oc
aveBIENTIEET,

service-ca J v hO—5—I3. ThARTT ZIAZE2BEEMICO

7__
delete secret <secret> % {FA L TH—ERIZHIBAZE A FETO—FT —

Ingress Operator (&, MEDERIIAEFZIXERT 2T 74 MEREAZOD—FT—> 3 v LEEA,
Operator B"ERT 2T 7 4 )L MEEBAZIE, BRET D HRAILT 74 I NEBAED T L —RAKRILY—&
LTHERAINET,

4 12 TEZH—1) 2 TE LV OPENSHIFT LOGGING OPERATOR O ViR —
EIEEH =

4.12.1. BEHHEARR

EZ4—Y7AVKR—F Y MNE Y—ERCABRAETI,S 71 v DtEFa YT —%RELE
9. CNODFBRER 2 FHREMTHY., B3 1BILIKRFTINBY—ERXACAOA—T—> 3V TH
BHICEIBRASNET,

SEBAE A openshift-monitoring ¥ 7= |& openshift-logging namespace ICH %356, TNIET AT ALT
BEIh, BEMICO—FT—>aryIhZEd,

4.12.2. &1

INSOIIAZEILX, 1 —H—TIERL, YRATALAICEL > TEEBINET,
413. 3 hO—I 7L —VDIIRE

4.13.1. 35

v hO=ILTL—VDIRAEIEZINSD namespace ICEF N E T,
® openshift-config-managed
® openshift-kube-apiserver
® openshift-kube-apiserver-operator
® openshift-kube-controller-manager
® openshift-kube-controller-manager-operator

® openshift-kube-scheduler

413.2. 518

YOI T L—VOIBAZEIEF Y AT ALICL>TEEIN, B8NICO—FT—Y3aryIhzxd,

Bhs—2&LTCaryba—IL7L—VOIBRE0AMBERIINZHZEIF. 2 bO—IL T L —VEE
BAZDHRTINORENSD ) AN — ZBBLTLEIW,
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35% 07547 X OPERATOR

5.3 754 7>AXOPERATOR ) )—R /— K

O 754 7> R Operator 2 % &. OpenShift Container Platform BE& &7 5 29 —DHE
BRAVTZATVAREEZRB L, FET2F vy TP ETNOEBETDZIFEICODVTOBELRMEL
i’a—o

IhsmY ) —2R/— &, OpenShift Container Platform T® Y 754 7 >~ X Operator DRHF %
BEHFLET,

Compliance Operator D#EEIZD W TI&, Compliance Operator ICDWT BB LTIV,

BHTY)—RIZT VRS SICIE. AT 547 R Operator DEH #S5ML T ZI W,

5.1.1. OpenShift 1> 754 77~ X Operator 0.1.59
OpenShift 1> 754 7> X Operator 0159 ICDWTIE. UTFDT7 KNS H Y —pFAETEET,

e RHBA-2022:8538 - OpenShift A 754 7 >~ X Operator /N {EIEBE

5.1.1.1. Frdkee b L U'teEHiIR

e Compliance Operator I&. ppc64dle 7 —F 7 2 F + —T Payment Card Industry Data Security
Standard (PCI-DSS) ocp4-pci-dss & & U ocp4-pci-dss-node 7O 7 7 1 LAY R— M T3 &
2ICRY F LE,

5.1.1.2. N JTEIE

e LIFIIE, Compliance Operator |3 ppc6dle 72 EDE %% 7 —F 7 F + —T Payment Card
Industry Data Security Standard (PCI DSS) ocp4-pci-dss & & U ocp4-pci-dss-node 7’07 7
AV %EHR—MLTWEHATLR, Compliance Operator I&. ppc6dle 7—F 7V F+—T
ocp4-pci-dss & & U ocp4-pci-dss-node 7O 7 7 A ILEYR—bTBELIICR/Y F L,
(OCPBUGS-3252)

e LIFTIE. N—2 3> 0157 ~DOREDEH%. rerunner ¥ —EXT7HTU Y N (SA)IEVF R
H—H—EZRNR=T3 Y (CSV) ICL>TRBEINARLCARY, Operator D7 v I L — KA
SADHIBRINF L7/, /. CSVIZ0.159 TrerunnerSA #ffE L THE Y. UEID/NN—T 3
VST TITL—RLTESANRET D EEHY £H A, (OCPBUGS-3452)

e 0.157 Tlk, Operator ld7/R—K 8080 T v R>Yg25aY A—F—AKMNYYIITY KRSV
PaRIIELE L7z, ThiICLY, V75 R9—EHROFHINDKR— 18383 THB7%

&. TargetDown 75— hMAFELEL X L7z, 0159 TlE. Operator (FHFEB Y ITR—K
8383 TYvRAVEIBIVRNRRAV NaRBLET, (OCPBUGS-3097)

5.1.2. OpenShift 1~ 754 7 >~ X Operator 0.1.57

OpenShift 1> 754 7> X Operator 0157 I W Tk, UTD7 RNAH ) —2FFATEET,

® RHBA-2022:6657 - OpenShift > 754 7 > & Operator /N {EIEEH

5.1.2.1. Hikee & & UHREHLER
e KubeletConfig ¥ v 7 #* Node »* 5 Platform ¥ 1 FICEBEINF L7, KubeletConfig
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i&. KubeletConfig D7 7 # L NEREEZHRLE T, BRET 7MILIE, TRTD/ —RHH
J—=RT=IVZEIIDODGRAICENINET, 774 hDOEREEEEEICLE
KubeletConfig JL— L DFEfli Z#5R L T ZI W,

e ScanSetting 1 X% L)YV —ZTIlE, scanLimits BM%=FERALT. RF¥F v+ F—Pod DT 7 #
IWEDCPUBELUVAEY —HIREA—/N—F4 RTEBLDICAYF LA, 5l 275
4 7> R Operator ') YV —ZAHIRDIENN 2SR LTI,

® PriorityClass # 72 = ¥ hid ScanSetting THRETE 5 LI ICARYE LA, ThiZLY, O
V754 7R Operator BMBHEIN., VS RI—DAVTS54 7V RERICRDAIBEMEN &/
RICINZ 5N Ed, FFMIE. ScanSetting 2 ¥ + > O PriorityClass D% E 2SR L T X
LY,

5.1.2.2. /N JEIE

o LRID/N—Y 3V TlE, AY 54 7 R Operator [XBH % T 7 # )L kD openshift-
compliance namespace IC/N\— RO —7 1 7 L TW&E L7, Operator 5’7 7 # JL M A D
namespace ICf Y A F—ILEINTWVWBHE, BRIEFEEYICKELZEATLE, SEHDY
)—2 &Y, BHILT 7 4L kLS D openshift-compliance namespace THEEET 5 & 5 I
YF LA, (BZ#2060726)

o LRID/N—Y 3 TlE, AV 54 7 X Operator ld kubelet # 72 7 MIL>THERAIH
2T 7AIPMERELTFMCET. FERMBEREBREN/REL TVWE L, ZOHERE &
kubelet % E&FMM L. EMEICHRET 2L DAY F L, (BZ#2075041)

e UgiIlE. OS54 7 R Operator I&. eventRecordQPS DEHN T 7 #JL MEL Y HEKE WL
2. BENEEDEAEIC FAIL REET ocpd-kubelet-configure-event-creation )L — )L % 3R &
L TWZ L7, ocp4d-kubelet-configure-event-creation L —JLEEIET 7 # )L MEEERE L.
IW—ILHELSERAIND LD IZRY F L, (BZ#2082416)

e ocp4-configure-network-policies )L —JL Tlid, WRMICEITT 27DICFEONADRET
T, HLWVWEREAMRIEREIL—ILDOEHICE Y., CalicoCNI ZEHT 27 SR —IIRT 3
ocp4-configure-network-policies L — L DERMA R EL F9, (BZ#2091794)

o LIFIDYY—RTIE, AVTSATVRARL—9—E, RF+ ViRET debug=true & 7
YaVvEFRTDZE AVIZAMNIVFY—DRAF v VILERIND Pod &V =V Ty
LEHATLE, ThiZLY. ScanSettingBinding #HIR L7 TH Pod 'Y 5 A H —ITH
InF L7/, IE. ScanSettingBinding ABIFRI N5 &, Pod IZEICHIBRINE T
(BZ#2092913),

o LIFIDN—Y 3> TlE, Y754 7R Operator l&& W/ Y—2 3 ¥ D operator-sdk I < >~
REFERLTHEY., FHROBEICOVWTTS—MREELTWE LA, HRIE. operator-sdk
AYY ROBEHFNA—Ia VA EEFNTHEY., BLEINAEEICETIZTS—MEETEIE
i< Y F Lk, (BZ#2098581)

o LRID/N—Y 3 Y TlE, OAY 754 7 X Operator & kubelet &7 VEREDEAR % HIB T
BRWSEIC, BEOBRICKELE L, Y754 7~ X Operator 17 ¥ VR E DR %
E L. kubelet FENT Y VEREDY Ty N THEINEINEHFITER LD ITRY F L,
(BZ#2102511)

o LFID' Y —ATIL. ocp4d-cis-node-master-kubelet-enable-cert-rotation M JL —JL TEINE
ENBEICEERINTVWEEATLE, TDHER. RotateKubeletClientCertificate D Z 4%
THEAfET L7z, SEDY) Y —XTlE. ocp4-cis-node-master-kubelet-enable-cert-rotation M
JW—ILT, kubelets&E7 7 A WICHBREICEABRDCERICLR—PMINZLDICRYFL
=o (BZ#2105153)

o LFIDY Y —RTIE, PFARIWAKN)—IVIIA LTI NEF v ITBIL—ILTTIAI
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MENSZRBINLMN ST/, L—ILLR—IDEBTIEHY ZFHATLE, SEIOY Y —X
$Y, FvINLYEEITONDELDICRY, TTAINDOREBICEDVWTHROEE
AmtE L F LA, (BZ#2105878)

o LRID/N—Y 3 Y TlE, AY FZ4 7 R Operator & Ignition fT#k7%A L TY ¥ VERE A T §
SBRICAPI Y Y — R EEGTE 9, api-check-pods 7OtEAA 5y >alTWwWE LA, O
v 7S 4 7 R Operator I& Ignition f£#kAYIE L < 72 W 5E H Machine Config Pool % L2 9 %
&Y F L, (BZ#2117268)

e LIFID'Y ') —ZTIE. modprobe X EDEN—HLAWI EMNRERAT, BEDERARKIC
modprobe FRXE &MY 2L —ILHBKRRT B &HYF L, SEDOY)—RELY, Fxv
65 L MEE D modprobe B EICE LENMERAINZ LD ICAY, BRO—EMENMMRENS &
DITRY F L, (BZ#2117747)

5.1.2.3. FEHERE
e |Install into all namespaces in the clusterz &€ ¥ % ». WATCH_NAMESPACES IRIEZ# =

"IZERELTEH. $ARTD namespace ICERENMEAIN ALK ARY E LA, AV TSAT7VR
Operator D4 ¥ A b —)LBFICIEE I N TV A namespace IC4 Y A M—JLEI N API ) Y —
ZIFEMEL ALK RY ET, API ) Y —XTIE, FEIR L7z namespace £/lET 7 )L M T
openshift-compliance namespace Z{E T 2 BN H BHFENHY XT, SODERICE
Y, A F54 TR Operator DA E!) —FHEIF/REINF T,

5.1.3. OpenShift 1~ 754 7 > X Operator 0.1.53

OpenShift 1> 754 7~ X Operator 0153 ICDWTIE. UTFD7 KRS H) —HFATEET,

RHBA-2022:5537 - OpenShift 2>~ 754 7 > X Operator bug fix update

5.1.3.1. N\T{EIF

74

L RIIE. ocp4-kubelet-enable-streaming-connections )L —JUICER > B A S EF N T WL
feleH, ZF v VERIBREMHEHINTWE L, BE. 3~ F 54 7~ X Operator

i&. streamingConnectionldleTimeout 58 E ¥ % & S ICEMAE R F v VIERZRHHL 7,
(BZ#2069891)

LgTiE. /etc/openvswitch/conf.db @ 7 )L — TFiEEN IBMZ 7—FFVF+—TIELL &
Mo 778, ocp4d-cis-node-worker-file-groupowner-ovs-conf-db OF = v 7 AR L TWE
L7z BIE. COFzv I EIBMZ7—F7T 0 F+—2 X7 ATIENOT-APPLICABLE &< —
HENTWET, (BZ#2072597)

LRI, 74 XY MROEF1Y T4 —aAVTF R MR (SCO L—ICBET B T—4 A
T2/, ocpa-cis-scc-limit-container-allowed-capabilities )L — )L A° FAIL JREETIRE
INTWZE L, REF., FRIEMANUAL TT A, Zhid. ABDNAZREET B0
FryvsE—HLTWET, (BZ#2077916)

Hanid, ATFDIL—ILDAPI H—N—B LV TLSEABAE E F—DEMDERE/NRZERLTW
RO 27l FRAZFE F—NEDICRESN TOWTERBMIREI L TWE L,

o ocp4-cis-api-server-kubelet-client-cert
o ocp4-cis-api-server-kubelet-client-key
o ocp4-cis-kubelet-configure-tis-cert

o ocp4-cis-kubelet-configure-tis-key
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INT, W—ILIXIEERICLR— B L. kubeletBREZ7 7MLV THREINLLHY—T 714 IL/RR
EERLET, (BZ#2079813)

L RII%. content_rule_oauth_or_oauthclient_inactivity timeout )L—JLI&, #14 LT7 T ~D
AVTSATVR%EFMITZEEIC, TTOMRAY MIE > THREINLBRETRERY A LT
DRhEERBLTVWEEATLE, ZOHER. 94 LT7 7 MDBEHITH>THIL—ILHKBRLT
WF L7, IB¥E. Q¥ 754 7> R Operator I&. var_oauth_inactivity_timeout Z#{ % (£
LT, BHIRYALTIMNDORIEZHRELTVWET, (BZ#2081952)

PgliE. 3> 754 7> R Operator (&, FEMBISELICS NI IhTWAWL
namespace ICx L CTEEBEERZFERAL TWEDH, PodDEFal) T4 —LRIVERICEAT
DEEAYE—IHNRRIINTWE LA, BRE. Y 7T 54 7 R Operator I&, #EEIA
namespace 7 NJL EMERGAEZ TV, HERICERT 2 EAKERICTIERATESLDIC
> TWET, (BZ#2088202)

L RIIE. rhcos4-high-master-sysctl-kernel-yama-ptrace-scope & & U* rhcos4-sysctl-
kernel-core-pattern ICBEMERAERA T2 &, TNOHDIL—ILHIBEINTE, TORDR
FrURBRTREIZIENHY T L, RE. BENMERBINLETE, JL—ILIZ PASS %
IEHICERE L E T, (BZ#2094382)

Pgnl&, 2>~ 754 7> R Operator i&, X EY—FEDHHHRET CrashLoopBackoff jX

RETERBLTWELAL, RETIE. IV 7FS54 7R Operator 1&. X T —HOKIRELRT
VERET Aty hENEL, ELKHETZLDICHRINE Lk, (BZ#2094854)

BRI D E=E

ScanSettingBinding # 7~ = 7 AT debug:true B S8EINTWBIHFEIC, TD/NA VT 4
v IDBIBRINTE. ScanSettingBinding + 7Y =7 ML > TERI N/ Pod IZBIRI 1
FtHA, EEERELT, ROITY RERTLTHEY D Pod ZHIBRL £,

I $ oc delete pods -I compliance.openshift.io/scan-name=ocp4-cis

(BZ#2092913)

5.1.4. OpenShift 1> 754 77>~ X Operator 0.1.52

OpenShift 1> 754 7> X Operator 0152 ICDW Tk, UTDT7 RN/ H ) —AFHTEZET,

RHBA-2022:4657 - OpenShift 1~ 754 7 > X Operator bug fix update

5.1.4.1. HFitkae b L B aEHRAR

5.14.2.

FedRAMP M SCAP 7’07 7 4 JL high ', OpenShift Container Platform IRIECTHERATX % &£
LAY E LA, #lllE. YR—bIhTW3aY 754702707740 #B8BLTE
el AN

NTEIE

L#Tl&., DAC_OVERRIDE #EENHIBRINTWREF a1 T4 —RIETOY VY h/X—3 v

Y avOBEMNRRET. OpenScap AV 7 F+H—H7ZvalTWik L, SEIE. ETAEE
BRIV M=y auRNIRTOI—HY—IZEAIND LD IIRY F L, (BZ#2082151)

PEiiE. a¥ 754 7> ZJL—IL ocpl-configure-network-policies = MANUAL & L TE&E
TXF LA, SEIX. 3> 73417 2RIJL—IL ocpd-configure-network-policies 5
AUTOMATIC ICRREIN D LD ICAY F Lz, (BZ#2072431)
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https://bugzilla.redhat.com/show_bug.cgi?id=2079813
https://bugzilla.redhat.com/show_bug.cgi?id=2081952
https://bugzilla.redhat.com/show_bug.cgi?id=2088202
https://bugzilla.redhat.com/show_bug.cgi?id=2094382
https://bugzilla.redhat.com/show_bug.cgi?id=2094854
https://bugzilla.redhat.com/show_bug.cgi?id=2092913
https://access.redhat.com/errata/RHBA-2022:4657
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/compliance_operator/#compliance-operator-supported-profiles
https://bugzilla.redhat.com/show_bug.cgi?id=2082151
https://bugzilla.redhat.com/show_bug.cgi?id=2072431
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o LIFNIE., OAY 7SS4 7R Operator DA F + > Pod IR F v VRICHIBRI T AWz,

Cluster Autoscaler 2T —ILF IV TEFHATLE, £EIF. /Ny VBN THETRINICRE
INTVWAWRY, PodidT 74 M TE/ — KO SHIBKRINE LD ICRY FE L,
(BZ#2075029)

PRIE. 2> 754 7 X Operator % KubeletConfig I#EE T2 &, YV VERES—ILD—
BHEIEAR T E T/ — KD NotReady REEICARZ 2 EAHY F L, SEIK. IV VERET—
WFELEINT, /—RPEBICHEET 5L D ICAY £ L7, (BZ#2071854)

LRID/N—< 3 > T, Machine Config Operator I[&&#TD ') ') — X T url-encoded 1— KT
37 < base64 ZfFA L TWisd., OV TS5 4 7 X Operator DIBEMNKBL TWE L7,
3> 754 7 R Operator I&. base64 & U url-encoded ¥ V& EI— KOMmAENIET
&I vA-Ta4 vV %Fv I L, BENMENICETINDLDIICRYF LE,
(BZ#2082431)

5.1.4.3. BEAIDOREIE

e ScanSettingBinding # 7 =V AT debug:true B8 EINTWVWBIHFEIC. TD/NA VT 4

v IHBIBRINTE. ScanSettingBinding + 7Y =7 ML > TERI N/ Pod IZBIRI 1
FHA, EEERELT, ROOATY KERITLTEY O Pod ZHIR L X7,

I $ oc delete pods -I compliance.openshift.io/scan-name=ocp4-cis

(BZ#2092913)

5.1.5. OpenShift 1>~ 75 4 7 >~ X Operator 0.1.49

OpenShift 1> 754 7> X Operator 0149 ICDW Tk, UTDT7 RN H 1) —AFRTEZET,

RHBA-2022:1148 - OpenShift 1~ 754 7 > X Operator bug fix and enhancement update

5.1.5.1. N\ EIE

76

LgTlE. openshift-compliance IV 7V YVIllE, XYy NT—084T7DTS5y N7 +—LEHE
DFYvINEEFNTVWEHATLE, TOHER, OINBLUSDNEEDF v Jidk, v
N7 —OREICEDWVWT not-applicable TI&72 <, failed L7z D& L TERRINET, IR
EHLWIL=ILIZERY NT—=I =D TSy NI x—LF v IDNEFNTWVWDSD,
XY NT—VEBEDFzyv I LY ERICFHAETE X9, (BZ#1994609)

LUEilE. ocp4-moderate-routes-protected-by-tls L — LN TLSBRE%ZER>TF v I LTV
fefe®d, A EF I T7ASSLTLS 7O MILTH>TH, L—LIEFFz v J7ICKBLTWE
L7 BIE. COFzvITIR. RYNT—IHAFVZABELTTOT 71 IV OWEEIRE —
BT 5 TLSRENMBEUICFHMEINZF I, (BZ#2002695)

LIRTIE. ocp-cis-configure-network-policies-namespace |£. namespaces #EK T % & X
R=—Ix—=2aVaEFERALTVWELE, ThIZLY, 77O04 XY NT500 %4 BA %
namespaces DY X KA EIYIETHNIZH, IL—ILHBEKBLFE L, SEON—23 VT

l&. namespace DL Y X MAMEITALY) . namespace ' 500 L EH BBETH. BREFHD
FYNT—=OR)—%FzvITBI—ILHEEET LD ICARY £ L7, (BZ#2038909)

LIRiIE. sshdjinja ¥ 7 O% A LEEIZ. HED sshd BEIC/N—RI—FT 4 v JIhTW
Flk, TORR. ZENMIL—IUHAFzyvILTVWRAVTUYVE—RET., FxvIrKK
LTWELE, INT, sshdREHNNT A=Y —{bIN, IL—ILHAEBICERINET,
(BZ#2049141)


https://bugzilla.redhat.com/show_bug.cgi?id=2075029
https://bugzilla.redhat.com/show_bug.cgi?id=2071854
https://bugzilla.redhat.com/show_bug.cgi?id=2082431
https://bugzilla.redhat.com/show_bug.cgi?id=2092913
https://access.redhat.com/errata/RHBA-2022:1148
https://bugzilla.redhat.com/show_bug.cgi?id=1994609
https://bugzilla.redhat.com/show_bug.cgi?id=2002695
https://bugzilla.redhat.com/show_bug.cgi?id=2038909
https://bugzilla.redhat.com/show_bug.cgi?id=2049141

$58 1S54 7> X OPERATOR

e LIHIIE. ocp4d-cluster-version-operator-verify-integrity i&. &I(C Cluter /X— 3 V4L —
4 — (CVO) BREODRMDIY MY —%Fzv I LTWELL, TDHER. {product-name} ®
BIFEON—=U 3 VDRI INZRRTIE, 7y T L—RIZEBLET., INhT. ocps-
cluster-version-operator-verify-integrity D> 754 7V A F = v VERIE. RIEFH/N—
JavaERHTE, CVORBETEMRICAY T, (BZ#2053602)

o LI, ocpd-api-server-no-adm-ctrl-plugins-disabled )L —JLid, ZZO7 KXy arvay
FO—Z—FS 74DV A NEFzv 7 LEHATLE, TORR, §RXRTOF7RIvI 3
VITSTAVDBEMIRO>TWEBETEH, L—ILIEEICKBRLEY, SED) Y —RT
l&. ocp4-api-server-no-adm-ctrl-plugins-disabled L —)LDF v VB AICAHRY, TT
OEFMAVNO—F—TSTAVEBNCT DL, BBRIEITELDICAY F L,
(BZ#2058631)

o LENE. AF ¥ VI Linux 7—H—/—RNICHLTEITTZ2LDOTSYy b7+ —LF v
INEFNTVWEFATLE, ZTORR, Lhux R—RATIEFRWT—H—/—RIZHLTR
FrUERITIDE, RF v VIL—THERTITEEEHYEFEATLE, SEIDY ) —RT
. ZFvVE TV RN TA—LDIATESRIVICEDWTHEYICR Y 2a—)L3h, E
MICEITINFX T, (BZ#2056911)

5.1.6. OpenShift 1> 7354 7>~ X Operator 0.1.48
OpenShift 1> 754 7> X Operator 0148 ICDW Tk, UTDT7 RN/ H 1) —%FIRTEZ T,

e RHBA-2022:0416 - OpenShift 3>~ 754 7 > X Operator D/NJIEIE & HEEEIRAR D B

5.1.6.1. N\T{EIF

o LIFNIE. #53R I N7z Open Vulnerability and Assessment Language (OVAL) B ICEEY 5 —Ef
DIL—IL®D checkType I None TL 7z, ThiE, O~ 754 7 R Operator B, IL—IL % fi#
g2 & XICHBR OVAL EREZMIBL TUWAN SO TT, TOEHICLY, LR OVALE
FEQIVTVYDEIFIN, Zh5DIL—ILD checkType »* Node 7z |4 Platform (Z7/ Y &
¥, (BZ#2040282)

e LIFTIE. KubeletConfig FAICFEITHEM S 7z MachineConfig # 72 = 7 I &
). KubeletConfig 4 7> =/ NMEERBICERI LAY, B1ES Pending IREED F F IC
BRYFLE, 2D 1) —RTIE, KubeletConfig fICFEITYER X 117 MachineConfig 7+ 7'
VI MBHBHEDMCERRL. BEICEL o T KubeletConfig # 7Y =7 HERI L E

. TDIER. KubeletConfig DIEENFE S YICHKET 5L D ICRY F LA,
(BZ#2040401)

5.1.7. OpenShift 1> 7> 4 7> X Operator 0.1.47
OpenShift 1> 754 7> X Operator 0147 ICDWTIE. UTFD7 KNS H1) —%FBTEET,

® RHBA-2022:0014 - OpenShift 3> 754 77> X Operator D/NJ{EIE & HEREHLIR D B HT

5.1.7.1. F:iEE & &L UHEBEHLAR

e V734 7R Operator I, Payment Card Industry Data Security Standard (PCI DSS) M
RDAVTISAT VARV FI—D %Y R— b TDEDIICARYF L,

o ocp4-pci-dss

o ocp4-pci-dss-node
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https://bugzilla.redhat.com/show_bug.cgi?id=2053602
https://bugzilla.redhat.com/show_bug.cgi?id=2058631
https://bugzilla.redhat.com/show_bug.cgi?id=2056911
https://access.redhat.com/errata/RHBA-2022:0416
https://bugzilla.redhat.com/show_bug.cgi?id=2040282
https://bugzilla.redhat.com/show_bug.cgi?id=2040401
https://access.redhat.com/errata/RHBA-2022:0014
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FedRAMP DHIFEEDFE L NILDBINDIL—IL EBIED, OCP4-moderate, OCP4-
moderate-node. # & U rhcos4-moderate 7O 7 7 A JLICEBININF T,

KubeletConfig DIEIEEA / — RLRILODTOT7 74 ILTHETES LI ILRY F L.

5.1.7.2. N J{EIE

LRIE. 2 5 A4 —7H OpenShift Container Platform 4.6 MAEI % 21T L TWciza., HRRED
707 74V TId USBGuard BEDIL—ILDEBENKBL TWE Lz, Thid, v F547
v A Operator IC& 2 THERIN/BEHLN., KOy T4 vF4 LI M) —%HR—FLTLAL
HWAR—=23 20 USBGuard ICEDWTWE®HTY, IIE. OpenShift Container Platform
46 ZETLTWBE Y 5 R4Y —TIlE, USBGuard BEDIL—IL DEMNREEIFERINEH

ho U5 A4 —1hH OpenShift Container Platform 4.6 A L TW 3354 (1E. USBGuard EE
DIL—ILDEEZFETHERT 2VEI’HY XY,

IHIC, BER, &RIN—UaVERERBLIIV—IICHLTORMEREINE T,
(BZ#1965511)

DRI ) —2TlE, BEAZL VY)Y T 25EICIE. IV F 54 7V R Operator 1&. £D
BEA BELICEREINTVWEILNE, BEIIZERRBAFEFHL TCHERELTWE L, TOHF
R. sshd_config ZL V4 )V J42LDB—EDEEIF. ERRBEFv Z7ICERLARWVE
O, ERINFEATLE, ERRBIIFETHZIEHMNHIBAL, HIRINFE LA, BEIE
LLLYS ) TIndLHIChY F Lk, (BZ#2033009)

5.1.8. OpenShift 1> 754 77 >~ X Operator 0.1.44

OpenShift > 754 7 R Operator 0144 ICDWTIE, UTFDOT7 KN4 5 —a2FBETEZET,

RHBA-2021:4530-OpenShift 3> 754 7 > X Operator M/NJ{EIE & HEBEHRAR D B HT

5.1.8.1. FikkeE & & U REIL AR

78

Z?MY)—RTlE, strictNodeScan # 7'~ 3 ~ A ComplianceScan. ComplianceSuite.
& U ScanSetting CRICEBININE Lz, DA T3 >vDFT 7 4J)b M true T, ZHILLLAED
DEMEE—BLET, /—RTCRF VY VERT V21— )L TERDNSLEBAICTS—IRELZE
Lo TDF TV avifalse ICRETHE, AV T 54T R Operator &, AF ¥ VDAY
TVaA—ILILDWTLYEBRICRYET, T7x AT/ —RDOHBIRIETIL, strictNodeScan
fB% false ICRRETE XY, INICLY, ITRI—ADO—FD/ —RKHBRTTa—) Y JILE
ATERWEETH, AV TIATVRARF v U EHITTEET,

ScanSetting = 7> = 7 b ® nodeSelector Bt & tolerations B ET D2 &L Y, &
RY—N—D7—00—RERFTTV21—)TRLDIFERINE /) —REHRITAXTES
EOIKRYFLE, ThoDBEMIE. PVRARNL—YRYa2—L%EI TV ML, ED Asset
Reporting Format (ARF) R A&7 2 7<DICFEA I % Pod TH % ResultServer Pod % f2
BI5LDICFERAINEY, LLETIE. nodeSelector /X5 X —4 —& &L U tolerations /X5 X —
F—lE, T7AMMTCOAYMO—LTL—Y/—RD1D%FEIR L. node-
role.kubernetes.io/master taint #3fF8 L CWF L7/, Thiz, avbO—ILTL—V/—K
NPVEIDYRNTZIEAHFATINTUVWAVWRIETIIMELFEATLE, DML,
J—RZBRL, ThODRIETERZBEREZHFE T2 HEAZRHELET,

> 754 7R Operator IZ. KubeletConfig 7 7> 7 N BIETE 2L HIIRYFEL
7o

IS—AvtE—UAaE0IaXYIMPENIN,. OVFUVHEEENISRI—ICEELARVL
TOVTIVNETIYFTERVWA TV M ERBTEBZ LD ICARY E L,


https://bugzilla.redhat.com/show_bug.cgi?id=1965511
https://bugzilla.redhat.com/show_bug.cgi?id=2033009
https://access.redhat.com/errata/RHBA-2021:4530

5.18.2.

5.1.8.3.

$58 1S54 7> X OPERATOR

=T 7Y T T MTIE, checkType & & U description D 2 DD#TLWVWEBMEDNZENS L D
ICRYFELE, ThOoDEMEFERATZE, IL—ID/—RFzvoETSY N THr—ALA
FzvIDEELICEELTWAINEHIRTLZY., IL—ILOEEEER LY TIET,

COMBEIRERICEK Y, FABINAZ IO 7M1V EENRT 27OICBEDOTOT7 74 IV EHLRT
DENHZDEVWDIBEHENRCARY ET, Ihid. TailoredProfile CRD ® extends 7 1 —JU
ROAMRBETIERLS R ZIEEEBKRLET, INT, =LA TII MDY A MERIRL
T, BABINAZTO7 74 VA EKTE£9, compliance.openshift.io/product-type: 7 /
T—avERET BH. TailoredProfile CR @ -node HEEHAJXELTC. 7O7 71 )%
J—RICERT DTSy N7+ —ALICERYT 202 RBIRTZ2VENHZZEITERLTLE
T LY,

ZDYY)—RTIE, AV T S4 7 > R Operator I&, FBRICEARBRL, IRTD/—RKRTRFv
VEAFTTa—I)LTEBLIICRY F L, MEiE. XF ¥~ Pod & node-
role.kubernetes.io/master taint D& 2L TWFE Lz, DF Y., FHREODABW/ —RKTET
9 % . node-role.kubernetes.io/master ;530D #%H %/ — R TOAETLTWELE, /—K
ICARY LFEREFERTZTO04 XY MTIE, ZhICEY, ZhED/ —RTRFHY UHR
TI1—=ILINFHFATLE, BE. AF ¥V PodlFTRTO/ —RDBLAEHFBELET,

ZDYY)—RTlE, AV T 54 7 R Operator I&. JRD North American Electric Reliability
Corporation (NERC) Dt Fa ) 74 —7O7 74 )L EHR—MLTWVWET,

o ocp4-nerc-cip
o ocp4-nerc-cip-node
o rhcos4-nerc-cip

ZD)Y—RTIE, ¥ TFF4 7R Operator &, NIST 800-53 Moderate-Impact Baseline
for the Red Hat OpenShift - Node level, ocp4-moderate-node ¥ a2 ) 74 —7O7 71 /L %
HR—MLZET,

TV 7L — b EEBOFER
IDYY—2ATE BETYTL— FTEREORREFERTE L ICRY E L,

CODBEHICLY, AV FS5A4 TV XA Operatorid, AV TSATVRFTOT7 74 IV TCHREINE
EHICEDVWTBEEZZEETEEY, InidE. 4LT7 78 NTPH—NR—DKRRAMEGRED
T704 XY NEBEDEEZSTEBEICERIIBE YT, I 5IC. ComplianceCheckResult 4 7
Y MME Fzyv oNMERLEER %Y X T %Sl compliance.openshift.io/check-
has-value ZfEHT 5 LD ICAY F L1,

NTEIE

PEiE. AF v VOETHIC, PodDRAF v F—aAV7TF—DIDTFHLAWETAREL
Flhk, TODYY—RTIE, AV F54 TV A Operator l&, 75 v a%zbOld 3dICKHT
M OpenSCAP N—Y 3V 135 %FAHALET,

LARIlE. autoReplyRemediations = £ L TEEZERT2&. V5 R9—/—ROEHMN A
DH—InhTWELEL, —BOBEICLDEG/AAZRENTRTETNATULVRWVGE, Ihidmh
BrxhFE Lz, INT. BEICIDULOBBERAAZHNAREL TW2S5E,. NeedsReview
DIREDEIY B TOHNFET, 1 DU EDEEND NeedsReview IREEICH BI5H. YV VERET—
WE—BFEEINAZTFIIRY, RERQIANTOEHMNBZEIND T TERERIERINIE
ho TNICEY., /—ROPMZR/NRICHIZAZ I ENTEET,

Prometheus X k1) v 7 I X 115 RBAC Role & Role Binding #° ClusterRole &
ClusterRoleBinding ICEE Y, HRITA X7 L CERIEET LD ICRY F L,
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o LIFNE., 7O7 7M1 INDEFHRICTS—DRELLIGE. W—ILFLEERHA T I MHYHI
BRI, 7O7 71 LUDLHIBRINTVWE LA, INT, BIFPICTIS—DRELLS
&. profileparser (374 72 =7 MI—BRHREREZMIT T, BAPRETITHETH IV K
AHBRINRWE D ICLEFT, (BZ#1988259)

o LFIDN—I 3 VT, BAEINATOT77A4IICY A MLERIGEHBINRWEES., T5—°
FHELF LIz, XCCOF EBHTIE, AEINALTOT74ILDY A ML ERBADNBELR =D
44 N &ERBA% TailoredProfile CR TERET ZMHEIHY 7,

o LIFNd. ABINALTOT 7M1V EERAT %G, BEDEREY hOAEFERALT
TailoredProfile ZEEARETE X Lz, ZDFHIRA R ALY, TailoredProfile £ % & D
BICRETESRLDICRY F L,

519. 0754 7> XA Operator0.1.39 )y ) —Z / — |
OpenShift 1~ 754 7 X Operator 0139 ICDW Tk, UTFDT7 RIS H Y —AFHTEZE T,

® RHBA-2021:3214 - OpenShift 3> 754 7 >~ X Operator D/NJ{EIE & #EREHLIR D BT

5.1.9.1. Hikee & & U REIER

e UgilE. OS54 7 R Operator I&. Payment Card Industry Data Security Standard (PClI
DSS) SHRAMITTEEFHATLAE, TNT, 7L —9—IEPCIDSS A7 7M1 ILICHET
BZAVTSATYVRAVTF UV EBIITEET,

e LFIE. IY 754 7R Operator &, FEEDTOT 74 L TAU-5SIEDIL—ILERFTT
XFHATLAE, TNT. Prometheusrules.monitoring.coreos.com & 7> = 7 k%G HEX
Y, FREEDTOT774ITAU-5AY hO—ILERIIL—ILEETTESDLDIC. Operator
TV ERFRENEMINE L,

5.1.10. BEE B

e V7547 2R Operator IC2WT

5.2.HR—hIhTWdaY7SA7R270774)L

OY 754 7R Operator (CO) DA YA R—ILO—EE LTCHBATRERTOT7 7M1 IILITEREDH Y Z
-a—o

BF

Compliance Operator (&. OpenShift Dedicated. Red Hat OpenShift Service on AWS,
Azure Red Hat OpenShift @ EDYRX—Y KT Sy M7 4 — L\’Czho REREHRET 55
EhHYET, FMIE. RedHat 7L v IR— Y1) 12— 3 RedHat
Knowledgebase Solution #6983418 Z#SBB L T XL,

521. AV 7SS4 7270774

AV 754 TR Operator &, RDAVTFSATURTOT7 74 ILERELES,

KSIYR—bXhTWBAVYTISA7RATA774)L
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https://bugzilla.redhat.com/show_bug.cgi?id=1988259
https://access.redhat.com/errata/RHBA-2021:3214
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/security_and_compliance/#understanding-compliance-operator
https://access.redhat.com/solutions/6983418

ocp4-
cis

ocp4-
cis-
node

ocp4-
e8

ocp4-
moder
ate

rhcos
4-e8

rhcos

moder
ate

ocp4-
moder
ate-
node

ocp4-
nerc-
cip

Taz7274094 b L

CIS Red Hat OpenShift Container
Platform 4 Benchmark

CIS Red Hat OpenShift Container
Platform 4 Benchmark

Australian Cyber Security Centre
(ACSC) Essential Eight

NIST 800-53 Moderate-Impact
Baseline for Red Hat OpenShift -
Platform level

Australian Cyber Security Centre
(ACSC) Essential Eight

NIST 800-53 Moderate-Impact
Baseline for Red Hat Enterprise Linux
CoreOS

NIST 800-53 Moderate-Impact
Baseline for Red Hat OpenShift -
Node level

North American Electric Reliability
Corporation (NERC) Critical
Infrastructure Protection (CIP)
cybersecurity standards profile for
the Red Hat OpenShift Container
Platform - Platform L RJL

0.1.39

0.1.39

0.1.39

0.1.39

0.1.39

0.1.44

0.1.44

#5&8 07514 7> X OPERATOR

ERAVTSATIARYFT—Y

CIS Benchmarks ™
footnote:cisbenchmark[CIS Red Hat
OpensShift Container Platform v4 ~
VFI—UERDIFBICIE, CISN
VFRX=UIIRBEL. BRERRY IR
IC Kubernetes & A1 L &

9, Kubernetes#7 ) w7 LTHH
Download Latest CIS Benchmark %
V9)voFBHE BELTINVF
=%y vO0—RTEET,

CIS Benchmarks ™
footnote:cisbenchmark[]

ACSC Hardening Linux 7—%9 X7 —
avELUY—/R—

NIST SP-800-53 Release Search

ACSC Hardening Linux 7—%9 X7 —
avELUY—/R—

NIST SP-800-53 Release Search

NIST SP-800-53 Release Search

NERC CIP f&#

x86__
64
ppc6
4le
s390

x86_
64
ppc6
4le
s390

x86__
64

x86__
64

x86__
64

x86__
64

x86__
64

x86__
64
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https://www.cisecurity.org/cis-benchmarks/
https://www.cisecurity.org/cis-benchmarks/
https://www.cisecurity.org/cis-benchmarks/
https://www.cyber.gov.au/acsc/view-all-content/publications/hardening-linux-workstations-and-servers
https://nvd.nist.gov/800-53/Rev4/impact/moderate
https://www.cyber.gov.au/acsc/view-all-content/publications/hardening-linux-workstations-and-servers
https://nvd.nist.gov/800-53/Rev4/impact/moderate
https://nvd.nist.gov/800-53/Rev4/impact/moderate
https://www.nerc.com/pa/Stand/Pages/CIPStandards.aspx
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TO72740L9414 ML ERAVTSATIARYFT—Y

ocp4-  North American Electric Reliability 0.144  NERCCIP{Z# x86_
nerc- Corporation (NERC) Critical + 64
cip- Infrastructure Protection (CIP)

node cybersecurity standards profile for

the Red Hat OpenShift Container
Platform - Node L NJL

rhcos North American Electric Reliability 0.144  NERCCIP{Z# x86_
4- Corporation (NERC) Critical + 64
nerc- Infrastructure Protection (CIP)

cip cybersecurity standards profile for

Red Hat Enterprise Linux CoreOS

ocp4- PCI-DSS v3.2.1 Control Baseline for 0.1.47 PCl Security Standards © Council x86__
pci- Red Hat OpenShift Container + Document Library 64
dss Platform 4 ppc6
4le
ocp4- PCI-DSS v3.2.1 Control Baseline for 0.1.47 PCl Security Standards © Council x86__
pci- Red Hat OpenShift Container + Document Library 64
dss- Platform 4 ppc6
node 4le
ocp4- NIST 800-53 Moderate-Impact 0.1.52 NIST SP-800-53 Release Search x86__
high Baseline for Red Hat OpenShift - 7 + 64

2y T4 —LLN)

ocp4- NIST 800-53 High-Impact Baseline 0.1.52 NIST SP-800-53 Release Search x86__

high- for Red Hat OpenShift- / — KL R + 64

node V

rhcos NIST 800-53 High-Impact Baseline 0.1.52 NIST SP-800-53 Release Search x86_

4-high  for Red Hat Enterprise Linux CoreOS + 64
5.2.2. BE B

o JRATFATHEATERIVISATYRTOT7 74 ILDORROFEMICDWTIE, Compliance
Operator IZ2WT® Compliance Operator profiles #58B L T 72X\,

53.0> 7547 ZX0OPERATOR DA VA M=)l

AV 754 7> R Operator 2T 2H0IC. TNHISRIY—ICTFOMINTVWE I E%RRT D
BEIHY FT,
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$58 1S54 7> X OPERATOR

531 Web VY —)A&FERA LAY TS54 7R Operator D1 VX b—JL

AR

o admin#ERH1H %,

FIR

1. OpenShift Container Platform Web 3>/ —JL T, Operators » OperatorHub R— < |[CFEH)
LET.

2. AV 754 7R Operator 83 L. Install #0)v I LET,

3. Installation mode & & U* namespace D7 7 # )L b D:&IR = #HF L. Operator 1* openshift-
compliance namespace ICA YA h—JLINTWB I E AR LE T,

4. Install 22 ) v I LET,
HREE
AVARN—IDEBICTONI I EZ2MHERTBICE. UTFZEETLET,
1. Operators - Installed Operators R— ICHEEIL £ 7,

2. A 754 7 Operator 1 openshift-compliance namespace ICf Y X h—J)LEh, D
AT —% X" Succeeded TH2D T & =2MRL X T,

Operator AIEEICA VA M—=ILINTWLWRWEE, UTFTE2EITLET,

1. Operators - Installed Operators R— |ICF#EI L. Status ZITI S —XLIFKROBEEZHE
RLET,

2. Workloads » Pods R— L&) L. openshift-compliance 7O = - b ® Pod TR % )
HLTVWBO07DOEEZEALETT,

8%

restricted ¥ 1) 74—V FF X MK (SCC) A system:authenticated 7' /L —
TEESO LI ICEEINTL S, requiredDropCapabilities #3101 L TW 3154, #
FROMREICLY O3> TS5 47> R Operator BIE L < HEEE L RWETBEME A B Y £,

ComplianceOperator AF v+ F+—Pod H—ERXF7HU Y NEADH R4 L SCC HERT X
X9, FMICDWTIE Creating a custom SCC for the Compliance Operator &R L T
CRIW,

532.CLIAfFEA LAY 754 7> X Operator DA ~ A b—)L

AR

o admin#ERH1H %,

FIR

. Namespace 7 7V M= EHELZE T,
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namespace-object.yaml Dl

apiVersion: vi
kind: Namespace
metadata:
labels:
openshift.io/cluster-monitoring: "true"
name: openshift-compliance

2. Namespace # 7V 7 N &ERLZE T,

I $ oc create -f namespace-object.yaml

3. OperatorGroup 4+ 7>V N EHELZET,

operator-group-object.yaml Dl

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: compliance-operator
namespace: openshift-compliance
spec:
targetNamespaces:
- openshift-compliance

4. OperatorGroup 4+ 72 =V M E/ER L E T,

I $ oc create -f operator-group-object.yaml

5. Subscription 7 7Yz N2 EHELZE T,

subscription-object.yaml Dl

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: compliance-operator-sub
namespace: openshift-compliance
spec:
channel: "release-0.1"
installPlanApproval: Automatic
name: compliance-operator
source: redhat-operators
sourceNamespace: openshift-marketplace

6. Subscription # 7Y 7 N EERLZE T,

I $ oc create -f subscription-object.yaml
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$58 1S54 7> X OPERATOR

R

TJO—NIVRT Y 1—5 Kz R ET SFRIC. defaultNodeSelector = HE#1ICT 515
&. namespace = FEIT/ER L. openshift-compliance D7/ 5F—>a 5 E#HT 3
H. F7zI openshift.io/node-selector: “" # A L T3> 754 7~ R Operator h' 4
VARN=ILEINTWS namespace D7/ T7—>aVEBHITB2RENHY ES, Thil
LY. TIFIVND/—RELIY—DHIRIN, 7704 XY NOKREHSZ &N
TEEY,

1. CSV7 ’r)l/%ﬁﬁuu l/—c ’f/Z h_)bb\IEl%‘MTET l/f\-k_t%ﬁﬁuu l/i-a_o

I $ oc get csv -n openshift-compliance

2. AV 7T 547 R Operator BAFBLTWE I EABELE T,

I $ oc get deploy -n openshift-compliance

BF

restricted ¥ 1Y 74—V FF X MK (SCC) A system:authenticated 7' /L —
THEEOEIICEEINTLS D, reqmredDropCapablIltles EEBIMLTWSIHA. &
FROMREICLY O3> TS5 47> R Operator BIE L < #EEE L RWETBEME A B Y £,

ComplianceOperator AF v+ F+—Pod H—ERXT7HU Y NEADH R Y L SCC HEFRT X
X9, FMICDWTIE Creating a custom SCC for the Compliance Operator &R L T
TV,

5.3.3. EhEIB R

e OV 754 7R Operator iRy NT—UDFIRINAZBRETHR—MIhTWET, i
&, ®v M7 —27 B IR X N 7/2IRIE TD Operator Lifecycle Manager D{FERH #S5B L T X
LY,

5.4.1Y 754 7>~ X OPERATOR O & ¥

95 249 —&EEEIL, OpenShift Container Platform ¥ 5 24 —T Y 754 7 > X Operator % B
TEEY,

5.4.1. Operator B D H(H

4 YR KN—=)LE N7 Operator DY TRV Y T 3 iE, Operator DEHFH % BHS L UVZETZEH

FrRIVEEELEY, BEFF v RV ZEBLT HILLF Y RILDLDEHDENHE REZRIETE
i’a—o

TR0 T3 VDOEHF v RILDERIE Operator BITERZAREMLHY FTH, BELRAF—4
WBE. FED Operator HOFBDIRANCHWE T, & 2 F+ RIVAIE Operator IC& > TIRHES
hea77)5—2avORA4AFT—))—XBHAMN)—L (1.2, 1.3) FkiF) ) —EE

(stable. fast) ICE D AREELHY T,
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)z 6
4 VR M—=J)LENT Operator I&, BREDF v+ RILELYEHVWF v RILICEIVIBZ B &
ETEZHA,

Red Hat Customer Portal Labs ICl&, BEIEE D Operator DEBEFH = #EHET D2 DITKIIDUTD T )
F—>avhEFhTVWETY,

® Red Hat OpenShift Container7Z v b 7 #+ — /A Operator Update Information Checker
DT FYVr—2 3 v EFERL T, Operator Lifecycle Manager X— 2 M Operator 3% L.

OpenShift Container Platform D&% /1\—2 a VETEHRF v RV T & ICFIAAEEA Operator /8 —
2T aVEEESRTEZET, Cluster Version Operator X— X D Operator IEFEFNFH A,

5.4.2. Operator DEFHF v+ RILDE R

OpenShift Container Platform Web 3>~ Y —JL % @A L T. Operator DEFHF ¥ RILZZEEBTE X
ER

BV
HYTR9) T avDERBANST Y= Automatic ICEREINTWBIBAE, 7y /L —K7Ot
ZlE, BIRL7=F v RILTHIE Operator A= a YA FHETREICAZ ETCICHEBLET, AER b

SFY—h Manual ILEREINTWBEHEIE. BBFDT7 Yy T L —RKREFEHTERITZ2VEIHY F
_a—o

AR

® Operator Lifecycle Manager (OLM) Z {8/ L TLARIICA ' X b —JLE N TS Operator,

FIR

1. Web O~ Y —JL®D Administrator /X\— XY 5 4 7T, Operators - Installed Operators IC
BEaLEY,

2. BHIF v RIVEAZEET B Operator DEZFIAZI ) v I LET,

3. Subscription % 7% 2 Yy LEY,

4. Channel D FICHZEHFHF v RILDERIZ7 ) v I LET,

5 ERETIHLVWEFHFHF v RILEY Yy UL, Savex Vv LFET,

6. Automatic KRR N STV —DHBY TRV T3 vniga,. BHRITEENICEHERBLE
¥, Operators - Installed Operators *—VILRY, BHDOEH #E=-F—LF9., 7B
IC. A7 —% A3 Succeeded 5 & U Uptodate ICEEINZET,

Manual KZBEA NS TV —DHZH TR ) T3 v DigE. Subscription ¥ 7HSEHAF
Eﬂf%;uf% i’a—o

5.4.3. {RBE D Operator EFHDFENIC & KR

4 YR KN=)LENT Operator DY TRV Y T aVDEBAKNSTY—H Manual ICEREINTWS
Ba. FIROBEFAREOEHF v RILIC) V—INdE, 1 VAN ERIBT 2RIICEH % FE
TERITIVEINHYZXT,
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$58 1S54 7> X OPERATOR

AR

® Operator Lifecycle Manager (OLM) Z {8/ L TLARIICA ¥ X b —JLE N TS Operator,

FIR

1. OpenShift Container Platform Web 3> Y —JL @ Administrator /N\—X XY 71 7
T. Operators - Installed Operators [ICEEI L £ 7,

2. BHFTHARE D Operator |& Upgrade available D27 —49 2 %=X RLET, FHT 2
Operator D&ZFIZ7 Yy 7 LET,

3. Subscription ¥ 7% 7YY w o LEd, RRBPBVEREHE. Py TITL—KRT7—9 X DREIC
RRINFET, 72& 2K Trequires approval " RRINZAHEMELNHY ET,

4. 1requiresapproval =7 ') v 7 L THh 5, PreviewlInstallPlanZz7 ) v 2 LE¥ 9T,

5 BHICFIARERY Y —RELT—EBERRINTWSE )Y —R2HRLET, BEI RITh
iE. Approve &0y LET,

6. Operators = Installed Operators R—YICRY ., BFOEH ZE=F—LET, TTHIC. R
7 —% A& Succeeded B & U Uptodate ICEREINE T,
55.0Y 72547 AXOPERATORDAF +

ScanSetting & & U ScanSettingBinding API (£, 0> 754 7>~ X Operator CAY FS5A4 7V AR
FYUERTIDEDIERTIIENMHREINET, CNODAPIA TV TV MOFFEHICDWTIE.
UFEaERTFTLET,

I $ oc explain scansettings

e

I $ oc explain scansettingbindings

551 Y547 VARAAT v VDET

Center for Internet Security (CIS) A7 7 A VAR L TRAF v+ V2 ETTEEY, FEL. IV 73
4 7 > R Operator (FEBBFICEY AT 7 # ) ME%Z R D ScanSetting 7 7 =V F&2ERLZE T, Z
@ ScanSetting 7 7> = 7 b D&#IIE default TY,
Pz
A=A r7v0ay ha—IVTL—r/—RET—H—/—RKDBA, AV T4 7
VARF Y VET—A—/—RearvbO—=LT L=V /—RT2EEFINET, O
VISATVARAF v VIR, —BEUHORBRWRAF v VEREERT HAEMLSHY F
¥, ScanSetting 7 7YV NTE—ODO—ILDHETEHET DI EICLY., —EEDR
WiERZOEHTET XY,
¥

1. LF%2E1TL T ScanSetting 4+ 7>z bERELZ T,

I $ oc describe scansettings default -n openshift-compliance
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88

H A B

Name: default

Namespace: openshift-compliance

Labels: <none>

Annotations: <none>

API Version: compliance.openshift.io/vialphal
Kind: ScanSetting

Metadata:
Creation Timestamp: 2022-10-10T14:07:29Z
Generation: 1

Managed Fields:

API Version: compliance.openshift.io/vialphal
Fields Type: FieldsV1

fieldsV1:
f:rawResultStorage:

f:nodeSelector:

f:node-role.kubernetes.io/master:
f:pvAccessModes:
frrotation:
fisize:
fitolerations:
frroles:
f:scanTolerations:
f:schedule:
f:showNotApplicable:
f:strictNodeScan:

Manager: compliance-operator
Operation: Update
Time: 2022-10-10T14:07:29Z
Resource Version: 56111
ulD: c21d1d14-3472-47d7-a450-b924287aec90

Raw Result Storage:
Node Selector:
node-role.kubernetes.io/master:
Pv Access Modes:

ReadWriteOnce ﬂ
Rotation: 3 9
size:  1Gi @)
Tolerations:
Effect: NoSchedule
Key: node-role.kubernetes.io/master
Operator: Exists
Effect: NoExecute
Key: node.kubernetes.io/not-ready
Operator: Exists
Toleration Seconds: 300
Effect: NoExecute
Key: node.kubernetes.io/unreachable
Operator: Exists
Toleration Seconds: 300
Effect: NoSchedule



$58 1S54 7> X OPERATOR

Key: node.kubernetes.io/memory-pressure
Operator: Exists
Roles:

master

worker
Scan Tolerations: G

Operator: Exists
Schedule: 01 @
Show Not Applicable: false

Strict Node Scan: true
Events: <none>

ﬂ AV 754 7R Operator &, AF+ VDERNEEFNZ KGR 2—L4 (PV) ZERK L
9, T74IMT, AV TS54 7R Operator 1TV ZRAY—IREINDERANL—Y
IS RACDVWTHALHDIREERT DI ENTERWEZD, PVIFTI/EXE—NR
ReadWriteOnce # A L 9., X 5IC. ReadWriteOnce 7 7 A E— RIZIFEAED
PSR —THHETEEYS, AF+v VEREZNETI2VLENMHZGEIE. R a1—LEN
4V RFTBZAN/IN—Pod #FRH L TEITTEXET, ReadWriteOnce 7V X E— K% f&#
A3 2R a—L4lE, —EIC1DDPod DHAY IV NTE SO, T ANIL/N—Pod
EHIRLTLEEI W, 2 TRWESIE. OV 754 7V R Operator X EHED R F v >~
D=HDICRY) 2 —LZ=BFHETETEHA.

g A 754 7R Operator (&, BED3IDDAF+ VDRERERY 2 —LIRFL, &
W2AFvvidO—7—>arvIhxd,

g AV 754 7R Operator A F¥ v VOERAICIGBDRA ML —Y%E|Y LB TET,

¢"31$vyaiﬁaaz&—/—P%z#vy?57m774w%ﬁﬁté%ém\:n%
O/—KO—LEZFx+YLET,

Q; FIAINIRDRF Y VEBELFT TV METRTOD/—RERF vV LET,
Q FIAINMNDRF Y VRELFTI LY ME, BHOI00 ICRF v Y AEEFTLET,

T7AIWRDRFY VEEDRDYIZ, LTFORE % ST default-auto-apply = FHTE %
ER

Name: default-auto-apply

Namespace: openshift-compliance

Labels: <none>

Annotations: <none>

API Version: compliance.openshift.io/vialphai

Auto Apply Remediations: true
Auto Update Remediations: true

Kind: ScanSetting

Metadata:
Creation Timestamp: 2022-10-18T20:21:00Z
Generation: 1

Managed Fields:
API Version: compliance.openshift.io/vialphal
Fields Type: FieldsV1
fieldsV1:
f:autoApplyRemediations: ﬂ

fautoUpdateRemediations: 9
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f:rawResultStorage:
f:nodeSelector:

f:node-role.kubernetes.io/master:
f:pvAccessModes:
frrotation:
f:size:
fitolerations:
frroles:
f:scanTolerations:
f:schedule:
f:showNotApplicable:
f:strictNodeScan:
Manager: compliance-operator
Operation: Update
Time: 2022-10-18T20:21:00Z
Resource Version: 38840
UiD: 8cb0967d-05e0-4d7a-ac1c-08a7f{7e89e84
Raw Result Storage:
Node Selector:
node-role.kubernetes.io/master:
Pv Access Modes:

ReadWriteOnce
Rotation: 3
Size: 1Gi
Tolerations:
Effect: NoSchedule
Key: node-role.kubernetes.io/master
Operator: Exists
Effect: NoExecute
Key: node.kubernetes.io/not-ready
Operator: Exists
Toleration Seconds: 300
Effect: NoExecute
Key: node.kubernetes.io/unreachable
Operator: Exists
Toleration Seconds: 300
Effect: NoSchedule
Key: node.kubernetes.io/memory-pressure
Operator: Exists
Roles:
master
worker
Scan Tolerations:
Operator: Exists
Schedule: 01***

Show Not Applicable: false
Strict Node Scan: true
Events: <none>

utoUpdateRemediations & & U' autoApplyRemediations 7 5 7' % true ICERET
s BMDFIEA LICEHENEE T % ScanSetting 7 7V x4/ M EBREICERTEET,
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$58 1S54 7> X OPERATOR

2. 774V D ScanSetting 77 7 MI/NXAM 2 KL, cisB LU cis-node 707 7 1 )L & {&
ALTYZ52R49—%2Z*%+ > % ScanSettingBinding + 7> =/ M E/ER L EF T, UTIEZ
DHITY,

apiVersion: compliance.openshift.io/vialphat
kind: ScanSettingBinding
metadata:
name: cis-compliance
namespace: openshift-compliance
profiles:
- name: ocp4-cis-node
kind: Profile
apiGroup: compliance.openshift.io/vialphal
- name: ocp4-cis
kind: Profile
apiGroup: compliance.openshift.io/vialphal
settingsRef:
name: default
kind: ScanSetting
apiGroup: compliance.openshift.io/vialphai

3. L F%A%47L T ScanSettingBinding 7 7> =V M= /ER LT,
I $ oc create -f <file-name>.yaml -n openshift-compliance

TOE2ADZ DR T, ScanSettingBinding + 7Y = 2 MMEFAE XN, Binding & £V
)

Bound SR EICEDWTHEBINE T, OS54 7 R Operator & ComplianceSuite + 7'
Ty MBLUEEMIT 5N P ComplianceScan # 7V =V N &ERLE T,

4. UTFEERFTLTCAVISATVRARF vy VOEBEHALF T,
I $ oc get compliancescan -w -n openshift-compliance

2F v VIERF YV T —RITHEH, TTTDERMEMICDONE 7 = —XUIHBITLET, 1F&
AEDIGZE., AF v DERIZ NON-COMPLIANT (ICY Fd, R¥+ VEREHEAL, 775
RY—=DAVTZATVRCEDIC LD IBEOBEAEZRIAT 2 &N TEEHT, FMld. o
V7547 VA Operator EEEDEE ICDWTSR LTIV,
552.7—#—/—RTORRY—/N—Pod DRAT 21— 7T
FERY—/N— Pod I&. 4D Asset Reporting Format (ARF) 2 F + V#ER AN T 2KKEAR) 2 —»4L
(PV) Z2< >~ kL Z 9. nodeSelector Bt & U tolerations BME%FHT % &, #ERY—/\— Pod
DG ERETETET,
ZhiE. I hO—ITL—Y /) —RBKGARY) 2 —L%EIV Y N B EEHFATINTVWRVERIET
‘’IBET,
¥
e V734 7R Operator M ScanSetting 1 24 L1) Y —X (CR) #ER L 7,

a. ScanSetting CR#E& L. YAML 7 7 1 L= RFL £ (ff: rs-workers.yaml),

apiVersion: compliance.openshift.io/vialphat
kind: ScanSetting
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metadata:
name: rs-on-workers
namespace: openshift-compliance
rawResultStorage:
nodeSelector:
node-role.kubernetes.io/worker: " ﬂ
pvAccessModes:
- ReadWriteOnce
rotation: 3
size: 1Gi
tolerations:
- operator: Exists 9
roles:
- worker
- master
scanTolerations:
- operator: Exists
schedule:01***

Q AV 754 7R Operator ld, TD/—REMALTRAFv ViER% ARF BR TR
ﬁbij—o

Q EROY—/1N—Pod ld. TRTDFEREHFRLET,

b. ScanSetting CR Z{E T 2 ICI&, ROV REERITLE T,

I $ oc create -f rs-workers.yaml

i
EI-I;

e ScanSetting 7 7YV MAMERINAZ & AR T 2ICIE. ROOIT Y REEITLET,

I $ oc get scansettings rs-on-workers -n openshift-compliance -o yaml

H B

apiVersion: compliance.openshift.io/vialphat
kind: ScanSetting
metadata:
creationTimestamp: "2021-11-19T719:36:36Z"
generation: 1
name: rs-on-workers
namespace: openshift-compliance
resourceVersion: "48305"
uid: 43fdfc5f-15a7-445a-8bbc-0e4a160cd46e
rawResultStorage:
nodeSelector:
node-role.kubernetes.io/worker: "
pvAccessModes:
- ReadWriteOnce
rotation: 3
size: 1Gi
tolerations:
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- operator: Exists
roles:
- worker
- master
scanTolerations:
- operator: Exists
schedule: 01 ***
strictNodeScan: true

5.5.3. ScanSetting 1 A Y L)YV —X

ScanSetting 7 X% A1) YV —R T, scanlimits BEEFERAL T, AF¥vF—Pod DT 7 2L LD
CPUBLIUAEY —HIRREA—N—F4 RTEBZLDICRY FEF LA, AV T 54 7 R Operator I,
AF ¥ F—aVFTF—IT500Mi XE—, 100mCPUDT 7 #J)Lb%EHL. api-resource-collector
I 7+ —I2100m CPU @ 200Mi X €Y —%Z AL 9, Operator DX E) —HlIR%=ZET 2 ICId.
OLM ZF 7| Operator 7 704 A Y FEFEN L TA VX h—ILIN TV 3HE I Subscription 4 7
VIV MEZEELET,

AV 7547V A Operator DT 7L MDD CPUB LUV X EY —DFHEIRAZELTICIE, AV T4 7Y
A Operator 1) V—RHIBRDIEM ZSRL T LIV,

BF

T 7 2L MDFHEIBRN+2TIEA <, Operator £7zI& R F + +— Pod »* Out Of Memory
(OOM) 7O RICL > TIRT LEBEIEZ. 2¥ TS 4 7> R Operator & 7zl Scanner
Pod DX EY —HIRZIBPITBELHY XS,

554. )V —RBERE LVHIRDEHR

kubelet 5" Pod ®—E& LCaAVTF—%EENT B &, kubelet lFZDaAVFTFFHF—DERS L VFHIR%E
AEY—BLUVCPUDERSLUVHIREZD YT F—F V91 ALIELET, Linux TlE, avs+—
ZU8A LI, EELAFIREZERBL TEMICT 52— cgroup ZZEL F T,

CPURIBRIZ, AT F—MNMEATES CPUREIZERLE T, &EXTYa—Y) Y JHEH. Linux
A—RNWVIEZDHRZBABDHNEIDEHERLET, TDHE. H—ILIE. cgroup DEITZHEHET
XDLDICTHETHBLET,

BHOERRZAVTF— (cgroup) AT DV AT ALATEITT S5E. CPUERAREWT—/0O—
RiTlE, BRANIWT—0-R&EYESEDCPUBRENEIY B TONET, X T —ERIL Pod
DRI a—) Y JBICERINET, cgroups V2 2FAT 2/ —KTlE, AVTFHF—F V94 LhH A
EY—YIVITZAME2EY MELTERAL T, memory.min & &£ U memory.low @D E%EXET 556D
HYET,

AVTFF—HDZDFHIREBAIADAT) —%BYLUTLIETBE, Lnuxk I—RILDOXEY —FREH T
VRATLADT VT4 TICRY, XE)—%2FYHTLS5&LATVYTF—HOTOCAD I DEZEILEL
TNALEY, Pod £LFIVTFHF—DXEY —HIRIE. emptyDir REDXE) —X—XADRY) 21—
LDR—=IJIZHEBHATEET,

kubelet (&, O—AID—BFA ML= ELTTERL, VT F—XEFY—DFHINTWSE EXI(C

tmpfs emptyDir R) 2 —L%ZBHLE T, IVTFT—DXEY—EBEREZB2. TAHEITINTVS
J—RH2EMICATY —FRRBICRS7IFE, Pod DAV T H—0HIBRI WD AEEMLHY T,
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BF

AVTF—lE REPBICHOA>TCPURIRRZBAD LR TEIEA, IVTFT—DF
VA LlE, CPUBAERNMBEICERINTWVWEIEAE Pod ZhiFaVy T+ —%=FI1EL
FtA, VY—RFROAEDICAVTF—RRTTa—I)LTERUVD, BHKETINT
WBHEHBTZICIE, AV TFM4F XA Operator D NS TN a—FT 40T #5R
LTI,

555 ) YV—RERTDPod DR a— )2y

Pod MEKINBE, ATV a21—F5—EPod #1795/ —RERBIRLEY, &/ —RIZiEk, Vv —
A4 TTEI, Pod ICIRIETEZ CPUEXEY —DRARBENHYET, RTTV1—5—Ek. RY
Va—)INEAVFTFT—D) Y —REBRDEEHN. BVY—RIMTORE/ —R&LYEDLLLARD
EOICLET,

J—RDXAEY)—F/HIECPU Y Y —RDFEARIFEEBITEWVNSGETEH, BEF VI T/ —KDY)
Y—ARRERSC I ENTERWGEE, AT V1—5—F/ —RKRADPod DERERIETT DI EHDH
L) i’a—o

AVTF—2&I. LTV Y —RFRELVERZEETETET,

spec.containers[].resources.limits.cpu
spec.containers[].resources.limits.memory
spec.containers[].resources.limits.hugepages-<size>
spec.containers[].resources.requests.cpu
spec.containers|].resources.requests.memory
spec.containers[].resources.requests.hugepages-<size>

pa )

BeczDAYTF—ICRHLTOAEKREHFHREZIBETETETN, Pod DEEMLRY) Y —R
BEREFRZERTSHIEHZIUILET, FED) Y —RADHBEITIE. Pod )V —ZAD
BERFIEFRIE, Pod RICHZAVTF—TEILEIYHTO N, "BRY1 TDY
V—ABRFLIEHIREGELIEEDTTY,

Pod YV —ZDEKS & UHIRDH

apiVersion: vi
kind: Pod
metadata:
name: frontend
spec:
containers:
- name: app
image: images.my-company.example/app:v4
resources:
requests: ﬂ
memory: "64Mi"
cpu: "250m"
limits: 9
memory: "128Mi"
cpu: "500m"
- name: log-aggregator
image: images.my-company.example/log-aggregator:vé
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resources:
requests:
memory: "64Mi"
cpu: "250m"
limits:
memory: "128Mi"
cpu: "500m"

‘D ZDPodE64MIDAEY —E250mCPUAEERLTWET,

g Pod D&IRRIZ 128 MiDAEY —&E 500mCPU & LTEEINE T,

56.3> 7547 RXOPERATOR IZDWT

3V 754 7 A Operator 2{FH9 % &, OpenShift Container Platform BIEE&E (LI S A9 —DHE
BRAVT ATV RREERBL, BETEI2X vy TP TN E2BETIHECOVTOBMEERMEL
¥9, A TS5 4 7> R Operator &, OpenShift Container Platform @ Kubernetes APl 1) YV — 2 &
VSR —%RT$TZ/—ROBADPAYV TSA TV A%FHAELE 9., 3> T >4 7> R Operator
&, NISTEREY —ILT#H S OpenSCAP ZFAL T, IVFT VYN RHKITZEF2 YT+ —RYI—%
2Fvv L, ThEBEALZFY,

BF

Y 754 7 R Operator I& Red Hat Enterprise Linux CoreOS (RHCOS) 7041 X~
NCTOAFATEZY,

5.6.1. Compliance Operator ® 707 7 1 L
OV 7547 >R Operator DA VA M—)LO—E& L THARERTO7 71 LIFEHHY £9, oc
get IY Y RAFERALT, EAAFEATOZ7 74/, 7OT7 71 ILOFM. BLVCREDIL—ILERT
TEZXY,

o FIAMEEATOZ77MILERTLET,

I $ oc get -n openshift-compliance profiles.compliance

HhH
NAME AGE
ocp4-cis 94m
ocp4-cis-node 94m
ocp4-e8 94m
ocp4-high 94m

ocp4-high-node 94m
ocp4-moderate 94m
ocp4-moderate-node 94m
ocp4-nerc-cip 94m
ocp4-nerc-cip-node 94m
ocp4-pci-dss 94m
ocp4-pci-dss-node  94m
rhcos4-e8 94m
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rhcos4-high 94m
rhcos4-moderate  94m
rhcos4-nerc-cip  94m

Insn7a7740E BRORARZAVTSATVARYFIY—U%KRLET, &70
T, BREOEKENTOT7 7 A IINEZDEEHEE L TEMINE S, ocps-e8 |E
Essential 8 X F < — % % OpenShift Container Platform & 5@ L. rhcos4-e8 (£
Essential 8 X F < — % % Red Hat Enterprise Linux CoreOS (RHCOS) & IC#EA L £ 9,

o LUTDOYY RAEZETLT. rhcosd-e8 7O 7 7M1 IILDFMERRLF T,

I $ oc get -n openshift-compliance -oyaml profiles.compliance rhcos4-e8

H A B

apiVersion: compliance.openshift.io/vialphat
description: "This profile contains configuration checks for Red Hat Enterprise Linux
CoreQS that align to the Australian Cyber Security Centre (ACSC) Essential Eight.
A copy of the Essential Eight in Linux Environments guide can be found at the ACSC
website: https://www.cyber.gov.au/acsc/view-all-content/publications/hardening-linux-
workstations-and-servers'
id: xccdf_org.ssgproject.content_profile_e8
kind: Profile
metadata:
annotations:
compliance.openshift.io/image-digest: pb-rhcos4hrdkm
compliance.openshift.io/product: redhat_enterprise_linux_coreos_4
compliance.openshift.io/product-type: Node
creationTimestamp: "2022-10-19T12:06:49Z2"
generation: 1
labels:
compliance.openshift.io/profile-bundle: rhcos4
name: rhcos4-e8
namespace: openshift-compliance
ownerReferences:
- apiVersion: compliance.openshift.io/vialphai
blockOwnerDeletion: true
controller: true
kind: ProfileBundle
name: rhcos4
uid: 22350850-af4a-4f5c-9a42-5e7b68b82d7d
resourceVersion: "43699"
uid: 86353f70-28f7-40b4-bf0e-6289ec33675b
rules:
- rhcos4-accounts-no-uid-except-zero
- rhcos4-audit-rules-dac-modification-chmod
- rhcos4-audit-rules-dac-modification-chown
- rhcos4-audit-rules-execution-chcon
- rhcos4-audit-rules-execution-restorecon
- rhcos4-audit-rules-execution-semanage
- rhcos4-audit-rules-execution-setfiles
- rhcos4-audit-rules-execution-setsebool
- rhcos4-audit-rules-execution-seunshare
- rhcos4-audit-rules-kernel-module-loading-delete
- rhcos4-audit-rules-kernel-module-loading-finit
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- rhcos4-audit-rules-kernel-module-loading-init
- rhcos4-audit-rules-login-events

- rhcos4-audit-rules-login-events-faillock

- rhcos4-audit-rules-login-events-lastlog

- rhcos4-audit-rules-login-events-tallylog

- rhcos4-audit-rules-networkconfig-modification
rhcos4-audit-rules-sysadmin-actions
rhcos4-audit-rules-time-adjtimex
rhcos4-audit-rules-time-clock-settime
rhcos4-audit-rules-time-settimeofday
rhcos4-audit-rules-time-stime
rhcos4-audit-rules-time-watch-localtime
rhcos4-audit-rules-usergroup-modification
rhcos4-auditd-data-retention-flush
rhcos4-auditd-freq
rhcos4-auditd-local-events
rhcos4-auditd-log-format
rhcos4-auditd-name-format
rhcos4-auditd-write-logs
rhcos4-configure-crypto-policy

- rhcos4-configure-ssh-crypto-policy

- rhcos4-no-empty-passwords
rhcos4-selinux-policytype

- rhcos4-selinux-state

- rhcos4-service-auditd-enabled

- rhcos4-sshd-disable-empty-passwords

- rhcos4-sshd-disable-gssapi-auth

- rhcos4-sshd-disable-rhosts

- rhcos4-sshd-disable-root-login

- rhcos4-sshd-disable-user-known-hosts

- rhcos4-sshd-do-not-permit-user-env

- rhcos4-sshd-enable-strictmodes

- rhcos4-sshd-print-last-log

- rhcos4-sshd-set-loglevel-info
rhcos4-sysctl-kernel-dmesg-restrict

- rhcos4-sysctl-kernel-kptr-restrict

- rhcos4-sysctl-kernel-randomize-va-space
- rhcos4-sysctl-kernel-unprivileged-bpf-disabled
- rhcos4-sysctl-kernel-yama-ptrace-scope

- rhcos4-sysctl-net-core-bpf-jit-harden

title: Australian Cyber Security Centre (ACSC) Essential Eight

o UTDIv Y R%EREFTL T, rhcosd-audit-rules-login-events JL—JL DFFMI#RR-LE T,

I $ oc get -n openshift-compliance -oyaml rules rhcos4-audit-rules-login-events

H A B

apiVersion: compliance.openshift.io/vialphat
checkType: Node
description: |-

The audit system already collects login information for all users and root. If the auditd
daemon is configured to use the augenrules program to read audit rules during daemon
startup (the default), add the following lines to a file with suffix.rules in the directory
/etc/audit/rules.d in order to watch for attempted manual edits of files involved in storing
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logon events:

-w /var/log/tallylog -p wa -k logins
-w /var/run/faillock -p wa -k logins
-w /var/log/lastlog -p wa -k logins

If the auditd daemon is configured to use the auditctl utility to read audit rules during
daemon startup, add the following lines to /etc/audit/audit.rules file in order to watch for
unattempted manual edits of files involved in storing logon events:

-w /var/log/tallylog -p wa -k logins
-w /var/run/faillock -p wa -k logins
-w /var/log/lastlog -p wa -k logins
id: xccdf_org.ssgproject.content_rule_audit_rules_login_events
kind: Rule
metadata:
annotations:
compliance.openshift.io/image-digest: pb-rhcos4hrdkm
compliance.openshift.io/rule: audit-rules-login-events
control.compliance.openshift.io/NIST-800-53: AU-2(d);AU-12(c);AC-6(9);CM-6(a)
control.compliance.openshift.io/PCI-DSS: Req-10.2.3
policies.open-cluster-management.io/controls: AU-2(d),AU-12(c),AC-6(9),CM-6(a),Req-
10.2.3
policies.open-cluster-management.io/standards: NIST-800-53,PCI-DSS
creationTimestamp: "2022-10-19T12:07:08Z2"
generation: 1
labels:
compliance.openshift.io/profile-bundle: rhcos4
name: rhcos4-audit-rules-login-events
namespace: openshift-compliance
ownerReferences:
- apiVersion: compliance.openshift.io/vialphai
blockOwnerDeletion: true
controller: true
kind: ProfileBundle
name: rhcos4
uid: 22350850-af4a-4f5¢c-9a42-5e7b68b82d7d
resourceVersion: "44819"
uid: 75872f1f-3c¢93-40ca-a69d-44e5438824a4
rationale: Manual editing of these files may indicate nefarious activity, such as
an attacker attempting to remove evidence of an intrusion.
severity: medium
title: Record Attempts to Alter Logon and Logout Events
warning: Manual editing of these files may indicate nefarious activity, such as an
attacker attempting to remove evidence of an intrusion.

57.3> 724 7> X OPERATOR DEIE

AtV avTlE, AVTSATVRAVTFVYDERININ—VavaFRTZHEY. hAY LA
ProfileBundle # 7Y =V N & {ERR§ B2 AiEiE, X2 ) T4 —aV0FoVYDZATHA47ILIZDW
TEREALZE Y,

5.7.1. ProfileBundle CR M3l

ProfileBundle # 7> = & MCI&. contentimage A& N30V T F—A A—YDURLE, VTS
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ATVRAVTVIYDNEEND T 74D 2 DDEHRNMUETT, contentFile /KT A —4—FT 74
WORTFLDIL—MIESLET, UTOHIDLDIC. EJL bA > D rhcos4 ProfileBundle + 72 =
JhNEEHTEET,
apiVersion: compliance.openshift.io/vialphat
kind: ProfileBundle
metadata:
creationTimestamp: "2022-10-19T12:06:30Z"
finalizers:
- profilebundle.finalizers.compliance.openshift.io
generation: 1
name: rhcos4
namespace: openshift-compliance
resourceVersion: "46741"
uid: 22350850-af4a-4f5c-9a42-5e7b68b82d7d
spec:
contentFile: ssg-rhcos4-ds.xml ﬂ
éontentlmage: registry.redhat.io/compliance/openshift-compliance-content-rhel8@sha256:900e...
status:
conditions:
- lastTransitionTime: "2022-10-19T12:07:51Z2"
message: Profile bundle successfully parsed
reason: Valid
status: "True"
type: Ready
dataStreamStatus: VALID

AVTSATVRAVTFUYDNEENSE 7 71 IILDIGAR,

AT YA A= DGR,

BE
AVF VYA RX=VIFERHINDER—1 A= CIE, coreutils S ENDZHEN
HYFET,

5.72. %254 —aVFVYDEHR

TXxal)F4—aVFVIiE, ProfileBundle # 7Y 9 A SBT 2T F—AX—YELTEE
NnF 9, ProfileBundles ., JL—I)LZF/ZTO7 74 ILBREDNY RILHASEBFINIZARY LY
Y—ANDEHEERIGERT SICE. 97DORDYICYI VA MEFERLCAY IS4 7RV
TUYEREDAVTIF—A A=V EHILET,

I $ oc -n openshift-compliance get profilebundles rhcos4 -oyaml
Hh

apiVersion: compliance.openshift.io/vialphat
kind: ProfileBundle
metadata:

creationTimestamp: "2022-10-19T12:06:30Z"
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finalizers:
- profilebundle.finalizers.compliance.openshift.io
generation: 1
name: rhcos4
namespace: openshift-compliance
resourceVersion: "46741"
uid: 22350850-af4a-4f5c-9a42-5e7b68b82d7d
spec:
contentFile: ssg-rhcos4-ds.xml
contentimage: registry.redhat.io/compliance/openshift-compliance-content-rhel8@sha256:900e...

status:

conditions:

- lastTransitionTime: "2022-10-19T12:07:51Z"
message: Profile bundle successfully parsed
reason: Valid
status: "True"
type: Ready

dataStreamStatus: VALID

@ tx1UF—aVFF—Ax—Y,

ZhEno ProfileBundle (37704 XY N THR—KMINZET, IV F 54 7> R Operator BV
TFHF—AX—VFA VI AMNDEREINALIEEZRMTZE. 7704 XAV MIEFEERBL, VT
VYEBUBATAEIICEHFINET, §70KDYICYA Pz A MNAFERAT I, BRELATRAT
A0 7 74ty NEERATEEY,

5.7.3. BEIER
e VTS 4 7R Operator lExy NT7—IHFIRINABRETHR— NI TWET, FH
&, Ry 7= HEIBR I N/IRE TO Operator Lifecycle Manager Offf #S8B L T 7£X
(A
5.8.0Y 754 7> X OPERATOR D%
O 754 7R Operator IZI&, BMDERER L THEATEZ7O07 74 ULARABMINETA, Th
SIEHBO——XB L VEBEHG AR LT LDIIEREINZMENHY EY, 7O 74 EEET 70O
TR, T=FVT ERENET,

OY 754 7R Operator (&, TailoredProfile # 7Y ¥ h&RM L, 7OT7 71 ILERAEBLET,

5.8.1LABINA=707 71 ILOHRIEMK

TailoredProfile 7 7>z V h&FHAL T, ABEINZT7OT7 742 OrSERTEFT, BA
Y4 ML & B #REL. extends 74 —/LRAEZDFFICLET, TOHARYLTOAT 7M1 ILHE
MEZ2AXv DY TS5 T54 T VR Operator ICIBELZE T,

o /—RDRAFvV:ARL—FTAVIIATLERAF Y LET,

o 7S5y NI —LRAF¥+¥V:OpenShift i REEZAFY >V LET,
FIE
TailoredProfile 7 7 =V NMIUTDT7 /57— a V%R ELE T,
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$58 1S54 7> X OPERATOR

+.#5l new-profile.yaml

apiVersion: compliance.openshift.io/vialphat
kind: TailoredProfile
metadata:

name: new-profile

annotations:

compliance.openshift.io/product-type: Node ﬂ

spec:

extends:

description: My custom profile 9

title: Custom profile

@ TNICALUT Node %7213 Platform &3 E L E 9.
g description 7 1 —JL K& A LT, # L\ TailoredProfile 7 7Y 0 hDigeAEHB L X7,

g title 7 1 —JL K. TailoredProfile # 7 =4 MNMZ¥ 4 MNLERIFET,

R

TailoredProfile 7 7 =7 @D &Rl 7 1 —JL KIZ -node EEFAZEBINT 5T &
IZ. Node RV A TDT7 /) F—>avaEEBMTA2IEERAETHY., AL —
FAVIVRTLRAF Yy VU EERLEFT,

582.AEINLTOT 74 IV % EA L ZBEEFD ProfileBundles DI:5k

TailoredProfile CR (35t — T — 3 ) v JREZHBMICT 52— T. XCCDF R (F OpenSCAP
TO774IVORABICEIIZ2LYSCOERTRELRELF T, I 5IC. BEALIATIC OpenScap % fE
LTWEGE, BEDOXCCOF 77— U V774D EEL, ChZBHATESA8EEL’HY X
_a—o

ComplianceSuite 7 72 =7 MIlE, ARV LDT—F )V T IT7AINIIRA VY NTEBAF T3y
@ TailoringConfigMap BN S £ £ 9, TailoringConfigMap BEDEIFREY Y TOZFI T,
ZhiZiE, tailoring.xml WD F—AEFFNBRENHY., ZOF—DERZT—ZY > 70avFTUY
T“’a—o

¥
1. Red Hat Enterprise Linux CoreOS (RHCOS) ProfileBundle OF A RERIL—IL A BB L X T,

$ oc get rules.compliance -n openshift-compliance -1 compliance.openshift.io/profile-
bundle=rhcos4

2. AU ProfileBundle TR EAELEHASRBLE T,

$ oc get variables.compliance -n openshift-compliance -1 compliance.openshift.io/profile-
bundle=rhcos4

3. nist-moderate-modified & W\ ZRIDFABINALTOT7 71 ILEEHRLE T,

a. AEIN/=70O7 71 )l nist-moderate-modified (BT BIL—ILAZBRLFT, ZDF
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Tl 22D —ILEEMICL, 1 DDEEZEET S &ICELY. rhcosd-moderate 7’0
774V EIRLZE Y, rationale lEAERE LT, ChoDEENMMAONALERAZEHL

i-g_o

new-profile-node.yaml Dl

apiVersion: compliance.openshift.io/vialphat
kind: TailoredProfile
metadata:
name: nist-moderate-modified
spec:
extends: rhcos4-moderate
description: NIST moderate profile
title: My modified NIST moderate profile
disableRules:
- name: rhcos4-file-permissions-var-log-messages

rationale: The file contains logs of error messages in the system

- name: rhcos4-account-disable-post-pw-expiration
rationale: No need to check this as it comes from the IdP
setValues:
- name: rhcos4-var-selinux-state
rationale: Organizational requirements
value: permissive

xR52 ARy I EROREH

B ShBA

extends Z @ TailoredProfile »*EJL KX 3 Profile 47>z hD
AT

title AR ¥I5% T % % TailoredProfile % 1 kL,

disableRules ZHIE L VEBUBAORTO—&E, ZRIZEIC, EMICT S
W=IF Tz bDERIESRLE T, BHROBUOMEIL.
ABEDHIEETEDLTFRARNT, IL—ILBEMICA > TWBIER
HEMRLET,

manualRules ZHIE L UEBUBALORTD—E, FEIIL—ILEBINT S
s, FIvIRRODRAT—4 REEICmanual Iy, BEIR
ERINFREA, COBEHEIFEEITHY. FEIIL—ILE LTE
EINTWBFEE., T74IMTIIEDLHY FHA,

enableRules ZHIE L VEBUBAORTO—&E, GRIZEIC, BMICT S
W=IF Tz bDERIESRLE T, BHROBUOMEIL.
ABEDHIEETEDLTFRARNT, L—ILBEMICAE > TWBIER
HEMRLET,

description TailoredProfile Z52itk 3 2 AFDHIGRCTE 5T F R N,
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B S
setValues ZEl. ERMEIL, BLCEBOIIL—TIEO—E, &LR1IZE

ty bOZREBRLET. OEROBIIE, Bty b2
B 5. ABOIUHTESTFRPTT, COBREBORE
<7,

b. tailoredProfile.spec.manualRules B %EML £7,

tailoredProfile.spec.manualRules.yami {5l

apiVersion: compliance.openshift.io/vialphat
kind: TailoredProfile
metadata:

name: ocp4-manual-scc-check
spec:

extends: ocp4-cis

description: This profile extends ocp4-cis by forcing the SCC check to always return
MANUAL

titte: OCP4 CIS profile with manual SCC check

manualRules:

- name: ocp4-scc-limit-container-allowed-capabilities
rationale: We use third party software that installs its own SCC with extra privileges

c. TailoredProfile # 7> =V N&{ERK L £7,
I $ oc create -n openshift-compliance -f new-profile-node.yami ﬂ

Q TailoredProfile = 7> = 7 MM&. 77 #JL b @D openshift-compliance namespace T
FERINE T,

H A B

I tailoredprofile.compliance.openshift.io/nist-moderate-modified created

4. ScanSettingBinding A 7> =/ FA2E&HL T, HLWAEINAZTOT 7 1L nist-
moderate-modified =7 7 #+ JL k@D ScanSetting 7 7> V7 MINA VY KLZET,

new-scansettingbinding.yaml Ml

apiVersion: compliance.openshift.io/vialphat
kind: ScanSettingBinding
metadata:
name: nist-moderate-modified
profiles:
- apiGroup: compliance.openshift.io/vialphat
kind: Profile
name: ocp4-moderate
- apiGroup: compliance.openshift.io/vialphat
kind: TailoredProfile
name: nist-moderate-modified
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settingsRef:
apiGroup: compliance.openshift.io/vialphai
kind: ScanSetting
name: default

5. ScanSettingBinding 4 7> =7 N &ER L E T,

I $ oc create -n openshift-compliance -f new-scansettingbinding.yami

H A B

I scansettingbinding.compliance.openshift.io/nist-moderate-modified created

5.9. Y 754 72X OPERATOR DKL DIERDEE

OpenShift Container Platform 2 S 24 —DAY 754 7V R %FBAT IC. BEEHMNTRAF v VD
ERERBTI2VELNHZHEDDHY T,

59.1.K#EAR) 2a—LhS5DIY TS5 4 7 X Operator DERIMIDIERDENE

FI7

OV 754 7> R Operator l&, RIMTDFEREEK L., IhEkiEARY 2 —LILRELEFT, hb
DH#ERIE Asset Reporting Format (ARF) TEBRINFE T,

1. ComplianceSuite # 7> =7 N &R L £,

$ oc get compliancesuites nist-moderate-modified \
-0 json -n openshift-compliance | jq ".status.scanStatuses[].resultsStorage'

H A B

"name": "ocp4-moderate”,
"namespace": "openshift-compliance”

1

{
"name": "nist-moderate-modified-master”,
"namespace": "openshift-compliance”

!

{
"name": "nist-moderate-modified-worker",
"namespace": "openshift-compliance”

1

INhiE, RINITOHBERICT IV EATEZXKERY) 1 —LEK(PVC) ZRRLET,

2. BEROWTNADARBIE namespace ZHAL T, RIMITT—9 DigfafERL £,

I $ oc get pvc -n openshift-compliance rhcos4-moderate-worker

H A B
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NAME STATUS VOLUME CAPACITY ACCESS MODES
STORAGECLASS AGE

rhcos4-moderate-worker Bound pvc-548f6cfe-164b-42fe-ba13-a07cfbc77f3a 1Gi RWO
agp2 92m

3. R)a—L%A2IY TS BPodZEEL., EREAZIE—LT, RKINITOERZ7zvyFLE
-a—o

I $ oc create -n openshift-compliance -f pod.yaml
pod.yaml DBl

apiVersion: "v1"
kind: Pod
metadata:
name: pv-extract
spec:
containers:
- name: pv-extract-pod
image: registry.access.redhat.com/ubi8/ubi
command: ["sleep”, "3000"]
volumeMounts:
- mountPath: "/workers-scan-results”
name: workers-scan-vol
volumes:
- name: workers-scan-vol
persistentVolumeClaim:
claimName: rhcos4-moderate-worker

4. Pod DETHIC, BRAE=F U O—KNLET,

I $ oc cp pv-extract:/workers-scan-results -n openshift-compliance .

BF

KR 21 —L%E<T TV NT % Pod BT % &, EXIE Bound & L TREFS
nExd, FRFORY 2 —LDAML—CISADIR—=Z v aun
ReadWriteOnce ICEREINTWSBIHFE., RN a2 —LIE—EIC1DD PodIZL >
TOHY IV NABETY, BT L72D Pod 2HIRT Z2RERrHYET, TIL
W&, Operator [Z Pod 2247 Y2—JL L, #fEL THRREE ZDBMAICEEL
RTBZEDNTERCRYET,

5. BRI T L7c1RIC, Pod ZHIFRTEX Y,

I $ oc delete pod pv-extract -n openshift-compliance

5.10. 1~ 754 7> X OPERATOR DR L BEDEE
ZhZhd ComplianceCheckResult (&, 12DAY TSA TV RIL—ILFzv IDERERLET,

IL—IL % BEIMICIBE T X %354, ComplianceCheckResult IC& > TRrEXI TS, ACARIEED
ComplianceRemediation = 72 = ¥ NAMERI N E T, BEILBERINAGWVWERY ., BEIXEEICE
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AIhFEFtHA. ThiZLY, OpenShift Container Platform O EREIXEEANT =R L. MIZICD
HMEBEBAT DI ENTEET,

5001 AV TSATVARAF IV IEROD T4 ILY —

77 #JU M T, ComplianceCheckResult 7 7> =7 M, Fxv I/ DI T —BLCHEROERE
ICRDRATY THERET DI EATARICT ZERASNRILIERG T ONET,

REDRA—KMNIBTZFzvIa—EXRRLFT,

$ oc get -n openshift-compliance compliancecheckresults \
-l compliance.openshift.io/suite=workers-compliancesuite

BEDRAXYVICBRT2Fzv I a—EBRRLET,

$ oc get -n openshift-compliance compliancecheckresults \
-I compliance.openshift.io/scan=workers-scan

§ R T®D ComplianceCheckResult = 7'~ = 7 b #* ComplianceRemediation 7 7> = & N & {ERR T
2RTIEHY FHA, BEIMICIEETEX 2 ComplianceCheckResult 7 72 7 hDHICALY F

9, ComplianceCheckResult = 7> = 7 hIZIZ, compliance.openshift.io/automated-remediation
SN TINIAIFEINBIGRICEET 2BEN S INE T, BEOEZREF v VDEREBLT
ER

HEMICBETE2REDOHEFIVvIZINT—ERTLIET,

$ oc get -n openshift-compliance compliancecheckresults \
-I 'compliance.openshift.io/check-status=FAIL,compliance.openshift.io/automated-remediation’

KBELEIANTOF v 7V 2ERERIC—ERTLET,

$ oc get compliancecheckresults -n openshift-compliance \
-| 'compliance.openshift.io/check-status=FAIL,compliance.openshift.io/check-severity=high'

Hh
NAME STATUS SEVERITY
nist-moderate-modified-master-configure-crypto-policy FAIL  high

nist-moderate-modified-master-coreos-pti-kernel-argument FAIL  high
nist-moderate-modified-master-disable-ctrlaltdel-burstaction FAIL  high
nist-moderate-modified-master-disable-ctrlaltdel-reboot FAIL  high

nist-moderate-modified-master-enable-fips-mode FAIL  high
nist-moderate-modified-master-no-empty-passwords FAIL  high
nist-moderate-modified-master-selinux-state FAIL  high
nist-moderate-modified-worker-configure-crypto-policy FAIL  high

nist-moderate-modified-worker-coreos-pti-kernel-argument FAIL  high
nist-moderate-modified-worker-disable-ctrlaltdel-burstaction FAIL  high
nist-moderate-modified-worker-disable-ctrlaltdel-reboot FAIL  high

nist-moderate-modified-worker-enable-fips-mode FAIL  high
nist-moderate-modified-worker-no-empty-passwords FAIL  high
nist-moderate-modified-worker-selinux-state FAIL  high
ocp4-moderate-configure-network-policies-namespaces FAIL  high
ocp4-moderate-fips-mode-enabled-on-all-nodes FAIL  high
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$58 1S54 7> X OPERATOR

FHTEBEITILEDHIBEDOHZF v I 2INT—EXRTLET,

$ oc get -n openshift-compliance compliancecheckresults \
-I 'compliance.openshift.io/check-status=FAIL,!lcompliance.openshift.io/automated-remediation’

FHL ZBEDOFIEIEL. BF ComplianceCheckResult + 72 = 7 k@ description BHEICREI T
9,

5.3 ComplianceCheckResult Status

ComplianceCheckResult Status B

PASS AVTSAT7VRFzvINET L, RALEFL
7=

FAIL AVTSATVRF IV INRT B ETEITI

., KBLELEL,

INFO AVTSATUVRF IV IDNRTTHFTEITI
N, IS—ERBAINZIEFERANTEHAVWEDAR
oY F L7,

MANUAL AVTSATVRAF T Y VICIE, B FEIEKRE%E
BEIMWICTEME T 2 AEIBRWH, FEITFzv Y
TEILELRAHYET,

INCONSISTENT AVTSATYRF IV IR, SEERY—R (B
BEISRI—)—R)DODI EIEREREME
LY,

ERROR AVTSATYVRFI Vv IREFINELEN, E

LKETTEFEFEATLE,

NOT-APPLICABLE FH LAV, FERIGBERIhTLWRWD, OV
SATVRAF IV IREEITINELEATLE,

5.10.2. (815 DHER

ComplianceRemediation = 7 = ¥ k. 8L MEE%ZFE T % ComplianceCheckResult 7 72 = &
NS %S L £9 ., ComplianceCheckResult 7 7> =7 Mlidk, Fx v IRBEPH—/\—Dit1b
BELREOANBNHGETE 28R, BFLUVEREPEET S X2 )T+—2y bO—ILREDHD
metadata *S 1 £ 3., ComplianceRemediation = 7'~ = ¥ k&, ComplianceCheckResult (Z5i
BAINTW2REBEEBET2HEE2RLET, RIDDRAF v %, MissingDependencies IRAEDER
EHERLET,

LUFIE. sysctl-net-ipv4-conf-all-accept-redirects & WO F v /B L MBEDOHI TS, ZDHFIT
I&. spec & &£ U status DA% FR L. metadata [FEIET 2L D ICHREINhTVET,

spec:
apply: false
current:
object:
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apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig

spec:
config:
ignition:
version: 3.2.0
storage:
files:
- path: /etc/sysctl.d/75-sysctl_net_ipv4_conf_all_accept_redirects.conf
mode: 0644
contents:

source: data:,net.ipv4.conf.all.accept_redirects%3D0
outdated: {}
status:
applicationState: NotApplied

EE R4 O— R spec.current BHICRFEINE T, X4 O— NIZIE Kubernetes 7 72 29 M & FH
THRIENTEETN, COBEIR/ —RAF v VICL>TERI N, LEDFIDBERIO—
K& MachineConfig # 7Y = ¥ MI&Y £9, Platform X ¥+~ Tld, BERMAO—KRIEZE L DIHFE
(ConfigMap ¥ Secret # 72 =V MR &) ERZBROA TV / MY F TN, BEIEEZER
IKDOWTITEBEENHBTLET, 5 THRWESICIE. OY 7354 7~ X Operator ITIENED
Kubernetes # 7Y =V N &S 27 DICHERICIBEWR—Iv > arvDty MREICARZZHT
¥, Platform F = v 7 DEEHIE, RIFERBEINET,

BEIMERINIBICBENT 2 ERICHERTE 2L II10F 57/0I1C. MachineConfig =7 7> =7 b+
DOARBIFZED Ignition 7 7V U MEFRALET, BRICDOWTOFMIE, Ignition ftik 28R LT
XV, ZDfITIE. spec.config.storage.files[0].path BltiZ. CDEBEICL > TERINZ 7 7

1 JU (Jetc/sysctl.d/75-sysctl_net_ipv4_conf_all_accept_redirects.conf) % {5
L. spec.config.storage.files[0].contents.source BIEIEZD 7 7 1 ILODABEEBELE T,

P
77 4IDOREIFURL TTYA—RINET,

LIR®D Python 22 Y 7 h&2FALT, AvFUyYaERRLET,

$ echo "net.ipv4.conf.all.accept_redirects%3D0" | python3 -¢ "import sys, urllib.parse;
print(urllib.parse.unquote(".join(sys.stdin.readlines())))"

H A B

I net.ipv4.conf.all.accept_redirects=0

5103. H AR A RINIT IV VERETS— IV EFRAT R EXICEBEAERETS

#1 X4 Is MachineConfigPool % {9 % & X (&, MachineConfigPool (25 ~NJL%EH L
T. KubeletConfig IZ7F7£ 3 % machineConfigPoolSelector % ® <~ JL % MachineConfigPool &
—HBIEFBIENTEDLIICLET,
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$58 1S54 7> X OPERATOR

BF

OV 754 7> R Operator MMEEDBEA%# T L7<1IC. MachineConfigPool 7+ 7
Iy MO FHETBELEEMBRTEIRVAREELH S5, KubeletConfig 7 7 1
JLTI&. protectKernelDefaults:false Z5%E L R W T 72X Wy,

FIE
. /J—RFRE—EBXRRLZXT,

I $ oc get nodes -n openshift-compliance

H A B

NAME STATUS ROLES AGE VERSION

ip-10-0-128-92.us-east-2.compute.internal Ready master 5h21m v1.23.3+d99c04f
ip-10-0-158-32.us-east-2.compute.internal Ready worker 5h17m v1.23.3+d99c04f
ip-10-0-166-81.us-east-2.compute.internal Ready worker 5h17m v1.23.3+d99c04f
ip-10-0-171-170.us-east-2.compute.internal Ready master 5h21m v1.23.3+d99c04f
ip-10-0-197-35.us-east-2.compute.internal Ready master 5h22m v1.23.3+d99c04f

2. /J—RIZZNILZEMLET,

$ oc -n openshift-compliance \
label node ip-10-0-166-81.us-east-2.compute.internal \
node-role.kubernetes.io/<machine_config_pool_name>=

H A B

I node/ip-10-0-166-81.us-east-2.compute.internal labeled

3. 7124 A MachineConfigPool CR Z{Em L £ 7

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
name: <machine_config_pool_name>
labels:
pools.operator.machineconfiguration.openshift.io/<machine_config_pool_name>:" ﬂ
spec:
machineConfigSelector:
matchExpressions:
- {key: machineconfiguration.openshift.io/role, operator: In, values: [worker,
<machine_config_pool_name>]}
nodeSelector:
matchLabels:
node-role.kubernetes.io/<machine_config_pool_name>: ""

‘D labels 7 41 —JL Rid, ¥< VEBET—IL (MCP) ICBMT B SNILEEEHELET,

4. MCPAEEICERINAZ EAERALET,
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I $ oc get mep -w

5.10.4. 77 # )L M DEREE% £ & IT L %= KubeletConfig JL— L @ 5

OpenShift Container Platform 1 Y 73 A RSV F v —ICIE, RIRFICAREREBE 7 7M1 ILAEFN
BiGEadHY. /— K& BREA T aVARELTVWRHEICE. REBEIT 74 NTHZIE%
MELEYT, —HOREA T avidk, AV RSAVBIHRELTETIENTEET, TOHER, O
V54T VA Operator l&/ —REDRERET7 7 A IDREDNEIDEERETIEF A, THIE IL—
WFzyv I THERAINDA T a VI RELTWDARESENHZLHTT,

FIAINDEREEINF Y IICERTEZEVNDTZTA—IARAT 14 TOBRICHES WL DI, 3
VTS5A4 T VA Operator i&/ — K/ 7OF>—API 2FALT/ —ROT—ILRICHSZ / —RTEITE
ExEI7TVFL, RI/—RT—ILAD /) — REETEEUI’TBNALRELS T2 avIRTET 7141
ICIRETBIET, DT 7AIUDRR/ —RT—ILHRADL/ —RDREERLFTT, ThickY, R
FvUBROBEN A ALLET,

FTIAINMNDTRY—BLVOT—H— /—RT—ILBETCIOHEESFERTEHIC. BINDEREL
BIIHEHY FHA,

5105. H R L/ —RT—ILDODRF vV

Y7547 Operator I, &/ — K T—IEREOIE—%2#HFELEEA, AV TSIA1T VR
Operator l&, B—/ — R T—I)LHDTRTD/ —RIZODWT—EMDHZEREA TV a v ERET 7
ANDID2OAE—ICEHNLET, RIC, IV T 54 TR Operator l&, HED/ — K TF—ILDRE
774NV EFERALT, ZOT—ILAD ./ — RIZRH L TIL—ILEFE@L £7

DSAI—DBTI7AINNDIT—h— /) —RBELVIXRY— /=R T=IWADIHRY L/ —RT—I%
FRT 254, AV T34 T7 VX Operator BBZD ./ — R T—ILDRET 7M1 ILEENTED LD ITE
MOEREIRET 2MHENHY XY,

FIR

1. master. worker, LU HR Y LDexample / — R T—ILEELCHY Y TIV IS RAY—KHNDT
RTCDT=IIIF L TCEREEF v V9 %ICIL,. TailoredProfile = 72 = - kM ocp-var-role-
master & & U' opc-var-role-worker 7 1 —JL KD{E% example ICERE L £ 7,

apiVersion: compliance.openshift.io/vialphat
kind: TailoredProfile
metadata:
name: cis-example-tp
spec:
extends: ocp4-cis
title: My modified NIST profile to scan example nodes
setValues:
- name: ocp4-var-role-master
value: example
rationale: test for example nodes
- name: ocp4-var-role-worker
value: example
rationale: test for example nodes
description: cis-example-scan

2. ScanSettingBinding CR IZfRF XN 5 ScanSetting & 7> = 7 ~IC example O—JL%ENM L
9,
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3. ScanSettingBindingCR Z{#fA T2 XA F vV ZER L £ 7,

apiVersion: compliance.openshift.io/vialphat
kind: ScanSetting

metadata:
name: default
namespace: openshift-compliance
rawResultStorage:
rotation: 3
size: 1Gi
roles:
- worker
- master
- example
scanTolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/master
operator: Exists
schedule:'0 1 ** ™

apiVersion: compliance.openshift.io/vialphat
kind: ScanSettingBinding
metadata:
name: cis
namespace: openshift-compliance
profiles:
- apiGroup: compliance.openshift.io/vialphal
kind: Profile
name: ocp4-cis
- apiGroup: compliance.openshift.io/vialphal
kind: Profile
name: ocp4-cis-node
- apiGroup: compliance.openshift.io/vialphal
kind: TailoredProfile
name: cis-example-tp
settingsRef:
apiGroup: compliance.openshift.io/vialphai
kind: ScanSetting
name: default

$58 1S54 7> X OPERATOR

3> 754 7> R Operator |& Node/Proxy APl 4+ 72 =7 M FEB L TS > %1 4L KubeletConfig %
Fx v % L. ocp-var-role-master & & U ocp-var-role-worker 72 E DB = FH L TF = v 7 = E1T
95 /—RK%EH5ILEY., ComplianceCheckResult Tl&. KubeletConfig /L —JL|& ocp4d-cis-

kubelet-* ERRZINET, AFvVIE BRLETARTOD/ — RPN ZDF v VICERLEBEICD
H. BBLET,

REE

e Platform KubeletConfig Jb—JLI&. Node/Proxy # 7z h&aNLTFz v IINET,

NoDIL—ILiE, LTFOAYY REZEITLTRERTEET,

$ oc get rules -o json | jq ".items[] | select(.checkType == "Platform") | select(.metadata.name

| contains("ocp4-kubelet-")) | .metadata.name'

m
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5.10.6. KubeletConfig % 7 7 — L D{E1E

KubeletConfig 118 5 ~XJLi& MachineConfigPool 7 77— JLICERATEX X 7,

FIR

o S R)L%H T F—)L MachineConfigPool CR IZEN L 9

$ oc label mcp <sub-pool-name> pools.operator.machineconfiguration.openshift.io/<sub-
pool-name>=

5.10.7. B8 D&EHA

T—IVEDEM spec.apply I&. I~ F 54 7> R Operator CIEE%FERT 2N EINEHIEL £
T, BMEZ true ICERET D&, BEZBERATLIIENTEET,

$ oc -n openshift-compliance \
patch complianceremediations/<scan-name>-sysctl-net-ipv4-conf-all-accept-redirects \
--patch '{"spec":{"apply":true}}' --type=merge

Y754 7> R Operator NERA I N7/ BB %N L /=4I, status.ApplicationState B (F
Applied IC, F/IFEL K RWFEITE Error ICHPIYEDY T, YTV VREDBENIERINDS &,
ZDEBESMDTRTOERAFHDIEED 75-$scan-name-$suite-name & LN D ZHEID
MachineConfig # 7> =7 ML >4 v 3% d, MachineConfig 4 7> =¥ MEZD%
Machine Config Operator IC& > TL V4 v 3 h, REMICE/ —RTEGFTINE Y2 VElEHT—
EVDAVRIVRILE TRV VERET—ILDIRTOD/ — RICERAINET,

Machine Config Operator #'#7#% MachineConfig # 7> ¥ b2 7—ILAD / — RIZERT &, %
DT—IVNIIBTZ2IRTD/ —RHPBEEINSZEITEELTLEIWV, I, ThThIAEED
75-$scan-name-$suite-name MachineConfig 7 7 =/ N E=BEL V) V733, EHOEELXE
AT 2BRICTEMENELCDARENHY FT, BEZT CICERALABWVWLEDICTSIC

I&. MachineConfigPool # 7~ = ¥ k® .spec.paused B % true ICEREL TV VERES—ILE—
BHEIETEET,

Y754 7> R Operator [$EE A BEIMISEATE £9, ScanSetting DR EMDA T o MC
autoApplyRemediations: true #:%E L £,

DIk

H
[=]

EEOEHEICERT 50 S Mo W . BEICEET 2 UERDY £,

5108. 75 v N 74 —LF v I DFHICLBEE

BE. TI2YRNIA—LAF Yy U EFIVvIT2HE. LTO2O0DEBHDADICEEENFFHTIEE
TOIRENHYET,

o RETHILEDHDEIX, BICHFMICHBTESRTEDHY FHA, FTVvIOVWTADLT

FAINELIYZAN)—D—EMEEIND I EMBEICAY TTH. XF v F—AIDHEEDL
HATEIREDHBLIAN) —ZRHIT B AEEHY TEA,
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$58 1S54 7> X OPERATOR

o RRZFIVITEBDAPIZTI IV MERINDD, VSRAI—RNDF TV %
ZTEITDEDICEBEMEINBETroot F/BERA—NN—21—H—T I ERAZMBETHIEHE
RINFTTH, THIFEEINTULIEA,

FIR

1. LFDAITIE. ocpd-ocp-allowed-registries-for-import L — )L ZFRALET, ChiEgT 7+
k@ OpenShift Container Platform @1 > X b —JLBSICKK L £ 9, JL—JL oc get
rule.compliance/ocp4-ocp-allowed-registries-for-import -oyaml ##8&E L £9, ZDIL—IL
i, allowedRegistriesForlmport B4 %% EL T, 21— —DA A =T DA ViR— N&2FFa T
ZLYZAMN)—%FRLET, I5IC. IL—ILD warning BERXF Ty VI APIA TV T
I RhNERTT DB, InNZzEREL, BEZBETEET,

I $ oc edit image.config.openshift.io/cluster
ol

apiVersion: config.openshift.io/v1
kind: Image
metadata:
annotations:
release.openshift.io/create-only: "true"
creationTimestamp: "2020-09-10T10:12:54Z2"
generation: 2
name: cluster
resourceVersion: "363096"
selfLink: /apis/config.openshift.io/v1/images/cluster
uid: 2dcb614e-2f8a-4a23-ba9a-8e33cd0ff77e
spec:
allowedRegistriesForimport:
- domainName: registry.redhat.io
status:
externalRegistryHostnames:
- default-route-openshift-image-registry.apps.user-cluster-09-10-12-
07.devcluster.openshift.com
internalRegistryHostname: image-registry.openshift-image-registry.svc:5000

2. AF vy VEBZEITLEY,

$ oc -n openshift-compliance \
annotate compliancescans/rhcos4-e8-worker compliance.openshift.io/rescan=

5.10.9. IB1EE D EH

HLWA=U300aAvTI4AT7RAVTUYNMERIND & BRION—Y 3 v ERFELRDZHLL
N=T 3 VDBEIMREINZTEELGHY ET, 2 T54 7R Operator I&, BRINDZEED
PFID/N—2 3 v %EF L £ 9, OpenShift Container Platform OEEH X, AL, BAT 2R
N=TaVIZDO2VWTEHEBMINET, LAEINSERAINAZE DD, FHFH I N7z ComplianceRemediation
47YTH MEEDRF—H A% Outdated KEELET, HWA TV MFHRICRRTE 2 &
DICTNILDFTFITFONET,

PRIICER X T2 BERN A X ComplianceRemediation + 7'~ = & b @ spec.outdated B ICREFES

n. FHRICEHFINIZRNEIE spec.current BEICRFINE T, VTV VEHLWA—=UaVIlE
LRI, EEEIIBEZERT2L0ENHY £7, spec.outdated BHENFET 2RY. itk

13
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RE LTERIN% MachineConfig # 7V 7 N2 L V) V7T 20ICERINE

¥, spec.outdated BMEAHIFR I N/AEIC, 3Y TS5 4 7 X Operator [$FERE L TERIN S
MachineConfig # 7>z 7 N&2BEL VYV L, ZThiZLY Operator IF5ZEE/ —RIZTvy>a
L/i-g—o

FIR

L BWVBERICOWTHRELET,

$ oc -n openshift-compliance get complianceremediations \
-| complianceoperator.openshift.io/outdated-remediation=

o
NAME STATE
workers-scan-no-empty-passwords Outdated

BEBEAINTWSE1E(IE Outdated BHEICEREIN, FED, BEINTULRWVMEER
Current BHICIREEINZE T, #R/NN—Y 3 VICRE N N IE, Outdated 7 1+ —JL RAHIFR L
9, BEISNICABTEZREFTIVELNHBIHFEICIE. Current H & U Outdated B4 % HlfR
L/ i’g—o

2. BEOHFLWA—avAaEBLEY.

$ oc -n openshift-compliance patch complianceremediations workers-scan-no-empty-
passwords \
--type json -p '[{"op":"remove", "path":/spec/outdated}]

3. B1EDIREEIZ. Outdated 15 Applied ICtIY EH Y £ 7,

I $ oc get -n openshift-compliance complianceremediations workers-scan-no-empty-

passwords

Hh
NAME STATE
workers-scan-no-empty-passwords Applied

4. /J—RREFHROBEAA—-2VavZzEAL, BEELIET,

5.10.10. 1&18 D& A ## kR
DRIICHEABINBEZERRRT 2 I EMREBICRZIFENHY FT,
FIg
1. apply 7 5V % false ICEREL £,
$ oc -n openshift-compliance \
patch complianceremediations/rhcos4-moderate-worker-sysctl-net-ipv4-conf-all-accept-

redirects \
--patch '{"spec":{"apply":false}}' --type=merge
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$58 1S54 7> X OPERATOR

2. BIE X7 —4% X3 NotApplied ICEE X h. #HE®D MachineConfig 7 7o =/ MNIBEZEZE
BOWEDICBEL VSV ITINET,

BR
EBEEEUCHBEZIDIIRTO/ — RHIBREBINET,

5.10.11. KubeletConfig 1518 M &l

KubeletConfig DIEIEEIX., /— KL ANLDFOT 74 ILICEEFNTUVWET, KubeletConfig 118 % HIkR
9 5IC1E. KubeletConfig A 7 =V OO FETHIRT 2MENHY FT, ZDFIE. one-rule-tp-
node-master-kubelet-eviction-thresholds-set-hard-imagefs-available (S IED >~ 754 7~ R
Frv I %HIRT5HEEZRLTVWET,

FIR

1. one-rule-tp-node-master-kubelet-eviction-thresholds-set-hard-imagefs-available {18 ®
scan-name 8L VAV TSA TV RFzv I ERDITET,

$ oc -n openshift-compliance get remediation \ one-rule-tp-node-master-kubelet-eviction-
thresholds-set-hard-imagefs-available -o yaml

H A B

apiVersion: compliance.openshift.io/vialphat
kind: ComplianceRemediation
metadata:
annotations:
compliance.openshift.io/xccdf-value-used: var-kubelet-evictionhard-imagefs-available
creationTimestamp: "2022-01-05T19:52:27Z2"
generation: 1
labels:
compliance.openshift.io/scan-name: one-rule-tp-node-master ﬂ
compliance.openshift.io/suite: one-rule-ssb-node
name: one-rule-tp-node-master-kubelet-eviction-thresholds-set-hard-imagefs-available
namespace: openshift-compliance
ownerReferences:
- apiVersion: compliance.openshift.io/vialphai
blockOwnerDeletion: true
controller: true
kind: ComplianceCheckResult
name: one-rule-tp-node-master-kubelet-eviction-thresholds-set-hard-imagefs-available
uid: fe8e1577-9060-4c59-95b2-3e2c51709adc
resourceVersion: "84820"
uid: 5339d21a-24d7-40cb-84d2-7a2ebb015355
spec:
apply: true
current:
object:
apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
spec:
kubeletConfig:
evictionHard:
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\'
PN

imagefs.available: 10% 9
outdated: {}
type: Configuration
status:
applicationState: Applied

‘D BEORFv VA,

9 KubeletConfig # 7 = 7 MBS W iEE,

R

fE181C & o T evictionHard kubelet 52 ENMUPHINZIHZEIF. TXTD
evictionHard /X5 X —% —

(memory.available. nodefs.available. nodefs.inodesFree. imagefs.availabl
e. B4 imagefs.inodesFree) Z158E T 2 MENHY XT, TRTD/INT A —
H—EELBWVE, BELENRATIA—S—DAHINERAI N, BENE L < #EE
LEEA,

2. BEZHIFRLET,
a. BEA 7Y b®D apply % false ICERELE T,

$ oc -n openshift-compliance patch \
complianceremediations/one-rule-tp-node-master-kubelet-eviction-thresholds-set-hard-
imagefs-available \

-p '{"spec":{"apply"false}}' --type=merge
b. scan-name =& L T, BEAEMH I 17z KubeletConfig # 7>z N & RDIFE Y,

$ oc -n openshift-compliance get kubeletconfig \
--selector compliance.openshift.io/scan-name=one-rule-tp-node-master

Al
NAME AGE
compliance-operator-kubelet-master 2m34s

c. KubeletConfig # 7> = 7 k h 51818 imagefs.available: 10% = FE THIR L £ 7

I $ oc edit -n openshift-compliance KubeletConfig compliance-operator-kubelet-master

BR
EBEEEUCHBEZIDIIRTO/ — RHIBREEBINET,

pz o-1o)
T/, BEABEERATRHABFATOTI7AILORAT Y 2—ILINZRAFvUHh 5

I—ILEBRATEIRELrHY FT, BRALBWEES, BEIXRODRATY1—ILINR
FrUHICBERAINET,
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$58 1S54 7> X OPERATOR

5.10.12. —E MDA\ ComplianceScan

ScanSetting = 7> = ¥ M &, ScanSetting % 7-(3 ScanSettingBinding = 7> 7 kD HEKI NS
AVTISATVARF v DN RF YU T2/ —RO—I)a—BRRLET., BE. &/ —Foo—IJLiE
RYVERET—IIIR Yy TINET,

B

ROVEBRET—IVDIRTOIYUHPRA—THY, T—ILD/—RKBLDFTRTDR
Fv UVERNMA-—THBIENFEINET,

—EDERIMMBE LR BIBE. O T 54 7> R Operator (E—E8D / — KA INCONSISTENT & L
T#HREIN 2 ComplianceCheckResult 7 72 7 M7 S5 75 FET, TRTD

ComplianceCheckResult + 72 = 7 M ZI&, compliance.openshift.io/inconsistent-check D 5 X)L
HEHITLNET,

T—ILHADI Y VEIIEBICKEL RDAREL HZH. OV 54 7~ R Operator ld&x6 — KK
WREERREL, —BWRREBEIERS / —FE2—BRRLILDELET, MBI DREE
compliance.openshift.io/most-common-status 7 / 7 —> 3 VILREI N, 7/ T7—>3a v
compliance.openshift.io/inconsistent-source (C &, &EH—BHWBRRT—F R EFERBZFTv IR
7 —% A ® hostname:status DR 7AEENE T, HBRENROHNSLRWVEE, TRTOD
hostname:status X 77 ' compliance.openshift.io/inconsistent-source 7 / 57— 3 VIL—B KRR I
nxd,

AIRERIGEIE. BEMRRE LTERIN, IR —DERLEZRT—HRITNERTESLDICLE
T, L. INDBICETHERRTIERL, /—NEDEEDBERXFEETITOILEN HY F
¥, AF+ IC compliance.openshift.io/rescan= 7+ 7> 3> D7 /) 57— avERIFT—EMXDH B
BREMBTZHIC. AVTSIATVRARAF Y VEBRITITILEIHYET,

$ oc -n openshift-compliance \
annotate compliancescans/rhcos4-e8-worker compliance.openshift.io/rescan=

5.10.13. BEE &R

® Modifying nodes

SBN.2ERIY 7547 ZX0PERATOR ¥ R U MELT

Y754 7R Operator ICIE, TNy IRBEEDY—ILEDHEEEEMNETZ ERI—Y—HEITD
T avhrEEFhET,

5.11.1. ComplianceSuite = 7Y £ ¥ b & £ U ComplianceScan # 7Y = ¥ ~ DEHEFEH

a1 —#—(3 ScanSetting $ & U ScanSettingBinding # 7> =7 b A2FBHALTRMI - BLUVRF+
VEEERTDHIENHREINETITA, ComplianceSuite # 7V ¥V A EEERET WAL —R
F—2EHYET,

¢ AX v UTBE—IN—IDHEIRET D, hiE. TNy JTE— RHPEBICEMRIEHRE IS
T2ABEMENH DD, debug:true BEZFALTTNY JT2RICKEIBET, JhicL
Y, OpenSCAP ZF v+ F—DFMEN LAY ET, TAMETIDDIL—IVILHRT D E, T
Ny JIERODEZRBOTIENTEET,

® H R4 L nodeSelector #1EE T %, BEABHAAREICT % ITIE. nodeSelector I F—IL & —
MIBZBELFHY FT,
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o F—SYVUTITF7FAINTARAIVYVEHNRYLERESTY THRAV NT B,

o FRAMNFLIIEFEEHMNDIZEET. NV RLLGLDOTOT 7AIDEBITICHED A —/N—~y R
Tgt"\ 7M_I:|o

LTFoflE, B—DIL—ILDHFTIT—H—I V% A¥+ ¢ % ComplianceSuite xR L TWE T,

apiVersion: compliance.openshift.io/vialphat
kind: ComplianceSuite
metadata:
name: workers-compliancesuite
spec:
scans:
- name: workers-scan
profile: xccdf_org.ssgproject.content_profile_moderate
content: ssg-rhcos4-ds.xml
contentimage: quay.io/complianceascode/ocp4:latest
debug: true
rule: xccdf_org.ssgproject.content_rule_no_direct_root_logins
nodeSelector:
node-role.kubernetes.io/worker: "

52D ComplianceSuite # 72 = ¥ & & ' ComplianceScan & 7> = 7 &, OpenSCAP A 8%
TEOIHRATERDOBREZIEELZXT,

F7O774), AVTFUY, FEIFEIL-ILDEERDIF3ICIE. &HIC ScanSetting & £ U

ScanSettingBinding »* 5 BE#k® Suite Z{EHK L THBT 2D, REIL—ILPTOT7 74 ILBED
ProfileBundle 7 72 = U "D\ OBFTINIA TV LV NABRET DI ENTEEY, ThoDA T
2 MITIE. ComplianceSuite ™ 55 B9 3720 ICEATE % xcedf_org HAlFAEEFNZE T,

5.11.2. ScanSetting & ¥ + > (D PriorityClass D% €

KIBERBRETIE, 74 bD PriorityCIass 7f 7/ TV NOBEIBMAIMET ET. Pod BB E S
YICAF v VEERTITDIEEZRATERVEENHYET, AV TSA TV REMEFT DN Eﬁz
v VERIETIVEDHD I TRY— @i%é\ PrlorltyCIass ERAERELTC, AV T4 7

Operator B YV —ZDHIF DK R TEICEBEIBMANMEEINELDICLET,

FIa
e PriorityClass Z# % & EL X7,

apiVersion: compliance.openshift.io/vialphat
strictNodeScan: true
metadata:
name: default
namespace: openshift-compliance
priorityClass: compliance-high-priority ﬂ
kind: ScanSetting
showNotApplicable: false
rawResultStorage:
nodeSelector:
node-role.kubernetes.io/master: "
pvAccessModes:
- ReadWriteOnce
rotation: 3
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size: 1Gi
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/master
operator: Exists
- effect: NoExecute
key: node.kubernetes.io/not-ready
operator: Exists
tolerationSeconds: 300
- effect: NoExecute
key: node.kubernetes.io/unreachable
operator: Exists
tolerationSeconds: 300
- effect: NoSchedule
key: node.kubernetes.io/memory-pressure
operator: Exists
schedule: 01 ***
roles:
- master
- worker
scanTolerations:
- operator: Exists

ScanSetting TS 8B X113 PriorityClass "R DA 57 W 5E, Operator &
PriorityClass #Z2D & £ TE&E % T L. PriorityClass 2 L CRAF¥F v VDR 7T 1 —)

EwITLES,

S5N.3. RINTOREEFA7O7 71 IILOER

TailoredProfile CR 35/t — T — 3 ) v JR{EZHBMICT 52— T. XCCDF R (F OpenSCAP
TO77AIDFARBICEFIZDLUSZ OFHEERBLE T, I 51T, EBALIFTIC OpenScap % £

LTWieimga., BFEDXCCDF 77— v 7774 IUHHFEEL. IhZeBFATE2 Tl ’HY X

ER

ComplianceSuite # 7> =V MlIE, AR LDT—F YV T T 7AIIIRA Y N TEEZA TV ay
@ TailoringConfigMap BN S £ £ 9, TailoringConfigMap BEDEIFREY Y TOEFI T,

ZhiZiE, tailoring.xml EWD F—AEFNBRENHY., ZOF—DERT—FY > T70avFTY

<7,

=2
1. 774)LH5 ConfigMap # 72V MR LET,

$ oc -n openshift-compliance \
create configmap nist-moderate-modified \
--from-file=tailoring.xml=/path/to/the/tailoringFile.xml

2. Z4A— MBI BRFYVTT—5 VI 774 V2SR LEY,

apiVersion: compliance.openshift.io/vialphat
kind: ComplianceSuite
metadata:
name: workers-compliancesuite
spec:
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debug: true
scans:
- name: workers-scan
profile: xccdf_org.ssgproject.content_profile_moderate
content: ssg-rhcos4-ds.xml
contentlmage: quay.io/complianceascode/ocp4:latest
debug: true
tailoringConfigMap:
name: nist-moderate-modified
nodeSelector:
node-role.kubernetes.io/worker: "

5114 BA¥ v VDET

BE. BEREBHFIEERARE, EBEINALRATV1—IVTRF v VEBETT2RENHZHED
HUYFET, Fo. /—FOBBEEZBELLZBICAF vy 2 10QBETTZIEEFZICIBET, E—2
Fv U ERITTBICIE. RF+ I compliance.openshiftio/rescan= 4 7> 3 7 /57— avE
NEER

$ oc -n openshift-compliance \
annotate compliancescans/rhcos4-e8-worker compliance.openshift.io/rescan=

BAX+vvIZ&Y., rhcos-moderate 77 74 IILD 4 DDENM me PERINFE T,

I $ oc get mc
B

75-worker-scan-chronyd-or-ntpd-specify-remote-server
75-worker-scan-configure-usbguard-auditbackend
75-worker-scan-service-usbguard-enabled
75-worker-scan-usbguard-allow-hid-and-hub

8%

A2 ¥ v VERED default-auto-apply SNIILNERAINZ &, BEXBENISERIN,
HWEEIBBNICEHRINE T, KEFRARICEYBRAINARD SEEY, <4
FEBEENHZHZEICIE. BRAF v VICLYBEN ERIN. BEFNA N A—3IN3H
BEMENHY £F, MachineConfig A 7> ¥/ MAFRT 2EEDOA N BREZE M) H—
LEd. BAT2EHFIIGEREFEEAEIRVESIE. BREBIIEFRELZEA

SNE.#HERICDWTDHRAYLARNL—UH A XDETE

ComplianceCheckResult 2 ED AR Y LYY —RE, AF v+ INEZITRTD/ — RETDE—
FIvIDEHINERERLETH, AF v FT—ICL > TERINDZARMIDFERAMRT D &
DNRICIDHELHY F T, RINTOBRIFARF BXTERI N, A4 XDKRELLRDAREMENHY
TN (/= RBEYBHAHNRA R, Thdketed DF—EEDR RN T THR—FIh3
Kubernetes ) V —RILRFET DI EEEEMNTREHY FtH A, IRXTDRF vV IiE, 1GB DY A X
TI7AIVRBREINZ KA 2—L PV) ZERLE T, RIREICE> T, PVH A X2EEIECT Y
ERrHBGENHY FT, Ihid. ScanSetting & &£ U ComplianceScan ') YV —XDMEAICARAI N
% rawResultStorage.size B %= FHA L TETINE T,

BEE 9 %/V5 X —4 —I|% rawResultStorage.rotation THY., ZHEFHFWRFrroO—F7—2 a3
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THhNBFICEREINZAF vy Vv OHERELES, 774V MNMEK3TY, O—F—Y3 VR I —
EOIIRETDEO0—T—YaviREWNIIRYEY, 774/ hoO—FT—>avR)Y—&, RIIT
DARF AFx ¥ VL R—KMNIDXI00MBAEREEY, BFEVDIREBICEL/ZZ PV YA XA5ETEE
E

S5N51L AR LERAMNL—JEDFEH

OpenShift Container Platform (& ZRED /T Y v I 750 RELIERT XA HIICTTOA1 TESDT,

OV 754 7R Operator (FRAATRERA ML —VREEHFTEFHA, 772 NT, VTS
47> R Operator lFV9 SR —DT 7AW KDAMNL—V ISR EFERAL TRRERET 572HDIC PV
DEREFAITLETH. ARY LR KL —T Y S5 RIL rawResultStorage.StorageClassName B4 %
FERALTHRETEZET,

BF
DSRAI=—DTITAIPMDAMN L=V I SRAER/ELAWVEGE, COBMZRET D%
ENHYFT,

BEINL—Y IS R%&FEAT LI ScanSetting h RV LYY —R%EFZRE L. 1 XH10GB Dk
MR 1 —LZFEHRL. REOI0MHDRBEREEFLET,

ScanSetting CR M4l

apiVersion: compliance.openshift.io/vialphat
kind: ScanSetting
metadata:
name: default
namespace: openshift-compliance
rawResultStorage:
storageClassName: standard
rotation: 10
size: 10Gi
roles:
- worker
- master
scanTolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/master
operator: Exists
schedule:'0 1 ***

5N6. A4 —KNAF v VICL>TERINBEEDER

ComplianceSuite # 7'~ = ¥ kT autoApplyRemediations 7 —JLENXS A —9 —%FHT 22 & E
TEEIH. #7272 MC compliance.openshift.io/apply-remediations O 7 / 57— 3 > & {F1F
22&EEH5TEFET, ThIZ&Y., Operator IFERINDZITRTOEBEEZBERATETET,

FIR

e LIT%ZfTL T. compliance.openshift.io/apply-remediations 7 / 7—> 3 V& #EA L %
ER
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$ oc -n openshift-compliance \
annotate compliancesuites/workers-compliancesuite compliance.openshift.io/apply-remediations=

5N.7. B1EDOBENERH

FLWIAVYFUYEETCRF v vid. (BEICOUTDATED E WO Y — U & IF B AIREMEAHY FT. B
(L. compliance.openshift.io/remove-outdated 7 / 7—> 3 v & @A L CTHHEDOBEEER L.
HWMEEZHIRRTEET,

FIR

e compliance.openshift.io/remove-outdated 7 / 57— 3 VA @A L £ 97,

$ oc -n openshift-compliance \

annotate compliancesuites/workers-compliancesuite compliance.openshift.io/remove-outdated=
F /I, ScanSetting % 7zI& ComplianceSuite + 72 = ¥ b (T autoUpdateRemediations 7 5 7' %
REL. BEZEEBNICEHRLIT,

S5NMN8. AV TSATVRARL—F—EITOHARY I SCC DIERK

—HOBETIE, HRYLDOEF1YF—IVFFR NI (SCC) 77 A LEERLT, VTS
47>V RFRL—%4—O api-resource-collector NIEL W7 7 ERFFAIZFIBATE S LD ICT H2HED
HYFET,

GIErS a3
o admin#ERHLH %,

FIR

1. restricted-adjusted-compliance.yaml &\ ZFID YAML 7 7 41 )L TSCC = E&ZL £ T,

SecurityContextConstraints 7 7> £V M E&

allowHostDirVolumePlugin: false
allowHostIPC: false
allowHostNetwork: false
allowHostPID: false
allowHostPorts: false
allowPrivilegeEscalation: true
allowPrivilegedContainer: false
allowedCapabilities: null
apiVersion: security.openshift.io/v1
defaultAddCapabilities: null
fsGroup:

type: MustRunAs
kind: SecurityContextConstraints
metadata:

name: restricted-adjusted-compliance
priority: 30 0
readOnlyRootFilesystem: false
requiredDropCapabilities:
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- KILL
- SETUID
- SETGID
- MKNOD
runAsUser:
type: MustRunAsRange
seLinuxContext:
type: MustRunAs
supplementalGroups:
type: RunAsAny
users:
- system:serviceaccount:openshift-compliance:api-resource-collector 9
volumes:
- configMap
- downwardAPI
- emptyDir
- persistentVolumeClaim
- projected
- secret

Q Z D SCC DBEEIL. system:authenticated 7' )L — 7 IERAI N B0 ED SCC & Y
e RiFhiEiyY FHA.

g AVTSATUVRARL—9—RFvF—Pod CHEAINZH—ERTAYT VK,

2. SCC L ET,

I $ oc create -n openshift-compliance -f restricted-adjusted-compliance.yaml

HhH
I securitycontextconstraints.security.openshift.io/restricted-adjusted-compliance created
1. SCCHERIN-Z & =MRLET,

I $ oc get -n openshift-compliance scc restricted-adjusted-compliance

H A B

NAME PRIV CAPS SELINUX RUNASUSER FSGROUP
SUPGROUP PRIORITY READONLYROOTFS VOLUMES
restricted-adjusted-compliance false <no value> MustRunAs MustRunAsRange
MustRunAs RunAsAny 30 false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]

5.11.9. EAEIE R

® Security Context Constraints D& &
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52277547 2YAO0OPERATORD NS TV a—F4 VT

ZDEYVYavTk, AV TSA4T7 VR Operator DS TN a—FT 14V TDAEICOWVWTEHBAL E
T, ZOFERIE. BREZZELAY., NTLR—MIBRERHELALY TIRICERIBET, A
B2 MIE UATFHAEENZT,

e V7547 R Operator &, BEER I EHNFEET 5 & Kubernetes 1 RV M EERLFE T,

ARV RZFEALT, 77 R9—ADITARTDANRY MaRRTEET,

I $ oc get events -n openshift-compliance

Frold, ATV REFALTRF vy v REDF TV MDARY NERRLET,
I $ oc describe -n openshift-compliance compliancescan/cis-compliance

OV 754 7R Operator (FEHOAY PO—F—THREINTHY., APIATVI NTE
IKM12DIY NO—5—THREINET, BBDHZAPIAZ TV ) MIFHTZIV K
O—2—D#H%ETAIEI—TF B ENRICIIDFENHY £, ComplianceRemediation %
BATEARVWES, remediationctrl 3> hO—5—DA v E2—Y5RRLET, jg CHEFT S
ZEIEY, B—DaY  A—F—DoDAYE—I%ETAINI—TEXET,

$ oc -n openshift-compliance logs compliance-operator-775d7bddbd-gj58f \
| jq -c 'select(.logger == "profilebundlectr!")'

BALRYYTIZDOVWTIE, UTCDUNIX TRy 755 ORBRETHEMATOJICEEZIN
F9, AAHIPHIFEIELRBMICERRT 51213, date -d @timestamp --utc Z#{FAL X9, UTF
EENCiRY £9,

I $ date -d @1596184628.955853 --utc

L DAHRY LYY —AT, HEEA ComplianceSuite & & U ScanSetting T debug 7
ToavERETEEY, IOF T2 avEAMITSE. OpenSCAP R F v+ F— Pod 1t
DAL= Pod DFMEEA LAY F 7,

BE—I—ILOEENFHETICHEINSZIGEE, TOL—IILOHEFERALTE—XF v Fkid
24— M%ZEfTL. 5T % ComplianceCheckResult # 72 =7 kA5 —)LID R D
7. Th7% ScanCR®D rule B & L THERY 5 EMRICIDHZEDHY ET, R

IZ. debug & 7> avhEMICRZ E. RF¥F v F—Pod® scanner V7 F+—0OFICKRIMT
M OpenSCAP OV HMKRIRINZE T,

5.121. A F v v DOfLHEH

PFDEI>av<TliE, AV 7547V XA Operator AF v+ v DAVER— Y MELUVRT—TIZDOW
TEHREALEY,

5211 AV T4 VADY—2R

AV TSAT7VRAVFTF UYL, ProfileBundle 7 7V 7 MO ERMINS Profile # 79 x4 MIC
REINZET, YT S54 7R Operator I&. ProfileBundle #5249 —H&V S5 R9—/—KH
ICERR LT,

I $ oc get -n openshift-compliance profilebundle.compliance
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I $ oc get -n openshift-compliance profile.compliance

ProfileBundle # 7> =7 b, Bundle DEZRITSNILDFIFSNTFTOA XY NTUREBINZE
9, Bundle CRABD NS TINYa—F4 V7 5T5IE. TTAAMA VY NERDIF, T7AA4 XV M
TPodDOVEXRRTEET,

I $ oc logs -n openshift-compliance -lprofile-bundle=ocp4 -c profileparser
I $ oc get -n openshift-compliance deployments,pods -Iprofile-bundle=ocp4
I $ oc logs -n openshift-compliance pods/<pod-name>

I $ oc describe -n openshift-compliance pod/<pod-name> -c profileparser

5.12.1.2. ScanSetting & & T ScanSettingBinding D54 7Y 1 VLB LT TRy J

BWRIAVTSATVRAVTYYY—REFEALT. &L RILD ScanSetting & & U
ScanSettingBinding # 7~ = ¥ b %, ComplianceSuite $ & U* ComplianceScan = 7> =7 M &4
MY 2OICFERTEEY,

apiVersion: compliance.openshift.io/vialphat
kind: ScanSetting
metadata:
name: my-companys-constraints
debug: true
# For each role, a separate scan will be created pointing
# to a node-role specified in roles
roles:
- worker
apiVersion: compliance.openshift.io/vialphat
kind: ScanSettingBinding
metadata:
name: my-companys-compliance-requirements
profiles:
# Node checks
- name: rhcos4-e8
kind: Profile
apiGroup: compliance.openshift.io/vialphal
# Cluster checks
- hname: ocp4-e8
kind: Profile
apiGroup: compliance.openshift.io/vialphal
settingsRef:
name: my-companys-constraints
kind: ScanSetting
apiGroup: compliance.openshift.io/vialphai

ScanSetting $ & U ScanSettingBinding # 7 =7 MMEEB 5%, logger=scansettingbindingctrl
DY TOFIFONALCIY PO—F—TUREBINZFT, INoDA TV MIRFRAT—YADHY
FHA. BBIEAXRNY NOEXTEEINET,

I Events:
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Type Reason Age From Message

Normal SuiteCreated 9m52s scansettingbindingctrl ComplianceSuite openshift-compliance/my-
companys-compliance-requirements created

SEnY ) —2IZ& Y, ComplianceSuite # 72 =7 MHYERRINE L, 70— EFRITERIN
7= ComplianceSuite % fitft L THAEL £,

5.12.1.3. ComplianceSuite h A Y LN Y —ZADZA 71 I NS LTT Ry T

ComplianceSuite CR (& ComplianceScan CR ICE8E L 725 v /N\—T7F, ComplianceSuite CR (3.
logger=suitectrl D% /HiMFiF5ncaY hO—F—ICL>TREINF T, 20AY hO—F—I,
2L —K"DODRF vV DEREMEL, BERORF+VDRT—Y XA %FEEL., Th%EE—O Suite
AT—HRCEMLET, A — M EHNICEITTHLIREINTWSIHA, suitectrl (&, #ED
EITRICAF v % X4M4— N THREITT 5 Crondob CR DERKICEMIG L X7,

I $ oc get cronjobs

HHH
NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
<cron_name> 01*** False 0 <none> 151m

RPEELBBICDOWVWT, 1RV MMEKRINZE T, oc describe compliancesuites/<name> % {5
LTENSLERRLET, SuiteA 72/ MIE, Status 7YYV —XEEFTNTHY., Thidl
DRAA—KNIIBTSScanA 7V MDA Status 7YY —RA2EHITHEEBHINET, FEIN
ZIRTCODAF v UHIERINEE, AV O—5—ARAF+ AV bNO—5—ITEINE T,

5.12.1.4. ComplianceScan h A9 LYY —ZADFA 71 I NELTCTRv T

ComplianceScan CR & scanctrl 3> hO—5—ICL>TREINE T, Ik, EFEORF v &
AFx v VIERMERINZHEMTEHYET., TNTHORF v VIIEROT7 - ZRALET,

5.12.1.4.1. Pending (R ®) 7z —X

DT T—XTlE, AF v D ZOEEEICOWTHRIESINE T, AMNL—UH AR ED—ED/INS
A—8H —HENRIFE, AF v VIZERROREREHICDONE ICHITLE T, TNUADIFEIL.
Launching (i2&1) 7 = —XICEAH X T,

5.12.1.4.2. Launching (&) 7 =t —X

DT T—XTlE, WS DOHDDHBREYY FICAF ¥ F—Pod DEBEZF/IEAF ¥ F— Pod HFHET 2
29T EEETFhET, FETY TH5—EBRRLET,

$ oc -n openshift-compliance get cm \
-| compliance.openshift.io/scan-name=rhcos4-e8-worker,complianceoperator.openshift.io/scan-
script=

INLDRERY TIEAF+F—Pod ICL>THEAINET, AF v FT—D}EFEZELLY., R
FrF—DTNRNYTLRVEEELZY, RKNITOEREZHALEEY T 2RELNHZHFEIE. 1D0H
FEELTCRETY TEERITDLIENTEEY, TDH. RINID ARF OERERET B7-DITKE
RY21—LER (PVC) BRF vV TEIERINET,
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I $ oc get pvc -n openshift-compliance -lcompliance.openshift.io/scan-name=rhcos4-e8-worker

PVCIZR ¥+ > T & D ResultServer ¥ 704 X T NI F T, ResultServer (Z. ERID
AF¥ v F—Pod LT ARF ERAZ 7y J7O— R T ZEMAHTTP H—N—TF, EH—1"—(F, B
%5 ) —RTEITTEET, TL2LARF ORERDHY A XIFEFICKE K LML DH Y. EHD
J—RDLRAKFICYI Y NTEDRY) 2 —L%ZERTE2IENTEBERET DI ELETEIERA, R
F v UNHRT L72IC, ResultServer 7 704 XY NIRRT —ILF IV EINFT, KINMITOBERDH
BPVCIERIDARY L Pod BRIV MNTE, BRIZ7zvFLEY, RELALEYTEZEY, AF+v
7+ — Pod & ResultServer D M5 7 4 v ZIZMHE TLS 7O NI TREINE T,

REIC, AF ¥ F—PodiEZDT7z—XTREHFpLET, Platform ¥+ YV RHIVZAD1DDAR
¥+ F—Pod&, node AF¥F+ VA VRIVAD—HETE/—RITEILIDDRAF+F+—Pod TY,
J—RZEDPodICIE/ —REDSRILAFIFONET, TNTNOD Pod ICIE. &IC
ComplianceScan & W\ D ZREID ZNILAFITONFET,

I $ oc get pods -lcompliance.openshift.io/scan-name=rhcos4-e8-worker,workload=scanner --show-
labels

Hh
NAME READY STATUS RESTARTS AGE LABELS
rhcos4-e8-worker-ip-10-0-169-90.eu-north-1.compute.internal-pod 0/2 Completed 0 39m

compliance.openshift.io/scan-name=rhcos4-e8-worker,targetNode=ip-10-0-169-90.eu-north-
1.compute.internal,workload=scanner

+ 2F ¥ VIF Running (£17) 7z —XICEHF T,

5.12.1.4.3. Running (E17) 7 x—X

ET71—XF. AF v+ F—Pod DRTERICEABLEYS, UTORES LIV TOEREIEGTI—X
THEAINZET,

® init container. content-container & WD 1 DD intAVFF—»hrHYET, h
l&. contentlimage 77+ —%3EfTL. contentFile Z, Z® Pod DDV FF+—THHE
Ihd/contentT+4 L7 MN)—ICOE—LZET,

® scanner. CDIAVTFT—IERAF v VEETFTLEY, /—RDRAF+UDFEICE., AT+ —
&/ —R774IV AT L% host&E LTI UV ML, initAVTFF—Il&>TEREINZ IV
TUVEIDVNLET, £/, 37 F—Id Launching (f2&) 7 = — XTI N 5
entrypoint ConfigMap Z~¥ 7> kL, Th&EZETLFT, TV M) —KRA >k ConfigMap D
T4 MRV ) T RE OpenSCAP 2#ETL., ERT7 71 % Pod DIV FF—ETHES
ndresults T4 LI M) —ICRELET., TDPod AT %FRRL T, OpenSCAP X ¥ +
FT—DNFzv I LERBZHRTEEY., LYFMAQHENIE debug 7572 AL THRSRT
E

® logcollector: logcollector AV FF+—I&, AF v F—AVFFT—MRTIBETHELET, T
Df%. IhiE ConfigMap & L T2 7% ARF f&R % ResultServer IC7 v 7O0— KL, X ¥+
VIERB LUV OpenSCAP fER I — N & HIC XCCDF ERA@BIICT7y J7O—KLEFd, Thd

DFERD ConfigMap IZI&. R F + > % (compliance.openshift.io/scan-name=rhcos4-e8-
worker) D S RILAMFIF LN E T,

I $ oc describe cm/rhcos4-e8-worker-ip-10-0-169-90.eu-north-1.compute.internal-pod

H A B
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Name: rhcos4-e8-worker-ip-10-0-169-90.eu-north-1.compute.internal-pod

Namespace: openshift-compliance

Labels: compliance.openshift.io/scan-name-scan=rhcos4-e8-worker
complianceoperator.openshift.io/scan-result=

Annotations: compliance-remediations/processed:
compliance.openshift.io/scan-error-msg:
compliance.openshift.io/scan-result: NON-COMPLIANT
OpenSCAP-scan-result/node: ip-10-0-169-90.eu-north-1.compute.internal

Data

exit-code:

2
results:

<?xml version="1.0" encoding="UTF-8"?>

Platform R ¥+ VDR F v F+—Pod HEEKTTH, UTFTORTERYET,

e api-resource-collector & WY EBMD init AV T FH—2HY T, INld content-container
init, A7 F—TRHEINS OpenSCAP AV F Y EHARY., VT VY THIRET ZHE
DHBAPI )Y —R&HHIL. ENHDAPI Y)Y —R% scanner AV T+ —HFAIY %175
HETALIV M) —ICRELET,

e scanner IV T+ —ld. RAMNI7AINVATLAEYD Y NTBZRHEETHY FHA,

AF v F—Pod RTINS E. AF ¥ VIk Aggregating (&) 7z —XICBITLE T,

5.12.1.4.4. Aggregating (]%651) 7 = —X

Aggregating (851 7z —X Tk, AF¥F v A bO—5—H»BF7J V5 —4%—Pod EFIEN S HID Pod
AREILET., TOEMIE. ERO ConfigMap +# 7Y 7 &Y., HEREFHRY. ThZThD
Fryv IDERIIDOWVWTHIET % Kubernetes # 7V 2V MAERT B2 & ILHYET, FxvIDk
MEBEMICIEETE 315514, ComplianceRemediation + 7> =V FHAYERINFE T, Fzv o &
BEICODVWTOANBEIHFRTEIAIT IR BT ZLOIC. 7V)F—89—PodiEinita>v7+—
AL TOpenSCAP OV FYYHETIYMNLET,

BREXY THT )5 =8 —Pod ILL > TUEBINBIHE,. INhilld compliance-

remediations/processed S NIV TIRILAMTFIFONFE T, D7 —XDFERIF
ComplianceCheckResult + 7> = 7 MRV 9,

I $ oc get compliancecheckresults -lcompliance.openshift.io/scan-name=rhcos4-e8-worker

HhH
NAME STATUS SEVERITY
rhcos4-e8-worker-accounts-no-uid-except-zero PASS high

rhcos4-e8-worker-audit-rules-dac-modification-chmod FAIL medium
ComplianceRemediation # 7 = 7 b

I $ oc get complianceremediations -lcompliance.openshift.io/scan-name=rhcos4-e8-worker
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H A B

NAME STATE
rhcos4-e8-worker-audit-rules-dac-modification-chmod NotApplied
rhcos4-e8-worker-audit-rules-dac-modification-chown NotApplied

rhcos4-e8-worker-audit-rules-execution-chcon NotApplied
rhcos4-e8-worker-audit-rules-execution-restorecon NotApplied
rhcos4-e8-worker-audit-rules-execution-semanage NotApplied
rhcos4-e8-worker-audit-rules-execution-setfiles NotApplied

INLDCRMERINZ E, 7IVF—89—PodF#T L., XF+ idDone (#7) 7 =z —XITH1T
Lji-a—o

5.12.1.4.5.Done (8 T) 7 x—X

RIEODAF v+ V71— TlE, BDERBEICRAF vy V)Y =NV Y —>T v FTEh, ResultServer
T7O4 XY ME(RFL YN TERY DHBE) AT —ILFIvINdh FE (RAF+ UHREIL
ZBE)EIBRINE T, REIDAF+ V(Y RYVATRTTOM AV MEBERLET,

F/. Done(8T) 7x—XTlE, RAF ¥ VILT7/T—2avaRFITCRAFvy VOBRTEN)HA—TF
5ZEHTEZXY,

$ oc -n openshift-compliance \

annotate compliancescans/rhcos4-e8-worker compliance.openshift.io/rescan=
Z2F v UH Done (#7) 7 T —XICEE L 2RIC. 188D autoApplyRemediations: true Z#5%E L T
HEMICERAIND LD ICREINTULWAWRY, BEMNICETINEZEEMEHY A,
OpenShift Container Platform BIE&F X, BEZHEFEL. LBICHRLTENSZEATES LD ICRY
F Lk, BEFAEBFNICERAINS LD IEREINTWVWSIHA, ComplianceSuite O hO—Z5—7H°
Done (f8T7) 7z —XTHBIZMWE, IV VRET—ILERAX v VDT Y TINBKRS Y N T—BEZFIE
L. IRTOBEZ1OTEALEY, BENMBEAINSE. ComplianceRemediation 1> b O —
T—HEIEREET,

5.12.1.5. ComplianceRemediation A~ bA—5—DZ4 71 VB LTT /v T

BTN RF v VIERFEDHEREBRELE T, BEDI1DEEMICT 5ICIE. apply BiE% true ICH]Y
B21%9,

$ oc patch complianceremediations/rhcos4-e8-worker-audit-rules-dac-modification-chmod --patch
{"spec"{"apply":true}}' --type=merge

ComplianceRemediation 1>~ b O — 3 — (logger=remediationctrl) [IZE I /et TP =V b &R
LEYT, AROHERELT, ABINZBEA TV PORT—HRDEEINE T, BRHINL

ITRTCDBEIEENZ. LVF) 2 ITINBRAM—bTED MachineConfig # 7¥ =7 hEEEX
hi_a—o

MachineConfig = 72 = MMIEIC 75- THRBL., AF v+ V&4 — MIEDVWTEHRINMTITONE
ER

I $ oc get mc | grep 75-

H A B
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75-rhcos4-e8-worker-my-companys-compliance-requirements 3.2.0
2m46s

mc ZIREREL TWIEBERYTI VEREDT /T—2aVIL—BRRIINIT,

I $ oc describe mc/75-rhcos4-e8-worker-my-companys-compliance-requirements

H A B

Name: 75-rhcos4-e8-worker-my-companys-compliance-requirements
Labels: machineconfiguration.openshift.io/role=worker
Annotations: remediation/rhcos4-e8-worker-audit-rules-dac-modification-chmod:

ComplianceRemediation I hO—5—DO7)LTY ZLIEUTOL D ICTRY £T,
o BEBEAINTLRIRTOEBERMBOBELY MIFEHFAEFNET,
o AEINLEBENERIND I EAFEINDGBE, Thidty MIBMINFT,
e MachineConfig 7 7> =7 Mgty kHSL VYV TIh, £y NROEBEDEZRITT /
T=YarviMMtiIohEY, By MAEDFZE (RECBEIRBERAINAW)., LYFY IS
1% MachineConfig # 7> = 7 MIHIBRINZE T,

o LYFYVIINETY VRENISAI—ICT TRERASNTVEEDE RERZESICD
. BASNEMCEEHINET (FLRERINZH. BBRINET),

e MachineConfig # 7Y =V FDERFIFERICL
Y). machineconfiguration.openshift.io/role 7 NJLIC—HT 2/ — ROBREEID M HT—
NE ¥, ML, Machine ConfigOperator D RF 2 XV REBRBRLTLEIW,

BEL-TE. LY TINEIY VRENEHIN (WEWRIBE). ABINLEBEF TV b

@1?—&1ﬁ%ﬁéhét%?bi?°zwﬁu\Wﬁ%ﬁﬁ?étﬁt@# DH—INZFT., B
BENIER, RX v VICT/ TF—ravaftid,. BEERITLET,

$ oc -n openshift-compliance \
annotate compliancescans/rhcos4-e8-worker compliance.openshift.io/rescan=

AXv UANRITIN, RTLIT., BEINIBEOEEEZHIALIT.

$ oc -n openshift-compliance \
get compliancecheckresults/rhcos4-e8-worker-audit-rules-dac-modification-chmod

H oAl
NAME STATUS SEVERITY
rhcos4-e8-worker-audit-rules-dac-modification-chmod PASS medium

5.12.1.6. %ICIID IRV

OV 7547 >R Operator IC& > TRENT & Pod ICIE. ZTNHABTE2RAF v v BL P TOHEEICE
CICEAEYTZINILMMTIFSNET, XAF+ >~ ID IZIE compliance.openshift.io/scan-name < X)L A
Fironxzd, 7—20— R IDICIE, workload SRILTINILAMFIFOENEFT,
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$58 1S54 7> X OPERATOR

AV 7547V R Operator FUUTFDT7— O—RERTTVa1—-)LLET,
® scanner AV TSATVARFZT Y VAEERITLET,
e resultserver: AV TSA TV ARFX Y VORIMIDERAZREL X,

® aggregator fERZKE L. TEEZRHEL. BRA TV I M (Fz v IDBREERE) ZH
ALEY,

e suitererunner: BEITT 2 XA — MY T EMIFTET (RTV2—ILHEREINTWVWBIHEE).

e profileparser: 7—4% A M) — L% L. BURTOT 74, L—ILESLCEHEERL F
-a—o

TRy TELCOTNMREDNDT—I O— RICBERBEIF. UTEZETLET,

I $ oc logs -I workload=<workload_name> -c <container_name>

5.12.2. 3> 754 7 R Operator ® ') ¥V — ZAHIRDIEHN

AV 7547 R Operator i, T7AIWMDFRLEVEXEY -2 MEETIHEIHYET,
COBBEBRRTIREDHEIE. hRYL)Y—ADFHIRERETEHIETT,

AFX 4 F—Pod DT 74N PDAEY) —E LV CPUHKIREIEPTITIE, ScanSetting HAY LYY —
A ESRLTEIWL,

FIa
1. Operator @ X € ') —#lIBR% 500 Mi (Z3E¥ F (I, co-memlimit-patch.yaml & W\ D ZRIOLLTF
DRy FIT74IVEERLET,
spec:
config:
resources:
limits:

memory: 500Mi

2. Ny FIT7AINEERALET,

$ oc patch sub compliance-operator -nopenshift-compliance --patch-file co-memlimit-
patch.yaml --type=merge

5.12.3. Operator 1) ¥V — R HIFI DR E

resources 7 1 —Jl K&, Operator Lifecycle Manager (OLM) IC& > TEKRI N2 Pod HDTRTD
YT 7+ —® Resource Constraints # €& L £ 9,

: ¥
COTOERTEEAINS Y Y —R5I#E. BEEOY Y —R&lME LEXLET,

FIR
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e Subscription# 7YV hAEREL T, £AYFFT—IC025cpu & 64MIiD X E ) —DEXK
&, O5cpu & R8MIiDXAEY —DHIPREBALE T,

kind: Subscription
metadata:
name: custom-operator
spec:
package: etcd
channel: alpha
config:
resources:
requests:
memory: "64Mi"
cpu: "250m"
limits:
memory: "128Mi"
cpu: "500m"

5.12.4. 7 R— b

AETHEAINTWBFIE, F 713 OpenShift Container Platform TRIEAFLE L 235 & 1%, Red Hat
HAII—HR—=FILIZTIVEALTLKEIV, ARIX—KR—FITIE, ROIENLTEET,

o RedHat&RICEATET7T—T 147 ELVY ) a—2arvaRE L RedHat 7Ly UR—
2ADWBFLIETSIX,

® RedHat Y R— MIINT B HHR—KNTr—ADEE,
o FTOMDEARFAAY MADTIER,

7 SR —DEREERFET %ICIE. OpenShift Cluster Manager T Insights Z{FH TE £ 9, Insights IC
£V, FEOFME., AR RGEIEEEDCRHERAEICET IBERM|MIREINET,

AEDHRENDREDNHDHBE. FLEIIZ—%2RDFLGEE. REEEHEOEVWRFaI XY NIV
R—2 MOD Jiralssue ZEFE LTI W, 92 3 2 HE*% OpenShift Container Platform /X—< 3
VIREDEBEMABERZRMHL TLEI W,

513. 3> 72547 XAOPERATORD 7 VA4 VA K—JL

OpenShift Container Platform Web YV —JL&ERA LT, 75X —H5 OpenShift AV 54 7>
A Operator ZHIFRTE £,

5.13.1. OpenShift Container Platform H* 5 ® OpenShift 3> 75 4 7 > X Operator
oA VAMN=I
O 754 7R Operator ZHIRd 2 I1CI&. &RFIC AV TS54 7> R Operator DARY LYY —2R

% (CRD) ZHIFR I 24 EHNH Y FF, CRD HHIRI N /=%, openshift-compliance 7O~ ¥
HHIBRT BT &L Y, Operator & Z M namespace % BIRTE XY,

AR

e cluster-admin /X\—3X v > 3V %HF D7 AUV M %&ERE L T OpenShift Container Platform 2
FZARAI—ICT UV EARATES,

® OpenShift A~ 754 7> R Operator 24 VA M—=)LFT Z2UEIHY 7,
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$58 1S54 7> X OPERATOR

FI7

OpenShift Container Platform Web YV — )L AR LT 3> 754 7 X Operator ZHlIfRd %I
. U TFZ2TWET,

1. Operators - Installed Operators R— ICHEEIL £ 7,

2. §NTD ScanSettingBinding. ComplainceSuite, ComplianceScan. & & U ProfileBundle 7
Tz MEHIBRLET,

3. Administration -» Operators — Installed Operators R—J(ZHPYEZ F T,

]
L]
4. Compliance Operator TV N —DF ¥ a v A Za— - =% ') v 2 LT Uninstall
Operator %3 &R L £7,
5. Home - Projects R—JICHIUEBZ T,
6. AV S SA TV RAEBRRLET,
]
H
7. openshift-compliance 7OY = ¥ b D#IZ#H % Options X —Z 21— =0 )vy

L. Delete Project #:&R L £ 7,

a. ¥4 7047 1KRy Y ZIC openshift-compliance & A1 L THIfR%MEE3 L. Delete 27 Y v
9 L/ i’a—o

5.14. OC-COMPLIANCE 7S 714 v DO{EH

V7547V Z Operator &V SR —DF v 7 ELVBEDLZ Z#BEELEIN. V53R —
FEWIEZRLALTOELATIK, BEENIY T4 7R Operator API DIV R—R Y k&
WEETDHENHY £, oc-compliance 7Z 71 VI TOEREBZICLET,

5.14.1. oc-compliance 7’5 74 VDA VY A h—JL

FIR

1. oc-compliance 1 X —< % &R L T. oc-compliance /N1 7)) —ZE#EFL X7,

$ podman run --rm -v ~/.local/bin:/mnt/out:Z registry.redhat.io/compliance/oc-compliance-
rhel8:stable /bin/cp /usr/bin/oc-compliance /mnt/out/

H A B

WO0611 20:35:46.486903 11354 manifest.go:440] Chose linux/amdé4 manifest from the
manifest list.

oc-compliance ZXE{TTE5 LD ICRY F L,

5.14.2. KN T DR DEVE

AVTISATVARF Y UDNRT T 2L, BROF Ty I DRBRIFERINS
ComplianceCheckResult 7 2% )Y —X (CR) IL—ERTRINET, £ L. BEEFILEETHE
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LEICEZF v+ Y OFMBEBRSDEICRZBEDNHY FF, OpenSCAP Y —JLid, FHMlAKERT
Advanced Recording Format (ARF) XD 7 7 1 L EER L E T, TDARF 7 7 ILIFERET Y T&
Tl DIEEE D Kubernetes ) VY —RIRBET B ICIIREIBE SR O, KiER) 2—4 (PV) BT h %
HFRAOCEDITERINET,

FIR

e V7547 >R Operator #FA L PVMNSLDERDODEEIZ 4 DDFIETEITINET, &
72 L. oc-compliance 7574 ~ T, BE—DaA<x Y K&FHTEXET,

I $ oc compliance fetch-raw <object-type> <object-name> -0 <output-path>

e <object-type> (&, R ¥ v VOMEEICEAINAZA TV I MILo
T. scansettingbinding. compliancescan % 7z |& compliancesuite D W\ MNITT 5 Z &
TETEY,

® <object-name> [&, ARF 7 7 A L EINEICFERATZ2NA VT4V, R4 —b, FLIFZXFv
VAT FDELEITY, <output-paths (&, EREBEITZ20—HILTA LY KN)—T
-3—0
LFIEZDFTY,

I $ oc compliance fetch-raw scansettingbindings my-binding -o /tmp/

H A B

Fetching results for my-binding scans: ocp4-cis, ocp4-cis-node-worker, ocp4-cis-node-master
Fetching raw compliance results for scan 'ocp4-cis'.......

The raw compliance results are available in the following directory: /tmp/ocp4-cis

Fetching raw compliance results for scan 'ocp4-cis-node-worker'...........

The raw compliance results are available in the following directory: /tmp/ocp4-cis-node-
worker

Fetching raw compliance results for scan 'ocp4-cis-node-master'......

The raw compliance results are available in the following directory: /tmp/ocp4-cis-node-
master

TALIMN)—HOT77AILD—EBERRLIT,
I $ Is /tmp/ocp4-cis-node-master/

H A B

ocp4-cis-node-master-ip-10-0-128-89.ec2.internal-pod.xml.bzip2 ocp4-cis-node-master-ip-10-0-150-
5.ec2.internal-pod.xml.bzip2 ocp4-cis-node-master-ip-10-0-163-32.ec2.internal-pod.xml.bzip2

BREMWMHELIT,

$ bunzip2 -c resultsdir/worker-scan/worker-scan-stage-459-tqkg7-compute-0-pod.xml.bzip2 >
resultsdir/worker-scan/worker-scan-ip-10-0-170-231.us-east-2.compute.internal-pod.xml

BRERTLIT,

I $ Is resultsdir/worker-scan/
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H A B

worker-scan-ip-10-0-170-231.us-east-2.compute.internal-pod.xml
worker-scan-stage-459-tgkg7-compute-0-pod.xml.bzip2
worker-scan-stage-459-tgkg7-compute-1-pod.xml.bzip2

5143. A+ VDBETT

AF vV EATTV21—I)LINAEYITELTETTBIERFARETTN., ZLDIHFE. BEDOERE.
FRE VSR —~ADMOEENMAONZBREDBEICELICAF Y VAL VYTV RTHEFTTS
MEAHY FT,

FIE

e OV /547X Operator CRA¥ vV EBETTBICIE. RF¥X v VATV MNTT/T7—
TavEFERTILELNHYET, 2L, oc-compliance T VA VAFEATZE. 10D
ARV RTRAF vy VEBRFTTEET, UTFDaT Y KEAAL T, my-binding &\ &E]
® ScanSettingBinding+ 7YtV hDRF vV EBEITLET,

I $ oc compliance rerun-now scansettingbindings my-binding

H A B

Rerunning scans from 'my-binding': ocp4-cis
Re-running scan 'openshift-compliance/ocp4-cis'

5.14.4. ScanSettingBinding h 2 % 1)) YV — X DfEA

3> 754 7 R Operator h'12#t 9 % ScanSetting & & U ScanSettingBinding 124 41) Y —2X
(CR) =¥ %2%%&. schedule. machine roles. tolerations 2 DA ¥+ v+ o avDty b &
FALTVWAREIC. #0707 7/ IILICR L TRAF ¥V ARITTETET, B D ComplianceSuite

F7Y x4y hFE/IE ComplianceScan 7 72 =V N FRHT 2 I ENLURZICAY FTH, FlR
A—H—MRIAEZELCIEZAHENHY £,

oc compliance bind 71~ > K&, ScanSettingBinding CR D{ERKICIRIIBE £,

FIa
L UTE2RITLET,

$ oc compliance bind [--dry-run] -N <binding name> [-S <scansetting name>]
<objtype/objname> [..<objtype/objname>]

o STUSIUAEAKTBIFA., AV T34 7 R Operator IZ& > TIREE IS default D R
FrvURENMEAINZET,

o FTTTHU MY TIE. Kubernetes+ 7V x4V 94 7T, profile £/
tailoredprofile ICT 52 &N TEE T, BHODA TV IV M E2IBETEET,

o A7V MAIL, .metadata.name 72 & D Kubernetes ') YV — A DHZRITY,

o —dry-runA T3 VEEBMLT, ERINZA TV MDYAML 7 74 L ERRLE
-a—o
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ez, UTFo7a7 74 ERFT v VBEAEELET,

I $ oc get profile.compliance -n openshift-compliance

ol
NAME AGE
ocp4-cis 9mb54s
ocp4-cis-node  9mb4s
ocp4-e8 9mb4s

ocp4-moderate 9mb4s
ocp4-ncp 9mb4s
rhcos4-e8 9mb54s
rhcos4-moderate 9mb4s
rhcos4-ncp 9mb4s
rhcos4-ospp 9mb54s
rhcos4-stig 9mb54s

I $ oc get scansettings -n openshift-compliance

H oAl
NAME AGE
default 10m

default-auto-apply 10m

2. default 3% % ocp4-cis & & U ocpd-cis-node 7O 7 7 A JLITERT ZICIE. UTFAERITLE

ER

I $ oc compliance bind -N my-binding profile/ocp4-cis profile/ocp4-cis-node
DBl

I Creating ScanSettingBinding my-binding

ScanSettingBinding CR & MEE SN2 &, N Y REh7O7 74)0id. BEET & ETH
FOTOT774IDRAF+ VERFIBLET, 2AMIC. ThiEa>Y T 54 72 R Operator TR
Fv U ERKBTZOOREEERAAETT,

5145 .3y hO—J)LDEXRT

AVT ATV AEERRE, UTDL D ICEEBICHERINFET,

136
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$58 1S54 7> X OPERATOR

o VT34 7R Operator I, BE—DRYFI—272\WTDTOT 74 ILADIL—ILDT
W—TICHIELET, TOT774ILO—EBEDIL—ILOEGEHI-ITI bO—IL&2¥EBT 3
ZENBETIEAWEESIHY £,

FIa

e oc compliancecontrols  7a< > Kid, IBEINALTOT7 74U ELTIZEES LTIV b
O—JILDOLR—MERELET,

I $ oc compliance controls profile ocp4-cis-node

H A B
+- + +
| FRAMEWORK | CONTROLS |
+- + +
| CIS-OCP |[1.1.1 |
+ Hmmmmmmees +
| [1.1.10 |
+ Hmmmmmmees +
| [1.1.11 |
+ Hmmmmmmees +

514.6. 3V 754 7 A EEDHEMBHROIE

Y7547V R Operator &, V5 RAY—HIENTEDZELDICTIVNERLTRABELT 2LHICFE
AINZBELF TV MaREL T3, fetch-fixes 7 a7 RiZ, FHT B EDBELEMRICE
R BDICRILE £ T, fetch-fixes 7YY RAFEALT. BEITZTaL o2 N)—=I7O774
b, JL—Jb, F7=IZ ComplianceRemediation # 7> =V kD OEEA TV M ERBELE T,

FIE
L 7O7274)L0BEERRLET,

I $ oc compliance fetch-fixes profile ocp4-cis -0 /tmp
DBl

No fixes to persist for rule 'ocp4-api-server-api-priority-flowschema-catch-all’ ﬂ
No fixes to persist for rule 'ocp4-api-server-api-priority-gate-enabled'

No fixes to persist for rule 'ocp4-api-server-audit-log-maxbackup'
Persisted rule fix to /tmp/ocp4-api-server-audit-log-maxsize.yaml

No fixes to persist for rule 'ocp4-api-server-audit-log-path’

No fixes to persist for rule 'ocp4-api-server-auth-mode-no-aa'

No fixes to persist for rule 'ocp4-api-server-auth-mode-node'

No fixes to persist for rule 'ocp4-api-server-auth-mode-rbac'

No fixes to persist for rule 'ocp4-api-server-basic-auth'

No fixes to persist for rule 'ocp4-api-server-bind-address'

No fixes to persist for rule 'ocp4-api-server-client-ca’

Persisted rule fix to /tmp/ocp4-api-server-encryption-provider-cipher.yaml
Persisted rule fix to /tmp/ocp4-api-server-encryption-provider-config.yaml
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W=D EERICEBEINRVD, TLFBENMTONAEWDICHIET EBEDL N
=B TO7 74 IICHZIGEILEIC. No fixes to persist DEENHINSE Z EHF

2. YAML 7 74 VDY Y P ERR-TEET, head I7 YV NiE, D 10T5RRLET,

I $ head /tmp/ocp4-api-server-audit-log-maxsize.yaml
Hh

apiVersion: config.openshift.io/v1
kind: APIServer
metadata:
name: cluster
spec:
maximumpFileSizeMegabytes: 100

3. 2F v VRILEK I 1 ComplianceRemediation 4+ 72 =7 M OEEERRLE T,

I $ oc get complianceremediations -n openshift-compliance

H A B

NAME STATE
ocp4-cis-api-server-encryption-provider-cipher NotApplied
ocp4-cis-api-server-encryption-provider-config NotApplied

$ oc compliance fetch-fixes complianceremediations ocp4-cis-api-server-encryption-provider-
cipher -o /tmp

H A B

Persisted compliance remediation fix to /tmp/ocp4-cis-api-server-encryption-provider-
cipher.yam|

4. YAML 7 74V DY Y T KRR TEZET, head I7 YV KL, RN 10T75RRLET,

I $ head /tmp/ocp4-cis-api-server-encryption-provider-cipher.yaml
DBl

apiVersion: config.openshift.io/v1
kind: APIServer
metadata:
name: cluster
spec:
encryption:
type: aescbc
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$58 1S54 7> X OPERATOR

DIk

H

AN

A BEAEEERT 3 I EEEAUETT, —MOBEE. BEATOT 7 AL
usbguard L—ILRED LD IC—FEL THATERWVWEENHY EFT, TDLHIR

%Ba. 37547 R Operator [FEKFERICHIGE L. 7T RY —IXIEFRIREE
DEZFICRBH, L—ILEBATEET,

5.14.7. ComplianceCheckResult + 72 = 7 b DD IR
AF v VDEITHNMET T2 &, ComplianceCheckResult 7> =7 MAERID A F + 2V JL—ILIZ DL

TERINZE T, view-result ¥ 7<% > K&, ComplianceCheckResult & 7> = 7 kDD AR
NMHFETEHHNERHLES,

FIa
o LUTF%ZRITLIT,

I $ oc compliance view-result ocp4-cis-scheduler-no-bind-address

505. AR L)Y —AEHEEZIBMRT S

OpenShift Container Platform @ 3> 754 7> X Operator i, AV T4 TV AR F vV EETT
20DV DOHNDHRY LYY —REH (CRD) #RMELET, AV TFIA TV RRF vV ERTT
%ITlE. ComplianceAsCode X a=F4—7OYV I I LRELASBIIERZIN X2 T 1 —
RVY—%MALET, AVTZATVRARL—F—F. ThoDtEF2)F1—R)P—%CRD
IKEBRLEY, ThEFEALT AV TIAT7YARAF vV ERTL. ROD>LBEDBELRET
XEY,

5151.CRD 77—/ 70—

CRDIE, AVTIATVRARF vV ERTITBLODRDT—7 70—%RHLFT,
L AVTSATVRARF Y VEREERT D
2. AVTSATVRRF v URELRRET S
3 AVTIZATVARF Yy VEREEFALTCAVISA TV RAEREZNET B
4 AVTISATYVARF YV EEZY—T 5

5, AVTSATUVRARAX vy VDEREWRT S

5552 AV TSATVAAX v VEHKDES

T 74 MTIE, O¥ TS5 4 7 R Operator CRD ICI& ProfileBundle = 7> = 7 k & Profile + 7
VIV MAEFNTHEY., INLDATVTIMNTCAVTISATUVRAF v VEHEDI I EEEZS L
VHRETEZ XY, TailoredProfile 7 72z V7 hEFERALT, 740 bDOTOT7 714V EHRITA X
TBH5IEETEET,
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5.15.2.1. ProfileBundle # 7> ¥ b

OV 754 7> R Operator DA ¥ R b—JLBFIZ, § CICEITTE % ProfileBundle £ 72 =7 M H'E
FhEd, AVTSATUVARFTRL—49—IL, ProfileBundle = 7> ¥ &L, /N RILRD T
O774ILZ&EICProfiled 7Yz MEERLE T, F7=. ProfileZ 72V MIL>TERAINS
Rule# 7Y x4V & Variable # 7V 7 NE@ITLET,

ProfileBundle = 7> = 7 k D

apiVersion: compliance.openshift.io/vialphat
kind: ProfileBundle

name: <profile bundle name>

namespace: openshift-compliance
status:

dataStreamStatus: VALID ﬂ

‘D AV TSATUVRARL—H—NRAVFUY I 7 AN ERBITTXENE I ERLET,

pa

. contentFile "k 5 &, HELIS—DFMAIZHET % errorMessage BN TR
" INhFET,

STV a—F404

M A X —IWSEMDaA VYT UYA A= O—ILb/Ny 733 &, ProfileBundle 7 72 7 k&
I5& %=1 L. PENDINGIRREEARRLEY, EIEERE LT, BIOA XA —JEIXERDA A=V ILKE
TXZEY, £7/IL, ProfileBundle # 7> =7 MAHIBRL THBEMR L., FEREBICRT CEHTEE
E

51522. 7A77ANATI LV b

Profile # 7/ M3, BHBEDIAV FSA TV ABEIIDWTIEHETE 2L —IILEEHEERLE
¥, XCCDF #3F* Node % 7= (& Platform ¥ 1 7D 7O7 74 L F v V7% &, OpenSCAP 7O
774 IICET 2BITEADOFMIESEINTWET, Profiler 7V NABEEFHET R E

%. TailorProfile # 72z V FAFALTILICHARITAIXTEHIEETEET,

pa

Profile # 7 x4 M3 B —® ProfileBundle # 7Y 17 M OIREL TWB =8, FE)
TEREFLIIZEETZEETEEFHA, BE. 120 ProfileBundle 7> =7 MIE
D Profile4# 7V NEaEDHBIENTEET,

Profile # 7> 7 b Dl

apiVersion: compliance.openshift.io/vialphat
description: <description of the profile>
id: xccdf_org.ssgproject.content_profile_moderate ﬂ
kind: Profile
metadata:
annotations:
compliance.openshift.io/product: <product name>
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compliance.openshift.io/product-type: Node g
creationTimestamp: "YYYY-MM-DDTMM:HH:SSZ"
generation: 1
labels:
compliance.openshift.io/profile-bundle: <profile bundle name>
name: rhcos4-moderate
namespace: openshift-compliance
ownerReferences:
- apiVersion: compliance.openshift.io/vialphai
blockOwnerDeletion: true
controller: true
kind: ProfileBundle
name: <profile bundle name>
uid: <uid string>
resourceVersion: "<version number>"
selfLink: /apis/compliance.openshift.io/vialphai/namespaces/openshift-compliance/profiles/rhcos4-

moderate

uid: <uid string>

rules:

- rhcos4-account-disable-post-pw-expiration
- rhcos4-accounts-no-uid-except-zero

- rhcos4-audit-rules-dac-modification-chmod
- rhcos4-audit-rules-dac-modification-chown
title: <title of the profile>

TO7 74D XCCDF BZEIBELET, RF v D707 7/ VEMHDEE LT
ComplianceScan 7 7Y =/ N2 E&HT 2% &, COHANFEFERALET,

Node F 7= (Z Platform OWFhHhEIEELE T, /—R7OT7 74 INVIEISRAY—/—KR%EZR
*FvyoL., 7S5Yy b T74x—L7T07 74 J)ViE Kubernetes 7S5y N7 4 —LARXAFXTv > LET,

TO77A40LDIL—ILDY A NEIRELET, EBIL—ILIF1D2DF vy ZII/HIELET,

51523.)b—IA Ty k

TO774IVEHKTDRuUledA 7oz hNE, #7927 M LTRARBAINET, RuleA 7o b
EHEALT, AVTSA4AT7VRFvIBREEERL. ThEBETZAEEEELET,

RuleA 7 x4 hfl

apiVersion: compliance.openshift.io/vialphat
checkType: Platform
description: <description of the rule>
id: xccdf_org.ssgproject.content_rule_configure_network_policies_namespaces 9
instructions: <manual instructions for the scan>
kind: Rule
metadata:
annotations:
compliance.openshift.io/rule: configure-network-policies-namespaces
control.compliance.openshift.io/CIS-OCP: 5.3.2
control.compliance.openshift.io/NERC-CIP: CIP-003-3 R4;CIP-003-3 R4.2;CIP-003-3
R5;CIP-003-3 R6;CIP-004-3 R2.2.4;CIP-004-3 R3;CIP-007-3 R2;CIP-007-3 R2.1;CIP-007-3
R2.2;CIP-007-3 R2.3;CIP-007-3 R5.1;CIP-007-3 R6.1
control.compliance.openshift.io/NIST-800-53: AC-4;AC-4(21);CA-3(5);CM-6;CM-6(1);CM-7;CM-
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7(1);SC-7;SC-7(3);SC-7(5);SC-7(8);SC-7(12);SC-7(13);SC-7(18)
labels:
compliance.openshift.io/profile-bundle: ocp4

name: ocp4-configure-network-policies-namespaces
namespace: openshift-compliance

rationale: <description of why this rule is checked>

severity: high €)

title: <summary of the rule>

CDI—=IHETTEFzvIDIATHIBELET., Node 7OT7 7MLV S RY—/— K%
2%+ > L. Platform 7O 7 7 1 JUI& Kubernetes 75w N 74 —LARXAFx vV LET, ZDE
lE. BEFzv oW EERLET,

F—=HAN)—LDOSEERBRTINDIL—ILDO XCCDF &%BELET,

o® o

KBMLEEZDIL—ILOEREEIEELZT,

pa

Rule # 7 x4 MZ. BEERIT 5N 7 ProfileBundle # 7 7 N AFEICHTE S
EHICEYRSNILEREBLET, ProfileBundleld. 2DA Tz D
OwnerReferences CHIEEINZE T,

5.15.2.4. TailoredProfile # 7 x4 b

TailoredProfile 7 7> =/ h &AL T, EBOEBEHICEDWTT 74 hD Profile# 7>V b %
ZTELIET, —ILZBRELEFEDICLEY., EREZZRELLY, HRAITI XDEEEEZRLE
YIBIENTEXET, WiEL. TailoredProfile + 7> = ¥ b & ConfigMap #/EE L3, Th

I&. ComplianceScan # 72 =V MHLBRBTEXE T,

D

ScanSettingBinding # 7> =7 N TSR3 2 &IC& Y, TailoredProfile # 72 =V NAFERETEX
9, ScanSettingBinding DFE#llIC DWW Tld, ScanSettingBinding 7 7Y =7 &SRB L T ZX L,

TailoredProfile & 7 = 7 b Dl

apiVersion: compliance.openshift.io/vialphat
kind: TailoredProfile
metadata:
name: rhcos4-with-usb
spec:
extends: rhcos4-moderate ﬂ
title: <title of the tailored profile>
disableRules:
- name: <name of a rule object to be disabled>
rationale: <description of why this rule is checked>
status:
id: xcedf_compliance.openshift.io_profile_rhcos4-with-usb 9
outputRef:
name: rhcos4-with-usb-tp 6
namespace: openshift-compliance
state: READY @)
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$58 1S54 7> X OPERATOR

ZNIZEETT, TailoredProfile "EJL KX % Profile 7 7Y 7 NO&RI, EAZEINTL
WAL, enableRules VA D SHLWTAOTZ 7M1 IILDBMERINZE T,

FEEINZTOT7 740D XCCDF &5ELET,

o0 O

ConfigMap &£ %18E L 9., Ihid. ComplianceScan ® tailoringConfigMap.name B4+ D &
ELTHERATEET,

Q READY. PENDING. FAILURE B &EDA TV NOREERRLET, £ 7V 0 MDRED
ERROR Di54&. B4 status.errorMessage WA DIERZIRELE T,

TailoredProfile # 7~ = A& {EH T % &. TailoredProfile 3> XA M52 MA{ER L TH L L Profile
T MNEERTEET, HLL Profile #/ER T % I1C13. RDEBEE/NTA—H—%F/RELZT,

o B4 A ML
e extends IFZETARIThIXARY FHA

e TailoredProfile # 79 NDRAFX v 9 A TT7 /) F5F—3v:

I compliance.openshift.io/product-type: Platform/Node

pa )

product-type D7 / 7—>3a VEBRELTWARAWES, IV T4 TV RAR
L—4—I&57 7 #J)L hT Platform ¥+ >4 1 7|74V £, TailoredProfile
7YY NDARIIC -node HEEFHEEEMT S E. node R¥ v V44 FITRY
F9,

5553.dYV7S5AF7VARFT v VERTEDHETE

AVTSATUVARAFT Yy VDEHAEEERZLZE. AFXFv VD914 T, AXF+vVORE, BLUVRFv Y
DIJFFAEIRET B2 EICEY, AVTSATVRARF Y VARETIXZET, TOLHIC, AV TS547
> R Operator | ScanSetting # 7> =7 &R L £ 7,

5.15.3.1. ScanSetting # 7> x ¥ b

ScanSetting 7 7Yz / h&2FRALT. RFX vV 2ETTILODERR) Y —%2EHZSIUCEAAL
F9., T7AIKTIE, AV TSA TV RAFRL—4% 3RO ScanSetting # 7> =7 M &{ERK L £
_a—o

e default - 1Gi Persistent Volume (PV) Z#RA LT, YRY—/—RET—Hh—/—ROEAT
BHFAIBICRAF vV EETL, RRD3IDOBREEF LTI, BEIEIMNIERGE
FEINFEA

e default - 1GiPersistent Volume (PV) ZfEA LT, I bO—LTL—vET—HA—/—KD
MATEAFRIIKICAF Y v 2ETL, REDO3IDDFEREZFRFLE
9, autoApplyRemediations & autoUpdateRemediations DA A true ICEREINTWE
ER

ScanSetting 7 7> 7 DAl

I Name: default-auto-apply
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Namespace: openshift-compliance

Labels: <none>

Annotations: <none>

API Version: compliance.openshift.io/vialphai

Auto Apply Remediations: true
Auto Update Remediations: true

Kind: ScanSetting

Metadata:
Creation Timestamp: 2022-10-18T20:21:00Z
Generation: 1

Managed Fields:
API Version: compliance.openshift.io/vialphal
Fields Type: FieldsV1
fieldsV1:
f:autoApplyRemediations: ﬂ
fautoUpdateRemediations: 9
f:rawResultStorage:

f:nodeSelector:

f:node-role.kubernetes.io/master:
f:pvAccessModes:
frrotation:
f:size:
fitolerations:
frroles:
f:scanTolerations:
f:schedule:
f:showNotApplicable:
f:strictNodeScan:

144

Manager: compliance-operator
Operation: Update
Time: 2022-10-18T20:21:00Z

Resource Version: 38840

ulD:

8cb0967d-05e0-4d7a-ac1c-08a7f7e89e84

Raw Result Storage:
Node Selector:
node-role.kubernetes.io/master:
Pv Access Modes:

ReadWriteOnce
Rotation: 3 6
size:  1GI @)
Tolerations:
Effect: NoSchedule
Key: node-role.kubernetes.io/master
Operator: Exists
Effect: NoExecute
Key: node.kubernetes.io/not-ready
Operator: Exists
Toleration Seconds: 300
Effect: NoExecute
Key: node.kubernetes.io/unreachable
Operator: Exists
Toleration Seconds: 300
Effect: NoSchedule
Key: node.kubernetes.io/memory-pressure



$58 1S54 7> X OPERATOR

Operator: Exists
Roles:

master

worker
Scan Tolerations:

Operator: Exists
Schedule: 01+ @
Show Not Applicable: false
Strict Node Scan:  true
Events: <none>

BEEEZEMICT BICIE, true ICRELE T, BEMEERZEMICT HICIE, false ICREL &
-3—0

AVFUYBEFOEIMEEEZAMICT BICIE. true ICHRELZET, JVFTVYYEFOBEEBES
|MICT BICIE, false ICERELF T,

Y OREREATREINALAAT Y VO EIELE T, T 74 MEIEZ3 T, TWERHLIO—
F—Yavindé, BEZHREO—FT—YavirRETIAMICEREZNDOBMICEET2LELDH
L) i-a—o

SORREREFETDEDICAF v VRHIENT I2LEN’HEZAMNL —I YA XZEBELEFT., T
7 # )L MEIE1GI TT,

AF¥ v v ERTI2EEE cronTGRATHRELZE Y,

4 s 0
O—F—>aviR)Y—aEMICTBICIE. BEEOICKRELET,

9 node-role.kubernetes.io S NILEAIEEL T, Node ¥ 1 7DRF v U %u RV a1—ILLEFT,
Z MD{&lx. MachineConfigPool D&RIE —H T 2HELNHYET,

@ 6 o o 9o

5054 AV SAT7VARAFXT v VEREAFER LAY TSA4 TV RARAF v VEHDNE

AVTSATUVARAFT Yy VEHAEERL, AF vy VERTTELIICKETSE. AVTSATVRAL
AR L —4% —I|% ScanSettingBinding A 7> =/ N2 FRALTZhEUELZX T,

5.15.4.1. ScanSettingBinding A 7>/ b

ScanSettingBinding # 7~ = ¥ N % L T. Profile 7|4 TailoredProfile 7 7> = - &SR L
TCAVTSATVRAEHERELE T, RIS, AF¥F vV ORELOHKNAIRET % ScanSetting 4 7
VI MIYYIINET, RIC. YT 54T 2R Operator I£, ScanSetting # 7> 7 b &
ScanSettingBinding # 7~ = 7 MMZE DWW T ComplianceSuite 7 7> 7 hE4EK L F T,

ScanSettingBinding 4+ 7> 7 k ®fl

apiVersion: compliance.openshift.io/vialphat
kind: ScanSettingBinding
metadata:

name: <name of the scan>

profiles: 0

# Node checks
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- name: rhcos4-with-usb
kind: TailoredProfile
apiGroup: compliance.openshift.io/vialphal
# Cluster checks
- name: ocp4-moderate
kind: Profile
apiGroup: compliance.openshift.io/vialphal
settingsRef:
name: my-companys-constraints
kind: ScanSetting
apiGroup: compliance.openshift.io/vialphai

ﬂ Profile % 7= (% TailoredProfile # 7> =7 FDFEMAIEEL T, BEEZAFv+ LET,

Qg 25T 21— AN —VH A X EDERLOHNAIEELET,

ScanSetting + 7> = 7 b & ScanSettingBinding 4 7> =V NAER$5&, AV TSAT7 VYRR
A—MPMERINET, AVTFATVRRAA— MDY A MNERET 2(1CE, ROV REETLE
-3—0

I $ oc get compliancesuites

HE
ScanSettingBinding #8325 &, AV TSA 7V ARA—hEHIBRINZET,

5155. Y7547 YVARAF v VDB

AV TSAT7VRAAA— NDYER#%. ComplianceSuite 7 72 7 M FHRAL T, 704 Ik
FYvVDRT—HR%ZE=HF—TEZXT,

5.15.5.1. ComplianceSuite # 7 ¥ b

ComplianceSuite 7 7Y =V MM, XA F¥ vV OREZEBHTE2DICEIEET, AF v v &2EHAL
BEREFERTDEODEDRENEEINTVET,

Node ¥ 1 7D R ¥+ > DFHAE. BBDBENSENTWSH, XF + % MachineConfigPool I
RYTTBUENHYET, FNIVERET IHEIE. TN T—IVICEREERAINS I EERALT
{IEEIW,

ComplianceSuite 7 7> 2 ~ DAl

apiVersion: compliance.openshift.io/vialphat
kind: ComplianceSuite
metadata:
name: <name of the scan>
spec:
autoApplyRemediations: false ﬂ
schedule: "0 1 * **"

scans: e

- name: workers-scan
scanType: Node
profile: xccdf_org.ssgproject.content_profile_moderate
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content: ssg-rhcos4-ds.xml
contentlmage: quay.io/complianceascode/ocp4:latest
rule: "xccdf_org.ssgproject.content_rule_no_netrc_files
nodeSelector:
node-role.kubernetes.io/worker: "
status:
Phase: DONE @)
Result: NON-COMPLIANT @
scanStatuses:
- name: workers-scan
phase: DONE
result: NON-COMPLIANT

BENMEEABMICT BITIE. true ICREL XY, BEMEEZEMICT BICIL, false ICEREL £
_a—o

AF¥ v v ERTI2HEEEZ cronTEeRATHRELZE Y,
JSAY—TEFTTIRAEF vy VKDY A MAEEELXT,

AFx v VDOETKRREZERLET,

000 9

A — hOEFHLGHMZRLEIT,

Ny DJTZ9Y RORA—ME, scans /X5 X —4 —(ZEDW\WT ComplianceScan # 7> = 7 M &4{E
BLET., 7075 LT ComplianceSuites 1 XY NEREBETEET, R4 —FDARY NEEFT S
IKiE, ROV RERITLET,

I $ oc get events --field-selector involvedObject.kind=ComplianceSuite,involvedObject.name=<name of
the suite>

BF

F 5T ComplianceSuite = E&J % &. XCCDF BN EFNTWB D, TF7—HH
9 5HEMEN DY XT,

5.15.5.2. mE %4 ComplianceScanZ* 7o 7 b

AVTSATVRAARL =9 —IIE, TNV TFELIIBEEDY —ILEDHREDHD EHI—H—M@EIT
DA T avhrEFEFNRTWET, ComplianceScan 7 7YtV N BEEFER LAV E#EEHOHLF
IH. KbV, ComplianceSuite 7 72V N2 FRALTA TV MAEBETEET,

AdvancedComplianceScan = 7 = & k Dl

apiVersion: compliance.openshift.io/vialphat
kind: ComplianceScan
metadata:
name: <name of the scan>
spec:
scanType: Node ﬂ
profile: xccdf_org.ssgproject.content_profile_moderate 9
content: ssg-ocp4-ds.xml
contentlmage: quay.io/complianceascode/ocp4:latest 6
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rule: "xccdf_org.ssgproject.content_rule_no_netrc_files" ﬂ
nodeSelector: 9
node-role.kubernetes.io/worker: ""
status:
phase: DONE G
result: NON-COMPLIANT @)

Node F 7= (Z Platform OWFh M EIEELE T, /—R7OT7 74 INVIEISRAY—/—KR%EZR
*FvyoL., 7S5Yy b T74x—L707 74 J)ViE Kubernetes 7S5y N7 4 —LAERXAF v LET,

EITT2570T7 74D XCCDF HAUFEIEELE T,

TAT7F7ANTFANEATEIMET BT F—AXA—VBEELET,

oO00® 9

ZhFA T arTd, B—DIL—ILEETITEIRAFY VAEELET., TDIL—ILIE XCCDF ID
THEHAIN, IBEINALTOT77M4IVICBLTVWEBRERHY FT,

pa )

rule NS X—49—%5Axy FT$3E&, EEIN/TOT 7M1 ILTHEBEERERTANT
DIV=IIZTHF L TRAF v UDEITINET,

9 OpenShift Container Platform Z{#fH L TW T, BEZ4EMK L2 WEEIE. nodeSelector T NJb
" MachineConfigPool SRV &E—HTZ2RELRHY T,

pa 3]
nodeSelector /X5 X —4% —%315E L &L\ A, MachineConfig 5 ~NJL & —E L 4Ly

BAETEH, AF v VEETINTTH, BEBERINIEA,

22X v VORED 7z —XARLET,

o9

AxvvDHEERLET,

BF

ComplianceSuite 7 72 =7 M5 HIff T2 &, BBET B IRTORF v VHHIBRINZE
-a—o

AFX v UHRET T SE, ComplianceCheckResult # 7Y =V hDARY LY Y —RE L THRRIEK
INFET, £EL. EOBERIFARFERATAFTEE YT, ThoDERIE. RF v v OEAFIICEERN
FoNkiERY 2 —LJ L—L4L (PVC) ZFDOKGARY) 2 —4 (PV) ILREINEY, 7OTFALT
ComplianceScans 1 XY h UG TEE T, R4 —PDARY NEERT BICIE, ROOTY REE
TLET,

I oc get events --field-selector involvedObject.kind=ComplianceScan,involvedObject.name=<name of
the suite>

515.6. AV o547V AERDODERT
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AVTSATVARA =MD DONE 72 —XIET D&, AF v VIEREARERBEARRITEE
£

5.15.6.1. ComplianceCheckResult & 7 £ 7 k

BHEDTO77MAINTRF YV ERITTRE, 7OT7741ILADVK DHDDIL—ILHIRIEINET, &
no5OIL—)L T EIC, ComplianceCheckResult 7 72 =7 MAMER I, HEDIL—ILDYI SR —
DRENMRBEINF T,

ComplianceCheckResult 7 7~ = & k Dl

apiVersion: compliance.openshift.io/vialphat
kind: ComplianceCheckResult
metadata:
labels:
compliance.openshift.io/check-severity: medium
compliance.openshift.io/check-status: FAIL
compliance.openshift.io/suite: example-compliancesuite
compliance.openshift.io/scan-name: workers-scan
name: workers-scan-no-direct-root-logins
namespace: openshift-compliance
ownerReferences:
- apiVersion: compliance.openshift.io/vialphai
blockOwnerDeletion: true
controller: true
kind: ComplianceScan
name: workers-scan
description: <description of scan check>
instructions: <manual instructions for the scan>
id: xccdf_org.ssgproject.content_rule_no_direct_root_logins
severity: medium

status: FAIL @)

AFXF v UFIVvIDEREBICDWTHRALEY,
FryvIDEREZHRBPLET, UTOEAFEETEEY,

®9

e PASS:F v UIEmIILZF L7,
o FAIL: FxvUITKRBELZEL,
o INFO:FIvIIEHINL, T5—ERABINZEFEZFRZTIEAVWEDIREDONY L1,

e MANUAL: Fx v I TRARAT—I R %=BHWICFHETEIRWED, FEF v ID’RBET
-3—0

e INCONSISTENT: / — RAZGNIL, MEIhBBREZLRY I,
¢ ERROR: Fx v VRERBICETINI LA RTTEIFHATLL,

e NOTAPPLICABLE: 3Z2E L2Wed, FI v JREETINFIEATLE,

AA—bDLIARTDF Ty VRREIBT ZICIE, ROATY RERITLET,

149



OpenShift Container Platform 4.8 ¥ V)74 —8&TAVTFS41 7V R

oc get compliancecheckresults \
-I compliance.openshift.io/suite=workers-compliancesuite

5.15.6.2. ComplianceRemediation 7> = ¥ b

BEDFTYIILDOWTE, T—9 AN —ATEEINLBEEZITIENTEET, L.
Kubernetes IEIEN R AREERIFA. IV T4 7V AA R L —4% —|F ComplianceRemediation 4 7
Jxy hEERLET,

ComplianceRemediation = 7~ = 7 kD fl

apiVersion: compliance.openshift.io/vialphat
kind: ComplianceRemediation
metadata:
labels:
compliance.openshift.io/suite: example-compliancesuite
compliance.openshift.io/scan-name: workers-scan
machineconfiguration.openshift.io/role: worker
name: workers-scan-disable-users-coredumps
namespace: openshift-compliance
ownerReferences:
- apiVersion: compliance.openshift.io/vialphai
blockOwnerDeletion: true
controller: true
kind: ComplianceCheckResult
name: workers-scan-disable-users-coredumps
uid: <UID>
spec:
apply: false 0
object:
current:
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
spec:
config:
ignition:
version: 2.2.0
storage:
files:
- contents:
source: data:,%2A%20%20%20%20%20hard%20%20%20core%20%20%20%200
filesystem: root
mode: 420
path: /etc/security/limits.d/75-disable_users_coredumps.conf

outdated: {} €)

true . BEMNMERAINALZEATRLET, false ld. BEN BERIN G >LZEAETRLET,

BEOEENSINTVET,

-

DBIDN—=avypavF oYL URICEBRINABEERLET, IV TSATUVRAFRL—
H—IlF, WA Tz MABIZHmIFREFELT, BEEEI’FLWMEELZER I SRIICHEETES L
INCLET,
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AA—K"DOIRNTOEBEZRETZICIE, ROAYY RZ2ERTLET,

oc get complianceremediations \
-I compliance.openshift.io/suite=workers-compliancesuite

BHEMICEBETIESZIARNTORBMLAFIVvIZ—ERFITSHICE, ROIAYTY RFZERITLET,

oc get compliancecheckresults \
-| 'compliance.openshift.io/check-status in (FAIL),compliance.openshift.io/automated-remediation’

FETEBETESZIRTORALATF v I/ 2—BRTISHICE, ROIATY FEERTLES,

oc get compliancecheckresults \
-I 'compliance.openshift.io/check-status in (FAIL),lcompliance.openshift.io/automated-remediation’
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56E FILE INTEGRITY OPERATOR

6.1. FILE INTEGRITY OPERATOR ) ) —RX / — b

OpenShift Container Platform D7 7 4 LVEEMA XL —4 —Id, RHCOS / —RT7 71 IILEGH
Fryv ) EBGEHICEITLET,

ZhomY ) —RJ— bM&E. OpenShift Container Platform T® File Integrity Operator MEAF % B L
9,

File Integrity Operator DBEEIZ DWW TIE, File Integrity Operator ICDWT 5B L TLEI W,

BHYU ) —RICT V2R T BITIE, File Integrity Operator DE#H 2SR LTI,

6.1.1. OpenShift File Integrity Operator 1.0.0
OpenShift File Integrity Operator 1.0.0 ICDWTI&, AFO7 RN/ H1) —%AFBETEET,

® RHBA-2023:0037 OpenShift File Integrity Operator Bug Fix Update
File Integrity Operator IFIREREL THY., Y —ZAF v+ U RIVIEVIIZT Yy T L—RIhTWE
T, FMEDY 1) —RIF Semantic Versioning ICREVWE T, &F) U —RICT IR T 3ITIE. File
Integrity Operator DEHT 2SR L T LI L,
6.1.2. OpenShift File Integrity Operator 0.1.32

OpenShift File Integrity Operator 0.1.32 ICDWTIE, UTFD7 RN H 1) —%FBHTEET,

® RHBA-2022:7095 OpenShift File Integrity Operator Bug Fix Update

6.1.2.1. /N JEIE

e LIHEIIX, File Integrity Operator IC& > THEITIN/LT Z— b namespace ZE&E L TLWR
Mo, 75— MHDEE L7z namespace BT 2 &R T L, ThT,
Operator (& H]7 namespace 28 E L. 77— MIEAT 25FMIEHRZRMHL T T,
(BZ#2112394)

e LIFIIE. File Integrity Operator I& Operator DEEIBFICA N Y A —EREFEHRLAI oKL
Teh, ANYOVRY—=5Fy MIEETEFHATLE, SEDY ) —XTIL, File Integrity

Operator IC& Y, Operator ODEEFFICA M)V A —EZXHDNERICEHFIND LD ICRY ZE
L. (BZ#2115821)

6.1.3. OpenShift File Integrity Operator 0.1.30
OpenShift File Integrity Operator 0.1.30 ICDWTIE, UTFD7 RN H 1) —%FBETZET,

e RHBA-2022:5538 OpenShift File Integrity Operator M /N J{EIE & HEEEHLAR D B HT

6.1.3.1. NJEIE
e LIHEIIE. File Integrity Operator B*%4T L 727 5 — b Tld namespace H'sREI N TWARMN > 7%

D, PT5—MNDOREGHEZEMT D EHIPER#BT LIz, IRIE. Operator (ZEEIA:
namespace A& E L., 77— M EBETEELDICHEINTVE T, (BZ#2101393)
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6.1.4. OpenShift File Integrity Operator 0.1.24

OpenShift File Integrity Operator 0.1.24 ICDW Tk, UTFDT7 RNAHY —%FETEXZ T,

® RHBA-2022:1331 OpenShift File Integrity Operator Bug Fix

6.1.4.1. Fikkae & L B EEHLAR

e config.maxBackups Bt % £ L T. Filelntegrity 1 X% L)Y —Z (CR) ILREINZ /Y
DTV TORABAERETEDLIICARYELL, ZOBMIE. /—RNIZERET27DIC re-
init 7O ANLHKINKADE FT—IR—BLPOATDONY 27y TOHERELET, &
EINBEBAZEWNNY I 7y FIZEENICTIV—=VT3IhET, 774 ME5D0
Ny Ty FIREINTVWET,

6.1.4.2. XJEIE
o UIRETIE. Operator Z 0121 LY BHWAR=IU 3 UM S 012217y T L—R3B &, re-init #
BRI 2 HREMELHY £ Lz, Thik., AL —%—75"configMap ') YV — X S NJLDOFEHT

ICKRBLAERTY, BE. RFN—VaVIC7y T L—RT3E, VY—RASRILDMELE
XNnET, (BZ#2049206)

o LIFNIE., 774/ MDD configMap 27 Y 7NOAR%EZERT & XIC, BELT—9F—
I hTWwWE Lz, ThiCL Y., Operator D7 v 74 L — K#IC aide-reinit 2 7 1) 7 hH°
BUICEHFINT, re-init 7TOEZZANKKTZZ & HY L, INT. daemonSets H'5
TT2FETERITIN, ADET—IRXR—ADre-init 7OCANEEICERTINE T,
(BZ#2072058)

6.1.5. OpenShift File Integrity Operator 0.1.22

OpenShift File Integrity Operator 0.1.22 ICDWTId, UTFD7 KN4 H 1) —%FBATEET,

® RHBA-2022:0142 OpenShift File Integrity Operator M /XN J{E1E

6.1.5.1. N\ TEIF

o LIAEIIE. File Integrity Operator i1 Y A h—JLINTWB Y AT A
M. /etc/kubernetes/aid.reinit 7 7 1 JLHRE T, OpenShift Container Platform D& #7 % A
Wrg ZETEEMED DY F L, Thid. /etc/kubernetes/aide.reinit 7 7 1 LDFETEL /2D, % T
ostree IREIDHICHIRINBZBEICHKELF L, SEOEFHT
I&. /etc/kubernetes/aide.reinit #* /run 74 L 7 b —IC#E) L. OpenShift Container
Platform DEFH EFHEE LRWVWEL D IR >TWE T, (BZ#2033311)

6.1.6. OpenShift File Integrity Operator 0.1.21

OpenShift File Integrity Operator 0.121 ICDW Tk, UTFDT7 RNAH Y —%FETEXZ T,

e RHBA-2021:4631 OpenShift File Integrity Operator M /XN 7B IE & ¥ REHLR D B #r

6.1.6.1. Fiae b & CHBEHLTR
o Filelntegrity 2 ¥ + ViERB L CUEBA M) v VICEETZA N v IIE, WebI VYV —ILD

BERA Y 2 R— RICRTIINE T, FERICIE, file_integrity_operator OFBEA T 5N
i -a—o
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o /—RDEESMEENIWZHA 5 &, Operator D namespace TRIEINZ T 74 MD
PrometheusRule "E&&E 2R L X7,

o RDENHZ Machine Config Operator & & U Cluster Version Operator BEED 7 7 1 JL/N R,
J—ROBEHFHOBEBRMER SO, TI7AFILMDADE R P—DLRAINATVET,

o /etc/machine-config-daemon/currentconfig
o /etc/pki/ca-trust/extracted/java/cacerts
o /etc/cvo/updatepayloads

o /root/.kube

e ADEF—Ev7OtRIFv0116 &Y ELEMIEMLELTEY., AIDE FT—9 RXR—XDFEALEE
ICRETIIARMEDOHZITS—ICHTEMUEINEL B> TWVWET,

6.1.6.2. /X J{EIE

o LIFiIlE. Operator MEEIMICT Yy 7/ L —RLAEXIC, AVWT—EVEY MIBIBRINEE
ATLE, TOYY—TE, BE7Yy FIL—RFICHWT—EV Y FBIBRINE T,

6.1.7. BEEIBER

® File Integrity Operator ICDWT

6.2. FILE INTEGRITY OPERATOR DA Y X b —JL

6.2.1. Web O~V —JLT® File Integrity Operator 1 > X h—JL

GIErS 3ia
o admin#ERHLH %,

FIR

1. OpenShift Container Platform Web 3> Y —JL T, Operators - OperatorHub X— ' |[ZF5 &)
LET,

2. File Integrity Operator Z#% L. Install 22 Y v I LX T,

3. Installation mode & & U* namespace D7 7 # )L b &R = #HF L. Operator »* openshift-
file-integrity namespace IC4 Y XA h—J)LINTWB I E AR LE T,

4. Install 22y 2 LET,

HREE

AVARN—IDEBICTON I EZ2MHERTBICE. UTFZEEITLET,
1. Operators - Installed Operators R— ICHEEIL £ 7,

2. Operator A* openshift-file-integrity namespace ICA YA M—)LINTHEY., TORT—F R
N Succeeded THZ I & ZHRLE T,

154


https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/security_and_compliance/#understanding-file-integrity-operator

%63 FILE INTEGRITY OPERATOR

Operator AIEEICA VA M—=ILINTWLWRWEE, UTFTE2EITLET.

1. Operators - Installed Operators XR— |ICF#E) L. Status ZI TIT S —XLIFKBROBEEHE
RLET.

2. Workloads » Pods R— L5 L. openshift-file-integrity 70> = ¥ b D Pod TRIE% R
HELTW2O7DEEZEDRLET,

6.2.2. CLI Z#{#F L 7 File Integrity Operator D1 ~ X k—JL

IS 3as
e admin¥ERH1H 3,

¥
1. LF%3217L T Namespace # 72V N YAML 7 7 4 L EERR L £ T,

I $ oc create -f <file-name>.yaml

H A B

apiVersion: vi
kind: Namespace
metadata:
labels:
openshift.io/cluster-monitoring: "true"
name: openshift-file-integrity

2. OperatorGroup 4+ 7> =2 b YAML 7 7 1 LA L F 7,

I $ oc create -f <file-name>.yaml

H A B

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: file-integrity-operator
namespace: openshift-file-integrity
spec:
targetNamespaces:
- openshift-file-integrity

3. Subscription # 72V N YAML 7 7 1 L &EERR L £ 9,
I $ oc create -f <file-name>.yaml

H A B

apiVersion: operators.coreos.com/vialphai
kind: Subscription
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metadata:
name: file-integrity-operator
namespace: openshift-file-integrity
spec:
channel: "v1"
installPlanApproval: Automatic
name: file-integrity-operator
source: redhat-operators
sourceNamespace: openshift-marketplace

WREE
1. CSVI77A4INERRELT. A VAN EBICET LI EEHRLET,
I $ oc get csv -n openshift-file-integrity
2. File Integrity Operator @ L TWA I & ZHRLEX T,

I $ oc get deploy -n openshift-file-integrity

6.2.3. FEFR

® FileIntegrity Operator & x v N7 —J W HIRINAZRIETHR—bIhTVWE T, 5l
&, *v 7= DRI N/IRETO Operator Lifecycle Manager Offf #S8B L T 72X
LY,

6.3. FILE INTEGRITY OPERATOR D &E#

75 R4 —EEHE(IE, OpenShift Container Platform ¥ 5 X 4 — T File Integrity Operator Z# B TX &
ERS

6.3.1. Operator BT D #(#

4 VA M=JLE N7 Operator DH TR YY) 7> 3 (%, Operator DEFHAEBMHE L VORET LEH
FrRIVEZEBELEFT, BEFFvRILZZEBLT, HILLWF Y RILDLDOEHFOEHE ZEZRI/TSE
i-a—c

HYITR9) T avDEHF v RILDERIE Operator I CTEARZAREMELIHY FTH, GERAF—A4A
BE. FED Operator AOHBOIRANCHWE T, & 2. F+ RILFAIE Operator 12 & > TR S
hea77)5—2avORA4AFT—))—XBHAM)—L (1.2, 1.3) FkiF) ) —EE

(stable. fast) ICE D AREMELHY T,

p= =)
4 VA M=J)LEINT Operator 1F, WAEDF v RXILLYEFHLWF v RILICPYBRZ B &
X TEFE A,

Red Hat Customer Portal Labs ICIE, EIEEH Operator DEHF = #EHFH T 2 DICKIIDUTOT7 7Y
F—ravhEaFhTwEd,

® Red Hat OpenShift Container7Z v b 7 #+ — A Operator Update Information Checker
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D7 TV r—avaERL T, Operator Lifecycle Manager X— X M Operator Z 3 L.
OpenShift Container Platform D&% /X—2 3 VETEHF v xI)L T & ICH AR 8E/R Operator /X —
T3V aEWIRTEXT, Cluster Version Operator X— 2 M Operator id&FNEH A,

6.3.2. Operator DEHF v RILDERE

OpenShift Container Platform Web 3>V —JL%{#A L T, Operator DEFHF v RILEZEETEZX
ERS

BV
HTR0Y T aVDERA NS TY—5 Automatic ICEREINTWREBE, 7y 7JL—K7O+
2k, BIRL7=F ¥ RILTHIR Operator N\—U a YHAFIAFREICARD ETCICABLET., ABR b

STFY—N Manual ICEREINTWBEHEEIZ. REFDT7Yy 7L —REFHTEIETILELIHY F
-3—0

=S5

e Operator Lifecycle Manager (OLM) Z {8/ L TLARIICA Y X b —JLE N TS Operator,

FIR

1. Web 3~ Y —JL® Administrator /X\— X~ % 7 4 7T, Operators - Installed Operators IZ
BE}LET,

2. BHIF v RIVEZEHEY B Operator DZEI =TI ) v I LET,

3. Subscription¥ 7% Y v LEY,

4. Channel D FICHZEHFHF v RILDERIZ7 ) v I LET,

5 ERTIHLVWEHRHF v RILEYVY v UL, Savex Vv I LET,

6. Automatic KRR NS TV —DHZ Y TRV ) T2 avnBE. BEMIEENICHBLE
¥, Operators - Installed Operators *—YVICRY ., BHFOEBEZE=-94—LF9d, BTH
I, AT —4% A& Succeeded 5L U Uptodate ICERINZE T,

Manual KZBA NS TV —DHZH TR ) T3 v DigE. Subscription ¥ 7HSEHAEF
@JT%ELT% i’g—o

6.3.3. IR D Operator BEFDFENIC & R

4 VA M=I)LEINI Operator DHTRI ) T3 VDEBERA NS TV —5 Manual ILEREINTWS
HBE. FROBFNREOEFF v+ RILICV)—RINBE, 1 VAN %GBT 2R1IICEHF A2 FE
TERITI2MEI’HYFT,

AR

® Operator Lifecycle Manager (OLM) Z {8/ L TLARIICA ' X b —JLE N TS Operator,

FIR

1. OpenShift Container Platform Web 3> ¥ —JL M Administrator /X —2X X9V 71 7
T. Operators - Installed Operators IC#E1 L £,
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2. BIFHDRE AR D Operator |& Upgrade available DX 7 —4% X =RRL XY, BFHIT S
Operator DEFIZV ) v 7 LEXT,

3. Subscription ¥ 7% ) v I LEY, EBRPVLELREHE. Py TITL—KRAT—H R DREIC
RRINFET, =&z Trequires approval " RRINZAHEMELNHY ET,

4. 1requires approval =7 ') v 7 L THh 5, PreviewlInstallPlanZz27 ) v 2 LE¥ T,

5 BEHICFIAREERY Y —RELT—EBERRINTWSE Y YV —R&2HRALET, BEI RITh
&, Approve &7 ) v o LET,

6. Operators - Installed Operators *—VICRY ., BHOEB A E -4/ —L T, TTHIC. R
7 —% A& Succeeded B & U Uptodate ICEREINE T,

6.4. FILE INTEGRITY OPERATOR IZCDWT

File Integrity Operator I& OpenShift Container Platform Operator TH Y., 7 5 A9—/—RKRETT 7
AIVDEBEEF v 7 2HREHNICETLET, Inid. &/ — NTH#ENM X O AIDE (advanced
intrusion detection environment; EEQAEARMIRIE) AV T FH—%2&/— NTHHELL. 1793
T—EVEY MNEFTOM L, RT—F9RA TV MNET—FEV Y b Pod DYERTHEICERS
N37740007 EHICRHLIT,

BF

IABF R Tl&. Red Hat Enterprise Linux CoreOS (RHCOS) / — RD& A Y R— kI ZF
ER

6.4.1. FileIntegrity H X% L) ) — X DERK

Filelntegrity H 2% 1) YV —2 (CR) DA Y A VA&, 1DUED /) — RDOMFHGIAL T 7 1 LEEMER
Frooty hERLET,

ZNENO Filelntegrity CR (&, Filelntegrity CR {f#kIC—%9 %/ —KNELTADE 2#ET9 257 —F
vy MIL2THR—IINZET,

FIR

1. worker-fileintegrity.yaml & L\ D &ZR1DRDHFID Filelntegrity CR = {EfK LT, 7—H—/— K
TORF v VEBMLIT,

H > 7 Filelntegrity CR

apiVersion: fileintegrity.openshift.io/vialphai
kind: Filelntegrity
metadata:
name: worker-fileintegrity
namespace: openshift-file-integrity
spec:
nodeSelector:
node-role.kubernetes.io/worker:
config: {}

2. YAML 7 7 1 )L % openshift-file-integrity namespace IC#EA L £ 9,

I $ oc apply -f worker-fileintegrity.yaml -n openshift-file-integrity
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HREE
o RMOAX Y R%EZFEITL T, Filelntegrity # 7> = 7 hAEFEICERI N & 2R LE T,

I $ oc get fileintegrities -n openshift-file-integrity

H A B
NAME AGE
worker-fileintegrity 14s

6.4.2. FileIntegrity h 2% LYY —ZAD AT —48 A DHEER

Filelntegrity 1 X4 1»') YV —Z (CR) I&. .status.phase 7)Y —RXATCEDAT—HYREHRELXT,
¥
e Filelntegrity CRA7—49 2%/ T —F2I01d. UFEEFTLET.

I $ oc get fileintegrities/worker-fileintegrity -o jsonpath="{ .status.phase }"

H A B

I Active

6.4.3. Filelntegrity h 29 L)Y —ADEE T —X
e Pending # A% L)Y —2Z (CR) DIER#ED 7 T — X,
o Active N\ XU ITF—EVEY MMEFTTETI—X,

e Initializing: AIDE 7 — 49 X—2 BT NE 72— X,

6.4.4. FileIntegrityNodeStatuses # 7> =7 MITDWT

Filelntegrity CR D X & + V&R (L. FilelntegrityNodeStatuses & WO BIDA 7V o N THREI N ZE
ER

I $ oc get fileintegritynodestatuses

H A B

NAME AGE

worker-fileintegrity-ip-10-0-130-192.ec2.internal  101s
worker-fileintegrity-ip-10-0-147-133.ec2.internal  109s
worker-fileintegrity-ip-10-0-165-160.ec2.internal  102s
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R

FileIntegrityNodeStatus 7 7> = & M D#ERIFIARREICA 2 £ T, LIES < EEAD
NBGENHY £,

e

J—=RZEIWIDDERA TV MHY T, THENOD FilelntegrityNodeStatus # 7 = 7 k
® nodeName EBtld. AF¥ v INB/—RIIHIGLET, 771 ILVEEEAF YV DRAT—F R
&, AF v VEE%RFT S results BELFI TRRINE T,

I $ oc get fileintegritynodestatuses.fileintegrity.openshift.io -ojsonpath="{.items[*].results}' | jq

fileintegritynodestatus 7 72 =/ M AIDE RTORIDRAT—9 XA %=#HE L. status 7 1 —JL NI
Failed. Succeeded. Z7=(% Errored R EDRATF—9 R &AL Z T,

I $ oc get fileintegritynodestatuses -w

H A B

NAME NODE STATUS
example-fileintegrity-ip-10-0-134-186.us-east-2.compute.internal ip-10-0-134-186.us-east-
2.compute.internal Succeeded
example-fileintegrity-ip-10-0-150-230.us-east-2.compute.internal ip-10-0-150-230.us-east-
2.compute.internal Succeeded
example-fileintegrity-ip-10-0-169-137.us-east-2.compute.internal ip-10-0-169-137.us-east-
2.compute.internal Succeeded
example-fileintegrity-ip-10-0-180-200.us-east-2.compute.internal ip-10-0-180-200.us-east-
2.compute.internal Succeeded
example-fileintegrity-ip-10-0-194-66.us-east-2.compute.internal  ip-10-0-194-66.us-east-
2.compute.internal  Failed
example-fileintegrity-ip-10-0-222-188.us-east-2.compute.internal ip-10-0-222-188.us-east-
2.compute.internal Succeeded
example-fileintegrity-ip-10-0-134-186.us-east-2.compute.internal ip-10-0-134-186.us-east-
2.compute.internal Succeeded
example-fileintegrity-ip-10-0-222-188.us-east-2.compute.internal ip-10-0-222-188.us-east-
2.compute.internal Succeeded
example-fileintegrity-ip-10-0-194-66.us-east-2.compute.internal  ip-10-0-194-66.us-east-
2.compute.internal  Failed
example-fileintegrity-ip-10-0-150-230.us-east-2.compute.internal ip-10-0-150-230.us-east-
2.compute.internal Succeeded
example-fileintegrity-ip-10-0-180-200.us-east-2.compute.internal ip-10-0-180-200.us-east-
2.compute.internal Succeeded

6.4.5. FileIntegrityNodeStatus CR R 7 —4% 249 1

INSDEREIL. 5T % FilelntegrityNodeStatus CR 2 7 —4 2D results BB THREINE T,

e Succeeded: BEMF v VIR LF LAk, T—IR—ZADRFZICHEILINTH S, ADE
FIvIDRRERDZ I 7ANBLCTaALIMN)—EFEEIhTOWEHA,

o Failed: BEMF v VICNRALEFRH A, T—IR—ZADNRRBICHEELINTH S, AIDE
FIVvIDHRERBZ T 7AINFELIFETALIN)—DPEEINTVET,

e Errored: ADE AF v+ F—THREIIZ—HIEELF L,
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6.4.5.1. FilelntegrityNodeStatus CR M EIh

BINAT—45 XD H BREDH HHI

[
{

"condition": "Succeeded",
"lastProbeTime": "2020-09-15T12:45:57Z2"
}
]
[
{

"condition": "Succeeded",
"lastProbeTime": "2020-09-15T12:46:03Z2"
}
]
[
{

"condition": "Succeeded",
"lastProbeTime": "2020-09-15T12:45:48Z7"

}
]

IDHFE, 3PDRAF v UNTARTERICETIN, BERKCTREZOMDRERIEFELZIEA,

6.4.5.2. FilelntegrityNodeStatus CR DkB R 7 —4 X Dfl

BEOHZDKEE>IaL—MTBICIE, ADENEBIHITZ2 774 ILDIDEZEBELEY, L&A,
J—Hh—/)—ROWTNHIT letc/resolv.conf ZEL X T,

I $ oc debug node/ip-10-0-130-192.ec2.internal

H B

Creating debug namespace/openshift-debug-node-Idfb; ...
Starting pod/ip-10-0-130-192ec2internal-debug ...

To use host binaries, run “chroot /host

Pod IP: 10.0.130.192

If you don't see a command prompt, try pressing enter.
sh-4.2# echo "# integrity test" >> /host/etc/resolv.conf
sh-4.2# exit

Removing debug pod ...
Removing debug namespace/openshift-debug-node-Idfb; ...

LIS <93 &, Failed IREEA SS9 % FilelntegrityNodeStatus 4 72 = 7 b @ results Bi5l T
INFY, BICID Succeeded REIFRIFIND /2D, Fxv INKKRULAEEERETSIENTE
i’a—o

$ oc get fileintegritynodestatuses.fileintegrity.openshift.io/worker-fileintegrity-ip-10-0-130-
192.ec2.internal -ojsonpath='{.results}' | jq -r

Fhid. 7797 FRIKERLTVWAWEEIE, UTEERTLET,
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I $ oc get fileintegritynodestatuses.fileintegrity.openshift.io -ojsonpath="{.items[*].results}' | jq
6

[
{

"condition": "Succeeded",
"lastProbeTime": "2020-09-15T12:54:14Z"
b
{

"condition": "Failed",

"filesChanged": 1,

"lastProbeTime": "2020-09-15T12:57:20Z",

"resultConfigMapName": "aide-ds-worker-fileintegrity-ip-10-0-130-192.ec2.internal-failed",
"resultConfigMapNamespace": "openshift-file-integrity”

}
]

Failed JREE (X, KM LAHNBEEHICEAT2FHMERIREYY T2SRLET,
I $ oc describe cm aide-ds-worker-fileintegrity-ip-10-0-130-192.ec2.internal-failed

H A B

Name: aide-ds-worker-fileintegrity-ip-10-0-130-192.ec2.internal-failed

Namespace: openshift-file-integrity

Labels: file-integrity.openshift.io/node=ip-10-0-130-192.ec2.internal
file-integrity.openshift.io/owner=worker-fileintegrity
file-integrity.openshift.io/result-log=

Annotations: file-integrity.openshift.io/files-added: 0
file-integrity.openshift.io/files-changed: 1
file-integrity.openshift.io/files-removed: 0

Data

integritylog:
AIDE 0.15.1 found differences between database and filesystem!!
Start timestamp: 2020-09-15 12:58:15

Summary:
Total number of files: 31553
Added files: 0
Removed files: 0
Changed files: 1

Changed files:

changed: /hostroot/etc/resolv.conf
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Detailed information about changes:

File: /hostroot/etc/resolv.conf
SHA512 :sTQYpB/AL7FeoGtu/1g7opv6C+KT1CBJ , gAeM+a8yTgHPnIHMaRIS+s061EN8VOpg

Events: <none>

BREXY TOT—9H 4 XDHIRICELY. 1MB %i#B A % AIDE O ¥ base64 TIT ¥ 11— KXt gzip
T—A4TELTRERDOREY Y FICBMINET, JDFEIE. LROIYY FNOH% base6s -
-decode | gunzip IC/Nf TIB T ZHEAHY E T, EEINZOTOERIZ. RET Y FILH B file-
integrity.openshift.io/compressed 7 / 7—> 3 V¥ —TCorBINFE T,

6.46. 1 XV MNIDWT
Filelntegrity & 1 FilelntegrityNodeStatus # 7>tV hDRT—49 ADBTIL ARV b TOJICE
BINET., 41XV MOEREEREIZ. Initializing 55 Active 2. BRHOBITERML, BT LEH

HORAX v VERTIEHY FHA, 72720, BFDARY NIBICEFORAT—YRAERMLTWE
-a—o

I $ oc get events --field-selector reason=FilelntegrityStatus

H A B
LAST SEEN TYPE REASON OBJECT MESSAGE
97s Normal FilelntegrityStatus fileintegrity/example-fileintegrity Pending
67s Normal FilelntegrityStatus fileintegrity/example-fileintegrity Initializing
37s Normal FilelntegrityStatus fileintegrity/example-fileintegrity Active

J—RDRAF v VICKHT B &, 4RV ME add/changed/removed & & VERE~ v 7IEHR & HITERK
IhExFd,

I $ oc get events --field-selector reason=NodelntegrityStatus

H A B

LAST SEEN TYPE REASON OBJECT MESSAGE

114m Normal NodelntegrityStatus fileintegrity/example-fileintegrity no changes to node ip-10-
0-134-173.ec2.internal

114m Normal NodelntegrityStatus fileintegrity/example-fileintegrity no changes to node ip-10-
0-168-238.ec2.internal

114m Normal NodelntegrityStatus fileintegrity/example-fileintegrity no changes to node ip-10-
0-169-175.ec2.internal

114m Normal NodelntegrityStatus fileintegrity/example-fileintegrity no changes to node ip-10-
0-152-92.ec2.internal

114m Normal NodelntegrityStatus fileintegrity/example-fileintegrity no changes to node ip-10-
0-158-144.ec2.internal

114m Normal NodelntegrityStatus fileintegrity/example-fileintegrity no changes to node ip-10-
0-131-30.ec2.internal

87m Warning NodelntegrityStatus fileintegrity/example-fileintegrity node ip-10-0-152-
92.ec2.internal has changed! a:1,c:1,r:0 \ log:openshift-file-integrity/aide-ds-example-fileintegrity-ip-
10-0-152-92.ec2.internal-failed
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J—RDRT—HABBITINLN2IFGETH, B, TR, FLEBERINLT 7MILOBZESE
TBE FHLWARY MDERINET,

I $ oc get events --field-selector reason=NodelntegrityStatus

H A B

LAST SEEN TYPE REASON OBJECT MESSAGE

114m Normal NodelntegrityStatus fileintegrity/example-fileintegrity no changes to node ip-10-
0-134-173.ec2.internal

114m Normal NodelntegrityStatus fileintegrity/example-fileintegrity no changes to node ip-10-
0-168-238.ec2.internal

114m Normal NodelntegrityStatus fileintegrity/example-fileintegrity no changes to node ip-10-
0-169-175.ec2.internal

114m Normal NodelntegrityStatus fileintegrity/example-fileintegrity no changes to node ip-10-
0-152-92.ec2.internal

114m Normal NodelntegrityStatus fileintegrity/example-fileintegrity no changes to node ip-10-
0-158-144.ec2.internal

114m Normal NodelntegrityStatus fileintegrity/example-fileintegrity no changes to node ip-10-
0-131-30.ec2.internal

87m Warning NodelntegrityStatus fileintegrity/example-fileintegrity node ip-10-0-152-
92.ec2.internal has changed! a:1,c:1,r:0 \ log:openshift-file-integrity/aide-ds-example-fileintegrity-ip-
10-0-152-92.ec2.internal-failed

40m Warning NodelntegrityStatus fileintegrity/example-fileintegrity node ip-10-0-152-
92.ec2.internal has changed! a:3,c:1,r:0 \ log:openshift-file-integrity/aide-ds-example-fileintegrity-ip-
10-0-152-92.ec2.internal-failed

6.5. 124 L FILE INTEGRITY OPERATOR D&

6.5.1. Filelntegrity # 72 = 7 NEBMHDORT

Kubernetes 1R % L") Y — X (CR) DizE & A#IC. oc explain fileintegrity Z=E1T L TH 5, LT %
FRALTENDOEBEZSRTEEY,

I $ oc explain fileintegrity.spec

I $ oc explain fileintegrity.spec.config

6.5.2. EELEM
#6.1EZE I spec $ & U spec.config Btk

Bt L
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spec.nodeSelector

spec.debug

spec.tolerations

spec.config.gracePeriod

maxBackups

spec.config.name

spec.config.namespace

spec.config.key

6.5.3. 7 7 # )V MR TE DFEER

%63 FILE INTEGRITY OPERATOR

B4

AIDE Pod H’8%% / — R TRT YV 21— R/RIZT 57
OILERAT D, /—RDOIRILE—RT I2BELDH
X —EORTDYY T, BEIL. node-
role.kubernetes.io/worker: """ g RTD7T —
Hh—/—KTADE%2RTTa1—)b

L. node.openshift.io/os_id: "rhcos” »*' g~ T
® Red Hat Enterprise Linux CoreOS (RHCOS) / —
RTRTV 2= NI E2E—DF—EEORTDH%
BELZXT,

T—ILEDEM., true ICERET S &, AIDET—T
vty RO Pod TEITINDT—EVILEINDIER
EHALET,

HAYLTFAV N EFE D/ —RILRTYVa—-ILT 3
BREEELFT, BEINRWEEIF. 777
b DRER (Toleration) NMBEAI N, IhIZLY AR
ayvso—LFL—r/—KBIE&YRY—/)—
F) TEITTEET,

AIDE &M F v/ DEIC—BELET 2, / —
NETADEFxIv I %aREBICETTHE. Z<DY
Y—2AWHET ZHREENA D DO, BRELYUER
KEEETEHIENTEET, 74/ bE900 (15
)T,

J—RTREFTSre-init bt 702 oE- 72

ADE T—4R=22&E07DN\y U7 v TORKRE,
COBAEBZBZHEWNY Ty Tk, T—FEVIC
Lo THEMICHIBRINE T,

H A% Is AIDE B2 E A ST configMap DR, El&
L7BE. T74I MOREDERINE T,

AR 4% L AIDE 2 %E & &1 configMap @

namespace, XEINTWARWEE, FIO IE
RHCOS Y AT LICHE LT 74 MNEEEEER L X
ER

name & namespace TIEEIN/REY Y TICLE
BRD ADEZREEZELF—, T 74/ MEIE
aide.conf ¢ 9,

T 7 # )L b D File Integrity Operator 2 &, Filelntegrity CR *E L&RITHRE~T v FILEREINFE

ER

FIR
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o FIUFIIMNDEREEMERTDICIE. UTEERTLET,

I $ oc describe cm/worker-fileintegrity

6.5.4. 7 7 + JL b @ File Integrity Operator B2 EIC DWW T

LIFIE. 8BE~ Y 70 aide.conf ¥ —DikiT9,

@@define DBDIR /hostroot/etc/kubernetes

@@define LOGDIR /hostroot/etc/kubernetes
database=file:@@{DBDIR}/aide.db.gz
database_out=file:@@{DBDIR}/aide.db.gz

gzip_dbout=yes

verbose=5

report_url=file:@@{LOGDIR}/aide.log

report_url=stdout

PERMS = p+u+g+acl+selinux+xattrs

CONTENT_EX = sha512+ftype+p+u+g+n+acl+selinux+xattrs

/hostroot/boot/ CONTENT_EX

/hostroot/root/\..* PERMS
/hostroot/root/ CONTENT_EX

Filelntegrity 1 Y 29 Y ZADT 7 # )L FEEIF. UTFDT4 LI N —TFILH2 7 71 IIVOEEZIEE
LEY.

® /root
® /boot
® /usr
® Jetc
UFDTF4 LI M) —EHRATT,
e /var
o /opt

e /etc/ H®D OpenShift Container Platform El#& DFRA TR

6.5.5. 1 24 In AIDE 32 EDIEE

DBDIR. LOGDIR. database. & & U database out 7 & M AIDE REEIEARET DTV M) —IX
Operator IC& > TEEEINZE T, Operator l&. BEMICEHT2EEDERICDOVWTIRTD/IN R %
BEARTX % L DEBER% /hostroot/ ICBIMLET, ChICLY, OVFF—(btIhhARERICARSY Y
4 ZEINRBVWEEEFED ADE R EABFERY. L— T4 LI N —DSORBILYBZICRYET,

pa 3

/hostroot |&., AIDE #%E{TT 5 Pod B ERARND I 7 A IV AT LEYD Y NTBT4 L
JMN)—TF, BRELELETDE, T—IR—AOBWHEL N HA—INFT,
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6.5.6. 1 2 ¥ A File Integrity Operator % E D EF

Z DFITIE. worker-fileintegrity CR ICIREI N2 T 7 4L MEREICESWCaY bO—LTL—V
J—=RBIBYRI—/—R) TERITINZRAF VY FT—DHARILREEERT DI EICEREBLNTW
F9, COT7—070—F. T—EVEYMELTETINTVWEIARSI LAY I NIz T7 %7704
L. ZOF—4%3r bO—ILTL—>/— KD /opt/mydaemon D FICFEET ZIGHICKRIBEET,

Fia
L T7A4IPMEREOIE—RERHRLET,
2. T7AINIEREE, BRI DN BRATIVEDNHZT7 7ML TRELIT,
3RELCAVT VY ERELAREY Y TITRELE T,

4. spec.config DEM %A L T, Filelntegrity 7 7> =7 M EFIRDBRET Y TITKRA U ML
i’a—o

5. T7A#INMREEHHELIT,
I $ oc extract cm/worker-fileintegrity --keys=aide.conf
IhiZ& Y. #wERREZA aide.conf EWD BRID 7 7 A LHMEE I N E T, ZDHITIZ,

Operator M/X2ADEINIB A HBAT 572010, EBEHALTHRATA LI MN)—5BIMLE
-a—o

I $ vim aide.conf

H A B

/hostroot/etc/kubernetes/static-pod-resources
I/hostroot/etc/kubernetes/aide.*
I/hostroot/etc/kubernetes/manifests
I/hostroot/etc/docker/certs.d
I/hostroot/etc/selinux/targeted
I/hostroot/etc/openvswitch/conf.db

A hO—WT L=/ —RICBBEDONRRZBRALET,
I l/opt/mydaemon/
ZOMDIVTFUY % letc ILREFELET,
I /hostroot/etc/ CONTENT_EX
6. ZDT77AIVCEDVWTEREYY THEKRLET,
I $ oc create cm master-aide-conf --from-file=aide.conf
7. REX Y T%BRT S Filelntegrity CRY¥=— 7t A M2 EHELZE T,

apiVersion: fileintegrity.openshift.io/vialphai
kind: Filelntegrity
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metadata:
name: master-fileintegrity
namespace: openshift-file-integrity
spec:
nodeSelector:
node-role.kubernetes.io/master:
config:
name: master-aide-conf
namespace: openshift-file-integrity

Operator IFIBEINLERET Y T7 71 IV ENE L, #ER% Filelntegrity # 7> 7 hERAL
ZHIDRESY TIRELET,

I $ oc describe cm/master-fileintegrity | grep /opt/mydaemon

H B

I I/hostroot/opt/mydaemon

65.7. HAYLDT 71 IV EEUBZREDEHE
T77ANEEMDOBREALTETSBICIE. EFRINZIBETY TAELBLAWVWTLEIL, ZOKRDY

IC. spec.name. namespace. H & U key BIE% A L T Filelntegrity 7 7z 7 MZ) o3I N 3
BRENYYTEEBELEY,

6.6. mE 771 R4 L FILEINTEGRITY OPERATOR ¥ X ¥ D317

6.6.1. T —9 R—2DHEWEL

File Integrity Operator " FEINZEE AR T 256, T —IXR—ZADOBHHEIVEICARZ &N
HYET,

FIr

e Filelntegrity 7 X% A') ¥V —X (CR) IC file-integrity.openshift.io/re-init D7/ 57— 3 > %
NESE

I $ oc annotate fileintegrities/worker-fileintegrity file-integrity.openshift.io/re-init=
BHWTF—IR=—22&EQTT7AUDBNY I Ty TIN, FiLLWTFT—IR—2DPHREINZE

¥. ocdebug % EM L TEET % Pod DUTFOHAICRINE LIS, VT —IN—2
£ U'A 713 /etc/kubernetes DR ICH 2D / — RICERFINI T,

6
Is -IR /host/etc/kubernetes/aide.”
-PW------- . 1 root root 1839782 Sep 17 15:08 /host/etc/kubernetes/aide.db.gz
-W------- . 1 root root 1839783 Sep 17 14:30 /host/etc/kubernetes/aide.db.gz.backup-
20200917T15_07_38
-W------- . 1 rootroot 73728 Sep 17 15:07 /host/etc/kubernetes/aide.db.gz.backup-

20200917T15_07_55
-rw-r--r--. 1 root root 0 Sep 17 15:08 /host/etc/kubernetes/aide.log
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-rW------- .1rootroot 613 Sep 17 15:07 /host/etc/kubernetes/aide.log.backup-
20200917T15_07_38

-rw-r--r--. 1 root root 0 Sep 17 15:07 /host/etc/kubernetes/aide.log.backup-
20200917T15_07_55

LO— RDKGHEEERT 57HIC. ERINDERET Y 7 Filelntegrity # 7> = 7 M
ELOoTAMBEINERA. TOLO, FEDV)—V Ty THBEICRYET, HBRELT. KU
BIDESMDRBN KA E L T FilelntegrityNodeStatus # 72 = 7 MMIKRRIINZE T,

6.6.2. 7‘// /:HEOD%]L.D

OpenShift Container Platform 4 Tl&, 7 524 —/ — RE&E & MachineConfig # 7 = ¥ I\ TIR# S
NE 9, MachineConfig # 7V 2V MIEL>TEHEL B 7 7M1 IADEELNFRINE TN, 77141

DEEMIAF v VIFEBRLBAWTI EZFIIRICT S 2 &N TEXFT, MachineConfig + 72 = /7 I\ DE
ICE>TELD 774 IIVOEEEIHEIT 57281, File Integrity Operator &/ — KA 7V U M &E
BWLET, /—FPEHINDE, ADERF v VIEHOME—ELLEY, BEHTT T2 L.
T—IR—ZAVBMHPLELIN., XAF v UHABRAINZET,

O—RELESLUTBROYY V. /—RAFTV IV MNDOT7 /T avICRBINS
&. MachineConfig APl TOEHICOABERAINET,

663.TFT—FErvty NODSHEB

ZNEND Filelntegrity 7 7 27 NI/ — REUIDWTDRF v 2R LET, XAF v BRI,
T—EVEY MIL>TEEINS Pod TETINE T,

Filelntegrity # 7V hARTT—EVEY FERDIFTBICIE. UTFAERITLET,
I $ oc -n openshift-file-integrity get ds/aide-worker-fileintegrity
ZEDT—EVEY PDPod Z—EBRTYBICIE. UTZERITLET.

I $ oc -n openshift-file-integrity get pods -lapp=aide-worker-fileintegrity

B—@ AIDEPod DOV %#XKRT BITIE, Pod DWIFNHToclogs #MUH L £,
I $ oc -n openshift-file-integrity logs pod/aide-worker-fileintegrity-mr8x6

el

Starting the AIDE runner daemon
initializing AIDE db

initialization finished

running aide check

ADE 7—EVICL > TR I NREY v TIRRIFINT. File Integrity Operator AT 5 & 4L L
RBICEIBRINE T, L. BESLVIS—DORERIC. INH5OFREYY TORER
FileIntegrityNodeStatus #+ 7 VI MBRBTIREYY SICIE—3ShET,

6.7.FILEINTEGRITY OPERATORD kS 7NN a—FT4 V7
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6.71.—RNZ TN a—FT1 VT
i)

File Integrity Operator DERB%E NS TN 2 —T 1 Y VT 2B’ HBHELHY £T,
R RE

FileIntegrity 7 7 =V N CTTF 74 757 2BMICLEF Y, debug 75 7i&. DaemonSet Pod
TERIINZT—EVOFMELZ LIS, ADEFT v I ERITLET,

6.7.2. AIDE X E DHEER

]
ADE SRE%MERTD2NENHDIGELHY ET,
SRR

AIDE %7€ d. Filelntegrity # 7> =/ NERAUCARITHREY Y TICREINE S, TOD AIDE
BREDREY v FITIE, file-integrity.openshift.io/aide-conf D Z R)LAMTIF LN E T,
6.7.3.Filelntegrity # 72 7 bD 7 = — XD ¥ 5!

]

Filelntegrity 7 7Y 1 0 hABET BN EIDEHTI L. TOREDRT—9 ZAEHRT 2 BEH
H2BELDHY T,

R RE
Filelntegrity 7 72 =V NDREDRT—4 R5HRT 3I101E. UTFEETLES.

I $ oc get fileintegrities/worker-fileintegrity -o jsonpath="{ .status }"

Filelntegrity 7 7 =/ hBL Y R—MT2T7—FEvEy MMERIN D E, RT—4 R
Active I(CHIYEDY £9, DY BEDLLLQWEHIE, Operator Pod OV ZHEERL T I,

674 T—FEVtEY PO Pod B FREIND /) —RKRTEITINTWSZ &EDHIF

]
T—EVEY MEEL. TDPodBAETINZIENFEINDG/ —RTEFTINhTWBEIE%E
DI DMEDNDBIGENDHY T,

R R
UFzRITLET,

I $ oc -n openshift-file-integrity get pods -lapp=aide-worker-fileintegrity
3 p= =)
-owide ZiBMY 5 &, Pod BEITINTVWE/—RDIPT7 RLADEFNZET,

T—EY Pod DOV %Y 5ICIE. oclogs 1T L T,

ADEJIYY RORYEEZFIVvI LT, FzvIHhEEEEELET,
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F7IZEEBTOITDORT

OpenShift Container Platform B2 & (&, */ZTL\ IKHEBESZ—EDT7 VT4 ET 14 —%@D1—

Y- BEEZOMI AT LD VER—

RHLET,

v RBICEER L+ a 'JT4 BEDERIOLI— K%

71 APIDEEOZICDWT

BEEEFAPIY—N—LNITEITIN, T—N—ICESNDZIANTOERZATICEHLET, TIT

hOBEEOJICE, LTRSS

K71EHEOT 71— F

74— K

level

auditiD

stage

requestURI

verb

user

impersonatedUser

sourcelPs

userAgent

objectRef

responseStatus

FNFY,

B4

ARY NDBERINEZEETL NI,
BERTEICENINZ—RDEEID,

ZDARY M YRY Y ADERBOBERDLEDRT—,
IS5AT Y MIE>TH—N—ICEEINDEK URI

ERICEEM T 5N B Kubernetes DEEE, 1) Y —RALUNDERDIS
B, THIEINIFOHTTP XY v RIZhY FT,

IS Na1—F—DIER,

T av, BRI-F-OFER(ERTHOI-—Y—-2HBET 215
I:l)o

FT7vav, BERORETSLICHE IOFO—HS5DY—RIP,

FFoav, VATV IMDPRET A —IT—Y Y hDOXFET,
A—HF—I—VTVMNIIVSATYMIL>TRHBINTHY., (EFET
TRV EITEELTLETWY,

FToav, TOBRDY—Fy heoTWBATVI I BB, &
hid, List 44 T7OERP ) YV —RALUADEKRICITBRAINFEA,

47> a3, ResponseObject 7 Status ¥ 1 7 THR THE/ZEI N
BINERT—Y R, EBRISEDHE. ChIEI—ROANEFNE
To AT—FRUADY A TOIS—RBEDHZE. THITIEITS—Xy
E—UNBEEMICEREINET,
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Z4—J)EK B

requestObject A7 av, JSSONERDERNSDAPI ATV )

b. RequestObject i&. /N\—2 a3 v DZE#R|, FT7 4L MRE. ZHF
R —YDRICERDZED L D ICEHEINEFT (JSON & LTHI
YA—RINDAREEDLH D), TNIFABON—=Y 3 FIFI NS

TP MNIATTHY, ThEEFTEEDRA TV 20 MTREAWT
REMELHY FT, IhiF) Y —RAUADEKRDBEICITERK I, BXR
LRIV ETOHFOTICEHEINE T,

responseObject A7 av, JSSONFERDIGETRIND APIA TV )

r. ResponseObject (3455 1 TADE#IZLICFEEERI N, JSON &
LTIV T7IA4ARXINET, IhFY Y —RUADEKRDIBZEICITEIE
Ih, RBELRILTOHOTICEHINET,

requestReceivedTimestamp FRHY API H—/N—(CEIE L 72 BEfE,

stageTimestamp BERDVBFEDEER T —VIE L R,

annotations FFoav, BEEARY N EHIFEEIMZEELEIhTOALWF—&

EDvy 7, Inid. R RBA. BT T4 vARE, BXRIEMH
Fr—VTHUPHINZTSTAVICE>TREISNDAREMELHY F
T INLDT7/T7—2aViIEEANRY NAOEDT, EEINLA
7Y = 7 k@ metadata.annotations IC L AWT EITER L TK
IV, ¥—iF, BRIOHBEENRELAVL D ICEMIVEAR—XV b
—RICHNT 2MELNHY £ (B
podsecuritypolicy.admission.k8s.io/policy), fEld5@< 2 HE
BHYET, 7/ T—2aviEgAd9T—9LRIICEEFNET,

Kubernetes APl H—/X— @ & H14i:

{"kind":"Event","apiVersion":"audit.k8s.io/v1","level":"Metadata","audit|D":"ad209ce1-fec7-4130-8192-
c4cc63f1d8cd","stage":"ResponseComplete”,"requestURI":"/api/v1/namespaces/openshift-kube-
controller-manager/configmaps/cert-recovery-controller-lock?timeout=35s","verb":"update","user":
{"username":"system:serviceaccount:openshift-kube-controller-manager:localhost-recovery-
client","uid":"dd4997e3-d565-4e37-80f8-7fc122ccd785","groups":
['system:serviceaccounts","system:serviceaccounts:openshift-kube-controller-
manager","system:authenticated"]},"sourcelPs":["::1"],"userAgent":"cluster-kube-controller-manager-
operator/v0.0.0 (linux/amdé4) kubernetes/$Format","objectRef":
{"resource":"configmaps","namespace":"openshift-kube-controller-manager","name":"cert-recovery-
controller-lock","uid":"5¢57190b-6993-425d-8101-
8337e48c7548","apiVersion":"v1","resourceVersion":"574307"},"responseStatus":{"metadata":
{},"code":200},"requestReceivedTimestamp":"2020-04-

02T08:27:20.2009622","stage Timestamp":"2020-04-02T08:27:20.206710Z","annotations":
{"authorization.k8s.io/decision":"allow","authorization.k8s.io/reason":"RBAC: allowed by

ClusterRoleBinding \"system:openshift:operator:kube-controller-manager-recovery\" of ClusterRole

\"cluster-admin\" to ServiceAccount \"localhost-recovery-client/openshift-kube-controller-manager\""}}

72.EHFEO T DRR
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Zhzhodry bOo—IL7FL—r /=K (BI&Y RS —/ —R) D OpenShift APl H—/3—,
Kubernetes AP| #—/3—_ & & T OpenShift OAuth API H—/N—0DOJ%#RRTBIENTEET,

FIR
BEBEOJZRTTDICE. UTFZ2ETLET,

® OpenShift API H—N"—0OJ%2KRLET,

a. £av hO—NILTFL—>/— RKTHATEER OpenShift APl H—N—OJ &2 —BRRLZ
ER

I $ oc adm node-logs --role=master --path=openshift-apiserver/

H A B

ci-In-mOwpfjb-f76d1-vnb5x-master-0 audit-2021-03-09T00-12-19.834.log
ci-In-mQOwpfjb-f76d1-vnb5x-master-0 audit.log
ci-In-mOwpfjb-f76d1-vnb5x-master-1 audit-2021-03-09T00-11-49.835.log
ci-In-mOwpfjb-f76d1-vnb5x-master-1 audit.log
ci-In-mOwpfjb-f76d1-vnb5x-master-2 audit-2021-03-09T00-13-00.128.log
ci-In-mOwpfjb-f76d1-vnb5x-master-2 audit.log

b. /—R&£&EOTEZEEEL T, BFED OpenShift API H—NR—OJ5RRLET,
I $ oc adm node-logs <node_name> --path=openshift-apiserver/<log_name>
UFICHZERLET,

$ oc adm node-logs ci-In-mOwpfjb-f76d1-vnb5x-master-0 --path=o0penshift-
apiserver/audit-2021-03-09T00-12-19.834.log

H A B

{"kind":"Event","apiVersion":"audit.k8s.io/v1","level":"Metadata","auditID":"381acf6d-5f{30-
4c7d-8175-
c9c317ae5893","stage":"ResponseComplete”,"requestURI":"/metrics","verb":"get","user":
{"username":"system:serviceaccount:openshift-monitoring:prometheus-
k8s","uid":"825b60a0-3976-4861-a342-3b2b561e8f82","groups":
['system:serviceaccounts","system:serviceaccounts:openshift-
monitoring","system:authenticated"]},"sourcelPs":
['10.129.2.6"],"userAgent":"Prometheus/2.23.0","responseStatus":{"metadata":
{},"code":200},"requestReceivedTimestamp":"2021-03-

08T18:02:04.086545Z","stage Timestamp":"2021-03-
08T18:02:04.107102Z","annotations":
{"authorization.k8s.io/decision":"allow","authorization.k8s.io/reason":"RBAC: allowed by
ClusterRoleBinding \"prometheus-k8s\" of ClusterRole \"prometheus-k8s\" to
ServiceAccount \"prometheus-k8s/openshift-monitoring\""}}

e Kubernetes API —N—OJA%RRLET,

a. EaAv hO—IFL—>r /) — RTHHETREL Kubernetes APl —/N—O V& —EBXRRLZE
E
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I $ oc adm node-logs --role=master --path=kube-apiserver/

H A B

ci-In-mOwpfjb-f76d1-vnb5x-master-0 audit-2021-03-09T14-07-27.129.log
ci-In-mQOwpfjb-f76d1-vnb5x-master-0 audit.log
ci-In-mQOwpfjb-f76d1-vnb5x-master-1 audit-2021-03-09T19-24-22.620.log
ci-In-mOwpfjb-f76d1-vnb5x-master-1 audit.log
ci-In-mOwpfjb-f76d1-vnb5x-master-2 audit-2021-03-09T18-37-07.511.log
ci-In-mOwpfjb-f76d1-vnb5x-master-2 audit.log

b. /—RZ&EOJVEZ%EBEL T, HED Kubernetes API H—N—0OJ%XKRLET,
I $ oc adm node-logs <node_name> --path=kube-apiserver/<log_name>

UFICHZERLET,

$ oc adm node-logs ci-In-mOwpfjb-f76d1-vnb5x-master-0 --path=kube-apiserver/audit-
2021-03-09T14-07-27.129.log

H A B

{"kind":"Event","apiVersion":"audit.k8s.io/v1","level":"Metadata","auditID":"cfce8alb-b5f5-
4365-8c9f-
79¢1227d10f9","stage":"ResponseComplete","requestURI":"/api/v1/namespaces/openshift-
kube-scheduler/serviceaccounts/openshift-kube-scheduler-sa”,"verb":"get","user":
{"username":"system:serviceaccount:openshift-kube-scheduler-operator:openshift-kube-
scheduler-operator”,"uid":"2574b041-13¢c8-44e6-a057-baef7aa81516","groups":
['system:serviceaccounts","system:serviceaccounts:openshift-kube-scheduler-
operator","system:authenticated"]},"sourcelPs":["10.128.0.8"],"userAgent":"cluster-kube-
scheduler-operator/v0.0.0 (linux/amd64) kubernetes/$Format”,"objectRef":
{"resource":"serviceaccounts","namespace":"openshift-kube-
scheduler","name":"openshift-kube-scheduler-sa","apiVersion":"v1"},"responseStatus":
{"metadata":{},"code":200},"requestReceivedTimestamp":"2021-03-
08T18:06:42.5126192","stage Timestamp":"2021-03-
08T18:06:42.516145Z2","annotations":{"authentication.k8s.io/legacy-
token":"system:serviceaccount:openshift-kube-scheduler-operator:openshift-kube-
scheduler-
operator","authorization.k8s.io/decision":"allow","authorization.k8s.io/reason":"RBAC:
allowed by ClusterRoleBinding \"system:openshift:operator:cluster-kube-scheduler-
operator\" of ClusterRole \"cluster-admin\" to ServiceAccount \"openshift-kube-scheduler-
operator/openshift-kube-scheduler-operator\""}}

® OpenShift OAuth APl #f—N\—OJ %R KL T,

a. FaAv hO—ILFL—> /— RTHBAAEER OpenShift OAuth APl HH—/"\—0O /% —&BFK
~LET,

I $ oc adm node-logs --role=master --path=o0auth-apiserver/

H A B

I ci-In-mOwpfjb-f76d1-vnb5x-master-0 audit-2021-03-09T13-06-26.128.log
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ci-In-mQOwpfjb-f76d1-vnb5x-master-0 audit.log
ci-In-mQOwpfjb-f76d1-vnb5x-master-1 audit-2021-03-09T18-23-21.619.log
ci-In-mOwpfjb-f76d1-vnb5x-master-1 audit.log
ci-In-mOwpfjb-f76d1-vnb5x-master-2 audit-2021-03-09T17-36-06.510.log
ci-In-mOwpfjb-f76d1-vnb5x-master-2 audit.log

b. /—R&&OT&EHEEL T, FED OpenShift OAuth APl —/N—0O 7 &R RLET,
I $ oc adm node-logs <node_name> --path=o0auth-apiserver/<log_name>

UFICHZERLET,

$ oc adm node-logs ci-In-mOwpfjb-f76d1-vnb5x-master-0 --path=0auth-apiserver/audit-
2021-03-09T13-06-26.128.log
6

{"kind":"Event","apiVersion":"audit.k8s.io/v1","level":"Metadata","auditID":"dd4c44e2-
3eal-4830-9ab7-

xR

c91a5f1388d6","stage":"ResponseComplete","requestURI":"/apis/user.openshift.io/vi/users

/~""verb":"get","user":{"username":"system:serviceaccount:openshift-
monitoring:prometheus-k8s","groups":
['system:serviceaccounts”,"system:serviceaccounts:openshift-
monitoring","system:authenticated"]},"sourcelPs":
['10.0.32.4","10.128.0.1"],"userAgent":"dockerregistry/v0.0.0 (linux/amd64)
kubernetes/$Format","objectRef":

{"resource":"users","name":"~","apiGroup":"user.openshift.io","apiVersion":"v1"},"response

Status":{"metadata":{},"code":200},"requestReceivedTimestamp":"2021-03-
08T17:47:43.6531872","stage Timestamp":"2021-03-
08T17:47:43.660187Z","annotations":
{"authorization.k8s.io/decision":"allow","authorization.k8s.io/reason":"RBAC: allowed by
ClusterRoleBinding \"basic-users\" of ClusterRole \"basic-user\" to Group
\"system:authenticated\""}}

73.BEEOJDT7 4L —

jq £/21EBID JSON Y — L& FERA LT, APIY—N—BEEOJ%2 714 —TEET,

pa )

API Y —N—BEBEOJICRET 2FHRER. RESNIEEOIR) O —THETEX
-a—o

UTOFIETI, jgrFERALTCIY bO—ILTL—>/— K node-1.example.com TEEO V% 7 1
WE—320%RLET, jq DFEAICEAT 35FMIE. jgManual Z5R LTI W,

AR
e cluster-admin O—J/LEFDODI—H—E LTISARY—ICITIVEATE S,

o iqMNMIYARAR=ILINTWVWS,
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https://stedolan.github.io/jq/manual/
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FIR

e OpenShift API H—N—BEFOJ/%Z1—4H4—TT714IL¥—LET,

$ oc adm node-logs node-1.example.com \
--path=0penshift-apiserver/audit.log \
| jq 'select(.user.username == "myusername")’

e OpenShift APl H—N—EFOJ/%Z1—4H4—I—2z VN TT4ILF—LET,

$ oc adm node-logs node-1.example.com \
--path=0penshift-apiserver/audit.log \
| jq 'select(.userAgent == "cluster-version-operator/v0.0.0 (linux/amd64)
kubernetes/$Format")’

e Kubernetes APl H—N—EEBEOJAEFEDAPIN—V3 T4 —L, 12— —T—Ix
VhNDHEHALET,

$ oc adm node-logs node-1.example.com \
--path=kube-apiserver/audit.log \
| jq 'select(.requestURI | startswith("/apis/apiextensions.k8s.io/vibetal")) | .userAgent’

o FiF % R4 L T OpenShift OAuth APl H—N—BEEOJ % 74 LY —LE T,

$ oc adm node-logs node-1.example.com \
--path=0auth-apiserver/audit.log \
| jq 'select(.verb = "get")'

7.4. 507 DINE

must-gather V—I)LZFBA LT, V5 RA9—%T NNy J35ODEEOT2RETEET, Oy
&, BEEEL7ZY. RedHat T R—MITEEFE LAY TEET,

FIR

1. - /usr/bin/gather_audit_logs 7 7 7/ % £ L T oc adm must-gather I<¥ > RZZETL &
ER

I $ oc adm must-gather -- /usr/bin/gather_audit_logs

2. FET 4 LU M) —ITERSI /- must-gather 71 L7 M) —D S ER7 71 L EER L £
T, ILEZE Linux ARV —FT 4 VIV AT LEERT S E2—49—TUTFTOOT VR
ERITLET,

I $ tar cvaf must-gather.tar.gz must-gather.local.472290403699006248 ﬂ

Q must-gather-local.472290403699006248 (. EED T4 LUV M) —RICEIH|AF T,

3. EMET 74 %& RedHat BRI T —R—F )b TEHR LY R— M —RITHRHALEF T,

7.5. BEIEHR
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https://access.redhat.com

B7EEBEOTDERR

must-gather *V —JU
APIEEEO A RV MDIEE
EEFEOIR)—DERE

OJ DY — RIR—F 4 — AT LNDERE
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/support/#about-must-gather_gathering-cluster-data
https://github.com/kubernetes/apiserver/blob/master/pkg/apis/audit/v1/types.go#L72
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/security_and_compliance/#audit-log-policy-config
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/logging/#cluster-logging-external
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FEEEBFOIVRY O—DERTE

HERTZEEAIRY S —TOT7 74V ERBRL T, API Y —N—BEEOJICRET SHFRELFIET
TFET,

SLEEHEOI/RYS—TOT774ILICDWVWT

BEEENOS 707 74 )ik, OpenShift APl t—/3—_ Kubernetes APl —/X—_ & & T OAuth API #—
N—ICEEINDZERAOVICEHETIAEEEELE T,

OpenShift Container Platform (&, A TFTOERIEEINALEER) > —7O07 71V ERELET,

JOaz74) B

F7xI b FARYBLUVEIAAERDODA YT —IDHEOTICEELET,
OAUth 7V A M=V VERZ R BEROAXIZOJICEHFINEHE
ho CHIEFTT7AILNRYS—ICARY £,

WriteRequestBodies TRTCODERDAYT—H%0F VI HUMNIE. APIH—/—~D
EXIAABERITEICEROAXEZOJICEEKLET
(create. update. patch), @707 71 )LiCi&, Default 7’0

T7ANLEYVEZLDY Y —RADF—/N—~y KEHY £9, [

AllIRequestBodies TRTODERDAYT—H%0F VI BUMNIE. APIH—/N—~AD
FARY BLUVEZAABERTEICEROAXAZOJICEEHLEY
(get. list, create. update. patch), O 7077/ ILICIERE%
KDYY—RADF—N—~y Ky T, [

1. Secret. Route. OAuthClient # 72 =7 h R EDEE) VYV —RE, X9T—F L RILEBZ
2&O07ICEERINEHA,

T 7 # )L b T, OpenShift Container Platform (X Default EEOQ 7/ 7O7 71 L &FERALE T, EXROD
AXHOTICEHRT 2ROEER) O —TOT7 74 IV EFERATEET, VY —RAFEROEBMICDOWT
BETDLIICLTLEIVW(CPU, XEY—, BLVI/0),

82.EEHEOIRYS—DETE
APl H—NN—CEEINZEREOJVICEKEHETIRICERATIEEQN IR —4BETCIET,

=S5

e cluster-admin O—J)LEFDODI—H—E LTISRY—IITIVEATE S,

FIE
. APIServer )YV —2X&RELF T,

I $ oc edit apiserver cluster

2. spec.audit.profile 7 1 —JL RZEHL X7,
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apiVersion: config.openshift.io/v1
kind: APIServer
metadata:
spec:
audit:
profile: WriteRequestBodies 0

Default. WriteRequestBodies. Z7-(Z AllRequestBodies I[CEXEINE T, T 74/ b
D707 74 )LiE Default T,
3 EBEAERIZEDICT7AIVERELET,

4. Kubernetes APl —/N—Pod DIFFHVES a oA O—ILT7 I RSN TWBRZEAHRLET,
NI DEFEI DY T,

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

Kubernetes API t—/\—® NodelnstallerProgressing ARG %R L. TTD/ — KA

RID)EYaVTHBIEZBRALET, BEFAEBICETING E, ZOHAIIE
AllNodesAtLatestRevision "R INZE T,

AllINodesAtLatestRevision
3 nodes are at revision 12 ﬂ

Q ZOFITIE. BHFOYEY 3 VvEEIZ 12T,

HAORUTOEIBA Yy E—IDNRFIINZE, CTHIZEFVETHFTHEIEZERLE
T, BOFHRLARICBAITLES,

e 3 nodes are at revision 11; 0 nodes have achieved new revision 12

® 2 nodes are at revision 11; 1 nodes are at revision 12

179



OpenShift Container Platform 4.8 ¥ V)74 —8&TAVTFS41 7V R

BOETLSEXa)T4—70771ILDEKRTE
TLStExXal)F4—7O774)IF. Y—NN—~DEHEIC. 7547V M EHETE RS A2EHT
DHEEY—NR—ICRHELZFT, IhiTLY. OpenShift Container Platform O v R—3x > MMIE St
SATS)—wFRETEILIICRY, BHNoReLTEAWTONIIN, BS, FE7ILT)IL%EIE
aLZET,

VSR —BEEEZ, UTOIVR—RVMNZEIERTZTLS EX2 YT —707 7 1)L %ER
TEET,

® Ingressd¥ hO—5—

e OV bA—ILTL—V
ZNITIE. Kubernetes APl #+—/X—_ Kubernetes A hO—5—< % —Y ¥ —, Kubernetes
AT 1 —F—, OpenShift APl #—/3—_ OpenShift OAuth 4y —/N—A"EFFhF 7,

® kubelet (Kubernetes API 4 —/X—®D HTTP #f—/\—& L CTHEET 2156

9.1.TLSEFal)F4—7O774ILICDWVWT

TLS (Transport Layer Security) ¥ 2574 —7O7 71 L AFERA L T, I F I F 72 OpenShift
Container Platform AV R—X Y MIBEBER TLSEEA2EHE TXE T, OpenShift Container Platform
DTS EFa)FT1+—7TOT7 74L& Mozilla B H#RET HHE ICETVWTWVWET,

AVR—F Y RZEIK, LTFOTLS EFa Y7+ —7O7 74 ILOVWTIDEIBETEET,

KOITLSEXxaVF«4—TOa774 M0

JOazr74 B

Oold ZDTAT7AINIE. LAY—0S5AT Y NFERESA TS —TDEFE
AEaEMNELTWET, 2OTO7 74 Ik, Old B AE#RME OHERES
EICEDDWTWE T,

od7o774iCid, B/NTLSNRA—=Ya V10D BETT,

p= =)
) Ingress A~ hO—5—DIFE. TLS D/M/NN—2 3>
A F10 DS LICERINET,
Intermediate Zo7O7740IE KRERDI A7 MIHREINZERETT., &

i, Ingress I bO—35—, kubelet, BLvar bO—ILTL—V
DFI7AINMDTLSEF2YFTF4—7OT774ILTY, 2OTOT7 74
JUIE. Intermediate B OEZEICEIVTWVET,

Intermediate 7O 7 7 A LICIE, RINTLSNRN—=Y 3V 12DMET
E
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https://wiki.mozilla.org/Security/Server_Side_TLS
https://wiki.mozilla.org/Security/Server_Side_TLS#Old_backward_compatibility
https://wiki.mozilla.org/Security/Server_Side_TLS#Intermediate_compatibility_.28recommended.29

PBOETLSEX YT —TAOT 7M1 ILDERE

JOazr74 B

Modern Zo7O7 74k, BAEBRMEANES LW Modern DY 54 7V
NTOFEAZEMELTVWEY, 20707 74L&, Modern B #u4
DHWREZEICEODVWTWET,

Modern 7O 7 7 1 JLICid, BN TLS/NN—=2 3 VI3 DBBETY,

R

OpenShift Container Platform 4.6, 4.7, 8&£1U'4.8 T
(. Modern 7O 7 7 A JLidHH R—bhIhTWEE
Ao BIRT 3 &, Intermediate 707 7 1 ILDBEMIC

»

BrYET,
5
Modern 707 74 JVIFREY R— I TWFHE
Ao
Custom ZDTAT77AINEFERTSEE, FRTZTLSNN—Ya v EEsSeEER

TEEY,

DI

H
=

BWARREICL YREENRET 2 RREMENH B

&, Custom 7O 7 7ML AFEARET ZRERICIEER
LTI,

BTH, V5RA9—IF TLS1.3EHREESR1I— %

AL

b OpenShift Container Platform JL—% —(&. Red Hat &

BD OpenSSL 77 4L bty FD TLS1.3BESR A —

N EBEIT L FJ . OpenShift Container Platform

) 46, 47. BLV48TIEFTLS1.3AHR—bINhTW
ZITANDHZEDHY X7,

pz o-1o)

EREEINZTO7 7491 T7OVWT IO AFRET B4, AR O07 74L&
EWEY ) —RABTEEINDFTREELHY E T, 72K, VY—ZAXYZIIFFOq
TNz Intermediate 7AT7 7 M LA FRHT2EHENHZHBE. V) —ZAXY.ZHAD

Ty TTL—RIZEY., FIROTOT7 7/ IIEBENERIN. O—ILT7I NDEL DT
BEEMIDHY T,

92.TLStxa )T 4 —7O7 714 IILDOFMERT
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https://wiki.mozilla.org/Security/Server_Side_TLS#Modern_compatibility
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Ingress A hO—5—, A bO—=)LFL—>, BLUkubelet DAVR—RY N EICERIERZIN
TS EFa)T14—7O7 74 IVDRNTLSN=—Y a3V ELUVBESERRTEET,

BF

TAT77AILDENTLSNN—Va v EBEESO—&IX, JVR—XY MIL>TELSY
EhHY F9,

FIR

e REDTLStEXalF4—70774 I OFMERRLET,
I $ oc explain <component>.spec.tlsSecurityProfile.<profile> ﬂ

Q <component> ICI&, ingresscontroller, apiserver 7z |3 kubeletconfig %57 L &
¥, <profile> ICI&. old. intermediate 7z (& custom #38E L £ 97,

7EZIE. Oy hO—IILTFL—r O intermediate 7O 7 7 M ILICEFZFNBES AR T BIC
&, UTFEEITLET,

I $ oc explain apiserver.spec.tisSecurityProfile.intermediate

H A B

KIND:  APIServer
VERSION: config.openshift.io/v1

DESCRIPTION:
intermediate is a TLS security profile based on:

https://wiki.mozilla.org/Security/Server_Side_TLS#Intermediate_compatibility .28recommended
.29
and looks like this (yaml):
ciphers: - TLS_AES_128_GCM_SHA256 - TLS_AES_256_GCM_SHA384 -
TLS_CHACHA20_POLY1305_SHA256 - ECDHE-ECDSA-AES128-GCM-SHA256 -
ECDHE-RSA-AES128-GCM-SHA256 - ECDHE-ECDSA-AES256-GCM-SHA384 -
ECDHE-RSA-AES256-GCM-SHA384 - ECDHE-ECDSA-CHACHA20-POLY 1305 -
ECDHE-RSA-CHACHA20-POLY1305 - DHE-RSA-AES128-GCM-SHA256 -
DHE-RSA-AES256-GCM-SHA384 minTLSVersion: TLSv1.2

e I ViR—xY b tlsSecurityProfile 7 1 —JL NOF¥#i A TR THRRLET,
I $ oc explain <component>.spec.tlsSecurityProfile ﬂ

Q <component> (CId. ingresscontroller. apiserver 7= (3 kubeletconfig Z#§%E L £
ER

& Z £, Ingress O~ b O—3— tisSecurityProfile 7 «+ —J)L KD % TR THERT S IC
i UTFEEITLET,

I $ oc explain ingresscontroller.spec.tlsSecurityProfile
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Hi

1]
2]
©

KIND:  IngressController
VERSION: operator.openshift.io/v1

RESOURCE: tIsSecurityProfile <Object>

DESCRIPTION:

FIELDS:

custom <>
custom is a user-defined TLS security profile. Be extremely careful using a
custom profile as invalid configurations can be catastrophic. An example
custom profile looks like this:
ciphers: - ECDHE-ECDSA-CHACHA20-POLY1305 - ECDHE-RSA-CHACHA20-

POLY1305 -

ECDHE-RSA-AES128-GCM-SHA256 - ECDHE-ECDSA-AES128-GCM-SHA256

minTLSVersion:

TLSv1.1

intermediate <>
intermediate is a TLS security profile based on:

https://wiki.mozilla.org/Security/Server_Side_TLS#Intermediate_compatibility .28recommended
.29

and looks like this (yaml):

modern <>
modern is a TLS security profile based on:
https://wiki.mozilla.org/Security/Server_Side_TLS#Modern_compatibility and
looks like this (yaml):

NOTE: Currently unsupported.
old <>
old is a TLS security profile based on:

https://wiki.mozilla.org/Security/Server_Side_TLS#OId_backward_compatibility
and looks like this (yaml):

-

type <string>

Z ZTlE, intermediate 7O7 7 M LOBESH L UVRININN—Va v —BRRLET,
modern 7O 7 7 M LDESERNINN—=Va Vv E—EBRRLET,

ZZTlE. old 7O7 74 ILOBESHLUVRNM—Yavaea—EBRRLET,

9.3.INGRESS O hAO—5—DTLSEFa2UF+—7O07 71 I DEE

Ingress A hO—5—DTLS X2 Y T4 —7TO7 71 I %E&RET 5ICIE. IngressController 77 2
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HL)Y—Z(CR)AREL T, BRIEBEBAFLIEHARILDTLS EFXFa)FT+—7TO7 711 %3
ELEY, TLSEFaUTA—TOT7 74 IUDBREINTVWRWEGEE, T7 4/ MBI API H—/—(C
BREINALTLSEFa2 )T —7O7 74 IICEDVWTVET,

OdTLSDEFxaV 714 —7O7 714 I %ERET Y > FIU IngressController CR

apiVersion: operator.openshift.io/v1
kind: IngressController

spec:
tisSecurityProfile:
old: {}
type: Old

TLStEFa)F4—7OT774J)lIE. Ingress A hO—5—D TLS FEHRDR/NTLS N—=Ya v &
TLSESZE&ELET,

BREINALTISEFa2V T —7O7 71 ILDESE&R/NTLS /N—2 3 V&, Status.Tls Profile B2 T
® IngressController 1 X% L)Y —X (CR) & Spec.Tls Security Profile BB FDEREI N/ TLS =
Fa2YF4—7OT77AINTHERETEEYT, CustomTLSEFa)F4—7TOT7 71 ILDIFE. BHED
ESERNTLSN—=2 3 VIFEADNI A=Y —DFIC—EBERRINET,

BF

HAProxy Ingress A~ hO—5—4 A —YIE TLS1.3 % HR—h LE A, Modern 7’0
T77AIICIETLS13IDMETHE I &ML, ThIFHR—KMINhFE A, Ingress
Operator I& Modern 707 7 1 JL % Intermediate ICZ# L £ 7,

F7=. Ingress Operator |£ TLS1.0 D Old £7< & Custom 7O 7 71 )L % 1.1 (LE#:
L. TLS1.3® Custom 7O 7 71L& 1.2 ICEHLE T,

AR

e cluster-admin A—J)LEF DODI—H—E LTITARY—IITIVEATE S,

FIR

1. openshift-ingress-operator 7O = ¥ kM IngressController CR %##F5% L T, TLStF2a
V74— 7 74 EBRELET,

I $ oc edit IngressController default -n openshift-ingress-operator

2. spec.tlsSecurityProfile 7 1 —JL K&EBIML £,

Custom 7’07 7 4 LD > 7L IngressController CR

apiVersion: operator.openshift.io/v1
kind: IngressController

spec:
tisSecurityProfile:
type: Custom ﬂ
custom:
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ciphers: e

- ECDHE-ECDSA-CHACHA20-POLY 1305
- ECDHE-RSA-CHACHA20-POLY1305

- ECDHE-RSA-AES128-GCM-SHA256

- ECDHE-ECDSA-AES128-GCM-SHA256
minTLSVersion: VersionTLS11

TLSEFal)F+4—7O7 741454 7 (0Old. Intermediate, Z7-( Custom) %357 L
9., 774/ Mi& Intermediate TT,

BIRLS A FICHEDRT 4 —ILREBELE T,

o

e old: {}
e intermediate: {}
e custom:

g custom ¥ 4 FICIE, TLSHEED—EBERNFRTLSNN—YavaiEELET,

3. ZEABEATLEDICT7MIVERELET,

e IngressController CRICTO7 7 A ILARREINTWR I &R LT,

I $ oc describe IngressController default -n openshift-ingress-operator

aepaltl
Name: default
Namespace: openshift-ingress-operator
Labels: <none>

Annotations: <none>
API Version: operator.openshift.io/v1
Kind: IngressController

Spec:

Tls Security Profile:
Custom:

Ciphers:
ECDHE-ECDSA-CHACHA20-POLY 1305
ECDHE-RSA-CHACHA20-POLY1305
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-GCM-SHA256

Min TLS Version: VersionTLS11

Type: Custom

9.4. A O—ILTL—VDTLSEFa2UF4—7O7 74 ILDETE
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IhA—=LTL—=UDTLSEF2 YT —7O7 71V ERET SITIE. APIServer R 5 L)
Y—ZA(CR)ARELT. BRIEBRFAFILIFARILDTLS EF2 YT+ —7TO7 714 EKELE
9, APIServer CRICTLS X a ) 54— 0774 I EH{RETHE. RERUTOOY hO—ILT
L—rDaAvR—3Y MIUGEINET,

o Kubernetes APl H—/\—

® Kubernetes AV hO—5—TR—V v —

e Kubernetes A7 ¥ a1—5—

® OpenShift APl Hh—/\—

® OpenShift OAuth API H—/N—

® OpenShift OAuth #—/X—

TLStEXal)F4—7A7 74 IHDABEINTUVAWVGEEICIEK, TLSEXF2)F14—7O7 74 )Lk
Intermediate (7Y F 9,

R

Ingress A~ hA—Z—DT 74 bDTLSEFa )T 1+—70O7 74 )Lk API H—
N=DTLSEFa)FT4—7TOT7 71 IIIEDVTWVET,

OdTLSDEXxaYVF4+—TO7 74 I %AEKET DY T APIServer CR

apiVersion: config.openshift.io/v1
kind: APIServer

spec:
tisSecurityProfile:
old: {}
type: Old

TLSEFaF4—7A774)LiE, A bhO—NLTL—rOaAVER—FRY NEDOBEICKHER TLS
DERNM—UavETISEEEERLET,

BRELETLSEF2Y 74 —70O7 74L& Spec.Tls Security Profile @ APIServer 71 2% L)

Y —2Z (CR) CHERRTZZEY, CustomTLS X2 YT 4 —7TO7 71 ILDHFEICIE. HFEDES &
INTLS R=Y 3 U A—EBERRINET,

pa )

avhO—NLFL—2iF, BINTLSNN—T 32 ELTTLS13 %2 R—MNLEE
Ao Modern 7O 7 7 A JLIZ TLS 1.3 AMEBEET 370, YR— MARHATT,

AR

e cluster-admin A—J/LEFDODI—H—E LTISARY—ILTIVEATE S,

FIR
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1. F7#)L D APIServer CREREL T TLS X2 T4 —TAT7 71 LERELET,

I $ oc edit APIServer cluster

2. spec.tlsSecurityProfile 7 1 —JL K&EBIML 9,

Custom 7O 7 7 14 )LD APIServer CRDY > )L

apiVersion: config.openshift.io/v1
kind: APIServer
metadata:
name: cluster
spec:
tisSecurityProfile:
type: Custom ﬂ
custom:
ciphers: e
- ECDHE-ECDSA-CHACHA20-POLY1305
- ECDHE-RSA-CHACHA20-POLY1305
- ECDHE-RSA-AES128-GCM-SHA256
- ECDHE-ECDSA-AES128-GCM-SHA256
minTLSVersion: VersionTLS11

TLSEFal)F+4—7O7 741454 7 (0ld. Intermediate, Z7-(Z Custom) %357 L
¥9., 774/ Mi& Intermediate TT,

BIRLS A SICHETRT 4 —ILREBELET,

o

e old: {}
e intermediate: {}
e custom:

g custom ¥ 4 FICIE, TLSHEBD—EBERNFRTLSNN—YavaiEELET,

3. TREABATZEHDICT74IVERELET,
WEE
o TIStEXxa)F4—7O7714ILHAPIServer CRICEREINTWDZ AR LF T,

I $ oc describe apiserver cluster

H A B

Name: cluster
Namespace:

APl Version: config.openshift.io/v1
Kind: APIServer

Spec:
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Audit:
Profile: Default
Tls Security Profile:
Custom:

Ciphers:
ECDHE-ECDSA-CHACHA20-POLY 1305
ECDHE-RSA-CHACHA20-POLY 1305
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-GCM-SHA256

Min TLS Version: VersionTLS11

Type: Custom

95.KUBELETO TLS X2 Y54 —7O7 714 ILDEE

HTTP %—/N—& L CTOENMERFIC kubelet D TLS X2 T4 —TOT7 74 ILERET IC

l&. KubeletConfig H X% L)Y —X (CR) 2B L THED / — FRICEFIEREAD TLS X1
TA—=7AT77AINFELEHRYILTLS EFa )T+ —TOT7 74 ERELET, TLSEFa
TA—7O7 74 IHBREINTVWRWGEEICIE. TLSEF 1Y 74 —707 7 1)UL Intermediate
ICRY F9,

kubelet (& ® HTTP/GRPC % —/S—%{#F L T Kubernetes APl #f—/X—&@fE L. O<¥ > K% Pod
IC3EE L T kubelet T Pod Texec A¥Y RAEEITLET,

J)—HhH—/—KTCOdTLS EF¥aVUF14—FOT7 7M1 I %KET D KubeletConfig CRDY > 7
)|

apiVersion: config.openshift.io/v1
kind: KubeletConfig

spec:
tisSecurityProfile:
old: {}
type: Old
machineConfigPoolSelector:
matchLabels:
pools.operator.machineconfiguration.openshift.io/worker: "

BREFHD ./ — KD kubelet.conf 7 7 1 LT, REFADTLS X2 T4 —TO7 71 I DSt
BLUBNTLS X2 YT —TOT77MIVEHETEET,

AR

e cluster-admin A—J)LAEF DODI—H—E LTISARY—IITIVEATE S,

FIR

1. KubeletConfig CR #/Ef L. TLStE¥a1UFT4+—70O7 71V EHRELET,

HAR% L FTO7T 74D KubeletConfig CR DY~ FIL

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:

188



OB TISEXAYFTA—TOT 7M1 ILDRE

name: set-kubelet-tls-security-profile
spec:
tisSecurityProfile:

type: Custom ﬂ
custom:

ciphers: e
- ECDHE-ECDSA-CHACHA20-POLY 1305
- ECDHE-RSA-CHACHA20-POLY1305
- ECDHE-RSA-AES128-GCM-SHA256
- ECDHE-ECDSA-AES128-GCM-SHA256
minTLSVersion: VersionTLS11
machineConfigPoolSelector:
matchLabels:

pools.operator.machineconfiguration.openshift.io/worker: " ﬂ

TLSEFal)F+4—7O7 741454 7 (0ld. Intermediate, 7| Custom) %357 L
9., 774/ Mi& Intermediate TT,

BIRLS A TICHETRT 4 —ILREBELE T,

o

e old: {}
® intermediate: {}
e custom:
© custom ¥4 Tl TLSESO—BERNFETLS N\—Ya v EEELFT.
@ F7 3vTSEF2UTA—TATFANEBRTD/ —ROIYYRET—ILFA
WEEELET,
2. KubeletConfig # 7o =V N &ERLZE T,

I $ oc create -f <filename>

PSR —KHNDT—h—/—ROIZL>TIE, BEFAD/— KN 12T OBREREINDD
L E T,

REE

TO7 74 LUDBREINTVWS I EAERT 5ICIE. /— KH Ready ICA > TH LU TOFIEART
LET,

L BREFH/—ROTNy Ty aveRBELET,
I $ oc debug node/<node_name>

2. lhost ZT /Ny T T )VRADIL— T4 LI MN)—ELTHRELZET,
I sh-4.4# chroot /host

3. kubelet.conf 7 7 1 LZRRLET,

I sh-4.44# cat /etc/kubernetes/kubelet.conf
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H A B

kind: KubeletConfiguration
apiVersion: kubelet.config.k8s.io/vibetal

"tIsCipherSuites": [
"TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256",
"TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256",
"TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384",
"TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384",
"TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256",
"TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256"

1,
"tlIsMinVersion": "VersionTLS12",
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#5102 SECCOMP 7O 7 7M1 LDEE

F10E=SECCOMP 7O 7 7M1 ILDEE

OpenShift Container Platform 3> 5+ —F 7/ ld Pod &, 1 DU EDBABICERZRINALY RV EETT
27T)r—2avEIDRGFLEY, 77V —ravIildl@E, ERERZARL—F1VITUR
TLA—RIV APl DINRIERY T2y NOADPBETT, seccompDEFar7avbEa—FT427
E— NiE Linux A—RIVHEEET, ChAEFEALT, IV TFHF—TEITINTVWR 70X %HREL T,
FATERY AT LARVHLOY Ty MEFARUVEINZLIICTEEYT, INOHDY AT ALAREY
HUIE, YT F—FEPod ICBEAINZ 7O7 74 IVAER L TERETEET, seccomp 7O
T774IIE. TARAZICISON 774 I)LE LTREINET,

BE

seccomp 7A7 7 A LABEAINTWARWEEIE, OpenShift 7—20O—RIETF 7+ )b
N TIEHIBRAR LICRITINE T,

BE
seccomp 7O7 7 A VIISFHERMEZ IV T F—ILBERATE £ A,

101. TRTOPODDTT7#INDSECCOMP ZO7 74 I EEMZT S

OpenShift Container Platform ICi&. 77 #JL b® seccomp A7 7 4 LA EHIN TS

Y. runtime/default & L TERBINET, hRAYLtEFa )T —aVFF R NI (SCC) HERT
5Z&T, PodEzhEFaV7+—7—20—RDT 74 bD seccomp AT 74 I EBMIT ST
ENTEXT,

pa )

ARG LSCCZIERT D2MEBELNHYET., T74IMDSCCIFRELABVWTL LS
We 772N MDSCCERETDE. TS5V MTF—LDPod 27 O BFEIF
OpenShift Container Platform @7 v 77 L — REFICRIENRE T A EMELAH Y £ 7,
L. 77240 b0EF2) T —aVTFRAMOHW] £V avESRBLTL
72X,

UTFDFIEICHE>T, §RTDPod ICFLTT 74 hD seccomp 7AT7 74 ILEBMIILET,

1. {EFAAIREA restricted SCC % yaml 7 7 A JLICT Y ABR— KL E T,

I $ oc get scc restricted -0 yaml > restricted-seccomp.yaml

2. fER X 17z restricted SCCyaml 7 7 1 L &REL X T,

I $ vi restricted-seccomp.yaml

3. RDBUCTRT LDICEFLET,

kind: SecurityContextConstraints
metadata:
name: restricted 0
<..snip..>
seccompProfiles: 9
- runtime/default 6
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Q restricted-seccomp ICZE L ¢,
Q seccompProfiles &ML 7,

9 - runtime/default 8L £ 9.

4, HAH LSCCHIEMLET,

I $ oc create -f restricted-seccomp.yaml

I securitycontextconstraints.security.openshift.io/restricted-seccomp created

5. B R4 L SCC % ServiceAccount ICIEBIIL £,

I $ oc adm policy add-scc-to-user restricted-seccomp -z default

pz o-1o)
TI7AINMDY—ERTAD Y ME, 2= —DFDTHD Y N %EERE LARVER

Y @F X% ServiceAccount T, OpenShift Container Platform (&, SCC @
FRICEDWT Pod D seccomp 7O7 71 ILERELE T,

I clusterrole.rbac.authorization.k8s.io/system:openshift:scc:restricted-seccomp added:
"default"

OpenShift Container Platform 4.8 Tl&, Pod 7/ 77— 3~

seccomp.security.alpha.kubernetes.io/pod: runtime/default & & U

contamer seccomp.security.alpha.kubernetes.io/<container_names: runtime/default % EiN17 %
BEITFEHR Y F LT,

10.2. H A% I SECCOMP 7O 7 74 ILDERE
HAHY Lseccomp 7OT7AINEFRETDE, 7TV I—2a VEHICEDWT 74 ILY—%FHT

TFd, ThiZLY., 75245 —EFEEEIL OpenShift Container Platform TER{TIN 57—/ 0— KD
X)) T4 —ELYFRICRIETE XD,

10.21. h A% Lseccomp 7ATZ 74 ILDEY b7y T
AR

o JSRAHN—FBEBEN—-IvIavIH5b,

® 1R 4 I SCC(Security Context Constraints) Z/Em L TW %, FillE. BEBFREZSRL T
EEL

o HR#H Lseccomp 7ATZ 7AILEERLTWS,
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FIR

1. Machine Config R L THA 4 L seccomp 7AZ7 71 L &
/var/I|b/kubelet/seccomp/<custom names>.json IC7 v 7O— KL d, F#FMlRFIEICOVWT

. BEEBEHRESRBLTCES
2. FRRENIcHRHY L seccomp 7ATZ 7 A INADBREIBELTHRYLSCCEEHLET,

seccompProfiles:
- localhost/<custom-name>.json ﬂ

ﬂ HARH Isseccomp 7AT 74 ILDEETIZ AN LET,

10.22. H A% L seccomp 7AZ7 74 IILDT—- O— R~ADEA

AR

o VSARH— ﬁiﬂ%tiﬂl&Aseccomp7D7 ’f)l/’& SELTWS, i, ARY LA
seccomp 7A7 7M1 IILDBREESR L TLLEX

FIR

e securityContext.seccompProfile.type 7 1 —JL K& XD & 5 IZERE L T, seccomp 7O 7 7
AIVET7— 70— RICERALEY,

B

spec:
securityContext:
seccompProfile:
type: Localhost
localhostProfile: <custom-name>.json ﬂ

ﬂ HAH Isseccomp 7OT 7 A IILDEZFTEAALET,

F7<l&. Pod 77/ 7—< a3~ seccomp.security.alpha.kubernetes.io/pod:
localhost/<custom-names.json ZfEHTEXF 9, /L. ZDFEIX OpenShift Container
Platform 4.8 TI&IFHETY,

F7OA XY MNEFIC, MO MO—5—FLUTERIELE T,
o IREMDSCCICNTZ 7/ F—avAi1—H—O— )L THEIINTWS,

® seccomp 7O7 74 I)LAETL SCC H* Pod THAIINTWS,

SCC h* Pod THFAIXI N BIHEITIE. kubelet IX3IBE X N7z seccomp 7O7 71 LT Pod #RfTL E
ER

BF

seccomp ZATZ7 7 A IUHTRTDT—H—/—RIZF 7O I TWB T E=/AL
ER
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pa )

AAH L SCCIE, Pod ICEYIRBLIEMTHEMICEIY K TSNS D, X
CAP_NET_ADMIN %#ZF0] § 574 &, Pod THELMOZH E=HILTHELHY T,

10.3. BEE B R

® Security Context Constraints D& 2

o fVAN—=IEDTIVEREYRY
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FNT|BINA R DS APl H—/X—A®D JAVASCRIPT XR—ZXADF7 9 2 A DFFA]

BENZ BINARR DS AP H—/8N—A D JAVASCRIPT R—Z2D T
9tz 2 MDEFA]

N1LEMERA MO S API H—/X—AD JAVASCRIPT R—X D7 V2 ADEF
Gl

7 7 # ) b @ OpenShift Container Platform X EI&. Web ¥V —ILHEK%E APl H—/N—(|EET
5ZEDHEHFTLET,

BDEZRI %A L T JavaScript 7 7)o —> 3 Uh S API H—/A—F 7 1d OAuth H—/N— L7 VR
TOIMENHZIHE. FIT2EMDKRRA NEGEHRETETET,

=55

e cluster-admin O—J)LEFDODI—H—E LTISARY—IITIVEATE S,

FIE
1. APIServer )YV —X&RELF T,

I $ oc edit apiserver.config.openshift.io cluster

2. additional CORSAllowedOrigins 7 1 —JL K% spec 2> a VD TFIZEML. 1 DL LEDEM
DRAMBZZEBELET,

apiVersion: config.openshift.io/v1
kind: API1Server
metadata:
annotations:
release.openshift.io/create-only: "true"
creationTimestamp: "2019-07-11T17:35:37Z2"
generation: 1
name: cluster
resourceVersion: "907"
selfLink: /apis/config.openshift.io/v1/apiservers/cluster
uid: 4b45a8dd-a402-11e9-91ec-0219944e0696
spec:
additional CORSAllowedOrigins:
- (?i)//my\.subdomain\.domain\.com(:\z) €}

Q R N%IE Golang IF3FRIE & LTEESNE T, Thid. APIH—/8—& £ T OAuth

Y—N—II T D HTTP BKD CORSAYH —IIRT BT Y F VI 5THHICERIN
i-g_o
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= a-o]
ZOBITIR, UTOBTEERLET,
o (%) BAXF/IXFERBLET,

o /[IFRXAVODREBICE=Z"Z L. http: £72& https: DEDY TILZR v
Jall—HLEY,

o LIERAMVEDRY NETRT—TLEY,

o () IRRALVE (\2) FldB— /L —F— () DIRTEIC—HLF
3_0

3. ZEABEATLEDICT7MIVERELET,
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F12EETCD T— 4% D551tk

E1REZETCD T —% O E1t

121.ETCDEES1EICDWT

T 7 # )L N T, etcd T—%4 I& OpenShift Container Platform TSI hEFt A, 75X —D etcd
ESLEEMILT. T—9EFa2)T1—DLAY—%2BMNTRBETZIEHNTEET, L& X
etecd Nv I Ty THELLBRVWRARAEICARINZGZEICHET — IR bh QWL D ICRET &
73“(“3&3—0

etcd DEESIEEBMICT 5 &, LLTFD OpenShift APl #—/X—3& & T Kubernetes APl —/X—1) v —
ANBEEEINET,

o V—JLvh

o HENYS

e JL—t

o QAUth7V7EAKN—=O Y

o OAuthgRsEh—7 v
etcd BEEBAMIT 2 &, BEEF—DMERINIET, ThoDdF— B &ICO—FT—YavIhZ
T, eted NV I Ty THLETTZICE. ChoDF—DPRETY,
pa 23]

etcd BB, F—TIERL., EOAEBESELET, )V —XDFELE. namespace.
BLUVATV I MRIIESEINEHA,

Ny 9Ty THIC eted BHIEDABMICA>TWDIHE

I%. static_kuberesources_<datetimestamps>.tar.gz 7 7 1 JLiC etcd R+ v T3 v
POBESEXF—DRFEFNTVWEY, EXa )74 —LOERADNS, TDT 71 IV eted
2Ty Toay FERIRELTLLEIW, £EL. 207714 0IE ThTho
etcd 2Ty F¥ay M5 eted DUFIOREABITT 27ODICBHETT,

12.2. ETCD BES{tDEMIE

etcd ESILZBMCLT, 75 RY—THREMEDOEW) Y - ZBSETEET,
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AR

DIk

==
[=]

MRS 7OEANRTTBET, etecd VY —RENY I Ty T LEHBRWTLKES
W, BEt7OEANRZET LEVWGE, Ny I 7y TIE—EBOABESEI NS A8
MrHY F9,

etcd EHILZBMICTEE. WK ODDEENRET HAEEMENHY T,

etcd EELIE. W< DDD) Y —RDXE) —BEICKEZS A 5 8EMH
PHYEY,

)= =Ny 9Ty THIBBETIZVRERHDLDH, Ny I T7 v TDN
73—V RA—BFHNLREENE L DGEE’HY ET,

TARY O, Ny 07y TIREEZITES / — RICHEE S5 X 508
MEAHY £,

e cluster-admin O— /LA F 21— - LTI SRY—ICTIVEATES,

FIR

. APIServer # 7z hEZTELF T,

I $ oc edit apiserver

2. encryption 7 1 —JL K% A 7% aescbc ICEREL £,

spec:
encryption:
type: aescbc

aescbc ¥ 1 7.
CBCERNAS MNDF—DERINDZEEEKLET,

ESb A EITT D72DIC PKCSH7 ST 4 VT HERE L TUWB AES-

3. ZEABEATLEDICT7MIVERELET,

BRI TOEANFEBRINET, VIR —DHAXL>TR, ZOTOLRADPETTEE

T20 3L EDDBHZEDHY XY,

4. etcd BSENEBICITON A EZREBLE T,

a. OpenShift APl #—/X—® Encrypted R 7—4% 2 %8R L. ZDY YV —IAHNERBICESE
INEZEERABLET,

198

$ oc get openshiftapiserver -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

ZOHBITIE, BSIEIEEICEITINSE EncryptionCompleted ERRINE T,



F12EETCD T— 4% D551tk

EncryptionCompleted
All resources encrypted: routes.route.openshift.io

H711C EncryptionIinProgress A" R RmIN 256, CNIERBESENETHTHEIEEE
RLET, Bl BICBRATLED,

b. Kubernetes APl %+ —/X—® Encrypted 2 7 —% RIRE%=MHRL. TDY YV —IADIEEICH
"5'”::')51’1,7‘;&_ t %EEEL L/ i’a—o

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

ZOHBITIE., BSIEIEEICETINSE EncryptionCompleted "ERRINE T,

EncryptionCompleted
All resources encrypted: secrets, configmaps

H711C EncryptionIinProgress A" R "IN 356, CNIEBESENETHTHEIEEE
RLET, HoFELABRICBRATLED,

C. OpenShlft OAuth APl #—/X—® Encrypted R 7 —% X %=L, TDY YV —ZAHIEEIC
'ﬂ::')snf;c_ t%ﬁ&;b L/i-a—o

$ oc get authentication.operator.openshift.io -o=jsonpath="{range
.items][0].status.conditions[?(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

ZOHBITIE, BSIEIEEICEITINSE EncryptionCompleted "ERRINE T,

EncryptionCompleted
All resources encrypted: oauthaccesstokens.oauth.openshift.io,
oauthauthorizetokens.oauth.openshift.io

H 731 EncryptioninProgress "R RI N 26, CHIEBSENETHTHEIIEER
BRLET., o LERICBRTLET,

12.3. ETCD F5 51t D E3H1E

PSR —Tetcd T—YDESLEESNCTEET,

Gl s
e cluster-admin O—J/LEFDODI—H—E LTI SRY—ICITIVEATE S,

=S ]
. APIServer # 7z hEZTELF T,

I $ oc edit apiserver

2. encryption 7 1 —JL K% 1 7% identity ICEREL £,

199



OpenShift Container Platform 4.8 2¥a V) 74 —&&TraV 75

\'
PN

spec:
encryption:
type: identity ﬂ

Q identity ¥ 1 1377 4L METHY, BESILRIETINAVI EEEKLET,

3. ZEABEATLEDICT7MIVERELET,
ESE7OEAPBEBINET, VSRI—DHAXE->TE. TOTOEANETITEE
T200ULEIDBIHZEDHY T,

4. etcd 0)@%4575“13%"‘; 1’)1’1,7‘\_ [ t %E&mu\ l/ i -3_

a. OpenShift APl #—/X—® Encrypted R 7—4% A& MR L. £DY YV —IADERICHE
"5'”::')51’1;7‘\_; t%ﬁ&;b L/i-a—o

$ oc get openshiftapiserver -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

ZOHABITIE, ESIEIEEICEITIN S E DecryptionCompleted "ERRINE T,

DecryptionCompleted
Encryption mode set to identity and everything is decrypted

H771C DecryptionIinProgress A" R "IN 356, CNIFESEIETHTHEIEEE
RLET, HoFELABRICBRATLED,

b. Kubernetes APl % —/X—® Encrypted 2 7—% ZKREEEZR L. TD) Y —IANEHICE
"5'”::')51’1;7‘\_; t %EEE?I;J L/ i’a—o

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

ZOHBITIE, BESIEIEEICEITIN S E DecryptionCompleted "ERRINE T,

DecryptionCompleted
Encryption mode set to identity and everything is decrypted

H711C DecryptionIinProgress A" R "IN B5E. CNIFBESEIETHTHEIEEE
RLET, HoFELABRICBRATLED,

c. OpenShift APl #t—/3X—® Encrypted 2 7—4% R&H %R L. TDY YV —IADEEICE
"5'“3*“7:«. t%ﬁ&;b L/i-g—o

$ oc get authentication.operator.openshift.io -o=jsonpath="'{range
.items][0].status.conditions[?(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'
ZOHBITIE, BESIEIEEICEITIN S E DecryptionCompleted "ERRINE T,

DecryptionCompleted
Encryption mode set to identity and everything is decrypted

H771C DecryptioninProgress B"&RRI N 26, CNIFESEIETHTHEIIEER
RLET, o LERICBRTLET,
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Jaxd = y, ~
313% POD DOMESEMED R F v~
Red Hat Quay Container Security Operator Z{£f 3 % &. OpenShift Container Platform Web 3~
V=S, V5RI—DT7 V74 TR Pod THERAINZAVTT—A A —JIZDWVWTOIRBMHER
v UOBRICTVERATEZLY, The Red Hat Quay Container Security Operator:

® I ARTMD namespace F 72 IXIFE X N7z namespace D Pod ICEAERM T SNV FFH—5BERH
L/ i’g—c

¢ A A=YDLIAN)—DNAM A=Y ZXF+ U %ZETLTWBIHFE (B: Quay.io. Clair 2F v >
Z28 RedHatQuay LY A MY =712 &), BHEDERICOVWTI VYT F—OHEA>7/<3
FF—LYRAN)—=%0T)—-LET,
e Kubernetes API @ ImageManifestVuln 7 7> =7 M FHE L CHEEEELARAL T,
I TOFIE%FERAT % &, Red Hat Quay Container Security Operator |& openshift-operators

namespace Icf Y A =L E N B8, OpenShift Container Platform 7 2 A% —LED$TXTD
namespace CERATE XY,

13.1. RED HAT QUAY CONTAINER SECURITY OPERATOR D17

LTFTHBINTLWS L DIC. Operator Hub 5 Operator 23R L. 4~ X h—JL L T, OpenShift
Container Platform Web O > Y —JLH' 5 Red Hat Quay Container Security Operator #BETE £ Y,

([} =355
® OpenShift Container Platform 7 5 X4 —~DEBEMWERLH %

o UVS52RH—THEITIND RedHatQuay £7/I& Quayio LY AKMNY) —DaAVFF+H—0'H 3

FIR

b

1. Operators —» OperatorHub (CF#E) L. Security Z:#RL F 7,

il

2. Container Security Operator %33R L. Install %
JICBEILE Y,

R L T Create Operator Subscription R —
3 BREAMIRLET, §TDnamespace BLUVBEIEBRAN I TI—DNTF 74 FTERIN
9,

4. Install #3#3R L £9, Container Security Operator |£. Installed Operators E/H& IC#2#% IC
RRINZET,

5 # 7> av: HR% LGEBAE % Red Hat Quay Container Security Operator ICIBIITEE 9, U

ToFITIE, BEDT 1« L2 MY —IT quay.crt &V D ZRIDIEAZEE/ER L T, RIC. RO
v Y R%EZE1TL T, EEBZE % Red Hat Quay Container Security Operator (B L £ 9,

$ oc create secret generic container-security-operator-extra-certs --from-file=quay.crt -n
openshift-operators

6. WA LGEBAEZEML 156, FRAAE 2B/ T 27D IC Operator Pod = HBiEcE) L £
_a—o
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7. OpenShift Dashboard %% £ 9 (Home — Overview), Quay Image Security ~D ') > 7 H"
status £ a VICRRIN, ThETIKRION > ABEBEHOHO—ELNRTIINE T, UTF
DEDEL ST, V) > %FER L T Quay Image Security breakdown #%R R~ L £ 9,

— RedHat
— OpenShift
Container Platform

Home

Overview

Projects Details

View settings Status

Search

Cluster APl Address @ Cluster Quay Image Security x
Explore https//api.cnegus- breakdown
e ocp44c.devcluster.openshift.com:6443 o Quay Image Securi

Cluster ID Container images from Quay are analyzed

55247¢cle-9ced-4013-82ea-cd79bc7e045e to identify vulnerabilities. Images from other

I'E(J\STZHES are notscanned.
OpenShift Cluster Manager &

0 Acluster version update is .
Severity Fixable

Provider Jun 26, 3:30 pm
A ; 1High ]
AWS Automatic image pruning i
referenced by ImageStrea 1total

OpenShift Version
remains healthy. To remowe

2443 ) N
imageprunerimageregistry
@ Update Ensure that the “suspend”
Update Channel Jun 26, 3:30 pm Fixable Vulnerabilities

stable-4.4 Alerts are not configured t @ bind-libs I namespace
not be notified in atimely £

8. ZOHEAT, MEINAREMAE 74 O0—F23DIULTD2 O0OWTNHLDRIEAEITTE
i’a—o

o MEFHUADY VI ERBRLIEY, AVTF—ZBELALAVYTF—LIZANI—IITIE

AL, BEBHEICOWTOFERZHEATETT., LUTOMIE. Quayio LY A M) =D LR
INhcESBEHDHZRLTVWET,

@ RED HAT Quay.io EXPLORE  APPLICATIONS  REPOSITORIES  TUTORIAL + - p

Iy ro4fd70e06e7

.»f’

{

\

Quay Security Scanner has detected 6 vulnerabilities.

Patches are available for 6 vulnerabilities.

|

A 6 High-level vulnerabilities.

@

Vulnerabilities Filter Vulnerabilities Only show fixable
cvE SEVERITY | PACKAGE CURRENT VERSIOI FIXED
RHSA-2019:4190 A Hig nss-util 3.44.0-3.el7 © 0:3.44.0-4.el7_7

® namespaces ') ~ 7 %#IR L. ImageManifestVuln BEICEEIL 9., < I Tld, BRI
NiA A=Y DEFIL BLUA A—IHNRITINTWVWBTARNTD namespace AT
T, UTOREIE, HFEDHIFLA XA — T quay-enterprise namespace TETINTW S
ZEZERLTVWET,
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Project: all projects =

ImageManifestVuln

Create ImageManifestVuln Filter by name...

Name T Namespace Created
VAR sha256 f54fd70e06e745c2d8406 @ quay-enterprise 9 minutes ago

53b8b%0ac79b55d55e7a25bcd4
b83d5512a846575a2

CDRFRTIE, BBEEOHZMA—IU, A A—VDMBRMEABRTZLOIBERIE., BLUVA
A—=IBRTINKLTRTD namespace 2R TEET, UTFEETTEIENTEET,

o MHMEEBETILEDHDZAA—TVZ2RTLTVWEI—HF—ICBEELIET,

o MA—INEBEMMTWS Pod ZRBEILTTOA AV MNERIEMDOAF TS o MEHIBRL T,
AA—VDEITZEFELELIT,

Pod %#Hlf&d % &. Dashboard THESIMEDH ZREN ) £y NINDFETROIDDIGEDLHY T,

13.2.CLITODOA X =g n o ) —

oc OY > K%L T. RedHat Quay Container Security Operator IC& > THE I N B HE5EMEICD L
TOFERERRTEET,

AR

® OpenShift Container Platform 4 > 2 4 > 2 T Red Hat QuayContainer Security Operator % 3£
TLTWS

FIa
o MEINAIVTF—AXA—UDBEHIHEICOVWTIIN—95ITE. UTFEAALET,
I $ oc get vuln --all-namespaces

H A B

NAMESPACE NAME AGE
default sha256.ca90... 6m56s
skynet sha256.ca90... 9m37s

o BFEDHHMEDHMAERTIT 2L, MEHEDRARIS & UF D namespace % oc describe 1
TYURICEELEY., UTDRIE. 41 X—JICHESEEDH 2 RPM NNy r—INEEND T
TA4TRAVTF—ERLTWVWET,

I $ oc describe vuln --namespace mynamespace sha256.ac50e3752...

H B

I Name: sha256.ac50e3752...
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Namespace: quay-enterprise

Spec:
Features:
Name: nss-util
Namespace Name: centos:7
Version: 3.44.0-3.el7
Versionformat: rpm
Vulnerabilities:
Description: Network Security Services (NSS) is a set of libraries...
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