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FIZEETCD DNy O 7y S

etcd I& OpenShift Container Platform DF¥—&{ED XA M7 THY., IRXRTDY Y —RAF TV 9 bDIRK
BERELET,

PSR —Deted T—F HEHMIT/NY 2 7w T L. OpenShift Container Platform IRIEA D& £ 741215
FRICRFS 5 DONBEBHTT, 1 VA M= D24 RKERICITONZRADOAAEOO—FT—> 3 VD
ETT5FETetcdDNY I Ty THRITIBIEIFTEEFEA, O—FT—YaVDETHIICETT S
E. Ny Ty FICHBRTINMOIRAENESFNE I EICRYET, I5IC. E—JBICIIEENREX
H2BERERDAERMEDNH D7D, E—IBLUNICetcd Ny I Ty THERRBTEIEHHREIhTW
7,

etcd DNy O Ty THERBLEBIC, YAY—HKAMPRDODNIZRENSDEIRY. 75 A5 —DER]
DIREANDETEETTETET,

etcd 7= DNy Ty TT7OEZIE, BURAENMREINT VWS etcd VTR —ILEHKTE S
VTAY—RANTEITTEET,

1.ETCD T—% DNy o7y S

LUTDOFIBEICHK>T, eted RFTy T ay MaEER L. M Kubernetes APl H—/N—1) Y — 2 & /Ny
97y TLTCetedT—95NY I Ty T LET, TONY I Ty FIREFETE, etcd 2ETTINE
NHBGEIERTHERTEZIIENTEXT,

B—TRY—RAMDEDNY I Ty TOHERETDUVENHYETS, VTR —HDETRY—K
ZANDEDNRNY I Ty TEBEDHY FE A,

pa )

OpenShift Container Platform 4.3.0 £/ (£ 431 Tetcd DNXv I 7 v T5BZHE.
DFIEICEL Y., eted RF v T2 3y bE L UEH Kubernetes APl H—/—1) YV — A5
FNDE—T7MIUDERINET, BThIC. etcd-snapshot-restore.sh X7 1) 7+
IKIE, COBE—T 74V EZRITANDOICBEREBFEBRE HY T,

([} =355
e cluster-admin O—J)LAFD2A—HF—& LTI TRYI—IITIVERATE S,
o VSRY—2EDTOFLY—DNEMIR>TVEINEI M EEL TV S,
g 8
oc get proxy cluster -o yaml D A%HRAL T, 7OF P —HDEMIINTWEILE D H %

BTEEY, OF > —IL. httpProxy. httpsProxy. & &£ U noProxy 7 1« —JL RILEHIRE
INTVWBRBEICEMICINE T,

FIE
. YRRY—/—RDFNy Tty oavaRIBLET,

I $ oc debug node/<node_name>

22 W—=hrTa LI M) —ZRANMIPPYEZET,


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/backup_and_restore/#dr-infrastructure-recovery
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/backup_and_restore/#dr-restoring-cluster-state
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/backup_and_restore/#backing-up-etcd-data_backup-etcd
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I sh-4.2# chroot /host

3. /home/core 74 LU M) —ICRBEILZE T,

I sh-4.4# cd /home/core

4. SR —2EOTOFS—DEMICH>TWBIESIE. NO_PROXY. HTTP_PROXY. & &
U'HTTPS_PROXY BEZHA T/ A K—FLTWB I EEREBELET,

5. etcd-snapshot-backup.sh 27 Y 7 h&2ETL. Ny I 7 v TORGEEELZDBHREELE
-a—o

I sh-4.4# /usr/local/bin/etcd-snapshot-backup.sh /home/core/assets/backup

ZDFITIE, ¥ RH—7KA MDD /home/core/assets/backup/ 71 L2 M) —IZT7 74D 2D
ERINZE T,

e snapshot_<datetimestamp>.db: CD 7 7 1 Ll etcd R+ Y T 3 v hTT,

e static_kuberesources_<datetimestamps.tar.gz : D7 7 A JLICIE, §EHIR Kubernetes
APIH ==Y —ZNEFENET, etcd BSIEDBEMIINTWBIZE, etcd RF v T
Yav hOBSEF—38FNET,

R

etcd BEREABMICINTWVWBIEE, E¥a )74 —LOEBALNS, D2
DEBD7 74 Eetcd ATy Tay NEWRBICIREFET D2 EQHEIN
T3, L. TOT77AMNIEetcd RFTYy TV ay MHBETTBEHOIC
MEICRYET,

etcd BHILIEF—CTRAKEDOAEBSIETZIEIERLTLLEIWL, D
FY., YY—RF 47 namespace. BLUVAF TV VU MRIFRESILINZE
A,



FE2ERKMULAEVYRY—KRAMDEE#Z

FE2E KLY RAYI— KA MDEEIHZ

ARETIE, B—etcd AVN—ABEHMZ 37O AICDOVWTEHBELET, ZOFIBETIE. 75RY—
ICHKARE L Tetcd DV +—F L (BRE) NEETHIEEFIRELTWVWET,

= -1o)
REBDTRY—KRRA MDkbh, etcd DV 7 —5 L (EREH) DEINIFRELLBE
X, TOFIETIHARL, Ebh/izvRY—KAMISOOEICAGAEEEIHFIEESE
TIB2RELGHY FT,

Ay hO—ILTL—VDIBEENBI A TVWB A UYN—TAMTRWESIZ. TOF

BT, BRI DIY hO—ILT L —VEEAEN S DEEFIEEZERTT 2LEDL
HYyFET,

B—TRAY—KRANEBEIBLZZICE. UTEETLET,
o ctcd VTR —DBLAVN—%HIRLET,
o YTRH—RAMD etcd EIAEN B ARIGEIE. AV \—Zetcd VTR —ICERLET,

o YRH—RAND etcd SEFAEN R WIGEP TN OB TR R IFEIL, etcd SFAZE %
L. XVNN—HetcdVSRY—ICEBMLET,

21 kB LAY RAY —HRARNDETCD 75 A% —b 5 DHIR
LUTOFIBEICK>T, KBLEZIYRY—KARNE etcd VSRY—DOHIBRLET,
GIErS 3ia

e cluster-admin O— /)L %FHDA1—H—& LTIV SRI—ICT7IVERATE 3%,

o 7UTATIRIRAY—RARNANDSSHT VEADH S,

FIR

1. eted ICEEENMITONA Pod D—EERRLE T,
DSAY—ICT I EATEBRY—IFILT, UTFTOOIT Y REEFTLET,

$ oc get pods -n openshift-etcd

NAME READY STATUS RESTARTS AGE
etcd-member-ip-10-0-128-73.us-east-2.compute.internal  2/2  Running 0 15h
etcd-member-ip-10-0-147-172.us-east-2.compute.internal 2/2 Running 7 122m
etcd-member-ip-10-0-171-108.us-east-2.compute.internal 2/2 Running 0 15h

2. POTATIRIYAY—RANMNITIERALET,

3. etcd-member-remove.sh 27 1) 7 c%#E{TL., HIlRT % etcd X VN—DEBIEEL X T,

[core@ip-10-0-128-73 ~]$ sudo -E /usr/local/bin/etcd-member-remove.sh etcd-member-ip-
10-0-147-172.us-east-2.compute.internal

Downloading etcdctl binary..

etcdctl version: 3.3.10

API version: 3.3


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/backup_and_restore/#dr-infrastructure-recovery
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/backup_and_restore/#dr-recovering-expired-certs
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/backup_and_restore/#restore-remove-failed-master_replacing-failed-master-host
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/backup_and_restore/#restore-add-master_replacing-failed-master-host
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/backup_and_restore/#restore-regenerate-etcd-certs_replacing-failed-master-host
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etcd client certs already backed up and available ./assets/backup/

Member 23e4736df4451b32 removed from cluster 6e25bab1bb556673

etcd member etcd-member-ip-10-0-147-172.us-east-2.compute.internal with
23e4736df4451b32 successfully removed..

4, etcd AVN=D IS RY—HILEEICHBRINTWS I EEERLET,

a.

THD eted AV T F—ICEHRLET,

%/
[core@ip-10-0-128-73 ~] id=$(sudo crictl ps --name etcd-member | awk 'FNR==2{ print
$1}') && sudo crictl exec -it $id /bin/sh

etcd VT F—T. etcd ICEERTZLEDICHEBELRERN AT I RAR—MNLET,

sh-4.3# export ETCDCTL_API=3 ETCDCTL_CACERT=/etc/ssl/etcd/ca.crt
ETCDCTL_CERT=$(find /etc/ssl/ -name *peer*crt) ETCDCTL_KEY=$(find /etc/ssl/ -
name *peer*key)

etcd 37T+ —T. etcdctl member list #E17L. HIRIN/ZA VIN—HN—EBERRINT
WARWZ &EEEELET,

sh-4.3# etcdctl member list -w table

+ + + +
+ +
| ID | STATUS | NAME PEER ADDRS
| CLIENT ADDRS |
+ + + +
+ +

| 29e461db6bedeaaa | started | etcd-member-ip-10-0-128-73.us-east-2.compute.internal
| https://etcd-2.clustername.devcluster.openshift.com:2380 | https://10.0.128.73:2379 |
| cbe982c74cbb42f | started | etcd-member-ip-10-0-171-108.us-east-2.compute.internal
| https://etcd-1.clustername.devcluster.openshift.com:2380 | https://10.0.171.108:2379 |
+ + + +

+ +

22 AVN—% ) S RY—ICRY

etcd VI RAI—DHAVN—ZHIBRLEZRIC, ATFOWTNHIDFIREZFERA L TXA VY N—%2I SR8 —
ICIEML XY,

¢ YRHI—RRA D etcd FEABN BN WIGEIE. AV /\—% etcd VTRAI—ICRLET,

o YRH—RAND etcd SEFAZEN B WIGERP TN OB TR B> IFEIL, etcd SFAZE %
L. XNN—HFetcdVSRY—ICEBMLET,

221. YA —KRAM%Zeted VT RAY—ICRET

YAY—RAM%Zeted 75 RF—ITEMY BICIE. UTFOFIRICHKWNE T, COFIETIE. FRIICY
AREY—R2A MY 529 = 5HHIBRL. TLSEEBAEY DNS B EDZ D etcd IRERBRRIEW THZ I &
ZRIRE LE Y,

AR


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/backup_and_restore/#restore-add-master_replacing-failed-master-host
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/backup_and_restore/#restore-regenerate-etcd-certs_replacing-failed-master-host
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e cluster-admin A—J)LAF DODI—H—E LTISARY—ICLTIVEATE S,
o ctcd VS RY—ICEBIMTBDTRY—KRARMADSSH 77 EADNH B,

o BIEDT7 VT4 T Retcd AVN—DIPF7RLADLH S,

1. etcd VS RY—ICEBIMTBAYRAY—KRANMIT7IEALET,

BR
ZDFIRIE. etcd 7 FRI—ITEMEINDETYRY —KR M TERITT 2HEND
L) i’a—o

2. etcd-member-add.sh 27 ') 7 N AE{TL, 2 DDA -9 —%ELZET,

o HEDetcd XVNN—DIPF7RKLR

e EBINT % etcd X V/N\—DEH]

[core@ip-10-0-147-172 ~]$ sudo -E /usr/local/bin/etcd-member-add.sh \
10.0.128.73 \ @)
etcd-member-ip-10-0-147-172.us-east-2.compute.internal @)

Downloading etcdctl binary..

etcdctl version: 3.3.10

API version: 3.3

etcd-member.yaml found in ./assets/backup/

etcd.conf backup upready exists ./assets/backup/etcd.conf
Stopping etcd..

Waiting for etcd-member to stop

etcd data-dir backup found ./assets/backup/etcd..
Updating etcd membership..

Removing etcd data_dir /var/lib/etcd..

ETCD_NAME="etcd-member-ip-10-0-147-172.us-east-2.compute.internal"
ETCD_INITIAL_CLUSTER="etcd-member-ip-10-0-147-172.us-east-
2.compute.internal=https://etcd-1.clustername.devcluster.openshift.com:2380,etcd-member-
ip-10-0-171-108.us-east-2.compute.internal=https://etcd-
2.clustername.devcluster.openshift.com:2380,etcd-member-ip-10-0-128-73.us-east-
2.compute.internal=https://etcd-0.clustername.devcluster.openshift.com:2380"
ETCD_INITIAL_ADVERTISE_PEER_URLS="https://etcd-
1.clustername.devcluster.openshift.com:2380"
ETCD_INITIAL_CLUSTER_STATE="existing"

Member 1e42c¢7070decd39 added to cluster 6e25bab1bb556673

Starting etcd..

Q TOTF 14T Hetecd AVNN—DIPT7RLR, Zhid. BIMLTWBAYN—DIPT KL
2 TlHY FHA,

Q BN 2 eted XV /N—D&H,

3 etcd AVN—PEEICetcd V TRY—IIBIMINAZEEBERLET,
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a. ETHDeted AT F—ICERELE T,

[core@ip-10-0-147-172 ~] id=$(sudo crictl ps --name etcd-member | awk 'FNR==2{ print
$1}") && sudo crictl exec -it $id /bin/sh

b. etcd AV T+ —T. etcd ICERT 2LDITHEREHET IV AR—KNLET,
sh-4.3# export ETCDCTL_API=3 ETCDCTL_CACERT=/etc/ssl/etcd/ca.crt
ETCDCTL_CERT=$(find /etc/ssl/ -name *peer*crt) ETCDCTL_KEY=$(find /etc/ssl/ -

name *peer*key)

c. etcd 77+ —T, etcdctl memberlist 21T L. FPRA VNN—DP—EBERRINTWVWSEZ
CEBRELEY,

sh-4.3# etcdctl member list -w table

+- -+ + -+
+ -+
| ID | STATUS | NAME PEER ADDRS
| CLIENT ADDRS |
+- -+ + -+
-+

| 29e461db6bedeaaa | started | etcd-member-ip-10-0-128-73.us-east-2.compute.internal
| https://etcd-2.clustername.devcluster.openshift.com:2380 | https://10.0.128.73:2379 |
| cbe982c74cbb42f | started | etcd-member-ip-10-0-147-172.us-east-2.compute.internal |
https://etcd-0.clustername.devcluster.openshift.com:2380 | https://10.0.147.172:2379 |
| a752f80bcb0da3e8 | started | etcd-member-ip-10-0-171-108.us-east-
2.compute.internal | https://etcd-1.clustername.devcluster.openshift.com:2380 |
https://10.0.171.108:2379 |
+- -+ + -+

+ -+

FBAVN—DEETZ2ETRRIODOERIIDZHEENHY T,

d. etcd 357 —T. etcdctl endpoint health #3217 L. FBEA VNN—DRENEETH S
JEEHRELET,

sh-4.3# etcdctl endpoint health --cluster

https://10.0.128.73:2379 is healthy: successfully committed proposal: took = 4.5576ms
https://10.0.147.172:2379 is healthy: successfully committed proposal: took = 5.1521ms
https://10.0.171.108:2379 is healthy: successfully committed proposal: took = 4.2631ms

4. FIRA >V N—H eted ICEAEM T SNz Pod D—FIZHY., TDRXFT—4 X5 Running TH %
JEEERLET,
VSR —ICT IV ERATESRY—IFILT, UTFTOOAT VY REETLET,

$ oc get pods -n openshift-etcd

NAME READY STATUS RESTARTS AGE
etcd-member-ip-10-0-128-73.us-east-2.compute.internal  2/2  Running 0 15h
etcd-member-ip-10-0-147-172.us-east-2.compute.internal 2/2 Running 7 122m
etcd-member-ip-10-0-171-108.us-east-2.compute.internal 2/2 Running 0 15h

222. etcd SEFAZEDERBE L UPA YV /IR—D I R —~DIEM



FE2ERKMULAEVYRY—KRAMDEE#Z

J—RDFRTHEN Fld/ — D etcd SEFAZENBM TR R LHBE, AV /NN—%etcd VTR
& —IBINY BHIIC etcd SEAZZEXT DRENHY T,
FIE=S 0
e cluster-admin O— )L &ZH 21— —E LTI ZRYI—ILTIVERATE S,
® etcd VS RY—ITBMT BHF T RY —HKRRARADSSH T I AN H %,
o FEARTYRI—FKANDIDADSSHT IV ALH 2,

o EERIYAI—FRANDWVWTNHALDIP 7 KL ABH S,

FIE
L EERYRY—/—ROWTNMNMI—BFIA etcd SEFAZDELAIOY —ER AR ELE T,

a. EERIYARAY—/—RKD12ICT77EAL, UTFOoa~x Y R&EAL T cluster-admin
A—H—& LTIV RY—=ICO14 v LEY,

[core@ip-10-0-143-125 ~]$ sudo oc login https://localhost:6443
Authentication required for https://localhost:6443 (openshift)
Username: kubeadmin

Password:

Login successful.

b. kube-etcd-signer-server 1 X —2 D FILEFREREL £,

[core@ip-10-0-143-125 ~]$ export KUBE_ETCD_SIGNER_SERVER=$(sudo oc adm
release info --image-for kube-etcd-signer-server --registry-
config=/var/lib/kubelet/config.json)

c. tokenize-signer.sh 27 ) 7 hA#RFTLZE T,
-E75 7% sudo ITEL. REZHNRS ) T MNIEMISGEINDELDICLET,

[core@ip-10-0-143-125 ~]$ sudo -E /usr/local/bin/tokenize-signer.sh ip-10-0-143-125 ﬂ
Populating template /usr/local/share/openshift-recovery/template/kube-etcd-cert-
signer.yaml.template

Populating template ./assets/tmp/kube-etcd-cert-signer.yaml.stage1

Tokenized template now ready: ./assets/manifests/kube-etcd-cert-signer.yaml

@ =BAAOTIOMKLBRBERRTRI—DRRME,

d ERINLT 74V &2ERALT. BAAOD Pod ZEML XTI,
[core@ip-10-0-143-125 ~]$ sudo oc create -f assets/manifests/kube-etcd-cert-

signer.yam|
pod/etcd-signer created

e. BRAINCDTAY—/—RTHy RV LTWABIEAMBEELET,

[core@ip-10-0-143-125 ~]$ ss -Itn | grep 9943
LISTEN O 128 *:9943 b
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2. FiIRVTRAY—FKA RN E etcd VT AP —ICEBMLET,

a. VSR —ICEBMINZERYRAY—FKRAMIT7IEAL, UTFOaOY Y REFRHLT
cluster-admin 21— —& LT/ 5 R4%—icas4 L9,

[core@ip-10-0-156-255 ~]$ sudo oc login https://localhost:6443
Authentication required for https://localhost:6443 (openshift)
Username: kubeadmin

Password:

Login successful.

b. etcd-member-recover.sh 27 ) 7 N TREL 2 DOBREBEEHET IV AR—MLET,

[core@ip-10-0-156-255 ~]$ export SETUP_ETCD_ENVIRONMENT=$(sudo oc adm
release info --image-for machine-config-operator --registry-
config=/var/lib/kubelet/config.json)

[core@ip-10-0-156-255 ~]$ export KUBE_CLIENT_AGENT=$(sudo oc adm release info
--image-for kube-client-agent --registry-config=/var/lib/kubelet/config.json)

c. etcd-member-recover.sh 22 ') 7 A2ETLZE T,
E75 7% sudo ICTE L., BIEZTHEMNAR VY T MNIEYISEINEEDICLET,

[core@ip-10-0-156-255 ~]$ sudo -E /usr/local/bin/etcd-member-recover.sh 10.0.143.125
etcd-member-ip-10-0-156-255.ec2.internal @)

Downloading etcdctl binary..

etcdctl version: 3.3.10

API version: 3.3

etcd-member.yaml found in ./assets/backup/

etcd.conf backup upready exists ./assets/backup/etcd.conf

Trying to backup etcd client certs..

etcd client certs already backed up and available ./assets/backup/
Stopping etcd..

Waiting for etcd-member to stop

etcd data-dir backup found ./assets/backup/etcd..

etcd TLS certificate backups found in ./assets/backup..

Removing etcd certs..

Populating template /usr/local/share/openshift-recovery/template/etcd-generate-
certs.yaml.template

Populating template ./assets/tmp/etcd-generate-certs.stage
Populating template ./assets/tmp/etcd-generate-certs.stage2
Starting etcd client cert recovery agent..

Waiting for certs to generate..

Waiting for certs to generate..

Waiting for certs to generate..

Waiting for certs to generate..

Stopping cert recover..

Waiting for generate-certs to stop

Patching etcd-member manifest..

Updating etcd membership..

Member 249a4b9a790b3719 added to cluster 807ae3bffc8d69ca

ETCD_NAME="etcd-member-ip-10-0-156-255.ec2.internal"
ETCD_INITIAL_CLUSTER="etcd-member-ip-10-0-143-125.ec2.internal=https://etcd-



FE2ERKMULAEVYRY—KRAMDEE#Z

0.clustername.devcluster.openshift.com:2380,etcd-member-ip-10-0-156-
255.ec2.internal=https://etcd-1.clustername.devcluster.openshift.com:2380"
ETCD_INITIAL_ADVERTISE_PEER_URLS="https://etcd-
1.clustername.devcluster.openshift.com:2380"
ETCD_INITIAL_CLUSTER_STATE="existing"

Starting etcd..

ZEZAIDOY—N—DPEITINTVWBEERTRAY—DIPT7RLRE, FRXV/N—D
etcd BOMmMAEIEELE T,

d FIRTRAY—KRZA M etcd A VN—D—BICENMINTWAZ EAEERELET,

i EBRIRY—ICT7IVEAL, EiTHDeted AV T F—ICERLE Y,

[core@ip-10-0-143-125 ~] id=$(sudo crictl ps --name etcd-member | awk 'FNR==2{
print $1}') && sudo crictl exec -it $id /bin/sh

i. etcd AV T+ —T, etcd ICEHTDLDICMELRTHAETIRAR—MNLET,

sh-4.3# export ETCDCTL_API=3 ETCDCTL_CACERT=/etc/ssl/etcd/ca.crt
ETCDCTL_CERT=$(find /etc/ssl/ -name *peer*crt) ETCDCTL_KEY=$(find /etc/ssl/ -
name *peer*key)

ii. etcd Y57+ —T. etcdctl member list #3217 L. F|A VN—HN—BERRIN TV
52 EEHELET,

sh-4.3# etcdctl member list -w table

+- -+ + -+
+ +
| ID  |STATUS | NAME | PEER
ADDRS | CLIENT ADDRS
+- -+ + -+

+ +

| cbe982c74cbb42f | started | etcd-member-ip-10-0-156-255.ec2.internal |
https://etcd-0.clustername.devcluster.openshift.com:2380 |
https://10.0.156.255:2379 |

| 24924b9a790b3719 | started | etcd-member-ip-10-0-143-125.ec2.internal |
https://etcd-1.clustername.devcluster.openshift.com:2380 | https://10.0.143.125:2379
|

+- -+ + -+

+ +
FRA VN—DEET 2 ETHRK 20 DOFELIDINDAEELHY T,

3. FIREA VAN—DBMEIC. BLAIO Pod IZFREICKRDH, ThEHIKRLET,
DRI —ILTIVEATEDY—IFIT, UTFOaOY Y REZETLET,

I $ oc delete pod -n openshift-config etcd-signer

1
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HIF EEEIA

3L EZEEIHICDODWT

ZDOEZEEIR R+ 2 X KTIE, OpenShift Container Platform 7 5 249 —CRE T 2 ApEEDH B 18
HOBEEDH ZRENSDEIBFECOVWTOEEERITOBREZRHBELTVWET, BEEEE, /7R
H—DIREABEET ZREBICET2HIC. UTDI12FLIFERDOFIBERITTI2HENHBIH5ELDH
L) i-a_c

YAY— KA MDEDNIRELSDY) H/R) —
ZOVY1—Sa v, KBBMOTRI—KR FHEDNIDIC eted ¥ 5 — T A(ERE) 25D
N, VSRI—DF TS5 VICKRBREICHBRLET, eted DNNw I Ty TEREL, oDl
EHETIDULDEERTAY—FRAMDEO>TWBRY, UTOFIEICK>TYI ZAY—%EIHTE
i-a_c
ZYTZGEIF. O MNO—ILTL—ViREDHRTINORENSD ) H/N) —HREBIILRBIF
EtHYET,

pa 3

REBDIRAY—HMKAE LTHARRETHY., etcd DI +—F LDHBHEIE. F
£ JBICHE> TE—DERB LAY —KRAMNDBEHRZEETLET,

L

95 A9 —DERDIRE~DETT

DY )a—Taviiz, EBENEZERIDEZHIRLAEGERE, V7 R9—%2BERIDKREICETT
TERENHBREICHBLET, eted/ Ny o7y TERMBLTWSBREY., UTOFIEICHE>TY
SRY— %E%@R%K@if%i?o

ZUTHGEIE. O bO—I)L T L —VIEAEDHRUINDIREN D) AN —DABEICK DG
BEbHYET,

Ay ha—IFL—ViBAZ0HRTIhOREISD ) h/RNY) —
DY Ya—avid, AV bA—ILTL—VIERREOHRI IR REICHIGLET, &%
. 1 VAM=ILD 24 BERICITONZRNOIABREOO—T—> I VEIIKI ZAY =% vy b
9’7/?6 2 N=)N uIEEHiLatD F—yavind, #ARYNICARYET, ULTOFEICK>T, O
v hO=ILTL—VEAIBZDHETINDRENSD ) AN —AFEITTEZXT,
32 VRY—RAMDEKOLNIIRENSD ) AN —
LLTFTIE, YSRIY—KRAMDREICEKDONIRELNSDY) AN —FORICDWTEHRBALET, K%
HDTRY—RRA M RbNE®IC eted 7+ — S L(ERE) b, V5R9—DF 7514 VIC
RBRERENZNICEYLET., COFIETIE. PR EEI1DULDEERTRYI—KRA N H B
Lt%ﬁu*it L/i-a_o
BT 2E, COFIETIHUTEERITLES,
L BRUDTRI—KRANTI+—FL(ERH) 2B TLET,
2. iRV RY—FRAMNEERLET,
3. DNSHBLUVO—RNSUH—T VN —ABELXT,

4. etcd B TILAVIN—y FITHREEL F 9,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/backup_and_restore/#dr-infrastructure-recovery
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/backup_and_restore/#dr-recovering-expired-certs
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/backup_and_restore/#replacing-failed-master-host
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/backup_and_restore/#dr-restoring-cluster-state
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/backup_and_restore/#dr-recovering-expired-certs
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/backup_and_restore/#dr-recovering-expired-certs

HIFEEEEH

REBDTRY—KRAMNDRDNIZE. etcd DNV I Ty THBEERY, BYDTRI—KZ b
Tetcd74—ZL (ERH) ZERXTT H2LEDHYET,

pa 3]
REHDTRAY—MMEKAE LTHATRETHY., etcd DV #—F LD H2HEE. FlE
K> TE—DEBLETRAI—HRAMNDEBEEMAZETLET,
321 YR —RRAMDEDODNIRENSD ) 73/81) —
UTOFIRICHEST, etcd DV #—F L (ERE) PRDONEZREEELLTREBHDTRAY—KZ b
DEODNIZREDNLDY) AN —%ETLET,
(1} =355
o cluster-admin O—J)LAFO2A—H—E L TDITRI—ADT IV A H B &,
o BYDIRYI—RAMADSSHT7 VA,
o ctcd AF v I avy bEEM Kubernetes APl H—/N— 1Y —2DEAE=EOCNY I T v S
TALIRM)—= (ALY O Ty THhoBROLNZED), T4LIMN)—RADT 715
I%. snapshot_<datetimestamp>.db & & U static_kuberesources_<datetimestamps>.tar.gz
DERICT 2RENDHY £,
pa 3]

etcd /N 7 7w 7H* OpenShift Container Platform 4.3.0 7zl 4.3.1 h 5 EX1F
INnfGE. Ihideted 7Ty 7Y 3y ME L UEH Kubernetes APl H—/3—
VY —=ZADNEFEFNBE—T 74 ILIC7RY £T, etcd-snapshot-restore.sh X &
VT MNE COBE—T 74 IV EZIFTANDIOICBBEREFEBRESHY 7,
Z D3 IE snapshot_db_kuberesources_<datetimestamps.tar.gz (2724 &
ER

FIa
LBYDYRY—RANTI 4= L(ERE) 2ETLZEY,

a. eted NI T7vTT4LYIMN)—ERKRYDIYRAY—KRAMIIE—LET,
CDFIETIE, eted RF Y T3y bE LUV Kubernetes APl Hh—/A—1) YV —2 & &
backup71 L7 hN)—%, ¥RZXH—KAMD /homelcore/ 74 LU b)) —ICOE—LT
WBZEZRHRELTWET,

b. RYDTRI—RAMITIEALET,
c. INITIAL_CLUSTERZ# %. <name>z=<url> PR TA VY N——E|TEBMLET, TOEH

WZETRAIYTNMIEINET, TOFIETIH, COBETE—XVYN—DHHNEFET S
CEEAHRELET,

[core@ip-10-0-143-125 ~]$ export INITIAL_CLUSTER="etcd-member-ip-10-0-143-
125.ec2.internal=https://etcd-0.clustername.devcluster.openshift.com:2380"

d 7329 —2F070F 2 —DNEMTHR>TVWBIHEEIE. NO_PROXY. HTTP_PROXY.
B LT HTTPS_PROXY IRIFEZHMEZ TV RAR—MLTWB I E 2R LET,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/backup_and_restore/#backing-up-etcd-data_backup-etcd
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/backup_and_restore/#replacing-failed-master-host
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14

)

oc get proxy cluster -o yaml DHEH %R L T, 7OF L —DAEMIIATLEIHE D
HRESRTEE Y, FOF T —I&, httpProxy. httpsProxy. & & U noProxy 7 4 —JL KI(C
ENEEINTVWRHEEICEMICINE T,

. etcd-snapshot-restore.sh 27 ) 7N 51T L7,

2 DM/NF A —4 —% etcd-snapshot-restore.sh 27 ) 7 MNTELE T, T Hid, eted
Ny Ty TTF4L9 M) —=~D/RXZA& INITIAL_CLUSTERZHTEZEIND AV /NN—D
—E7TY,

E757% sudo ITEL. BMEBZHARY ) FMIBETDIGEINELDICLET,

[core@ip-10-0-143-125 ~]$ sudo -E /usr/local/bin/etcd-snapshot-restore.sh
/home/core/backup $INITIAL_CLUSTER

Creating asset directory ./assets

Downloading etcdctl binary..

etcdctl version: 3.3.10

API version: 3.3

Backing up /etc/kubernetes/manifests/etcd-member.yaml to ./assets/backup/
Stopping all static pods..

..stopping kube-scheduler-pod.yaml

..stopping kube-controller-manager-pod.yaml

..stopping kube-apiserver-pod.yaml|

..stopping etcd-member.yaml

Stopping etcd..

Waiting for etcd-member to stop

Stopping kubelet..

Stopping all containers..
bd44e4bc942276eb1abd4b48ecd9f5fe95570f54aa9c6b16939fa2d9b679¢e1ea
d88defb9dab5ae623592b81619e3690facb4fa645440e71c029812cb960ff586f
3920ced20723064a379739c4a586f909497a7b6705a5b3¢cf367d90930f23a5f1
d470f7a2d962c90f3a21bcc021970bde96bc8908f317ec70f1c21720b322¢c25¢
Backing up etcd data-dir..

Removing etcd data-dir /var/lib/etcd

Restoring etcd member etcd-member-ip-10-0-143-125.ec2.internal from snapshot..
2019-05-15 19:03:34.647589 | | pkg/netutil: resolving etcd-
0.clustername.devcluster.openshift.com:2380 to 10.0.143.125:2380
2019-05-15 19:03:34.883545 | | mvcc: restore compact to 361491
2019-05-15 19:03:34.915679 | | etcdserver/membership: added member
cbe982c74cbb42f [hitps://etcd-0.clustername.devcluster.openshift.com:2380] to cluster
807ae3bffc8d69ca

Starting static pods..

..starting kube-scheduler-pod.yaml

..starting kube-controller-manager-pod.yam|

..starting kube-apiserver-pod.yaml

..starting etcd-member.yaml

Starting kubelet..

etcd-snapshot-restore.sh 27 ') 7 hDET T2 &, VT RI—TIEHE—AV/N—=D etcd
VIR — %R TE, APIY—ERRIBEHZRKBLES, IhICERERR 15 2DEED
MO BHEBEMDHY X,

VZRI—ILT IV ERATESBY—IFINT, UTFDATY REETL. ¥ 53R - %fE
REICHDZ 2R LET.



HIFEEEEH

$ oc get nodes -l node-role.kubernetes.io/master
NAME STATUS ROLES AGE VERSION
ip-10-0-143-125.us-east-2.compute.internal Ready master 46m v1.16.2

yz -1o)
EXaohdtWetcd X VNRN—DITRTU vy MDY LTWEZ &%

BRELET, vy MUY LTWRAWESRICIE, ThodFHRIZIRY —
NDEREATL. UTFTOLI2RTS—207ICHRELET,

9f5f9f05e4d43b7f want 807ae3bffc8d69ca)

I 2019-05-20 15:33:17.648445 E | rafthttp: request cluster ID mismatch (got

2. MR — KA MR LF T,
JSRAI =TIV APIBEMCINTEY., HDOHEET 23HE. OpenShift machine-api
Operator BMETLT 2 &, FMT RS —DERINE T, LH L. machine-api Operator HF
MICTINTUVWAWEEIE, RIVCTRY—ZERT2OIERALELAEERLCAEEZHE>T
<RI —% T D2REN DY FT,

e, INOLDOFHTRAY—KRANDIIAEZEZERLEK (CSR) Z2EKRTH2EEHYET, 77
2 —ICEBMINZEIIYVICDWT 2 DDREBIRED CSRIERNRINE T,

a. VIARY—ICTIVEBATESY—IFINT, UTFOATY RZETL, CSRZERBLZX
ER

i. IMEDCSRO—EBEZERFIELET,
I $ oc get csr

i. CSROFHMEZLE2L—L, ChBEWTHD I EEHALET,
I $ oc describe csr <csr_name> ﬂ

Q <csr_names &, IRITD CSR D—EH 5D CSR DEHITT,

ii. TNhENOBEWLRCSRZRERBLIT,
I $ oc adm certificate approve <csr_name>

VSR —ICBIMINAEETNRENDYRY —ICDOVWTDRBREDISA TV M BLT
H—/N—CSROMAEEBLE T,

b. V3R —ICT7IVEATEZHY—IFIT, UTFDIYY RZETL., YR —HHERERK
RBICHD =R LET,

$ oc get nodes -l node-role.kubernetes.io/master

NAME STATUS ROLES AGE VERSION
ip-10-0-143-125.us-east-2.compute.internal Ready master 50m v1.16.2
ip-10-0-156-255.us-east-2.compute.internal Ready master 92s v1.16.2
ip-10-0-162-178.us-east-2.compute.internal Ready master 70s v1.16.2

33.DNSTV M) —%EBELET,
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a. AWWSOYY—IT, TS5AR—KDNS Y —2IlH B etcd-0. etcd-1. &L etcd-2
Route53 LO— K% L. BDERIBZEICIE. EZBEULFROTSIAR—KNIP7RLZR
ICEHLET, BEERMNAAEICDOVWTIE, AWS K¥a x> ko [ Editing Records | %%
BLTLLEIWY,

JSAI—ICT IV EZRATEZY—IFITUTOATY RERTFTLT, A1 YRV ZADS
SAR—NIPT7RLRAEZRBTEZET,

$ oc get node ip-10-0-143-125.us-east-2.compute.internal -o
jsonpath='{.status.addresses[?(@.type=="InternallP")].address}{"\n"}'
10.0.143.125

4. O—RKRNSUH—DIV M) —ZEHLET,
PRI —TEEINZO-—NNNSUH—%ZFHALTWSEHE. TV M) —(XBEMICEHI
NEd, COO—MNSUH—%FALTVWAWGEICIE, BFENOO—RRNNSUH—%T
Y—RANDIREDT7 RLATEHF LT LI,

BREOBNAWS ICL > TEERINTWVWRHEICE. B— RSy —0DIT Y N) —%2FHT
BHEICDOVWT, AWS RF 2 X b®D [Register or Deregister Targets by IP Address | %%
BLTLLEIWL,

5. etcd ZTILAVIN—y FICHREEL F 9,

a. etcd B ET LIV RY —T, —BEMR etcd SFBAZEDELAIY —EREZEYy N7y T LE
_a—o

. TDORRY—ICT7OEAL, ULTFoa~vwy RA{ERL T cluster-admin 2—#%—& L
TSR —Iicas4 > LxE9d,

[core@ip-10-0-143-125 ~]$ sudo oc login https://localhost:6443
Authentication required for https://localhost:6443 (openshift)
Username: kubeadmin

Password:

Login successful.

i. kube-etcd-signer-server 1 X —> D 7Lk EEIBL T,
[core@ip-10-0-143-125 ~]$ export KUBE_ETCD_SIGNER_SERVER=$(sudo oc

adm release info --image-for kube-etcd-signer-server --registry-
config=/var/lib/kubelet/config.json)

iii. tokenize-signer.sh27') 7haETLET,
E757% sudo ITEL, MEEHARV) T MIBENISEINDEDICLET,

[core@ip-10-0-143-125 ~]$ sudo -E /usr/local/bin/tokenize-signer.sh ip-10-0-143-125

Populating template /usr/local/share/openshift-recovery/template/kube-etcd-cert-
signer.yaml.template

Populating template ./assets/tmp/kube-etcd-cert-signer.yaml.stage1

Tokenized template now ready: ./assets/manifests/kube-etcd-cert-signer.yaml

qp BELEENMYDTDTRAY—DKRAMNETY, ZZIKEBLBOF O 5 Th
NZRELAHY T,

iv. EEINET7 74 EFERLT, BERAID Pod ZFERLET,
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resource-record-sets-editing.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/target-group-register-targets.html#register-ip-addresses

V.

HIFEEEEH

[core@ip-10-0-143-125 ~]$ sudo oc create -f assets/manifests/kube-etcd-cert-
signer.yam|
pod/etcd-signer created

BHANIDIRY—/—RTYY AV LTWB I EZ=HRLET,

[core@ip-10-0-143-125 ~]$ ss -Itn | grep 9943
LISTEN 0 128 *:9943 b

b. IRV AY — KA ME etcd V5 RY—ITEBMLE T,

HI|WIRY—RZAMDIDICT VAL, LTFOOY Y RAa{HEAL T cluster-admin
A—H—& LTI R4Y—=ICO14 v LEY,

[core@ip-10-0-156-255 ~]$ sudo oc login https://localhost:6443
Authentication required for https://localhost:6443 (openshift)
Username: kubeadmin

Password:

Login successful.

i. etcd-member-recover.sh 27 1) KN THRER2 DDBRIEZH AT IV AR—MLET,

[core@ip-10-0-156-255 ~]$ export SETUP_ETCD_ENVIRONMENT=$(sudo oc adm
release info --image-for machine-config-operator --registry-
config=/var/lib/kubelet/config.json)

[core@ip-10-0-156-255 ~]$ export KUBE_CLIENT_AGENT=$(sudo oc adm release
info --image-for kube-client-agent --registry-config=/var/lib/kubelet/config.json)

etcd-member-recover.sh 2 7)) 7 N A2ETLZE T,
E7S5 7% sudo ICTE L., BIETHMNAR VY T MNIEYISEINEEDICLET,

[core@ip-10-0-156-255 ~]$ sudo -E /usr/local/bin/etcd-member-recover.sh
10.0.143.125 etcd-member-ip-10-0-156-255.ec2.internal ﬂ
Downloading etcdctl binary..

etcdctl version: 3.3.10

API version: 3.3

etcd-member.yaml found in ./assets/backup/

etcd.conf backup upready exists ./assets/backup/etcd.conf

Trying to backup etcd client certs..

etcd client certs already backed up and available ./assets/backup/
Stopping etcd..

Waiting for etcd-member to stop

etcd data-dir backup found ./assets/backup/etcd..

etcd TLS certificate backups found in ./assets/backup..

Removing etcd certs..

Populating template /usr/local/share/openshift-recovery/template/etcd-generate-
certs.yaml.template

Populating template ./assets/tmp/etcd-generate-certs.stage
Populating template ./assets/tmp/etcd-generate-certs.stage2
Starting etcd client cert recovery agent..

Waiting for certs to generate..

Waiting for certs to generate..

17
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Waiting for certs to generate..

Waiting for certs to generate..

Stopping cert recover..

Waiting for generate-certs to stop

Patching etcd-member manifest..

Updating etcd membership..

Member 249a4b9a790b3719 added to cluster 807ae3bffc8d69ca

ETCD_NAME="etcd-member-ip-10-0-156-255.ec2.internal"
ETCD_INITIAL_CLUSTER="etcd-member-ip-10-0-143-125.ec2.internal=https://etcd-
0.clustername.devcluster.openshift.com:2380,etcd-member-ip-10-0-156-
255.ec2.internal=https://etcd-1.clustername.devcluster.openshift.com:2380"
ETCD_INITIAL_ADVERTISE_PEER_URLS="https://etcd-
1.clustername.devcluster.openshift.com:2380"
ETCD_INITIAL_CLUSTER_STATE="existing"

Starting etcd..

ZZ2ADY—N—DPETINTVWBTOIRAY—DIP 7 RLRE, FRA /N—
Detcd DM AERIBELEF T,

iv. FifRT A Y —RRA M etcd X VNN—D—BICENMINTWELZ EA2EALE T,

A TTDORRY—IZT7 VAL, EiTHDeted AV TFF—ICERLE T,

[core@ip-10-0-143-125 ~] id=$(sudo crictl ps --name etcd-member | awk
'FNR==2{ print $1}') && sudo crictl exec -it $id /bin/sh
B. etcd V77 —T. etcd ICERT 27DICHEBELREHAT IV AR—MLET,

sh-4.3# export ETCDCTL_API=3 ETCDCTL_CACERT=/etc/ssl/etcd/ca.crt
ETCDCTL_CERT=$(find /etc/ssl/ -name *peer*crt) ETCDCTL_KEY=$(find
/etc/ssl/ -name *peer*key)

C. etcd ¥ 5+ —T. etcdctl member list #£1T7L., WXV NN—N—BRRIN
TWBZEAERALET,

sh-4.3# etcdctl member list -w table

+- -+ + -+
+ -+
| ID  |STATUS | NAME | PEER
ADDRS | CLIENT ADDRS
+- -+ + -+

+ -+
| cbe982c74cbb42f | started | etcd-member-ip-10-0-156-255.ec2.internal |
https://etcd-0.clustername.devcluster.openshift.com:2380 |
https://10.0.156.255:2379 |
| 24924b9a790b3719 | started | etcd-member-ip-10-0-143-125.ec2.internal |
https://etcd-1.clustername.devcluster.openshift.com:2380 |
https://10.0.143.125:2379 |
+- -+ + -+

+ -+

FMAVN—DEHT 2 FTHRER 20 Z7OFKELIOILDAREMENSHY F T,

18



HIFEEEEH

v. ZNS5DFIEEBYIRLETL, etecd DA YN—2w FITET B FETHROFHRY
AY—HRANEBIMLET,

c. TRTDAYN=DEITINLRIC, BRARA Pod ITRICHZTcDH. INZEHIFRL I T,
VZRI—ILT7 OV ERATESY—IFINT, UTFDATY REERITLET,

I $ oc delete pod -n openshift-config etcd-signer

CDFIEDOTETH, INTOY—EREZBRTTZITICHDIDNIHBEDHYET, LEAE oc
login % ff L 7=585EIE. OAuth 4 —/N— Pod B'BIEEEI T2 X TT CICHBEL RWAIBEMEDH Y T T,

33. VS5 ARV —DERIDIREANDETT
HSRY—HEBIOREICETT 2101, RF vy Foay NEERLT. BHIIC eted F— 5 DNy &
Ty T EF>TWBREAHYES, CORFyFoay NaEALT. V5R9—DHREEETLE
-a—o

331U S5 A —DERIDIREANDETT

BEINfeted Ny I Ty THEBALT, 7529 —OLAIOREICRTIEINTEET,

Gl s
e cluster-admin A— /)L ZFDO2AI—HF—E L TDISTRAY—ADT I AN H BT &,
o YRAH—RAMANDSSHT7 VXA,

o ctcd A F v I avy bEEM Kubernetes APl H—/N— 1Y —2DEAEEOCNY I T v S
TALIRM)—= (ALY O Ty THhoBROLNZED), T4LIMN)—ADT 7145
I%. snapshot_<datetimestamp>.db & & U' static_kuberesources_<datetimestamps>.tar.gz
DOEKICT 20BN HY £,

V29 —ADITRTDIYRY—KZAKNTRAL eted Ny V7 v FTF4 LI K
) —%ZERATIREN DY ET,

pa 3]
etcd /N ¥ 7w 7H OpenShift Container Platform 4.3.0 £ 7% 4.3.1 h 5EN3
INBE., hidetcd Ty T2 3y ME L UEB Kubernetes API H—/8—

JY—ZADNEFNBE—T 74 ILIC7RY £T, etcd-snapshot-restore.sh X &
VT RME COB—T 7MLV EZIFANDDIIHEREBEARBRELNHY T,
Z D3 IE snapshot_db_kuberesources_<datetimestamps.tar.gz (2724 &
ER

FIR

L BX9 295 R9—HDETNTNDIRY—KRAMN=EFELET,
EHBTYRY—FRAMDITARTICETRAYZ Y TMERTL, 75 R9—DAYN=FIFE
BRICEEIL, 74— SL(ERB) AR TIDLIICTIMENHYLRT, TDRLDH, ThT
NOTRY—HRANERLADY—IFIIIDF, BXRI7) T EThThiCw L CGREICE
ATEDELDICT B ENHRINE T,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/backup_and_restore/#backing-up-etcd-data_backup-etcd

OpenShift Container Platform 4.3 /v 7 7 v 78 K UEx

20

etedNY O Ty TTF4 LI MN)—BTRY—KRAMNIOAE—-LZ T,

CDFIETIE, eted RF v T3y MELUVEM Kubernetes APl Hh—/N—1) YV — 25 &E
backup71 L7 hN)—%, YRZXH—KAMD /homelcore/ 74 LU b)) —ICOE—LT
WBZEZRHRELTWET,

L NARAY—=RAMITIEALET,

. INITIAL_CLUSTERZ# . <name>z=<url> FXTAVN——E|TEMLEXT, OEH

BETRI Y TMIEIN, EXAVN—ICA—DOEHNMERINIZIBLENHY £,

[core@ip-10-0-143-125 ~]$ export INITIAL_CLUSTER="etcd-member-ip-10-0-143-
125.ec2.internal=https://etcd-0.clustername.devcluster.openshift.com:2380,etcd-
member-ip-10-0-35-108.ec2.internal=https://etcd-
1.clustername.devcluster.openshift.com:2380,etcd-member-ip-10-0-10-
16.ec2.internal=https://etcd-2.clustername.devcluster.openshift.com:2380"

LSRR —2EOTOF T —DNEMCR > TVWBIHEEIE. NO_PROXY. HTTP_PROXY.

B LT HTTPS_PROXY RIFEZEHMEZ TV RAR—MLTWB I EZ2HRLET,

B> b

oc get proxy cluster -o yaml DN AR L T, 7OF L —DAEMIIATVEIHE D
HRESRTEE Y, FOF T —I&, httpProxy. httpsProxy. & & U noProxy 7 4 —JL KI(C
ENEEINTWBRHEEICEMIIINE T,

. INLDFIRZEMOTRY—HRAPMTRYBLEITLEY, TOKR &YRIY—KA %

ZTNETNDY—IFITURELEY, EYRIY—FKAMNDRALNY I 7y TT74)bEY
NeBONYITYvTT4L I MN)—%FERTEEDIICLTIREIW,

2. TRTDIYARAY—KRANTETRAIY) T hEERITLET,

a. DY XY —7KA T etcd-snapshot-restore.sh 27 1) 7N &BB L F 9, etcd /Ny ¥

TyTT4 LI RMN)—DIRRE, INITIAL_ CLUSTERZH TEZINZI AV N—D—ED 2
DDNFTA—=Y—%ELZET,

[core@ip-10-0-143-125 ~]$ sudo -E /usr/local/bin/etcd-snapshot-restore.sh
/home/core/backup $INITIAL_CLUSTER

Creating asset directory ./assets

Downloading etcdctl binary..

etcdctl version: 3.3.10

API version: 3.3

Backing up /etc/kubernetes/manifests/etcd-member.yaml to ./assets/backup/
Stopping all static pods..

..stopping kube-scheduler-pod.yaml

..stopping kube-controller-manager-pod.yaml

..stopping kube-apiserver-pod.yaml

..stopping etcd-member.yaml

Stopping etcd..

Waiting for etcd-member to stop

Stopping kubelet..

Stopping all containers..
bd44e4bc942276eb1abd4b48ecd9f5fe95570f54aa9cbb16939fa2d9b679¢e1ea
d88defb9dab5ae623592b81619e3690facb4fa645440e71c029812cb960ff586f
3920ced20723064a379739c4a586f909497a7b6705a5b3¢cf367d90930f23a5f1
d470f7a2d962c90f3a21bcc021970bde96bc8908f317ec70f1c21720b322¢c25¢
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Backing up etcd data-dir..

Removing etcd data-dir /var/lib/etcd

Restoring etcd member etcd-member-ip-10-0-143-125.ec2.internal from snapshot..
2019-05-15 19:03:34.647589 | | pkg/netutil: resolving etcd-
0.clustername.devcluster.openshift.com:2380 to 10.0.143.125:2380

2019-05-15 19:03:34.883545 | | mvcc: restore compact to 361491

2019-05-15 19:03:34.915679 | | etcdserver/membership: added member
cbe982c74cbb42f [hitps://etcd-0.clustername.devcluster.openshift.com:2380] to cluster
807ae3bffc8d69ca

Starting static pods..

..starting kube-scheduler-pod.yaml

..starting kube-controller-manager-pod.yam|

..starting kube-apiserver-pod.yaml

..starting etcd-member.yami

Starting kubelet..

b. XM RBINLS, HHOTYRY—KRANTRI )T REETLET,

3. ¥ VERTE (Machine Config) MERAINTWS Z & &2HERALF T,
DSRY—ICT IV ERATES49—XIFI)LT, cluster-admin 2—H—¢ L TUTOaOY Y K%
EITLEY,

$ oc get machineconfigpool
NAME CONFIG UPDATED UPDATING
master rendered-master-50e7e00374e80b767fcc922bdfbc522b True False

2ty Toay hHERAINS E. ¥ XY —0D currentConfig (£ etcd 2 F v o3 v KDE
LNBFERD IDIC—HLEY, ¥ A4 —0 currentConfig %! rendered-master-
<currentConfig> XA D ZRIICZAY X7,

4. IRTDIYRAI—KRAIDPEBLTEY., 75RF—ICSMLTVWE I EZHRALET,

a. YRAA—KRAMITIVEAL, ETHDeted AV FTF—ICEHRLE T,

[core@ip-10-0-143-125 ~] id=$(sudo crictl ps --name etcd-member | awk 'FNR==2{ print
$1}") && sudo crictl exec -it $id /bin/sh

b. etcd AV T+ —T, etcd ICEHMTI-ODICHEBELRTHAT I AR—NLET,

sh-4.3# export ETCDCTL_API=3 ETCDCTL_CACERT=/etc/ssl/etcd/ca.crt
ETCDCTL_CERT=$(find /etc/ssl/ -name *peer*crt) ETCDCTL_KEY=$(find /etc/ssl/ -
name *peer*key)

c. etcd AT+ —T, etcdctl memberlist #3E17L. 3 DDA VN—HDEEFHTHD I &
EHERELET,

sh-4.3# etcdctl member list -w table

+- -+ + -+
+ -+

| ID | STATUS | NAME PEER ADDRS

| CLIENT ADDRS |

+- -+ + -+

+ -+
| 29e461db6bedeaaa | started | etcd-member-ip-10-0-164-170.ec2.internal | https://etcd-
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2.clustername.devcluster.openshift.com:2380 | https://10.0.164.170:2379 |

| cbe982c74cbb42f | started | etcd-member-ip-10-0-143-125.ec2.internal | https://etcd-
0.clustername.devcluster.openshift.com:2380 | https://10.0.143.125:2379 |

| a752f80bcb0da3e8 | started | etcd-member-ip-10-0-156-2.ec2.internal | https://etcd-
1.clustername.devcluster.openshift.com:2380 | https://10.0.156.2:2379 |

+- -+ + -+

+ -+

ETNTNOFRA VN —DEET 2 X TICRR 20 2OEEIND D HEENHY T,
34. 3y bA—ILT L —VERAEDHRINDORENSD ) /N —

3413y bO—LTL—ViIAZEOHARI N DRED S DY) /81 —

DUTFOFIEICREN, I> bO—ILTL—Y OERZEOHBRATNORENS DY AN —%2RTLE
-a—o

AR

¢ YRY—IRAMANDSSHT VXA,

FIE
1. root I—H—& LT, SEAENHRYINICAR S TWBTRAY—RANITZI2EZALET,

2. 1)) —2Z®D cluster-kube-apiserver-operator 1 X —YSRZRMIBLE T,
I # RELEASE_IMAGE=<release_image> )

<release_image> M1 > 7L D{EIL quay.io/openshift-release-dev/ocp-release:4.3.0-
x86 64 T9, FAABERY VD—EICDWTIE, TRepository Tags] R—YZSBL T
IV,

# KAO_IMAGE=$( oc adm release info --registry-config="/var/lib/kubelet/config.json’
"${RELEASE_IMAGE}" --image-for=cluster-kube-apiserver-operator )

3. cluster-kube-apiserver-operator 1 X —>% JILLE T,
I # podman pull --authfile=/var/lib/kubelet/config.json "${KAO_IMAGE}"
4. Y AN) = API Y —N—%EHRLZET,

# podman run -it --network=host -v /etc/kubernetes/:/etc/kubernetes/:Z --
entrypoint=/usr/bin/cluster-kube-apiserver-operator "${KAO_IMAGE}" recovery-apiserver
create

5 EEIYY ROHAHLS export KUBECONFIG OY > RERITLEYT., ZhiXZDFIEDHE
DEHDD oc AX Y RTWHEITHRY T,

I # export KUBECONFIG=/<path_to_recovery_kubeconfig>/admin.kubeconfig
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6. VAN —=APIH—N—DEFHEZHELET,

# until oc get namespace kube-system 2>/dev/null 1>&2; do echo 'Waiting for recovery
apiserver to come up.'; sleep 1; done

7. regenerate-certificates 1<V NZETLEXT, INIFEAPIDIIAZEZEEL. O—AI KRS
ATOHEWEREZ LEX L, #HPod ZHEEL TLEIHNBTEZEETE2LOICLET,

# podman run -it --network=host -v /etc/kubernetes/:/etc/kubernetes/:Z --
entrypoint=/usr/bin/cluster-kube-apiserver-operator "${KAO_IMAGE}" regenerate-certificates

8. (FFAZEMN API TEBEINEL, UToavy RaFERALTCaOY M O—ILT7L—OHBFEO—IL
7 MNEBHEIERITLET, INiE. kubelet PREFO— KNS U H—%EH L TAPI H—/N—
ICEHINTWSED, o/ —RICEBA VA M —ILINET,

# oc patch kubeapiserver cluster -p="{"spec": {"forceRedeploymentReason": "recovery-"$(
date --rfc-3339=ns )""}}' --type=merge

# oc patch kubecontrollermanager cluster -p='{"spec": {"forceRedeploymentReason":
"recovery-""$( date --rfc-3339=ns )""}}' --type=merge

# oc patch kubescheduler cluster -p="{"spec": {"forceRedeploymentReason": "recovery-"$(
date --rfc-3339=ns )""}}' --type=merge

9. BMRA—H¥—& LTT— MR MF v Fkubeconfig ZER L £ 9

a. recover-kubeconfig.sh 27 ') 7 k#3247 L. 7% kubeconfig& W5 7 7 1 JLICREL
x9,

I # recover-kubeconfig.sh > kubeconfig

b. kubeconfig 7 7 1 LA RTDOIYRAY—FKRAMNIOAE—L, Ih%
/etc/kubernetes/kubeconfig ICEEI L £ 7,

c. APl —N—D5DEMHZRIET 57<DICERAT 2 CARBRASZSZEEF LT,

# oc get configmap kube-apiserver-to-kubelet-client-ca -n openshift-kube-apiserver-
operator --template='{{ index .data "ca-bundle.crt" }}' > /etc/kubernetes/kubelet-ca.crt

d. /etc/kubernetes/kubelet-ca.crt 7 7 1 L= ZDM IR TDIYRAY—HKRAMNE LU/ — RIC
: l:o_ L/ i’a—o

e. IRTDVYRHY—KRAME LY/ — KIZ machine-config-daemon-force 7 7 1 JL % 3B/
L T. Machine Config Daemon W Z DIIFAEDEFH=#Z T AND LDICLE T,

I # touch /run/machine-config-daemon-force

10. IRTDVRY—Tkubelet #EIEEL XY,

a. YAY—KRANT, kubelet #21E LT,

I # systemctl stop kubelet
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b. &1L\ kubelet 7 —#% %HIR L £ 9,

I # rm -rf /var/lib/kubelet/pki /var/lib/kubelet/kubeconfig

c. kubelet =HBEEL £7,
I # systemctl start kubelet

d fBDIRTDYRY—HKRARTINLDFIEZRYERLETLET,

N BRERIBEICIE., 7—H—/— RTkubelet ZEELZFT,
YAV —/)—RDETE. 7—H—/—RNEZhoBEE2ETT2HEMEIHYET, h
&, ocgetnodes OY > RZER[TLTHERETEEY, 7—H—/— RKHP—EBRRINABWVEGE
Ik, 87—h—/—RTUTOFIEEERITLET,

a. kubelet ZfElE LY,

I # systemctl stop kubelet
b. L) kubelet 7 — 4 ZHIFRL £ 7,

I # rm -rf /var/lib/kubelet/pki /var/lib/kubelet/kubeconfig
c. kubelet = HBiEEI L £ 7,

I # systemctl start kubelet

12. {REBIREED node-bootstrapper ;SEFAEE XL E K (CSR) #&RB L X7,

a. WEDCSRO—EBZINMELFT,
I # oc get csr

b. CSROFMAEL Ea—L, IhH’BEWTHEIEE2HALET,
I # oc describe csr <csr_name> ﬂ

‘D <csr_names (&, IRITD CSR D—EH 5D CSR DEHITT,

c. TNETNDBEMRCSRZERELET,
I # oc adm certificate approve <csr_name>
REBIREED R T D node-bootstrapper CSR 2 &R T 5L I ICLTLEI L,

13. YANY—=API H—N—EFREILRBH. IhEHIKRLET,

# podman run -it --network=host -v /etc/kubernetes/:/etc/kubernetes/:Z --
entrypoint=/usr/bin/cluster-kube-apiserver-operator "${KAO_IMAGE}" recovery-apiserver
destroy
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AV hA=—LTL—UrBREEL, FRAASEZISTZ2ITHELEIYT. Thilid, K10
DOEFEDDDDEREMLHY T,
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