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1.1. RED HAT BUILD OF OPENTELEMETRY 3.1 D) )—X ./ — b

1.1.1. Red Hat build of OpenTelemetry O} E

Red Hat build of OpenTelemetry (&, —7> Y —2Z® OpenTelemetry 7OV =7 b ICEDWTEH

Y, V99 RXAT4TVI NIz T7RICREN DEELLIN, RVS—HIDTFLAN)—FT—%
INEARETEEEBRNE LTWE T, RedHatbuild of OpenTelemetry & ik, OpenTelemetry

Collector DF 7OA EBE, BLUPT—/O0—RAVZAMLAYT—Y 3 VOBRILISHT B HR—
PR LFT,

OpenTelemetry Collector I&. T L XA M) —FT—4ZEHOHXTEZE, U, GRETXZH, TL
AN)—IBEFLAN) =T LABOHEEERAMICE > TCREMNLRIVR—RV MERY FT,
Collector t&, X MR, ML—R, OV EZNESSLVCUIET Z/-HDHEEY ) 12— a v aRHL
i-a—o

OpenTelemetry Collector ICI&, RD & D 2% < OHfgEN HY £ 9,

TF—YINES L TUNE/NT

ZhiE, IFIFRY—ZADSARNYIZARRNL—ABEDTLAN) —FT—8 &INET BFH0H
BROAVKR—RXVMNELTHBELF T, TOT—F1F. A VRANIWXAYNSINWET T ) r—vave
AVISANSVFv—DOEHRTEZET,

HRAYYA XAEERTLAN)—FT—INRA TS5

OpenTelemetry Collector (A RAI YA A TEBLDICHRETIhTWEY, IFIFA SOy
-|j-_\ IOZ/_.R_&_\ |/°/_/(_§"j'/j_(’_|\bi-§—o

BElM YA MLAYT— 3 e

BEIM VANULAYTF—=2avil&y, 77— a3 VICHEAMAEBINT 5 70 A0 EHRE
IhFEd, BAREEF. EXNALTLAN)—F—YDI—REFFHTAI VAMNAY NTZREG
HYFEHA,

OpenTelemetry Collector DfERFID—E 2 RICRLE T,

—iR T — 5 INEE
Y40 —ERT7—FF7VF v —Tld. Collector #7701 LT, BHOHY—EZRDNLT—F%
SHTEET,

7T —% DfisE & NE

F—8 HEDITY —IVICERET BREIIC. Collector iEZDF—4 &b, 745 VT, BLVUE
TXZEY,

IIWVFNRY YTV RDREFEETIRAR—F
Collector I, BHOERSLUVOM TSy N7+ —LICABKICT Y52 EZETEET,

11.2. T RE B £ UHEREHEER
CDEHTIE, ROWEILRISEAINRTVET,
® Red Hat build of OpenTelemetry 3.1 (& OpenTelemetry 0.93.0 ICEDWTWE T,
e OpenTelemetry Collector TD¥ —4'y k7O —49—DHR—k, ¥—4Fv b7O5—4%—

I, OpenTelemetry Operator D4 ¥ a>v@AVER—XV NTY, 704 Ihic
OpenTelemetry Collector 1 Y 28 V2D 7 ') — N &{K®D Prometheus L ¥ —N—2 9 L1 7


https://opentelemetry.io/
https://opentelemetry.io/docs/collector/
https://opentelemetry.io/

OpenShift Container Platform 4.15 Red Hat build of OpenTelemetry

Y=y hasv—RtELET, ¥y—45y 7O —4%—IE. Prometheus PodMonitor £ & O
ServiceMonitor 1 2% L)Y —REBLELET,

11.3. ¥ R—k

AETHBAINTWSFIE, F7/Ik OpenShift Container Platform TRIBENFE L /2i5& &, Red Hat
HRAIIT—HR—=FILIZTIVEALTLEIWN,

ARIT—R—=FIITIE. ROIENTEZET,

o RedHat®RICEATEZT7T—T 147 ELVY ) a—2arvaRE L RedHat T Ly UR—
2ADWBFLIETSIX,

® RedHat HR— NI TBHHR—MNr—IADEE,
o ZTDMOEBMRFIAYIMADTIEZR,

V52 —DOREEERFET B ITIE. OpenShift Cluster Manager T Insights Z R TX £ 9, Insights IZ
Y. MEDOFHEME, FATRASSIIBEBEOHERAEICEATIERMEEINET,

AEDHENDRENHZHE. FLRIZT—2RDOFLBEE. REEEROEVWRFa XY IV
R—22 MOD Jiralssue ZEF L TLEIW, €22 3 V&% OpenShift Container Platform /X\— 3
VIREDEBEMRBERERHBLTILEI W,

114. ZHKMEEZ IFANDI A —T VY —ADi&1L

RedHat Tld, O— R, RFa XYk, Web 7ANRF 1 —ICHEFBEREICRITZAEDNDEESHRAICEY
HMATWET, £T1E. YRY— (master). AL —"T (slave). 75 v oY R K (blacklist), 74 K1)
Z b (whitelist) D 4 DORAEDEXMANSHBOHET, COMYBAIBERLEEEZET DD, §&
DEHD) ) —ATEENICHBOBIMAZERL TSY FT, #FMllZ. RedHatCTO T#H % Chris
Wright DX v 2—3 & ZEL I,

1.2. LLFIIC ) ') — X E 17 RED HAT BUILD OF OPENTELEMETRY O ')
)—X/—+h

121 98 b L —XDBE

H—ERXDFFEEZIE. DML —XEFERLTHY—ERAAVRAMNILAY MEL, Y—ERT7—%F77
Fr—IlATEARABDIENTEET, RedHatOpenShift PEINL =2V T TSy N7+ —L%
FRTZE. BHFOIVSOURRATATORA VA —EIRR—AOQT7 T ) r—avicswcay
K=Y FEAOHBEBOE=SI VYT, Xy bT7—=0TOT774 VYT bSTUVa—FT14 YV IHAEE
T“’a—o
PENL—RTSY N 74—L%FRATZE. LTOMEEAEITTEET,

o NEINSUY I I VDER

o NITJF—IVRELATVY—DFEHEIE

o RARADHDEIT
DENL—RTSy M Tx—LE UTFO3DDOAVR—RY NTHREINFT,

e RedHatOpenShift 8 kL—> Y75y b7 4 —A4A (Tempo), #—7F> Y —RD Grafana
Tempo 7OV TV M IZEDWTWET,


http://access.redhat.com
https://console.redhat.com/openshift
https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12332330&summary=Documentation_issue&issuetype=1&components=12367614&priority=10200&versions=12385624
https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language
https://grafana.com/oss/tempo/

FEYY—R/—}
e Red Hat build of OpenTelemetry #—7> Y —2Z® OpenTelemetry 7O =7 b ITEDL
TWET,

e RedHatOpenShift 38IbL—>VF TS5y M7+ — 4 (Jaeger), Zhildk, 7—FYY—2D
Jaeger 7OV V7 b IZEDVWTWETY,

HE
Jaeger |&. FIPSHRIEEADBSLE 2 —ILEFERALEEA,

1.2.2. Red Hat build of OpenTelemetry3.0 ")) —X / — |

Red Hat build of OpenTelemetry 3.0 I& OpenTelemetry 0.89.0 ICEDWTWE T,

1.2.2.1. ke b & U'taEHL IR
CDEHFTIE, ROMWEEILENLBEAINTWVWET,

® OpenShift distributed tracing data collection Operator(d. Red Hat build of
OpenTelemetry Operator & W\ D ZREIICEBEINF L 7,

® ARM7—FF7VFv—DHR—k,
o XN RINEAD Prometheus L ¥ —/A—DHR— K,

o NL—REXNYIREKatka ICEETE7-HDKatka LY —NN—BLUVPIT IV RR—F—DH
R— K,

o VSR —2EDTOFL—REDYR—I

® Prometheus TV A R—4% —DEBMICZR > TWBIFHE. Red Hat build of OpenTelemetry
Operatorld Prometheus ServiceMonitor 1 24 L) YV — X & ER L 7,

e Operator l&. 7Y 7R K —L® OpenTelemetry BE)|M YA MNIAYTF—23a V54 T5
) —%3FATE DL DICT % Instrumentation HRY L)Y —REBMILET,
1.2.2.2. HIBRE A
Red Hat build of OpenTelemetry 3.0 Tl&. Jaeger TV RAR—4 —HHIfrIhF L, NTEBEEY
R—=HME 2951471 VDR TETOHREINE T, Jaeger Collector ICT—4 &ZEET 57
HD Jaeger TY AR—F—DRHYIZ, OTLP TV RR—9 —%FEHATEET,
1.2.2.3. NJEIE
ZDEHTIE, RONTEBEHNEAINTWVWET,
e oc adm category Mirror CLI A7 >~ R AT 31HED. FEHREOY R— MMBEINZE
L7,
1.2.2.4. BAOREE
WE. ROL D BREEMOBENHY £,

e IRTE. RedHatbuild of OpenTelemetry Operator® ¥ 5 X 4 —E&1R13/X 5 (TRACING-3761) IZ
SYUEMMCR>TWVWET, TONTICEY, VS RY—BERBLVY—ERE=ZS—FTPx


https://opentelemetry.io/
https://www.jaegertracing.io/
https://opentelemetry.io/
https://issues.redhat.com/browse/TRACING-3761
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7 MZWER S X)L openshift.io/cluster-monitoring=true B*’REL TW57%H, V54—
BZfR A" Red Hat build of OpenTelemetry Operator S X M) OV REZ 2V LA EV T TERL
RoTWEY,

(o058 5
RDEDICIFRY—EREBEMCTIET,

1. Operator namespace IZRD ZNJL7%IEN L £ 9 oc label namespace openshift-
opentelemetry-operator openshift.io/cluster-monitoring=true

2. Y—ERE=ZH—, O—Jb, L0O0—INNA VT4 VT 5EHRLET,

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
name: opentelemetry-operator-controller-manager-metrics-service
namespace: openshift-opentelemetry-operator
spec:
endpoints:
- bearerTokenFile: /var/run/secrets/kubernetes.io/serviceaccount/token
path: /metrics
port: https
scheme: https
tisConfig:
insecureSkipVerify: true
selector:
matchLabels:
app.kubernetes.io/name: opentelemetry-operator
control-plane: controller-manager
apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
name: otel-operator-prometheus
namespace: openshift-opentelemetry-operator
annotations:
include.release.openshift.io/self-managed-high-availability: "true"
include.release.openshift.io/single-node-developer: "true"
rules:
- apiGroups:
resources:
- services
- endpoints
- pods
verbs:
- get
- list
- watch
apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: otel-operator-prometheus
namespace: openshift-opentelemetry-operator
annotations:



BEYIV)—R/—h

include.release.openshift.io/self-managed-high-availability: "true"
include.release.openshift.io/single-node-developer: "true"
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: otel-operator-prometheus
subjects:
- kind: ServiceAccount
name: prometheus-k8s
namespace: openshift-monitoring

1.2.3. Red Hat build of OpenTelemetry 2920 ")) —X /— |

B

Red Hat build of OpenTelemetry &5 % / OY—FL Ea—igETd, Fo/0¥—7
LE21—#8ElE. RedHat ®RHYR—FMDH—EZALRILT T =XV K (SLA) OFR
ATHY., BENICELTIFRWEELHY £F, RedHat IF. ERERIETINS A
FRTHIEEHBELTVWERA, 77 /07 Ea—#EEE. RFOE DA
WERCIRHL T, FARBBETHREDT AN EZTWI 4 — RNy I ZRHE L TWEEL
ZEEEMELTVWETY,

RedHat D54 /Oy —7 L Eax—#eEDyR— NEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE #S8RB LTI,

Red Hat build of OpenTelemetry 2.9.2 I& OpenTelemetry 0.81.0 ICEDWTWE T,

1.2.3.1. CVE

e ZMD)')—RTIk, CVE-2023-46234 PMEEINTWET,

1.2.3.2. BEMOREE
BE. ROL S RBRNOBELSHY £T,

o IRTEIL. Operator DEFAE % Level IV D Deep Insights ICFENTHRET Z2HEIHYET,
(TRACING-3431)

1.2.4. Red Hat build of OpenTelemetry 2910 Y 1) —X /— b

BF

Red Hat build of OpenTelemetry &5 % / OY—FL Ea—igETd, 7o/ 0¥—7
L Ea—#EEIE. RedHat BBV R— MDY —EXLRIVLT T =XV K (SLA) DRE
HTHY., BENICKEETIFRWEESNHY FJ, RedHat ld, ERERETINL %
FRHIZIEEHBELTVWERA, 77 /0Y—FL Ea—#EEIE. RFOE DL
WERKRH LT, AREBTHEDT AN ZITVWI 1 — RNy JZRH#E L TV L
ZEEEMELTVWET,

RedHat D574 /Oy —7 L Eax1—#eEDyR— NEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE 2S8R L TLEIWN,

Red Hat build of OpenTelemetry 2.9.1 I& OpenTelemetry 0.81.0 ICEDWTWE T,


https://access.redhat.com/support/offerings/techpreview/
https://opentelemetry.io/
https://bugzilla.redhat.com/show_bug.cgi?id=2246470
https://operatorframework.io/operator-capabilities/
https://issues.redhat.com/browse/TRACING-3431
https://access.redhat.com/support/offerings/techpreview/
https://opentelemetry.io/
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1.2.4.1. CVE

e ZD)—RXTl&, CVE-2023-44487 MEEINTWE T,

1.2.4.2. ERDORB&E
WE. ROL D LEMOBBEIHY FT,

o IRTEIL. Operator DEFAE % Level IV D Deep Insights ICFENTHRET 2HEIHYET,

(TRACING-3431)

1.2.5. Red Hat build of OpenTelemetry29 @) ) —X / —

BF

Red Hat build of OpenTelemetry &5 % / OY—FL Ea—i#gETd, Fo/00—7
LE21—#8ElE. RedHat BRHYR—FMDH—EZALRILT T =AYV K (SLA) DFR
ATHY., BENICELTIFRWEELHY £F, RedHat IF. ERERIETINS A
FRTZIEAMEBLTVWERA, 77/ 0V 7L Ea—#EEIE. RO DBIEEE
WERCIRHL T, FARBBETHREDT AN ETWI 4 — RNy &R L TWEEL
ZEEEMELTVWETY,

RedHat D54 /Oy —7 L Eax—#eEDyR— NEICRET 23FMIE. 77/ 00—
T Ex—#EDYR— MNEFE 2S8R LTI,

Red Hat build of OpenTelemetry 2.9 & OpenTelemetry 0.81.0 ICEDWTWE T,

1.2.5.1. Fikae b L e BEHRR

Z MY 1)—RTIlE. RedHatbuild of OpenTelemetry IR DIEEEIRIRDEAINTWVWET,

OTLP X MYV ZADEYRAHZEHFR—MLET, X YT RIE Prometheus TV AR—% —
% {# 3 L T user-workload-monitoring ICE5i% L. RETEXE T,

Operator FE L NIV IV, Deep Insights 7 R— kL EFd, ThiZkY. OpenTelemetry
Collector 1 ~ 24 >~ 2 & & U Red Hat build of OpenTelemetry Operator D7 v 77 L — K&
EERAAIREICARY T,

OTLP, F/IEHTTPE LV HTTPS 2#FRAL T, VE—MISRY—DBLRNL—REXNY Y
AEHRELZET,

resourcedetection 7Otz v % —#RH T. OpenShift Container Platform ) V —XEM %= IX&E L
7,

OpenTelemetryCollector 77 2 ¥ L4') 'V — XD managed & & U' unmanaged DIKRE % H R —
MLZET,

1.2.5.2. BER DA
B, RO LD LBEHOBBLIHY T,

IRTEIX. Operator DAFAE % Level IV @ Deep Insights ICFEITRET 2HELHY T,
(TRACING-3431)


https://access.redhat.com/security/cve/cve-2023-44487
https://operatorframework.io/operator-capabilities/
https://issues.redhat.com/browse/TRACING-3431
https://access.redhat.com/support/offerings/techpreview/
https://opentelemetry.io/
https://operatorframework.io/operator-capabilities/
https://operatorframework.io/operator-capabilities/
https://issues.redhat.com/browse/TRACING-3431

FEYY—R/—}
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BF

Red Hat build of OpenTelemetry &5 % / OY—FL Ea—tgETd, Fo/0¥—7
L Ea1—#8EIE. RedHat #BEHYR—MDH—EZXLRIVLT T =XV K (SLA) DR
HTHY., BENICKELTIFRWEESNHY £J, RedHat ld, ERERIETINL %
FRIZIEEHBELTVWERA, 77 /0Y—FL Ea—#EEIE. RFOE ML
WERCRHL T, AREBBTHEDT AN ZITWI 1 — RNy JZRH#E L TV L
ZEEEMELTVWETY,

RedHat D574 /Oy —7 L Eax—#egEDyR— NEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE 2S8R LTI,

Red Hat build of OpenTelemetry 2.8 I& OpenTelemetry 0.74.0 ICEDWT WX T,

1.2.6.1. N JEIE

ZM') Y —RTIE, . CVE (Common Vulnerabilities and Exposures) & /X JEIEICH IS L TWE
ER

1.2.7. Red Hat build of OpenTelemetry 27 ® 1)) —X / — b

BF

Red Hat build of OpenTelemetry &5 % / OY—FL Ea—igETd, Fo/0¥—7
L Ea1—#8EIE. RedHat #BYR— MDY —EZXLRIVLT T =XV K (SLA) DR
HTHY., BENICKEETIFRWEESNHY £J, RedHat ld, ERERIETINS %
FRIZIEEHBELTVWEREA, 77 /0Y—FL Ea—#EEIE. RFOE ML
WERCRHL T, AREEBTHEDT AN ZITWI 41— RNy JZRH#E L TV L
ZEEEMELTVWETY,

RedHat D574 /Oy —7 L Ea1—#eEDyR— NEEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE 2S8R L TLEIN,

Red Hat build of OpenTelemetry 2.7 I& OpenTelemetry 0.63.1 ICEDWTWE T,

1.2.7.1. NTEIE

ZM') Y —RTIE, . CVE (Common Vulnerabilities and Exposures) & /X JEIEICH IS L TWE
ER

1.2.8. Red Hat build of OpenTelemetry2.6 @) ) —X / — k


https://access.redhat.com/support/offerings/techpreview/
https://opentelemetry.io/
https://access.redhat.com/support/offerings/techpreview/
https://opentelemetry.io/

OpenShift Container Platform 4.15 Red Hat build of OpenTelemetry

BF

Red Hat build of OpenTelemetry &5 % / OY—FL Ea—tgETd, Fo/00—7
LE21—#8ElE. RedHat ®RHYR—FMDH—EZRLRILT T =AYV K (SLA) ODFR
ATHY., BENICELTIFRWEELHY £F, RedHat IF. ERERIETINS A
FRTIIEEHBLTVWERA, 77 /0V—7LEa—#EEE. RFOE ML
WERCIRHL T, FARBBETHREDT AN E2TWI 4 — RNy I &RHE L TWEEL
ZEEEMELTVWETY,

RedHat D54 /Oy —7 L Eax1—#eEDyR— NEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE #S8RB LTI,

Red Hat build of OpenTelemetry 2.6 I& OpenTelemetry 0.60 ICEDWTWE T,

1.2.8.1. NJIEIE

ZD') Y —RTIE, . CVE (Common Vulnerabilities and Exposures) & /X JEIEICH IS L TWE
ER

1.2.9. Red Hat build of OpenTelemetry 25 D' ) —X / — K

BF

Red Hat build of OpenTelemetry &5 % / OY—FL Ea—igETd, Fo/0¥—7
LE21—#8ElE. RedHat ®RYR—FDH—EZRLRILT T =XV K (SLA) ODFR
ATHY., BENICELTIFRWEELHY £F, RedHat IF. ERERIETINS A
FRTHIEEHBELTVWERA, 77 /07 Ea—#EEE. RFOE ML
WERCIRHL T, FARBBETHREDT AN ETWI 4 — RNy I &RHE L TWEEL
ZEEEMELTVWETY,

RedHat D574 /Oy —7 L Eax1—#eEDyR— NEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE #S8RB LTI,

Red Hat build of OpenTelemetry 2.5 I& OpenTelemetry 0.56 ICEDWTWE T,

1.2.9.1. FiteE H & CHEEEHLER
CDEHFTIE, ROBEILRNAEAINRTVWET,

® Red Hat build of OpenTelemetry Operator IC Kubernetes 1) YV — X B % INET 272D DY
R—b

1.2.9.2. XJTEIE

ZM') Y —RTIE, . CVE (Common Vulnerabilities and Exposures) & /X JEIEICH IS L TWE
ER

1.2.10. Red Hat build of OpenTelemetry 2.4 ® ') ') —X / — b

10


https://access.redhat.com/support/offerings/techpreview/
https://opentelemetry.io/
https://access.redhat.com/support/offerings/techpreview/
https://opentelemetry.io/
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BF

Red Hat build of OpenTelemetry &5 % / OY—FL Ea—tgETd, Fo/00—7
L Ea1—#8EIE. RedHat EHYR—MDH—EZXLRIVT T =XV K (SLA) DR
HTHY., BENICKELTIFRWEESRHY £J, RedHat ld, ERERETINS %
FRIZIEEHBELTVWERA, 77 /0Y—TL Ea—#EEIE. RFOE ML
WERCRHL T, AREBTHEDT AN Z2ITWI 1 — RNy JZRH#E L TV L
ZEEEMELTVWETY,

RedHat D54 /Oy —7 L Eax1—#eEDyR— NEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE #S8RB LTI,

Red Hat build of OpenTelemetry 2.4 |& OpenTelemetry 0.49 ICEDWTWE T,

1.2.10.1. /N J{EIE

ZD') Y —RTIE, . CVE (Common Vulnerabilities and Exposures) & /X JEIEICH IS L TWE
ER

1.2.11. Red Hat build of OpenTelemetry23 0! 1) —X / —

BF

Red Hat build of OpenTelemetry &5 % / OY—FL Ea—tETd, 7o/ 0¥—7
L Ea1—#8EIE. RedHat BHYR—MDH—EZXLRIVT T =XV K (SLA) DR
HTHY., BENICKELTIFRWEESNHY £J, RedHat ld, ERERETINL %
FRIZIEEHBELTVWERA, 77 /0Y—TL Ea1—#EEIE. RFOEMEEE
WERCRHL T, AREBBTHEDT AN ZITWI 1 — RNy JZRHE L TV L
ZEEEMELTVWETY,

RedHat D574 /Oy —7 L Eax1—#eEDyR— NEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE 2S8R L TEIWN,

Red Hat build of OpenTelemetry 2.3.1 & OpenTelemetry 0.441 [ICEDWTWE T,

Red Hat build of OpenTelemetry 2.3.0 & OpenTelemetry 0.44.0 ICEDWTWE T,

1.2.11.1. XNTEE

ZD') Y —RTIE, . CVE (Common Vulnerabilities and Exposures) & /X JEIEICH IS L TWE
ER

1.2.12. Red Hat build of OpenTelemetry22 0! \)—X / —

1


https://access.redhat.com/support/offerings/techpreview/
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https://access.redhat.com/support/offerings/techpreview/
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BF

Red Hat build of OpenTelemetry &5 % / OY—FL Ea—iETd, Fo/0 -7
LE21—#8ElE. RedHat ®RYR—FDH—EZALRILTT) =XV K~ (SLA) ODFR
ATHY., BENICELTIFRWEELHY £F, RedHat IF. ERERIETINS %A
FRTHIIEEHBELTVWERA, 77 /07 Ea—#EEE. RFOR M
WERCIRHL T, FARBBETHREDT AN ETWI 4 — RNy I &RHE L TWEEL
ZEEEMELTVWETY,

RedHat D574 /Oy —7 L Eax—#eEDyR— NEEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE 2S8R LTI,

Red Hat build of OpenTelemetry 2.2 I& OpenTelemetry 0.42.0 ICEDWTWE T,

12121. 72 /0 —7L Ea1—0DifE

21V ) —=RICEFN BT ER— MIFRHD OpenTelemetry Collector AV R—R > MAHIBRINF L7,

1.2.12.2. XTEIE

ZM') Y —RTIE, . CVE (Common Vulnerabilities and Exposures) & /X JEIEICH IS L TWE
ER

1.2.13. Red Hat build of OpenTelemetry 210" 1) —X / — k

BF

Red Hat build of OpenTelemetry &5 % / OY—FL Ea—t#ETd, Fo/0Y—7
L Ea1—#8EIE. RedHat EHYR— MDY —EZXLRIVT T =XV K (SLA) DR
HTHY., BENICKELTIFRWEESRHY £J, RedHat ld, ERERETINL %
FRHIZIEEHBELTVWERA, 77 /0Y—FL Ea1—#EEIE. RFOE ML
WERKRH LT, AREBTHEDT AN ZITWI 1 — RNy JZRHE L TV L
ZEEEMELTVWETY,

RedHat D574 /Oy —7 L Ea1—#eEDyR— NEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE 2S8R LTI,

Red Hat build of OpenTelemetry 2.1 (& OpenTelemetry 0.411 ICEDWTWE T,

1213152703 —7L Ea—on#se

A1) —RTlL OpenTelemetry HRY L)Y —R T 7 A I THREARET 2 HEICERAREREN
MmashFzlLk, ROB[UIRT LI, SEIDEFHFTIE ca_file " HRIY LYY —D tls DTFICFKEE)
LFE L7,

OpenTelemetry /8=—3 > 033 M CA 7 7 1 JLEXE

spec:
mode: deployment
config: |
exporters:
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https://access.redhat.com/support/offerings/techpreview/
https://opentelemetry.io/
https://access.redhat.com/support/offerings/techpreview/
https://opentelemetry.io/

BEYIV)—R/—h

jaeger:
endpoint: jaeger-production-collector-headless.tracing-system.svc: 14250
ca_file: "/var/run/secrets/kubernetes.io/serviceaccount/service-ca.crt"

OpenTelemetry /Xx— 3> 0.41.1D CA 7 7 1 L%

spec:
mode: deployment
config: |
exporters:
jaeger:
endpoint: jaeger-production-collector-headless.tracing-system.svc: 14250
tls:
ca_file: "/var/run/secrets/kubernetes.io/serviceaccount/service-ca.crt"

1.2.13.2. N TEIE

ZM') Y —RTIE, . CVE (Common Vulnerabilities and Exposures) & /N JEIEICH IS L TWE
ER

1.2.14. Red Hat build of OpenTelemetry2.0 ® ') \)—X / — b

BF

Red Hat build of OpenTelemetry &5 % / OY—FL Ea—#gETd, 7o/ 0¥—7
LE21—#8ElE. RedHat ®RHYR—FMDH—EZALRILT T =XV K (SLA) ODFR
ATHY., BENICELTIFRWEELHY £F, RedHat IF. ERERIETINS %A
FRTZIEAMEBLTVWERA, 77/ 0V 7L Ea—#EEIE. ORI
WERCIRHL T, FARBBETHREDT AN E2TWI 4 — RNy I &RHE LTV EEL
ZEEEMELTVWETY,

RedHat D54 /Oy —7 L Eax—#eEDyR— NEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE 2S8R L TLEIWN,

Red Hat build of OpenTelemetry 2.0 I& OpenTelemetry 0.33.0 ICEDWTWE T,

ZMD') ) —RTIlE. RedHat build of OpenTelemetry Operator Z{#A L TA >~ XA —JL§ % Red Hat
build of OpenTelemetry A%, 74 / OV —7 L Ea1—#E & L TEMINZEJ ., Red Hat build of
OpenTelemetry &, OpenTelemetry APl &4 Y A MLA Y T—2a VICEDVWTWETY, RedHat
build of OpenTelemetrylli&. OpenTelemetry Operator & Collector & FNTWEJ, Collector %
AT 5E. OpenTelemetry £7cld Jaeger 7O MANTHAL—REZEL. TOML—RT—49 %
Red Hat build of OpenTelemetry ICEETE F 9, REERTIL. Collector D Z DM D#EREIXH R— b X
NTWEHA., OpenTelemetry Collector 29 5 &, BAEEHIIRVY—ITEKEFELRWAPITI—FK
ZAVAMVXY MEL, RS —0OY VA v %ZDOEL T, JEHUMEY —ILOIALAZTIIAY AT A
EREMICTEIEY,

1.215. 7/ R— b

AETHBAINTWSFIE, 7k OpenShift Container Platform TRIZENFLE L /2i5& &, Red Hat
HRAIT—HR—=FILIZTIVEALTLEIWN,

ARIT—R—=FIITIE. ROIENTEZET,

13
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e RedHat®RICEAT 27 —T 4 7IBLVY)a1—2avaRELELRedHat T Ly I R—
2ADBRBRFRIFT VX,
e RedHat H/R— MIWT 2HR—ho—XDEE,
o ZTOMDEBRFaIAY MADTIEZR,

VS —DOREEERFET B ITIE. OpenShift Cluster Manager T Insights Z R TX £ 9, Insights IZ
Y. MEDOFHEHE, FATRASSIIEBEOHERAEICEATIERMEEINET,

AEORENDREDNHZHBE. FLRIIZT—%2RDFLGEE. REEEHEOEVWRFa XY IV
R—3Y b®D Jiralssue ZEFE L TLREI W, 9 3 2 %E*% OpenShift Container Platform /X—< 3
VIREDEEMABERZRML TCEI W,

1.216. ZHMEAEZ T AN A —T VYV —2AD5&1E

RedHat Tl&, O— K, KFa XY h Web 7ONRF 4 —ICHIFBEEICRITZHEEBOEB I HRZICERY
HMATWET, £TIE. YRY— (master). AL —7T (slave). 75w oY R K (blacklist), 74 K1
Z K (whitelist) D 4 DOREDEXMANSHBOET, COMYBAIBERLEEEZET DD, 5%
DEBD') ) —ATEBENICHEOEIMAZERL TSY T, FMIE. RedHatCTO T#H % Chris
Wright DX v £—Y 2 ZEL LI,
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https://console.redhat.com/openshift
https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12332330&summary=Documentation_issue&issuetype=1&components=12367614&priority=10200&versions=12385624
https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language
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52% RED HAT BUILD OF OPENTELEMETRY O 1 v A h—JL
Red Hat build of OpenTelemetry %4 Y X h—JL§ B Ik, ROFIEEERITLZE T,
1. Red Hat build of OpenTelemetry Operatora 4 Y XA h—JL L X T,
2. OpenTelemetry Collector 1 > 2% > 2D namespace =/EMK L £,

3. OpenTelemetryCollector 1 X% L)V — X% {ER L T. OpenTelemetry Collector 1 ¥ X% >~
REFTO4LES,

21.WEB O~ —J)LHh 5 ®D RED HAT BUILD OF OPENTELEMETRY O 1
VA M=

Red Hat build of OpenTelemetry (&, Web 3>V —JL®D Administrator E2—HH6 A4 VA M=)V TE X
E

Gl s
o cluster-admin O—J/ILZ&H DV SR —BEEELTWeb OV —JLiZOJA4 L TWS,

® Red Hat OpenShift Dedicated M35#. dedicated-admin O—J)LAED27hU Y M EFERALT
AJ14 v LTW3,

Fa
1. Red Hat build of OpenTelemetry Operatorz4 Y X h—JL L E T,

a. Operators —» OperatorHub (&) L. Red Hat build of OpenTelemetry Operator % #& 32
LE9.

b. Red Hat »*#24£9 % Red Hat build of OpenTelemetry Operator ;&R L. Install -
Install - View Operator & A F 7,

BF

T2 EDTY Y bT Operator 5’1 VA M—ILINZET,
® Update channel - stable
® |Installation mode — All namespaces on the cluster

e Installed Namespace — openshift-operators

® Update approval = Automatic

c. 1A M—JLiEd Operator R— D Details ¥ 7 ® ClusterServiceVersion details T, 1
VX =)L D Status A* Succeeded THB I AR LF T,

2. Home — Projects — Create Project ICHEEIL T, ROFIRTIEK T % OpenTelemetry
Collector 1 YR VY 2DEFED 7OV Y NaER L £ T,

3. OpenTelemetry Collector 1 Y 2% V A& ER L 7,

a. Operators — Installed Operators I8 L £ 9,

15
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b. OpenTelemetry Collector » Create OpenTelemetry Collector—» YAML view ZZR L £
ER

c. YAML view T, OTLP. Jaeger, Zipkin LY —N— BLVTFNY TIT Y AR—FH—%(F
FA L T OpenTelemetryCollector 17 X% L)YV —X (CR) ZhH A4 XLZXT,

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: <project_of_opentelemetry_collector_instance>
spec:
mode: deployment
config: |
receivers:
otlp:
protocols:
grpc:
http:
jaeger:
protocols:
grpc:
thrift_binary:
thrift_compact:
thrift_http:
zipkin:
processors:
batch:
memory_limiter:
check interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
exporters:
debug:
service:
pipelines:
traces:
receivers: [otlp,jaeger,zipkin]
processors: [memory_limiter,batch]
exporters: [debug]

d. Create #:EIRL £ 9,

1. Project: KOy 74> X M%FEAL T, OpenTelemetry Collector 1 Y24 >0 70O
Jr hEERLET,

2. Operators — Installed Operators IC# &) L T, OpenTelemetry Collector 1 Y X% Y XD A
7—4% X " Condition: Ready TH B & =B L XY,

3. Workloads —» Pods I8 L T. OpenTelemetry Collector 1 Y X4 Y 2D I RTOHOIAVR—
XY M Pod ARITINTWVWR I EEHIRALET,
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2.2.CLI Zf# M L 7z RED HAT BUILD OF OPENTELEMETRY D41 ~ X k—
)}

Red Hat build of OpenTelemetry (XYY RS VD SA4 VA M=) TEE T,

[} =355
e cluster-admin O—JL %DV S XY —BBEILL D7 VT 4 772 OpenShift CLI (oc) v
av,
Bk

o OpenShift CLI (oc)D/N—2 3 U ' &FTH Y. OpenShift Container Platform /N\—2 3~
E—BLTWBZ EEBRLTLLEIL,

o oclogin zE17L 7,

I $ oc login --username=<your_username>

Fa
1. Red Hat build of OpenTelemetry Operatorz4 Y XA h—JL L E T,

a. ROOAY Y R&EZFETTL T, RedHatbuild of OpenTelemetry Operator®@ 7AY = ¥ k% {F
BLFET,

$ oc apply -f - << EOF
apiVersion: project.openshift.io/v1
kind: Project
metadata:
labels:
kubernetes.io/metadata.name: openshift-opentelemetry-operator
openshift.io/cluster-monitoring: "true"

name: openshift-opentelemetry-operator
EOF

b. MTFDI< > K%=EFTL T, Operator ZJIL—THEHRLET,

$ oc apply -f - << EOF
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: openshift-opentelemetry-operator
namespace: openshift-opentelemetry-operator
spec:
upgradeStrategy: Default
EOF

c. UTFOIATY RERFGFLT $TRV YT avaFERLET,

$ oc apply -f - << EOF

apiVersion: operators.coreos.com/vialphat
kind: Subscription

metadata:

17
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name: opentelemetry-product

namespace: openshift-opentelemetry-operator
spec:

channel: stable

installPlanApproval: Automatic

name: opentelemetry-product

source: redhat-operators

sourceNamespace: openshift-marketplace
EOF

d JRDOY > KAEZEFTL T, Operator DRAT—4% A& L X7,
I $ oc get csv -n openshift-opentelemetry-operator

2. BIEDFIETHYER T % OpenTelemetry Collector 1 Y 24 V ZRBIGEIRL 7OV Y M 4F
’32 L/ i’a—o

o XHF—HRLTTAY Y MEEHRT 2ICIE. ROARY RERTLET,
I $ oc new-project <project_of_opentelemetry_collector_instance>

o AIF—HEESLTOVII MEERTBICIE. ROATY RERTLET,

$ oc apply -f - << EOF
apiVersion: project.openshift.io/v1
kind: Project
metadata:
name: <project_of_opentelemetry_collector_instance>
EOF

3. OpenTelemetry Collector FICYER L7270 = ¥ K IZ OpenTelemetry Collector 1 ¥ 24 > R
e L X7,

pa )

ALY —LDRl<2D7FOY Y MIEEHD OpenTelemetry Collector 1 &
ARGV AR TEET,

a. OTLP. Jaeger, Zipkin LY —N—,FNRNy T AR—9—%FAHL
T. OpenTelemetry Collector AR Y L)YV —ZXA (CR) ZHAITAXLET,

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: <project_of_opentelemetry_collector_instance>
spec:
mode: deployment
config: |
receivers:
otlp:
protocols:
grpc:
http:

18



%23 RED HAT BUILD OF OPENTELEMETRY @14 Y X b—JL

jaeger:
protocols:
grpc:
thrift_binary:
thrift_compact:
thrift_http:
zipkin:
processors:
batch:
memory_limiter:
check interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
exporters:
debug:
service:
pipelines:
traces:
receivers: [otlp,jaeger,zipkin]
processors: [memory_limiter,batch]
exporters: [debug]

b. ROAYY RERITLT, ARITYAXAINCRZEALZET,
$ oc apply -f - << EOF

<OpenTelemetryCollector_custom_resource>
EOF

i3
qEI-I'l

1. ROOT Y R%&EZEFTL T, OpenTelemetry Collector Pod O status.phase %' Running
T. conditions 7 type: Ready TH 3 Z & &R L 9,

$ oc get pod - app.kubernetes.io/managed-by=opentelemetry-
operator,app.kubernetes.io/instance=<namespace>.<instance_namex -o yaml

2. RDAX Y RAEZEFTL T, OpenTelemetry Collector Y —EXZB#FL £ 7,

$ oc get service -l app.kubernetes.io/managed-by=opentelemetry-
operator,app.kubernetes.io/instance=<namespace>.<instance_name>

2.3. EEIER
o VSR —EBEDIEMN
® OperatorHub.io
e Web VY —ILADT IR
e WebdYY—IL%{#EMA L7 OperatorHub 5D 1 ¥ X h—)L
o {VRAM—)LENT Operator ™’SDT7 TV r— 3 DIER

e OpenShift CLI DA % FAA
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53% OPENTELEMETRY COLLECTOR D% 7

Red Hat build of OpenTelemetry Operatori&. Red Hat build of OpenTelemetry J ¥V — R &K & U
FIOA TR EXIHERAINE T —F T/ F v — e BEAEZTENAILY Y —RES (CRD) 7 7
ANWEFERALES, T74IIBEEA VAN TED, 771 ILEEBTEET,

3.1. OPENTELEMETRY COLLECTOREA 7> 3 v~

OpenTelemetry Collector (&, 7L X MU —F—FILT7 VR $T25BEOIVER—XY NTERIN
79,

L—iN—

Ly—NR—(Fy > aFzhld TIR—2) &, T—4 D Collector ICEIET 2 HETYT, BE. L
—N—FEREINLHERAOT -9 22T AN TABHERICELR L, ThEeBERTER/1 T34
VTEEINGZ Oy Y —BLVIVRAR—F—ITELET, 774 MTIE. LY—"—E5%
EINTVWERHA, 1 DFLIEERDL Y —N—%RETI2REIrHYET, LY—N—F1DFL
ISEBHDT—9 Y —RA%EHR—NTBFELHYET,

otyy—
F7vav: oty —iE, T—YEZELTHSIIRR—IMNTZETICT—YENIELET,
F7AINTR, 7Oy Y— AL >TVWERHA, 7O Y —IF, IRTODF—F9Y—2R
IR L TADICTZRELIHYET, IRTOTAEYH—DITRTDT—IYV—R&5HR— T
ZHIFTEDLYEEA, TV —RTE>2TIE, EBOTOYy Y —HDEMICAR>TWSEEEN
AHYFEd, 70y —DIEBFEIEETHD I EIEELTLEIL,

I AR—4—

TVRR=I— (T 2aFz@TIR=—)F T—9%1DULDONy VTV RFFIEEISE
EITDHETY, 774 DPTIE, TVRAR—F—FREINTVWEHA, 1DFLIFEHDOIIR
R—Y—%5RETDIVEIHYET, TIVRR—FY—IF1D2ULEDT—9Y —RA%EHR—NTEE
To TVRR—=F—ETI7AINRETHERATEIITHN, ZLDFE. DAL EERBESLVE
FalUT14—RELEET DLODERENVETTY,

ARV 49—
ARTI—E2DODNA TSA VU EFEHRLET, 1D2ONX1I T4 VORTEICTVRAR—49—&L
TTF—95HBEEL., DA TSAVDORBIKEICLY—N—¢LTF—92HALET, ALFEL
EBERDT—IBDT Y EHESLUVHNTEEFT, T—92EMBLVTHAL T, BEIIEL
T—YEENTBEIEE, BICT Y EREFLIFIN—TFT1VTTBIEETEET,

ITHORF>ayv
IHVRTUIavil&Y, Collector ICHREMNBIMINE T, & AIK, BREAEAEL—NN—ET IR
R—4—ICHEMIENMTEE T,

ARILYY—ZAYAML 7 74T, AVR—ZXV MDA VARI VA EEREETEZET, JVR—X
v ME, BRE L71RIC YAML 7 7 1 JL®D spec.config.service 7 > 3 VY TEEIN/INA TS14 VT
BERCTDIREMHYET, RANTSIV9FTF4RELTIE, REBEROVER—XY NOAEBICLE
EP

OpenTelemetry Collector h A Y LYY —RX T 71 ILDHI

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:

name: cluster-collector

namespace: tracing-system
spec:

mode: deployment
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observability:
metrics:
enableMetrics: true
config: |
receivers:
otlp:
protocols:
grpc:
http:
processors:
exporters:
otlp:
endpoint: jaeger-production-collector-headless.tracing-system.svc:4317
tls:
ca_file: "/var/run/secrets/kubernetes.io/serviceaccount/service-ca.crt"
prometheus:
endpoint: 0.0.0.0:8889
resource_to_telemetry_conversion:
enabled: true # by default resource attributes are dropped
service:
pipelines:
traces:
receivers: [otlp]
processors: []
exporters: [jaeger]
metrics:
receivers: [otlp]
processors: []
exporters: [prometheus]

ﬂ AVR—RV MBREREINTWVWTEH, service 7Y 3 VTEEINTULWARWEE, TOIVR—
XY MIBMICRY FHA,

#3.10perator #* OpenTelemetry Collector 2 &Y 21=OICHFEHT B/ NFTA—F—

FI24I bk

Ly—n—g&, 7—471 otlp. jaeger. promet 74l
I receivers: Collector ICE)ZET %A heus. zipkin. kafka

ETY, T74IKT . opencensus

&, LY —NN—[FREX

hTVWEtA, RENE

MEHRINBTOHIC

d. PR EBL1D0DF

ML Y —N—HDRET

I, LI—N—F, /NA

T4 VIEMLTEMN

IKINZET,
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22

I processors:

I exporters:

I connectors:

I extensions:

7Oy H—ik, ZEL
fcF—#9%T Y9 AR—b
$THRENCMIEBLET, T
74N MTIE, Oty
Y—EEMICR > TWE
Ao

ITHORR—=F—IF, 1D
Uty oV RFT
IEFBIEICT—H &EEL
F9., 774 MTIL
I RR—H—IFEREX
nTWEtHA, RENE
MEHRINDLDIC

&, DK EE1D0DAE
MRT Y AR—4 —H
BTY, TUVRR—9—
&, XM TS 4 VITEM
LTEMINES, T
JRAR—=F—ET 74
NEXETHEATEET

. ZLDBE. Yl
EERBESLTCEFY
T4 —REEIEET DI
HDEREDNVETT,

ARTY—FRA TS5 4
VDRTEEELET,
D2FEY. NATSAVD
BbYDIYRAR—F—
ELTT—49%BEL.
RATSAVDBFEYD
Ly—nR—¢LTTF—%
EHALES, IRV

Y—%FRLT, HEX
nNer—49 %24, &

BOoFEEIL—FaY
TEEY,

TLXRN)—=FT—5 D0
BEaFERWIRIBD
F7varvoavR—x
Yk,

T4k

batch. memory_limit 7L
er. resourcedetectio

n. attributes. span

. k8sattributes. filte

r. routing

otlp. otlphttp. debu 7L
g. prometheus. kaf
ka

spanmetrics =L

bearertokenauth. oa 7L
uth2client. jaegerre
motesamplin. pprof

. health_check. me
mory_ballast. zpage

s



3.2. OPENTELEMETRY COLLECTOR OV /R—X >V K

service:
pipelines:

service:
pipelines:
traces:
receivers:

service:
pipelines:
traces:

processors:

service:
pipelines:
traces:
exporters:

service:
pipelines:
metrics:
receivers:

service:
pipelines:
metrics:

processors:

service:
pipelines:
metrics:
exporters:

AVR=—FV NI Eh
5%
services.pipeline
VAZEPAO A i 7
ICEBIMLTEMICINE
ER

LY== EThb%
service.pipelines.tra
cestz/>avIlEML
ThL—ZAIZAMICL
¥Y9,

TatyvH—iE. Tho
=
service.pipelines.tra
cestz/>avIlEML
ThL—ZRAIZAEMICL
¥9,

IJARKR—=F—E Th
5%
service.pipelines.tra
cestz/>avIlEML
ThL—ZRAIZAEMICL
F9,

ARNDOIROL Y —N—
EEMCTBIC

I%. service.pipelines
.metrics D FITEML
9,

AMNYLZOTOEY
Y—%BWITTBIC
I%. service.pipelines
.metrics D FITEML
9,

ANYYRDITY RKR—
H—ZBMIT BIC
I%. service.pipelines
.metrics D FITEML
9,

%532 OPENTELEMETRY COLLECTOR D&%
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321 LY—/N—

LY —/N—xF—4 A Collector ICANE T,

3.211L.OTLP L ¥ —/X—

OTLP L ¥ —/3—{&, OpenTelemetry Protocol (OTLP) L ThL—REX KN I R EEYAH

ER

OTLP L ¥ —/N—HFRIC/R > TW3 OpenTelemetry Collector A R4 LYYV —2R

config: |
receivers:
otlp:
protocols:
grpc:
endpoint: 0.0.0.0:4317 @)
tls:
ca_file: ca.pem
cert_file: cert.pem
key_file: key.pem
client_ca_file: client.pem
reload_interval: 1h ﬂ
http:
endpoint: 0.0.0.0:4318 @
tls:
service:
pipelines:
traces:
receivers: [otlp]

metrics:
receivers: [otlp]

OTLPgRPC T RiRA v b, ABBLIZE. 77 4L 1D 0.0.0.0:4317 1MERI NI T,
-a—o

ClientCAs & & U ClientAuth M fE%' RequireAndVerifyClientCert IR EI N X T, FHiM
l&. Config of the Golang TLS package #ZHBR L T I W

FHEZFTANTT,

OTLPHTTP ¥ K RA4 ¥ b, 77 4JL MMEIZ 0.0.0.0:4318 TY,

Q® o6 o0 o9

H—N—RlD TLS 3% E, FMik. grpc 7O PILEZELI V3V ESRBLTCES

3.2.1.2. Jaeger L ¥ —/X—

Jaeger LY —/N—&, Jaeger BRT L —RZMYIRAAF T,

24

Y—N—=D0 5472 MNEBAEZMREE T 5 TLSEERAEAD/A R, Thil &Y. TLSConfig T

E3

H—/N—fD TLS 52E., TLSEBAEADNRAEZEELFY., A LALSZE. TLS IFEMIIAY X

FERAEZ ) O— R I 2REREBELE T, COEIMREINTUVAWEGS, FSRAERYO—RKIh
Ft A, reload_interval &, ns. us (F7zl& us). ms. s, m, h R EDEMRFEHEME ST X


https://godoc.org/crypto/tls#Config
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Jaeger L ¥ —/IR—HFMIC/ > TS OpenTelemetry Collector h R4 L)V —2R

config: |
receivers:
jaeger:
protocols:
grpc:
endpoint: 0.0.0.0:14250 )
thrift_http:
endpoint: 0.0.0.0:14268 @)
thrift_compact:
endpoint: 0.0.0.0:6831 €)
thrift_binary:
endpoint: 0.0.0.0:6832 )
tls: 6

service:
pipelines:
traces:
receivers: [jaeger]

JaegergRPC TV RiRA v k, BB LHBE. 77 4/ 1D 0.0.0.0:14250 A ERAINE T,

Jaeger Thrift HTTP T KR4 » b, BBELZE. 77 #J)L D 0.0.0.0:14268 NMEA I N £
ES

Jaeger Thrift Compact T KR4~ b, HBBEL7HE. 77 4L hD 0.0.0.0:6831 AAERAINZF
ER

Jaeger Thrift Binary T KR4 » b, ABE LB E. T 7 4J)L 5D 0.0.0.0:6832 MEAI N F
ES

o ® 90

g H—/N—lD TLS F&E. F#Mld. OTLP LY —N—8%EEI/vavESRBLTIEIW

3.2.1.3. Prometheus L & —/\—
Prometheus L —/N\—3IR#E, 77/ 0V —T L Ea1—#EDODHAER>TVWET,
Prometheus LY —/N\N—EX N YV RTZV RRA YV NERI LA TLET,

Prometheus L ¥ —/"X—H'FRIC7 > TW 5 OpenTelemetry Collector h A9 LYYV —2R

config: |
receivers:
prometheus:
config:
scrape_configs: ﬂ
- job_name: 'my-app' 9
scrape_interval: 5s
static_configs:
- targets: ['my-app.example.svc.cluster.local:8888'] ﬂ

service:

25
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pipelines:
metrics:
receivers: [prometheus]

Prometheus XX & FA L THREERAILA1 TLET,
Prometheus M 3 74,

ANVOGRT—=9 %2014 TS50 HEEMEZITANEY, T74I MEEIM T,

- -

ANYIRBREAINDEY—4 v b, ZTDOHITIE, example 7OY TV D my-app 7 7V & —
avHBANYIRERV LA TLET,

3.2.1.4. Zipkin L & —/X—
Zipkin L ¥ —/\—&, ZipkinvVI 8LV V2ERATI L —RAZRYRAAHET,

Zipkin L ¥ —N—H'FR}IC/R > TW B OpenTelemetry Collector h R4 L) VYV —2R

config: |
receivers:
zipkin:
endpoint: 0.0.0.0:9411 @)
tls:

service:
pipelines:
traces:
receivers: [zipkin]

Q Zipkin HTTP T KR4 » b, BB LBE. 77 4L D 0.0.0.0:9411 BMERI NI T,

Q H—/N—AD TLSBE, FMik. OTLP LY —NR—BEFEE/vavaSBLTLEIV,

3.2.1.5.Kafka L ¥ —/X—
Kafka LY —NN—3IR(fE, 727 /00— L E1—#ieDHER>TWVWET,
Kafka LY —/"—I&, KatkaDH ML —R, A MNY VR, OV % OTLPEATRELE T,

Kafka L & —/X—H"FWITA > TLW B OpenTelemetry Collector AR Y LAY YV —2R

config: |
receivers:
kafka:

brokers: ["localhost:9092"] ﬂ

protocol_version: 2.0.0

topic: otlp_spans 6

auth:

plain_text: ﬂ

username: example
password: example

26
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tls: 6

ca_file: ca.pem
cert_file: cert.pem
key_file: key.pem
insecure: false
server_name_override: kafka.example.corp a
service:
pipelines:
traces:
receivers: [kafka]

Kafka 7O0—H—®D"Y X b, 77 #JL ki localhost:9092 T,

Kafka 7R RN D=3y, & ZE 2008ETY, ThiFBEZ71—ILRTY,
FAHEY JTTD Kafka M EwY 7 D&, 77 4/ hd otlp_spans TY,

EXERERTE, AR LBE. XA EMICAY X T,

9547 MIDTLSEBFE, TLSEFAZEADNRRETEHZLE T, AR LEBE. TLS SREFIXER
IRy x99,

H—N—QDIHARAEF T —V ERANEDORIEZEENICLET, T 74/ N false T,

ServerName Id. IRBEERAT A VT HHR—NTBEDICIAT Y MIL>TERINI-Y—
N—D&FI=R~LET,

3.2.1.6. OpenCensus L & —/\—

OpenCensus L ¥ —/3—(%, OpenCensus 7AY TV NEDTFRE#MEEREL., 1 VA MLAY

INAEI—RR—ADOBITEBRZICLE T, gRPC H/2IE HTTP & & U Json %4t L T OpenCensus
XTARMNYIREMNL—2REZELET,

OpenCensus L ¥ —/N\—H"F}IC/R > TW S OpenTelemetry Collector h R4 L) V—2R

-

config: |
receivers:
opencensus:
endpoint: 0.0.0.0:9411 @)
tls:
cors_allowed_origins: 6
- https://*.<example>.com
service:
pipelines:
traces:
receivers: [opencensus]

OpenCensus TV RiRA v b, BB LB E. 77 4J)L hid 0.0.0.0:55678 T,
H——fD TLS F&E, #FMlE. OTLP LY —N—BELIavESRLTIEIL,

HTTPJSON IV RRA VY hNEFERALT. #7a Y TCCORSARBETHIELEETEZFT, 2h

hE
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322 70ty H—
7Oty —it, F-IDORELTIAR— PORIKT—9 2 WELET,

3.2.2.1.Batch 7Ot v ¥ —

Batch 7Ot v H—iE, ML—REARNYIRENYFREBLT, TL AN —BROEEICHERFE
EEROBZRO LT,

Batch 7Ot v Y — %9 %158 D OpenTelemetry Collector h 24 L1) YV — X DA

config: |
processor:
batch:
timeout: 5s
send batch_max_size: 10000
service:
pipelines:
traces:
processors: [batch]
metrics:
processors: [batch]

#K3.2Batch 7Oty Y —THERAIN B /S A—4H—

T4k

Ny FH 4 XERARL, BFED  200ms
I timeout HARSRRIC Ny FAEELE T,

EBEINLBOR/NVELEA N 8192
I send_batch_size ) 0 ZD1&IT, Telemetry 7—4%
DNy FEELET,

Ny FORRHFETA 0
I send_batch_max_size X, send_batch_size Ll ET#H

PUENDHYET,

TIOTATILT D [
I metadata_keys &. client.Metadata TR o5\ -

—EBDEEY hTEITNY
Fv—A VRIVADNERINZ
ER

metadata_keys Z5ET 5 &. 1000
I metadata_cardinality_limit TOERABPICAEBINDEAST—

S DF—LEDHAEDEDHN

FIRINZET,

3.2.2.2. Memory Limiter 7Ot v H—

Memory Limiter 7Ot v #r—I{&, Collector DX Y —FHE2EHMICF v I L., VI MXAEY —
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JIy MIOETRET—HUEBA—REILELEY, CoFOtyH—Id. NL—Z, XMNUDI R, B&
vOvEYR—MLET, BITIAVER—RVNBEIEFELY—N—) & BLT7T—YDEEEZBHRTTS
ZEMEEINTHY., BET—VIINV I Ty v —%2BRTZHEI’HYET, XE—[FHE
NNA—RKY Iy NEHBZDE, Memory Limiter 7Oy H—ICL > THR—=Y AL V> 3 v HEHIN
IETINET,

Memory Limiter 7Ot v Y —% Y 33550 OpenTelemetry Collector h X9 LY YV —2R
L]

config: |
processor:
memory_limiter:
check interval: 1s
limit_mib: 4000
spike_limit_mib: 800
service:
pipelines:
traces:
processors: [batch]
metrics:
processors: [batch]

#<3.3 Memory Limiter 7Oty H—ICL > THEAIN B/ X -4 —

FI2A4I bk

€

AE) —FHE0RHEBDRRE, Os
I check interval REREIET1S T, NST71 v
a UHRET B85 -V DBE
I&. check interval % 5 9
. spike_limit_mib %14
ZENTEET,

N—=KJIyh, e=7IZEYYE 0
I limit_mib THNdAEY —DRAEZ (MB

BAfi1), BH. OpenTelemetry

Collector D&EEH A ) —FHE

iF, ZDELYHKSOMBKREL

RYFET,

ZNRA491) 2y b, IniE. FE  limit_mib ® 20%
I spike_limit_mib INZAE)—FEHEOHRKAN

1% (MiB B4I) T9., RBARE

(&, limit_mib ©#y20% T9,

VI7RM)Iy NEEET BIC

(&, limit_mib »* 5

spike_limit_mib Zi%& L &

ES
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T4k

limit_mib t@ALCTTA FEHT 0
I limit_percentage BERBEIXEY —D/IR—tEVT—

JELTERINZET, limit_mib

BREIF. COBRELYDEBEIN

7,
spike_limit_mib *EALCTY 0
I spike_limit_percentage N ERAEELREEI AT —D

NR—trF—2& L TERINFE
¥, limit_percentage % & #
FA¥2Z&xBHELTVWET,

3.2.2.3. Resource Detection 7Ot v H—
Resource Detection At vy H—IFIRE, 77/ OV —T L E1—#EOHER>TWVWET,

Resource Detection At v H—|&, OpenTelemetry DY Y —XEI V71 v VBEICEDE T, K
ARNYY—2DFMEFHNLEFT. REINALBREZFEALT. TLANI—FT—HIRHD) YV —RE%
BMFEFLEERTEEYT, coFOyd—EbL—R, X MY I R%EHR—NMLTHY., Docket X
93 —4%7 4544 —% OTEL_RESOURCE_ATTRIBUTES IBIEZH T « 74 9 — 1 E DEKDT 1 7
D —EHATEEY,

Resource Detection 70Ot v % —ICHEA OpenShift Container Platform DHEFR

kind: ClusterRole
metadata:
name: otel-collector
rules:
- apiGroups: ["config.openshift.io"]

resources: ["infrastructures”, "infrastructures/status"]

verbs: ["get", "watch", "list"]
Resource Detection 7Ot v ¥ —%{#f 9 % OpenTelemetry Collector

config: |
processor:
resourcedetection:
detectors: [openshift]
override: true
service:
pipelines:
traces:
processors: [resourcedetection]
metrics:
processors: [resourcedetection]

BRIEZEWHT 1 7V 9 — % A2 7= Resource Detection Processor % {§fi 4% OpenTelemetry
Collector

30
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config: |
processors:
resourcedetection/env:
detectors: [env] ﬂ
timeout: 2s
override: false

Q FATET4T05—%EELET, COBITIR. BETATI5—PEEINTVETS,

3.2.2.4. Attributes 7Ot v H—
Attributes 7Oty H—I3IRE. 77/ 05 —T L E1—#EEDHER>TWVWET,

Attributes 7Rty H—IF. RV, OF, FLEEXMN) IV RAOBEMAZLTETCEXET, AT —49%
TANWIY VT LTHBEL, BEDT7I/YavIHLTEDLOIRT—YEEDLYBRNALIZY TS L
LD TAtEy—ARETTET,

IOty —R@70avD) AN EREL, RETEEINLIBFTT Va3 vaETLET, RO
7O avhYR—bIhTWET,
Insert
BEINALF—DIEEFELAVGEE. AAT—FICHLVWEREZFBALZET,
Update
F—AITTILHERETZ2HBER. AAT—YDORMEEZEHLET,

Upsert

BAT7I avERHT7IYaveldEabEET, F—MNFILEELAVGERIE. FILLWEKZ
BALET, F—DITICHEETDEEEEREZERLIY,

Delete
ART—9DoRBMEEHIRLET,

Hash
BEOBMELZ SHAIE LTy a2 LET,

Extract
ERKRBEL—ILZFERALT. L—ILTEEINLEAAF—DLI—FTy NEF—FXTOEZHBL Z
To =4y MF—DITILEET 2HBEIE. Span 7Ot v —D to_attributes 3% E & BEHRIC.
BEOBMEZY —RELTH—N—F4 FINZFT,

Convert
BEOBRMEIEEINLBEICEBRLET,

Attributes 7O+t v % —% {8 [ L 7= OpenTelemetry Collector

config: |
processors:
attributes/example:
actions:

- key: db.table
action: delete

- key: redacted_span
value: true
action: upsert
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- key: copy_key
from_attribute: key_original
action: update

- key: account_id
value: 2245
action: insert

- key: account_password
action: delete

- key: account_email
action: hash

- key: http.status_code
action: convert
converted_type: int

3.2.2.5. Resource 7Ot vy H4—
Resource 7Oty H—I3IRE. 77/ 0V— T L Ea—#BEDHER>TVWET,

Resource A vy H—Id, VY —RABEWICEE2BEHELET, co/AtwyH—id, rL—R, X b
Do R, LA EHR—MNLET,

Resource Detection 7Ot v ¥ —%{#f 9 % OpenTelemetry Collector

config: |
processor:

attributes:

- key: cloud.availability_zone
value: "zone-1"
action: upsert

- key: k8s.cluster.name
from_attribute: k8s-cluster
action: insert

- key: redundant-attribute
action: delete

BHEE. BHEOHIR. BEDOEA, LEBEMEOT7 Yy 7H— o s, VY —XBWIERINS TS
YavaRLEY,

3.2.2.6.Span 7Ot v H—

Span 7Oty H—I3RE. 7/ 0V —TLEa—HEDHEL>TULET,

Span 7Oty H—i&, TOBRMICEDWTANRNVEAEEERT N, RN VEADNLZANVEMEZHE L
FT, ANVRT—HREEETDZIELEETEET, ANVEEDLEYBRALLYTZILETEE
T, 07Oy H—IE L —REHR—MNLTVWET,

ANV DEHBERICIE, from_attributes SREZFEAL T, FTILLWERIOBUHZIEET 2HENHY X
-a—o

Span 7Oty Y —%FHAL TRV DHZREIAZEET % OpenTelemetry Collector

config: |
processor:
span:
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name:
from_attributes: [<key1>, <key2>, ...] ﬂ
separator: <value>

@ FLURSVEERRTEF—EEELIT,

g A7 avoORYPYXE,

7Oy —%2FHALT. ARNVELISEMEHMETEET,
Span 7Oty Y —%&FAL TCANV AL LESEEZ M T 5 OpenTelemetry Collector

config: |
processor:
span/to_attributes:
name:
to_attributes:
rules:
- NapiVv1VdocumentV/(?P<documentld>.*)Vupdate$ ﬂ

@ o MEORTHEEERELET, IOKL—LEERTEET, L Z0B
A, ERRENERIE—BHT 5 E. documentlD BEIERINE T, ZDHITIE. AHDR/IY
£ 1° /api/vi/document/12345678/update DiE. HAR /XU &I
/api/vi/document/{documentid}/update & %Y. #7L L™ "documentld"="12345678" &4 H* X /\
VIEMINET,

ANVAT—HRAEETETEFT,

ATF—H AEBIC Span Oty Y —%fHT % OpenTelemetry Collector

config: |
processor:
span/set_status:
status:
code: Error
description: "<error_description>"

3.2.2.7. Kubernetes Attributes 7Ot v H4—

Kubernetes Attributes 7Ot vy H—I3IRE. 77/ 05— T L E21—#EDHER>TWVWET,

Kubernetes Attributes 7Ot v H#—Tlx, Kubernetes X ¥ F—# & FHL TR/, X MNYI R, &
L0V —2ABHEEHRETIEFT., o0y —iF, ML—R, XNYYR, LU0V
EYR—NLET, 20Oty H—IL Kubernetes ) V—REBEWICHERI L. ZIDOBHXYT—
SEBMHELT, TOMEINAYT—952)Y—XABHEELTEAETZ R/, X KNI, OYIC
HHAAHF T, Kubernetes API ZFIHAL TSRS —HATEMELTWBITRTDPod ZH L. IP7
KL R, PodUID., 8LVTZDMDEEAY TF—5 DEFZEHTFLET,

Kubernetes Attributes 70Ot v Y —ICHERHKR/INRD OpenShift Container Platform HEBR

kind: ClusterRole
metadata:
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name: otel-collector
rules:
- apiGroups: ["]
resources: ['pods', 'namespaces’]
verbs: ['get’, 'watch’, 'list']

Kubernetes Attributes 7O+ v % —#%{§ [ L /= OpenTelemetry Collector

config: |
processors:
k8sattributes:
filter:
node from_env_var: KUBE _NODE_NAME

3.2.2.8. Filter 7Ot vy %4 —
Fiter 7Oty H—IdRE. 727 /00— L E1—#EDHER>TWVWET,

Filter 7’04 v % —I&. OpenTelemetry Transformation Language 2L T. 7L A N)—F—4% %
WEIIEELZBILIET., ThHDFREOVWTNONELZINDE, TLAN—FT—FIEWHEIL
F9. RIEBOREBEEFAFA L CKHEMEAEOLERZIENTEET, OOy H—E L —
A, ANYOR BLUOTEYHR—MNLET,

OTLP T AR—4 —H'FRIZA > TW B OpenTelemetry Collector AR L) YV —2R

config: |
processors:
filter/ottl:
error_mode: ignore 0

traces:
span:
- 'attributes["container.name"] == "app_container_1" g
- 'resource.attributes["host.name"] == "localhost™

Q IS—E—REEHELET, ignore ICRET D&, FEICL > TRINAIS—HIEEINFE
¥, propagate ICERET D&, TT—DNNA TSAVIGRINET, TS5—HRETIE. RA
AO— R4 Collector B SHIBRINE T,

9 container.name == app_container 1 @4 %=fFOANNVEZ 745 )V JLZET,

9 host.name == localhost ) V —RXBMAFODANRNVZT74ILY )T LET,

3.2.2.9. Routing 7Ot v H#—

Routing 7Oy H#—d|WE, 77/ OV —T L E2—BEDHER>TWVWET,

Routing 7Oy H#—i&k, O, X MYV R, FEE N —REBEDITIRAR—Y—ITI—FT1 VT
LEd., coFOtyH—id, ZEEHTTPEXR (QRPC /X T L —Y HTTP) B oAy ¥ —%5HHES
™ VY —2ABMEFRAHANB I ENTE, HHFNOLEICHK>T, BETEZIIIRAR—F—IC L —2R
BERZEELXT,

OTLP T AR—4 —H'FRIZA > TLW B OpenTelemetry Collector AR L) YV —2R
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config: |
processors:
routing:
from_attribute: X-Tenant ﬂ
default_exporters: g
- jaeger
table: @)
- value: acme
exporters: [jaeger/acme]
exporters:
jaeger:
endpoint: localhost:14250
jaeger/acme:
endpoint: localhost:24250

Q IW—NEEFTTREXDIY I T Y TEDOHTTP Ay ¥ —4,
Q BHEENROEI S aVvORICEELAWVEEDT 74 NIV AKR—4—,

g EDEEEDIT IV AR—Y—II—TF 4 VTN EEETET— T,

#4723 > T, from_attribute A TOREMDIRRIZA % EFH T 2 attribute_source FRE% FRX TX £
o FAIINBEIE. HTTPAY Y =SV TF A MNERET 55514 context, F&IEY YV —2R
EHZRERT 5155 (L resource TY,

323. TV RAR—4%—
ITHRAR—H—E, 1DUEDNRNY I Ty REFIZBEICT—YEEELET,

3.2310TLP T AR—4—

OTLP gRPC T 7 RR—% —I&. OpenTelemetry Protocol (OTLP) 2B LT L —REXRN) VR %
IJRAR—MLET,

OTLP T AR—4 —H'FRIZA > TW B OpenTelemetry Collector AR L) YV —2R

config: |
exporters:
otlp:
endpoint: tempo-ingester:43170
tls:
ca_file: ca.pem
cert_file: cert.pem
key_file: key.pem
insecure: false
insecure_skip_verify: false #@
reload_interval: 1h 6
server_name_override: <name> G
headers: ﬂ
X-Scope-OrgID: "dev"
service:
pipelines:
traces:
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exporters: [otlp]
metrics:
exporters: [otlp]

OTLPgRPC T RiRA ~ k, https:// AFX—LDRFERINZBE. V517V NSV RER—
Xl Fa—DEBWIAY, tIs D insecure FFEE A —/N—514 KL F T,

9547y MDD TLS R E, TLSHFBAZEADNRREEHLF T,
(&l false T,

true ICBREINTWBIFE, IfBAZDOWRIEIEEELE T, T 7 )L MEIT false TY,

FHEZFTANETT,

@ O©0 00 9o

ETAMIERTEEY,

Q ANy F—F, BERIEIISINTVWBBICETINEIIARTOERICHLTEEINZT T,

3.2.3.2.OTLPHTTP T Y A R—4 —

b

true ICERET D&, V5347V MNNSVRR—MEFXa )T 0 —EEMRYET, T74IK

FERAEZ ) O— R T 2REMREIBELE T, COEI/REINTUVAWEGS, FSRAERYO—RKRIh
Ft A, reload_interval &, ns. us (F7zl& us). ms. s, m, h R EDEMRFEHEME ST X

gfﬁ@ authority/\‘y 7‘—7 4 =) I\\\t‘l:t‘ Bith DIE%O){&I*E/TZ F%’é:j'—/\—7’f I\ L/i-a—o n

OTLPHTTP T RR—% —I&. OpenTelemetry Protocol (OTLP) #fFH L TKhL—R&EXKN) UV 2%

IHVRAR—KLET,

OTLP T AR—4 —H'FRIZA > TW S OpenTelemetry Collector HR ¥ L) YV —2R

config: |
exporters:
otlphttp:
endpoint: http://tempo-ingester:4318 ﬂ

tls: g
headers: 6

X-Scope-OrgID: "dev"
disable_keep_alives: false ﬂ

service:
pipelines:
traces:
exporters: [otlphttp]
metrics:
exporters: [otlphttp]

OTLPHTTP T¥ RKRA ¥ b, https:// AF—LMNERINZIGFGE. V53147V MRV RR—
Xl Fa—DEBWIARY, tIs D insecure FEEE A —/N—514 KL F T,

9547 MDD TLSRE, TLSHFBAZEADNRREEHZLF T,

ANy —lF, TRTOHTTPERTEEINE T,

O00® 9

true DB A, HTTP keep-alives ZEMICLEX T, E—DHTTP UV T XA MIRLTDH. H—
IN—AMEEAMBEHE] . F 4
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TVSUSRIIU & 1N 1D W O 7 0

3233. TNy JTIT Y AR—5—
TNYTITYAR=F—E, PL—REARNY I REZBEEDICHALET,

TINY TITY AR—49 —DFRITA > TLWB OpenTelemetry Collector AR % L) YV —2R

config: |
exporters:
debug:
verbosity: detailed @)
service:
pipelines:
traces:
exporters: [logging]
metrics:
exporters: [logging]

Q TNy JTH A R— NDFHE: detailed % 7= 1% normal Z 7= | basic, detailed ICEZET 5 &,
A T4V T—YDOEMPOTICEEBEINE S, 74/ ME normal T,

3.2.3.4. Prometheus T A;R—4 —
Prometheus TV AR—F —IFI]E. 77/ OV —T L E1—#EOHER>TWVWET,

Prometheus T4 RR—4 —I&. Prometheus F 73 OpenMetrics EXTAXA M) VR ATV AR—FL
x7,

Prometheus T2 AR—4% —HFRMITA > TLW S OpenTelemetry Collector A XY LAY VYV —2R

ports:
- name: promexporterﬂ
port: 8889
protocol: TCP
config: |
exporters:
prometheus:
endpoint: 0.0.0.0:8889 @)
tls:
ca_file: ca.pem
cert_file: cert.pem
key_file: key.pem
namespace: prefix
const_labels:
labell: valuei
enable_open_metrics: true G
resource_to_telemetry_conversion: ﬂ
enabled: true
metric_expiration: 180m 6
add_metric_suffixes: false Q
service:
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pipelines:
metrics:
exporters: [prometheus]

Collector Pod L U'H—E XD 5 Prometheus R— M & AB L £ 9, ServiceMonitor & 7= 1
PodMonitor h1 X9 L)Y —ZADR— b EZ%FRH LT, Prometheus ICEB XA RNY T ZADRI LA
EVIEBEMITITET,

ANV IZABRAINZ XY NIV TV RERA VB,

H—N—BID TLSERE, TLSHBAE~DIAE=EHELET,

BREINTWERIEEIEF, BRBINLETA NI IREZTIIZAR—MLET, T7F4IMNIHY FHE
A’O

ITHVRAR—PMINETRTOAN) VRIEAINDF—EEDORTDINI, TI7AILNEHY
FtA

true DIZE. X b)Y % OpenMetrics ERZFERA LTIV RAR— I FET., FK (exemplar)
I&. OpenMetrics ¥R T, EA NI T LELVTE/ hZv I H L X N U R (counter 72 &) (T3
LTOAIVAR—ITEEXY, 774 bTIEEMTA>TVWET,

enabled ' true MIFE. IRTONY—RABMIIT IV IKRTA RN IRASRIVICERINE
To T 74 NTIEEMITR>TVWET,

BEHRLTAMN) AN REAINSEEZER LTS, 774/ ME5M T,

90 & o 9 9600 9O

ANV ZDOBEBNOFERFABMLE T, Jaeger AV Y —ILDERY THBEMICR>TWS
e, BMICTI2RENHYET, 774/ ML true TT,

3.2.35.Kafka T A R—4 —
Kafka TV AR—41FWE. 727/ 00— T L E1— DA ER>TWVWET,

Kafka TZ AR—4% 1, OF, X MY IR, LV L—RAEKafka ICZ YV RAR—KNLZEFT, TDITY
AR—=F—lE, Avte—yaTOv I L TNy FUREBLAVER OF2——4%2FEALET., RIL—
Ty NEOEAEEDHZICE. Ny FELVF21—BRT Oy —EHATIREIHY XY,

Kafka TV A:IR—4 —HERMIC/R > TLWB OpenTelemetry Collector A RY LYYV —2R

config: |
exporters:
kafka:
brokers: ["localhost:9092"] ﬂ
protocol_version: 2.0.0
topic: otlp_spans 6
auth:
plain_text: ﬂ
username: example
password: example
tls:
ca_file: ca.pem
cert_file: cert.pem
key_file: key.pem
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insecure: false G
server_name_override: kafka.example.corp a
service:
pipelines:
traces:
exporters: [kafka]

Kafka 7O—AH—D"Y) X b, 7 #JL b localhost:9092 T9,
Kafka 7O NI DNN—V a3y, TzEZIE 2002ETT, ThidmBET71—ILRTT,

FAHEY JTTD Kafka NEY VD&, TI7 4L MEIRDESY TY, bL—RDIFEIF
otlp_spans. X b 7 XDFE & otlp_metrics. O 7 DIFEE otlp_logs TY,

:PiEI%J\DIEEQEO ém% L/T\.. 7M_I:l\ :Fium\uIE(«iﬁJjJ ‘u-tls l’) i'ﬁ'o

954AT7 Y MUD TLS ZE, TLSHFBAZEADNI R AEHZLF T, B LB E. TLS SREEIXEMY
IRy x99,

H—N—QDHRAEF T —V ERANEDORIEEENICLET, T 74/ N false T,

O ®O @@G

ServerName Id. IRBEERAT A VI HHR—NTBEDICIFAT Y MIL>TERINI-Y—
N—D&FI=R~LET,

324. %948 —
ARII—IF2D2D11 TSA Vv aEHELET,

3.2.4.1. Spanmetrics AR 7 ¥ —
Spanmetrics AX V¥ —XIRE. 77/ OV =T L Ea1—HEODHEL>TUVWET,

Spanmetrics ARV ¥ —l&. R/XVF—% Hh 5D Request, Error, Duration (R.E.D) OpenTelemetry X bk
Vo2& LET,

Spanmetrics A X7 9 —HFMICH > TWB OpenTelemetry Collector h A ¥ LAY Y —2R

config: |
connectors:
spanmetrics:
metrics_flush_interval: 15s 0
service:
pipelines:
traces:
exporters: [spanmetrics]
metrics:
receivers: [spanmetrics]

‘D ERINEAN)IVZDT7Sy Y afREEELET, 774/ MNE15s T,

325. TV RFv 3V
IHOVRTFUavic&y, Collector ICHERENEBMINF T,
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3.2.5.1. BearerTokenAuth T A 57> 3>
BearerTokenAuth TV AT avidRE, 77/ 00— 0L Ea1—#EEOHAER>TVWET,

BearerTokenAuth TV 27> 3 viE, HTTP 8L U gRPC 7O M JVICEDK LY —N—=EIT VR
R—9—FHOA—t>7T 1447 —4%—TY, OpenTelemetry Collector HR¥ L)YV —RAFEREL T, L
S—N—BELUVILY RAR—4—fIT BearerTokenAuth TV X723 >0y 547> bREEE T —
N—FRREEBRETEET, TOIVRTyYaviE, ML—R ANV VR, B&vad%EHR—KL
x7,

BearerTokenAuth TV A7V a vVRAIKEREINLEI A4 7Y bBLUY—NR—ZA%2 5T
OpenTelemetry Collector hAH LYYV —R

config: |
extensions:
bearertokenauth:
scheme: "Bearer" ﬂ
token: "<token>"
filename: "<token_file>"

receivers:
otlp:
protocols:
http:
auth:
authenticator: bearertokenauth ﬂ
exporters:
otlp:
auth:
authenticator: bearertokenauth 6

service:
extensions: [bearertokenauth]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]

BearerTokenAuth TV A 5> avaZRELT. hRAY Lscheme 5 XETIXZET, 74K
& Bearer T9,

BearerTokenAuth TV A5 av h—9 V& A9TFT—HE LTEMLT, AvyE—U%BERT
xF9,

TRTDAY =V EEEHITEEINBZRIAEPN—V VEED T 7M1 ILADINZ,
F—t T A= —BEEOTLP LY —N—|CEYYTERIENTEET,

F—tEVTA4 T —BEEZOTLP TV RAR—F—ICEIYETEIENTEET,

00 O® O

3.2.5.2. OAuth2Client TV X7 3>

OAuth2Client TV ATV avVIdRE. 77/ 00— L Ea1—H#EDHER>TWVWET,
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OAuth2Client TV 27 3 Vg, HTTP B LW gRPC 7O MJNWICE DK TV RAR—9 —FHDA —
T4 5—49—T9, OAuth2Client TV RF7>> 3DV 54 7 MREEIE. OpenTelemetry
Collector AR F L)Y —ZADFIDEI 2 a Y TREINET., TODIIJIRTrvavid, bL—2X,
ARNVOR, BLUOTEHR—MLET,

OAuth2Client TV A7 a VIV 54 7 > FEREENERE X /- OpenTelemetry
Collector hRF LYYV —2R

config: |
extensions:
oauth2client:
client_id: <client_id> @)
client_secret: <client_secret> 9
endpoint_params: 6
audience: <audience>
token_url: https://example.com/oauth2/default/v1/token ﬂ
scopes: ["api.metrics"] 6
# tls settings for the token client
tls: G
insecure: true ﬂ
ca_file: /var/lib/mycert.pem 6
cert_file: <cert_file> Q
key_file: <key_file> ()
timeout: 2s

receivers:
otlp:
protocols:
http:

exporters:
otlp:
auth:
authenticator: oauth2client @

service:
extensions: [oauth2client]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]

ID7AnNA ¥F—IlL>TREINB IS4 7> MID,
ID7ANA T —IIRLTISAT7Y MNaBiAT57-DICERIN RS —,

F—CIEDRTERDEBIMDA Y T—4, BEEFICEEINE T, /=& AL audience 1&. 77t
A=V DRREEEL., b=V VDZREEEXRLET,

Collector 7V A N—U VU AERT S OAuth2 h—2 > TV KiR4M4 ¥ h®D URL,

2A—TE, 9547V MIE > TERINIBEDHERF LT I/IEALRILEEZLET,

QDO 009
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N—2 20547 KD Transport Layer Security (TLS) 8%%E. b—7 V% EKT % & X IIEER
BEiREEIT 2DIFERINET,

true I3 TE”?'ZM‘: BETRHRVWELIIRIEINTUVWAWTLS EHAFAL T, BHEINZMN—7
VIV RRA Y MNEROHET LD ICCollector NEEEINE T,

TLSN\Y R A JHRICH —/N—DIIREZREL T 27 DICERINBREER (CA) 771D

INZ,
DS5AT7Y MDRBEICIHELCTOAUtR2 H—NN— IR L CEB B %255 5 7-OICFRTZ2HNENH D
9547V NEBBET7 71 IILADINZA,

LIS BIRIGRICT ATV MIREEHABINZ V54TV NOMBEF—T 71 ILADINZ,

N—=OYVOZATV MDYV IVIRARNDIALT I N 2RELET,

@96@@@

F—tEVTA4 T —BEEZOTLP TV RR—F—ICEIYE TR I ENTEET,

3.2.5.3. Jaeger Remote Sampling T/ A7 3~

Jaeger Remote Sampling TV R T7 v avi3RAE, 77/ 0V —TLE1—BEDOA LR >TUVE
ER

Jaeger Remote Sampling TV X7V a v aERYT % &, Jaeger DY) E— YT VT API DFRIC
YTV TARNSTI—%RBTEDZLIICA/YET, TOIVRTYYavERELT, MM TS
4 > ® Jaeger Collector REDNY F Y ) E— NGV T )T —N—C, FiFO—ALT 711
VATFLADNSENISON 774 IILICY VT AN ETOF>—TEF T,

FE X N7z Jaeger Remote Sampling TV A7V 3 V%A /= OpenTelemetry Collector
HARAY LYY —R

config: |
extensions:
jaegerremotesampling:
source:
reload_interval: 30s ﬂ
remote:
endpoint: jaeger-collector:14250 g

file: /etc/otelcol/sampling_strategies.json 6

receivers:
otlp:
protocols:
http:

exporters:
otlp:

service:
extensions: [jaegerremotesampling]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]
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9 Jaeger Remote Sampling A NS 7YV —7ONA F—ILEET BDDITY KRA VK,

g JSONHRDOHY Y TV IZARSTFI—BEEELO—AINLT 74 ILADIRR,

Jaeger Remote Sampling A A5 7T —7 71 L DA

{

}

3254 NR74A—XVATAT7AS—ITHVRTr>av

"service_strategies™: [
{
"service": "foo",
"type": "probabilistic”,
"param": 0.8,
"operation_strategies": [
{
"operation”: "op1",
"type": "probabilistic”,
"param": 0.2
b
{
"operation”: "op2",
"type": "probabilistic”,
"param": 0.4
}
]
2
{

"service": "bar",
"type": "ratelimiting",
"param": 5

}

1,

"default_strategy": {
"type": "probabilistic”,
"param": 0.5,
"operation_strategies": [

{
"operation": "/health",
"type": "probabilistic”,
"param": 0.0

b

{

"operation": "/metrics",
"type": "probabilistic”,
"param”: 0.0
}
]
}

Performance Profiler TV RF VY a VIEBRE, 77/ 0V—7 L Ea1—H#EOHER>TWET,
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Performance Profiler TV 27> 3 vIZ& Y, Go net/http/pprof T KR4 >~ KHABERICARY £,
ChIFBE, ARENINNT7 23270774V REL, Y—EXOBEEZRAET 2OICFERS
ni-a—c

Performance Profiler T X7 V> 3 VHE&E X iz OpenTelemetry Collector H A9 LY
vV—RA

o o o o

config: |
extensions:
pprof:
endpoint: Iocalhost:1777ﬂ
block_profile_fraction: 0 g
mutex_profile_fraction: 0 e
save_to_file: test.pprof ﬂ

receivers:
otlp:
protocols:
http:

exporters:
otlp:

service:
extensions: [pprof]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]

CDIVPRTFyavyNYvwRAVE3BITY RiRA > ~, localhost: AL TA—AHILTOMER
TIXBLDHICTBDD, """ AFHLTIRTORY NTDT—DA VY —TD A ATHERATETSELDIC
LE¥d., 77/ MElZ localhost:1777 T,

TOvFx Vv ITARY NO—ENTO 774 )V TEINBEIICEKELET, 7OT774 )V T5E
WICTBICIE,. CNEOFAITEDOERICKELE T, runtime /Sy —IZDWTIHE, FFa X
v ESBLTCEEIY, 774 MNMEIKXOTY,

TATIFANVITEINZIA—TFTYIRABREARVIND—EERELFT, TAT 7MY VT EE
MIZTBICIE, INEOFIFEDOEMERELZE T, runtime /Xy I —JICDWVWTIE, FFa A
v ESBLTCEEIY, 774 MNMEIXOTY,

CPUZTO7 74 I ERIFTD T 74 ILDEEI, Collector B’EENT 2 E. FTOT7 74 )V IHERIA
IhFEd, 7O774Y) v JIE. Collector DIRTEHI 7 7 A IVITRBEINE T,

3255 ANNVARFYIITIVRTYZaY

Health Check TV R 7> aVidRE, 77 /00— L Ea—#BEDHER>TVET,

Health Check TV X7~ ¥ a vid, OpenTelemetry Collector DRAFT—49 R&F v I § 57D
HTTPURL 21 LE T, TDIT VRT3 Vik, OpenShift @ liveness $ & U readiness 70— 7'
ELTEHEATEET,

NIVRAFTYIITYRATVY avhEEI N OpenTelemetry Collector AR LAY YV —2R
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config: |
extensions:
health_check:

endpoint: "0.0.0.0:13133" ﬂ

tls:
ca_file: "/path/to/ca.crt"
cert_file: "/path/to/cert.crt"
key_file: "/path/to/key.key"

path: "/health/status" 6

check_collector_pipeline: ﬂ

enabled: true
interval: "5m"
exporter_failure_threshold: 5 ﬂ
receivers:
otlp:

protocols:
http:

exporters:
otlp:
service:
extensions: [health_check]
pipelines:
traces:

receivers: [otlp]
exporters: [otlp]

NRAFTYIRT—IRERNRTZLHOD59 =5y NP7 RKLR, 7 4J)L K& 0.0.0.0:13133
T9,

TLS —N—IDERE, TLSEEAEADNNRAZEEH LTI, B LGS, TLSIZERNICAY
£

ANIVAF Ty IH—N—=D/IRR, T74IME/ T,

Collector /8 54 VDANIVAF vV HDHRE,

Collector /X TS5 A VY DANIVRF v V&BMMILES, 77 4J)L M false T,
R AR T 20/EBR. 774 MM 5m TY,

AVFF—DEKAE L TEETHZEN— IV INBEKBMOBDOLEWNE, 74 NI 5T,

OS9®200 ® 9

3.2.5.6.MemoryBallast TV X7 3>
MemoryBallast TV 27V aVIdRE, 77/ OV —TLEa1—HBEODHER>TVWET,

MemoryBallast TV R 7> avaFERTZE, 7FVr—2avid 7O ADAE) =N A MK
ETEXY,

Memory Ballast TV X7 V< a3 Y &R E X v /z OpenTelemetry Collector h X9 L) YV —2R
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config: |

extensions:
memory_ballast:
size_mib: 64
size_in_percentage: 20 9

receivers:
otlp:
protocols:
http:

exporters:
otlp:

service:
extensions: [memory_ballast]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]

AEY—NSRAMDYA XA MBEMUATHRELEFT, MANEEINTVWDIGE

I&. size_in_percentage D&Y HBEINE T,

AEY—NSZAPMNEREHAEY —IIW{TEN—ET—Y (1-100) & LTHRELET, aVT

F—EINYERRMNRIEZYR—MLET,

3.25.7.zPages TV RAF7> 3V

zPages TV AT avidRE, 77 /0L Ea—#BEDHER>TVWET,

zPages TV ATV avid, zPages ZIRET 2TV RAT VI 3 VICHTTPI Y RRA Y ME2RRHLE
T TVRRAVITIE, TOITIVRATVYavid, A VAMVAY NINEZOAVER=—RV METN\Y
T304 TTFT—9%RMHELET, IRTODATIIRAR=FY—&LI—nN—F, —ZD

zPages 1 VA NMILAYTF—2a v aREELET,

zPages &, FL—RXPXAKN) IR %

MR B E T,

zPages TV A7 a VHREI iz OpenTelemetry Collector AR Y LAY Y —2R

46

config: |
extensions:
zpages:
endpoint: "localhost:55679" 0

receivers:
otlp:
protocols:
http:
exporters:
otlp:

service:

BARDIDICNY VTV RIIKEFET Z2RELN R, TOEAR
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extensions: [zpages]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]

‘D zPages 1R TZ HTTP TV RRA4 >V hEEE L F 7. localhost: Z{FH L TH— AL TDHE
ATE32L2IC20. """ EFRALTIRTORY NI—V (VI —T A RATHERATED LD
ICLET, 77 4L MiE localhost:55679 T4,

33. =4 v h7OT—4—

& —4y 7O —%—IE. OpenTelemetry Operator DA 7> 3> @aAVR—RY T, 704
X N7z OpenTelemetry Collector f Y AH VY AD 7)) — R NEEDR I LA TH =5y hETv—R{L
£9, §—4~ v b70O4s—%—I&. Prometheus PodMonitor & & U ServiceMonitor 7 X4 A1) YV —2
(CR) EBELET, #—F v 7O —49—DEWARIHEE. OpenTelemetry Operator A%, ¥ —%4 v b
7Oy —4—H%—ERITEKT 28574 Prometheus L ¥ —/3—I(C http_sd_config 7 1+ —JL K %3810
LExY,

¥—4y h7O—4%—hH%7E OpenTelemetryCollector CR Dl

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:

name: otel

namespace: observability
spec:

mode: statefulset ﬂ

targetAllocator:

enabled: true

serviceAccount: 6
prometheusCR:
enabled: true ﬂ
scrapelnterval: 10s
serviceMonitorSelector: 6
name: app1
podMonitorSelector:
name: app2
config: |
receivers:
prometheus: ﬂ
config:
scrape_configs: []
processors:
exporters:
debug:
service:
pipelines:
metrics:
receivers: [prometheus]
processors: []
exporters: [debug]
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2]
o

@ ®0

7]

/y_

=4y NTaT—4—hraWeBE. T704 XV M E— K% statefulset ICERET Z2HELH
L) i’a—o

Y=y hT7aAr—49—%8WLET, T 72/ NI false TG,
H—Fy NT7AT—F—FTOA AV NOY—ERTHI Y N, Y—EXRT7HD Y MIE, IN&E
INEAN)TRICSRIVEFEICERTET 57512, ServiceMonitor, PodMonitor H 24 A1)
V=R, BLUVZFOMDA TSI N2V SR —HINEBIET 57HDDRBAC "R ETY, T
7 # )L kDY —E X £IF <collector_name>-targetallocator T3,

Prometheus PodMonitor & & U ServiceMonitor h 29 L)Y —R EDFHEEEBHICLE T,

Prometheus ServiceMonitor h X9 L)Y —ADSRI)EZL I —, ZBOFFICTEE, TRT
DHY—EREZSI—HIEMITRYET,

Prometheus PodMonitor 1 X% L)Y —ADIRIILELIVH—, BOFFICTSE, TRXTD
Pod E=Z4—d"BMWITRY T,

=

&/NRDZED scrape_config: [ R EA 7> 3 ~ %#IE L /= Prometheus L ¥ —/3—,

Ty h7Or—4—57704 AV ME, Kubernetes API 2R LTI SRY—DoBELF T H

NEERRBLEYT, TDH, HAY LRBACERENNETT,

Hy—Hy h7Ar—9—DY—ERT7 AUV D RBACEE

48

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: otel-targetallocator
rules:
- apiGroups: ["]
resources:
- services
- pods
verbs: ["get", "list", "watch"]
- apiGroups: ['monitoring.coreos.com”]
resources:
- servicemonitors
- podmonitors
verbs: ["get", "list", "watch"]
- apiGroups: ["discovery.k8s.i0"]
resources:
- endpointslices

verbs: ["get", "list", "watch"]

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:

name: otel-targetallocator
roleRef:

apiGroup: rbac.authorization.k8s.io

kind: ClusterRole

name: otel-targetallocator
subjects:
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- kind: ServiceAccount
name: otel-targetallocator
namespace: observability

© 5 v hTOr—5—DY—ERTAY Y FOEH.

9 Y=y h7aT—89—DHY—ERXT AU MD namespace,
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lanllp P = = o > Sl
BABE A VANV AYT—2 3 VDERE

BF

OpenTelemetry 4 Y Z NV A Y F—2aVF ATV /0 —FLE2—DHDHEET
T, 70/0V—TLEa—#EElIE. RedHat BBYR— MDY —EXLRILT T —
AV KN (SLA) ODRRATHY, BENICERTIFARWEEDLHY £9, RedHat F, =
BERETINOGAFRIZIIEEHELTVWERA, 77 /0 -7 Ea—#EE
. RO MBELZVERCIRHL T, FARBREBTHREDT AN EZTWVWT 4 — K \y
JERBLTWEELSZEZBEMELTVWET,

RedHat D54 /Oy —7 L Eax1—#eEDyR— NEEICRET 23FMIE. 727/ 00—
T E1—#EDYR— MNEFE 2S8R LTI,

Red Hat build of OpenTelemetry Operatorld, 1 YA ML AV F— a3 VDREETEERT DNRAILY
Y —2%% (CRD) 7 7 A LAEBALE T,

4.1.OPENTELEMETRY 1 YA NI AV T— 3 VREA TV a Y

Red Hat build of OpenTelemetry Tl&. OpenTelemetry BEi4 Y A ML AV F—>a v 54 TS5) —%
77— 0—RIEALTRETEEY, BHIE. YOV Y ME. Go. Java. Nodejs. Python. .NET.
B L U Apache HTTP Server (httpd) B 5D A Y A MILAYTF—2 a3 v 54 TZ ) —DEAEHR— K
LTWEY,

OpenTelemetry DEEIM VA MILAYTF—>a v e, A—REFETERET IR, 7L—~4A
D=7 TV r—2aVvEBEMICA VA MNLAYT—2a Vs 28EEEELET, ThiliY. H
HECEEER, RMREOFHEBEEOI—RR—ZAADEET, 77V r—ya vICTgMsEA
TEDLIICRYET,

BF

Red Hat build of OpenTelemetry Operatorid, 41 YA ML AV F—23a V54 T35 —
DEAANZZXLDHEFR—MLETH, A VAMNAYT—=23V35314T3)—%
TYTRAN)—LAA=—DVREYR—PMLEEA, BERIIBBEBOA VA MLAYT—
AVAA=VHEINRTBZIEE, AI2a=ZT 14— A A=V BFHTZIEETEE
ER

AV AVANVAYTF—=2avFrToay

AYANMVAYTF—=2 3 v A T aviE, OpenTelemetryCollector H 24 L) Y —RATIREINE
ER

OpenTelemetryCollector H A9 LYY —R 774 ILDY > T

apiVersion: opentelemetry.io/vialphai
kind: Instrumentation
metadata:

name: java-instrumentation
spec:

env:

-name: OTEL_EXPORTER_OTLP_TIMEOUT
value: "20"
exporter:
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X5
&

FABAVAMAYT—2a VD

endpoint: http://production-collector.observability.svc.cluster.local:4317
propagators:

- w3c
sampler:

type: parentbased_traceidratio

argument: "0.25"
java:

env:

- name: OTEL_JAVAAGENT_DEBUG

value: "true"

F4.10perator A YA M A YT —2aVaEHT DLOICFERTEINTA—H—

TRTDAVAMAYT—2 3

I onv Vithk o TREET 2 HEOBE
171/1{’—7—@5&7@0
I exporter
J7ONTG—4—&, F7O&ZXE®D  tracecontext. baggage. b3
I propagators VT2 MeERELZEZELE . b3multi. jaeger. ottrace.
ERS none

)Y —ABHDRE.

I resource

YT U IERE,
I sampler

Apache HTTP Server 1 ~ X ML
I apacheHttpd AVTF—2 3 VDERE,

NETAVYAMILAYT—3 Y
I dotnet DERE,

GoAYVARNILAYT—2 3D
I go RE,

Java A YA NIV AV T—2 3y
I java DERE,

Nodejs 1 YA MILXVFT—2 3
I nodejs v DEEE,
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NG A—H — ShBA &

Python 41 YA MNILA Y FT—2 3
I python YV DERTE

4.1.2.Service Mesh TOA YA KMNILAYFTF—2 32 CRDER

Red Hat OpenShift Service Mesh T Y A MLXA Y F—a v hHRY LYY —R (CR) 5 ERT 254
(&, b3multi 7ANRT -5 —%FERETIBHENHY £,

4.1.2.1. Apache HTTP Server DBEI{4 Y A ML A Y F7—> 3 Y DFRE
4.2 .spec.apacheHttpd 7 1 —JL KD/ X —4F —
E:0] B FT74I b
Apache HTTP Server ICEBEDE
I attrs .
Apache HTTP Server 52 D5 /usr/local/apache2/conf
I configPath o
Apache HTTP Server IZEH DI
I env BEH.
Apache SDK & HE1A ~ R ML X
I image vr—yavEEakdvrit—

/f )(—9“0

AVEa—RN)Y—2DEH,
I resourceRequirements

Apache HTTP Server M/X— 3 2.4
I version Vo

FAEBWET B7-8HD PodSpec 7/ T —a YV

I instrumentation.opentelemetry.io/inject-apache-httpd: "true"

5

4122. NETHEIM VA MIVAYFT—a VDETE

X
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FABAVAMAYT—2a VD

X5

E:0] B4

| o
NETSDK EBEIM VA MULAYT—2avaEEAT:
I image AVTF—A A=Y,

NET ICEE DBRELH,

AVEa—RN)Y—2DEH,
I resourceRequirements

NETBEEA VARMLAYTF—2avDFE,. TIVAR—FDIY KRSV MHAMTICEREINTWS
BAIE. %EAD OTEL_EXPORTER OTLP_ENDPOINT BRIEBEZLH AR ET 2HEIHYET, NETH
A VANMLAYT—23VIET 7 4)0 NT http/proto ZFHA L. T LA KN)—F—4 (3 4318 R— b
ICERET 2MENDHY T,

FAEBWLT B7-8D PodSpec 7/ T —a YV
I instrumentation.opentelemetry.io/inject-dotnet: "true"
4123.Go BEM VA MLAYT—>a VD%

E:0] B4

| o
GoSDK & BEIM YA MILAYF—avafEarlk
I image AVTF—A A=,

Go ICEE DRIEEH,

AVEa—RN)Y—2RDEH,
I resourceRequirements

FAEBWLT B7-8HD PodSpec 7/ T —a YV
I instrumentation.opentelemetry.io/inject-go: "true"
OpenShift 7 5 A9 —® Go HE)M Y A ML AV F— 3 VICHELBINOHER

apiVersion: security.openshift.io/v1
kind: SecurityContextConstraints
metadata:

name: otel-go-instrumentation-scc
allowHostDirVolumePlugin: true
allowPrivilegeEscalation: true
allowPrivilegedContainer: true
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allowedCapabilities:
-"SYS_PTRACE"
fsGroup:

type: RunAsAny
runAsUser:

type: RunAsAny
seLinuxContext:

type: RunAsAny
seccompProfiles:
supplementalGroups:

type: RunAsAny

A

OpenShift 75 A9 —TGo BEIM VA NMILAYT—2 3 VOM¥ERZBERAT 27HD CLIOT YV KIER
DEHBYTY,

I $ oc adm policy add-scc-to-user otel-go-instrumentation-scc -z <service_account>

E

Xs

412.4. JavaBEIA YA MILAYT—23 VD

E:0] B4

| o
JavaSDK EBEIf VA MILAYT—2a v EGAT
I image AVTF—A A=,

Java ICE B DEREBELEEH,

AVEa—RN)Y—2DEH,
I resourceRequirements

FAEBWLT B/8HD PodSpec 7/ T —a v

I instrumentation.opentelemetry.io/inject-java: "true"

4.1.2.5.Node.js HEBIM VA ML AV FT—> a3 VDHRE
i Bl

Node js ICEHB DERIEZEH,

| o
NodejsSDK & BEIM VR ML AV T— 3 VEFEA
I image AVTF—AX—=Y,
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FABS A VANMAYT—2a VD

X5

E:0] B4

AVEa—R~N)Y—2DEH,
I resourceRequirements

FAEBWLT B7-8HD PodSpec 7/ 5T —a v

instrumentation.opentelemetry.io/inject-nodejs: "true"
instrumentation.opentelemetry.io/otel-go-auto-target-exe: "/path/to/container/executable”

instrumentation.opentelemetry.io/otel-go-auto-target-exe 7 / 57— 3 V&, BER
OTEL_GO_AUTO_TARGET_EXEIRIEZHDEEZBZREL X T,

4.1.2.6.Python HE)l1 YA ML AV T—> a Y DERE

X

E:0] B4

| o
Python SDK & BEIA Y A MLXA VT —S a V&L
I image AVFTF—AX—=Y,

Python ICEHE DRIREH.

AVEa—R~N)Y—2DEH,
I resourceRequirements

Python BElM4 Y A MILAYT—avDigHE. TIVRAR—I—DIY RRA Y MDATICEREINT
W3i541k. OTEL_EXPORTER_OTLP_ENDPOINT RIEBEZH AKX ET HZ2HEHNHY £, Python B
A VAMLAYT—23VIET 7 4)0 NT http/proto ZFH L. T LA KN)—F—4 (3 4318 R— b
ICERET2RENHYFET,

FAEBWET B7-8D PodSpec 7/ T —a v

I instrumentation.opentelemetry.io/inject-python: "true"

4.1.2.7. OpenTelemetry SDK ZH D%

Pod ® OpenTelemetry SDK Z#&. RDT7 / FT—>a v FHALTHRETZET,
I instrumentation.opentelemetry.io/inject-sdk: "true"

IRTCDT7/T7—2avidk, UTOEZZITANS ZEISERELTLEIWN,

true
namespace 54 ~ X MU Instrumentation ') YV —X&FAL XY,
false
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AVANMVAYT—=2 3 VIEVW>IWNEALEHA,
instrumentation-name

IRTED namespace SFEATBA VA RNILAYTF—2 30 1) Y —RADEEI,
other-namespace/instrumentation-name

BID namespace B 5EATEA VA MILAYTF—2a > )Y —RD4RI,
41.2.8. %)V FA Y7 7F— Pod

AVARNMUVAYTF—Yavid, Pod DERRICHE>TT 720 N THRIBAARIEEARZAO I Y T+ —ETET
IhFEd, BAICL>TIE, FADY—F Yy NAVFF—2BETDHIEEHETETET,

Pod®D7/7—>3aY
I instrumentation.opentelemetry.io/container-names: "<container_1>,<container_2>"

pa 3

GOBFMA VANMNILAYTF—a vk, AV FFHF—0OBEA VANLAYTF—Y 3 Y
FAEHR—MLTVWEHA,
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B5E NL—REX N2 X% OPENTELEMETRY COLLECTOR
CXEET B

Red Hat build of OpenTelemetry v 7 v 7L THEAL. hL —X% OpenTelemetry Collector &

7ol TempoStack ICEETEF 7,

Obpel_wa'_l'elemetry Collector ~AD ML —REX MYV ZDEEFF. Y14 RA—FADOEREICHIDSTH

BETY,

514 RA—FAEFEALTAL—REAXANY Y X% OPENTELEMETRY
COLLECTOR ICZIET B

Y4 RAH—FA%EEERAL T, OpenTelemetry Collector f Y 28 YV AADT L X N —F—4 DiES
Ty N7y T TEET,

%

lll[

Red Hat build of OpenTelemetry OperatorCld, 7704 XY 7= 0O—RADH A RA—FA L&,
OpenTelemetry Collector ICT L X M) —=F =9 % XETB/DDA VAN AYT— 3V DB
ENFRETT,

AR

® Red Hat OpenShift distributed tracing platform (Tempo) #*41 > X h—JL & 1. TempoStack 1
VA VAT TOMAINTWS,

e Web 3V —JLE7IE OpenShift CLI (o¢) #EH LTI SRAY—ICF VA TE 3,

o cluster-admin A—JLZFDV SRV —BEEE L TWeb VY —)bicAZ4 LTV
R

o cluster-admin O— L&DV 5 X4 —EEEIZL 57 VT 1 773 OpenShift CLI (oc)
Ty al,

o Red Hat OpenShift Dedicated = {#f ¥ %355 |3 dedicated-admin O— )L Z&F D27 HD v
Mo

FIR

1. OpenTelemetry Collector 1 Y24 2D 7OV Y N aERLET,

apiVersion: project.openshift.io/v1
kind: Project
metadata:

name: observability

2. U—ERT7HO Y MEERLET,

apiVersion: vi
kind: ServiceAccount
metadata:
name: otel-collector-sidecar
namespace: observability

3. k8sattributes & & U resourcedetection 7Ot v H—DHERE Y —ERXT7HD Y M5 LE
-a—o
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apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRole

metadata:
name: otel-collector

rules:

- apiGroups: [, "config.openshift.io"]
resources: ["pods", "namespaces”, "i
verbs: ["get", "watch", "list"]

apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRoleBinding

metadata:
name: otel-collector

subjects:

- kind: ServiceAccount
name: otel-collector-sidecar
namespace: observability

roleRef:
kind: ClusterRole
name: otel-collector
apiGroup: rbac.authorization.k8s.io

4. OpenTelemetry Collector 44 KAh—& LTF77O4 LE T,

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: observability
spec:
serviceAccount: otel-collector-sidecar
mode: sidecar
config: |
serviceAccount: otel-collector-sidecar
receivers:
otlp:
protocols:
grpc:
http:
processors:
batch:
memory_limiter:
check interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
resourcedetection:
detectors: [openshift]
timeout: 2s
exporters:
otlp:
endpoint: "tempo-<example>-gateway:8090" 0
tls:
insecure: true
service:
pipelines:

58
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traces:
receivers: [jaeger]
processors: [memory_limiter, resourcedetection, batch]
exporters: [otlp]

ﬂ ZhiE. <example> Tempo Operator Z A L T7 704 I TempoStack 1 ¥ X 4
VADT—hT A &5BLETS,

5. otel-collector-sidecar Y —EX7hHo Y hAFARALTT7OA4 A Y M EERLE T,

6. sidecar.opentelemetry.io/inject: "true" 77 / 7—3 3 >~ % Deployment = 7> = - MIEML
9, chiZkY, 7—20— KH5 OpenTelemetry Collector 1 R4 ¥ AIZT —4 % iE(F
TREDICHEBERIRTORREHNFEAINET,

52.04 RA—3FAEFAETICML—REXN) IR %E
OPENTELEMETRY COLLECTOR ICE(ET 2

YA RA—FAEFERAETIC. 7L XA MY —FT—%% OpenTelemetry Collector 1 ¥ 24 ¥ ZITEFET
2EIICEY NPy TTEET, ThiZE, WSO DEBEEZHAFEH CTRETILENHY ET,
[} =355

® Red Hat OpenShift distributed tracing platform (Tempo) #*41 > X h—JLE 1. TempoStack 1
VA VAT TOMAINTWS,

e Web YV —JLFE I OpenShift CLI(oc) ZERA LTI S RI—ICT7 IV EATE %,

o cluster-admin A—JLZFDV SRV —BEEE L TWeb VY —)bicAZ74 LTV
R

o cluster-admin O— L&DV 5 X4 —BEEEIZL 57 U T 1 773 OpenShift CLI (oc)
Ty al,

o Red Hat OpenShift Dedicated = {# ¥ %355 (3 dedicated-admin O— )L Z&F D27 HD v
Mo

FIR

1. OpenTelemetry Collector 1 Y24 2D 7OV Y N aERLE T,

apiVersion: project.openshift.io/v1
kind: Project
metadata:

name: observability

2. Y—ERT7HO YV MEERLET,

apiVersion: vi

kind: ServiceAccount

metadata:
name: otel-collector-deployment
namespace: observability
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3. k8sattributes & & U resourcedetection 7Ot v H—DHEREH—ERXT7HO Y M5 LE
_a_o

apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRole

metadata:
name: otel-collector

rules:

- apiGroups: [, "config.openshift.io"]
resources: ["pods", "namespaces”, "i
verbs: ["get", "watch", "list"]

apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRoleBinding

metadata:
name: otel-collector

subjects:

- kind: ServiceAccount
name: otel-collector
namespace: observability

roleRef:
kind: ClusterRole
name: otel-collector
apiGroup: rbac.authorization.k8s.io

infrastructures”, "infrastructures/status"]

4. OpenTelemetryCollector 1 X% L)) — X %{FF L T OpenTelemetry Collector 1 > X4
REF7O4 LET,

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: observability
spec:
mode: deployment
serviceAccount: otel-collector-deployment
config: |
receivers:
jaeger:
protocols:
grpc:
thrift_binary:
thrift_compact:
thrift_http:
opencensus:
otlp:
protocols:
grpc:
http:
zipkin:
processors:
batch:
k8sattributes:
memory_limiter:
check interval: 1s
limit_percentage: 50
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spike_limit_percentage: 30
resourcedetection:
detectors: [openshift]
exporters:
otlp:
endpoint: "tempo-<example>-distributor:4317" ﬂ
tls:
insecure: true
service:
pipelines:
traces:
receivers: [jaeger, opencensus, otlp, zipkin]
processors: [memory_limiter, k8sattributes, resourcedetection, batch]
exporters: [otlp]

ZhiE. <example> Tempo Operator Z A L T7 704 I TempoStack 1 ¥ X 4
VADT—hT A &5BLET,

5, AVAMNIAY MESW AT T ) r—yavaERALTCIY T F—ICBREBEEHERELET,

EA:0) ShBA F 74 MéE

service.name ') vV —X @M
OTEL_SERVICE NAME OfEZREL Y.

A7 avTRELELR—b https://localhost:4317
OTEL EXPORTER OTL ®&SZ®EO2Y 7 FILEDO~N—
P_ENDPOINT ATV KR4~ b URL,

gRPC I ZA4 7V D TLSER https://localhost:4317
OTEL _EXPORTER OTL GEEWDEIAET 7 1 ILAD
P_CERTIFICATE IRZ,

ML—RICERIhZH VT parentbased_always_on

OTEL_TRACES_SAMPL 7
ER

OTLP TV RAR—4—DrZ>  grpc
OTEL_EXPORTER_OTL AR—ht7a kI,
P_PROTOCOL

OTLP TV R:IR—4 —HL/Xv  10s
OTEL_EXPORTER_OTL FIVAR—M2RFHT 2%
P_TIMEOUT NN
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EA:0) Ei:]
gRPC U U TR NDYISAT Y
OTEL_EXPORTER_OTL NSV RR—bEF2)
P_INSECURE T4 —%ENLET,

HTTPS RF¥—<IFIn%z#4—
/“_54 Fbij—o

F 74 MéE

False



e
wi

FBOEBERAIYIICA M) VR EEEFT D00

BFBOE BRI Y IIIARN) VR EZEET D-DDEKRTE

OpenTelemetry Collector 7R % &s1) YV — 2R (CR) I&, Collector /XA TS5 4 VXA N U R EBFMA
Prometheus TV R7/R—% —% U L 4 79 %7=HD Prometheus ServiceMonitor CR = Ef{$ % &£ 5
IKERETEET,

Prometheus T4 RA:R—4 —% [ L 7= OpenTelemetry Collector h X4 L 1) YV —Z Dl

spec:
mode: deployment
observability:
metrics:
enableMetrics: true ﬂ
config: |
exporters:
prometheus:
endpoint: 0.0.0.0:8889
resource_to_telemetry_conversion:
enabled: true # by default resource attributes are dropped
service:
telemetry:
metrics:
address: ":8888"
pipelines:
metrics:
receivers: [otlp]
exporters: [prometheus]

@ -LU9—OREBARYIRIY KRS Y b & Prometheus TV ZK—8 =2 k7 2TV KA
v M%&ER%Y LA 79 % Prometheus ServiceMonitor CR % /Ef 3 % & S IC Operator #58&E L &
T, X MNY DU RIE OpenShift EZF YV TRE Y VICREINET,

HBWNE, FEITYERK L 7= Prometheus PodMonitor % {9 % &. Prometheus DRV LA BV J'
ICBMINEZEELLESNILEHIRT 2L, flirWEIHETY ZEATEET,

Collector A NV ARV LA TFTBLIICERRY v I %%ET S PodMonitor H A4 L)
Y — 20

apiVersion: monitoring.coreos.com/v1
kind: PodMonitor
metadata:
name: otel-collector
spec:
selector:
matchLabels:
app.kubernetes.io/name: “<cr_namex>-collector’ ﬂ
podMetricsEndpoints:
- port: metrics 9
- port: promexporterg
relabelings:
- action: labeldrop
regex: pod
- action: labeldrop
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regex: container
- action: labeldrop
regex: endpoint
metricRelabelings:
- action: labeldrop
regex: instance
- action: labeldrop
regex: job

OpenTelemetry Collector AR % L)V — XD &Hi,

®9

OpenTelemetry Collector DHEB X b 1) 7 RR— K DRI, TDR— M&IE,
9,

o

OpenTelemetry Collector @ Prometheus T2 R R—4 —R— b DHAH],

64
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$F73 TEMPOSTACK A®D b L — A DiRxE

857% TEMPOSTACK ~D b L — 2 D85
TempoStack ~N®D b L — 2 DEREERET 5 ICIE. OpenTelemetry Collector 27 704 L THREL &
¥, BEIhAZ Oy —, LY—N"— ITVRR—%—%FEHAL T. OpenTelemetry Collector %

TTOAMAY N E—RTTTOMTEEY, TOMDE— FNIZDOWTIE. BEEHR ICREINE) V)
%{FA L T, OpenTelemetry Collector KF¥Fa XY hESRBL T LI,

([} =35
® Red Hat build of OpenTelemetry Operator®’f Y Z h—JILINTW3,
® Tempo Operator B4 Y Z h—J)LINTW 3,

® TempoStack B’V S R4 —IC7 704 I TW3,

FIR

1. OpenTelemetry Collector DY —ERX7H oY MEEKLF T,

ServiceAccount Ol

apiVersion: v1i
kind: ServiceAccount
metadata:
name: otel-collector-deployment

2. U—ERT7HADV VMDY SRS —O—LEFERLET,

ClusterRole Ol

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: otel-collector
rules:

8

- apiGroups: [, "config.openshift.io"]
resources: ["pods", "namespaces”, "infrastructures”, "infrastructures/status”]

verbs: ["get", "watch", "list"]

Q k8sattributesprocessor (Cl&. Pod & & U namespace 1) V — R ICKH T ZHERNHET
ER

resourcedetectionprocessor ICld, 1 V7 SRANTVF v —ERT—9 RIIT T BHER
NBETT,

3 VSR —O—IEY—ERTHIY MINIYRLET,
ClusterRoleBinding Dl

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
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metadata:
name: otel-collector
subjects:
- kind: ServiceAccount
name: otel-collector-deployment
namespace: otel-collector-example
roleRef:
kind: ClusterRole
name: otel-collector
apiGroup: rbac.authorization.k8s.io

4. YAML 7 7 14 L% {ER L CT. OpenTelemetryCollector 1 X% L)Y —Z (CR) 5 E&L £,

OpenTelemetryCollector M4l

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
spec:
mode: deployment
serviceAccount: otel-collector-deployment
config: |
receivers:
jaeger:
protocols:
grpc:
thrift_binary:
thrift_compact:
thrift_http:
opencensus:
otlp:
protocols:
grpc:
http:
zipkin:
processors:
batch:
k8sattributes:
memory_limiter:
check interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
resourcedetection:
detectors: [openshift]
exporters:
otlp:
endpoint: "tempo-simplest-distributor:4317" ﬂ
tls:
insecure: true
service:
pipelines:
traces:
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receivers: [jaeger, opencensus, otlp, zipkin] g
processors: [memory_limiter, k8sattributes, resourcedetection, batch]
exporters: [otlp]

ﬂ Collector TV R R—4% —Id, OTLP 2TV RR— T B LI ICREIN, {EEHD
Tempo T4 ANYE2—49—ITV RKRA Y M (ZDHITIE "tempo-simplest-
distributor:4317") 25 L £ 7,

9 Collector . Jaeger b L—2Z, OpenCensus 7’0 k JJLIEHE D OpenCensus b L — X,
Zipkin 70 b 3 JLEEREB® Zipkin FL—X, 8LV GRPC 7O M JJLRHD OTLP b L —
ADLY—N—%EALTREINET,

B
tracegen 7 A L& LTF7OM4 TEE Y,

apiVersion: batch/v1
kind: Job
metadata:
name: tracegen
spec:
template:
spec:
containers:
- name: tracegen
image: ghcr.io/open-telemetry/opentelemetry-collector-contrib/tracegen:latest
command:
- ".Jtracegen"
args:
- -otlp-endpoint=otel-collector:4317
- -otlp-insecure
- -duration=30s
- -workers=1
restartPolicy: Never
backoffLimit: 4

BIER R

® OpenTelemetry Collector RF a2 X2 b

e GitHub ETOF7O4 X Ml
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%82 OPENTELEMETRY COLLECTOR X MY U R DEZE

OpenTelemetry Collector 1 Y RV ADA MYV RETS5— M eBMETEET,

AR

o I—H—FHTAVIVMDEZS ) VINIFIRAI—THEMIIN TN,

FIR

® OpenTelemetry Collector 1 Y AH VY AM X MY U A %BHITT BIC
I&. spec.observability.metrics.enableMetrics 7 1+ —JL K% true ICERE L X,

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:

name: <name>
spec:

observability:

metrics:
enableMetrics: true

WREE
Web 3>V —JL®D Administrator E21 —%Z2 AL T, ERBICREINLIEZHERTIET,
® Observe - Targets ICF8E) L. Source:User T7 4L ') >4 LT, opentelemetry-

collector-<instance_name> XD ServiceMonitors DA T7—49 AN Up TH 5 I & AL
xY,

BIER R

o 1I—H—EHSOVIIMDE=Y ) VI DEMIE
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BOBEHEHDYI R —H 5 DOEBANLT— 5 INE

FIOEEHDI R =L DORERMET — 5 INE

RIVFU SR —BREDHZE. VE—NIFAHZ—T&IZ1DD OpenTelemetry Collector 1 ¥ 24 >
ZEERLTHE, TRTDTLARMN)—FT—4%1DD OpenTelemetry Collector 1 ¥ 24 > R |lER
ETEET,

AR
® Red Hat build of OpenTelemetry Operator®*f Y Z h—JLINTW3,
® Tempo Operator B4 Y Z h—J)LINTW3,
® TempoStack f YRH VAN ZRAH—IIF7TO1INhTW3,

o ZIBRE (Issuer., B2 ERIAE. CAissuer. 7547V &Y —N—DFIRE) AT TV b X
nTWa, TNSDIREOVT NN EEKT ZICIE,. FIB1EZSRLTLEIW,

FIR

1. OpenTelemetry Collector 1 Y 2% ¥ AITRDEEAEZEZY VY ML, TTICTT Y MIATWL
ZIAEZEB L X7,

a. Red Hat OpenShift @ cert-manager Operator % L TEEEAZ % £ M T % Issuer

apiVersion: cert-manager.io/v1
kind: Issuer
metadata:

name: selfsigned-issuer
spec:

selfSigned: {}

b. BECERNRE

apiVersion: cert-manager.io/v1
kind: Certificate
metadata:
name: ca
spec:
isCA: true
commonName: ca
subject:
organizations:
- Organization # <your_organization_name>
organizationalUnits:
- Widgets
secretName: ca-secret
privateKey:
algorithm: ECDSA
size: 256
issuerRef:
name: selfsigned-issuer
kind: Issuer
group: cert-manager.io

c. CAissuer
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apiVersion: cert-manager.io/v1
kind: Issuer
metadata:
name: test-ca-issuer
spec:
ca:
secretName: ca-secret

d 9347 MY —N—0D:ERE

apiVersion: cert-manager.io/v1
kind: Certificate
metadata:
name: server
spec:
secretName: server-tls
isCA: false
usages:
- server auth
- client auth
dnsNames:
- "otel.observability.svc.cluster.local" ﬂ
issuerRef:
name: ca-issuer
apiVersion: cert-manager.io/v1
kind: Certificate
metadata:
name: client
spec:
secretName: client-tls
isCA: false
usages:
- server auth
- client auth
dnsNames:
- "otel.observability.svc.cluster.local" 9
issuerRef:
name: ca-issuer

ﬂ H—/X— OpenTelemetry Collector 1 Y 249 Y ADY IILNN—IIX v TINDBIERER
DNS&D') R K,

9 2754 7> b OpenTelemetry Collector 1 Y 29 YV ZAD YV ILIN—IIX Y TINDIERE
WDNSHDY R b,
2. OpenTelemetry Collector 1 Y 29 Y ADY—ERTHD Y MEERLET,

ServiceAccount DOl

apiVersion: vi
kind: ServiceAccount
metadata:
name: otel-collector-deployment
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3 —ERTAV VMDY SR —O—LVEFERLET,

ClusterRole Ol

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: otel-collector
rules:

8

- apiGroups: [, "config.openshift.io"]

resources: ["pods", "namespaces”, "infrastructures”, "infrastructures/status”]

verbs: ["get", "watch", "list"]

Q k8sattributesprocessor (CId. Pod & namespace ) YV —RIC T BHERNABETT,

resourcedetectionprocessor ICl&, 1 V7 SRANTVF v —ERT—F R T BHER
NBETY,

4. VS R9—0O—)IeY—EXF7AT Y MINA VY RLET,
ClusterRoleBinding Dl

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: otel-collector
subjects:
- kind: ServiceAccount
name: otel-collector-deployment
namespace: otel-collector-<example>
roleRef:
kind: ClusterRole
name: otel-collector
apiGroup: rbac.authorization.k8s.io

5 YAML 7 74 )L&E{ERR LT, TvP 9> RX4—T OpenTelemetryCollector 71 X% LY YV —2X
(CR)EE&HLET,

ITv 95 R4Y—HD OpenTelemetryCollector 1 X4 L1) V —ZDHI

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: otel-collector-<example>
spec:
mode: daemonset
serviceAccount: otel-collector-deployment
config: |
receivers:
jaeger:
protocols:

71



OpenShift Container Platform 4.15 Red Hat build of OpenTelemetry

grpc:
thrift_binary:
thrift_compact:
thrift_http:
opencensus:
otlp:
protocols:
grpc:
http:
zipkin:
processors:
batch:
k8sattributes:
memory_limiter:
check interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
resourcedetection:
detectors: [openshift]
exporters:
otlphttp:
endpoint: https://observability-cluster.com:443 ﬂ
tls:
insecure: false
cert_file: /certs/server.crt
key_file: /certs/server.key
ca_file: /certs/ca.crt
service:
pipelines:
traces:
receivers: [jaeger, opencensus, otlp, zipkin]
processors: [memory_limiter, k8sattributes, resourcedetection, batch]
exporters: [otlp]
volumes:
- name: otel-certs
secret:
name: otel-certs
volumeMounts:
- name: otel-certs
mountPath: /certs

ﬂ Collector TV R R—4% —Id, OTLPHTTP Z#TVRAR— P T B LDICEREINTH Y.,
RY ZRH—hH5 OpenTelemetry Collector 235 L £ 7,

6. YAML 7 7 1 JL&EER L T, RS 5 24 —I|Z OpenTelemetryCollector 1 X% L1) YV —2R
(CRYEE&HLET,

thft 4/ 5 2 4 —®d OpenTelemetryCollector 1A% LAY Y —ZDHI

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:

name: otlp-receiver

namespace: observability
spec:
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mode: "deployment”
ingress:
type: route
route:
termination: "passthrough"
config: |
receivers:
otlp:
protocols:
http:
tls:
cert_file: /certs/server.crt
key_file: /certs/server.key
client_ca_file: /certs/ca.crt
exporters:
logging:
otlp:
endpoint: "tempo-<simplest>-distributor:4317" g
tls:
insecure: true
service:
pipelines:
traces:
receivers: [otlp]
processors: []
exporters: [otlp]
volumes:
- name: otel-certs
secret:
name: otel-certs
volumeMounts:
- name: otel-certs
mountPath: /certs

ﬂ Collector L ¥ —/N—(Tid. RADFIEICY A NINTWBARENIBLETT,
@ Collector TV RK—5—I&, OTLP £T Y AR~ hF B LS ICREI N, Tempo 71 X

N)Ea—4ITV R4V MNEEELET, ZOFITIE. Zhid "tempo-simplest-
distributor:4317" T. 9 TIERINTVLET,
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2510Z%Z RED HAT BUILD OF OPENTELEMETRY ® k5 7L 2 —
TAVYT

OpenTelemetry Collector DNV A ZBIE L, T—49 OEYIAAICEAT 2BEEAET 2 HEISERDH

YEd,

10.1. OPENTELEMETRY COLLECTOR O 7 D EF

OpenTelemetry Collector DAV ZBG 9 2 IC1E. LTFOFIRZERTLF T,

¥
1. OpenTelemetryCollector 1 X% L)Y —RZ (CR) CEETHZOJ7LRILERELZET,

config: |
service:
telemetry:
logs:
level: debug 0

Q Collector O LN, HR—FMINTWBEICIE, info, warn, error. Z7zi& debug
NEFENEY, 774/ M info TT,

2.oclogs A~ RFE/klEWeb VY —ILEFHALTOVEZREBLET,

10.2. X M) U ZADRH

OpenTelemetry Collector (&, B L/=T—4F R a—LICETEIAN) IV REZRALET, RO A
NI XARNY I Z2BLTATYTFILBICINTVWETH, UTFRERARXVEADA NV RTY,

otelcol_receiver_accepted_spans
A TSAVICEEIL Ty aX3hiRRRVDH,
otelcol_receiver_refused_spans
A TSAVIITY I 2aTERD LRIV DE,
otelcol_exporter_sent_spans
SEIEICIERISEF INL RNV DL
otelcol_exporter_enqueue_failed_spans
EEF1—ITEMTERD > RNV D,

Operator l&. X M) I RITY RKRA Y NDRY LA FI{ERATE % <cr_name>-collector-monitoring
FLAMNY—H—EREERLET,

FIa
1. OpenTelemetryCollector 1 2% L) YV —RITRDITEEMLT, FLAKN)—H—ER%EH
MICLET,
config: |
service:
telemetry:
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metrics:
address: ":8888" ﬂ

Q IR Collector DX Y Z AN RNEINDZ 7 KL R, &7 4L kI :8888 T,

1. IR— MERECollector Pod AT 2ROIAT Y REETLT, A NYIRERELEY,

I $ oc port-forward <collector_pod>

2. http:/localhost:8888/metrics TX M) VATV RRA VY MIT IV EALET,

103. 7Ny JT I AR—=4—
IRES NI T — 5 EEERMAICT I AR— h T 2L TNy ITIAR— I —ERETE T,

FIR

1. OpenTelemetryCollector 1 29 L)YV —R %= RDELDICEELF T,

config: |
exporters:
debug:
verbosity: detailed
service:
pipelines:
traces:
exporters: [debug]
metrics:
exporters: [debug]
logs:
exporters: [debug]

2.0oclogs Y Y RELEWeb AV Y —ILEFERLT, OV ZRERENICTIAR—MLET,
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5511% DISTRIBUTED TRACING PLATFORM (JAEGER) »* 5 RED
HAT BUILD OF OPENTELEMETRY D17

BF

Red Hat OpenShift 08I b L —> > F TS5y N7 #— L4 (Jaeger) (&, FEHERDHEET
T FEHEDMLEEIZKIR & L T OpenShift Container Platform ICEEhTH Y. 5l X
THR—FINFTTH, FEROSEDY ) —RATHBRIN 2D, FIRT 7O A
NTOFERIIHEEINIEA,

OpenShift Container Platform TIHE E R > 72 BRI N ELRBEORHTO—EIC
DWTIE, OpenShift Container Platform 1) 1) —X / — ~ D JEHERS L CHIBR X h 7=
BtV avaSRLTIEIV,

7 7Y 4r—< 3 VT Red Hat OpenShift distributed tracing platform (Jaeger) 29 TIZEA L TW 315
Al OpenTelemetry #—7> vV —270OY =49 MIED < Red Hat build of OpenTelemetry IZF1T
TEEY,

Red Hat build of OpenTelemetry (&, 28> A7 ATOAERIMEAIRET 272OD AP, 51475
J— I—=YzVh BEPAVRAMAYT=2a 0Dty MERBEL £T, Red Hat build of
OpenTelemetry IZ& F 115 OpenTelemetry Collector (&, Jaeger 7O ML EZERYADH B D, 77
)r—>avDSDKZEET2uBEEHY THA,

distributed tracing platform (Jaeger) 5 Red Hat build of OpenTelemetry IC#179 %11, L —2X
HY—LLRAICLR— KT B LT OpenTelemetry Collector E 7 7Y —> 3V RETIHLELDH
YEF, B4 RA—BLUPHY A RA—LRTFTT7OM AV N EBITTEET,

11.1. DISTRIBUTED TRACING PLATFORM (JAEGER) »* 5. ¥4 KA—D
& % RED HAT BUILD OF OPENTELEMETRY ~D#17

Red Hat build of OpenTelemetry Operatorid, 704 XY hT7—oO—RK~ADHY A1 RA—FA%Y
R— K LTW37®, distributed tracing platform (Jaeger) %4 K7 —»"5 Red Hat build of
OpenTelemetry ¥4 RA—ICHITTEET,

([} =355
® Red Hat OpenShift distributed tracing platform (Jaeger) B9 S 24 —THERAINTW 5,

® Red Hat build of OpenTelemetry 1 Y A h—JLEINT W3,

FIR

1. OpenTelemetry Collector 44 RA—& LTHRELF T,

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:

name: otel

namespace: <otel-collector-namespace>
spec:

mode: sidecar

config: |

receivers:
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jaeger:
protocols:
grpc:
thrift_binary:
thrift_compact:
thrift_http:
processors:
batch:
memory_limiter:
check interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
resourcedetection:
detectors: [openshift]
timeout: 2s
exporters:
otlp:
endpoint: "tempo-<example>-gateway:8090" 0
tls:
insecure: true
service:
pipelines:
traces:
receivers: [jaeger]
processors: [memory_limiter, resourcedetection, batch]
exporters: [otlp]

Q DIV RKRA Y ME. <example> Tempo Operator 2R L TF 704 I hic
TempoStack 1 YR VY ZADF—b o x4 %#¥BLET,

TV —2avaRTI5ODY—ERT7HT Y NEEKRLEFT,

apiVersion: vi
kind: ServiceAccount
metadata:

name: otel-collector-sidecar

—HDOty Y —CRELHERDLZODISRAY—O—ILEFERLET,

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole

metadata:

name: otel-collector-sidecar

rules:

- apiGroups: ["config.openshift.io"]
resources: ["infrastructures”, "infrastructures/status"]
verbs: ["get”, "watch", "list"]

resourcedetectionprocessor IClE. 1 VI SANZIVFv—EA VT SRANI IV Fv—/
AT—H RN T 2HERDPBETT,

4. ClusterRoleBinding = /Ef L CT. Y—EX7H VY NOMEREZHREL XTI,
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apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:

name: otel-collector-sidecar
subjects:
- kind: ServiceAccount

name: otel-collector-deployment

namespace: otel-collector-example
roleRef:

kind: ClusterRole

name: otel-collector

apiGroup: rbac.authorization.k8s.io

5. OpenTelemetry Collector %4 RAh—& LTF7O4 LE T,

6. Deployment # 72 = 7 b H 5 "sidecar.jaegertracing.io/inject": "true" 7 / 7—3 3 & Hl
BRe B ET, FAINK JaegerAgent 27 T ) r—2a v hSHIBRLET,

7. sidecar.opentelemetry.io/inject: "true" 77/ 7—2 3 V% Deployment £ 72 =V b D
.spec.template.metadata.annotations 7 1+ —JL KIZ:EHI L T, OpenTelemetry 14 KA —®D
BEFEAZEMILET,

8. R LIcH—ERTAD Y NET TV r—2av07F7a4 XA MERALET, 25932
ET, 7AEYH—RELWEREZRBLT AL —RIEMTE Y,

11.2. DISTRIBUTED TRACING PLATFORM (JAEGER) "84 RA—7& L
M RED HAT BUILD OF OPENTELEMETRY ~ND#17

H4 RA—%F 70487, distributed tracing platform (Jaeger) H* % Red Hat build of
OpenTelemetry ICRBITTE XY,

(1} =355
® Red Hat OpenShift distributed tracing platform (Jaeger) B9 S 24 —THERAINTW 3,

® Red Hat build of OpenTelemetry 1 Y A h—JLEINT W3,

FIR

1. OpenTelemetry Collector 7 704 A~ M &REL £7,

2. OpenTelemetry Collector D7 7O %&&R2 7OV MR LET,

apiVersion: project.openshift.io/v1
kind: Project
metadata:

name: observability

3. OpenTelemetry Collector 1 Y R YV R %= ETT2DDY—ERTHO Y M LF T,
apiVersion: vi

kind: ServiceAccount
metadata:
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name: otel-collector-deployment
namespace: observability

4. Oty Y —ICHBELRERERET 272ODI 7R —O—ILaERLET,

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: otel-collector
rules:

8

- apiGroups: [, "config.openshift.io"]
resources: ["pods", "namespaces”, "infrastructures”, "infrastructures/status”]
verbs: ["get", "watch", "list"]

Q k8sattributesprocessor (Zl&. pods & & U namespace ') VYV — R BHERISHET
ER

9 resourcedetectionprocessor |C (3. infrastructures & & U infrastructures/status (%t
T LERNBETT,

5. ClusterRoleBinding Z/Ef L T. ¥—EX7HV Y FO¥EREZFZRELF T,

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: otel-collector
subjects:
- kind: ServiceAccount
name: otel-collector-deployment
namespace: observability
roleRef:
kind: ClusterRole
name: otel-collector
apiGroup: rbac.authorization.k8s.io

6. OpenTelemetry Collector 1 ¥ 24~ A& ER L £ ¢,

R

Z DCollector I&, b L —R% TempoStack f Y AH YV AICT YV AR—KLF
9, RedHat Tempo Operator Z {8 L T TempoStack 1 ¥ 24 > X & {ER L.
ELWIVRRAV MNEERET Z2HENHY T,

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: observability
spec:
mode: deployment
serviceAccount: otel-collector-deployment
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config: |
receivers:
jaeger:
protocols:
grpc:
thrift_binary:
thrift_compact:
thrift_http:
processors:
batch:
k8sattributes:
memory_limiter:
check interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
resourcedetection:
detectors: [openshift]
exporters:
otlp:
endpoint: "tempo-example-gateway:8090"
tls:
insecure: true
service:
pipelines:
traces:
receivers: [jaeger]
processors: [memory_limiter, k8sattributes, resourcedetection, batch]
exporters: [otlp]

7. NL—RIT Y KR4~ KM% OpenTelemetry Operator ICIEE L £

8. ML—R%ET Y —avhb Jaeger ICEEI YV RAR—NT2HEIE. APITY KRSV b
% Jaeger TV KR4 ¥ M H5 OpenTelemetry Collector T KR4 ¥ MZEE LT,

Golang Z{#f 9 % jaegerexporter Ch L —R% T AR— M § BI5E5DHI
I exp, err := jaeger.New(jaeger.WithCollectorEndpoint(jaeger.WithEndpoint(url))) ﬂ

ﬂ URL & OpenTelemetry Collector API T~ RiR4 > M &L £ T,
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2512% RED HAT BUILD OF OPENTELEMETRY D &7

N—=IarDT7yv T L—RKDIHBA. RedHat build of OpenTelemetry Operatorld Operator Lifecycle
Manager (OLM) 2R L £9, Ihik. V5 RF—HN®D Operator DA Y A h—Jb, 7y FTL—K,
BLVO—IR—ADT U RHIE (RBAC) #HIEH L £ 9

OLM i&. 77 #JL b T OpenShift Container Platform TE{TI N ¥ 9., OLM I&FI R84 Operator
DYLT)—%A4 VA KN=)LENT Operator D7 v T L —RKREERTLE T,

Red Hat build of OpenTelemetry OperatorhB#Ht L WA= 3 LTy T L —REh3d &, BETE

fTH D OpenTelemetry Collector 1 ¥ 248 ¥ AN X F v+ XN, Operator DFT L W/AA—T3 VITHIGT
B2N—=2avVIlT7yTIL—RIhEd,

12.1. B&E 1B
® Operator Lifecycle Manager Dt 2B L ') V—2R

o A VA M—JLiFEH Operator DEHT
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25132 RED HAT BUILD OF OPENTELEMETRY D ¥4

OpenShift Container Platform 7 5 X 4 —H' 5 Red Hat build of OpenTelemetry % BIFRY % FIEIERD
EBYTY,

1. Red Hat build of OpenTelemetry Pod 2§ RXT>+ v YOV LET,
2. OpenTelemetryCollector 1 ¥ 24 Y R %ZHIFRL £ 9,

3. Red Hat build of OpenTelemetry Operator ZHlIf& L £ 7,

13.1.WEB OV Y —J)LA{#EA L~ OPENTELEMETRY COLLECTOR 1 > X
4 ZDHIR

Web O~ Y —JL®D Administrator £ 2 —T OpenTelemetry Collector 1 ¥ 24 ~ A % BIBRTEZ £,

Gl s
e cluster-admin A—J)LZFDV SRV —BEEE L TWeb VY —)liZAZA4 LTV,

® Red Hat OpenShift Dedicated M54, dedicated-admin O—)L%FH D7 H VY M AFERAL T
aJ4 v LTW3,

FIR

1. Operators — Installed Operators —» Red Hat build of OpenTelemetry Operator—
OpenTelemetrylnstrumentation % 7z|& OpenTelemetryCollector ICF%&1 L £ 9,

2. BEET A VRYVAEHIBRT BT, - Delete ... » Delete &R L F 7,

3. & 7> 3 ~:Red Hat build of OpenTelemetry Operator=Hlf& L £,

13.2.CLI Zf#£ L 7= OPENTELEMETRY COLLECTOR 1 > X 4 ~ Z DHIER

O~ K54 T OpenTelemetry Collector 1 Y 24 VA %HIRTE XY,

[} =355
e cluster-admin O—JL %DV S XY —BEEILL D7 VT 4 772 OpenShift CLI (oc) v
av,
Bk

o OpenShift CLI (oc)D/N—2 3 U ' &FTH Y. OpenShift Container Platform /X —2 3~
E—BLTWBZ EEBRLTLEIL,

o oclogin zE17L 7,

I $ oc login --username=<your_username>

FIR
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1. ROV R%EFET LT, OpenTelemetry Collector 1 Y 24V 2D &FIZRELE T,
I $ oc get deployments -n <project_of_opentelemetry_instance>
2. ROAX Y R&EZFETL T, OpenTelemetry Collector 1 ¥ 24 ¥ Z%HIBR L 9,

$ oc delete opentelemetrycollectors <opentelemetry_instance_name> -n
<project_of_opentelemetry_instance>

3. & 7> 3 ~:Red Hat build of OpenTelemetry OperatorZHlf& L £,

® OpenTelemetry Collector 1 Y X249 VY AN EEBICHIBRIN/-Z & 2R T %IC1E. oc get
deployments ZBEETL XY,

I $ oc get deployments -n <project_of_opentelemetry_instance>

13.3. BEB TR
o USR8 —HbMD Operator DHEIFR

® OpenShift CLI DA % FAA
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