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Platform @7 v 77 L—RKD7 704 AV M EREEICLE T,

DTNy JIERIE, YR—Mr—RXTLR—=—PFINZT—I~NDODT7 72X ERUCHIRIEA I MKk
RETRedHat Y R— MBIV T VI ZT YV IF—LHPHEATEEY, BRI TAI—DITRTDIER
l&. OpenShift Container Platform Z X WFEA LY T <. JYEBRNICHERATES2ELDICT BRI
RedHat IC& > THEAINZE T,

BIER R

o VSRY—DEFELIET Y FIL— ROFMIE. OpenShift Container Platform MEFTIC D
WTDRFa2XY N ZZRLTIESIL,

4.1.1.1. Telemetry CTINE X1 153K
LTFOERIE. Telemetry ICL > TIREINE T,

41111 ¥ A7 AER

® OpenShift Container Platform 7 5 24 —D/N\—Y 3 VIFHR, B LOCEHRN—Ya v 0T AN
ERETDOIERINDIA VA MN—ILOEHFOFMESL/N—Y 3 VIBR

o USRI —TEICFIAARLEHROH. BEHICEAINEIF vy RULBELUPA A=Y YRY b
) —. BHOEHFR. BLUOEFTREST DTS — DL EDEHRBTR

o {YVANMN—ILEFICERINE—BTI VY LRHRF

¢ USURAVISAMNSIFv—LARNILD/—RKRE. TA KA, IPT7 KL R, Kubernetes
Pod &, namespace., BLUH—ER%AE, RedHat Y R— MABERRICE > THERARYR—
N RS B DICIZRIIDEEE DFFHM

o VS RH—ITA VA KM—=I)LEINTL S OpenShift Container Platform 7 L —A 7 —2 QY R—
RVRBLVENLDOREERT—F R

o EEHNMET L7 Operator DFAEA 72V & LT—EBRRIINS TR TD namespace DA
Ny ok

o FHEMETLAY I MY T7ICEAY ZIER
o FIEAEDHEMMICOVWTODIER

® OpenShift Container Platform A7 704 SN TW2 TS5 v N7+ —LDEZRBE LUVT—F &
v 8 — DG

4111.2. Y4 v JiER

o CPUI7DHBLUVEFNEFNICFEAINDE RAMDBELASL., V5RY—, V947,
BLUVTUUIIDVWTOHA DY JTIEER

o ctcd AVUN—DEBLWetcd VSRY—IRBEINDZ LTIV TV MO
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4.1.1.1.3. EAER

o OVR—RV M, BEES L CILRMEEEICEA T 2 FEARDIER

o 7/ /OV—TLEa1—BLUVYR— MRRADEREICET 2 FEARDEM
Telemetry &, 1—H—HP /N7 — R EDHNBFHRZINE L FH A, RedHat (. BERMREANIE
BOPWEIFTVWERHA, Bo THEABREZELLIEHIESHNIR S IHE. Red Hat I ZDIEHR %
HIBRL £9, Telemetry T—9DMMEAT—F 2RET ZHEICE VT, RedHat DT 54 /N —HEHT
DWT I, RedHat Privacy Statement 288 L T I,

BIER R

® Telemetry A#° OpenShift Container Platform T Prometheus ™55 $ 2BIEA —EBEXRT<T 5
FEDEFMIE, Telemetry ICE>TPNEINE T —FDERR ZSBLTLEIV,

® Telemetry 2 Prometheus A SUIETZEMHD Y A MIDWTIE, 7y TA MY —LAD cluster-
monitoring-operator ¥V — 21— R &SRB L T 72XV,

o Telemetry 3T 7#INMTA VA M—ILEN, BHIINET, VE—MIVZALR—bEH
ThT7IMNTERELRHZBEIE. VE—MNILALE—=— DA TIT7 I N H#BRLTLLES
(A
4.1.2. Insights Operator (CDWT
Insights Operator (FRES LIV R—RY NOEERT—F A2 EHMICUNEL, T7 4L NT 28
ACEICEDT—4% RedHat ICRELF T, ZDBEMICL Y. RedHat IFFREP Telemetry THRE I
ha7—94LVERBEDREVWT— Y 5HMETE £,

OpenShift Container Platform M 1 —# —|[&. Red Hat Hybrid Cloud Console @ Insights Advisor #—&
ATV ZAI—DLR—RERRTEET, BBEIMEEIND &, Insights FFFMEIRHELF T, F
Araeainzaid. BEOERAEICET Z2FIEMMERINET T,

Insights Operator I&, 1 —%—%&, /RRAT7— R, FIFHASLEDHNBEREZINEL FH A, Red
Hat Insights D7 —# & &> bO—JLOFEMIE. Red HatInsights DT —4 B LTCT7 T r—> 3>
X274 —2SRBLTLEIN,

Red Hat l&, #EMINIIRNTDI R Y —FHR2FEALT. UTFZETLET,

® Red Hat Hybrid Cloud Console @ Insights Advisor #—E X T, BENRI TR I —DOREEEE
EL. BRREFHBEZRHBLET,

o KHINIZBERBLVEERBFTREZEMRB LY R— M F—LIZIRHE L. OpenShift Container
Platform D@t =Y 7,

® OpenShift Container Platform @ BEREI A E 755k

B EfE R
® Insights Operator (7 7 # )L N TA VA M—=)LE N, BHITINFE T, VE—MILRALR—

NeATRNTIORNTEIZRERADHBESIF. VE—MILALR— DA TRNTO N EZSEBLT
CIEEW,
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https://console.redhat.com/openshift/insights/advisor/
https://console.redhat.com/security/insights
https://console.redhat.com/openshift/insights/advisor/

OpenShift Container Platform 4.13 $#7R— |

4.1.2.1. Insights Operator IC & > TIE X 515K
LT DOIERIE. Insights Operator IC& > TIEINE T,

® OpenShift Container Platform N=TaVvBLUVREICEEOEBEEITET 272DDY TR
Y—BLTETDIVR—FY MIDWTO—BHRIER

o BOLBREPERETANGA—YI—ICEEOBEDHIIFERTZISRAI—DA A=V LY
AN —EREREDERET 71

o VSR —AVR—RV NTRETEZITS—
o EFTHDEHFOEWER. BLUVAVR—IXVYINDT7YTITL—RDRATF—F R

® Amazon Web Services % & M OpenShift Container Platform A7 704 X3 75y K7+ —
L, VR —DEIND Y —T 3 VICTDWTOFMIER

o VSRH—DT—0O— RERLBEEIRIZ Secure Hash Algorithm (SHA) fEICE# I N E L
oo TNICEY. RedHat ISHBRIFRELI &< X2 T —BLUN=Ya VDT
MOT7—oO0—REFMTEET,

e Operator A*'ERE%RE T 2355, openshift-* & £ U kube-* 70O = ¥ b D37 OpenShift
Container Platform Pod ICEA 9 2 1B8MANEINE T, ThiliE, K& YV —R, %2
FA4—AVFTFRAKN, R a2—LBERLREDPETFNET,

BIER R

® Insights Operator IC& > TIEIN D T — 49 2R T 5 HEDFMIE. Insights Operator 12
o TNEINET—IDERR ZSRLTLEIL,

® Insights Operator Y —2X O— RIZMEER LY., RBHE LAY TEXFJ, Insights Operator I
Lo TINEINBZEHDY X MIDWTIE, Insights Operator 7y FA M) —AL70OY Y
b ESRBRLTEIV,

4.1.3. Telemetry & & U Insights Operator 7—#4 7 O0—IZDWT

Telemeter Client I&. Prometheus API 7* 538IR L7z RINT—4 2 IRELF T, BRINT—F L. L
BY370HIT449 30T &I api.openshift.com IC 7y 7O— KX EF T,

Insights Operator (&, #EiR L7=7—4 % Kubernetes APl & U Prometheus API 55 7 — 14 7IZUX
ELEY, 7—HA 7IE, WEBO/HIC 2 B¥E T & IZ OpenShift Cluster Manager Hybrid Cloud
Console IC7 v 7O— KRXNFF, Insights Operator I&. OpenShift Cluster Manager Hybrid Cloud
Console MNORIFD Insights B ES TV O—RKLFET, IThid. OpenShift Container Platform Web

VY —IJL®D Overview R—IILEFE N3 Insightsstatus Ry 77 v TERETILDIFERINFE
'3'0

Red Hat & MBS 129 R T, Transport Layer Security (TLS) & &K O EIIEAZ R % FH L T, BS1L
INEFYRIVETITONET, IRTOT—YRBBFB I CELEPRICESEINET,

EEET &%Lig_g—é SARATLANDT Otlti RIWVFT779089— DILDIEtE&*%EDILDIE%Uﬁ”“—J: Q—C%Uﬁﬂ
INFET, 7/ ERAEERBELUABRTHEIN., REQRBREICFRINET,

Telemetry & & U Insights Operator 7—% 70—
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BEETEIR
® OpenShift Container Platform €=#4 1) 7 24 v 7 ®F#llE. Monitoring Overview 2S8R L
TLREIW,

o 74T 0 A—L%EREL. Telemetry 8L WInsights DTV KRA > NOEMIZT 2 HED
M. 77 AT OA—ILDRE ESRLTLEIL,

414.") E— MR EZY Y VI TF—YDERAEICEAT 2 BINER

DE—MIIWVRAEZZ) VT 2BNCT 2LDICNNEINDIFHROFFMIE. Information collected by
Telemetry & & T Information collected by the Insights Operator #&8 L T 72X W,

CORFaAXVINTEHIRLAZEB Y, RedHatld, Y R— MLV Ty 7V L —RORF, X7 1+—<
VRBEDREL. Y—EXANDEEDHR/ME. BEORESSVCEE., NS TV a—FT1 V7,
F77V008L1—HF—TIOZAR) TV ZAD@EE, BMEAORBELUVHERZEMNE LT (EET
2%8). BERD RedHat HBFERT—92INELZXT,

IEICH T BHK

Red Hat &, Telemetry BLUVRET — 4 ZRE T 7= DITERET I NS L CHEBH AR %E F
ALTWETY,

#H

RedHat &, 2—H—IT VAR IV ZROMELEICAIT T, Telemetry & & U Insights Operator TI&E X
N7 —952RNEBTHETZHEEDHY £F, RedHat iE. L FOEMTRedHat DEY R Z/8— |
F—&, BEHREBELAVWENINLEXT Telemetry 8L UVRET— Y2 HET 2HENHY FE
T, 2FY, R=M D HBESLIUVBEHRD RedHat DA 7 7 Y VT OFERICOWVWT L Y B EBfiF

TIEDLDICKBITZIEZENETEN. TNOHDN— M F—EHRATHYR—F LTLWBHRBOKE

EPROICITI I EZBHELTVWET,

anl NS ok S

Red Hat I&. Telemetry 8L UVERET — 9 DINEE. O, BLUVRELZIRT 2701, HFEDH—FK
N—T 14— BETDHEADHY FT,

a—Y—ar hO—J/Telemetry 8 L UHRET — I INEDEMLS & TERIL

JE—MANILALR—=EDF T R7 7~ OFIEICHE > T, OpenShift Container Platform Telemetry &
& U Insights Operator ZEICT B ENTETXT,

42. ) E—MNIREZY )V TICE>TREINBZT—Y DERF

BIEEIL, Telemetry & & U Insights Operator ICE > TINEINDZ X MY v I AR TEET,
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4.21.Telemetry ICL > TIEINZ T—F DR

Telemetry THX ¥ 7F vy —SNB ISR —EAVER—FX YV NOBEBRINT—YERRTBIENTEE
-a—o

([} =355
® OpenShift Container Platform CLI (o¢) Z4 ¥ X b—JL L TW 3,

e cluster-admin O —JL X 7z & cluster-monitoring-view O— )Lz D21 —H#—& LTI TR
Y—ICT7 IV EATES,

Flia
. V5R4—lcas4 v LEd,

2. ROOAT YV REEFTTDE., V5RAF—0 Prometheus H—ERICH ) —HETI .,
Telemetry ICE > THF+ TF ¥ —INBERIT—IDREEEY MHHRINWF T,

$ curl -G -k -H "Authorization: Bearer $(oc whoami -t)" \

https://$(oc get route prometheus-k8s-federate -n \

openshift-monitoring -o jsonpath="{.spec.host}")/federate \

--data-urlencode 'match[]={__name__=~"cluster:usage:.*"}'\

--data-urlencode 'match[]={__name__="count:up0"}' \

--data-urlencode 'match[]={__name__="count:up1"}'\

--data-urlencode 'match[]={__name__="cluster_version"}'\

--data-urlencode 'match[]={__name__ ="cluster_version_available_updates"}'\
--data-urlencode 'match[]={__name__="cluster_version_capability"}' \
--data-urlencode 'match[]={__name__="cluster_operator_up"}"\
--data-urlencode 'match[]={__name__="cluster_operator_conditions"}' \
--data-urlencode 'match[]={__name__="cluster_version_payload"}' \
--data-urlencode 'match[]={__name__="cluster_installer"}' \

--data-urlencode 'match[]={__name__ ="cluster_infrastructure_provider"}'\
--data-urlencode 'match[]={__name__="cluster_feature_set"}'\

--data-urlencode 'match[]={__name__="instance:etcd_object_counts:sum"}'\
--data-urlencode 'match[]={__name__="ALERTS",alertstate="firing"}' \
--data-urlencode 'match[]={__name__="code:apiserver_request_total:rate:sum"}'\
--data-urlencode 'match[]={__name__="cluster:capacity_cpu_cores:sum"}'\
--data-urlencode 'match[]={__name__="cluster:capacity_memory_bytes:sum"}' \
--data-urlencode 'match[]={__name__="cluster:cpu_usage_cores:sum"}' \
--data-urlencode 'match[]={__name__="cluster:memory_usage bytes:sum"}'\
--data-urlencode 'match[]={__name__="openshift:cpu_usage_cores:sum"}'\
--data-urlencode 'match[]={__name__="openshift:memory_usage_bytes:sum"}"\
--data-urlencode 'match[]={__name__="workload:cpu_usage_cores:sum"}'\
--data-urlencode 'match[]={__name__="workload:memory_usage_bytes:sum"}'\
--data-urlencode 'match[]={__name__="cluster:virt_platform_nodes:sum"}' \
--data-urlencode 'match[]={__name__="cluster:node_instance_type_count:sum"}'\
--data-urlencode 'match[]={__name__="cnv:vmi_status_running:count"}'\
--data-urlencode 'match[]={__name__="cluster:vmi_request_cpu_cores:sum"}' \
--data-urlencode 'match(]=

{_ _name__="node_role_os_version_machine:cpu_capacity_cores:sum"}' \
--data-urlencode 'matchl[]=
{__name__="node_role_os_version_machine:cpu_capacity _sockets:sum"}'\
--data-urlencode 'match[]={__name__="subscription_sync_total"}' \
--data-urlencode 'match[]={__name__="olm_resolution_duration_seconds"}' \
--data-urlencode 'match[]={__name__="csv_succeeded"}'\

{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
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--data-urlencode 'match[]={__name__="csv_abnormal"}'\

--data-urlencode 'match(]=

{_ _name__="cluster:kube_persistentvolumeclaim_resource_requests_storage_bytes:provisione

r:sum"}'\
--data-urlencode 'match(]=

{_ _name__="cluster:kubelet_volume_stats _used_bytes:provisioner:sum"}' \
--data-urlencode 'match[]={__name__="ceph_cluster_total_bytes"}'\

--data-urlencode 'match[]={
--data-urlencode 'match[]={
--data-urlencode 'match[]={
--data-urlencode 'match[]={

name__="ceph_cluster_total used_raw_bytes"}'\
name__="ceph_health_status"}'\
name__="odf_system_raw_capacity_total_bytes"}'\
name__="odf_system_raw_capacity used_bytes"}'\

--data-urlencode 'match[]={:name_="odf_system_health_status"}' \

--data-urlencode 'match(]

{

name__ ="job:ceph_osd_metadata:count"}'\

--data-urlencode 'match[]={:name_="job:kube_pv:count"}‘ \

--data-urlencode 'match(]

{

name__="job:odf_system_pvs:count"}'\

--data-urlencode 'match[]={:name_="job:ceph_pools_iops:total"}' \

--data-urlencode 'match(]

{

name__="job:ceph_pools_iops_bytes:total"}' \

--data-urlencode 'match[]={:name_="job:ceph_versions_running:count"}' \

--data-urlencode 'match[]={

name__="job:noobaa_total_unhealthy buckets:sum"}'\

--data-urlencode 'match[]={:name_="job:noobaa_bucket_count:sum"}' \

--data-urlencode 'match[]={

name__="job:noobaa_total_object_count:sum"}'\

--data-urlencode 'matchl[]= :name_="odf_system_bucket_count", system_type="0OCS",

system_vendor="Red Hat"}'

--data-urlencode 'match(]=
system_vendor="Red Hat"
--data-urlencode 'match(]=

{
X

name__="odf_system_objects_total", system_type="OCS",

name__="noobaa_accounts_num"}'\

{
--data-urlencode 'match[]={__name__="noobaa_total_usage"}'\
{

--data-urlencode 'match(]=
--data-urlencode 'match(]=

name__="console_url"}'\

{_ _name__="cluster:ovnkube_master_egress_routing_via_host:max"}' \

--data-urlencode 'match(]=

{_ name__="cluster:network_attachment_definition_instances:max"}' \

--data-urlencode 'match(]=

{_ name__="cluster:network_attachment_definition_enabled_instance_up:max"}'\
--data-urlencode 'match[]={__name__="cluster:ingress_controller_aws_nlb_active:sum"}' \

--data-urlencode 'match(]=

{_ _name__="cluster:route_metrics_controller_routes_per_shard:min"}' \

--data-urlencode 'match(]=

{__name__="cluster:route_metrics_controller_routes_per_shard:max"}'\

--data-urlencode 'match(]=

{_ _name__="cluster:route_metrics_controller_routes_per_shard:avg"}' \

--data-urlencode 'match(]=

{_ _name__="cluster:route_metrics_controller_routes_per_shard:median"}' \

--data-urlencode 'match(]=

name__ ="cluster:openshift_route_info:tls_termination:sum"}' \

{
--data-urlencode 'match[]={__name__="insightsclient_request_send_total"}'\
{

--data-urlencode 'match(]=
--data-urlencode 'match(]=

name__="cam_app_workload_migrations"}' \

{_ _name__="cluster:apiserver_current_inflight_requests:sum:max_over_time:2m"}'\
--data-urlencode 'match[]={__name__="cluster:alertmanager_integrations:max"}' \
--data-urlencode 'match[]={__name__="cluster:telemetry_selected_series:count"}' \
--data-urlencode 'match[]={__name__="openshift:prometheus_tsdb_head_series:sum"}' \

--data-urlencode 'match(]=

{_ _name__="openshift:zprometheus_tsdb_head_samples_appended_total:sum"}' \

--data-urlencode 'match(]=

{_ _name__="monitoring:container_memory_working_set_bytes:sum"}' \

--data-urlencode 'match(]=
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{__name__="namespace_job:scrape_series_added:topk3_sumih"}'\

--data-urlencode 'match(]=

{__name__="namespace_job:scrape_samples_post_metric_relabeling:topk3"}' \

--data-urlencode 'match(]=

{__name__="monitoring:haproxy_server_http_responses_total:sum"}' \
--data-urlencode 'match[]={__name__="rhmi_status"}'\

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

name__ ="status:upgrading:version:rhoam_state:max"}' \
name__ ="state:rhoam_critical_alerts:max"}' \
name__="state:rhoam_warning_alerts:max"}' \
name__="rhoam_7d_slo_percentile:max"}' \
name__="rhoam_7d_slo_remaining_error_budget:max"}' \
name__="cluster_legacy_scheduler_policy"}' \

name__="che_workspace_status"}'\
name__="che_workspace_started_total"}'\
name__="che_workspace_failure_total"}' \
name__="che_workspace_start_time_seconds_sum"}'\
name__="che_workspace_start_time_seconds_count"}'\
name__="cco_credentials_mode"}' \

{_
{_
{_
{_
{_
{_
{__name__="cluster_master_schedulable"}' \
{_
{_
{_
{_
{_
{_

{_ _name__="cluster:kube_persistentvolume_plugin_type_ counts:sum"}'\

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{
{
{
{
{
{
{
{

name__="visual_web_terminal_sessions_total"}'\
name__="acm_managed_cluster_info"}' \
name__="cluster:vsphere_vcenter_info:sum"}' \
name__="cluster:vsphere_esxi_version_total:sum"}' \
name__="cluster:vsphere_node_hw_version_total:sum"}' \
name__="openshift:build_by_strategy:sum"}'\
name__="rhods_aggregate_availability"}' \
name__="rhods_total_users"}'\

{_ _name__="instance:etcd_disk_wal_fsync_duration_seconds:histogram_quantile",quantile="0.
99"\

--data-urlencode 'match[]={__name__="instance:etcd_mvcc_db_total_size in_bytes:sum"}'\
--data-urlencode 'matchl[]=

{_ _name__="instance:etcd_network_peer_round_trip_time_seconds:histogram_quantile",quant
ile="0.99"}'\

--data-urlencode 'matchl[]=

{_ name__="instance:etcd_mvcc_db_total_size_in_use_in_bytes:sum"}'\

--data-urlencode 'matchl]=

{_ name__="instance:etcd_disk_backend_commit_duration_seconds:histogram_quantile",quan

tile="0.99"}'\

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{_
{_
{_
{_
{_
{_
{_
--data-urlencode 'match[]={__ |
{_
{_
{_
{_
{_
{_
{_

name__="jaeger_operator_instances_storage_types"}'\
name__="jaeger_operator_instances_strategies"}' \
name__="jaeger_operator_instances_agent_strategies"}' \
name__="appsvcs:cores_by product:sum"}'\
name__="nto_custom_profiles:count"}' \
name__="openshift_csi_share_configmap"}'\
name__="openshift_csi_share_secret"}'\
name__="openshift_csi_share_mount_failures_total"}' \
name__="openshift_csi_share_mount_requests_total"}' \
name__="cluster:velero_backup_total:max"}'\
name__="cluster:velero_restore_total:max"}' \
name__="eo_es_storage_info"}' \
name__="eo_es_redundancy_policy_info"}'\
name__="eo_es_defined_delete_namespaces_total"}'\
name__="eo_es_misconfigured_memory_resources_info"}'\



--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{_
{_
{_
{_
{_
{_
{_
{_
--data-urlencode 'match[]={__
{_
{_
{_
{_
{_
{_
{_
{_
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name__="cluster:eo_es_data_nodes_total:max"}'\
name__="cluster:eo_es_documents_created_total:sum"}'\
name__="cluster:eo_es_documents_deleted_total:sum"}'\
name__="pod:eo_es_shards_total:max"}' \
name__="eo_es_cluster_management_state_info"}' \

name__="imageregistry:imagestreamtags_count:sum"}' \
name__="imageregistry:operations_count:sum"}' \
name__="log_logging_info"}'\
name__="log_collector_error_count_total"}' \
name__="log_forwarder_pipeline_info"}' \
name__="log_forwarder_input_info"}' \

name__="log_forwarder_output_info"}' \

name__ ="cluster:log_collected_bytes_total:sum"}'\
name__="cluster:log_logged bytes_total:sum"}'\

name__ ="cluster:kata_monitor_running_shim_count:sum"}' \
name__="platform:hypershift_hostedclusters:max"}' \
name__="platform:hypershift_nodepools:max"}' \

{_ _name__="namespace:noobaa_unhealthy_bucket_claims:max"}'\

--data-urlencode 'match[]={__

--data-urlencode 'match(]=

name__="namespace:noobaa_buckets_claims:max"}'\

{__name__="namespace:noobaa_unhealthy_namespace_resources:max"}'\

--data-urlencode 'match[]={__

--data-urlencode 'match(]=

name__="namespace:noobaa_namespace_resources:max"}'\

{__name__="namespace:noobaa_unhealthy _namespace_buckets:max"}' \

--data-urlencode 'match[]={__

--data-urlencode 'match(]=
--data-urlencode 'match(]=

--data-urlencode 'match(]=

name__="namespace:noobaa_namespace_buckets:max"}' \
name__="namespace:noobaa_accounts:max"}' \
name__="namespace:noobaa_usage:max"}'\

name__="ocs_advanced_feature_usage"}'\

{
{
--data-urlencode 'match[]={__name__="namespace:noobaa_system_health_status:max"}'\
{
{

--data-urlencode 'match[]={__name__="os_image_url_override:sum"}'

4.2.2.Insights Operator IC & > TIREIN BT —H DERR

Insights Operator TINEINZT—9 2R T2 ENTEET,

AR

e cluster-admin O—J)LEF DODI—H—E LTISARY—IITIVEATE S,

FIR

1. Insights Operator MIRERITHD Pod DEZFIZHRFEL T,

$ INSIGHTS_OPERATOR_POD=$(oc get pods --namespace=openshift-insights -o custom-
columns=:metadata.name --no-headers --field-selector=status.phase=Running)

2. Insights Operator TIEIN B RIEDT—49T7—h4 72— LZET,

I $ oc cp openshift-insights/$INSIGHTS_OPERATOR_POD:/var/lib/insights-operator ./insights-
data

BED Insights Operator 7—7#4 77 insights-data > 1 L 7 ) —CRIBAAREICAY £7,
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43. ) E—MJVALR—MNDATNT7I N

9529 —DRESEPERKRICOVWTDOT—YDLR—IaF T 7T NTZ2LENE L DHTREMEDN
HYyFET,

JE—MANIVALR—= EFTNTIRTBZICE. UTERTIILELFHY T,
. 70—V S 2A9—=TIo—I Ly baZELTYE—MILALAR—MNEEMCLET,

2. ZOEBEINLETINY—I Ly beERTREDIC VIR —%FH LET,

431V E—MILVRALR—MNEEN L IGEDORE

OpenShift Container Platform Tld. FRKRZICOVTOBEBRDOL R— E2F TR T7INTEET,
L, BfiIFRY—IE Red Hat ARIREICK WRREICHIGE L. BEHKELYMNRMICHR—ML, ®&H
D7 TITL—RILEBITRI—~DOFEELYIPARICIEET 2 & 2TBEICLET, FLEHRIN
S RA9—IC&Y, YTR7 YT aveET V94 MULAY MO TOEZADEMMIEI N, OpenShift
Cluster Manager Y —ERILL 2 TISRI—BLVHYTRI ) T3 VDAT—F AILDOVWTOHE
HIRWMT 2 ENTRICRYFET,

ZTDd, EREEISRI—TOF T T I MBERBETH>TH, ERELUAORECTA MY
S2AY—TIEREES L CFERAKRICOVWTOLR— M E2EMAREBICL TE ZENRCHREINE
¥, ZhiZL Y. RedHat I OpenShift Container Platform % CERDRIFEIES X &, B AEEDRE
BICLYREICHIST B2 LTEMT B ENTEET,
BRISAY—DFTNTIMIELZEEICIE. UTHEEFhET,

o RedHat lEHR—MTr—ABERINDWRY, BRFT7Yy TIL—RKRODEEEYITRY—D
BEMAEERTLIIENTETER A,

® RedHat FRET—F=FEALT. BEHROYR—MTr—XADBEMITP. BEKRICELTE
BRREERETDHIENTETEEA,

® OpenShift Cluster Manager [ E2MPHERRRICOVTDERZFVC I RAI—ICDWVTD
T ERRTETEHA,

o FRHINHROBEILR— MNEEAFERTEARWED, Y TRV T3y ¥4 MULAY R
1B5# (T consoleredhat.com TEENTANT Z2HELHYFT,

2y M7= hEHRINCREDGZES. 7OFS —DBUREREICELY Telemetry & &£ U Insights
T—RIIKARE LTLR—MINFET,

432. 70—V YSRI—=FIV>—=I Ly NOERILLDZ)E—MILZALER—FOD
E1k
BEOIO—NVIZRI—=TINo—U Ly hEZEELT, YE-IMILALR—-FEZEMCTEIE
NTEFEYT, ThIZLY. Telemetry & Insights Operator DA M EMICARY £,

([} =355

e cluster-admin O—J/LEFDODI—H—E LTI SRY—IZITIVEATE S,

FIE
L. 70—"NILISRY—FINo—I Ly haO—AIL I 74NV ARATALICYDyO—-—RLET,
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I $ oc extract secret/pull-secret -n openshift-config --to=.

2. T¥RAMITFT 449 —T., ¥ >0O— K L7 .dockerconfigjson 7 7 1 L& fRE L 7,

3. L FD & S IC cloud.openshift.com JSON T b —ZHIBR L £ T,

I "cloud.openshift.com™:{"auth":"<hash>","email":"<email_address>"}

4. 7714V ERELET,

CDEBEINLETINY =Ly FeERTESLIICITRY—EEHTEET,

43.3. BRI SR —DEF

FE#E#E OpenShift Container Platform 7 7 2 4 —% Red Hat Hybrid Cloud Console IC&# L. [ E—
RAIWZLR— R EENLAIBEDOHE] £/ aVIRBBEIN TV IHEEZITAVLIICLET,

BF

FEHRI TR —ABHTDHIET, BISHmEY TRV T2 avnFERARRE Red
Hat ICIRETE FJ, RedHatldk, 7RIV 7 aVICEAET I ERAFEREERE
DIEBAAERT ZENTERD, I—F—IHRINALBREFHL T, Y Y —2FIC
WLTLYBNCH TR T avaslYyTarIehNTEET,

AR

® OpenShift Container Platform Web 3> Y —JLIC cluster-admin & L TOJ 4 >~ LTW3,

® Red Hat Hybrid Cloud Console ICAY' 4 > TX 3%,

FIR

1. Red Hat Hybrid Cloud Console @ Register disconnected clusterWeb R—IICBEL £,

2. & 7> 3 ~:Red Hat Hybrid Cloud Console D7k — AL ~R—IH 5 Register disconnected cluster
Web R—=JIZT IV ERTBICIE. TES—>2 32 A =2 —IEHD Clusters ICFEED
L. Registercluster R4 ~ & R#IRL £,

3. Register disconnected cluster R—Y DIFEI N/ T 1 —ILNICIV SRS —DFFEMEANL X
ER

4. FMR—I D Subscriptionsettings 7> a>vh s, THEHADRedHat 7R 7)) Foa v
77UV TIGERINR YT oY T avEREEBIRLET,

5 Y T RY—%FERKT BICIE. Registercluster 8% V& EIRL £,

BEEEIR
o UE—MANILRLR—PMNEEMDLLBEORE
o HITRV YT avH—ERTOHTRY ) Toavr—9DRRAEMT TRV T3y
H—ERDRY—MHANR)

43.4. 70—V SRI—DTI—o Ly NOESH

g
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REOTINY—9 Ly NEBEHZEZD, FILWITILY—I Ly NEBINTARIET, 95R9—DYT
O—N)LFIY—o Ly haBHRTEET,

A—H—HIBNA VR M=ILHRICFEALEZLIYAN)—ER@BRDLIYAN)—2FRALTA A—VBRET
3i5EIE. ZOFIEFVHETT,

Gl s
e cluster-admin A—J/LEFDODI—H—E LTISRY—IITIVEATE S,

FIR

L A7 av:BEOTIVLY—2ILy MCHLWTILY—2 Ly hEBINT 3ICIE. LTOFIES
EITLEY,.

a. UFoavy REAALTIY—o Ly hEYOIyO—RLET,

$ oc get secret/pull-secret -n openshift-config --template='{{index .data
".dockerconfigjson" | base64decode}}’ ><pull_secret_location>

Q TILY—HLy NI 7ANNADRRAEEELET,

b. MTFDATY REETFTLT, ILWIILY—2 Ly hEBIMLET,

$ oc registry login --registry="<registry>" \
--auth-basic="<username>:<password>" \
--to=<pull_secret_location>

@ FLuLURbU—EEELEYS. ALLYZ M —RICERO YRS~ —2ED
%52 ENTEZXT (P -registry="<registry/my-namespace/my-repository>"),

@ FLLLYZM)—OREEREEELFT,
© TV ILY I IAMADRREBELET,

FrlEk, TIWY— O Ly NI 74 IVEFEITEHTA2EEHETEET,

2. LTFDaOY Y REEFTLT, 95R9—0/O—NILTIy—o Ly hEaEHFLET,

$ oc set data secret/pull-secret -n openshift-config --from-file=.dockerconfigjson=
<pull_secret_location>

Q RTINS =Ly N7 7 A IIADNRAEREELET,

CODEFHIIITARTO/—RIZA—=ILT7IohENFET, ThIZIE, 75R5—DH A1 XKL T
ZVEBAIDNBIBEDNDHY FT,

: ! s 0

OpenShift Container Platform 4.7.4 @B T, V7 O—/NIL I —o L w b
DEBICE>T/—FNRLAVFELEEBEBNN) -3 RYF Lk,

22



FAZERISRAY—HFHLEYE—MILRE=ZS YT

4.4. ) E— MV AL R— MNOAEMEL

DY E— MR L R—MNEEMICLTVWDIGEIEF. COMEEZBEBAMNICTE XY, OpenShift
Container Platform Web 3>V —JLDBER— D Status ¥ 1 JLIZKIR I 115 Insights not available
AyE—=IH5, UE—MNIILALR—=IDPEPIIINTVWDRZ ELDDNY FT,

JE—MNIVALR—=MEEMCTBITIE, FALWRIAEN—2 v AFEBLT /7O0—-—"ILY SR —T)b
=Ly NEZTRETEIRENHYZET,

p=
JE—MANILALR—PMEBMITT S &, Insights Operator & Telemetry DA D ER
ICRY FY,

4.41.70—=NIVISRY—=TI>—9 Ly hDEBICLDYE—IMILALE—ID
Bt
BEO/O—NIVIZRY—TIo—I Ly hEZEELT, VE—MIRALR-—MEEMITEZ L
NTEET, URHCY E— ML REZY ) VT EENICL TWBIHFEIC. 9 Red Hat OpenShift
Cluster Manager »* & console.openshift.com 7 7 X =0 VA FRALTHLWT L —IL v b %
¥ O0—RI2EBEAHYET,

AR
e cluster-admin O—J)LEF DODI—H—E LTISARY—IITIVEATE S,

® OpenShift Cluster Manager ~ND 7 2 £ X,

FIR

1. https://console.redhat.com/openshift/downloads ICEI L £ 9

2. Tokens - Pull Secret 5 Download 27 ) v 7 L %9,
JSON = @ cloud.openshiftcom 7 7 X h—2 U & FEN 2 7 7 1 )L pull-secret.txt 1'%
DvaO—RKRINhET,

{

"auths": {
"cloud.openshift.com”: {
"auth": "<your_tokens",
"email": "<email_address>"

}
}
}

3. JA—NIISRI—TIVo—o Ly haOQ—hAIL T 74V RTFALICY 9 O0—-—RLET,

$ oc get secret/pull-secret -n openshift-config --template='{{index .data ".dockerconfigjson" |
base64decode}}' > pull-secret

4. W= Ly bRy O Ty FTaAE—%ERLET,

I $ cp pull-secret pull-secret-backup
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5 T¥AMNITFTA4H9—T TNO—IL vy b 2HZET,
6. pull-secret.txt @ cloud.openshift.com JSON T k') —% auths [CEEML 9,
7. 774NV ERELET,

8. VIRI—DY—YU Ly haEHLET,
I oc set data secret/pull-secret -n openshift-config --from-file=.dockerconfigjson=pull-secret

Y=Ly hDEFIN, VFRI—DLR—MNEFHBT2ETICHDOREANIIDZHBENDHY F
-a—o
HREE

1. OpenShift Container Platform Web >V —JLOBER—JICHHLTCOTI VY LE T,

2. Status 7 1 )L ® Insights IR E I N -BEBOHZHREL T,

45.INSIGHTS 2 L7V 5 X4 —DREIBEDRE

Insights (&, Insights Operator DEFET—4 2 YR L2 L F 9. OpenShift Container Platform M
3 —4—(d. Red Hat Hybrid Cloud Console @ Insights Advisor H—EZICLR—MERRTEZET,
4.5.1. OpenShift Container Platform D Red Hat Insights Advisor ICDWT

Insights Advisor % {8 L T. OpenShift Container Platform ¥ 5 24 —DIEE M Al L TEHRTEF
T, BeDISRI—EAVISIANSVFv—2FDELLICREDHDINMINDDLLT, F—EX
DAY, 74—V MLS VR RT 4=V R, FBFtEF2)T14—ICHEEZRIEITTREEDODH
PEBICILINTWVWRILERHBITDIENEETT,

Insights &, Insights Operator TIREIN/ZI T RIY—T—9 %2FRALT. TDT—%%
recommendations 74 75U — & YR LB L 9, &HRESEIEIL, OpenShift Container Platform
PSR —%YRVICILTAREEDH 2 —EDY TR —RIEFZH T, Insights DT DIERIE.
Red Hat Hybrid Cloud Console @ Insights Advisor  —EXTHEATE 9, AV —IL Tl RXRD7
P avERITCTEET,

o BEDHEEHONEAZITIZIZRAY—%ERALET,

o BRERTI IV IKEEZFALT, BREZTNODHESHICRYIAHET,

o ERIDEREEIR, TNOHNRT VRV DFM. BICERNDY ZRAY—ICHE LIRS EZHE
mlLET,

o HMREMOATEHALIT,

4.5.2. Insights Advisor D#EBEEIFICDWT

Insights Advisor &, 75 X9—DHY—EXDERAY, 74—ILh LS VR NT3—T VR, T
XA TA—ICEBREESZADTEMEOHZIZIFZRISRAI—DRES LA VR— Y MNRE
ICEAT2B®mRENY RILLTWET, ZDBERIE Insights Advisor THEEREIEE I IEH, UTOEHR
BEnxd,

o FHl: HRERIRDBHELFREA
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o EMN: #IREIEA Insights Advisor 7—H A TICABRINTWBIEE

o HFIY—: ZOMBENY—ERTEM. 74— MRLSVR R7F—T VR, Fidt
1T —ILEHEERETTEEI,HZHE D H

o PERDYRY . FHUDPAM YV IZANTIVF v —ICERERS 22 Al E NSO BH LEE, %
NARELEBEICV AT LABRBICRITFT 22

¢ JIRY—HRERIRHEINILIZZAI—DY R b
o G VSR —~DREBEZED. BEOHRELYPE

e BAETSZIMEYIADY VJ:RedHat 1M RHET 5. BIBICET 5 FHMIER

453. 7 5 A9 —DEBEMNLEBEDRTR

DY ar Tk, OpenShift Cluster Manager Hybrid Cloud Console @ Insights Advisor T Insights
LIR—MERRTD2AEICDODVWTEHALET,

Insights (7 524 —%#YIBLOH L. &RMOBERERTTHILICERLTLLI W, BEZELE
LEBEPH LWEBIMREINBEA LR, INODORBRIEILT 5R8MEN’HY £,

lE= 33
o 5 24— OpenShift Cluster Manager Hybrid Cloud Console ICE#FINT W3,
o JE—RMANIALR—=FMBIEMIA>TWS (TT74IK),

® OpenShift Cluster Manager Hybrid Cloud Console ICAJ' 4 > L TW3,

FIR

1. OpenShift Cluster Manager Hybrid Cloud Console @ Advisor » Recommendations ICf &) L
x7,
FERICTH U T, Insights Advisor IRDWEFNhERRLE T,

® |Insights TRIBEMRE I NAD > 15EE. No matching recommendations found A%k~
IhFEd,

e Insights B"RHE LZZBED ) AT, YRV (B, B, EE. BLTEKX) J&IK/IL—7
fEENTWET,

o Insights ’EL VS XY —%0H L TWARWEGEIX, Noclustersyet "&RRINET, o
Mg, 93R9—DAVAM—ILINTEHRIN, 1 V59— MIERINLERICH
ﬁbi-a—o
2. BEA’RTINEBEE. TUN)—DRICHZ >T7AAV %0 ) v LTeEMlZ#EEL T
EX W,
BIREICL > TiE. RedHat MRS 2EZEIFBRAD) v I 0HY £,
4.5.4. § XRTD Insights Advisor DHEIREIE % K=

Recommendations Ea—IEFT 74V KN T. V53R —THREINIHBFEEOAERTLET, £F
L. ZPRANAY =T —hHA T TITRTDHREFEARRITIET,
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AR
o JUE—MIIRALR—=FMDIERTH>TWS (T72IL ),
o 7524 —71H" Red Hat Hybrid Cloud Console IC &% ShTW3,

® OpenShift Cluster Manager Hybrid Cloud Console IcA 44 > L TW3,

1. OpenShift Cluster Manager Hybrid Cloud Console @ Advisor » Recommendations ICF &) L
x7,

2. Clusters Impacted 7 1 L% —8E LU Status 71 LI —DREICHZ X T7AAV %I ) v L

i’a—o

INT, V53R —DBEMNLHEZHZINTSRTEIS,
455 7 RNA Y —DFRFEIRICHT 5715 —
Insights 77 RN HF—H—E X3, SHOHERFIRZRTIENATEIET, REEELHERFRICESR
EHTHRODIC. PRNAF—DOHRESIE YAMITZ74ILY—%ZEAL T, BEEORVWHERESIEZHI
BRTEET,
TI7AINTIE. T4 —F1DULEDI SR —ICHBEZEZD2EWNAHESHOAERTT DL
DICREINTWVWET, Insights 54 75 —ADITRTOMESRIFL L ITEMEINHEEEEEZR
TIBICE, T4V —%hRITAXTEZET,

T4V —%FARTDBICIE, 7409 —914T%FRL, ROy TV YA NTERATESZ TV 3
VICEDEEARELT T, HEEEDY A NMIEF, BHEOT7T4IIVY—ABETIZT,

RDIT AN =94 TEHRETEFET,
® Name: BHI THREERZRRELE T,

e Totalrisk: 7 A9 —ICWT 5BRHEDARMEEEREZRIEE L
T. Critical. Important, Moderate. Low "5 1D EEIRL F 7,

e Impact: 7 5 R Y — R {EDBIFEICT T 2B ENLGTHEEZTRTE
% . Critical. High. Medium. Low "5 1 DLLEZEIRL £,

o Likelihood: #EEBEARITINLIBAILI SR —ILBHEA RIFTIHRELETTE
% . Critical. High. Medium. Low "5 1 DL EZEIRL £ 9,

e Category:;¥B9 %485 ) —%. Service Availability, Performance. Fault
Tolerance. Security., Best Practice "5 1 DLLEZIRL X7,

o Status: SVARY V%V v I LT, BRRERFIR (T 74/~ BENLHRESRIR, I
ITANTOHREREZRTLET,

® Clustersimpacted: IRE 1 DU LDV SR Y —ICHEEZSG X TVWBHESRIR, w2252 TV
IMWEREIR, LR IRTOHRBIREZRTIDLDIICTAINI—ZRELET,

® Risk of change: FESRTRDEEN YV T R4 — 1B EICKRIFTOIEEDH 2 ) RV 2RI B
%. High. Moderate. Low. Verylowm 5 1D E#IRL £,

4.55.1. Insights 7 K/ F—DHREBED 71 LYYV T
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OpenShift Container Platform 7 5 24 =< 2 —Y v —Id, #HBHFIF) A MIRTINSHEEFE
T4 —TEET, 749 —%EBATZE, WRESNIHERFHOBEZRES L. REBEEORWV
WREIRICEFTEET,

RDFIEIE, Category 74 IV —DREAESLTRIRAEZRLTVWEITN, ZOFIRIFERD
T4 =84 TELVCENTNDEICEBRATEET,

Gl
OpenShift Cluster Manager Hybrid Cloud Console IO 44 >~ LTW3,
FIa
1. Red Hat Hybrid Cloud Console— OpenShift » Advisor recommendations ICF5&1 L £,

2. XA VDT 4INI—94 ROy FH¥ I XNT, Category 71 I —84 THBIRLZE
-a—o

3. 749 —EoROy Y I VYRAMNERRAL, RATHHEREOZAT I —HEILHD
Frv IRy IREZBIRLET, FELRATIT)V—DF v IRYIREATOFFICLE
_a—o

4. 73 : T4V —5EBMLT, VAMEISITRYRAAET,

BERULAHATT) —OHEESEHOAN) A MIRRIINET,

REE

o T4 —%EALLR. BEHINLHESHEY)AMNERITEEY, BAINLT71ILY—
&, TI7AIMNDT ALY —DBEICEBMINET,

4.5.5.2. Insights Advisor O#RFENS 7 1 LY —%HIBRT %

WREEOYZAMIIF, BROTAIWVY—2FAHATEIT, EHEIPTT L7145 —1F. ERICHIR
T52EE, BRI EYMNTBZEETEET,

714 I)L5 —%@ERICHIBRY B

o TIAINIMDITAINI—%ED, BT714NIY—DWEICHDIXTAAVED )y ITBE, T4
LY —AERICHIBRTEZT,

FTIAINIHADT A VY —%FTRTHKT B

® Resetfilters®7 )y 32&, BEALLTZAILI—DHFDEIBRIN, TT74ILMDT 1)L
Y—IFFDFEHRYFT,

4.5.6. Insights Advisor D#tEEIFD EM{L

PDSRY—ICHEARSZ 2B EOHRBEFIEAEMICLT. ZTRAOHALAR—MIRRIINBLVWLDICTE
X9, BE—DISAI—FHIETRTDISRY—DHEREEMTEET,

“’ ¥
é% TRTDISRAY—DWRBEENICTBE. SEDISRY—ICHERAINES.
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AR
o JUE—MIIRALR—=FMDIERTH>TWS (T72IL ),
o 5 24— OpenShift Cluster Manager Hybrid Cloud Console ICE#FINT W3,

® OpenShift Cluster Manager Hybrid Cloud Console ICA7 4 > L TW3,

FIR

1. OpenShift Cluster Manager Hybrid Cloud Console @ Advisor » Recommendations ICF &) L
x7,

2. 7> a v EILKR LT, Clusters Impacted $ & U Status 7 1 LY —%FRALZE T,
3. RODWETNHLDAHETT Z—MEBERCLET,
o 7S MNEEMITSHITE. UTEETLES,

a. 77— h® Options X =1 — %% 1) v L. Disable recommendation % ¥
Vv LET,

b. BHZ=AHNL. Savex 7 Jwv I LZET,

o TS NEEMICTRHIC. TOTI— FOHEEZIEIFRY—EFRTRTHIE. M
TZERITLET,

a. EMICTAHEZEEOLEAV v I LET, TOWREEEOR—JIBHLET,
b. Affectedclusters 2> a>v T, V75 R9—DVRAMNEHERLET,

c. Actions — Disable recommendation =2 !) vy 2 LT, 9IRXRTDISRIY—DT7Z—h
EEMICLET,

d EBEHZ=AHDL. Savex 27 Vv I LZET,

4.5.7. UETICENIC L 72 Insights Advisor D#EREIEAZFWICT 3

TRTDYFRAY—THEEFAEMICT % &, Insights Advisor ICHEEEIFIEIRRIINRCAQAY F T,
CDEMFIREETEEY,

AR
o JUE—MIIRALR=FMDPERTH>TWS (T72IL ),
o 5 R4 —7hH OpenShift Cluster Manager Hybrid Cloud Console ICEINTW3,

® OpenShift Cluster Manager Hybrid Cloud Console IcA 44 >~ L TW3,

FIR

1. OpenShift Cluster Manager Hybrid Cloud Console @ Advisor » Recommendations ICF &) L
x7,

2. FERPICR SO TWHBHREEFEND, RRTHIHEEEBRA74ILY)VVILET,
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a. Status KOy 740 X Za2—H5 Status 28R LE T,
b. Filter by status KA Y 74> X Za—Mm5, Disabled 23R L 7,
c. 77> av:Clustersimpacted 74 LY —% 0 )7 LET,

3 BT B HREREBELEY,

4. Options X —a1— %) v L. Enable recommendation%z7 ') v 7 LZXY,

4.5.8.Web O~ Y —JLT®D Insights A7 —% ADERR
Insights (&2 5 X4 —%#V) &R L2O#H L. OpenShift Container PlatformWeb AV Y —J)L TV 5 R4 —
DHFEINBENLGBEDRA T —YRERRTDIIENTEEYT, TORT—HRIF, IFIFEHRA
T3Y—DOBBOE =R L. FMICDWTIE, OpenShift Cluster Manager Hybrid Cloud Console L
R—h~ADY VI %ERLET,
AR

o 5 R4 —7hH OpenShift Cluster Manager Hybrid Cloud Console ICEFINTW3,

o JE—RMANIALR—=IBIEMIA>TWS (TT74IK),

® OpenShift Container PlatformWeb O >V —JLicO s 4 >~ L TW3,

1. OpenShift Container Platform Web 1> —JL T, Home - Overview I[CBEIL 7,

2. Status A— KD Insights 2 ) v 2 L9,
Ry TT7yT o4V ROICE, VDRI ZTEILTIN—TILINIGEENLBEENY A MRRIN
F9, dFMERTTZICE. BxD0ATT)—%20 ") v ¢35, View allrecommendations
in Insights Advisor #%&R~ L £,

4.6. INSIGHTS OPERATOR D {FH
Insights Operator (FRES LIV R—RY NOEERT—F A2 EHMICUNEL., T7 4L NT28
BCEICZEFDT—49 % RedHat ICHRELE Y., TODBERICEL Y. Red Hat [EFREP Telemetry TIHRE X

nNa37—49LYERBEORVWT —¥ 2FIITX £9 ., OpenShift Container Platform M 1 —4—I(Z,
Red Hat Hybrid Cloud Console @ Insights Advisor ¥ —E R ICLR— N E2RRTEET,

BIER R

® Insights Operator (7 7 # )L N TA VA M—=)LE N, BHITINZE T, VE—MILALR—
NEATRTINTERERHDIHEIE. JUE—MILALER—=r DT TNTI N EBRBLT
T,

® Insights Advisor 2 L7V X9 —OREIBOFRFEICEAY (&, Insights ZEA LY 2
25 —DREEDFHE 28R LTLLEIV,

4.6.1. Insights Operator 7 52— M ZDWT
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Insights Operator (£, Prometheus €E=% 1) V7Y X7 L%4T LT Alertmanager IC7 25— hZEF L
F9., INLDOT7T7—hME, UTFTOWThHIDAZEEMEAL T, OpenShift Container Platform Web 1
YY—=IDF7Z—HMUITKRRTEET,

e Administrator /X\— 2~ U 7 4 7T, Observe —» Alerting%=7 ) v 7 LXd,

® Developer /X\—2 %Y 7 4 7T, Observe - <project_name>— Alerts ¥ 7% 7 v U L&
ER

IRTE. Insights Operator l&, FHUEDBINLEZITRDTS— M EEELET,

#*4.1Insights Operator 7 53— b

7Z—b ShEg
InsightsDisabled Insights Operator BMERNICR > TWE T,
SimpleContentAccessNotAvailable Red Hat Subscription Management T, Simple

Content Access B"BMICR>TWEH A,

InsightsRecommendationActive Insights I, 75 R —ICET 270714 TS
HhHY £T,

4.6.2. Insights Operator 7 5 — h D&Mk

Insights Operator B9 5 X4 — Prometheus 1 YA VAT S — M & ZEFELABVWLIIZT BIC

&, support > —7o L v hERELE T, support >—2 L v MABEELRLRWGEIZ. RDICHRY L
BREEEBIMNT BBICERT Z2HENHY F9, support > —7 L v FP\]@EQELI\ pod.yaml 7 7 1 JL
TEEINTVWETI7AIIERELYEBEIND I EITEFRL TLZI W, Insights Operator 57 5
A% — Prometheus 1 Y A% YV RIZT 53— I\féﬁﬁ{nbfdb\xﬂ:@“ét:bi\ support > —7 L v M % iR
£ELFYd, TDsecretid. T7AIMTHEHRIND I EITERLTLEIW, support ¥—2 L v MZ
REINTUVSRREI. podyaml 7 7 ML THEEINTWE T 74ILMNERELYEEBEINE T,

([} =355

o JE—RMANIALR—=KMBIEMIA>TWS (TT74IK),

® OpenShift Container Platform Web 3> Y —JLIC cluster-admin & L TOJ 4 >~ LTW3,

FIR

1. Workloads - Secrets IC#&1 L F 7,

2. Secrets R— T, Project ') X hH*5 All Projects Z#3ER L. Show default projects = 7 >~
ICRREL T,

3. Projects ') 2 b5 openshift-config 7OV M@K LE T,

4. Searchbyname 7 1 —JL R%ZEA L T, support >—I L v hERELZXT,

o ULy MM EETEHEIIUTZEITLEYS,

5. Options X Za1— Vv LTHhL EditSecret=7 vy I LET,
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6. AddKey/Valuez27 Vv o LXY,
a. Key 7 4 —JU RIC disablelnsightsAlerts # A1 L £ 9,
b. Value 7 41 —JLKIC True ZAHWLZF T,
o U—JLy rPEELABLVGEIRIUTEETLET,
c. Create - Key/valuesecret#/7 ) v o L% 9,
i. Secretname 7 4 —JL N(Z support = AL ZF T,
i. Key 7 4 —JU KIC disablelnsightsAlerts # A1 L %9,
iii. Value 74 —JLRICTruezAHDLZET,
d Create 7 v 7 LZE7,

LHEERFET 5 &, Insights Operator &7 5 X4 —D Prometheus 1 Y R¥ VAT 5 — M & fF LA
<Y FET,

4.6.3. Insights Operator 7 5 — b DEM1L

7 o— NEEMICYT B &, Insights Operator (&2 5 24 — Prometheus 1 Y X249 Y RIZT7 5 — M &EfF
LAY EY, COEBEFREETEET,

[} =355
o JUE—MNIIRALR—=FMDIERITH>TWS (T72IL ),

® OpenShift Container Platform Web 3> Y —JLIZ cluster-admin & L TOJ 4 >~ LTW3,

FIR

1. Workloads - Secrets IC#&1 L F 7,

2. Secrets R—I T, Project ') 2 kH 5 All Projects %3&3R L. Show default projects = ON
ICEREL XD,

3. Projects ') 2 b5 openshift-config 7O 7 M@K LE T,

4. Searchbyname 7 1 —JL K% fEA L T, support >—I L v hERELZXT,

5. Options X Za1— Vv LTHL EditSecret=#27 vy I LET,
6. disablelnsightsAlerts ¥ — D374, Value 7 1 —JL K% false ICERE L 9,

LEAERTFET 5 &, Insights Operator &7 5 X4 — Prometheus 1 YR VRT3 — NaBEZERFL
i_a—o

4.6.4. Insights Operator 7—H4 7D4¥ o >vO—K

Insights Operator (. IX&E L7=T—% % ¥ 5 X9 —®D openshift-insights namespace IC$H % 7 —H 1
TICRTFLEF T, Insights Operator IC& > TIEINT—9 %29 00— NLTHRTEET,
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Gl s
e cluster-admin O—J)LAEFDODI—H—E LTISARY—IZITIVEATE S,

FIa
1. Insights Operator ME{THD Pod DEZREIZR DT X T,
$ oc get pods --namespace=openshift-insights -o custom-columns=:metadata.name --no-
headers --field-selector=status.phase=Running
2. Insights Operator CINEINZRIADT—9¥7—h4 72— LFT,

I $ oc cp openshift-insights/<insights_operator_pod_names>:/var/lib/insights-operator ./insights-
data

Q <insights_operator_pod_names> %, RNV Y RASHAXI N/ Pod ZICEXMZ F

BE D Insights Operator 7—714 77 insights-data > 1 L 7 ) —CRIBAAREICAY £7,

4.6.5. Insights Operator D IVEHBE DRT

Insights Operator 87 — 714 FICEEFN 2 BERENET IEICHDNZFEEZRRTIET, Zhid,
Insights Operator M 1) ¥V — 2 DEAKR & Insights Advisor DREIEX RS % L THRIIEE T,

AR
® |Insights Operator 7—h 4 7OHRHFDIE—,

FIR

1. 7—7h4 7H5 /insights-operator/gathers.json 5 X £ 9,
ZD7 74 IICIE, Insights Operator INEKRIEDY A A EFNTVWE T,

—_

"name": "clusterconfig/authentication”,

"duration_in_ms": 730, ﬂ
"records_count": 1,
"errors": null,

"panic": null

}
Q duration_in_ms (. RUEREICHDN DI ) WBELOEBTY,

2. BENEBRFICEEDRVHIRELET,

4.6.6. Insights Operator DUNER/EDEM1L

Insights Operator DYXEIREEZBMICT B ENTEE T, INEREEZEMICT 5 &, Insights
Operator A Insights 7 5 24 —L 7 R— M & UW&E L T Red Hat ITEE LA 2578, fEBO TS 1/
V—EBHBIENTEET, ThiTLY. VT RY—EHELREDRedHat EDBREEMBEE T 2D
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OTHEEICREREZ 528/, U549 —0 Insights DT & HRBIBBHNEMIC/ARY £F, Insights
Operator 7 — 7141 7 ® /insights-operator/gathers.json 7 7 1 JLH 5, 75 X5 —ICF L THITI N
TINERED) AR ERRTEET, —BONERERE. FEDRENFLINLBEICOAIFREEL.
BHOT7 —AA TIRRRINBVWARELIH D I EITSFRLTIREIL,

BF

InsightsDataGather 7 X% LYV —2 &, 77/ 0V —TF L Ea—#iEs L TOHRE
IhFd, 7//0V—TLEa—#EElE. RedHat BRYR—bDH—EZALR)LT
T =AYb (SLA) OFRATHY ., HENICKEETIERWEELHY £F, Red Hat
d. EEEARECINOGAFERIZIIEAHBELTVWERA, 77/0V—FLEa—
HEREIX, RFTOERMELXWVWERCREL T, FAREETHEDT AN ETVWI 1 —R
Ny JHEIBHELTWEECZEZEHNELTWET,

RedHat D574 /Oy —7 L Eax1—#eEDyR— NEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE 2S8R LTI,

AR

e cluster-admin O— )L % D1 —%—& L T OpenShift Container Platform Web 3>V —)LIC
AJq4rvLTW3,

FIR

1. Administration = CustomResourceDefinitions ICFZEI L F 7,

2. CustomResourceDefinitions X—< T, Searchbyname 7 1 —JL RZ{FEAL T
InsightsDataGather ') YV —RXE&HZZRDIFTI ) v I LZET,

3. CustomResourceDefinition details *— T, Instances ¥ 7% ) v o7 LF 7,
4. clustera )y L., YAMLY 7%20) vy o LET,

5. InsightsDataGather 32 7 7 1 JLIZH L TROVWT A DIREAERIT L T, INERIEEEMIC
LEY,

a. IRTONERFEEEWNICT 3ICIE. disabledGatherers ¥F—D TFiC all = AALE T,

apiVersion: config.openshift.io/vialphai
kind: InsightsDataGather
metadata:

spec: @)

gatherConfig:
disabledGatherers:

-2l @
Q spec /85 X —4 —|F, INERTEEEELET.
@ allfEld. TRTOREREERMICLET,

b. {4 OUNEZREEEMICT BICIF. disabledGatherers ¥ —D T IC{EAZAALZE T,
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spec:
gatherConfig:
disabledGatherers:
- clusterconfig/container_images ﬂ
- clusterconfig/host_subnets
- workloads/workload_info

@ EREREDH

6. Savez U )v o LET,
ZR%RFT 5 &, Insights Operator DINEHRENEFH I N, BIEFTHOIRIARY FT,

pa 3!

INERRFZENICT D E. V5 RY—ICHRNSHESRIRZRA T 2 Insights Advisor D
BEMETLEY,

4.6.7. Insights Operator DIXNEZRIEDE L
INEIRENEMIC A > TWBIHE L. Insights Operator DIERIEEBMICTEE T,

BF

InsightsDataGather 7 X% LYV —2 &, 77/ 0Y—TFL Ea—#EEs L TOHRE
IhFd, 7//0V—TLEa—#EElE. RedHat RAYR— MDY —EZALRILT
T =AY BN (SLA) OFRATHY ., HENICTEETIERWEELHY £F, Red Hat
d. EHREARECINOGAFERIZIEAHBELTVWERA, 77/0V—FLEa—
HEREIX, RFTOERMELXWVWERCIREL T, FAREBETHEDT AN ETWI 1 —R
Ny JHEIBELTWEECZEZEHNELTWET,

RedHat D54 /Oy —7 L Eax—#eEDyR— NEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE 2S8R LTI,

AR

e cluster-admin O0— )L %D —%—& L T OpenShift Container Platform Web > Y —JLIC
AJq4vLTW3,

FIR

1. Administration = CustomResourceDefinitions ICFZEI L F 7,

2. CustomResourceDefinitions X*—< T, Searchbyname 7 1 —JL RZ{FEAL T
InsightsDataGather ') YV —RXAE&HZZRDF TV ) v I LZET,

3. CustomResourceDefinition details *— T, Instances ¥ 7% ) v o7 LF 7,
4, clustera )y L, YAMLY 7%2)vy o LET,
5. ROWITNHDIREEERITL T, NEREEZBMICLET,

o MM >TWVWBITRTDINERIEEAEMICT %ICIE. gatherConfig R ¥ VY AHIRR L
-a—o
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apiVersion: config.openshift.io/vialphai
kind: InsightsDataGather
metadata:

spec:

gatherConfig: ﬂ
disabledGatherers: all

@ T TOREREEEMIT B0/, gatherConfig 25V HFEHBIRL F T,

o EA~LDINERFEAEBMICT 3ICIL. disabledGatherers ¥ —D TDEEEIBRL F 9,

spec:
gatherConfig:
disabledGatherers:
- clusterconfig/container_images ﬂ
- clusterconfig/host_subnets
- workloads/workload_info

Q 1 DU EDINEREEHIRLET,

6. Savez /7 ) v LET,
ZR%REFET 5 &, Insights Operator DINEHRENEH I N, TOHEE ZIFZINERIEDNFH

ﬁ L/ i-a_o
pa 3
INERIRFZENICT D&, VT RY —ICHRNSHESRIRZIRA T 2 Insights Advisor D
BEMETLEY,

-

4.6.8. Insights Operator D& E

D = —XIZEDHHE T Insights Operator ZF&E TX £, Insights Operator (&, Insights Operator
Config 71 Lo ) —® pod.yaml 7 7 1 LDT 7 # )L NE&E &. openshift-config namespace @
support > — 7 L v MICIREINTWEEREDHAEDLEZFERALTEEINX T, support > —7
Ly MET 74 MTIEEELRVAD, MO THRYLREEZBINT 2 EXIFERTIHENHY E
9, support >—2 L v hDFEREIE. podyaml 7 7 IV TCHREINLZT 74 et —nR"—F4 KL
7,

ROKRIC, EHATELGRERMEZTRLET,

4.2 Insights Operator D& E A HE2 B

Attribute name =58e Eny1 7S T4 MéE
enableGlobalObfusc P7RLREYVSR 7 —IL{E false
ation Hy—RAXA4VE&DTO—

NIVEGREABMICL X

E
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Attribute name Bl BEny1 7S T2 4J) MéE

scalnterval Simple Content Access BF I E b 8h

IVHAMILAY DY
DvO— FEEEEEL
Y.

scaPullDisabled Simple Content Access T—IL{&E false

IVHAMNILAYNDY
JrO—REEMICLE
ER

clusterTransferinterv  Insights Operator 2M&EH BRI 24h

al

ARER Y T R Y —ERiE|C
2L T OpenShift
Cluster Manager %
FIv V9 EEEEE
LFET,

disablelnsightsAlert 5 X% — Prometheus  7—IJU{& False

S

AVRYGVAND
Insights Operator 7 5 —
NEEMICLET,

ZDFIETIE, ARH LD Insights Operator FREZ T AEICDWTEHRBALEY,

BE
7 7 # ) b D Insights Operator 8% EZZE R 9 2 A1IC. RedHat HR— MIHEHTH &
EHELET,
(1} =355
e cluster-admin O—JL%Z D1 —+4—& L T OpenShift Container Platform Web 3> Y —JLIZ

FIR

36

aJ4>vLTWw3,

. Workloads - Secrets IC#&1 L 9,

. Secrets *—< T, Project ') 2 bH 5 All Projects #3ER L. Show default projects % 7 >/

IKRELET,
Project ') 2 M H 5 openshift-config 7O xV M & RIRL T,

Searchbyname 7 41 —JL RAFRA L T support > —7 L v haHRZBRLET.,. BEELAWVGES
ICI&, Create —» Key/valuesecretx 7 ') v o L TERL XY,

=2 L v h® Options X —a21— 1) v L, EditSecret#2 ) vV L%d,
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6. AddKey/Value=7 v o LXT,
7. BYIREEEOBMREANL (LOXRESR), Save 2V ) vV LET,

8. BIMDEREICDOWT, LEDFIEZHEYERLET,

47.REMNLRRY ND—VBEBTOYE—MIRALKR—NDFEH

Insights Operator 7—h 4 7% FETIEL., 7Yy 7O—RKLTREMNARRY NT7—VRENMSHEER
PETEET,

PREEH DR Y N7 —VRET Insights Operator AT 5 10I1E. UTFEITOBRELGHY T,
® |Insights Operator 7— A4 7O —%{EK L £7,
® Insights Operator 7 —H 4 7% consolerredhatcom IC7 v 7O— KR L&Y,

X 5T, 7v 70— KA1 Insights Operator 7—4 % &5t §5 2 & & BIRTEXE T,

4.7.1. Insights Operator DUNERIEFDEIT
Insights Operator 7 — A4 7= EKT 2 1CId. INEREFEERTII2MUENHY XD,

AR

e cluster-admin & L T OpenShift Container Platform ICO 71 > L TW 5,

FIE
L. UWFOF>7FL—bM%{FBL T, gather-job.yaml & WD ZFEID 7 7 1 ILEER L T,

apiVersion: batch/v1
kind: Job
metadata:
name: insights-operator-job
annotations:
config.openshift.io/inject-proxy: insights-operator
spec:
backoffLimit: 6
ttiSecondsAfterFinished: 600
template:
spec:
restartPolicy: OnFailure
serviceAccountName: operator
nodeSelector:
beta.kubernetes.io/os: linux
node-role.kubernetes.io/master: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/master
operator: Exists
- effect: NoExecute
key: node.kubernetes.io/unreachable
operator: Exists
tolerationSeconds: 900
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- effect: NoExecute
key: node.kubernetes.io/not-ready
operator: Exists
tolerationSeconds: 900
volumes:
- name: shapshots
emptyDir: {}
- name: service-ca-bundle
configMap:
name: service-ca-bundle
optional: true
initContainers:
- name: insights-operator
image: quay.io/openshift/origin-insights-operator:latest
terminationMessagePolicy: FallbackToLogsOnError
volumeMounts:
- name: snapshots
mountPath: /var/lib/insights-operator
- name: service-ca-bundle
mountPath: /var/run/configmaps/service-ca-bundle
readOnly: true
ports:
- containerPort: 8443
name: https
resources:
requests:
cpu: 10m
memory: 70Mi
args:
- gather
--v=4
- --config=/etc/insights-operator/server.yaml
containers:
- name: sleepy
image: quay.io/openshift/origin-base:latest
args:
- /bin/sh
--C
- sleep 10m
volumeMounts: [{name: snapshots, mountPath: /var/lib/insights-operator}]

2. insights-operator f X —2/X—Y 3 v&#aE—LZ Y,

I $ oc get -n openshift-insights deployment insights-operator -o yami
o

apiVersion: apps/v1
kind: Deployment
metadata:
name: insights-operator
namespace: openshift-insights
#...
spec:
template:
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#...
spec:

containers:

- args:
#...

image: registry.ci.openshift.org/ocp/4.15-2023-10-12-

212500@sha256:a0aa581400805ad0... ﬂ
#...

Q Insights-operator 1 X — D= a3 v ERELET,

3. gather-job.yaml TA X —YD/N\—T 3 VERBRY T E T,

apiVersion: batch/v1
kind: Job
metadata:
name: insights-operator-job
#...
spec:
#...
template:
spec:
initContainers:
- name: insights-operator
image: image: registry.ci.openshift.org/ocp/4.15-2023-10-12-
212500@sha256:a0aa581400805ad0... ﬂ
terminationMessagePolicy: FallbackToLogsOnError
volumeMounts:

ﬂ BtFDfE % Insights-Operator 1 X — DN—2 a VICBEEHWMA XY,

4. IN&EY a TEEHRLET,
I $ oc apply -n openshift-insights -f gather-job.yaml
5. Y37 Pod DERIZRDITET,

I $ oc describe -n openshift-insights job/insights-operator-job

o
Name: insights-operator-job
Namespace: openshift-insights
#...
Events:
Type Reason Age From Message

Normal SuccessfulCreate 7m18s job-controller Created pod: insights-operator-job-
<your_job>

ZZTE. LFOLSICRYFT,
insights-operator-job-<your_job> (& Pod D&&I T,
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6. BENTET LI L ZHRLET,
I $ oc logs -n openshift-insights insights-operator-job-<your_job> insights-operator
Al
I 10407 11:55:38.192084 1 diskrecorder.go:34] Wrote 108 records to disk in 33ms

7. B L7 —hA T2 REFELET,

$ oc cp openshift-insights/insights-operator-job-<your_job>:/var/lib/insights-operator
/insights-data

8. YvaJay -7y FLET,

I $ oc delete -n openshift-insights job insights-operator-job

4.7.2. Insights Operator 7—HA4 707 v 7O—NK

Insights Operator 7 —7 4 7 % console.redhat.com ICFETT7 v 7AO— KN L. BENLEELZET
XFT,

AR
e cluster-admin & L T OpenShift Container Platform (ICE 74 ~ L TW3,
o HIRMQLLSAVI—RY NP IEANTESDT—IVRAT—2a0dHb,

® Insights Operator 7—A4 7OIE—%/EHK L TW3,

¥
1. dockerconfig.json 7 7 1 JL&4¥ o> O—RKLZXT,

I $ oc extract secret/pull-secret -n openshift-config --to=.
2. dockerconfig.json 7 7 1 L5 5" cloud.openshift.com"” "auth" k—7 > %ZJE—L %7,

{

"auths": {
"cloud.openshift.com™: {
"auth": "<your_tokens",
"email": "asd@redhat.com”
}
}

3. consoleredhatcom IC7—HA 757y 7A—RKRLET,

$ curl -v -H "User-Agent: insights-operator/one10time200gather184a34f6a168926d93c330
cluster/<cluster_id>" -H "Authorization: Bearer <your_tokens" -F
"upload=@<path_to_archive>; type=application/vnd.redhat.openshift.periodic+tar"
https://console.redhat.com/api/ingress/v1/upload
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Z ZTC. <cluster_id> (&7 5 X4 —ID. <your_tokens> ()L —I Ly b EDM—2
~. <path_to_archives (& Insights Operator 7 —HA41 F7ADNRAICEESHTZ T,

BEICKINT 2 &, a7 Y K "request_id" & "account_number” %R L £ 7,

H A B

* Connection #0 to host console.redhat.com left intact
{"request_id":"393a7cf1093e434ea8dd4ab3eb28884c","upload":
{"account_number":"6274079"}}%

BREEFIR
1. https://console.redhat.com/openshift iA@Y 1 >~ LE T,
2. ZAIDNRA VT Clusters x=a2—%2 )y I LZET,
3. VSR —DFEMERTT I, VSRI—D&EEZI ) v I LET,

4. 75 A4 —D Insights Advisor ¥ 7 =R E £ 9,
Ty 7O—RIZERHNTEE. FTICRBUTOVWTIADIDNRRIINET,

® Your cluster passed all recommendations Insights TR WE BEEANARE I WA - 75

PAN
Ho

® Insights Advisor B"&H L7, Y R 7 (K. . EESLTEX) MICBEENMTIT 6N
i-a—o

4.7.3. Insights Operator 7— % DL DEMIL

HFEEBMIL T, BEUEIE L. HBFTRERIPVAT RLREISTRI—R=ZARAAL VETRY
L. Insights Operator A* console.redhat.com ICEETE S LD ICL T,

Digk

==
[=]

DIBEFFIARRETY . RedHat TRYR— M F—EXZ L YMRNICITAS
DS, BFL2ENOEHICT B E2HELIT,

9+ (4

I, BAINTUVWARWNMEE I SRY—IPv4T7 RLRICEIYHT, XEY—ILRFINZEH
T—7IEFEHAL T, T—4 % consoleredhat.com IZ7 v 7O— K9 BHIIC, Insights Operator 7 —
AATE2ETIP7 RLREZE#FEN—Va VICEBLET,

PSR —R=ZARRXA VT, EEFEICLY, R=ZARAAAYDPN=RI— I TIXFAICE
BXINhZxzd, & A&, cluster-api.openshift.example.com (& cluster-api.
<CLUSTER_BASE_DOMAIN> (C732Y £9,

LTFDFIETIL. openshift-config namespace T support > —72 L v M {FEH L TE#GbEEMICL
7,

AR
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® OpenShift Container Platform Web 3> —JLIZ cluster-admin & L TOJ 4 >~ LTW3,

FIR

1. Workloads - Secrets IC#&1 L F 9,
2. openshift-config 7O> 7 M &BIRLF T,

3. Searchbyname 7 1 —JL R &AL Tsupport > —7 L v FERRLEFT., BELRVEE
ICI&. Create —» Key/valuesecretx %7 !) v 2 L TERL £,

4. Options X Z 21— v LTHL EditSecret=7 vy I LET,

5. AddKey/Valuez2 ') v 7 LEY,

6. {EA" true M enableGlobalObfuscation &L\ D ZRIDF —%{EM L. Save 22 ) vV LET,
7. Workloads —» Pods ICHEIL £,

8. openshift-insights 7O 7 & RIRL F 7,

9. insights-operator Pod ##3%& L £,

10. insights-operator Pod = B#EE#) ¢ % (CId. Options X =1 — Oy LTHD
DeletePod 7 ) v 7 LE T,

1. Workloads - Secrets IC#&1 L F 9,
2. openshift-insights 70 7 M %&RL £ 7,

3. Searchbyname 7 1 —JL K% {# [ L T obfuscation-translation-table ¥ —%2 L v b &#3%& L
7,

obfuscation-translation-table > — 7 L v MO\ FET 3155513, HGIENBWIA > THEL X7,

F72l&. Insights Operator 7 — /14 7 @ /insights-operator/gathers.json T
"is_global_obfuscation_enabled": true DEA R TE XY,

BB
® Insights Operator 7— A4 7D ¥ o > O— RAEDFMIE. Insights Operator IZ& > TINES
N27—9DHRRESRLTLEIY,

4.8. INSIGHTS OPERATOR % £ L 7= SIMPLE CONTENT ACCESS T v
T4 RMNLAY MDA VR— b

Insights Operator (&, OpenShift Cluster Manager Hybrid Cloud Console 5 Simple Content Access
IVHA MLAY NEERRICA ~ER— b LT openshift-config-managed namespace @ etc-pki-
entitlement > — 7 L v MMI{R7EL £9. SCA (Simple content access) I& Red Hat DY 727 1) 7 3
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FAZERISRAY—HFHLEYE—MILRE=ZS YT

VY —ILDWEET, T84 MULAY MY —ILOEIMFERERIELF T, JOMEEIR. Y TRV ) T3
VY —IVERETIEMIAZEDTIC, RedHat DY TRV FoavpiREIT 20T VY ABEIC
FATEET,
Insights Operator (&, 8 B¥f & IC Simple Content Access TV 9 A4 MULA Y N a4 VR—KNLET
. openshift-config namespace @ support > —2 L v N FH L CTHREFLITH|BICTEZT,
pa 3]
4 v iR— N E#EEX 5 ICI&. Red Hat Subscription Management T Simple Content
Access ZBMICT 2MENHY FT,

BIER R

® simple content access MFEMlL. Red Hat Subscription Central K& 2 X > b ® simple content
access ZZR LTI W,

® OpenShift Container Platform EJL KT Simple Content Access T4 4 ML AV N &EHT 2
BEDFMIE. EIRTDORedHat 722 7o a VR 28R LTLEIW,
4.8.1. Simple Content Access D1 v R— FEIRDERE
openshift-config namespace M support > —2 L v % {#A L T. Insights Operator ' Simple
ContentAccess TV 94 MILAY NaA VYV R— NS 24EEEZRETEET, TVF4M4 MLAY MDA

viR— MIBEE 8B Z & ICiThN F 94 Red Hat Subscription Management T Simple Content
Access S REABH T D&, CORREECIBIENTEET,

ZDFIETIF, 41V R— I MERZ 1EICEHRT2HEZHBALET,

AR

e cluster-admin O—JLZ D1 —+4—& L T OpenShift Container Platform Web 3> Y —JLIZ
AJq4vLTW3,

FIa
1. Workloads - Secrets IC#&1 L F 9,
2. openshift-config 7O> 7 M &BIRL F T,

3. Searchbyname 7 1 —JL R&FRA L T, support > —7 L v hERRLEFT., BELRWVEG
AITIE. Create - Key/valuesecret= 7 1) v 7 L TR L ZE T,

o V—JLy MNBEETBHEIIUTZEITLEYS,

1. Options X Z 21— v LTHhL EditSecret=27 vy I LET,
2. AddKey/Valuez2 ') v 7 LEY,

a. Key 7 4 —JU RIC scalnterval “E AL £ Y,

b. Value 74 —JL RIC1Th EAALFET,

o U—JLy MIEELBVWGERIEUTZEITLET,
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a. Create - Key/valuesecretz/7 ) v o L%9,

i. Secretname 7 4 —JL NI(Z support = AL ZF T,
ii. Key 7 4 —JU KIC scalnterval E AAL F T,
ii. Value 74 —JLRIZTh EAALZET,

b. Create =27 vV LZ7,

-
S RERE 1h Id. 60M(60 %) EANT B EETEET,

4.8.2. Simple Content Access 1 ~7;R— b DER1L

openshift-config namespace @ support > —7 L v k%A L T. Simple Content Access TV % A
MLAY RDAVIR— N EBMTTHIENTEIT,

AR
® OpenShift Container Platform Web 3> —JLIZ cluster-admin & L TOJ 4 >~ LTW3,

FIR

1. Workloads — Secrets ICEEIL £,

2. openshift-config 7Oy ¥ hEBIRLZF T,

3. Searchbyname 7 1 —JL RZfEA L T support >—7 L v hZRFRL XY,
o V—ULy MDEETIHEIIUTEERITLET,

1. Options X Z 21— v LTHL EditSecret=27 vy I LET,
2. AddKey/Valuez7 ') v 7 LET,
a. Key 7 1 —JU KIZ scaPullDisabled & AAAL %9,
b. Value 7 4 —JL RIC true EADLET,
o U—JLy MPEELABAVGEIRIUTEETLET,
a. Create - Key/valuesecretz/7 ) v o L% 9,

i. Secretname 7 4 —JL N(Z support = AL ZF T,
i. Key 7 4 —JU KIZ scaPullDisabled & AAIL %9,
i. Value 74 —JLRICtrue EABDLET,
b. Create 27 ') v 7 L&Y,

Simple Content Access T4 4 MILX Y KDA ViR— MNHEMICARY £,
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simple content access D4 Y R— N EBEBAMICT 2ICE, YR—~>—75
Ly M%&#RE&E L. scaPullDisabled ¥ —%HIf& L 9,

483. FEMILTCWAEY Y TNAVF VYT IERAALA VR— MDA
SUTNAVFTFUITIRAIVIA MLAY MDA VER— MHEMICA > TWBIHEE. Insights

Operator (I Y TNAVF VYT IERAIVIA MLAYV NEL VIR—NLEHA, TOEEIZER
TXZEY,

AR

e cluster-admin O—J)LZ D1 —+4—& L T OpenShift Container Platform Web 3> Y —JLIZ
AJ4vLTW3,

FIR

1. Workloads - Secrets IC#&1 L F ¢,
2. openshift-config 7O> TV M &BIRL F 7,

3. Searchbyname 7 1 —JL RARA L T, support > —2 L v hEaRFRLZT,

4. Options X Z 21— Vv LTHhL EditSecret=7 vy I LET,

5. scaPullDisabled +—®D3%4&. Value 71 —JL K% false ICEREL T,
Simple Content Access TV ¥ 1 ML XY MDA ViR— NHEMICARY T,
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BEE VSRY—ICEAT BT —YIDINE

PR—MNT—REEHRTIE. CHERADIZRY—ICDVWTDT /Ny JIEH % Red Hat ¥ R— M ICiR{H
LT\ & RedHat DY R— MIZIZIEET,

UTFERETEIENHRINET,
e oc adm must-gather I~ > RAFERAL TIREINET—%

o —EDYVSAY¥—ID

5.1. MUST-GATHER *J —JLICDWT

oc adm must-gather CLI A< > K&, UTDOL D BREEOTNY JICHBERDAREEDHZ 0 TR
H—DLDEHREIEL T,

o JY—EH
o H—EZ207Y

77 4J)V N T, ocadm must-gather IX Y KIET 74NN MDD TS T14 V4 A=Y %FERL, /must-
gather.local ICEZAAZITVWET,

FzlE, LTI 3V THEAINTWE LI, BYASIMAEELCAY Y RERITTDE.
EDFHRENETEET,

o 1D EDRHEDHEICEEST ST —FZRETZICE, UTOEIVaVITRTLIIC, 1

A—T EHIT —~-image BIBEFERL X,
LFICHERLES,

$ oc adm must-gather \
--image=registry.redhat.io/container-native-virtualization/cnv-must-gather-rhel9:v4.13.8

o EFXOJANETHICIE. UTDEI Y aVTHEEINTWS LD IC -
/usr/bin/gather_audit_logs 5|18 =R L 7.
LFRICHlERLES,

I $ oc adm must-gather -- /usr/bin/gather_audit_logs

pa

T77A4NMDHYA X %NILTEHIL, BEEOTIET 74 MDIEHREY hD—
e LTIEIhEHA,

AN

oc adm must-gather #1795 &, VY LRZFERF OFIRPod NV SRS —DFHRTOT /7 b
WER I NE T, T—4I1EZFD Pod LTIEI N, IREDEZET 1« L U b)) —HD must-gather.local
THREDFHFLULWTAL I M) —ICREINFET,

UFICHZERLET,

NAMESPACE NAME READY STATUS RESTARTS AGE

openshift-must-gather-5drcj must-gather-bklx4 2/2 Running 0 72s
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I openshift-must-gather-5drcj must-gather-s8sdh 2/2  Running 0 72s

fEET. --run-namespace 7 7> 3 V& HEHA L T, $ED namespace T oc adm must-gather 1<~
NERITTEET,

UFICHZERLET,

$ oc adm must-gather --run-namespace <namespace> \
--image=registry.redhat.io/container-native-virtualization/cnv-must-gather-rhel9:v4.13.8

511.RedHat Y R— NED I SRY—ICDWVWTDTF—4¥ DINE

oc adm must-gather CLI AY Y REZFRAL T, 75 R9—ICDVWTOTNYy JERENETEET,
([} =355
e cluster-admin O—J)LA2FD2A—HF—& LTI TRYI—IITIVERATE S,

® OpenShift Container Platform CLI (o¢) ' 1 Y XA h—JILI N TW 3,

¥
. must-gather 7 —% 2 REFIT 274 LV N —ICBEILE T,

pa )

V2R —NHEHRRRICHZHEIE. BMDFIRZERITITI2LEN DY T,

I7-LIYRAMN)—ILEREINE CANDH BI5E. FTEEINDCAZITR
S—ITEMT ZRENHY ET., FERRREOIANTDISIRI—IIHLT, T

7 #JV D must-gather 1 X —J %A A—J AN —LELTAVR—KT B
BENHYET,

I $ oc import-image is/must-gather -n openshift

2. oc adm must-gather ¥ > K&ETL XY,

I $ oc adm must-gather

BF

IEHRREAFEA L TWSBEICIE. must-gather D—E& L T ~-image 75 7
EERAL. RAAO—RAX—V%5SRBLET,

= o-1o)
ZOAR VR, TIANNTS Y LROYNO—ILTL—V /) — K5 ERT

%78, Pod & NotReady & & U SchedulingDisabled Sk J > bO—I)L T
L=y /—=RIZRATVa—-IINBBEIHYET,

a. TOOARY RHIKRBT BGE (VTAY—TPod ZRT T 1—IILTERWEERE), oc
adminspect v RZFEAL T, HEYV—RICEATZEREZNELXT,
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R

INET D) Y —RICDWVWTIE, RedHat A R— MCHBWEDELES
W,

3. FETA LY M) —ITERSI /- must-gather 71 L7 N —D S ERE7 71 L EER L £
T, LEZIE LinuxARL—FT 1 VIV RTLEFERTZAVE2a—49—TCUTOOT R
EERITLET,

I $ tar cvaf must-gather.tar.gz must-gather.local.5421342344627712289/ €))

Q must-gather-local.5421342344627712289/ = EEDT 4 LV M —ZICBI BT L
X,

4. RedHat h A9 —R—FID HhAIYT—HYR—K =T T, EI7I 7M1V EYR—Kr—
2IICRFLETS,
51.2. B EDMEEICET 5T — Y INE

oc adm must-gather CLI < > K#% --image % 7|3 --image-stream 3% & HICEA L T, HFEICH
BEICDVWTOTNY JIEREZINETEZ Y, must-gather) —JLIZEHDA A —Y %Y R— T 5%
O, B—DIATY FZ2ET L TEHROBEICODVWTDT— 9 %2 RETE I,

F5.1YR— FRHRD must-gather 1 A —

A A= BEY

registry.redhat.io/container-native- OpenShift Virtualization D7 — 4 IR,
virtualization/cnv-must-gather-rhel9:v4.13.8

registry.redhat.io/openshift-serverless- OpenShift Serverless D7 — % N4,
1/svis-must-gather-rhel8

registry.redhat.io/openshift-service- Red Hat OpenShift Service Mesh D7 — % IX&,
mesh/istio-must-gather-rhel8:
<installed_version_service_mesh>

registry.redhat.io/rhmtc/openshift-migration- Migration Toolkit for Containers D7 — 4 IX&,
must-gather-
rhel8:v<installed_version_migration_toolkit>

registry.redhat.io/odf4/ocs-must-gather- Red Hat OpenShift Data Foundation M7 — % IX&,
rhel8:v<installed_version_ODF>

registry.redhat.io/openshift-logging/cluster- OF¥>J7RAOT—9 &,
logging-rhel9-
operator:v<installed_version_logging>

registry.redhat.io/openshift4/ose-csi-driver- OpenShift Shared Resource CSI Driver ® 7 — 4 IX
shared-resource-mustgather-rhel8 %
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AAX=T

registry.redhat.io/openshift4/ose-local-
storage-mustgather-
rhel8:v<installed_version_LSO>

registry.redhat.io/openshift-sandboxed-
containers/osc-must-gather-
rhel8:v<installed_version_sandboxed_contai
ners>

registry.redhat.io/workload-availability/self-
node-remediation-must-gather-
rhel8:v<installed-version-SNR>

registry.redhat.io/openshift4/ptp-must-
gather-rhel8:v<installed-version-ptp>

registry.redhat.io/workload-availability/node-
maintenance-must-gather-rhel8:v<installed-
version-NMO>

registry.redhat.io/openshift-gitops-1/must-
gather-rhel8:v<installed_version_GitOps>

registry.redhat.io/lvms4/lvms-must-gather-
rhel8:v<installed_version_LVMS>

registry.redhat.io/rhacm2/acm-must-gather-
rhel9:v<ACM_version>

registry.redhat.io/rhacm2/acm-must-gather-
rhel8:v<ACM_version>

<registry_name:port_number>/rhacm2/acm-
must-gather-rhel9:v<ACM_version>

<registry_name:port_number>/rhacm2/acm-
must-gather-rhel8:v<ACM_version>

R

BESE I FRY—ICET BT -9 DIE

E]:y)

O—#AJL R b L— Operator D5 — 4 IN&E,

OpenShift > KRRy V22V T+ —DT—4 X
%

Self Node Remediation (SNR) Operator & & U' Node
Health Check Operator (NHC) @5 — 4 U5,

PTP Operator D7 — 4 N4,

Node Maintenance Operator (NMO) D5 —#4 IX£E,

Red Hat OpenShift GitOps M5 — 4 U5,

LVM Operator D5 — 4% N4,

Red Hat Advanced Cluster Management (RHACM)
210 LIgED T — 4 N4,

RHACM 2.9 UgidD 7 — 4 U4,

FEEBIRIEICH D RHACM 2,10 LIBED T — 4 X
£

FEIEHIBIEICH 1T D RHACM 2.9 LIRID T — 4 IN&E,

OpenShift Container Platform Y R—R Y DA X —I DRFH/NN—2 3 v &HIRT 51
I&. RedHat 1R 4% ¥ —7R—% JLD Red Hat OpenShift Container Platform 54 744

JIVIRY & — D Web R—T &S0

AR

LTI,

e cluster-admin A—J)LEFDODI—H—E LTISARY—IITIVEATE S,
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FIR

50

® OpenShift Container Platform CLI (o¢) ' 1 Y XA h—I)LI N TW 3,

1. must-gather 7 — 9 2 RET 274 LV M) —ICBEILZE T,

2. oc adm must-gather 1< > K% 1 D £/ (XEH D --image F 7= --image-stream 5[# & H(C

EITLET,

pa )

o REDMEET —HITIMATT 7 4L h®D must-gather 77— % % IX&E T 5 IC
I&. --image-stream=openshift/must-gather 5|5 % B L £ 9.

® Custom Metrics Autoscaler ICBET 27 —49 DUNEIZDWTIL, UTFOREE
FEREIavESBLTLETY,

frEzE UTFOaAYY RiE, T74I MDY ZRY—F—4 & OpenShift Virtualization ICE
BORBOEAZRELET,

$ oc adm must-gather \
--image-stream=openshift/must-gather \ ﬂ
--image=registry.redhat.io/container-native-virtualization/cnv-must-gather-rhel9:v4.13.8 g

ﬂ 7 7 # )L b D OpenShift Container Platform must-gather 1 X —<

9 OpenShift Virtualization @ must-gather 4 X —<

must-gather YV —JL ZBINMDB|E & HICHEA L. OpenShift Logging 8L UV X9 —AD
Red Hat OpenShift Logging Operator ICBIET 27— 4 ZINETE £9, OpenShift Logging
DIgA. UToavy RaETFLET,

$ oc adm must-gather --image=3$(oc -n openshift-logging get deployment.apps/cluster-
logging-operator \

-0 jsonpath="{.spec.template.spec.containers[?(@.name == "cluster-logging-
operator")].image}')

$5.1 OpenShift Logging @ must-gather ® 1 41

— cluster-logging

F—clo

—— cluster-logging-operator-74dd5994f-6ttgt
—— clusterlogforwarder_cr

——Cr

—— CSV

—— deployment

—— logforwarding_cr

— collector

| |— fluentd-2tr64

F—eo

| F—csv

| |— deployment

| L— elasticsearch-operator-7dc7d97b9d-jo4r4
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F—es
— cluster-elasticsearch

—— aliases
— health
—— indices
— latest_documents.json
—— nodes
—— nodes_stats.json
—— thread_pool
cr
—— elasticsearch-cdm-Ip8I38m0-1-794d6dd989-4jxms
—— logs

|— elasticsearch-cdm-Ip8I38m0-1-794d6dd989-4jxms
— install
—— co_logs
— install_plan
—— olmo_logs
—— subscription
L— kibana
——Cr
—— kibana-9d69668d4-2rkvz

— cluster-scoped-resources
L— core

— nodes

| —ip-10-0-146-180.eu-west-1.compute.internal.yaml
L— persistentvolumes
— pvc-0a8d65d9-54aa-4c44-9ecc-33d9381e41c1.yaml
—— event-filter.html
—— gather-debug.log
—— namespaces
— openshift-logging
— apps
—— daemonsets.yaml
—— deployments.yaml
replicasets.yaml
—— statefulsets.yaml
— batch
—— cronjobs.yam|
—— jobs.yaml
— core
—— configmaps.yaml
—— endpoints.yaml|
—— events

—— elasticsearch-im-app-1596020400-gm6nl.1626341a296c16al.yaml
—— elasticsearch-im-audit-1596020400-9I19n4.1626341a2af81bbd.yaml
—— elasticsearch-im-infra-1596020400-v98tk.1626341a2d821069.yam|
—— elasticsearch-im-app-1596020400-cc5vc.1626341a3019b238.yaml
— elasticsearch-im-audit-1596020400-s8d5s.1626341a31f7b315.yaml|
—— elasticsearch-im-infra-1596020400-7mgv8.1626341a35ea59ed.yaml|
—— events.yaml

—— persistentvolumeclaims.yaml

—— pods.yaml

— replicationcontrollers.yaml

—— secrets.yaml|

—— services.yaml

— openshift-logging.yaml
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52

— pods

|— cluster-logging-operator-74dd5994f-6ttgt

|— cluster-logging-operator
| L— cluster-logging-operator
| L—Ilogs
| — current.log
| [ previous.insecure.log
| L previous.log
L cluster-logging-operator-74dd59941-6ttgt.yaml
|— cluster-logging-operator-registry-6df49d7d4-mxxff
|— cluster-logging-operator-registry
L cluster-logging-operator-registry
L— logs
—— current.log
—— previous.insecure.log
—— previous.log
—— cluster-logging-operator-registry-6df49d7d4-mxxff.yaml
—— mutate-csv-and-generate-sqlite-db
L— mutate-csv-and-generate-sqlite-db
L— logs
—— current.log
—— previous.insecure.log

—— previous.log
—— elasticsearch-cdm-Ip8I138m0-1-794d6dd989-4jxms
—— elasticsearch-im-app-1596030300-bpgcx
—— elasticsearch-im-app-1596030300-bpgcx.yaml|
—— indexmanagement

L— indexmanagement

L— logs

—— current.log
—— previous.insecure.log
—— previous.log
— fluentd-2tr64

F— fluentd

L— fluentd
L— logs
—— current.log
—— previous.insecure.log
—— previous.log
—— fluentd-2tr64.yaml
—— fluentd-init
L— fluentd-init
L— logs
—— current.log
—— previous.insecure.log
—— previous.log

— kibana-9d69668d4-2rkvz

— kibana
L— kibana
L— logs
—— current.log
—— previous.insecure.log
—— previous.log
—— kibana-9d69668d4-2rkvz.yaml
—— kibana-proxy

L kibana-proxy
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| L— logs
| — current.log
| — previous.insecure.log

|
|
|
| ] L— previous.log

L— route.openshift.io
L— routes.yaml
L— openshift-operators-redhat

3. oc adm must-gather 1< > K% 1 D £/ (3B D --image Z 7= --image-stream 5[# & H(C
EIFLEY, &K UTOaATRYRE, 774 MDY S RY—FT—4 & KubeVirt ICEH
DEHROTMAHZIELTT,

$ oc adm must-gather \
--image-stream=openshift/must-gather \ ﬂ
--image=quay.io/kubevirt/must-gather

ﬂ 7 7 # )L b D OpenShift Container Platform must-gather 1 X —<

9 KubeVirt M must-gather 4 X —<

4. FET4 LV M) —ITERI N/ must-gather T4 L7 M) —DSERE7 71 L EER L £
T, ILEZE, Linux ARV —FT 4 VIV AT LEERT S E2—49—TCUTFOOT VR
ERITLET,

I $ tar cvaf must-gather.tar.gz must-gather.local.5421342344627712289/ €))

Q must-gather-local.5421342344627712289/ = EEDT 4 LV N —ZICBI BT L
X,

5.  RedHat h RO —R—FILD HhAIT—HYR—h =T T, EBI7I 7M1V EYR—Kr—
2RI LET,

5.2. EEIBR

e Custom Metrics Autoscaler @ 5 /3w 5 —4 DIVE,

® Red Hat OpenShift Container Platform D54 744 JJLR1) ¥ —

5.21. %y N7—4o O DINE
HS2AHY—RHDTRTD/) —RTRy NT—IOTENETEET,

1. -- gather_network_logs %157 L T oc adm must-gather ¥ > KZETL X7,

I $ oc adm must-gather -- gather_network_logs
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2. FET 4 LI M) —ITEREI N7 must-gather 7« LV M) —DSEMET 7 1 L2 /ERR L E
T, EXE LinuxZRV—FT A VIV RTLEFERATZ2IVE2—9—TUTOITY R
ZERETLIEY,

I $ tar cvaf must-gather.tar.gz must-gather.local.472290403699006248 @)

Q must-gather-local.472290403699006248 (. EED T4 LV M) —RICEI|MAF T,

3. RedHat ARSI X —R—=FID HAIT—HYR—k R—=2 T, BT 7M1V EYR—Mr—
2RI LET,
53. 75 RX49—ID OE=F
Red Hat HH /R— MIBREIRMHE T 2ICIE. V5 R —ICEBDOHBNFAREL TWALLEL &&KICILS
F 9., OpenShift Container PlatformWeb AV Y — LA FRALTY X9 —ID #BEBANTEET,

Web 3>V —JL & 7=1d OpenShift CLI (oc) 5 A LTV S X9— D 4 FHTIMETZ &L TXZ
-a—o

AR
e cluster-admin A—J)LEFDODI—H—E LTISARY—ICTIVEATE S,

e Web ¥V —JLEFfiEA YA h—ILINTW2 OpenShift CLI (0c) K7 7 EZRTX 3,

FIR

o Web AV Y —ILEFERALTYR—MN—REHE, 75X —IDDBEEBAAETICIE. U
T&EEITLET,

a. Y—IJL/X—=H 5, (?)Help » Open Support Case ICFBEI L £ 7,
b. Cluster ID fENBEHICADTINET,
e WebAVV—ILEFERLTISRY—IDEFHTIETZICE. UTFEERTLET,
a. Home - Overview ICBEL £,
b. {Eid Details 22> 3>~ ® ClusterID 7 1 —JL RTHEATEZ T,

e OpenShift CLI (oc) AL T 529 —ID #EET 3IC1E. UTFoaAvY REEFLET,

I $ oc get clusterversion -0 jsonpath='{.items[].spec.clusterID}{"\n"}'

5.4. SOSREPORT ICDWT

sosreport |&, FREDFHM. AT LIER. L UEMT —4 % Red Hat Enterprise Linux (RHEL) & &
U* Red Hat Enterprise Linux CoreOS (RHCOS) ¥ A7 LM LINET %Y —ILTY, sosreport (&, / —
NICERET 2B REINET 27O DIZRER LA EEZRBELET. ZOBHRIE. BEDEZEDRD
ICRed Hat 7 R— MICIRTE XY,

HR— ML o T, Red Hat Hr7R— M IEHKFE D OpenShift Container Platform / — K@ sosreport

T—hAT=PRETHLHOEBET 2HE1HY FT., & xIE. oc adm must-gather DHAICEF N
BWORTFLAOT IO/ — REEDT—9 2RI 2BENHDHZEDHY T,
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5.5. OPENSHIFT CONTAINER PLATFORM VS 24—/ — KD
SOSREPORT 7—Hh4 7 D4R

OpenShift Container Platform 413 7 5 24—/ — KD sosreport 4K T 2 HEE LT, 71Xy T
Pod #ffAY 2 &EHHEINZET,

=S5

FIR

cluster-admin A —J)LEFDODA—HF - LTIFRI—ICTIVERATE S,
RAMANDSSHT7 VA H B &,

OpenShift CLI (o¢) 74 Y 2 h—ILIhTW3,

RedHat DIREZ/2IZ T LI 7 LY TRV Y T avdbH s,

RedHat AR X —R—=FIDT7HI Y "B 5,

BEFD RedHat Y R— M — R ID B’ %,

VDA —/—RFRD)RAMZEFLET,
I $ oc get nodes

5=y k) —ROFRy Ty v avicAYET, OFIEIE. <node_names-debug & L»
SFNY T PodaAVAYVAILLET,

I $ oc debug node/my-cluster-node
NoExecute T7 =¥ hTtaint Il 5Ny —45y N/ —RKRT, RNy Ty avICAB

ICi&. 4 X — namespace IC toleration ZEMML T. €D 4 I — namespace TT/\v ¥ Pod %
eEsBLEY,

I $ oc new-project dummy

$ oc patch namespace dummy --type=merge -p '{"metadata": {"annotations": {
"scheduler.alpha.kubernetes.io/defaultTolerations™: "[{\"operator\": \"Exists\"}]"}}'

I $ oc debug node/my-cluster-node

/host =T /Ny L T )LJADroot T4 LI M) —ELTHRELE T, T/8%y ¥ Pod i, Pod N
D /host ICTRA MDD root 77 ANV AT LEYTIYMNLET, rootT4 L2 M)—% /host IC
TETEE, RAMNDEFTNRICEEFNZNNAF ) —A5FETTEET,

I # chroot /host
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4 s 0

Red Hat Enterprise Linux CoreOS (RHCOS) % 3179 % OpenShift Container
Platform 413 7 S 24—/ — RIFEETE . Operator Z2EFRA LTI S R4 —
DEFEZBEALEY, SSHEFALELI SR —/ —RADT7 I 2 RIFHES
nFt A, 7272 L. OpenShift Container Platform API A*FIFH T E R WFE ¥,
kubelet B89 —#4"v k / — N TEUICHEBE LR WEE, oc BRIENETDHEEZ (S
9, COFEIE. KD YIC ssh core@<nodes>.<cluster_names.
<base_domain> Z#H LT/ —NIZT7VEATEZXT,

4. sosreport #E{TT BDIIMERNA T ) —BLVOTZ 74 U HEFEN S toolbox IV T
T_%Eéxbi-a—o

I # toolbox

R

BE7Z D toolbox Pod A TICETINTWBIHA, toolbox A7 ¥ RIFLLT %
H 71 L £7: 'toolbox-' already exists.Trying to start... podman rm toolbox- T
ETHD toolbox AV 7+ —%HIR L T. sosreport 75 71 > DA% Ok 3
B7=-HIC, FIRD toolbox AV T F—%ERKLET,

5. sosreport 7—hA TEIELZE T,

a. sosreport AV R&ZE{TL T, crio 8L podman TRER KNS TV a—FT1 VT
T ERELET,

I # sos report -k crio.all=on -k crio.logs=on -k podman.all=on -k podman.logs=on ﬂ

Q KICEY, T4 MUK D sosreport 7554 VRS A—H—EFEHTEET,

b. 7AY T MARRINLS Enter 2 L THRITLE T,

c. RedHat H R— Ko —X IDA$BELF 9, sosreport (& ID =7 —hA TDT7 74 ILAIC
EBmLxEd,

d. sosreport HAld, 7—HA TOBREF v I LERELE T, UTOHENSERG
&, /—2ZX1D 01234567 =SBR L £ 9,

Your sosreport has been generated and saved in:
/host/var/tmp/sosreport-my-cluster-node-01234567-2020-05-28-eyjknxt.tar.xz ﬂ

The checksum is: 382ffc167510fd71b4f12a4f40b97a4e

toolbox AV T+ —IERA MDroot 74 LY ) —% /hostiC¥ VY bT 572
&. sosreport 7—HA TD 7T 74 IJL/XZIE chroot RIEANICHY £T,

6. LTOAEDWTNOEFERL T, BITD7RDHIC sosreport 7—H 1 7% Red Hat H7R— b IC
RHELZET,

e 7 71 JL% OpenShift Container Platform 7 5 2 4 —H 5 E#HBE7E D Red Hat H7R— K
JF—RICT7v7O—RLET,
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a. toolbox ¥ FF+—MAh 5, redhat-support-tool 1T L T7—Hh A 7 %BEED Red
Hat R— M —RICEEBIYHETE T, ZOFITIE. YR—M7—21D 01234567
EEALET,

# redhat-support-tool addattachment -c 01234567 /host/var/tmp/my-sosreport.tar.xz

ﬂ toolbox AV 7+ —I&, RAKMDrootT714 LV MY—% /hostiC¥ TV ML &
¥, redhat-support-tool ¥V RT7v 7O—KRT27 71 I %EEET 5E
i, toolbox AV FF—Droot T4 LI M) — (/host/ ZEL) Do/ %S
RLET,

o FIFEMRedHat Y R— N —RICT 74N ETy TAO—RLET,

a. oc debug node/<node_name> 1<~ K% 3T L T sosreport 7—H 4 745 &EE L.
HAE 7740514 L2 LET, COOAT Y RIE ERID ocdebug v > 3V
ERTLTWBZE&RIIRELTWVWET,

$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/sosreport-my-cluster-
node-01234567-2020-05-28-eyjknxt.tar.xz' > /tmp/sosreport-my-cluster-node-
01234567-2020-05-28-eyjknxt.tar.xz

ﬂ FNyFAVFF—IE. KA RDroot T4 L MY—% Jhosticv oY ML E
T BIEDDIZY—T Y N7 74 IERBETDIEIC, TNy JaAVTF+H—D
root 74 L7 M) — (lhost &) Hh SR EZSBLET,

R

Red Hat Enterprise Linux CoreOS (RHCOS) % 3£179 % OpenShift
Container Platform 413 2 5 24—/ — RIZZEEBE T X . Operator % {#
FALTYVSRY—DEE=EHALET, scpa2FALTIZIRY—/—
KD 5 sosreport 7 —H4 T%EET 2 2 & IFHEREINFIEA, L
L. OpenShift Container Platform APl AFlIF§ T & 2 W HE . kubelet
BNy —45w /) — KNTHEHUICHEELRWES. oc BRIENATORELZI(T
F9. ZTDIRETIE. scp core@<node>.<cluster_names.
<base_domains:<file_path> <local_path> #3317 LT, /—KH5H
sosreport 7—HA 7 AE—FT B ENTEET,

b. Red Hat AR 4 ¥ —R—#% )LD Customer Support X— ILHBBEFEDH R— M7 —
AICHEELET,

c. Attachfiles %2R L. 7OV 7N ->T7 7427y 7O—RLZET,

56. 7—NANSY T/ —ROYv—FH)asyoyxT!)—

T—rANSy TEAEDOREIRE LBE. 7— M KNS5y 7/ — KH 5 bootkube.service @D
journald 1=v hOJHBLVAVFTF—OJERETEET,

=50

o J—RAKNSYT/—RADSSHT IV ERADH 5,
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o J—RNRNSYT/—ROZLBEHRNXA VEDNDH B,

Fa
1. OpenShift Container Platform @4 Y A h—JLBICT— MR NSy T/ — KD 5

bootkube.service ® journald 1= fOJ %V L) — L F Y, <bootstrap_fqdn> % 7— k X
Sy T/ —ROREEBMNAA VRICBE]AFT,

I $ ssh core@<bootstrap_fqdn> journalctl -b -f -u bootkube.service

e

Pz -

T— MR MSv T/ — KD bootkube.service D O 7'|F etcd D connection
refused T>S—%2HAL, 7—rA NSy TH—N—AarvrO—ILTL—V
J—RDetcd ICEHKTERVWCEERLET, eted &I bO—LTL—V

J—RTEEIL. /— KB IZRI—IZSMLIRICIF. T5—@FRELRIA
3139 TY,

2. 7= ZANZvTF/—=KTpodman 2FERALTCT— RS T/ —RDaAvFH—n5607
ZINE L E T, <bootstrap_fqdn>% 77— A NSy T/ —ROR2BEER A VRICEXH
AFEY,

$ ssh core@<bootstrap_fqdn> 'for pod in $(sudo podman ps -a -q); do sudo podman logs
$pod; done'

57Z. 95—/ —RKIv—F)basooxl)—
BRIDYI SR —/—KD /var/log AT journald 1=y hOJE LV ZDMOO T EZIRETETZET,
Gl s
e cluster-admin O— /)L ZHFHDA1—H—& LTIV SRI—ICT7IVERATE %,
o APIH—ERHNHELTWND,
e OpenShift CLI (0c) B4 Y 2 h—ILI T W3,
o RANADSSHT7 VR HDZ &,
FIa

1. OpenShift Container Platform ¥ 2 X4 —/ — RKH 5 kubelet D journald 1=y OV %Y T
J—LZEd, UTFOBITIE, I O—LTL—V/—ROFNIIT)—INET,

I $ oc adm node-logs --role=master -u kubelet ﬂ

Q fep1=w hASTEHITY —F 270!, kubelet = EEEBEXMRI T,

2. V3R89 —/)—R®D Narlog/ DFICHBZFHEDY TT4 LI M) =0Tz lRELET,
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a. var/log/ 774 LI M) —RICEFNZO070—EE2WMELETT. UTOHTIE. T
THIY hO—J)L 7L —> /— RO Ivar/log/openshift-apiserver/ ICHZ 7 7 1 L% 1) X
PRIILET,

I $ oc adm node-logs --role=master --path=openshift-apiserver

b. ivarllog/ ¥ 774 L7 M) —ARAORKEOVZHRELET, UTFORIE. §XTOOV K
A—J)L 7L —> /— RKH5 [varllog/openshift-apiserver/auditlog > 5>V E#HAO L
ER

I $ oc adm node-logs --role=master --path=openshift-apiserver/audit.log

c. APIDHEREL RV S, RDYICSSHZEALTE/ —FoOJ %A LET, LUTD
f5lid. /var/log/openshift-apiserver/audit.log # X—X & L TWE T,

$ ssh core@<master-node>.<cluster_names>.<base_domain> sudo tail -f
/var/log/openshift-apiserver/audit.log

pa )

Red Hat Enterprise Linux CoreOS (RHCOS) %3179 % OpenShift
Container Platform 413 7 5 A4 —/ — RIZZEE TX . Operator ZFEMA L
TIVSRY—DERZERALZT, SSHEZERALEZYVSRY—/— KA DT
VERIHEREINFZHA, SSHIRETRMT —9 DINEEFITT 28I

IC. oc adm must gather 5 & U ZDMD oc A7 REZETL TREI N
279D DTHINEI D ZHR L TLZI W, 272 L. OpenShift
Container Platform APl BFJ i T Z 2 W EE . kubelet "9 —4'y k/ —
NTHEDICHEE L RWIBEES. oc RN TOHEEZITET, ZDHEIE.
K4 Y IC ssh core@<node>.<cluster_name>.<base_domain> % {&fH L T
J—RIZ7OERATEZEY,

58. XY NT—O K L—XAXY YK

NIy hFvyTFr—LIA—ROBATRY NT—I ML —RENETZE, RedHat Ry kT —2
DEBED NS TV a—FTa VT R—NTEET,

OpenShift Container Platform Tl&, ®*v N7 —J ML —RDETAHEE LT 2EEYR—MLE T,
UTOXREHEL. ——XICE2AEERRLE T,

FKE2YR— M HROXRY hT—U ML —RAPEDSHE

XYy KR Ao s & UHEe

RAMDXRY b 12U ED/— R CRBICIEETZ2HBET. Xy v TFr—%FETLET, N
J— KL—RD Ty hFvy TFrv—T74)0IE BEELAEBEIGETSZE, / — KRS 9514 7V b
g RUVICEEINET,

REDT7IavhHRETRY N7 —VRBEICHEEZREINZEHE NS TIL
YaA—TAVITWEY, N7y v TFv—%FTL. BBEREIEDT Y
YavERITLTO CHREZSMLET,

59



OpenShift Container Platform 4.13 $#7R— |

XYy KR Flms & UHEe

OpenShift 120/ —RFEFE 120V T F—TNRTYy N+ TFv—%RTLET, T vk
Container Fr 7Fr—OHBEEFETES LD ICtecpdump 27 Y RAEREMICEITLET,
Platform / — K &
Fixavs+—n Ry by TFvy—%5FHTHRBL, Xy N7—7BEOBEEN)A—-LTH
SDRy hT7—24 5. Ny hF v TFv—5FHTEILETEET,
hL—Z DU
COFETI, cat A~ Y RELVYzIDYSFA LI MEFRLT, Xy b+
Fy—T7T—8%/—RFLFAVFTFFT—DLI5M4T7 VI VICOE—-LET,

59.RAMNDERY NT—0U ML —RDINE

XYy ND—VFEEOBBED NS T a—FT14vJE. Xy M7=V @BEEZEBIL TEHRD ./ — RKTH
BRlCTy haxvy TFv—d352 & TRREINET,

oc adm must-gather 1< > K& & U registry.redhat.io/openshift4/network-tools-rhel8 1> 5+ —
AA—VDEAEDEEFEALT, /—KDORXTY MER+ TF v —%NETEET, XNy hFv T
Fy—DaHIE. Xy M7=V BEORABEDO NS TN a—T 1 Y JIRIBET,

oc adm must-gather A< > R, HED ./ — K®D Pod T tepdump I > ROETICFERAINZE

T, tepdump IY Y RiE, Pod THF+ FFvr—I Ny NEEHLE T, tepdump IV K%K
T$ % &, ocadm must-gather A< R, Pod DSV 54 7Y MV VICF vy TFvr—I N
Ty MNP EEFNZ T 7ML EEELET,

A

DUTFOFIETHERTZ2IT Y RFIL, tcpdump A< Y REFERAL T Yy b+ TF v —%E£179 3
FEEZRLTWET, L. ~-image 5l TERELALAVTF—AX—YTOAT Y NEE[TT DL,
BHO/)—RKHOSEABICNS TV Ya—FT1 Vv JBERENETEET,

AR

e cluster-admin O—)L % D1 —+4—& L T OpenShift Container Platform (CO 74 > L TW
%,

e OpenShift CLI (oc) B Y &2 h—JLI N T W3,

FIR

L UTFOav Y REEITLT, =8O/ —RTHRAMRY NT—OD5 Ry v TFv—%
2TLFET,

$ oc adm must-gather \
--dest-dir /tmp/captures \ <.>
--source-dir 'timp/tcpdump/' \ <.>
--image registry.redhat.io/openshift4/network-tools-rhel8:latest \ <.>
--node-selector 'node-role.kubernetes.io/worker' \ <.>
--host-network=true \ <.>
--timeout 30s\ <.>
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-\
tcpdump -i any \ <.>
-w /tmp/tcpdump/%Y -%m-%dT%H:%M:%S.pcap -W 1 -G 300

<>--dest-dir 5|3{ Tl&. oc adm must-gather DEITHIC. /51 TFV kI VD
/tmp/captures EEF/RRIZHZTA LIV MY —IC, F+TFvr—LERTY NERETSEZ
EHEBELET, ESAATARERERDT ALYV M) —%IBETETET, <>oc adm must-
gather H'Bi159 27 /%y ¥ Pod T tepdump "ETI N 35S IC. --source-dir 31#UL, /¥
v MF v TFv—H Pod D tmpitcpdump 71 L U MY —IC—BMICREIND & EIBE
LEFd., <>--image 5|#Z. tcpdump AX Y REEL AV T F—A A=V ABELE T, <> -
-node-selector 318 &> TIVEIX, T—H—/—RTNRT Yy NF v TFvr—5FT954LD
ICEELE YT, BloAEE LTIE, Kb YIC —-node-name BI1E = EEL T, 12D/ — KT
Ty hFv TFv+—%RTTEET, --node-selector & --node-name B DA % LT %
E.FTRTD/—RTRTY M X v TFv—HIRITINET, <>/ —RFRDRYy hT7—014 Y
H—DTARATRTY MF v TFv—HERITINB LI, —~-host-network=true 5| H N E
T9, <>-timeout 31 &EIZ. T/8v ¥ Pod # 30 MERITIBLIICEELET, -
timeout 51 & HAAIEE L ARWEE. T/VY J Pod 1310 #EETINFE T, <> tcpdump 3
XY RD-iany Bl#IE, TRTORY N T—V A VI —TxA ATy haFv TFv—7
ZEIICEELET, Foo RYNT—VA VI —T A REGEIRETSHIEETEET,

2.2y NT—=ORL—2RDBNRN Ty baF v TFvyr—LTWVWBHEIK. Ry NT—VBEOBEEL R
EIEDZ Web 7 ) r—2avil7 0 ERSTZHE HEDTVavaERTLES,

3. oc adm must-gather TPod HS 7 54 7Y NIV VILEGELERNT Y MR+ TF v —T 74
WafRBLET,

tmp/captures

F— event-filter.html

— ip-10-0-192-217-ec2-internal @)

L registry-redhat-io-openshift4-network-tools-rhel8-sha256-bca...
L— 2022-01-13T19:31:31.pcap

— ip-10-0-201-178-ec2-internal @

L registry-redhat-io-openshift4-network-tools-rhel8-sha256-bca...
L— 2022-01-13T19:31:30.pcap

—ip-...

—— timestamp

ww\y hDF+FFr—id, RANE, AVFF—. 774V EEHBNTEFa4L VK
) —ILREINZE T, --node-selector 5| A EE LD > LFEICIE. RANEDT 1
LK) —LRVIFEFEELZEA.

5.10. OPENSHIFT CONTAINER PLATFORM / — R ZF A2V 57+ —H56

Dxry hT—2 hL—Z2DINEE

v b7 — U BEE®D OpenShift Container Platform OEENLEE%ZAET BIC. Red Hat HR— b
I$HFRE D OpenShift Container Platform 7 5 A4 —/ — RFIEBFEDOIA VY TFH—HMEXx Y hT—2I /R

Ty b ML—REERTDEEEEHLHY £, OpenShift Container Platform Txv b7 —2 ML —2
EXvTFv—92HEELT, TNV T Pod 2ERHTEET,

Gl s
e cluster-admin O—J)LEFDODI—H—E LTISARY—IITIVEATE S,

e OpenShift CLI (oc) 4 Y &2 h—JLI N T W3,
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RedHat DBE X /=X T LI T LY TRV Y TFoavrhH s,
e RedHat HRIT—IR—YIDTHOY MDD D,
o BIFMD RedHat b R— K —XIDHLH B,

¢ RAMNANDSSHT7 VAN HZ I &,

FIR
L 9S29—/—FDYRMEEREBFLET,

I $ oc get nodes

2. 9=y N)—=RDFNy Ty YavICAYET, ZDFIEIX. <node_name>-debug & L
DTNy T PodaEAVRYVAELET,

I $ oc debug node/my-cluster-node

3. /host 5T /Ny T T )VADroot T4 LY M) —ELTERELET., T/3Y ¥ Pod &, Pod W
D /host ICTRA MDD root 77 ANV AT LEIYIYMNLET, rootT4 L2 M)—% /host IC
TETEE, RAMNDEFTNRICEEFNZNNAF ) —A5FETTEET,

I # chroot /host

R

Red Hat Enterprise Linux CoreOS (RHCOS) % 3179 % OpenShift Container
Platform 413 7 S A4 —/ — RIFEETE 9. Operator ZEFRA LTI S R4 —
DEEEHEALET, SSHEFER LI SRY—/ — R DT I R IEHES
hEtH A, 7272 L. OpenShift Container Platform API AAFF T X R W EFE

kubelet B89 —4" v b / — N THELDICHEE L RV B S, oc i 1’Fb‘%®$§%%xw
£9, ZDHEIE. Kb YIZ ssh core@<node>.<cluster_name>.
<base_domain> Zf#RH LT/ —RNIZT7VEATEZXT,

4. chrootZEI VY —ILADSL, /—RDA V9 —T 24 AEZEEEFLET,

I #ip ad
5. sosreport xR{TT B1DICMHERNAF Y —BLVTS 71 UHEEN S toolbox IV T
T_%Eéjj L/i-a—o
I # toolbox
Pz

BE7Z D toolbox Pod A TICETINTWBIHA, toolbox A7 ¥ RIFLLT %
H 7L £ 9: 'toolbox-' already exists.Trying to start... tcpdump DOREIREA FE
T2D %[O % ICIE. podman rm toolbox- TEITHD toolbox AV FF—%
HIFR L. #FED toolbox AV FF+H—24EMLET,
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6. V3AF—/—RTtepdumptyarvz@EiaL. BENaxF v TFv—T74IIC)TAL
JhLET, CDBITIE, ens5 %54 V99— 1 RZ{ELTHERLET,

$ tcpdump -nn -s 0 -i ens5 -w /host/var/tmp/my-cluster-node_$(date +%d_%m_%Y-
%H_%M_%S-%Z).pcap )

toolbox AV T F—IERA MDroot T4 LU b —% /host ICY VY N 57
&, tepdump ¥+ FF v+ —7 7 1 JLD/XR I chroot BEAICHY £ 7,

7. /—REDHEEIAYTF—ICtepdump ¥+ TF v+ —DARERIFEIE. UTOFIBICHWE
_a—o

a. Y= v hIVFTF+—IDEWHELEFT, toolbox AVFTF—IEHRA D root T4 L7 K
)—% /host IC~¥ O Y N9 B8, TDOFIETIE. chroothost A~ KA crictl A~v > K
DENICEITINZE T,

I # chroot /host crictl ps

b. AYF+F—O7O0XID%#ERLET, ZOFITIE. I¥F7F—ID I a7fe32346b120 T
ER

I # chroot /host crictl inspect --output yaml a7fe32346b120 | grep 'pid' | awk {print $2}'

c. AvFF—TtepdumptyavafaL. BAXF v+ TFvr—T74ILIC)FAL U b
LEd, COBITIE, 49628 #>FF+—D7OEAIDELTHERAL, ensb &1 V45—
T RZELTEHEALET, nsenter AY Y KiE4—4" v h 7O+E XD namespace ICA
Y, F®Dnamespace TAVY Y REETLET, COBITERY—Fy hTOERA IV T
FT—O7OERID THSB7H, tepdump IV RIEZRZ MH S VT F—D namespace
TERITINZXT,

# nsenter -n -t 49628 -- tcpdump -nn -i ens5 -w /host/var/tmp/my-cluster-node-my-
container_$(date +%d_%m_%Y-%H_%M_%S-%Z).pcap ﬂ

toolbox AV T F—IERA MDroot T4 LI MY —% /host ICY VY NT 57
&, tepdump ¥+ FF v+ —7 7 1 JLD/XR I chroot BEAICHY £7,

8. UTFToHEOWITFNMAFEAL T, DWAIC tcpdump ¥+ 7F+—7 7 1 JL% Red Hat
R—MIRHLET,

® 7 71 JL% OpenShift Container Platform 7 5 2 4 —H 5 E#HBE7E D Red Hat 7R — K
F=RIZT7v7O—RLET,

a. toolbox AV 7 F—MWMH 5, redhat-support-tool 2T LTC77MILT1 LI M) —
HEEFED RedHat Y R— M r—RICEEEIYHTE T, ZOHITIE. YR—FTr—2
ID 01234567 = fEA L £ 7,

# redhat-support-tool addattachment -c 01234567 /host/var/tmp/my-tcpdump-
capture-file.pcap ﬂ

ﬂ toolbox AV 7+ —I&, RAKMDroot714 LV MY—% /hostiC¥ TV ML &
¥, redhat-support-tool ¥V RT7v 7O—RT27 7M1 I %EEET 25E
i, toolbox AV TFF—Droot T4 LI M) — (/host/ ZEL) Do/ %S
RLET,
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o HMEMRedHat Y R— KT —RICT7 74Ty FO—RKLET,

a. oc debug node/<node_name> 1< > K% 3T L T sosreport 7 —H 4 745 &EE L.
HAE 774054 L 2 LET, CDOAX Y RIE ERID ocdebug v > 3V
ERTLTWBZE%aRIIRELTWVWET,

$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/my-tcpdump-capture-
file.pcap' > /tmp/my-tcpdump-capture-file.pcap ﬂ

ﬂ FNyFAVFF—IE. KA RDroot T4 L MY—% Jhosticw oY ML E
T BIEDEDIZY—T Y N7 74 I ERBETDIEIC, TNy JTaAVTF+H—D
root 74 L7 M) — (lhost &) Hh SR EZSBLET,

R

Red Hat Enterprise Linux CoreOS (RHCOS) % 3£179 % OpenShift
Container Platform 413 2 5 24—/ — RIZZEBE TX . Operator % {#
FALTYVSRY—DEEZERALET, scp2FALTITIRY—/—
RHS tepdump ¥ v 7F v — 7 7 M IV AEET 2 Z & IEHBEINEE
Ao 1272 L. OpenShift Container Platform API AFIFH T E R WGFE

. kubelet B89 —4'v b/ — N THEUNICHKEE L 2L EE. oc RIENZ
DRBEZITET, ZOKRETIE. scp core@<nodes.
<cluster_names.<base_domain>:<file_path> <local_path> #3217 L
T. /— RS tepdump £+ 7F+—T7 74 %EAE—FTBIENT
XE9,

b. Red Hat AR 4 ¥ —R—#% )LD Customer Support X— ILHBBEEFEDH R— M7 —
AICHEELE T,

c. Attachfiles #:ZR L. 7OV 7N ->T7 7427y 7O—RLZET,

5.11. RED HAT t%7R— MDD T — 4 DR

OpenShift Container Platform DOEE%FAE Y 2R IC. RedHat 7 R— MNEIBMIT—9 &2 R— K~ —
27y 7O—RTBLHKFET DML HY T, 77414J)LIE. RedHat h R —KR—%ILHh 5
HR—MNr—2IZT7 vy 70— K$ 3. redhat-support-tool I< > K%M L T OpenShift Container
Platform 7 S 24 —HbBEET7 Y 7O—RKTEX £,

=S5

FIR
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cluster-admin O—J)LEFDODI—HF - LTIFRI—ICTIVERATE S,
RAMANDSSHT7 VA H B &,

OpenShift CLI (o€) 74 Y 2 h—ILI T W3,

RedHat DIREZ/2IF T LI 7 LY TR Y T avdbh s,

RedHat AR X —R—FIDT7HO Y N$H 5,

BEFD RedHat Y R— M — R ID A% %,


https://access.redhat.com/support/cases/#/case/list

BESE I FRY—ICET BT -9 DIE

e RedHat hRAY VY —R—YILDSEEFD Red Hat 47 R— M —RICEMT—49 %27y 7O— K
L/i-a—o

1. oc debug node/<node_name> 1< > K% {#f L T OpenShift Container Platform / — K
THARAEIFNTVWBIBH 7 7M1V EEHE L, HAZ T 74ILIC)FTAL I MLET, LT
DHITIE. /host/var/tmp/my-diagnostic-data.tar.gz = 7/Nv OV 7+ —H5
/var/tmp/my-diagnostic-data.tar.gz ICJE—L £ 7,

$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/my-diagnostic-data.tar.gz'
> /var/tmp/my-diagnostic-data.tar.gz ﬂ

ﬂ TNy TAVTFF—IE, KA MDrootTa4 LV M) —%/hostiC¥O >V MLET, E
BOEDICY—=T Yy T 7AIEEET BRI, /Xy AV FF—Droot T4 L7
MU — (/host 258 KSR ESRBLE T,

R

Red Hat Enterprise Linux CoreOS (RHCOS) % 3£179 % OpenShift
Container Platform 413 2 5 A4 —/ — RIZZEBE TX 9, Operator ZFMA L
TSR —DEREZEALEY, scpZERALTITRI—/—RKHH
T7AINEGRET DI EIEHEINFEEA, 72 L. OpenShift Container
Platform API B FIFH T X R WFE X, kubelet N9 —4 v b/ — RTELIC
BEEE L RWNFE. oc BRIEDNZDHEEZITE T, TDRETIE. scp
core@<node>.<cluster_names.<base_domain>:<file_path>
<local_path> Z=E{T LT/ — KO LEMT7 7ML ZIE—T 2 EHNTE
7,

2. RedHat h X% ¥ —7KR—4% )LD Customer Support X— (LHZBEEDHR— M r—IC
BELE7,

3. Attachfiles 2R L., 7OV T M >T 774N AET7y T O—RKLET,

® OpenShift Container Platform 7 5 24 — b B2 MTT — 4% 2 BEF D Red Hat 7 R— M 75—
27y 7O—KRLZET,

L V2RA9—/—RD)APZERFELET,

I $ oc get nodes

2. 9=y N)—ROTFTNv Ty avVIZAYET, ZOFIEIE. <node_name>-debug
EWDITNY T Pod AV RAYVZAELET,

I $ oc debug node/my-cluster-node

3. /host 5T /Ny T T IHADroot T4 LI M) —ELTERELET, T/8v ¥ Pod &,
Pod D /host ICRA MDD root 77 AV AT LBEYDVYMNLET, rootT4 LU N —
“host ICEET 2 &, RAMDEFTNRRICEFNEINAF) —5ETTEET,

I # chroot /host
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R

Red Hat Enterprise Linux CoreOS (RHCOS) %3179 % OpenShift
Container Platform 413 ¥ S A4 —/ — RIZZEETX 9§, Operator ZFR L
TIVSRY—DERZERALZT, SSHEZERALEZYVSRY—/— KA DT
P RFHEEINFHEA, 7272 L. OpenShift Container Platform API A%F!
FATERWEEP. kubelet B89 —4w b/ — RTHELNICHEEBE L RWE

B, OCRIENZTDOHEEZITET, ZDIFEIF. Kb YIC ssh
core@<node>.<cluster_name>.<base_domain> Z{#fH L T/ — KIZ7 ¥
ERATEEY,

4. redhat-support-tool ZXE1TY 27 DICHER/NA T ) —%ET toolbox IV T F—%iLE
LE9.

I # toolbox

R

BE7Z D toolbox Pod A TICETINTWBIHA. toolbox <7~ RIFLLTF
%H 7L £ 7: 'toolbox-' already exists.Trying to start... BN FKET ZD
%[O 9 %ICIE. podman rm toolbox- TE{TH D toolbox IV 7+ —%H

BRL. D toolbox AVFF—&4ERLET,

a. redhat-support-tool Z%E17 L T, BT /\v ¥ Pod » 5 BEHFD Red Hat H7R— b
T=RIZ7 74NV ERTLES, ZOFITIE. Y R—Mr—2R1D'01234567' &4V 7
LD 7 74 )L/ /host/var/tmp/my-diagnostic-data.tar.gz ZfEH L £ 7,

# redhat-support-tool addattachment -c 01234567 /host/var/tmp/my-diagnostic-
data.tar.gz ﬂ

ﬂ toolbox AV 7+ —I&. mAKMDrootT714 LV MY—% /hostiC¥ TV ML &
¥, redhat-support-tool ¥V RT7v 7O—RT27 71 I %EEET 25E
&, toolbox AV FF—Droot T4 LI M) — (/host/ ZEL) Do/ %S
RLET,

5.12. TooLBOX ICc 2L\ T

toolbox (. Red Hat Enterprise Linux CoreOS (RHCOS) Y A7 ATAV T+ —%iEET 5V —IL T
T, DY —ILiE, EIC sosreport * redhat-support-tool R END AT Y RARITT B7DICHERN
ATV —=BLVOTSTAVvEECIVTF—4BETHDIFERINE T,

toolbox VT +—DERBEWIE, ZEIBEHRAZINEL. IN%E RedHat Y R— MIIRET B &ITHY
F9, 7z72L. BIMDOZEY —ILDRERIZEIX. RPM ARy S —I%BINT 50, EEOHR— K
V= A X =V DREAA—VEEFTTBIENTEET,

toolbox AV T F—~ADNY5—I DAV A =)L

77 # )L T, toolbox O~ K%3E1T9 % &, registry.redhat.io/rhel8/support-tools:latest 1
A= TAVTFHF—IEEILET, TOM XA—JIlIE, ZEBEIFERAINSZHR—MNY—ILHAEZEFH
T, AIX—VD—WTEBWYR—INY—ILEZBELTE/ —REEDT—YE2NETI2VENH D
HBAIE. BIONYy r—I% 4 VA M=)V TEET,

AR
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FIR

BESE I FRY—ICET BT -9 DIE

oc debug node/<node_name> 1YY KT/ —RNIZ7IVEALTWS,

./host =T /NNy T T )HDroot T4 LI M) —ELTERELEY., T/8v ¥ Pod &, Pod A
D /host ICTKRA MDD root 77 ANV AT LEIYIYMNLET, rootT4 L2 MJ)—% /host IC
TETEE, RAMNDEFTNRICEEFNZNAF ) —AFETTEET,

I # chroot /host

. toolbox AVFF—%EEILE T,

I # toolbox
. wget R EDBMDNY =2 %4 VA M—=ILLET,

I # dnf install -y <package_name>

toolbox A L7I=RE AL A —T DiEE)

77 # )L M T, toolbox O K%ZE1TY % &, registry.redhat.io/rhel8/support-tools:latest 1
A=Yy TcaAvTF—miEE8LF 7, .toolboxrc 7 7 1 ILEERM L. EITT 24 A —T%IBEL TREAS
)( _‘\/“%Eéxﬁ 3 i -a—o

AR

FIR

e oc debug node/<node_name> AY Y RT/—RIZ7VEALTW3,

./host =T /NNy I T )HDroot T4 LI M) —ELTERELEY., T/8v ¥ Pod &, Pod A

D /host ICTRA MDD root 77 ANV AT LEIYIYMNLET, rootT4 L2 MJ)—% /host IC
BEHEHIDE, RAMNDEFTNRRAILEEFNZNNA ) —AE{TTEET,

I # chroot /host

.root I—H—IDDEKR—LT 4 LU ~M)—IC .toolboxrc 7 7 1 ILEER L T,

I # vi ~/.toolboxrc

REGISTRY=quay.io (1]
IMAGE=fedora/fedora:33-x86_64 @)
TOOLBOX_NAME=toolbox-fedora-33 €}

@ 77 avREIVFFILIRMY—EBELET,
@ FmTIREX—VEEELET.

g FToa v V= IRy s 2AVFF—DORELAEEELE T,

3 REAA—UAFALTCtoolbox AV FF—%iEEILE T,

I # toolbox
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R

Bf7Z D toolbox Pod A' 9 TICETINTWBIHFE. toolbox I7 Y RIZLUT%
H 71 L £7: 'toolbox-' already exists.Trying to start... podman rm toolbox- T

EITHD toolbox AV 7+ —%HIR L T. sosreport 75 71 > DA% [0k 3
7B, FIIRD toolbox AV T F—%EERKLET,
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BEE J F XY —HERDESN
B6E 7 7RI —RDEN

61 IVSRY—N—=2avF Tz MEaFRALTISRY —EHKEENT
%

clusterversion )V —X %V T —9 5 &IT &Y. OpenShift Container Platform 7 5 2 4 —{t#&®D
EWERETEEY,
([} =355

e cluster-admin O— )L &2&{F 21— —& LTI TRYI—ICTIERTE %,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

FIR

LI9SR —N"=Uay, A% Ty 791446 BIUV—BHRAT—HR%E2/T)—LZF
_a—o

I $ oc get clusterversion

H B

NAME VERSION AVAILABLE PROGRESSING SINCE STATUS
version 4.13.8 True False 8h Cluster version is 4.13.8

2. V2R —1HROFMAEN, BEFOTRAY. BLUEFBEEZIELIEY,

I $ oc describe clusterversion

H A B

Name: version
Namespace:
Labels: <none>
Annotations: <none>
API Version: config.openshift.io/v1
Kind: ClusterVersion
#...
Image: quay.io/openshift-release-dev/ocp-
release@sha256:a956488d295fe5a59¢c8663a4d9992b9b5d0950f510a7387dbbfb8d20fc5970ce

URL:  https://access.redhat.com/errata/RHSA-2023:4456
Version: 4.13.8

History:
Completion Time: 2023-08-17T13:20:21Z
Image: quay.io/openshift-release-dev/ocp-

release@sha256:a956488d295fe5a59c8663a4d9992b9b5d0950f510a7387dbbfb8d20fc5970ce

Started Time: 2023-08-17T12:59:457
State: Completed
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Verified: false
Version: 4.13.8
# ...
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EL7BENSTVYa—FaVT
FIZE NS TINYa—FTqaT
Z1LAYVRAMN=IDEZTIVa—FT1VY

7114 Y XA = )VOREBAELET 25T DH 5!
OpenShift Container Platform 4 Y X h—ILDBED cZ TV Ya—FT 4 VBRI, 41 VA h—)LO
JEERLT, M@ RELLBEEZHNTEET, RIS, TORBICEETZZMT—9Z2RELE
-a—o
OpenShift Container Platform 4 > X M —JUIELL T DEREICHE > TEITINFE T,

1. Ignition BXE 7 7 1 ILHMERR I N E T,

2. T—RMRMSyTRoupEFHL, avbO—ILTL—yI o VDREICHER) E—N)
YV—2ADKAT A VT AEBLET,

3. avbhO—ILTL—uvIvid. T—RMNANSYTIOUNSLYE—RNYY—RETIVTF
L. @& TLEY,

4, A O—NLTL—UII VT RANSY T VAERALT, eted VS5 RY—%1ERL
i’a—o

5. 7— MRSy I UE Fiiletcd VSR Y —%EH L T—EMA Kubernetes 3> hO—
WTL—raEBELET,

6. —BHAIaYNO—ILTL—Vik, EBEBIY MO—LTL—VAEAY NO—ILTL—VTY
JICAFTa—I)LLET,

7. —EMALIy  O—LTL—YiE vy MOV L, AV bO—LEEHEBI N O—ILT
I/_\/‘:ﬂgbi-a—o

8. 7— MR MZ v F< T VId OpenShift Container Platform AV R—% > M &EHEFHI Y bO—
WL —VITEBMLEY,

0. AVAM=NTOVZLR T NANSY TRV ES vy MOV LET,

10, AavbA—NLTL—VvEI9—H—/—RaEty N7y T LZEY,

N a2y bO—)L7L—2IE—&ED Operator DX TEMOY—ER A4 VA M—=ILLET,

2. V5R9—@EHR—FINZRETOT—H—I Y VOERBE, HEDOREICHLEREY D

AVviR—xv k&S vO0—RL, BRELZEXT,

7102 1—H4—|(l&o>TTF7OEEY 3=V IEINBAVIZRANIVFv—DA VA ~M—
JVICE T 2EESIR

TI7AIWNDAVZARN=IVEEIF, AVAN—=—5—TTOEY 3=V IINBAVITISIARNTIFv—
Td AVAMN—=5—TFOEYIZVIINBAVIZANSIF v —U SR —DIFA.
OpenShift Container Platform (&, #RL—F 4 Y IV AT LBREEL I IR —DITRTOAIE %
BELEY, ARELGEIE. COBEEFRLTISRAI—MVYIZRANSVFyr—D7OEY 3 ZY
TERTFOFEEZEASELDICLTLEIW,

OpenShift Container Platform 413 (&, 2 —H—2MBICRETEZ2A VY ITRA NS IFv—ICA VR
h=ILT2IEETEEY. CDAVYAM—IUVEEEFERT2HBAR. 1—¥—(IlL>TTFAEY 3=
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VIINBAVISANSIFv—DAVAPMN=ILRFIAY MIFERELHLTLEIW, T A
VAMN=IEHIUTDERBSEEZRESR L TLEIL,

Red Hat Enterprise Linux (RHEL) Ecosystem ZfEE8 L. BIRLY—NR—NnN—RDoz 7 Fkid
R8TV / OV —mIFICRHEE I LTV S Red Hat Enterprise Linux CoreOS (RHCOS) # R —
POL~NLZHIBILET,

ZLDRBILRIES LUV 5TV RRIETIE, TAMNARL—FT 4 VIV RTFALILI—V TV R
HEAVAN—ILTIRELHYEST, ThODI—V v MAF—Evty MNEHTF 704
TIN5 F— 1IN —70—RELTAVRAM=ILINTWVWB I EEHEBELET,

FHANL—Y, VTV RY—ERI—FT 1T, /—REKEZXKMED Kubernetes R R b £
ANDERER, VSRAI—DBEERT— ) VTR EDOKEEBMICT 2BEIE. 757 K704
T—DFHEEEAVAN—ILLET,

pa )

BR237Z5R7ONM5—DY Y — A& HEHE 7 OpenShift Container
Platform RIBETD V57 K 7ONA ¥F¥—DfEEEAMIC LY., EHOYESE
IR T Sy M7+ —LILELNZ 057 RTONM S —DHEEBMIT S
ZEWEETEEFRA, /— R4 71 2)bay bO—5—7Tlk, BEEZTO/NA
H—DNEICHZ /) —REISRAY—ICBIMTRIEETES, BHDISTUR
TONA T —DREEIBET DI LIETEEEA,

Ry vty NEREBEIR S —Y) > J % L T OpenShift Container Platform 7 5 X4 —
J—RNEEBMICTOEY 3=V I3 20 EN’HZHE. TONMI—BEDY YV APl £
NBETY,

BIRLEISO RTONA Y=, AT TOA4 A2 bDO—EE LT lgnition REZ7 71 L %

RAMIFBATZHEEZRETINEDIDNEHRL T, REHLAWVFEIE, HTTP H—/1—

ZEAL Tlignition REZ7 7 AN ERANTBZHENDHY £, Ignition RET 7 1 ILDEBED
NS TN a—TFT1 VT %TFTIFIBIE. TNOED2DO0AFEDEELAETIOATHHICL>

TERYET,

HARAATI YT F—L TR K —, Elasticsearch, Prometheus 2 EDAF T3 >vD 7L —L4A
D=7 AVR—3x NeHBETILERHDIGEIE. ANL—YEFHTTOEY 3 ZVJT
ZREFHYET, TIAINNDRAMNL—U IS RUE, BARBICEREINLRWRY, 21— —
IC&>TTAEYaZVIINBZAVITRARNSIF Y —DA VA M=) TEEZRINFE
Ao

O— RS V3 —E, TJREEOEL OpenShift Container Platform IRIZEICHZ T XTHOI YV b
O—IIL7FL—>/—RICAPIEREZ QBT 272OICHETY, OpenShift Container Platform
DNSIV—F 4 YT BLVR— FDEKZRBLT TCPR—RDEFIHY )1 -3 v &
TEEY,

7.1.3. OpenShift Container Platform 1 > X h—JLRID O — KNSV H—REDHEER

OpenShift Container Platform 4 Y X h—JLZBIR T $HIIC. O— KNS U H—DREZHRL TKE
T,

AR

72

® OpenShift Container Platform 4 > 2 b —JLDEFED7=HIT, BIRLAAZLO— KNSV H—

ZRELTWS, LLTOHITIE, HAProxy Z {8 L 7= Red Hat Enterprise Linux (RHEL) " X b
ICEDWT, BRSO —EREISRI—ICRHELET.


https://access.redhat.com/ecosystem/search/#/ecosystem/Red Hat Enterprise Linux

FIB NS TN a—FTaVT

® OpenShift Container Platform 4 ~ 2 k — )L D#fED 7= IC DNS Z 58 E L TW %,

o O—RNRSFUYH—ADSSHTIEANH %,
FIa
1. haproxy systemd Y —EZXDNT7 V74 TTHZ I LR LE T,
I $ ssh <user_name>@x<load_balancer> systemctl status haproxy

2. O—RKRNSUH—HDPREBRR—KFNTY YRV LTWEZEAHALET., UTOHITIX. R—
N 80. 443. 6443. B L1V 22623 BB L X T,

® Red Hat Enterprise Linux (RHEL) 6 TEfT L TW% HAProxy 1 Y X9 V ADHBE
i, netstat IvY FZFEALT. R—bDRT—9R%EHERLFT,

I $ ssh <user_name>@-<load_balancer> netstat -nltupe | grep -E ':80|:443|:6443|:22623'

® Red Hat Enterprise Linux (RHEL) 7 £71& 8 TE1T L TW% HAProxy 1 Y A% ¥ A D15
A, ssIVYREFALT. R—FDRT—9R%EHERLFT,

I $ ssh <user_name>@-<load_balancer> ss -nltupe | grep -E ":80|:443|:6443|:22623'

L

Pz
Red Hat |, Red Hat Enterprise Linux (RHEL) 7 LAB% M netstat T (374
. ssOAVYV REHELTWET, ssid. iproute Ny F—Y TREINF

9, ss A7 ROFFEMIZ. Red Hat Enterprise Linux (RHEL) 7 /87 # —< &
AF1—ZUTHA R ZSRLTEIL,

3. D4V RKA—=RKRDNS LO—=RAA—=RKNSUH—(IRINTWE I %#HRALE T,

I $ dig <wildcard_fqdn> @<dns_server>

7.1.4. OpenShift Container Platform 1 Y 2 h—5—DO 7 L NILDIEE

T 7 #JU M T, OpenShift Container Platform 4 Y X h—Z—DO 7 L R)LiLinfo ICREINF T, &k
B L 7= OpenShift Container Platform 4 > 2 h—JLDOBMBFICL YEMARO X Y VDR ERIBEIE. B
VA VA M—=ILEFAT BEIC openshift-install O 7' L X)L % debug ICB| X EIF5 2 ENTEET,

AR

o fVAM—IJVKRAMITIERATES,

FIR

o AVAM—=IERIBTIHEIC. 1 VAM=)ILOOJLR)L% debug ICRELE T,

$ ./openshift-install --dir <installation_directory> wait-for bootstrap-complete --log-level debug
Q A7 LA~JLICIE, info. warn, error. & & U debug K& ENET,
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7.1.5. openshift-install 3~ > NEEDBED N Z TV a—FT 1 VT
openshift-install < >~ ROETICHEDNH BHEICIE. UTEHRL T I,

o A VR M—JLidIgnition FRE T 7 A ILDERKD S 24 BEREILINICEIB I L TWLW 5, Ignition 7 7
AIELLTDOOY Y ROETEFICERINTWS,

I $ ./openshift-install create ignition-configs --dir=./install_dir

e install-config.yaml 7 7 1 JLIFA VA h—F—ERAULCTA LI M) —IlH B, RBEA VR M—
JLIXZ A Jopenshift-install --dir 7 7> 3 VA FRA L TEEIN2HBE. TOTA LI M) —
IC install-config.yaml 7 7 { L'\ EET R & 2R LE T,

71.6. 1 Y A M—ILDHEH DELR
OpenShift Container Platform 4 Y X2 h—JLO#EH & LT, BLARNILDA VA M=), T— A KT Y

7. Loy ho-ILFL—roOlEE=ZY—TEFT, ThicLY, 1 VAN -ILDEBE LY
BAFEICIBIR CTE B L DICARY ., A VA MN—ILAKKMT 2EBEAFELYT LAY FT,

AR
e cluster-admin 7 S X9 —O— ) aFODA—HYF - LTISRI—IITIVEZATEET,
e OpenShift CLI (0c) B’ Y 2 h—ILI T W3,
o RAMNANDSSHT7 VAN HB I &,

o J—hRAKSYTBLUPAVMO—LTL—V/—RORLEBH A VEDH S,

pa )

#WHAD kubeadmin /X2 7 —RiE, 41 VA M—JLIKRRA MD
<install_directory>/auth/kubeadmin-password (C%H ') £,

FIE
L AVAM—ILOEBICIHELCTA VA M= )LOTAEERLET,

I $ tail -f ~/<installation_directory>/.openshift_install.log

2. BEERICT— MR MZ v 7/ — KT bootkube.servicejournald 1=y hOJZEHLFT, &
nCEY, ROV " A—LTL—VDT— ANy TEARIELTEE
¥, <bootstrap_fqdn>% 77— A KRS Y T/ —RKROZLEBMRAA VEICEZTAZET,

I $ ssh core@<bootstrap_fqdn> journalctl -b -f -u bootkube.service

pa )

J— MR NS v T/ — KD bootkube.service ® O %'|3 etcd D connection
refused T>—%HAL. T— A NSy TH—NR—parbOo—LTL—V
J—RDetcd ILEHRTERVWIEARLET, eted IV MO—ILTL—>
J—RTiEEIL., /— KRBV SRAY—ICBMLIEICIEK,. TS5—@EEELALLR
3139 TY,
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3. BEgoIY bO—IL 7L —> /— KT kubelet.servicejournald 21 =v hOJ%#EH L7,
Zhic&Y, v hO—ILTL—V /) —RI—VIVMNDT7IT4ET 4 —AARIELTEZE
ER

a. ocAfFHLTCOVAERLET,

I $ oc adm node-logs --role=master -u kubelet

b. API D' #eE L2 WEEIF. KDYICSSH ZFEALTO V%R L £9 . <master-nodes.
<cluster_names.<base_domain> %@t/ EICE XX T,

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service

4. BEEOIY hO—)LFL—>/— KT crio.servicejournald 1=y hOJZEHLFT, &
nic&kyY, avbhO—LFL—Y/—ROCRF-OAVTF—FVIALDTITAET1—%
AR TEET,

a. ocAFRHLTCOVAERLET,

I $ oc adm node-logs --role=master -u crio

b. API D' #eE L2 WEEIF. KDYICSSH ZFEALTO V%52 L £9 ., <master-node>.
<cluster_names.<base_domain> %@t EICE XX F T,

I $ ssh core@master-N.cluster_name.sub_domain.domain journalctl -b -f -u crio.service

717. 7—RNA KNSy T/ — RDZLMT—9 DINE

T—hANSy TEEORBEIRELLBE. 7—MA NSy T/ — KD 5 bootkube.service D
journald 1=v hOJ/HLVIVFTF—OJERETEET,

[} =313
o J—hRANZYT/—=RADSSHT7 I AN H %,
o J—hRNSYT/—RORLEMHNXAA VENDH B,

HTTP H—/N\—%{FEB L Tlgnition REZ7 7 1 IV A KR M T 2356, HTTP H—\—0DR2E4
KX VEBELIVR—"NESHBETY, HTTPERAMADSSHT7 VEZRAEMETT,

FIR

T—RMNANSY T /—ROAVY—ILIIT I EATEZ B/, /—Rkpradq4>r7ar7k
ICEET 2FETCOAVY—ILEERLET,

2. Ignition 7 7 A LEREEWRIEL £ 7,
o HTTPH—N—%EAL TlgnitionFREZ7 71 LA KR N BI54A,

a. 7— MR KNS v T/ —RK®DIgnition 7 7 1 JL URL 282 L £ 9. <http_server_fqdn>
HEHTTP H—N—DTLEBMH N A VRICEIMZAET,

I $ curl -I http://<http_server_fqdn>:<port>/bootstrap.ign ﬂ
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ﬂ AT avEAY T —DAHEIRL ET, Ignition 7 71 ILHIEEI N/ URL T
FEATERBE, OV RIZ2000K R57—49 R &R LET, ThHFIATER
W& X, O~< > KiZ 404 file not found 3R L £ 9§,

b. Ignition 77 A IV T—hRMSY T/ —RTREINALIEE2HRT DITIE, 1=24A
RAMNDHTTPH—N"—OJ %0 IT)—LFd, lc& ZIE. Apache Web h—/N—%f&
FA L Tlgnition 7 7 M L& RRHT 235E81F. UTFOITY REAALET,

I $ grep -is 'bootstrap.ign' /var/log/httpd/access_log

T—hZRNZ v Flgnition 7 7 1 L HREINBi5E. BEMITSNAHTTPGETO
TAYE—VICEBERDMI LA E%TRY 200 0K DRNRAT—F ADNEENFT,

c. Ignition 7 7 A LD ZEINTUVWRWEEITIE, Ignition 77 A ILHBFEL. ENbHIC
REARZNOBEY R T 7AILEL T Web b —NRN—R—3I v a3 Hz L%xBEE
HERLEY,

° 957F7mw4ﬁ DAHZ XA%ﬁmbt@mmn&E7 AIVEDEHT7O4 X b
—EELTHRAMIHEAT 56,

a. 7—|~7\|\7/7°/—|~0)Il/‘/—)l/7&5EE.,b T7—MRA NSy T/ — KD Ignition
FANWEELKIFEATDEAAZXLDEEL TWENEI N ZERLET,

3. 7—hMRANSYT/—ROBEYETONEZRAMNL—ITNA ZOATAMEERRLE T,

4. T—MAKNSY T/ —=RIZDHCP H—N—D5 P 7 RLADEYHTLN TS I & &R
L/i-a—o

5. 7— MR NZ v 7/ — KH 5 bootkube.servicejournald 1=y hOJZINEL &
¥, <bootstrap_fqdn>% 77— A KRS Y T/ —RKROZLEBMRAA VEICEZTAET,

I $ ssh core@<bootstrap_fqdn> journalctl -b -f -u bootkube.service

Tt

Pz -

TJ— MR NS5 v T/ — KD bootkube.service D O 7'|F etcd D connection
refused T>S—%HAL, 7—rA NSy TH—N"—Aav rO—ILTL—:
J—RDetcd ICEHKETERVWCEERLET, eted &I bO—LTL—>
J—RTEEIL. /— KAV SRY—ICSMLIEICIE. TS5S—ERHRELAELA
539 TY,

6. 7—NAKNSY T /—RavFFr—hoO0rz2RELET,

a. 7—MRANZ YT/ —RTpodman 2fFHL TRV %ZEL T, <bootstrap_fqdn> %
T—hAKNSY T/ —ROZLEMN XA VRAICEESHAFT,

$ ssh core@<bootstrap_fgdn> 'for pod in $(sudo podman ps -a -q); do sudo podman
logs $pod; done'

7. 7= RZ NSy T TOERICKB LGSR, UTEERALFT,

o VA M—JLIRA D5 api.<cluster_name>.<base_domain> i8R TX X9,
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¢ N— KN —EXTV—PMANDZYITHEXOCAYME—IVITL—2/ —RKANDIR— b 6443
EHRex70x>—LFEd, 7OF > —5&ZED OpenShift Container Platform @1 ¥ & k—
WEBEHZBLZLTWSIEZ2HRELET,

718. v O0—ILTL—Y /) —RDA VA MN—ILOBEEDREE

A hO—WTL—v/—ROA VA M—VICE@ED H BIHEICIE. I hO—ILTL—r /=K,
OpenShift Container Platform ¥V 7 kD T 7E&HZ R Y N7 —7% (SDN). 8L U R Y kT —7% Operator
DAT—4 A%HH L F9, kubelet.service. crio.servicejournald 2=y hO %, LI hO—
W=y /—RavrFr—oJ%=R&EL, avhO—IV7FL—>Y/—RI—YxzVv b, CRFOOVT
FT—SVFM L, BLUVPod 7V T1ET4—%0FELLET,

AR

cluster-admin O—J)LAF D21 —H—E L TITRI—ICTIVERATX S,

® OpenShift CLI (o) B'f Y A h—JILI N TW3,
o RAMNADSSHT IV EALRHBDZ &,
o J— RISy TEBLVOAYMNO—ILTL—Y /) —ROZLEEHRXA VEDNDH B,

o HTTP H#—N\—%FEHL Tlgnition FRE 7 7 1 ILE KRR MT BI5E. HTTP H—/—D 2B
RAXAVEELIVR—"NESHBETY, HTTPERAMADSSHT7 VEZRAERETT,

pa )

#HE D kubeadmin /X2 7 — R, 41 VA M—JLIRXA bD
<install_directory>/auth/kubeadmin-password (C%H ') £,

FIR
L ayhbaO—iLF L=y /—ROAVY—IVIITIEATERHEIE. /— KOs q4>v 7Oy
TMIEETZETAVY—IEERLET, 41X M—JLBIC, Ignition O X v tE— (&3
Y =IVICHAEINhFT,
2. Ignition 7 7 1 IV EE R L F T,
o HTTP H#—N—%@FEHL Tlgnition FREZ7 7 1 ILE KRR MNT 21545,

a. A bO—)ILTFL—>/—KDIgnition 774 JL URL 282 L £
¥, <http_server_fqdn> % HTTP H—N\—DRL2BEIRN X4 VRICBEIBIF T,

I $ curl -l http://<http_server_fqdn>:<port>/master.ign ﬂ
Q AF T aVEAY T —DHERLET, Ignition 7 7 1 LHHEEI N/ URL T

FEARERZEES., IXY RIZ2000K R57—49 R %R LEFT, INDFBETEAR
WiEEIld., O< > KiZ 404 file not found =& L F ¢,

b. Ignition Z 7 A A AV MO—=ILTFL—Y /) —RTREINLIEEHRTBICIE. R
HAIKZ NOHTTP H—N—0OJ% 0 T)—LF9, /=& ZlE. Apache Web H—/3—
Z{EMA L Tlgnition 7 7 1)Lz 1R T 2HEIF. UTZERL T LI,

I $ grep -is 'master.ign' /var/log/httpd/access_log
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Y RAZ—Ignition 77 AL REFEINZIHE. BEMTIONLZHTIPGETO SV X v
T—VICEERPKII LA E%ZRT 200 0K DEXINAT—Y ADNEEFNET,

c. Ignition Z 7 A ILDREINRD 27cBE. INDRBAIKRI MIFETZ I &2 ER
BALET, BURT7AILELVOWeb H—N—DNR—I v aUpBERINTWS
EEHEERELET,

° 957FTDN4§ ®xt-zA%ﬁﬁbt@mmn&E7 AIVEDEHT 704 X b
—EE LTHRAMIHEAT 55,

a. dAvbhO—ILFL—rv/—ROavY—JILEESRL, JvhO—ILTL—Y/—ROD
Ignition 7 7 A ILEIELLKBATBANZXLDHEEL TVWENE I EREL XTI,

vhO—ILTL—Y /) —RICEYHTONZANL—IFNA ZOTHAMEESELET,

4. AV bA—=ILTL—Y/—=KRICDHCP H—N—HMSIP7RLRADEYLE TSR TWSR I &S
EEDIL\ L/ i -a—o

yhO—IWLTFL—V/—RORAT—YRAEHBILFT,
vhO—ILTL—Y /) —RDRTF—FRAEIVIT)—LZET,

I $ oc get nodes

b. A hO—ILTL—>/—ROWEFhhh Ready 27— XITEL TOWARWEEIE, FHi
7/ — ROFRIAZEGEL T,

I $ oc describe node <master_node>

-

P2
4 V2 M—=ILDORBREICL Y OpenShift Container Platform APl B'£{T T X 4

{Ho7zY, kubelet &/ — R TEEEITINTULWAWSSE, oc ATV K
HAERITTBEIEFTETEHA

6. OpenShift Container Platform SDN DX 7—4 X =#IF L £ 7,

a. openshift-sdn namespace T. sdn-controller, sdn, &V ovs 7T—E> v PDR
T—Y AR LET,

I $ oc get daemonsets -n openshift-sdn

b. ZhodD!) Y —ZXH Notfound & LT R RMRRIINTWBIHFEICIE, openshift-sdn
namespace M Pod #HEE L £ 9,

I $ oc get pods -n openshift-sdn

c. openshift-sdn namespace T L 7= OpenShift Container Platform SDN Pod ICE8E Y %
I:] 9 %EEEL L/ i -a—o

I $ oc logs <sdn_pod> -n openshift-sdn

7. VSR —DRY NT—VBREDAT—H A =R LET,
a. VIR —DRY NT—VRENFEETEINEDNEHRLET,
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I $ oc get network.config.openshift.io cluster -o yaml

b. 1 VAN ==Y NT—VREDEMRICKE LIFE. Kubernetes¥=Z7 T A MA5FH
BEEML, AvtE—YOHRNDEERLET,

I $ ./openshift-install create manifests

c. openshift-network-operator namespace T Pod D X7 —4% X 58 L. Cluster Network
Operator (CNO) BETINTWBENE I L EZHIFIL £,

I $ oc get pods -n openshift-network-operator

d. openshift-network-operator namespace M5 * v k7 —7% Operator Pod A7 %= X&E L F
ER

I $ oc logs pod/<network_operator_pod_name> -n openshift-network-operator

8. BBy hO—J)LFL—>r /— KT kubelet.servicejournald 1=y OV EZEHRL T,
ZhickY, v k=T L—Y /) —RI—Y IV NDTIT4ET A —5TRLTEZX
ER

a. ocxAFRHLTOVEREBLET,

I $ oc adm node-logs --role=master -u kubelet

b. API D' #eE L2 WEEIF. KDYICSSH ZFEALTOJ %52 L £9 ., <master-node>.
<cluster_names.<base_domain> % @Et) R EICE XX T,

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service

pa )

Red Hat Enterprise Linux CoreOS (RHCOS) %3179 % OpenShift
Container Platform 413 7 S A4 —/ — RIZZEEBETX 9. Operator ZFMH L
TIVSRY—DERZEALZT, SSHEZERLEZYVSRY—/—KA DT
VERIHREINFZHA, SSHIRETRMT —9 DINE%ZFITT 28I

IC. oc adm must gather 5 & I ZDMD oc A7 REZETL TREI N
279Dt DTHINEI D EHRL T IV, =72 L. OpenShift
Container Platform API BFJFi T X 72 WEE P, kubelet A9 —4'y k / —
NTHEIICHEE L RWIBEES. oc RN TOHEEZITET, ZDHEIE.
K1 Y IC ssh core@<node>.<cluster_name>.<base_domain> % {#fH L T
J—RIZ7OVERTEZEY,

9. EEEMOY hO—)LFL—>/— KT crio.servicejournald 1=y hOJZEFLET, &
nic&kyY, avbhO—LFL—Y/—ROCRF-OAVTF—FVIALDTITAET1—%
ARETEET,

a. ocxAERHLTOVERBLET,

I $ oc adm node-logs --role=master -u crio
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b. API D' #gE L W 581X, KD YICSSHAMRALTOV 2L ET,

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
crio.service

10. Ay hA—LTL—> /=KD varllog/ DFICHBHEDT TT74 LI M) —H 607 %INE
L/i-a—o

a. varflog/ 7774 LI M) —RILEEFNZ2O07D—EZHRFLET, UTOFTIE, TR
THIY hO—JIL 7L —> /— RO Ivar/log/openshift-apiserver/ ICH 2 7 71 L% 1) X
PRILET,

I $ oc adm node-logs --role=master --path=openshift-apiserver

b. ivarllog/ ¥ 774 L2 M) —ADRFEO T AR LE T, UTOHIE. §XTOIV b
A—J)L 7L —> /— RKH5 [varllog/openshift-apiserver/auditlog > 5>V E#HAO L
ER

I $ oc adm node-logs --role=master --path=openshift-apiserver/audit.log

c. APIDHEREL WS SIE, RDYICSSHZEALTE/ —FOOJ %A LET, LUTD
f5lid. /var/log/openshift-apiserver/audit.log # X—X & L TWE T,

$ ssh core@<master-node>.<cluster_names>.<base_domain> sudo tail -f
/var/log/openshift-apiserver/audit.log

N SSHAEFALTaAY  A—ILTL—ry/—ROaAVvF+F—O7 %8B LET,
a. AVFFr—%—8XRRLZET,
I $ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl ps -a

b. crictl #FRA LTIV FF+—0AJVEZREBLET,

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>

2. avbO—ILFL—r/—ROBREICEELIHZHBEICIE. MCO. MCOTY RKRSAV M &
SUDNS LO—RHOBEBEL TWB Z & 2 HFR L £9, Machine Config Operator (MCO) (&,
AVARN—IVEILAR L =T A VIV RATLDEREEEELET, YRATL7O0vIDBELE
FERAE DB MR LF T,

a. MCOITY RRA > MO FEATENE I NE TR M LET, <cluster_name> % Et] 7B I
BXHMAET,

I $ curl https://api-int.<cluster_name>:22623/config/master

b. TV RRA Y MPBELRBRWEEIZ, O— RNV —DBREEZHRLET, TV RRA
VRDR—F 22623 TEITINDLIREINTVWE I L 2HALE T,

c. MCOZYVRRAVMDDNS LO—RAEEIN, O— KNS UH—IF L TERLTWL
I EEHELET,

P ERIN/EMCOIYRRA VY NEDDNSILY I Ty THEEFTLET,
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I $ dig api-int.<cluster_name> @<dns_server>

i, O—RNRASUH—DEYLETOHNAEMCOIP 7 RLRICH L TCHE|XSBAEETLE
£

I $ dig -x <load_balancer_mco_ip_address> @<dns_server>

d MCONT—hMRAKNSY T/ —RKRHLEZEEELTWD I EEERL
¥, <bootstrap_fqdn>% 77— K2 KSv T/ — I\O)méﬂ“ﬁﬂil\)('f/%k IHZET,

I $ ssh core@<bootstrap_fqdn> curl https://api-int.<cluster_name>:22623/config/master

e. YRAFLVAOYIIE. T—MAKNSY T, YRY—, BLUVT—H—/—RKETHEHEIN
DUNEAHYET, &/ —RDVAFLIOY I DSRBIEEE LR OMBETAHEL
-a—o

I $ ssh core@<node>.<cluster_name>.<base_domain> chronyc tracking
f. AEAZE OB ZHE L 7.

I $ openssl s_client -connect api-int.<cluster_name>:22623 | openssl x509 -noout -text

719.etcd 1 VR M—J)LDOREBEDRAE
A4V RAN—JUBFIC etcd DRIBENIFKE LTI-1HBE tdi etcd Pod DA T—4% A %R L., etcdPod OV %

INETEZX T, etcd DNS L O— REBESZL vhO—ILTFL—Y/—RTDNSOAHEMAEHERET S
Lt%r%i’a—o

=S5
e cluster-admin O— )L &ZH 21— —E LTI ZRY—ILT IV ERTE S,
e OpenShift CLI (oc) B’ Y 2 h—ILI T W3,
¢ KRAKNANDSSHT7 IV EZANHB I &,
e IV hO—IWTL—V/—RORLEMINXA VEDDH D,
FIg

1. etcdPod DAT—49 X %=MALET,

a. openshift-etcd namespace ® Pod DA T —% X %fEZE L £ 9,
I $ oc get pods -n openshift-etcd
b. openshift-etcd-operator namespace @ Pod DA T —4 A =R L 7,
I $ oc get pods -n openshift-etcd-operator
2. BRIOOY Y RTY R MRERIINS Pod DL F1HIC Running % 7-1& Completed 2 57—%

ADNRRINRWIGEIF, Pod DERTIERZINEL X7,
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a. PodDA RV NARERLET,

I $ oc describe pod/<pod_name> -n <namespace>

b. Pod DAV ZHREAL XY,

I $ oc logs pod/<pod_name> -n <namespace>

c. Pod ICEB OOV T F—1H2HE. IO Y RTIS—MEHRI N, AVvT7F+—4%&
BRIS— Xy E—YICHESINIY, FAVTFT—OATZRELIT,

I $ oc logs pod/<pod_name> -c <container_name> -n <namespace>

3. API D BEEE L R WHEICIE, KD YICSSHAFRELTCEaY kA=) L —Y / — R T etcd
Pod 8&vtavr+—0O7 %2 L £9J., <master-node>.<cluster_name>.<base_domain>
ABEUIREICEEERZET,

a. EaAvbhO—ITFL—r/—RKRiletcdPod&Z ) A MKRRLET,

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl pods --
name=etcd-

b. Ready R 7 —4% ANRFIINARLPod ICDWT, Pod DRAT—4% ADFMAEREL X
T, <pod_id> ZRHAD AT Y ROHAIC) A MRARINTWS Pod D ID ICEI#A X
ER

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspectp
<pod_id>
c. PodICEAET 22V T FH—%2)ARMKRRLET,

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl ps | grep
'<pod_id>'

d. Ready R 7 — ¥ ANRAFINTWAWIVTFT—DIFEIEF, AT F—DAT—8 ADEF
MERELE T, <container_id> ZFIRDIY Y ROEAICY A MKRRINATWEAV T
FT—DICBEEX#AFT,

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspect
<container_id>

e. Ready R 7 — ¥ ANRSFINTWAWIVTF—DOJ =B L £9, <container_id> %
AR OIYY RKOEADIK—EBERRIINTWE AT HF—IDICESBAFT,

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>
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R

Red Hat Enterprise Linux CoreOS (RHCOS) %3179 % OpenShift
Container Platform 413 2 S 24—/ — RIIZEETE §, Operator ZFH L
TIVSRY—DERZEAHALZT, SSHEZFERALEZYVSRY—/— KA DT
JERAFHEINEZ A, SSHIRATRZET —9 DINEZHTT 580

IC. oc adm must gather 5 & UV ZDMD oc A7 REZETLTREI N
279D DTHINE I D ZHRL T IV, =72 L. OpenShift
Container Platform API BFJ i T Z 2 WFE P, kubelet A9 —4'y k / —
NTHEDICHEE L RWIBEES. oc BRIENTOHELZITET, ZDHEIE.
K4 Y IC ssh core@<node>.<cluster_name>.<base_domain> % {#fH L T
J—RICT7OEATEZXT,

4. O hO—ILTL—V /) =K TS543)—B8LUVtEHVHS) — DNS H—/N—3EfHEAREEL

i’a—o

7110. 3> hO—J)LTL—> / — KD kubelet & U APl # —/N—DEEDRAE

AVRAMN=IEICOYMAO—ILTL—Y /) —R®Dkubelet BL W API H—/NN—DREEAFAET 5121,
DNS. DHCP, 8&LUO—RKRNSUH—DHEEERE L T EIW, T/, AAEOEMHREHITINT

WRWZ &AL ET,
AR E A
e cluster-admin O—J)LAFDODI—H—E LTIV FRI—ICTIVEATE S,
e OpenShift CLI (oc) B Y &2 h—JLI N T W3,
o RAMNADSSHT7 VAL H B &,
o OV hO—NLTL—Y/—RDZLEBHRNXA VEDH D,
Fa
1. APIH—/A—@DNS L O3— KAy hO—JLFL—> / — RO kubelet % https:/api-int.
<cluster_name>.<base_domain>:6443 IC¥ (L UV 922 & %R LZFd, LO—KHO—
RNRNSUH—%SRBRITZEE2BRELET,
2. A= RNSYH—DR— K 6443 EFEA I MO—ILTL—V /) —REBRBT B & 5HE
L9,
3. DHCPICL»TEEDOAY FA—LTL—Y /—RDKRAMEIEBEINTWSE I EHHEEL
£7,
4. £ bO—J)LTL—> /— KT kubelet.servicejournald 1=y hOJVZRELE T,

a. ocxAFRHLTOVERBLET,

I $ oc adm node-logs --role=master -u kubelet

b. API B'#gE L B2 WGHEIF. KD YICSSH ZERALTO/ %2#533 L X9, <master-node>.
<cluster_names.<base_domain> %@t EICE XX T,
$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service
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R

Red Hat Enterprise Linux CoreOS (RHCOS) %3179 % OpenShift
Container Platform 413 ¥ S A4 —/ — RIZZEETX 9§, Operator ZFR L
TIVSRY—DERZEAHALZT, SSHEZFERALEZYVSRY—/— KA DT
VERIHREINFZHA, SSHIRETRMT —9 DINEEFITT 28I

IC. oc adm must gather 5 & U ZDMD oc A7 REZETL TREI N
279D DTHINE I D ZHRL T IV, =72 L. OpenShift
Container Platform API BFJ i T Z 2 WFE P, kubelet A9 —4'y k / —
NTHEIICHEE L RWIBEES. oc BRIENTOHELZITET, ZDHEIE.
K4 Y IC ssh core@<node>.<cluster_name>.<base_domain> % {#fH L T
J—RIZ7OVERATEZEY,

5. Ay hA—=ILFL—Y/—K®Dkubelet OF TIEBAZDAEMEARDOA v -V DEE LML
F9,

a.oc#FRALTOVEZRBLETY,
I $ oc adm node-logs --role=master -u kubelet | grep -is 'x509: certificate has expired'

b. API D' #eE L2 WEE(IF. KDYICSSH ZFEALTOJ %R L £9 ., <master-nodes.
<cluster_names.<base_domain> %@t EICE XX T,

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service | grep -is 'x509: certificate has expired'

7N 7—Hh—/—RDA VR M=)VILEET 2RBEORE

T—A—/—RDA VA M=IVICHEBI’H2HBEICIE. T—H—/ —RFDRAT—Y XA %2HRTEX
9, kubelet.service. crio.servicejournald 1=v hOJ, BLVPT—H—/—RaAVFF—O7 %I
L. 7—HA—/—RFRI—YzzV b CRFOAVFTFT—FV94 L, BLPPodT7IT74ET1—%
AR LET., I5IT, Ignition 7 71 IILE LU ¥~ APl Operator DHEREA IR T 52 & HTEZE
T T—H—/—RDA VXA M—ILIEDEREMN KRBT 2355 (1E. Machine Config Operator (MCO) & &

U'DNSHBEA MR L F T, F/e T—RMANSY T, YSRY—, BLUVT—H—/—REDY AT A
o0y DORPEHIRL, (AEARIETEIEEHETEET,

AR
e cluster-admin O— )L &Z&{F 21— —& LTITRI—ICTIERTE S,
e OpenShift CLI (oc) 1’1 Y 2 h—ILI T W3,
o RAMNADSSHT7VEANHBZ &,
o JT—RAKNSYTBELIVT—H—/—RDORZLEMRNAA VELH D,

o HTTP H#—N\—%FEHL Tlgnition FRE 7 7 1 ILE KRR MT BI5E. HTTP H—/—D 288
RAXAYVEBELIVR—NESHBETY, HTTPERAMADSSHT7 VEZREMETT,

R

#WHAD kubeadmin /X277 —RiE, 41 VA M—=JLIRRA MD
<install_directory>/auth/kubeadmin-password (C%H ') £,
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FIR

L 7—h—/—RDAVY—INITIVEATERHAEIF. /— KO J4 > 70V 7 MIELET
2FTCAVY—ILEEBRLEST, 41 VX M—=JLEFIC, Igniton A Xy E—J1F 2V Y —ILICH
HINET,

2. Ignition 7 7 A LERE&ER L X7,

o HTTP H#—/N—%FEHL Tlgnition FREZ7 7 1 L E KRR MNT BI545,

a. 7—Hh—/— RDlIgnition 7 7 1)L URL 22 L £7, <http_server_fqdn> %= HTTP
P—N—DELEBERNXA VEICESHAZET,

I $ curl -l http://<http_server_fqdn>:<port>/worker.ign ﬂ

‘) AT aviEANY I —DAHERLET, Ignition 7 7 A ILHIEEI N URL T
FEATERBE, OV RIEF2000K R57—49 R &R LET, ThHFIATER
Wi&ald., O< > KiZ 404 file not found =& L F ¢,

b. Ignition 77 A IV T —H—/ —RTREINLI EZHRT HICIE. HTTPRA MD
HTTPH—N—0OJ% 0T —L &9, /=& ZIE. Apache Web Hr—/—%FHL T
Ignition 7 7 1L ZRMT BB EIE. UTZERLTLEI W,

I $ grep -is 'worker.ign' /var/log/httpd/access_log

7 —7Hh— Ignition 7 7 A ILAZEINBHFE. BEMITONIHTTPGET OV X v
T—UILIEERIEII L &E%RT 200 0K DRI AT—9 ADNEZENET,

c. Ignition 7 7 1 ILHZEINAEN > LBE. IHHRBAKZA MIGFRET S I E2ERE
HEELEY, BEURT77MILEL U Web H—R—DNRX—I v a3 UMBEHRINTWVS
Lt%ﬁ&;b L/i-a—o

° 957FTDN4§ DAA= XA%ﬁmbt@mmn&E7 AIVEDEHT 704 X b
—EE LTHRAMIHEAT B5E,

a. 7—Hh—/—ROAVYV—)IVZEHRL. 7—h—/—R®DIgnition 771 IJLZEL &
ATBDANZZALIBEL TVWENE DI N ZHERLET,

37—H—/—FREYHETONLA ML —ITNNA AOTHMZRBLET,
4. 7—=H—/—RICDHCP H—N=D5 IP7 RLANEYEHTOLNTWE I EZREAELE T,
5. 7—A—/—RKRDR7—9 R=HHILEY,

a. /—RDRTFT—=9R%JT)—-LZET,

I $ oc get nodes
b. Ready 2 7 — % ANKRTFINABEWT—H—/ — ROFMAR/ — ROHRBPEZBLET,

I $ oc describe node <worker_node>
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pa 3]
4 VA M=I)LDEREIC L Y OpenShift Container Platform APl H'3E4T T X 4R

{Ho7zY, kubelet &/ — R TEEEITINTLWAWESSE, oc ATV K
AERITTBEIEFTEEHA

6. A hO—ILTL—r/—REWFERY, 7—H—/— K& Machine API Operator A& L T
F7O4 I, A=) U JENZET, Machine APl Operator DA T —4 A =R L £ 7,

a. Machine API Operator Pod D2 7—4% XA =R L £ 9,
I $ oc get pods -n openshift-machine-api

b. Machine APl Operator Pod ® 2 7—#4 X" Ready TIE7RWIFEIE, Pod D1 XY N &5
MR LT,

I $ oc describe pod/<machine_api_operator_pod_name> -n openshift-machine-api

c. machine-api-operator 1> 57+ —0O7%8&&L 9, 17 7F—I& machine-api-
operator Pod I TETINF T,

$ oc logs pod/<machine_api_operator_pod_name> -n openshift-machine-api -c machine-
api-operator

d. ¥7. kube-rbac-proxy IV TFF—OJEHEREL X T, I 7T 7F—I& machine-api-
operator Pod I THEITINZE T,

$ oc logs pod/<machine_api_operator_pod_name> -n openshift-machine-api -¢ kube-
rbac-proxy

7. kubelet.service journald 1=v hOJ %, BEEDT—H—/—RTE=ZF—LZFT, Thic
Y, 7—H—/—RI—SzVMNDT7IVT1ET1—%0HIELTETET,

a. ocxAERELTOVERBLET,

I $ oc adm node-logs --role=worker -u kubelet

b. API A& EE L AWEE(IF. KD YICSSH ZFEHALTO /%252 L 9, <worker-node>.
<cluster_names.<base_domain> %@t EICE XX F T,

$ ssh core@<worker-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service
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R

Red Hat Enterprise Linux CoreOS (RHCOS) %3179 % OpenShift
Container Platform 413 2 S 24—/ — RIIZEETE §, Operator ZFH L
TIVSRY—DERZEAHALZT, SSHEZFERALEZYVSRY—/— KA DT
JERAFHEINEZ A, SSHIRATRZET —9 DINEEZHTT 580

IC. oc adm must gather 5 & UV ZDMD oc A7 REZETLTREI N
279D DTHINE I D ZHRL T IV, =72 L. OpenShift
Container Platform API BF] i T X 2 W EE P, kubelet "9 —4'v k/ —
NTHEDICHEE L RWIBEES. oc BRIENTOHELZITET, ZDHEIE.
K4 Y IC ssh core@<node>.<cluster_name>.<base_domain> % {#fH L T
J—RICT7OEATEZXT,

8. HENEMDT —H—/— KT crio.servicejournald 21=v bOJVEEREFLET, ThitkY,
T—A—/—RDOCR-OAVTFT—F V94 LDT IV T4 ET1—%ZaHRELTETXT,

a. ocAFERHLTOVERBLET,

I $ oc adm node-logs --role=worker -u crio
b. API BHEE L AW BE IR, RO YICSSHAFERALTOJ 2B LET,

$ ssh core@<worker-node>.<cluster_name>.<base_domain> journalctl -b -f -u
crio.service

9. 7—HA—/— KD Narllog/ DFICHZFEDH TT4 LIV N =607 ELET,

a. var/log/ 774 LI N)—RICEFNZO070—EEWMELET. UTOHIL T
DIT—h—/— KO Ivar/log/sssd/ ICHZB 7714l %) A MRRLET,

I $ oc adm node-logs --role=worker --path=sssd

b. ivarllog/ ¥ 774 L2 M) —ADRFEO TR LE T, UTORITIE, §XTOT—
H—/ — KH 5 /var/log/sssd/auditlog AV 7>V EHALET,

I $ oc adm node-logs --role=worker --path=sssd/sssd.log

c. APIDHEREL RWERIE. RDYICSSHZEALTE/ —FOoOJ %A LET, UTD
fliL. /var/log/sssd/sssd.log #RX—2 & LTWE T,

$ ssh core@<worker-node>.<cluster name>.<base domain> sudo tail -f
/var/log/sssd/sssd.log

10. SSHAEFRL T —A—/—ROoavFr-r—OJ =L £,
a. Avrr—%—8BxRRLZET,

I $ ssh core@<worker-node>.<cluster_name>.<base_domain> sudo crictl ps -a

b. crictl #FRALTCIYFF+F—DAJVEZREBLET,

$ ssh core@<worker-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>
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N 7—hH—/—RKOREICEELNHBHEICIE. MCO, MCOITY RRA4 v b, BLUVDNS L
JO—RAHEL TWB Z & %R L £ 9., Machine Config Operator (MCO) I&, 4 YR k—JL
BRICARL—T A VI RATLDEREEABELET, YATALA7OY VDRBEEIHAEDEMN
MHEHRLET,

a.

MCO TV RRA v RAFIAAENE I N ET XML ZET, <cluster_name> % @EEIR{EIC
BEXMAZET,

I $ curl https://api-int.<cluster_name>:22623/config/worker

IV RRAVIDIEELBWGEIR, O— RS UH—DORELZERLET, TV RS
VIRDR—F 22623 TEITINDLIREINTVWE I L 2HALET,

MCOIYRRAYPMDDNS LOA—KRHPEREIN, O— KRN UH—ITFLTERELTWL
5 EEHELET,

. EBINAEMCOIYRRAY NEDDNSILY I Ty THEFTLETS,
I $ dig api-int.<cluster_name> @<dns_server>

i O—RNASUH—DEYLETOHNAEMCOIP 7 RLRICH L TCHB|XSBAEETLE
£

N

I $ dig -x <load_balancer_mco_ip_address> @<dns_server>

MCOMNT—hRANS YT/ —ROLEEKEL TV E2HALE
¥, <bootstrap_fqdn>% 77— A KRS v T/ —ROZLEBMRAA VEICEZTAZET,

I $ ssh core@<bootstrap_fqdn> curl https://api-int.<cluster_name>:22623/config/worker
YRTFLYAOYIE. T—hANSY S YRY—, BLVPT—h—/—KFETEHEIN
ZRENMHYET, &£/ —ROYRTL00v 7 DSREHE EBFIRABPOME2ERL £
ER

I $ ssh core@<node>.<cluster_name>.<base_domain> chronyc tracking

AEEAEDAEMMEEHIRB LI T,

I $ openssl s_client -connect api-int.<cluster_name>:22623 | openssl x509 -noout -text

7102. 14 VA h—)LIR D Operator AT —H ADY L) —

AR RN=ILD#DHYIZ Operator DAT—4H R AR TE XY, FIFATEAR Operator DEMIT—%
ZEELET, Pending E—EBERTINTWVWSED, T57—XT—4H ADdH % Operator Pod DO 7 %
RBLEYT, BEDHZ Pod ICL > THERAINIR—AMA—VERIELF T,

=S5

e cluster-admin O—J)LEFDODI—H—E LTISARY—ICITIVEATE S,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

FIR
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1. V5248 — Operator T RTA VA M—)LOEDOY ICFIATRERRETHE I E=HABLE
ER

I $ oc get clusteroperators

2. WERFIAEZBRAEKR (CSR)NTARTERBINTWE I 2MRLET, —3D/ —RiE
Ready 25 —#% R ICIZBITI§. —ED Y 5 X4 — Operator IZFEHD CSR 1 2355 1 F!
FATEQWAEEN DY £,

a. CSRORT—HR%EMEL, V7 RI—IIBMLAEZTNREThOIIVYDISA TV B
U —/N—FKIC Pending £ 7| Approved 27— 9 ANKRRIINTWE I E =R L F
E

I $ oc get csr

H A B

NAME AGE REQUESTOR CONDITION
csr-8b2br 15m  system:serviceaccount:openshift-machine-config-operator:node-

bootstrapper Pending
csr-8vnps 15m  system:serviceaccount:openshift-machine-config-operator:node-

bootstrapper Pending
csr-bfd72 5m26s system:node:ip-10-0-50-126.us-east-2.compute.internal

Pending 9

csr-c57lv. 5m26s system:node:ip-10-0-95-157.us-east-2.compute.internal
Pending

Q 2547 NERD CSR,
Q H—/N—ZRD CSR,

ZDBFITIE, 22DV UDISRAI—ICEBMLTVWET, CDYRARMIEISICEZL DK
AINZCSRARXRTINDHREMELHY T,

b. BIIL72< Y Y DIREBH®D CSR §RTH Pending R 7—4 RITHA > 7141 CSR AV EER X
NRWSEEICIK, V5RY—TV VD CSREERLET,

R

CSROAO—7T—YaVIBFMICKRTIND LD, V7RI —-ICXI VB
ANt 1 BERILAAIC CSR Z &R L T 23 W, 1BREILARICERR LR WBEIC

. EEAEOO—T—YavifTbh, &/ — RIC3 DLULDEMRENEFE
TBEIICRYET, INODIRFEIARTZERT 2VENHY I Y, &
#®D CSR DAEFRE. BHED/ —RKI 547> M CSRIEFY 7 X4 —D Kkube-
controller-manger IC & > THEIMICEKRINE T,
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R

RT A8 IVE & UMD user-provisioned infrastructure R ED T~ ~ API T
ERWTSY N7+ —LTRITINTWVWE I S5 RY—DIFAE. kubelet 121
FERAEEK (CSR) = BEIMICERR T 2 A E 52 RET HIMENHY XTI, XK
NERINGWES, APl H—/N—2  kubelet ICHEE#ft T 2 R ICIRHEEIEAZE D
WETH D78, ocexec. ocrsh, LU oclogs A7V NIFIEEEICEST
TEZFEHA. Kubelet TV RIRA ¥ MIT I ERTZ2REICE. ZDFHRE
DEBNBETYT, IDHFEIIFHRCSRDBEEZEHRL. CSRH
system:node 7z | system:admin 7' JL— 7'M node-bootstrapper — £
AT7ADY MIE>TREINTWR Z & 52MHERAL. /—RKDT7A TV T4
T4 —=HERLET,

o TNLZMEICERT BICIE. TRETNOBEWRCSRICDVWTLUTOIYY R&EXT
L/i-a—o

I $ oc adm certificate approve <csr_name> ﬂ

‘D <csr_names (&, RITD CSRDY X MH 5D CSR DEHITT,

o INTODREBHPDCSR ZERT BICIF. ULTFOIYY FEERITLET,

I $ oc get csr -0 go-template="{{range .items}}{{if not .status}}{{.metadata.name}}
{{"\n"}{{end}}{{end}}' | xargs oc adm certificate approve
3. Operator 1 RV h&ERRLE T,
I $ oc describe clusteroperator <operator_name>
4. Operator @ namespace AT Operator Pod DA T —4% A %R L £,
I $ oc get pods -n <operator_namespace>
5 Running 27 —4% 2 %772\ Pod ICDWTOFFMASRBEERELF T,
I $ oc describe pod/<operator_pod_name> -n <operator_namespace>
6. Pod O ZR&EL XTI,

I $ oc logs pod/<operator_pod_name> -n <operator_namespace>

7. Pod R—ZA X =V ICEET EBNIRELLBEICE. R—XAAA—YDRT—H X %R
LEY,

a. BEDH S Pod THEAINZIRN—RA X -V DFMZEREFLET,

$ oc get pod -0 "jsonpath={range .status.containerStatuses[*]}{.name}{"\t'}{.state}{"\t'}
{.image}{\n'{end}" <operator_pod_name> -n <operator_namespace>

b. R=ZA A=YD) ) -—REHRZ) A IRTLIT,

I $ oc adm release info <image_path>:<tag> --commits
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7A13. kLM VA M=)l O T DINE

SSHF¥F—AAVAMN=)ITOVSALICEELTWRIES., KBLEA VAN =ILIZDWTDTF—4 %X
ET52EDNTEET,

=55

FIR

pa )

RITHDISRAI—DoO7%ZNETHIFEERIERZIT Y FEZFERALTRBRLEA
VAM=NLIIDOWTORTZRELFT, RITHDISRI—HNSAT2RET H0E
NH 535EIE. oc adm must-gather A~ > RAFEHRL 9,

OpenShift Container Platform @4 Y A h—ILHT—= KR KNSy 77O XD TEIICKE L
TW3, 7—h2ARSY T/ — REEFTHRTHY, SSHTPIERATE 2,

ssh-agent 7Ot X EIVE2—49—LTT79V 747 THY. ssh-agent 7OERE1 V2R
N—70J5LOEAICEL SSHF—%RMH L TW5,

MBICAEY 3=V I LA VY ISAMNSIFY—ICIVSRI—DA VA M—=ILERTLE

BAICIEK, 7= MRSy 7L 0= TL—Y /) —RORDEBEHR XA VEDD
%,

T— R AMNSyTHELIaYNO—LTL—UIIUDNDBA VA N—)OTENET B0
WMEBRIATY REERLET,

AVAN=5—TFOEY 3=V IINEAVISZANIVFv—%ERT2HEE. 1
VAN TOTSLNEEFNDETAL YN —ICPYERL UTFTOIYY RERTLE
-a—o

I $ ./openshift-install gather bootstrap --dir <installation_directory> ﬂ

installation_directory (&, ./openshift-install create cluster %3217 L 72F&ICHEE L
TFA4LIM)—=TY, ZDTA4LYMY—ITIE. A VRN TOT S LDMERT
% OpenShift Container Platform &7 7 1 L& ENE T,

AVAN—=5S—T7AEYa =V IINBZAVISANSIFv—DHBEA. 1 VA M=
TATS AL, RAMNEFLFZIPZRLRAEEBELASTELIWVEDIICISRY—IIDW
TOEHREFRELET,

£BTAOEY 3=V I LAV ISAMNS O Fy—AFERALIGAIK. 1 VA MN=ILT
OJZLNEENZTALI M) —=ICPYEZL, UTOaAY Y KEETLET,

$ ./openshift-install gather bootstrap --dir <installation_directory> \ﬂ
--bootstrap <bootstrap_address> \9
--master <master_1_address> \
--master <master_2_ address> \
--master <master_3_address>" 9

Q installation_directory IC|%. ./openshift-install create cluster #3217 L 7[R ICIEE
LEDEBLTA LI M) —Z8BELEY. ZOTALIMY—IKIE A VA=
7075 LDMERT % OpenShift Container Platform &7 7 1 LS ENZE T,

o1



OpenShift Container Platform 4.13 $#7R— |

<bootstrap_address> I&. V75X —DT—h A RSV IV VDREBHRNAA >
ZFERLIFIPTRLRTY,

OO0/ > 19— HOZNZTAOAY PO—LTL—Y (FLRIAI—) T VITDOW

Tlk. <master_*_address> = ETDZELEE N XA VRFLIEIPT7 RLRIZEE
BmzEd,

= o-1o)
FIAILNISZRAY—ICE 320y ha— LT L—rIoUhEEhzE

T VSR —DEARTRHODIDHET, RRINBZLHIICTRTHOIY
fO—ILTFL—vovaEYAMNRRLETD,

H A B

INFO Pulling debug logs from the bootstrap machine
INFO Bootstrap gather logs captured here "<installation_directory>/log-bundle-
<timestamp>.tar.gz"

AVARMN=ILOEKBICDOWTD RedHat Y R— M —REERT 2361E. EfELAOT %
T—RILEHBLHICLTLEIY,

7.1.14. FAEER

e OpenShift Container Platform @4 Y A h—=IL¥ A4 TH LV TOLRICEATZEHMIE. 1 V2
F—= 702 ZZRBLTIREIL,

7.2. /— RDOEEMHDOHESR

721 ) —RDRATFT—49% R, VY —ADFERARRAS L VHREDHER

PSR —/)—RDEBMRT—F9 R, VY—HERSFBLY/ —FOVERELET, IS5, @
MDD/ — KT kKubelet A57—4%R%= 0T —LFT,

AR
e cluster-admin A—J)LEF DODI—H—E LTISARY—ILTIVEATE S,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

FIR
¢ VIRI—DIRNTD/—RDAR, AT—FRABLPO—ILZ2) AMNKRLET,

I $ oc get nodes
e VSR —ADE/—RFRDODCPUBIUXE) —DERAKREZENLET,
I $ oc adm top nodes

o BED/—ROCPUBLIUAE) —DFEARARKREEENLZT,
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BIEMSTNY2—FT1VT
I $ oc adm top node my-node

7.22. ) —RIZET S kubelet R7—4% 2D 1) —
V2RA9—/—FOEEBMRAT -9, VY -—ZHERFS LG/ —FOT2HRTEEY, IHIC
fERID/ — KT kubelet A7 —4% X%V L) —TXFTJ,
AR &M

e cluster-admin O—J)LA2FD2A—HF—& LTI TRYI—ICTIVERTE S,

o APIH—EXHLHEEL TWS,

e OpenShift CLI (oc) 4 Y &2 h—JLI N T W3,

FIR

1. kubelet 3%/ — KD systemd H—EX&ZFA L TEEINE T, 7/3v ¥ Pod AT kubelet
systemd H—E X%V T!)— L. kubelet DAT—49 A %=MHREL X7,

a. /—RDF/NNy Y Pod 2EL X7,

I $ oc debug node/my-node

R

Jv hO—JLFL—>/—KTocdebug #ETLTW35HE

I&. /etc/kubernetes/static-pod-resources/kube-apiserver-
certs/secrets/node-kubeconfigs 7 1 L ¥ b 1) —ICEIEH kubeconfig 7 7
1TILDHYFET,

b. lhost =T /N\w 7> T JLJADroot T4 LY MN)—=ELTEHRELE T, T/3v J Pod I,
Pod AD /host ICTRA MDD root 77 ANV AT LAEYIYNLET, root T4 LI MY —
“host ICEET 2 &, RAMDEFTNRRICEFNEINAF) —5ETTEET,

I # chroot /host

pa

Red Hat Enterprise Linux CoreOS (RHCOS) % 32179 % OpenShift
Container Platform 413 2 S 24—/ — RIIZEETE §, Operator ZFH L
TIVSRY—DERZEAHALZT, SSHEZFERALEZYVSRY—/— KA DT
PERAITHEINEHA, 7272 L. OpenShift Container Platform API A%
FATERWEE. kubelet 5% —4 v ~ / — R TEENICHEBE LR WE

A, oCEIELNTORELEZITE T, ZDIFHIE. KHYIZ ssh
core@<node>.<cluster_name>.<base_domain> Z{#fH L T/ — KIZ7 ¥
EATEEY,

c. kubeletsystemd 4y —EZXD /) —RKTT7 V714 THEIDEHRELET,

I # systemctl is-active kubelet
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d. & YEEHH7: kubelet.service R 7 —4% ADEMAEHEHADLF T,

I # systemctl status kubelet

723. 9 5AY—/)—RKRvy—F)bOodn0yx)—
BRIDYI S A5 —/—KD /var/log AT journald 1=y hOJE LV ZDMOO T EZIRETETET,
AR
e cluster-admin O— /)L %HFHDA1—H—& LTIV SRI—ICT7IVERATE %,
o APIH—ERHNHELTWD,
e OpenShift CLI (0c) B’ Y 2 h—ILI T W3,
o RANADSSHT7 VR HDZ &,
FIa

1. OpenShift Container Platform ¥ 2 X4 —/ — RH 5 kubelet @ journald 1=y OV %Y T
J—LZEd, UTFOBITIE, I hO—LTL—V/—ROBMNIIT)—INFET,

I $ oc adm node-logs --role=master -u kubelet ﬂ

Q fep1=w hASTEHITY—F 270!, kubelet #EEEBEXHRI T,

2. VR —/—ROD var/logl DFICHBHEDT TT4 LI MN) =607 EZRELFT,

a. var/log/ 774 LI M) —RICEFNZO070—EEZWMELETFT. UTOHITIE. T

THIY hO—J)L 7L —> /— RO Ivar/log/openshift-apiserver/ ICH 27 71 L% 1) X
PRIRLET,

I $ oc adm node-logs --role=master --path=openshift-apiserver

b. ivarllog/ ¥ 774 L2 M) —ADRFEO T AR LE T, UTOHIE. §XTOIV b

A—J)L 7L —> /— RKH5 varllog/openshift-apiserver/auditlog 3> F >V Z#HAO L
ER

I $ oc adm node-logs --role=master --path=openshift-apiserver/audit.log

c. APIDHEREL WS, RDYICSSHZEAL TR/ —FoOJ %A LET, UTD
f5lid. /var/log/openshift-apiserver/audit.log #X—X & L TWE T,

$ ssh core@<master-node>.<cluster_names>.<base_domain> sudo tail -f
/var/log/openshift-apiserver/audit.log
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R

Red Hat Enterprise Linux CoreOS (RHCOS) % 3£1T79 % OpenShift
Container Platform 413 2 S 24—/ — RIIZEETE §, Operator ZFH L
TIVSRY—DERZEAHALZT, SSHEZFERALELZYVSRY—/— KA DT
JERAFHEINEZ A, SSHIRRATRZET —9 DINEEZHTT 580

IC. oc adm must gather 5 & UV ZDMD oc A7 REZETLTREI N
279Dt DTHINE DI D ZHR LTIV, =72 L. OpenShift
Container Platform API BFJ i T Z 2 W FE . kubelet X9 —4'y k/ —
NTHEDICHEE L RWIBEES. oc BRIENTOHELZITET, ZDHEIE.
K4 Y IC ssh core@<node>.<cluster_names>.<base_domain> % {#fH L T
J—RICT7OEATEZXT,

73.CRI-FOOVFTF—S V9 M LDOBEED NS TN a—F1 0T

731LCRI-O VT FT—SVHALIT VI VIZDWVT
CRI-O & Kubernetes X4 74 JAVTFHF—I VI VERETT, ThiEARL—FT 4 VIV AT ALILE
IS L. Kubernetes DMEM CTRBILINZITIVZARY T VRAZREHLET, CRF-OOVYTF—

IV I ViE, & OpenShift Container Platform 7 2 A4 —/ — R Tsystemd f—ER & L TEIFTINE
ER

AVTFHF—S V91 LDOBENRET 2HEIE. &/ — KD criosystemd Y —EXDRT—4% A%

BLET, AVTTF—DI VA LICEEDHSD ./ — RKH 5 CRI-Ojournald 2=y hOJZIE L £
-a—o

732.CRI-OZVIA LIV VDAT—H ADHERR
5

BUVZRAI—/—RTCRFOAVTFT—FVHMLIVIVDAT—YRAEHRTEET,

AR
e cluster-admin O—J)LEFDODI—H—E LTISARY—ICTIVEATE S,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

FIR

1. /XY 7 Pod AT, /—KR®Dcriosystemd t—EX%4J T!)— L TCRI-O RT7—% R &R
LEY,

a. /—RDF/N\Ny Y Pod 2EL 7,

I $ oc debug node/my-node

b. /host =T /N\w > T JLJADroot T4 LY MN)—=ELTEHRELET, T/3vY J Pod I,
Pod AD /host ICTRA MDD root 77 ANV AT LAEYDYNLET, root T4 LI MY —
“host ICEET 2 &, RAMDEFTNRRICEFNEINAF) —5E2TTEET,

I # chroot /host
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R

Red Hat Enterprise Linux CoreOS (RHCOS) % 3£1T79 % OpenShift
Container Platform 413 2 S 24—/ — RIIZEETE §, Operator ZFH L
TIVSRY—DERZEAHALZT, SSHEZFERALELZYVSRY—/— KA DT
VERITHEINEHA, 7272 L. OpenShift Container Platform API A%
FATERWEEP. kubelet B89 —4w b/ — RTHEENICHEEBE LRWE

A, oCEELNTORFEAEZITE T, ZDIFHIE. KHYIZ ssh
core@<node>.<cluster_name>.<base_domain> Z{#fH L T/ — KIZ7 ¥
ERATEET,

c. criosystemd Yy —ERN /) —RTF7 V71 THhEIHEBRBLET,
I # systemctl is-active crio
d. & YEEH%A crio.service AT —9 ZADEHNEHHDLET,

I # systemctl status crio.service

7.3.3.CRI-O M journald 1= b O Y DINE

CRI-O OEI@ENFE LFEICIE. / — KD 5 CRI-Ojournald 2=y hOJEZERIBTE XY,

IE=S 0
e cluster-admin O— L &ZH21—H#—E LTI ZRI—ILT IV ERATE S,
o APIH—EXDHEEL TV,
® OpenShift CLI (oc) B Y X k—JLI N TW3,
e OV MO—ITL—rvFEAERIVIMO—LTL—UIIVDREEBHRNXA VEDNH B,
FIR
1. CRI-Ojournald 1=y hOJZRELET, UTDHIE. 75RF—ADITRTOIY bO—
WIL—=v /=K% RELET,
I $ oc adm node-logs --role=master -u crio
2. HED/— KNS CRI-Ojournald 2=w bOJEIRELET,
I $ oc adm node-logs <node_name> -u crio
3. API DHBEL W EEIE. RDYICSSH 2R L TO V28R L £9, <node>.
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R

Red Hat Enterprise Linux CoreOS (RHCOS) % 3179 % OpenShift Container
Platform 413 7 S 24—/ — RIFEETE . Operator ZEFRA LTI S R4 —
DEFEZBEALEY, SSHEFALLI SR —/ —RADT7 I 2 RIFHES
nNFEtA, SSHRHTEET—9 DINE%HITT 2H1IC. oc adm must gather
BLUVZEOMD oc AT REETLTUNEINEZT—ID+DTHZINE DD
HREEEL T2V, 72 L. OpenShift Container Platform API A'Fl| T X 4
WEEP. kubelet B89 —4 v b/ — RTEUNICHEEE L RUWIEE. oc BIENED
HEEZITET, ZDHFEIE. KDY I ssh core@<nodes.<cluster_names.
<base_domain> Z#H LT/ —NIZT7VEATEZXT,

73.4.CRI-O R ML —Y DEE
UTOBENRELBE. CRFOD—BANL—YZFHYTI VT TEIEHNTEET,
o /—RAEDPod THEFTTEXY, TOIT—HNRRIND,
Failed to create pod sandbox: rpc error: code = Unknown desc = failed to mount container

XXX: error recreating the missing symlinks: error reading hame of symlink for XXX: open
/var/lib/containers/storage/overlay/XXX/link: no such file or directory

o (FE/—RIZFHLWVWIAVFTFT—2ERTDHIENTET, can'tstatlowerlayer EWH) TS5 —H
RRIND,

can't stat lower layer ... because it does not exist. Going through storage to recreate the
missing symlinks.

o VSRAN—%TwTITL—RLEE Fhid/ —RFREBREEILLIIETEE, /— KD
NotReady {KR&IC 72 %,

o VT FT—5V484 LR (crio) N'IEL <EIMEL TUWLWRLY,

o AVTFT—SUHA L4 VAY VR (crio) BENMEL TWLWRW=&. oc debug
node/<node_name> #{FHA L T/ —RETTFN\Y IV )L ERHBTE RV,

CDFIET, CRFODRAML—VEREITEEL, IT7—ZELTLEIY,
AR
e cluster-admin O—J)LAFHEDI—H—E LTISRY—ICTIERATE S,

e OpenShift CLI (oc) B Y &2 h—JLI N T W3,

FIR

. /—RTcordonzfEALZXY., Thik., /— KH Ready REICAR>BAHIC. 7—/O—FK
MR a1a—) V73 NBD%E/H<THTY, Status £ 2 a3 > SchedulingDisabled & 3
TINTVWhIE, RT2a—) VIR EMIR>TVWE I ENDMY ET,

I $ oc adm cordon <node_name>

2. cluster-admin 2—%—& LT, /—KZRLA1 2V LZET,
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I $ oc adm drain <node_name> --ignore-daemonsets --delete-emptydir-data

pz -1o)

Pod F7- 1% Pod &~ 7L — h ® terminateGracePeriodSeconds Bif(3. EHE
R THEZHELET, COBMOT 74 MI30OWTITH, BREBEIHLT
TN —2av Il EICHRIRAXTEFET, OOWAEBATHRET B,
Pod A* SIGKILLed & ¥ — 7 31, EEITRT LAWAEEENDHY £7,

3. J—RHPER-TEALL, SSHEAEOAVYY—ILT/—RICERELBELET, FDE. root 1—
F—-—TERLET,

$ ssh core@node1.example.com
$ sudo -i
4. kubelet =#FEITIEILELZE T,

I # systemctl stop kubelet

5 A7 F7—P Pod ZELELFT,

a. UFoavy RaEFEAL T, HostNetwork ICZ2WNPod 221t LE T, T HHNHEIBRINS
MNE DML, HostNetwork ICHBDRY NT—0 TS5 54V Pod ICEEINEDT, K&ICH
R 2LELHY T,

.. for pod in $(crictl pods -q); do if [[ "$(crictl inspectp $pod | jq -r
.status.linux.namespaces.options.network)" = "NODE" ]]; then crictl rmp -f $pod; fi; done

b. fBDFTNT®D Pod ZfEL L FT,
I # crictl rmp -fa
6. cio DY —EREFHTEILELET,
I # systemctl stop crio
7. INSQIARY REERFTEIDE, —BAMN —YVERRIHET I ENTEET,
I # crio wipe -f
8. crio B& Wkubelet t —EX&REIL X7,

# systemctl start crio
# systemctl start kubelet

9. crio 8L Wkubelet Y —EXNEEIL TH Y., /— K Ready DR T—4H IR >TWBIHE
I, 2=V 7y THAERICHKBELZZ ENDDY T,

I $ oc get nodes

H A B
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NAME STATUS ROLES AGE VERSION
ci-In-tkbxyft-f76d1-nvwhr-master-1 Ready, SchedulingDisabled master 133m v1.26.0

10. /—RERFDa—)VJABEAREICLET, RATVa—) Y INEMIR>7TE
I&. SchedulingDisabled D 2 7 —4% AW R Ro>7cEXIThHY £,

I $ oc adm uncordon <node_name>

H A B

NAME STATUS ROLES AGE VERSION
ci-In-tkbxyft-f76d1-nvwhr-master-1 Ready master 133m v1.26.0

74 ARV —FT A VIO RTLDBEDO NS TN a—FT4 V7

OpenShift Container Platform I& RHCOS TR{TINFz 9, UTOFIRICK > T, ARL—TFT1 VT
ATLICBEETIERBBON S TIYa—FT A VI %RTHTENTEET,

741 H—FIIZ v 1DREE

kexec-tools /Xy r—JILEFNZ kdump H—ERIE, 5 v ¥ a ¥V TANZIXLERHELET,
ZDY—EREFEALT, BTHOMTDLOICVRATLDAEYY —DRBEERETEET,

x86_64 7 —F T U F v —E— kiRt (GA) AT —49 XD kdump ZHR— M LFTH, tDT7—FF775
Fr—ldFo/0Y—FLE21—(TP) A7 —% XD kdump = HR—hMLZF T,

RDFIE, IFIFERT—FTIF v —Dkdump DY R— ML ANJVICEAT 25FlEZRLTVWET,

#7.1RHCOS T®D Kdump H#R— k

F—*FI0Fv— YR—b LW
X86_64 GA
aarch64 TP
$390x TP
ppc64le TP
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BF

ROFD, RADID2DT7—F TV F+—II{T 25 Kdump HR— Mk, 7o/0v—7
LE1—HEDHICRY FET, T/ 0V —FLE1—#EEIE. Red Hat @Y R—
DY —EZXLRIVT ) =XV b (SLA) DFRATHY ., BEMNICKEETIERVWIGED
HYET, RedHat IE, ERARBETCINSAFATIIEAHRELTCWERA, T2
/AY—7LEa—#EiE. SFORSEEEVSRIRML T, BREE THEEDT
AMNZEITVWIT A — RNy JZRFBLTVWEESZIEZBEMELTVWET,

RedHat D54 /Oy —7 L Eax1—#eEDyR— NEEICRET 283FMIE. 77/ 00—
Tl R— MNEE 28B LTI,

7.4.1.1. kdump DERNE

RHCOS I I kexec-tools /Xy 7 — I A EMINTWE T A, kdump H—EREBWICT B ITIEFED
THRETIHVENHY T,

Fa
RHCOS T kdump #8MICT BI1CIE. UTDFIEEEITLET,

L FIEDA—RIVDBEIFICIS Y 2 H—RILDAE) —AFRTBICE. ULTFTOaOT Y KA
ABALTH—FRILBIEEIEELET,

I # rpm-ostree kargs --append='crashkernel=256M'

R

ppc6dle 75 v b7 + —LDIFE. crashkernel D#HEE(EIL crashkernel=2G-
4G:384M,4G-16G:512M,16G-64G:1G,64G-128G:2G,128G-:4G T,

2. AT av: T4 MOO—HILD var/crash DIBFFTIEAL< . Xy N — 0B F - I1dM
DFBFRICI Z v a1 ¥y THEEZADITIE. /etc/kdump.confFZET7 71 L ERELE T,

pa 3

J— KD LUKSEESIET/NA R % FAL TW3IHE. kdump IE LUKS BES1ET
INAZAANDYI Sy 1V TOREEYR—MNLTWRWED, XYy hT—94
VIRFERTEIRENHYET,

kdump #—EZXDEEICD W TDFMIE. /etc/sysconfig/kdump. /etc/kdump.conf, & &
kdump.conf manual R—Y DX Y M ESRLTLKEIWV, ¥V F9 -5y NOEREICEAT S
MBI, RHEL kdump documentation MR L T XLy,

3. kdump systemd Y —EXE=BMICL F T,

I # systemctl enable kdump.service
4. VAT LEBREELET,

I # systemctl reboot
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5. kdump.service systemd 7 —EXADPNEBICHBSE LUK T LIl &, &L U cat
Isys/kernel/kexec_crash_loaded 1Y > KAMBE1 2 NT 2 & &R L T, kdump 2¥7
Syah—IEO—RLEZEERRELET,

7.4.1.2. Day-1®M kdump DAER1L

kdump H—ERE, A—RIVDOEEET /NNy T 2HDIC. /—RTEICEMITEZIENERIN
TWET, kdump OBMEICIEA R MADHY, THS5DIR ME kdump BEMEI N/ — RK%&B
MY 2GICEA 27D, kdump Y —ERXZMEBERIFGEICOAE ./ — RTEMIIT I ENHEEINFE
T, &/ —RNTkdump H—ERZBMICT 2HBEOEBENLRIRNMIF. UTFHAEFEFNET,

o VSw ahA—FRIAILATY —DFHINTWDH, FIFEFEER RAM BP0,
o H—XXIHAAT7ESFYTLTWBREIC/ —RAFIATERL RS,
o EBIMDRAKINL—CBRENYISYL 1YY TERETBEHDICERINS,

kdump H—EREZBMICT DI LICHEIFAFRRP ML —RAT7ZIBELTWVWRHBEICIFE. V7R
H—2ETkdump EEMICTZZENTEET, YV VEBEDOIY Y VERERFAYR— NI TVE
HAD, DaylDHRH <4 X& LT MachineConfig #7249 T systemd 1=y N&FERL., ¥
SAY—HDITRTD/ — R Tkdump ZBMICT B EMNTE XY, MachineConfig # 72/ b %
ER L. TDATV I NS RI—DEY M7 v TBIC Ignition MFERTZY =7z AN 7714 L
DY MIBEATZIENTEET,

pa )

Ignition BREDFERAEICDOWTOFMIE. 1 YAM =>4V APM—IFEEI V3
YD) —RDHARIRARXESRBLTLLEIL,

FIE
9529 —2EDRED MachineConfig # 7V =7 N &ERLZE T,

1. kdump ZRES L CBEMICT B Butane BE 7 7 1 )L 99-99-worker-kdump.bu % X L &
ER

variant: openshift
version: 4.13.0
metadata:
name: 99-worker-kdump ﬂ
labels:
machineconfiguration.openshift.io/role: worker 9
openshift:
kernel_arguments: 6
- crashkernel=256M
storage:
files:
- path: /etc/kdump.conf ﬂ
mode: 0644
overwrite: true
contents:
inline: |
path /var/crash
core_collector makedumpfile -I --message-level 7 -d 31
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- path: /etc/sysconfig/kdump 6
mode: 0644
overwrite: true
contents:
inline: |
KDUMP_COMMANDLINE_REMOVE="hugepages hugepagesz slub_debug quiet
log_buf_len swiotlb"
KDUMP_COMMANDLINE_APPEND="irgpoll nr_cpus=1 reset_devices
cgroup_disable=memory mce=off numa=off udev.children-max=2 panic=10 rootflags=nofail
acpi_no_memhotplug transparent_hugepage=never nokaslr novmcoredd hest_disable"

KEXEC_ARGS="-s"
KDUMP_IMG="vmlinuz"

systemd:
units:
- name: kdump.service
enabled: true

J> hO—JIL7L—>/—K® MachineConfig # 7> = ¥ N DYERRBFIC. THDIBAFIC
#» % worker %= master ICEI# 2 F 7,

g D—XIBIEEIEELT, 75y Yah—FRIVABICAE)—5FHLET, BREICGL

T, BDA—RILBIEEZBINTEZET, ppcédle 7> v b7+ —LDizAE. crashkernel
DHELR{E X crashkernel=2G-4G:384M,4G-16G:512M,16G-64G:1G,64G-128G:2G,128G-

4G TY,

Q T 7 2V kD5 Jetc/kdump.conf DRBA2ZEET 25HEE. 2SI av&EML, 4
VA O T VavEERELET,

g /etc/sysconfig’lkdump DAB AT 7 4 )L HASEET ZIBEIF. OV 3 V5B
L. B, 1314 O T2 avaZEELET,

6 ppc6dle 75 v K7+ —LDIHFEIE. nr_cpus=1% maxcpus=1 ICEIHBIF TN, h
XZDTZY N7+ —ALTEYR—FINhTLEHA,

2. Butane 2L T, /—RNICERET2HRENEEND. YV VEERE YAML 7 7 1)L (99-
worker-kdump.yaml) =4/ L £,

I $ butane 99-worker-kdump.bu -0 99-worker-kdump.yami

3. V5229 —0ty h 7y THIZ. YAML 7 7 1 L % <installation directory>/manifests/7_-“4
L2 M) —ICRBBLEFY, YAML 7 74 LAEFERAL T S RAY —DERERICID
MachineConfig # 7 =/ N2 EK T2 EETEE T,

I $ oc create -f 99-worker-kdump.yami

7.4.1.3. kdump XEDT R b

kdump ICDWT &, RHEL RF 2 X > MDD Testing the kdump configuration €2 ¥ a v #&R L TK
W

7.41.4. A7 TV T0HH
kdump ICDWTIE, RHEL RF a2 X ¥ MDD Analyzingacoredump 23 v Z2SRLTKES
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5 AT
AD RHEL ¥ AT AT vmcore DHiaERITIT DI ENHEINE T,

RS

e RHEL T® kdump DE&E

kdump ICDWTD Linux A—RIL KF a2 XV b

e kdump.conf(5): FIFRIRER A 7> 3 v DFMA NF 2 4> & EE /etc/kdump.conf X ET 7
AID man R—

® kexec (8) —kexec /Ny —I D man R—Y

o kexec BL W kdump ICEA9 % RedHat 7L v Y DiEE

7.4.2. Ignition DK DT /Ny 7

RIVETOEY 3 =V JTERWGA. Ignition K L. RHCOS IFRAY I TREILEY, T
Ny JIEREINBT 2ICIE. ROFIEEFERLET,

FIE
LROOAT Y RERITLT, KBRLAEY—ER2=Zy hERRLET,

I $ systemctl --failed
2. 77V avi e —EZR2I=Zy hTROOAYY REETLT, FlERERELET.

I $ journalctl -u <unit>.service

75. %y NOD—VBEEOHED NS TN a—FTa1 Y

751 %y NTD—04 V9 —T x4 ADEREE

RPAGLTDA VR R—IL®, EEORY NT—H 45 —T 4 2TY hO—5— (NIC) TDA ¥
A M =ILDIFEIT. OpenShift Container Platform #' Kubernetes APl #h—/X—& D@EICERAT % NIC
&, / — FOREEEFIC systemd TETI 1 5 nodeip-configuration.service t—E2X1 =y MMl & >
TREINZE T, nodeip-configuration.service (&, 77 #JL ML— NMCEE[MITONZA V9 —Tx
1ADS IPEBRLET,

nodeip-configuration.service t —EXAIEELWNIC ZRET D&, TDH—ERIE
/etc/systemd/system/kubelet.service.d/20-nodenet.conf 7 7 1 L= {ER L £ 9, 20-nodenet.conf
7 74 )i, KUBELET_NODE_IPRIEZE#H%Z., H—EXNBRLELZIP7ZRLRAICERELE T,

kubelet +—E X D2 EFFFIC, 20-nodenet.conf 7 7 1 L LIREBEZHMDEEFHIY. IP7 KL X%
--node-ip kubelet AT Y RS 4 VBIEICEREL T, TDHER. kubelet HY—ERIFBIRLAZIPT7 KL
2 /)—RKRIP7RLRELTERLEY,

A VAN =IBIIN—RDzT7FLIEIRYy NO—ODBREINLEE. FHLE/ —RIPHATT74IL

ML—RA V=T A RDSBMEINRVRY NT—=J LA T77Y MNH B5E. BESRIC nodeip-
configuration.service  —E XA BID NIC Z2EIRT A geENHY £79, oc get nodes -o wide I~
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Y ROHAID INTERNAL-IP 7 % fEZ3 L T, BID NIC BRI TWBH I E 2B TEBHE’HY X
-a—o

BDNIC HBIRINTWBEHICRY NT—OBENHEFLIFER > TEEINTWVWSIHE., RO
S—HNRIINSD I ENHY ZF: EtcdCertSignerControllerDegraded. NODEIP_HINT Z# 42 SO k&
VRIZFANWEERLT, TI7AINMDIPEBBIROY Y V54 —N—54 RTEFJ, FHFLLIE, 7
av:FI7AILED/—RIPRBIRAY Y IV DF—/N—54 RESBLTL LI,

7511 A7 a3 : T4 MDD/ —FKRIPEROS Y VDA —NR—54 K

TI7AIMDIPEROY Y V%5 F—/N—54 K9 3ICIE. NODEIP_HINTZE# 2SOk N7 741
EERLT, 774 MDIPEIROY Y V% F—N—S1A RKLET, eV N T 7M1 IVEERT S
E. NODEIP_HINTZHTHEEINLIPZ RLADY TRy NRDA VY —T 4 ADSEED / —
RIP7RLRAZEBIRTEET,

=& ZIE. /7 —RI210.0.0.10/24 D7 KL XA %D eth0 & 192.0.2.5/24 D7 KL XA %D eth1 ® 2
DDA VI =T A ZADHY., T74IML— KD eth0(10.0.0.10) 25 L TWBiHE., /—RKDIP 7
KL RIZ@EE. 10.00.10IP 7 RLREFALZET,

I—H—E BOY TRy b 19202024 NMERINDZ L SIS, $7xy NRDOBRHMD IP (L& X

&, 192021 REDHY TRy M — b0 x4) %3 LD IC NODEIP_HINT ZEHAH{RETEEY, ©
DFER. eth1 M 192.0.25IP 7 KL AW/ —RICFERAINZET,

ROFIEIFZ, T7AIV MDD/ —RIPBIROY Y V524 —NN—F4 RTE2AEERLTVWET,

FIR

1. /etc/default/nodeip-configuration 7 7 1 JLICE Y b7 74 L ZEBIILE T, &z, UTF
DEHICHRYET,

I NODEIP_HINT=192.0.2.1

BF

e 192.025%4¢, /—ROEERIPZRLRAEZEY MELTERLAWVWTL
EIW, /J—ROEERIP7RNLRAAFRATSE, eV MNIP7RLREE
BHe3/—RAELLKERETCEIA<LARYET,

o EVRNIFZFAIADIPT7ZRLRIFZ, ELWH TRy NERETZHICD
HMEAINET, EV KNI 7AMINICRRIINDE D, NST714v 0 %FFEL
Tt A

2. ROV R%EEFTLT, base-64 TTYI—RKRINAIAVFTUYEERLET,
I $ echo -n 'NODEIP_HINT=192.0.2.1' | base64 -w0
el
I TKOERUIQXOhJTIQIMTKyYLjAUMCxXxXX==

3. VS5R9—%F7T704F Da1IC. master D—JL & worker O— LB HDIY Y VERERY =7 T
ANEERLT, eV NEBHICLET,

99-nodeip-hint-master.yaml
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apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: master
name: 99-nodeip-hint-master
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:text/plain;charset=utf-8;base64,<encoded_content> ﬂ
mode: 0644
overwrite: true
path: /etc/default/nodeip-configuration

Q <encoded_contents> % /etc/default/nodeip-configuration 7 7 {1 JL M base64 TIL YV
A—RINAAVFUVICBEBRIZT (B
Tk9ERUIQXOhJTIQOMTKYLJAUMCxxxx==), IV Y DES LI I—RIhkaV T
VYDFNCAR—ZAZAND L@ TEAVWI EITEFRLTLREI W,

99-nodeip-hint-worker.yaml

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 99-nodeip-hint-worker
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:text/plain;charset=utf-8;base64,<encoded_content> ﬂ
mode: 0644
overwrite: true
path: /etc/default/nodeip-configuration

Q <encoded_contents> % /etc/default/nodeip-configuration 7 7 1 JL M base64 TIL YV
A—RINAAVFUVICBEBRIZT (B
TKk9ERUIQXOhJTIQOMTKYLJAUMCxxxx==), IV Y DES LI I—RIhikav T
VYDFNCRAR—ZAZAND I E@FTEAVWI EITERLTLREI W,

4. ~/clusterconfigs 72 &, VSR —BEEREFTZ2TALI N —ICR=ZT7 AN EREFLE
-a—o

5 73R4 —077OA

105



OpenShift Container Platform 4.13 $#7R— |

7.5.2. Open vSwitch DEED S TNV a—F4 v

Open vSwitch(OVS) DREE%E NS TN a—FT 4 V7 2HICTE. LUESKDBERESET LD ICO
TLRIVEBRETZ2REIHZINELNFHEA,

J—RoOgLRIVE—RHICEBLEGE. ROBPIDELSIC/ —REDYY VERET—EvAHAY
Avt—VhZETEIIENHBIOTEENVETT,

E0514 12:47:17.998892 2281 daemon.go:1350] content mismatch for file /etc/systemd/system/ovs-
vswitchd.service: [Unit]

A—HICEETZO Ay E—VAEETBICIE. ST a—FT4 VI RTLAEZIC, OVLAR
IDEBREATICELTLEI WL,

7.5.2.1. Open vSwitch MO % L NJLD—E 12358 €

BWHBDO NS TV 2 —F 1 VT D=HIZ, Open vSwitch(OVS) DAY L R)L % —BFMICERET 5
ENTEFY, UTOFIETIE. /—FZ2BEBTIVERFHY FHA, T /—RZ2EHEREELLE
B, REDEHRIIREBEINEEA,

COFEEERFTLTATLARILEZEELK%. ovs-vswitchd.service DIV T VY DA—H4ARd O
TAYE—VEIVVRET—EVHIORITNEZIEAHYET, O A E—IHLNRFIINABVELD
ICT2ICIE. COFIEEZZEYRL, OFLRILETDEICEREL TLEIL,

Gl s
e cluster-admin O—J/LAEFDODI—H—E LTISRY—IITIVEATE S,
e OpenShift CLI (oc) 1’1 Y 2 h—IL IR T W3,

FIE
. /—RDOF/N\Ny T Pod #2EILF T,

I $ oc debug node/<node_name>

2. lhost 5T /Ny T T )VADroot T4 LY M) —ELTERELET, T/VY ¥ Pod &, Pod W
D /host ICIRAMDLDIV— T 7AIVVRATLEIIVMNLET, L= T4 LI N)—%
/host ICEETBE, RANIT7AITRATLDLDNA F)—6EITTEET,

I # chroot /host
3. OVS EYV 12— J)LDIRIED syslog LRI ERRLET,
I # ovs-appctl viog/list
RDEABITIE, syslogDOT L R)LA info ICEREINTWET,

H A B

console syslog file

backtrace OFF INFO INFO
bfd OFF INFO INFO
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bond OFF INFO INFO
bridge OFF INFO INFO
bundle OFF INFO INFO
bundles OFF INFO INFO
cfm OFF INFO INFO

collectors OFF INFO INFO
command_line OFF INFO INFO
connmgr OFF INFO INFO
conntrack OFF INFO INFO
conntrack_tp OFF INFO INFO

coverage OFF INFO INFO
ct_dpif OFF INFO INFO
daemon OFF INFO INFO

daemon_unix OFF INFO INFO
dns_resolve OFF INFO INFO
dpdk OFF INFO INFO

4. etc/systemd/system/ovs-vswitchd.service.d/10-ovs-vswitchd-restart.conf 7 7 1 )L TO Y
LRIV ERELET,

Restart=always

ExecStartPre=-/bin/sh -c '/usr/bin/chown -R :$${OVS_USER_ID##*:} /var/lib/openvswitch'
ExecStartPre=-/bin/sh -c '/usr/bin/chown -R :$${OVS_USER_ID##*:} /etc/openvswitch'
ExecStartPre=-/bin/sh -c '/usr/bin/chown -R :$${OVS_USER_ID##*:} /run/openvswitch'
ExecStartPost=-/usr/bin/ovs-appctl vlog/set syslog:dbg

ExecReload=-/usr/bin/ovs-appctl vlog/set syslog:dbg

ALRDOBITIE, BT LN dbg ICEREINTWE T, syslog:<log_level> %
off. emer. err. warn, info. F7/<i3 dbg ICEET 2T & T, RED2T2EELFT., 47
DO OTLRVTE, §RTOOTAY Z—IHBRAINET,

5. ¥—EXZBEFHLFT,

I # systemctl daemon-reload

I # systemctl restart ovs-vswitchd

7.5.2.2. Open vSwitch @O 7 L X)L DB AN 5%

Open vSwitch(OVS) DAV L NIV REAKNICER 256, O LNV EZEANICERTZ I &N
TEEY,

AR
e cluster-admin A—J)LAEFDODI—H—E LTISARY—IITIVEATE S,

e OpenShift CLI (oc) B Y &2 h—JLI N T W3,

FIR

1. LLFOHID & S 7 MachineConfig 7 72 = & kT, 99-change-ovs-loglevel.yaml @ & 5 7
774N EFERLET,
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1]
2]

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:

labels:

machineconfiguration.openshift.io/role: master ﬂ

name: 99-change-ovs-loglevel
spec:
config:

ignition:
version: 3.2.0
systemd:
units:
- dropins:
- contents: |
[Service]
ExecStartPost=-/usr/bin/ovs-appctl vlog/set syslog:dbg g
ExecReload=-/usr/bin/ovs-appctl vlog/set syslog:dbg
name: 20-ovs-vswitchd-restart.conf
name: ovs-vswitchd.service

ZOFBEAEEFTLTCOAYMNO—ILTL—Y/—RAEBRELEE. FIEABYERL, O—J
% worker ICSREL T —H—/—REZELZET,

syslog:<log_level> D{EZEEREL £9, OV L N)LIL off. emer, err. warn, info., %
i3 dbg TY, % off ICERET D E. TRTOATXA Yy E—IDRAINET,

2. XV VREEBEALET,

I $ oc apply -f 99-change-ovs-loglevel.yaml

RS

® Machine Config Operator IZ2 W T

e T

VERET—IDRAT—H RADOWHER

7.5.2.3. Open vSwitch ®O 7 D FEX=

Open vSwitch(OVS) ®AJ %= RRT 2 ICIE. LFOFIRTITWE T,

AR

e cluster-admin O—J)LEFDODI—H—E LTISARY—IITIVEATE S,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

FIR

o LIFToavy RoWwsTnhraETLET,

o
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VA= boc ATy RaFERALTATZRTT %,

I $ oc adm node-logs <node_name> -u ovs-vswitchd


https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.13/html-single/post-installation_configuration/#understanding-the-machine-config-operator
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.13/html-single/post-installation_configuration/#checking-mco-status_post-install-machine-configuration-tasks
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°© VIRI—RND/—RICATHF Y LERICOTZRTT %,
I # journalctl -b -f -u ovs-vswitchd.service

J—RIiZaJ# 9% 120DA%IE. oc debug node/<node_name> X~ RAFEHT 3
Z&ETY,

7.6. OPERATOREEDEAED NS TN a—FT14 Y

Operator &, OpenShift Container Platform 7 7)) r—> 3 v &Ry —IJ{ L, 7704 L. BET
32HETY, Operator iV 7 MOz 7RV —DT VI ZT ) U JF—LDILRMEED & 5 ICENE

L. OpenShift Container Platform BRIEZBER L. ZORIMRBICEDWT) 7ILS 1 LOEBRRE %
TWE T, Operator 37y T L—RK&EY—LL RICETL, BEICBEMNICHIRT 5 & D ICERETS
nNTHY, BEOEHHWDLDICY I NI TONYy Ty FTORAA2EKTZ2REDYa— Ay K
ERITTBIEIIHY FHA

OpenShift Container Platform 4.13 ICI&, 7 5 A9 —DIEBREEEICNELRT 7 #+ )L kD Operator
Ty MEEFNET, N SHDFT 7+ )Lk Operator I& Cluster Version Operator (CVO) IC& > TEE
IhExFd,

75 A9 —&EEE(IL, OpenShift Container Platform Web 3>V —JL & 7zI& CLI 2B L T
OperatorHub ™57 7 1) r—> 3~ Operator 4 Y A =)L TX 9, ZDH%. Operator 5 1D F /-
IXEED namespace ICH TR IS4 T L, V5 A9 —LTHREENFATESLIICTEEY, 77
|) sr—< 3 > Operator I& Operator Lifecycle Manager (OLM) IC& > TEEINE T,

Operator ICEIBNRAE L7235 A 1CI&. Operator Subscription D27 —4 A=A LET, V5 RAY—
21K T Operator Pod DIEE M %52 L. 2BTAIC Operator O/ ZINE L £ 7,

7.6.1.0perator Y 7RV 1) T a v DREDS 1 7
YT T avVIFREIODWTOUTDY S TERELET,

K724 TRV T avoREDS1 T

7N B4

CatalogSourcesUnhealthy RICERAINZ—BOXLEIRTOAYOTY —RRBEETIEHY
Tt A

InstallPlanMissing YTRON)Toavo4 2 M—IVEtEDHY FH A,

InstallPlanPending YTRO9N)ToavDA4 YA M—IVEEIFA VA M—ILDREBHTT,

InstallPlanFailed YTRONVToavn4 2 M—ILETBEINREL F L7,

ResolutionFailed BTN T ar DREBROBRICKBLI L,
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E3pC oE:
e HSOJDEEUEMH

pa )

7 7 # )L b D OpenShift Container Platform ¥ 5 X 4 — Operator I& Cluster Version
Operator (CVO) IC& > TEEB I, Ih 5D Operator ICI& Subscription # 72 = &
hBS®HY £/ A, 7Y 4r—2 3> Operator & Operator Lifecycle Manager (OLM) IZ
Lo TEEIN., TN 5HITIE Subscription A 72V M HY T,

7.6.2.CLI #{FH L7/ Operator 7 727 7> 3 VAT —49 ADKRR

CLIZfFER LT Operator Y 724V 1) 73V AT —9RERRTEXET,

=S5

FIR

110

e cluster-admin O—J)LEFDODI—H—E LTISRY—IITIVEATE S,

e OpenShift CLI (oc) B Y 2 h—JLI N T W3,

. Operator Y 724 ) Foavnal) A MRRLET,
I $ oc get subs -n <operator_namespace>
. oc describe I~ > K%M L T. Subscription )V —X&R&EL T,

I $ oc describe sub <subscription_name> -n <operator_namespace>

. A< > KHEAT, Conditions 22 > 3>~ T Operator #7245 1) 7> a v DRESY 1 TDR
T—HREHRLET, LUTOHITIE, FIARBERIANTOAYOTY —IADEETHD
&. CatalogSourcesUnhealthy JRR&% 1 7D X7 —#% 2|3 false I/ Y £7,

H A B

Name: cluster-logging

Namespace: openshift-logging

Labels: operators.coreos.com/cluster-logging.openshift-logging=
Annotations: <none>

API Version: operators.coreos.com/vialphat

Kind: Subscription

#...
Conditions:
Last Transition Time: 2019-07-29T13:42:57Z
Message: all available catalogsources are healthy
Reason: AllCatalogSourcesHealthy
Status: False
Type: CatalogSourcesUnhealthy
#...


https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.13/html-single/operators/#olm-cs-health_olm-understanding-olm
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R

7 7 # )L b D OpenShift Container Platform ¥ 5 X 4 — Operator I& Cluster Version
Operator (CVO) IC& > TEE I, Ih 5D Operator ICI& Subscription # 72 = &
hBS®HY £/ A, 7Y 4r—2 3> Operator & Operator Lifecycle Manager (OLM) IZ
Lo TEEIN., TN 5HITIE Subscription A 72V M HY T,

7.6.3.CLI #{fifH L /= Operator h¥# A Y'Y —ZADRAT—4% AKR

Operator A% AT Y —ZADAT—4 A&, CLIZFRAL THETEET,

AR
e cluster-admin O—J)LEFDODI—H—E LTISRY—ICLTIVEATE S,

e OpenShift CLI (oc) B Y &2 h—JLI N T W3,

FIR

1. namespace DAY OTY—R%&YRAMKRRLET, flAE. V75R9—2FDAH40OTY—2
ICfEF X T % openshift-marketplacenamespace ZHiR T 5 &N TE XY,

I $ oc get catalogsources -n openshift-marketplace

H A B

NAME DISPLAY TYPE PUBLISHER AGE
certified-operators Certified Operators grpc Red Hat  55m
community-operators Community Operators grpc Red Hat 55m
example-catalog Example Catalog grpc  Example Org 2m25s
redhat-marketplace Red Hat Marketplace grpc Red Hat 55m
redhat-operators ~ Red Hat Operators grpc Red Hat 55m

2. A9ATY —ADFMP AT —9 A %=MHERT BICIE. ocdescribe AT REFRALET,

I $ oc describe catalogsource example-catalog -n openshift-marketplace

Al
Name: example-catalog
Namespace: openshift-marketplace
Labels: <none>

Annotations: operatorframework.io/managed-by: marketplace-operator
target.workload.openshift.io/management: {"effect": "PreferredDuringScheduling"}
API Version: operators.coreos.com/vialphat
Kind: CatalogSource
#...
Status:
Connection State:
Address: example-catalog.openshift-marketplace.svc:50051
Last Connect: 2021-09-09T17:07:35Z
Last Observed State: TRANSIENT_FAILURE
Registry Service:
Created At: 2021-09-09T17:05:45Z

m
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Port: 50051

Protocol: grpc

Service Name: example-catalog

Service Namespace: openshift-marketplace
#...

BRDHAFITIE, REICERIS N7/ REED TRANSIENT _FAILURE &> TWE T, TDIR
BElX, hv0O7Y —RADEGEILICEAE N DB EERLTVWET,

. A ATY —ZADMER I Nz namespace D Pod ) A M7 v 7L E T,

I $ oc get pods -n openshift-marketplace

H A B

NAME READY STATUS RESTARTS AGE
certified-operators-cvonn 1/1 Running 0 36m
community-operators-6v8Ip 1/1 Running 0 36m
marketplace-operator-86bfc75f9b-jkgbc 1/1  Running 0 42m
example-catalog-bwt8z 0/1  ImagePullBackOff 0 3m55s
redhat-marketplace-57p8c 1/1 Running 0 36m
redhat-operators-smxx8 1/1 Running 0 36m

namespace ICAY O Y —R&EEMT B E. ZD namespace ([CA¥Y OYY —XED Pod HE
BInFEd, sk A% TIL,. example-catalog-bwt8z Pod D 2 5 —4 A
ImagePullBackOff [C72> TWE Y, TORT—HFRIE, A9OATY—RDA VT YIRS
A=Y DFIVICEBIHZ & ERLTVET,

. ocdescribe ¥V RAEFHAL T, LYFMABHREASD/EHICPodERELET,

I $ oc describe pod example-catalog-bwt8z -n openshift-marketplace

H A B

Name: example-catalog-bwt8z

Namespace: openshift-marketplace

Priority: 0

Node: ci-In-jyryyg2-f76d1-ggdbg-worker-b-vsxjd/10.0.128.2

Events:

Type Reason Age From Message

Normal Scheduled 48s default-scheduler Successfully assigned openshift-
marketplace/example-catalog-bwt8z to ci-In-jyryyf2-f76d1-fgdbg-worker-b-vsxjd

Normal AddedInterface 47s multus Add eth0 [10.131.0.40/23] from
openshift-sdn

Normal BackOff 20s (x2 over 46s) kubelet Back-off pulling image
"quay.io/example-org/example-catalog:v1"

Warning Failed 20s (x2 over 46s) kubelet Error: ImagePullBackOff
Normal Pulling 8s (x3 over 47s) kubelet Pulling image "quay.io/example-
org/example-catalog:v1"

Warning Failed 8s (x3 over 47s) kubelet Failed to pull image

"quay.io/example-org/example-catalog:v1": rpc error: code = Unknown desc = reading
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manifest v1 in quay.io/example-org/example-catalog: unauthorized: access to the requested
resource is not authorized
Warning Failed 8s (x3 over 47s) kubelet Error: ErrlmagePull

BRDOHEAFITIR, TS—XAvE—JF, A0V —RADA VT Y IR A—INEEREE
DIDICEBICTIVTCERWIEERLTWET, BIZIE, 1 VT IRAXA=IHOT4 Y
EHBERAEMVEETBLIYRAN) —IIREINTWBRIGELRHY ET,

B EfE R
® Operator Lifecycle Manager DB LNV —R > A4 0OTY—2R
® gRPC RFa X v MNEHEDIKE
o FTSAR—NLIZRN)—=DS®D Operator DA X —I DT VA

7.6.4.OperatorPod A7 —4% ANV L) —

75X —HD OperatorPod BL UV ENLDAT—H R %) AMNKRRTEET,

DEMNERERETZIEETEEY,

AR

FIR

cluster-admin O—J)LAF D1 —H—E L TITRI—ICTIVERATEX S,
APl —EZHDHEEEL TW 5,

OpenShift CLI (o¢) B4 Y 2 h—ILI N T W3,

PSR —TERITINTWS Operator ) ANRKRLEY., HAITIE, Operator /18— 3
v, AR, BLUVOT Y TIYM LDIEBIEEFNET,

I $ oc get clusteroperators

Operator M namespace TEITIN TW 3 OperatorPod ') A hFR-RL., Pod DR FT—%
2, BEE. BLURERFBEYAMRRLET,

I $ oc get pod -n <operator_namespace>
F£#l 7% Operator Pod DE#MZHA L E T,

I $ oc describe pod <operator_pod_name> -n <operator_namespace>

Operator DEEDN / — REBDOEETH 5%%E. €D/ — KT Operator AV TF—DRAT—
YR T)—LZET,

a. /—RDF/NNy Y Pod 2EL 7,

I $ oc debug node/my-node

E¥#0 7% Operator Pod

13
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https://grpc.github.io/grpc/core/md_doc_connectivity-semantics-and-api.html
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b. lhost =T /N\w > T JLJADroot T4 LY MN)—=ELTEHRELE T, T/3vY ¥ Pod I,
Pod D /host ICTRA MDD root 77 ANV AT LAEYIYNLET, root T4 LI MY —
“host ICEET B E, RAMNDEFTNRRICEFNEINAF) —5E2TTEET,

I # chroot /host

R

Red Hat Enterprise Linux CoreOS (RHCOS) %3179 % OpenShift
Container Platform 413 2 S 24—/ — RIIFZEETE §, Operator ZFH L
TIVSRY—DERZERALZT, SSHZERALELZYVSRY—/—RKA DT
PERITHREINEHA, 7272 L. OpenShift Container Platform API A%
FATERWEER, kubelet B9 —4 v~/ — R TETNICHEEE L A& WE

A, OCEELNTOREAEZITE T, ZDIFHIE. KHYIZ ssh
core@<node>.<cluster_name>.<base_domain> Z{#fH L T/ — KIZ7 ¥
EATEEY,

c. REBSLIUVEEMITONAEPodAIDEZEL, /J—ROOVFFHF—IZDWTOFEE) A MK
a_—\Lli-g—O

I # crictl ps

d /—RKLEDEED Operator AV T F—ICDVWTODEHREY A MRRLET, UTDHIT
I%. network-operator 1> 7+ —IlBET 21EHRE YA MKRRLET,

I # crictl ps --name network-operator

e. TN T TIERTLET,

7.6.5. Operator O 7 DIX&E

Operator DEBHIRE L7235 A, Operator Pod OV D SR SHIBRAINETEET,

AR
e cluster-admin O—J)LAFDODI—HF—E LTIV RI—ICTIVEATE S,
o APIH—EXDHELTWS,
® OpenShift CLI (oc) ' 1 Y R h—JLE¥ N TW3,
o OVMO—LTL—rFAEFEIAYMO—LTL—UIIVDOREBMHRNAA VEZDH B,

FIR

1. Operator M namespace TEITI N T3 Operator Pod. Pod DX 7—4 X, BiEE. L0
RBEREEE) A NKRRILET,

I $ oc get pods -n <operator_namespace>
2. OperatorPod DOV AR L X,

I $ oc logs pod/<pod_name> -n <operator_namespace>

14
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Operator Pod ICEED IV T F—HH2HBE. ARDOITY RICLYRZRI VT F—DERHINE
FNBZ3IS—NERINET, BEROIVTFF—DA607%29TY—LET,

I $ oc logs pod/<operator_pod_names -c <container_name> -n <operator_namespace>

3. API B'EE L R WA ICIE. KDYICSSHAEERLT&IY bO—ILFL—Y /) —RT
Operator Pod 8&U'a 7+ —0O7 %58 L £ 9., <master-node>.<cluster_name>.
<base_domain> Z B RAMEICEIMA T T,

a. &EavhbO—ILTFL—Y/—KDPod %Y AMRRLET,
I $ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl pods

b. Operator Pod T Ready 2 7— % AWRRINBWEEIE. Pod DA T—4 X &FFMICHK
HELF 9. <operator_pod_id> Z#ERIDO AT Y RDOEHIT) XA MFRRINTL 3 Operator
Pod D ID ICEBE#MA T,

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspectp
<operator_pod_id>

. OperatorPod ICEAES 23V FF+—%2YRARKRRLET,

(@]

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl ps --pod=
<operator_pod_id>

a

Ready R 7—#% X' Operator AV T F—ICRRZINAWGEIX, IVTFTF—DRT—%
A%z FHICHREL X T, <container_id> ZEHADIY Y ROEAIC—EBERTINTWS
VTFF—IDICBEBAET,

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspect
<container_id>

o

Ready 27— 4% AN KRERINAW Operator AV T F—DOJ =R L &
9, <container_id> ZFHAD AT Y ROHAIK—ERRINTWEAVTF— IDICESH
ZET,

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>

R

Red Hat Enterprise Linux CoreOS (RHCOS) % 3£179 % OpenShift
Container Platform 413 2 S 24—/ — RIIFZEETE §, Operator ZFH L
TIVSRY—DERZEALZT, SSHEZERLEZYVSRY—/— KA DT
JERAFHEINEZ A, SSHIRATRZET —9 DINEEZHTT 580

IC. oc adm must gather 5 & I ZDMD oc A7 REZETL TREI L
279Dt DTHINE I D EHR LTIV, =72 L. OpenShift
Container Platform API BFJ i T X 2 WEE P, kubelet "9 —4'y k / —
NTHEDICHEE L RWIBEE. oc BRIENTOHEALZITET, ZDHEIE.
K1 Y IC ssh core@<node>.<cluster_names>.<base_domain> % {&fH L T
J—RICT7OEATEZXT,

7.6.6. Machine Config Operator O HEHEE D EMIE

115
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R EZHE D Machine Config Operator (MCO) IC & 2 TiTh N 3354, Red Hat Enterprise Linux
CoreOS (RHCOS) 4 BRE L TEFE A RMT ZUENHY T, REDEENEBEEFEHTHS
NEIMIODDH ST, RHCOS / — Nid, —FRHELEINARVWRY BEINICEEE L £7,

P2
UTFOESEE. /—NOBEEE M) H-LEEA.

e MCOMNUTDEEOWITNINZRET D E, /—ROKNLA VFLREIBESZ
TOTICEMEZERALIT,

o T VERTED spec.config.passwd.users.sshAuthorizedKeys /X5 X —
¥ —DSSH ¥ —DEHE,

o openshift-config namespace TO/O—/N)L T —U Ly MERIETIL
=Ly hADERE

o Kubernetes API Server Operator I & % /etc/kubernetes/kubelet-ca.crt 52
BEfE (CA) mBEEIO—T—> 3>,

e MCO I&. /etc/containers/registries.conf 7 7 { L NDEE
(ImageDigestMirrorSet. ImageTagMirrorSet. & 7z(%
ImageContentSourcePolicy 7 72 = 7 M DEIIVIRERE) 2RET 5 &, 3
BB/ —ReRL14v L, ZEEZEAL, /—FODBEZMRLIT. ROE
BT/ —RRLIVERELZEHEA,

o pull-from-mirror = "digest-only”" /X5 X —4 —ANI S —TEILREINLL
TR N —DiEM,

o pull-from-mirror = "digest-only" /X5 X —4 —AL I X M —ICEREI N
I Z—DIEM,

o unqualified-search-registries ~D 7 1 7 L DB,

AERFMAEFCDIC, IV VERET—IL (MCP) #ZE LT, Operator ’Y Y VEREAZTR L /2%
ICEEBREEBCIENTEET,

16
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R

MCP & —BHZLEICT 2 &, MCO W BEEMITONc/ — NICREER2ERATE AR
YFEd, MCPZ—KHEIE T 5 Z &IT& Y. kube-apiserver-to-kubelet-signer CA ZEER
EpHHO—T—YavESH, BENICO—T—Y 3 Y INBIEENEEMIT O N
e/ —RIZTyoadhiawgdIcLET,

kube-apiserver-to-kubelet-signer CA SEERZ DB AR A I /2 & X IC MCP 2 —BHE
IEXh, MCOMEIBAEABEFNICEH L LD ET R E. MCOWEFHLLO—FT—> 3V
INFZIFEEZTNOD/ —RILTy 2 aTEFEEA, THILY,. V7529 —HE1L

L. oc debug. oclogs. oc exec. oc attach 72 & DEE®D oc I Y RTEEHIFREE

LEd, sfBAEAO—FT—Y 3 Ik e XICMCP A —EEIEIN/zI5E. OpenShift
Container Platform A~ Y —I)LD7 23— M UIT7 7 —ME2ZITRY XY,

MCP D —B§{Z 1k, kube-apiserver-to-kubelet-signer CA ZEERZ DA RNEAR % 1EE (T
ZRLT. RPEAOHTOIBENHYET,

FLWCASIBAE(IE, 1 Y XA M—JLEAS 292 HRICEKRIh, ZTOHEM S 365 HTHI
BRINFE T, REID CAFIAZEDBEO—7—> 3 VARET 5 I1IE. Understand CA
cert auto renewal in Red Hat OpenShift 4 #8B L T X\,

7.6.6.1. a2 Y —ILDEAIC & % Machine Config Operator @ HEIHEREID L
Machine Config Operator (MCO) DZEEH b REQLHRETZ 5 < ICI1E. OpenShift Container Platform
Web AV Y —ILEFALTIYVERET—IL (MCP) 2ZE L., MCONZDT—ILAD ./ —RILER

EMALONEBWVWEIICTEIENTEFT, ThICLY, BEMCOEHF I/ OELRD—EE L TEITI
NZBREINTIRCARY FT,

R

Machine Config Operator ® BENBIEEIDELL D2 DB®D NOTE Z5RB L T L£X
LY,

=S5

e cluster-admin O—J)LEFDODI—H—E LTISARY—ICTIVEATE S,

FIE
BE)MCO EFDOBEFD—FHELE /X —RFILZHRRT 21T, UTFZRTLET,

o HIBFEH OEREZ—WHELELET,

1. cluster-admin O—JL %2 1 —+4— & L T OpenShift Container Platform Web 2> Y —
g4 LEY,

2. Compute » MachineConfigPools 27 ) v 7 L 9,

3. MachineConfigPools R—2 T, BigE%—FHE1Ed 2/ — RIZEHE T master 741
worker DWEnh%EV ) v I LET,

4. master £ 7|3 worker R—J T, YAML%A27 ) v 2 LZ9,
5. YAML T. spec.paused 7 1 —JL K% true ICEFHF L X7,

MachineConfigPool # 7 x4 DYV T

17
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apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool

#...

spec:

#

paused: true ﬂ
#...

Q spec.paused 7 1 —JL K% true ICEH L. BiREE—BELELET,

6. MCP " —BHEILL I TWB Z & %R T %ICIE. MachineConfigPools R—UIZRY £
ER
MachineConfigPools X—< M Paused 7 Tl&, ZHE L7 MCP ICx L T True iMREI 1
F9,

MCP DN —BHE LR ICIREBHPDEENH 5155 1. Updated F1iE False TH Y. Updating
I& False IC72 Y £ 9, Updated A* True T4 Y. Updating »* False D&, REFDEE
ixhY FEA,

BF

REBPOEENH 554 (Updated & & U Updating 51D A A False D5
B). CIXLRITBRBICEREOX VTV RABEE ATV a—ILT5I &
AHEINET, BHBRB O ERO—RKELAMBRL T, REICHERZE
LTHLFa1—IBMINAEEEEZERAT SICIE. UTOFIRICHEVNET,

e HEBEH O EAD—FFLEEZMBIRT I, UTFTERITLIET,

1. cluster-admin O— )L %% D1 —%—& L T OpenShift Container Platform Web 3>V —
e g4 v LEY,

2. Compute - MachineConfigPools 22 ) v 7 LZ ¥,

3. MachineConfigPools R—Y T, BigE%—FElEd 25/ — RIZEHE T master 741
worker DWEnhEv ) vy LET,

4. master £ 7|3 worker R—J T, YAML%A27 ) v 2 LZ9,
5. YAML T. spec.paused 7 1 —JL K% false ICEFH L £ 7,

MachineConfigPool 7 7> x4 bDY > T

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool

#...

spec:

#

paused: false ﬂ
#...

Q spec.paused 7 1 —JL K% false ICEH L. BRBEHFTLET,

18
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pz -1o)
MCP O—BE It A #R{d 5 &, MCOW—BELELAEITARTOLTEAER

L. #ZEITIS U T Red Hat Enterprise Linux CoreOS (RHCOS) % HBi#2&) L £
ER

~

6. MCP " —BHEILLINTWB Z & %R T %ICIE. MachineConfigPools R—UICRY £
EE
MachineConfigPools XR—< M Paused 7 Tld, ZHE L7 MCP ICx L T False B REI
9,

MCP WREHDEFRAEA T %354, Updated 5llid False (IC7: Y, Updating 3% True

ICA L) £9, Updated #° True T#H Y. Updating »* False D&, BIMOZERIEIMA 5N
FtA.

7.6.6.2. CLI [ IC & % Machine Config Operator ® BEiFEE D E1L

Machine Config Operator (MCO) IC& > TMA LN BZEENSE U B2 FREAFHRT AL CICIE,
OpenShift CLI (oc) #FRA LTI Y VR ET—IL (MCP) #Z&E L., MCONZDT—ILH®D / — NIZE
BEMALNABVWEIICTZIENTEET, ChilLY, BEMCOEHF I OEAD—EE L TEIT
IN2BEINTETRIRYET,

R

Machine Config Operator ® BENBIEEIDELL D2 DB®D NOTE Z5RB L T L
LY,

AR
e cluster-admin A—J)LEFDODI—H—E LTISRY—IITIVEATE S,
e OpenShift CLI (0c) B’ Y2 h—ILI T W3,

FIE
BE)MCO EFDOBEHD—FHELE /X —RFILZMIRT 21T, UTFZRTLET,

o HBEEH OEREZ—WELELET,

1. MachineConfigPool 7 X% L') ) —X %, spec.paused 7 4« —JL K% true ICRET 5 &
DICEHLET,

avhkao—-L7L—r (XRY—)/—K

I $ oc patch --type=merge --patch="{"spec":{"paused":true}}' machineconfigpool/master
7—h—/—FK

I $ oc patch --type=merge --patch="{"spec":{"paused":true}}' machineconfigpool/worker

2. MCP ' —BffELEIhTWB T & %2RERLF T,

avhkao—-L7L—r (XRY—)/—K
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I $ oc get machineconfigpool/master --template="{{.spec.paused}}'
7—h—/—F
I $ oc get machineconfigpool/worker --template="{{.spec.paused}}'

H A B

I true

spec.paused 7 1 —JL RKiZ true THY. MCP IEI—BZ LI N F T,
3. MCP ILRBHOEELNHZHNEIDEHBILE T,

I # oc get machineconfigpool

H A B

NAME CONFIG UPDATED UPDATING
master rendered-master-33cf0a1254318755d7b48002¢597bf91 True False
worker rendered-worker-e405a5bdb0db1295aceal8bccal33fa60 False False

UPDATED %A False T% Y. UPDATING »' False D& (3. REBHOLEEHIHY F
9., UPDATED #' True T Y. UPDATING 7 False ®i5&. REBFDEHIIHY FH
ho ZDHITIE, 7—H—/—RNIZRBHFOZEELAHYES, avbO—LTL—V /) —
RICITRBHDEELHY FHA,

BF

REBPOEENH 554 (Updated & & U Updating 51D A A False D5
B). CIXBRITBRBICHEREOX VTV RABEE ATV a—ILT5IE
AHREINE T, BHBRB O ERO—RKELAMBRL T, REBICHERZE
LTHLFa1—IBMINAEEEEZERAT SICIE. UTOFIRICHEVNET,

e HEBEH O EAD—FFLEEZMBIRT I, UTERITLET,

1. MachineConfigPool 7 X% L') YV —X %, spec.paused 7 1 —JL K% false ICFRET % &
DICEHLET,

avhkaoO—L7L—rv (XRY—)/—K
I $ oc patch --type=merge --patch="{"spec":{"paused":false}}' machineconfigpool/master
7—h—/—F

I $ oc patch --type=merge --patch="{"spec":{"paused":false}}' machineconfigpool/worker
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pz o-1o)
MCP O—BE It A fR{d 5 &, MCOW—BELELAEITARTOLEELAER

L. #EITIS U T Red Hat Enterprise Linux CoreOS (RHCOS) = HBi#2&) L £
ER

2. MCP O—BFHZIED BRI NTWB I & 2RER L T,
vy bO—WTL—Y (XRY—)/—K

I $ oc get machineconfigpool/master --template="{{.spec.paused}}'

7—h—/—FK

I $ oc get machineconfigpool/worker --template="{{.spec.paused}}'

aepaltl

I false

spec.paused 7 1 —J)L Rid false THY., YO VRET—ILDO—BELIIEBRINET,
3. MCP ILIRBHDOEENHZHEI D EHIRILET,

I $ oc get machineconfigpool

H A B

NAME CONFIG UPDATED UPDATING
master rendered-master-546383f80705bd5aeaba93 True False
worker rendered-worker-b4c51bb33ccaaebfc4abas False True

MCP NMRBHDEE A~ EHAT 2154, UPDATED %It False T. UPDATING %Il True
IC72Y) ¥3, UPDATED %' True T# Y. UPDATING 7' False D&, BIMOZEEIZMA
ShErtA,. BRIOFITIE, MCOWT—h—/—REEHLTWVWET,
767.BEOHBY TRV T avDER
Operator Lifecycle Manager (OLM) T, XY NT—9V TPV ERATERWVWA A=A BRI 3

Operator a4 7290 54 79 %358, LLFOIS—%H L TKHBL 7% openshift-marketplace
namespace TY 3 J&RDIFIB2ZENTEET,

H A B

ImagePullBackOff for
Back-off pulling image "example.com/openshift4/ose-elasticsearch-operator-
bundle@sha256:6d2587129c846ec28d384540322b40b05833e7e00b25cca584e004af9a1d292e"

H A B

rpc error: code = Unknown desc = error pinging docker registry example.com: Get
"https://example.com/v2/": dial tcp: lookup example.com on 10.0.0.1:53: no such host
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ZTORER, YTRIV T2 aviEIOBEEOHZREDL F &Y., Operator l&4 Y A b—JLE 7
Ty TITL—RERTTEEHA,

YIT29)Toav, V953R9—H—EZRN—=U3 > (CSV) TOMDEAEA Ty N&HIRL T, &

EDOHZF TRV T aVvEEHRTEES, YTRV ) T2 avaBERLEZIC. OLM I
Operator DIEL WA= a v EBA VA M—=)LLET,

AR
o FUVARHEERNY RIVA A=V ETINTERVWEEDHZYTRI) Toarhrh s,
o FLWAYRILAMA=JILTIEATIXZZEEEELTWS,

FIR

1. Operator ' ~ 2 bk —JL I N T3 namespace H 5 Subscription & & U
ClusterServiceVersion 7 72 7 NDEZFIZEEBLE T,

I $ oc get sub,csv -n <namespace>

syl
NAME PACKAGE SOURCE CHANNEL

subscription.operators.coreos.com/elasticsearch-operator elasticsearch-operator redhat-
operators 5.0

NAME DISPLAY VERSION
REPLACES PHASE
clusterserviceversion.operators.coreos.com/elasticsearch-operator.5.0.0-65 OpenShift
Elasticsearch Operator 5.0.0-65 Succeeded

2. YTROY T avEHKRLET,

I $ oc delete subscription <subscription_name> -n <namespace>
3 VIR —H—EZANR=UaVEHIRLET,

I $ oc delete csv <csv_name> -n <namespace>

4. openshift-marketplace namespace DB L7223 7B L VBEET IHREY Y TOAFI 2 IE
LEY.

I $ oc get job,configmap -n openshift-marketplace

H oAl
NAME COMPLETIONS DURATION AGE
job.batch/1de9443b6324e629ddf31fed0a853a121275806170e34c926d69e53a7fcbcch  1/1
26s 9m30s

122



E7ENSTVYa—FTaVT

NAME DATA AGE
configmap/1de9443b6324e629ddf31fed0a853a121275806170e34c926d69e53a7fcbccb 3
9m30s

5. YaJ%HIRLET,

I $ oc delete job <job_name> -n openshift-marketplace

INICEY, TOERTERVWA XA —=IDTIVEFITT 5 Pod IFBERI N A AY £,
6. REYY THEHIKRLET,

I $ oc delete configmap <configmap_name> -n openshift-marketplace

7. Web 3>V —JL®D OperatorHub % £ L 7= Operator DB ~ X h—JL

&
qEI-I'l

e Operator NEEICEA YA M —ILINhTWE I & EBRALET,

I $ oc get sub,csv,installplan -n <namespace>

7.6.8. 74 VA M—JLKKIED Operator DFA VA h—JL

@ U Operator OB A Y X b—J)L %179 5H1IC. Operator ZIEENDRRICT VA VA MN=ILT 500
ENHY 9, Operator EFUMNDREILT VA VA M=ILTETWARWNGE, 7OV MP
namespace 72 EMD Y VY — XA "Terminating" A7 —4% X TR 4% v o L. "error resolving resource” X v
E—UNRTINET, UTFICHlZRLET,

Project 1) ¥ — X D5iBAHI

message: 'Failed to delete all resource types, 1 remaining: Internal error occurred:
error resolving resource'

INSDY A4 TDORIREIE. Operator DIEEREA VA M—ILEIHTZREEMELAHY £7,

Digk

H
[=]

namespace % S&HIBIICHIBR L TH. "Terminating" JREEDRIBH AR X 1 2 AT REME

&L, V5 R9 —DEEDPTLETLITFHTEEICLRZHREMENDH 5720,
namespace DHIRZIHIF TWBHEEEDH ZEE) Y —ADBEEISEFNT S &
AHEEINF I, FMIE. Red Hat Knowledgebase Solution #4165791 % &8 L
FICEREESIEBLTLEIY,
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ROFIETIE, LLETA >~ X b —JLEI N7 Operator S DEEFEH A4 L) Y — R EFH (CRD) A RE T
9 % namespace NNIEFBICHIBRI N W/®HIZ Operator #BA Y A M—I)LTERWFED NS 7L
91_7__’{ Vﬁ‘%ﬂ_‘bij_o

FIR

1. "Terminating" JREED & F (T4 > T % Operator ICFAE T % namespace h'$H % H & D M & FEER
LET,

I $ oc get namespaces

H A B

I operator-ns-1 Terminating
2. PUAVAM=I)LDKKIEE Operator ICEIET 2 CRDAHEIHMEZERLE T,
I $ oc get crds
)z 6
CRDIE7O—"NIV I SRXH—F&HETYT, CRDICEAET BZEEOHRSI LYY —
A(CR)YM VY RH Y RIE, D namespace IZH BN, /7O—/NILYFREY—A

VA VATHDAEENHY T,

3. Operator ICL > TIREFAIIBEINTWVWS CRDAHY, TOCRDET VA1 VA M—)L1.IC
HIlR T 2 BN H B35E1E. CRD #HIBR L £ 7,

I $ oc delete crd <crd_name>

4. PA VA M=) LT, % Operator ICEET S CRA VAY VA FE > TVWBMNHER L. o
TW3IEAIECREZHIKRLET,

a. 7YA YR M—LRIE, 8RS D CRDY A TOHIBAREICARY, Operator NEET 5
CRD 2B EL TV MELNHBHBEEHY £T, /=& 2 X, EtcdCluster CRD %19 %
etcd Operator D7 VA VA N—=IVE NS TN a—F 17 F %HE. namespace Tk
) @ EtcdCluster CR #HRERTX 7,

I $ oc get EtcdCluster -n <namespace_name>

£ L<IE, §RTD namespace THRETEXET,
I $ oc get EtcdCluster --all-namespaces
b. HIfR g 2 LEDH 2 CRHIFZE->TWEHEIF. 1 VRSV REHIRLET,

I $ oc delete <cr_name> <cr_instance_name> -n <namespace_name>
5. namespace DHIRAEFICHRINI-Z & EBRELE T,

I $oc get namespace <namespace_name>
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BF

namespace ¥ Z DM ®d Operator ) VYV —ANEEICT VA VA M—=ILINTWA
WigEIE. RedHat HR— MIBBWEDLECEIL,

6. Web 3> —JL® OperatorHub % f#f L 7= Operator ODBA X h—JL

WREE
o Operator AEEICHA VAR —=ILINTWE I EEMELET,

I $ oc get sub,csv,installplan -n <namespace>

B EfE iR
o S AH—h 5D Operator DHIR

® Operator DY 7 A% —~MD3EN

7.7.POD OEEDRAE

OpenShift Container Platform (&, KA M EICHICF 7O/ SN2 12U L0 YT+ —TH% Pod D
Kubernetes D&% FA L TWE T, Pod lE. OpenShift Container Platform 413 TEZ. T 701,
BLUVEEBINIHRNOIVE2—MNERITY,

Pod EEINDE, AVTFT—NRTIZET, FLREAVT T —DHBRINDE T/ — FTERITS
NBEDICEVETONET, RYP—BLTRTI— NG LT, Pod I3# 7T I3 RFFRICHIFRS
h, Thoson /N7 I7EATESLIICLET,

Pod DREIBEAREE LFZEICE, £T PodDRT—FR%EFcv I LET, Pod DEFRIIREEENFH

ELEFEICIE, PodDIS—REAEF v I LT, HEDA A=Y, AVTF—., £ld Pod v

R —ODREEERELTLEIN, ITS—REICED(BHT—YDPREEITVWET, Pod IRV b+
AvtE—VBLUVPodBELTIVTF—OOVIEREZERLET, AYY RT4 YV ETEITHD Pod

KTV 2R$ 20, BEBEDHZ Pod DT TAOA XY REEICEDW T root 77 E2ATT /Ny ¥ Pod %
B L CRBAESMICEEILE Y,

7.71.Pod DTS5 —IREEICDWT

Pod DEEEIZL Y. oc get Pods DH D status 7 1 —J)L NTHERTE 2TRHNAT S —REMRS
NEFT, PodDIZ—REIF, A A=Y, AVvFTF— $LVAVTF—3v NIV ILEET ZES
IKDOWTOREZRLET,

UTFDxRIE, Pod DTS —REDOY R M2 TN DFRAEZREHL TVET,

#%7.3Pod DTS5 —kEE

Pod DTS —RE  SibA

ErrimagePull —RHRA X = DRI S —,

ErrimagePullBa 1 X—Y DR BICKK L. BMYEIhF Lk,
ckOff
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Pod DT> —RE  SibA

Errinvalidimage $EEIN/A X—JZIEBEWMTY,
Name

Errimagelnspec 1 X—YDREFICKBL F L7,
t

ErrimageNeverP  PullPolicy (& NeverPulllmage (CE2ESI ., 4 —F v A A=Y IFHRZA M ETO—
ull AIICEDODY FHA,

ErrRegistryUna LYZRMN) DA A=Y DESERAAZIEIC, HTTP IS —DFELF L1
vailable

ErrContainerNot {EEI N/ FF—HESIN7/ Pod RIZAWLD, kubelet ICL > TEBEIhTWE
Found

ErrRuninitConta V57— #H{bICKELZF L7,
iner

ErrRunContaine Pod ®aVFF+—0OWFThEEEBICEELFEATL .,
r

ErrKillContainer Pod DOV F+—0OWTNEERICHREHRTINEFEATL,

ErrCrashLoopB IV 7+ —M#7 LF L7, kubelet 3BEEZHITLFEA,
ackOff

ErrVerifyNonRo IV FF—F7d A4 A= D root R TEITEHATLF L7,
ot

ErrCreatePodSa Pod %Y RiRw 7 RDEMRD I LEFRHATL
ndbox

ErrConfigPodSa Pod %Y KRy IV ZBEEMB/TETEHATLE,
ndbox

ErrKillPodSand Pod Y KRRy 2 RIXEEICELELEHATL.
box

ErrSetupNetwor v b7 —2 OH#HAEICKBKL F L7,
k

ErrTeardownNet Xxv hT7—2DRTICKBLZE L,
work

7.7.2.Pod AT —% X DHEER

126



FIB NS TN a—FTaVT

Pod DAT—9 ZABLVLIT—REE VT —TEXY, Pod ICEETZTTOAM AV MNEEE VT
=L, R=ZAA-VDITAUZHEIDIEHTEIY,

AR

FIR

cluster-admin O—J)LAF D21 —H—E L TITRI—ICTIVERATX S,
OpenShift CLI (o¢) 74 Y 2 h—ILI T W3,

skopeo i* 1 Y A h—)LINTW53B,

7OV MIIYEBZET,
I $ oc project <project_name>

namespace I TETINTWS Pod, Pod DAF—4% R, TS5—DREE, BitE. SLURE
BFFEZ ) R NRERLET,

I $ oc get pods
namespace B'7 7OA XV MEETEEBINTWVWEHNEI D EHBILE T,
I $ oc status

namespace B*7T 7 O4 XV MRETEEBINZIHE, HAKEK, T7O4 AV MRERER—
AA A=Y DERIVEFNET,

ARDIATY ROHATSRINTVEIR—IM A—VZ2REBELET,

I $ skopeo inspect docker://<image_reference>

R=ZA A=V DBRVELLBRWVFEE, 7704 AV FNEEDSREEHLE T,
I $ oc edit deployment/my-deployment

TTOAA Y PREMRTEICEREINS &, REV’BBNICBT 70/ ShEY, T704
XY hDEITHICPod AT —9 R %=MHB L. BEIMERINTWVWENEI N ZHBILET,

I $ oc get pods -w
Pod DKMICEEEY 22E1EHRICD W TIE. namespace HTA RV M &HERRL £,

I $ oc get events

7.73.Pod 8LV FFH—O7DRE

BAREYZ: Pod DKBICREE T 2EEB LUV IS A v E—YDEEICDOWT Pod 8L AV T+ —0
JEBRBETIEET, RUP—BFURTIA—NICE>TE, PodBLTAVTFH—OJ L Pod DIRT
BEFAETROEFICRYFT,
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=55

FIR

128

cluster-admin O—J)LAF D1 —H—E L TITRI—ICTIVERATX S,
APl —EZHDHEEEL TW 5,

OpenShift CLI (o¢) B4 Y 2 h—ILI N T W3,

HEDPodDOV %o T —LET,

I $ oc logs <pod_name>

Pod HDRFEIAVYTH—DOV % T —LZET,
I $ oc logs <pod_name> -c <container_name>

FID oclogs AX Y REFHL TEREINDOJE. Pod Fida YT+ —HNOEERND
(stdout) ICEEFEINDI A v E—VTREINET,

Pod A /var/log/ ICEFENh 507 2R&ELE T,
a. Pod D /var/log ICEENZ 7 7ML ELVY TTF4 LI M) —% )X PMRRLET,

I $ oc exec <pod_name> -- Is -alh /var/log

H A B

total 124K

drwxr-xr-x. 1 root root 33 Aug 11 11:23 .

drwxr-xr-x. 1 root root 28 Sep 6 2022 ..

-rw-rw----. 1 root utmp 0 Jul 10 10:31 btmp
-rw-r--r--. 1 root root 33K Jul 17 10:07 dnf.librepo.log
-rw-r--r--. 1 root root 69K Jul 17 10:07 dnf.log
-rw-r--r--. 1 root root 8.8K Jul 17 10:07 dnf.rpm.log
-rw-r--r--. 1 root root 480 Jul 17 10:07 hawkey.log
-rw-rw-r--. 1 root utmp 0 Jul 10 10:31 lastlog
drwx------ . 2rootroot 23 Aug 11 11:14 openshift-apiserver
drwx------ .2rootroot 6 Jul 10 10:31 private
drwxr-xr-x. 1 root root 22 Mar 9 08:05 rhsm
-rw-rw-r--. 1 root utmp 0 Jul 10 10:31 witmp

b. Pod AD /var/log ICEENBHFECA T 77400 T)—LET,

I $ oc exec <pod_name> cat /var/log/<path_to_log>

H A B

2023-07-10T10:29:38+0000 INFO --- logging initialized ---

2023-07-10T10:29:38+0000 DDEBUG timer: config: 13 ms

2023-07-10T10:29:38+0000 DEBUG Loaded plugins: builddep, changelog, config-
manager, copr, debug, debuginfo-install, download, generate_completion_cache, groups-
manager, needs-restarting, playground, product-id, repoclosure, repodiff, repograph,
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repomanage, reposync, subscription-manager, uploadprofile
2023-07-10T10:29:38+0000 INFO Updating Subscription Management repositories.
2023-07-10T10:29:38+0000 INFO Unable to read consumer identity
2023-07-10T10:29:38+0000 INFO Subscription Manager is operating in container mode.
2023-07-10T10:29:38+0000 INFO

c. FEDIVTF—AD varlog ICEEFNZO7 7 7AILBELVYTTF4LIN)—%Y R
FRRLEFT,

I $ oc exec <pod_name> -c <container_name> Is /var/log
d HEDIVTF+—AOD /varllog ICEENBHFEOCOT 774V T)—LET,

I $ oc exec <pod_name> -c <container_name> cat /var/log/<path_to_log>

7.7.4. ZT7HD Pod ~ADT7 VR

Pod ITY zILERELC D, R—FEZEICLEYRY NT—IT7 IR EFEB LT, ETH0D Pod 2 EFH
ICHEERT B2 ENTEET,

AR

FIR

2.

3.

4.

cluster-admin O—J)LAF D21 —H—E L TITRI—ICTIVERATX S,
APl —EZHDHEEEL TW 5,

OpenShift CLI (o¢) B4 Y 2 h—ILXhT W3,

TO9E2RA$2PodHEENZTOVI MIYIYEZET, IhiE ocrshIT Y KA -n
namespace + 7Y 3 V& ZIFANKBRWEDHICHETT,

I $ oc project <namespace>
JE—F> )% Pod TEEILET,
I $ oc rsh <pod_name> ﬂ

Pod IC#B# DO YT F+—hHBI35E. ocrsh (T -c <container_name> HIEEI N TULR
WRRYRMOAVTF—ICT 72 I MNREINE T,

Pod HOFEDIVTFHF—TUE—F L ZBHLET,

I $ oc rsh -c <container_name> pod/<pod_name>

Pod DIR— hADR— herEty & a VEFRLE T,

I $ oc port-forward <pod_name> <host_port>:<pod_port> ﬂ

‘D R—N&gEtEyoavaxvyyEILT2ICE ClkCE AN LE T,
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7.75.root 7V A TDT /Ny & Pod DIELE)

BEDH 2 Pod DT TAA XY NEIETTAA XY MREICEDWT, root 7V ERATTF Ny &
Pod #E#TEXFd, BE. Pod 1—H— (T root LA DIERTEITLFTH., BBEEREET D7=0HIC
—BEH7 root ERRE CPod D RS TNV a—F 4 VI AEFTT B EIFBICIIBET,

AR
e cluster-admin O—J)LEFDODI—H—E LTISRY—ICLTIVEATE S,
o APIU—ERDHEEEL TW 5,
e OpenShift CLI (0c) 1’1 Y2 h—ILI T W3,

FIE

L 704 AV MIEDWT, root 7V ERATTF/Ny J Pod 8L F T,
a. 7OV MNOTFTOM AV NEERBLET,

I $ oc get deployment -n <project_name>
b. 7704 XY MIEDWT, root ¥R TT /Ny ¥ Pod #2EIL £7,
I $ oc debug deployment/my-deployment --as-root -n <project_name>

2. FFOqA Ay hgﬁi‘:gﬁb\f\ root 72 A TT /Ny ¥ Pod #i&2EIL X,

a. 7RV MDOTIOAAY MEERERBLES,
I $ oc get deploymentconfigs -n <project_name>
b. 7704 XY MREICEDWT, root R TT /Ny ¥ Pod Z2EIL £,
I $ oc debug deploymentconfig/my-deployment-configuration --as-root -n <project_name>
)z 6

A9 590714 TRYIWVEERTTERDYIC, - <commands> % FiiRD oc debug T
<V RIZEML, 78y T Pod ITE~ZDIAYY RERTTZIENTEET,

776.Pod 8LV TFHF—AD/DEDT7 7AIDIE—
Pod IC/ D67 74 AOE—L T, REZFEEZTAMNLEY, BHBERENELLZYTEET,

Gl s
e cluster-admin A—J)LAEFDODI—H—E LTISARY—IITIVEATE S,
o APIU—ERDHEEEL TW 5,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,
FIa
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. 774 % PodiCaE—LZET,
I $ oc cp <local_path> <pod_name>:/<path> -c <container_name> ﬂ

‘D CATIVHEEINTVWAWES., Pod DEFMOIVFF—MBIRINET,

2. Podo774 )% 2EE—LET,
I $ oc cp <pod_name>:/<path> -c <container_name> <local_path> ﬂ

Q CATIVHEEINTVWAWES., Pod DEFMOIVFF—MBIRINET,

Pz
occp N H#RET B ICIE, tar XA F U —A AV T F—RNTHAARETHIUNEN
HYET,

7.8. SOURCE-TO-IMAGE (S2I) O RONZ TN a—FTav YT

7.8.1.Source-to-Image (S2) D NS TN a—FT 4 VIDANSTI—

Source-to-lmage (S2I) 2B L T. BIRAIEER Docker B DAV T F—A A—C%EIRNLEY, 7
TVr—2avyV—20—REAVTF—A XA =JIHEAL, FRAA-V 2TV TILLTETARE
BRARXA—DVEERTEET, FHRAA—VITE, R=AAA=I (ELFT)BLTELRINEZY—R
NHAAFEFNRTWVWET,

2l 7O A CREENRETIEMEEET DICIE. UTORS20 AT —JICEAET % Pod DIRREA T
RTEZET,

. EIVKREBEEDER T, EILRPod ER—RAX—IEBLOT7 TV r—vavyoy—23—RKH
SFPT)r—o3vaAvTr—AA—CEERT BE0IERINET,

2. TTOA XAV MNEEDRRE C. 704 X kN Pod IXE REEEEETEIL RINETTY
=23 VaAVTF—AA=—IhBT7T)5r—>3 2 Pod a7 7O435DICERINE
T, 7704 XY NPod g, Y—ER®I— NG EDHRDYYY—REFTOA4LFT, 770
A AV NEREIX, EINRERENKRINT B EHBEINET,

3. F7A4 A MPodD7 Y r— 3> PodDilREIEIC. 7Y —2 3 DEENETH
DT Y5 —2 3y Pod NTHRETZAEELGHY FT, IcExIE, 7TV —2 3> Pod
A Running RETH>TH, 7V r—2a VIEFEBYICEMELAVWTREMELGHYET, &
DYFVATIE, ZFHROT7TYVr—23 Y PodIil72EALT. PodRDOF7 Y 5r— 3>
DEEAFAETTET,

S2ANDBEED NS TV a—TFT 4 VT %#THORICIE, UTDRMNSTFI—IIRWVET,

L. EINR, 7OV N, BLUOT7TUT—2 3V Pod RTF—9 ZADER

2. BAENRELEZS20 70 RDRAT—I D35

3. KB LAERTF—JIC/IneT 500 DHEER
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7.8.2. Source-to-lmage Z#i7—4 DINE

S21Y—JLiE, EILRKPod &EF7OA4 X b Pod ZBEBICEITLET, 7704 X2 M Podid. ENL
RRF—=YTHBRINI7 ) r—2a3 AV T F—AA—VICEDWTT7 )5 —> 3 Pod &5
TO4LET, S20 7O R TREENRET Z2HAEHRNTZLHIC. EILR, TFOM XV M &
VCT7 Y5 =23V Pod DRAT—HREERLET, RIS, ThIKELCT2HMT—9%2RELE T,

AR
e cluster-admin A—J/LEF DODI—H—E LTISARY—IITIVEATE S,
o APIU—ERDHEEEL TW 5,

e OpenShift CLI (oc) B4 Y 2 h—LI N T W3,

FIE
1. S20 7O RALFETDPod DRAT—H A %A L. BEIRETIRAT—VEHRLET,

I $ oc get pods -w ﬂ

Q WAEFEHALT, Ctrl+C A FRHLTCAOY Y KA TT 2 X TCPod CEEDEEAERL £
-3—0

2. BEDHBD Pod DO TIS—DEEZHERLET,

e EJLKPod HkM Y %356, EIRNPod DAJZHEL T,

I $ oc logs -f pod/<application_name>-<build_number>-build

pa i)

F7=lE. oc logs -f bc/<application_name> = £ L T. EI REEDOO T
HHERTEEY, EIWREREOOVICIE, EILR Pod 50O DNEEZN
Y9,

o FOA AV PodHkHd ZI5A. 77O XY NPod DOV AR LT,

I $ oc logs -f pod/<application_name>-<build_number>-deploy

R

F72l%. oc logs -f dc/<application_name> %R LT, 7704 X~ bE&
EOOJVEMRTEET, ThILY, 7704 AV bk Pod B IEEEICET
INDET. 77OM AV N Pod SO THAEAINET, TTOM XY
N Pod D5ETHICEITTSE, AV RKEF7FY s —>av Podhrb0%
EFHALET, 7704 A2 M Pod D5ET#HE. oclogs -f
pod/<application_name>-<build_number>-deploy Z#17LCO/IC7 ¥
TRTEEY,

o 7Y — a3 Y PodHBkBLIBEY. 7V r—arvhRiFho7 IV r—ay
Pod ACHFABY ICEMELAWES. 77V 5—Ya vy PodO V&R LET,
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I $ oc logs -f pod/<application_name>-<build_number>-<random_string>

783. 7 ) r—a v DEEEREETLALODT ST b— a vglT—49 DOINE

TNV —2aVvDEERETHROT T Sr—2a Y Pod RTHRETHAREMIGHYET, ZDLD
BIRRETIE, UTFOARNSTFY—%FHL CEMBEREINESTE T,

o 7)) — 3V PodICBET ANV NEHRLET,

o 77— avPodhoOVERIALEFT, Ihilid. OpenShift Logging 7L —LT—74
IKE>TREIMBWT ) r—ravEFaoa/7 7714 LA EEFNET,

o 7N —2 a3 U REEENGEMICTANL, PV Y=Y a3y Ay T —TC3Y —ILEZET
L/i_a—o

AR
e cluster-admin A—J)LEF DODI—H—E LTISARY—IZITIVEATE S,

e OpenShift CLI (oc) B4 Y &2 h—JLI N T W3,

FIR

L HEDT7 TV T—2 3 Pod ICEAETZARYMNEYZRMRTRLET, UTOHITIE. my-
app-1-akdlg E WD ZREIDT7 FY I —> 3V Pod DARY NERBLET,

I $ oc describe pod/my-app-1-akdlg
2.7V 5=y a v Pod DRI ERRBLET,
I $ oc logs -f pod/my-app-1-akdlg
3 ETHDTTY =3V Pod ATRHEDPOT I L) —LFET, ZEHA (stdout) ITEF S

%071 OpenShift Logging 7L —AL7—2 L& > TPREI N, ZhiFpmboa~x > KOH
AICEEFNZET, LTI/ T —F. FBEEA (stdout) ICEFINABVWOTICOAMETT,

a. Pod A Croot EBRALICT TV r—2avAJICT IV EATEZBAIE. UTDLH IO
TIo274)V & LET,
I $ oc exec my-app-1-akdlg -- cat /var/log/my-application.log

b. 7V r—> 3 AT DRFRICroot 7V CADNMBELRIZEIL. rootERTT /NNy AV T
F—%EHL., IVTF—ATOTI7MIAERRTEEY, 7OV bOD
DeploymentConfig =7 7> =/ kDS TFT Ny JaV 5T+ —%RELET, BH. Pod 1—
H—(d root LA DERTERITLETH. BMEEZFAET 57O IC—BFHIAR root ¥R T Pod
DTN a—T4 VT aETTEHIERERIIEET,

I $ oc debug dc/my-deployment-configuration --as-root -- cat /var/log/my-application.log
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134

R

oc debug dc/<deployment_ configuration> --as-root = -- <command> %
BMETICEITTEHE. TNy T PodNTroot 729 2ATA V959
TATRYTIICT IV ERATEET,

.4y&79747n/1wr;7U7 T VHEEENENICTANL, 7Y r—v 33

V5 F—THE

VI ERITLET,

TINVG—=2a3vaAvTFF—TAVIZ VT4 TRV IV ERBEILET,

I $ oc exec -it my-app-1-akdlg /bin/bash

b. YTIWSTFUr—arOEEENENICTAMN U EY, £E2E AaVvFF—DT
VMNY—RAV MOV REETLT, BREWMRTDIENTEET, RIS, V—2R
I—REEHL, S20 7AERATCF7 IV r—rayarys+F—2BEI R BHEIC, ATV
F%%)#BE%KQE%?Z#L&TQ

—ARTHRATRRBMNA T —ZRTLIT,

pa

—ERDEMT/NA F V) —%RITT BICIE. root RSB ETT, TDL DK

SLTI&. oc debug dc/<deployment_configuration> --as-root #3177 L

T. BEDH % Pod M DeploymentConfig = 7> =V MIEDWT, root

MEBRTT /Ny U Pod ZBEITE XY, RIS, T/3v U Pod AD SEERT/NA
F)—%root ELTETTEET,

N AF ) =DV TFF—RHNTHATELRWESIE. nsenter 2FAL T, IVF+—D

' namespace I TR A MNDBMI/NA T —%ZRITTEZET, UTDHITIE. RAMDip /N F

) —%FALT., AT+ —®0namespace ATipad #ETLE T,

a. =Ty N/ —ROTFTNv Ty aVIZAYET, ZTOFIEIE. <node_name>-debug
EWDITNY T Pod AV RAYVZAELET,

I $ oc debug node/my-cluster-node

b. lhost =T /N\w > T JLJADroot T4 LY MN)—=ELTEHRELE T, T/3v J Pod I,
Pod D /host ICTRA MDD root 77 ANV AT LAEYIYNLET, root T4 LI MY —

Z/hostICEEYT B &, RAMDRITNRRICEENENAFT ) —%ZETTEET,

I # chroot /host

pa

Red Hat Enterprise Linux CoreOS (RHCOS) % 3£179 % OpenShift
Container Platform 413 2 S 24—/ — RIIFZEETE §, Operator ZFH L
TIVSRY—DERZERALZT, SSHEZFERALELZYVSRY—/—RKA DT
VERITHEINEHA, 7272 L. OpenShift Container Platform API A%
FATERWEEP. kubelet B89 —4w b/ — RTHEENICHEEBE LRWE

B, OCIRENETDHELZZITE T, ZDHEIF. KD YIC ssh
core@<node>.<cluster_name>.<base_domain> Z{#fH L T/ — KIZ7 ¥
EATEEY,
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c. ¥—4v haAVFF—IDZEHHILEXT,
I # crictl ps

d AvF+—o7atXAIDEHELET, ZOFITIE. =4y havFF+—IDIE
a7fe32346b120 ¢9,

I # crictl inspect a7fe32346b120 --output yaml | grep 'pid:' | awk '{print $2}'

e. RAMDipNAF)—%FALT. AYFTF—D namespace AT ipad #ETLZE T,
ZOBITIE, 31150 237 F—D7OERID & LTHERLET. nsenter A7 ¥ Kid,
& —4y N FO+1 XD namespace # AA L. Z®D namespace TAX Y R&ERITLET,
ZOFDSY =4y NTOEREAVTFF—DTOERID THZ7EH, ipad IV K,
RAMMSAYFTF—O namespace TEITINE T,

I # nsenter -n -t 31150 -- ip ad

p= =)
TNy T ) —RREDRKEREIVTF—42FALTVWEIZEADHA, VT
F—® namespace A THRA MDA 1) —%ERITTEET,

7.8.4. BEEIFTR

o S2IEIL KRR NS TV —DFMIL, Source-to-lmage (S2I) EJL K SR L T ZIW,
7O .ANL—VODBED NS TNV a—FT4 2T

791 EHEYETI S —DRER

J—=ROBFHETICISy Y aFzld vy MO VT B &, EY H TSN ReadWriteOnce (RWO)
R)2—LH/—RKNST7UIIV SN, ZORIZBID/ —RTR7Y21—I)LENS Pod THEAH
BEICR B ZENFRINET,

L, BEARELL/ —REEYHTONERY 2—LEZTUIVY NTERVED, HR/ —F
KXY hTBIEETEEEA

BHEVETOIS—DREINIT,

H A B

Unable to attach or mount volumes: unmounted volumes=[sso-mysql-pvol], unattached volumes=
[sso-mysql-pvol default-token-x4rzc]: timed out waiting for the condition

Multi-Attach error for volume "pvc-8837384d-69d7-40b2-b2e6-5df86943eef9" Volume is already used
by pod(s) sso-mysql-1-ns6b4

FIE
BHEY L TOBBARRT ZICIEFE. UTOV ) a—ravownwdnsrasElHLET,
o RWXARYa1—AL%ZFEHALT, #8IVYLETEZEWICLET,

FEAEDAMNL—YY ) a—2 3 T, ReadWriteMany (RWX) R 2 —LA%Z{FEAL T,
BHEEVHETIS— 2SI EDNTEEY,
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e RWOMRY a—LDFEARICESEN/KELL/ —RE2EET DD, HIFRLET,
VMware vSphere 2 ED RWX #HR— M LAWVWR ML =Y DA, RWORY 2 —LHKDHY
ICERINZBELNHYET, L. RWORY 2 —LIFEHED/—RIZIO Y MNTEFE
AIO

BHEYYTDIS—AvE—UARWORY 2a—LEHICRRINBESICIE., vy Y

DVERIFIVTvalle/ — KT Pod Z@HIRIICHIFR L. BIBUKGERY 2 —LDEIY HTH
BREDEERT—/O—RTOT—YEBELEERLET,

I $ oc delete pod <old_pod> --force=true --grace-period=0

ZDARVKNEE, vy MO VFERIEITvalle/—RTELELERYY) 2—L% 6 &
ICHIBRL 9

710.WINDOWS OV 7+ —0D7—- O0— REEDEED 5 TILY 21—
TAVY
7.10.1. Windows Machine Config Operator 7' 1 > 2 k —JL I 7L

Windows Machine Config Operator (WMCQO) W41 Y X h—IIL 7Ot X %5% 7T L TW3 A, Operator A
InstallWaiting 7 t — XD X FTH2HE. BERRY NT—VICBERTIEEICL>TEIESRIIN
TWaHEMENHY X7,

WMCO Tl&., OVN-Kubernetes % {#F L T OpenShift Container Platform 7 S A4 —% /4 7)) w R
XY NT—DTCHRETIHENHY £, WMCO IENA Ty KRRy b7 —7AFIHRBETRUVVIREE
TAVAM=—LTOCRERTTEEEA, INE. BROARL—FT 1 VIV RTLOS)BLY
OSNYFPURMNET/—RZBEEBTHLOICHETY, Zhid, 77R9—DAVRAM—ILBRICETT
ZRELFHYFT,

FHME. N TV Y RRY NIV DEREEZBRLTIEI W,

7.10.2.Windows ¥ > AV Ea1— M/ —RIZESHEWNVMERDFETE

Windows ¥ ¥ AV Ea—b/ = RIRSQWVERICE, SROEBHEIHYET., COREEHAEY
Z&\iExAEE LT, Windows Machine Config Operator (WMCO) OV #R&ETE I ENATEE T,

AR

e Operator Lifecycle Manager (OLM) % {# [ L T Windows Machine Config Operator (WMCO) %
’f V7\ I\_)l/ L/T\l\éo

e Windows AvFEa— v vty FEERLE L,

FIE
o LITIaOv Vv REEIFTLTWMCOROTEZRELZT,

$ oc logs -f deployment/windows-machine-config-operator -n openshift-windows-machine-
config-operator

7.10.3. Windows / — RAD7 UVt R

Windows / — Rid oc debugnode ¥ > RZFAHAL TPV ERATEEFHA, TOOAYY KT, /—
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R CHHEM X Pod 2ETT2MELNHY T, Zhid Windows TIRELHYR—FINTLWEEHA,
HY & LT Windows / — Rk, £F 27> )b (SSH) % 7z1F Remote Desktop Protocol (RDP) % {#
LT7VERATEZY, EE55DHEICE SSH bastion BAUBETT,

7.10.3.1.SSH #f#fH L 7= Windows / — RAD 7 YR

¥ 21 7Y )L (SSH) %M LT Windows / — RICP /R TE £,

=S5

e Operator Lifecycle Manager (OLM) % {#f L T Windows Machine Config Operator (WMCO) %
’f V7\ I\_)l/ L/T\/\%)o

e Windows AvEai—kvo vty NEERLELL,

e cloud-private-key >— 7 L v N TERAINZF—B LU ssh-agent I LTI S RY —%{EK
TERRIFERAINEF—2BMLTWS, X2 )T —LOEAND, F—IZFEAEIL ssh-
agent NHHEIRT 5L DICLTLEI WL,

e ssh-bastion Pod #{#H L T Windows / — RIZEHKE L TW3,

FIR

o LIFTDOY Y REZETLTWindows / —RIZZ7IVEALET,

$ ssh -t -o StrictHostKeyChecking=no -o ProxyCommand='"ssh -A -0
StrictHostKeyChecking=no \

-0 ServerAlivelnterval=30 -W %h:%p core@$(oc get service --all-namespaces -I run=ssh-
bastion \

-0 go-template="{{ with (index (index .items 0).status.loadBalancer.ingress 0) }}{{ or
.hostname .ip }}H{{end}}")' <username>@<windows_node_internal_ip> ﬂ 9

ﬂ Amazon Web Services (AWS) @ Administrator, Z7(& Microsoft Azure @ capi 7R ED
SoRTONA Y —D1—H—Z%EEBELET,

g LFDITY REEFTLTHRHEATEER., /—RORBIP 7 RLAEEBELET,

$ oc get nodes <node_name> -o jsonpath={.status.addresses[?\
(@.type==\"InternallP\"\)].address}

7.10.3.2. RDP #f@f L 7= Windows / — RAD7 R

Remote Desktop Protocol (RDP) Zf#MA L T Windows / — RIC7 VLA TEXT,

AR

e Operator Lifecycle Manager (OLM) % {# [ L T Windows Machine Config Operator (WMCO) %
’f V7\ I\_)l/ L/T\/\éo

e Windows AvFEa— v vty FEERLE L,
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® cloud-private-key > —7 LY P CIHAINSOF—H LU ssh-agent IcXI L CYT 7 AY —Z1EK
THRIERAINZF—2BMLTWS, EX¥2 )T —LOEAIDS, F—IEFEA%IE ssh-
agent NHHEIRT 5L DICLTLEI W,

e ssh-bastion Pod % {#F L T Windows / — RIZEHRKLTW3,

FIR

L UTFDOIY Y REEITLTSSH bV RILERELEF T,

$ ssh -L 2020:<windows_node_internal_ip>:3389 \ ﬂ
core@$(oc get service --all-namespaces -l run=ssh-bastion -o go-template="{{ with (index
(index .items 0).status.loadBalancer.ingress 0) }}{{ or .hostname .ip }}{{end}}")

‘D LFOITY REEFTLTHRHEATEER., /—RORBIP 7 RLAEEBELET,

$ oc get nodes <node_name> -o jsonpath={.status.addresses[?\
(@.type==\"InternallP\"\)].address}

2. EREINBT TJLAT Windows / — RICWH L TSSH #2417 L. UTFDOT Y REFEITLT
A—H—DNRRAT—REEKRLFT,

I C:\> net user <username> * ﬂ

Q AWS @ Administrator, F7zl& Azure D capi REDI TV R7ONA F—Da1—H—%F
EHERELEFT,

RDP 754 7> ha{EHL T. localhost:2020 T Windows / — RICY E— N TT7 IV EATEX S LIS
By FE L,
7.10.4. Windows O~ 77+ —® Kubernetes / — RO Z DINE

Windows AV FF+—OFX v J I Linux AV T FHF—OFV JE xR 54 ATHEEEL 9., Windows
77— 00— K®D Kubernetes /—RKOJI&, 774 hTC:varllogs 74 LI M) —ICA M) =3V
JINEY, LEDK>T, TOTFT14L I M) —H5 Windows / —RDOJTZINETI2HENHY F
-3—0

Gl s

e Operator Lifecycle Manager (OLM) % {3 L T Windows Machine Config Operator (WMCO) %
’f V7\ I\_)l/ L/T\/\éo

e Windows AvFEa— v vty FEERLE L,

FIR

1. C:varllogs DERTDT 1 LI M) —FTOV%ERTTSICIE. UTFOITY RERITLE
-a—o

$ oc adm node-logs -I kubernetes.io/os=windows --path=\
/ip-10-0-138-252.us-east-2.compute.internal containers \
/ip-10-0-138-252.us-east-2.compute.internal hybrid-overlay \
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/ip-10-0-138-252.us-east-2.compute.internal kube-proxy \
/ip-10-0-138-252.us-east-2.compute.internal kubelet \
/ip-10-0-138-252.us-east-2.compute.internal pods

22 ALY RAEFEALTCTALIMN)—RHROT7 74L& R MNRRL, BERlOOV774I)L%
RETCIXDELDICHRYF L, & ZIE, kubelet O ARRTBICIE, LTFOOT Y REET
L/i-a—o

I $ oc adm node-logs -l kubernetes.io/os=windows --path=/kubelet/kubelet.log

7.10.5.Windows 7 ) r—>avARy NOJTDIRE

kubeletlogs T KR4 >~ k®D Get-WinEvent shim (&, Windows ¥ YDSF7 Y or—o 3 vA Ry
NOJTZRETZDIFERATEET,

=S5

e Operator Lifecycle Manager (OLM) % {# [ L T Windows Machine Config Operator (WMCO) %
’f V7\ I\_)l/ L/T\/\%)o

e Windows AvFEa— v vty FEERLE L,

FIR

e Windows T YDARY KO TIRTOT ) r—yavaoxr/oaryax#Rrd 31,
DLTFEEITLET,

I $ oc adm node-logs -l kubernetes.io/os=windows --path=journal

B L 3< > Kb oc adm must-gather TO V& INET BRICETINE T,
ARy NOT DD Windows 7 7Y or—vavolidk, ThEhOY—ERX%-u73JTiE

ELTIETEIEETEFET, L&A UTFDOATY Y RAEERTLTdocker V44 Lth—
EXoOJ=RETEET,

I $ oc adm node-logs -l kubernetes.io/os=windows --path=journal -u docker

7.10.6. Windows 1> 7+ —H® Docker O 7 DN
Windows Docker —E 20 7 %#1ZHEH A (stdout) ICA M) —I V77, Windows DA R> hOY

ICAY %58k LE 9, Docker 1 Ry hAY %KL T, Windows Docker —EZXNERERHE FREINS
BEEAETEET,

=S5

e Operator Lifecycle Manager (OLM) % {#f L T Windows Machine Config Operator (WMCO) %
’f V7\ I\_)l/ L/T\/\%)o

e Windows AvFEa— v vty FEERLE L,

FIR

1. Windows / — KIZT SSH #3247 L. PowerShell EABDLZF Y,
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I C:\> powershell

2. LFDAY Y RZEETLTDocker A7 #RTZLEY,

I C:\> Get-EventLog -LogName Application -Source Docker

7.10.7. BEER

® Containers on Windows troubleshooting
® Troubleshoot host and container image mismatches
® Docker for Windows troubleshooting

® Common Kubernetes problems with Windows

7N EZS ) v TEREDOREDHE

OpenShift Container Platform (Z1&, A7 7S5y M 74 —LaAVR—FXV FNDODE=S ) VI %RET S
BRICEREIN, BAIICA VA M—ILINBCEHBEOE=S ) VIRV INEEFNET,
OpenShift Container Platform 4.13 Tl&, 7 SR 49 —BBEHERE A > avca—H—E&XTOV I b
DEZI ) VT =BPICTEEY,

HMBODOXA RN I ZLFEATERVNEES®. Prometheus %< DF 4 R VMEIEABELTWSIEES. U
TOFIEEERITTEET,

ZNLA—H—FDO7OV I MA M)V ZANMERTETAWVWERDAE
ServiceMonitor ) V —R A& FRT2 &, 1 —H—EHE AV IV N TH—ERICL > TRABEIN S X

N ZDERAEEHBITEF T, ServiceMonitor )V — XA EF L TWBIBET. X MY IR UI
IR BA MY IADBRRIINABEWVIGEEIFZ. COFIETHAINZ ATy TEETLET,

AR
e cluster-admin O— )L &2{F 21— —& LTITRI—ICTIERTE %,
e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,
o 1—H—FHRDT7—/AO—RFDE=ZF ) TZEBMPICL, BELTWS,
e user-workload-monitoring-config ConfigMap &= 7> = 7 M = {EfK L TW %,

e ServiceMonitor ')V —XA & {EK L TW 3,

FIE
1. —EX B LU ServiceMonitor ') YV —ZAZRET. WIS NILO—H%=ME LT,

a. Y—ERICERINLINIVERELET, UTOHFITIE, ns1 7OV D
prometheus-example-app F —EX%Z /T —L X7,

I $ oc -n ns1 get service prometheus-example-app -0 yaml

H A B
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labels:
app: prometheus-example-app

b. ServiceMonitor ') ¥V — X% E D matchLabels E&H'. ERIDFIEDOSNILOHEHTE—H
TEHIEEHALET, RDOHFITIE. ns1 7OY ¥ kD prometheus-example-monitor
H—ERXRE=ZH4—%VT)—LZET,

I $ oc -n ns1 get servicemonitor prometheus-example-monitor -o yaml

H A B

apiVersion: vi
kind: ServiceMonitor
metadata:
name: prometheus-example-monitor
namespace: nsi
spec:
endpoints:
- interval: 30s
port: web
scheme: http
selector:
matchLabels:
app: prometheus-example-app

pa

7OV NORTIERZF OEFEEE LT, Y—EXB LY
ServiceMonitor )V — XA SRV AHERTEFE T,

2. openshift-user-workload-monitoring 70> = % k@ Prometheus Operator DO 7 %#R&E L
9,

a. openshift-user-workload-monitoring 7Ot hD Pod ) A KRR LZF T,

I $ oc -n openshift-user-workload-monitoring get pods

Al
NAME READY STATUS RESTARTS AGE
prometheus-operator-776fcbbd56-2nbfm 2/2  Running 0 132m
prometheus-user-workload-0 5/5 Running 1 132m
prometheus-user-workload-1 5/5 Running 1 132m
thanos-ruler-user-workload-0 3/3 Running 0 132m
thanos-ruler-user-workload-1 3/3 Running 0 132m

b. prometheus-operator Pod @ prometheus-operator 1> 57+ —HM507%#BELET,
LUFDBITIE, Pod I prometheus-operator-776fcbbd56-2nbfm (C7:Y 9,

$ oc -n openshift-user-workload-monitoring logs prometheus-operator-776fcbbd56-
2nbfm -c prometheus-operator
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Y—EXEZS—ICEBENH2HBE. OTICIRUTOLIBRIS—NEENDARMENH
L) i’a—o

level=warn ts=2020-08-10T11:48:20.906739623Z caller=operator.go:1829
component=prometheusoperator msg="skipping servicemonitor" error="it accesses file
system via bearer token file which Prometheus specification prohibits"
servicemonitor=eagle/eagle namespace=openshift-user-workload-monitoring
prometheus=user-workload

3. OpenShift Container Platform Web 3> Y —JL Ul @ Metrics targets R—2' T, TV KRS~
NDY—5y NAT—9REMHR LET,

a. OpenShift Container Platform @ Web vV —jLicOos4 v L, BBE NN—IARI T4 7
@ Observe — Targets (LB L 7,

b. YARTA M) YIDITY RRAY MaiRL, Status5ITY—4% v DR T—4 A ZHER
L/i-g—o

c. Status »* Down DIFE. TV RRA VY NDURLEV YV TBE, TDAMN) VRS —
7w M@ Target Details R—Y CTHMBERERZ2 I &N TEET,

4. openshift-user-workload-monitoring 7’0 = ¥ b T Prometheus Operator D7 /3y 7L X
roo¥r 7S LEY,

a. openshift-user-workload-monitoring 7’0 = ¥ b T user-workload-monitoring-config
ConfigMap # 7>z ¥V b &REL £,

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

b. prometheusOperator @ logLevel: debug %* data/config.yaml [Z:ENIL. OJ L N)L%
debug ICEREL 7,

apiVersion: vi
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

prometheusOperator:
logLevel: debug

#...

c. TEAFERATLL-DICT7MILERELET,

pa )

openshift-user-workload-monitoring 7”0 = ¥ kM prometheus-
operator (. OV LRI OEFRFICHBNICHEHL .

d. debug O %7 L RJLA* openshift-user-workload-monitoring 7’0 = & b @ prometheus-
operator 7 7O4 XV MIEAINTWR Z & 2ERLE T,
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$ oc -n openshift-user-workload-monitoring get deploy prometheus-operator -o yaml |
grep "log-level"

H A B

I - --log-level=debug

debug L)L OF > JIZ& Y, Prometheus Operator IC& 2 TITHhN 2 TR TOFEUVH
LARTINET,

e. prometheus-operator Pod B"EfTINhTW2S I &R LF T,

I $ oc -n openshift-user-workload-monitoring get pods

pa 3]
258 X N7\ Prometheus Operator @ loglevel B4 configmap IC&E N3

%&. prometheus-operator Pod W IEE ICHEEH I NAWATREMELNH Y £
ER

f. Ty 07 %R L. Prometheus Operator A* ServiceMonitor ') ¥V — X &#FEH L TW3
NEIHIZERLET, OV THROBETZ2IS—DOFEEZHERLE T,

BAER R
o 1—H—TFFEDTD—/IO—RKREZHYVITEHRETY TOER

o H—ERXREZH—F7lEPod E=Z4—DEMAEICET 25FMIE. T—EZXDE=Z4—FED
BE ZSRBLTLLEIY,

o XKNYIREY—=47y MIET2FMBHRONMSE 25RL TLLEI W,

7.11.2. Prometheus " KEDT 1 R VMBE A HE L CWAEHDEFE

REEIE. F—EEORTOEXTA NV ZOBEHAEERT DIZOICTNIVEERTEET, EFHT
XLTEEREMDOHZF—EEDORTOEIT, BHICODWTHFATI2TRMOH ZEOBICHHLET,
BN EFRDEEFOBMIX. NM Y RINTWAWEBMERIENET, 72& XL, customer_id Bt
&, FRATEZENERICHDD, NM Y REINTULWRVWEHICRY XY,

YL TONDZF—EEDORTICIITART, —EOEBRIIAHY ETT, SNILICZHDNNA Y RINT
WAWMEAFEET 2 E. ERINDERIIOEAIEHERMNICENT e HY 9. i
Prometheus M/X 7 # =TV RICKET ZAEEMEIDHY. ZLL DT 1 AVEEEZEET 2AEENHY
i_a_o
Prometheus "% < DT 1 AV &HEET 256, UTOFERA*FEHETEEY,
o YDINIDRELZDERINT—FEFERKLTWBHNEEL < 1% 1CIE Prometheus HTTP
APl %A L CHRINT—IR—RX (TSDB)DRAT—Y RAEHBE LFTT, INEERTTBIC
&, VSR —BEEBEERNIVETT,
o INEXNZ NEY Y TINOHMEHSR LT,
o 1—H—FHFEXRNIIRICEYLTONBINSA Y RINTVWARVWEEDOHERSTZET. F
BINZ—EBORRIOBEZRS LET,
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pa )

FERATRMMEDOFIRI N LY MINA VY FEIN2BMZERYT S &, ATER
F—CEDRTDEAELEDEAREY 7.

o I-—¥-ERIOVIY METIETELY Y TAROBCHBEBERALES. Jhicid 7
525 —EREDHERNBETT,

Gl s
e cluster-admin 7 S R4 —O— I &FD21—HF—-ELTITRI—IITIEATEET,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

FIR

1. Administrator /X\— X% 5 4 7T, Observe = Metrics ICHEL 7,

2. Expression 7 1 —JL KIZ, Prometheus Query Language (PromQL)7 L) —% AHAL XY, X
DT —FlE. T4 RVBEHOEEEDEMIC OB BARMEDOHE2EN—T 1T T4 X
MYV ZREHBNT BDICHKIBET,

o RDIUVIT)—AEFTTBE. RV LA TH Y TILOEHIPREZWNW Va2 10@GEETCEX
-a_o

topk(10, max by(namespace, job) (topk by(namespace, job) (1,
scrape_samples_post_metric_relabeling)))

o RDIVITV—%ETIdE, BEIRKBICELEORRIT—FZFERLELYaTZ10
BEFELT. BRINOFv¥—VZERICHEETCETET,

I topk(10, sum by(namespace, job) (sum_over_time(scrape_series_added[1h])))

3DRBELYVYEY VY TIVDRI LA TEDZWA RNV RICEY B TEOENISRILT, EIEY Y
TOHNTVWARVWEDDEEEREL T,
o XM/ AMA—Y—EZOTOT Y MIEET ZIZAE. 7—70O0—RICEYHTLH
TeXAN)DADF—EEORTEERBLET, ThoDSA4 TSk 7Y r—2 3
YL ARIT Prometheus 7547V M54 T35 —%FRALTEREINET, IRNILTS
BINZNLA Y RINTLWAWBHEOHOHEIEEZSRITLET,

e X MY & ZH OpenShift Container Platform @7 7O ¥ MIBEEY %154, Red
Hat Y R— b —R % RedHat h A ¥ ¥ —R—%JL THEHRL T LI W,

4. VS RHY—BEBEZELLTOTALTH L, ROFIEICHL Prometheus HTTP APl 2B L T
TSDB AT—49 R &R LT,

a. ROAT Y RAZETLT. Prometheus APl JL— N URL #ERB L ZF 9,

I $ HOST=$(oc -n openshift-monitoring get route prometheus-k8s -ojsonpath={.spec.host})
b. DAYV RZXRITL T~ -7 v Z2HELET,

I $ TOKEN=$(oc whoami -t)
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c. DAY Y RAEETL T, Prometheus D TSDBRAT—4 R &I L) —LZFT,

I $ curl -H "Authorization: Bearer $TOKEN" -k "https://$HOST/api/v1/status/tsdb"

H A B

"status": "success","data":{"headStats":{"numSeries":507473,
"numLabelPairs":19832,"chunkCount":946298,"minTime":1712253600010,
"maxTime":1712257935346},"seriesCountByMetricName":
[{"name":"etcd_request_duration_seconds_bucket","value":51840},
{"name":"apiserver_request_sli_duration_seconds_bucket","value":47718},

RS

o INEHYVTILDFIREREL, BAETZT7S—ML—ILAEERT ZHEICDOWVWTOHM
i, I —Y—EH AV NOIREY Y TIVEIRDERE #SBLTLEIWL,

7.12. OPENSHIFT CLI (oc) BE&E D & D 52 i

7.12.1. OpenShift CLI (oc) O 7 L NJLICDWT

OpenShift CLI (o¢) T2 &, 9—IFIUDST Yo — 3 V%R L. OpenShift Container
Platform 7OY xJ N BB TX X7,

oc OV Y REBDEEILAFREE LI-HBAIE. ocDOFT LRI EB|EZEIF, OV RTERINS APIE
K, API IS, 8LV curl BXRDFEMAHALET, ChICLY., FHEDoc AT Y NOEBE 153
EDFHE 21 —DEBOLNET, ThICLY, BEOUBEICDWTORERIEONDFTHEELHY T,

oc OV LN 1DB10FTHYET, UTDRIE, ocATLARILDYARMNEZFNLDERBAAZTRL
TWE 9,

#7.4 OpenShift CLI (oc) O % L~

aJLr~i B4

1-5 BETLS— (stderr) NDEBMOOAF Y T EHY FH A,

6 BHETS— (stderr) ICAPIEROO SV A#EHELE T,

7 BHET S — (stderr) ICAPIBERB L UANYy Y —0O V%KL ET,

8 BHET S — (stderr) ICAPI B3R, Ny ¥ —BLUVOEE, B5CICAPIIEEAY I —B&
UEREOOTZRHELET,

9 BET S — (stderr) ICAPI ER, Ny ¥ —BLUKE, APIBBEANY I —B LUK

&, curl ZBRDO 7% L I T,

10 BHETS— (stderr) ICAPIER, Ny ¥ —BLUVOKIE, APIBBEANY Y —BLUFK
K, curl BsRoO 7/ #3#MICEEHELE T,
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7.12.2. OpenShift CLI (oc) O % L NILDIETE
a% Y KOO LAJLEBIE EIFT, OpenShift CLI (oc) DRIEAAETE T,
BHE. OpenShift Container Platform 2 —#—0DRiTEy Y a v h—ovidk, RKEBICHLTOVICEE

Ihdcurl BRICEFNF T, F/2. oc AV Y ROEBE LB TOEREFIBTEICTAMNT BEIC
FETREHIC. BiTa—4HY—0DtEy ary h—0 vaFHTRETRIIEETEXIET,

[} =355
e OpenShift CLI (oc) A1 Y X h—ILIhTW3,
FIg
¢ ocOAY Y RDEFTHFICoc OV LRIVERBELET,
I $ oc <commands --loglevel <log_level>
ZITIE UTFOED LAY ET,

<command>
EITLTWEIT Y RERELES,
<log_level>
Av Y NIGERAT 207 LANLVERELET,

o BiTa—H4—Dtyvavyb—I U ERGTSICIE ROOATYYREETLEY,
I $ oc whoami -t
H oAl

I sha256~RCV3Qcn7H-OEfqCGVIOCvNnZ6...
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