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$ oc -n openshift-kube-apiserver-operator get secret kube-apiserver-to-kubelet-signer -o
jsonpath='{.metadata.annotations.auth\.openshift\.io/certificate-not-after}'
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$ for node in $(oc get nodes -o jsonpath="{.items[*].metadata.name}'); do echo ${node} ; oc
adm cordon ${node} ; done

H A B

ci-In-mgdnf4b-72292-n547t-master-0
node/ci-In-mgdnf4b-72292-n547t-master-0 cordoned
ci-In-mgdnf4b-72292-n547t-master-1
node/ci-In-mgdnf4b-72292-n547t-master-1 cordoned
ci-In-mgdnf4b-72292-n547t-master-2
node/ci-In-mgdnf4b-72292-n547t-master-2 cordoned
ci-In-mgdnf4b-72292-n547t-worker-a-s7ntl
node/ci-In-mgdnf4b-72292-n547t-worker-a-s7ntl cordoned
ci-In-mgdnf4b-72292-n547t-worker-b-cmc9k
node/ci-In-mgdnf4b-72292-n547t-worker-b-cmc9k cordoned
ci-In-mgdnf4b-72292-n547t-worker-c-vemtn
node/ci-In-mgdnf4b-72292-n547t-worker-c-vemtn cordoned

3. ROFE=ZFERAL T Pod 2 BBIEFY,

$ for node in $(oc get nodes -l node-role.kubernetes.io/worker -o
jsonpath='{.items[*].metadata.name}'); do echo ${node} ; oc adm drain ${node} --delete-
emptydir-data --ignore-daemonsets=true --timeout=15s ; done
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$ for node in $(oc get nodes -0 jsonpath="{.items[*].metadata.name}'); do oc debug
node/${node} -- chroot /host shutdown -h 1; done

H A B

Starting pod/ip-10-0-130-169us-east-2computeinternal-debug ...

To use host binaries, run “chroot /host

Shutdown scheduled for Mon 2021-09-13 09:36:17 UTC, use 'shutdown -c' to cancel.
Removing debug pod ...

Starting pod/ip-10-0-150-116us-east-2computeinternal-debug ...

To use host binaries, run “chroot /host

Shutdown scheduled for Mon 2021-09-13 09:36:29 UTC, use 'shutdown -c' to cancel.
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debug node/${node} -- chroot /host shutdown -h 10; done
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I $ for node in $(oc get nodes -0 jsonpath='{.items[*]. metadata.name}'); do oc
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I $ oc get nodes - node-role.kubernetes.io/master

UTOHAIKRINTWS LI, Oy ha—ITL—>/—RIERXAF—4 X' Ready D%
a. EREIchY £,

NAME STATUS ROLES AGE VERSION
ip-10-0-168-251.ec2.internal Ready master 75m v1.26.0
ip-10-0-170-223.ec2.internal Ready master 75m v1.26.0
ip-10-0-211-16.ec2.internal Ready master 75m v1.26.0

4, AV O—=ILTL—r/— RO EFIREEIC BRWIBE., KR TEIVNENDHBEREBEHRDIIRAEZEESL
ERK (CSR) b 2D EINERABLET,
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I $ oc get csr
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I $ oc describe csr <csr_name> ﬂ

‘D <csr_names (&, RITD CSRDY X MH 5D CSR DEHITT,
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I $ oc adm certificate approve <csr_name>
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I $ oc get nodes - node-role.kubernetes.io/worker
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J— RIZEBREICHY FT,

NAME STATUS ROLES AGE VERSION
ip-10-0-179-95.ec2.internal Ready worker 64m v1.26.0
ip-10-0-182-134.ec2.internal Ready worker 64m v1.26.0
ip-10-0-250-100.ec2.internal Ready worker 64m v1.26.0

6. U_jj_/ - I\\\b{i%{ft’iﬁ%‘: i("\‘l\ tﬁl:l\ ulu\'g_é’,lﬁ‘gb‘%%){% EP@DEEHEE%gT (CSR)
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I $ oc adm certificate approve <csr_name>
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I $ oc get clusteroperators
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DEGRADED 144" True ICEREINT WS Y 5 R4 — Operator MW & &R L &

EP

NAME VERSION AVAILABLE PROGRESSING DEGRADED
SINCE

authentication 413.0 True False False  59m
cloud-credential 413.0 True False False  85m
cluster-autoscaler 413.0 True False False  73m
config-operator 413.0 True False False 73m
console 413.0 True False False 62m
csi-snapshot-controller 413.0 True False False 66m
dns 4.13.0 True False False 76m
etcd 413.0 True False False  76m

b. ¥XTD/—KH Ready RREICHD & ZMHRLF T,
I $ oc get nodes
ITARTD/—RKRDAT—Y XN Ready THZDZ & ABREL T,

NAME STATUS ROLES AGE VERSION
ip-10-0-168-251.ec2.internal Ready master 82m v1.26.0
ip-10-0-170-223.ec2.internal Ready master 82m v1.26.0
ip-10-0-179-95.ec2.internal Ready worker 70m v1.26.0
ip-10-0-182-134.ec2.internal Ready worker 70m v1.26.0
ip-10-0-211-16.ec2.internal Ready master 82m v1.26.0
ip-10-0-250-100.ec2.internal Ready worker 69m v1.26.0
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7529 —DIERNK%. OpenShiftWeb AV Y — VAR LTI SRY—%BRETEEYd, ROSAH—E
ZlE. OpenShift API B LVATY RSA VAV —T 4 A (CLYY—ILEFEALET,

4.2.1.1.2. R L =&

ACM7 ) r—2a v HHlBEh, BRRICYR—Y KIS RS —LTHREHRINTS

RF—=—YRIVSRI—LOT7 TV r—2aVidBIRIN, BExa7 0714 TILT2EBERINTVE
L 7=, OpenShift API for Data Protection (OADP 12) ®/Xw J 7 v 7HE L ™METO 7O R IE, HW
N=2aVdYEEETT, OADPD/IR T+ —IX VAN EDL2ZET, ACM Y)Y —ZADETRICT
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DEORBRENMEDNRETBHLDOICRYE LA, —BDOYY—RFMHMDY) Y —XKLYRNTETIN., ZOH
R IR—IRISRI—DOTTVr— a3 VBRI TWE Lz, OADP-2686

Pod ¥ a2V 57 1 —EH#HFEEAT Restic DETHBOMICKE T S

HEERMOT R MAIC, OpenShlft Container Platform 4.14 @ Pod ¥ 2 1) 7 1 —&— K ' enforce
IKEREINTW2®), Pod MEEINFE L, Thik, EXEFARERTHRELE T, PodH®
security context constraints (SCC) ') VY — X DRIIAEK I 5 Z & T podSecurity IF4I2ER L TUW e
e, Pod BMEBINF L7, Velero ¥ —N\N—TETBEET 1 —ILRZEBET D&, ExIEFHIILF
¥, OADP-2688

Velero D¥EHI®D namespace ICA VA =L EINTWBIFA, Pod RY 2 —LDNRY I Ty S
BT e D H B

Velero MM namespace i1 Y A b—ILEINTW3BIHAE. Pod Volume Backup (PVB) #gET Y &
Ly2arypdREELTWE L, PVBOY hA—F—I&. £® namespace AD PVB (@& I HIR
nhxtHATLA, OADP-2308

OADP Velero 75 74 1 "received EOF, stopping recv loop" DX v £—J %R §

OADP Tl&, Velero 7274 VIR0 7Ot & LTHBINE Lz, Velero BENTT 5 &, &K
WLTHERBMLTERTLEYT, ZDEH. T/3y /0O IC received EOF, stopping recv loop X v
E—IPRFIINEIGE THIEIS—ORETIERL, TS71 VBEOETEERLEL

7=. OADP-2176

CVE-2023-39325 #E#(®D HTTP/2 X iz Web H—/X—7%% DDoS K% (Rapid Reset Attack) IC
» L TCHesmTH D

OADP MLEIDY) Y —RTlE, VDIIRARDF vV EIICLYVEBRDA N —LDTCICY Y hEH
LZHEEMEND B, HTTP/2 7O KRINIEH—EREEREBOEEAZ IR ITH o1z, Y —/N—I&,
BRCEDTIVT 4 TRAN) —LDRABUCET 2 —N"—AIOFRIGELRVWEIICLAD S, R
N)—bLZEy N7y TELUOBETIVHEIMHYE L, ChIZTEY, ==YV —XDHEEICL
YH—ERBEEIRELE L

#AIE. CVE-2023-39325 (Rapid Reset Attack) BB L T XL,

DY) —RTERINI-BEBEO—EIL. Jira® OADP 13.0 R FHDEE ICRBHINTWB Y R b
ESRBLTLEIL,

4.211.3. BB DOBE

csiSnapshotTimeout BME EEINTWBIFE, nl RA V9 —TCSI T T4V ITF7—H%
93

csiSnapshotTimeout DEIEINEC REINTWBIFA. CSI TS VA U nl R4 V9 —TCIT5—%
BlECLEYd., BEBEATR T Y Yay haRETTEEIEEHYETH. Z<LDIFE. NV I Ty
7 PartiallyFailed T/X=v Z »"'%4% L. I 5 — plugin panicked: runtime error: invalid memory
address or nil pointer dereference "X RINE T,

volumeSnapshotContent CRICT 7 —H'#%H %35A. /3y ¥ 7 v I PartiallyFailed & L T
¥N—973h3

wWgFhnron VqumeSnapshotContent CR IZ VolumeSnapshotBeingCreated 77 / 7—< 3 ~ DHEIRRIC
BET 2T —AH2HE. /Ny I 7 v 7Fi& WaitingForPluginOperationsPartiallyFailed 7 = — X
BB L XY, OADP-2871

#HT 30,000 MDY Y —ZADETTT BEIC. NT7A—TVADBEIFRET S

14


https://issues.redhat.com/browse/OADP-2686
https://issues.redhat.com/browse/OADP-2688
https://issues.redhat.com/browse/OADP-2308
https://issues.redhat.com/browse/OADP-2176
https://access.redhat.com/security/cve/cve-2023-39325
https://issues.redhat.com/issues/?filter=12422837
https://issues.redhat.com/browse/OADP-2871

FABEOADP 7SV r—a vy I 7y TEER

BED) Y —RRY) —%FRAEFIZ30,000EDY Y —RA%=NHTETT ZEIC. BEEDY Y —AR
1) —% update ICERE L T2EIB & 3MBEDETEEITT HEELART, 2FEORFEANINY X
9., OADP-3071

Datadownload #{EH'BAE Y % PV 2B T BHIIC. BIED 7 v I BRITEFHBT 5 ol8EtE
rH >

Data Mover #EIZIEREAD /=D, BET % Pod DkiEAR ) 2 — L (PV) A¥ Data Mover DkifiEAR ) 2 —
LER (PVO) ICL > THEBINZEIC. RAKNTZy IR ITINZTRESLHY T,

GCP-Workload Identity Federation VSL /X ¥ 7 v /C PartiallyFailed B*F4% 9 %

GCP Workload Identity &8 GCP L CEREINTWBIHE, VSL /Ny ¥ 7 v 7T PartiallyFailed 7" F 4
LET,

DN =BT ZEHMOBEORLA ) X MIDWTIE, Jira ® OADP 1.3.0 MEEFIDREE D) R
NAESEBLTLEIY,

42114. 7y 7L — RKDFEFRIA

- s 0
WHTRDIAFT—IN=I3VITyTITL—RLTLEIW, N=UaviFEric X
Xy TLABVWTLEIW, ILWA—U a3 VICEHRT SIS, —EBIC1TDOF v RILD
HTYTTL—RLET, 7z& ZIE, OpenShift APl for Data Protection (OADP) 1.1 H* 5
1317y T L—RTBEE. FT121CT7yTIL—KL., RICI13ICTYTIL—K
LEd.

4.211.41.0ADP 12 H 5 1.3 ADEHEH

Velero H—/N—A, N=Ua V1AL IRICEHFRINE L,

OpenShift API for Data Protection (OADP) 1.3 I&. VolumeSnapshotMover (VSM) ¥ Volsync Data
Mover X1 Y IZ Velero D EJL b A > Data Mover A L £ 7,

ZhICEY, UTOEENIEELFT,

e spec.features.dataMover 7 1 —JL K& VSM 75 71 V& OADP 1.3 E B#ttE MW e D, Z
5 MERE % DataProtectionApplication (DPA) SR EN SHIRT Z2HENHY E T,

® Volsync Operator (& Data Mover DHEEICIFAZICA o7/, HIFRTE XY,

o HR4LYY—REZD volumenapshotbackups.datamover.oadp.openshift.io & & U
volumenapshotrestores.datamover.oadp.openshift.io (IR EICR > 77/, BIFRTEZET,

e OADP-12 DataMover ICfERIN DY —2 Ly NEFREBICKR 2D, BIRTEET,

OADP 1.3 lZ. Restic DRETZ 7 A VY AT LNy I Ty Y=L TH% Kopia ZHHR—MLTWE
ER

e Kopia AT 2ICIE, ROBICRT & SIC, # L L spec.configuration.nodeAgent 7 1 —
IWRZFERALET,

B

I spec:
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configuration:
nodeAgent:
enable: true
uploaderType: kopia
#...

e spec.configuration.restic 7 1 —JL K& OADP 1.3 TR LY, $1%D OADP /N—T 3>
THIRINZFETYT ., FHBOEBENRTIINABWVLDICTT ZITIE, restic F—& ZTDES
BIBRL. ROFLWIEXEZFERLE T,

B

spec:

configuration:
nodeAgent:
enable: true
uploaderType: restic

#...

pa )

$1% D OADP Y |) — R TlE. kopia Y —JL 1 UploaderType D7 7 # )L MBEIL# 2 FE
T9,

421142. 7y 7L —KFIE

4.211.4.3.0ADP 1.2 ® DataMover (72 /A —FLEa—-)DS67y I L—K¥ 3

OpenShift API for Data Protection (OADP) 1.2 Data Mover /3w & 7 v &, OADP 1.3 Tl B TX
FHA, TIV5—2a3 VD7 —9REICF vy THELBZEAEBSCITIE. OADPI3ICT v 74
L— R ZRHITRDFIEERITLET,

FIR

L V329 —Dy 9Ty TH+4 T, Container Storage Interface (CSI) X b L —I AFI AT BE
WIBEE. CSINY I Ty TEFRALTT I r—>avany o7y 7LET,

2. VS RI—HDONY Ty THRELRBE
a. --default-volumes-to-fs-backup=true or backup.spec.defaultVolumesToFsBackup 7 7
AVEBRITZITFANSATLNY YT TT, 7TV r—>avanNy o7y 7L
x7,
b. 77U NAKNL—Y TS 54 > (velero-plugin-for-aws 72 &) #FHELT7 7 o —
2 avENYITyTLET,
)z 6
Restic 77 ANV RTLNY I Ty TDTITAIL MDY A LTY MEK1EETY,

OADP 131 LABETlE. Restic 8L U Kopia DT 74 MDY A LTV MEIL 4 BEET
ER
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BF

OADP 1.2 DataMover /Xy 2 7w T %189 5ICI1E. OADP 27 VA4 VA M—=JL L.,
OADP12%A VA M= LTCERETHIVEILHYET,

421144 DPARELENYITYv TSI 3

IR1E D DataProtectionApplication (DPA) 5R €% /Ny IV 7 v 742 ELNHY T,

FIR

e ROIOATVRAEZEFTLT, BEDDPAREEZERELET,

B

I $ oc get dpa -n openshift-adp -0 yaml > dpa.orig.backup

4.211.4.5. OADP Operator 7 v 7L —K¥ 3%

OpenShift API for Data Protection (OADP) Operator 7 v 77 L — R 25H&1E. ROFIEEFERL
x7,

FIR

1. OADP Operator DY 724 1) 7> 3 v F+ R %, steady-1.2 i 5 stable-1.3 ICERLF T,

2. Operator EAVTF—HIEHIN, BREINDIEITHEELET,

BIER R

o A VRAM—)LiEH Operator DEH

4211.46.DPAEFHF LWAA—Ua v ilT#d B

DataMover 2L TN V7 v TH5 USR5 —HIIBRET I2LELNHDHEIE. RDLDIC
DataProtectionApplication (DPA) X —Z 7zt A M EBRELE T,

FIR

1. Operators - Installed Operators % ') v 2 L T. OADP Operator 23R L £7,
2. ProvidedAPIst4-> 3> T., Viewmore 27 Y v LEY,

3. DataProtectionApplication " ¥ XD Createinstancez 7 ) v o L9,

4. YAMLView 22 ) v 7 LT, REDDPA/NRS A -9 —%RKRLET,

W{ED DPA DO

spec:
configuration:
features:
dataMover:
enable: true

17


https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.13/html-single/operators/#olm-changing-update-channel_olm-upgrading-operators

OpenShift Container Platform 413 /Xy 2 7 v 78 L U8t

credentialName: dm-credentials
velero:
defaultPlugins:
-vsm
- CSi
- openshift
#...

5 DPANRNSA—89—%ZEHLET,

e DPA N5, features.dataMover ¥ — & {EAEHIRL 3,
® VolumeSnapshotMover (VSM) 75 74 Y %HIBR L £ 7,
e nodeAgent ¥— & fEZEML XY,

B X hi- DPA DHI

spec:
configuration:
nodeAgent:
enable: true
uploaderType: kopia
velero:
defaultPlugins:
- CSi
- openshift
#...

6. DPANERICGAR I THELET,

4211.4.7. 7y 7L — KOWKREE

Ty TTL—RERIET 5. ROFIEEFERALET,

FIR

1. RO ¥ R%&%47 L T OpenShift API for Data Protection (OADP) ) YV —2 & FRRL. 1V
AN=ILEWRIELE T,

I $ oc get all -n openshift-adp

ol
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2  Running 0 2m8s
pod/node-agent-9cg4q 1/1 Running 0 94s
pod/node-agent-m4lts 1/1 Running 0 94s
pod/node-agent-pv4kr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE
service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140

18
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<none> 8443/TCP 2m8s
service/openshift-adp-velero-metrics-svc ClusterlP 172.30.10.0  <none>
8085/TCP 8h

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/node-agent 3 3 3 3 3 <none> 96s
NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

2. RO~ K%A%E4TL T, DataProtectionApplication (DPA) MR I N TWE I & &R L
x7,

I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'

H A B

{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile
complete","reason":"Complete","status":"True","type":"Reconciled"}]}

3. type »* Reconciled ICEREINTWB I &=L E T,

4, ROAX Y RERITLT, Ny o7y TOREFHAREZHESE L. PHASE 7* Available TH 3% Z &
EHRELET,

I $ oc get backupStoragelLocation -n openshift-adp

Hh
NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3di6h true

OADP 1.3 Tl&. DataProtectionApplication (DPA) (2 EAEK T 2D TlEi<, Ny I 7y FT &I
VIR —HADT—IBE}ERBTEET,

B

I $ velero backup create example-backup --include-namespaces mysql-persistent --snapshot-move-
data=true

B

apiVersion: velero.io/v1
kind: Backup
metadata:
name: example-backup
namespace: openshift-adp
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spec:
snapshotMoveData: true
includedNamespaces:
- mysql-persistent
storagelocation: dpa-sample-1
ttl: 720h0mO0s

#...

4.22.0ADP12 ")) =R/ — b

OpenShift API for Data Protection (OADP) 1.2 M) V) — R / — N T, #FteE & haRMERE. FEHER DR
BE. BMOHEEIE, BANOBE. BLUBRINIBEICDOWTERBLET,

4.221.0ADP123 Y Y —X/—}h

4.2.2.1.1. Fridse

OpenShift API for Data Protection (OADP) 1.2.3 @ ! I) — R ICHHkREIZH Y FH A,

4.2.2.1.2. @R L 7-F&
LT CIARRTINLREEIZ. OADPI123 THRINTWET,

BR D HTTP/2 X i Web H—/X—7H* DDoS % (Rapid Reset Attack) I3t L CTHES8 CT9

OADP12 DUFIDY) J—RATlE, VIIZZAMDF+ U EIMIILYEBDAN) —LAT I Y b
INZAEMENHBH, HTTP/2 7O M NIEH —EREEREBOHFEAZ TP T o/, H—/N—
&, B EDT VT4 TRAN)—LDERARBICETZ2H—N—RIOFIRIGELRVEL D IC LAY
5. AN =LYy N7y THELIVEETIVLEGHY E LA, THICLY, Y—NR"—1)Y—DH
BILLYY—ERETIHEELFE L, TOCVEICEET 5ITRTOOADP BN X M, RD
Jiral) 2~ Z8RLTLEI W,

X, CVE-2023-39325 (Rapid Reset Attack) &8 L T XL,

OADP 123 DN ) —ATHERINLTARTOBBEDRER) A MIDWTIX, Jira ® OADP 1.2.3 T
REINCEBEDYVAMNESRBLTLIEIN,

4.2.2.1.3. BEAIDORERE
OADP 123 MDY ) —Z2ICIZEBEMOBEEILHY B A

4.2.22.0ADP1.22 YY) —X/—Fh

4.2.2.2.1. ks

OpenShift API for Data Protection (OADP) 1.2.2 M 1) ) — R ITHHEREIZH Y T H A

4.222.2. R L-B&E

LT CIARRINARBEEIX. OADP122 THRINTWE T,

Pod E¥ 2V 57 1 —EHHFREA T Restic DETHBOMICKB LIS
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OADP 12 MLLFID ') 1) — A Tld. OpenShift Container Platform 4.14 (£, Restic 85t 70+ X AIC Pod
D readiness & §1F % A BEME D 3 B Pod Security Admission (PSA) R 1) & —%8&H L TWE L7,

ZDEIEIZ. OADP122 & OADP11.6 DN ) —RTEAEINF LA, 2—H—IFk. ZThoD))—2
W7y T L — RT3 ENHREINET,

X, PSARY Y —DEEICELY., OCP 4.14 TEDHIIC Restic BTTHA LT 2 2#S8BL T X
L, (OADP-2094)

REPA A—SHFRALET TV —2a vy I 7y TH, FSTLANR=yv s T5—IC&
YIRARICKE L

OADP 12 DUUBIN Y ) —ATld, REBA A=V BFRLAET TV S—23 DNy 0Ty THESH
ICKRBEL, 7S04y O IS—NRINZE L, Ny o7 v THERMOSMICKE L. Velero OFIC
RO —HEHRINET,

time="2022-11-23T15:40:46Z" level=info msg="1 errors encountered backup up item"
backup=openshift-adp/django-persistent-67a5b83d-6b44-11ed-9cba-902e163f806¢
logSource="/remote-source/velero/app/pkg/backup/backup.go:413" name=django-psql-persistent
time="2022-11-23T15:40:46Z" level=error msg="Error backing up item" backup=openshift-
adp/django-persistent-67a5b83d-6b44-11ed-9cba-902e163f8

ZDfEREIF. OADP 122 TERINZE L7z, (OADP-1057)

ExEENERET. ACMVSRAY—DETINHFESYICEELIEA

OADP 12 DLEIN Y ) —RATlE, EXIEFEIARE T, ACM I SR —DETHEAFES Y ICKEL F
HATLE, ACMT7 U r— 3 Vi, BxaEIC LERICHBRIN, YR2—YRISRY—LET
BEKINE L, (OADP-2505)

RY) a—LYA4 XDF—BICLY. filesystemOverhead Z{FH L TWB{RET VA, Ny
97y TELUETRICKBLET

OADP12 DLREIDY) ) —ZTlEk, BIRLAZZR ML= TONA F—RENRRT, 7SV r—>av
DXZGERY 2 —LEBR(PVC) DA ML —YEREBUPVCDRF Y T ay b4 XNELRDZ L,
Ny 7y THLUETEIC filesystemOverhead # AT 2 RET Y UAKBRLTWE LE, DM
78, OADP 1.2.2 @ Data Mover TR INFE L7z, (OADP-2144)

OADP ICIX, VoISync L TN —>a v Y —A0TN—=V JRRERET 54T avsE
FhTWwIEFHATLEL

OADP 12 DLFID ) 1) — XTI, VolSync L 7)) 5 — 3> Y — D prunelnterval 2% E 9 54 7
YavhhHYEFHATLE, (OADP-2052)

Velero D EHI®D namespace ICA VA =L EINTWBIFA, Pod RY 2 —LDNRY I Ty S
NI HAEEMIrHY XL

OADP 1.2 DLLRID ') ') — XTI, Velero BEHD namespace IC4 Y A M—ILINTWBHBE. Pod R
Ja—LDNy Ty THRETZ2AEEMELHY F L7, (OADP-2409)

VSLDBH RS LY—Y Ly b%&ERAY 15/, Backup Storage Locations MEAARRI 7 = —
BB LIELE

OADP 12 DLLFID ') 1) — X Tld. Volume Snapshot Location "R & L>—2 L v N&EFERAL LS
A. Backup Storage Locations BMERARI 7 = —XICER L F L7, (OADP-1737)

OADP 122 M) ) —RA TR INITRTOBBEDORTEAR) A MIDWTIE, Jira® OADP 1.2.2 Tf#
REINLEBEDVRARMNESRBLTLIEIN,
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4.2.2.2.3. BEORB&E
LT CRIARTINTWVWSEEIX. OADP1220DY) 1) —RICH T BHMDOBEETT,

Must-gather 1< > K® ClusterRoleBinding Y ¥V — Z DHIBRICKB L £ 9

oc adm must-gather <> K&, 7 KX v > 3> Webhook BNEE T, V7 Z7AF—LIZE>TWS
ClusterRoleBinding ') ¥V — X DHIFRICKBK L £F9, LA >T. ClusterRoleBinding ') ¥V — X DHIR
FEXRIFEEINE Y, (OADP-27730)

admission webhook "clusterrolebindings-validation.managed.openshift.io" denied the request:
Deleting ClusterRoleBinding must-gather-p7vwj is not allowed

DN =BT BZEMOBBEORLAL) X MIDWTIE, Jira ® OADP1.2.2 DEFAIDREZE D) R
NAESEBLTLEIY,

4223.0ADP121Y Y —RX/—h

4.2.2.3.1. Fiksae

OpenShift API for Data Protection (OADP) 121 M 1) V) — R IEFHkaElEH Y FH A,

4.2.2.3.2. R L&A

OADP121 DN ) —RATERINIITARTOBEDTEA ) X MIDWTI, Jira D OADP 1.2.1 THEHR
TNEABEDOYRAMNESRBLTLEIL,

4.2.2.3.3. BEMDOB&E
OADP 121D 1)—R T, ROBBEHIERMOBEE L THARTIINTWVWET,

DataMover Restic DIFIFRY — & TIN—=—V TR —HHFE B Y ICHEE L W
VolSync & Restic IC& 2 TIRBEINZRIFHEEE T —— Y THENHEEBYICEELEH A,
VolSync L U —o a Vi@ TV —=V JERERET 28MA4 7T 3 a7 WizH, OADP D4
OSIRAMNL—VICYE—MNTREBEINENY I Ty THEBL, TIN—=VTT20EIDHY X
9, FHE. UTESRBLTLEIWL,

o OADP-2052

e OADP-2048

o OADP-2175

e OADP-1690
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FABEOADP 7SV r—a vy I 7y TEER

BF

OADP DataMover 352 /O —7 L E1a—DHDOEEETY, 7./ 0 —TLEa—
HeeEld, RedHat @AY R—FDYH—ERXLRILT T Y =X N (SLA) DXERATH
Y, HEMICSEE2TIHAWSGEDLHY 9., RedHat i, ERERIETCINSEZFRT
ZTEEHELTVERA, 77/0V—7L 21— RHFOEIMELWVER
CIRML T, BERBETHEEDTANETVWI A — RNy I ERHELTWZECZER
BHELTWET,

RedHat D54 /Oy —7 L Eax—#eEDyR— NEICRET 23FMIE. 727/ 00—
T E1—#EDYR— MNEFE #S8RB L TLEIWN,

D)) —ZADITRTOEMOBBEDREALY) A MIDWTIX, Jira ® OADP 1.2.1 DEERDRERE DY)
ARNEHBLTLEIN,

4.2.24.0ADP120 YY) —R/—}

OADP12.0 Y U—R ./ — NICIX, Ftge, NJEE. BNORBEICET3BEHRIS TN TVET,

4.2.2.4.1. Fitkge

VY—=RI9A4 LTI+

# L\ resourceTimeout 7 > a3 vid, IFXF4A Velero )V —R5F T 2914 L7 N E D
BATEELEFT., 2OF TP 3 viE, Velero CRD DA A, volumeSnapshot DHIFR, /Ny 7 7 v
TYRIN)—OAAMLAEDY Y —RIEHRAINE T, 7724/ NOERBIX 105 TY,

AWSS3HE#D/Ny 97y T2 ML —o7ONRA 5 —
AWSS3EMTONA Y —TH TV I NERF v T ay by I Ty TTEET,

422411 T =ANTLE 1 —#§E

Data Mover

OADP Data Mover %9 % &. Container Storage Interface (CS) /R 2 —LDRAF v T av v %
VE—RATPT IV MANTIINY 9Ty TTEEY, DataMover BEMICT B &, V5 X9 —D1&
FHQBIRR., 77 RY—BEE. FLETIHEBEIRELLBEIC. 7TV MNANTHLEELE
CSIRYa—LRFTy T ay NeERALTRT—MNINTTYr—2a V5 BRTEET,

BF

OADP DataMover 354 /O —7F L E21a—DHDO¥EETY, 72/ 0 —TLEa—
HeEEld., RedHat @Y R—FDHY—ERXLRILTTY =XV N (SLA) DERATH
Y, HEEMICKEETIXAWSGEDLHY 9., RedHat I, ERERIETCINSEZFRT
ZTEBEHELTVERA, 77/0V—7LEa1—#iEd. RFOESMEL VLR
CIRML T, BEREBETHEEDTANETVWI A — RNy I ERHELTWZECZEE
BHELTWET,

RedHat D54 /Oy —7 L Eax—#eEDyR— NEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE #S8RB L TLEIW,

4.2.2.4.2. R L 7/-H&E

DY) —RTERINI-BEBEO—EIL. Jira® OADP 12.0 R FEADEB ICHEHINTWB Y R b
EHBLTLLEIL,
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4.2.2.4.3. ERMDOREE
LTFCRIARTINTWVWSREEIX. OADP120D Y ) —RICHITBEHNORETT,

FEHD HTTP/2 ¥ s Web H—/3— 4% DDoS % (Rapid Reset Attack) ICxf UL CHESS T

HTTP/2 ORI, VDIZTAMDFYVEIVICEDTERDANY —LHATCICY Y NENBH
BEMAH D7D, Y—EREERBOHEBEZITPT L A>TVWET, H—N"—& EHIEDTY
TATRAN) —LORARIBUCET 2 —N"—QIOFRIGELAVEDIICLANS, AN —LExty
7Yy THELVEETIBREFAHYES, ThICLY, —NR—D) Y —2EEI N, T —ERER

PREELET,

COBBEABRT 2 OADPI23ICT Y T L—RETBIEEHELET,

#lE. CVE-2023-39325 (Rapid Reset Attack) BB L T XL,

Y WMINN—FDRAMNEGEZEETZE, FERKRA MNEIMERINDIGENHY T,

7 7 #JU K Tld, OpenShift Container Platform ¥ 5 2 4 —id. openshift.io/host.generated: true 7
JT=2avhFUIlRoTVWBE I E 2R L. ERINIL—PEERINTVWAWIL—NDOEAD
74— RICEEAALET,

.spec.host 7 1 —JL RDfE%E, EMINIL— M EERINTVWARWIL—RDYI ZRAI—DN—Z R X
A VRICEDVWTEETRIEWETEE A,

.spec.host 7 1 —)L RDIEEZE T %355, OpenShift Container Platform 7 5 24 —IT & > THEMK I
NET 74 MEEZETT S EIETEFEH A, OpenShift Container Platform 7 2 249 — %18 L&
. Operator 82D 7 1 —J)LRKDEE) Y FLET,

422447y 7L —RKOFEFE

pa 3

MBERDIAF—NR=2aVIITyvTITL—RLTLEIW, N=Y 3 VFHERIC R
=\=‘y TLEWTKEIW, FHILWA=Ua VITEHRTZICE. —EIK1I2DF ¥ RILD

Ty TTL—RKLET, /=& ZIE. OpenShift APl for Data Protection (OADP) 1.1 H* 5
13&;177& K256, FT12IKT7y FIL—RL. RICIBIKTYyTIL—FK
L7,

4.22.4.41.0ADP11HD D 12 ADEHRKS

Velero H—/N—H, N—=I 3 V19 SINICEHRINE L7,

OADP 1.2 Tl%. DataProtectionApplication (DPA) 5%¥E D spec.configuration.velero.args (C. XD
ZTEAMAONZE L,

e default-volumes-to-restic 7 1+ —JL KD &HIA default-volumes-to-fs-backup ICEEI N F L
7. spec.velero %R 2H&E. OADP D7 v 74U L —RK&IZ, ILWRARITDPAILBE
EBMYT2BENDHY FT,

e default-volumes-to-restic 7 1 —JL KD &R default-volumes-to-fs-backup ICEEINF L
7. spec.velero ##f T 3B &I&. OADP D7 v 7/ L —RK%EIC. L WEEIT DPA ICHE
EBMYT2BENHY FT,

e restic-timeout 7 1 —JL KD &RIH fs-backup-timeout ICEE I N F L7z, spec.velero % {§

Ad%5681E. OADPDT7 v 7L —KR#&IC, TLWRBITDPA ICBEBINT 2ELRHY X
-a—o
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https://access.redhat.com/security/cve/cve-2023-39325

BABEOADP 7 IV r—>avony 97y TEER
o resticT—Etv PDEZFIH node-agent ICEEINE L7, OADPIE, 7—EVEY D

ZRIZEEMICERLEF T,

o A R4 LYY —RTES resticrepositories.velero.io D& #1A' backuprepositories.velero.io (C
TEINF L7,

o HRH LYY —RES resticrepositories.velero.io (. 7 5 A9 —HMSHIRTEET,
422442 7y TJL—KFR

422443.DPAREENYITvTT S

IR1E D DataProtectionApplication (DPA) 5R €% /Ny IV 7 v 742 ELNHY F T,

FIR

e RODIOATYVRAEZEFTLT, BEDDPAREEZERELETT,

B

I $ oc get dpa -n openshift-adp -0 yaml > dpa.orig.backup

4.2.2.4.4.4. OADP Operator 27y 7L —K9 3

OpenShift API for Data Protection (OADP) Operator # 7 v 77 L — R 25H&1E. ROFIEEFERL
x9,

FIR

1. OADP Operator D% 7 X7 ) 7> a>vF+ %)%, stable-1.1 i 5 stable-1.2 ICEEL £,

2. Operator EAVTF—HIEHIN, BREINDIEITHEELET,

BIER R

® Amazon Web Services D% E
e CSIRF v 3w NI DataMover AT 3

o VR M—)LiEH Operator DEH

422445 DPAEHFLWA—Sa v IlT#d B

spec.configuration.velero.args 249 VY TEHINLZ T 1 —IL REFERAT 2HBEI1FE. FILWIIS X —
5 —&%&FEHAT 3 & D IC DataProtectionApplication (DPA) Y Z 7 T A N AR ET IMENHYE T,

FIR

1. Operators - Installed Operators % ') v 2 L T. OADP Operator 23R L £7,

2. Provided APIs %3&iR L. DataProtectionApplication 7R v 7 2 D Create instance =7 ') v
JLET,

3. YAMLView %27 1) v 2 LT, BEDDPANRTX—H—%KRRLZET,
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W{ED DPA DO

spec:
configuration:
velero:
args:
default-volumes-to-restic: true
default-restic-prune-frequency: 6000
restic-timeout: 600
#...

4 DPANRSX—4—%EHLZET,

5 DPANRSA =4 —DEREREETIC. BRIZEHLIT.

a. default-volumes-to-restic &+ —%. default-volumes-to-fs-backup ICZE L £ 7,

b. default-restic-prune-frequency +—%. default-repo-maintain-frequency ICZ&® L %
ER

c. restic-timeout ¥—%. fs-backup-timeout ICZEEL X7,

BH XN 7= DPA D

spec:
configuration:
velero:
args:
default-volumes-to-fs-backup: true
default-repo-maintain-frequency: 6000
fs-backup-timeout: 600
#...

6. DPADERICAR Y 2FTHELET,

yz o-1o)
Restic 77 AWV AT LNY I Ty TDT I MNDIYA LT MEIZ1BEBTT,

OADP 131 LABETlE. Restic 8L U Kopia DT 74 KDY A LTV MEIL 4 BEET
ER

-

42.2.4.4.6.7 v TJL— KOWKGE

Ty TTL—RERIET 5. ROFIEEFERALET,

FIR

1. RO ¥ R%&%E4T L T OpenShift API for Data Protection (OADP) ) V —2 & FRR L. 1V
AN=ILEWRIELE T,

I $ oc get all -n openshift-adp

H A B
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FABEOADP 7SV r—a vy I 7y TEER

NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s

pod/restic-m4lts 1/1 Running 0 94s

pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s

NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE
service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

2. RO~ K%A%EFTL T, DataProtectionApplication (DPA) NABINTWE I & &R L
x7,

I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'

H A B

{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile
complete","reason":"Complete","status":"True","type":"Reconciled"}]}

3. type »* Reconciled ICEREINTWB I & Z2fERLE T,

4, ROAX Y RERITLT, Ny o7y TOREFFHAREZHESE L. PHASE 7° Available TH 3% Z &
EHERELET,

I $ oc get backupStoragelLocation -n openshift-adp

o
NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3di6h true

423.0ADP11 Y)Y —R/—}

OpenShift API for Data Protection (OADP) 1.1 M 1) Y —R / — N Tl FHeE & ILaRIERE. FEHER DI
fe. BMOHREEIE, BANOME. SLUFERINAZBEICOWTEHRALET,

42310.0ADP11L.7 YY) —RX/—b
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OADP117 ) ) —R/J—HMICIF, BRAINI-BAEEEBNOBREN N A NI TWET,

42311 R L /-E&E
LT CIARRTINIREEIX. OADP 117 THARINTWE T,

BRD HTTP/2 X i Web H—/X—7H* DDoS % (Rapid Reset Attack) I3t L CTHeS8 T 9

OADPLIDUFINY J—RTIE, VDIIZAMDF v EIVIZLYERORAN) —LDFT I Y X
NBAREMELIH DD, HTTP/2 7O KNI —EREEREDHEAZ I T o7/, —/N—
X, BRI EDTIT 4 TRAN)—LDERARBICETZ2H—N—RIOFHIRIGELARVEL D IC LAY
5. AMN) =LYy N7y THELIVEETIVLEGHY E LA, THICLY, == Y—DH
BILLYY—EREEIREELF LA, TOCVEICEETZTARTD OADP BEIED Y R ML, kD
JralJZ K 8B LTLEIY,

H#lE. CVE-2023-39325 (Rapid Reset Attack) BB L T XL,

OADP117 D) ) —RATERINIZIRTOBEDTELA ) XA MIDWTIL, Jira ® OADP 1.1.7 TR
INABEBEDOYARMNESBLTLEIW,

4.2.3.1.2. BEMIDORE

OADP 117 @) ) —RICIZEEADREEIEH Y £ H A,

4.2.3.2.0ADP116 ) ) —R/—}
OADP 116 V1) =X/ — MITId, #itdee, BRI h/IcBB LN, BHNOBEN) A RINTWVWET,

42321 R L /-M&E

Pod E¥ a2V 571 —EHHFEEAT Restic DETHBOMICKB LIS

OCP 4.14 TlZ. privileged 707 7 1 JLA enforced IZ72% Pod EF 2! 74 — 1 ZBEABAINFL
fco LRI OADP V) 1) —RTld, 2@ 707 7 4 ILHRET Pod A permission denied T —% 31{5
LTWE L, ZOMREIE. ETEEARRTREEL TWE L7, Pod i security context constraints
(SCC) 1)V —ZDBIHER I NZE L, T Pod 2 Pod DEF 1l 74 —(E#ICERT 2728, Pod
FEEI N, TORKBL T L, OADP-2420

TaTN)Y—ADETHEIMICKBLET

LIRI®D OADP 1) 1) — R Tk, OCP414 T3 7)Y —ADETHRSMICKBLTWVWE Lz, ZTDM
BIFEWOCP N—Y 3 VU TIRBERAINFEATLEZ, TOBEIF. 37U Y—RITEMDSRILY
FETAEDICRELETILEDS., THIFHEWOCP N—U 3 VICEEELTWERATLE, OADP-
2530

DY) —RATERINI-BEBEO—EIL. Jira D OADP 1.1.6 R FHDEBE ICEBHINhTWBY R b
ESRBLTLEIL,

4.2.3.2.2. EDOBE

DN =BT ZEMOBBEORLA ) X MIDWTIE, Jira ® OADP 1.1.6 OEEAIDREE DY R
NAESEBLTLEITY,

4233.0ADP115 YY) —R/—}
OADP 115 ) 1) —R / — MNITIE, #Fitkee., fERINBEE/NY, BHMOBEN) A NI TVWET,
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https://issues.redhat.com/browse/OADP-2094?filter=12422262
https://issues.redhat.com/browse/OADP-2420
https://issues.redhat.com/browse/OADP-2530
https://issues.redhat.com/issues/?filter=12420897
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FABEOADP 7SV r—a vy I 7y TEER

4.2.3.3.1. Frikse

ZDN—I3 VD OADP IEH—ERY Y —RTE, TDON—I 3 VI LVEEEITBMIhTWE
A,

4233.2. @R L-B&E

D)) —RATERAINTBED—EIL. Jira D OADP 115 RFADEZE ICEBHEINTWSE Y X K
HSRBLTCIEIN,

4.2.3.3.3. BEMOEE

ZOYY—RICBITBAEHMNOBEBEDORSARY) X MIDWTIE, Jira® OADP 1.1.5 DEERIDOREE DY) R
NESEBLTLCREIW,

423.4.0ADP114Y)Y)—R/J—}

OADP 114 ) ) —R J — MITI, HFHEE, FERINAREEENY, BHOBEN ) A NI TWET,

42.3.4.1. Fiksse

ZDON—=23 D OADP IZH—ERN ) —RTT, TON—=I 3 VI LWVERIZEMINTWE
A,

4.2.3.4.2. @R L I-[RE

IRTCDveleroTF7OA AV M—NR—B|BOYR—M&BIMLZF L

LRID OADP 1) 1) — X Tl&, OADP &7 Y TR N —LDFTRTD Velero —N—B|FDHKR— k%
RELFEATLE, ZOREIXOADP 114 THRIN, Y TRAKN)—LDTRTD Velero H—
N=B|HHIPYR—bINBLDIIHY F LA, OADP-1557

B e PVCAICERD VSR 'H B354, DataMover X887 F vy Foay b SET
TXZd

LEiD ') Y —Z2®D OADP Tld. 25 X4 —WIZE L Velero restore & & PersistentVolumeClaim (pvc)
£ d Volume Snapshot Restore (VSR) ') ¥V —ZD\E# & %1% &, OADP Data Mover 2’ B8 > 72X+ v
Toav hHLETTEZABEMENHY £ L, OADP-1822

Cloud Storage API BSL IC & OwnerReference B\ ETY

OADP MLLREID ') Y — X Tld. dpa.spec.backupLocations.bucket T{ERK X 117z Backup Storage
Location (BSL) T OwnerReference 7*R% L TW %728, ACM BackupSchedules AMHREEICKEIL Z L
7=. OADP-1511

DY) —RATEHRINI-BEBEO—EIL. Jira D OADP 114 R FHDEB ICEBHEINTWSBY RN
ESRBLTLEIL,

4.2.3.4.3. BB DORB&E
A1) —=RIClE, LTOEMDOBEE, HY £,

UID/GID &IV SR 49 — L CEBIN/-nigEdH 5726, OADP Ny U 7 v THEKY
5L HY £ 9

TINVG—=2avPYRARNTINEY T RH—LETUID/GID SIENERE I NI-ATEEMEDL H 5720,
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https://issues.redhat.com/issues/?filter=12418875
https://issues.redhat.com/browse/OADP-1057?filter=12421178
https://issues.redhat.com/browse/OADP-1557
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https://issues.redhat.com/browse/OADP-1557?filter=12420906
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OADP Ny 2 7w THRMT ZaEEEL H Y. TDHRER. OADP A* OpenShift Container Platform M

UID/GID EFAX ¥ T—8 %Ny 07y TELVCY A MNTLEEA, COBBEEZEET 201, Ny )

Ty TINET TV r—2a VICHEED UUID MR ERIGE, BETRICZOHENMMERAETHD L
ERESRL T EIV, BINOOERKE LT, OADP 2 ETTIEE T namespace #ETE 5L HICT S
ZEDBTFLNET,

ArgoCD CEAI N3 SRIHFEET ArgoCD B 7O RFICFERAI NS &, BT 3
mabhhby Ed,

ArgoCD M app.kubernetes.io/instance TER I N % 5 NILHRE T ArgoCD A 7O XA ICER X
had&E, BRI B5E°HYET., TDSNRILIE. ArgoCD BEETEZRENH B Y —R%&H
BMLET, ThicLY, EXHIC) Y —RE2EET 570D OADP DFIEEFENREET 2 AN
HYFET, COREZEET ZITIE. ArgoCD YAML @ .spec.resourceTrackingMethod %
annotation+label X 7= (3 annotation ICFRE L £9, BEN R LARWVESIE. BxzRBT 251IC
ArgoCD ZEMIC L., BATT LESBUEMICLET,

OADP Velero 75 714 >~ "received EOF, stopping recv loop" DX v —J %R §

Velero 7574 viE, Blo7O0RE LTHREBINET, VeleroBENTRTT5&. RIMLEHLED

MDD HOLLTRTLET, 2FY. T3y JO7IC received EOF, stopping recv loop X vt —
PRRINTH, IS5 DRELALZEEERTZEDTIEHY FHA, TDXvE—TF, 554
VIBEART LEZE AR LE T, OADP-2176

DY) =BT 2EMOBBEDTLAEY A MIDWTIX, Jira® OADP 1.1.4 OEEADREE DY R

NAESBLTLEIY,

4235.0ADP113 Y Yy—R/—h

OADP113 =R/ —MITIF, Fiee, RINABEEENY, BHMOBEN ) A NI TWET,

4.2.3.5.1. Fiidae

ZDN—I3 VD OADP IEH—ERY Y —RTE, TDN— 3 I LVEEEIBMIhTWE
A,

4.2.3.5.2. @R L /-[:&E

DY) —RATEHRINI-BEBEO—EIL. Jira D OADP 113 R EFEADEE ICEBHFEINhTWSEY R b
HSRBLTLCEIN,

4.2.35.3. BEMoOREE
ZOYY—RICBITBAEHMOBEBEDORSARY) X MIDWTIE, Jira® OADP 1.1.3 OEE4IDREIE DY) R
NESBLTLEIW,

42.3.6.0ADP112YYy—R/—h

OADP112 ) ) —R/—PMICIE, BEROHREEIE, BEINALNNTD) R b, BLUBHNDRBEDERA
ArEFhTWVWET,

4.2.3.6.1. BEmDHREIR

VolSync
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https://issues.redhat.com/browse/OADP-2176
https://issues.redhat.com/browse/OADP-1057?filter=12420908
https://issues.redhat.com/issues/?filter=12418876
https://issues.redhat.com/browse/OADP-1057?filter=12421175

FABEOADP 7SV r—a vy I 7y TEER

VolSync 0.5.1 i & VolSync stable F ¥ RIL DS AFHEERRH/NN—2 3 VADT v TJ L — K &%l
THICE. ROOAT Y REEFTLT. 2D7T / 7T— 3 v % openshift-adp namespace (BN % b
ERrHYET,

I $ oc annotate --overwrite namespace/openshift-adp volsync.backube/privileged-movers="true'
Velero
ZDY ) —RTIE, VeleroBN/NN—I a3 19206N—=T 3V 1957y T L—RIhF Lk,
Restic

ZDY) ') —RTIE, Restic B/N—=2 3> 01BINB/N—=2a > 014017y T L—RIhFE L,

4.2.3.6.2. iR L7 H&E

D) —ARTIE ROBEIMRBRINZE L,
e OADP-1150
e OADP-290

e OADP-1056

4.2.3.6.3. EHIDFEE
A =R, UTOEREMORENHY X7,

e OADP |$IRTE. Velero Trestic & L7 AWSEFSRY 2a—LD/NN\y o7y S EETEY
R—KhLTWZEEA (OADP-778),

e PVC Z& M VolumeSnapshotContent 2+ 7> 3 v D Ceph #HlIfRICE Y. CSINY I T v
THRET BI5Ea0HY £T,
BUKBERY 2—LEBR(PVC) DR Ty Toay NeEBERTEETN. RFvyTrav b
DEMRERER TS 12— ILTEIEWRFETETEEA,
o CephFS MiBE. PVC TEICHERKRI00 Ry T3y NEERTEE T, (OADP-804)

o RADOS 7@ v ¥ 7/3A X (RBD) DFZ&EIE. PVC TEICHKRARSREDOR Ty Foay b
ERTE X9, (OADP-975)

FME, R)a—LDRFTvToay b ZBSRLTIEIY,

4.2.3.7.0ADP111Y Y —R/—}h

OADP 111 Y =R/ —MICIE, BEAOHREEFEBNOBBEDOHRBAIEEFNTUVET,

42371 HROHREEIR

OADP1I1 %4 YA M—JLF BHIIC, VolSync051% 4 YA M—=ILT3ZH, ThICTy I L—KT3
TEEHWRELET,

4.2.3.7.2. B OBE&E
A1) —2IClE, LTOEMOBEE, HY £,
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o BED HTTP/2 FHits Web H—/X—#A" DDoS X% (Rapid Reset Attack) (IZXF L THESE T
HTTP/2 7O MK, VDIZRAMDF YV EILICE > TERHRDA N —LHFTICY Y b
INDAREMEDNHZ70, T—EREEREOHEEZZITP T A>TVWET, —/1"—I(1,
Bl DT IT4 THRAN)—LADBRABICEAT 29— NN—RIOFIRIGELAWVE D ICLA
B, AN =LAy N7y TELUOWETIHLENHYET, ThITLY, H—1—=0DY)
V—AMNEEIN, Y—ERESHPRELET, D CVEICEET 2T NTD OADP BEED
JRAME RO Jira ) A b #BRBLTLEIY,

COBBEAEBRT BITIE. OADP 117 /3123 IC7 vy T L —RT B & HMBELET,
FE#IE. CVE-2023-39325 (Rapid Reset Attack) &8 L T X\,

e OADP [$IRTE. Velero Trestic & L7 AWSEFSRY 2a—LD/NN\y o7y S EETEY
R—KMLTWZEEA (OADP-778),

e PVC Z& M VolumeSnapshotContent 2+ 7> 3 v KD Ceph #HlIfRICE Y. CSINy I 7 v
TR T 2560 HY £,
BUKBERY 2—LEBR(PVC)DRF v Toay NeEBIERTEETN. RF+vyTrav b
DEHMBRIERE ATV 21— T EETEEEA,

o CephFSDiFA. PVC ZTEICHRKRI00 RF Yy P 3y MaERTEE Y,

o RADOS 70w 7 7/34 X (RBD) DHHIdE. PVC TEICKRASREDR Ty Foay b
ERTEXZ 9., (OADP-804) &£ U (OADP-975)
MK, R)a—L0DRFvyToay b EBRBLTLEIY,

4.3. OADP FEATURES AND PLUGINS

OpenShift API for Data Protection (OADP) #égElE. 77V o —>a v aNv I T7 v THELUVETT S
TODF T avERBELET,

TI7AIWNDTSTAUITLY, Velero FRED Y SV RFONAS F—&#EE L. OpenShift
Container Platform Y Y —X &Ny O 7y TH LI OETTETET,

4.3.1. OADP MD#4AE
OpenShift API for Data Protection (OADP) I&, T D#gE%=HR—bMLE T,

Ry Y7y S
OADP % {8 L T OpenShift Platform LD I RTOT7 FYUsr—>avanNy 7y TLEY, 94
7. namespace. ELIETNILTYY—R%&5T4)Y—LEYTEET,
OADP (&, Kubernetes # 72V NERAPA XA —J 5T —AA4T 7740 ELTH T MR B
L—JILRET R EICEY, ThoaNY I Ty T LET, OADPIE. XA T4 TV 5U K2R
F+w 7> 3w b APl ¥ 7zl Container Storage Interface (CSI) ZEHA L TR+ vy I3y NEERT
2Z&IC&Y, KERYa—LPV)ERNYITYyTLET, Ry Foay baedR—KNLAEWS
S R7anA F—nizE,. OADP i Restic ZEALTY Y —REPVT—9 %Ry I Ty FLE
ER

X

pa )

Ny O Ty TEBTERNIEZITE. FTVT—2ar0nNy o7y Thd
Operator Z[fHA T 2 EBHLHY £,


https://issues.redhat.com/browse/OADP-2868?filter=12421248
https://access.redhat.com/security/cve/cve-2023-39325
https://issues.redhat.com/browse/OADP-778
https://issues.redhat.com/browse/OADP-804
https://issues.redhat.com/browse/OADP-975
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_data_foundation/4.11/html/managing_and_allocating_storage_resources/volume-snapshots_rhodf

BABEOADP 7 IV r—>avony 97y TEER

Ny IGTyTHB)Y—REPVEEBTTEET, NV IT7Yy THOIRTDF TV NEBETYT
52&%H, A7V TV b%&E namespace. PV, FWESRIVTIA4WMI ) VT2 EHTEET,

pa 3
5 Ny 9Ty TEBBTERNIEDBIIE, PTTVT—2av0ORy o7y THb
p Operator ZIZH T 2 ENHY T,
RrTa—Ib
BELLBERTNY I Ty 2RI a1—ILTEET,
7vy

Ty ARFEBRALT, Pod EOOYFF—TaAY Y REERFTTEET, & 21E, fsfreeze A#EH L
TCI7ANYARATLE D) —XTEFT, Ny I 7y TELIFETORELIIBICETTELDIC
TYv O AERBETCEFT, BEx7voE, ntAVFF—FLE 7V yr— 3V 5FF—TCEITT
xFd,

4.32.0ADP 7574 v

OpenShift API for Data Protection (OADP) I&, N\w o 7 v THLUVRF v T3y MEEEYR—b
FTREDICAML—=—IANA T —EHMEINLZT 74 MDD Velero 7574 VERELE T,
Velero 7S A VICEDE, hRAYLTZ74 Y 2#ERTEET,

OADP [&. OpenShift Container Platform ') YV —2 /3wy & 7w 77, OpenShift Virtualization ') ¥ — 2
Ny 97w T LU Container Storage Interface (CS) R+ v I a3y NAD TS 74 VHIRELE
ER

FKA410ADP 5514 >

OADP 7S94 >~ Hae 2 b L— DGR
aws Kubernetes 7 7 x4 M & /Ny AWS S3

97y 7L, ExTLIEY,

2FwTFoay NaFERLTK AWS EBS
Ja—LENY Ty TELVE
TlLET,

azure Kubernetes 7 7 x4 M & /Ny Microsoft Azure Blob X kL —%

97y 7L, ETLIEY,

Aty TFoay baERLTR Microsoft Azure ¥ % —< K5 1
Jai—L&zNnNvITvTELINE RV
TLET,

gcp Kubernetes # 7Y =9 k& /XNy Google Cloud Storage

97y 7L, ETLEY,

2ty Foay MaEFERLTR Google Compute Engine 74 X %
Ja—LBENYIT Yy THELVE
TlLZEd,
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%‘ﬁg

openshift

kubevirt

csi

vsm

[ =N

OpenShift Container Platform 1)
Y—RENY VT Y TEIVERT
LEd, 1

OpenShift Virtualization ') ¥V —2X
ENyOTy TEIPETLE
7, [2

CSIZRFwTvay haFERL
T, RYa—LENYITY TS
foETLEYT, B

VolumeSnapshotMover I, 73
A8 —DHIFRZEDKR T, R

FT—=RI2NWVT Y5 —> 3 %O
BB ODBETTAERFICME
BINhda2FvyTravihiass
AY—oF TV RAKMTIC
BEBLEY, 4

A b L= DGR

ATV MRRT

ATV NIRRT

CSIZFy Ty ay hayg—h
2959 R ML=

FTITYV NIRRT

2. REEX>Y YT A RVIECSIRFT Yy T3y MEFld Restic TN 27y FEINET,

3. ¢csi 75514 vk, KubernetesCSI R+ v 73w MAPIA{FERLE T,

e OADP 1.1 LLF%(% snapshot.storage.k8s.io/vl Z#FHE L X7,

e OADP 1.0 & snapshot.storage.k8s.io/vibetal Z A L £ 7,

4. OADP 1.2 D d#,

4.3.3.0ADP Velero 7S 714 »ICDWT

Velero DA VA MN—JLBFIC, RO 2FEHED TS VAV AEBRETCEET,

o FIUFINMNDYISYRTOANAY—TST54 >

o HWRYLTZTAY

EELDIATDTZT40EFToavTEN, BEAEDI—H—R@BIRCEET1DDITIRTY
ANA =TS T4V EBRELET,

4331.FT7AIN D VeleroZ2Z9 KFANRA 5 —-TZ54 >

7704 X~ hhIC oadp_vialphal_dpa.yaml 7 7 1 LARET % & X, ROT 7 4 )L D Velero

2S5y RT7ANA Y —=TST14 DWW TFhhEA VA N—ILTEET,

® aws (Amazon Web Services)
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e gcp (Google Cloud Platform)
® azure (Microsoft Azure)
e openshift (OpenShift Velero 75 71 )

e csi(Container Storage Interface)

kubevirt (KubeVirt)

T 704 %> hHIC oadp_vialphal_dpa.yaml 7 7 1 L CEMDT 74 I N TS T4 VERELZE
ER

7714 ILDOH:
RD .yaml 7 7 1 )LIE, openshift. aws, azure. 8L Ugep 771 VAV AM—=ILLET,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: dpa-sample
spec:
configuration:
velero:
defaultPlugins:
- openshift
- aws
- azure

-gcep

4.3.3.2. h A% L Velero 7554 >

T 704 A > hAhiC oadp_vialphal_dpa.yaml 7 7 1 L& ET B & XL, 574 2D image &
name 218E T DI &ICL Y, DRI L Velero S5 TA VAV AMN—ILTEZET,

T 704 A hrAhiC oadp_vialphal_dpa.yaml 7 7 1 L CEMO AR Y LTS 71V EIBELE T,

72714 ILDHI:

RO yaml 7 7 4 )L, T 7 4L b D openshift. azure, LV gep T35 M V& A A=Y
quay.io/example-repo/custom-velero-plugin % 2 custom-plugin-example &\ D ZEID AR Y L
TS5T4 VAV AMN—=ILLET,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: dpa-sample
spec:
configuration:
velero:

defaultPlugins:

- openshift

- azure

- gcp
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customPlugins:
- name: custom-plugin-example
image: quay.io/example-repo/custom-velero-plugin

4.3.3.3.Velero 7’5 74 v h X vt— "received EOF, stopping recv loop" % 3R 9

pa 3]
Velero 7274 Vi, Blo7OER&E LTHBAINE T, Velero BENTET 5 &, K
HLIEHEINMIIDDLLTRTLET, T/8v 707D received EOF, stopping
recvioop X v E—Jd, 574 VIRENRT L EERLET, T5—DRELL
bIFTIEHY FH A,
43.4.0ADP CHR—MINBT7—FFT I Fv—
OpenShift API for Data Protection (OADP) I&, RO7—F 7V Fv—%&HR—FLZFT,
e AMD64
o ARM64
e PPCbt4le

® s390x

a3
a OADP 120 UBED/N—Y 3 ik, ARM6A 7 —F TV Fv—%HR—KLZET,

4.3.5.IBM Power 8 £ ' IBMZ @ OADP tH7R— |k

OpenShift API for Data Protection (OADP) I 75w b 7 # —AICIKEFELEFHA. ULTDERIE. IBM
Power BL U IBMZ DA ICBEAELTWET,

OADP 1.1.0 &, IBM Power & IBMZ @75 T, OpenShift Container Platform 411 (X L TIEEICT R
FIhF L, UTOEIaVTIE, ThH6DYRTLADNY Y7y FOr— 3 VIZEY % OADP
NODTFRAMNBLUHYR—MNEHREZIRBLE T,

4351 I1BMPower 2l L~Y—4y Ny o7y O —> 3 >® OADP Y R— b

OpenShift Container Platform 411 & & U 4.12. & & U OpenShift API for Data Protection (OADP) 1.1.2
TEITINS IBMPower (&, AWSS3 /NNy /7y FOr—>3a vy -7y MIFLTEEICTA NI
Fllko TAMIFAWSSIZ =45y hDANEFENTWE LD, RedHat &, AWS S3 A DX
TONYy I Ty Fayr—3 vy —45y MIXLTEH. OpenShift Container Platform 411 & 412, &
& U OADP 112 % fEF L 7= IBM Power DT HR— ML TWE T,

4352. I BMZ%A2ERALEY—4y Ny o7y TOAr—>a>®d® OADPFRA MEYR—F

OpenShift Container Platform 411 & & U 4.12. & & U OpenShift API for Data Protection (OADP) 1.1.2
TEAIINTVWBIBMZIE, AWSS3Ny 27y 7O —>avd—5y MIHLTEEIKTA NI h
Fllko TAMIFAWSSIZ =45y hDADEFENTWE LD, RedHat (&, AWS S3 A DN
TONYy I Ty FaAyr—3 vy =45y MIXLTEH. OpenShift Container Platform 411 & 412, &
LU OADP 112 #fEA L/ IBMZDR{TEHR—MLTWET,
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4.3.5.2.1. {ibm-power-name} & T {ibm-z-name} 7’5 v b 7+ — AL %{FHT % OADP OEEHDOME
o IHEEFRT. {ibm-power-name} & U {ibm-z-name} 75 v h 7+ —AILTF O/ I B8 —

/ — R®D OpenShift 7 529 =Dy 07 v THEERIEHY 9, RE. Tho5DTIY
N7A—LDP> )L/ — K OpenShift 7 SR —EEHMENHZDIE. NFSAML—TJDH
T9., X5IT. Kopia ¥ Restic %4 & @ File System Backup (FSBYX YV v RD&HD /Ny 27 v
BLUVCETRETHR—IFINZET, RE. COMBEICHT2EREIHY ZHA,

4.3.6.0ADP 7374 v DB DEE

RDE Y2 3> Tk, OpenShift APl for Data Protection (OADP) 75 &4 >~ MBEEA DREREIC D LW TR

BALEY,

4361 =Ly RDBRWTET, A A=V AKM)—LD/RYy U Ty T Velero 7574

VTR IDBRET S

Ny Ty FTENY 9Ty TIREGF (BSL) B’ T — 9 1RE&T7 Y r—2 3> (DPA) TH 5 OADP O~

FO—Z5—DEHEHATEEINTWSIHE. DPARARICL > THAEY % oadp-<bsl_names-
<bsl_provider>-registry-secret (Z/EK I N EH A,

Ny I Ty TaEETETSHE, OpenShift Velero 7537 A YDA A =TI R RNY =Ly T v TTNRZy
DICRY RONR=Zy VTS —DNRRINET,
024-02-27T10:46:50.028951744Z time="2024-02-27T10:46:50Z" level=error msg="Error backing up
item"
backup=openshift-adp/<backup name> error="error executing custom action
(groupResource=imagestreams.image.openshift.io,

namespace=<BSL Name>, name=postgres): rpc error: code = Aborted desc = plugin panicked:
runtime error: index out of range with length 1, stack trace: goroutine 94...

43611 /1=y TS5 —%ORT B7/-HDOEE
Velero 7S94V DIRZy VT S5—%EET 5IC1E,. ROFIEEETLET,

1. AR LBSLICETRSNILEMITET,

I $ oc label BackupStoragelLocation <bsl_name> app.kubernetes.io/component=bsl|

2. BSLIZSRIVEfFIF7-1%. DPADREAZFEET,

pa 3]
, DPA BIRICEMAEEZINA S I & T, BHEHNICHEEZITIZENTEET,
3. DPA DFAZETIL, @t/ oadp-<bsl_name>-<bsl_provider>-registry-secret H{Em I L T LY

528, ELWLIYRNY)—F—IMNZZICHREINTWEBIEEHALET,

I $ oc -n openshift-adp get secret/oadp-<bsl_name>-<bs|_provider>-registry-secret -0 json | jq
-r ".data’

4.3.6.2. OpenShift ADP Controller D7 A V75— 3 ViER
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cloudstorage & restic W52 ARIC L C DPA Z5XET 4 &. openshift-adp-controller-manager
Pod 22 5vy>al, PodD 9 S5y > all—TDEITAVTF—2aVERTRRT 2 FTCEIRICER
BLEY,

velero % 7z cloudstorage IFHEE ICHMbMIA 7 1 —IL RTH B7H. ELEOLN—ARLITERTEE
_a—o

e velero & cloudstorage DM AN EZIN TV 3IHE. openshift-adp-controller-manager (£
KBLET,

e velero & cloudstorage DWW N EEHZINTUWRWES. openshift-adp-controller-
manager XL £,

ZORBEDFHEMIZ. OADP-1054 #HB L TL 23,

4.3.6.2.1. OpenShift ADP Controller D7 A > 7—< 3 VRO BLETE

DPA D& ERFIC, velero £ 7/-Id cloudstorage DWIFN A EEHET Z2HEHLHY £, DPA TEHAD
APl % EE% ¥ % &. openshift-adp-controller-managerPod 'V 5 v > 2 )l—FDE I AV F—a >
ERTERBLET,

4.4.0ADP DA VA M—IL B LVEETE

441.0ADP DA YA h—JLICDWT

95 R4 —EEHIE. OADP Operator &4 ~ XA b—JL L T. OpenShift API for Data Protection
(OADP) A YA h—JL L %4, OADP Operator (& Velero 112 4 Y 2 h—JL L £,

R

OADP 1.0.4 A%, § T OADP1.0.z/N—< 3 V&, MTC Operator DIREFFEHRE L TD
HMEATE, R¥ Y K70V Operator & LTIKFERATEE A,

Kubernetes Y Y —REREA X —I BNy O Ty TT3ITIE. ROWTNHADRANL—I 4 A T
E NIy TERELTATVIIMNANL—YDRETT,

® Amazon Web Services

® Microsoft Azure

® Google Cloud Platform

® Multicloud Object Gateway

o AWSS3EH#A T TV MR KL — (Multicloud Object Gateway., MinlO 72 &)

B4 D OADP 704 A hZ &I, B LU namespace RICEBD /Ny V7 v TA ML —Y DGR %%
ETEET,
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https://issues.redhat.com/browse/OADP-1054
https://velero.io/docs/v1.12/

FABEOADP 7SV r—a vy I 7y TEER

R

BICIEEDRWRY., "NooBaa" IdBEA 7V NAMNL—VERBTZA—TV VY —
270V x4V b%&EIE L. "Multicloud Object Gateway (MCG)" I& NooBaa M Red Hat
FTA4AN)E2— a3V EBLET,

MCG DFF#lilE. 7 7Y o —> 3 v %R L T Multicloud Object Gateway IC7 7R
2 ZBRLTLEI,

BF

ATV MZAMNL—=UONNTy MER% BEI{E T % CloudStorage APl (E. 77 /O
V—TLEa—#EDHTT, T/ OV —FL E1—#EElL. RedHat E@HR—b
DY —EZXLRIVT ) =XV N (SLA) DFRATHY ., BEMNICKETIERVWIGED
HYFEF, RedHat ld, ERERIETINLEZFERTZIEAHELTVWERA, 77
/AY—7LEa—#EiE. SFORSEEEVSRIRML T, BRERE THEEDT
ARETVWI A =Ry JERELTWARCIEEZEMELTVWET,

RedHat D54 /Oy —7 L Eax1—#eEDyR— NEICRET 283FMIE. 77/ 00—
T E1—#EDYR— MNEFE #S8RB LTI,

pa )

CloudStorage API I&. CloudStorage # 7> =/ ha{ERALTH Y. OADP T
CloudStorage API % {§F§ L T BackupStorageLocation & L TEFE T 5 S3 /X7 v M &
BHEMICERT 27077 /0 —FLE1—HEETT,

CloudStorage API (&, BEF® S3 /3w b %157 L T BackupStorageLocation #+ 7

VI MNEFEFRTEIEEYR—MLTVWET, |BAE. S3/\T vy b EBEIRICER
¥ % CloudStorage APl (. AWSS3 A ML —JICHLTDAHEMTT,

2FvFoay NERE T 7AWV RTLNY Ty 7T (FSB) 2ERL T, kiEARY 2—L4 (PV) %
Ny o7y TTEET,

2Ty Toay NEFRLTPVENY VT Y TTBIE. XM T4 TRy Foay bAPIFEE
Container Storage Interface (CSI) 2+ v 7Y a3y hOWThOEHYR—KT25050 KOS 5 —
CROWETNOIDY S0 RTANA T—RE) BBRETT,

® Amazon Web Services

® Microsoft Azure

® Google Cloud Platform

® OpenShift Data Foundation 2EM CSI R+ vy F¥av bHIGI TV R7O/NA 5 —

R

OCPANLIBETCSINy 7y THERT 35813, OADP1LIx%EA VYA M—=JLLZ
EP

OADP1.0x I&. OCPANLETD CSINy Ty THEHR—MNLTWEHA, OADP
1.0x ICIE Velero1.7.x BEFENTE Y., OCPANLRBRICIEIFEELRWAPI ZIL—T
snapshot.storage.k8s.io/vibetal "L ETT,
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https://access.redhat.com/support/offerings/techpreview/
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S RFANA T =R Fy T3y MaHR—MLTWARWEES, FLEAMNL—UDNFS TH
BBEEIE. ATV MNAMNL—=VED TJ7AIVV AT LINY DTy FICLDT7 TV r—23 DNy
97w 7 Kopia £/clE Restic #ERALCTF7 U —>avanNv I 7y TTEET,

T 74 hD Secret Z4ER L. JRIZ. Data Protection Application 24 Y 2 k—JL L £,

4411 AWSS3 HE# DNy 7y FAML—I AN, F—

OADP I, IEIFEMRNY I Ty THBLVRFTy T ay NEETHERATEZZHOA TP/ MR b
L= 7ang §—cBEHBERHY ET, W DODDAF TPV MZAML—Y ORI S —ERL2ICY
R=RFINTVETH, WKODRYPR—FINTVWRVWEDODEIET 22 &b >TEY., —8RIC
IEERDOFIRLH Y T

441NN Y R—PFINTWBNRY I Ty TRANL—I O/, 5 —

ROAWSSIE#A TSIV MA ML —=2FANA =, Ny IO TF7yvTRANL—YDIFME LTHER
TBHDIC. AWS TS T4V ENLTOADP ICE > TREBICHR—FIhTWET,

e MinlO
® Multicloud Object Gateway (MCG)
® Amazon Web Services (AWS) S3

)z 6

ROEA TS MAKML = 7ANA =g R—KhEINhTEY, BWED Velero &
TV RNRANTTISTAUDHYET,

® Google Cloud Platform (GCP)

® Microsoft Azure

44112 Y R—bXhTWLRWARYy I TPy TR ML= 7O 45—
MROAMWSSIEMA TV MAML—=oTANA T =&, Nv I Ty TRAMNL—IUDGRRE LTHER
TB7HIC. AWS TS5 T4 %N LT Velero EEHET B EDHMONTVETA, HR—FIITH
57, RedHat IC&>TTFARINTWEHA,

e |BM Cloud

® Oracle Cloud

® DigitalOcean

® NooBaa (Multicloud Object Gateway (MCG) 2R L THA Y A h—ILINTVARWEE

® Tencent Cloud

® Ceph RADOS V12.2.7

® Quobyte

® Cloudian HyperStore
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pa 3

BICIEEDRWRY., "NooBaa" IdBEA 7V NAMNL—VERBTZA—TV VY —
270V x4V b%&EIE L. "Multicloud Object Gateway (MCG)" I& NooBaa M Red Hat
FTA4AN)E2a— a3 EBLET,

MCG DFF#lilE. 7 7Y 4o —> 3 v %R L T Multicloud Object Gateway IC7 7R
2 EBRLTEIN,

4.4013. BEAOHIRYEH BNy 97y FRA ML —ITO1R( §—

RDOAMNSSIE#A TV MNAMNL—UT7ONA 5 —F, REIN-HEEtY NEEAT-AWS TS5
T4 %N LT Velero EEET B ENONTVWET,

o Swift-Nw I Ty TRANL—VDONY I TYyTRANL—VUBRELTHERTEZIN, 774
WY RTFLAR=ZADKRY) 2a—LNNY 9Ty THELCETICDWTIE Restic E HfMELH Y T
Ao

4.4.1.2. OpenShift Data Foundation CREE&IB % 1T 5 /=8 ® Multicloud Object Gateway
(MCG) &&

OpenShift Data Foundation .£®M MCG /34 v h BackupStorageLocation (CV S R4 —ZA ML —T %
FRT2581F. MCCEALA TV I MNAMNFPELTERELET,

DIk

==
[=]

MCG ZHAEMA T2V hAMTELTRELRWGEE, Ny o7y THRATE

BRERBOEMLHY 9,

MCG DFF#lilE. 7 7Y s —> 3 v % L T Multicloud Object Gateway IC7 7R

AL

BFICIEEDRWRY., "NooBaa" IdBEA 7V NAMNL—VERBTZA—TV Y —

i 270V x4V b%&EIE L. "Multicloud Object Gateway (MCG)" I& NooBaa M Red Hat

FTA4AN)E2— a3 EBLET,
2 ZBRLTLEI,

FIR

o NATYY RFLREILFIZITVRDRAML—T) Y —ZDEMN DFRBAICHEK> T, MCG =4
BATIT IV MAMTPELTRELET,

RS R

o Velero R¥axXy Oy I Ty TERFTyToay hOyr—ravolE

4.41.3. OADP BHiF ¥+ RILICDWT
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https://access.redhat.com/documentation/ja-jp/red_hat_openshift_data_foundation/4.13/html-single/managing_hybrid_and_multicloud_resources/index#accessing-the-multicloud-object-gateway-with-your-applications_rhodf
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OADP Operatorz1 VAPM—ILT LTI, BEIFVYRIV ZEIRLI T, CDF V¥ RIVICKY,
OADP Operator & Velero DEE LD T Y 7L — R&EZITERBZMNREFVET, WOTEF v R
HEUYEBZ B ENTEET,

ROBEHF v R EFMEATEET,

e stable 7 v RIVIFIEHBEIC/ARY £ L/, stable F v xJLICIE. oadp.vi.l.z & & U oadp.vi.0.z
DHEW/A—T 3 FHO OADP ClusterServiceVersion D /Xy F (z-stream B#T) B2 Fh TV
7,

e stable-1.0 ¥+ R*JLICIE oadp.v1.0.z. OADP 1.0 ClusterServiceVersion S Fh TWE 7,

e stable-11F v xJLICIE oadp.vl.1.z. &#7D OADP 1.1 ClusterServiceVersion & Fh TW &
ER

e stable-1.2 F + xJLIZIE, &=#FD OADP 1.2 ClusterServiceVersion @ oadp.vi.2.z & FN T
WET,

e stable-1.3 F+ R*JLICId oadp.v1.3.z. OADP 1.3 ClusterServiceVersion S FZ N TWVWE T,
BULREHRF v RILIEENRTTH?

e stable F v RIVIFFEHREICAY F Lz, TTICRERF ¥y RIVEFRAL TWSIBEI. Bl
F.oadp.v11zHLEHZMELFT,

e OADPly 4 YA M—JL T % stable-1y B#FF v+ XILZZFR L. ZTD/N\y F%Z5| i T ITE
YEFT, COF v RIVERIRTDE, N—2 32V 1lyzDFTRTD z-stream /Ny F A Z(FEY
F9,

WOBEHF vy RV ENYEIDZRELNHY TTH?

e OADPLly B’ YA h—ILINTWT, ZOD y-stream D/NY FDH%EFZIFEY W HFE
I&. stable B F v RILH S stable-1y B F v RIVICIY BZZBENHY FT, TODIE.
N—=23 2 1lyzDFTRTD z-stream /Ny FEZIFTEY £,

e OADPIOAA VA R—ILINTWT, OADP1IIZT Y T4 L —RLE=WES. OADP 1.1 MDH
DNy FaZIFEBICIE, stable-1.0 B F v RILH S stable-11 EHFF v+ RILICIVEZ S
MEINHY FT, TDHE., N—IU 3 11zDFTRTOD z-stream /Ny FAEZ(FEY £,

e OADPLy DA VA KR—ILINTWVWT, yHOLYKEL, OADPI1OICEIY EZ 2HBE I,
OADP Operator & ZVA YA b—JL LTH 5, stable-1.0 BEFHF v RILAFRALTHA VR
N—=ILT2RELAHYET, TDE., N—23210zDFTRTD z-stream /Ny F&=Z(TEY
9,

pa 3

BHF v+ RILELNYEZ T, OADPLy 5 OADP1OICEIUE A B Z &IEFTEEHA,
Operator 27 VA VAR —=ILLTHLEBA VA MN—ILTE2REELHY XY,

4.41.4. 8D namespace ~D OADP DA Y A b—JL

OpenShift API for Data Protection (OADP) Z[R U9 5 XA 4 — EDEH D namespace IC4 Y A M—ILT
& BEOTOV ) NBEDMMED OADP A Y RY VR EBEBTEZLIILRYET, 2D
A—RT—RlE, 774NV RT LNy 2T v S (FSB) & Container Storage Interface (CSI) M L
THRIESNhTWET,
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FABEOADP 7SV r—a vy I 7y TEER

AEILEFNDTIY NI A—LTEDFIETEHEINTWLWS OADP DEA VRAY VA%, LLTDE
mEBHEEEEHEICA VAN —=ILLET,

¢ ALISRI—ELEDTRTDOADP F7AA AV ME, ABLN=Y a3y 11472E) THIBE
PHYEST, ALV TR —ILERZN—TaVDOADPAA VA M—=ILT B &Y R—
PEhTuwEtA.

e OADP DfE4 D7 704 X MliE, —BEOREBHREY h&—ED
BackupStorageLocation SR EHNVHETY, AL namespace AT, #HED
BackupStorageLocation R E%= AT 5 &ETEET,

o FI7AI KT, & OADP F7FOA X KMII& namespace 2R TI S RAI—LRILDT 7+
AMEMNH Y £9, OpenShift Container Platform EXEE L, E¥2 Y71 —B LUV RBACKTE
EERRCHRL, BRELEEEMAT, £ OADP A1 YRV RICIEELWERDH 2 T & %5
RITDIMENDHY X,

B EfE R

o VSRY—HY—ERN=U3Y

4415 NEL=T—YICEH T VeleroCPUB LU X EYY —DEH
LITOHWREIRIX, RAT—ILBLUONRTF+—TVADSHARTERE LENT7A—TVRICEIVWTWVWE

To NI TYvTHEIVETVY—RIFE, TSTADIAT, ZTDNY I Ty TERIZETICHER
Y —ZADE, ZDYY—RICEETZKER) 2—L (PV) IKLEENET—IDEELEZITET,

44151 BEICKHERCPUEAEY —

REYM1 T M EBFEHE [2] KEHFF resourceTimeouts
csl Velero: Velero: B Y

CPU-UJ TR} CPU-UJ TR}

200m. filFR 1000m 200m. fHIFR 2000m

XEY—-YIJITRA I XEY—-YJITRX I

256 Mi, lFR 1024 Mi 256 Mi, PR 2048 Mi
Restic [31Restic: [4) Restic: 900m

CPU-J TR} CPU-J TR}

1000m, #lIFR 2000m 2000m., filBRE 8000m

XEY—-YJITX I XEY—-YJITX I
16 Gi. #I[R 32 Gi 16 Gi. IR 40 Gi

[5] Data Mover gi%t’: lJ gi%t’: lJ 10m - :Fi,;]ﬁﬁﬁi

60m - KE AR

L FHERE-FEACDRRTTIORELZERALEY,

2. REEAE - KR&ER PV (#/HE 500 GB). B ® namespace (100 LAE), FE12D
namespace ICZ#(®D Pod (2000 Pod A L) A% 274 E L THRAENMKE K AZHRRATTIE. K
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RBELRT =9y NEBUBEDN\Y I Ty TERTTREBRN T A -V RERRT 57D
I COREZFEALET,

3. Restic )V —ZADFERHEIE. T—YDEET—F91 TII/BLET, L& ZFHONX
BI7AIWNPRKEDT—IDHB5E1E. Restic " KED) Y —R&FRATZEEELHY F
T, VeleroD RFa XV MNTlE, BEINALET 74N METHZ500m E2SBLTVWE T,
FEAEDTAMTIEY 2R M200m, HIFR 1000 m »@EYITLA, VeleroD KFa X2 b
ICREHINTWREBY, ERACPUEXAEY) —EFEHEZEIF. REDHIRICMAT, 774I/LE
F4LIMN)—DOBEITEKELFT,

4, CPUAEYT E, Ny o7y TEETORBEEKBICERETEET,
5. Data Mover - Data Mover @5 7 # JL b @ resourceTimeout (10 m T9 ., T A MNTlE, KIFE

72 PV (@& 500 GB) #7185t 9 % ICIk. resourceTimeout & 60m ICIEP T HENH B Z &
by FL7,

R

IOAA REEICEHINTWSE )Y - 24, FHNREREBICREINTVE
¥, REILHERT2EEIE. LOROHRBICKE > THREZHEL TLLIW,

4.415.2. KEFHD=HD NodeAgent CPU

T A M D#ER. NodeAgent CPU %#1EX 9 &, OpenShift API for Data Protection (OADP) Z {3 %
RO/ 0Ty TEBTOBENKIBICEEINS Z &b F Lk,

BF

Kopia &) vV — 2 A2 EIBIIICHE T 572, ERERETCERB T —/O0—FEETL
TW3 ./ — RKTKopia #HlIRA<EAT B EIFHEINFZEA, 7272 L. Kopia &%
119 2FEDHRMET EDE. CPUDTHIRI N, Ny o7y FEB/TMES QY T,
TANDKER, 2007 & 32Gi XE') —T Kopia 21T L7FE. 100GBEDT—
4. EHD namespace. F7zILE— namespace M 2000 D Pod DNy 7w S &
BRBEIYR—NINZZEPHBELE L,

TARTIE, 5D Y —XEERTIE CPU DFIRP X ) —DREMIIMEINIEATL L,

Zh 5 DHFIBR% Ceph MDS Pod ICERET % ICId. rook-ceph Pod D CPU B LU AEY —1) YV —2ADZE
B CREINLEFIRICE > TSI W,

FIRERET ZICE. ANL—Y IS RAI—DARY L)Y —R (CR)IRDITZBINT Z2HELHY
i’a—o

resources:
mds:

limits:
cpu: "3"
memory: 128Gi

requests:
cpu: "3"
memory: 8Gi

4.4.2. OADP Operator 1 ~ A h—JL
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BAZEOADP 7 IV r—>avonRy Y7y TEER
Operator Lifecycle Manager (OLM) % {#f L T. OpenShift Container Platform 4.13 {Z OpenShift API
for Data Protection (OADP) A XL —4% —% A4 VA M=)V TE XY,

OADP Operator & Velero 112 =4 Y A =)L L T,

AR
e cluster-admin ¥R =HF>1—H¥—-—& L TAJV1 L TW5,

FIR

1. OpenShift Container Platform Web 1> —JL T, Operators » OperatorHub #2 ') v 7 L
xY,

2. Filter by keyword 7 1 —JL K% {&EMH L T. OADP Operator 21 8&E L £ 7,
3. OADP Operator 3R L. Install 2" v 7 LE T,
4. Install %) w2 LT, openshift-adp 7O =% MZ Operator 514 YA h—ILLZE T,

5. Operators - Installed Operators #2 1) v 7 LT, A VA =L ZHERLZEXT,

4.4.2.1. OADP-Velero-OpenShift Container Platform /X\—< 3 > DB

OADP O/X—Ta Y Velero D/X— 3> OpenShift Container Platform

NnN—3a3v

11.0 1.9 4.9 LI
111 1.9 4.9 LI
11.2 1.9 4.9 LI
113 1.9 4.9 LI
114 1.9 4.9 LI
115 1.9 4.9 LI
11.6 1.9 4.1 LABE
11.7 1.9 4.1 LABE
12.0 m 4.1 LABE
121 m 4.1 LABE
12.2 m 4.1 LABE
123 m 4.1 LABE
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https://velero.io/docs/v1.9]/
https://velero.io/docs/v1.9]/
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OADP O/X—Ta > Velero D/X— 3> OpenShift Container Platform

NnN—3Y

1.3.0 112 412 LA

4.4.3. Amazon Web Services % {#F L 7= OpenShift API for Data Protection D& E

OADP Operator 4 ¥ A h—JL ¢ % Z & T. Amazon Web Services (AWS) % & L T OpenShift API
for Data Protection (OADP) Z#4 Y XA h—JL L X ¥, Operator (& Velero1l12 Z4 VA —ILLZET,

pa )

OADP 1.0.4 A%, § T OADP1.0.z/N—< 3 V&, MTC Operator DIREFFEAHRE L TD
HMEATE, R¥ Y K70V Operator & LTIKFERATEE A,

ol

Velero MIFIC AWS Z3E L. T 7 #JL b ®D Secret Z{ER L. JRIC. Data Protection Application % A
YA ML LET, FEMIE. OADP Operator DA Y Z h—JL BB LTI W,

FRIN/xy M7 —JIRIEIC OADP Operator &4 Y A h—JLE 2ICIE. T 7 4ILMD

Operator Hub ¥V — X & #4#hIC LT, Operator 9 O %2 3I5—Y V73T 20EBENHY £9, Fif
X, ®xv b7 —2HHIR I N/<EE T®D Operator Lifecycle Manager DfFf S8 L T XL,

4.4.3.1. Amazon Web Services D& 7E

OpenShift API for Data Protection (OADP) A IZ Amazon Web Services (AWS) Z5%E L £ 9,

AR

o AWSCLINM YR M—ILINhTWBI &,
FIa
.. BUCKET Z# %= EL XY,
I $ BUCKET=<your_bucket>
2. REGIONZE# %= EL XY,
I $ REGION=<your_region>
3. AWSS3 NIy MafER L E T,

$ aws s3api create-bucket \
--bucket $BUCKET \
--region $REGION \
--create-bucket-configuration LocationConstraint=$REGION ﬂ

Q us-east-1 (I LocationConstraint #H7R— K L TWEH A, HBEFLVOHIEH us-east-1
DIiGE L. --create-bucket-configuration LocationConstraint=$REGION % &#& L T <
72T,
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.13/html-single/operators/#olm-restricted-networks
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html

4. IAM2—H—%ERLZET,

I $ aws iam create-user --user-name velero ﬂ

BABEOADP 7 IV r—>avony 97y TEER

ﬂ Velero A L THEED S3NT vy hEFOBBD I SR9—2Rv 0T v T¥358
. V2R —ZEIL—RBDA—H—ZZFHLFTT,

5. velero-policy.json 7 7 1 L &AERR L £ 7,

$ cat > velero-policy.json <<EOF
{
"Version": "2012-10-17",
"Statement”: |
{

"Effect": "Allow",

"Action™: [
"ec2:DescribeVolumes",
"ec2:DescribeSnapshots”,
"ec2:CreateTags",
"ec2:CreateVolume",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot”

1,

"Resource": "*"

"Effect": "Allow",

"Action™: [
"s3:GetObject",
"s3:DeleteObject",
"s3:PutObject",
"s3:AbortMultipartUpload”,
"s3:ListMultipartUploadParts"

1,

"Resource™: [
"arn:aws:s3:::${BUCKET}/*"

]

"Effect": "Allow",
"Action™: [
"s3:ListBucket",
"s3:GetBucketLocation",
"s3:ListBucketMultipartUploads"
1,
"Resource": [
"arn:aws:s3::${BUCKET}"
]
}
]
}
EOF

6. R)Y—%&HRKF LT, velero 1 —H—ICLER/

ROERZME L XY,
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$ aws iam put-user-policy \
--user-name velero \
--policy-name velero \
--policy-document file://velero-policy.json

7. velero 1—H4—D7 7 AFX—% KL ZE T,

I $ aws iam create-access-key --user-name velero

H A B

{

"AccessKey": {
"UserName": "velero",
"Status": "Active",
"CreateDate": "2017-07-31T722:24:41.576Z",
"SecretAccessKey": <AWS_SECRET_ACCESS_KEY>,
"AccessKeyld": <AWS_ACCESS_KEY_ID>

}

}

8. credentials-velero 7 7 1 L&A {ER L £,

$ cat << EOF > ./credentials-velero

[default]

aws_access_key_id=<AWS_ACCESS_KEY_ID>
aws_secret_access_key=<AWS_SECRET_ACCESS_KEY>
EOF

Data Protection Application =4 >~ X k—JL 9 3 HiIC. credentials-velero 7 7 1 L= {ERA L T
AWS @ Secret 7 72 U M EERRL £,

4432. Ny Y97y TEELVCRFT YT ay bOFA. BOTIKEDY—I Ly MIDOWT

DataProtectionApplication 1249 L)Y —RX (CR) T, Nv I 7 v TELVR Ty T ay bhDif
. BRONICEDY—I Ly bEIBELET,

RNy 97y TOEFR
Multicloud Object Gateway £ 7l MinlO R ED AWSS3 HEMA TV VO MAKMNL—V %, RNy I Ty
TOHBAE LTERELE T,

Velero l&, # 7YV MNAML—=—VDT7—H4T 7 74)LbE LT, OpenShift Container Platform ')
Y —2R, Kubernetes # 7Yz b, BLUHIA XA =NV I Ty FLET,

Aty ay MOB

PZ9RTAONA T —DRAT 1 TRFv T3y MAPI A FER L TKGER) 2 —LE2Xv 0Ty Td
3BE. VSO RTANA Y =% F v T ay NOBRMELTERETIHRELGHY ET,

Container Storage Interface (CSI) 2+ v 7> a v N&FEAT 2HBE. CSI KSAN—%FH T 57D
IC VolumeSnapshotClass CR #E§ 27, RF v T ay NOGFiEEET IHEEHY FH
/‘-IQ

T7AWIRT LNy YTy T (FSB) AT 256, FSBAF TV MAMNL—YEIZT 7M1
VRTLENY DT TEDH, ATy Toay NOBFMERET Z2LEEEHY FHA.

48



FABEOADP 7SV r—a vy I 7y TEER

=Ly b
Ny Ty TERFTyToay NOFRHAB CRIIBEREFHAT 254, LI Ty T3y DG
DN ELRWEEIE. T 740 MO Secret Z{ER L X7,

NPTy TERFy T ay NOBRTERZRIIEREERT 35E1E. RO2DD secret 7
D MNEERLET,

e DataProtectionApplication CR TIEE T 5. \v V7 v TDHBFIADH X4 L Secret.

e DataProtectionApplication CR TSRIhA\W, R+ v o ay NOFFRADT 7 +J)L b
Secret,

HE

Data Protection Application ICI&. 77 #JL b ® Secret " HETT, R LAWVE, 1
V7\ I\_)l/tigiﬂ& L/ i‘a—o

AVRAN=IVRIZNY Ty TERIFZRFTYy Toay NOBFRAEIEE LK BRVWES
&, ZZD credentials-velero 7 7 1 L EFEB L TT 7 # )L D Secret #{ElTX X9,

4.43.21. 77 #JU bk Secret DYERK

Ny g7y TERFTyToay NOFRHAB CRIIBEREFHAT 254, LI Ty T3y DG
DB WEEIE. T 740 MO Secret Z{ER L X7,

Secret @5 7 # )L b &% cloud-credentials T9,

pa )

DataProtectionApplication 1 2% &) Y — X (CR) IZI&T 7 # )L b D Secret HNUHET
o FERLABRVWE, 1 VA M—ILIEKRBLET, Ny 27 v TDHFRD Secret DEZHIH
BEINTULWARWEEIR, T74IMNOEZRINMERINET,

141> R I\_)bﬁ#‘:/( Vi 9 T 7°®i7m_ﬁﬁo)nm\uIE|‘$$E7§:1§iFH L/t!s\:\i% («Et 0)
credentials-velero 7 7 1 LA FRA L TTF 7 # )L N &R T Secret 2{EFXTCX X9,

BiRRH
o FTVUIHRANL—VEITYIRRNL—URH2BIBAE. FUBHEREFERT 2 HEHN
HYET,

o VeleroDA TV MNAKNL—VBERETINELHYFT,

o FT7Y 1Y MAIL—YHD credentials-velero 7 7 1 L Z B RHA THER T 2B ENH Y
i’a—o

FIE
e F7#)LNET Secret ZFK L F7,

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

Secret (&, Data Protection Application 24 > X h—JL ¢ % & ¥ (C. DataProtectionApplication CR
® spec.backupLocations.credential 70 v 7 TSR INZE T,
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44322 R ZRIABHROTOT7 7 1 WDVERK

Ny G TyTERFyToay NOFMTELDRIEREERT 55513, credentials-velero 7 7
AILICEROZTa 7 74 ILEERLE T,

JRIC, Secret# 7Y U MN%4{EE L. DataProtectionApplication 7124 L)Y —X (CR)TFO7 7
1IVEEELEY,

FIR

LROBIDELDIC, N o Ty TERFYyToay NOBRICZD7TO7 74 ILEHD
credentials-velero 7 7 1 )L &= {ER L £,

[backupStorage]
aws_access_key_id=<AWS_ACCESS_KEY_ID>
aws_secret_access_key=<AWS_SECRET_ACCESS_KEY>

[volumeSnapshot]
aws_access_key_id=<AWS_ACCESS_KEY_ID>
aws_secret_access_key=<AWS_SECRET_ACCESS_KEY>

2. credentials-velero 7 7 1 L= {ER L T Secret £ 7 =V M5 {ERR L £,

$ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

3. ROBID L SIZ. AT 74 L% DataProtectionApplication CR IZEML £,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

backupLocations:
- name: default
velero:

provider: aws

default: true

objectStorage:
bucket: <bucket_name>
prefix: <prefix>

config:
region: us-east-1
profile: "backupStorage"

credential:
key: cloud
name: cloud-credentials

snapshotLocations:
- velero:

provider: aws

config:
region: us-west-2
profile: "volumeSnapshot"
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4.4.3.3. Data Protection Application D&%

Velero ) YV —2DE|Y B TARET 5H., HEER CAFIBAZABFWIC L T, Data Protection
Application Z5ZETE XY,

4.43.31.Velero® CPU EXEY—DYY—REY Y THE

DataProtectionApplication 1 X4 L)Y —R (CR)¥Y =7 A M %#E&E L T. Velero Pod ® CPU &
FUXEN—YY—RDEIYHTEBRELET,

AR

® OpenShift API for Data Protection (OADP) Operator B Y A h—JILINTWBHELAH Y F
ER

FIR

o RDFID &L S IZ. DataProtectionApplication CRY =7 = X h®D
spec.configuration.velero.podConfig.ResourceAllocations 7O v 7 DIE%REL T,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

configuration:
velero:
podConfig:
nodeSelector: <node selector> ﬂ

resourceAllocations: g
limits:
cpu: "1"
memory: 1024Mi
requests:
cpu: 200m
memory: 256Mi

mVeIero podSpec ICIRtEIhZ / —REL /9 —%BELZET,

Q 1) 2 XN TW3 resourceAllocations (3. FHEFAHETT,

pa )

Kopia I& OADP 1.3 LABED ) ) — A TEIRTE XY, Kopiald 7 7 A II AT LDINY
Ty FIERATEZEY, HAHIAHD Data Mover % HF 9 % Data Mover DA &,
Kopia D"ME— DERERICAY X7,

Kopia I& Restic £ Y £ E< DY) YV —R%ZHET 27O, TNICIHLTCPUEXE) —D
EHAFAELRTNIERSRVWEESHY T,

4.43.3.2. ECE# CAGIHRZ DAL
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certificate signed by unknown authority T > — %[5 <7c®(C, DataProtectionApplication 1 X ¥ A
J)Y—R(CRINZTJTAMNEREL T, 77V MAMNL—YVDOBECER CAIIREZEMICT S
WHWELHY XY,

AR

® OpenShift API for Data Protection (OADP) Operator B Y A h—JILINTWBHELAH Y F
ER

FIR

e DataProtectionApplicationCR~¥ =7 = X b D
spec.backupLocations.velero.objectStorage.caCert /X5 X —% — &
spec.backupLocations.velero.config /X5 X —4% —%&iR&EL £ 7,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"

ﬂ Base64 TI Y O— RI N/ CASIBAEXFIAEBEL X,
9 insecureSkipTLSVerify %7€ (L. "true" X 7-|d "false” DWIFNMIERETE X

T, "true" ICERET B &, SSL/TLS X2 U 74 —HERICARY 9, "false" ICERET
&, SSL/TLS EFa ) 74 —DEMICAY £,

4.43.321. VeleroF7OA4 XY NADITA Y PR LT velero A¥ > KT CAGIAE A FHT S

VeleroCLIDITA ) PR&=EMT B ET, AT ALICO—HAIVICA VA M—JLETIC Velero CLI & 1{&
HATE%d,

AR

e cluster-admin O0—)L % D1 —%—& L T OpenShift Container Platform 2 5 X4 —icO 4
1L TW3%,

e OpenShift CLI (oc) B4 Y 2 h—ILI N T W3,

. T4 ) 7R L7z Velero A Y REFERAT BICIE. ROOAT Y REETLET,
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I $ alias velero='oc -n openshift-adp exec deployment/velero -c velero -it -- ./velero'

2. ROARV RZRTFTLT, TAVT7ADKELTWS I EZ2HAB LIS,

B

$ velero version

Client:

Version: v1.12.1-OADP
Git commit: -

Server:

Version: v1.12.1-OADP

3 ZOIXYY RTCAGIAELZMEMAYT 21T, ROIAY Y FERITL TEEBAE % Velero 77
A4 XY MOBMTEXY,

$ CA_CERT=$%(oc -n openshift-adp get dataprotectionapplications.oadp.openshift.io
<dpa-name> -0 jsonpath="{.spec.backupLocations[0].velero.objectStorage.caCert}')

$[[-n $CA_CERT ]] && echo "$CA_CERT" | base64 -d | oc exec -n openshift-adp -i

deploy/velero -c velero -- bash -c "cat > /tmp/your-cacert.txt" || echo "DPA BSL has no
caCert"

$ velero -n openshift-adp describe backup <backup-name> --details --cacert /tmp/your-
cacert.txt

4. Velero Pod B"FBiEEI Y % &. /tmpl/your-cacert.ixt 7 7 1 LASHEI N E T, TDRD.
BOFIEDIY > K%EBEITL T /tmp/your-cacert.txt 7 7 1 L= BIERT 2HELNH Y
i -a—o

5 RDAX Y RAEEITYT 5 E. tmplyour-cacert.ixt 7 7 1 LA REFELZIBRICT 71 IV E
REETINEINEZHRTEET,

$ oc exec -n openshift-adp -i deploy/velero -c velero -- bash -c¢ "Is /tmp/your-cacert.txt"
/tmp/your-cacert.ixt

OpenShift API for Data Protection (OADP) 5D ') Y —ZXTldk, TOFIBNAEICAS &£ D ICFERA
£% VeleroPod IC¥ O Y N T BFETT,

4.4.3.4. Data Protection Application 1.2 LRID A ~ X k—JL

DataProtectionApplication APl D1 >~ X% » X% {ER L T. Data Protection Application (DPA) % 1
y Z I\ _)l/ L/ i _a—o

FIE=S 0
e OADP Operator 24 YA M=V 2EHLH 5,
o FTTVIIRANL—VENYITYTHAELTHRET D2LENH 5,
e 2Fv T ay NaERLTPVENY I T Y TT2HBE. V59 RTONMT—FRM4T4

TR+ w T 3w b APl 71 Container Storage Interface (CSI) 2+ v 7> av howdh
N R—NTI2RENDH D,
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54

Ny gFyTERFTyToay NOFRCTREILRIIBREAFHAT 258K, T 74/ D&
T# % cloud-credentials % {#F L T Secret Z{E T 2 ELH %,

Ny YTy TERFyToay NOBRCTEARZRIIEREFRT 25514, 77#WF%T
# % cloud-credentials = {# /A L T Secret #EfX 3§ 2 MELAHYFT., ChillE, Ny o7
TERFTy TV ay NOBROBIIBRBAOENO IO 74 ILHAEEFNET,

KTXZEd, 774/ bD Secret B*WIFEE. 41 VA M—=JLITKRBLZF T,

pa )

Velero I&. OADP namespace I velero-repo-credentials & L\ D ZREID S — &
Ly NEERLES, Chilld, 774N MDYy I Ty FTYRI MY —RR
T—RKEEFENFET, NI Ty TYVRIMN)—ER/RELEKANMDNY I T Y
THEEITTDHEIC, base64 E LTIV A—RINEHMBED/NRRT— RAFEA
LTY—2Ly h2EHTETEY, BT %+ —DIEIF Data[repository-
password] T9,

DPA Z/ER L7ctk. Nw Ty TYVRIN)—AR{RELIENY I T Y T4
HTEITT B EXIT, Velero & —2 L v b A velero-repo-credentials M/
DTy T)VRINY)—%ERLET, ZhIliE, 774 MDRRT—RFELE
BEMATNRRT—RDEENES, ROV IT Yy TOHICZ—I Ly b
IRAT—REBEHFT S &, H LW IRT— KA velero-repo-credentials M/ 2
e J—RE—BLARLCARY, Velero lFEWAY I 7y FIEGTERARYE

vy ¥,

yz -1o)
' AVRAN=IVRIINY 9Ty TERLIFIRFYy Toay NOBRRAEIEELALL AW
mEald. 22D credentials-velero 7 7 1 LA {FERH L TT 7 # )L b D Secret % {F
O
X
DA
iﬂﬁ'
KR
(X
ok
R
KR
A
iﬂﬁ'
SR
DA
iﬂﬁ'
KR
(X
N

Operators — Installed Operators =% ') v 2 L T. OADP Operator ZZER L X7,

Provided APIs T, DataProtectionApplication 7R 7 XD Create instance* 7 ') v 7 L &
E

3. YAML View =% ') v - L T, DataProtectionApplication YT =7 T XA hD/INT XA —4 —%FF

L/i-a—o

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
- openshift
- aws
resourceTimeout: 10m g
restic:
enable: true 6
podConfig:
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nodeSelector: <node_selector> ﬂ
backupLocations:
- name: default
velero:

provider: aws

default: true

objectStorage:
bucket: <bucket_name> 9
prefix: <prefix>

config:
region: <region>
profile: "default”

credential:
key: cloud
name: cloud-credentials ﬂ

snapshotLocations: G
- velero:

provider: aws

config:
region: <region> g
profile: "default”

openshift 7> 71 VIZHEATT,
Velero CRD DA A, volumeSnapshot DHIBR., /Ny J 7w FYRY M) —DaET MR

E.AALTIMNDRETZETICERD Velero ) YV — R A& FH T 2 A2 D HEA TIE
ELFT, 774 MEI1IOMTT,

®9

Restic 1 Y A M—ILEEMICT 21FEI1E. TDE% false ICTFEREL £§, Restic T —F
vy bEFFOA4 LET, TNk, ResticPod B"&EE/ —RKRTEITLTWR I E%EE
BkL&E9d, OADP/N—T 3> 12 LIETIE. spec.defaultVolumesToFsBackup: true %
Backup CRICEBINT 5 Z & T, /Ny 2 7w FHIC Restic A58 ETX £ 9, OADP /N—

2 3> 11 Tl spec.defaultVolumesToRestic: true % Backup CRIZEEMML 9,

o

Restic #{FATE 3/ —REIBELZET, T 74/ MTIE, ResticldgRTD/—KRT=E
TINFET,

Ny Ty TORESBHARELTNNY Yy MEIBELE T, N7y D VeleroX\y 2Ty T
ERHDNT Yy NTRWGEIX, BERAIEET I IVELrHYET,

Ny MO EBOENTHERINDIHZEIE. Velero/NXy I 7y TOEBEHEZRELET
(f51: velero),

ER L7 Secret £ 7 U FDARIZIBELET T, COEEEBELRWVGEIX. 774
)L K& D cloud-credentials "MERINFE T, hRYLZEIRETDE. Ny I Ty TD
BATICAHR Y LEDFERINE T,

CSIZRFvTYay hE/E Restic 2EALTPVENY V7Y TT2HEERE. X
FyvToay NOBARERELET,

@ O o ® 9

@ 2FvFoay NOBEFRIE, PVERULYY =2 a VICHBIBENHY T,

4. Create=7 ')y I LZXY,
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4.43.41. 14 A M—ILDOREE

1. RO ¥ R%&%47 L T OpenShift API for Data Protection (OADP) ) VYV —R2 & FRR L. 1V
AN=ILEWRIELE T,

I $ oc get all -n openshift-adp

HhH
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2  Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE
service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

2. RDOA< > K%A%EFTL T, DataProtectionApplication (DPA) MR I N TWE I & &R L
x7,

I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'
5

{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile
complete”,"reason":"Complete","status":"True","type":"Reconciled"}]}

3. type »* Reconciled ICEREINTWB I &=L E T,

4, ROAX Y RERITLT, Ny o7y TOREFHRZHESE L. PHASE 7° Available TH 3% Z &
EHRELET,

I $ oc get backupStoragelLocation -n openshift-adp

H A B
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NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3d16h true

5. PHASE 7' Available THh 3 Z & &R L F T,

4.4.3.5. Data Protection Application1.3 D1 >~ X h—JL

DataProtectionApplication API D1 > X4 > X % {Ef L T. Data Protection Application (DPA) % A
y Z I\ _)l/ L/ i -a—o

(1} =355
e OADP Operator 24 YA M=V 2EHLH 5,
o ATV RNAMNL—VENYITYTHBRELTHRET ILELNH D,

o XF v S ayv hEFEALTPVANY I TY T BIHE, 727 RKRT7ONM 5 —ER1 T4
TR+ w T 3w b APl 71 Container Storage Interface (CSI) 2+ v 7> av hoWwgh
N R—NTI2REN DD,

o Ny IFTywTERFT YT ay NOFMTRILRILEREFA T 258K, T 74/ MDEE]
T# % cloud-credentials % {#F L T Secret Z{/E T 2 ELH %,

[ ] /{‘y97‘y70t1d_‘y70¢/3‘y |\U)iﬁﬁﬁ'@fﬂitﬁéum\uIE|‘$$|§7§:ﬁFﬁ'§'%>i% («Et T77.f)l/ I\%—C
% % cloud-credentials = {# /A L T Secret #EfX 3§ 2 MELAHYFT, ChillE, Nv o7
7ot Zd_‘y 7°¢/ 3 v |\@i%}?ﬁ@ulu\uIEF%EFH@ﬂEJDJU@jD a7 ’f)l/?b“'gihij_o

R

AVRAN=IVRIINY 9Ty TERLIFIRFYy Toay NOBRRAEIEELALL AW
mEald. 22D credentials-velero 7 7 1 LA {FERH L TFT 7 # )L b D Secret % {F
KTXEd, 774/ bD Secret *WIFEE., 1 VA M—=JLITKRBLZFT,

FIR

1. Operators - Installed Operators % ') v 7 L T, OADP Operator Z:Z&R L £7,

2. Provided APIs T, DataProtectionApplication 7"y 7 2D Create instancex 7 ') v 7 L &
E

3. YAML View =% ') v - L T, DataProtectionApplication ¥ =7 T XA hD/INT XA —4 —%EH
LEY,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp ﬂ
spec:

configuration:

velero:
defaultPlugins:

- openshift g

- aws
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resourceTimeout: 10m 6

nodeAgent: ﬂ
enable: true
uploaderType: kopia G
podConfig:
nodeSelector: <node_selector> ﬂ
backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket_name> G
prefix: <prefix>
config:
region: <region>
profile: "default”
credential:
key: cloud
name: cloud-credentials @
snapshotLocations: m
- name: default
velero:
provider: aws
config:
region: <region> @
profile: "default”

OADP M7 7 # )L b D namespace I& openshift-adp T9, namespace (ZEHTHY . %
EFRET T,

openshift 7> 71 VIZHEATT,

Velero CRD DA A, volumeSnapshot DHIBR., /Ny I 7w FYRY M) —DaTRMER
ECHIALTINIRETZETICEROD Velero )V —R 51549 205 0BT
ELEYT., 774/ ME10OMTY,

BEEREY—N—IIIV—T1VIJTBEEI-T Vb,

nodeAgent A B LTI 7AWV RTLNY I 7y THERITTBIFAEIE. TDEE
true ICREL X7,

7w 7O—4—& LT kopia £/l restic EADLET, 1 VA M—ILRIGRIRALEFRT
32 &lETEFHA, HAAH DataMover DIFE X, Kopia #FERTEZ2HELHY £

¥, nodeAgentidF—EVty 27704 LEY, Zhid. nodeAgentPod H'& 7 —

FUJ/)—RETETINDIEERKLET, J7AINTYRTLNY I Ty TEERET

%(Zl. spec.defaultVolumesToFsBackup: true % Backup CRIZEEML 9,

@ 60 600 9O

Kopia F 7z Restic WMEARIRER / — NEZIBEL X T, T 7 4JL M TIE, Kopia F7/zid
Restic (F3dRTD ./ —RTEIFTINFT,

Ny Ty TORESBARELTNNY Yy MEIBELE T, N7y D Velero/X\y o7y T
BERONT Yy NTRWEEIE, BEEHE2IEETIDLENIMHYET,

o

N7y NOEBOBNTHERAINDIGZEIE. Velero/N\y 07y TOEBEHEIBELFT

(1Bl valara)

o
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\I/'J. 'vlvlvlo

@ ER L7 Secret £ 7 U FDARIZIBELET T, COEEEBELRWVGEIX. 774
U K& D cloud-credentials "MERINFE T, hRYLZEIRETDE. Ny I Ty TD
BATICAHR Y LEDERINE T,

@ CSIRFYTUaY NERBTIFAUYRF LN Y I Ty T (FSB) AMALTPY &/
ITy TITBBEERS. Ry Toay NOFmERELZET,

@ 2FvFoay NOBEFRIE, PVERULY =Y a VICHBIBENHY T,

4. Create=7 ')y I LZXY,

4435114V AM—ILOWEE

1. RO ¥ R%%47 L T OpenShift API for Data Protection (OADP) ) V —2 & FRRL. 1V
AN=ILEWRIELE T,

I $ oc get all -n openshift-adp

Hh 6
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/node-agent-9cg4q 1/1 Running 0 94s
pod/node-agent-m4lts 1/1 Running 0 94s
pod/node-agent-pv4kr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE

service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

service/openshift-adp-velero-metrics-svc ClusterlP 172.30.10.0  <none>
8085/TCP 8h

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/node-agent 3 3 3 3 3 <none> 96s
NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

2. DA< R%A%EFTL T, DataProtectionApplication (DPA) MR INTWE I & &R L
x7,

I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'

H A B
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{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile
complete","reason":"Complete","status":"True","type":"Reconciled"}]}

3. type »* Reconciled ICEREINTWB I &=L T,

4. ROAX Y RERITLT, Ny o7y TOREHFHREZHESE L. PHASE 7° Available TH 3% Z &
EHRELET,

I $ oc get backupStoragelLocation -n openshift-adp

6
NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3d16h true

5. PHASE 7' Available T%H 2% Z & 2#&8R L £ 7,

4.4.3.5.2. DataProtectionApplication CR C CSI #B8%IC T %
CSIRFTvTYay haERLTKER) a—LENRNYv I Ty TTBIC

I&. DataProtectionApplication 77 X% A !) ¥/ — X (CR) T Container Storage Interface (CSI) Z BRI
L&,

AR
o VS RTANA ST =, CSIRF Yy Fay NaHR—NTI2BELNHY FT,

FIR

o RDABID &L S IZ. DataProtectionApplication CR ##R&E L £ 9,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

spec:
configuration:
velero:
defaultPlugins:
- openshift

-csiﬂ

Q cSiF7ANNTSTAVAEBMLET,

4.4.4. Microsoft Azure % {§f L 7= OpenShift API for Data Protection D& E

OADP Operator 4 ¥ X b—J)L$ % Z & T. Microsoft Azure Z{FH L T OpenShift API for Data
Protection (OADP) Z# 4 Y X h—JL L XY, Operator (& Velero1l12 Z4 VA —ILLZET,

pa )

OADP 1.0.4 A%, § T OADP1.0.z/N—< 3 V&, MTC Operator DIREFMEAHRE L TD
MHMEATE, R¥ Y K70V Operator & LTIKFERATEE A,
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Velero [[F1C Azure 5% E L. 77 #JL b D Secret Z /R L. *RIC. Data Protection Application %
AVRAM=ILLET, #Flld. OADP Operator D1 Y A h—JL BB LTI,

FRIN/=xy T —JIRIEIC OADP Operator &4 Y A h—JLE BICIE. T 7 4ILMD
Operator Hub ¥ — X & #2hIC LT, Operator 19 O %2 3I5—Y V7T 20EBENHY £9, Fif
X, ®xv b7 —2HHIR I N /<EIE T®D Operator Lifecycle Manager DfFf #S8B L T XL,

4.4.4.1. Microsoft Azure D& E

OpenShift API for Data Protection (OADP) F I Microsoft Azure 5% E L £ 9

AR

o AzureCLIDM VA RM—ILINTWBZ &,
FIR
1. Azure lCAZ4 v LET,
I $ az login
2. AZURE_RESOURCE_GROUP Z# %% EL £ 7,
I $ AZURE_RESOURCE_GROUP=Velero_Backups
3. Azure YUY —RTI—THEERLET,
I $ az group create -n $AZURE_RESOURCE_GROUP --location CentralUS ﬂ

@ sremELET.

4. AZURE_STORAGE_ACCOUNT IDZ#%=&EL X7,
I $ AZURE_STORAGE_ACCOUNT _ID="velero$(uuidgen | cut -d ' -5 | tr [A-Z] '[a-2])"
5 Azure ANL—YT7HO Y NEERLET,

$ az storage account create \
--name $AZURE_STORAGE_ACCOUNT_ID \
--resource-group $AZURE_RESOURCE_GROUP \
--sku Standard_GRS\\
--encryption-services blob \
--https-only true \
--kind BlobStorage \
--access-tier Hot

6. BLOB_CONTAINER Z# 5% E L 7.

I $ BLOB_CONTAINER=velero

7. AzureBlob R L —Y VT F+—AERKLZE T,
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$ az storage container create \
-n $BLOB_CONTAINER \
--public-access off \
--account-name $AZURE_STORAGE_ACCOUNT _ID

8. ANL=UTFAHODYRNDT7 IV ERAF—Z2BEBELET,

$ AZURE_STORAGE_ACCOUNT_ACCESS_KEY="az storage account keys list \
--account-name $AZURE_STORAGE_ACCOUNT ID\
--query "[?keyName == 'key1'].value" -o tsv’

. MEFNEDON—IvaveFEFOARYLO—-ILEEKRLEY,

AZURE_ROLE=Velero
az role definition create --role-definition '{
"Name": "$AZURE_ROLE",
"Description": "Velero related permissions to perform backups, restores and deletions",
"Actions": [
"Microsoft. Compute/disks/read",
"Microsoft. Compute/disks/write",
"Microsoft. Compute/disks/endGetAccess/action",
"Microsoft. Compute/disks/beginGetAccess/action”,
"Microsoft. Compute/snapshots/read",
"Microsoft. Compute/snapshots/write",
"Microsoft. Compute/snapshots/delete”,
"Microsoft.Storage/storageAccounts/listkeys/action”,
"Microsoft.Storage/storageAccounts/regeneratekey/action”

1,
"AssignableScopes": ["/subscriptions//'$AZURE_SUBSCRIPTION_ID"]

}l
10. credentials-velero 7 7 1 L &= {Ep L £,

$ cat << EOF > ./credentials-velero
AZURE_SUBSCRIPTION_ID=${AZURE_SUBSCRIPTION_ID}
AZURE_TENANT_ID=${AZURE_TENANT_ID}

AZURE_CLIENT_ID=${AZURE_CLIENT_ID}
AZURE_CLIENT_SECRET=${AZURE_CLIENT_SECRET}
AZURE_RESOURCE_GROUP=${AZURE_RESOURCE_GROUP}
AZURE_STORAGE_ACCOUNT_ACCESS_KEY=${AZURE_STORAGE_ACCOUNT_ACCES
S_KEY} @

AZURE_CLOUD_NAME=AzurePublicCloud

EOF

ﬂ W78, credentials-velero 7 7 1 JLICH—E X7 VY RN REHEHRDADNEF N TUVDS
BEIE, REBAAXA—VENY I Ty TTBIERETEEEA,

Data Protection Application 4 >~ X k—JL 9 3 HiIC. credentials-velero 7 7 1 L= {FEHA L T
Azure D Secret # 7V M AR L E T,

4442. Xy 9Ty TEIUVRFy T ay bOFA, BOCICEDY—I Ly MIDWT
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DataProtectionApplication 1249 L)Y —R (CR) T, Nv I 7 v TELVRFy TP ay bhDif
e BRONICEDY—I Ly bEIBELET,

RNy 97y TOEFR
Multicloud Object Gateway £ 7l MinlO R ED AWSS3 HEMA TV VO MR KMNL—V %, RNv O Ty
TOBE LTERELE T,

Velero ld, # 7Yz MAMNL—YDT7—H4 T 7 74L& LT, OpenShift Container Platform )
Y —2X, Kubernetes # 7V 7 b, BLUVAIBA A= %Ny I Ty TLET,

AFvFay NOBAET
959 RT7AONA YT —DRAT A TRAFTyToay NAPIZFRLTKBER) 2a—LA&5 NNy I Ty T
DBE. V59 RTANA YT —A2RF v T3y NOBRELTIEETIVELNHYET,

Container Storage Interface (CSI) 2+ v 7> a v N&EAT 2HBE. CSI KSA N—%FH T 57D
IC VolumeSnapshotClass CR #E§ 27, RF v T ay NOGFiEEET ZHEEHY FH
AIO

FAINYRF LNy I Ty T (FSB) & EAT 31848, FSBAL TV TV MR ML=V EICT 71
yZTA%AJO v T30, AF v Toay NOBFRAEIRETIHEEIHY FHA,

=Ly b
Ny Ty TERFTyToay NOFRHAB LRIIBEREFHT 254, FLER Ty T3y DG
NN ELRWEEIE. T 74/ MO Secret Z{ER L X7,

NPTy TERFYy T ay NOBRTERZRIIEREERT 3581, RO2DD secret 7
D) MNEERLET,

e DataProtectionApplication CR TIEE T 5. NV 77 v TDBFIADH R4 L Secret.

e DataProtectionApplication CR TSRIhA\W, R+ v ay NOFFRADT 7 +J)L b
Secret,

B

Data Protection Application ICI&. 77 #JL b ® Secret " HETT, R LAWVE, 1
V7\ I\_)l/tigiﬂ& L/ i’a—o

AVRAN=IVRIZNY Ty TERIZRFTYy Toay NOBFRAEIEE LK BRVWES
&, ZZD credentials-velero 7 7 1 L =FEBA L TT 7 #J)L b®D Secret #/ElRTEX X,

4.4.421. 577 %) b Secret DYERK

Ny Ty TERFTyToay hOFRHAB LRIIBEREFHT 2548, LI Ty T3y NG
NN ELRWEEIE. T 740 MO Secret Z{ER L X7,

Secret @75 7 # )L b &l& cloud-credentials-azure T9,

pa

DataProtectionApplication 71 X4 ') YV —X (CR) IZI&7T 7 # )L b @D Secret HXIHET
T FERRLABRVWE, A YA M—LIFKRBLET, Ny VT v TOIFFD Secret DZRETH
BEINTULWARWESI. T74) MOERINMERAINET,

’f VR I\_)bﬂ§‘:/{‘y 7 T jwi%ﬁﬁo)muu | %&%ﬁﬁﬁ L/t-!s\/\i% («Et 0)
credentials-velero 7 7 1 LA FRA L TT 7 £ )L N &R T Secret 2{FXTCX X9,
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AR
o FTVIVIMNAMNL—VEIZOVRAMNL—UDDHBHEIFE. ALRLEREZFERATI2HLEDN
HYyFET,

o VeleroDATYVII RAMNL—VEBRETDHELNHY FT,

o FT7YxY MAKL—YHD credentials-velero 7 7 1 L Z B RHA THER T 2HENDH Y
i’a—o

=S ]
e F7#)LNET Secret ZFK L F7,

$ oc create secret generic cloud-credentials-azure -n openshift-adp --from-file
cloud=credentials-velero

Secret (. Data Protection Application 24 X h—JL ¢ % & ¥ (C. DataProtectionApplication CR
? spec.backupLocations.credential 70 v 7 TSRBRINZE T,

44422 ERZDBATBRO—I7 L v OYERK

NPTy TERFTyToay NOBRTELZRIEREERT 358, )RD2 DD Secret £ 7
VI NEERTDIVELHY ET,

o NRYLZERFD/NY VT v SIHFD Secret, 1 X4 L#ld, DataProtectionApplication 71
24 L)Y —2R (CR) @ spec.backupLocations 7O v 7 TIEREINZE T,

o 2+v T av hDFFF Secret (7 7 # )L ~&lF cloud-credentials-azure), < @ Secret
I&. DataProtectionApplication TIEEINTWFH A,

FIR

. RFv 7T ay NDOBEFRD credentials-velero 7 7 1)L A0 S5 R7ONA ¥ —|CE LR
TERLZEY,

2. TI7AINNETRFT Yy T ay NOBFRD Secret #1ERL L 9,

$ oc create secret generic cloud-credentials-azure -n openshift-adp --from-file
cloud=credentials-velero

3. ATV MAML—UICELERR T, /Ny 97 v TIBFRD credentials-velero 7 7 1 )L &
ERRLZE Y,

4. AR LEZEFARLT/NY U7 v TIHBAO Secret M L £,

I $ oc create secret generic <custom_secret> -n openshift-adp --from-file cloud=credentials-
velero

5 RDOBEID& I, ARHY LZD Secret %= DataProtectionApplication (ZEML X7,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
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namespace: openshift-adp
spec:

backupLocations:
- velero:

config:
resourceGroup: <azure_resource_group>
storageAccount: <azure_storage_account_id>
subscriptionld: <azure_subscription_id>
storageAccountKeyEnvVar: AZURE_STORAGE_ACCOUNT_ACCESS_KEY

credential:
key: cloud
name: <custom_secret> ﬂ

provider: azure

default: true

objectStorage:
bucket: <bucket_name>
prefix: <prefix>

snapshotLocations:
- velero:

config:
resourceGroup: <azure_resource_group>
subscriptionld: <azure_subscription_id>
incremental: "true”

provider: azure

Q HRY LEZEFHD/INY 7T v FBFID Secret.,

4.4.4.3. Data Protection Application D&%

Velero )V —Z2ADE|IY HBTHKRET 5H. BOEHR CAEAZZEMIC L T, Data Protection
Application 288 ETE X7,

44431 VeleroD CPUEXEY—DYY—REYHTEE

DataProtectionApplication 1 X9 L)Y —R (CR)¥Y =7 A M %#E&E L T. Velero Pod ® CPU &
SUAEY =YY —RDEYHTERELET,

(1} =355

® OpenShift API for Data Protection (OADP) Operator B Y A h—JILINTWBHELAH Y F
ER

FIR

o RDFID &L S IZ. DataProtectionApplication CRY =7 = X h®D
spec.configuration.velero.podConfig.ResourceAllocations 7O v 7 DIE%REL X7,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:
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configuration:
velero:
podConfig:
nodeSelector: <node selector> ﬂ
resourceAllocations: g
limits:
cpu: "1"
memory: 1024Mi
requests:
cpu: 200m
memory: 256Mi

ﬂ Velero podSpec ICIRtEI N E / —RKEL V9 —%BELE T,

Q 1) 2 XN TW3 resourceAllocations (3. FEHEFAHETT,

R

Kopia I& OADP 1.3 LABED ) ) — A TEIRTE XY, Kopiald 7 7AW AT LDINY
Ty FIERTEZEYT, HAHIAHD Data Mover % FFH$ % Data Mover D& &,
Kopia D"ME— DERERICAY X7,

Kopia I& Restic £ Y £ E < DY) YV —R%ZHET 27O, TNICIHLTCPUEXE) —D
. EHAFAELRTNIERSRVWEESHY T,

4.4.432. HEE% CAGEHAZEOHEME

certificate signed by unknown authority T>—%[5 /=8 IC. DataProtectionApplication 1 X ¥ L
J)Y—R(CRINZTJTAMNEREL T, 77V MAMNL—YDOBECERL CAIIAEZEMICT
WHWELHY XY,

AR

® OpenShift API for Data Protection (OADP) Operator B Y A h—JILINTWBHELAH Y F
E

FIR

e DataProtectionApplicationCR~¥ =7 = X b D
spec.backupLocations.velero.objectStorage.caCert /X5 X —% — &
spec.backupLocations.velero.config /X5 X —4% —%&iR&EL £ 7,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
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bucket: <bucket>

prefix: <prefix>

caCert: <base64_encoded_cert_string> ﬂ
config:

insecureSkipTLSVerify: "false"

@ Bosc64 TI VO RINE CATRABXFIEHEEL T,
9 insecureSkipTLSVerify %7€ (L. "true" X 7-|d "false” DWIFNMIERETE X

9. "true" ICERET B &L SSL/TLS X2 U 74 —HERICARY 9, "false" ICERET
&, SSL/TLS EFa ) T4 —DEBMIRYZET,

4.4.43210.VeleroT 704 XY FHDITA ") 7R L= velero AY Y KT CAGIBAZA AT 5

VeleroCLIDITA ) PR&EEMT B ET, AT ALICO—HAILICA VA M—JLETFIC Velero CLI & 1{&
HATE%d,

AR

e cluster-admin O—JL%Z D 11— —& L T OpenShift Container Platform 2 2 24 —ic0O ¥
12 LTW3,

e OpenShift CLI (oc) 4 Y &2 h—JLI N T W3,

. TAY) 7R L% Velero A~ REFEATBICIE, ROOYY FEERTLET,
I $ alias velero='oc -n openshift-adp exec deployment/velero -c velero -it -- ./velero'
2. ROAT Y REEFTLT, TAVT7RADBELTWE I EZHEELET,

B

$ velero version

Client:

Version: v1.12.1-OADP
Git commit: -

Server:

Version: v1.12.1-OADP

3. ZDIXY RTCAGIAELZMEAYT 21T, ROIAT Y FERITL TEEBAE % Velero 77
A4 XY MIBMTEXT,

$ CA_CERT=$%(oc -n openshift-adp get dataprotectionapplications.oadp.openshift.io
<dpa-name> -0 jsonpath="{.spec.backupLocations[0].velero.objectStorage.caCert}')

$[[-n $CA_CERT ]] && echo "$CA_CERT" | base64 -d | oc exec -n openshift-adp -i

deploy/velero -c velero -- bash -c "cat > /tmp/your-cacert.txt" || echo "DPA BSL has no
caCert"

I $ velero -n openshift-adp describe backup <backup-name> --details --cacert /tmp/your-
cacert.txt
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4. Velero Pod B"Bi2E) T % &. /tmp/your-cacert.txt 7 7 1 LASHEI NE T, ZDd,
BOFIEDIY Y KEHBREITL T /tmp/your-cacert.txt 7 7 1 L = BIER T 2 EHLH Y
i -a—o

5 RDAX Y RA2EITYT 5 E. tmplyour-cacert.ixt 7 7 1 LA REFELZIBARICT7 71 IV E
REETINEINEZHRTEET,

$ oc exec -n openshift-adp -i deploy/velero -c velero -- bash -c¢ "Is /tmp/your-cacert.txt"
/tmp/your-cacert.ixt

OpenShift API for Data Protection (OADP) 5D ') Y — X Tld, TOFIENAEICAS &£ D ICFERA
£% VeleroPod IC¥ Y NTBFETT,

4.4.4.4. Data Protection Application 1.2 LD 1 > A h—JL

DataProtectionApplication API D1 > X4 > 2 % {ERX L T. Data Protection Application (DPA) % A
y Z I\ _)l/ L/ i -a—o

([} =355

e OADP Operator 24 YA M—ILF 2EHLH 5,

o FTIVTIVIMNAMNL—=VUBENY I Ty TIGfFE LTERETIVLELNH D,

o 2ty ayv haEFERALTPVENYITYTETREE. /70RO —ER1 T4
T2RFw T 3w b APl 71 Container Storage Interface (CSI) R+ v 7> av howgh
NaHYR—NTI2RENH S,

o Ny T7yvTERFTYy T ay NOBAATHEURMEEREZFERT 2HBEE. 774/ bDOARD
T % cloud-credentials-azure % {£f L T Secret Z{EX T 2 UENH 5,

o Ny I TPy FERFyFay NOBATERZZDIABREZERAT 255 UTDLIIC2

68

DD Secrets A ENT B2HENH 5,

o Ny I 7y TOBRRADHRAY L& %D Secret, Z D Secret %
DataProtectionApplication CR IZ:ENI L £,

o RFv T ay NOGFRADRDAHRY L& %D Secret, <D Secret %=
DataProtectionApplication CR IZENI L £,

pa 3

AVRAN=IFIINY I Ty TERIFIRAFTYy T ay NOFRERELEL
BRWIGEEIE. ZD credentials-velero 7 7 1 L =R LTT 74/ bD
Secret x/ElTEXXd., 774/ hD Secret ' WIFE., 1 VA M—ILIE
KBLET,
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pa 3

Velero I&. OADP namespace I velero-repo-credentials & L\ ZREID S —
Ly MEERLET, ThiZiE, 774N MDNRY I Ty TYRY M) —
IRAT—RHPEEFNFET, Nv 2Ty TYRIN) —%WRE LERID
Ny Ty THERITTDHENIC, base64 & LTI VA—RINALHBED/NNR
T—REZFEALTY—IJLy hZEHRTEET, EFITHF—DER
Data[repository-password] T9,

DPA Z/ER L7ctk. Nw 0Ty TYVRIN) —aR{RE LNV ITY T
MHTERITT B E X, Velero & —2 L v k1 velero-repo-credentials
DNy Ty TYVRIN)—%EHRLEST, ThiZiE, 772 hD/RR
D— RFLREBEMAZRRT—RPEFET., RDVONNY I Ty TD .
IKo—=2J Ly hMNRT—RZEHTZ &, HTLLW/IRT— K velero-repo-
credentials D/X2 7 — R &E—HL ALY, Velero lddE WY I 7 v FIC
BRCTIRCARYET,

Fa
1. Operators - Installed Operators % ') v - L T, OADP Operator &R L £7,

2. Provided APIs T, DataProtectionApplication 7"y 7 2D Create instance* 7 ') v 7 L &
ER

3. YAML View =% ') v - L T, DataProtectionApplication ¥ =7 = XA hD/INT XA —4 —%EF
LEY,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
- azure
- openshift ﬂ
resourceTimeout: 10m g
restic:
enable: true 6
podConfig:
nodeSelector: <node_selector> ﬂ
backupLocations:
- velero:
config:
resourceGroup: <azure_resource_group> 9
storageAccount: <azure_storage_account_id>
subscriptionld: <azure_subscription_id> ﬂ
storageAccountKeyEnvVar: AZURE_STORAGE_ACCOUNT_ACCESS_KEY
credential:
key: cloud
name: cloud-credentials-azure 9
provider: azure
default: true

69



OpenShift Container Platform 413 /Xy 2 7 v 78 L U8t

®9

o

@ O 9900 O

o

objectStorage:
bucket: <bucket_name> Q
prefix: <prefix> @

snapshotLocations:
- velero:

config:
resourceGroup: <azure_resource_group>
subscriptionld: <azure_subscription_id>
incremental: "true”

name: default

provider: azure

openshift 7> 71 VIZHEATT,

Velero CRD @AM, volumeSnapshot DHIER, /Ny I 7y FYKRY MY —DeHMER
E.FALTIINDREET D ETICERD Velero )V —RA & F T 2B %2 QB THE
ELEY, 7724/ ME1OM T,

Restic 1 Y A M—ILEEMICT 21FEI1E. TDE% false ICTFEREL £§, Restic T —F
vy bEFFO4 LET, Ihik, ResticPod B"&EEF/ —RKRTEITLTWR I E%EE
BkL&E9d, OADP/N—T 3> 12 LIETIE. spec.defaultVolumesToFsBackup: true %
Backup CRICEBINT 5 Z & T, /Ny 27w FHIC Restic A58 ETX £, OADP /N—
23> 11 Tl spec.defaultVolumesToRestic: true % Backup CRIZEEMML 9,

Restic #{FHTE 3%/ —REIBELZET, T 74/ MTIE, ResticldgTRTD/—KRT=E
TINFET,

Azure VY —R ) —T%EEELE T,
Azure ANL—YT7HD VY MNIDEIEELE T,
Azure U720 ) 7o a v IDEEELET,

CDEEIEELRZWVWEESIE. T 7 4L h&ZD cloud-credentials-azure MEHEINZE T,
NRAYLELGEIRETDE, NI Ty TOBAICARY LENMERINET,

Ny 7y TORESBHARELTNNY Yy MEIBELE T, N7y D Velero/X\y 2Ty T
BERONT Yy NTRWEEIE, BEHEHE2EETIRENIMHYET,

Ny MOIEBOENTHERINDIHZEIE. Velero/Ny IV 7y TOEBEHEZRELET
(f51: velero),

CSIZRF vy Tvay hEE Restic 2ERALTPVENY I 7y T35, Ry
Yayv NDGAEEEY SRERHY TEA.

4. Create=7 ')y I LZXY,

4.4.4.41. 14> A h—ILOWEE

70

1. JRDIO< > R%34T L T OpenShift API for Data Protection (OADP) ') YV — X & FRRL. 1V
AM—IVEREELET,

I $ oc get all -n openshift-adp

H A B
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NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s

pod/restic-m4lts 1/1 Running 0 94s

pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s

NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE
service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

2. RO~ K%A%EFTL T, DataProtectionApplication (DPA) MR INTWE I & &R L
x7,

I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'
o

{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile
complete”,"reason":"Complete","status":"True","type":"Reconciled"}]}

3. type »* Reconciled ICEREINTWB I & Z2fERLE T,

4, ROAX Y RERITLT, Ny o7y TOREFFHAREZHESE L. PHASE 7° Available TH 3% Z &
=R LET,

I $ oc get backupStoragelLocation -n openshift-adp

6
NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3d16h true

5. PHASE 7' Available T%H 3% Z & 2#a8R L £ 7,

4.4.4.5. Data Protection Application1.3 D414 > A b—JL

DataProtectionApplication APl D1 >~ X% >~ X% {ER L T. Data Protection Application (DPA) % A
y Z I\ _)l/ L/ i _a—o
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BUEsRT

FIR

72

OADP Operator 24 Y A =)L 2 EHLH 5,
FTOTINAMNL=V%NY Ty TIGffE LTERET Z2RELNH S,

ATy Foayv hNEFERALTPVENY I Ty TE2BE. 757 R7ANA 5 —dx1 71
T2RFw T 3w b APl 71 Container Storage Interface (CSI) 2+ v 7> av howdh
N R—NTI2RENDH D,

Ny Ty TERFTyToay NOFRCTREILRIIBRAFHT 258K, T 74/ DK
T# % cloud-credentials-azure % & L T Secret #/E{ 9 2 UNENH B,

Ny G TyTERFyToay NOBRTELRZRIEREERTIHBEE. UTDLDIC2
DD Secrets A ENT B2HENH 5,

o Ny o7y TOBRRADHRY L& %D Secret, Z D Secret %
DataProtectionApplication CR IZ:ENI L £,

o RFv T ay NOGFRADRDAHRY L& %D Secret, < D Secret %=
DataProtectionApplication CR IZ:ENI L £,

pa 3

AVRAN=IVRIINY 9Ty TERLIFIRFYy Toay NOBRRAEIEELALL AW
&lE. ZZD credentials-velero 7 7 1 L& {FR L TF 7 #JL kD Secret % £
KTZXZEd, 774 bD Secret *WIFEE., 41 VA M—JLITKRBLZF T,

. Operators - Installed Operators =% ') v 2 LT, OADP Operator Z:ZIR L £7,

Provided APIs T, DataProtectionApplication 7R 7 XD Create instance* 7 ') v 7 L &
E

YAML View %= %2 ') v - L T, DataProtectionApplication ¥ =7 T X hD/NT XA —4 —%EH
LEY,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
- azure
- openshift g
resourceTimeout: 10m 6
nodeAgent: ﬂ
enable: true 9
uploaderType: kopia G
podConfig:
nodeSelector: <node_selector> ﬂ
backupLocations:
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® 90900600 9
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- velero:

config:
resourceGroup: <azure_resource_group> 6
storageAccount: <azure_storage_account_id>
subscriptionld: <azure_subscription_id>
storageAccountKeyEnvVar: AZURE_STORAGE_ACCOUNT_ACCESS_KEY

credential:
key: cloud
name: cloud-credentials-azure m

provider: azure

default: true

objectStorage:
bucket: <bucket _name> @
prefix: <prefix> @

snapshotLocations:
- velero:

config:
resourceGroup: <azure_resource_group>
subscriptionld: <azure_subscription_id>
incremental: "true”

name: default

provider: azure

OADP M7 7 # )L b D namespace I& openshift-adp T9, namespace (ZEHTHY . %
EFRET T,

openshift 7> 71 VIZHEATT,

Velero CRD DA A, volumeSnapshot DHIBR. /Ny I 7w FYRY M) —DET MR
ECHIALTINIRETZETITEROD Velero ) V—R 51549 205 0BT
ELEFT., 774/ ME10OMTY,

BEEKREY—N—IN—TFT1 VJITBEEI—-TVN,

nodeAgent A BN LTI 7AWV RTLNY I 7y THERITTBIHAEIE. TDEE
true ICEREL X7,

7w 7O—4—& LT kopia £/l restic EANDLET, 1 VA M—ILRIGRIRALEFRT
22 &lETEFHA, HAAH DataMover DIFE X, Kopia ZFERTEZ2HELHY £

¥, nodeAgentid7—EVty 27704 LEY, Zhid. nodeAgentPod H'& 7 —
FUJ/)—RETETINDIEEZRKLET, 77AINYRTLNY I Ty TEERET
%(Zl. spec.defaultVolumesToFsBackup: true % Backup CRIZEEML 9,

Kopia F 7= 1% Restic ©MEARIRER / — NEZIBEL X T, T 7 4JL M TIE, Kopia F/id
Restic (F3dRTD ./ —RKRTEFTINFT,

Azure VY —R ) —T%EEELF T,
Azure ANL—YT7HD VY MNIDEIEELE T,
Azure U720 ) 7o a v IDEEELET,

CDEEIEELRZWVWESIE. T 7 4L h&ZD cloud-credentials-azure BMEHEINZE T,
NRAYLELGEIRETDE, NV I Ty TOBRAICARY LENERINE T,

Ny Ty TORESBARELTNNY Yy MEIBELE T, N7y D Velero/X\y o T7 v T
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@ Ny MO EBOENTHERINDIGZEIE. Velero/Ny I 7y TOEBEHEZRELET
(f51: velero),

@ CSIRF vy Tvay hEFE Restic 2ERALTPVENY I 7y T35 Ry
vavy hDGAZIEET 2RERHY THA,

4. Create=7 )y I LZXY,

4.4.451. 14> N—ILDRSE

74

1. RO ¥ R%&%47 L T OpenShift API for Data Protection (OADP) ) V —2 & FRRL. 1V

AM—NVEREELEYS,

I $ oc get all -n openshift-adp

6l
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/node-agent-9cg4q 1/1 Running 0 94s
pod/node-agent-m4lts 1/1 Running 0 94s
pod/node-agent-pv4kr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE

service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

service/openshift-adp-velero-metrics-svc ClusterlP 172.30.10.0  <none>
8085/TCP 8h

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/node-agent 3 3 3 3 3 <none> 96s
NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

2. RDA< > K%AEFTL T, DataProtectionApplication (DPA) MR INTWE I & &R L

x7,
I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'

H A B

{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile
complete","reason":"Complete","status":"True","type":"Reconciled"}]}
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3. type »* Reconciled ICEREINTWB I & =R L EF T,

4, ROAX Y RERITLT, Ny o7y TOREHFHREZHESE L. PHASE 7° Available TH 3% Z &
EHRELET,

I $ oc get backupStoragelLocation -n openshift-adp

6
NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3d16h true

5. PHASE 7' Available T%H % Z & 2#ER L £ 7,

4.4.4.5.2. DataProtectionApplication CR T CSI #8%hICd %
CSIRFTvTYay haERLTKER) a—LE2NRNYv I Ty TTBIC

I&. DataProtectionApplication 1 24 4 1)/ — X (CR) T Container Storage Interface (CSI) Z&%IC
LET,

AR
o VY RTANA ST —IF, CSIRFyFoay NaHR— NI IBELNHY FT,

FIR

o RDHBID &L S IZ. DataProtectionApplication CR ##E&E L £ 9,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

spec:
configuration:
velero:
defaultPlugins:
- openshift
- CSi

Q cSiFI7ANNTSTAVAEBMLET,

4.4.5. Google Cloud Platform % {§ [ L 7= OpenShift API for Data Protection D&% E

OADP Operator %4 Y A h—JL§ % Z & T. Google Cloud Platform (GCP) % {#F L T OpenShift API
for Data Protection (OADP) Z#4 Y XA h—JL L X ¥, Operator (& Velero1l12 Z#4 VA —ILLZET,

Pz
OADP 1.0.4 A%, § T OADP1.0.z/N—< 3 V&, MTC Operator DIREFFEAHRE L TD

MHMEHATE, R¥ Y K70V Operator & LTIKFERATEE A,

Velero [[@FIC GCP #&E L. 77 #JL b® Secret = Ef L. JRIC. Data Protection Application % 4
YAR=ILLET, FHlld. OADP Operator DA Y Z h—JL ZBR LTI W,
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FRIN/=xy M7 —JIRIEIC OADP Operator &4 Y A h—JLE BICIE. T 7 4ILMD
Operator Hub ¥ — X & #2hIC LT, Operator 9 O %2 3I5—Y V7T 20EBENHY £9, Fif
X, ®v b7 —2HHIR I N/<EEE T®D Operator Lifecycle Manager Dfff S8 L T XL,

4.4.5.1. Google Cloud Provider D& E

OpenShift API for Data Protection (OADP) A IZ Google Cloud Platform (GCP) Z5&E L £ ¢,

AR

e gcloud 8LV gsutilCLIY —ILHDA YA M—=ILINTWBHENHY T, FMIE. Google
CloudD RFaAyh #TELIEIW,

FIE
. GCPIcAZA v LET,
I $ gcloud auth login
2. BUCKET Z#z8&EL £ 7,
I $ BUCKET=<bucket> )

Q Nry NaEIBELET,

3 AML=INRTy MR LZET,
I $ gsutil mb gs://$BUCKET/

4. PROJECT IDZE# ATV T4 7270 ) MIERELET,
I $ PROJECT_ID=$(gcloud config get-value project)

5. Y—ERT7AHO Y b afERLE T,

$ gcloud iam service-accounts create velero \
--display-name "Velero service account"

6. Y—ERXT7HI VM E)AMNKRRLET,
I $ gcloud iam service-accounts list
7. email D{E&E—H 9 % & 5 IC SERVICE_ACCOUNT_EMAIL 8 %8 EL X,

$ SERVICE_ACCOUNT_EMAIL=$(gcloud iam service-accounts list \
--filter="displayName:Velero service account" \
--format 'value(email)')

8. RYI—%RMLT, velero 1—F—ICHBER/NRDOERZNS L FT,

I $ ROLE_PERMISSIONS=(

76
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compute.disks.get
compute.disks.create
compute.disks.createSnapshot
compute.snapshots.get
compute.snapshots.create
compute.snapshots.useReadOnly
compute.snapshots.delete
compute.zones.get
storage.objects.create
storage.objects.delete
storage.objects.get
storage.objects.list
iam.serviceAccounts.signBlob

)
9. velero.server 1 2% LO—JLEER L E T,

$ gcloud iam roles create velero.server \
--project $PROJECT_ID \
--title "Velero Server" \
--permissions "$(IFS=","; echo "${ROLE_PERMISSIONS[*]}")"

10. IAMRY > —NAVvFavdarOoozy MBMLET,

$ gcloud projects add-iam-policy-binding $PROJECT _ID \
--member serviceAccount:$SERVICE_ACCOUNT_EMAIL\
--role projects/$PROJECT_ID/roles/velero.server

mIAMY—ERT7HIO Y MNE2EHLET,

I $ gsutil iam ch serviceAccount:$SERVICE_ACCOUNT_EMAIL:objectAdmin gs://${BUCKET}

2. IAMY—ERT7HD Y hDF—%IBEDT 14 LY ~)—ITdH % credentials-velero 7 7 1 JLIC
RELET,

$ gcloud iam service-accounts keys create credentials-velero \
--iam-account $SERVICE_ACCOUNT_EMAIL

Data Protection Application 4 >~ X k—JL 9 % HiIC. credentials-velero 7 7 1 L= {FEHA L T
GCP M Secret A 7> =V NaERLE T,

4452. Xy Y97y TELCRFT YT ay bOFA. BOTIKEDY—I Ly MIDWT

DataProtectionApplication 71X 49 L)Y —RX (CR) T, Nv I 7 v TELVRFy T ay bhDif
. BRONICEDY—I Ly bEIBELET,

RNy 97y TOGMH

Multicloud Object Gateway £7 & MinlO R ED AWSS3 EMA TV VO MAKMNL—V %, Ny I Ty
TOBE LTERELE T,

Velero ld, # 7Yz MAMNL—YDT7—H4 T 7 74L& LT, OpenShift Container Platform
Y —2X, Kubernetes # 7V 7 b, BLUVAIBA XA =% NI Ty TLET,

2FvFay NOBAET
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D9 RTANA T —DRA T4 TRFTv T3y NAPIZFERLTKERY) a—LENNv I T7vTd
36, 729 R7ONAY—%2F v T3y NDGRRE LTEETZ2RELHY £,

Cmmmm&mmMMahmGSDZTJT/a/F%ﬁﬁ?é% . CSI RSAN—%EEHT 57D
IC VolumeSnapshotClass CR 2 {Ef 9 %78, RF v 7> a3y NOFFA2EETI2HEEHY FH
/‘JO

7AWV RFLNY I Ty T (FSB) & ERT B84, FSBALT TV TV MR ML —VEICT 71
/ZTA%AJO v T30, AFyToay NOBFREIRETIHEEIHY FHA,

=Ly b
Ny Ty TERFTyToay NOFRHAB LRIIBEREFHAT 254, FLIER Ty T3y NG
DN ELRWEEIE. T 740 MO Secret Z{ER L X7,

NPTy TERFy T ay NOBTELRDRIIEREERT 3581, RO2DD secret 7
D MNEERLET,

e DataProtectionApplication CR TIEET 5. \v V7 v TDBFAADH R4 L Secret.

e DataProtectionApplication CR TSRIhA\W, R+ v o ay NOFFRADT 7 )L b
Secret,

BF

Data Protection Application ICI&. 77 #JL b ® Secret " HETT, ERLAWVE, 1
V7\ I\_)l/tigiﬂ& L/ i’a—o

AVRAN=IVRIZNY Ty TERIFZRFTYy Toay NOBFRAEIEE LK BRVWES
I&. ZZD credentials-velero 7 7 1 L EFEB L TT 7 #J)L bD Secret #{ETX £,

4.452.1. 77 #JU b Secret DYERX

Ny Ty TERFTyToay NOFRHAB LRIIBEREFHT 254, FLIEIR Ty T3y DG
DB WEEIE. T 740 MO Secret Z{ER L X7,

Secret ®7 7 # )L b &ld cloud-credentials-gcp T9 .

pa 3]

DataProtectionApplication 1 2% 4!) Y — X (CR) IZI&T 7 # )L b D Secret HNXUET
o FERLABRVWE, 1 VA M—ILIFKBLET, Ny 27 v TDHBFRD Secret DEZHIH
BEINTULWAWEEIE, T74IMNOEZRINMERINET,

’f VR I\_)l/H§L:/\“y 7 T 7°0)i72‘ﬁﬁ®m DEF%E%{%FH L/t-!s\:\i% («Et 0)
credentials-velero 7 7 1 LA FRA L TT 7 #JL N &R T Secret 2{EFXTX X9,

AR

o FTVIVINAMNL—VEITIOVRAMNL—UDDHBHEIFE. RAURLEREZFERATI2LEDN
L)i’a—o

o VeleroDATYVITI RAMNL—VEBRETDHELNHY FT,

o FT7Y 1Y MR KL—YHD credentials-velero 7 7 1 L Z B RHA THER T 2B ENH Y
i’a—o
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FIR

FABEOADP 7SV r—a vy I 7y TEER

F7#) N&T Secret Z{FK L 9,

$ oc create secret generic cloud-credentials-gcp -n openshift-adp --from-file
cloud=credentials-velero

Secret (. Data Protection Application 24 >~ X h—JL ¢ % & ¥ (C. DataProtectionApplication CR
® spec.backupLocations.credential 70 v 7 TSRBRINZE T,

4.4522 RI3BAMEHRD—I Ly FDER

NPTy TERFyToay NOBRTELRZRIEREERT 358E. )RD2 DD Secret £ 7
VIV NEERTDIVELHYET,

FIR

HRY LZEFD/INY VT v TIHFD Secret, 1 X4 L£ld. DataProtectionApplication 71
24 L)Y —2R (CR) @ spec.backupLocations 7O v 7 TIEEINZE T,

2w T3y bDEFT Secret (7 7 # )L b &lE cloud-credentials-gep), < D Secret
I&. DataProtectionApplication TIEEINTWFH A,

2+ v T3y NOJBAO credentials-velero 7 7 1 L&V S5 R7ONA ¥ —I2E LR
TEMRLEY,

FIFIWNETRFT Yy T3y NOFROD Secret R L £,

$ oc create secret generic cloud-credentials-gcp -n openshift-adp --from-file
cloud=credentials-velero

TV MNRAMNL—=UICBLERKT. /Ny 27 v THBFRO credentials-velero 7 7 1 )L &
ERRLZE Y,

HRYILEEFRLT/INY VT v THBARO Secret 1K L £,

I $ oc create secret generic <custom_secret> -n openshift-adp --from-file cloud=credentials-
velero

RDBIDEL ST, h RS LZD Secret 4 DataProtectionApplication [ZEEMML 9,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

backupLocations:
- velero:
provider: gcp
default: true
credential:
key: cloud
name: <custom_secret> ﬂ
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objectStorage:
bucket: <bucket_name>
prefix: <prefix>

snapshotLocations:
- velero:

provider: gcp

default: true

config:
project: <project>
snapshotlLocation: us-west1

Q HRY LEZEFHD/INY 2T v FBFID Secret.,

4.4.5.3. Data Protection Application D&

Velero ) YV —2DE|Y B TARET 5H., HEER CAIIBAZABFWIC L T, Data Protection
Application Z58ETE XY,

4.453.1.VeleroD CPU EXEY—DY)Y—REY B TAEEE

DataProtectionApplication 1 X4 L)Y —R (CR)¥Y =7 A M %#E&E L T. Velero Pod ® CPU &
FUXEN—YY—RDEIYLTEBRELET,

([} =355
® OpenShift API for Data Protection (OADP) Operator B Y A h—JLINTWBHELAH Y F
E
Fa

o RDFID &L S IZ. DataProtectionApplication CRY =7 = X h®D
spec.configuration.velero.podConfig.ResourceAllocations 7O v 7 DIE%REL X7,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

configuration:
velero:
podConfig:
nodeSelector: <node selector> ﬂ
resourceAllocations: g
limits:
cpu: "1"
memory: 1024Mi
requests:
cpu: 200m
memory: 256Mi

ﬂ Velero podSpec ICIRINE /  —REL 79 —%BELZE T,
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FABEOADP 7SV r—a vy I 7y TEER

Q 1) 2 XN TW3 resourceAllocations (3. FEHEFAHETT,

R

Kopia I& OADP 1.3 LABED ) ) — A TEIRTE XY, Kopiald 7 7 A IVI AT LDINY Y
Ty FIERTEZEYT, HAHIAHD Data Mover % FFH$ % Data Mover D& I,
Kopia D"ME— DZERERICAY X7,

Kopia I& Restic £ Y £ E< DY) YV —R%ZHET 27O, TNICIHLTCPUEXE) —D
EHAFAELRTNIERSRVWEESHY T,

4.453.2. ACE% CAGAIHRZ DAL

certificate signed by unknown authority T>—%[5 <78 IC. DataProtectionApplication 1 X ¥ L
J)Y—R(CRINZTJTAMNEREL T, 77V MAMNL—YDOBECER CAIIREZEMICT
WHWELHY XY,

AR

® OpenShift API for Data Protection (OADP) Operator B Y A h—JILINTWBHELAH Y F
E

FIR

e DataProtectionApplicationCR~¥ =7 = X D
spec.backupLocations.velero.objectStorage.caCert /X5 X —% — &
spec.backupLocations.velero.config /X5 X —4% —%&iR&EL 7,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"

Base64 TI Y d— KNI Nk CAMEBREXFIAIEELE T,

insecureSkipTLSVerify %7€ (L. "true" X 7-|d "false” DWIFNMIERETE X
9o "true" ICERET B &, SSL/TLS X2 U 74 —HERICARY 9, "false" ICERET
& SSYTLSEXa YT 14— BMCARYET,

®9
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445321 VeleroF7O4 XY NADITA Y 7R L7 velero A¥ Y KC CAGIIAZ A2 EHT 3

VeleroCLIDITA ) PR%u=EMT B ET, AT LICO—HAIVICA VA M—JLETFIC Velero CLI & 1{&
HATE%d,

AR

e cluster-admin O— )L % D1 —+4— & L T OpenShift Container Platform 7 5 24 —icO %
12 LTW3,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

. T4 )7L L7z Velero A Y REFERAT BICIE. ROOAT VY REETLET,

I $ alias velero='oc -n openshift-adp exec deployment/velero -c velero -it -- ./velero'

2. ROAR YV RZERTFTLT, TAVT7ADKELTWS I EZHAB LIS,

B

$ velero version

Client:

Version: v1.12.1-OADP
Git commit: -

Server:

Version: v1.12.1-OADP

3. ZOIXY RTCAGIAELZMEMAYT 21T, ROIAY Y KERITL TEEBAE % Velero 77
A4 XY MOBMTEXY,

$ CA_CERT=$%(oc -n openshift-adp get dataprotectionapplications.oadp.openshift.io
<dpa-name> -0 jsonpath="{.spec.backupLocations[0].velero.objectStorage.caCert}')

$[[-n $CA_CERT ]] && echo "$CA_CERT" | base64 -d | oc exec -n openshift-adp -i

deploy/velero -c velero -- bash -c "cat > /tmp/your-cacert.txt" || echo "DPA BSL has no
caCert"

I $ velero -n openshift-adp describe backup <backup-name> --details --cacert /tmp/your-
cacert.txt

4. Velero Pod i"Bi2E#) % &. /tmp/your-cacert.txt 7 7 1 LASEEINE T, TDRH,
BIOFIEDIY >V REHFEITL T tmp/your-cacert.txt 7 7 1 L = BIER T 2 HEHLH Y
i’a—o

5 RDAX Y RAEEITYT 5 E. tmplyour-cacert.ixt 7 7 1 LA REFELIBRIC7 71 IV E
EHEETZNEIDERRTEET,

$ oc exec -n openshift-adp -i deploy/velero -c velero -- bash -c¢ "Is /tmp/your-cacert.txt"
/tmp/your-cacert.ixt

OpenShift API for Data Protection (OADP) 5D ') Y — X Tld, ZOFIENAEICAS &£ D ICFERA
£% VeleroPod IC¥ O Y N T BFETT,

4.4.5.4. Data Protection Application 1.2 LLEID A ~ X b —Jb
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FABEOADP 7SV r—a vy I 7y TEER

DataProtectionApplication API D1 > X4 > X % {Ef L T. Data Protection Application (DPA) % A
y Z I\ _)l/ L/ i _a—o

AR

FIR

OADP Operator 24 Y A =)L 2 EHLH 5,

ATV MR L—=VBNY I Ty THFRE L THRET 2HENH S,

ATy Toay NEFERLTPVAENY TPy TE2HE V50 RTONM T =R T4
T2RFw T 3w b APl 71 Container Storage Interface (CSI) 2+ v 7> av howgh
N R—NTI2REN DD,

Ny 9Ty FERFTy T ay NOBMTRALURIIEREER T 25BE1E. 7740 NDOARD
T % cloud-credentials-gcp % {#f L T Secret 2 {E{ T 2 BN H %,

Ny YTy TERFyToay NOBRTELRZRIEREERTIHEIE. UTDLDIC2
DD Secrets A ENT B2HENH 5,

o Ny o7y TOBRAADHRAY L& %D Secret, Z D Secret %
DataProtectionApplication CR IZ:EHI L £,

o RFv T ay NOGFRADRDAHRY L& %D Secret, <D Secret %=
DataProtectionApplication CR IZ:ENI L £,

pa )

AVRAN=IVRIINYy 9Ty TEEIFIRFYy Toay NOBRRAEIEE LKL
BWIEEIL. ZZD credentials-velero 7 7 1 JLEFERALTT 7 4L bD
Secret #1FXTXF 3, T 74/ hD Secret B2WHEE., 41 VA M—=ILIE

SMLET,

* 3¥=
S
"’i"?ﬁ‘ Velero IZ, OADP namespace | velero-repo-credentials & LS ZRiD S —
l?“-:‘ JLy NafElLET, Thilid, 7720 DNy I Ty F)YRI KN —
XS RRO—RABENET, Ny Ty TURY R —EHRE LSO
3?* Ny 97y TEEFTT S 8 I, base64 & LTIV I— RINAHMED/KR

55 J— REFEALTY—V Ly NABHTXET, BHTLF—DOMEIR
N

Data[repository-password] T9,

o’s
%

% . :

*gt‘i DPAZMER L7tk Ny IT7 v TURI M) —ERRE LNV ITY T
‘i‘y , #MHTEITT B & XIT. Velero ¥ —2 L v b velero-repo-credentials
e DNy Ty TR MY —%ERLES, ThITE, T74LMD/RR
Aﬁ? D—REFELBEBEIHWMALNART—IPEFNIET, ROV ITYTD &

IKo—=2J Ly hMRAT—RZEHTZ &, HTLLW/IART— K velero-repo-

o’s
%

?* credentials D/X2A 7 — RE—H LR ARY, Velero ldFHW/NY & 7w FIC
“'i" BETERLRYET,

1. Operators - Installed Operators % ') v 7 L T. OADP Operator 23R L £,

2. Provided APIs T, DataProtectionApplication 7"y 7 2D Create instance= 7 ') v 7 L &

ER
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84

3. YAML View =% ') v - L T, DataProtectionApplication ¥ =7 T X hD/NT XA —4 —%FH
LEY,

®9

® o

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
-gcp
- openshift ﬂ
resourceTimeout: 10m g
restic:
enable: true 6
podConfig:
nodeSelector: <node_selector> ﬂ
backupLocations:
- velero:
provider: gcp
default: true
credential:
key: cloud 9
name: cloud-credentials-gcp G
objectStorage:
bucket: <bucket_name> ﬂ
prefix: <prefix> 9
snapshotLocations:
- velero:
provider: gcp
default: true
config:
project: <project>
snapshotLocation: us-west1 @

openshift 7> 71 VIZHEATT,

Velero CRD @AM, volumeSnapshot DHIER., /Ny o7y FYKRY MY —DaHMER
E.FALTIINDREET D FTICERD Velero )V — A& Fi T 2B %2 QB THE
ELEY, 774/ ME1OM T,

Restic 1 Y A M—ILEEMICT 21FEI1E. TDE% false ITFEREL £§, Restic T —F
vy bEFFOA4 LET, TNk, ResticPod B"&EE/ —RKRTEITLTWR I E%E
BkL&E9d, OADP/N—T 3> 12 LIETIE. spec.defaultVolumesToFsBackup: true %
Backup CRICEBINT 2 Z & T, /Ny 27w F7HIC Restic %58 ETEXEX T, OADP /N—

2 3> 11 Tl spec.defaultVolumesToRestic: true % Backup CRIZEEMML 9,

Restic #{FATE %/ —REIBELZXT, T 74/ MTIE, ResticldgTRTD/—KRT=E
TINFET,

REIBEHRESOMEH., Google Workload Identity :#E# 2 5 RERIEDIHE
I&. service_account.json Z{FEAL X7,



BABEOADP 7 IV r—>avony 97y TEER
RILEHRESCY—V Ly NOZHL, COEEZIEELRWVGEIF. T74IL MNDEZRFITH
% cloud-credentials-gcp NMERAINE T,

Ny Ty TORESBHARELTNNY Yy MEIBELE T, N7y D Velero/X\y 2T v T
BERONTy NTRWEEIE, BEEHEZIEETIVENIMHYET,

Ny MO EBOENTHERINDIGZEIE. Velero/N\y 07y TOEBEHEZRELET
(f51: velero),

CSIZRFvTYay hE/E Restic 2EALTPVENY I Ty TT2HEERE, X
FyTFoay NOBFAERELET,

O @ 9 9

@ 2FvFoay NOBEFRIE, PVERULYY =Y avVICHBIBENHY T,

4. Create=7 )y I LZXY,

4.4541. 142 M—ILDREE

1. RO ¥ R%%47 L T OpenShift API for Data Protection (OADP) ) V —2 & FRR L. 1V
AN=ILEWRIELE T,

I $ oc get all -n openshift-adp

o
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE
service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

2. DA~ R%A%EFTL T, DataProtectionApplication (DPA) MR INTWE I & #HEEL
x9,

I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'
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H A B

{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile
complete”,"reason":"Complete","status":"True","type":"Reconciled"}]}

3. type »* Reconciled ICEREINTWB I &=L E T,

4, ROAX Y RERITLT, Ny o7y TOREHFHREZHESE L. PHASE 7° Available TH 3% Z &
EHRELET,

I $ oc get backupStoragelLocation -n openshift-adp

6l
NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3d16h true

5. PHASE 7' Available THh 3 Z & &R L F T,

4.4.5.5. Google Workload Identity BN ¥ 5 KEE5E

Google Cloud DA TERITINTWE 7S r—ra Vg, A—H—ZPRRAT—RBREDHY—ERT
AoV hF—%FRALT, GoogleCloud )YV —RICT7VEALEFT., Iho5DH—EXRT7AHDU Y b
F—F, BEICEEINTVWAWNGE, X2 ) T4 —YRVICRZHEENHY £7,

Google Workload Identity iE# %9 % &. Identity and Access Management (IAM) %z & L T,
HB—EXT7 ATV MIRYKRDBHEERE, ABTAT VT4 T4 —DIAMA—ILZRHTEET, &
NICEY, Y—ERTAD Y M F—ICEAET X VT FYREEF YT —D) RIDPHBRINE
-a—o

Workload Identity (%, MIBABORESLEESIL. 1—F—RBHEOHE, SLURITEMELET,
dentity EH#ERE A AEEL., ThEEF1UF1—h—2 VP —EX (STS) BT ET, BLD
BREOEHEABFBLET, JUY—R~ADTIERAORAESEIE. BIZEET FYr— 3 A0
L/i-a—o

RYa—L%NYy Ty T 5IBE,. Google Workload Identity EH#EREE % f# M L 7= GCP £ ® OADP
& CSIZFTyFyay hoaaEHR—MLET,

Google Workload Identity iE¥EEREE % {F A L 7= GCP £® OADP &, Volume Snapshot Locations (VSL)
Ny o7y ThEHYR—PMLEHA. FMIEL. Google Workload Identity B DEFAIDRERE #5R L TL
TV,

Google Workload Identity #2577 NI A A LRWIEEIE. T—YRET7 IV Ir—>avo( Y
Z I\_}l/ ‘:ﬁaj‘i-g_o

AR
® GCP Workload Identity #5%%E LT, V75 R9—%FEE—RTAVRAM=ILLTW5,

® Cloud Credential Operator 1—7 1 ') 7 1 — (ccoctl) &. F3E 9 % Workload Identity 7'—JL
TV ERATES,

FIR
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FABOADP 7 Y r—2a vy 7y TEER

1L ROV R%EEFTL T, oadp-credrequest 71 L7 b —%/EHRLE T,

I $ mkdir -p oadp-credrequest

2. D& ST, CredentialsRequest.yaml 7 7 1 L EERK L £ 7,

echo 'apiVersion: cloudcredential.openshift.io/v1
kind: CredentialsRequest
metadata:
name: oadp-operator-credentials
namespace: openshift-cloud-credential-operator
spec:
providerSpec:
apiVersion: cloudcredential.openshift.io/v1
kind: GCPProviderSpec
permissions:
- compute.disks.get
- compute.disks.create
- compute.disks.createSnapshot
- compute.snapshots.get
- compute.snapshots.create
- compute.snapshots.useReadOnly
- compute.snapshots.delete
- compute.zones.get
- storage.objects.create
- storage.objects.delete
- storage.objects.get
- storage.objects.list
- iam.serviceAccounts.signBlob
skipServiceCheck: true
secretRef:
name: cloud-credentials-gcp
namespace: <OPERATOR_INSTALL_NS>
serviceAccountNames:
- velero
' > oadp-credrequest/credrequest.yaml

3. RDIAT Y R%&EZEFTL. ccoctl 1—F 1 )71 —%fFEAL T, oadp-credrequest 7« L ¥ b
') — D CredentialsRequest # 7 =7 hZNIEB L XY,

$ ccoctl gcp create-service-accounts \
--name=<name> \
--project=<gcp_project_id> \
--credentials-requests-dir=oadp-credrequest \
--workload-identity-pool=<pool_id> \
--workload-identity-provider=<provider_id>

INT. RDRAT v 7T manifests/openshift-adp-cloud-credentials-gcp-credentials.yaml
T7AIVEFERATESLDICRY £ Lk,

4, ROAY Y F%EEITL T, namespace ZEHR L X7,

I $ oc create namespace <OPERATOR_INSTALL_NS>

5 RDATY REZEITL T, REEEEHR%Z namespace ICEA L 7,
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I $ oc apply -f manifests/openshift-adp-cloud-credentials-gcp-credentials.yaml

4.4.5.5.1. Google Workload Identity E# DB DREE

GCP Workload Identity BIEH' R E I N TL B HE. Volume Snapshot Location (VSL) /3w &
7 v 7% PartiallyFailed 7 = — X T# T L £9 ., Google Workload Identity E#525E . VSL
Ny 97y TaR—KMLEEA,

4.4.5.6. Data Protection Application 1.3 D41 > XA b—JL

DataProtectionApplication API D1 > X4 > 2 % {ERX L T. Data Protection Application (DPA) % A
\/ Z I\ _)l/ L/ i -a—o

AR

FIR

88

OADP Operator 54 Y A =L T E2HELH S,
FTOTOMNAMNL—=VBNRNY Ty TIgfiE LTRETDIHELH D,

ATy Toayv NEFERLTPVAENY I T Y TE2HBE V57 RTONA T —E R T4
TRFw T 3w b APl 71 Container Storage Interface (CSI) 2+ v 7> av hOWwgh
N R—NTI2REN DD,

Ny 9Ty FERFTy T ay NOBMTRALURIIEREERT 25/ E. 7740 NDOARD
T % cloud-credentials-gcp % & L T Secret 2 {E T 2 BN H %,

Ny G TyTERFTyToay NOBRTELRZRIEREERTIHEE. LTDELDIC2
DD Secrets A ENT B2HENH 5,

o Ny U7y TDBRADHRY LZ%EFED Secret, D Secret %=
DataProtectionApplication CR IZENI L £,

o Rty T avy bOBRADRHDARY LEZ %D Secret, D Secret &
DataProtectionApplication CR IZ:ENI L £,

R

AVRAN=IVRIINY 9Ty TERLIFZRFYy Toay NOBRRAEIEELALL AW
mEald. ZZd credentials-velero 7 7 1 LA {FERH L TT 7 # )L b D Secret % {F
KTXZEd, 774/ bD Secret *WIFE., 1 VA M—JLITKRBLZFT,

Operators — Installed Operators =% ') v 2 L T. OADP Operator ZZERL X7,

Provided APIs T, DataProtectionApplication 7R 7 2D Create instance* 7 ') v 7 L &
ER

YAML View %= %2 ') v 2 L T, DataProtectionApplication ¥ =7 T X hD/NT XA —4 —%EH
LEY,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>



@ 960 600 9O

FABEOADP 7SV r—a vy I 7y TEER

namespace: <OPERATOR_INSTALL_NS> @)

spec:

configuration:
velero:
defaultPlugins:

-gcep
- openshift g
resourceTimeout: 10m 6
nodeAgent: ﬂ
enable: true
uploaderType: kopia G
podConfig:
nodeSelector: <node_selector> ﬂ
backupLocations:
- velero:
provider: gcp
default: true
credential:
key: cloud 6
name: cloud-credentials-gcp Q
objectStorage:
bucket: <bucket_name> @
prefix: <prefix> m
snapshotLocations:
- velero:
provider: gcp
default: true
config:
project: <project>
snapshotLocation: us-west1 @
backuplmages: true

OADP M7 7 # )L b D namespace I& openshift-adp T9, namespace (ZEHTHY . %
EFRET T,

openshift 7> 71 VIZHEATT,

Velero CRD DA A, volumeSnapshot DHIBR., /Ny I 7w FYRY M) —DaT MR
ECHIALTINIRETZETITEROD Velero ) V—R 5549 205 DB T
ELEFT., 774/ ME10OMTY,

BEEREY—N—ICI—T1 VI TBEEBI—-IT VN,

nodeAgent A B LTI 7AWV RTLNY I 7y THERITTBIHEIE. TDEE
true ICREL X7,

7w 7O—4—& LT kopia £/l restic EADLET, 1 VA M—ILRIGRIRALEFRT
22 &lETEFHA, HAAH DataMover DIFE X, Kopia #FERTEZ2HELNHY £

¥, nodeAgentidF—EVty 27704 LEY, Zhid. nodeAgentPod H' &7 —

FUT/—RETEGINDIEEZRBHERLET, 77AIWNVRTLNY I Ty TEERET

%Zl. spec.defaultVolumesToFsBackup: true % Backup CRIZEEML 9,

Kopia F 7= Restic IMEARIREAR / — NEIBEL X T, T 7 4JL b TIE, Kopia F7/ld
Restic (F3dRXRTD ./ —RKRTEIFTINFT,
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o0 ® 9 9 O

REIBERESOMEH., Google Workload Identity :#E# 2 5 RERIEDIHE
I&. service_account.json Z{FEAL X7,

RILEHREEC—V Ly NOEHL, COEEZIEELLRWVGSEIE. T74IL NDEZRFITH
% cloud-credentials-gcp NMERINE T,

Ny 9Ty TORESBARELTNNY Yy MEIBELE T, N7y D Velero/X\y 2T v T
BERONTy NTRWEEIE, BEHEHE2IEETIVLENMHYET,

Ny MO EBOENTHERINDIFZEIE. Velero/Ny I 7y TOEBEHEZRELET
(f51: velero),

CSIZRFvTYay hE/E Restic AL TPVENY V7Y TTRHEERE. X
FyvTFoay NOBFAERELET,

Aty Foay MNOFAIE, PVERLY =Y avIilHhrBENHY FT,

Google Workload Identity iE# (&, REA X =2 DNy o T7 v THHBR—FMLTVET,
AA=IDONY Ty THEMEALBWESRIE. D714 —IL K% false ICERELE T,

4. Create=7 ')y I LZXY,

4.45.6.1. 14 A M—ILDRIE

90

1. JRDIO< > R%34T L T OpenShift API for Data Protection (OADP) 1) YV — X &R L. 1V

AM—IV%ZEREELE S,

$ oc get all -n openshift-adp

6
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/node-agent-9cg4q 1/1 Running 0 94s
pod/node-agent-m4lts 1/1 Running 0 94s
pod/node-agent-pv4kr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE

service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

service/openshift-adp-velero-metrics-svc ClusterlP 172.30.10.0  <none>
8085/TCP 8h

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/node-agent 3 3 3 3 3 <none> 96s
NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s
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NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

2. RDOA< > R%AEFTL T, DataProtectionApplication (DPA) MR INTWE I & &R L
x7,

I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'

H A B

{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile
complete","reason":"Complete","status":"True","type":"Reconciled"}]}

3. type »* Reconciled ICEREINTWB I & 2R L E T,

4, ROAX Y RERITLT, Ny o7y TOREFAREZHESE L. PHASE 7° Available TH 3% Z &
EHERELET,

I $ oc get backupStoragelLocation -n openshift-adp

HhH
NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3d16h true

5. PHASE 7' Available T%H 2% Z & 2#&82 L £ 7,

4.4.5.6.2. DataProtectionApplication CR C CSI = BMiICd 3

CSIZRFTvTYay haERLTKRER) a—LENRNY I Ty TTBIC
I&. DataProtectionApplication 1 24 4 1) ¥V —Z (CR) T Container Storage Interface (CSI) Z&%IC
LET,

AR

o VS RTANA ST —IF, CSIRF Yy Fay NaHR—NTIBELNHY FT,

o RDHBID & S IZ. DataProtectionApplication CR %##R&E L £ 9,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

spec:
configuration:
velero:
defaultPlugins:
- openshift

-csiﬂ

Q cSiF7ANNTSTAVAEBMLET,

o1
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4.4.6. Multicloud Object Gateway % [ L 7= OpenShift API for Data Protection M
11—

ax A

OADP Operator &4 ~ X h—JL¥ % Z & T, Multicloud Object Gateway (MCG) % {# L T OpenShift
API for Data Protection (OADP) =4 X h—JL L ¥, Operator I& Velero 112 #4 YA h—JL L &
ER

R

OADP 1.0.4 LABg., T OADP1.0.z/8N—¥ 3 V&, MTC Operator DKEFREBRE L TD
HEATE, AH Y R70OY Operator & LTIIFERATEEHA,

Multicloud Object Gateway %/Xw 2 7w F7DiFaF& L TEHRE L £9 . MCG I&. OpenShift Data
Foundation @Y R—%x >~ N TY, MCG |, DataProtectionApplication 7 X% 41) Y —2Z (CR) D
Ny 9Ty TIEMELTHRELET,

BF

FTVIMAMNL—=UDNNT Y MER % BEI{E T % CloudStorage APl (E. 77 /O
J—TLE1—HBEDHTT, T4/ 0YV—FLE1—#EEIZ. Red Hat @Y R—
DY —EZXLRIVT ) =XV b (SLA) DFRATHY ., BEMNICKEETIERVWGED
HYFET, RedHat ld., ERBBRIETCINSAEFRATZIIEAHBLTVWERA, T2
/AY—7LEa—#EiE. SFORSEEEVSR ML T, BREE THEEDT
ANEFTVWI A — RNy 2 RFELTWAELESIEEZENELTVWET,

RedHat D54 /Oy —7 L Eax1—#eEDyR— NEEICRET 283FMIE. 77/ 00—
Tl R— MNEE 28B LTI,

Ny 9Ty TOBARD Secret % ERK L. JRIZ. Data Protection Application 24 Y 2 k—JL L £ T,
FE#IE. OADP Operator D4 Y A b—)L SR LTI,

FIRI N xy N7 —2REIC OADP Operator 24 Y A =)L BICIE, |FRICT 7 AILMD

Operator Hub V — X 22 LT, Operator A9 OV %I5—Y VIS HMENHY £, 5
. Xy M7= D HIR I N/ERIE TD Operator Lifecycle Manager DA ZSR LTI,

4.4.6.1. Multicloud Object Gateway DREEER DS

OpenShift API for Data Protection (OADP) ® Secret 1 2% Ls1) YV —2R (CR) Z{EEKT % ICI&.
Multicloud Object Gateway (MCG) FREEIER =S T 2 MENHY T,

MCG (&, OpenShift Data Foundation DY R—% > K TY,

AR

e Et]7% OpenShift Data Foundation deployment guide %{#F L T. OpenShift Data Foundation
T 704 R2RENHY FT,

FIR

1. NooBaa 2% L)Y —RT describe AY Y RAEFIFTLT. SSTVRKRAVINTHD
AWS_ACCESS_KEY ID & & U' AWS_SECRET ACCESS KEY #H8 L ¥,

2. credentials-velero 7 7 1 L& {ER L £ 9,
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https://velero.io/docs/v1.12/
https://access.redhat.com/support/offerings/techpreview/
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.13/html-single/operators/#olm-restricted-networks
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_data_foundation/4.9
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_data_foundation/4.9/html/managing_hybrid_and_multicloud_resources/accessing-the-multicloud-object-gateway-with-your-applications_rhodf#accessing-the-Multicloud-object-gateway-from-the-terminal_rhodf
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$ cat << EOF > ./credentials-velero

[default]

aws_access_key_id=<AWS_ACCESS_KEY_ID>
aws_secret_access_key=<AWS_SECRET_ACCESS_KEY>
EOF

Data Protection Application =4 ~ X k—JL 9 BKEIC. credentials-velero 7 7 1 LR L T
Secret A 7V U NEERLET,

4462 NI Ty THELUTRFTy T3y NOBA, BOTIKEDY—I Ly MIDWT

DataProtectionApplication 1249 L)Y —RX (CR) T, Nv I TF7 v TELVRFy T ay bhDif
fi. BROMICEDY—I Ly bEIBELEY,

Ry 97y TOEFR
Multicloud Object Gateway £7 & MinlO R ED AWSS3 EMA TV IV MAKMNL—V %, RNv O Ty
TOHBE LTRELE T,

Velero l&, # 7YV NAML—VDT7—H4T 7 74)LbE LT, OpenShift Container Platform ')
Y —2R., Kubernetes # 7Yz b, BLIUHIA XA =NV I Ty FLET,

Aty FTay MOB

P9Z9RTANA T —DRAT 1 TRFv T3y MAPIZFER L TKGERY) 2 —L5Xv 07y Td
3BE. VSO RTANA Y =5 F v Toay NOBRRELTEETIHRENrHY ET,

Container Storage Interface (CSI) 2+ v 7> a v N&ERAT 2HBE. CSI KSA N—%FHF T 571D
IC VolumeSnapshotClass CR #E§ 27, RF v T ay NOGFHiEEET ZHEEHY FH
/‘JQ

FAIWNYV AT LINY T 7°(FSB) HERATBE. FSBAA TV MR ML=V EICT 741
yZTA%AJO v T30, AFyToay NOBFRAEIRETIHEEIHY FHA,

=Ly b
Ny Ty TERFTyToay hOFHRHAB LRIIBEREFHAT 258, FLIEIR Ty T3y DG
DN ELRWEEIE. T 740 MO Secret Z{ER L X7,

Ny Ty TERFTYyToay NOBIACERZRIEREFRATZ2HEIE. RD2 DD secret £ 7
Dy MNEERLET,

e DataProtectionApplication CR TIEE T 5. \v 77 v TDBZBFAADH R4 L Secret.

e DataProtectionApplication CR TSRI AW, R+ v ay NOFFRADT 7 )L b
Secret,

BF

Data Protection Application ICI&. 77 #JL b ® Secret " HETT, R LAWVE, 1
V7\ I\_)l/tigiﬂ& L/ i’a—o

AVRAN=IVRIZNY Ty TERIZRFTYy Toay NOBFRAIEE LK BRVWEES
&, ZZD credentials-velero 7 7 1 L =FEB L TT 7 #J)L b®D Secret #1ERTX X,

4.4.6.21. 577 #J)U b Secret DYERK

Ny Ty TERFTyToay hOFRHAB CRIIBEREFHT 254, LI Ty T3y DG
DM ELRWEEIE. T 74/ MO Secret Z{ER L X7,

93
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Secret @7 7 # )L b %1% cloud-credentials T3,

pa

DataProtectionApplication 124 L&') YV — X (CR) IZI&7T 7 # )L b @D Secret HXINET
T, FERRLARVWE, A YA M—LIFKRBLET, Ny Ty TOFFD Secret DZRTH
BEINTULWAWESIE. T74) MOERINMERAINET,

AVRARN=IVBEICNNY 7y TOGFROZBIEEREFERA L AWGEIE. 2D
credentials-velero 7 7 1 LA FRA L TT 7 #JL N &R T Secret 2{EFXTCX X7,

=55

o FTVIVRNAMNL—VEITIVRAMNL—UDDHBHEIFE. RLRLEEREZFERAT I2HLEDN
HYyFET,

o VeleroDA TV MNAKNL—VAERETINELHY T,

o FT7YxY MR KL—YHD credentials-velero 7 7 1 L Z B RHA THER T 2B ENH Y
i’a—o

FIE
e F7#)LNET Secret #FX L F9,

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

Secret (. Data Protection Application 24 X h—JL 9 % & & (C. DataProtectionApplication CR
® spec.backupLocations.credential 70 v 7 TSRBINZ T,

4.4.6.2.2. 12 ZFEREBD— 7 Ly b DERK

Ny Ty TERFTYyToay NOFRTELRZFRINEREFERT 2I58(1E. JRD 2 DD Secret 47
VI NEERTDIVELHYET,

o NRYLZEFDNY VT v SIHFD Secret, 1 X4 L£ld. DataProtectionApplication 71
24 L)Y —2R (CR) @ spec.backupLocations 7O v ¥ TIEEINZE T,

o XFvw T av hDiGFT Secret (T 7 # )L b &l cloud-credentials), Z @ Secret
l&. DataProtectionApplication TIEEINTWEH A,

FIR

1. AFwv 7T ay NDOBATOD credentials-velero 7 7 A LA S5 R7ONA4 4 —IEL =K
TEMRLZEY,

2. TI7AINMNETRFT Yy T ay NOIBFRD Secret #1/ERL L 9,

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

3. ATV MRAML—=UICELERR T, Ny 97 v TIHBERD credentials-velero 7 7 1 )L &
ERLZE Y,

94
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4. AR LZEFARLT/NY U7 v TIBAOD Secret M L £,

I $ oc create secret generic <custom_secret> -n openshift-adp --from-file cloud=credentials-
velero

5 RDOBEID& I, ARHY LZD Secret %= DataProtectionApplication (ZENML X7,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

backupLocations:
- velero:

config:
profile: "default”
region: minio
s3Url: <url>
insecureSkipTLSVerify: "true"
s3ForcePathStyle: "true"

provider: aws

default: true

credential:
key: cloud
name: <custom_secret>ﬂ

objectStorage:
bucket: <bucket_name>
prefix: <prefix>

Q HRY LEZEFHD/INY 2T v FBFID Secret.,

4.4.6.3. Data Protection Application D&%

Velero )V —2Z2ADEIY HBTHEKRET 5H,. BOEHR CAEAEZZEMIC L T, Data Protection
Application Z5%ECTEX XY,

4.46.31.Velero D CPU EXAEY—D) Y —REY HTHEH

DataProtectionApplication 7249 L)YV —R (CR)Y =7 A % #E&%E L T. Velero Pod ® CPU &
FUXEY—YY—RDEIYLTEBRELET,

[} =355
® OpenShift API for Data Protection (OADP) Operator B Y A h—JILINTWBHELAH Y F
ER
¥

o RDHBID &L S IZ. DataProtectionApplication CRY¥ =7t XA bD
spec.configuration.velero.podConfig.ResourceAllocations 7O v 7 DIE%REL LT,
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apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

configuration:
velero:
podConfig:
nodeSelector: <node selector> ﬂ
resourceAllocations: 9
limits:
cpu: "1"
memory: 1024Mi
requests:
cpu: 200m
memory: 256Mi

Velero podSpec ICIR#INE /  —REL 79 —%BELZE T,

1) 2 XN TW3 resourceAllocations (3. FHEFAHETT,

®9

pa )

Kopia I& OADP 1.3 LARED ) V) — R CTEIRTEZX T, Kopia ld 7 7M1 IV AT LDINY Y
Ty FIFERATEEY, HAHAHD Data Mover Z{FFH T % Data Mover DIHE 1,
Kopia D"ME— DZERERICAY X7,

Kopia I& Restic £ Y £ E < DY) YV —R%ZHET 27O, TNILIHLTCPUEXE) —D
BEHAFAELRTNIERSRVWEESHY ET,

4.4.6.3.2. HCE# CASIEAZOREE

certificate signed by unknown authority T>—%[5 <78 I_. DataProtectionApplication 1 X ¥ L
J)Y—R(CRINZTJTAMEREL T, 77V MANL—YDOBECERL CAIIRZEZEMICT S
WHELHY XY,

AR

FIR

96

OpenShift API for Data Protection (OADP) Operator &A1 Y A h—JLINTWVWBRELH Y F
ER

DataProtectionApplication CR¥ =7 = X D
spec.backupLocations.velero.objectStorage.caCert /X5 X —% — &
spec.backupLocations.velero.config /X5 X —4% —&iR&EL 7,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:
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backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"

Base64 TI Y d— NI Nk CAMEBREXFIAIEELE T,

insecureSkipTLSVerify 2. "true” £7 (% "false" DWTNMIZETEZE
9, "true" ICERET B &, SSL/TLS X2 U 74 —HERICARY 9, "false" ICERET
&, SSL/TLS EFa ) T4 —DBMIRYZET,

1]
2]

4.46.321. VeleroT7O4 XY NHDIA ") 7RI L7z velero ¥ KT CAGIBAZA AT 3

VeleroCLIDITA ) PR&EEMT B ET, AT ALICO—HAIVICA VA M—JLETIC Velero CLI & 1{&
HATEZ%d,

AR

e cluster-admin O0—)L % D1 —%—& L T OpenShift Container Platform 2 5 X4 —icO 4
1L TW3%,

o OpenShift CLI (oc) 14 ¥ 2 h—IL XN T W3,
. T4 ) 7R L7z Velero A Y REFERAT BICIE, ROOAT Y REETLET,

I $ alias velero='oc -n openshift-adp exec deployment/velero -c velero -it -- ./velero'

2. RDAR YV RZERTFTLT, TAVT7ADPKELTWE I EZHAB LIS,

B

$ velero version

Client:

Version: v1.12.1-OADP
Git commit: -

Server:

Version: v1.12.1-OADP

3. ZOIXYY RTCAGIAELZMEAYT 21T, ROIAY Y FERITL TEEAE % Velero 77
A4 XY MOBMTEXY,

$ CA_CERT=$%(oc -n openshift-adp get dataprotectionapplications.oadp.openshift.io
<dpa-name> -0 jsonpath="{.spec.backupLocations[0].velero.objectStorage.caCert}')
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$[[-n $CA_CERT ]] && echo "$CA_CERT" | base64 -d | oc exec -n openshift-adp -i
deploy/velero -c velero -- bash -c "cat > /tmp/your-cacert.txt" || echo "DPA BSL has no
caCert"

I $ velero -n openshift-adp describe backup <backup-name> --details --cacert /tmp/your-
cacert.txt

4. Velero Pod n'Bi2&19 % &. /tmpl/your-cacert.ixt 7 7 1 LHSEEINE T, D7D,
BOFIEDIY Y KEHBREITL T /tmp/your-cacert.txt 7 7 1 L = BIERT 2 EHLH Y
i -a—o

5 RDAX Y RAEITYT 5 &, tmplyour-cacert.ixt 7 7 1 LA REFELZIBRICT 71 IV E
REETINEINEZHRTEET,

$ oc exec -n openshift-adp -i deploy/velero -c velero -- bash -c¢ "Is /tmp/your-cacert.txt"
/tmp/your-cacert.ixt

OpenShift API for Data Protection (OADP) 5D ') Y —ZXTld, TOFIEBNAEICAS &£ D ICFERA
£% VeleroPod IC¥ O Y N T BFETT,

4.4.6.4. Data Protection Application 1.2 AgiD 1 > X b—IJL

DataProtectionApplication API D1 > X4 > 2 % {ERX L T. Data Protection Application (DPA) % A
y Z I\ _)l/ L/ i -a—o

AR E A

e OADP Operator 54 Y A =L T 2ELH B,

o FTIVTIUIMNAMNL—=VENY I Ty TIGfRE LTERETIVLELNH D,

o XF v T ayv hEFEALTPVANYITY TE2IE, 727 RK7ONM 5 —ER14 T4
TR+ w T 3w b APl 71 Container Storage Interface (CSI) 2+ v 7> av howgh
NatR—KNT2HENDH B,

o Ny IT7yvTERFTYy T ay NOBAATHEURMEEREZFERT 2HBEE. 774/ bOARD
T % cloud-credentials Z 8 L T Secret Z{Ef{ T 2 BN H %,

o Ny IT7vTERFTY T ay NOBHATERZRFEREZFEAT 25E61E. LTDLHIC2

98

DD Secrets A ENT B2HENH 5,

o Ny o7y TOBRRADHRAY L& %D Secret, Z D Secret %
DataProtectionApplication CR IZ:EHI L £,

o RFv T avy NOGFRADRDAHRY L& %D Secret, D Secret %
DataProtectionApplication CR IZ:EHI L £,

R

AVAN=IFIINY I Ty TERIFIRAFTYy T ay NOFRERELEL
BRWIGEIE. ZD credentials-velero 7 7 1 LR LTT 74/ bD
Secret #/ElTEXEXd., 774/ hD Secret ' WIFHE., 1 VA M—JLIE
KBLET,



FIR

FABEOADP 7SV r—a vy I 7y TEER

pa )

Velero I&. OADP namespace I velero-repo-credentials & L\ D ZREID S —
Ly MEERLES, ThiZiE, 774NN MDY I Ty TYRY M) —
RAT—RHPEENFET, Nv Ty TYRIN)—%WRE LERID
Ny Ty THERTTDHENII, base64 & LTI VA—RINALHBED/NR
T—REZFEALTY—JLy hZ2EHTEET, EFITHF—DER
Data[repository-password] T9,

DPA Z/ER L7ctk. Nw 9Ty TYVRIN) —a{RE LNV ITY T
MHTERITT B E X, Velero & —2 L v k1 velero-repo-credentials
DNy Ty TIVRIN) —%ERLEST, ThiZiE, 772 bD/RR
D— RNEFLRBBERAZRRT—RPEFET., RDONNY I Ty TD
IKo—=J Ly hMRT—RZEHTZ &, HTLLW IR T — K velero-repo-
credentials D/X2 7 — R &E—H LAY, Velero lddE WY I 7w FIC
BRCTIRCARYET,

1. Operators - Installed Operators % ') v 2 L T. OADP Operator 23R L £,

2. Provided APIs T, DataProtectionApplication 7" v 7 2D Createinstance= 7 ) v 7 L &
ER

3. YAML View 2% ) w 2 LT, DataProtectionApplication Y =7 = X hD/X5 X —4& — & FH
LE9.

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
- aws
- openshift ﬂ
resourceTimeout: 10m 9
restic:
enable: true 6
podConfig:
nodeSelector: <node_selector> ﬂ
backupLocations:
- velero:
config:
profile: "default”
region: minio
s3Url: <url> @
insecureSkipTLSVerify: "true"
s3ForcePathStyle: "true"
provider: aws
default: true
credential:
key: cloud
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O o9

SO 90 O

o

name: cloud-credentials G
objectStorage:
bucket: <bucket_name> ﬂ

prefix: <prefix> 6
openshift 75 71 VIZHEATT,

Velero CRD A M. volumeSnapshot DHIER, /Ny I 7y FYRY MY —DrHMER
E. FALTIINDHEET D FTICERD Velero )V —RA A& F T 2B %2 DB THE
ELEY, 7724/ ME1OM T,

Restic 1 Y A M—ILEEMICT 215E1E. TDE% false ICTFEREL £§, Restic &7 —F
vy bEFFOA4 LET, TNk, ResticPod B"&EEEF/ —RKRTEITLTWR I E%2E
kL& 9, OADP/N—T 3> 12 LIETIE. spec.defaultVolumesToFsBackup: true %
Backup CRICEBINT 5 Z & T, /Ny 2 7 v FHIC Restic A3 ETEX £, OADP /N—

2 3> 11 Tl spec.defaultVolumesToRestic: true % Backup CRIZEEMML 9,

Restic #{FATE %/ —REIBELZET, T 74/ MTIE, ResticldgTRTD/—RKRTE
TINFET,

SBTVRRAVMNDURLAFELZET,

CDEAEEELRWESIE. T 7 4L hE&D cloud-credentials "MFEARINFT, HhR¥Y
LEZBEIETDE, NV I Ty TOBRICARY LENERINE T,

Ny Ty TORESBHARELTNNY Yy MEIBELE T, N7y D Velero/X\y 2T v T
BERONT Yy NTRWEEIE, BEEHE2EETIDNENMHYET,

Ny MOEBOENTHERINDIFZEIE. Velero/N\y IV 7y TOEBEHEZRELET
(f51: velero),

4. Create=7 ')y I LZXY,

4.4.6.41. 14> A b—ILDWEE

100

1. JRD < > R%Z34T L T OpenShift API for Data Protection (OADP) 1) YV — X &R~ L. 1V
AM—IVEREELET,

$ oc get all -n openshift-adp

ol
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2  Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE
service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s
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NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

2. RO~ K%A%EFTL T, DataProtectionApplication (DPA) MR INTWE I & &R L

i’g—o

I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'

H A B

{"conditions™:[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile
complete”,"reason":"Complete","status":"True","type":"Reconciled"}]}

3. type »* Reconciled ICEREINTWE I & 2R L E T,

4. ROAX Y RERITLT, Ny o7y TOREFREZHESE L. PHASE 7* Available TH 3% Z &

EHERLET,

I $ oc get backupStoragelLocation -n openshift-adp

H A B

NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3d16h true

5. PHASE 7' Available T%H 2% Z & 2#ER L £ 7,

4.4.6.5. Data Protection Application 1.3 D41 > XA b—JL

DataProtectionApplication API D1 > X4 > 2 % {ER L T. Data Protection Application (DPA) % A
y Z I\ _)l/ L/ i -a—o

AR

OADP Operator 24 Y A =)L 2 EHLH 5,

FTOTIO MR L—=—VBNY I Ty TIHFRE L THRET 2HENH S,

ATy T ay NEFERLTPVAENY I TP Y TE2HE V57 RTONA T —E R T4
TR+ w T 3w b APl 71 Container Storage Interface (CSI) 2+ v 7> av howgh
DY R—NTI2REN DD,

Ny gFyTERFTyToay NOFRTREILRIIBREAFHAT 258K, T 74/ D&
T# % cloud-credentials % {#F L T Secret Z{E T 2 ELH %,
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o Ny IFTyTERFT YT ay NOBMTERZRIIBEREFERT25E81E. UTDLDIC2
DD Secrets A ENT B2HENH 5,

o Ny I 7y TOBRRADHRAY L& %D Secret, Z D Secret %
DataProtectionApplication CR IZENI L £,

o RFv T ay NOGFRADRDAHRY L& %D Secret, <D Secret %
DataProtectionApplication CR IZENI L £,

pa )

AVRAN=IVRIINY 9Ty TERIFRFYy Toay NOBRRAEIEELALC AW
mEald., ZZd credentials-velero 7 7 1 LA {FERH L TFT 7 # )L b @ Secret % {F
KTXZEd, 774/ bD Secret B*WIFE., 41 VA M—JLITKRBLZFT,

FIR

1. Operators - Installed Operators % ') v 2 L T. OADP Operator 23R L £,

2. Provided APIs T, DataProtectionApplication 7Ky 7 2D Create instance= 7 ) v 7 L &
E

3. YAML View 2% ) w 2 LT, DataProtectionApplication Y =7 = X hD/X5 X —4& — & FH
LE9.

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
- aws
- openshift 9
resourceTimeout: 10m 6
nodeAgent: ﬂ
enable: true 6
uploaderType: kopia G
podConfig:
nodeSelector: <node_selector> ﬂ
backupLocations:
- velero:
config:
profile: "default”
region: minio
s3Url: <url> @)
insecureSkipTLSVerify: "true"
s3ForcePathStyle: "true"
provider: aws
default: true
credential:
key: cloud
name: cloud-credentials Q
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objectStorage:
bucket: <bucket_name> @

prefix: <prefix> m
OADP M7 7 # )L b D namespace I& openshift-adp T9, namespace (ZEHTHY . %
EHRETT,
openshift 7> 714 VIZHEATT,
Velero CRD DA A, volumeSnapshot DHIBR. /Ny J 7w FYRY M) —DET MR

E.AALTIMNDRETZETICERD Velero ) VYV — R A& FH T 2 A2 D HEA TIE
ELFT, 774 MEI1IOMTT,

BEEREY—N—ICI—T1 VI TBEEBI—-YT VN,

nodeAgent A B LTI 7AWV RTLNY I 7y THERITTBIHEIE. TDEE
true ICEREL X7,

7w 7O—4—& LT kopia £/l restic EANDLET, 1 VA M—ILRIGRIRAEFRT
22 &lETEFEA. HAAH DataMover DIFE L. Kopia #FERTEZ2HELHY £

¥, nodeAgentidF—EVty 27704 LEY, Zhid. nodeAgentPod H'& 7 —

FUJ/)—RETETINDIEERKLET, 77AINTYRTLNY I Ty TEERET

%(Zl. spec.defaultVolumesToFsBackup: true % Backup CRIZEEML 9,

Kopia F7=1& Restic WMEARIRER / — NEZIBEL X T, T 7 4JL b TIE, Kopia F7/zld
Restic (Z3dRTD ./ —RTEIFTINFT,

SBTIVRRAVMNDURLAELZET,

CDEAEFELRWESIE. T 7 4L ZD cloud-credentials "MFEARAINF T, HhR¥Y
LEZBEIETDE, NV I Ty TOBRICARY LENERINE T,

Ny Ty TORESBHARELTNNY Yy MEIBELE T, N7y D VeleroX\y 2Ty T
BERONTy NTRWEEIE, BEHEHE2EETIRENMHYET,

Ny MO EBOENTHERINDIGZEIE. Velero/Ny I 7y TOEBEHEZRELET
(51 velero),

4. Create=7 ')y I LZXY,

4465114V A M—ILOWEE

1. JRDIO< > R%34T L T OpenShift API for Data Protection (OADP) ') YV — X &R~ L. 1V
AMN—IVEREELET,

$ oc get all -n openshift-adp

5
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/node-agent-9cg4q 1/1 Running 0 94s
pod/node-agent-m4lts 1/1 Running 0 94s
pod/node-agent-pv4kr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
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NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE

service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140

<none> 8443/TCP 2m8s

service/openshift-adp-velero-metrics-svc ClusterlP 172.30.10.0  <none>
8085/TCP 8h

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/node-agent 3 3 3 3 3 <none> 96s
NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

2. RO~ K%A%EFTL T, DataProtectionApplication (DPA) MR I N TWE I & &R L
x7,

I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'

H A B

{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile

complete","reason":"Complete","status":"True","type":"Reconciled"}]}

3. type »* Reconciled ICEREINTWB I & =R L E T,

4, ROAX Y RERITLT, Ny o7y TOREFHRZHESE L. PHASE 7* Available TH 3% Z &
EHERELET,

I $ oc get backupStoragelLocation -n openshift-adp

H A B

NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3d16h true

5. PHASE 7' Available T%H 3% Z & 2#&82 L £ 7,

4.4.6.5.2. DataProtectionApplication CR C CSI = BMiIcd 3

CSIZRFTvTYay haERLTKRER) a—LE2RNYv I T7vTTBIC
|&. DataProtectionApplication 77 X% A !) ¥/ — X (CR) T Container Storage Interface (CSI) Z BRI

L/i-a—o

AR
o VS RTANAF—IF, CSIRFyFoay NaHR— NI IBELNHY FT,
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FIR

o RDHBID &L S IZ. DataProtectionApplication CR %##E&E L £ 9,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

spec:
configuration:
velero:
defaultPlugins:
- openshift

-csiﬂ

Q cSiFI7ANNTSTAVAEBMLET,

4.4.7. OpenShift Data Foundation % {8 L 7= OpenShift API for Data Protection M
X E

OpenShift Data Foundation % f#F L T Openshift API for Data Protection (OADP) &4 Y X2 h—JL ¢ %
ICIE, OADP Operator 24 YA =)L L. Ny 27y TOBPRERFTYy Tay bOAy—2 a3 v %k
ELF9, RIC. DataProtection Application 4 Y2 h—JLLE T,

pa

OADP 1.0.4 LA, 9T OADP1.0.z/8N— 3 »Id, MTC Operator Dik#FEREAHRE L TD
HMEATE, AH Y R70OY Operator & LTIIFERATEEHA,

Multicloud Object Gateway 7/ IFEBD AWSS3 EBDA TV I MR ML=V BNy I T v TDI5
FRELTERETEEY,

BF

FTVIMAMNL—=UONNSy MER % BEI{E T % CloudStorage APl (E. 77 /O
V=Tl Ea—#EDHTT, T/ OV —TFL E1—#EElL. RedHat @Y R—b
DY —EZXLRIVT ) =XV b (SLA) DFFRATHY ., BEMNICKEETIERVWIGED
HYEF, RedHat ld, ERERIETINLEFERATZIEEHELTVWERA, 77
/AY—7LEa—#EiE. SFORSEEEVSR ML T, BRERE THEEDT
ARETVWI A =Ry I ERELTWARECZIEEZEMELTVWETY,

RedHat D574 /Oy —7 L Eax—#eEDyR— NEEICRET 23FMIE. 727/ 00—
T E1—#EDYR— MNEFE 2S8R LTI,

Ny I Ty TOIGFRD Secret Z/EM L. JRICT. Data Protection Application %4 Y X h—JL L £7,
FE#IE. OADP Operator D4 Y A b—)L SR LTIV,

BRI Nk v b7 —VRIEEIC OADP Operator =4 Y A h—IL T 2I2IE, |RHAT 7 4L MD
Operator Hub V — X 2 #E&hIC LT, Operator A9 OV %I5—Y VIS HHENHY £, 5
. Ry N7 =2 D HIR I N/ERIE TD Operator Lifecycle Manager O Z#5BR LTI,

4471 1Ny Ty THBIUVCRFTFYy T ay NOBR. BOTCICEDY—IL Y MCDWT
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DataProtectionApplication 1 X% L)Y —RXA(CR) T, NXv I T v TESLVRAFTyv T3y bDG
. BONICEDY—I Ly MEIBELXT,

RNy 97y TOEFR
Multicloud Object Gateway £7 & MinlO R ED AWSS3 HEMA TV VO MAKNL—V %, RNy O Ty
TOHBE LTERELE T,

Velero ld, # 7Yz MAMNL—YDT7—H4 T 7 74L& LT, OpenShift Container Platform )
Y —2, Kubernetes # 7V 7 b, BLUVAIBA A=V %N I Ty TLET,

Aty ay MOB

P9Z9RTAONA T —DRAT 1 TRFTv T3y MAPIZFERLTKGER) 2a—LENXv 07y Td
3BE. VSO RTAONA Y —5RF v Toay NOBRMELTEETIHLELGHY ET,

Container Storage Interface (CSI) 2+ v 7> a v N&EAT 2HBE. CSI KRSA N—%FH T 27D
IC VolumeSnapshotClass CR #E§ 27, RF v T ay NOGFHiEEET Z2HEEHY FH
AIQ

T7AWNRATLINY I T Y 7°(FSB) HEATLEE. FSBAA TV MNAMNL—=YEIZT 7401
VATFLENY YTy TITEH, ATy Toay NOBMRERETIREIRHLY FHA.
=Ly b

Ny Ty TERFTyToay hOFRHABE LRIIBEREFHAT 254, LI Ty T3y NG
MO MREBLRWESIE. 740 D Secret ZER L X7,

NPTy TERFy T ay NOBRTELRDRIIEREERT 25E1E. RO2DD secret 7
Dy MNEERLET,

e DataProtectionApplication CR TIEE T 5. \v 77 v TDBZBFIADH R4 L Secret.

e DataProtectionApplication CR TSRIhA\W, R+ v ay NOFFRADT 7 +J)L b
Secret,

BF

Data Protection Application ICl&, 77 #JL b ® Secret " HETT, ERLAWNE, 1
V7\ I\_)l/tigiﬂ& L/ i’a—o

AVRAN=IVRIZNY Ty TERIZRAFYy Toay NOBFRAEIRE L RVWES
&, ZZD credentials-velero 7 7 1 JL=FEB L TT 7 # )L bD Secret #ERTX X,

RS

® OpenShift Web 3>~V —JL%f#EF L 7= Object Bucket Claim DERK o

4.4711. 577 #JU b Secret DYER

Ny Ty TERFTyToay NOFRHAB CRIIBEREFHT 254, LI Ty T3y oG
MO MREBLRWESIE. T 74/ D Secret Z1ER L X7,

Ny Ty TZAMNL—o 70O 5 —|Caws, azure. F/lE gep REDT 7 2ILNDT S T4 U7

WBR Y. Secret D5 7 # JL k&I cloud-credentials T3, ZDIFE. FO/N1 ¥ —EH®D OADP 1
VAKN—IFIBETTI7HILNEPIEEINTWET,
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pa 3

DataProtectionApplication 1 X% ') Y —X (CR) IZI&7T 7 # )L b D Secret XIKET
T FERRLABRVWE, A YA M—LIFKRBLET, Ny VT v TOIFFD Secret DZRTH
BEINTULWARWESIE. T74)I MOEBRINMERAINET,

AVRARN=IVBEEICNNY O 7y TOGFROZBIEEREFERA L AWGEIE. 2O
credentials-velero 7 7 1 LA FRA L TT 7 # )L N &R T Secret 2{EFXTX X9,

AR

FIR

ATV RMAMNL—=DEITURRMNL—=IUDH2HBEIF. AURAEREZERATILED
HYyFET,

Velero DA TV RAMNL—V%EBRETDHELNHY FT,

79 MR ML—UHD credentials-velero 7 7 1 L A B AR THER T 2 HELH Y
i’a—o

F7#) N&T Secret Z{FK L 9,

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

Secret (. Data Protection Application 24 X h—JL ¢ % & ¥ (C. DataProtectionApplication CR
® spec.backupLocations.credential 70 v 7 TSR INZE T,

44712 B2 5EHRWD— I Ly b DYEBL

NPTy TERFyToay NOBRTELZRIEREERT 358, )RD2 DD Secret £ 7
VI NEERTDIVELHY ET,

FIR

HRY LZEFD/INY VT v TIHFD Secret, 1 X4 L£ld. DataProtectionApplication 71
24 L)Y —2R (CR) @ spec.backupLocations 7O v 7 TIEEINZE T,

2+ v 7Y 3y hDIGFT Secret (T 7 # )L k%&ld cloud-credentials), < D Secret
I&. DataProtectionApplication TIEEINTWEFH A,

. ATy T ay NDOBERD credentials-velero 7 7 (LA VS R7ONA ¥4 —|CE LR

THERLET,

FIFIWINETRFTYy T3y NOFROD Secret R L £,

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

TV MRAMNL—=UICBLERKT. /Ny 27 v THBFRO credentials-velero 7 7 1 )L &
ERRLZE Y,

HRILEEFRLT/INY VT v THBARO Secret 1K L £,
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I $ oc create secret generic <custom_secret> -n openshift-adp --from-file cloud=credentials-
velero

5 RDOBEID& DI, ARHY LZD Secret %= DataProtectionApplication (ZEML X7,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

backupLocations:
- velero:

provider: <provider>

default: true

credential:
key: cloud
name: <custom_secret> ﬂ

objectStorage:
bucket: <bucket_name>
prefix: <prefix>

Q HRY LEZEFHD/INY 2T v FIBFTD Secret.,

4.4.7.2. Data Protection Application D& E

Velero ) YV —2DE|Y B TARET 5H., HEER CAIIBAZABWMIC L T, Data Protection
Application Z5%ECTEX XY,

4.47.21.Velero® CPUEXEY —DY YV —RHY H{TEHRE

DataProtectionApplication 1 X9 L)Y —R (CR)¥Y =7 A M %#E&E L T. Velero Pod ® CPU &
LUAEY =YY —RDEYHTERELET,

AR

® OpenShift API for Data Protection (OADP) Operator B Y A h—JILINTWBHELAH Y F
ER

FIR

o RDBID &L S IC. DataProtectionApplication CRY¥ =7 T X hD
spec.configuration.velero.podConfig.ResourceAllocations 7O v 7 DIE%REL T,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

configuration:
velero:
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podConfig:
nodeSelector: <node selector> ﬂ
resourceAllocations: g
limits:
cpu: "1"
memory: 1024Mi
requests:
cpu: 200m
memory: 256Mi

Velero podSpec ICIRtEI B/ — KLV —%BELZ T,

1) 2 XN TW3 resourceAllocations (3. FHEFAHETT,

®9

R

Kopia I& OADP 1.3 LARED ) V) — R CTEIRTEZX T, Kopia ld 7 7M1 IV AT LDINY Y
Ty FIFERATEEY, HAAHD Data Mover Z{FFH T % Data Mover DIHE I,
Kopia A"\MHE— D:ZBIRERICRY £,

Kopia [& Restic £ W £ Z< D) YV —R%ZHET 57D, TNICHLTCPUEAE) —D
EHARARLATNERSRBRVEENHYET,
44721V PELET—YICETE CephD CPUB LU AEY —EH/ 4RSS
DUTOHEEIEIZ, AT—ILBLUVNRT+—TVADSRTHRELEZNRNT7+—IVRICETVWTWE
T, COEHEIK, $FIC {odf-first} ICAAE LT, ODF 2R T 21551, BUAFa—=VTHA R
TRARDHERRIFEZMR LTIV,
447211 REICHERCPUEXEY) —

Ny 97y THELOETIREICIZ. KE®D CephFS PersistentVolumes (PV) " ETY, out-of-
memory (OOM) T5—IZ & % Ceph MDS Pod DEREI & BT 2 /=010 Ik, ROBENHRI N F

ER
XESM1T £33 BB
CPU BRI IICEEINFE L ERRIE3
XE)— BRI 8GIICEEINF LK ERRIZ 128 Gi

4.47.2.2. AEEA CAGIBAZ DHERE

certificate signed by unknown authority T>—%[5 <78 IC. DataProtectionApplication 1 X ¥ L
J)Y—R(CRINZTJTAMNEREL T, 77V MAMNL—YDOBECERL CAIIAZEZEMICT S
WHWELHY XY,

(1} =355
® OpenShift API for Data Protection (OADP) Operator B Y A h—JILINTWBHELAH Y F
ER

109



OpenShift Container Platform 413 /Xy 2 7 v 78 L U8t

FIR

e DataProtectionApplicationCR~¥ =7 = X b D
spec.backupLocations.velero.objectStorage.caCert /X5 X —% — &
spec.backupLocations.velero.config /X5 X —4% —%&iR&EL £ 7,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"

ﬂ Base64 TI Y O— KX N/c CASIBAEXFIAEBEL X,
9 insecureSkipTLSVerify 2. "true” 7L "false" DWIFNMIRETEZE

9, "true" ICERET D E, SSL/TLSEFa ) 74 —HEMICARY ET, "false” ICERET
&, SSL/TLSEF a2 T4 —DBMTRYET,

447221 VeleroT 704 XY FADITA Y 7RI L7 velero A~ KT CAGIBAZ AT 3

VeleroCLIDIA Y FPRAEEKRTZZET, YATFALICO—AILIZA Y A M—=ILETIZ Velero CLI & f#
HATE%d,

AR

e cluster-admin O— /L% D1 —+4— & L T OpenShift Container Platform 7 5 24 —icO %
12 LTW3,

® OpenShift CLI (o) B'1 Y A h—JLI N TW3,
1. TAY) 7R L7 VeleroA~Y Y REFEATSICIE, ROOYY FEERTLET,
I $ alias velero='oc -n openshift-adp exec deployment/velero -c velero -it -- ./velero’
2. ROAT YV REEFTLT TAVT7RADBELTWSE I EZHEELET,

B

$ velero version
Client:
Version: v1.12.1-OADP
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Git commit: -
Server:
Version: v1.12.1-OADP

3. ZDIXY RTCAGIAELZMEAYT 21T, ROIAT Y FERITL TEEBAE % Velero 77
A4 XY MOBMTEXY,

$ CA_CERT=$%(oc -n openshift-adp get dataprotectionapplications.oadp.openshift.io
<dpa-name> -0 jsonpath="{.spec.backupLocations[0].velero.objectStorage.caCert}')

$[[-n $CA_CERT ]] && echo "$CA_CERT" | base64 -d | oc exec -n openshift-adp -i
deploy/velero -c velero -- bash -c "cat > /tmp/your-cacert.txt" || echo "DPA BSL has no
caCert"

$ velero -n openshift-adp describe backup <backup-name> --details --cacert /tmp/your-
cacert.txt

4. Velero Pod i"BiZE#) % &. /tmp/your-cacert.txt 7 7 1 LASEEINE T, TDHRH,
BOFIEDIY Y K%EHBREITL T /tmp/your-cacert.txt 7 7 1 L = BIER T 2 EHLH Y
i -a—o

5 RDAX Y RAEEITYT 5 E. tmplyour-cacert.ixt 7 7 1 LA REFELIBARICT7 71 IV E
REETINEINEZHRTEET,

$ oc exec -n openshift-adp -i deploy/velero -c velero -- bash -c¢ "Is /tmp/your-cacert.txt"
/tmp/your-cacert.ixt

OpenShift API for Data Protection (OADP) 5D ') Y — X Tldk, TOFIENAEICAS &£ D ICFERA
Z% VeleroPod IC¥ O Y NTBFETT,

4.4.7.3. Data Protection Application 1.2 AgiD 1 > X h—JL

DataProtectionApplication API D1 > X4 > 2 % {ERX L T. Data Protection Application (DPA) % A
\/ Z I\ _)l/ L/ i -a—o

AR F M4

e OADP Operator 54 Y A =L T 2ELH B,

o FTIVTIUNAMNL=VBENYIT Y TIGfFE LTERETIVLELNH D,

o RF v av hEFHALTPVENY I Ty TT2BE,. 77209 RTONMF—Ex14 T4
TR+ w T 3w b APl 71 Container Storage Interface (CSI) 2+ v 7> av hoWwgh
NatR— KT 2RENDH B,

o Ny IT7yTERFTYy T ay NOBAATHEURMEEREZFERT 2HBEIE. 774 bDOARD
T % cloud-credentials Z 8 L T Secret Z{Ef{ T 2 BN H %,

o Ny ITPyTERFTY T ay NOBHATERZRFEREFEAT 25E61E. UTDLHIC2

DD Secrets #ENT B2HENH 5,

o Ny o7y TOBRAADHRY L& %D Secret, Z D Secret %
DataProtectionApplication CR IZENI L £,

m
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o RFTwTTay NDFAADNDARY L% %FFD Secret, T D Secret =
DataProtectionApplication CR IZ:EHI L £,

25>

3

X

Y

3

X

Y

3

X

Y

O

X

3

FIR

pa 3

AVAN=IFIINY I Ty TERIIRAFTYy T ay NOFRERELEL
BRWIGEEIE. ZD credentials-velero 7 7 1 L EFELTT 7 4L hD
Secret A/ ElTEXXd., T 74/ hD Secret ' WIFE., 1 VA M—ILIZ
KBLET,

pa

Velero I&. OADP namespace I velero-repo-credentials & L\ ZREID S —
Ly MEERLET, ThiZiE, 774NN MDY I Ty TYRY M) —
IRAT—RHBEENFET, Nv Ty TYRIN) —%WRE LERID
Ny Ty THERTTDHENIC, base64 & LTI VOA—RINHBED/NNR
T—REZFEALTY—ILy hZ2EHTEET, EFITHF—DER
Data[repository-password] T9,

DPA Z/ER L7ctk. Nw 0Ty TYVRIN) —aR{RE LNV ITY T
MHTERITT % E X, Velero & —2 L v k1 velero-repo-credentials
DNy Ty TYVRIN)—%EHRLEST, ThiZiE, 772 bD/RR
D— RNFLREBERAZRRT—RPEFET. RDONNY I Ty TD
K= Ly hMRT—RZEHTZ &, HTLLW IR T — K velero-repo-
credentials D/X2 7 — R &E—HL ALY, Velero lddE WY I 7 v FIC
BRCTIRCARYET,

1. Operators - Installed Operators % ') v - L T. OADP Operator Z:&R L £7,

2. Provided APIs T, DataProtectionApplication 7Ry 7 2D Create instancex 7 ) v 7 L &

ER

3. YAML View = %7 ') v - LT, DataProtectionApplication ¥ =7 T XA hD/NT XA —4 —%FH

L/i-a—o

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

metadata:

name: <dpa_sample>
namespace: openshift-adp

spec:

configuration:

velero:

defaultPlugins:

- kubevirt

~cp @
- CSi

S

- openshift ﬂ

resourceTimeout: 10m 6

restic:

enable: true G

podConfig:

nodeSelector: <node_selector> ﬂ

12
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backupLocations:
- velero:
provider: oadp-ocs 6
default: true
credential:
key: cloud
name: <default_secret> Q
objectStorage:
bucket: <bucket_name> @

prefix: <prefix> m
7 7> 3 Vi kubevirt 75 7' 1 13 OpenShift Virtualization TERINE T,

BEICHLT, Ny oFyFT7AnNA =0T 72 NDTST4 7 (gep 72 &) ZHEEL
i’a—o

CSIZRFyFYay haFHLTPVENRY YTy TTBHEIK. ecsiDT 74 NTSY
AVAEBELET, csi 7574 vid, VeleroCSIR—%2F v T 3w bAPI AERL
F9., ATy ayv NOBRERETZ2HEIIHY THA.

openshift 7> 71 VIZHEATT,

Velero CRD A M., volumeSnapshot DR, /Ny o7y FYRY MY —DeHMER
E. FALTIINDHEET D FTICERD Velero )V — R & Fi4 T 2B A2 QB THE
ELEY, 7724/ ME10OM T,

Restic 1 Y A M—ILEEMICT 215E1E. TDE% false ICTFREL £§, Restic &7 —F
vy bEFFOA4 LET, TNk, ResticPod B"&EEE/ —RKRTERITLTWE I E%EE
kL&E9d, OADP/N—T 3> 12 LIETIE. spec.defaultVolumesToFsBackup: true %
Backup CRIZEBINT 5 Z & T, /Ny 27w FHIC Restic A58 ETX£9, OADP /N—
23> 11 Tl spec.defaultVolumesToRestic: true % Backup CRIZEEMML 9,

@ ®©6 o0 o9

Restic #{FATE %/ —REIBELZET, T 74/ MTIE, ResticldIRTD/—RKRTE
TINFET,

o

Ny PPy T7AONA 5 —%EELET,

(o

Ny Ty TTANAT—IIT 74N MNDTS T4 V% ERT 25515, Secret DIEL WL
T74IMEERELZT (B cloud-credentials-gcp). H A9 LELEIBET D E. TD
AAILEZEDNNY Ty TOGZFRICERINE S, Secret BEIBELABWVEEIE. T 74
IWNOERIMNERINET,

@ Ny 9Ty TOREFBAEL TN T Y hEBELE Y., N7 v D VeleroNy V7 v T
BRAONAT Y hTRWERIE, ERFZEETIHEIHYEY,

m Ny MOIEBOENTHERINDIFZEIE. Velero/N\y IV 7y TOEBEHEZRELET
(f51: velero),

4. Create =7 ')y U LXY,

4473114V M—ILOWKEE

1. RO < > R%34T L T OpenShift API for Data Protection (OADP) ') YV — X & FRRL. 1V
AM—IVEREELET,
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I $ oc get all -n openshift-adp

ol
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE
service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

2. RO~ K%A%EFTL T, DataProtectionApplication (DPA) NABINTWE I & &R L
x7,

I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'
o

{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile
complete”,"reason":"Complete","status":"True","type":"Reconciled"}]}

3. type »* Reconciled ICEREINTWB I & =R L EF T,

4, ROAX Y RERITLT, Ny o7y TOREFHAEZHESE L. PHASE 7° Available TH 3% Z &
EHRELET,

I $ oc get backupStoragelLocation -n openshift-adp

Hh 6
NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3d16h true

5. PHASE 7' Available T%H 2% Z & 2#&82 L £ 7,

14



FABEOADP 7SV r—a vy I 7y TEER

4.4.7.4. Data Protection Application 1.3 DA > X b—JL

DataProtectionApplication API D1 ~ X4 > X % {Ef L T. Data Protection Application (DPA) % A
y Z I\ _)l/ L/ i -a—o

([} =355
e OADP Operator 24 YA M—IL T 2EHLH 5,
o ATV RNAMNL—VBENYITYTHBRELTHRET IVLELNH D,

o XF v S ay hEFALTPVANY I TY FTE2I5E8, 727 RT7ONA 5 —ER14 T4
T2RFw T 3w b APl 71 Container Storage Interface (CSI) 2 F v 7> av howgh
N R—NTI2RENDH D,

o Ny IFTyTERFT YT ay NOBMTRILRIIEREFAT 258, T 74/ bDEE]
T# % cloud-credentials %= {#F L T Secret Z{E T 2 ELH %,

o Ny ITyTERFT YT ay NOBMTERZRIIBEREFERT2HE1E. UTDLDIC2
DD Secrets A EMT B2HENH 5,

o Ny IT7yTDBHADHRY LZ%EFED Secret, D Secret %=
DataProtectionApplication CR IZ:ENI L £,

o Rty T avy bOBRADRHDARY LEZ%EFD Secret, D Secret &
DataProtectionApplication CR (BN L 9,

R

AVRAN=IVRIZNY 9Ty TERLIFRFYy Toay NOBRRAEIEELALL AW
&lE. ZZD credentials-velero 7 7 1 L& {FER L TF 7 #JL kD Secret % £
KTXZEd, 774/ bD Secret B*WIFEE. 1 VA M—=JLITKRBLFT,

FIR

1. Operators - Installed Operators % ') v 2 L T. OADP Operator 23R L £,

2. Provided APIs T, DataProtectionApplication 78y 7 2D Create instance* 7 ') v 7 L &
E

3. YAML View =% ') v - L T, DataProtectionApplication ¥ =7 T XA hD/INT XA —4 —%EF
LEY,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp ﬂ
spec:

configuration:

velero:
defaultPlugins:

- kubevirt 9
~9cr ©

- csi
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16

O 99 o006 o6 60 9o

o

®9

- openshift 9
resourceTimeout: 10m G
nodeAgent: ﬂ
enable: true 6
uploaderType: kopia Q
podConfig:
nodeSelector: <node_selector> @
backupLocations:
- velero:
provider: oadp-ocs m
default: true
credential:
key: cloud
name: <default_secret> @
objectStorage:
bucket: <bucket_name> @
prefix: <prefix>

OADP M7 7 # )L b D namespace I& openshift-adp T9, namespace (ZEHTHY . %
EFRET T,

7 7> 3 Vi kubevirt 75 71 13 OpenShift Virtualization TERINE T,

BEICHLT, Ny oFyFTT7AnNA =0T 72 NDTZT4 > (gep 72 &) ZHEEL
i’a—o

CSIZRFyFYay haFHLTPVENRY YTy TTBBEIK. csiDT 74 NTSY
AVERELFET, csi 75T 14 viF. VeleroCSIR—4 2+ v T3y kAP #FRHL
F9., ATy ayv NOBRERETZ2HEIIHY THA.

openshift 7> 71 VIZHEATT,

Velero CRD @AM, volumeSnapshot DHIER., /Ny o7y FYRY MY —DrHMER
E.IALTIINDREET D FTICERD Velero )V — R & F T 2B A2 DB THE
ELEY, 7724/ ME10OM T,

BEEREY—N—ICI—T1 VI TBEEBI—-ITV N,

nodeAgent A BMNICLCI 7 ANV AT LN I Ty THRITT BHEHIE. TDESE
true ICEREL X7,

7w 7O—4—& LT kopia £/l restic EADLET, 1 VA M—ILRIGRBIRAEFRT
52 TEFHA, #HHAAH DataMover DIFE L. Kopia ZEHT E2HENHY F

¥, nodeAgentidF—EVty 27704 LEY, Zhid. nodeAgentPod H'& 7 —

FUJ)—RETETINDIEEZRKLET, 77AINIYRTLNY I Ty TEERET

%(Zld. spec.defaultVolumesToFsBackup: true % Backup CRIZEEMML 9,

Kopia & 7z 1 Restic AMEMAAIGEAR / — R&ZIBEL X T, 7 7 4 J)L b TlE. Kopia F7zI&
Restic (g RTD/ — RTEITIINET,

Ny g7y FFanNA¥—%EELET,
Ny 9Ty FTTANAT—ICTIAIVINDTS T4 v 5FERET B581E. Secret DIE L W

T74IMEERELET (H: cloud-credentials-gcp). TR Y LELEIBET D E., TD
HAAILEDNNY Ty TOGFRICERINE S, Secret BEIBELABWVEEIE. T 74


https://velero.io/docs/main/csi/

FABEOADP 7SV r—a vy I 7y TEER

W DERINMERAINE T,

@ Ny 9Ty TOREBAEL TN T Y FEBELE Y., N7 v D VeleroNy V7 v T
BRADONAT Y hTRWERI, ERFZEETIHEIHY T,

@ N7y NOEBOBEMNTHERAINSIHZEIE. Velero/N\y 07y TOEBEHEIBELFT

(f51: velero),

4. Create =7 ')y I LXY,

4.47.41. 14 A M—ILDRIE

1. RO ¥ R%&%47 L T OpenShift API for Data Protection (OADP) ) V —2 & FRRL. 1V
AN=ILEWRIELE T,

I $ oc get all -n openshift-adp

ol
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/node-agent-9cg4q 1/1 Running 0 94s
pod/node-agent-m4lts 1/1 Running 0 94s
pod/node-agent-pv4kr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE

service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

service/openshift-adp-velero-metrics-svc ClusterlP 172.30.10.0 <none>
8085/TCP 8h

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/node-agent 3 3 3 3 3 <none> 96s
NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

2. RO~ R%A%E4TL T, DataProtectionApplication (DPA) MR I N TWE I & &R L
x7,

I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'

H A B
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{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile
complete","reason":"Complete","status":"True","type":"Reconciled"}]}

3. type »* Reconciled ICEREINTWB I &=L T,

4. ROAX Y RERITLT, Ny o7y TOREHFHREZHESE L. PHASE 7° Available TH 3% Z &
EHRELET,

I $ oc get backupStoragelLocation -n openshift-adp

Hh 5
NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3d16h true

5. PHASE 7' Available T%H 2% Z & 2#ER L £ 7,

4.4.7.4.2. OpenShift Data Foundation CTOREEREIBRADA 7 - b7y NEROERK

OpenShift Data Foundation @ Multicloud Object Gateway (MCG) /N4 v k backupStorageLocation

ICOSRY—AMNL—YEFERT %5E1E. OpenShift Web 3> Y —JL%fEF L T Object Bucket
Claim (OBC)%=fER L £ ¢,

DIk

H
[=]

Object Bucket Claim (OBC)DEEICEKRT D E. Ny o7y THFHATE LA

SRR HY XY,

Pz
BICIEEDRWRY., "NooBaa" IdBEA 7V NAMNL—VAERBTZA—-—TV Y —
Z270Y x4V b%&EE L. "Multicloud Object Gateway (MCG)" I& NooBaa M Red Hat

T4ANYE2—>aVERLET,

MCG DFF#lilE. 7 7Y o —> 3 v % L T Multicloud Object Gateway IC7 7R
2 ZBRLTLEI,

FIR

e OpenShift Web 3>V —)L%{EF L 7 Object Bucket Claim DYERK ICEEEINhTWB EHY,
OpenShift Web I~ Y —JL % {#f L T Object Bucket Claim (OBC) #4Em L £ 7,

4.4.7.4.3. DataProtectionApplication CR T CSI #8%1IC9 %
CSIZRFTvTYay haERLTKER) a—LENRNYv I Ty TTBIC

I&. DataProtectionApplication 7 X% A!) ¥/ — X (CR) T Container Storage Interface (CSI) Z BRI
L&,

18
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AR
o VS RTANA YT —IF, CSIRFyFay NaHR—NTIBELNHY T,

FIR

o RDHBID & S IZ. DataProtectionApplication CR ##E&E L £ 9,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

spec:
configuration:
velero:
defaultPlugins:
- openshift
- CSi

Q cSiFI7AINNTSTAVAEBMLET,

45.0ADP D7 VA4 VA M=)l

4.5.1. OpenShift APl for Data Protection 7> {4 Y A h—JL

OpenShift API for Data Protection (OADP) A7 >4 > 2 k—)L ¥ % IZI&. OADP Operator ZHIf& L %
T, FMlIE. 7RI —DODFEEFOHIR 28R L TSI,

4.6.0ADP D/\y 77y

4617 TV r—oaypnNy o7y S

Backup 129 L)Y —Z (CR)AERLT. PFUr—vavanysr7yFLEd, Nvo7y 7
CRDER =5l LTLEI W,

e Backup CR IE. Kubernetes )V —REREA X =S DNY I T v T I 74V % S3 ATV
JRAML—=UICERLET,

o VS URTANA YT —DBRA T4 TRFy T3y MAPI A2 FEZATWBIFAE, F/2IECSIR
FyvFoay beEYR—MLTWSHE, Backup CRIFRF vy Foay NEERTZ I EIC
KO TKBRY) 2a—L(PV)ENYITYFLET., CSIZRTY T ay hDBREDER
&, CSIRFTy T ay NaFRLAEKGER) 2—LDNy I Ty T #BBLTLEIY,

CSIRYa—LRFyF¥ay NOEMIZ. CSIRY) 2—LRF vy Toay h #BBLTLLEIL,

19
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BF

FTVIMAMNL—=UDONNTy MER % BEI{E T % CloudStorage APl (E. 77 /O
V=Tl Ea—#EDHTT, T/ OV —FL E1—#EElL. RedHat @Y R— b
DY —EZXLRIVT ) =XV b (SLA) DFRATHY ., BEMNICKEETIERVWIGED
HYET, RedHat ld, ERERIETINLEZFERATZIEEHELTVWERA, 77
/AY—7LEa—#EiE. SFORSEEEVSRIRML T, BREE THEEDT
ARETVWI A =Ry I ERELTWARCIEEZEMELTVET,

RedHat D54 /Oy —7 L Ea1—#eEDyR— NEEICRET 23FMIE. 77/ 00—
T Ex—#EDYR— MNEFE #S8RB LTI,

pa )

CloudStorage API I&. CloudStorage # 7> =/ & {EHBALTH Y. OADP T
CloudStorage API % {§F§ L T BackupStorageLocation & L T{EHE 95 S3 /X7 v M &
BHEMICERT 27077 /0 —FLE1—H#EETT,

CloudStorage API (&, BEF®D S3 /3w b %157 L T BackupStorageLocation # 7
VI MNEFEMERT BRI EAEYR—MLTWET, |BIE. S3\T Y NEBHBICEK
¥ % CloudStorage APl (. AWSS3 A ML —JICHLTDHEMTT,

o VS RTOANAF—NRAFTy T3y badR—KNLTLWAWEES, FLET7 ) r—> 3
YOBINFS T—4 R 2a—LEICHZIFEIE. Kopia F7zlE Restic #FRALTNY I 7 v TH4E
MCTEET, J7AINVRTLNY Ty TaERALTCT IV r—2avanNy o7y TT%:
Kopia F 7zl Restic Z8HR L T XL,

BF

OpenShift API for Data Protection (OADP) I&, DY 7 b = 7 TEKINRY 12—
LRFTyToayv bRy Ty TeEHR—KNLTWEHA,

N Ty TEREORIEIERICATY Y RERTTZODNY I Ty T I v I ERTEES, Ny
9Ty T 7y IDER Z#SRBLTLIEIN,

Backup CR O Y IC Schedule CR 2#{Ef T2 Z &ICkY, Nv I Ty TRy a2—)LTEFE
T, AV2—)LCREBALENY I 7Yy TORTVa—IERE #SRBLTLEIN,

4.6.1.1. BEMIDREE

OpenShift Container Platform 4.14 (. Restic 85t 7’04 XA Pod M readiness %15 2 al8EE A H
2PodtFal)T4—7RKIvay (PSARYY—%@EILET,

ZDREREIZ OADP 116 8LV OADP 122 ) ) —RATERINTHY, ThoD) ) —RICFy TY
L—RITBZEDHEINET,

RS

o TMEMITDY F XY —~®D Operator DA VA M—)JL

o FZIBELISA D namespace I Operator 24 Y A h—ILT B

4.6.2. /v 2 7w 7 CRDIERK
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.13/html-single/operators/#olm-installing-operators-from-operatorhub_olm-adding-operators-to-a-cluster
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.13/html-single/operators/#olm-installing-operators-in-namespace
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Backup h X% L)Y —2R (CR) Z{ER L T. Kubernetes 4 X—, RERA X —, B L WkER
Ja—LPV)ENRY I Ty TLET,

(1} =355
® OpenShift API for Data Protection (OADP) Operator =4 Y X h—JL L TW 3,
e DataProtectionApplication CR A* Ready K& T#H %,
o Ny U7y SIGRORIREM:
o Velero AICS3 ATV TV MNARNL—VERETIMENHY T,
o DataProtectionApplication CR T/X\v U 7 v TOBFARET 2HEIHYET,
e 2Fv a3y MDBIORHREME:

o V9 RTONAFT =T, FAT1TRAFTy T3y NAPIDRETH S H. Container
Storage Interface (CS) A+ v 7Y 3y hEaHR—KNLTWEREIrHYFET,

o CSIZRTvyFYav bhDFBE. CSI R4 N—%FET %78 VolumeSnapshotClass
CREVEKT D2MENHY FT,

o DataProtectionApplication CR T/R ') 21 —LDIFF%EHRET 2HENHY T,

=2
1. ROOY Y K% ABL T, backupStorageLocations CR #E#3 L £ 9,

I $ oc get backupStoragelLocations -n openshift-adp

o
NAMESPACE NAME PHASE LAST VALIDATED AGE DEFAULT
openshift-adp velero-sample-1 Available 11s 31m

2. ROBID &L S I, Backup CR ZER L F T,

apiVersion: velero.io/v1
kind: Backup
metadata:
name: <backup>
labels:
velero.io/storage-location: default
namespace: openshift-adp
spec:
hooks: {}
includedNamespaces:
- <namespace> ﬂ
includedResources: [] 9
excludedResources: []
storagelocation: <velero-sample-1>
ttl: 720h0mOs
labelSelector: @
matchLabels:
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app=<label_1>
app=<label_2>
app=<label_3>
orLabelSelectors: G
- matchLabels:
app=<label_1>
app=<label_2>
app=<label_3>

Ny 7 7w T§ B namespace DEFIEIEEL £,

FFa N ITyAILEDB)YY—ADEIERELET, YY—RIF, ¥a—
A b (Pods d po 72 &) FIRLEBMDBEDLHY £T, BELRWGE, TRTD
Y —2AhEFENET,

FTavinNy Ty THhSBRATE Y —RADEBIAEEELET., VY —RIL.
v3— KAy b (Pods ld po &) FhldRL£BHDIGENHY ET,

backupStorageLocations CR D&RI%#EEL 7.
BELEZSNILE §RTEINYIT7Y T1)Y—2D {keyvalue} R7 DI v 7,

BELESNIVEIDUERE DN 27y 1) Y—2D {keyyvalue} R7 DI v 7,

QD0 o 09

3. Backup CRDRX7—% XA Completed L7 & =B LET,

I $ oc get backup -n openshift-adp <backup> -0 jsonpath='{.status.phase}'

463.CSIZRTFTyToay haFRALEKRRY 2a—LDNY 0T v

Backup CR #{EE ¥ %RiIIC. 2572 KA ML —® VolumeSnapshotClass 1 X% A1) Y —2Z (CR)
%#mE& L T. Container Storage Interface (CSI) R+ v 7> 3w MEFERA L TKKER) 2 —L%/1v Y
T7yTLET, CSIRY 2a—L2AFvToayh 2BRLTLEIN,

M. Ny Ty TCROER 25RLTLEI W,

AR
o VS RTANA ST —IF, CSIRF Yy Foay NaHR—NTIBELFHY FT,

e DataProtectionApplication CR T CSI #B#ICT 2ELHY £,

FIR

e metadata.labels.velero.io/csi-volumesnapshot-class: "true" O+ —: EXR7 %
VolumeSnapshotClass CR IZEI L £,

BEITFANDY VT

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshotClass
metadata:
name: <volume_snapshot_class_name>
labels:

122
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velero.io/csi-volumesnapshot-class: "true"
annotations:
snapshot.storage.kubernetes.io/is-default-class: true 9
driver: <csi_driver>
deletionPolicy: <deletion_policy_type> 6

Q true ICBRETINELrHY F T,
9 true ICBRETINELrHY F T,
9 OADP (Z. CSI & & ' Data Mover M/ 2 7w 7 EETICH L T, Retain & £ U Delete

BIRRRY >—8 4 THEHBR—KLTWET, OADP 1.2 Data Mover D54, HIFRRY & —
44 7% Retain ICRELZF T,

RDATY S

e ZNT. Backup CR#/EFETZ X7,
464 77 ANV AT LNy YTy Ta@RALTT7 TN r—aveny o7y 79 %:
Kopia % 7z (& Restic
OADP 2R L T, Pod IC7# v FINTWS Kubernetes R) 2 —L%, ZOR) a2 —LDT 74
SATLMNSNY I Ty THELIVETTEET, 2O TOERIL File System Backup (FSB) & 7z &
Pod Volume Backup (PVB) &I E T, Thidk, #—FYYV—2D/\vy U7 v 7Y —JL Restic £/
& KopiaDEV 2 —ILEFEALTETTEET,

S RFANA T =R Fy T3y MaHR—MLTWARWEE, FET7 V45— 3 VA NFS
F—HR) a—LEICHBBEIE. FSBAFARALTNY I 7Y TAERTZZT,

pa )

Resticl&., 77 #JU kT OADP Operator IC& > TA VA M—ILENF T, HEITIGL
T. RDYICKopiazZA VARM—=ITBIEEHETEET,

FSB & OADP OD‘FM:. LY, IFIFETITRTODY A TD Kubernetes R 2a—L&ENY I T v TELCET
T%}T\.&)o)\/ U :L_ 3 /b\*E1I\ o ni’a—o Q—@%}hl:l Li OADP @LDD*% T% LJ N Eﬁﬁw*%ﬁlé%IEﬂé
MZB5EDTIEHY FHA.

Backup 124 L!) YV —2R (CR) %=#R%&% L T. Kopia ¥ 7 £ Restic T Kubernetes ') ¥V — X, WEFA X —
I BLOKR) 2a—LENYITYTLET,

DataProtectionApplication CR TR+ v F> a3 v NDIGFiEIEET Z2HEEEHY A,
pa

OADP N—I a V13T, 77V r—23>vm/N\y 27 v 7T Kopia E 7 I& Restic
ZHEATEEY,

EJ k4 > DataMover DIiF&E &, Kopia ZERAT 2ENHY £,

OADP NN—2a v 12 L BIDHZE. 77V r—2avd/Ny 2 7w FIZidk Restic D& fF
HTXZ9,
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BF

FSB ix. hostPath R 2 —L DNy o7y THuEHR—MLEF A, FMIE. FSB O
[REIE A# SR LTLEIW,

AR
e OpenShift API for Data Protection (OADP) Operator =4 Y X h—JL L TW 3,

e DataProtectionApplication CR T spec.configuration.nodeAgent.enable % false IC5%E L
T. 77 #J)L b®D nodeAgent 1 > X b —)L&EIC L TLRL,

e DataProtectionApplication CR T spec.configuration.nodeAgent.uploaderType % kopia %
7 1% restic ICERE L T, Kopia £/t Restic 27 v 7O—4—& L TREIRLTWS,

e DataProtectionApplication CR A* Ready K& T#H %,

¥
o RDOBIDEL I, Backup CREZERL X T,

apiVersion: velero.io/v1
kind: Backup
metadata:
name: <backup>
labels:
velero.io/storage-location: default
namespace: openshift-adp
spec:
defaultVolumesToFsBackup: true ﬂ

Q OADP /X—2 3 V12 LAFETId, defaultVolumesToFsBackup: true 5% % spec 7 0 v
JARICEMLFT, OADP /N—2 3> 1.1 Tld. defaultVolumesToRestic: true % 3EM0 L
x7,

4.65. /v 0T v TTv I DIEK

Ny DTy THEEFTTIEIC, NI 7y TINEPodIicEDWT, Pod ROV FF+H—TETT 3
AV Y R&E1DLLEEETEZET,

ATV RiG. ARSI LTIV aVvRBORI(FY 7v ). $ERIRTOARILT IS avHRT
L. BRI LTI a3V TIREINEBMT A TFLARNY I 7y TXINE (KA 7y 9) ILE2T5T
5LIICERETEXET,

Backup 124 L))V —2 (CR) Z#w&EL T, Pod DIV FF+—TaAXR Y K&EETTBDD/INy Y
Ty TI7vIEERLET,

FIR

o RDHBIDEL S IZ. Backup CR D spec.hooks 7Oy 77 v 7 %&EMLZXT,

apiVersion: velero.io/v1
kind: Backup
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metadata:
name: <backup>
namespace: openshift-adp
spec:
hooks:
resources:
- name: <hook_name>
includedNamespaces:
- <namespace> ﬂ
excludedNamespaces: 9
- <namespace>
includedResources: []
- pods 6
excludedResources: [] ﬂ
labelSelector:
matchLabels:
app: velero
component: server
pre: G
- exec:
container: <container> ﬂ
command:
- /bin/funame 6
--a

onError: Fail
timeout: 30s

post: ()

7 av: 7y I ERIND namespace ZIEETEXE T, COENEBEINLTLAW
BA. 7V IRTRTDOR—LRAR—ZIZHRAINET,

TV a v 7y I BEHINAL namespace I EETEE T,
EEE\ POd Lj:\ 7 v a%i@}zﬁf“%éuﬁ_@-}j_zﬁ_ I\i\j-% U \/_Zfo-a_o
T a v 7y I BREINEW) Y —REEBETEET,

a3 2070k, SRIVIC—BT2F T MIOABERINF T, TOE
PEEINTULARWEE., 7Yy 7Rl IRTOF TV MIERINET,

Ny Ty TORICETT 57 v 7 DEF,

a3y aAVFF—PEEINTVWAWES, A7 Y RIEPod DEHOIYFF+H—T
E2IFINET,

Zhix, BN initavs+—DTY M) —KRA Y NTT,
IS5—IBICEFRII N B{ElE. Fail & Continue T3, =7 #JL M Fail T3,
7 ar: AV RORTEEHT /[, 774 ME30s T,

ZDTAY YT, Ny I Ty TRICETTS 7y IDEINAE, Ny o7y TRIDIT VY
ERUNSA—9—TEHRLZET,
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466. A7 21— )LCRAEFARALENY I Ty TORTY 1 —ILETE

27T 12— )V FEFRETSEE, CronR CHREINAEEDERBICT—YDNy I 7y THEFERTE
i-g_c

Backup CR ®Oft1h Y I Schedule H 2% L) YV —Z (CR) ZER LT, Nv o7y THR7rTa—)LL
i-g_o

Digk

==
[=]

Ny Ty TRT a—)LTlE. BIDONy 9Ty THERINDRIC/NY T v S

EHETHHODRKEETOERLTILEIW,

Tc& Z &, namespace DNy U 7w FITRAE 10 DN BHBEIE. 59T&LYUE
BRIV O Ty TR 21— )LLIBRVWTLEI W,

AR
® OpenShift API for Data Protection (OADP) Operator =4 Y XA h—JL L TW 3,

e DataProtectionApplication CR A* Ready RE&T#H %,

FIR

1. backupStorageLocations CR #ES L £ 7,

I $ oc get backupStoragelLocations -n openshift-adp

HhH
NAMESPACE NAME PHASE LAST VALIDATED AGE DEFAULT
openshift-adp velero-sample-1 Available 11s 31m

2. ROBID &L SIZ, Schedule CR K L F 9,

$ cat << EOF | oc apply -f -
apiVersion: velero.io/v1
kind: Schedule
metadata:
name: <schedule>
namespace: openshift-adp
spec:
schedule: 07 *** ﬂ
template:
hooks: {}
includedNamespaces:
- <namespace> g

storagelLocation: <velero-sample-1> 6
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defaultVolumesToFsBackup: true ﬂ
ttl: 720h0mOs
EOF

Q NPTy TEATD2—ILT2HDDceron R, =& ZIE, BR700IICN\Y I Ty THEITT
BRI 07***TY,

pa

BEDERTNY I 7y TR 2—IILT3ITE ROFERT
<duration_in_minutes> # AL £ 9,

I schedule: ™/10 * * * *"
SIERFC" OBICHDEZAALET,
9 Ny 9T THEVERT % namespace DEEFY,
9 backupStorageLocations CR D%,
@ 7723V 0ADP A=Y a3V 12 KETIE, Restic #EALTRY 1—LD/Ny I Ty TERT

% & X, defaultVolumesToFsBackup: true ¥ — & {EDR 7 =R EIEML £, OADP

IN—2 3V 11 TlE. Restic CRY a—LENY YTy T3 5EEIC, defaultVolumesToRestic:
true DF—EEDODRT7EEMLE T,

1L RTTa—INnfnNy 2Ty TDOERITHEIC. Schedule CR DX 7—4 X' Completed
EROTWBZEERERLET,

I $ oc get schedule -n openshift-adp <schedule> -o jsonpath="{.status.phase}'

4.6.7./5Nv 0Ty TOHIK

Backup 1249 L)Y —R (CR) ZHIBRT2ZET. NI Ty I 714 EHRKRTEET,

gk

H
[=]

Backup CRELUVBEETZ ATV TV RA ML=V TF—9 %HIBR L%, HIRL
T —9%EEBETTBIEETEEEA,

(1} =355
e Backup CR Z={Em L 7=,
e Backup CR O#&RI & ZN & &L namespace BH > TW 3,
e VeleroCLIYV—I)L&¥ o >vO—RKL7%,

o UVS2RH—MHND Velero/NAF+ ) —ICP I E2RATE3,
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¥
o ROWTNHMDT Y ar%a#IRL T, Backup CR ZHIFRL £ 9,

o Backup CR%ZHIfRL. BAET2A TV TV MAMNL—UF—F52RFT2HHIE. ROO
T REEITLET,

I $ oc delete backup <backup_CR_name> -n <velero_namespace>

o Backup CR%ZHIfRL. BAET2A TV NAMNL—IUF—F 5HIRT 2I5EIE. ROO
v REEITLET,

I $ velero backup delete <backup_CR_name> -n <velero_namespace>

ZZTIE. LFD LD Iy £,

<backup_CR_name>
Backup 1 2% A1) Y —RDEHI,
<velero_namespace>
Backup 124 L)V — R %& & namespace,
4.6.8. Kopia [CDWT
Kopia l&. BEMNDEF1T7RA—TFVY—2ADNY I 7y TELPETY—ILTT, IhEFEAL
T, T—9DBEBEINLRTYy T ay ML, TORFTyToay haBRLEYE—FRB
L=CF B3IV RAMNL—YVILRETEET,

Kopia l&. Ry N7 =08 LVO—HIRA ML=V DGR, BLVZELDISIRELIEYE—RZ b
L—YDBmREYR—MLTWET, UTFIZZO—ETT,

® AmazonS3 BLUVS3 EHEMMEDH BV ZI KA ML—Y
® Azure Blob Storage
® Google Cloud Storage 75 v b7 # — LA
Kopiald, R+ vy Fay MIOVFYY T RLRAEZBETEDAMNL—YAFERLET,
¢ XF v 7T av bEBIKEAITINIY., ITEURIDORFy T2 ay MIEFATWET—%
. YR MY —ICB7Yy 70— RIhFEtA, VRON)—IZBET7Yy7O0—RIN50D
. Z7AIDEREINLEEZLITTT,

o REINLET—YEIEEHRINET, L7 7MILOIE—DPEREETZHE. TDOH
DIDETIMREINE T,

o J7AINRBEMINLBE, FLET7MILDERIHNEEINIHE. KopialdThS5HAL
:ij__ ‘/—Cy)é t%nma&b %nb%ﬁﬁ /7°D_|\“L/§ﬁ/bo

4.6.8.1. OADP & Kopia D&
OADP131&, Pod AR a—L/N\y 9T v TDINy 2T v TAHZXLE LT, Restic IZHIA T Kopia

EHYR—MLEYT, 1R N—JLBFIC, DataProtectionApplication 71 2% A1) Y —2Z (CR) D
uploaderType 7 1 —JL REZEREL T, EL LoD %EERTIMENHY T, FHATXZER. restic

128



FABEOADP 7SV r—a vy I 7y TEER

F 7213 kopia T, uploaderType Z15%E L &\ 5zE,. OADP 13137 7 #JL N TKopia Z/Xv U 7 v
TANDZZXLELTHERALEY, T—FIEHEE YR MY —ICEZAEFh, BEURI MY —DS5HEHA
monxd,

RDFE, Kopia ZERAT % &£ 5 ICERTE X 17z DataProtectionApplication CR #7R L TWE ¢,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: dpa-sample
spec:
configuration:
nodeAgent:
enable: true
uploaderType: kopia
#...

4.7. OADP D& T

4717 ) 5r—2 a3 v DETT

TINr—23 >Ny 9Ty TEETT BHICIE. Restore hRH L)Y —R (CR) #ERLET, 1&
TLCRDERR ZBRLTLEI W,

Restore CR 2#R5%E9 52 & T, Pod AN IV FF—CAY Y REETITZ-ODETI v I %{ERT
XF9, ExT7vIDERESRLTLEIN,

4.7.1.1. 85t CR OERK

Restore CR % {E L CT. Backup 1A% L)Y —2 (CR) 2B LT,

AR

OpenShift API for Data Protection (OADP) Operator #4 Y A k—JL L TW 3,

DataProtectionApplication CR ' Ready K& T#H %,
e \Velero Backup CR #'% %,

o KkiEAR) 1—L (PV)DBEIE. Ny I T7 v TRICERINAYA IE—BTI2HELNHY F
¥, BEINGLT, BRINAYA IERAELET,

FIE
1. JROBID L S IC. Restore CR Z{ERK L F 9,

apiVersion: velero.io/v1
kind: Restore
metadata:
name: <restore>
namespace: openshift-adp
spec:
backupName: <backup> ﬂ
includedResources: [] 9
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excludedResources:

- nodes

- events

- events.events.k8s.io

- backups.velero.io

- restores.velero.io

- resticrepositories.velero.io
restorePVs: true

Backup CR D& i

7 avExOERICEDZ)Y —ADEIAEIEELEFT, VY —RIE, ¥a—Fh
A1 b (Pods | po 4 &) FLIXRLBHHDBENHY ET, BELAWSGE., TRTD
)y —208FhFd,

®9

© 77> 3V RestorePVs /X5 X —¥—% false KRETZE. AVTF—AIL—VAY
#—7 x4 X (CS) R} v T3y bdD VolumeSnapshot i* 5. F 7zl
VolumeSnaphshotLocation A’ EINTWBIGEERA T4 TR Ty T ay bhHod
PersistentVolumes OET% 4 7ICT 22 &N TEFET,

2. ROAR Y R&EANIL T, Restore CRDRAT—% A% Completed TH2BZ &EAMERLET,
I $ oc get restore -n openshift-adp <restore> -o jsonpath="{.status.phase}'

3RDARY REAALT, Ny o7y )Y —ZANETINEIEE2ERLET,
I $ oc get all -n <namespace> ﬂ

ﬂ /Ny 2 7w 7L 7= namespace,

4. R') 12— L% fEM L T DeploymentConfig 28t 9 %6, W ETEDI vV ZERATS
mBalE, ROaAX > K% AH LT de-post-restore.sh 7)) —> 7y F29 1) T hERIFLE
-3—0

I $ bash dc-restic-post-restore.sh -> dc-post-restore.sh

T

R

BExx 7Ot ZXFIZ, OADP Velero 73 74 i DeploymentConfig # 7> = &
NaEXT—IVF oYL, Pod &RV R7AOYPod&E LTETLET, Th
&, 75249 —H1E I 7z DeploymentConfig Pod %8tk IC 3 CICHIRRT
2ZCEBE, B 7v Ve ERBEDO7 v VD ETINIPod ETT7 IV a Y
HETTEDLIICTZEDIITONES, UTICRT IV -V Ty TROYTS
M. INSDUIETI N7z Pod ZHIkR L. DeploymentConfig 7 7> = b %
BUARBDOL TYHICRT—LT7 vy TLET,

4.1 dc-restic-post-restore.sh ~ dc-post-restore.sh 7YV —>7 v TR 1) S
set -e

| #!/bin/bash

# if sha256sum exists, use it to check the integrity of the file
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if command -v sha256sum >/dev/null 2>&1; then
CHECKSUM_CMD="sha256sum"

else
CHECKSUM_CMD="shasum -a 256"

fi

label_name () {
if [ "${#1}" -le "63" ]; then
echo $1
return
fi
sha=$(echo -n $1|$CHECKSUM_CMD)
echo "${1:0:57}${sha:0:6}"
}

OADP_NAMESPACE=${OADP_NAMESPACE:=openshift-adp}

if [ $# -ne 1 ]]; then
echo "usage: ${BASH_SOURCE} restore-name"
exit 1

fi

echo using OADP Namespace $OADP_NAMESPACE
echo restore: $1

label=$(label_name $1)
echo label: $label

echo Deleting disconnected restore pods
oc delete pods -1 oadp.openshift.io/disconnected-from-dc="$label

for dc in $(oc get dc --all-namespaces -I oadp.openshift.io/replicas-modified=$label -0
jsonpath='{range .items[*]}{.metadata.namespace}{","{.metadata.name}{","}
{.metadata.annotations.oadp\.openshift\.io/original-replicas}{","}
{.metadata.annotations.oadp\.openshift\.io/original-paused}{"\n"}"
do
IFS=",' read -ra dc_arr <<< "$dc"
if [ ${#dc_arr[0]} -gt 0 ]; then
echo Found deployment ${dc_arr[0]}/${dc_arr[1]}, setting replicas: ${dc_arr[2]}, paused:
${dc_arr[3]}
cat <<EOF | oc patch dc -n ${dc_arr[0]} ${dc_arr[1]} --patch-file /dev/stdin
spec:
replicas: ${dc_arr[2]}
paused: ${dc_arr[3]}
EOF
fi
done

4712. 87 v I DYERK

Restore H 249 L)Y —R (CR) 2#®&EL T. Pod ANV T+ —TaAX Y RARTTRERT IV I %

E L 9

2TEBEDOET IV I AEFERTEET,
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o nNit7vJIE, intIAVTFF—%PodITEBMLT, P77V r—>arvayrr—hiEsd 3a0
Ity N7y TH9RVEERFTLET,
Restic/N\w 2 7 v A ETT 2HEE. Ex7 v 7 init 3T F—DHIIC restic-wait init 3 >
TH—HAEMINET,

e exec7v /. ExINiPodDIAVFF—TaAY Y RFELIFIRV) T hEEFTLET,

FIR

o RDABIDEL S IC. Restore CR D spec.hooks 7Oy VICT7 vV &EBIMLETY,

apiVersion: velero.io/v1
kind: Restore
metadata:
name: <restore>
namespace: openshift-adp
spec:
hooks:
resources:
- name: <hook_name>
includedNamespaces:
- <namespace> ﬂ
excludedNamespaces:
- <namespace>
includedResources:
- pods 9
excludedResources: []
labelSelector: 6
matchLabels:

app: velero

component: server

postHooks:
- init:

initContainers:

- name: restore-hook-init
image: alpine:latest
volumeMounts:

- mountPath: /restores/pvci-vm
name: pvci-vm

command:

- /bin/ash

--C
timeout: ﬂ

- exec:
container: <container> 6
command:
- Jbin/bash @
--C
- "psql < /backup/backup.sqgl”
waitTimeout: 5m
execTimeout: Tm 6
onError: Continue Q
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7T av: 7y I EBRIN D namespace DECTI, ZDENIBEINTVLWAWSGE.
TV ITRTCDR—LAR—ITERINE T,
EEE\ POd Lj:\ 7 b a%i@}zﬁf“%éuﬁ_@-}j_zﬁ_ I\i\j-% U \/_ZT“TQ

FFav. 207y 0iE. INIVELII—IL—HTE2F TV MLOAHABERINE
-a—o

7 7 3 v:Timeout I, initContainers ' 7 3 % £ T Velero &4 2 R KR %15
ELET,

a3 aAVFF—PEEINTVLWAWES., O7 Y RIEPod DEHDOIYFFH—T
E2ITINET,

ZhiE, BMIN2intIv5F+F—DITV N)—KRA4 Y MNTT,

73y AT F—OEBFBHED FTOEFMEB, chid, JVvFF—»2EHLTH
CavF+—ARDETTZ2IVvIDNRTTEIDICHLRRITHIVELNHY FT, BE
INTUWAWES., BEx70t A0SR ILEIRICAY £7,

7 ar: AV RORTEEHT /[, 774 ME30s T,

(o 9@@6@@9

IS—NBICHFINSEIL Fail & Continue TY,
o Continue: A¥ Y ROKBMOAH OV ICEEHERINE T,

o FaiPod DAV T F—TEITI7vIDEITINRLLAY F L/, Restore CRDR
7 —4% X% PartiallyFailed IC7% Y £ 9,

4.8. OADP & ROSA

481.0ADP A#{#FHLTCTROSA YV SRY— D7 TV r—avanNy o7y Td5

Red Hat OpenShift Service on AWS (ROSA) 2 5 X4 —T OpenShift API for Data Protection (OADP)
EEALT 77V —2av7—8952RNv 07y THEBLVETTEET,

ROSA L., ZIRRZ—YRDY—vFx—T TNV 5—3 0TSy NIT4—LTHY., 7I)V5r—ray
EBELTTIOMTHIEICLY, BERICMEEZRBET D EICERTETET,

ROSA (&, B&ALY Amazon Web Services (AWS) AV Ea—k, F—4R—2, o7, #EEEE. Xv
ho—2, ENAII, BLUVZOMHDH—EREDY—ALL ZARFEEERMEL, ZMEI NI AR
VIV ADBRESERADRBEEZILICERELET,

AWS 7HD Y MDSLEEY—EREYTRISATTEET,

952489 —%{EW L 7. OpenShift Container Platform Web 3> Y —JLA&{ERH L T, F7zI& Red Hat
OpenShift Cluster Manager 2T LTI SR —%2B{FTET XY, ROSA TlE. OpenShift API a7~
N 7141«10v—wtﬁ%1%i¢o

ROSA DA v A b —)LDFF#MIEL. Red Hat OpenShift Service on AWS (ROSA) DA ¥ A h—)LDA v %
074 TR ESRL TSIV,

OpenShift API for Data Protection (OADP) =4 ~ X h—JL ¢ %R1IC. OADP %' Amazon Web Services
APl ZfERATE2 L DIC, OADP DO—JILERY ¥ —DFRFEREZRET D2LENHY T,
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ZOTOERIFRD2EMETEITINET,
1 AWS SREEFHRZ /L £,

2. OADP Operator =4 Y2 k—JL L., IAMO—=)LE{FELZ T,

4.8.1.1. OADP M AWS SRR & ¥ 9 5
Amazon Web Services 7717 > k&, OpenShift API for Data Protection (OADP) 4 ~ X k—JL%& % (¥
ANBEDICEESLUVBRET I2HEIHY FT,
FIg
L RDIATY RZERITLT, UTOREERZEXL T,

BF

ROSA VS AY—IL—BTDLIICIVSAY—ZA5ZTEL, BEEELTISR
H—IICATA Y L TWB I E=MBELET, WITIT SIS, IRTDT714—ILK
NELSHAINTWBRZEAHERLET,

$ export CLUSTER_NAME=my-cluster )

export ROSA_CLUSTER_ID=$(rosa describe cluster -c ${CLUSTER_NAME} --output json |
iq -r .id)

export REGION=$(rosa describe cluster -c ${CLUSTER_NAME} --output json | jq -r
.region.id)

export OIDC_ENDPOINT=$(oc get authentication.config.openshift.io cluster -o
jsonpath='{.spec.serviceAccountlssuer}' | sed 's|*https:/||")

export AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query Account --output text)

export CLUSTER_VERSION=$(rosa describe cluster -c ${CLUSTER_NAME} -o json | jq -r
.version.raw_id | cut -f -2 -d ".")

export ROLE_NAME="${CLUSTER_NAME}-openshift-oadp-aws-cloud-credentials"

export SCRATCH="/tmp/${CLUSTER_NAME}/oadp"

mkdir -p ${SCRATCH}

echo "Cluster ID: ${ROSA_CLUSTER_ID}, Region: ${REGION}, OIDC Endpoint:

${OIDC_ENDPOINT}, AWS Account ID: ${AWS_ACCOUNT_ID}"

Q my-cluster (&, ROSA VS 2 9 —LZICBE#HMAIZET,
2. AWST7HDI Y NT, AWSSIADT7 IV ERAEZHATBIAMARY >—&ERLET,
a. LT Y REEFTLT, RUY—DIPEETINEI D AERLET,

$ POLICY_ARN=$(aws iam list-policies --query "Policies[?
PolicyName=="RosaOadpVer1].{ARN:Arn}" --output text)

Q RosaOadp (&, EEDORY L —LZICBXMIFT,

b. UFDITY REZAALTRY Z—ISON 774 IL%EFEHK L. ROSA TR —%ERL
i’a—o
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pa 3

RYS—ARN DR SAWES, O Y RIFRYY—&#FRLET, R
) — ARN BT TICERET BEE. f AT —MX Y MNIRY —DERM %
EEMICREFy FLET,

$if [[ -z "${POLICY_ARN]}" ]]; then
cat << EOF > ${SCRATCH}/policy.json ﬂ
{
"Version": "2012-10-17",
"Statement™: [
{
"Effect": "Allow",
"Action": [
"s3:CreateBucket",
"s3:DeleteBucket",
"s3:PutBucketTagging",
"s3:GetBucketTagging",
"s3:PutEncryptionConfiguration”,
"s3:GetEncryptionConfiguration”,
"s3:PutLifecycleConfiguration”,
"s3:GetLifecycleConfiguration”,
"s3:GetBucketLocation”,
"s3:ListBucket",
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”,
"s3:ListBucketMultipartUploads",
"s3:AbortMultipartUploads",
"s3:ListMultipartUploadParts",
"s3:DescribeSnapshots”,
"ec2:DescribeVolumes",
"ec2:DescribeVolumeAttribute",
"ec2:DescribeVolumesModifications”,
"ec2:DescribeVolumeStatus”,
"ec2:CreateTags",
"ec2:CreateVolume",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot”

], ", kN

"Resource":

}

I
EOF

POLICY_ARN=$(aws iam create-policy --policy-name "RosaOadpVer1" \

--policy-document file:///${SCRATCH}/policy.json --query Policy.Arn \

--tags Key=rosa_openshift_version,Value=${CLUSTER_VERSION}
Key=rosa_role_prefix,Value=ManagedOpenShift
Key=operator_namespace,Value=openshift-oadp Key=operator_name,Value=openshift-
oadp \

--output text)

fi

Q SCRATCH |&. BEZHAICERINE—BETA L2 N)—D&KBTY,
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c. UTFOATY REEFLTRYY—ARNEZRRLET,

I $ echo ${POLICY_ARN}

3. VS RA—DIAMO—JLEFER) >—&FRLET,
a. ROOAX Y REERITLT, EBHERVY—T7 74V EEKRKLET,

$ cat <<EOF > ${SCRATCH}/trust-policy.json
{
"Version":2012-10-17",
"Statement”: [{
"Effect": "Allow",
"Principal™: {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:oidc-
provider/${OIDC_ENDPOINT}"

b
"Action": "sts:AssumeRoleWithWebldentity",
"Condition™: {
"StringEquals™: {
"${OIDC_ENDPOINT}:sub": [

"system:serviceaccount:openshift-adp:openshift-adp-controller-manager”,
"system:serviceaccount:openshift-adp:velero”]

b. MFDAYY FZERTFLTA—-ILZEFEKRLET,

$ ROLE_ARN=$(aws iam create-role --role-name \

"${ROLE_NAME}" \

--assume-role-policy-document file://${SCRATCH]}/trust-policy.json \
--tags Key=rosa_cluster_id,Value=${ROSA_CLUSTER_ID}
Key=rosa_openshift_version,Value=${CLUSTER_VERSION}
Key=rosa_role_prefix,Value=ManagedOpenShift

Key=operator_namespace,Value=openshift-adp Key=operator_name,Value=openshift-
oadp \

--query Role.Arn --output text)
c. RDAYY RZEFTLT, A—JILARNZXRTRLZET,
I $ echo ${ROLE_ARN}
4. RDAX Y REFRITLT IAMRYY—%2 IAMO—ILICT7E v FLET,

$ aws iam attach-role-policy --role-name "${ROLE_NAME}" \
--policy-arn ${POLICY_ARN}

4.8.1.2. OADP Operator D4 Y A h—ILE LT IAM O— L DIEE

AWS Security Token Service (AWS STS) &, IAM FE7 5L —Y 3 vy Ihk1—H— OGRS
WAEIRMT 20—\ Web H—ERXTT, STS %{FH L 7 OpenShift Container Platform (ROSA)
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IE. ROSA VSR —ICHRINZFREAERE—RTY, CORFI AV MNTIE AWSSTS 2fERAT
% (ROSA) IZ OpenShift API for Data Protection (OADP) &4 Y A h—JL§ 2 HE%=HBALE T,

BF

Restic & Kopia I&, AWSSTS #{#H9 % ROSARIED OADP TlIEHYR— M INTWVE
HA. Restic 8L U Kopia®D/ —RI—V v MEMITHR>TWBIEEERLTL
EIW, RYa—LzNy I Ty 7Y 256 AWSSTS Z#HAY % ROSA D OADP

&, X454 TR+ v F> 3w b& Container Storage Interface (CSI) 2+ v Fo 3 v
DHEHR—MLET,

STSEREF A A Y % Amazon ROSA 7 5 A F —Tld. BIO AWS )= 3 v TD/N\v Y
Ty TTF—9DETIITR—MFINTVWEHA,

Data Mover #8EILIRTE. ROSA V7 S A9 —TIEHR—KFrIhTWEEA, T—YDKE
IClERM 7574 TAWSSIY—I)LAFEHTEZET,

=S5

o WERTIEAMEE N—2 V%EZ 7= OpenShift Container Platform ROSA 7 5 X4 —, £l
i, AIOFIRTHZ OADP D AWS BBRERIMO#ER 2 SR LTI W, Ny Y 7 TEE
TCIC2 DDERDB VR —%FHT B FEDHEIE. ROLE_ARN Z2L AWS FR5EFH %= ¥
TR EILER/TIHRENDHY T,
FIg

1L RODATY REAALT. AWS h—72 V7 7 4 JLH 5 OpenShift Container Platform ¥ — %
Ly hafERLET,

a. |:|n.,\|:| | %Ej}ﬁ’r)l/;&'ﬂ;ﬁibij—o

$ cat <<EOF > ${SCRATCH]}/credentials

[default]

role_arn = ${ROLE_ARN}

web_identity_token_file = /var/run/secrets/openshift/serviceaccount/token
EOF

b. OADP @ namespace Z/ER L £ 7,

I $ oc create namespace openshift-adp

c. OpenShift Container Platform ¥—%2 L v N &/ERK L 9,

$ oc -n openshift-adp create secret generic cloud-credentials \
--from-file=${SCRATCHy}/credentials
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138

pa )

OpenShift Container Platform /S— 3 > 4.14 LIETIE. OADP Operator
I& Operator Lifecycle Manager (OLM) & & U Cloud Credentials Operator
(CCO)#BL T, ZEALINALHLWSTS7—r70—-%HR—MLZF
¥, IDT7—U70—TiE, £EBEBY—ILy NOERIIBEDHY FHA,
OpenShift Container Platform Web 3>V —JL %R L T, OLM TEEX
% Operator DA Y A h—JLHRICAO—JL ARN DAHIEET Z2HELHY F
9, FFHiE. WebaA> YV —IL%{#EMAL T OperatorHub ™54 Y A b—JL e
5 ZBRLTLEIV,

BB —2 Ly MECCOICL>THEMICERINE T,

2. OADP Operator#4 YA h—JLLE T,

a. OpenShift Container Platform Web 3>V —)LC. Operators - OperatorHub R—> % &
~LET,

b. OADP Operator ##83%& L £ 7,
c. role_ ARN 7 4 —JU RIZ, BIICHER L7z role_arn ZB8Y fHF. Instal 22 ) v o LE T,

3.RDAYY RZAAL, AWS EREEBEHRZFER L TAWS V5 RRA ML —YZ/ERLE T,

$ cat << EOF | oc create -f -
apiVersion: oadp.openshift.io/vialphai
kind: CloudStorage
metadata:
name: ${CLUSTER_NAME}-oadp
namespace: openshift-adp
spec:
creationSecret:
key: credentials
name: cloud-credentials
enableSharedConfig: true
name: ${CLUSTER_NAME}-oadp
provider: aws
region: SREGION
EOF

4, ROAIXVY RAEAALT, Z7V5r—avDRAMNL—=YDTIAIRNARN L=V IS AR
BELET,

I $ oc get pvc -n <namespace>

DBl
NAME STATUS VOLUME CAPACITY ACCESS MODES
STORAGECLASS AGE
applog Bound pvc-351791ae-b6ab-4e8b-88a4-30f73caf5ef8 1Gi RWO gp3-
csi 4d19h
mysql Bound pvc-16b8e009-a20a-4379-accc-bc81fedd0621 1Gi RWO gp3-
csi 4d19h

5 RDARVRERITLTAML—=Y ISR ZEFELET,
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I $ oc get storageclass

Al
NAME PROVISIONER RECLAIMPOLICY VOLUMEBINDINGMODE
ALLOWVOLUMEEXPANSION AGE
gp2 kubernetes.io/aws-ebs Delete WaitForFirstConsumer true
4d21h
gp2-csi ebs.csi.aws.com Delete WaitForFirstConsumer true
4d21h
gp3 ebs.csi.aws.com Delete WaitForFirstConsumer true
4d21h
gp3-csi (default) ebs.csi.aws.com Delete WaitForFirstConsumer true
4d21h

a5

RDANL—=V IS AL,
® gp3-csi

® gp2-csi

® gp3

® gp2

TRTCOF7 TN r—>ay, FRENY I Ty TEINET FY 45— 3 »H Container Storage
Interface (CSI) Tk#EAR Y 2 —L4 (PV) ZFERA L TV 3IHE(IE. OADPDPARREICCSI 757
AV EEDDIEEBEDOLET,

6. N\ I T Y TERYA—LRFTY T3y MPREINDZIANL—INDERERETS 272D
IC. DataProtectionApplication ')V — X % {ER L £ 7,

a. CSIARY 2 —LDAHAEFHLTWSRIESIE. ROOY Y K%E AHL T Data Protection
Application #7704 LE J,

$ cat << EOF | oc create -f -
apiVersion: oadp.openshift.io/vialphat
kind: DataProtectionApplication
metadata:
name: ${CLUSTER_NAME}-dpa
namespace: openshift-adp
spec:
backuplmages: true ﬂ
features:
dataMover:
enable: false
backupLocations:
- bucket:
cloudStorageRef:
name: ${CLUSTER_NAME}-oadp
credential:
key: credentials
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name: cloud-credentials
prefix: velero
default: true
config:
region: ${REGION}
configuration:
velero:
defaultPlugins:
- openshift
- aws
- csi
restic:
enable: false
EOF

ﬂ ROSAIEAERA XA —I Ny 9Ty THaHR—MNLET, AX—VDNY I Ty TH(E
FALAWESIFZ., TO714—J)L K% false ICEEELF T,

a. CSIMNY 2 —LFLWEFIECSIR) 2—LZFERALTVWSREHEEIE. ROITY RZAAL T Data
Protection Application #7704 LE ¥,

$ cat << EOF | oc create -f -
apiVersion: oadp.openshift.io/vialphat
kind: DataProtectionApplication
metadata:
name: ${CLUSTER_NAME}-dpa
namespace: openshift-adp
spec:
backuplmages: true ﬂ
features:
dataMover:
enable: false
backupLocations:
- bucket:
cloudStorageRef:
name: ${CLUSTER_NAME}-oadp
credential:
key: credentials
name: cloud-credentials
prefix: velero
default: true
config:
region: ${REGION}
configuration:
velero:
defaultPlugins:
- openshift
- aws
nodeAgent: g
enable: false
uploaderType: restic
snapshotLocations:
- velero:
config:
credentialsFile: /tmp/credentials/openshift-adp/cloud-credentials-credentials 6
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enableSharedConfig: "true"
profile: default 9

region: ${REGION} @
provider: aws
EOF

ROSAIEAERA A —I Ny Ty Tl R—MNLET, AX—JDNNv I Ty THEMEAL
BRWBEIE. TOT74—ILR% false ICSBRELZX T,

nodeAgent B ICET 2EEMRMFELEZSRL T LIV,
credentialsFile 7 1 —JU RKi&, Pod @/ REREEIBHDO~Y U Y NETT,

enableSharedConfig 7 1+ —JL K% {#fH 9 % &. snapshotLocations /X7 v MIEH
INRABERERBEFLEIBMATEEY,

AWS EREFIBERR 7 7 M IVICREINTWAB O 7/ V&G A FERALE T,

region (&, BEVDAWS Y-V a3 VICEELEYT, Chid/5R9—-)—YarvE@EL
THIRLENHYET,

Q® 00600 9O

INT, PINVr—>avonRy 97y T THRIAINTWS EH Y, OpenShift Container
Platform 7 N4 —2avanNy o7y THELVETT 2ERIEBENE LT,
5

OADP | ROSA IRIE T Restic Z#H7R— k L TWARW 8, restic D enable /X5 X —
4 —l3 false ICEREINTWE T,

OADP 12 A FH T 358, ROBELAEILAIZET,

nodeAgent:
enable: false
uploaderType: restic

ROEBEICEZTHZAZET,
restic:
enable: false

Ny Ty TEEBTIC2DODERZ VS RAY—%FEAT 5HBE. cloudstorage CR & OADP
DataProtectionApplication 5 EDMWA T, 2 DDV SAY—DAWSS3I A ML —UENE L TH B0
ENHY T,

RS

o Web ¥V —)L%EMHL T OperatorHub M54 VA M—ILT B

o P —avpNNy Ty S

4813.H:FAF>avmy)—r 7y TFEHLTOADPROSASTS L7 —/ 00— K%
Ny Iy T+3
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4.8.1.3.. OADP & ROSASTS 2R LE/RYy 7y TOET

RD hello-world 7 7Y 77— 3 VOFITIE, KiERY 2—L4 (PV) B EHEINTUWEH A, RedHat
OpenShift Service on AWS (ROSA) STS % f#FH L T. OpenShift API for Data Protection (OADP) T
Ny 9Ty TERITLET,

&5 5 M Data Protection Application (DPA) 3R EHHEBEL £ 77,

1.

142

ROOATY RAEERFTLT, Nw o7y 7570 —0—-RaEMRLET,

I $ oc create namespace hello-world

I $ oc new-app -n hello-world --image=docker.io/openshift/hello-openshift

ROATY REETFTLTIL— M 22HALET,

I $ oc expose service/hello-openshift -n hello-world

ROAXY RERFTLT, 7V r—2a v afELTWa 2 &2 BRBLET,
I $ curl “oc get route/hello-openshift -n hello-world -o jsonpath='{.spec.host}"
DBl

I Hello OpenShift!

ROARY RERFTLT, 79—70—RKR&aNXvIT7yFLET,

$ cat << EOF | oc create -f -
apiVersion: velero.io/v1
kind: Backup
metadata:
name: hello-world
namespace: openshift-adp
spec:
includedNamespaces:
- hello-world
storagelLocation: ${CLUSTER_NAME}-dpa-1
ttl: 720h0mOs
EOF

Ny Ty THRRTTHETHE>THL, ROITXY RERITLET,
I $ watch "oc -n openshift-adp get backup hello-world -0 json | jq .status"

H A B

"completionTimestamp": "2022-09-07T22:20:44Z",
"expiration": "2022-10-07T22:20:22Z7",
"formatVersion": "1.1.0",

"phase": "Completed",

"progress": {



BABEOADP 7 IV r—>avony 97y TEER

"itemsBackedUp": 58,

"totalltems": 58
|3
"startTimestamp": "2022-09-07T22:20:22Z7",
"version": 1

}
ROATY REERFTLT, TEI7—270—REZHIBKRLEY,
I $ oc delete ns hello-world
ROAR Y RERITLT Ny I Ty Thb7—s0—REETLET,

$ cat << EOF | oc create -f -
apiVersion: velero.io/v1
kind: Restore
metadata:
name: hello-world
namespace: openshift-adp
spec:
backupName: hello-world
EOF

ROARY RZERITLT EXHFETITZIEITHELEY,

I $ watch "oc -n openshift-adp get restore hello-world -0 json | jq .status"
5

{
"completionTimestamp™: "2022-09-07T22:25:47Z",

"phase": "Completed",
"progress": {
"itemsRestored": 38,
"totalltems": 38
b
"startTimestamp": "2022-09-07T22:25:282",
"warnings": 9

ROAT YV REEFTLT, 7—70—RPMETINTWEZ EAERELE T,

I $ oc -n hello-world get pods

o
NAME READY STATUS RESTARTS AGE
hello-openshift-9f885f7¢c6-kdjpj 1/1  Running 0 90s

. RDOAT Y R%ZEFTL TISONPath 2#ER L X7,

I $ curl “oc get route/hello-openshift -n hello-world -o jsonpath='{.spec.host}"
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H A B

I Hello OpenShifi!

pa

NSTIoa—FT4 7DV MIDWTIE, OADPF—L®D ST a—F4 27
FFaxrh Z28RLTCEIW,

4.8.1.3.2.OADP & ROSASTS 4FRAL TRV I 7Yy THRDISRI—% 9 )V—VT7vTd5

ZDFEIDINY I Ty TH LU S3 /34y k& OpenShift API for Data Protection (OADP) Operator % 7
VAVAMN=ILTIRENDHBIFEIF. ROFIEZETLET,

FIg
L ROAYY FZEERITLT, 7—20—RZHRLEY,
I $ oc delete ns hello-world
2. RO Y K%&EZFEITL T, DataProtection Application (DPA) ZHlIf& L £ 7,
I $ oc -n openshift-adp delete dpa ${CLUSTER_NAME}-dpa
3RDARYV RERITLT, I RAML—VZHIRLEYS,

I $ oc -n openshift-adp delete cloudstorage ${CLUSTER_NAME}-oadp

Digk

==
[=]

ARV RPNV T LIGEIE. ROAX VY REERITLTI7 714+ 54
F—%HIRT Z2DENDHBIBELHY X,

$ oc -n openshift-adp patch cloudstorage ${CLUSTER_NAME}-oadp -p
'{"metadata":{"finalizers":null}}' --type=merge

4. Operator AR EBICA S 2FEIE. ROATY REERTLTHIBRLEY,
I $ oc -n openshift-adp delete subscription oadp-operator
5. Operator 2* 5 namespace % BIf& L £ 9,

I $ oc delete ns openshift-adp

6. NI Ty TELVPET) Y —ADBRBILA>IGEIF. ROATY REERTLTITRY —
"o YY—R%ZHIFRLFT,
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I $ oc delete backup hello-world

7. AWSS3DNNy o7y, B, BLCVE— F TV FEHIBRT BICIE. JROOY VR
=ERITLET,

I $ velero backup delete hello-world

8. WRH L)Y —RAEH (CRD) B FREILAR>HFEIE. ROIAIXY REERFTLTIZIRY—DH
HIBRL 9,

I $ for CRD in “oc get crds | grep velero | awk {print $1}"; do oc delete crd $CRD; done

9. RDAVTY R%Z=ERTL T, AWSS3NT v MZHIBRLF T,

I $ aws s3 rm s3:/${CLUSTER_NAME}-oadp --recursive

I $ aws s3api delete-bucket --bucket ${CLUSTER_NAME}-oadp
10. ROAXY REEFTLT, O—ILALR)—%HYBLET,
I $ aws iam detach-role-policy --role-name "${ROLE_NAME}" --policy-arn "${POLICY_ARN}"

M UTFoavxvry ReRITLTO—ILZHIBRLET,

I $ aws iam delete-role --role-name "${ROLE_NAME}"

4.9. OADP & AWS STS

49.1.0ADP #H L TCTAWSSTS VSRV —LDF7 TV 5—>avanNy o7y 7Td
%

OADP Operator %4 ¥ A h—J)L ¢ % Z & T. Amazon Web Services (AWS) % L T OpenShift API
for Data Protection (OADP) Z#4 Y XA h—JL L X ¥, Operator (& Velero1l12 Z4 VA —ILLZET,

pa )

OADP 1.0.4 LA, 9T OADP1.0.z/8N— 3 ~Id, MTC Operator Dik#FREAHRE L TD
HMEATE, RH Y R70OY Operator & LTIIFERATEEH A,

Velero AIFIC AWS #5%E L. 77 #JL b D Secret =R L. JRIC. Data Protection Application % 4
VAM=ILLET, ML OADP Operator D4 YA h—JL BB L TLLEI W,

FIRINzxy M T —JIRIEIC OADP Operator 24 Y A h—IL 2121, HICT 7 2ILED
Operator Hub V —X 22 LT, Operator A9 OV %I5—Y VIS HMENHY £, 55
&, Ry N7 =20 DHIR I N /-EIETD Operator Lifecycle Manager D #2B LTI W,

OADP I, AWS Security Token Service (STS) (AWSSTS) ¥ S A9 —ICFEHTA VA R—ILTEZET,
Amazon AWS (£, 2 —H—D7=DITHERI IR SN 7/=—BFRAREREIIBE R %= BEKTEX % AWSSTS % Web

H—ERELTRELTWET, STSEFAT DI E. APIFEUH L, AWSO VY —)b, F/IEZAWS O
RYRSA VA VI =T IAR(CL)ENLTY Y —AAND—BNRT7 IR EEETES1—H—IC
RMTEET,
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OpenShift API for Data Protection (OADP) %4 ~ X h—JL ¢ %R1IC. OADP %' Amazon Web Services
APl ZfEATE2 L D10, OADP DO—JILERY ¥ —DFRFEREZRET D2LENHY T,

ZO7OFRIIRD 2 BETETINET,
1. AWS SR A= #EBL X,

2. OADP Operator 24 YA h—J)L L, IAMO—)LEF5L XY,

4.9.1.1. OADP FH®D AWS STS Z:FtEHR A ¥R 3

Amazon Web Services 7717 > k&, OpenShift API for Data Protection (OADP) A VA=V EZT
MBEDICERBBLIVRET D2REDNHY XT, ROFIRICH > TAWS SREEBEHRZERHL T,

FIR

1L RDAY Y R&EEFTLT, cluster_name RIEZHZEEL 7.
I $ export CLUSTER_NAME= <AWS_cluster_name> @)

@ ZBREROBIRETIET,

2. ROOA< Y F%EETTLT. AWS_ACCOUNT_ID, OIDC_ENDPOINT 7: & @ cluster DFF#i %= ¢
RTERELET,

$ export CLUSTER_VERSION=$(oc get clusterversion version -0
jsonpath="{.status.desired.version}{"\n"}")

export AWS_CLUSTER_ID=$(oc get clusterversion version -0 jsonpath="{.spec.clusterID}
{ll\n"}l)

export OIDC_ENDPOINT=$(oc get authentication.config.openshift.io cluster -o
jsonpath='{.spec.serviceAccountlssuer}' | sed 's|*https:/||')

export REGION=$(oc get infrastructures cluster -o
jsonpath="{.status.platformStatus.aws.region}' --allow-missing-template-keys=false || echo
us-east-2)

export AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query Account --output text)

export ROLE_NAME="${CLUSTER_NAME}-openshift-oadp-aws-cloud-credentials"

3.RDAX VY RERITLT, TRTCODI7 7MWV ERETDZOD—BET1 LI N)—%FEKRKLZE
-a—o

$ export SCRATCH="/tmp/${CLUSTER_NAME}/oadp"
mkdir -p ${SCRATCH]

4. ROARYV RZERFTLT RELLITARTOFMHZRTLIT,

$ echo "Cluster ID: ${AWS_CLUSTER_ID}, Region: ${REGION}, OIDC Endpoint:
${OIDC_ENDPOINT}, AWS Account ID: ${AWS_ACCOUNT _ID}"
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5. AWWS 7HYUY NT., AWSS3IADT7 I ERAHATBIAMARY —AERLET,
a. MDAT Y RAEFTLT, RUL—DEETINEINEHERLET,

I $ export POLICY_NAME="OadpVer1" @)

@ ZBREROBIRETIET,

$ POLICY_ARN=$(aws iam list-policies --query "Policies[?
PolicyName=="$POLICY_NAME'].{ARN:Arn}" --output text)

b. ROAXY REAALTRYZ—JISON 774V &EER L. R)—%ERLET,

pa

RYS—ARN DR SAWES, OV RIFRYY—&#FRLET, R
) — ARN BT TICERET BBEE. f AT —MX Y MNIRY —DERM %
EEMICRFy FLET,

$if [[ -z "${POLICY_ARN]}" ]]; then
cat << EOF > ${SCRATCH}/policy.json
{
"Version": "2012-10-17",
"Statement”: |
{
"Effect": "Allow",
"Action": [
"s3:CreateBucket",
"s3:DeleteBucket",
"s3:PutBucketTagging",
"s3:GetBucketTagging",
"s3:PutEncryptionConfiguration”,
"s3:GetEncryptionConfiguration”,
"s3:PutLifecycleConfiguration”,
"s3:GetLifecycleConfiguration”,
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListBucketMultipartUploads",
"s3:AbortMultipartUpload”,
"s3:ListMultipartUploadParts",
"ec2:DescribeSnapshots",
"ec2:DescribeVolumes",
"ec2:DescribeVolumeAttribute",
"ec2:DescribeVolumesModifications”,
"ec2:DescribeVolumeStatus”,
"ec2:CreateTags",
"ec2:CreateVolume",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot”
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"Resource": "*"

}

I
EOF

POLICY_ARN=$(aws iam create-policy --policy-name $POLICY_NAME \
--policy-document file:///${SCRATCH}/policy.json --query Policy.Arn \

--tags Key=openshift_version,Value=${CLUSTER_VERSION}
Key=operator_namespace,Value=openshift-adp Key=operator_name,Value=oadp \
--output text)

fi

‘D SCRATCH . 77 M) ERETZEDICERLE—ET4L I N —DEFITT,

c MFOITY KEEFLTHY S — ARN 2RRLET,
I $ echo ${POLICY_ARN}

6. VSR —DIAM O—ILEFER) V—5FERLET,
a. ROOAX Y REEITLT, EBHERVY—T7 74V EEFEKRKLET,

$ cat <<EOF > ${SCRATCH}/trust-policy.json
{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal™: {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:oidc-
provider/${OIDC_ENDPOINT}"
b
"Action": "sts:AssumeRoleWithWebldentity",
"Condition": {
"StringEquals™: {
"${OIDC_ENDPOINT}:sub": [
"system:serviceaccount:openshift-adp:openshift-adp-controller-manager”,
"system:serviceaccount:openshift-adp:velero"]

}
1]

}
EOF

b. ROAYV RAEZE[IFTLT, V5RAY—DIAMO—ILEFER) >—%ERLZET,

$ ROLE_ARN=$(aws iam create-role --role-name \

"${ROLE_NAME}" \

--assume-role-policy-document file://${SCRATCH]}/trust-policy.json \

--tags Key=cluster_id,Value=${AWS_CLUSTER_ID}
Key=openshift_version,Value=${CLUSTER_VERSION}
Key=operator_namespace,Value=openshift-adp Key=operator_name,Value=oadp --
query Role.Arn --output text)

c. RODATV KAEZEIFTLT, O—JILARNAFRRLZET,
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I $ echo ${ROLE_ARN}
7. ROAT Y RZEITLT IAMRY =% IAMO—LICTI vy FLET,

I $ aws iam attach-role-policy --role-name "${ROLE_NAME}" --policy-arn ${POLICY_ARN}

49.111.Velero® CPU EXEY—DYY—RBY Y TEETE

DataProtectionApplication 7249 L)YV —R (CR)Y =7 A % #E&%E L T. Velero Pod ® CPU &
FUXEN—YY—RDEIYHTEBRELET,

=55

® OpenShift API for Data Protection (OADP) Operator B Y A h—JILINTWBHELAH Y F
ER

FIR

o RDHBID &L S IC. DataProtectionApplication CRY¥ =7 T XA hD
spec.configuration.velero.podConfig.ResourceAllocations 7O v 7 DIE%REL 7,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

configuration:
velero:
podConfig:
nodeSelector: <node selector> ﬂ
resourceAllocations: 9
limits:
cpu: "1"
memory: 1024Mi
requests:
cpu: 200m
memory: 256Mi

ﬂ Velero podSpec ICIRtEI B/ —RKEL VY —%BELZ T,

Q 1) 2 XN TW3 resourceAllocations (3. FHEFAHETT,

p= =)

Kopia I& OADP 1.3 LARED ) V) — R CEIRTEZX T, Kopia ld 7 7M1 IVY AT LDINY Y
Ty FIFERATEEY, HAHAHD Data Mover Z{FEFH T % Data Mover DIGE 14,
Kopia A"\ME— D:ZBIRERICRY £,

Kopia [& Restic W £ Z< D) YV —R%ZHET 57D, TNICHLTCPUEAE) —D
EHERAZRLRTNIERSBRWEELHY £T,
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4.9.1.2. OADP Operator D4 Y A h—ILE LT IAM O—IILDIEE

AWS Security Token Service (AWS STS) &, IAM FE7 57—y 3 vy Ihk1—H—0OEHARE
BERBETZ70—/N)LWeb H—ERXTY, TDRKF2 XY MTlE OpenShift APl for Data
Protection (OADP) % AWSSTS 7 S A9 —ILFHTA VA N—ILT B HEEHRBALET,

BF

Restic & Kopia I&, OADP AWSSTSIRIETIEHR— M INTWEH A, Restic 5LU
KopiaD/ —RI—I v "I EMIR>TWVWRIEEBRLTLKEIW, RYa—A4
Ny )Ty TEBGE. AWSSTS ED OADP Id, %474 7R FvT¥ay ke
Container Storage Interface (CSI) R+ v 7> a v hDHEHYR—MLET,

STSRAAFATEAWS VS5 RI—Tld, Ny I 7y TFTF—95DAWS Y — 3>
ICBTT 22 &3P R—FINTUVEEA,

Data Mover #8EIXIR7E. AWSSTS VS R9—TlEHR—PbINhTWEHA, T—FD
BENC ISR AT 1 T AWSS3 W —LAGRETE T,

AR

o WERTUEAMEE N—2 v %EZ 7= OpenShift Container Platform AWSSTS ¥ S X4 —, &
Hid. AIOFIETH 2 OADP D AWS BAIERDER 2SR L T LIV, Ny I Ty T
BIIC2DDEBRZ VSR —%FERHT 2 FEDHZEIE. ROLE_ARN Z 2 AWS FREHER%
PRI —TEICEHFTIRENDHY T,

FIR

1L ROOAR Y REANDLT. AWS b—2 2T 7 4 JLH 5 OpenShift Container Platform ¥ — %
Ly befERLET,

a. |:u|.,\|:| | $E77’f)l/7é_:ﬂzﬁibi'§_o

$ cat <<EOF > ${SCRATCH}/credentials

[default]

role_arn = ${ROLE_ARN}

web_identity_token_file = /var/run/secrets/openshift/serviceaccount/token
EOF

b. OADP @ namespace Z/E L £ 7,

I $ oc create namespace openshift-adp

c. OpenShift Container Platform ¥—% L v M &/ER L £,

$ oc -n openshift-adp create secret generic cloud-credentials \
--from-file=${SCRATCHy}/credentials
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pa 3

OpenShift Container Platform /S— 3 > 4.14 LIETIE. OADP Operator
I& Operator Lifecycle Manager (OLM) & & U Cloud Credentials Operator
(CCO)#BL T, ZEALINALHLWSTS7—r70—-%HR—MLZF
¥, IDT7—U70—TiE, £EBEBY—ILy NOERIIBEDHY FHA,
OpenShift Container Platform Web 3~V —JL %A L T, OLM TEE X
% Operator DA Y A h—JLHRICAO—JL ARN DAHIEET Z2HELHY F
9, FFHiE. WebaA> YV —IL%{#EMAL T OperatorHub ™54 Y A b—JL e
3 Z2SRLTLEIN,

BB —2 Ly MECCOICL>THEMICERINE T,

2. OADP Operator#4 YA h—JLLE T,

a. OpenShift Container Platform Web 3>V —)LC. Operators - OperatorHub R—> % &
~LET,

b. OADP Operator ##83%& L £ 7,
c. role_ ARN 7 4 —JU RIZ, BIICHER L7z role_arn ZB8Y fHF. Instal 22 ) v o LE T,

3.RDAYY RZAAL, AWS EREEBEHRZFER L TAWS V5 RRA ML —YZ/ERLE T,

$ cat << EOF | oc create -f -
apiVersion: oadp.openshift.io/vialphat
kind: CloudStorage
metadata:
name: ${CLUSTER_NAME}-oadp
namespace: openshift-adp
spec:
creationSecret:
key: credentials
name: cloud-credentials
enableSharedConfig: true
name: ${CLUSTER_NAME}-oadp
provider: aws
region: SREGION
EOF

4, ROAIXVY RAEAALT, Z7V5r—avDRAMNL—=YDTIAIRNARN L=V IS AR
BELET,

I $ oc get pvc -n <namespace>

Al
NAME STATUS VOLUME CAPACITY ACCESS MODES
STORAGECLASS AGE
applog Bound pvc-351791ae-b6ab-4e8b-88a4-30f73caf5ef8 1Gi RWO gp3-
csi 4d19h
mysql Bound pvc-16b8e009-a20a-4379-accc-bc81fedd0621 1Gi RWO gp3-
csi 4d19h

5 RDARVRERITLTAML—=Y ISR ZEFLET,
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I $ oc get storageclass

Al
NAME PROVISIONER RECLAIMPOLICY VOLUMEBINDINGMODE
ALLOWVOLUMEEXPANSION AGE
gp2 kubernetes.io/aws-ebs Delete WaitForFirstConsumer true
4d21h
gp2-csi ebs.csi.aws.com Delete WaitForFirstConsumer true
4d21h
gp3 ebs.csi.aws.com Delete WaitForFirstConsumer true
4d21h
gp3-csi (default) ebs.csi.aws.com Delete WaitForFirstConsumer true
4d21h

23

RDARNL—=D TS ADRELE T,
® gp3-csi

® gp2-csi

® gp3

® gp2

TRTCOF7 TN r—>ay, FRENYIT Y TENET Y 45— 3 U H Container Storage
Interface (CSI) Tk#tAR Y 2 —L4 (PV) ZFERA L TLW3IHE(1E. OADPDPARREICCSI 757
AV EEDDIEEBEDOLET,

6. NI T Yy FTERYA—LRFTY T3y MPREINDZANL—INDEREREST 272D
IC. DataProtectionApplication ')V — X % {ER L £ 7,

a. CSIARY 2 —LDAHAEFHLTWSRIESIE. ROOY Y K%E AHL T Data Protection
Application #7704 L&,

$ cat << EOF | oc create -f -
apiVersion: oadp.openshift.io/vialphat
kind: DataProtectionApplication
metadata:
name: ${CLUSTER_NAME}-dpa
namespace: openshift-adp
spec:
backuplmages: true ﬂ
features:
dataMover:
enable: false
backupLocations:
- bucket:
cloudStorageRef:
name: ${CLUSTER_NAME}-oadp
credential:
key: credentials
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name: cloud-credentials
prefix: velero
default: true
config:
region: ${REGION}
configuration:
velero:
defaultPlugins:
- openshift
- aws
- csi
restic:
enable: false
EOF

ﬂ ARA=T DNy I Ty THBALABWVGEIE. D7 1= R% false ICEREL
£

a. CSIMNY 2 —LFLWEFIECSIR) 2—LZFERALTVWSREHEEIE. ROITY RZAAL T Data
Protection Application #7704 LE ¥,

$ cat << EOF | oc create -f -
apiVersion: oadp.openshift.io/vialphat
kind: DataProtectionApplication
metadata:
name: ${CLUSTER_NAME}-dpa
namespace: openshift-adp
spec:
backuplmages: true ﬂ
features:
dataMover:
enable: false
backupLocations:
- bucket:
cloudStorageRef:
name: ${CLUSTER_NAME}-oadp
credential:
key: credentials
name: cloud-credentials
prefix: velero
default: true
config:
region: ${REGION}
configuration:
velero:
defaultPlugins:
- openshift
- aws
nodeAgent: g
enable: false
uploaderType: restic
snapshotLocations:
- velero:
config:
credentialsFile: /tmp/credentials/openshift-adp/cloud-credentials-credentials 6
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enableSharedConfig: "true"

profile: default 9
region: ${REGION} @
provider: aws
EOF

AXA=I DNy Ty THFERLEWVERIF. TOT714—IL K% false ICERELE T,
nodeAgent BIEICRET 2EEAFELZSBL T EIL,
credentialsFile 7 1 —JU RKi&, Pod ®/XN4 v REREEIBHODO~Y U Y MNETT,

enableSharedConfig 7 1+ —JL K& {#fH ¥ % &. snapshotLocations /X7 v MMIEH
INRABRERBEFLEIBIATEEY,

AWS SREHIBEHR 7 7 M VISR EI N TWB 707 74 L&A FALE T,

Q® 0009

region (&, BEVDAWS Y —2avVIiliBELFT, ThiZIFRY—)—YarvERL
THIUELNHY £T,

INT, PINVr—>avonRy o7y P THEINTWS EH Y, OpenShift Container
Platform 7 U4 —>a vy 07y TELIVETT 2 EF/IEVE L,

BF

OADP12 ZER T 2B, ROBEZEILAITT,

nodeAgent:
enable: false
uploaderType: restic

/ko)uxi&‘t_ %?ﬁlij_o
restic:
enable: false

Ny o7F J7°t1’§7|3k_2’30)§7&5771’9 %{EAY %3%E. cloudstorage CR & OADP
DataProtectionApplication 5 EDHWA T, 2 DDV SAY—DAWSS3I A ML —VENE L TH 200
ENHY T,

RS

o Web YV —J)L%EML 7% OperatorHub ™5 DA Y A h—Jb

o P —avpINyoTy T

4913. A F>a vy )V—r7y T%=FHALTOADPAWSSTS LDV —/s/0O—K%&/Xv ¥
7y T43

49.1.3.1.OADP & AWSSTS 2R LNy 27y TDRERT
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RO hello-world )/ 7 ') 7T—2 3 ZODPITIK, Kig') 2—L (PV) D EEIILCWDNIE A, OpenShitt
API for Data Protection (OADP) & Amazon Web Services (AWS) (AWS STS) R L TNy I 7 v 7
ZERITLET,

E5 5 M Data Protection Application (DPA) 32 E £ HEEEL £ 77

1.

5.

ROOATY RAEERFTLT, Nw o7y 7570 —s0—-RaEMLET,

I $ oc create namespace hello-world

I $ oc new-app -n hello-world --image=docker.io/openshift/hello-openshift
ROATY REEFTLTIL— M 22HALET,

I $ oc expose service/hello-openshift -n hello-world

ROARY RERFTLT, 7TV r—oavAafELTWa I & 2R LET,
I $ curl “oc get route/hello-openshift -n hello-world -o jsonpath='{.spec.host}"

Al
I Hello OpenShifi!
ROATY REEFTLT, 7—/0—RFRaRNv o7y TLET,

$ cat << EOF | oc create -f -
apiVersion: velero.io/v1
kind: Backup
metadata:
name: hello-world
namespace: openshift-adp
spec:
includedNamespaces:
- hello-world
storageLocation: ${CLUSTER_NAME}-dpa-1
ttl: 720h0mOs
EOF

NPTy THRRTTRETH>THSL, ROAYY RERTLET,
I $ watch "oc -n openshift-adp get backup hello-world -0 json | jq .status"

H B

"completionTimestamp": "2022-09-07T22:20:44Z",
"expiration": "2022-10-07T22:20:22Z7",
"formatVersion": "1.1.0",
"phase": "Completed",
"progress": {

"itemsBackedUp": 58,

"totalltems": 58
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b
"startTimestamp™": "2022-09-07T22:20:22Z",

"version": 1

}

ROV REEFTLT, TE7—70—-RKREHIBRLET,

I $ oc delete ns hello-world
RDAR Y REERIFLT, Ny o TPy Ihos7—s0—ReaETLET,

$ cat << EOF | oc create -f -
apiVersion: velero.io/v1
kind: Restore
metadata:
name: hello-world
namespace: openshift-adp
spec:
backupName: hello-world
EOF

ROARY RZERITLT, EXHFETITRIETHEEEY,

I $ watch "oc -n openshift-adp get restore hello-world -0 json | jq .status"
HhH

{
"completionTimestamp™: "2022-09-07T22:25:47Z",

"phase": "Completed",
"progress": {
"itemsRestored": 38,
"totalltems": 38
b
"startTimestamp": "2022-09-07T22:25:282",
"warnings": 9

ROAT YV REEFTLT, 7—70—RPMETINTVWEZ EAERELET,

I $ oc -n hello-world get pods

6
NAME READY STATUS RESTARTS AGE
hello-openshift-9f885f7¢c6-kdjpj 1/1  Running 0 90s

. RDOAT Y R%ZEFTL TISONPath 2#ER L £ 7,

I $ curl “oc get route/hello-openshift -n hello-world -o jsonpath='{.spec.host}"

H A B



BAZEOADP 7V 5 —>avdnRy 97y TEER
I Hello OpenShifi!
Pz

NSTIoa—FTav7Dey MIDWTIX, OADPF—LD STV a—FT4
RFraXvbh Z8RLTKEIW,

49.1.32.0ADP & AWSSTS Z# L TNy I 7y TEDISRY—%9)V—V Ty T+ 3

ZDFIDNY I Ty TH LU S3 /34y k& OpenShift API for Data Protection (OADP) Operator % 7
VAVAMN=ILTIRENDHBIFEIF. ROFIEZETLET,

=S ]
LROOAT Y RAEFERITLT, 7—270—RZHIBRLET,

I $ oc delete ns hello-world
2. RO~ Y K%&EZFEITL T, DataProtection Application (DPA) ZHIf& L £ 7,
I $ oc -n openshift-adp delete dpa ${CLUSTER_NAME}-dpa
3.RDARVRZERITLT 937 RAML—YZHIFRLET,

I $ oc -n openshift-adp delete cloudstorage ${CLUSTER_NAME}-oadp
B

ZOARV KRBV T LEBEIK. OO Y REEFLT I 74 +514H—%
HIIR T 2B HZZEDHY T,

'{"metadata":{"finalizers":null}}' --type=merge

I $ oc -n openshift-adp patch cloudstorage ${CLUSTER_NAME}-oadp -p

4. Operator NFAEICARSBEIF. ROOATY REETLTHIKRLE T,
I $ oc -n openshift-adp delete subscription oadp-operator
5 RMDAT Y KAEZEITL T, Operator 55 namespace #BIR L £ 9,

I $ oc delete ns openshift-adp

6. NI Ty TELVERT) Y —ADBRBILAS>IFEIF. ROATY REEFTLTISTRY —
"oV —R%ZHIFRLFT,

I $ oc delete backup hello-world

7. AWSS3DNy o7y, . BLCVE— F TPV FEEIBRT BICIE,. JROOT VR
=ERITLET,
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I $ velero backup delete hello-world

8. WRH L)Y —RAEH (CRD) " FREILARS>FEIFE. ROITVY REERITLTIZIRY—DH
HIBRL £ 9,

I $ for CRD in “oc get crds | grep velero | awk {print $1}"; do oc delete crd $CRD; done

9. RDAVTY R%Z=ZERTL T, AWSS3NT v MZHIFRLF T,

I $ aws s3 rm s3:/${CLUSTER_NAME}-oadp --recursive

I $ aws s3api delete-bucket --bucket ${CLUSTER_NAME}-oadp
10. ROAXY REEFTLT, O—ILALR)—%HYBLET,
I $ aws iam detach-role-policy --role-name "${ROLE_NAME}" --policy-arn "${POLICY_ARN}"

N UFOATY RZRTLTA—LZHRLES,

I $ aws iam delete-role --role-name "${ROLE_NAME}"

4.10. OADP 1.2 DATA MOVER

4.10.1. OADP Data Mover D&

OADP DataMover 232 &, V53R —DEEHNRELLFE. BR>o CTHIRLAGE., FLIEHW
BLEBAIC. ANTHLLRTF—NIWTFT TV r— a3 v aETTEET,

BF

OADP 12 DataMover &7 /Oy —F L Ea—#fETT, 74./05—7T L Ea1—#
BEIZ. RedHat BB HYR— MDY —ERLRILT T =X~ (SLA) ODRRHATHY.
HEEMICE LTI ARWEEDHY FF, RedHat I, EREBRIBETCINSEFHRATSZ
EEHWRBLTWERA, 77/ 0 —7LE1—#EEIE. SHOEIMEL VLR IR
LT, ARERETHEEDT AN ETVWI 1 —KN\y I EREFELTWEECZEEZBH
ELTWEY,

RedHat D54 /Oy —7 L Eax1—#eEnyR— NEEICRET 283FMIE. 727/ 00—
T E1—#EDYR— MNEFE #8RB L TLEIWN,

e OADP Data Mover % L T. Container Storage Interface (CSI) R 2 —LDRF v 7
vavhEYE—RMNATITIMNRAMNTIINY DTy TTEFES, CSIZAF Yy Toay M
Data Mover =89 % Z5B LTIV,

e OADP 12 Data Mover #f£F L T. CephFS. CephRBD. F7/zldZDEA%AFERTZI SR

H—DT7 TNV 5= a3vF—95Ny o7y TELVETTELY, CephStorage TD OADP
1.2 Data Mover M SR L T LI W,
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pz o-1o)
OADP 1.3 Data Mover Tld, BITED 7 v VD ESICHEE L RWAREELHY 7,

OADP 12 DataMover i&, A7 O0EREFEALTCT7 TV r—>av7—489%2/1"v )

Ty 7BELVCETLEYT. 7OCREABLTVWS LD, B0 7y I FHKBIND
DIE. BIBEET 2 Pod DXHEAR Y 12— L4 (PV) 5° Data Mover kR ) 2 — AT
(PVO) ICL UBBBINZRICRY T,

LA L. OADP 1.3 Data Mover (ZJERIEA 7O A A2 FALE T, DL D RIEFDEWN
IC& Y. DataMover D PVC IC& > TEEYT 5 PV I EBRINDEIIC. BTERDOIT VY
AEVCHINZATREMENHY T, INHRELAIHE. Podid Pending 27—4% 2D
FFEICKRY, JvIBEEFTTEFHA, Pod DB INIFICT Y VDRITHINYA LT
7 MY, BT /ET PartiallyFailed ©"FE 3 AL HY £7,

4.10.1.1. OADP Data Mover OaIIE S

4.10.2.

BI®D namespace TEITINTWBRT— NIV T TV r—o3avnbh s,
Operator Lifecycle Manager (OLM) % L T OADP Operator #4 ¥ X h—JL L TW 3,
L7 VolumeSnapshotClass & StorageClass = {Ef L T\ 3,

OLM Z#fFEBE LT VolSync #RL—4%9—% A4 VA =)L LTW3,

CSIXR+wv > 3w M DataMover #EHT %

OADP Data Mover %9 % &. Container Storage Interface (CSI) R) 2 —LRF v F¥av h&E
E—MATIVTVRMRAMNTIINY I Ty FTTEET, DataMover NEMICAR>TWBIEHEE., VTR

Y —DREE. BoHIBR, WEISRELALBEIC. ATV MAMNTHLEBLAEZCSIARYY 2 —4LR
FvToay NEFERLTCRAT—MNILT Y- 3 VB EBTTEES,

Data Mover ¥ 1) 2—< 3 V&, VolSync M Restic A 7> a v aFRLET,

DataMover I, CSIRY 2a—LRF v Tav hONy I Ty TEYVRANTFTDOHFEYR—KNLFT,

OADP 1.2 Data Mover Tl&. VolumeSnapshotBackups (VSB) & & U VolumeSnapshotRestore
(VSR) (&, VolumeSnapshotMover (VSM) ZEAL THF a1 —ICANLONE T, VSMDNT #—T VR
\&. [EBFIC InProgress TVSB & VSR DR AZIEET 2 & THRALELET, IXRTOFRAPTS Y
A VBENRTTDE, Ny I 7y FIERTELTIY—V3INET,

BF

OADP 12 DataMover &7 /Oy —F L Ea—#fETT, 74/ 05— L Ea1—#
BEIZ. RedHat BB Y R— MDY —ERLRILT T =XV K~ (SLA) ODRRHATHY.
HEEMICE LTI ARWEEDHY £T, RedHat I, EREBRIBETCINSEFRATSZ
EEHELTWERA, 77/005—7 L E1—#iEld. BRFOEAMEAVNVERCIR
LT, ARERETHEEDT AN 2TV I 1 —KN\y I EREFELTWEECZEEZBH
ELTWEY,

RedHat D574 /Oy —7 L Eax1—#eEDyR— NEEICRET 23FMIE. 72/ 00—
T E1—#EDYR— MNEFE 2S8R LTI,
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R

Red Hat TlZ., ODF CephFSAHR Y 2 —LDNy I T v THLVY X M T7IZ OADP 1.2
Data Mover % {§ L'Cb\éebgﬁtltzt INT 4=V A %A LI H 5 7/5HIC OpenShift
Container Platform N\— 3 Y 4R UEE 7Yy 7L —R&EkIFA VYA M—ILT B &
WS L 9, OADP Data Mover I&. OpenShift Container Platform /8A—< 3 > 412 L
BED CephFS v O—HRY 2 —L%ZFATEET, chid, AcBEDTRAMIEDL

EC NV OTYy THEBONR T+ —I VR EALIEEIENTEET,

e CephFS ROX Mt

AR

FIR
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StorageClass & & U VolumeSnapshotClass 1 2% L)Y —Z (CR) N CSIHZHR— KL T
WBZE&ZzHRBLTWS,

snapshot.storage.kubernetes.io/is-default-class: "true" @7 / 57— 3 V& &D
VolumeSnapshotClass CR ' 1 D723 TH B T E 5B L TWS,

-

pa )

OpenShift Container Platform /N\— 3~ 412 IETIZ, ThhM—DFT 7 # )L
N VolumeSnapshotClass T#%h % Z & MR L T XL,

VolumeSnapshotClass CR @ deletionPolicy #* Retain ICEREINTWBH Z & =R L TV
%,

S storageclass.kubernetes.io/is-default-class: "true" % 2 StorageClass CR #1272
TTHBIEZBELTWS,

VolumeSnapshotClass CR IC 5 ™)L velero.io/csi-volumesnapshot-class: "true" Z3EfI L T
W3,

OADP namespace |C oc annotate --overwrite namespace/openshift-adp

volsync.backube/privileged-movers="true" 07 /77— 3 VNEIMNINTWE I & %L
W3,

pa 3]
OADP 12 TlE. 1 FEAEDY F ) # T privileged-movers ;2 EIETHEHY T
ho BTV TF—DIERIE. Volsync AE—ICH L TEYITHZLELHY F

¥, —HOI1—HY—>F AT, pnwleged mover = true X E TR T 511
ENDHIERI S —DRET DIHEIHY FT,

Operator Lifecycle Manager (OLM) Z & L T VolSync Operator #4 Y 2 h—JL L £ L 7=,

% OADP Data Mover Z 9 % IZ1&, VolSync Operator "G ETT,

e OLM %{#MH L T OADP Operator #4 Y A h—J)L L F L 7=,


https://issues.redhat.com/browse/RHSTOR-4287
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L RDESIC . yaml 7 7 1)L EK LT, Resticy—2IL v hERELET,

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-adp
type: Opaque
stringData:
RESTIC_PASSWORD: <secure_restic_password>

pa )

77 # )L b Tl&, Operator I& dm-credential &\ > ZEiD>—o L v MEFEL
x9. HOERIZFERALTWR5EE

I%. dpa.spec.features.dataMover.credentialName %#{&fH L CT. T—49{RE&7
7)) /r—> 3> (DPA)CR CHAIAIBET 2HELNHY F T,

2. ROBPIDL S DPACREFERLET, T7AIMNDTSTAVICIFCSINEFNTVWET,
TF—H1%EF SYy— 3> (DPA) CRDHI

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: velero-sample
namespace: openshift-adp
spec:
backupLocations:
- velero:
config:
profile: default
region: us-east-1
credential:
key: cloud
name: cloud-credentials
default: true
objectStorage:
bucket: <bucket_name>
prefix: <bucket-prefix>
provider: aws
configuration:
restic:
enable: <true_or_false>
velero:
itemOperationSyncFrequency: "10s"
defaultPlugins:
- openshift
- aws
- CSi
- vsm
features:
dataMover:
credentialName: restic-secret
enable: true
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O ® o

o

maxConcurrentBackupVolumes: "3" ﬂ
maxConcurrentRestoreVolumes: "3" 9
pruneinterval: "14" e
volumeOptions: ﬂ
sourceVolumeOptions:
accessMode: ReadOnlyMany
cacheAccessMode: ReadWriteOnce
cacheCapacity: 2Gi
destinationVolumeOptions:
storageClass: other-storageclass-name
cacheAccessMode: ReadWriteMany
snapshotLocations:
- velero:
config:
profile: default
region: us-west-2
provider: aws

FT7oav Ny ITyTOEDICFI—ICANDIENTEZRFYy T3y NOEOD
tREEELET, T 74 MEIEZ10TY,

F7aV  ETDEDICTF 1 —ICANDIENTEDZRFT Yy Foay NOBDLERAEHE
ELET., 774 MNMEIZ10TT,

F7av:)RY M) —TRestic TIN—=V I 5ETTHEEHEE) 2EELET, 7
W—VBETRER TS BNy LTEEBEZEHRLETS. 7OCRDO—EE LTKED
/O NS T4y IDNERINZAREEEHYET, COF TP aVERET DL, SR
N BT —FILLBRANLV—UBEBEETIVEAIRAMNEOED ML — KA 708
ICRRY E7,

T avinNy o7y TEEBTD VolumeSync R a—LA T avaEELE T,

OADP Operator &, 2 DDHRH L)V —RXEZ (CRD). VolumeSnapshotBackup & & U

VolumeSnapshotRestore =1 X h—JL L ¥ 7,

VolumeSnapshotBackup CRD Dl

apiVersion: datamover.oadp.openshift.io/vialphai
kind: VolumeSnapshotBackup
metadata:
name: <vsb_name>
namespace: <namespace_name> ﬂ
spec:
volumeSnapshotContent:
name: <snapcontent_name>
protectedNamespace: <adp_namespace> 9
resticSecretRef:
name: <restic_secret_name>

ﬂ RYa—LRAFTyFoay NHBEET % namespace ZIBEL T,

OADP Operator ' Y A h—JL I N TS namespace #IEELF T, T 74 &

openshift-adp TY,
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VolumeSnapshotRestore CRD Dl

apiVersion: datamover.oadp.openshift.io/vialphai
kind: VolumeSnapshotRestore
metadata:
name: <vsr_name>
namespace: <namespace_name> ﬂ
spec:
protectedNamespace: <protected _ns> 9
resticSecretRef:
name: <restic_secret_name>
volumeSnapshotMoverBackupRef:
sourcePVCData:
name: <source_pvc_name>
size: <source_pvc_size>
resticrepository: <your_restic_repo>
volumeSnapshotClassName: <vsclass_name>

ﬂ R)a—LRFy T3y NHIEET % namespace I EEL T,

9 OADP Operator 1 Y A h—JL I N TS namespace #IEELF T, T 74 &
openshift-adp TY,

3. ROFIBAEFTLT, RYUa—LRFyTvavhanNy o7y TTEET,
a. N7y TCREEMLET,

apiVersion: velero.io/v1
kind: Backup
metadata:
name: <backup_name>
namespace: <protected_ns> ﬂ
spec:
includedNamespaces:
- <app_ns>
storagelLocation: velero-sample-1

ﬂ Operator i1 Y A h—JLEN T3 namespace 2 ELET, T 74 MDD
namespace (& openshift-adp TY,

e Ny Ty T§2T7T)r—2 3D namespace #IEL T,

b. ROOATY R AALT. K10 2%# L. VolumeSnapshotBackup CR D X7 —% X
»* Completed ™WE I MR LE T,

I $ oc get vsb -n <app_ns>

I $ oc get vsb <vsb_name> -n <app_ns> -0 jsonpath="{.status.phase}"

DPATCREREINAATVIVIMNANTICRFTY TV ay MHBERINE T,
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—

p= =)
VolumeSnapshotBackup CR D X 7—4% Z " Failed ICZ: > B &IE. ~Z
TN a—FT 4V TD=HIT Velero AT %#SBBLTL I,

4. ROFIEEERITLT, RYar1—LRFTYy T3y NE2ETTEET,

a. 7Y/ —> 3 >®namespace &, VeleroCSI 75 74 VICk > TERI Nz
VolumeSnapshotContent % HlIfk L £ 9

b. Restore CR % {Ef{ L. restorePVs % true ICEREL 7,

Restore CR Ol

apiVersion: velero.io/v1
kind: Restore
metadata:
name: <restore_name>
namespace: <protected_ns>
spec:
backupName: <previous_backup_name>
restorePVs: true

c. XRI02EFHL. ROOIY> K% AN LT, VolumeSnapshotRestore CR X7 —% X
" Completed THEMNE IR L X,

I $ oc get vsr -n <app_ns>

I $ oc get vsr <vsr_name> -n <app_ns> -0 jsonpath="{.status.phase}"
d 77U —2avr—9&)Y—ZADBETINHOEINEERLET,

pa )

VolumeSnapshotRestore CR D 2 7—4% AN KKICR > 7=15EIE. ST
Woa—FT4 2 TDHIT VeleroOT%#SRLTLEIN,

4.10.3. Ceph Storage T® OADP 1.2 Data Mover O

OADP 1.2 Data Mover %{ffl L T. CephFS. CephRBD., F7/IEZDMmA%FERTZISRY—DT7 T
Vy—2avr—89%5Ny )7y TELVETTEET,

OADP 1.2 Data Mover (&, KIRERRIEAZ T R— 9% Ceph A /FRALE I, D 12> vO0—10
E—7AXT. OpenShift Container Platform 412 LA THIFATE 9., ZDHEEIL. Y — X Persistent
Volume Claim (PVC) IZ% % £ D L4 D StorageClass & &£ U* AccessMode ')V — XD /Ny I 7y T&
BExEYR—MLET,

HE
CephFS DY v O—OE—HEEII/NY VT v THETT, ThIZETREO—ETIEH
YEHA,

4.10.3.1. Ceph Storage T OADP 1.2 Data Mover % {#f 9 3 - DrIR M
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AR DRI1R &M1&, Ceph Storage #9527 5 X4 —AT OpenShift API for Data Protection
(OADP) 12 Data Mover Z{fd 2T XRTOT—9 DNy I 7y THELIV) A MNTREICERBINE
ER

® OpenShift Container Platform 4.12 IBEA 1 Y A h—ILINTW 3,

e OADP Operator B’ Y X h—JLINTW3,

® namespace openshift-adp IZ>—7 L v b ® cloud-credentials B*E I TW 3,

® Red Hat OpenShift Data Foundation 1 Y A h—JLI N T W3,

Operator Lifecycle Manager % {# M L T&#F D VolSync Operator #44 Y X h—JLLTW 3,

4.10.3.2. OADP 1.2 Data Mover CEHT 2 HRAY L) Y —RADEE

Red Hat OpenShift Data Foundation #41 Y 2 h—J)L§ % &, 77 # )L D CephFS, CephRBD
StorageClass # & U VolumeSnapshotClass 1 24 4 1) YV —X (CR) »"EEIMICERINE T, Th
5® CR &, OpenShift API for Data Protection (OADP) 1.2 Data Mover TER T 27 DICEEHET 2 HE
NHYFET,

CREZEZELLE NvIT7y TELICETREEZERTT 2H1IC. REBICZOMODEEEZ W DAMA
LMENHYET,

4.10.3.2.1. OADP 1.2 Data Mover CfEfl 9 % CephFS h ARSI L) YV —RADEH

Red Hat OpenShift Data Foundation #4 Y X h—JL g % &, 77 # )L b D CephFS StorageClass /1
248 LYY —2R (CR) &T 7 #JL kD CephFS VolumeSnapshotClass CR BB EIIICIER I NE T,

I 5D CRIE, OpenShift API for Data Protection (OADP) 1.2 Data Mover TEE T 32720 ICEETE
E

FIR

1. LFDHID & S I VolumeSnapshotClass CR # E& L £ 7

VolumeSnapshotClass CR Dl

apiVersion: snapshot.storage.k8s.io/v1
deletionPolicy: <deletion_policy_type>
driver: openshift-storage.cephfs.csi.ceph.com
kind: VolumeSnapshotClass
metadata:
annotations:
snapshot.storage.kubernetes.io/is-default-class: true 9
labels:
velero.io/csi-volumesnapshot-class: true 6
name: ocs-storagecluster-cephfsplugin-snapclass
parameters:
clusterlD: openshift-storage
csi.storage.k8s.io/snapshotter-secret-name: rook-csi-cephfs-provisioner
csi.storage.k8s.io/snapshotter-secret-namespace: openshift-storage

Q OADP (Z. CSI & & ' Data Mover M/ 2 7w 7 EETICH L T, Retain & £ U Delete
HIRgRY>—4 4 THEHR—MLTWET, OADP 1.2 Data Mover D&, HIRRY > —
44 7% Retain ICEREEL X T,
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© tue LERETIBENHYET,
© true CRETIBENHYFT,

2. LTFDFID & S I StorageClassCR #E& L £ 7,

StorageClass CR Dl

kind: StorageClass

apiVersion: storage.k8s.io/v1

metadata:
name: ocs-storagecluster-cephfs
annotations:

description: Provides RWO and RWX Filesystem volumes
storageclass.kubernetes.io/is-default-class: true ﬂ

provisioner: openshift-storage.cephfs.csi.ceph.com

parameters:
clusterID: openshift-storage
csi.storage.k8s.io/controller-expand-secret-name: rook-csi-cephfs-provisioner
csi.storage.k8s.io/controller-expand-secret-namespace: openshift-storage
csi.storage.k8s.io/node-stage-secret-name: rook-csi-cephfs-node
csi.storage.k8s.io/node-stage-secret-namespace: openshift-storage
csi.storage.k8s.io/provisioner-secret-name: rook-csi-cephfs-provisioner
csi.storage.k8s.io/provisioner-secret-namespace: openshift-storage
fsName: ocs-storagecluster-cephfilesystem

reclaimPolicy: Delete

allowVolumeExpansion: true

volumeBindingMode: Immediate

Q true ICBRETINELrHY FT,

4.10.3.2.2. OADP 1.2 Data Mover C{#fl 9 % CephRBD h X9 LAY YV —ADESE

Red Hat OpenShift Data Foundation &#4 Y X h—JL§ % &, 77 #JL kD CephRBD StorageClass 7
24 L)Y —2R (CR) &FT 7 #JL kD CephRBD VolumeSnapshotClass CR A" HEIFIICER I

T, INHD CRIE, OpenShift API for Data Protection (OADP) 1.2 Data Mover TIER 9 2 7= HICEE
TEZEY,

FIR

1. LFDHID & S I VolumeSnapshotClass CR = E& L £ 7

VolumeSnapshotClass CR Dl

apiVersion: snapshot.storage.k8s.io/v1
deletionPolicy: <deletion_policy_type>
driver: openshift-storage.rbd.csi.ceph.com
kind: VolumeSnapshotClass
metadata:

labels:

velero.io/csi-volumesnapshot-class: true 9

name: ocs-storagecluster-rbdplugin-snapclass

parameters:
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clusterlD: openshift-storage
csi.storage.k8s.io/snapshotter-secret-name: rook-csi-rbd-provisioner
csi.storage.k8s.io/snapshotter-secret-namespace: openshift-storage

OADP (Z. CSI & & ' Data Mover M/ 2 7w 7 EETICH LT, Retain £ U Delete
HIRgRY>—4 4 THEHR—KMLTWET, OADP 1.2 Data Mover D&, HIRRY > —
44 7% Retain ICEREEL X T,

9 true ICBRETINELrHY F T,

2. LTI & S I StorageClassCR = E& L £ 7.

StorageClass CR D4l

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:
name: ocs-storagecluster-ceph-rbd
annotations:
description: 'Provides RWO Filesystem volumes, and RWO and RWX Block volumes'
provisioner: openshift-storage.rbd.csi.ceph.com
parameters:
csi.storage.k8s.io/fstype: ext4
csi.storage.k8s.io/provisioner-secret-namespace: openshift-storage
csi.storage.k8s.io/provisioner-secret-name: rook-csi-rbd-provisioner
csi.storage.k8s.io/node-stage-secret-name: rook-csi-rbd-node
csi.storage.k8s.io/controller-expand-secret-name: rook-csi-rbd-provisioner
imageFormat: '2'
clusterlD: openshift-storage
imageFeatures: layering
csi.storage.k8s.io/controller-expand-secret-namespace: openshift-storage
pool: ocs-storagecluster-cephblockpool
csi.storage.k8s.io/node-stage-secret-namespace: openshift-storage
reclaimPolicy: Delete
allowVolumeExpansion: true
volumeBindingMode: Immediate

4.10.3.2.3. OADP 1.2 Data Mover CEFY 2 EMDH R Y L") YV —ADEE

T 7 # )L b @D StorageClass & & U CephRBD VolumeSnapshotClass 7 X% ') YV —2 (CR) =#HBE
FELI&R ROCRZERTDVENHYIT,

FIR

Ty O—IE—#EAFRT % £ O ICEZE I N CephFS StorageClass CR

Restic Secret CR

RDFID & S I CephFS StorageClass CR % fEfX L. backingSnapshot /35 X —% — % true
RELET,

backingSnapshot % true IC5%%E L 7= CephFS StorageClass CR Dl

I kind: StorageClass
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apiVersion: storage.k8s.io/v1

metadata:
name: ocs-storagecluster-cephfs-shallow
annotations:

description: Provides RWO and RWX Filesystem volumes
storageclass.kubernetes.io/is-default-class: false

provisioner: openshift-storage.cephfs.csi.ceph.com

parameters:
csi.storage.k8s.io/provisioner-secret-namespace: openshift-storage
csi.storage.k8s.io/provisioner-secret-name: rook-csi-cephfs-provisioner
csi.storage.k8s.io/node-stage-secret-name: rook-csi-cephfs-node
csi.storage.k8s.io/controller-expand-secret-name: rook-csi-cephfs-provisioner
clusterlD: openshift-storage
fsName: ocs-storagecluster-cephfilesystem
csi.storage.k8s.io/controller-expand-secret-namespace: openshift-storage
backingSnapshot: true ﬂ
csi.storage.k8s.io/node-stage-secret-namespace: openshift-storage

reclaimPolicy: Delete

allowVolumeExpansion: true

volumeBindingMode: Immediate

Q true ICBRETINELHY F T,

BF

CephFS VolumeSnapshotClass & & U* StorageClass CR @ Provisioner D&
NRAILCTHD I &R LTSIV,

2. ROBID &L S I Restic Secret CR =3 EL F 9,

Restic Secret CR Dl

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: <namespace>
type: Opaque
stringData:
RESTIC_PASSWORD: <restic_password>

4.10.3.3. OADP 1.2 Data Mover & CephFSA ML —Y % FAHLET—YDNRY I Ty TEHE
JT

OpenShift API for Data Protection (OADP) 1.2 Data Mover 2 {9 % &, CephFS DY+ O— 21—
BEEAMIITBHIET, CephFSAKMNL—Y%FRALTT—95N\v I 7y TELTYVANTTEE
ER

AR

¢ RF—hNIWNTT)r—2avh, CephFSZ=7OEY a+—& LTHEAL, KiERY 2 —A
ER (PVC) 2D BID namespace TEITINTW 3,
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e StorageClass & & U VolumeSnapshotClass 1 2% 4') Y — X (CR) ', CephFS & & U
OADP 1.2 Data Mover HICEZINTWVWE T,

e openshift-adp namespace IC>—% L v b ® cloud-credentials 7% %,

4.10.3.3.1. CephFS & b L —Y C§ifA T % DPA DR

OpenShift API for Data Protection (OADP) 1.2 Data Mover Zf#f L T, CephFSA ML —JTTF—% %
Ny o7y TELUY R NT7F 3ICIE. Data Protection Application (DPA) CR 2 {ER S 2 EHLH L)
x7,

FIR

1. OADP 1.2 Data Mover M7= I(Z, JRDIY ¥ K%%E47 L T. VolumeSnapshotClass CR @
deletionPolicy 7 4+ —JL K%* Retain ICEREINTWB I E AR T2RENHY £,

$ oc get volumesnapshotclass -A -o jsonpath="{range .items[*]}{"Name: "}{.metadata.name}
{" "H{"Retention Policy: "{.deletionPolicy}{"\n"{end}'

2. RDAX Y R%AEFTL T, VolumeSnapshotClass CR DS RJLA true ICEREINTWSB I &
EHERBLET,

$ oc get volumesnapshotclass -A -o jsonpath="{range .items[*]}{"Name: "}{.metadata.name}
{" "H'labels: "}{.metadata.labels}{"\n"}{end}'

3. RDOd< > R%3EFTL T, StorageClass CR O storageclass.kubernetes.io/is-default-class
T/)T—=arvhitrue ICREINTWS I ZHRLET,

$ oc get storageClass -A -0 jsonpath="{range .items[*]}{"Name: "H{.metadata.name}{" "}
{"annotations: "{.metadata.annotations}{"\n"}{end}'

4. ROBGIDO&L ST —5RET7T)r—>3a3> (DPA)CRZER L £T,

DPA CR O

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: velero-sample
namespace: openshift-adp
spec:
backupLocations:
- velero:
config:
profile: default
region: us-east-1
credential:
key: cloud
name: cloud-credentials
default: true
objectStorage:
bucket: <my_bucket>
prefix: velero
provider: aws
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configuration:
restic:
enable: false ﬂ
velero:
defaultPlugins:
- openshift
- aws
- CSi
-vsm
features:
dataMover:
credentialName: <restic_secret_name> 9
enable: true 6
volumeOptionsForStorageClasses:
ocs-storagecluster-cephfs:
sourceVolumeOptions:
accessMode: ReadOnlyMany
cacheAccessMode: ReadWriteMany
cacheStorageClassName: ocs-storagecluster-cephfs
storageClassName: ocs-storagecluster-cephfs-shallow

Q enable 7 1 —JL RICIEF 7 4 )L MEIZH Y FH A, BIAMEIE true £ 713 false T,

Q OADP 1.2 Data Mover 8 & U Ceph % #21F 3 2O DIRBEAHM L & T IR L 12
Restic Secret #{#H L £ 9, Restic Secret #fFH L7AWHFE, CRIEZD/INSA—4H—D
57 #JU MMiE dm-credential Z#{#EH L 9,

9 enable 7 1 —JL RICIEF 7 4 )L MEIZH Y FH A, BIAMEIE true £ 7213 false T,

4.10.3.3.2. OADP 1.2 Data Mover & CephFSA ML —Y & FRALAET—YDNY I 7y S

OpenShift API for Data Protection (OADP) 1.2 Data Mover 29 % &, CephFSA ML —TY DY +
O—OE—#EEBEMIITEIET, CephFSA ML=V AFERLTCT—9%21\v 07y TTEET,

=2 |
1. ROBID & SIC, Backup CR =/ERK L £,

Backup CR Dl

apiVersion: velero.io/v1
kind: Backup
metadata:
name: <backup_name>
namespace: <protected_ns>
spec:
includedNamespaces:
- <app_ns>
storagelLocation: velero-sample-1

2. MOF|IE%EFTL T, VolumeSnapshotBackup CR DETIRREER LT,

a. 3T D VolumeSnapshotBackup CR DEITIRR =R T 2 ICIE. ROAT Y N&EELT
LE9.
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I $ oc get vsb -n <app_ns>

b. % E® VolumeSnapshotBackup CR OETIRRZ MR T 2 (ICIE. ROATY FEETL
7,

I $ oc get vsb <vsb_name> -n <app_ns> -ojsonpath="{.status.phase}"

3. VolumeSnapshotBackup CR D X2 7—% X /' Completed IZ%:% £ T, HOBFLET,

4. ResticSecret TIEINIZRAFT Yy Toa vy M A TV TV MANTICORLCEE1DHB L

e L 9, /<OADP-namespace> & \\ D #EBEFF % 15D, WR D BackupStorageLocation
2L =I7ONRAF—TZDRFTYy T ay NaBRBTEET,

4.10.3.3.3. OADP 1.2 Data Mover & CephFSA ML —J % FERLET—YDY A7

CephFSRA ML —2 DY v O—JE—HEEN/NY V7 v TFIBTEMICAR > TLWBIHE., OpenShift
API for Data Protection (OADP) 1.2 Data Mover Z{#FH L T, CephFSXA ML —Y % FRHLTT—4% %)
ARNT7TEEY, v O—IE—BREIIETFIBTEERINEEA,

FIR

CROAT YV RERITLT, 77V — 3 D namespace ZBIFR L £,

I $ oc delete vsb -n <app_namespace> --all

RO Y REERFTLT, Ny U7y THRITER S /- VolumeSnapshotContent CR % HiBR

L/i-a—o

I $ oc delete volumesnapshotcontent --all

. ROBID L S IC, Restore CR Z{ERK L F 9,

Restore CR Ol

apiVersion: velero.io/v1
kind: Restore
metadata:
name: <restore_name>
namespace: <protected_ns>
spec:
backupName: <previous_backup_name>

RDOF|E%ETTL T, VolumeSnapshotRestore CR DETIRRZBEER L 7

a. 9 RT D VolumeSnapshotRestore CR DETIKR A FEFR T 2 ICIE, RO Y REEFT
LE9.

I $ oc get vsr -n <app_ns>

b. % E® VolumeSnapshotRestore CR DEITIRR 2 FEER T 2 ICIE. ROATY RZEITL
7,

I $ oc get vsr <vsr_name> -n <app_ns> -ojsonpath="{.status.phase}
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5. RDAXVRERITLT, 7V r—vavr—490EnInicl &R LET,

I $ oc get route <route_name> -n <app_ns> -ojsonpath="{.spec.host}"

4.10.3.4. OADP 1.2 Data Mover & 3&I7RY) 21— LA (CephFS & U Ceph RBD) Z{EH L =
T—IDNRYITYTEYRMNT

OpenShift API for Data Protection (OADP) 1.2 Data Mover {9 % &, 9EIKRY) 2 —4L DHBIR
#., DF Y CephFS & CephRBD OliAAERA T 2RIETT— 942 N\v 07y TELPYRMNTTEZE
ER

=S5

¢ RF—hNIWNTT)r—2avh, CephFSZ=7OEY a+—E LTEHEAL, KiERY 2 —A4A
ER (PVC) 2D BI®D namespace TEITINTW 3,

e StorageClass & & U VolumeSnapshotClass 1 2% 4!) Y — X (CR) »'. CephFS & & U
OADP 1.2 Data Mover HICEZINTWVWE T,

e openshift-adp namespace IZ>—%7 L v @ cloud-credentials 7% %,

410.3.41. 98K 2 —LTEHAY % DPA DERK

OpenShift API for Data Protection (OADP) 1.2 Data Mover B L T, QIR 2 —LTT—9 % /Ny
9T v TELCY) A MNT T BITIE, Data Protection Application (DPA) CR #El§ 2 WEAH Y F
ER

FIR

o RDBID &L S IZ. Data Protection Application (DPA) CR A 4Em L £,

2EIRY 1 — LERED DPA CR OHI

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: velero-sample
namespace: openshift-adp
spec:
backupLocations:
- velero:
config:
profile: default
region: us-east-1
credential:
key: cloud
name: cloud-credentials
default: true
objectStorage:
bucket: <my-bucket>
prefix: velero
provider: aws
configuration:
restic:

172



FABEOADP 7SV r—a vy I 7y TEER

enable: false
velero:
defaultPlugins:
- openshift
- aws
- CSi
- vsm
features:
dataMover:
credentialName: <restic_secret name> ﬂ
enable: true
volumeOptionsForStorageClasses: g
ocs-storagecluster-cephfs:
sourceVolumeOptions:
accessMode: ReadOnlyMany
cacheAccessMode: ReadWriteMany
cacheStorageClassName: ocs-storagecluster-cephfs
storageClassName: ocs-storagecluster-cephfs-shallow
ocs-storagecluster-ceph-rbd:
sourceVolumeOptions:
storageClassName: ocs-storagecluster-ceph-rbd
cacheStorageClassName: ocs-storagecluster-ceph-rbd
destinationVolumeOptions:
storageClassName: ocs-storagecluster-ceph-rbd
cacheStorageClassName: ocs-storagecluster-ceph-rbd

OADP 1.2 Data Mover 8 & U Ceph Z121F 3 57D DRI = HEfH L 72 & SITHEK L &
ResticSecret #FHA L 9., 5 LAWEE., CRIFZDNSA—=4—DT 7 +)L ME
dm-credential #EHE L £,

Q storageClass 7R ') 2 — A T & ICE7 % VolumeOptionsForStorageClass 5 NJ)L Dtz v
NEEETEDHD, BREZ27ANA T —DRY 2a—LAD/Ny I 7y THAREICARY F
ER

4.10.3.4.2. OADP 1.2 Data Mover & QEIRY 2 —LEFRALET—YDNY I Ty S

OpenShift API for Data Protection (OADP) 1.2 Data Mover @B L T, 9K ) 2 —LDHBZKRIET
T—HENY YTy TTEET,

=2
1. ROBID & SIC, Backup CR =/ERK L £,

Backup CR Dl

apiVersion: velero.io/v1
kind: Backup
metadata:
name: <backup_name>
namespace: <protected_ns>
spec:
includedNamespaces:
- <app_ns>
storageLocation: velero-sample-1

173



OpenShift Container Platform 413 /Xy 2 7 v 78 L U8t

2. MOF|E%EFTL T, VolumeSnapshotBackup CR DETIRREER LT,

a. 3T D VolumeSnapshotBackup CR DEITIRR =R T 2 ICIE. ROAT Y N&EELT
LE9.

I $ oc get vsb -n <app_ns>

b. % E® VolumeSnapshotBackup CR OEITIRRZ MR T 2 (ICIF. ROAT Y FEETL
7,

I $ oc get vsb <vsb_name> -n <app_ns> -ojsonpath="{.status.phase}"

3. VolumeSnapshotBackup CR D 2 5 —4 X' Completed IC/4: 2 F T, HOBFELET,

4. ResticSecret TIREINALR Ty T ay MF TV MNARNTIIV R EE1DHB L
“HER L 9, /<OADP-namespace> & \\ D #EBEFF % 15D, FR D BackupStorageLocation
2L =I7ONRAF—TZDRFTYy T ay NaBRBTEET,

4.10.3.4.3. OADP 1.2 Data Mover &EBEIRY 2 —A&FALET—YDYR N7
CephFS A ML —Y DY v O—JE—H#EENNY 2 7 v TEIETEMICAR > TWBIHE, OpenShift

API for Data Protection (OADP) 1.2 Data Mover Z R L T, D&IRY 2 —LDHZRIETT—49 %)
ART7TEEY, v O—IE—BREIEIETFIBTEERINEEA,

FIR

L ROATY REERITLT, 7FU4T—2 32D namespace ZHIR L 7,

I $ oc delete vsb -n <app_namespace> --all

2. ROAX Y REETLT, Ny U7y THICHER S 117z VolumeSnapshotContent CR % Hilfk
LE9.

I $ oc delete volumesnapshotcontent --all

3. RDOBID &L S IZ, Restore CR &=/ER L £,

Restore CR Ol

apiVersion: velero.io/v1
kind: Restore
metadata:
name: <restore_name>
namespace: <protected_ns>
spec:
backupName: <previous_backup_name>

4. ROF|IE%EETTL T. VolumeSnapshotRestore CR DETIRRAZEER L £ 7,

a. 9 RT D VolumeSnapshotRestore CR DETIKR A FEFR T 2 ICIE, RO Y REEFT
LE9.

I $ oc get vsr -n <app_ns>
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b. % E® VolumeSnapshotRestore CR DEITIRR 2 FEFR T 2 ICIE, ROOATY RZEITL
7,

I $ oc get vsr <vsr_name> -n <app_ns> -ojsonpath="{.status.phase}
5. RDAXVRERITLT, 77XV r—vavr—490EnInicl &R LET,

I $ oc get route <route_name> -n <app_ns> -ojsonpath="{.spec.host}"

4.10.3.5. OADP 1.2 DHIERY >~ —

BIBRRY) S —ld, YRATLDLT—95HIBRT2-0DIL—ILERELET, REHB. T—49 DR
M, AVTSATUVRBRLGEDERICEDVT, HIREWDEDEIICITOINEIBELF T, HiEl%
BFL, BEELBERERELANS, T—YDUIRAEDRMNICEELE T,

4.10.3.5.1. OADP 1.2 DHIBRRY > —HA K51 >~

OADP 1.2 MRDHIBRRY) & —HA RS54 VAR L TL I,

e OADP12xDataMover ZEAL TNV I 7y FEYR MNP EITIIC
I&. VolumeSnapshotClass 1 X% L)V —X (CR) T deletionPolicy 7 1+ —JL K% Retain (C
BRELET,

® OADPI2XTCSIIC&BN\Yy I Ty FEYRMNTAERAT %ICIE. VolumeSnapshotClass CR
@ deletionPolicy 7 1 —JL K% Retain % 7-|d Delete ICFRETE XY,

BF

OADP 1.2.xDataMover D/Nw 2 7y FEYRAMNTIETI /09 —FLE1—#ETH
Y, Y R—KNEZTBICIEHR— NIADPBRETT,

4.11. OADP 1.3 DATA MOVER

4.11.1. OADP 1.3 Data Mover [CcDWT

OADP 13 [ZI&. Container Storage Interface (CS) RY 2 —LDRF v Foav v Y E— ATV
JMNARNTICREITH-OICERATES,. EJL MM~ DataMover E&FhTWE T, EJL MM Y Data
Mover ZfHfd2 &, V3R —DRESE. R[HIR. FLFBENIREELLBEIC. VE—MNFTVY
RZANTHOSRTF—MNINTFYTr—>a Vv aBRTEES, ATy Foay hTF—9%amAMY. #
BYRIY M) —ILEZADLHDOT7 Yy TO—Y—AH=ZXLE LT Kopia Z#FALE T,

OADP (., LA FTCSIRF Yy FYay haHR—MLET,
® Red Hat OpenShift Data Foundation

® Kubernetes Volume Snapshot APl & t7/R— k 9% Container Storage Interface (CSI) K5 4
N—%FRTIZ2ZOMDI ST RA ML= TONS 5 —

BF

OADP13TF# /Ay —7LEax1—&LTEAINT OADP O# HAIAH Data Mover
&, AvFF—leIhiRET Vv ELPREY Y D7—70—-RKROEATRERICHY
R—bINBELHICHRYF LT

175



OpenShift Container Platform 413 /Xy 2 7 v 78 L U8t

4.11.1.1. EJL b A > Data Mover ®F%1t

EJL b4 >~ Data Mover Z8%ICT 2 ICIE. CSI 7571 % §#3A 4. DataProtectionApplication
ARYLYY—R(CR)T/—RI—Yzv NeEWILTEHBELFHYES, /—RI—J v b,
T—AABHEY 12— ILAEKRRAKNT B Kubernetes T—EVEY N TY, ThiliE, DataMover DIV k
A—>—, 7y 7O—4%— URIMN)—DEEFhFT,

DataProtectionApplication ¥ =7 = X h Dl

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: dpa-sample
spec:
configuration:
nodeAgent:
enable: true 0
uploaderType: kopia g
velero:
defaultPlugins:
- openshift
- aws
- CSi e
defaultSnapshotMoveData: true
defaultVolumesToFSBackup: ﬂ
featureFlags:
- EnableCSl

J—RI—YzVNEBMITZT7SY,

7w 7O—4—0iEHE, FHETXSMEIL restic /I kopia T3, EJL b1 > Data Mover
i, uploaderType 7 1 —JL ROMEICEEFRRL., 774NV MDT Yy TO—F—XAH=_XLELT
Kopia ZfEAL 7,

FIFIWNTSTAVD)ANIEEFNDCSI TST4 Y,

o0 o9

OADP 1.31 L& T I, Data Mover % fs-backup "S54 77O N 2R 2 —LICOHERT S
AL, true ICRELE T, R 2—LALIKCT 7 24J)L kT DataMover 2FEHT %3581, false I
BRELET,

4N1.2. EJL bM >~ DataMover @Y bO—5—&hHRY LY Y —REE (CRD)

EJL b A > Data Mover B4BEICIE, Nw O Ty TEETEBETSE/HODCRD ELTEEIN/Z3ID
DFLWAPI ATV MHABAINTWET,

e DataDownload: R!) 2 —ARFv T3y hDF—449ovO0—RK&aXRLET, CSITZT1
Vi, I BRY 2 —LTEIC1 DD DataDownload 7 7Y =9 M AER L &
9, DataDownload CR ICIZ. #—4 v bR 2 —LA, IEEI N Data Mover, IREDT—4
Fo 00— ROETRRE, BEINNY I Ty TYRIYMN)— TOCRARTEDIRED
T—449 00— RROBERICETZERIESENZET,

e DataUpload: R 2 —ALRF vy >3y hDF—497vy7O—RKE2KRLET, CSI TS 71>
&, CSIZRFvy F¥ay hZ&Il1DD Datalpload # 72 =7 %/ L £, DataUpload
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CRICIE, BEXINIRFTy T av b, BEIN/ DataMover, FEEIN/NNv I T v T
RYN)—, BEODTF—4 7y 70— ROETRRE, $L0TOEAZTTEDOREDT—4
7y 70— ROHERICEAT 2BHRIEGEFNET,

e BackupRepository: /Xv 77y YRS N)—DZ4 7H 1 7L aRL, BEELEY, OADP
l&. namespace DRHD CSI ATy T ay My I T7y TELIFETHERINS &,
namespace Z&IC/NY I Ty FYRI M) —%ERLET,

A4NMN2.CSIRFTY a3y NTF—YDBREID/NNv I 7y THLU™ET

OADP 1.3 Data Mover (R L T, KR 2 —LDNY I Ty FEETEEITTIET,

A4N21.CSIRFTy TFoay beFRALLKERY 2a—LDONRY Ty S

OADP Data Mover % & L CT. Container Storage Interface (CSI) RY) 2 —ALDRF v F¥av &)
E—MNATIVTVRNRANTIINY I Ty TTEET,

Gl s
e cluster-admin O—J/V TYV S RY—ICT7 IV ERATE S,
e OADP Operator B’ Y Z h—JLINTW3,

o CSI 73574 v%#HAH. DataProtectionApplication H X% L)Y —Z (CR) T/ — KNI —
Vv hEAMIILTWS,

o FID namespace TEITINTWVWBKIGRY a—LEZFOT IV Ir—2avhH s,

e metadata.labels.velero.io/csi-volumesnapshot-class: "true" O+ —/{EXR7 %
VolumeSnapshotClass CR IZESI L TW 5,

¥
1L ROBIDELSIC, Backup # 7V Y D YAML 7 74 L EER L E T,

Backup CR Dl

kind: Backup
apiVersion: velero.io/v1
metadata:
name: backup
namespace: openshift-adp
spec:
csiSnapshotTimeout: 10m0s
defaultVolumesToFsBackup: ﬂ
includedNamespaces:
- mysql-persistent
itemOperationTimeout: 4h0mO0s
snapshotMoveData: true 9
storagelLocation: default
ttl: 720h0mOs
volumeSnapshotLocations:
- dpa-sample-1
#...
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178

Q Data Mover &, fs-backup 24 7 h 7 N $ 2R 2 —LICDOHERT 2HEIE. true

ICERELE T, R a—LAICT 7 4J)L MT DataMover AT 33551k, false ICERTE

i’a—o

g CSIZFYvTYavhDYE—RLT TS TIMARNL—UADBHEENICTBIC
IE. true ICEREL E 9,

2. XZT7xAMNABEALET,

I $ oc create -f backup.yaml

2y T3y MOERDRT % &, DataUpload CR MER I £ ¢,

DataUpload CR @ status.phase 7 1 —JL RZBS#H LT, R+ v Foay h7—4 0 E—H

TPV MARNTICERBICEGEEINAZIEEZBRALET, FRAINZEIE. In
Progress. Completed. Failed. Z7z|& Canceled T4, # 7Yz AT
l&. DataProtectionApplication CR ® backupLocations 2 ¥ V' CHREINZE T,

o RDIAYV RAETLT, §XTOD DataUpload 7 7> 7 hDY A MNEERBLE T,
I $ oc get datauploads -A
5

NAMESPACE NAME STATUS STARTED BYTES DONE TOTAL
BYTES STORAGE LOCATION AGE NODE

openshift-adp backup-test-1-sw76b Completed 9m47s 108104082 108104082

dpa-sample-1 9m47s ip-10-0-150-57.us-west-2.compute.internal

openshift-adp mongo-block-7dtpf  Completed 14m 1073741824 1073741824

dpa-sample-1 14m  ip-10-0-150-57.us-west-2.compute.internal

o RMOOAYY K%ZE{TL T, DataUpload # 72 = ¥ kD status.phase 7 1 —JL KD{E% &

mlLET,

I $ oc get datauploads <dataupload_name> -o yaml

H A B

apiVersion: velero.io/v2alpha1l
kind: DataUpload
metadata:
name: backup-test-1-sw76b
namespace: openshift-adp
spec:
backupStoragelocation: dpa-sample-1
csiSnapshot:
snapshotClass: ™"
storageClass: gp3-csi
volumeSnapshot: velero-mysql-fq8sl
operationTimeout: 10m0s
snapshotType: CSI
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sourceNamespace: mysql-persistent
sourcePVC: mysq|l
status:
completionTimestamp: "2023-11-02T16:57:02Z"
node: ip-10-0-150-57.us-west-2.compute.internal
path: /host_pods/15116bac-cc01-4d9b-8ee7-
609c3bef6bde/volumes/kubernetes.io~csi/pvc-eead8167-556b-461a-b3ec-
441749e291c4/mount
phase: Completed ﬂ
progress:
bytesDone: 108104082
totalBytes: 108104082
snapshotID: 8da1cbfebf25225f4577ada2aeb9f899
startTimestamp: "2023-11-02T16:56:22Z2"

‘) Zhid, 247y Foay hF—9NYE—RNF TPV NZANFPICERICEEI N
ZEAETRLTVWET,

41M.22.CSIRKY2a—ALRFYvTay NOET

Restore CRZ/E§5ZET, R a—LRFyvToay NEETTEET,

Pz =
OAPD 1.3 M EJL k1 > Data Mover % {E L T. OADP 1.2 m5 Volsync /Xw 2 7 v 7%
BrLddZEIETEZTEA, OADPIBICTY UL —RT DHIIC. ResticxaEHALTT
RTDT—IO—KRDIT ANV ATALANY I Ty TEEFTTEIENAMEINTT,
Gl s
e cluster-admin O—JL CTY S RY—ICT7 IV EATE 3,

o F—HMETITE XS OADP Backup CRH'#H %,

FIR

1L ROBIDLSIC. Restore CRDO YAML 7 7 AL AER L E T,

Restore CR Ol

apiVersion: velero.io/v1
kind: Restore
metadata:
name: restore
namespace: openshift-adp
spec:
backupName: <backup>
#...

2. XZT7xAMNAEBEALET,

I $ oc create -f restore.yaml
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EITHRBIND &, DataDownload AERINZE T,

BREE

e DataDownload CR O status.phase 7 1 — /L RE2F v Y352 T, BEXT/OCRADRAT—
HABEBRTEFET, FHINSEIE. InProgress. Completed. Failed. 7% Canceled

<9,
o FARTDDataDownload # 7Y 7 FDOY A MEES T BIIE, ROAVY RAEETLE
ERR

I $ oc get datadownloads -A

H B

NAMESPACE NAME STATUS STARTED BYTES DONE TOTAL
BYTES STORAGE LOCATION AGE NODE

openshift-adp restore-test-1-sk7lg Completed 7m11s 108104082 108104082
dpa-sample-1 7m11s ip-10-0-150-57.us-west-2.compute.internal

o RMDAXY R&EAHALT. HED DataDownload + 7~ = & b D status.phase 7 1 —JL
FDEZRL XTI,

I $ oc get datadownloads <datadownload_name> -0 yaml

H A B

apiVersion: velero.io/v2alpha1l
kind: DataDownload
metadata:
name: restore-test-1-sk7Ig
namespace: openshift-adp
spec:
backupStoragelocation: dpa-sample-1
operationTimeout: 10mO0s
snapshotlID: 8da1c5febf25225f4577ada2aeb9f899
sourceNamespace: mysql-persistent
targetVolume:
namespace: mysql-persistent
pv: "
pvc: mysql
status:
completionTimestamp: "2023-11-02T17:01:24Z"
node: ip-10-0-150-57.us-west-2.compute.internal
phase: Completed ﬂ
progress:
bytesDone: 108104082
totalBytes: 108104082
startTimestamp: "2023-11-02T17:00:52Z"

Q CSIZRFyToay NF—9RESICETINEZEERLET,
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4.11.2.3. OADP 1.3 DHIBRY > —
HIRRRY o —ld, YRATLDLT—Y5HIBRTEEOHDI—ILERELX T, REFHHRB. T—49 O

M, AVTSAT UV RABERREDERICEDVT, HIBRZWDOEDLDICTINER/ELET. Rz
BFL, BERBREZFRELLDLS, T I DHIRZDIRVICEELIT,

411.2.3.1. OADP 1.3 DHlErRY > —HA K14 >
OADP 1.3 ORDYEIBRARY) ¥ —HA RS54 VEEZRELTLEI WL,
e OADPIBXTWINHLIDYA TDONy I 7y THELIWYRANTHEEFERT 354

I&. VolumeSnapshotClass 1 X% A1)/ —X (CR) @ deletionPolicy 7 1 —J)L K% Retain
714 Delete ICERETEEF T,

A412. b TN a—F14T

OpenShift CLI'Y —Jb F7z1& Velero CLI'Y —)L &R L T, Velero AR4 L)YV —Z (CR) =T /\v
JTEEY, VeleroCLIYV—ILiE, LYFMHAOI/BLPBEREZRBLET,

AVAN—IVDEE. CRONY I Ty TERTORE. &£V Restic DREE ZHEBTEIT,
04 & CRIE#HIL. must-gather Y —J)L Z#FH L TIRETEZET,
Velero CLIY —JLIE, ROAETAFTEEY,

® VeleroCLIYV—I%¥U>O—KT 3

o VSAH—MARD VeleroT7OA AV NTVeleroNA TV —IZT IV ERTS

412.1.VeleroCLIY—I)La4¥ 5 >O—RKR§ 3%

Velero D RF 24V b= OFIEICHE> T, VeleroCLIYV—IL%ESF T >O—RLTA VA KR—ILT
TET,

ZDR—=TICIE, ULTFICAT 3 FIEFAEENTVWET,
® Homebrew Z={# L 7= macOS
e GitHub

® Chocolatey Zf#F L 7= Windows

AR

e DNS EOAVTF—XY NT—OREMICES>TWS, vI16 LIED Kubernetes 7 5249 —IC 7
JERATED,

o kubectl #O0—HILICA VA M—=ILLTW3S,

FiE
1. 759 —%BE. Velero Web %4 ~_E® "Install the CLI" ICRBEIL X T,

2. macOS. GitHub, ZF7z1% Windows D& tIRFIEICHEWVNF T,

181


https://velero.io/docs/v1.12/basic-install/#install-the-cli
https://velero.io/docs/v1.12/basic-install/#install-the-cli

OpenShift Container Platform 413 /Xy 2 7 v 78 L UG8

3. AL TW3% OADP & & U OpenShift Container Platform @/X—< 3 V(@)% Velero /X —
vavaEdoro—RKLET,

4.12.1.1. OADP-Velero-OpenShift Container Platform /X—< 3 > Q%

OADP O/X—Ta > Velero D/X— 3> OpenShift Container Platform

AS -

11.0 1.9 4.9 LI
111 1.9 4.9 LI
11.2 1.9 4.9 LI
113 1.9 4.9 LI
114 1.9 4.9 LI
115 1.9 4.9 LI
11.6 1.9 4.1 LABE
11.7 1.9 4.1 LABE
12.0 1m 4.1 LABE
1.2.1 m 4.1 LABE
12.2 m 4.1 LABE
123 m 4.1 LABE
13.0 112 4.12 LABE

4122. 7 5 A9 —HW®D Velero 704 X NTVelero/N F 1) —ICT7 I 2RT S

shell AY Y REFAHLT, V75RY—KHD Velero T 704 X hD Velero/NX4 F 1) —IC TV ERATE
F9,

AR

e DataProtectionApplication 1 X% L) YV — 22D X 7—4 X 1" Reconcile complete T# %,

FIR
¢ RDAXYV RZEAALT, BELIA)T7RAZRELEY,

I $ alias velero='oc -n openshift-adp exec deployment/velero -c velero -it -- ./velero'
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4.12.3. OpenShift CLI'Y — )L = L 7= Velero ') VYV —ZXD T /Ny J

OpenShift CLIY —JLZ B L T Velero h X% L)Y —X (CR) & Velero Pod OV %5 Z &
T, RBLIENY O Ty TELIEETET NNy JTEET,

Velero CR

oc describe <> K% L T, Backup 7% Restore CRICEET 2 ELE LTS —DENEEE
L/ i’a—o

I $ oc describe <velero_cr> <cr_name>

Velero Pod O %
oclogs Iv > R%ZEAL T, VeleroPod A7 ZHEEL X7,

I $ oc logs pod/<velero>

Velero Pod @7 /Xy 7/ O%
ROBITRT & B Y, DataProtectionApplication )Y — 2T Velero AV LRIV EIBETEET,

= o-1o)
DA T avik, OADP1OI LI TCHEEATEZT,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: velero-sample
spec:

configuration:

velero:
logLevel: warning

RD logLevel [E%= AT E Y,
e trace
e debug
® info
® warning
e error
o el
® panic

FEAESDOYICIE debug £ EAT 2T & AHBELET,

4.12.4.VeleroCLIY —I)L%={FH L7z Velero )V —ZADF/\v J

Velero CLI'Y —)L%&{FEFH L T. Backup & & U Restore h A9 L)Y —R (CRYAFT/N\vJ L, OV %
METEET,
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Velero CLI 'Y —JLi&. OpenShift CLI'YY —JL & YU L EMRIBEREZRELE T,

Bx
ocexec AV RAEFEAL T, VeleroCLIOAYY REETLET,

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> <command> <cr_name>

B

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
backup describe 0e44ae00-5dc3-11eb-9ca8-df7e5254778b-2d8q|

NVTEH T ay
velero --help + 7> a V& FERAL T, §XTOD VeleroCLIAYY K& YR MNKRRLZET,

I $ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
--help

describe A¥ >V K
velero describe I~ > K%{#MA L CT. Backup £7: (% Restore CRICEET 2 EEEL IS —DENAE
BELEY,

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> describe <cr_name>

B

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
backup describe 0e44ae00-5dc3-11eb-9ca8-df7e5254778b-2d8q|

ROFEFEDETIT S — EZLEN, velerodescribe ) V TRXA MDODHAICKRTIINE T,

e Velero: Velero BADREICEETZ2A v =Y DY RN (V5T RADERK. Nv o7y
774V DFHHFRY REICEETEZA Yy E—URE)

e Cluster: 7SR —RA—TDYY—RDON\NY O TPy TFLIZETICEAETZXvE—VDY
2 b

e Namespaces: namespace ICIFREINTWVWB Y Y =Dy I 7y TEIFETICEET 2
XyE—IDY R M

INLDATT)—DVWTNHNTIDULEDIS—HHEET 5. Restore IBIEODRAT—49 AD

PartiallyFailed IC7: Y. Completed TIZ < R2Y EXT, BFICLI>TRTRAT—IADEILTSHI &
EHY £ A,
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BF

o JY—REBFDIZ—, DFY Cluster & ' Namespaces TS — D5
&. restore description --details H/31C. Velero METTICAKII LT RTD Y
Y—ZDYVAMEEFNTVWET, TOLIBRIZ—DRELELYY—RIIDW
TiE. ZDOVY—ZADERICV SR —HICHFEET 2D EI N EHRL TS
W,

o describe <Y RDOHAIZ Velero TZ—HH->TH, VY—RBEEFEDIS—NH
BWESIE, 7— 70— RFDETTEEOBENRET B ERETI,ET L
AREELrHYET, L, BEXBEOT7 TV r—2a v a5 +0ICRIELTLKE
LY,

e & ZIE, HIC PodVolumeRestore £7/-1&/ —RIT—Y v MNEHEDIT S —
NEFEFNTWBIHEIL. PodVolumeRestores & DataDownloads D X 57 —4 X
ZHIALET, IhoOVWThEERBLTWARWS, FEETHTHBIHFEIE.
R a—ALT—9PERAIETINTWSAEELHY £,

logsAv¥ >~ K
velero logs I~ > R%&fFM L T. Backup £7-|& Restore CROOVZEEFL £ T,

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> logs <cr_name>

B

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
restore logs ccc7c2d0-6017-11eb-afab-85d0007f5a19-x4lbf

4125 XY —F/=IZFCPUDTRICLY Pod DY Sy aFIdBRENT 2

XEY—FIE CPUDARREICLY Velero £7zlE ResticPod D" S v > a Llzigd. Thonl) Yy —
Z20VWFNMITH L TEHEDY Y —RY IV ITAMNEKRETTET,

B R
¢ TARIVBLIUXEYY —DEH

4.12.5.1. VeleroPod DY YV —RAY IV T A MDEE

oadp_v1alphal_dpa.yaml 7 7 1 JL® configuration.velero.podConfig.resourceAllocations ft#k
74—V RZERALT. Velero Pod ICX T 2 ED) Y —RABERZHBETIET,

FIg
® YAML7 74/ TCCPUHSLUY memory VYV —RDY VIR RNEBRELET,

Velero 7 7 1 LD

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

configuration:
velero:
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podConfig:
resourceAllocations: ﬂ
requests:
cpu: 200m
memory: 256Mi

Q 1) 2 XN TW3 resourceAllocations (3. FEHEFAHETT,

4.12.5.2. ResticPod D) Y —RA Y IV TR MD:%

configuration.restic.podConfig.resourceAllocations 1%k 7 « —JL K% L C. Restic Pod DHE
DY)V —RAEREZRETEEY,

FIR

e YAML77A4J)ITCPUELU memory )V —ZADY IV TAMNEERELET,

Restic 7 7 1 )LD

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

configuration:
restic:
podConfig:
resourceAllocations: ﬂ
requests:
cpu: 1000m
memory: 16Gi

ﬂ 1) 2 XN TW3 resourceAllocations (3. FHEFAHETT,

BF

)Y —REXRT 14 —I)L RDEIE. Kubernetes )V —REBH LR LERICK DI BELHY
¥9, F7. configuration.velero.podConfig.resourceAllocations % 7= [&
configuration.restic.podConfig.resourceAllocations % 157 L &L\ 5& . Velero Pod
¥ 72 1% Restic Pod @7 7 # JL b @ resources {EHkIZRD L D ICAY £F,

requests:
cpu: 500m
memory: 128Mi

4.12.6. Velero & = {t Webhook IZfE8d % 8

Velero Tld, EITHICZ T Webhook DJREA R I ZHEEENFIRINTWE T, = Webhook % fi

Bd27—0—RHPHBIFEIE. BIND Velero 7S5 54 VA FRTZH, 7—o0— ROETHE
EEBETDIVENHDIIBELHY ET,
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BE. 2 Webhook ZEAHT 27—V 00— KT, HAICKHEDERED) Y —R%2FKRT 2BEND
YEd, BE. ZH Webhook ldF YUY —R%ETOYVF 57O, TNFFICT—70—RIZFI)Y—
ADHBGEICHTRFIYIY,

=& 2 &, service.serving.knative.dev 72 E D LA T2V MaEFIFETT 2 L. BE. F
)y —ZABEIMICERINE T, RMICINZEITOHE. VeleroZFALTINSD) Y —R%ERK
BLOETTIVERIHY FEHA, ThiCLY., Velero NMEART B ABEMD H 5 Z{F Webhook IC& o
TFNVY—2PTAvI3InNdEVIEEIERINET,

4.12.6.1. {4 Webhook {9 % Velero /Xy 7 7 v 7O EEEDE T

DTV avTlE, 2 Webhook ZFHT BV DHDY A TD Velero /Ny I Ty TD)Y—R%
BRI 3DICHELRBMOFIBEICOVWTHBELET,

4.12.6.1.1. Knative Y YV —Z2ADE T

Velero & {#F L T2 {F Webhook #{#H T % Knative YV —RX&/Nv o7 v 7T 5BICEENRET S
BENHY XY,

Z{+ Webhook T % Knative YV —RENY I 7y THLOETTIHEIE. BICRLMD
Service ) V—RARMICETT BRI ET. TOED)LEBEALORTETET,
FIE

e & L{id service.serving.knavtive.dev Service ') YV —RX BT L £,

$ velero restore <restore_name> \
--from-backup=<backup_name> --include-resources \
service.serving.knavtive.dev

4.12.6.1.2. 1BM AppConnect ') YV — 2 DET

Velero Z{#F L T3t Webhook %##D IBM AppConnect ) V—R %581 $ % & X ICRBEIRE L5
BlE. ZOFIEOF v IV ERITTEET,

¥

1. 524 —MA kind: MutatingWebhookConfiguration D%t 75 74 V DEENH % H
Fxv I LET,

I $ oc get mutatingwebhookconfigurations

2. % Kind: MutatingWebhookConfiguration ® YAML 7 7 1 LA RANRT, BENIEELTWE A
Tz MNOERETOY VT 2IL—ILH BN EEBERLET, 5EMIE. Kuberbetes DA
FFradrh Zz8RBLTLEIWN,

3. Ny o7y TEICFER XT3 type: Configuration.appconnect.ibm.com/vibetal @

spec.version i, 1 VX h—JLEIN T3 Operator DY R— AR THZ T & &R L TL
I,

412.6.2. OADP 75 714 v OB D&

RDE Y2 3> Tk, OpenShift APl for Data Protection (OADP) 75 &4 >~ MBEEA DREREIC D LW T ER
BLEY,
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https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.23/#rulewithoperations-v1-admissionregistration-k8s-io

OpenShift Container Platform 413 /Xy 4 7 v 76 L UBE5t
4126.21. Y=Ly bHRBRWVWIET, A X—TJRAM)—LDIY T v THIC Velero 7574 VTR
ZyIDRETS

Ny 7y FTENY 9Ty TREBA (BSL) BT — 4 REF7 T 7r—> 3> (DPA) TH2 OADP OV
FO—5—D&EHEATEEINTWVWSIEA. DPAREICL > TEETY % oadp-<bsl_name>-
<bsl_provider>-registry-secret (Z/ERK I N X H A,

Ny 97y TERFTTSE, OpenShift Velero 7S5 T A UYBA A=V A N) =Ly I 7y TTIRZy
JICRY, RONR=Zy IS —HPRRINZET,

024-02-27T10:46:50.0289517447 time="2024-02-27T10:46:50Z" level=error msg="Error backing up
item"
backup=openshift-adp/<backup name> error="error executing custom action
(groupResource=imagestreams.image.openshift.io,
namespace=<BSL Name>, name=postgres): rpc error: code = Aborted desc = plugin panicked:
runtime error: index out of range with length 1, stack trace: goroutine 94...

412.6.211. /82y Y T 5 — %[O ¥ 5 - HDELE#E

Velero 7574 YOy V) T5—%[OET 5ICI1E. ROFIEEEITLET,

L. ARH LBSLICETRSNILEMITET,

I $ oc label BackupStoragelLocation <bsl_name> app.kubernetes.io/component=bsl|

2. BSLIZSRILEfFIF7-1%. DPADREAZFEET,

%;2; o
DPA BRICBRMALTEZMA S 2 & T, BHINICARZITOENTEET,

3. DPA DFAZETIL. @72 oadp-<bsl_name>-<bsl_provider>-registry-secret H{E I L T LY
228 ELWLIYRNMN)—=FT—INEIICREINTWS I E2HRLET,

I $ oc -n openshift-adp get secret/oadp-<bsl_name>-<bsl_provider>-registry-secret -0 json | jq
-r ".data’

4.12.6.2.2. OpenShift ADP Controller DI X V57— 3 VK

cloudstorage & restic DA ZHEMIC L T DPA Z5EY % &. openshift-adp-controller-manager
Pod 7 Zv>al, Pedh 75y a)l—TDEITAVT—>a Vi ERTKRET % CRERICHR
ELET,

velero % 7z cloudstorage IFHEE ICHMBAIA 7 1 —IL RTH B7H. ELOLN—ALITERTEE
-a—o

e velero & cloudstorage DM AN EZIN TV 5I5E. openshift-adp-controller-manager (£
KBLET,

e velero & cloudstorage DWW M EHI N TWRLWIEFE, openshift-adp-controller-
manager |$XKB L £,

ZORBEDFMIZ. OADP-1054 LB L TL XL,
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https://issues.redhat.com/browse/OADP-1054

FABEOADP 7SV r—a vy I 7y TEER

4.12.6.2.2.1. OpenShift ADP Controller Dt 7 X 57— 3 VE R DO OLE#ER

DPA D& ERFIC, velero £ 7/-Id cloudstorage DWIFN A EEHET Z2HEHLHY £, DPA TEHAD
APl % % % &. openshift-adp-controller-managerPod 'V 5 v > 2 )l—F DI AV F—a >
ERTERBLET,

4.12.6.3.Velero 7’5 714 »Hh A v t— "received EOF, stopping recv loop" %3& 9

R

Velero 7574 >iE, BIO7OERE LTHAINET, VeleroBENARTT T2 E. K
LB EINMIIDDLLTRTLET, T/8v 707 received EOF, stopping
recvioop X v tE—Yd, TS 74 VIRENRTLEZEERLET, T5—HRELL
IFTIEHY FH A,

B EtE R
o ZNTSTA4Y
e Webhook BS54

e Webhook 2 TS 74 DY A4 T

4127. 1 VA =)L DREE

Data Protection Application 4 Y 2 k—JL§ % & XTI, EWART 4 LU M) —FHIFR o -5R5E1ER
HEATEIEICE > THRENIRET 2HEELHY FT,

412711 9Py TAML—=JILBPRT4 LI M) —DEEhTVWET

Velero Pod O 7| T 5 — X v £—< Backup storage contains invalid top-level directories 7*5&k7~
nxv,

=
,,ﬁ\ A

ATV RAML—=YITIE, Velero T4 LI M) —TREABWKNY TLRILDT4 LY M) —DEFN
TWET,

R AE

ATV MR KL—UD Velero EHTARWIGE I, DataProtectionApplication ¥ =7 = X T
spec.backupLocations.velero.objectStorage.prefix /X5 X —4 — %% E L T, /N7 v MDEBERFH %R
ETD2MENHY FT,

4.12.7.2. FIE# AWS FR5EER

oadp-aws-registry Pod O 7 ICT 5 — X v t— InvalidAccessKeyld: The AWS Access Key Id you
provided does not exist in our records. AR RTINE T,

Velero Pod O 7'ICi&. TS — X v t— NoCredentialProviders: no valid providers in chain 7% R~
INhET,

EEA
Secret 77 7Y =V N DERICHEHE I/ credentials-velero 7 7 1 LOERADELL HY FH A,
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.13/html-single/architecture/#admission-plugins
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.13/html-single/architecture/#admission-webhooks-about_admission-plug-ins
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.13/html-single/architecture/#admission-webhook-types_admission-plug-ins
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R A&
RDED L DI, credentials-velero 7 7 1 ILHAELL 74—y hINTWB I &R LE T,

4> 7L credentials-velero 7 7 1 JU

[default] €)

aws_access_key_id=AKIAIOSFODNN7EXAMPLE @
aws_secret_access_key=wJalrXUthFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

Q AWSF 7L NTOT 74,

g EEBIART (" ) THEARVWTLEIL,

4.12.8. OADP Operator DA

OpenShift API for Data Protection (OADP) Operator Tld, R TERVWEENRE CRENRKET S
AREEDN DY £,

4.12.8.1. OADP Operator "Y1 L > MMZKBT B

OADP Operator D S3 /N4y MNMIZTHZAEEMENHY £9H. oc getpo-n
<OADP_Operator_namespace> 1<~ K%&ZE{79 %5 &, Operator D A7 —4 X1 Running T$H % Z
EDBOMYET, TDIFE. Operator IFETHTH D ERBET 270, YIL Y MIKMLE &
bnxd,

R
COREIK. 757 PR TR INDERI TR RBEICKELE S,
R %

Ny 9Ty TREZBAA(BSL) D) A MEZEIFL. EBSLDOY=7 xR M CHRIIEROBBE =R L &
3—0

FIE
LROATY ROWTIHAAERERITLT, BSLOY R MERBLET,

a. OpenShift CLI A3 %354
I $ oc get backupstoragelocation -A
b. Velero CLI Z 83 %155:

I $ velero backup-location get -n <OADP_Operator_namespace>

2. BSLOYAKMEFERAL, ROAYVRKZETLTEBSLOY =7z AMERRL, &EY=7x
ANMIZTT—DHRUVDREARET,

I $ oc get backupstoragelocation -n <namespace> -0 yaml

HBRopI:
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apiVersion: vi
items:
- apiVersion: velero.io/v1
kind: BackupStoragelLocation
metadata:
creationTimestamp: "2023-11-03T19:49:04Z2"
generation: 9703
name: example-dpa-1
namespace: openshift-adp-operator
ownerReferences:
- apiVersion: oadp.openshift.io/vialphat
blockOwnerDeletion: true
controller: true
kind: DataProtectionApplication
name: example-dpa
uid: Obeeeaff-0287-4f32-bcb1-2e3c921b6e82
resourceVersion: "24273698"
uid: ba37cd15-cf17-4f7d-bf03-8af8655cea83
spec:
config:
enableSharedConfig: "true"
region: us-west-2
credential:
key: credentials
name: cloud-credentials
default: true
objectStorage:
bucket: example-oadp-operator
prefix: example
provider: aws
status:
lastValidationTime: "2023-11-10T22:06:46Z"
message: "BackupStoragelLocation \"example-dpa-1\" is unavailable: rpc
error: code = Unknown desc = WebldentityErr: failed to retrieve credentials\ncaused
by: AccessDenied: Not authorized to perform sts:AssumeRoleWithWebldentity\n\tstatus
code: 403, request id: d3f2e099-70a0-467b-997e-162345e3b54"
phase: Unavailable
kind: List
metadata:
resourceVersion: "

4129.0ADP % 1 LT b

HALTINERERTDE, BHALTOCLAPL) Y —REKREITEET S OEANERRTRT IS
ERKEBICETTEEY, COREICLY, T5—, BT, FLIEKRROATEEEZRST I ENT
XF9d,

BEICRWIA LTI MNERELBRWVWEDIC, REBHNARFETYIILT I NERDNZ VA %ZE>TK
EXWw, BEICRVWE, 7O0ERAAORANAEEN RN ML’ HY FT, 7TOERAD=Z—XEY
AT LAREDNT =T VR ERBLTEYLYA LTI MEABEEICKRITL T, BERRLTLETL,

RIC, SEIFLQOADP A A LTI RE, INHDIRFTA—F—EVWDEDL D ICEETZHDFIR
ERLET,

412.9.1.Restic ¥ M1 LTI b
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timeout |& Restic ¥ 1 L7V N =EELZET, T 74/ MEIE 1h T,

LLTF®D Y+ 1Y) # Tld Restic timeout # AL 7,

o PVF—4DEMBOAEH 500GB %2 % Restic /Sy 7 7 v TDHAE,

o NYITYTWMRDIS—THA LTI MIRDIGFE:

level=error msg="Error backing up item" backup=velero/monitoring error="timed out waiting
for all PodVolumeBackups to complete”

FIR

o RDFHID &L S IZ. DataProtectionApplication CRY =7 = X h®D
spec.configuration.restic.timeout 7Oy 7 DEZREL X7,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_name>
spec:

configuration:

restic:
timeout: 1h

#...

412.9.2.Velero YY—ZADZA LT b

resourceTimeout |3 Velero 1R % L)V — X EZ (CRD) DM, volumeSnapshot DHIfR, ') R

JRNY—DABEMRE, YA LTI MNDERET ZENINEHRD Velero )Y —RA % F T 2B A EHL
¥4, 774 ME10m T,

RO F 1) 4 TlE resourceTimeout ZFHE L F 9,

o SEPVT—YFERHENITBEZBADZNYIT Y TDIHE, TDNRFIA—=F—E Ny ITy
THEZETELTY—YF 3H0I. Velero A* Container Storage Interface (CSI) R+ v 7o 3w
Ny )=V Ty TERIBHIBRLED ETZEZDIYM LTI MEE LTHERAINE T,

o MDY=V TvTDYTHZRZIEVSCIZNNyFEBERALLIELET, TDYALTY
NEZFDYRVICERTEZET,

® Restic £/l Kopia DT 7 A IV RATLR=ADINY I Ty TDIN I Ty TYRIN)—%
ERRFELITERBTETEEDICT R0,

o HRHLYY—R(CR)F/ENYITYTHSYY—REETTBHIC. V5RY—KHT
Velero CRD AFIFERIEEN E D WM EHERL £ T,

FIR

o RDHBID &L S IC. DataProtectionApplication CRY¥ =7t XA hD
spec.configuration.velero.resourceTimeout 70 v 7 DEAREL £,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
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name: <dpa_name>
spec:
configuration:
velero:
resourceTimeout: 10m
#...

412.9.3. Data Mover D% M1 L7 b

timeout (Z. VolumeSnapshotBackup & & U VolumeSnapshotRestore #5287 § 571 —H—
PMEELIIA LTV NTY, 774/ MEKE10M T,

RO F ) # Tl Data Mover timeout AL 7,

e VolumeSnapshotBackups (VSB) & &£ U VolumeSnapshotRestores (VSR) #{EK 3 255
&, 0D RICYMLTIMNLET,

o LS PVT—4EHAEN 500GB 2B A 5 AHRBRIEM T, thDY A LTI MNEFRELET,
e VolumeSnapshotMover (VSM) 75 71 V& FERAL £,

o OADP 1.1x M+,

FIR

o RDHBID &L S IC. DataProtectionApplication CRY¥ =7t X D
spec.features.dataMover.timeout 7O v 7 DIEZREL T,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_name>
spec:

features:

dataMover:
timeout: 10m

#...

4129.4.CSIRF vy F>ay hDYA LTI b

CSISnapshotTimeout (&, ¥4 A7 7D k& LTI Z—%RJAIC. CSIVolumeSnapshot X 7—%4 R
»* ReadyToUse IC72 % & TR T 2 EREBORBEAIEELE T, T 7 4/ MEIX 10m TT,

UTFDY+ 1) 4Tk, CSISnapshotTimeout #EH L £,

o CSITZU1Y,

o 2Fv T ay NOEKICI0 DULEDDDFREMDL H DIFERICKRELRA ML —URY 12— L4
DiFE. OTICIA LTI NDNRODSKIGEIE. TDIA LTI NEAELET,

Pz

WE. CSISnapshotTimeout D7 7 #JL MEIE, T 7 2V MEEETABRELI ML —Y
R 1—LIKHIETE S0, AETILEZHY ZHA,

193



OpenShift Container Platform 413 /Xy 2 7 v 78 L U8t

FIR

o RDBHID L I, Backup CR Y =7 = X h®D spec.csiSnapshotTimeout 7 O v 7 DIE % fRE
LE9.

apiVersion: velero.io/v1
kind: Backup

metadata:

name: <backup_name>
spec:
csiSnapshotTimeout: 10m
#...

41295 . Velero IcB 3271 T LEBEDT 7AWV MY A LTI N

defaultltemOperationTimeout Tl&. 3EFEHID BackupltemActions & & U RestoreltemActions A%
ALTIMIRBREIICRTT 204525 T 2HHE2ERLET, 774/ MEIZ1h TT,

LTFD2F+Y) F Tl defaultitemOperationTimeout = EH L £ 9,
® Data Mover 1.2.x D &,

o BEDNYIT7y TELIFBRNERAPT I/ avORT 2/ T 2EE2EELE T,
OADP BB OV FF A N T, ZDIEIE. Container Storage Interface (CSI) Data Mover
BEICRET 2FEEBT VY a VILERINET,

e defaultlitemOperationTimeout %', defaultitemOperationTimeout % & L T Data
Protection Application (DPA) ICEZINTWBIBE, Ny I 7 v TELVCETRIEOEAITE
FAXhnFd, itemOperationTimeout Tl&. LLF®D Item operation timeout - restore £ < 3
v B & TV Item operation timeout - backup 27 ¥ a Y THBIMTWE LI L, Ny o Ty T
DHEEET DD INLDCROEBETDHEERZRTIET,

FIR

o RDHBID &L S IC. DataProtectionApplication CRY¥ =7t X hD
spec.configuration.velero.defaultitemOperationTimeout 7O v 7 DIEZREL T,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_name>
spec:
configuration:

velero:

defaultltemOperationTimeout: 1h

#...

4129.6. VA T LBREDY A LTI b -BEx

ltemOperationTimeout (& RestoreltemAction Z{EDFHKICHEAINZ2KEEZEELET. 774/
MMElE 1h TY,

UTFDY+ 1) 4Tk, 18T ItemOperationTimeout % FHA L £ 9,

® Data Mover1.2.x D&+,
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e Data Mover M54 (1%, BackupStorageLocation (C7 Y 7O— KLY o vO—KLET,
BALTIRNMIELTEERTIVYavhIRT LAVWGE, KRELTY—IINhET, X b
L—YRY 2—LDY A XDBKREWNLD, 94 L7 7 NOREHIRET Data Mover DEREAN
KT BRI CDIALT I NREZECPITRLENHBIFGEDHY XT,

FIR

o RDHBIDEL S IZ. Restore CR ¥ =7 = X D Restore.spec.itemOperationTimeout 7 O v &
DEZwmEL T,

apiVersion: velero.io/v1
kind: Restore

metadata:

name: <restore_name>
spec:
itemOperationTimeout: 1h
#...

4129.7. PA T LBIEDIALTIN -y Ty

IltemOperationTimeout (&, FEFHE BackupltemAction 2 {EDFHEIEEIAIEELE T, T 7 4/ MEKK
1h TY,

RO F YA TlE, /Ny o7 v 7 ltemOperationTimeout Z#FH L £ 7,
® Data Mover 1.2.x D &,

e Data Mover M54 14, BackupStorageLocation (C7 Y 7O— KLU o >O—-KLET,
BALTIRNIELTENYITYTTIavhARET LAEWESIF., KBELTY—23h
F9. ANL=URY 2a—LDH A XDBKEVED, Y4 L7 7 hDEEHRET Data Mover
DIFEDNKRBT 215EE. CDIA LTI NREEEBPITRLENHIGEIHY T,

FIR

o RDHBIDEL S IZ, Backuo CR ¥ =7 = X kD Backup.spec.itemOperationTimeout 7 0 v ¥
DEZwREL T,

apiVersion: velero.io/v1
kind: Backup

metadata:

name: <backup_name>
spec:
itemOperationTimeout: 1h
#...

412.10.CR OBEBED /Ny 4 7 v THE L VETT

Backup # & U Restore H 2% Ls1) Y —X (CR) TINLD—RMARBBENRET 2AEMLHY F
3—0

4121018y 97y T CRIZARY 2 —LEWBTXIFHA

Backup CR I&. T35 — X v t— InvalidVolume.NotFound: The volume ‘vol-xxxx' does not exist
ERRLET,
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RHE
KGR 2a—L (PV) ERF Yy TP ay NOBRIEFERZY—VavIlhYET,

R E

1. DataProtectionApplication ¥ =7 = X b ® spec.shapshotLocations.velero.config.region
F—DEERELT. RFvToay NOBANPYVERBLY —YavilhdLIICLET,

2. L\ Backup CR #/ER L £,

412102. 8y 97y T CRAT—Y RARBHETHDEETY
Backup CR DX 7—% X3 InProgress D7 t—XDFEXTHY. FTLFEFHA,

IR
Ny 7y THHKMIINCBZEIZ. BRI ENATIEEA,

R I &
1. Backup CR OF#iZEE L £7,

$ oc -n {namespace} exec deployment/velero -c velero -- ./velero \
backup describe <backup>

2. Backup CR ZHIBR L £ 9,
I $ oc delete backup <backup> -n openshift-adp
ETHRDBackup CRIEZ7 7ML EA TV MR MNL—=UICT7y 7O— KL TWRWED,
Ny Ty TOBREI Y =Ty TT2REIEIHY FHA,

3. # L\ Backup CR #/Em L £,

412103.8v 97 v T CRAFT—4% AN PartlyFailed DX IZi %

Restic SMERA I LT 2L Backup CR D 2 7—4 &, PartiallyFailed 7 t—XDF T, 7L X
HthA, BETEPVCORFTYTYay MIERINEE A,

-
IR

CSIRFTyFoayv hISRICEDWTINY I 7y THERINTWB D, SRNILHBRLWEE, CSIR
Ty Toay NTSTAVIERFTY T ay ROERICKEBLET, ZDHER. Velero Pod [ZRD &
ARIS—AOVICEHELET,

+

time="2023-02-17T16:33:13Z" level=error msg="Error backing up item" backup=openshift-adp/user1-
backup-check5 error="error executing custom action (groupResource=persistentvolumeclaims,
namespace=busy1, name=pvc1-user1): rpc error: code = Unknown desc = failed to get
volumesnapshotclass for storageclass ocs-storagecluster-ceph-rbd: failed to get
volumesnapshotclass for provisioner openshift-storage.rbd.csi.ceph.com, ensure that the desired
volumesnapshot class has the velero.io/csi-volumesnapshot-class label" logSource="/remote-
source/velero/app/pkg/backup/backup.go:417" name=busybox-79799557b5-vprq
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R I &
1. Backup CR #HIFRL 9,

I $ oc delete backup <backup> -n openshift-adp

2. WEITIG U T, BackupStorageLocation ICRFINTWETF—4% 0 -7y FLT. B
HAEBBLET,

3. X)L velero.io/csi-volumesnapshot-class=true % VolumeSnapshotClass # 7> = 7 ~IC
HALEY,

I $ oc label volumesnapshotclass/<snapclass_name> velero.io/csi-volumesnapshot-class=true

4. 3L\ Backup CR #{/EE L £ 7,

4.12.11. Restic D& RE

Restic EEALTT7 AV r—>avonRNy o7y TEERTEE. ChOoDOR@EDIFKET 2NN DH
L) i’a—o

4.12.11.1. root_squash B’ERICAR > TWSB NFST—4F R 12— LD Restic/A—Ivy>arvT
3_

Restic Pod O 7'ICI&. T35 — X v — controller=pod-volume-backup
error="fork/exec/usr/bin/restic: permission denied" "&XRIN X7,

=
,,ﬁ\ A

NFS 7—# R 1) 2 — AT root_squash B"EMIZA > TWBIH A, Restic I& nfsnobody ICY vy EV Y
I, Ny I Ty TEERT ZHERIHY FH A

@R A&
COEEERT 511, Restic DRV IL—TEERKL. TDIIL—TID %
DataProtectionApplication ¥ =7 = X MZEML £,

1. NFST—% 7R 12— L _EIC Restic DHEE VIV —T5EHLET,

2. NFST4 L2 bM)—IlsetgidEY EREL T, VIL—TOMRBEIMMEAIND L DICLE
-a—o

3. RDABID &L S IZ. spec.configuration.restic.supplementalGroups /X5 X —4 —B LUV T )L —
7' ID % DataProtectionApplication ¥ =7 = X MIEBMLE T,

spec:
configuration:
restic:
enable: true
supplementalGroups:
- <group_id>

Q WEBITIN—TIDAEEELET,

4. Restic Pod ’"BiEEIL. TENBHEINDIETEHEELE T,
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42.11.2. Xy MDA 5 7-18IC. ResticBackup CREZBYERT B2 & IXTERW

namespace ® Restic Backup CR #{Efi L. Z 7YV RAML—=INRTy hEZBIZLTHSL, BL
namespace M Backup CR ZB{EXY % &. BIER I N7 Backup CR IFKKRL 7,

velero Pod O /'IC T 5 — X v t=— < stderr=Fatal: unable to open config file: Stat: The specified key
does not exist.\nls there a repository at the following location? "R RxIN X7,

==
,,$\ A

Tz MAML—=UD B ResticT 14 L7 M) —DHIBRI N 7/23FE. Velero I& ResticRepository ¥
ZIJTARMNDSRestic VARY M) —A#BERFIZEHFLIETA. FEHMICDWTIX, Veleroissue 4421
ESRLTLCEIN,

R ITE

o RDATY R%&EZETL T, BEY % Restic VRV M) —% namespace M SHIFRL 7,
I $ oc delete resticrepository openshift-adp <name_of_the_restic_repository>

RDIZ—0OJTIE. mysql-persistent B REED H % Restic Y RI M) =TT, by »d<
TBHHIC. VRY N —DAFIERMAEATRRIINE T,

time="2021-12-29T18:29:14Z" level=info msg="1 errors

encountered backup up item" backup=velero/backup65
logSource="pkg/backup/backup.go:431" name=mysql-7d99fc949-qbkds
time="2021-12-29T18:29:14Z" level=error msg="Error backing up item"
backup=velero/backup65 error="pod volume backup failed: error running
restic backup, stderr=Fatal: unable to open config file: Stat: The
specified key does not exist.\nls there a repository at the following
location?\ns3:http://minio-minio.apps.mayap-oadp-
veleo-1234.qge.devcluster.openshift.com/mayapvelerooadp2/velero1/
restic/mysql-persistent\n: exit status 1" error.file="/remote-source/
src/github.com/vmware-tanzu/velero/pkg/restic/backupper.go:184"
error.function="github.com/vmware-tanzu/velero/
pkg/restic.(*backupper).BackupPodVolumes"
logSource="pkg/backup/backup.go:435" name=mysql-7d99fc949-qbkds

4.12.12. must-gather Y — )L D{F

must-gather YV — L% FEH L T, OADP ARA LYY —20OYJ, AR ) vy, BLPBERENETE
i’a—o

must-gather 7 — % TR TOAHRIYIT—FT—RICEIY LB THLNBZMEIrHYZET,
ROTFT—HINEA T 3V %EHAL T, must-gatherY —ILERITTEEY,
o 27 must-gather 7 —# IXE TlL. OADP Operator ' Y A h—ILINTWVWBTRTDE
BIZERIC D W T, Prometheus X 1) w7, Pod A%, &L U Velero CRIEBRMINEINE
ER

o EE/} must-gather 7 — ¥ NETIL. Pod 0% & Velero CRIBH A EDHAR (Fz& A IE, 1
BERE E 721k 24 BERE) INE L £ 9, Prometheus X M) w 7 EEEOJIEEFTWEHA,
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FABEOADP 7SV r—a vy I 7y TEER

o YA LT MITED must-gather 7 —F IN&E., KL 7 Backup CR ' ZHH 5mal1E. T —
FIREICRWVWEFBDIDNDARENHY XT, FM1 LTI MEZBRET DI ETNNT -7V
A%MAEIBZIENTEET,

® Prometheus X ) w7 =48> Fld, Prometheus ICL > TINEI N X N v I T7—4%
BOT7—HhA4T 774 EY Yy O0—RKLET,

AR

e cluster-admin O0—)L % D1 —%—& L T OpenShift Container Platform 2 5 X4 —icO 4
1L TW3%,

e OpenShift CLI (oc) 74 Y & h—ILE AT W3,
® Red Hat Enterprise Linux (RHEL) 8.x & OADP 12 #{FH L TW 3,

® Red Hat Enterprise Linux (RHEL) 9.x & OADP 13 Z# AL TW 3,

. must-gather 7 —%9 2 REFI 2714 LV M) —ICBEILE T,

2. ROT—=HPREXF T avOonWFhHITR LT, ocadm must-gather ¥ REETL F
ER

® Prometheus X ) v 7 2 &L, 5T£7% must-gather 7 — % I £E:

a. OADP 12 MiB&IE, koavx Y REFEHLE T,

I $ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel8:v1.2

b. OADP 13 DiF&E &, ROIT Y R=ERALFT,
I $ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel9:v1.3
7 — 4 |& must-gather/must-gather.tar.gz & L TREINE T, D7 71 J)L% Red

Hat A2 9 v —R—4 )L TERLEYR— T —RICT7y TO—R$THIENTEE
-a—o

® Prometheus X kY v 7 ZFEA LAV, FEDOHEODXED must-gather 7 — ¥ IN4:

$ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel8:v1.1 \
-- lusr/bin/gather_<time>_essential

@ PRHEBEBMTEELEY. FTINSMER 1h, 6h. 24h, 72h, FiFall T
9, 7z& ZIE. gather_1h_essential ¥ 7z (3 gather_all_essential T9,

o ¥4 LT MTED must-gather 7 — % 4!

$ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel8:v1.1 \
-- /usr/bin/gather_with_timeout <timeout>

‘) HALTY MEARBTIRELET,
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® Prometheus X M) w o F—=4 42T

a. OADP 12 MiB&IE, koaAv Y REFEHLE T,

$ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel8:v1.2 --
/usr/bin/gather_metrics_dump

b. OADP 1.3 MZ&IE, RoaA~x Y REFERALET,

$ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel9:v1.3 --
/usr/bin/gather_metrics_dump

COREICIRBEEANI D Z2HZELHY FT, T—4 I3 must-
gather/metrics/prom_data.tar.gz & L TIREINZ T,

B SR
o UVSRHA—T—HDINE

4.12.12.1. must-gather V — V2 T 515604 7> a v ofl#E&HtE
BERTIR, LEARBRETRWTLSERZATLANSIA LTI M LEWVMEZIEET 57 E,

must-gather 227 ) 7K &2 AEDHLEZ I EIETETEHA. WRIZE > TE, ROHFID & S IZ must-
gather AY Y RS54 Y TCHREHZHRETSHIET. ZOFHIRZERTEET,

oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel9:v1.3 -- skip_tls=true
/usr/bin/gather_with_timeout <timeout_value_in_seconds>

ZDFITIE. gather_with_timeout 2 7 1) 7 N A R{T9 Z70IC. skip_tls EHARELE T, TDHE
2. Gather_with_timeout & Gather_without_tls »"fi&#&hbINnF 9,

CDRETHEETEMOERHIIRDESY TY,
e logs_since. 77 #JL MElE 72h
e request_timeout. 77 # /L MEIZ Os
DataProtectionApplication 1 2% 4') Y — X (CR) ' s3Url & & U insecureSKipTLS: true TE&E I

NTW3iEEa., CAEIBEN WD, CRIIMVELROJTZRELFEA, IhoDOTZIET BIC
&, JRDOA 7> a3 %38E LT must-gather I¥ Y RERITLE T,

$ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel9:v1.3 --
/usr/bin/gather_without_tls true

41213.0ADP E=4% 1) V¥

OpenShift Container Platform (&, 1 —H#— & BEEN I SR I —2WRNICERE L UVEERTE L
FTRL, VR —LETEGINTVWEZI—H—TTYr—oa3veHY—EROT7—/0— KN
T3 VREERBSLUVUPMTEELDICTIERRY v VERBLET (A XY MEEROT T —
hDZFELE),

B EE R
o E=ZHNYVITRIYY
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FABEOADP 7SV r—a vy I 7y TEER

4.1213.1. OADP E=4 Y >V J D%

OADP Operator I&., OpenShift E=Z4 ) V24 v VIl&k > TRHEI NS OpenShift 2 —H—7—7
O—RE=Z4 YV ITEFALT, VeleroY—ERIVRRA VIS ARN) v ERBLET, E=¥
VYR8 O EFERTEE. A—HF—FFDT7Z—ML—ILEER LY., OpenShift X Y v o4
T)—70Y b IV REFERLTAMN)Y I %Z9 ) —LEYTEET,

A—H%—0— 0—REZF )V TEBWMIIT D E. Grafana 72 E D Prometheus BE#DH— K/X—
TA4—U ZZRELTERL, Velero X M) w7 5ER(EILLTZIENTETET,

ANV OHEEZHY) U TT I, A—F—EEFTOV I MDEZS ) VT EBMIC
L. openshift-adp namespace I[CFET 5§ TICHEMICAR OADP H—ERXIY KR4V MO HEND
DA KN w2 EEST % ServiceMonitor ') YV — R & {E T 2HEHLNHY FT,

AR

o cluster-admin ¥R D7 H Y > M & ffH L T OpenShift Container Platform 7 5 24 —IC
TOEATES,

o S5 A%H—ER configmap MER I N E L 7,

FIR

1. openshift-monitoring namespace T cluster-monitoring-config ConfigMap # 7> = /7 N %
wELET,

I $ oc edit configmap cluster-monitoring-config -n openshift-monitoring

2. data 27 > 3 > @ config.yaml 7 1 —JL KT, enableUserWorkload # 7> 3 > & Bl % /=&
BHMICLET,

apiVersion: v1i
data:
config.yaml: |
enableUserWorkload: true 0
kind: ConfigMap
metadata:
#...

Q ZDF T avEBMTED., true ICBRELET

3. LIE5 <> T. openshift-user-workload-monitoring namespace TRD AV R—F > MH
BEBLTWEHhEILERRALT, 21— —0—o0—RKREZY YV ITDEY b7y THREE
LET,

I $ oc get pods -n openshift-user-workload-monitoring

H A B

NAME READY STATUS RESTARTS AGE
prometheus-operator-6844b4b99c-b57j9 2/2 Running 0 43s
prometheus-user-workload-0 5/5 Running 0 32s

201



OpenShift Container Platform 413 /Xy 2 7 v 78 L U8t

prometheus-user-workload-1 5/5 Running 0 32s
thanos-ruler-user-workload-0 3/3 Running 0 32s
thanos-ruler-user-workload-1 3/3 Running 0 32s

4. openshift-user-workload-monitoring |C user-workload-monitoring-config ConfigMap A'7F
HI2EMRALET., FET2HE. COFIREOERYDFIRIFRF Y TLTLLEIW,

I $ oc get configmap user-workload-monitoring-config -n openshift-user-workload-monitoring
6l

I Error from server (NotFound): configmaps "user-workload-monitoring-config" not found

5, a—%—7—/0—KE=4") > 7D user-workload-monitoring-config ConfigMap #+ 7
vy MEERM L. 2_configure_user_workload_monitoring.yaml 7 7 1 JL&ZITREFEL £
ER

H A B

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |

6. 2_configure_user_workload_monitoring.yaml 7 7 1 L= #EAHA L £ 9,

$ oc apply -f 2_configure_user_workload_monitoring.yaml
configmap/user-workload-monitoring-config created

4.12.13.2. OADP 4 —ERE=49 —DERX

OADP &, DPA D& ERFIC/ERK X 11 % openshift-adp-velero-metrics-sve —E X 12 L £ 7,
A—H—D7—/0—RERTHEAINDIY—EIEZI - EBEINLY—EREEITLEIHY
i -3—0

RDATY FZERITLT, F—ERDOFHZRSFL T,

FIR

1. openshift-adp-velero-metrics-svc Y —EANEET 2 & #HALET, hil
i&. ServiceMonitor# 7Yz hDEL V4 —& L THERINS
app.kubernetes.io/name=velero 7 RN)ILAEENTWBERELHY £,

I $ oc get svc -n openshift-adp -l app.kubernetes.io/name=velero

HhH
NAME TYPE CLUSTER-IP  EXTERNAL-IP PORT(S) AGE
openshift-adp-velero-metrics-svc ClusterlP 172.30.38.244 <none> 8085/TCP 1h
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2. BEDOY—ERSR)L&E—HT % ServiceMonitor YAML 7 7 1 LEER L. TDT7 714 %
3_create_oadp_service_monitor.yaml & L TREL ¥, ¥—EXE=4 —IL openshift-
adp-velero-metrics-svc — E XA W' %FE 9 % openshift-adp namespace ICER I N §,

ServiceMonitor 7 7 £ 7 b D

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
labels:
app: oadp-service-monitor
name: oadp-service-monitor
namespace: openshift-adp
spec:
endpoints:
- interval: 30s
path: /metrics
targetPort: 8085
scheme: http
selector:
matchLabels:
app.kubernetes.io/name: "velero"

3. 3_create_oadp_service_monitor.yaml 7 7 1 L&A @EHA L £ 9,

I $ oc apply -f 3_create_oadp_service_monitor.yam|

H A B

I servicemonitor.monitoring.coreos.com/oadp-service-monitor created

® OpenShift Container Platform Web 1> Y — )L ® Administrator /X—2Z2X 7 57 1 TAFERL
T HILWH—ERXRE=Z 4D Up RETHZZEEHRAELET,

a. Observe - Targets R—JIIBEL X T,

b. Filter MBIRINTWVWARWZ &, Fhid User V—AMNEIRINTWB Z & AR L. Text
M3 7 4 —JL KIC openshift-adp & AA L F 7,

c. Y—EXE=9—D Status DAT—F AN Up THB I ZHWRLET,
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E410ADP X R v I DF—4 v k

— RedHat
= OpenShift
Container Platform

n as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.

= Administrator

Metrics Targets

Home

Operators Y Filter = Text w  openshift-adp

Text openshift-adp X Clear all filters

Endpoint Monitor Status. Namespace Last Scrape Scrape Duration

http/10129.2.38:8085/metrics €D oadp-service-monito Sup @ openshift-adp @ Justnow 41ms

41213.3. 75— MIL—ILDYERK

OpenShift Container Platform €E=4 ) Y 249 v 7 Tld, 75— ML—ILAFERLTCEREINALT
S—MAERETETET, OADP AV I MDT7S—MIL—ILAEEXRT ZICIE, 2—HF—7—2O0—K
DEFRTPEINIA NIy IDI1DEFERHLEY,

FIR

1. > 7L OADPBackupFailing 7 5 — b %= &% PrometheusRule YAML 7 7 1 JL % {ER%
L. 4 _create_oadp_alert_rule.yaml & L TIREL X9,

OADPBackupFailing 75— kDY > 7L

apiVersion: monitoring.coreos.com/v1
kind: PrometheusRule
metadata:
name: sample-oadp-alert
namespace: openshift-adp
spec:
groups:
- name: sample-oadp-backup-alert
rules:
- alert: OADPBackupFailing
annotations:
description: 'OADP had {{$value | humanize}} backup failures over the last 2 hours.'
summary: OADP has issues creating backups
expr: |
increase(velero_backup_failure_total{job="openshift-adp-velero-metrics-svc"}[2h]) > 0
for: 5m
labels:
severity: warning

DYV TITIE, PS5—MNIROFHTRRINET,

o BE2BEICKBMLEFLUNAY Ty TOEMN O LU KRESEBMLTSY., ZTORED
P et 5oL ET,

o SHDIEMEFEN 5 DKRFEDIZE. 77— M Pending JREEICAY . ZD%. Firing K&
IKEDYET,
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2. 4_create_oadp_alert_rule.yaml 7 7 1 /L% L C. openshift-adp namespace I
PrometheusRule # 7 ¥ M & ER L T,

I $ oc apply -f 4_create_oadp_alert_rule.yaml

H A B

I prometheusrule.monitoring.coreos.com/sample-oadp-alert created

o 7I—INRNYA—INALRIF. ROFETTI—MERRTIET,
o Developer /N—2X XY 7 1 7T, Observe x = a1—%#RLZFT,

o Observe — Alerting X =21 —® T ® Administrator /X\—2Z2~X %Y 74 7T, Filter Ry I X
D User ZBIRLF T, ThUNDHEE. 77 2L kTl Platform 75— DA DN RRS
nE9,

B44.2 OADP /Xy U 7 v THRBMF7 S5 — k

RedHat
OpenShi ) W Aas © @ kubeadminw

Alerting

Alerts  Silences  Alerting rules
Y Filter = Name «  Searchbyname
Source  Platrorm X User X @ AlertState Fing X @  Clearallfilters
Name Severity State Source
@D croPBackupFailing Warning A Firing User
OADP had 2.048 backup failures over the last 2 hours, Since @ Jul 6, 2023, 114 PM

RS

o 75— NDEE
41213.4. FIAREER XA MY vy VDY R b
INHIE, OADPICE > TIRHMINBZ AN YV EED Type DY XA MTT,
AU P ¥ S| i)

kopia_content_cache_hit by F+ v amnoBELAENAI ML AUV sH—
tes

kopia_content_cache_hit_co AVFUYRFvyy I ahblE Avvy—
unt Inrzm

kopia_content_cache _malfor FRERIVFUYRFvr v ah hovsd—
med SEmAE S B
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https://prometheus.io/docs/concepts/metric_types/

XMYIRE

kopia_content_cache_miss_
count

kopia_content_cache_misse
d_bytes

kopia_content_cache_miss_
error_count

kopia_content_cache_store_
error_count

kopia_content_get_bytes

kopia_content_get_count

kopia_content_get_error_co
unt

kopia_content_get_not_foun
d_count

kopia_content_write_bytes

kopia_content_write_count

velero_backup_attempt_total

velero_backup_deletion_atte
mpt_total

velero_backup_deletion_fail
ure_total

velero_backup_deletion_suc
cess_total

velero_backup_duration_sec
onds

velero_backup_failure_total

206

OpenShift Container Platform 413 /Xy 2 7 v 78 L U8t

B4

AVFUYNFvy v aRTRED
MoHFT Ty FINEE

HBEELBZANL—UDSEEL
VTAS Y -

BEBLRZAMNL—YTaVTY
YRR OH LD o 7B

AVFUYEFvYy Y aILRET
Thh o O

GetContent() #f5fH L TE#EX
VWA =

GetContent() "ML H X 17zl
5

GetContent() AU H I h, #E
RAEITS—THo>7=E

GetContent() AU H I W THE
ENROHSMRH > B

WriteContent() ICEX N % /31
5

WriteContent() A" U X h 7z
[EE34

B

,i-is TLT:/%‘\y 7 7 W 7’0)1%51';5(

a

HITINEENY I Ty THIRDOE
S

KLy 7y THIROES
-

I L=y 27y THIKRDEE
%5

Ny 9Ty TDETITHH 2 EEE
(P ERAL)

LB L=y 2Ty TOEE

Aoy —
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velero_backup_items_errors

velero_backup_items_total

velero_backup_last_status

velero_backup_last_success
ful_timestamp

velero_backup_partial_failur
e_total

velero_backup_success_tota
|

velero_backup_tarball_size
bytes

velero_backup_total

velero_backup_validation_fai
lure_total

velero_backup_warning_tota
|

velero_csi_snapshot_attemp
t_total

velero_csi_snapshot_failure
_total

velero_csi_snapshot_succes
s_total

velero_restore_attempt_total

velero_restore_failed_total

velero_restore_partial_failure
_total

FABEOADP 7SV r—a vy I 7y TEER

e

Ny Ty THRICRELATZS—
DEFHER

INY DTy TINETATLDE
"

NG Ty TORERAT—4 R,
E1IERIN. B O KT,

BBICNY Ty THREBICET
INBFL, FEAD Unix 9 1
LRI VTS

EROBICKRBA L2\ 0Ty TD
BEH

I L7=/Ny 27y TOEEE

Ny DTy FOHA X (A R 8
fi1)
BED/Ny 77 v TOREDE

WMEEICKRBIL =Ny o 7y TDE
K

I

EXNLENY I Ty TOHREK

CSINHTLER) 2a—LRFY
T av NDOAEEH

CSITERBMULAERY 2 —LRF Y
T3y Nk

CSIDIN LR 2a—LRF Y
T ay OB

I‘](_EL

ATINETDOEFEH
KBL7) XA NTDEEE

HMABITEKB LY 2 T OEE
5

Aoy —

hovsy—

Aoy —

hovsy—
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X NYIRH Bl il
velero_restore_success_tota ML 7=ETDOAEFE hovd—
|

velero_restore_total WEDEED Y X N7 DO =

velero_restore_validation_fai #REEICKE LAY R NTOREBD HOVH—

led_total BETH

velero_volume_snapshot_att HiTShizRYa1—LZFv 7 hovd—
empt_total 23y MO
velero_volume_snapshot_fai XBL7/ZRYa1—LZXFv T hovsd—
lure_total ANk
velero_volume_snapshot su HIM LR a2 —LRF v hovsd—
ccess_total T3y b

4.12.13.5. Observe Ul 2 L/ X b v I DFRR
OpenShift Container Platform Web 3>V —JL®MD X k1) v 7 (E, Administrator % 7z(% Developer /X —

ARY T4 THLRRITEET, INHDN—XRTF 1 JIZIE, openshift-adp 7O TV hADT
I AEDIBETT,

FIg
® Observe - Metrics R—JICBBL T,
o Developer /N—ZRYVF 4 TEFERALTWRHEIE. ROFIEICEWNET,
a. Custom query #3®iR9$ % H. ShowPromQL >V % ) v LET,
b. VT)—%AAL. Enter 22 v LZET,

o Administrator /X—ZARV F 4 THEFEALTWBEFEEIE. TFAM T4 —ILRIZKEASD
L. Run Queries &R L F 7,

208



FABEOADP 7SV r—a vy I 7y TEER

BJ430ADP X k) v oo x')—

RedHat
H oas O @ kube:admin »

Project: openshift-adp  ~

Observe

Dashboard Metrics  Alerts Events

Custom query

velero_backup_total x

0 s
]
Name container | endpoint | instance job ' names pace | pod prometheus service Value
W velerobackup total vel I openshift. workloadk penshift-adp-
fero-m: basfe. ish  monitoring/ oad lero-m

4.13. OADP T{ERH I % API
CDRFaAYMIE, OADP THEETIXZ XD AP ICEAT ZEHRIEHINTVET,
® \/elero API

e OADP API

4.13.1. Velero API

Velero APl K& 2 X > ME, RedHat TlE7A <., Velero ICL > TEEBINTWVWET, Il Velero API
types lcdh Y £,

4.13.2. OADP API

JRDFIE., OADP APl D#EEARLTWE T,

4.2 DataProtectionApplicationSpec

backupLocations [1 BackupLocation BackupStorageLocations |
HERATZHREDYRMNEERLFE
ER

snapshotLocations [1 SnapshotLocation VolumeSnapshotLocations
ICERYT28BEDND) A MNEESRL
9,
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https://velero.io/docs/main/api-types/
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#BackupLocation
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#SnapshotLocation
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unsupportedOverrides map [ UnsupportedimageKey ] T7OA INKEA AV %R
string FKAICA—1N—F4 RTBEDHIC

FRHTEEY, 7 7>av
I%. velerolmageFqin. awsPI
uginlmageFqin. openshiftPI
uginlmageFqin. azurePlugin
ImageFqin. gcpPluginimage
Fqin. csiPluginimageFqin.
dataMoverimageFqin. restic
RestorelmageFqin. kubevirt
PluginimageFqin. & & U
operator-type T4,

podAnnotations map [ string ] string Operator iC& > TF7OA4 Xh
JePodIZ7 /7= a v %EBMY
BBOICERINET,

podDnsPolicy DNSPolicy Pod ® DNS D EZE&EL &
ER
podDnsConfig PodDNSConfig DNSPolicy " 5&EK I n /N5

A —H—IZINAT. Pod @D DNS
/€5X—5—%E%bijﬂo

backuplmages *bool AX=IDONRNY Ty TEBETE
BMITBEDICLIRAN) —%
TTAAA Y NTEHEDI D %R
ETBEODICHERAINET,

configuration *ApplicationConfig T—YRETTVG—2avD
Y—N—RBRELEET HLDIE
AXhZxzd,

features *Features Fy/Av—J0LEa1—#EsrE

MICT B=HD DPADEREAETE
HLZET,

OADP APl DL A F—I EF,

4.3 BackupLocation

velero *velero.BackupStorageLocationS ~ Backup Storage Location T&iER
pec IhTWwseEBY, RUa—ALR
Fv 73y bORESB
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FABOADP 7 Y r—2a vy 7y TEER

bucket *CloudStoragelocation [F7/8Y—7 L Ea1—]—%0
759 RRAML—=o 7O —
T, N9 IO T TRAMNL—Y D5
FrE LTERYT 2Ny NDERK
ZEEIMELE T,

BF

bucket XS A =4 —3F//OV—TLEa—#eEs LTOAMRBEINES, 74/08
V-7l Ea—#EElE. RedHat @Y R— MDY —EZXLRILT T —X> b (SLA)
DOFFRATHY ., BEMNICEL2TIERWGEDLHY FJ, RedHat ld, ERBRIETT
NOoAEFERATIEAHBELTVWERA, 77/00—FLEa1—#EEIE. SFOER
HEEEWBRCIREL T, AREBETHEEDT AN ETVWI7 4 — RNy 2 &REL TV
RS ZEEBMELTVWETY,

RedHat D54 /Oy —7 L Eax1—#eEDyR— NEEICRET 283FMIE. 77/ 00—
TlEa—#gEDYR— MNEE 28B LTI,

BackupLocation ¥ f 7OZLHBRAF—T EXK.,

4.4 SnapshotLocation

JO/nR5 1 —

velero *VolumeSnapshotlLocationSpec Volume Snapshot Location Tt
BXhTwaeEdBY, R)a—~4
2w T3y NORESB,

SnapshotLocation ¥ 7OZLE A ¥ —<7 EFHo

4.5 ApplicationConfig

velero *VeleroConfig Velero —/N\—DFREAEEZL X
ER

restic *ResticConfig Restic f—/\—DEREEEEHL &
ER

ApplicationConfig ¥ 1 7DZLMWMRA ¥ —T EHK.

4.6 VeleroConfig
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JO/R7 1 — it} B

featureFlags [] string Velero 4 Y RH VA TEMICT 3
HEED Y Z M EEHZLZET,

defaultPlugins [] string KDY A TDT 74 bD Velero
TS504 V%4 VA M=)V TEE
EB
aws. azure. csi. gcp. kube
virt, & &£ U openshift,

customPlugins []CustomPlugin H A% I Velero 7574 DA
VAR—IICERINET,

TI7ANNBLVCARYLDTS
T4 2IZDWTIE. OADP plug-

ins TEREAL TWE T,
restoreResourcesVersionPri string EnableAPIGroupVersions #
ority 7V EArEahbETHERT S

BHICEZEINTWSIHE IR
INBHETY THEERLET, &
D74—ILREEET D
&. EnableAPIGroupVersion
S H¥ Velero —/N—#EET S5 JIC
HERICEMINET,

noDefaultBackupLocation bool TIAIWNDNY 9Ty TR N
L—Y DGR ER T IC Velero
TAVAM—ILTBICE A V2R
NI ZHERY B70DIC
noDefaultBackupLocation 7
SUTERETDHRENHYIT,

podConfig *PodConfig Velero Pod D EEEE L &
E
logLevel string Velero —/"—DOJ LRV (&

LEMAO SRR T 510
debug =M L. Velero ®F
TAINMEIRBREDEXICLE
¥ B A T ay

I%. trace. debug. info. war
ning. error. fatal. 84
panic TY,

VeleroConfig ¥ 1 7DZLMAF—T EFo

4.7 CustomPlugin
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FABOADP 7 Y r—2a vy 7y TEER

name string ARG LTS T4 D4,
image string ARILTZT4 DA A=,

CustomPlugin ¥ 1 7DRELRAF—<I EF.

4.8 ResticConfig

enable *bool true ICERE T % &. Restic &fF
ALY Ty TEETHEY
ICiY 9, false ICRET 3
s ATy TV ay NAREICKR
YETF,

supplementalGroups [lint64 Restic Pod ICEA X1 3 Linux
IIN—TEEHELET,

timeout string Restic ¥ 1 L7V M EEET S
1—H—EEOHENXFI, T
7 # )L MEE Thr (1B5R) T,
ARSI, TR EDEE
HDI0EEDY—4 VR TH
Y, FnNEniZ300ms. -1.5h°
F7/lx2hd5m L EDA T a v
DR EBMBREFENMIVTUVE
¥, BRAEEEAAIE. ns. us
(F7zidps), ms. s. m, &
hTY,

podConfig *PodConfig Restic Pod D EZEZEL &
ED

ResticConfig ¥ 1 7ORE2MRRAF—T EX,

4.9 PodConfig

nodeSelector map [ string ] string Velero podSpec # 7z % Restic
podSpec LRI N B
nodeSelector = E& L 9,

tolerations []Toleration Velero 7 704 A ¥ M FE7E
Restic daemonset ICER XN 5
toleraton DY R hAEHL X
ER
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resourceAllocations ResourceRequirements Setting Velero CPU and memory
resource allocations M ERBFICHE
T. Velero Pod # 7z (% Restic
Pod DRED') Y —Z®D limits
B LU requests #ZEL X T,

labels map [ string ] string Pod IZEMNT % Z NI,

PodConfig ¥ 1 7OZL2WM A ¥ —T EH.

F+4.10 ¥ge

dataMover *DataMover Data Mover DR E%* E&E L &
ER

Features ¥ 1 7DRERAF—VT EFE.

K 4.11 DataMover

FO/n5 1 —

enable bool true ICEET D&, R a—A
AFwFay ho—N"—=OV
O0—2>—&ZE XN/ CSIData
Mover 7S 74 w5704 3Ih
X9, false ICERET D&, 2h
SikF7OM3hEztA,

credentialName string Data Mover ® 1 —H#'—3§E®D
Restic Secret £,

timeout string VolumeSnapshotBackup &
VolumeSnapshotRestore #*
ET95FETOI—HY—IEEDH
BX=F5, F7 4/ bi&10m (10
2) TY, HEXFIE. FSH
IDHZELH D10 ERDY—7
VATHY., ThETNIC
300ms. -15h" F7zi% 2h45m 7%
EDF TV avDoE BMER
BENMIVWTWET, BWARRESE
fiIl%. ns. us (F7i&
HS). ms. s, m. BLThT
ERS

OADP APl MEFMICDWTIE, OADP Operator #8B L TL LI W,
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4.14. OADP D5 [E 7R R & #aE

Z D RFa X2 MTlE OpenShift API for Data Protection (OADP) D& FE 7 558 & MEEICEA§ 2 1B R
HRMLET,

4141 RA—9 SR 9 —LETDEN D Kubernetes APl /N\— 3 DI{E

41411. 7 5 A Y —_L® Kubernetes APl ZIL—TR—I 3> DY) A MKRE

V=RV A9 —IFEEDN=Ua VD API ZRET2HENHY. IhHDNR—=TUavD1DHMESE
APIN— 3 VICRYE T, 7z& 21X, Example WO ZHID API 2DV —R ISR 9 —
i&. example.com/v1l & & U example.com/vibeta2 APl V)L — 7 CHERTEX 2560 HY £,

Velero 2 AL TZEDL OBV —RISRI—BNy I Ty TELCETT 355, Velero I,
Kubernetes APl DBHE/N— a3 Vv AaERT2) Y —20ONRN—=I3a v Ds3aNv 97y T LET,

LEEDHITIE. example.com/vl MBS API Tdh %35E. Velero & example.com/vl Z {3 % 1)
Y—ZADN—=2 3V DHENYITYTLET, IHIC, VeleroM9—45v NISRHY—T)VY—R%
BrIBICiE. 94—y NS RY—THEAABERAPI )Y —Z2Dt v b example.com/vl A4 &%
INTVWBIRENHY £,

L2 T. =45 v NI S5RY—LEDKubernetes APl ZIL—T/IN—=I 3 VDY R MNEEKRLT, B
SEAPIN—U 3 UNEHEARERAPI )Y —XDtEY MIEFINTWR I EAERTIVNENHY F
-a—o
Flia

o LUToav Y RaAALET,

I $ oc api-resources

41412. API T IV —TR—T 3 v DFHEICDODWT

T 7 # )L N Tl Velero & Kubernetes APl DBHRN—2 3 VA FERTZN Y —RDHENY IT VS
LEd, L. Velero IZlE., ZDHIR%ZTART 2HEHE (Enable API Group Versions) 82 ENTWE
To YV—RI SR —TIDHBEEEBMICT S &, Velero (FBHEN—I a3 VEIFTTRL, V5ARY—T
HR—KFMINTWB FRTD Kubernetes APl FIV—TNRN—=TavanNyv I 7y TLES, N—YaYy
BNy I Ty T tar 774 NVIREINE E, BRDYVSRAY—TETTEDLIICRYET,

fc& z21E. Example & WD ZHID APl 28 DY —R V5 R4 —H', example.com/vl & &V
example.com/vibeta2 APl 7' )L — 7 THERTE. example.com/vl BB API & LE T,

Enable API Group Versions #8E% B3IC LW & Velero I Example D85 APl JIL—T/N—Y 3 Y
(example.com/V1) D& &Ny U7y FLET, ZOHEEZEMICT S &, Velero &
example.com/vibeta2 £ Xv 7/ 7v L E T,

58557 5 A ¥ — T Enable API Group Versions B$EDNBMIC A > TW BB A, Velero l&. API J L —7
N=Ya Vv OBEBLICEINT, EXT2\—YarvaBERLET,

/ Pz
Enable API Group Versions & 7ZR—% R TT,
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Velero l&RDT7IVTY) XLEFHALTAPIN=—2a VICBEIBMAZEIYYETEST, ZDIBEE. 1I13E8E
IBRiIAZREEL BY T,

1. BEIVSRAY—DEBXRN—Va Y
2. source_ VT A —DER/IN—T 3V

3. Kubernetes N\—Y 3 v OBEIBMN A FRESVWHBOIEBLEY R— MR- 3>

BIER R

® FEnable API Group Versions Feature

4.14.1.3. Enable API Group Versions Df#

Velero M Enable API Group Versions #E%= A L T, BER/N—2 a3V EITTR, V5 RY—TH
R—KMINTWB §RTOD Kubernetes APl FJI—FIN—=I 30 & Ny Ty TTEET,

' p= =)
Enable API Group Versions &£ EXR—4 R TT,

FIR

e EnableAPIGroupVersions #5875 V4R ELF T,

apiVersion: oadp.openshift.io/vialpha1
kind: DataProtectionApplication

spec:
configuration:
velero:
featureFlags:
- EnableAPIGroupVersions

BaEE R

® FEnable API Group Versions Feature
41421 DDY Z R —WoT—8 %Ny Ty L, IOV R —IETT %

41421. 52V ZRI—DoDT—IDNY I Ty TERMDY ZRAY —~DETICDOWVWT

OpenShift API for Data Protection (OADP) (&, [A U OpenShift Container Platform 7 2 X4 —RAD 7
TNVr—2av7—89%5Rv o7y TELVETT DELIICERFFINTULET, Migration Toolkit for
Containers (MTC) &, 7 ) r—>avF—#%&L Y7+ —% 1D OpenShift Container
Platform 7 2 X4 —DHRID I SR —ICRITT D LD ICRET SN TVWET,

OADP %ffF L T. 12® OpenShift Container Platform 7 S A9 =D F7 7 r—>avsr—49%

Ny 7y T, ENEJDISAY—ICETTEFT, L. ThETH>ZEEFE. MTC FkiE
OADP #FLTCRHRL IV TARYI—LTNRNY I Ty TEETETOYO LY EEMRTT,
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FABEOADP 7SV r—a vy I 7y TEER

OADP AFRHLTID2DIVSRY—DLT—9%NNv I TF7yvTL, ThaEIDISAY—ICETT BIC
IZ. OADP A#HHLTRELYSRARYI—ETT—9&aNR\v o7y THELVCETTIHEIERINSAEIR
FEEFIBICIMAT, ROBEFREZERETHDVLEIHYET,

® Operator
e Velero DfFMA

e UID & GID M&aH

4.14.2.1.1. Operator

Ny Ty TEBTEBRNIERIIE, 7V T—2a3 >0y I 7w THhS Operator #RH 9 i
ERrHYET,

414.2.1.2. Velero OfH

OADP "BEINTWS Velero 1Z, 757 KR7ONA Y —BTOXREKERY 2 —LRFyToay bD
BiTEFRAT 1 TICYR—MLTWERA, V759 RTSY N I74—LBTR) 2a—LRFyTay
NTF—4%B1TT5ICE. Z77AILVATLALRIVTRY) 2a—LDORB%E/NY I T v T3 Velero
Restic 77 AWV ARATLNY I Ty TA T aveaguicdd h, FLECSIRFyTFoay MC
OADP Data Mover 2#{f 9 2 EBEAHY £7,

pa 3

OADP 1.1 LARITld. VeleroRestic 77 A IV AT LD/INY I T v TH T 3 I restic
EENFE T, OADP 1.2 LIETIX. VeleroRestic 77 A IV RTFLDNY O Ty TAT
< 3 Vg file-system-backup &M IEN X T,

o AWS ! — 3 VR FEIE Microsoft Azure ) =¥ a YBITT—49 28179 5ICI&. Velero D
File System Backup © AT 2 H0ENHY X T,

e Velerold, V—RIS5RH—& Y BID Kubernetes N\— 3 VAEFRALEISRAY —~ADT—
YDETEYR—MLTVWERA.

o IBIRANICIE. BITItL YL FL L Kubernetes /N—Y 3 VA BALBITERIC7—/0— K58
TTBZEIEFAETTN, ARILYY—RTEILIZRAY—BEDAPI JIV—TDOEBRM%E
BT B2URELHY 9, Kubernetes N\=J 3 vDT7y T L—RICKYATFEERAI T4 T
APl JIL—TDHEBMEN KON ZHEIE. FTHEEZIDIARILY Y —REEHTIHE
nHY ET,

41422.18v 97y T4 3% Pod R 2 —ALDHRAE

TP AT RTLNY STy F(FSB) AER LTy 47y TRIEABIAT 281C. Ny o7y TT3
R)1—LDEFEFNS Pod 2IEETZIVELHY £, Velero TIE. 2D TOERAEFE A Pod R
)1—LD"HRHE" EMATWET,

Velero 1&, Pod R 2 —L DY AEE LT 2207 7O0—F a2 HR—KLTWET,

o AT UF7FOA—F: AT MV T7TO—F Tk, RUa—L%ENvITYTIIEDD (XS
M YTZ)EERITVEIHYET, TNETOICE. Nv I 7y TR 1—L%250
ZPodIil, TEDRY 2 —LDEBTINIVE[IFTET, Velero i, KA 2—L4 (PV) 2R
DFBE. FORY 2 —LAEIVV ML Pod ##5RL F 9, Pod ICRY) 2 —LDEZFIHTW
TW3IBE, Velerold Pod & /N\w o7y T LET,
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o ASMNFPYUNFIO—F AT NTORNT7TO—F Tl NI Ty THOBRNTERY 2—L4A
EIRETDIVEIHYET, INETIICE. Ny o7y TLRWARY 2 —L%EL & Pod
I ZTORY) 2—LDRBTINILE[MITET, Velerold, PVERDIFTZE, DR 21—
LEI IV NLEPod BHEELET, Pod IR 2 —LAZDSRILHIMTVNTWBIFEE. Velero
IEZDPod &Ny o7y T LEHA,

414.2.2.1. HIBREIAE

® FSB &, hostpath RY 2 —LDN\y I 7y FEEREYR—MLTWERA, L. FSB
BEA—AIWRYY 2a—LDNY YTy TEETEYR—MNLET,

e Velero &, fERTZ2INTONY I Ty TR M) — (LRI HBESELF—%FRALZ
T, COBNX—IE, XvI9FPyvTFAMNL—IJIT7IERATENIE, #HTCENRYITY TT—
YEEBILTEBIELEEKRLIT, NV ITYTRAMNL—IANDT IV EREFHIRTZ &N
EETY,

e PVCODBA., TRTODENNY I Ty TFIT—VIEPod ABRT Y 1a—ILINTHEHTINT
E
emptyDir /R 1) 2 — LR ED PVC TRV Pod R 1) 2 —LDIHE. =& AL ReplicaSet ¥ 7
TOAAY MREILE > TPod MHIRELITBERIND E, TORY 2 —LDREID/NY &
Ty LIy O Ty TTRBLLRENY I Ty FICRYET, Pod R 2—LD5A 74
A9, FTOPodICL>TERINDEEBEINE T,

o NYITYTT—HIIBAMICREFETIEIITN, T—IR—ABREDKREIRT 74 ILDNNY Y
Ty IR E I EAHY T, Thid. FSBOYEEHREFERL T, Ny o Ty T
NURERENZERDITZLHTT,

e FSBlX, Pod EIFTINTVWSE/—KDIT 7MY RATALILTIVERATSIET, R)a—~4A
NoTF—VERIHIEZILET, TDEO, FSBIEPodhSI Y hINARY 2a—LDH/NY
9Ty TTE PVCHOLEENYITYTTBIERETEFEA, —ZBD Velero 1—H—
i&. Velero /Ny 27y FHEITT ZE0IC. |RR Y — T 5% % BusyBox ¥ Alpine AV FF—
BREDAT—V VT Pod&HEITLTPVCEPVDRT7TEITIVRNTBIET, ZOFIRET
RLTWET,

e FSB Tl&, RY 21— LAl <hostPath>/<pod UID> O FICY D > b ¥, <hostPath> H'E&E AT
BETHDEMELET, vCluster 72 ED—EFD Kubernetes ¥ A7 ATIE, R 2 —LA% <pod

UD>H 774 LI )—IZT Y MLARWED, TOLDIBRYRATLTIEVFSBIFEIFESY
HEEL T A

414222 A b U AY Yy REFEALTCPod RY 2 —LENRYITY TS
TTRAVAYY REGHLT, 774NV YRATLNY I Ty T (FSB) TNy I Ty TTBREDH D

R)1—L%IBETEEYT, INh%E1TDICIE. backup.velero.io/backup-volumes O< >~ R%&{FH L
7,

FIR
o Ny I Ty TEBRY1—L%EI1DULELEPod T, ROAYY REAALET,

$ oc -n <your_pod_namespace> annotate pod/<your_pod_name> \
backup.velero.io/backup-volumes=<your_volume_name_1>, \ <your_volume_name_2>>,...,
<your_volume_name_n>
ZITl UTFOLDICRY FT,

<your_volume_name_x>
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Pod ft#D x FEEDRY 1 —LDZBIAHEELF T,

414223. AT NP IO MAY Y REFEHALTPod RY 2a—LENRY I Ty TT S

FFRTONTTO—FFERTIHE. WODDHHAERE., IRTDPodR) a—LhT7 74
WO RFLNY I Ty 7 (FSB) AERAL TNy I 7y FINET,

o FIFINKNDY—ERTHOIVKNN—=VY, =V L vy b, BETYTEITIVNTBR
) 21— L,

o hostPath volumes

FTRTOMAYY REFERALT, X"y 97y FLARVWRY 2 —L%RBETEEYT, IhETHIC
I&. backup.velero.io/backup-volumes-excludes I <> R&=ERL X9,

FIR
o Ny 7y FLAWRY) 1—L%E1DULEELEPod T, ROIYY REETLET,

$ oc -n <your_pod_namespace> annotate pod/<your_pod_name> \
backup.velero.io/backup-volumes-excludes=<your_volume_name_1>,\
<your_volume_name_2>>,...,<your_volume_name_n>

2T, LFD LS IChY £,

<your_volume_name_x>
Pod D x BEHDRY) 2 —LDEZREIZEELZE T,

R

--default-volumes-to-fs-backup 7 2 7 %Z18E L T veleroinstall <Y >~ R%ZZE1795 Z
ET. TRTDVelero Xy 2Ty FITH LTI DEMEABEMICTEZET,

4.14.2.3.UID & GID D&

HBUVSZAI—DOT—FENYITyv T, ThENDIZRAY—IETT 3HE. UD@—H—
ID) 8L GID (FI—7 D) DEE TEENIRET 2R HY E T, ROEI/ 3V TIE, Thbd
DEBENLEBEERRICOVWTEHRALET,

BERDF &

Y T XY —ITL o> T, namespace D UID & GID OEEAINZEINDIHELHY £F, OADP
I&. OpenShiftUD &I DA Y T—9 & N\y VT v TELVETLERA. NV I Ty TINETS
)r—2aVICRED UID ARERIGEIF. BEXFICTOSEENMERTRETHD & EERLTL
72E W, OpenShift D UID & & & U GID #EDFF#EIZ. A Guide to OpenShift and UIDs =58 L
TLEXIW,

REDM

2 )< Y N oc create namespace % {# [ L T OpenShift Container Platform TR—ALAZXR—2
HEMR Y % &. OpenShift Container Platform (&, fRA®EE%AR UID =LA SO—BED1—H—ID
(UID) 3F. RV I —7 (GID) #F. &L UP—E®D SELinux MCS S )L % namespace ICEL) &
TEd, ZDBERIE. 75 X4 —D metadata.annotations 7 1 —JL RIZREEFEINE T, ZDIER
X, EF¥2YF—aVFFRAMIN(SCO 7/ FT—avp—8ThHY., ROAVE—FXVIT
BRINTWET,

e openshift.io/sa.scc.mcs
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e openshift.io/sa.scc.supplemental-groups

e openshift.io/sa.scc.uid-range

OADP % L T namespace 218t 95 &, BEISRAY—DERE )y MET
IC. metadata.annotations RNDERABEICFERINE T, TORBR, ROVWTIMNICEET 55
B, 70— R@ENYITYyTF—=HICT I ERATELRVWIREELHY T,

o MDSCC 7/ T7—3avaRFDIEFED namespace M (FE A WD I SRS —LID)HB, T
DIiHE. OADP E/Ny U 7w FHIl, 1859 % namespace Tld 7k < BETE D namespace % A
LET,

o Ny I Ty THIISRILELIY—MERINLA, 77— 0— RKHETI N namespace I
ZTDIRILHRN, ZDIHE. OADP IEZ®D namespace /Xy 27y T LERHAD, Ny ¥
7 v FENTcnamespace DT J/ T— a3V EEFEHWH L L namespace ZEITHICHER L &
T, ThiZL Y, FLWUID EEH namespace ICEIY HTHNF T,
OpenShift Container Platform A%, kiR ) 2 —LFT—F DNy U7 v TRICEBEI N
namespace 77/ 7— 3 VICTEDWT Pod IC securityContext UID #E|VY ¥ T3IHFE. 2
EEBEHROT—oO—RICE>THRBICRZTREMLHY £T,

o OAVFTFT—DUDMNIZ7AIFAEHEDUID &E—H LA A>T,

® OpenShift Container Platform &"/Xw I 7y T USR5 —F—H =BT DL DILEEI TR
H—DUDEHHEZEEL TWRWESH, T5—DRET D, TORR. NvITVvTIS2R
H—IEBEI SR —EIFBRRLZUDERF DI EICRY, 7TV r—YavidBEI S5 —
KR LTT—Y DFAHRY F/EEZIAAETI IENTERCRY FT,

BRR
ROTDUEDEMEEZFEAL T, UDEES LV GCID SEFOBEEBRTEET,
o MEALIEFI:

o Backup CROSNIILELIS—%FEALT. Nv I 7y ICEDZA TV MNET 1)
5 —MIBG BHEE. BT IDOINILELIY—%52T— AR—R%ET namespace I8
ML TLEIWL,

o [E U4&RID namespace =187 BHIIC. 3BTV T X ¥ — LD namespace DEEFD/N—
TavEHIRLTLEIW,

o SEREMEK:

o #4172 IC OpenShift namespace RDEE T % UID %R 9 5 Z & T, BITHRDUID
SEHEAEBELEFT., ATy 1 EF T3 vTd,

HBUVZAI—TDT—IDNY I Ty TERDYZRAI—TDY) A NTOBEDFERICEREEL
7=. OpenShift Container Platform @ UID 5B & & Of GID & D FF M4 5% Z. A Guide to OpenShift
and UIDs &= SR L T 72X W,

41424 1D2DYI SARY—DST—9 %Ny O TPy TL, IDISRAY—ICETTT D

—f&IC. LI SRY—=IT—95Nv 7y TELICETTZ2DERBUAET. 1 DD OpenShift
Container Platform 2 S 249 —h5F—8 % /Xy 2 7 v 7 L. BID OpenShift Container Platform 2 5
29 —ILBTTLET, =72 L. $ % OpenShift Container Platform 7 S 29— ST —8 5Ny I T v
TL. ThERNDISZAY—ICY R MNTT2BE1E. BMOBIHREZEUEEFIEDEVNHI W DHhHY F
ER
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https://access.redhat.com/articles/6844071
https://cloud.redhat.com/blog/a-guide-to-openshift-and-uids

FABEOADP 7SV r—a vy I 7y TEER

AR
o 73 v KT #4—L (AWS, Microsoft Azure, GCP A& E) TO/Ny P 7y FEBTICEET 2T
RTCDOFHREE. BILT—YRETT)r—2 3> (DPA) DRHRFBEICDOWTIE, ZDHA K
DOEEEI Y a Y THBINTVWET,
FI
o ZHEADTSY NI A—ALIEEINTVWIFIBIROEMEMAET,

o VY—RERDY ZRY—ITETTBICIE. Ny I Ty TARNTDHAT(BSL) &R 21—
LRAFyToay NOBAHPECEARIENRAEZFEODLIICLTLEI W,

o AMLATVV MNAML—YDGMOREIERE Y Z R —2FTHELET,

o REDER%1E5ICIE. OADP Z{FAH L T3 Y 5 A —IZ namespace #/ER L £7,

o Velero file-system-backup + 7~ 3 V& FR Y 2B &, ROAYY RERTLT, Ny
97w THhICFERT % --default-volumes-to-fs-backup 7 Z 7 = EGMICL £ 7,

$ velero backup create <backup_name> --default-volumes-to-fs-backup
<any_other_options>

Pz
¢ OADP 1.2 LABETI&. Velero Restic # 7' 3 v 4 file-system-backup &SN £ F,
4143.0ADP A ML=V VS ATYEV Y

41431 AML—C95RATYEY Y

AMNL=VISARYEV T EFERTZE, IEFIFRBEEOT—YICEDRAN L=V IS REERT
IOERETDIN—INFELEIR) D —%FEHETEET, COMEEL. 7O/ EREE, T—YDEEMH.
JZAMNDEEZRHEICEODWT, ANL—YISRERETEZ 7O ZEHELLET. T—9DTDH
MEFRANY—VICRBRAMN =Y SRIBRICREIND L DICTSEHIET, ANL—VDOWER
EARMWEREHFBEELET,

change-storage-class-config 7 1 — /L RAERLT. 7— 4947z MDRAMNL—P VS REER
TEEYT, ThiCkY, Z—XPT7IEANRY—=VILGL T, BEANL—=IUIST—HATAMNL—
IARE, BRZANL—VBETT—9%2BETEHIET. ARMNENRNT =TV RERBIETEE
ER

414311 MTCAEHLEZRAMNL—S VS5 RATYEY Y

Migration Toolkit for Containers (MTC) 2fEfd 2 &, 77NV r—>avr—9 2803V T7+F—%1
D ®d OpenShift Container Platform 2 S X4 =S RID I 2 X5 —ICBTLEY., A ML= 52D
RyBVJEEBRETIIENTEEY, KR 2a—LPVYDRINL—YIFRIE, BALITR
HS—ANTRBITIDIETERTEET, INZITIICIE. MTCWeb 3V Y —)LTHITEIEZFEMR L T
EITTI2RENDHYFT,

41431.2.0ADP A LA ML—TJ IS AT YEV T
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Velero 75 74 > v1.1.0 LAF&E T OpenShift API for Data Protection (OADP) =& 9 % &, Velero
namespace @ configmap TA ML =Y VSR Y EVTARETZ I &ICLY, BEXHITKER
Ja—LPV)DRMNL—V IS REERTEET,

OADP %{£F L T ConfigMap %7 704 ¥ %ICI&. change-storage-class-config 7 1 —JL K& {&
LET, 759 R7TONA T —ICEDVWT, AMNL—VISAIVEVITAEERETIHENHYET,

FIR

L ROAR Y RERFTLT, ANL—YISAIYEVIEEBRLET,
I $ cat change-storageclass.yaml

2. ROBUTTRT & DIC. Velero namespace IZ configmap Z/EH L £7 .

B

apiVersion: v1i
kind: ConfigMap
metadata:
name: change-storage-class-config
namespace: openshift-adp
labels:
velero.io/plugin-config:
velero.io/change-storage-class: RestoreltemAction
data:
standard-csi: ssd-csi

3.RODAT YV REEFTLT, ANL—YISATYEVITREEARELE T,

I $ oc create -f change-storage-class-config

4.14.4. BEER

o FA—USRY—LETOEMS Kubernetes API /X\—2 3 VD{EH
e CSIRFTvy 3w hTODDataMover DfFEFA

o JF7ANIRTLNY YTy TEERLEZT TV r—23>0/\y 97 v 7 Kopia 7zl
Restic.

¢ ANL—UIUSRELEWT BT
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.13/html-single/migration_toolkit_for_containers/#migration-converting-storage-classes_advanced-migration-options-mtc

EEEOMO—NLTL—VONRNY I 7y TELUET
FE5E O MOV L=y I Ty TELVET

51.ETCDD/Nw o 7w S

etcd I& OpenShift Container Platform DF¥F —&EDRA N7 THY., IRTDVY—RF TPV bOK
BEREFELET,

P52 —Meted T—4 %= EHBIC/NY U 7 v T L. OpenShift Container Platform IRIEA DR 2435
FRIICREFET 2ONEBEMNTYT, 1 VAN LD 24 BFERICTHONBRMDIBFEOO—FT—2 a3 N
T 925FETetcd DNV I Ty THERTTZIEWETEEFFA, O—FT—Y I VDRTHICETT S
E. Ny Ty FICHRYNDIIBAENEFND I EICRYET, etecd A Fy T3y MII/OIR b
NaWwrked, E—JFRARFBUN etcd /Ny I 7y TERISTZIEEHMEBEBLET,

PSR —DTy T L—REILUT eted Ny 27y THEERLTLEI W, Chif, 75R9—%
BT BBIC. AL z-stream )Y —ZAHSEEG Liceted Ny 27y THERTIVENHDDICE
BIRY F9, 7z& ZIE. OpenShift Container Platform 4.y.z 7 5 24 —I&, 4y.z hHEYF L /< etcd
Ny )7y TaERTIURENHY T,

BR
AV A=WV TL—VYERRANTRY I Ty TR0 ) T AOE—DOFCHE L EETLT,

PSR —Deted T—FENYy I 7y FLET, A A=ILTL—VKRA MDY
97w TERBLBEVWTLEITL,

etcd DNV I Ty THAERLERIC. V5729 —DERDRE~NDETERITTEET,

S5lletcd T—9 DNy I Tv S

LUTDOFIBEICHK>T, eted ATy Foay haERL, B PodDY Y —R%&/Ny 97w TLTetcd
F=HBENv Ty TLET, TONY I Ty TIIRETE, etcd 2 ETITZ2VENHBIHAICETHE
AT3ZENTEZET,

BE

BE—aAyhO—ILTL—VRAMNDPODNY I Ty TOIFERELET, 75R5—
RAOEIAY MO—ILTL—VRAMDLDNY 7y TIEERBLAWTLLEIW,

[} =355
e cluster-admin O—J)LA2FD2A—HF—& LTI TRYI—IITIVERATE S,
o VSR —2EDTOFLY—DNEMIR>TVEINEI M EHREL TV S,
) 8
oc get proxy cluster -o yaml D A%HRAL T, 7OF L —HEMIINTWEIHLE D H %

BTEXEY, OF > —IL. httpProxy. httpsProxy. & &£ U noProxy 7 1« —JL RILEHNRE
INTVBERICEMIINET,

FIE
L. avbO—ILTL—Y/—KRDroot&E LTTFNy Ty avaERIKBLET,
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I $ oc debug --as-root node/<node_name>

2. TNy T ) TrootT4 LY M)—% /host ICEELF T,

I sh-4.44# chroot /host

3. SR —2EOTOFL—ABIMICA>TWBIESE. NO_PROXY. HTTP_PROXY. &4&
U'HTTPS_PROXY BEZHA T/ A K—FLTWB I EEREBELET,

4. 71Xy 72 1)UT cluster-backup.sh 27 1) 7 & RT L. Ny I 7y TOREXRE R ZB5H
ZELET,

D

cluster-backup.sh X 7 ') 7~ Z etcd Cluster Operator DIV R—F > b & L THERFX
1. etcdctl snapshot save I~ >~ NICEAET 55 v /A—T7,

I sh-4.4# /usr/local/bin/cluster-backup.sh /home/core/assets/backup
y S/ AL il

found latest kube-apiserver: /etc/kubernetes/static-pod-resources/kube-apiserver-pod-6

found latest kube-controller-manager: /etc/kubernetes/static-pod-resources/kube-controller-
manager-pod-7

found latest kube-scheduler: /etc/kubernetes/static-pod-resources/kube-scheduler-pod-6

found latest etcd: /etc/kubernetes/static-pod-resources/etcd-pod-3
ede95fe6b88b87ba86a03c15e669fb4aa5bf0991¢c180d3c6895ce72eaade54a

etcdctl version: 3.4.14

APl version: 3.4
{"level":"info","ts":1624647639.0188997,"caller":"snapshot/v3_snapshot.go:119","msg":"created
temporary db file","path":"/home/core/assets/backup/snapshot_2021-06-25_190035.db.part"}
{"level":"info","ts":"2021-06-
25T19:00:39.030Z","caller":"clientv3/maintenance.go:200","msg":"opened snapshot stream;
downloading"}
{"level":"info","ts":1624647639.0301006,"caller":"snapshot/v3_snapshot.go:127","msg":"fetching
snapshot","endpoint":"https://10.0.0.5:2379"}

{"level":"info","ts":"2021-06-
25T19:00:40.215Z","caller":"clientv3/maintenance.go:208","msg":"completed snapshot read;
closing"}
{"level":"info","ts":1624647640.6032252,"caller":"snapshot/v3_snapshot.go:142","msg":"fetched
snapshot","endpoint":"https://10.0.0.5:2379","size":"114 MB","took":1.584090459}
{"level":"info","ts":1624647640.6047094,"caller":"snapshot/v3_snapshot.go:152","msg":"saved",
"path":"/home/core/assets/backup/snapshot_2021-06-25_190035.db"}

Snapshot saved at /home/core/assets/backup/snapshot_2021-06-25_190035.db
{"hash":3866667823,"revision":31407,"totalKey":12828,"totalSize":114446336}

snapshot db and kube resources are successfully saved to /home/core/assets/backup

ZoflTiE, a¥ bO—ILTL—rKRZ ~D /home/core/assets/backup/ 71 L o b 1) —IC
T7ANUD 2 DERINET,

e snapshot_<datetimestamp>.db: 2D 7 7 1 JLif etcd R+ v T 3 v K TT, cluster-
backup.sh 27 ) 7 T, TOBEMMEELHRL £T,
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FosE OO NLTL—ONRY I 7y TELUER

e static_kuberesources_<datetimestamps.tar.gz: 2D 7 7 1 JLIZIE, FEHPod DY YV —2R
DNEFNFET, etcd BEIEIEMITINTWVWBIHE, etecd 2Ty T ay hOBESEF—
LEEFENET,

= o-1o)

etcd BESENEMIIINTWVWBIEGE, EF21) T4 —LDERAMS, D2
DHD 77 I R etcd RFTY T3y NEWRBICIRET DI EAHEIN
9, 7L, TOT77A4IIIdetcd ATy Toay "hHOBETTDHIC
BEICRYFT,

etcd BEBILIFF —TIFRLBOHEBEBILTZIEITEFRLTLAEIL, D
FY, YY—RH A7, namespace, BLUVA TV MRIIBESEINE
A

5.1.2. FE B

o RANINEZYISAI—TDetcd DN I Ty TEETT

52.EETC/HRWETCD X V/NN—DEX#Z
AETIE, B—DEETRHRVetcd X VYN—BABEXHZ270RICDODWVWTEHRBALET,

ZO7OERIF, RYUNETINTUVARVLD, J— RHPEFBIREICAWT &ICE > Teted X /18—
NEBRREICAWVD, etcdPod BV S5y Y a)l—TFLTWBREHICINAERDIREICA VLIS
Lo TERYET,

pa )

AV MA—LTL—VRRANDKREBAZB/ELEFZEIR. COFIRTERLS, T14HR
H—=1) AN —FIEICHE> T, LEID Y 528 —READET HITVET,

AV MO—ILTL—VDIAENBI M TWAB X VYN—TANTHRVERIEX. ZDOF
IETIEA< ., BRI ay hO—I)L 7L —VifEREN S OEEFIEEETT INEN
HYFEd,

AvhA—LTL—r/—RBKkbh, FR/ — KPMERI N Z5HE. etcd V52—
Operator (&## TLSEEBAZ DEM E. / — KD eted X V/N—& L TDEMZNIE L F
-a_c

5.2.1. BB SR 4

o FTETHWetcd AVN—ABEXMZ BHEIIC, etcd /Ny 07y THERLET,

5.2.2. EETHAWeted X V/N\—DHEE
HSAH—ICEETAWetcd AV NR—DHEDNEIDNERET LI ENTEET,

AR

e cluster-admin O—J)LEFDODI—H—E LTISARY—IITIVEATE S,

FIR
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.13/html-single/hosted_control_planes/#hcp-backup-restore
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. UFoa~v >y RA{#ERHL T EtcdMembersAvailable 2 57— 4% R EHEDRAT—9 A &R L ZE
_a—o

$ oc get etcd -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="EtcdMembersAvailable")]}{.message}{"\n"}'

2. BH=HRELES,
I 2 of 3 members are available, ip-10-0-131-183.ec2.internal is unhealthy

ZDOHE AL, ip-10-0-131-183.ec2.internal etcd X Y /NN—AEB TIERWI EARLTVWE
ER

5.2.3. IEE T eted X V/N\—DIREED H B

EETHWetcd A VYN—%ABIXHZ 2FEIZ. etcd A VNN—DLUTDOEDREICHDINIL>TER
YFxd,

o TYUVUNEFTINTULAWLD, /J— RHEEEIREEIC AL
o ctcdPod AV Svyall—FLTW5S,

LTOFIETIE, etcd A VN—DEDREICHZIIEHBILET, ThICLY., EETARW eted XV
N—BBERZADOICETIIVEOHDFIEEHATEET,

Pz

RIYVHDEITINTWARLD, /— RHPEBREBICAVEDD, T CICERDKREBICE
2ZENFRINZGEIF. etcd A VN—%2BEMMASFIREETITIHERFHY FE
Ao etcd 7 5 A% — Operator IE¥ ¥V E/lE/ — RAEBLRREICES & BEFNICE
HLET,

Gl s
e cluster-admin O—J)LAEFDODI—H—E LTISARY—IITIVEATE S,

o FETHWVWetcd XVYN—AEELTWS,

FIa
L Y UBERTIRTWRVWDEI D ZHBILET,

$ oc get machines -A -ojsonpath='{range .items[*]{@.status.nodeRef.name}{"\t"}
{@.status.providerStatus.instanceState}{"\n"}' | grep -v running

76
I ip-10-0-131-183.ec2.internal stoppedﬂ

Q ZOHEAICIE. /—RBEVP/—ROITYVYDRTF—Y 25 RANKRRINET, RT—
% 25 running LA DIFZEIE. IO VIRETINTWEEA,
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FsE A MO—NVTL—VONRY YTy TESLTER

IOV ERITINTVWRWIGEIE, Y UDRETINTUVLZRWND, /J— FHEFREICR WG
ADEETHRWetcd AVYN—DBEXMZODFIEEETLET,

. J— FOEREICBRVNE D D EHIFIL T,
UTRDYF)ADWETNDD true DIFA, / — FIZERBREICHY TH A,

o YIYUUNERITINTWBIFERIF., /—FICEETELVWHEDI LI ZREBLET,

$ oc get nodes -o jsonpath="{range .items[*]}{"\n"H{.metadata.name}{"\t"}{range
.spec.taints[*]}{.key{" "}’ | grep unreachable

H A B

ip-10-0-131-183.ec2.internal node-role.kubernetes.io/master
node.kubernetes.io/unreachable node.kubernetes.io/unreachable ﬂ

/J— Rh unreachable 714 V hEHICY A MNKRRINDBE. /—RKOERHFIITET
WA,

o /—RALIFEIE LTERERTRETHBHEIE. €D/ — Kb NotReady & LT R hKRRE
NTWBEHLEI D EHRLET,

I $ oc get nodes -1 node-role.kubernetes.io/master | grep "NotReady"

H A B
I ip-10-0-131-183.ec2.internal NotReady master 122m v1.26.00

Q /—R» NotReady & LT R MKRFRINTWBIBAE, /—FOEBRITETVWIEHE
AIO

J— RDEFHATETTCVWARWVIBEIF., I UDBRIFTINTVRWVD, J — KHAEEFHREIC AW
BEDEETHREWetcd AVN—DBEXMZDOFIEEAETLE T,

3. etcdPod BV 5y all—FTLTWBNEI L EHBILET,
IV VUDERITIN, /—RKHPEBFBTETVWDBIFEIE, etcdPod B Sy ¥ al—FLTWEH
EINEMELET,

a. IRTOaAYMO—LTFL—Y/—KH Ready E LTYRPMRRINTWRZ AR L
i’g—o

I $ oc get nodes - node-role.kubernetes.io/master

H A B

NAME STATUS ROLES AGE VERSION
ip-10-0-131-183.ec2.internal Ready master 6h13m v1.26.0
ip-10-0-164-97.ec2.internal Ready master 6h13m v1.26.0
ip-10-0-154-204.ec2.internal Ready master 6h13m v1.26.0
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b. etcd Pod D A7 —% A A Error F7zI& CrashloopBackoff DWITNHNTHEHNE D D=
@BLFET,

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

H B
etcd-ip-10-0-131-183.ec2.internal 2/3 Emor 7 6hom @)
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 6h6m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running 0 6h6ém

ZDPodDZDAT—4H AL Error TH 37, etedPodidV5v>al—7FLT
w9,

etcdPod D9V 5y all—FLTWBIEFEA., etcdPod HV S5y all—FLTWBIBEDIE
BTRWetcd A VIR—DEXBZICODVWTOFIEEAERITLET,

524 FFTHWetcd X V/IN\—DEZXHZ
EETHRWeted X N—DREICIELC T, LTFTOVWTIHADFIEEAFALE T,

o TIUUNEITINTWLAWLND, F/ld/ — KO EFRREBICHEWVWZEEDIEE TRV eted X V/N—
NDEZIHZ

o ctcdPod BV Ty all—FLTWBRIBEDEE TR Weted X V/IN—DEZHZ
o BEREEIFLERTXZ I etcd X VINN—DEBEEHZ
52413 UBRITINhTWRWD, /— KA EEFREICRWVIGEDIEE THWL eted XV
N—DEEXEZ
LTFOFIETIE. I UDNRITINTUVARVD, /— RHPEFREICAWVBEDIEE TARWL eted X v
N—%BEXMZDFIEEHALET,
= o-1o)
PSR —parvbO—ILTL—rxrtEy hEFRLTWSEE, LYEBEEL eted
AN —FFICOWTIE, avhOo—ITL—vev vty MDNSTIYa—FT4
v D%k L7z etcd Operator V) AN —A SRR LTIV,
IS 3as
o FETHWVWetcd XUN—AEELTWD,

o IIUUNERITINTULAWD, /— R ERREBICAEVWC EAEELTWS,

BF

thpay hO=ILTL—Y /= ROERIA 7R >TWBIGEIE. FHT 20
ExHYET, BEERetcd X UN—DXWARTTITHET, Iy bhao—ILT
L=/ —ROEREAT7DFFICLTELKBELHY 7,

e cluster-admin A—J)LAEFDODI—H—E LTISRY—IITIVEATE S,
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FsE A MO—NVTL—VONRY YTy TESLTER

o ctcd DNV I Ty THEREBLTWS,

BF

BENRELLGRICISRI—%EBTTEDLOIL. COFIEERITT BHIIC
etcd/ N\ O Ty THERLTELL ZEREETY,

=S ]
. EBETRWAYN—AHIBBRLET,

a. WEAZIFTD /) —REICHRWPodEEIRLE T,
DSRAY—ICT IV EATESH—IFIJLT, cluster-admin 21— —& L TUTFTDaOvY Y K
EEITLET,

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

aepaltl
etcd-ip-10-0-131-183.ec2.internal 3/3 Running 0 123m
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 123m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running O 124m

b. ITHD etcd AV TF—ICEH L. HEEZRITSH/— IRV Pod DERIZEL XY,
PSRI—ICT IV ERATESH—IFILT. cluster-admin 21— —& LTUTFOOTV R
EEITLET,

I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal

c. AYN—DYXN=WHELET,

I sh-4.2# etcdctl member list -w table

DBl
+- -+ + + + -
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+- -+ + + + -
----------- +

| 6fc1e7¢c9db35841d | started | ip-10-0-131-183.ec2.internal | https://10.0.131.183:2380 |
https://10.0.131.183:2379 |

| 757b6793e2408b6¢ | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |

https://10.0.164.97:2379 |

| ca8c2990a0aa29d1 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380 |
https://10.0.154.204:2379 |

+- -+ + + + -

INODEIRIDOFIBTCRIZEDEE RSO, IDBLVERETHRW eted X V/X—DEH]
HEXBOHTEXZT, $etcdctl endpoint health I~ > Kik, #HEFIELITT L. L
WA YNR=DBIMINZET, HIRIN/AAYNN—% )X MNKRRLET,
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230

d. ID % etcdctl member remove I < >~ RIZIEEL T, EE TR Weted X VNN—%HIBRL £

I sh-4.2# etcdctl member remove 6fc1e7c9db35841d
DBl
I Member 6fc1e7c9db35841d removed from cluster ead669ce1fbfb346
e. XUYN—DNAPMNZBERRL, XUN—DHIRINLZIEZHRBLET,
I sh-4.2# etcdctl member list -w table

H A B

+- -+ + + + -
----------- +

| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |

+- -+ + + + -
----------- +

| 757b6793e2408b6¢ | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |

| ca8c2990a0aa29d1 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380 |
https://10.0.154.204:2379 |

+- -+ + + + -

INT/—RYITIERTTEET,

2. ROAX VY REANALT, 94— LH—KREATICLET,

$ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides":
{"useUnsupportedUnsafeNonHANonProductionUnstableEtcd": true}}}'

ZOARVRFICELY, Y—I Ly hZEBICBFERL. BB PodZA—ILT7 I FTEBLDIC
BYFET,

BF

DA—SLH—REATILTDE, BEODERERMLT BDICHEY D eted 1
VA VANBEHTSHET, EREISRY—IITIVERATERLL RS8N
rHY FT,

R

etcd I, 2 DDA VN—TEITINTWVWDBIFE, HEBAVYN—EELHRTE
FHA, BRUDAUYNR—DWITFNHEBEHFNT D&, 7 +—FLDPWHEEIN., 7
SRI—THIVIALDPREELET, 74—FLH—KRIZL>T, 041
LEB|IZRITHEEDH ZBRELBRICL Z2HBREN DS eted NMREIN D

O, TOFIEERTTBICNE. 94—SLH—REEWICTIVEIHYET,

3RDAYYV RERITLT, HEZXITE/ —F=HIRLEY,
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I $ oc delete node <node_name>

4. BIBRINEEETHWeted A VYN—DFHWY—2 Ly NEYIBRLET,

a. HIRINhAEETAWeted XY N—DY—Y Ly h—BEXRRLZET,
I $ oc get secrets -n openshift-etcd | grep ip-10-0-131-183.ec2.internal ﬂ

‘D CDFEIETEHRIFEEXZHLEETA W eted A Y N—DEFIEZEL T,

DLTFOHEDICARINELDIC, ET7. H—EVT, BLUANIIR—=OLy kDHY

Y9,

aepaltl

etcd-peer-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2 47m
etcd-serving-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2 47m
etcd-serving-metrics-ip-10-0-131-183.ec2.internal  kubernetes.io/tls 2

47m

b. BIFRINAZERETAWetcd XY N—DY—J Ly MZHIERLET,
. E7Y—JLy MEHIFRLE T,

I $ oc delete secret -n openshift-etcd etcd-peer-ip-10-0-131-183.ec2.internal
i. - Ly bEHIBRLE T,
I $ oc delete secret -n openshift-etcd etcd-serving-ip-10-0-131-183.ec2.internal

i. XNYORY—0 Ly hEHIBRLET,

$ oc delete secret -n openshift-etcd etcd-serving-metrics-ip-10-0-131-
183.ec2.internal

5 avbO—NLTFL—rxUAEHIKRL, BERLET, SO UNBERINZ &, LWL
JEY 3 UAEENIGER I N, etcd IFBEIMNICAT—ILT7 vy T LE T,
AVARN=5—T7OEY3aZVIINBAVISAKNS I Fv—5ETLTVWBRIEBA, -
YV API ZFRALTI Y VAR L TWEIGEEIE. UTOFIEEZETLEYT. ThUHSOD
BEIE. RMICERTBBICERLAEAEEBUAEEFER L THRYRAY —%2EKT 2 E
nHY ET,

a. EBTRHRWAYN—DTIVEREBLET,

DSRY—ICT IV EATESH—IFIJLT, cluster-admin 21— —& L TUTFTDaOvY Y K
EEITLET,

I $ oc get machines -n openshift-machine-api -o wide

H A B
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
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clustername-8qw5I-master-0 Running m4.xlarge us-east-1 us-east-1a
3h37m ip-10-0-131-183.ec2.internal aws:///us-east-1a/i-0ec2782f8287dfb7e stopped

clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-154-204.ec2.internal aws:///us-east-1b/i-096c349b700a19631 running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c

3h37m ip-10-0-164-97.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba running
clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-east-
1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-010ef6279b4662ced
running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-east-1b
3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-Ocb45ac45a166173b running
clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-east-
1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-06861c00007751b0a
running

ChIEFEETRW/ —Roay hO—ILTL—r< PV TT (ip-10-0-131-
183.ec2.internal),

EETFANVATLD I 7AIVICRELET,

'EIIII

b. ¥¥

$ oc get machine clustername-8qw5I-master-0 \ﬂ
-n openshift-machine-api \
-0 yaml\
> new-master-machine.yaml

‘D THW/ —ROIY hO=LTL -V VDOLRIEEELET,

c. BRIDF/IE TR X 17z new-master-machine.yaml 7 7 1 L =fR&E L. FLLWEARIAEE
YHT, FERT74—ILREHIBRLET,

i. statustty v aveEEHIBRLET,

status:

addresses:

- address: 10.0.131.183
type: InternallP

- address: ip-10-0-131-183.ec2.internal
type: InternalDNS

- address: ip-10-0-131-183.ec2.internal
type: Hosthame

lastUpdated: "2020-04-20T17:44:29Z2"

nodeRef:

kind: Node

name: ip-10-0-131-183.ec2.internal

uid: acca4411-af0d-4387-b73e-52b2484295ad

phase: Running
providerStatus:

apiVersion: awsproviderconfig.openshift.io/vibetai

conditions:

- lastProbeTime: "2020-04-20T16:53:50Z"
lastTransitionTime: "2020-04-20T16:53:50Z"
message: machine successfully created
reason: MachineCreationSucceeded
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status: "True"

type: MachineCreation
instanceld: i-0fdb85790d76d0c3f
instanceState: stopped
kind: AWSMachineProviderStatus

i. metadata.name 7 1 —J)L REFHHDOLZRENICEBL £,
BWIY YV ERBUR—REGEHMEL. REOBSERICHATRELBESICEERET S &
DHREINF T, ZDHITIL clustername-8qwsl-master-0 (£ clustername-8qw5l-
master-3 [ICEEINTWVWET,

UFIChZERLET,

apiVersion: machine.openshift.io/vibetai
kind: Machine
metadata:

name: clustername-8qw5I-master-3

iii. spec.providerlD 7 1 —JL RZHIFRL ZF T,

I provider|D: aws:///us-east-1a/i-0fdb85790d76d0c3f
d EETRWXYN—DITYVEHIRLET,
I $ oc delete machine -n openshift-machine-api clustername-8qw5I-master-0 ﬂ

Q FETHAWN/—ROaAY  O—LTFL—VIovDEesiEE LT,

e. YUUNBIBRINI I EEHIABLEY,

I $ oc get machines -n openshift-machine-api -o wide

HhH
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-154-204.ec2.internal aws:///us-east-1b/i-096c349b700a19631 running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c

3h37m ip-10-0-164-97.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba running
clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-east-
1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-010ef6279b4662ced
running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-east-1b
3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-Ocb45ac45a166173b running
clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-east-
1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-06861c00007751b0a
running

f. new-master-machine.yaml 7 7 1 L AR L THRI O VA2 ERLZE T,
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234

I $ oc apply -f new-master-machine.yaml
g FMTIUMMERIN &R LET,

I $ oc get machines -n openshift-machine-api -o wide

ol

NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-154-204.ec2.internal aws:///us-east-1b/i-096c349b700a19631 running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-164-97.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba running
clustername-8qw5I-master-3 Provisioning m4.xlarge us-east-1 us-east-1a

85s  ip-10-0-133-53.ec2.internal aws:///us-east-1a/i-015b0888fe17bc2c8 running

clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-
east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-010ef6279b4662ced
running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-east-
1b 3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-0cb45ac45a166173b

running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-
east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-06861c00007751b0a
running

ﬂ ##i< > > clustername-8qw5l-master-3 D /Ef X 1. Provisioning 75 Running
K7 T —ANEEINDS & EMREBICRY £,

RO UDMERIN D ETILHD DA IDZHBELHYET, etcd VT RY—
Operator ZX ¥V F7lE/ — A EELRREBICR2 EBFNICERLZE T,

CROAR VY REANLT, 94— L H—KREAVICRELE T,

I $ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides": null}}'

RO Y R%&EAHL T, unsupportedConfigOverrides 22 > a v '+ 72 =7 M SHIRR

SNl ZHEBTEET,

I $ oc get etcd/cluster -oyaml

. B—/—R®DOpensShift #FH L TW2HEIK. /—REBEELEFT., 5 LARVE, etcd

9 5 A% — Operator CROLS—HRET ZAEMENHY £,

H A B

EtcdCertSignerControllerDegraded: [Operation cannot be fulfilled on secrets "etcd-peer-sno-
0": the object has been modified; please apply your changes to the latest version and try
again, Operation cannot be fulfilled on secrets "etcd-serving-sno-0": the object has been
modified; please apply your changes to the latest version and try again, Operation cannot be
fulfilled on secrets "etcd-serving-metrics-sno-0": the object has been modified; please apply
your changes to the latest version and try again]



FsE A MO—NVTL—VONRY YTy TESLTER

R

1. RTD etcd Pod MBEUIICEITINTWVWSE I EAERELE T,
DSRY—ICT IV ERATES49—IFI)LT, cluster-admin 2—H—¢&¢ L TUTOaOYT Y K%
EITLEY,

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

DBl
etcd-ip-10-0-133-53.ec2.internal 3/3 Running 0 7m49s
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 123m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running 0 124m

ERIOOYY ROEAIK2 DD Pod DHHNY XA MNRRINBIHE, etcd DBETTHA XV b
HFETRETEZT, VSRY—ICTIVERATEXD49—3IFI) T, cluster-admin 11— —
SLTUTOaY Y REEFLET,

$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "recovery-"$( date --rfc-
3339=ns )""}}' --type=merge ﬂ

Q forceRedeploymentReason Iz —E THBNENHY X T, TDLdD, 91 LRIV T
MEmInNEd,

2.3DDetcd AVN—DHBIE&HRLET,

a. EfTHDeted AV TFH—IlERKL. BEEZZITE ./ —NILRHIN >/ Pod DEAFIZE L £

9,
DSRAY—ICT IV EATESH—IFIJLT, cluster-admin 21— —& L TUTFOaOvY Y K
EEITLET,

I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal
b. XYNN—DYZAMNEHRLET,

I sh-4.2# etcdctl member list -w table

Al
+- -+ + + + -
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+- -+ + + + -
----------- +

| 5eb0d6b8ca24730c | started | ip-10-0-133-53.ec2.internal | https://10.0.133.53:2380 |
https://10.0.133.53:2379 |

| 757b6793e2408b6¢ | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |

| ca8c2990a0aa29d1 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380 |
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https://10.0.154.204:2379 |

}
+

ERIOIORY ROEAITA4DUED etcd X VIN—DBRRINDBA. FER/AVN—%IE
EICHIRT 2ELHYET,

Digk

==
[=]

PTEYA eted A VN—%HIBR L E 9, B eted X /3 —ZHIR&R
T5E VA4A—F L (E

B
L (ERH) RONZHEELHY LT,

RS

e b L 7z etcd Operator M 1) /N 1) —

5.2.4.2.etcdPod 'V 5y a2 )l—F L TWBIBEDIEE T etcd X /85—

VIN—DEEHZ
ZDFIETIE, etcdPod DV S5 v a)l—FLTWBIBEDEETHR Weted X VNN—BBEXHZ
lE%=5REA L £ 9,
Gl s
o FETHWVWetcd AVYN—AEELTWS
e ctcdPod V5w a)ll—T L TWBRIEEHERELTWS,
e cluster-admin O—/)LZHD1—H—& LTIV SRI—ICT7IVERATE %,
e ctcd DNV I Ty THEREBLTWS,
BE
BIRENRE LGRS RY—%BITESLDIC. ZOFIEAEEITT BHIIC
etcd N\ O Ty THERLTELL ZERFEETY
=S ]

25y a)l—FLTWSetcdPod H{EIELE T,

a. V5w all—7FLTWE/ —REFNY T LET,
DRI —ICTIVERATED
=ERITLET,

7T, cluster-admin 1—%—& LTUTFOOT Y R
I $ oc debug node/ip-10-0-131-183.ec2.internal @)

ﬂ NEEETARW — ROZBICBXHAZET,

b. L—hkT4 LI KMN)—% /host ICEELZFT,


https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.13/html-single/machine_management/#cpmso-ts-etcd-degraded_cpmso-troubleshooting

FsE A MO—NVTL—VONRY YTy TESLTER

I sh-4.2# chroot /host

c. BED etcdPod 774 )% kubelet ¥ =7z ARTa4 LI MN)—DOBELET,

I sh-4.2# mkdir /var/lib/etcd-backup

I sh-4.2# mv /etc/kubernetes/manifests/etcd-pod.yaml /var/lib/etcd-backup/

d etedT—49T4 LV MN)—ZRDOBRICHEBLET,
I sh-4.2# mv /var/lib/etcd/ /timp
INT/—RIz)LERTTEEY,
2. EBTRWAYN—%EHIKRLET,
a. HEAEZIFIE/—RLEICRWPodERBIRLET,

DSRY—ICT IV EATESH—IFIJLT, cluster-admin 2—%—& L TUTFDaOvY Y K
EEITLET,

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

Al
etcd-ip-10-0-131-183.ec2.internal 2/3  Error 7 6h9m
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 6h6m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running 0 6h6m

b. BT D eted AVTF—ICERL., ®EZXITSD/—FIZRWPod DERTZEL X T,
VIR —ICT VA TESBH—IFILT, cluster-admin 1—H—& L TUTOaAT YR
EEITLET,

I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal

c. AYN—DYXM=WHELFT,

I sh-4.2# etcdctl member list -w table

ol
+ + + + +
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+ + + + +
----------- +

| 62bcf33650a7170a | started | ip-10-0-131-183.ec2.internal | https://10.0.131.183:2380 |
https://10.0.131.183:2379 |

| b78e2856655bc2eb | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |

| d022e10b498760d5 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380
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| https://10.0.154.204:2379 |
+ + +

+
.|

INLDEIRCDOFIETRIFELDEERSD, IDBELTIEFE T eted X V/N—DHEH]
ZEIBDTHEEEY,

d. ID % etcdctl member remove I < >~ RIZIEEL T, EE TR Weted X VNN—%HIBRL £
£

I sh-4.2# etcdctl member remove 62bcf33650a7170a
DBl
I Member 62bcf33650a7170a removed from cluster ead669ce1fbfb346
e. XUN—DNAPMNZBERRL., XUN—DHIRINLZEZHRBLET,

I sh-4.2# etcdctl member list -w table

HhH
+ + + + +
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+ + + + +
----------- +

| b78e2856655bc2eb | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |

| d022e10b498760d5 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380
| https://10.0.154.204:2379 |

+ + + + +

INT/—RYITIERTTEET,
3ROAR VY REANALT, 94— LH—KREATICLET,

$ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides":
{"useUnsupportedUnsafeNonHANonProductionUnstableEtcd": true}}}'

DAV RNICLY, =Ly NEEBICBERL, 8 Pod Z#0—IL7OKNTEBLDIC
BYFEY,

4. BIBRINEEETHWeted A VYN—DFHWY—2 Ly NEYIBRLET,
a. HIfRXh7i=EETHRWetcd A YN—DY—H Ly h—EBEXRRLZET,

I $ oc get secrets -n openshift-etcd | grep ip-10-0-131-183.ec2.internal ﬂ

Q CDFEIETEHRIFEEXZHLEETA W eted X Y N—DEFIEEL T,
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DLTFOHEDICARINBELDIC, ET7. H—EVT, BLUANIIR—=OLy kDHY

E

H A5l
etcd-peer-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2 47m
etcd-serving-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2 47m
etcd-serving-metrics-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2

47m

b. HIFRSINAEE T Wetcd X Y N—DY—J Ly hZHIFRLET,
. E7Y—JLy bEHIFRLE T,

I $ oc delete secret -n openshift-etcd etcd-peer-ip-10-0-131-183.ec2.internal
i. - Ly bEHIBRLE T,
I $ oc delete secret -n openshift-etcd etcd-serving-ip-10-0-131-183.ec2.internal

i. XNYOR—0 1Ly hEHIBRLET,

$ oc delete secret -n openshift-etcd etcd-serving-metrics-ip-10-0-131-
183.ec2.internal

5 etcd DBT70OA XAV MNai@EIMNICETLET,
DSRY—ICT IV ERATES49—IFILT, cluster-admin 2—H—¢ L TUTFTOaOYT Y K%
EITLEY,

$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "single-master-recovery-
"$( date --rfc-3339=ns )""}}' --type=merge

Q forceRedeploymentReason {BIZ—BE THBNENHY X T, TDLdD, 91 LRIV T
MEmInEd,

etcd ¥ 5 R4 — Operator BT 704 RT3 %%E. IRTCOHOAY  NA—ILTL—V /) —
KT etcd Pod BEEL TWB Z & AREELEF T,

6. ROAXVKREANLT, 944—ZLH—RKEFVICRLET,

I $ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides": null}}'

7. ROOAX Y K% AALT. unsupportedConfigOverrides 7> 3 '+ 7 7 M SHEIR
INIEEHRBTEET,

I $ oc get etcd/cluster -oyaml

8. B—/— KD OpenShift #ffA L TW3HGIE. /—RE2BEEBLET. £ LARVWE, etcd
9 5 X4 — Operator T ROTZ—HMRET HAEENHY T,

H A B
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EtcdCertSignerControllerDegraded: [Operation cannot be fulfilled on secrets "etcd-peer-sno-
0": the object has been modified; please apply your changes to the latest version and try
again, Operation cannot be fulfilled on secrets "etcd-serving-sno-0": the object has been
modified; please apply your changes to the latest version and try again, Operation cannot be
fulfilled on secrets "etcd-serving-metrics-sno-0": the object has been modified; please apply
your changes to the latest version and try again]

BREE

o HLWXYN—DFATRET, EBRKEBICHD I EZHERLIT,

a. BEETHDetcd AV FF—ICERLET,
DRI —ICT IV EATEDY—IFI T, cluster-admin 2—HF—& L TUTOaATV K
EEITLET,

I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal
b. IRTDAVN—DNEETHBIEZWRLET,
I sh-4.2# etcdctl endpoint health

H A B

https://10.0.131.183:2379 is healthy: successfully committed proposal: took =
16.671434ms

https://10.0.154.204:2379 is healthy: successfully committed proposal: took =
16.698331ms

https://10.0.164.97:2379 is healthy: successfully committed proposal: took =
16.621645ms

5243. X UHRITFINTVWEAEWVD, J— RHAEFBREICBWIZEDEETHRWRT LAY )L
etcd A VIN—DBXH %

LTOFIETIH., SO UDNEFTINTUVARWVD, /— ROEFBREICAWVBEDEETRVWRT XYL
etcd A VN—BEBEXBZ5FIEEHALET,

AVAN—=—5—T7OEEYa=ZVIINBIAVISANSIFvy—52ETLTWBEBAE, Fidvry

APl #FRA LTIV ZERLTVWEIHBEIE. UTOFIEEZEITLEYT., ThUADGEIE. RIICHEF
KLE-EZERUAET. HrLwnwaryro—IiL7L—> /) —REERTIVELNHYET,

AR
o EETAHRWVWRT AL Letcd X VN—%ERHFELTWS,
o TUUNETINTVLAWLS, /— RHIEMREICAVWI EZHER LTV,
e cluster-admin O—J)LA2{F 21— —& LTI TRYI—ICTIVERATE S,

e ctcd DNV I Ty THEREBLTWS,
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BF

BEIARE LEBRICISRY—BETTEDL LI, ZOFIEEEITT BHIIC
etecd/N\w O 7y THEERLTHL,

FIa
L EBTRWAYN—ZMEEL. HIRRLE Y,

a. WEBAEZIFTD /) —REICHRWPodEZEIRLET,
DSRHY—ICT IV EATESH—XFIJLT, cluster-admin 21— —& L TUTFTDaOvY Y K
EEITLET,

I $ oc -n openshift-etcd get pods -l k8s-app=etcd -0 wide

el
etcd-openshift-control-plane-0  5/5 Running 11 3h56m 192.168.10.9 openshift-
control-plane-0 <none> <none>
etcd-openshift-control-plane-1  5/5 Running 0 3h54m 192.168.10.10 openshift-
control-plane-1 <none> <none>
etcd-openshift-control-plane-2 5/5 Running 0 3h58m 192.168.10.11 openshift-
control-plane-2 <none> <none>

b. ITHD etcd AV TF—ICEHR L. EZRITSH/—NIZIRLV Pod DERIZEL XY,
PRI —ICTF YV EATESHH—IFILT. cluster-admin 1——& LTUTFOIT VR
ZEITLET,

I $ oc rsh -n openshift-etcd etcd-openshift-control-plane-0

c. AYN—DYXN=WHELET,

I sh-4.2# etcdctl member list -w table

H A B
+- -+ + + +- -
B +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS | IS LEARNER |
+- -+ + + +- -
B +

| 7a8197040a5126c¢8 | started | openshift-control-plane-2 | hitps://192.168.10.11:2380/ |
https://192.168.10.11:2379/ | false |

| 8d5abe9669a39192 | started | openshift-control-plane-1 | https://192.168.10.10:2380/ |
https://192.168.10.10:2379/ | false |

| cc3830a72fc357f9 | started | openshift-control-plane-0 | https://192.168.10.9:2380/ |
https://192.168.10.9:2379/ | false |

+- -+ + + +- -
pmmmmm s +
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INSDEIFCDFIETRIFEDEERDD. IDBLVPEETRWL eted X V/N\—DHH]
HFEZIEOHTHETEY, etcdetl endpoint health A< > K&k, BEXMIDFIENZT L.
FRAVNR—DEBMINZET, HIRINAVYN—%Y X MRTLET,

d. ID % etcdctl member remove I < >~ RIZIEEL T, EE TR Weted X VNN—%ZHIBRL
£

a5 H-
= A
WY eted X V/NN—HHIBRL 9, @EUIA eted X /8 —%HIRR

T2&E. VF—TL(ERE) BRONDAREMNHY T T,

I sh-4.2# etcdctl member remove 7a8197040a5126¢8
H oAl
I Member 7a8197040a5126¢8 removed from cluster b23536¢33f2cdd1b

e. AVN—DVAMEBERTL., XVN—DHIRINIEZERLET,

I sh-4.2# etcdctl member list -w table

H A B
+- -+ + + +- -
-+ -+
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS | IS LEARNER |
+- -+ + + +- -
-+ -+

| 7a8197040a5126c¢8 | started | openshift-control-plane-2 | hitps://192.168.10.11:2380/ |
https://192.168.10.11:2379/ | false |

| 8d5abe9669a39192 | started | openshift-control-plane-1 | https://192.168.10.10:2380/ |
https://192.168.10.10:2379/ | false |

+- -+ + + +- -

-+ -+

INT/—RYITIERTTEET,

B

AVN—%HIBRLEE. BYDetcd M VRAYVADBEIBLTWSBHE., 7
SRY—ICEERT IV ERATELRWEEYHY T,

2. ROAX VY REANALT, 94— LH—KREATICLET,

$ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides":
{"useUnsupportedUnsafeNonHANonProductionUnstableEtcd": true}}}'
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ZDARVRNICEY, =Ly NZ2EBICBEKRL. BB PodZ0O0—ILT7 I RTEBLDIC
By FE9,

3. UTFTDOYY REEFTLT, HIRINIZEETHWeted Ay NN—DFHWY—2 Ly M&HIRL
i’a—o

a. HIRXINh/AEEETAWetcd AYN—DY—F Ly h—BERRLET,
I $ oc get secrets -n openshift-etcd | grep openshift-control-plane-2
CDFIRTHRIFEEZBOLET TRV eted A VN—DHAFIEELET,

DLTFOHEDICARINBELDIC, ET7. H—EVT, BLUANIIRI—=O Ly "DHY

F9,
etcd-peer-openshift-control-plane-2 kubernetes.io/tls 2 134m
etcd-serving-metrics-openshift-control-plane-2 kubernetes.io/tls 2 134m
etcd-serving-openshift-control-plane-2 kubernetes.io/tls 2 134m

b. BIfRINAEBTHRWetcd XV NN—DY—2 L v NEHIBRLE T,
. E7Y—0Ly hEHIBRLE T,
$ oc delete secret etcd-peer-openshift-control-plane-2 -n openshift-etcd

secret "etcd-peer-openshift-control-plane-2" deleted
i. B —I Ly hEHIBRLET,
$ oc delete secret etcd-serving-metrics-openshift-control-plane-2 -n openshift-etcd
secret "etcd-serving-metrics-openshift-control-plane-2" deleted
ii. XMVOR—=ULy MEHIBRLET,
$ oc delete secret etcd-serving-openshift-control-plane-2 -n openshift-etcd
secret "etcd-serving-openshift-control-plane-2" deleted

4. aAvhkO—ILTL—rITIUEEIKRLET,
AVAN—=5—T7AEYa Vv IINBZAVISANSIFv—52ETLTVWBREA, £
WYYV APIZFRLTYY VEER L TWBIGEEIE. LTOFIEEAERTLET., ThUAD

mBalk. BHIERLZEZEBUARET, rLvnwary bao—IL7L—> /) —REERT 2
ELhHY FT,

a. FETRHRWAYN—DITIVEREBLET,

DRI —ILT IV ERATEDH9—FIJLT, cluster-admin 21— —& L TUTOaAT R
EEITLET,

I $ oc get machines -n openshift-machine-api -o wide

H A B
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b. ¥¥

NAME PHASE TYPE REGION ZONE AGE NODE
PROVIDERID STATE
examplecluster-control-plane-0  Running 3h11m openshift-control-

plane-0 baremetalhost:///openshift-machine-api/openshift-control-plane-0/daiebe11-
3ff2-41¢c5-b099-0aa41222964e externally provisioned

examplecluster-control-plane-1  Running 3h11m openshift-control-
plane-1 baremetalhost:///openshift-machine-api/openshift-control-plane-1/d9f9acbc-
329c-475e-8d81-03b20280a3e1 externally provisioned

examplecluster-control-plane-2  Running 3h11m openshift-control-
plane-2 baremetalhost:///openshift-machine-api/openshift-control-plane-2/3354bdac-
61d8-410f-be5b-6a395b056135 externally provisioned

examplecluster-compute-0 Running 165m openshift-compute-0
baremetalhost:///openshift-machine-api/openshift-compute-0/3d685b81-7410-4bb3-80ec-
13a31858241f provisioned

examplecluster-compute-1 Running 165m openshift-compute-1
baremetalhost:///openshift-machine-api/openshift-compute-1/0fdae6eb-2066-4241-91dc-
e7ea72ab13b9 provisioned

CHIFEETRW/ —RDay bO—ILFL—rT >V TY (examplecluster-
control-plane-2),

SEETTFAINVATLD T 74 IICIEFELET,

'EIIII

$ oc get machine examplecluster-control-plane-2 \ ﬂ
-n openshift-machine-api \
-0 yaml\
> new-master-machine.yaml

‘) THAW/—ROAYMO—LTL -V VDELRIEEELE T,

c. BRIDFIE TR X 117z new-master-machine.yaml 7 7 1 L =fR&E L. FLLWARIAE

Y

LT, FERT74—ILREHIBRLET,
i. statustty Y aveEEHIBRLET,

status:

addresses:

- address: ™"
type: InternallP

- address: fe80::4adf:37ff:feb0:8aal1%ens1f1.373
type: InternalDNS

- address: fe80::4adf:37ff:feb0:8aal1%ens1f1.371
type: Hosthame

lastUpdated: "2020-04-20T17:44:29Z7"

nodeRef:
kind: Machine
name: fe80::4adf:37ff:-feb0:8aa1%ens1f1.372
uid: acca4411-af0d-4387-b73e-52b2484295ad

phase: Running

providerStatus:
apiVersion: machine.openshift.io/vibetai
conditions:
- lastProbeTime: "2020-04-20T16:53:50Z2"



FosE OO NLTL—ONRY I 7y TELUER

lastTransitionTime: "2020-04-20T16:53:50Z"
message: machine successfully created
reason: MachineCreationSucceeded
status: "True"
type: MachineCreation
instanceld: i-0fdb85790d76d0c3f
instanceState: stopped
kind: Machine

5. metadata.name 7 1 — )L RZFEDOLZRNICEBL £ 7,
BWIYYVERUNR—RBZ2HFL, REOESZRICHATRLESICEERET 5 EMNHE
INFET, ZDHITIE. examplecluster-control-plane-2 ' examplecluster-control-plane-3
IKEREINTWET,

UFICHZERLET,

apiVersion: machine.openshift.io/vibetai
kind: Machine
metadata:

name: examplecluster-control-plane-3

a. spec.providerlD 7 1 —JL RZHIFRL £ 7,

providerID: baremetalhost:///openshift-machine-api/openshift-control-plane-2/3354bdac-
61d8-410f-be5b-6a395b056135

b. metadata.annotations & & U' metadata.generation 7 1 —JL R&HBIR L £ 9,

annotations:
machine.openshift.io/instance-state: externally provisioned

generation: 2

c. spec.conditions. spec.lastUpdated. spec.nodeRef. & &£ U spec.phase 7 1 —JL K%
HIBRL £9,

lastTransitionTime: "2022-08-03T08:40:36Z"
message: 'Drain operation currently blocked by: [{[Name:EtcdQuorumOperator
Owner:clusteroperator/etcd}]’
reason: HookPresent
severity: Warning
status: "False"

type: Drainable

lastTransitionTime: "2022-08-03T08:39:55Z"
status: "True"

type: InstanceExists

lastTransitionTime: "2022-08-03T08:36:37Z"
status: "True"

type: Terminable

lastUpdated: "2022-08-03T08:40:36Z"
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nodeRef:

kind: Node

name: openshift-control-plane-2

uid: 788df282-6507-4ea2-9a43-24f237ccbc3c
phase: Running

6. LTFDOaT Y REFEITL T, Bare Metal Operator A AR THZ I EEHELET,

I $ oc get clusteroperator baremetal

H A B

NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE MESSAGE
baremetal 4.13.0 True False False 3d15h

ROOATY REZEFTLT, HV BareMetalHost 7 7 =7 M &HIBRL 9,

I $ oc delete bmh openshift-control-plane-2 -n openshift-machine-api

H A B

I baremetalhost.metal3.io "openshift-control-plane-2" deleted
ROATY RERTLT, EBBRAVYN—DT I VEHIRLET,
I $ oc delete machine -n openshift-machine-api examplecluster-control-plane-2

BareMetalHost & & Uf Machine # 7> =7 M %HIlfd % &, Machined> hO—5—(C& Y
Node# 7>/ NHEEIRICEIBRINE T,

ASHADIEBEHTIYY VOYIRMENEZY., AT Y RABITFONTEREY T23B8I1E. vV
FTTVTIOMNDIT7AFTSAT =T 14— REHIBRT 22 & THREIWICHKBRTEET,

23

Ctrl+c 23 L TY YV OEIBRERI L AAWTLL I W, OV Y RPRTTBET
HITTEDLDILTEIMRENHYET, FILWI—IFILD 1V ROERHEE,
774 FT 54 —714—ILRERELTHIBRLET,

a. ROARY RZRFTLT, ¥y UREZRELIT.
I $ oc edit machine -n openshift-machine-api examplecluster-control-plane-2

b. Machine h X9 LY —ZADRDT 4 —ILREHIBRL, BEFRINEZT774ILEREFLE
-a—o

finalizers:
- machine.machine.openshift.io

H A B

I machine.machine.openshift.io/examplecluster-control-plane-2 edited



FsE A MO—NVTL—VONRY YTy TESLTER

9. MTFDOT Y RZRITLT, Y UNHIBRINTWS I & 2R LET,

I $ oc get machines -n openshift-machine-api -o wide

DBl
NAME PHASE TYPE REGION ZONE AGE NODE
PROVIDERID STATE
examplecluster-control-plane-0  Running 3h11m openshift-control-plane-0

baremetalhost:///openshift-machine-api/openshift-control-plane-0/daiebe11-3ff2-41¢5-b099-
0aa41222964e externally provisioned

examplecluster-control-plane-1  Running 3h11m openshift-control-plane-1
baremetalhost:///openshift-machine-api/openshift-control-plane-1/d9f9acbc-329¢c-475e-8d81-
03b20280a3e1 externally provisioned

examplecluster-compute-0 Running 165m openshift-compute-0
baremetalhost:///openshift-machine-api/openshift-compute-0/3d685b81-7410-4bb3-80ec-
13a31858241f provisioned

examplecluster-compute-1 Running 165m openshift-compute-1
baremetalhost:///openshift-machine-api/openshift-compute-1/0fdae6eb-2066-4241-91dc-
e7ea72ab13b9 provisioned

10. JROAT Y RAEZETLT, /—RDEIBRINAZEEERELET,

$ oc get nodes

NAME STATUS ROLES AGE VERSION
openshift-control-plane-0 Ready master 3h24m v1.26.0
openshift-control-plane-1 Ready master 3h24m v1.26.0
openshift-compute-0 Ready worker 176m v1.26.0
openshift-compute-1 Ready worker 176m v1.26.0

1. 1L\ BareMetalHost # 7Y 2 &Y —2 Ly MAERR L TBMC SREEBEHRAREFELE T,

$ cat <<EOF | oc apply -f -
apiVersion: v1
kind: Secret
metadata:
name: openshift-control-plane-2-bmc-secret
namespace: openshift-machine-api
data:
password: <password>
username: <username>
type: Opaque
apiVersion: metal3.io/vialphat
kind: BareMetalHost
metadata:
name: openshift-control-plane-2
namespace: openshift-machine-api
spec:
automatedCleaningMode: disabled
bmc:
address: redfish://10.46.61.18:443/redfish/v1/Systems/1
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credentialsName: openshift-control-plane-2-bmc-secret
disableCertificateVerification: true

bootMACAddress: 48:df:37:b0:8a:a0

bootMode: UEFI

externallyProvisioned: false

online: true

rootDeviceHints:
deviceName: /dev/disk/by-id/scsi-<serial_number>

userData:

name: master-user-data-managed
namespace: openshift-machine-api

EOF

pa

A—H—ZENRRAT—RIE, BORT XY IVHERA MDY —O Ly NTHRTEZE
9, bmc:address TEATZ7O0MNIILIE. BObmh AT 9 KHASEET
xFd,

BE

BEoay bO—ILTFL—VERX MDD S BareMetalHost 7 75 7 NEZEH
FMAT 25EE. externallyProvisioned 7 1 —JL K% true ICERE L72F FIC L
TWTLIEEW,

o> bO—J)L 7L — > BareMetalHost = 7> = ¥ b, OpenShift
Container Platform 4 Y2 k=)L 7OV S LIl >TTAOEY a v I3 hici5
AICIE. externallyProvisioned 7 5 7" true ICEREI N T WS AIBEMEL H Y £
ER

MEINZETT5E, BareMetalHost 7 7Y =7 RHAMER I, 7OEY a3V TE3 LK

BRYFEY,

12. FIFATEIAEZ: BareMetalHost # 7V 7 MA R L TERTOCREEERLF T,

$ oc get bmh -n openshift-machine-api

NAME STATE CONSUMER ONLINE ERROR AGE
openshift-control-plane-0 externally provisioned examplecluster-control-plane-0 true

4h48m

openshift-control-plane-1 externally provisioned examplecluster-control-plane-1 true

4h48m

openshift-control-plane-2 available examplecluster-control-plane-3 true 47m
openshift-compute-0 provisioned examplecluster-compute-0 true 4h48m
openshift-compute-1 provisioned examplecluster-compute-1 true 4h48m

a. new-master-machine.yaml 7 7 1 LA A L THRIV bO—ILTL—r I U EERL

i‘a—o

I $ oc apply -f new-master-machine.yaml

b. M UNMERINIcZ MR LI,

I $ oc get machines -n openshift-machine-api -o wide
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H DBl
NAME PHASE TYPE REGION ZONE AGE NODE
PROVIDERID STATE
examplecluster-control-plane-0 Running 3h11m openshift-control-

plane-0 baremetalhost:///openshift-machine-api/openshift-control-plane-0/daiebe11-

3ff2-41¢c5-b099-0aa41222964e externally provisioned

examplecluster-control-plane-1 Running 3h11m openshift-control-

plane-1 baremetalhost:///openshift-machine-api/openshift-control-plane-1/d9f9acbc-

329c-475e-8d81-03b20280a3e1 externally provisioned

examplecluster-control-plane-2 Running 3h11m openshift-control-

plane-2 baremetalhost:///openshift-machine-api/openshift-control-plane-2/3354bdac-

61d8-410f-be5b-6a395b056135 externally provisioned

examplecluster-compute-0 Running 165m openshift-compute-

0 baremetalhost:///openshift-machine-api/openshift-compute-0/3d685b81-7410-
4bb3-80ec-13a31858241f provisioned

examplecluster-compute-1 Running 165m openshift-compute-

1 baremetalhost:///openshift-machine-api/openshift-compute-1/0fdae6eb-2066-
4241-91dc-e7ea72ab13b9 provisioned

ﬂ ##i< > ~ clustername-8qw5l-master-3 D /Ef X 1. Provisioning 75 Running

IC7 T —XAHWLTEIND EHERREICARY T,

RO UDMERI N ETILHD DA ML ZHBELHYET, etcd VT RY—
Operator ZY ¥V F7lE/ — RAEELRREBICRZ2 EBFNICERLE T,

NTWRWIZ L ZHRLET,
I $ oc get bmh -n openshift-machine-api

H A B

$ oc get bmh -n openshift-machine-api

c. MTFDARY RERITLT, RTPAIINKRAMNNTOEY 3=y J8h, T5—DRES

NAME STATE CONSUMER ONLINE ERROR AGE

openshift-control-plane-0 externally provisioned examplecluster-control-plane-0 true
4h48m
openshift-control-plane-1 externally provisioned examplecluster-control-plane-1 true
4h48m

openshift-control-plane-2 provisioned examplecluster-control-plane-3 true
47m

openshift-compute-0 provisioned examplecluster-compute-0 true
4h48m

openshift-compute-1 provisioned examplecluster-compute-1 true
4h48m

d UTFDaAYY REEITLT, HR/— FEIMIN, Ready DIRETH S I & =ML

ER

I $ oc get nodes

H A B

ES
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$ oc get nodes

NAME STATUS ROLES AGE VERSION
openshift-control-plane-0 Ready master 4h26m v1.26.0
openshift-control-plane-1 Ready master 4h26m v1.26.0
openshift-control-plane-2 Ready master 12m v1.26.0
openshift-compute-0 Ready worker 3h58m v1.26.0
openshift-compute-1 Ready worker 3h58m v1.26.0

13. ROAX Y RZAALT, 74—FLA—FZEFVICRLET,
I $ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides": null}}'

14. ROV K% AFAL T, unsupportedConfigOverrides 27 > a v HA4 T2 =¥ MH SHIBR
INIEERRBTEET,

I $ oc get etcd/cluster -oyaml

5. B—/—RK® OpenShift #FA L TW2HEIF. /—REBEBLET., €5 LARVLE, etcd
9 5 X4 — Operator TROTZ—HMRET ZAEENHY 9,

H A B

EtcdCertSignerControllerDegraded: [Operation cannot be fulfilled on secrets "etcd-peer-sno-
0": the object has been modified; please apply your changes to the latest version and try
again, Operation cannot be fulfilled on secrets "etcd-serving-sno-0": the object has been
modified; please apply your changes to the latest version and try again, Operation cannot be
fulfilled on secrets "etcd-serving-metrics-sno-0": the object has been modified; please apply
your changes to the latest version and try again]

1. $RTD etcd Pod BABEUIICEITINTWVWS I EAERELET,
DSRY—ICT IV EATES49—IFI)LT, cluster-admin 21—H—¢ L TUTOaOY Y K%
EITLEY,

I $ oc -n openshift-etcd get pods -l k8s-app=etcd
6

etcd-openshift-control-plane-0  5/5 Running 0 105m
etcd-openshift-control-plane-1 5/5 Running 0 107m
etcd-openshift-control-plane-2 ~ 5/5 Running 0 103m

BERIOOTY ROHEAIK2 DD Pod DHHY XA MNKRRINBIHE, etcd DBET TAA XV b
HAFEETRETEZd, VS5RY—ICT7IVERATEXS49—3IFI) T, cluster-admin 11— —
SLTUTOaY Y REEFLET,

$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "recovery-"$( date --rfc-
3339=ns )""}}' --type=merge ﬂ

Q forceRedeploymentReason {BIZ—BE THBNENHYET, TDLdD, 91 LRIV T
MEmInEd,
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etcd XA VN—=DNB &3 E3DHB LRI BICTIE. EITHD eted AV TF—ICHEHRHEL.
REBERI /) —REICRD 2/ Pod DERIZELE T, V5RY—ICTIVEATESY—3
+ LT, cluster-admin 1—#%'—& LTUTFOOTY REEITLET,

I $ oc rsh -n openshift-etcd etcd-openshift-control-plane-0

2. AVN—D) A NEEZRELE T,

I sh-4.2# etcdctl member list -w table

5
+ + + + + +
______________ +
| ID | STATUS | NAME | PEER ADDRS | CLIENT ADDRS
| ISLEARNER |
+ + + + + +
______________ +

| 7a8197040a5126c¢8 | started | openshift-control-plane-2 | https://192.168.10.11:2380 |
https://192.168.10.11:2379 | false |

| 8d5abe9669a39192 | started | openshift-control-plane-1 | https://192.168.10.10:2380 |
https://192.168.10.10:2379 | false |

| cc3830a72fc357f9 | started | openshift-control-plane-0 | https://192.168.10.9:2380 |
https://192.168.10.9:2379 | false |

+ + + + + +

pa )

BERIOORY ROEAITA4DUED etcd X VIN—DBRRINDBA. TFERX
VIN—HEEICHIRT ZHRELrHY T,

3 HUTOIRY REEITLT, §RTDetcd AVN—DEETHD I EE2HRLET,
I # etcdctl endpoint health --cluster
ol

https://192.168.10.10:2379 is healthy: successfully committed proposal: took = 8.973065ms
https://192.168.10.9:2379 is healthy: successfully committed proposal: took = 11.559829ms
https://192.168.10.11:2379 is healthy: successfully committed proposal: took = 11.665203ms

4 LTFOOY Y REEFTLT, IRTDO/—RDPEFDONVEY IV THD I EEERELET,

$ oc get etcd -o=jsonpath="{range.items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

I AlINodesAtLatestRevision

5.2.5. BEE B
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o IVVUTATHAINTVIILLDY +—F LIRE
53.[FER&RIH

531 FEEEIRICDOWVWT

ZDEZEEIR R+ 2 X KTIE, OpenShift Container Platform 7 5 249 —CRE T 2 ApEEDH %18
HOBEZEDH 2RENSDEIBFECOVWTOEEERITOBREZRHBELTVWET, BEEEE, /7R
H—DREABEET ZREBICET2HOIC. UTDI12FLIFEROFIBERITTI2HENHBIH5ELDH
l’) i-a_c

BE
EEEIBICIE. PR EE1TD2OEERIY MA—ILTL—VRA N RETT,

95 A9 —DERDIRE~DETT

IDV)a—avid, ERENEERLDOEZHIRLABERE, VRS9 —%2BERIDOKREICETT
TEMENHIZREBICHIELET., ThiTE, XZHOIY hO—ILTL—VKRZ MiRbhiik
HiCeted VA —F L (ERE) RN, VSR —DF T4 VICRZREBEEENE T, etcd
Ny 97y TEBRELTWBIRY, MT@%ﬁkﬁvfﬁ7Z& HERIOREICETTEET,
FETIHBER. I NO—IILT L —VIAEBAEOHRUNDREN S D) AN —DREIC/R D5
BEHYET,

DIk

==
=

5525 —DEHORE~DETTIE. EFHDI 529 —TF 5 REHT, T

BERT7VaVTY, COFIEIE. ZEOFEELTOAMEBALTLEX
LN,

BEIRDETRIC. 77 RI—~DHEDFHFMIIOVWTISRI—DETZSR
LTI,

> e

KEHDTRY—DMEARE L TCHARRETHY., eted DY+ —F5 LDHBHEIE. F
JBICE> TE—DEETHWVetcd X VNN—DBEEHZ AERITLET,

L

Ay ha—IFL—ViBAZ0HRTIhOREISD ) h/XY —
DY )a—avid, A hO—ITL—ViIRREOHRI N /ZREICHIELET, L&A
. 1 VAM=ILD 24 BERICITONERNDIABREOO—T—> I VEIIKI FARY—%T vy b
7’7/?6 2 N=)N DIEEHiLatD F—yarvind, PRYNICARYET, UTOFEICK>T, O
v hO=ILTL—VIIBZEDHRINDRENSDY AN —5RITTEET,

5.3.2. 7S5 A9 —DERDIREANDIETT
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FosE OO NLTL—ONRY I 7y TELUER

VSR —HBRIOREICETTZIC1FE. Ty Toay MaEERLT. BRI etcd 7= DNy
Ty TETOTWBRENDHYET, CORFTvTVay haERLT,. 7529 —DREEETLE
—g_o

5321 7R —DREOETICDOWVWT

etecd N\ O 7y TaEALT, V7RI —%BERIOREICETTEEFT, ThiE, UTORREL SEE
TRHICERATEIT,

o VSRAN—IF, AEHDOAYMOA—ILTL—VERARNERWE L (V3 —FLDEXK),

o BEHENEZLELDZHIRL., /5 RI—%2EIHIBLHDICETTEILEN DY X,

Digk

==
[=]

5525 —DEHORE~DETTIE. EFEDI 525 —TF 5 RENT, FRE
BR70avTd, hid. REDFEELTOAMEBLTLEIL,

Kubernetes API H—N\—% AL TCTF—Y 2B T 3155E. etcd PFIEHTE
3728, etecd Ny I Ty THFHALTETITDIEETEEHA,

etcd ENRMICETT D&, V5RY—DPERBRNICTICEIN., IRTDISA4T7 Y MNIFEET DA
BRENMREELEFT, Ihld. kubelet, KubernetesaAY hAO—5—vXx—Yv¥—, SDNIY bO—
S—, KR a—Lay b O—5—REDAVR—RY NEERITIEEICHELS Z D AEMEDLDH
L) i_a_o

etcd DAVFTVYDNT ARV EOERBOOAV T VY E—BLARWE, Operator F ¥ —VHFEL.
TARIEDT7 74 )b eted DAV T VY EFAT S E. Kubernetes APl —/X—, Kubernetes
PO—5—<R—Y v —., Kubernetes A7 ¥ 2 —5—7E® Operator MELLT BIHFEDHY FT,
DZEIE. BBOFBRICFEIDOT V2 a VMR BICARZIFENHY FT,

WBIRRIBE., 7 5RAY —IdKER) 2 —LEBHTERLAQY, BELALL A AEBEELRY7—/O0—R
ZHIBRL., 2 vDA A=V BEML. BRYINDIIAE#FRHL T CANY RILAEEXBRZI B &
5.3.2.2. 7S5 A9 —DERDIREANDETT
REINetcd DNy O Ty THFALT, V75RY—OLBIOREAETLEY., KZHDIV M
O—ILFL—VRA MDY RbhAEISRAY—%EBTLIZYTEET,

pz -1o)

P52 —pavha—ILTL—rvirtEy hEFERALTWREA,. LYBEBEA etcd

DANY —FBICOWTIE, avbhO—ILTL—vIorvtEYy NDODNSTIVYa—FT4
VI ESBLTKEIW,
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BE

PSR —%EIXTBEIC. BL z-stream Y ) —ZAHSERE Lk etcd N I Ty T%
FRTIBRENHY £9, L& xIE. OpenShift Container Platform 4.7.2 7 5 A4 —
&, 47206 Licetcd Ny I 7y THFRTILENHY T,

AR &M
o AVAM—ILEFICEALLLDERK. SEBAEN—ZD kubeconfig 7 7 1 L=/ L
T. cluster-admin O—J)LEFOII—HF - LTIFTRI—ITIEALET,
o YUANY—RZAMELTHERTZEERIY MO—ILTL—VRAMNHB T &,
e IV FOA—ITL—VYERAMDSSHT V2R,

o ctcd RF v T ay NEFEMPod DY Y —ROMAEELNY Ty TTF4 L2 MNY— (AL
Ny Ty THhomMLNEED), TALIN)—HDT7 744
I&. snapshot_<datetimestamp>.db & & U' static_kuberesources_<datetimestamp>.tar.gz
DOEKICT 20BN HY T,

BF

FEYANY)—arv b O—ILTL—V/)—RODFBEIK., SSHEHRAEIILZY, 8 Pod
BEIELAEYTZRERIHOY FHA, O AN =LAy b O—ILTL—V T Y
vEI1DTDHIRL., BEKRLET,

L VANY—=FRZAMNELTERT 23 MOV TL—VERZAMNEBIRLEYT, Ihik, B
FeERTIBRAITY,

2. UANY)—=KRZAMEED, EavbO—ILTL—Y /) —RADSSHEHEAHIILE T,
Kubernetes APl Ht —/N\— (3BT 7O ADFBRICT IV ERATELRLL RSO, Jv bO—)b
TL—V /=R T7I9EATEEF A, TDED, JIOY—IF)LT&aY hO—ILTL—
VIRAMISSHERAMIIT I ENMBEINET,

BF

CDFIEEZTLAWE, ExFEE2ETT2HICaAY M A—ILTL—VEKR
NCTIERTDBZENTIRLARY, ZORENSISRY—%OETEHRL
By FE9,

3 etedNNw I TvTTF4LYMN)—=F)AN) =y b O—LTL—YRAMIIE—-LET,
ZDFIETIE, etcd RF Yy T ay NBLUVHEHPod D)V —2%&ET backup7 4 L7
)—%, YANY)—=ar  A—=)LTL—YEKRAKND /homelcore/ T4 L& h)—ICOAE—LT
WBZEZRIRELTVWET,

4, EOITARTOAY M O—ILTL—Y /) —RTEMPod 2#ELLLZET,
cj"fx\ &)f‘x; =
;ﬁ%& ) AN —RANTEN Pod #1513 20EIZHY FHA.

a. YANY—FKRRPMTREAWIY MO—LVLTL—YERAMIT7I27E2ZALET,
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. BEfED etcdPod 771 L% kubelet Y= 7T A MFTA LI MY —DSBELET,
I $ sudo mv -v /etc/kubernetes/manifests/etcd-pod.yaml /tmp

. etcdPod MEIELTWR Z & AHBERELE T,

I $ sudo crictl ps | grep etcd | egrep -v "operator|etcd-guard”

AYY ROBAORBETHZI1ETTT, ZTHRVEER, BOTFHL THOBERIRELX
ER

. BETZD Kubernetes APl #—/X—Pod 7 71 JL & kubelet ¥ =7 T A MFT4A4 LI N)—D5
BEgLEd,

I $ sudo mv -v /etc/kubernetes/manifests/kube-apiserver-pod.yaml /tmp

. Kubernetes APl #—/X—Pod MELEL TWB I &R L X T,
I $ sudo crictl ps | grep kube-apiserver | egrep -v "operator|guard"

ATV FOBARZETHZIETTY, ZTRVGEERF. BOFELTHOBERRLE
ER

Letcd T T ALY M) —ZRDBAAICHEBLE T,

I $ sudo mv -v /var/lib/etcd/ /tmp

. letc/kubernetes/manifests/keepalived.yaml 7 7 1 LHAFEEL. / — KHBIRINZIFGE
. ROFIRICHEWVNE T,

i. /etc/kubernetes/manifests/keepalived.yaml 7 7 1 /L% kubelet Y =7 T A b7 1 L
JR)—DOBELET,

I $ sudo mv -v /etc/kubernetes/manifests/keepalived.yaml /tmp

i. keepalived 7T—EVICL>TEEINTWAAVTF—DELELTWB I EAREREL
x7,

I $ sudo crictl ps --name keepalived

AYY ROBARBZETHZIETTYT, ZTHRVGER, BOTFHL THOBERIRELX
ER

ji. A MO—=ILTL—VIRIBIP(VIP) AEIYHTOATWEAE I N EERLET,
I $ ip -0 address | egrep '<api_vip>|<ingress_vip>'

iv. MEINAREBIP &I, ROOATY RERITLTRIBIP ZHIBRLE T,
I $ sudo ip address del <reported_vip> dev <reported_vip_device>

) ANY —RRMTERAWMBOOY NO—ILTFL—YRANTZOFIEEHEYIRLET,
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256

5.

DANY =3 b O—ILTL—YRAMITIVE2ALET,

6. keepalived 7—EVMMERAINTWBIFEIFE. VAN)—ary b O—ILTL—r/—RKHMRE
PERMBELTVWS I aHRLET,

I $ ip -0 address | grep <api_vip>

RIEIPO7 RLZANEET ZHE. EARTHRARIINET, REIPAREINTLAN
#\Eb<ﬂm*ntw&u%u\;wjvzhmwwi%ﬂ%&biio

5525 —2EOTOFY—DEMICHR>TVNBIEEIR. NO_PROXY. HTTP_PROXY. & &
U HTTPS_PROXY BIEZHA TV A K— M LTWB I EERRBLE T,

D

oc get proxy cluster -o yaml D AEHRAL T, 7OF L —HDEMIINTWEILE D H %
BTEEY, OF > —IL. httpProxy. httpsProxy. & &£ U noProxy 7 1« —JL RILEHIRE
INTVWBRBEICEMICINE T,

JANY) = hO—IVTL—VRANTETRAI) T EETL, N2 & eted/Nv I T v 7
TALIM)—ITELET,

I $ sudo -E /usr/local/bin/cluster-restore.sh /home/core/assets/backup

P S/ A XL il

...stopping kube-scheduler-pod.yaml

...stopping kube-controller-manager-pod.yami

...stopping etcd-pod.yaml

...stopping kube-apiserver-pod.yaml

Waiting for container etcd to stop

.complete

Waiting for container etcdctl to stop

............................. complete

Waiting for container etcd-metrics to stop

complete

Waiting for container kube-controller-manager to stop

complete

Waiting for container kube-apiserver to stop
.......................................................................................... complete
Waiting for container kube-scheduler to stop

complete

Moving etcd data-dir /var/lib/etcd/member to /var/lib/etcd-backup
starting restore-etcd static pod

starting kube-apiserver-pod.yaml
static-pod-resources/kube-apiserver-pod-7/kube-apiserver-pod.yaml
starting kube-controller-manager-pod.yam|
static-pod-resources/kube-controller-manager-pod-7/kube-controller-manager-pod.yaml
starting kube-scheduler-pod.yaml
static-pod-resources/kube-scheduler-pod-8/kube-scheduler-pod.yaml



R

FsE A MO—NVTL—VONRY YTy TESLTER

REDetcd /Ny VT v TORIC/ — REBAENEH INABE. Bx/OtR
IC& 2T/ — R NotReady IRE&ICA 2 AIREMEL D Y F T,

a. LFOaAY Y RFEEITLET,

I $ oc get nodes -w

H B

NAME
host-172-25-75-28
host-172-25-75-38
host-172-25-75-40
host-172-25-75-65
host-172-25-75-74
host-172-25-75-79
host-172-25-75-86
host-172-25-75-98

Ready
Ready
Ready
Ready
Ready
Ready
Ready
Ready

STATUS ROLES

9. /J—RKEF Ty LT, Ready REETHZ - & &HALE T,

AGE VERSION
master 3d20h v1.26.0
infra,worker 3d20h v1.26.0
master 3d20h v1.26.0
master 3d20h v1.26.0
infra,worker 3d20h v1.26.0
worker 3d20h v1.26.0
worker 3d20h v1.26.0
infra,worker 3d20h v1.26.0

TARTD/ — P REZRET DDICHD NN BHENHY FT,

b. NotReady KRED / — KAH BHEIE, /—RicaoJ14 L, &/— KD
/var/lib/kubelet/pki 74 L 7 N) =S5 I RTDPEM 7 71 ILEHIBRLE T, / —RIC
SSH#EHT B0, Web AV Y —ILDY—IF I D4V KU AEFEHTEZXY,

I $ ssh -i <ssh-key-path> core@<master-hostname>

YT IpkiTa LI MY —

sh-4.4# pwd
/var/lib/kubelet/pki
sh-4.4# |s

kubelet-client-2022-04-28-11-24-09.pem kubelet-server-2022-04-28-11-24-15.pem

kubelet-client-current.pem

kubelet-server-current.pem

10. $RTOAY MAO—ILTL—YKRANTkubelet Y—EXEZBREE L F I,

a. VAN —KRZAMDPSUTOITY FERTLES,

I $ sudo systemctl restart kubelet.service

b. kI RTOIAYMA—ILTL—YHRANTCZIOFIEEZEYIRLFT,

N REPRDCSRAEEBALET,
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pz o-1o)
B—)—RISRAY—PI3IDDRYYa— )R N O—ILTL—Y/—R
THREINDZISARY—BE, 7T—h—/)—REFHELRWISRY—ITIE, &R
TEHREPDCSRITHY FEA. TOFBEICYVRAMINTWERITRTOITY
ReaXxw TEFET,

a. BEDCSRO—EBZHELEY,

I $ oc get csr

ol
NAME AGE SIGNERNAME REQUESTOR
CONDITION
csr-2s94x 8m3s kubernetes.io/kubelet-serving system:node:<node_name>
Pendingﬂ
csr-4bd6ét 8m3s kubernetes.io/kubelet-serving system:node:<node_name>

Pending 9

csr-4h185 13m  kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pending

csr-zhhhp 3m8s kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pending

o

QOO kubelet ¥—ER CSR (A—#—ATOEY 3=V I LA YR b—ILA),

w%‘é’a’ # @ node-bootstrapper CSR.

b. CSRDFMELE2—L, IhABMTHBIE=2HRLET,
I $ oc describe csr <csr_name> ﬂ

‘D <csr_names (&, RITD CSRDY X MH 5D CSR DEHITT,

c. TNTNDEWA node-bootstrapper CSR #&EFE L £ 9,
I $ oc adm certificate approve <csr_name>

d 21— —Il&>TFOEYa=ZvIEINd4A VYA MN—ILDIFEIE. ThZEhOEMA
kubelet It CSR # &L £ 7,

I $ oc adm certificate approve <csr_name>

R B—XUN—@aOY  NO—ILTL—UHIEBICEBEILTWEZ EAERLET,
a. VAN = KA MDD eted AVTFF—DETHTHDIIEEHEALET,

I $ sudo crictl ps | grep etcd | egrep -v "operator|etcd-guard”
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14.

15.

FsE A MO—NVTL—VONRY YTy TESLTER

H oAl
3ad41b7908e32
36f86e2eecaaffe662df0d21041eb22b8198e0e58abeecae8c743c3e6e977e8009
About a minute ago Running etcd 0
7c05f8af362f0

b. VAN) =KX MNE, etcdPod AETINTWVWB I EEHERLET,

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

Al
NAME READY STATUS RESTARTS AGE
etcd-ip-10-0-143-125.ec2.internal 1/1 Running 1 2m47s

27 —4 2 Pending DHEPHAICEBDETHOD etcd Pod N —ERRI N BIHE.
HOFHRLTHLBEF IV I Z21TVWETY,

OVNKubernetes *v N7 —0 FST74 Vv AFERLTWSEGEIE., VANY—ay iOo—ILY
L—YRAMNTIEAWIY MO—ILTL—VRAMIBEAERMITONATWSE ) —RA TV P b
HHIBRLE T,

I $ oc delete node <non-recovery-controlplane-host-1> <non-recovery-controlplane-host-2>

Cluster Network Operator (CNO) #* OVN-Kubernetes A~ hO—J)L L —>E&BF 704 L.
EELTWAVWIYMA—F—IP7RRLRAZSRLTVWAWI EZHFELE T, JOBRZMH
BT BICIE. UTFOIYY ROHAAEHMICHERLET, ZORBENRINDZ I TH>TH
5. RDFIETTRTDHER b _LED Open Virtual Network (OVN) Kubernetes Pod D FE#2&fIC
EAET,

$ oc -n openshift-ovn-kubernetes get ds/ovnkube-master -o yaml | grep -E '<non-
recovery_controller_ip_1>|<non-recovery_controller_ip_2>"'

R

OVN-Kubernetes Y hO—I)L L —YABF 704 I, BEIOIT Y RHZE
DHAEIRT EFTICS-10 HUELDIBIBZEDHY FT,

OVN-Kubernetes %Y N7 —0 7574 VA FERLTWRHBEIE. §XTDHRR KT Open
Virtual Network (OVN) Kubernetes Pod Z#HBi&E&&# L £ 9,
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R

MREEH L OEFEADZ{T Webhook & Pod BB T2 &N TEFE

¥, failurePolicy % Fail IZE%E L TIEND Webhook Z3ENNT % &, Pod AY4E
BIN, Ex /OB T2AESEIHYET, Chid. 759 —DRE
DETHIC Webhook ZRES L VHIRT 5 & TEMTEEY, V75R9—D
IREENERICETINLEIC., Webhook #BEEMICTEZ T,

Frcld. 73R Y —DREDETHIC failurePolicy % —BFHIC Ignore IZEXE T
TET, V7RI —DREHIERICETINARIC, failurePolicy % Fail ICF
5ZENTEXT,

a. /J—RANY Y RF—=HR—=2 (nbdb) &EH I RNI Y RF—8H~R—2 (sbdb) ZHIFR L £
¥, Secure Shell(SSH) #FERALTY ANY—KRAMEKRYDIY  O—ILTL—>/—R
IC72E2AL, ROATY REETFTLET,

I $ sudo rm -f /var/lib/ovn/etc/*.db

b. DAY RAEEITLT. §TD OVN-Kubernetes A hO—J)L T L — Pod & HI& L
F9,

I $ oc delete pods - app=ovnkube-master -n openshift-ovn-kubernetes

c. ROIAX Y RAEZETLT. OVN-Kubernetes A~ hA—JIL T L —Y Pod "BETF70O4 X
1. Running JREEICA>TWB & &AL,

I $ oc get pods -I app=ovnkube-master -n openshift-ovn-kubernetes

H A B
NAME READY STATUS RESTARTS AGE
ovnkube-master-nb24h 4/4  Running 0 48s

d ROOATY RAEZEIFTLT. §TO ovnkube-node Pod #HIfE L 9,

$ oc get pods -n openshift-ovn-kubernetes -0 name | grep ovnkube-node | while read p ;
do oc delete $p -n openshift-ovn-kubernetes ; done

e. RDOAX Y RAERTLT. §TD ovnkube-node Pod "BE T 7O4 T, Running ik
BICHR>TWEZEERRLET,

I $ oc get pods -n openshift-ovn-kubernetes | grep ovnkube-node

6. hDIEEIHOIY FA—ILTL—rI VU AE1DTDOHIRLTEBERLEY., v UYHBER
Ihg, LW EYa RIS, eted BEEMICRYT—ILT7y T LET,

o 1—H—-NTFOETI=ZV T LERTAIILA VA MN—IAFERT 258, ZAIER
LizEEEAUAFEAFEALT, 2O T L—UIR YV ABERTEF T, FMIC
DWTK, 22— —A7TAEYazV I LEISRI—ERTAIIIAVAN—=ILTS
ESRBLTLEIL,
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DIk

==
[=]

JAN) —RZA MDYV ZHIFRL, BERLEVWTIEIWL,

® installer-provisioned infrastructure ZZ£{T L TW35H&H. FLIETI YV APIZFEALTYY
VEERLTWRIGEIF. LTOFIEZETLET,

Digk

&
=
JAN) —RZA MDYV ZHIBRL, BERLBVWTIEIWL,

installer-provisioned infrastructure TOXR7 X & )LA4 2V X h—)LDi5H
AN

&, A O—ILTL—UI I VIFBERINEFREA. FEMICDOWT
&, R7A&Z)LA M A—ILTL—Y /) —ROXBASRB LTS

EZRaN
LY,

a. Kbnh/izaryhrg—ILTL—VERAMOWTNDODOYY VEREBLET,

DSRY—ICT IV EATESHY—IFILT, cluster-admin 2—H—& LTUTFOOY
YREEITLET,

I $ oc get machines -n openshift-machine-api -o wide

A
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-0 Running m4.xlarge us-east-1 us-east-1a

3h37m ip-10-0-131-183.ec2.internal aws:///us-east-1a/i-0ec2782{8287dfb7e

stopped ﬂ

clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631
running

clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1¢/i-02626f1dba9ed5bba
running

clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-
east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-
010ef6279b4662ced running

clustername-8qwb5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-
east-1b  3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-
east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-
06861c00007751b0a running
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Zhix, kbhizarvro—IL7L—vHRAMOOY b O—ILTL—YIP VT
9 (ip-10-0-131-183.ec2.internal),

T77ANWTATLDI 7AIIERELE T,

&J

$ oc get machine clustername-8qw5I-master-0 \ﬂ
-n openshift-machine-api \
-0 yaml\
> new-master-machine.yaml

SbhhiarvrO—IL7L—YERZA MOy A= ILTL—rI T VDEARIEIE
ELZEI,

c. BRIDFIETHER X 17z new-master-machine.yaml 7 7 1 L= fRE&E L. L W&ARE]
HEYLHT, RERT71—ILREZHIBRLET,

i. statustty Y aveEEHIBRLET,

status:

addresses:

- address: 10.0.131.183
type: InternallP

- address: ip-10-0-131-183.ec2.internal
type: InternalDNS

- address: ip-10-0-131-183.ec2.internal
type: Hosthame

lastUpdated: "2020-04-20T17:44:292"

nodeRef:

kind: Node

name: ip-10-0-131-183.ec2.internal

uid: acca4411-af0d-4387-b73e-52b2484295ad

phase: Running
providerStatus:

apiVersion: awsproviderconfig.openshift.io/vibetai

conditions:

- lastProbeTime: "2020-04-20T16:53:50Z2"
lastTransitionTime: "2020-04-20T16:53:50Z2"
message: machine successfully created
reason: MachineCreationSucceeded
status: "True"
type: MachineCreation

instanceld: i-0fdb85790d76d0c3f

instanceState: stopped

kind: AWSMachineProviderStatus

ii. metadata.name 7 1 —J)L REFHROLANIEEL XY,
HWIYYVERURN—REZZHRF L. REBOESZRICHAARAESICEET S
ZENWRINE T, ZDHITIE. clustername-8qw5l-master-0 (£ clustername-
8qw5sl-master-3 ICEEINTWE T,

apiVersion: machine.openshift.io/vibetai
kind: Machine
metadata:
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name: clustername-8qw5I-master-3

iii. spec.providerlD 7 1 —JL RZHIFRL ZF T,
I providerlD: aws:///us-east-1a/i-0fdb85790d76d0c3f
iv. metadata.annotations & & U metadata.generation 7 1+ —)L RZHIBR L £,

annotations:
machine.openshift.io/instance-state: running

generation: 2

v. metadata.resourceVersion & & U* metadata.uid 7 1 —JL KEHIFR L9,

resourceVersion: "13291"
uid: a282eb70-40a2-4e89-8009-d05dd420d31a
d kbhcaryhO—ILT7L—VHERAMNDODYYVEHIBRLETD,

I $ oc delete machine -n openshift-machine-api clustername-8gqw5I-master-0 ﬂ

‘D bNEaAY FO—ILFL—YRAMDAY FO—ILTL—VI L Y DLFIEE
Ebi’g—o

e. YUUNBIBRINI I EEHIABLEY,

I $ oc get machines -n openshift-machine-api -o wide

aapal il
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631
running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1c¢/i-02626f1dba9ed5bba
running

clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-
east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-
010ef6279b4662ced running

clustername-8qwb5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-
east-1b  3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-
east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-
06861c00007751b0a running

f. new-master-machine.yaml 7 7 1 L AR L TY > VR L X T,
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264

17.

18.

I $ oc apply -f new-master-machine.yaml
g FMTIUMNMERINI &R LET,

I $ oc get machines -n openshift-machine-api -o wide

H A5
NAME PHASE TYPE REGION  ZONE
AGE NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-
1b 3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631
running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-
1c 3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba
running
clustername-8qw5I-master-3 Provisioning m4.xlarge us-east-1 us-east-
1a 85s ip-10-0-173-171.ec2.internal aws:///us-east-1a/i-015b0888fe17bc2c8
running

clustername-8qw5l-worker-us-east-1a-wbtgd  Running m4.large us-east-1
us-east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-
010ef6279b4662ced running

clustername-8qwb5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-
east-1b  3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1
us-east-1c  3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-
06861c00007751b0a running

#iR < ¥ ¥ clustername-8qw5l-master-3 A EA X 11, Provisioning 5 5
Running IC7 T —XAEEI N2 & EREICRY £T,

RO UDMERIN D ETILHD DBEEREA ML ZHBEDHYET, etcd VT RY—
Operator ZY ¥V F7lE/ — RAEELRREBICR2 EBFNICEARBLE T,

h. UAN) —FRZAMNTIRAVWELXL/ZIY MOV TL—VERARNT, ThHDRTFY S
ERRYRLET,

RDODAXV REANLT, 94—SLH—REFXTICLET,

$ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides":
{"useUnsupportedUnsafeNonHANonProductionUnstableEtcd": true}}}'

ZDARVRNICEY, =Ly NZ2EBICBEKRL. BB PodZ0O0—ILT7 I RTEBLDIC
By FE9,

JANY) —FRZNADRDY —IFILD 4V RIT, ROAXY REEFTLTY ANY —
kubeconfig 7 7 1 LA TV AR—bMLE T,

$ export KUBECONFIG=/etc/kubernetes/static-pod-resources/kube-apiserver-
certs/secrets/node-kubeconfigs/localhost-recovery.kubeconfig

19. etcd DBTF 7OA4 XV M EBEINICETLET,



FsE A MO—NVTL—VONRY YTy TESLTER

1) 73/31) — kubeconfig 7 7 AV E TV AR—MLEDERLY—IFID 14V RIT, RO
Av Y RFERTLEY,
$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "recovery-"$( date --rfc-
3339=ns )""}}' --type=merge ﬂ

Q forceRedeploymentReason {EIZ—BE THBUNENHY X T, TDLdD, 91 LRIV TS
MEImInxEd,

etcd 7 5 A% — Operator " BTF 7OA AV NaR{TT2E, I 7T—MRAINSY TORYT—
W7y FTERKIC, BEED / — RO HE Pod E HICEEIL X T,

20. ROOAXVRKREAHALT, 94—SLH—RKEFVICRLET,

I $ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides": null}}'

2. RDAY ¥ K% AF LT, unsupportedConfigOverrides 27 > a A4 72 =¥ MO SHIRR
INIEEHRBTEET,

I $ oc get etcd/cluster -oyaml

22. IRTD/—RARFOUES I VICEFINTWD I EAHRELET,
DSRY—ICT IV EATES49—IFI)LT, cluster-admin 21— —¢ L TUTOaOYT Y K%
EITLEY,

$ oc get etcd -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

etcd @ NodelnstallerProgressing RRFKGZHEE L. IXTD/ —KAFHFDOI)ET a3~ T
HBZEEBALET., BEFIHNEBICEITING E, ZOHAIIKIE
AlINodesAtLatestRevision "R TRxI N F 7,

AllINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

Q ZOBITIE. BFEOYEY 3 VESIXT T,

H771C 2 nodes are at revision 6; 1 nodes are at revision 7 2 EDEHD ) EY 3 VB SHE
FN2HE. CHIXEFNMKRAE L TETHTHDLIEEERL TS, HOoFHLABRICER
TLET,

23. etecd DEBF OIS, A O—ILTL—VOHFRBO—ILT D M aBENICETLET,
kubelet MAREEO— RNS U H—AFH L TAPI H—NN—|CEHINTWSB 75, Kubernetes
AP| H—/I— 3D/ — RIZBA YA M—=ILINZET,

PSR —ICT IV ERATEDBH—IFI T, cluster-admin 21—H—& L TUTODaOYY K%
ETLET,

a. Kubernetes APl H—/N—DFHEVEO—IL 7D M E@BHINICETLET,

$ oc patch kubeapiserver cluster -p="{"spec": {"forceRedeploymentReason": "recovery-
"$( date --rfc-3339=ns )""}}' --type=merge
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TARTD/—RARFDVEY 3 VICEHFRINTWBE I EZ2MHERELET,

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

NodelnstallerProgressing KRR E %R L. TXTD/ — RARFDIEYa v THD
CEEWRLEYT, BN ERICEITINS &, ZOHAICIE AlINodesAtLatestRevision
BRIINET,

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

‘) ZOBITIE. BFEOYES 3 VESIXT T,

H771C 2 nodes are at revision 6; 1 nodes are at revision 7 2 EDEHD ) EY 3 v BS
NEENZHEE. CNEEFMRRE L TETHTHEIEEEKRLET, BOoOFHLE
BICBRAITLET,

b. Kubernetes Y hO—5—IX—J v —DFIRO—IILT U M E@EIBICEITLET,

$ oc patch kubecontrollermanager cluster -p="{"spec": {"forceRedeploymentReason":
"recovery-"$( date --rfc-3339=ns )""}}' --type=merge

ITRTD/—RPRFDVEY I VICEHINTWS I E2HERLET,

$ oc get kubecontrollermanager -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

NodelnstallerProgressing SRR E M4 ZHEE L. IRXTO/ —RPRFOIES 3 v THB

CEHEERELET, EFHAEBICETIND E. ZOHEAICIE AlINodesAtLatestRevision
PRRINZET,

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

‘) ZOBITIZ. BFEOYEY 3 VESIXT T,

H771C 2 nodes are at revision 6; 1 nodes are at revision 7 2 EDEHD ) EY 3 VRS
NEEFNZIHFE. CNEEFNMKARAE L TETHTHEIEE2EKRLET, HoFHELLE
BICBHAITLET,

c. Kubernetes 2722 —5—OFBEO—ILT7 D N =@HBICEITLE T,

$ oc patch kubescheduler cluster -p='{"spec": {"forceRedeploymentReason": "recovery-
"$( date --rfc-3339=ns )""}}' --type=merge

TRTD/—RPRFDVEY I VICEHINTWS I E2HERLET,

$ oc get kubescheduler -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'
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FosE OO NLTL—ONRY I 7y TELUER

NodelnstallerProgressing AR IFZ MR L. I XTCD/ — RDPRIMDIEZ IV THO
CEEWRLEYT, BN ERICEITINS &, ZOHAICIE AlINodesAtLatestRevision
NRIINZET,

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

‘D ZOFITIE. BRFOYEY 3 VEEIZT T,

H771C 2 nodes are at revision 6; 1 nodes are at revision 7 2 EDEHD ) EY 3 U BS
NEENZHEE. CNEEFMRRE L TETHTHEIEEEKRLET, BoOFHLE
®BICBHAEITLET,

24, $RTOAY MA=ILTL—VRAMEBEILTEY., V75X —ICBMLTWS I & %R

LE9d,
DoAY —ICT IV EATEB9—3FILT, cluster-admin 1—%—& L TUTFOOY Y K%

EITLET,

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

DBl
etcd-ip-10-0-143-125.ec2.internal 2/2  Running O 9h
etcd-ip-10-0-154-194.ec2.internal 2/2  Running O 9h
etcd-ip-10-0-173-171.ec2.internal 2/2  Running 0 9h

BERXFIBDORICTRTOT7— O0— RBEDEEICRS &L DICT %ICIE. Kubernetes APl 153k % (R 15
LTW3& Pod 2BREEILE T, IhIliE, JL—%—, Operator, y— RK/IX—F 4 —JVR—FV b
% & D OpenShift Container Platform AV R—% ¥ hA&EF N FE T,

Pz

AOFIELTT LS, IRTOY—EIANETINALREICES L THOBFOHNHE
BH2GENHYET, & 2L, oclogin #FH L /ER5EIE. OAuth Hh—/X— Pod A°
BEBTZ2FETT CICHELAWVWIREELIHY FT,

ENBFEREEIC system:admin kubeconfig 7 7 1 L& FA T2 I & E#RFFL T EI W,

ZDAZEIE, OAuth b= Y TIdA L SSL/TLS 2 54 7> MEBAZICE D W TERIL %
TUWEYT, LTFOaATY REERIFTL, ZO7 742 FRALTCERIETETET,

I $ export KUBECONFIG=<installation_directory>/auth/kubeconfig

UFDa~xy FaRITT BEFHLI - —FZRTLIT,

I $ oc whoami

5.3.2.3. BEfE&R
o 1—H—(lLoTTAEYI=ZVIINBIFRI—DRTAIIADA VR =)L

® SSH %{#H L T OpenShift Container Platform f Y24 v 2 Lvav ha—IL7FL—> /) —
RICT7 7 ER T 570D bastion KA M &ERT B A%
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o RFPX&ZNAV I O—ILTL—Y/— RO

53.2.4. k%A L —Y DREBETTICET ZEES L UOhEE

OpenShift Container Platform 7 5 24 =B WIFNHADHARADKTA ML —J &2 FERT 2HFEIC. 75
24 —DIREEITBEE eted HITRFEINE T, & AIE. Pod TEITINT WS Elasticsearch 7 7 X

& —. F/zld StatefulSet A 7V TV R TEITINTWET—IR—ARETHIAREEIHY £,
etcd Ny 77 v THBETT Z5EICIE. OpenShift Container Platform @7 —2 00— KDRXF—4 R
EBITINET, KL, etcd RF v T¥ay MAEWEEIZIE., RT7—49 RISEDF 2 IZHRIN D
AIREEN DY £,

BF

KGR 2 —L (PV) DRBIE etcd ATy T ay MUEEEFNFEHA, eted R F v T
< 3 v b H5 OpenShift Container Platform 7 5 24 — %859 28IC. EE TRV
T—JO—RKDOOEEBELT—HICTIVEALELZY, ZOHNTELY T25E0HY X
ER

UFiE. AWRT—9 R Z2EMT 52T FHITY,

¢ MySQLTF—HR—=ANPVATIVTIMNTNRY I Ty FEINDPod TERITINTWS, etcd
2+ v T3y MH S OpenShift Container Platform 218759 % &, Pod D8 % #¢Y &k L&
TLTHE, R)a—LzZAML—I7ONM Y —IZRLEY., RTHD MySQL Pod AR L
UIhzdhidTlEdhY FHA, TDPodid, ANL—I7ONAY—TRY) 2 —L%EET
L. RICPVERBELTHRARY 2 —LEZBSRIDLDICFEMTETT Z2HENHY X7,

® PodPlid, /J—FKXICEIYHETLHNATWARY) a—LAARFRALTWS, BIDPod A/ —FK
YICHBALRY 2—LEFEALTWSIHEIC etcd RF Y T 3y MHMERI N ZHEIC
etcd DETHARITIND E, R a—LH/—RYIZEYHE TSN TWS I EHRET Pod
P1 NERICREITI A RDAHEMENH Y £F, OpenShift Container Platform (& Z DEIY)
ZERHEY. R —LrEFNICTYEINZDITTEHY FHA, INHBELBFEIC
m\mul L%/ —RYDOLFETYIYRBEL, /—RKXICEYHTTSIETPodPl &2
EICTEBLDICLET,

o VS RTONAF—FLIFA ML= 7ONA T —DEREEERD etcd RF v >3y bDE
BRRICEHFIN, AP RET, 7O 5 —DOREERICIKET 5 CSI KSA4 N—F
Operator A'HEE LR < 72 Y 3:"3'0 INSD RS A /N—F72E Operator THERRIIBERE F
ETCEHITOIMENDHIBENDHY ET,

o FT/NA AN eted RF Y T a3y hDEMTEIC OpenShift Container Platform / — KA S HIBR X
nieh, ZEIPEEINL, O—HILA ML — Operator T. /dev/disk/by-id 7= (% /dev
TALIN)—DOBETEZEPVOIVYRY IV IDNMERINE T, TORKRTIE.
A—AILPVAEFEELABAWT NS ZESRBLTLED TREELrHY T,

COMBEEEBET 2ICE, EBEIUTZTOLEIHYET,
1L TN ADEMA PV EFETHIBRLE T,
2. &/ =Koy VRYv IV %HBRLET,
3. LocalVolume Z 7z |4 LocalVolumeSet + 7> =V M &HIBRLET (AL —T - KFZ 3

L—YDFRE->O—HANWVKRY) a—LxFAHALEXKEAMN L —Y > O— ﬂ»xbb
Operator D) YV —ZDHIR %= S5 1R),

533. 2 hO—ILT L —VEEBBZEDHIRYTINDIREMN S D) H/N1) —
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FsE A MO—NVTL—VONRY YTy TESLTER

53313 hO—I7FL—ViAZ0MRIhORENS DY) H/XY) —

IS —Far b A= T L —VIREDHBRUNORENSBEMICEETE X,

7272 L. kubelet ZEEAE % O 9 % 7= & ICIR B IRAE D node-bootstrapper SIFAEZE R E XK (CSR) & F
HTERRITIVELNHYET, 1—HF—IlL>TTOEY3a =V IINdA VAN -ILDBEEIE. R
D kubelet 2D CSR =& L AW E WFRWGEELNHY E T,

REPD CSR Z&ERT 21T, UTOFIRICENET,

FIa
L MEDCSRO—BZMIFLFT,

I $ oc get csr

Al
NAME AGE SIGNERNAME REQUESTOR
CONDITION
csr-2s94x 8m3s kubernetes.io/kubelet-serving system:node:<node_name>
Pendingﬂ
csr-4bdét 8m3s kubernetes.io/kubelet-serving system:node:<node_name>
Pending

csr-4h185 13m  kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pendingg
csr-zhhhp 3m8s kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pending

‘) REBHD kubelet Y —ER CSR (A—H—HA7FOEYa =V L1 VA M—=ILA),

Q %8+ D node-bootstrapper CSR.
2. CSROFH#MiZLE2a—L, ThBWTHD MR LET,

I $ oc describe csr <csr_name> ﬂ

‘D <csr_names (&, RITD CSRDY X MH 5D CSR DEHITT,

3. ThETNhDERA node-bootstrapper CSR &2 L £ 9,
I $ oc adm certificate approve <csr_name>

4, A—H—Il&oTFOEY 3=V TEINZM VA MN—ILDFEIF. TRTROE MR kubelet
RHDCSRZEBLE T,

I $ oc adm certificate approve <csr_name>
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