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BREDBITHIC—ENATIO—T—SDBEIRELET, COBEIF. 200ELD/—FN%
NET2ARERETOHREEL £, (NETOBSERV-980)

I37E. spec.agent.ebpf.features I[C DNSTracking & ENTW3IHFE., DNS /Ny MHAKZ
W&, eBPFagent B"&#IDY Ty /Xy 77— (SKB) 2T A Y RATDNSAY ¥ —%31RT b
ENHYET, IhEHR—PMT3ICIE. eBPFagent DF L WAILN—FEHERET Z2HEN
HYFY, BE. COBMBICHT ZEERITHY A, (NETOBSERV-1304)

I37E. spec.agent.ebpf.features I[C DNSTracking & £ TW 535 E. DNSover TCP /X v
FaERD & XIT. eBPFagent "RHD SKBEI A Y A TDNSAY Y —%RTHELNHY F
¥, INEHYR—FFT5IT1E. eBPFagent D LWAIILAR—BEREZERTIHELNHY FT,
WRE. COMBEICHT 2EEEEHY FHA. (NETOBSERV-1245)

WRE. KAFKAT 704 XY N ETIVEFERAT 258, REOEBHIBREINTWDS EREES
Ny M Kafka AV 22— —BTEET SAEELIHY. ZTORBR. RFEDEBHIC—EMEDL
BLRY, R a—LTF—9DNRERICRDAREMENHY £9, £D7/&H. deploymentModel
D KAFKA ICEREINTWRIHEIE. REDEMERET 2 I EIFHEINIHA,
(NETOBSERV-926)

IR7E. processor.metrics.server.tls.type »* PROVIDED sIFAZ A AT 5 L D IREINT
W358, Operator DIRENRREICARY, NT4+—TVRE) Y —RBEICHEESZ DA
BEMAHY T, CORBEIERIND X TIZ PROVIDED SIFIZA AL T, KbYICHE
EWRINFEBRE % FFH L. processor.metrics.server.tls.type %= AUTO ICERET 5 Z & HVHE
{AINFET, (NETOBSERV-1293

Network Observability Operator M 1.3.0 1) Y — ZLARE, Operator =4 VA b—JLF 5 &, EE
A—RITA Y IDRRINET, 2OIT>—DEHIE. Network Observability eBPF T —

Y x v MI, HashMap T— 7 2FZFERIEIVHTT X EY —HlNH 2 & TT,
Operator eBPF T—< =~ b & BPF_F_NO_PREALLOC 75 7 %5 %E L. HashMap A" X E

) —Z KIBICHERA L TWBRICERBFIY B THEMEIND L DICLET,

1.5. NETWORK OBSERVABILITY OPERATOR1.3.0

Network Observability Operator 1.3.0 Tld, RO 7 KN4 H 1) —%ZFATEET,

® RHSA-2023:3905 Network Observability Operator 1.3.0

1.5.1. F v RILDFEHELEAL,

S1% D Operator B AZET 5ITIE. Fv¥ RIL%E v1.0.x H5 stable ICHIYEBZ Z2RELHY £
T v1.0X F ¥ RIVIFFEHER LAY, RDY ) —XTHIBRINZFETT,

1.5.2. FtkBE & £ UHBEHLER

1.5.2.1. Network Observability (CH 1T D57 ILFTFH 2 —

o UAFLEEEIX, LokiICREEINTVWE 70— ADE4ADI—Y—T o REIEITINV—TF

VO ERA%ZHAS L VHIRTE XY, #FHMIE. Network Observability ICH T 57 ILFTF v
v—Z"BRLTIEIW,

15.22. 70— R—ADAKNY IR v > aR—R
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e ZMY')—RTIE. OpenShift Container Platform 7 5 X4 —HNDO Xy k7 —7 7 0—DHE
ERITBHFLWY YV aR— KRBT TWES, EMIEL. Network Observability X k1)
VA ZSRLUTLEIW,

1.5.2.3. must-gather V —J)LZEA L NS TN 2 —FTa VT

® Network Observability Operator ICE8 S 2188 %, bZ TN a—FT 14 VI THERAT S must-
gather 7T—# ICEBMTE S LD ICY F L7, FFMIE. Network Observability ™ must-gather
ZSRLTCESI W,

1524 BHOT7—FT7 IV F v —ICW T 2 HR— %5

e Network Observability Operator I&. amd64. ppc6dle. F7-(d arm64 7—+* 7/ F+v—LT
EITTEDLDIY F L, LFTIE. amdéd ETOAEMEL X LT,

1.5.3. JFHER DK RE

1531 FEHRDERE/NT A —H —DERTE

Network Observability Operator 1.3 M ') |) — X Tld. spec.Loki.authToken HOST 5% E AN FEHERR(C A L)
F L7, Loki Operator 29 %% 4. FORWARD X EDAHAFERTE2HELNHYET,

1.5.4. /NJ{BIE

e LIFNIE. Operator & CLIAS A Y X h—JLE N /B A, Cluster Monitoring Operator A¥ X k1)
9 A %A B HICNER Role & RoleBinding AR EHYICA VA RN—ILINFHAT
L7, ZORREIX. Operator X Web IV Y —Ibh b4 YA M—ILINAEBEICEERELETE
ATL, BEK. EBE5DAHET Operator 54 YA M—J)LLTH., BHE%X Role &
RoleBinding 7' 1 Y X h—JLE N £ ¢, (NETOBSERV-1003)

o N—I 312 LU, Network Observability Operator (&, 7 O—DIETRBENKE L LS
IKT7S—MNEERTEET, LA, NTDED, 75— MNE2ENICTELODEERETH
% spec.processor.metrics.disableAlerts B HifF E S Y ICEIMEE T, SIRPDRWHEDHY £
L7z BRE. COREIFEEIN, 75— MEEMITETDLIIIRY F LT
(NETOBSERV-976)

e LIAETIE. Network Observability @ spec.loki.authToken »* DISABLED IZE2EI N TW 515
A. kubeadmin 7 S R4 —EEBEDHN XY NT—UT70—%52KRRTEF L, DY A 7D
VSR —BEBEEIRAIIS—%2ZTRYELL, T, V53R —EBEIHTERY b
J—JJ70—%KRRTEBLIICMRY F L, (NETOBSERV-972)

o LgilE. NI HRETI—H—IL spec.consolePlugin.portNaming.enable % false |IZZ8E T
TEHATLE, BAER. Ihxfalse (CRETDE. R— IO —EXANDOEZFIER % &
WMICTEFEY, (NETOBSERV-971)

o LFIE. REAEE->TW kD, AVY—ITSTA I RETE AN I R, Cluster
Monitoring Operator (Prometheus) IC& > TIREINFHATLR, BEFEEMEEI N,
AVY—IWTST14 XA M) 2 ZHELCPREI N, OpenShift Container Platform Web 3~
VDS T I EATES LS ICHRY £ L, (NETOBSERV-765)

e LIgil&. FlowCollector T processor.metrics.tls #* AUTO ICERE I N T W 51545, flowlogs-
pipeline servicemonitor (&E L7 TLS A F—LA%ZFFAIET., X M)V ZAIEWeb OV Y —ILIC
REIINFEATLE, ZOMEIFXAUTO E— RFTEBIEINZE Lz, (NETOBSERV-1070)

e LIFTIE. Kafka % Loki ICERAINS & D LREIAZFERE TIE. namespace 714 —JIL RZIEETE
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9. Network Observability 5’7 704 TN TWB D & E LU namespace ICEEBAENEFET Db
ERAHY F LA, I5IT. TLS/mTLS T Kafka 2#ER Y 3B 4&. 11— —I3 eBPF agent Pod
AT 704 INTWBHEFMERE namespace ICFIRAE A FEHTIAE— L., FFEOO—T—> 3
VETOGEREICFHTIAREOENZERE T HIHENHY £ L, I]TEIE. FlowCollector
1)V — ZIZEEBAZE D namespace 7 4 —JL R %IBINY % Z & T. Network Observability Dt v
7y THBERIEINTVET, TR, 21 —H—I& Network Observability namespace IZ
AEBAEAFETOAE—F 5 Z & A<, Loki £7 I Kafka % BID namespace IC4 Y A h—JLT
X2L0ICRYFE L, TOIAZRERINMTVWSLD, REISCTIE—IFEENICE
$FrE¥hZxd, (NETOBSERV-773)

e LIEIIL, SCTP, ICMPv4, &L UICMPv6 7O k JJLI& Network Observability T—Y = > k
DANL Yy JIZEEFNTWARN LD, Xy NT7—070—-DANL Yy EHFEY SFENT
EHYFEFHATLE, Thoo7OMNINEFERTZIET, 7Z0—ANLYy IHALTE T
EDNHFEINTWEY, (NETOBSERV-934)

1.5.5. BRI D RE

e FlowCollector T processor.metrics.tls 2* PROVIDED (LR EINTW 354, flowlogs-
pipelineservicemonitor (3 TLS R ¥ —AITERAIN FH A, (NETOBSERV-1087)

® Network Observability Operator1.2.0 ') ') — X LABETI, Loki Operator5.6 A9 % &.
Loki SEBAZ DZEFE A EHIHIIC flowlogs-pipeline Pod ICHE % RIF T 726, 70—7h Loki IZE
XAFENY, FOvTFINnFEd, COMBEIRLIESKTH2EEHNIEBEINE T, Lokl
BAEDORTHRIC—IMRT7O0—T— S DI/EN’IRELF T, COMEIFR. 200LD/—F%
NETB2ARERETOHREEL £, (NETOBSERV-980)

e Operator DA YA M—JLEFIZ, BEDH—RILTA YV MDBPRFIINDGENHYET, ZOT
S5 —DEMAIE. Network Observability eBPF T— = > M Z, HashMap & — 7L &tk & E/TE)
YLHTTEAEY —HHLHSIETY, OperatoreBPF T—Y v M
BPF_F_NO PREALLOC 75 7 %% %E L. HashMap "X €Y —A KIBICERA L TWBREICE
AIEIY YTAEMEINELDICLET,

1.6. NETWORK OBSERVABILITY OPERATOR 1.2.0

Network Observability Operator 1.2.0 Tl&., JRD7 RNAH) —%ZFABETE T,

® RHSA-2023:1817 Network Observability Operator 1.2.0

1.6.1. R DB DHE(

4 YR KN=)LENT Operator DY TRV Y T 3 iE, Operator DEHFH % BHH L UVZETZEH
F v RIEEELET, Network Observability Operator @ 12 1) ) — X £ TlE., FIETEEATF ¥ RILIL
v1.0.x 7217 T L7z, Network Observability Operator @ 1.2 ) ) —X Tl&, BFHDBIHE L UZERIC
stable BHF v+ RILABAINFE L, $%D Operator BFIAZET BITIE. Fv¥ RIL%E v1.0xX D5
stable [(CYIU B X Z2MEAHY £, v1.0.x Fv RILIEFEHEELRY, RO ) —XTHIBRINEFE
T9,

1.6.2. g & & O'HEREL R

1.6.2.1. TrafficFlow E2—DERA N TS A
o BREFMATIO—DERANISALAN=—TSTERRTBLIIGEBIRTEZLDIIARYZFELEL, E

ANTSLZFERATRE, Loki 7T —HIRICET B &K 7JO—BREZAHRILTEXT,
AL, EANTSLDER Z2SZRLTLLEIW,
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1.6.2.2. REE DB

OJ%47Tt70—%9T)—TX3LDIRYFELE, ThiTLY, ALCELEICEEFNS
XYy RND—70—%T)—FITEBLHICHY F L, FHlIE. 25F0FEHE2SBLTL
7230,

1.6.2.3. Network Observability DNV X7 5 — k

Network Observability Operator (&, & ZAHEETD I 5 —H[RE T flowlogs-pipeline #* 7
O—% ROy 79258, £/ld LokiBWiAH L — MHIRRICEL2BE. BEI7 5 — M &K
THEOIKRY F L, FHIE. BEHBERORT ZSRLTIEIW,

1.6.3. N J{B1IE

INFETIE, FlowCollector f£#k® namespace DEZZXE T % &. LIATID namespace TE{T
I N T3 eBPF agent Pod DEHIICHIRI NEFEATLRZ, Sid. LLAID namespace TE1T
INTW3B Pod HEUICHIBRIN B LS ICAY F L7, (NETOBSERV-774)

INFE TIE. FlowCollector {14k (Loki 22 ¥ 3 V%A &) @ caCert.name [EXZHE L TH.
FlowLogs-Pipeline Pod & & T Console 75 71 ~ Pod "BEFH I MR W, REDEEH
RESNFHFEATLE, §Id. Pod ’BEBMIND O, BREOEENMBEAIND LD ICGRY
F L7, (NETOBSERV-772)

INFETIK, R/ —RTEAINTWS PodBEORY hT—270—F, ERZRY K
D—JA VI —TIARTHF Y TFv—3INdid, ERFPELLRBEINABRVWELHY £
Lo TORER, AVY—ILVTSTAVIZRTIND AN JZADBRICEBE O TWEL
oo BWE, 7O0—DERELTELLERNIN, AVY—ILTSTAVTERRBRANIIR
HNRIINZE T, (NETOBSERV-755)

AV =T ZTAVDLR=9 =T avid, #ET/—KELEFEELE/—RFonFhn

DEAISICEOWTI7O0—%2 749 ) VI $5-OIERINE T, LRI, COF T3
I/ —RFOBEARICEARARC 70—%ZEA&LTWE LA, Zhid, Xy bo7—2 70—

J—RLUNJVTIngress £7/cld Egress & LTER> THREINB I ENFERATLRL, INT,
R2YMNTI—=U7—ABEDLR—MPELLRYFE L, LR—4Y—FTF>avik HEES
Y, V—REBEFIEBERU=ET7 1LY —LFET, (NETOBSERV-696)

LgTl&, 70—% gRPC+protobuf ) 7 TR & LTFO Y H—ICEEEET DL D ICKRES
NEI—Y v NDGZE. ZEEINARMO—RPRETEIZaEEIHY. 7Oy H—0D
GRPCH—N—|C& > THEBEINFE L, Thik, FBICFEEFOYFUAT, T—Yz Vb
D—EOFRETDAHREELFE L, T—Vxz Y ME ROELIBRIS—AvE—Y%OJICE
SKLE L grpemax F U REWA Y E—VAZFELE LA, TORBR. Thono7O0—ICE
TRIEHRMERLFE L, TIE. gRPCRAO—RiE, YA IHALEIWMEEZBASDE, WD
DDAYE—IJICREINET, TOHBR, T—"—(3EHmz#FLE T, (NETOBSERV-
617)

1.6.4. BEFN DB

® | oki Operator 5.6 % {# 9 % Network Observability Operator M 1.2.0 ) |) — X Tl&, Loki sEBA

EDRBITNERMIC flowlogs-pipeline Pod ICHEZ RIF L. TO/RKER. Loki ICEZIAFZFND
70—TlRALL 70— ROy TEINFET, COMBIKLIESK T2 EEFMNIBEINET
B, AR E LT Loki SIAZDRITHIC—BNATIO—FT—YDEREIRELET,
(NETOBSERV-980)

1.6.5. TR ENOEER
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o LIFNIE. 1A% L namespace Z{E L T Network Observability Operator =4 ~ A h—)LTZ
FLl7k, TDY'Y—RTIL ClusterServiceVersion #Z & ¢ % conversion webhook & A
INTVWEYT, TOEBICLY., FRATEERTRTD namespace ') A I hia<ay xL
fco X BHIT, Operator X M) 7 UK %#BRIZT 5 1TI1E. openshift-operators namespace 7
E. fthd Operator & HBF XN % namespace IFFEATETEH A, I I T, Operator &
openshift-netobserv-operator namespace ICA{ Y A K—IL T 2RENHY FT, LFICARY
s namespace % L T Network Observability Operator 4 ' X b—JL L /=375&. LW
Operator N\—Y a3 VICHEMICT v 7L — RT3 &IETEEHA, LEIICARY A
namespace Z{#f L T Operator &4 Y A h—JL L723FEIE. 1 X =)L I N/ Operator D
4V R8> X%HIER L. openshift-netobserv-operator namespace IC Operator ZFH A ~ R
N—=ILT2RELHY T, —MREIICHER I3 netobserv namespace R ED AR Y L
namespace . FlowCollector. Loki. Kafka, 8L UVZDMD TS 74 v THEBIEHEEERT
XL EIEFRTDIENEETY, (NETOBSERV-907)(NETOBSERV-956)

1.7.NETWORK OBSERVABILITY OPERATOR1.1.0
Network Observability Operator 11.0 ICDWTIE, JROT7 KN4 H Y —%FETEF T,
® RHSA-2023:0786 Network Observability Operator E¥ 2 1) 74 7 R/NA H 1) —DEH

Network Observability Operator IFIRERELTH Y., Y —ZXAF v+ U RILIEVIA0ICTY FIL—R
IhTVWET,

1.7.1. NTIEIE

o LIHIIE. Loki ® authToken % E A FORWARD E— RICEREINTWARWRY,, FREEAEA X
9. OpenShift Container Platform ¥ 5 X4 —R® OpenShift Container Platform 3> Y —
WICEHRTEDZIRTOI—HY—ARAAALT7O0—ZRFTEH L, WEIF. LokiD
authToken E— FICEFRAC, VSR —EBEDHHD7A-ZMIFITETEY,

(BZ#2169468)
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Red Hat |&. OpenShift Container Platform 7 2 X9 —Dxy NT—9 K574 v IV ZEHT 2
Network Observability Operator &7 5 X4 —EEEICIRH# L £, Network Observability Operator
iE. eBPF 72/ 0V —%FRAL TRy h7—270—%EHRLET, TDHE, *y hT7—o70—F
OpenShift Container Platform [§#8R Tt X 1. Loki ICREINZE T, REINAXy b7—2 70—
5% % OpenShift Container Platform AV Y — )L TRRB L VDL T, ILAZARE NS TIL
VA—TA VT ETOIIENTEEY,

2.1. NETWORK OBSERVABILITY OPERATOR O # 7% 3 v Ok EFREf%

e |oki Operator: Loki l&, INEIN/ATARTOI7O—%FRETZLHDIFEFRINENNYy TR
T9, Lokix4A >~ A M—JLLT. Network Observability Operator EHET 2 Z EA#EI
9, Loki #{FHHH T IC Network Observability #FH 425 Z EHBIRTETEITH,. TDHEEIE
)y 0%t IS a v THREAINTVWEW DIDEEEAEETIHNELHY T, Loki DA
VA N—IVEFER LB EIE. RedHat Y R— b9 % Loki Operator DERAAHREINE
ER

e Grafana Operator: Grafana Operator R EDF—T VYV —2BRAEFERAL T, AR LYY
Y aAaR—ROERPTANREY T4 —DI ) —ILEAT 2 Grafana s 1 VA ML TEFE
9, RedHat & Grafana Operator # 4 R— K LTWEH A,

® AMQ Streams Operator: Kafka l&. K&ELRT 7O4 X > K@AIFIZ OpenShift Container
Platform 7 2 A4 —ICAT—ZE) T4, B, aTAMZRMHL T, Katka ZFERAT S
Z & &EIRT 35 A&, Red Hat BAH7R— b9 % AMQ Streams Operator 29 2 Z & A
BINET,

2.2. NETWORK OBSERVABILITY OPERATOR

Network Observability Operator I& Flow Collector APl AR & L) Y —AEZEREL F I, Flow
Collector 4 Y R Y RiF, 4 VA M= EIN, Ry hT—2 70— I3 VDEEER
MICLES, 7O—LI9—AVRIVRIE, EZF YV ITNRATS5A4V%HKT S Pod EH—E
2&F7O4 L, TITRY M7= 70—-HMREI N, Loki ICRTET A1 Kubernetes X ¥ 7—4%
TibtIhzxzd, T—FEVvEy M TV hELTTTOAM XY NENBE eBPFIT—Y TV M,
Xy b= 70-%FHRLET,

2.3. OPENSHIFT CONTAINER PLATFORM OV YV — L&

OpenShift Container Platform 3> YV — L&, &, bROY—Ea1— 8LV NZ 71957
A—7F—7ILaERELET,

2.3.1. Network Observability X N J 7 2D ¥ v ¥ a7 R— K

OpenShift Container Platform 3> Y —JL @ Overview ¥ 7 Cld, V75 R4—LDxy hT—U 5
T4y 70—DEMINLZRENRARN) IV AAERRITEET, /— K. namespace. FIEHE.
Pod. V—v, H—ERZEILERERTTDIEERBIRTIEY, 749 —ERRF T avIil&
Y ARV IR ZILIRYIAD I ENTETET, Fllld, Overview Ea—D5DFY N7 =0 5
T4V IDERESRLTIEIV,

Observe — Dashboards ®Netobserv %' v > 2 78— K|ZI&, OpenShift Container Platform ¥ 5 24 —
ADORY N7—070—DEZHABMENRIINE I, Netobserv/Health ¥ v > 2 7”R— K&,
Operator DEEMICEAT 2 A M) VR 2R L F9, #FHIE. Network Observability X k') 7 2 B &
VU EEMERORT 2SR LTLLEI W,
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2.3.2. Network Observability h7/ROY—E 21—

OpenShift Container Platform >V —JLi&, Xy N7 =0 J0—& NS T4 v IE%ZTZ7 14 AIVIC
RRY % Topology ¥ 7ARHLF T, MROY—Ea1—I&, OpenShift Container Platform I > R—
XYINEDORNS 7490 %Xy NT—0T757ELTRLET, 7148 —sRRA TP avaEFERL
T V5 75BYADZENTEZES, /— R, namespace. FiEH. Pod. BLUHY—EZRDBERIC
POEATEZEY,

233. b5 74wy oO—FT—TI

NS74wvo70—FT—TIEa2—IF, £O70—, EHNINTVWRVWI ALY YV TF T ar, &
SUREARERIIDE 2 —%R# L £9, OpenShift Container Platform A >V —JLiE, *vy kT —2
7JO0—D7F—8% RS T4 v IEARRTIT S Trafficflows ¥ 7B L £ 9,



%538 NETWORK OBSERVABILITY OPERATORD A VX h—JL

53% NETWORK OBSERVABILITY OPERATOR D1 Y X h—)b

Network Observability Operator ZfEFA 9 515G, BIiRFMHE LT Loki DA Y A M—IL DRI N F
¥, Loki ZfEAHE 9 IC Network Observability Zf#HT 2 I EHBIRTEXTE T, ZOHERFY UL
AR E I Y 3 Y THRIAINTVWEIW ONDEIBRAERT I2MELNHY T,

Loki Operator (&, RIVFTF U —ERAERET IS — MM % Loki EMELT, T—9 70—
AML—=U%EEBELET, LokiStack )V — R, RT—F 7N TCadBAMEOYILFT+> bOTERN
VAT LTH S Loki &, OpenShift Container Platform E35E %= X 7= Web 7OF > —%2EE L &

¥, LokiStack 7’0 F > —I&. OpenShift Container Platform 835f = FHA L CYILF T+ V¥ —%EH
L. Loki BT R RTTDT—9DREFEA VT Y IV AEREBHICLET,

X5

Loki Operator (&, LokiStack A7 2 h 7 DRE ICEFERATEE T, Network
Observability Operator ICI&, AOF ¥ J EIEBIDEFERD LokiStack "B ETT,

3.1.LOKI %= f#F L 72 L NETWORK OBSERVABILITY

Loki DA~ A h—I)LF|IEAEETHE T, EHE [Network Observability Operator D1 ~ X b —JL] %E4T
9% & T, LokiZ L T Network Observability #ATX %9, 70— % Kafka A2 a—v—Fk
FIPFIXAL I8 —DHICTI RAR—MT2HE. FLEI Y 2R—RAN) I ROHVERIGZE
&, LokiZA YA M—=JLLEY, LokiBDRA ML —VHEH LAY TIVNERIHY FHA, Loki ZE
A L7RWI5EEA. Observe D TFIC Network Traffic SRIVIERRINEFHA, DFY. BIEFv—b. 7
O—F—7, hROYV—EHY FHA, ROKRIE, LokiZFALIBAEEFERALAVEADF AL
BHEREZ LR L TWE T,

F3ILoki ZEA LG EER L AVWEE OERAATRELAEEED LhER

Loki ¥ 5354 Loki & L AW B&
I RAR—%— v v
ZO—R—ZADAMYHREYY v
Yak—Fk
FS5T74v o 70—OBE, 57— V X

TIEa1—, bAROY—Ea1—
JAY T T4 NI — v X

OpenShift Container Platform v X
a2V —IL®D Network Traffic ¥
TOHE

e E 1B ¥R
o BbINALRYy ND—0270—-FT—9%DITYRAKR—}I

3.2. LOKIOPERATOR DA Y X b —JL
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Network Observability THHR— k TR TL\ % Loki Operator M/X— 3 V&, Loki Operator /83— 3
V57L& TS, IhHD/N—2 3 Tld. openshift-network 77> FEEE— R&AFERAL T
LokiStack 1 X%V R E T HEENIRBEI N TE Y. Network Observability ICX T 3 ELICEE
EINEI SR —ARAES L UVRADPYR—FINTWVWET, Lokizaq YA M—=ILTBITIEVL DD
DHEDHY ET, TDIBED1DH, OpenShift Container Platform Web 3> Y/ —JL® Operator Hub
ZFEAYT2AHETY,

AR

o WO A K7 (AWS S3. Google Cloud Storage. Azure. Swift, Minio, OpenShift Data
Foundation)

® OpenShift Container Platform 4.10 LA £

e Linux 1—RJL 418 LA

1. OpenShift Container Platform Web 1> —JL T, Operators » OperatorHub =2 ') v 7 L
xY,

2. {EHTAIBEAR Operator M) 2 b A5 Loki Operator #3&R L., Install #21) v 2 LE T,

3. Installation Mode T. All namespaces on the clusterZZERL 7,

1. Loki Operator B’ Y A h—ILINTWB Z & =R L £, Operators— Installed Operators
R—=IIZT7 XL T, LokiOperator Z#E L £7,

2. LokiOperator g RTDTOY 49 bT Succeeded @ Status TY A MINTWB Z &%
mLET,

E:2

LokiZ77 VA4 YA M—=ILT BITIE. LokiDA YA M—JLICERLEAEICHIET STV
AYAM=TOEZR%ESR L T LIV, ClusterRole & ClusterRoleBindings. =
TV MZARTICEIMINTT—4%. BLUVHIRT Z2BEDH BKEA) 2 —LH
BoTWBHBEMLHY X,

321LLoki A NL—Y DY —9 Ly NDIERK

Loki Operator I£. AWS S3. Google Cloud Storage. Azure. Swift, Minio. OpenShift Data
Foundation 2 &, WL 2HADAOJZA ML =Y F T avaHR—MLTVWET, ROBIEZ. AWSS3 R
NL—2DY—0 Ly batERT 2AE2R"LTVWEY, TOBITERINILZL—2 L v b loki-s3

&, TLokiStack YV —ZDEM] TSRINTWEY, TOP—I Ly M. Web AV YV —ILFEIF
CLI T TEEY,

1. Web OV —JL%ERL T, Project - All Projects KO 74 > IC#%&) L. Create Project
EEIRLET, 7OV Y M netobserv & WD &RT%FI1F T, Create 22 ) v 7 LET,

2. BEBICHZAVR— 742 +ICBELET, YAML 7 74 )LEITT 49 —ICR—Z ML

Y9,
UTFIE. SSAML—=YDY—0L Yy N YAML 7 74 ILDFITT,
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apiVersion: vi
kind: Secret
metadata:
name: loki-s3
namespace: netobserv ﬂ
stringData:
access_key_id: QUIJQUIPUOZPRE5ONOVYQU1QTEUK

access_key_secret:
dOphbHJYVXRuRkVNSS9LNO1ERU5HL2JQeFJmaUNZRVhBTVBMRUtFWQo=

bucketnames: s3-bucket-name
endpoint: https://s3.eu-central-1.amazonaws.com
region: eu-central-1

@ OFFIXVMRBBMIMTLEA YR P—PITE TRTOAVR-—XY PTRAL
namespace T# % netobserv 2L TWEY, # 7> 3> T, ERBAVE—RV b
TE7A % namespace #FHTE XY,

MREE
o V— Ly NEEKRTDE, Web 2V —)LD Workloads - Secrets D FIC—ERRINE
-a—o
e E 1B ¥R

e JO—JLYV4—APIVT77L VR
e JO—LU¥—DHYVYTIYY—2R

o lokix7YVzHIVMNAML—Y

3.2.2. LokiStack H R % L) Y — X DYERK

Web OV —JLFE 7L CLI #{FF L T LokiStack #5704 L. namespace ¥R 7OV o M &E
MTEZET,

FIR

1. Operators - Installed Operators IC#&J L. Project KO v 74 >~ H 5 All projects % KRR
LE9.

2. Loki Operator ##£ L £ 9, ##l®D Provided APIs T, LokiStack ZEiRL 7,

3. Create LokiStackx=7 1)y o L%,

4. Form View £71& YAML view TRD 7 1 —JL RBPHEEINTWB & 2R LE T,

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:

name: loki

namespace: netobserv ﬂ
spec:

size: 1x.small

storage:

19
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schemas:
- version: vi2
effectiveDate: '2022-06-01"
secret:
name: loki-s3
type: s3
storageClassName: gp3 9
tenants:
mode: openshift-network

@ COFFIXVMRBBMIMTLEA YR P—PITE, TRTOAVR-—XY FTRL
namespace T# % netobserv Z R L TWE 9, HEIZIGE LT, BID namespace % {FH
TEEY,

@ ReadWriteOnce 7/ £ RE— KDY 525 —THEATHERR ML —Y 0 52 E%HAL
9., ocgetstorageclasses #FALT. V5RY—THHETEZ2LDZHERTEZE
-a_o

E:2

S22 —OFVJIFERAINSEDER L LokiStack #BF B LAWVWTL 2
T Ly,

5. Createz=27 )w o LZx9,
3.2.3. cluster-admin 21— —0O—J)LOFR T IL— T DVEK

E:2

cluster-admin 1 —4#—& L THEHD namespace D7 ) r—oavny%=9 T —¢
&, VSR —RDTRTD namespace DXFEHDEETH 5120 ##B 4. Parse
error: input size too long (XXXX > 5120) T —A"FE4 L £ 9, LokiStack DO I AD7T
7R % L YUBEYICHIET B ICIE. cluster-admin 1 —4'—% cluster-admin 7 )L — 7
DAV IN—IZLE T, cluster-admin 7)L—THEELABRWVGEIX. R L TRER
aA—H—%EMLET,

ROFIEAFEREL T, cluster-admin #REDH 2 21— —HHIC, FILWITIL—TEERLF T,

Fig
L UTDATY REAADLTHRINVN—TEERLET,

I $ oc adm groups new cluster-admin

2. UTFDav Yy RERTLT, BERI—F—% cluster-admin 7 )L—7IZBML 7,
I $ oc adm groups add-users cluster-admin <username>

3. LFDav Y K&EEITLT cluster-admin 1—H#—0O—)L % J)L—FITEBML £,

I $ oc adm policy add-cluster-role-to-group cluster-admin cluster-admin
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324 WAV LBEEBEITIN—TDT7 U A

ZHOA—Y—DLEREREVEE TI2ARET 704 X~ MDIFEIE. adminGroup 7 1 —JL K %&
FRALTHRYLYTIL—THERTEZEY, LokiStack CR ® adminGroups 7 1 —/L R TIEEI iz
TI—TDAVN—THZD1—H—F, BEHEEAHLINET, cluster-logging-application-view
A—LEEYETONTWEREEBEEI—H—IE. T XTD namespace DITRTOF7 T r—avn
TJICTFOVERATEEY,

LokiStack CR M5l

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
tenants:
mode: openshift-network ﬂ
openshift:
adminGroups: g
- cluster-admin
- custom-admin-group 6

WA LEEBEII—TI1Z, TOE—RTOIXMFATETET,

TD714—=ILRICED)AME[ZANTBZE, BEESIL—THEDICKY T,

909

T 74 hDJIL—T (system:cluster-admins, cluster-admin. dedicated-admin) % 4 —/\—
24 RKLET,

3.25.Loki T 7AAM XY hDY A X

Loki D4 XiF <N>x.<size> DI WVNF T, <N> 1314 VY RI V2D %, <sizes IFMREAIREL
F9,

R3.2Loki DH A4 X

1x.demo 1x.extra-small x.small Ix.medium
T —H RE TEFEDH 100 GB/H 500 GB/H 27TB/H
1#8Hi-vnsx TEFEDH 2002 YMT1- 200 S Y#MT 25- 200 S YMT 25-
1) —# (QPS) 25 QPS 50 QPS 75 QPS
L) y—ay AV 2 2 2
fRE
A5t CPU E3k AV {R48 CPU 14 {& {R48 CPU 34 {& {R48 CPU 54 {&
BEATEY—Ek AV 31Gi 67 Gi 139 Gi
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1x.demo 1x.extra-small x.small Ix.medium

BEtT1 RV EK 40Gi 430 Gi 430 Gi 590 Gi

3.2.6. LokiStack DEX WA HFIR E NIV R T 5 — b

LokiStack 1 Y R4 Y RITIE, BEINLHYA XTIGLET 74 MEENMIBLTULET, BYAA
PO —DHIREE, CNODRED—HE LEXTEIENTEEYT, IVY—ILTS T4 VEE
I& flowlogs-pipeline O 7'IC Loki TS5 —ARTRINDIFEK. TNOEEHRITLHIE&MELES, &
NODEIRICET D&, Web AV Y —ILDOBEEFT7S— KN TRMINET,

REINLHRDOF ZRICRLES,

spec:
limits:
global:

ingestion:
ingestionBurstSize: 40
ingestionRate: 20
maxGlobalStreamsPerTenant: 25000

queries:
maxChunksPerQuery: 2000000
maxEntriesLimitPerQuery: 10000
maxQuerySeries: 3000

NODOBEDFEMIE. LokiStack APl 77 L VR BHBBLTLEIL,

r

3.2.7. Network Observability TOYILFFF+ > —DEML

Network Observability Operator DIV F T F o —IZ& Y, Loki IiCREINTVWE 7O0—A~AD1—
Y—T O ERELETIV—TT7 7 2XMEMICHFISLCHRINE S, 7OV NEBEDT V&
AHEPITHE>TWET, —EZD namespace NDT7 IV EZAHLFHRINTWEZ OV =7 NEBEIL,
TN 5D namespace D7 O—DHICT IV EZATEET,

AR M

® |okiOperator/\—> 3 V57 EEA VA M—=)LLTW3,

e JOvz/NEEBELLTAVIVYLTWS,

FIR
L ROATY RZETLT, userl ICHEAMYERZNE LT,

I $ oc adm policy add-cluster-role-to-user netobserv-reader user1

WHE. T—YEFFTI N2 —H — namespace DA ICHIBRINTWET, L& AL, BE—0D
namespace IC7 VA TE 321 —H—I&. T D namespace IED 70— RT&, D
namespace "SHAYTZT7O0—42KRRTEEY, 7OV U MEEHIL OpenShift
Container Platform 3> Y —JL® Administrator /\— 2RV 7 1 FIZF7 7 A LT, Network
Flows Traffic R=JICT7 IV E2ZATEET,
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3.3. NETWORK OBSERVABILITY OPERATOR O 1 ~ X h—Jb

OpenShift Container Platform Web > ¥ —JL Operator Hub % {8 L T Network Observability
Operator 24 Y A M—JLTEZX Y, Operator 24 XA h—JLF % &, FlowCollector 11X 4 L)Y —
AEH (CRD) M@t XN F 9, FlowCollector Z/EpKd % & XIZ, Web AV Y —IL THERZRETE
x7,

E:2

Operator DEED X EY —HEEIZ, VT RAIY—DH A XEFTO4IhiE) VY —2D
BICK->TERYET, THIRLU T, XE) —HESLABITIVNENHIHBENDH
YFEJ, i, 70—aL VY —R[REOEZRERFIE] €7 3D [Network
Observability 3> hO—5—Y R —Y ¥ —Pod DA EY—FRE] 2SRBLTLEIV,

o |oki #EHT 3B A, LokiOperator /N\—U 3 Vv 570 4 VYA M=JLLTW3,

e cluster-admin #ERZHF > TWBHELHY T,

o HR—FMINTWBT7—FF7UF+—TdHhs amd64. ppcédle, arm64. s390x DL\ hhH,
® Red Hat Enterprise Linux (RHEL) 9 THR— M X 2FE®D CPU,

® OVN-Kubernetes £7zI& OpenShift SDN & X A Y xy NI =0 TS5 4V LTEREL. £
3 VT Multus ® SR-IOV R EDEA VI Y —A V5 —T x4 R%EFAL TV,

E5C

TSI, ZDA VA M=ILEITIE. §RTOAVR—%> M THEAINS netobserv
namespace AL F 9, HEICH LT, BID namespace ZFHATEF 7,

1. OpenShift Container Platform Web 1> —JL T, Operators » OperatorHub =2 ') v 7 L
xY,

2. OperatorHub T{fE A% Operator DY) & k5 Network Observability Operator % iR
L. Install 22y o LZET,

3. Enable Operator recommended cluster monitoring on this Namespace ¥ = v 7Ry ¥ X %
BRLZXT,

4. Operators — Installed Operators IC#&) L £ 9, Network Observability FICIREE I hu7z API
T. Flow Collector ') > 7 %&RL X7,

5. Flow Collector ¥ 7IC#&)1L. Create FlowCollector22 ') w7 LE¥d, 74#—LE1—TXRK
DEREITVET,

a. spec.agent.ebpf.Sampling: 7O0—DH > 7YV 44 X&BELET, YUYV IH4
AMWPNIWNFE, VY —REARAOHFENKRESCARY T, FMIE.  TFlowCollector
APl 7 7 L VR ] M spec.agent.ebpf SR L T LI,

b. Loki Z#FR L TW3I5aIk. ROLEKERELE Y,
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i. spec.lokimode: Tt % LokiStack E— NIZEEET 5 &. URL., TLS, /5 R4—0O—
e V3R —0O—IbA VT4 VT, &V authToken [ENBEEIMICEREI N
¥, £IE, Manual E— N=2ERATZ2E, ThOoDEREEZLYFMICHETEET,

ii. spec.loki.lokistack.name: Z 11/ LokiStack ') YV —ZDEZHIICERELEFT., TDOKRF2
AV MNTIE, loki ZzfFRAL X,

c. 77 a v FALTVWARENMNARELRISGEIE. EEHERT—5E) T4 —baWnWAaE
TTF—X¥ %8r%xd 574HIC. Kafka #{EH L T FlowCollector #5%EF 5 2 & AMREFTL T
KXW, (70-3L 99 —%(TEICEAITIZIEELEESEIE] /> avD [Katka A b
L—Y5FERALAA7O—aL 99 —YY—RADEREI #BBLTLEIL,

d. 7> 3. R® FlowCollector {EFFIBICHEDRIIC, kDA T3V aEHRELFT, L&
ZIE, Loki ZERALAWVWI EARBIRLIBEIK. Kaftka LK IPFIXAD7O—DI VR
R—PM2RETEEY, [JO—ALIVY—REDEELREERFE] /> a v Mafk
Ihicxy N7 —270—F—9 % Katka BEL T IPFIX ICZ YV RAKR—NT 3] R EAESER
LTLEEIW,

6. Create &7 ) v LEY,
MREE

NI LT & AR T BICIE. Observe ICHENT % &, # 7 3 »IZ Network Traffic A FRRE
nExd,

OpenShift Container Platform 2 S R4 —RIC T TV r—>a v K374 v 7 BRBRWESIE. 774

RDT74ILF—h"Noresults" ERRFIN, HENLT7O—DRELLVWCEPGHYET, 714ILY—
BIRDIEICH B Clear all filters #:#IR LT, 7O0—%2FK =L XTI,

34.70—3L V49 —REICEHTIEELREREIR
FlowCollector 1 VA Y VA% EKT 5 &, TNEBRETDIEIETEIFETN, Pod MR T L TEF
KEIND7H, FHAELC DAL HY FT, TDRDH. #¥HT FlowCollector % 1ERK 3 5 IR IC I,
LTFOA T avaERETREIEERFTLTLLEIL,

o Kafka Z{#FH L 7= Flow Collector ) ¥ — R DR E

o BbINARY ND—070—F—%% Kafka £/IZ IPFIX IZT Y AR— b

® SRIIOVA VA —TIARARNT T4 v I DERDKRE

o EIREHDEMR

e DNSEIFDER

BEFR

70—23L 7% —DtE*. Network Observability Operator D7 —F 7/ Fv—& )V —ZADERIC
B9 2 2BMRBERICOVTIE, ROYYV—RESRLTIEIW,

e JO—JLJA4—APIYT77L VA
e JO—LU¥—DHYVYTIYY—2R

o )Y—XDBEEFIE
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® Network Observability A~ FA—5—Y X —Y ¥ —Pod DA E) —FRBDIZ TNV a—FT4
Va7

® Network Observability 7 —F7 7 F v+ —

35.KAFKADA VA N—=)L(F T a V)
Kafka Operator I&. KIFBELRBREBETHR—MINTWE T, Kafka ik, BIEEERT—5EY) T4 —D
BWHETRY ND—070—T—49%86%ET 5D BRIL—Ty MO DEEEDT—9 74— R
IR L E T, Loki Operator & & U Network Observability Operator A1 Y 2 h—JLI /D ER L &
912, Kafka Operator & Operator Hub A5 Red Hat AMQ Streams & L CTA YA M—ILTEZXT,
KafkaZ A ML —YFA T a3V & LTRERET 2541E.  [Kafka Zf#F L 72 FlowCollector ) Y — XD
BME] ZBRLTEIN,
= T8
Kaftka #T7 VA YA M= BITIE. A VR M—IVIERLEFEICHIET 27 V1Y
Zh=7OERESRBLTLEIY,
FEE R

Kafka Z{# M L 7= FlowCollector ') ¥ — R D3R E

3.6. NETWORK OBSERVABILITY OPERATORD 7 V14 VXA h—Jb

Network Observability Operator I&. Operators — Installed Operators ') 7 T{E%9 % OpenShift
Container Platform Web 3> —JL Operator Hub 2fFHLT7 Y41 YA =L TEZE T,
FI&

1. FlowCollector H 2% L")V — X %HIBRL £,

a. Provided APIs 7/ Network Observability Operator D1&IC4 % Flow Collector =7 ') v
JLET,

b. clusterDA 7> a v X=—a1— %2 1) w2 L. Delete FlowCollector %#3&iR L 7,

2. Network Observability Operator # 7 >4 Y A h—JL L E T,

a. Operators — Installed Operators T!) 7IZRY £ 7,

b. Network Observability Operator DB ICH DA T a v A =2 — =0 )vy
L. Uninstall Operator %#:&R L £ 7,

c. Home - Projects %R L. openshift-netobserv-operator &R L £ 7,
d. Actions IC#E) L. Delete Project #:#IRL £,

3. FlowCollector h 2% L111) YV — X% (CRD) #HIBR L £,

a. Administration - CustomResourceDefinitions ICFZEI L Z ¢,
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b. FlowCollector 2L, # 7Y a v X =a1— HOYw o LET,

c. Delete CustomResourceDefinition &R L £ 9,

E:2

Loki Operator & Kafka (&, 41 YA b—ILINTWIBE, Bo>TWb 1Kk
&, BERICHIBRT 2RELNHY T, ISIC, ATV MR RMNTITRES
NERYOT—49. BLCHIRT Z2BENHZKGER) 2 —LDHBHBED
HYFET,
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5£4Z OPENSHIFT CONTAINER PLATFORM M NETWORK
OBSERVABILITY OPERATOR
Network Observability (&, Network Observability eBPF agent IC& > TERINZ Ry NT—V b Z

74y 70— 5RESLVRIETDHDICEZY )V IR1TS54 V% FT 04§ % OpenShift
Operator T9,

41 KR DRR

Network Observability Operator & Flow Collector APl =12t L £, Flow Collector ') ¥V — X HMER
hd&, PodEY—EREZTTOMLTRY b7 —270—%EMLTLokiODJ R MT7ICREL.
FwvaR—K, A MN) U, BLUV70O—% OpenShift Container Platform Web 2> Y —JLIZRTR L
7,

FIR

1. ROO~v Y K&EZEF4TL T. FlowCollector DIRFEEARRL X T,

I $ oc get flowcollector/cluster

=Ll

NAME  AGENT SAMPLING (EBPF) DEPLOYMENT MODEL STATUS
cluster EBPF 50 DIRECT Ready

2. RDAX > R%AZEFTL T, netobserv namespace TEITLTW% Pod DRA7T—4% XA &R L
x7,

I $ oc get pods -n netobserv

axaLtll
NAME READY STATUS RESTARTS AGE
flowlogs-pipeline-56hbp 1/1 Running 0 147m
flowlogs-pipeline-9plvv 1/1 Running 0 147m
flowlogs-pipeline-h5gkb 1/1 Running 0 147m
flowlogs-pipeline-hh6kf 1/1 Running 0 147m
flowlogs-pipeline-w7vv5 1/1 Running 0 147m

netobserv-plugin-cdd7dc6éc-j8ggp 1/1  Running 0 147m

flowlogs-pipeline Pod (70— %X L. NELAZT7O—42REIHTHNS, 7O0—% Loki A bL—
JIZEE L 9. netobserv-plugin Pod 1%, OpenShift Container Platform 3>V —ILADOREL TS
TJAVEERLET,

1. ROOAY Y K% ABL T, namespace netobserv-privileged TE1TL T\ % Pod DA F7—%
AR LET,

I $ oc get pods -n netobserv-privileged
Akl

I NAME READY STATUS RESTARTS AGE
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netobserv-ebpf-agent-4lpp6 1/1  Running 0 151m
netobserv-ebpf-agent-6gbrk 1/1  Running 0 151m
netobserv-ebpf-agent-kipl9 1/1  Running 0 151m
netobserv-ebpf-agent-vrenf 1/1 Running 0 151m
netobserv-ebpf-agent-xf5jh  1/1  Running 0 151m

netobserv-ebpf-agentPod I&. / —RKDxy NT—9 A V9 —T x4 RZEHRLT7O0—%ZEEL.
Zh % flowlogs-pipeline Pod ITEE L E T,

1. Loki Operator 2 L TW3iH&IE. JROIT ¥ R%%E1T L T. openshift-operators-redhat
namespace TEITLTWS Pod DAT—49 R &MHEL XY,

I $ oc get pods -n openshift-operators-redhat

A6
NAME READY STATUS RESTARTS AGE
loki-operator-controller-manager-5f6¢ff4f9d-jg25h 2/2  Running 0 18h
lokistack-compactor-0 1/1 Running 0 18h
lokistack-distributor-654f87c5bc-ghkhv 1/1 Running 0 18h
lokistack-distributor-654f87c5bc-skxgm 1/1  Running 0 18h
lokistack-gateway-796dc6ff7-c54gz 2/2  Running 0 18h
lokistack-index-gateway-0 1/1 Running 0 18h
lokistack-index-gateway-1 1/1 Running 0 18h
lokistack-ingester-0 1/1 Running 0 18h
lokistack-ingester-1 1/1 Running 0 18h
lokistack-ingester-2 1/1 Running 0 18h
lokistack-querier-66747dc666-6vh5x 1/1 Running 0 18h
lokistack-querier-66747dc666-cjr45 1/1 Running 0 18h
lokistack-querier-66747dc666-xh8rq 1/1 Running 0 18h
lokistack-query-frontend-85c6db4fbd-b2xfb 1/1 Running 0 18h
lokistack-query-frontend-85c6db4fbd-jm94f 1/1 Running 0 18h

4.2. NETWORK OBSERVABLITY OPERATOR D7 —F 7V F v —

Network Observability Operator (&, FlowCollector API 212 L £ 9, ik, 41 VA M—JLBFICA ~
24 > Z2{tX . eBPF agent. flowlogs-pipeline. netobserv-plugin Y R—3x > N&FAET 2 LS
ICBREINTWE T, FlowCollector i&, 7R —T&IC1DEFHR—MINET,

eBPF agent (3, &V S R9—LTEITIN, XYy M7= 70—-%RN&ETZLDDWVWL DHDMHER%E
F>TWE 9, flowlogs-pipeline (Y 7 —270—7—4%%%F{E L. T—4% IC Kubernetes 3 5IF
ZBIMULET, LokiZFEA L TW3IHE. flowlogs-pipeline (7 0—04F—4 % Loki IC#EE L T,
RESLVM Ty I RE%EITWVWE T, netobserv-plugin (. FBJ OpenShift Container Platform
Web AV VY —INTZ T4 THY., Lokilil/ T —%RFLTRY M7= 70—-FT—9%RELZE
T, V5R9—BEEIX, WebA VY —ITT—95RRTEET,
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Network Kubernetes
Observability Operator objects’
(FlowCollector) metadata
eBPF agent Raw ) Flowlogs- Enriched N - —) netobserv-
(privileged) flow data pipeline flow data ,, plugin
Loki storage
Enriched Kafka
flow data (optional)
Network : .
o Packet listening at i
interfaces / Traffic Control ingress/egress Enriched IPFIX
flow data (optional)
Nodes )
(DaemonSet) [r)ni?}fiig —> \,
Prometheus storage

ROBITRT LT, Kaftka A T a v aFHRALTWSIHA, eBPFagentldxy b7 —o270—F—

L. flowlogs-pipeline (& Loki IZiX{E 9 % RIIC Katka MEY 7 D SEHEY £,

& % Kaﬂ(a L\. 9l\:{El
Network Kubernetes
Observability Operator objects’
(FlowCollector) metadata
eBPF agent > > Flowlogs- Enriched ) 7 > netobserv-
(privileged) Kafka pipeline — flowdata . plugin
Loki storage
Enriched Kafka
flow data (optional)
Packet listening at
Network / Traffic Control ingress/egress
interfaces Enriched IPFIX
flow data (optional)
Nodes
Derived
(DaemonSet) mirtlriis . \_/
—
Prometheus storage

4.3. NETWORK OBSERVABILITY OPERATOR D X 57 —4% R L FRE DR

oc describe IAY Y KAFARAL T, A7—

Y XA%ERAEL.

flowcollector DEFEi=R T £ 9,
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FIR

1. RDOT Y R%EZEFTL T, Network Observability Operator DX T —49 R EREEZRRTLET,

I $ oc describe flowcollector/cluster
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555 NETWORK OBSERVABILITY OPERATOR D&% 7E

Flow Collector API 1) YV — 2 % B %7 L T. Network Observability Operator &€ ZDY X —Y KOV R—X
VY MNERETEET, FlowCollector l&, 4 Y X M—JLARICEATRBICERINET, D) Y —RIF7

S22 —2ETEET 5720, BE—D FlowCollector DHHFFaI X1, cluster & WD &Ri% T %
ENHY FT,

5.. FLOWCOLLECTOR JY —XARTRT S

OpenShift Container Platform Web 2>~V —JL T YAML 2 BEXR RS L VRETE T,

FIR

1. Web O~ Y —JL T, Operators - Installed Operators I[CF581 L £ 7,
2. NetObserv Operator M Provided APIs Rt L O FT. Flow Collector &R L £ 7,

3. cluster Z:ZR L. YAML# 7% ZEIRLFY, €I T. FlowCollector )V —X%ZZEHEL T
Network Observability Operator 58 ETX X 7,

LR DfIE. OpenShift Container Platform Network Observability Operator @1 > 7'JL FlowCollector
)Y —R%ZRLTWET,

FlowCollector ')V — XD H > )L

apiVersion: flows.netobserv.io/vibeta2
kind: FlowCollector
metadata:
name: cluster
spec:
namespace: netobserv
deploymentModel: Direct
agent:
type: eBPF
ebpf:
sampling: 50
logLevel: info
privileged: false
resources:
requests:
memory: 50Mi
cpu: 100m
limits:
memory: 800Mi
processor: 6
logLevel: info
resources:
requests:
memory: 100Mi
cpu: 100m
limits:
memory: 800Mi
logTypes: Flows
advanced:

o0
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® O

32

conversationEndTimeout: 10s
conversationHeartbeatInterval: 30s
loki: (4]
mode: LokiStack 9
consolePlugin:
register: true
logLevel: info
portNaming:
enable: true
portNames:
"3100": loki
quickFilters: (6]
- name: Applications
filter:
src_namespace!: 'openshift-,netobserv'
dst_namespace!: 'openshift-,netobserv'
default: true
- name: Infrastructure
filter:
src_namespace: 'openshift-,netobserv'
dst_namespace: 'openshift-,netobserv'
- name: Pods network
filter:
src_kind: 'Pod'
dst_kind: 'Pod'
default: true
- name: Services network
filter:
dst_kind: 'Service'

I— 1V MNMEkk spec.agent.type (& EBPF TR FiEARY £H A, eBPF I&. OpenShift
Container Platform THR— N INZM—DF T3> T,

> 7)) ¥ Jt#k spec.agent.ebpf.sampling 5% EL T, VY —XREBEEBTEXFET, TV v
TEMEWE, KEDEE., AT —, BLUVRAMN L=V Y Y—AWNBEEINZHTREEIHY X
T ChiE, BTV TLEDEAIBET DI ETERTEET, 1001, 100 Z&IC1DD7
A=Y TV IEnNdZE#BHRLET, O FAIFXT1DEIK. TRTO7O0—HIF+ TFv—
INBIEEEKRLET, EMEWVZE, BRIz 70-28mML. ;REXA M)V XADBEHNAE L
LET, 774 DMTIE eBPFH Y 7)) U JIFMESO ICREINTWSESH, 50 Z&IC1D2D7
A=Y isngxd, dUZBLKDY Y Fo70—k, LYEZBLDAMNL—=IUDREICLS
CEIREBFRLTLCEIVN, 774 MEDLIRD TRERIICTHEL, VSR —DEEBTEDH
EERETDIEEWELET,

7Ot v % —{1#k spec.processor %% ET D&, REEHEBAMITEET. BMIT L.
Web AVY —I)LTREANRVYNEIJIT)—TEBLDII7Y XY, spec.processor.logTypes D
&l Flows T9, spec.processor.advanced DfE(d. Conversations. EndedConversations.
F/IEALLTY, R NL—YEHIF Al TREE <. EndedConversations THREE < 2L £
E

Loki {t#kCTd % spec.loki I&. Loki 754 7 h&IBELE T, T 7 4L MBI, Loki Operator
DAVAN=ILEI I VICEBEINTWS Loki41 VA RM—ILIXRE—BLF T, Loki DRIDA
VAN=IAEEFERALESBEIX. A VAN —IVICEYRISA T MEREIEELEX T,

LokiStack E— K&, W< DHDERE (querierUrl, ingesterUrl. statusUrl, tenantiD. & & U'%F
693 TLSEERE) ZBHMICKRELE Y., V5RY—O—IWVEISRY—O—ILNI VT4 VT
M. LokinDOTDFHHEY EEZXAADIHITER I N FE T, authToken | Forward ICERE X
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NFd, Manual E— REFHTZE. CNOAEFHTRETEET,

6 spec.quickFilters {f#kid. Web AV YV —JLICRRINZ 71 I Y —%EHL XT, Application
7 1 )L% —F—_ src_namespace & & U dst_namespace IFEE () SNTWB

&. Application 7 1 )L ¥ —Id. openshift- & 7= (3 netobserv namespace N HFEEFEINT LW
W, FREBEDEVWIRTOINS 74 v 7 %2RTLET, F#lIE. UTFDOIA4 Y0 T74)L5—D
BREZSRLTLLEILW,

BEFR

KRB OEEMIZ. Working with conversations ZZ8 L T XL,

5.2. KAFKA Z{# A L 7= FLOW COLLECTOR ') YV — X D&

Kafka ZEm AN —Fv MO DEBEDT—4 7 1 — RDDIZERT 5 & 5 IC. FlowCollector ') ¥ —
A%ZRETEET, Katka 41 YV RY VR %ZRITTDHENHY. TDA 2 RXH > AT OpenShift
Container Platform Network Observability EF® Kafka hEY V2 {ERXT 2 EBEAH Y £9, FFil

&, AMQ Streams #f#f L7 Kafka RK¥F a2 XV b #2BLTLEIW,

AR

o Kafka M Y A h—JLEINTW3, RedHat I&., AMQ Streams Operator % {9 % Kafka %
HR—MLZET,

FIR

1. Web O~ Y —JL T, Operators - Installed Operators I[CFE1 L £ 9,

2. Network Observability Operator M Provided APIs &\ 5 R L DT T, Flow Collector % &
RLZET,

3. VA9 —%BRL. YAMLY T% 0y I LET,

4. ROYHY TV YAML ITRT & D IC, Kafka 2R % & 5 IZ OpenShift Container Platform
Network Observability Operator @ FlowCollector ) V —X % Z&E L £ 7,

FlowCollector ') ¥V — 2 D Kafka 5xEDH >~ 7 I

apiVersion: flows.netobserv.io/vibeta2
kind: FlowCollector
metadata:
name: cluster
spec:
deploymentModel: Kafka ﬂ
kafka:
address: "kafka-cluster-kafka-bootstrap.netobserv" g
topic: network-flows
tls:
enable: false ﬂ

Kafka 7704 X~ NETFTILEBMICT %ITIE. spec.deploymentModel % Direct T id 7 <
Kafka ICEREL F£9,
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Q spec.kafka.address (Z. Katka 7— A NSy TH—NR—DT7 RL 2SR L F9., R— bk 9093
TTLS =R % 7-%. kafka-cluster-kafka-bootstrap.netobserv:9093 72 &, HEICH LT

9 spec.kafka.topic (4. Kafka THERINZ R NEY VDEZFIE—RTIBENHY T,

Q spec.kafka.tls £ L T. Kafka & DED TR TDEE%Z TLS £/ IE mTLS THSIETE X
¥, BWICLAEIGE. Kafka CASIBAZ (L. flowlogs-pipeline 7Oty H—dVR—%x > MO FT T
A4 XN TW3 namespace (T 7 # )L b: netobserv) & eBPF T—Y v MO T 7O14 IR TV
namespace (7 7 # JU : netobserv-privileged) M5 T ConfigMap F 7z & Secret & L TEAT
XHZMENHY £, spec.kafka.tls.caCert THSRI 2MENHY XT, mTLS 2 EHT 25
B, VATV RNY—= Ly MEINSHD namespace THHRATE (lc& A 1K, AMQ Streams
User Operator Z {8 L THEM T X £ 9). spec.kafka.tls.userCert TSRINZNELNHY F
ER

53.@tINfRxy ND—0J0—F—495THUVRKR—KrT 5B

*v N7—7270—% Kafka, IPFIX. F7IEZDEAICEARFISEFTEZXT, Splunk. Elasticsearch.
Fluentd E%&IF LHET B, Kafka £ IPFIXANEYR—IT 270y —FL@RAML—2
ik, BRIhicxy hD—9o0—FT—95FEHTEET,

AR

® Network Observability @ flowlogs-pipeline Pod & Kafka &7zI& IPFIX L 24 —T ¥ KR
v hEFERTE S,

FIE
1. Web O~ Y —JL T, Operators - Installed Operators I[CF581 L £ 9,
2. NetObserv Operator M Provided APIs Rt L O FT. Flow Collector &R L £ 7,

3. cluster #:#R L. YAMLY 7%2ZIRLZ T,

4. FlowCollector %= w5 L C. spec.exporters = XD L HIZREL T,

apiVersion: flows.netobserv.io/vibeta2
kind: FlowCollector
metadata:
name: cluster
spec:
exporters:
- type: Kafka ﬂ
kafka:
address: "kafka-cluster-kafka-bootstrap.netobserv"
topic: netobserv-flows-export g
tls:

enable: false
- type: IPFIX

ipfix:
targetHost: "ipfix-collector.ipfix.svc.cluster.local"
targetPort: 4739

transport: tcp or udp 9
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9 Network Observability Operator (&, §RXTD 7 O—%&EI N/ Kaftka hEY 2 IZT S
Z/_j_:_ I\ L/ i’a—o

g Kafka & DREID T RTDBIEAR SSL/TLS £/ mTLS THREESILTEXEY, BMICLEIE
&. Kafka CAZEEAZ (L. flowlogs-pipeline 7Ot v H—aVR—x Y KA TF7O414 3 h
T\W 3 namespace (7 7 # JU b: netobserv) T, ConfigMap &7z |d Secret & L TERTE
ZHENHY EFT, Ihid spec.exporters.tis.caCert TSR ITZMENHY £9, mTLS
HERATRHE. VA7 —2 Ly MEIN 5O namespace THFARBETH Y
(7= & 2 1E. AMQ Streams User Operator B L TERTE Z
7). spec.exporters.tis.userCert CSRINZNENHY 7,

atka IC7O—%2 TV AR—KMTBRDYIC, FLFZhAEHET, 70—% IPFIXICT
91/_.]_2_ I\T\‘ﬁi-a—o

@3 FTVaVTRSVRR—MNEEETEEYS, T7A4N MBI tep TTH. udp 2HET
2ZEHTEET,

5 FBEHR. Xy 77— 70—-FT—4% JSON X CRIATRELAENDICOEETTE T, FiM
i, xRy b= 20—FADYI77L VA ESBLTLLEIV,
e E 1E ¥R

JO0-FROEBEDFHFMIZ., FYy hT7—2 70KV 77 L VR EHBRBLTLEI,

5.4.FLOW COLLECTOR ') YV — XD &E#

OpenShift Container Platform Web 3>V —JL T YAML % #R&E 9 5 Y IZ. flowcollector 1 2 ¥ L
)Y —Z(CR) IRy FEFEHATEHIET, eBPFH YT VI REDEHERETEET,

Fa

1. ROV REEFTL T, flowcollector CR IC/Vy F% &M L. spec.agent.ebpf.sampling {&
ZEIFLET,

$ oc patch flowcollector cluster --type=json -p "[{"op": "replace", "path":
"/spec/agent/ebpf/sampling”, "value": <new value>}] -n netobserv"

55.94v 9749 —DETE

FlowCollector ) V —RXTI7 4 VY —%AZEBETEXZET, [ _E5|ATCHOE., TL2—BDHAEICA
YET, ThUADHZE. TFAMEILEES—BAFEFRAINE T, F—DOREILHZENV T () XF
I, BEEBKRLEYT. YAMLOZRICETSEMAI YT+ R MK, >~ 7LD FlowCollector ')
Y—RESBR LTI,

E5C

TANI—RYFUITHA4 T allof" &fcld "any of" &, 21— =DV TY—FT>av
NOZEETEDUIRETYT, hid, ZONY—RBED—ETIEHY FHA,

FRARERITRTDIANIY—F—DY) A MNERIIILET,

RK5174)IL9—F—
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names src_n dst n $HE®D namespace ILEETEZ NS T4 v IETAILI) VT LET,
pace ames ames
pace pace

name src.n dstn HBEDPod. H—ER, FhiF/—KEHEAMRYNTI—=I R NST14v 7D
ame ame B E FEDY—T7)VY—RAICAETEINZ T4 v I %27 1)L —E
LEY,

kind stc. k dst k HEDOYY—ROBEHEICAETEZINZT14vI%2T748) VT LET, Y
ind ind Y —2ADFEBITIE. Y —T )Y —2R (Pod. Service, F7zl& Node)., F7ILFR
B# ' Y —2R (Deployment & & U StatefulSet) A& FNF T,

owner src. o dsto HBEDPVYV—RAFAEZICEETDZIINS 74 v IETANY)UITLET, OF
_name wner  wner Y, 7—270—KRFEiEPod DY MTY, & ZIE. Deployment £,
_ham _nam  StatefulSet &R ETY,

resour src_r dstr —EICHTIERLTTRINDI/ED )Y —RICAETZINZT1v 0%
ce esou esou TANEI )T LET, ERORKRLEIE. namespace DIEFEDIFE IE
rce rce kind.namespace.name. /— KD#HE&(E node.name TY, /=& %
I¥. Deployment.my-namespace.my-web-server T9,

addre srca dsta IP7RLRICEETEZNI 749 I%&2T740L8) YT LET, IPv4 & IPv6 B

ss ddre ddre HYR—PFINhTWEY, CODREREYR—FIhTVET,
ss ss
mac src_ dst_ MAC7 RLZRICEET B NS 7149 0%74IL8 )T LET,

mac mac

port stcp dstp HEOR—MNIBETEZINZT4v 02748 ) VT LET,
ort ort

hosta src_h dsth PoddEIFTLTVWBKRAMNIPTZRLRAILEETSZ NS 74 v 9%T74)L51) Y
ddres osta osta /JLET7,
s ddre ddre

ss ss

proto B B TCP® UDP LD 7O MNINICEETZ NS 74 v & 749 ) VT LE
col L 2L ER

o V—RFLEBEDVWTNADI-N—HILF—T IV —, Fz&zE Z4NE)VV YT
name: 'my-pod’ |&. FHINZ—B4H 1 7 (Match all 72| Match any) IZBfR%A <, my-
pod HS5DFTRTDIT T4 v & my-pod NDITRTDIZ T4 v I 5BKRLET,

5.6.SR-IOVA V9 —T T A ARNS T4 v I DEHDETE

Single Root I/O Virtualization (SR-IOV) T/\XA A& FR LTI R - N7 1 v IV ZINET 2IC
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I&. FlowCollector spec.agent.ebpf.privileged 7 1+ —JL K% true ICERET 2HENH Y £9, JRIC,
eBPF agent l&, 77 # )L N TEHRINSZ KA MR Y MT—72 namespace ICINA. DRy hT—2
namespace HEEfR L 9, IREBHWEE (VF) 1 V¥ —T 24 A%&FD Pod MEKINZ &, FiLLWRY b
7 —7% namespace MMEK I E T, SRIOVNetwork K) > —®D IPAMRE%IEET D& VF AV
=74 AMNKRAMFRY NT—7% namespace B 5 Pod ¥ kT —% namespace ICHITINE T,

AR ERM
® SR-IOV 7/31 R % L T OpenShift Container Platform 2 S X4 —ILT7 VXA TE %,

e SRIOVNetwork 124 LYY —2 (CR) @ spec.ipam ZElZ. 1 V9 —T A ADY R MIH
ZEEAF IO TS TAUDSDIP7RLAAFEALTERETI2HLELNHY T,

FIR

1. Web O~ Y —JL T, Operators - Installed Operators I[CF5EI L £ 7,

2. NetObserv Operator M Provided APIs Rt L O FT. Flow Collector &R L £ 7,
3. cluster Z3&R L. YAMLY 7% #8IRLZ T,

4. FlowCollector h X5 L)V —RZHZRELE T, REHILRDEEY T,

SR-IOV £=4 ') >~ Z"FIZ FlowCollector 3% E ¢ %

apiVersion: flows.netobserv.io/vibeta2
kind: FlowCollector
metadata:
name: cluster
spec:
namespace: netobserv
deploymentModel: Direct
agent:
type: eBPF
ebpf:
privileged: true 0

Q SR-IOV E=4 ) v J%=BMICT %IIL. spec.agent.ebpf.privileged 7 1 —JL KDfE% true IC
BRETDIBENDHYFT,

BEFR

SriovNetwork 1 X% L") Y —ZADIEMDEEMIZ. CNIVRF 7S 74 VA @EH LB SR-IOV & v b
T—0ZE|Y L TOER #S5R LTIV,

5.7. )YV —RBEBLUON T+ —v VYV RICET 2EEEFIE

2y NT—VERICBERYY —RADER., VS5RAY—DHAXE, VS5RY9—DAEHANT—4% 2V
RAATRIETD-ODEHICEI>TERYET, VY—REZEEBL, V5RY—DNNT+—TV AEHE
BERETBHICIE. ROBRELERETBDIEERFLTLEIN, TNOHDRELERET 3&. HEL
Ty NPy TEFEAIMO - —XEE-THEENHY £T,

ROBEE. RANOL) Y —RENRT =XV RAEEEBTHDIRIEET,
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eBPF > 7)) vy

> 71) ¥ Jt#k spec.agent.ebpf.sampling #5%EL T, VY —REEEBTEFEY, TV
ENEVNE, KEDEHE, XEY—, BLUVRARNL—VYY—ZAMBEEINDIAREMELHY £,
Ihidg, YV v THDEEZBETZ2 I ETRBETEEHET, E100(F, 100 Z&IC12070—
DY TV TINBIEEBKRLET, 0 F4E 1 DEIK. TRTO7O0-DF+ TF+r—3h
5ZEHEEBHRLET, ENMNIVEE, BRIz 70-28EmML. IREA M)V ZADBEIELL
F9, 77A4INTIE, eBPFH Y ) U JIFMESOICEREINTWS A, 50 Z&IC120 70—
DY TV ITINET, JUZKDHFYTF70—1F, LUYSELDRAMNL—IDREIIRDBZE
ICEFBRLTCEIVN, VISRI—DNEDHKREEABETE 20 2HMTBICIE. 7740 MEDLS
RO TEREBMICTHE T B I EERETLTLEIN,

A9 —7 4 ADFHIRF 7 ILpR4
spec.agent.ebpf.interfaces & & U' spec.agent.ebpf.excludelnterfaces DIE%:%XE L T, EflIh
385714y 02F%EEBLET. T4 MNTIE. T—Y 7 ~ME, excludelnterfaces & & O
lo(A—ANA VI —TIAR)ICYRAMNINTWVWES VI —T A RAERL. YRATLADTART
DAVI—T A RAEBLET, 1 V9 —T7 x4 A%IE, FEHINS Container Network
Interface (CN) ICL > TERBIFEDH DI EITEFRELTLLEI W,

Network Observability & LI& 5 < BT L72%&. ROBREEFAL TNTA—I VA EWMAETEET,

)V —ZAEHS L OHIR
spec.agent.ebpf.resources & & U spec.processor.resources {Ik=FEHAL T, YV —REH# &
HRZ I SAY—TFRINZIEREAET) —FREICERIETT, Z<OFREDI X5 —
IZIE. 772 NOFIBRD SOOMB THLORIBGENHY T,

Fry aDHRRIA—FA LTI K
eBPF T—< =~ b @ spec.agent.ebpf.cacheMaxFlows & & U
spec.agent.ebpf.cacheActiveTimeout {t#Z AL T. T—Yz Y MILo>T7O0—DHREIN
ZHEEFHBELES, EHARKEIWVEE, I—YV VM TERIND NS T4 v IRV ARRY, Z
NIECPUBRDETEMRBELET, £LL, BE2AREILLTEHEATEYY SHEEN DT MIEML.
7O0-IETIYELS DOEENRET ZREEDDHY £,

571 Y)Y —2ANDEEEIE
ROKIE, BEDT—VAO—RYAZXDISAY—D) Y —RICETHZEERBFEOHAERLTVWET,

2

RICBEERLEAIZ, BEDT7—7O0—RICEDLDETHEINALYF)AERLTWY
9, &hlF. 72— 0—-RFO=Z—XIIEDLETHEAITILDODODR—IXZ4ELT
DHEELTLEI,

+R5.2 )V —RADHHEEIR

BAMBE (10—  MNRE(5/—F)  hREe5 /—K) A (120 / —

K) [2] K2

J—h—/)—FKD 4 vCPU| 16 GiB X 16 vCPU| 64 GiB 16 vCPU| 64 GiB 16 vCPU| 64 GiB
VCPU &EXEY — F1—1[ PE PE PE
LokiStack Y41 X 1x.extra-small 1x.small 1x.small 1x.medium
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NS (10 / —
k)

%552 NETWORK OBSERVABILITY OPERATOR D&%

INREE (25 /—K)

thifitE (65 / — F)
[2]

K (120 / —

k)2

Network
Observability 3>
FO—Z5—DXE
1) —HIRR

eBPF ¥~ ) >
JL—»

eBPF X EY) —4&l
BR

FLP X €Y —H#IRE

FLP Kafka 73—
TA4ay

Kafkad><¥a1—
<~—L VA

Kafka 7O—h—

400 Mi (F7 )L
)

50 (F7 4L M)

800 Mi (77 # )L
b)

800 Mi (77 # )L
b)
YL

ZEaL

ZEaL

400 Mi (F7 )L
)

50 (F7 4L M)

800 Mi (7 #JL
b)

800 Mi (77 # )L
b)
48

24

3(F74IN)

1. AWSM6i 4 Y RY YV ATTRANEH

400 Mi (F7 )L
)

50 (F7 4L 1)

800 Mi (7 #JL
b)

800 Mi (77 # )L
b)
48

24

3(F74IN)

400 Mi (F7 )L
)

50 (F7 4L M)

1600 Mi

800 Mi (77 # )L

M)

48

24

3(F74IHN)

2. ZOT—A—EZOAY MA—F—ITMAT, 3204 ¥ 75/ — R (441 X M6i.12xlarge) &
1207—-20—K/—K (¥4 X M6i.8xlarge) BT A I hZF L7,
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FE6E XY NT—UR) Y —

admin O—)L % D1 —4—|&, netobserv namespace Dy KT —2 R o —%{ER L T,
Network Observability Operator NDZET7 VL A5 {RETEZ XY,

6.1. NETWORK OBSERVABILITY D7=6bD %y KT —2U R o —DVERK
netobserv namespace ~®Dingress N T 7 4 vV EZRET DD, XY NT—OR) O —%ERT 2

MWENHZIHBEDHYET, Web AV Y =TI, 74—LE21—5FHLTRY NT—IR)>—%
ERTEZEY,

FIR
1. Networking - NetworkPolicies IC#481 L £ 9,
2. Project KOy 74U X =—a1—/»5 netobserv 7O TV & BIRLE T,
3. RYD—ICERIAE[MITES, ZDFITIE. RY > —4AIld allowed-ingress T,
4. Addingressrule= 3BV ) v 7 LT, 3204 VT LRI —IL%ZERHRLET,
5 74 —ATUTFZEELET,
a. &4ID Ingressrule [CX L TLATOERRZERMR L £7 .

i. Add allowed source KOy 749>~ X Za2—h5, Allow pods from the same
namespace ZER L £ 9,

b. 2#&B® Ingress rule IZx L TROERRZEM L £,

i. Add allowed source KO Y 74> X Za2—H5, Allow pods from inside the
cluster Z: &R L £ 7,

i. +Add namespaceselectorz?7 ') v 7 LET,

ii. )L kubernetes.io/metadata.name &tz L 7 ¥ — openshift-console ZiEfN L %
ER

c. 3HEB D Ingressrule IZx L TROMEFRZER L £,

i. Add allowed source KO Y 74> X Za2—H5, Allow pods from inside the
cluster Z: &R L X7,

i. +Add namespaceselectorz?7 ') v /7 LET,

ii. Z7%JL kubernetes.io/metadata.name & tz L ¥ ¥ — openshift-monitoring % &10 L
x7,

MREE
. Observe - Network Traffic ICFEEIL £,
2. TrafficFlows ¥ 7E7/-I3EFEEDY TERRL T, T—I9DBRRFINTWVWSB I EAEELET,

3. Observe - Dashboards IC# 8 L £ 9, NetObserv/Health DERT, 7O—H1EYRAFEFNT
Loki ICIEfEINTWARZEABRALET (UMD Z7ITRINTUVET),
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6.2. rv NT7—=20 K1) —DfHl

LUFI&. netobserv namespace @ NetworkPolicy # 7> = 7 KDBIZT /

-a—o
YO TINRYy NTD—0R) o —

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-ingress
namespace: netobserv
spec:
podSelector: {} ﬂ
ingress:
- from:

- podSelector: {} g
namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: openshift-console
- podSelector: {}
namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: openshift-monitoring
policyTypes:
- Ingress
status: {}

FeERYNI—IRY>—

Ty avaEMIFTWE

@ FUr—PERINDPod EFHMATBEL Y —. K —F TV k& NetworkPolicy 7 7
VIV MERINDZ IOV MDD Pod DHEZBIRTEET, TORFa XY MTIE,
Netobservability Operator 51 Y X h—JL¥hTWB 7OV Y h, DF Y netobserv 7OY =

I MIRYFET,

9 RV—FTIT IV MDPAARNT T4 vV %HFATSB Pod IC—HT2ELIY— TTFIKT
&, L 7% —Id NetworkPolicy & [A U namespace @ Pod & —H L %9,

9 namespaceSelector ATEEINTWBIHE, L 749 —IXIBE I N7 namespace D Pod & —

BLET,

B E ISR
CLIAFARLERY NT—20RY) S —DERK

41


https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.12/html-single/networking/#nw-networkpolicy-object_creating-network-policy

OpenShift Container Platform 4.12 Network Observability

FTERXYNT—OU NS T4y DER
EIEH(L. OpenShift Container Platform AV Y =)L TRy N7 =9 NS5 74 v U HBRERL T, #FillA
NS TN a—T4 VT ERHEITOENTEET, COMEIE. P74y 70—-DIFIFR
T574ANKEHISRAREBZIDIIZILEET, RYNT—I NS T4 v VBRI Z-HIFERAT
XA -V DOhHY FT,
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Prometheus Jb—JL @ includeList X N V R =#ERALT7S—bAEHRT B EETEET, [7
Z—MDERK] DRIESIRL T I,
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a2 —I)L T Observe = Metrics #1#IRT 5% & L T Prometheus TINSED A M) 7 A 5FETIHE.
FLET7S—MNEEERTEIHFE. IRXTDA M) U RHZIT netobserv_ &E WD EBEENMTITONE T,
7= & Z &, netobserv_namespace_flows_total T9, FIAREELRA M)V RZBLUTDEHY TT,

8.2.1.includeList D X k1) ¥ 2 £
ZRIDEBICTRI VR *HBMFVNTVWEEHEDIE. T74I N TEMTT,
® npamespace_egress_bytes_total
® namespace_egress_packets_total
® npamespace_ingress_bytes_total
® npamespace_ingress_packets_total
e npamespace_flows_total *
® node_egress_bytes_total
® node_egress_packets_total
e node_ingress_bytes total *
® node_ingress_packets_total
e node_flows_total
o workload_egress_bytes_total
o workload_egress_packets_total
o workload_ingress_bytes_total *
o workload_ingress_packets_total

e workload_flows_total

8.2.1.1. PacketDrop M X k1) 7 2 4

PacketDrop #8E A" (privileged €— KIZ & YY) spec.agent.ebpf.features TEMICAE > TWBIHE.
DEBEMDA M) IV R EFHATEET,

® namespace_drop_bytes_total

® namespace_drop_packets_total *
e node_drop_bytes_total

e node_drop_packets_total

e workload_drop_bytes_total

o workload_drop_packets_total

8.212.DNS DX ) U R4
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DNSTracking #£8E 1" spec.agent.ebpf.features TERMICA > TWBIHFHE. ROEBIID X M) X% F
ATE%d,

e npamespace_dns_latency_seconds *
e node_dns_latency_seconds

e workload_dns_latency_seconds

8.2.13.FIoWRTT D X Y 7 2 %

FlowRTT ##E 5" spec.agent.ebpf.features THMICAL > TWBIHE. ROEBIMD A MY 7 2R %&FERAT
XFEd,

® namespace_rtt_seconds *
e node_rtt_seconds

e workload_rtt_seconds

83. 75— hDIER

Netobserv v~ 2a7/R— KX N D ZDHRAY I Prometheus L —ILEVERRT D&, ©F LIZSEE
XN EZILTS—MNEN)H—TEZET,

AR

e cluster-admin O—J)LA&FED>1—H—, FLEITARTOTOV Y NORTERAF > —H—
ELTIOISRIY—ICTIVEARATE %,

e Network Observability Operator "1 Y A h—JILINTWVWET,

FIig
LAVER—=b 74+ LT, YAML7 74 AEERLET,

2. 75— MIL—=ILEREE YAML 7 74 JLIEBIILE T, RO YAML B Y LT, 959 —D
Ingress N2 74 v IDEET—IO—RTEDIEEL ZWME (IOMBps) ICELZEXIC, 7
S—MDERINET,

apiVersion: monitoring.coreos.com/v1
kind: PrometheusRule
metadata:
name: netobserv-alerts
namespace: openshift-netobserv-operator
spec:
groups:
- name: NetObservAlerts
rules:
- alert: NetObservincomingBandwidth
annotations:
message: |-
{{ $labels.job }}: incoming traffic exceeding 10 MBps for 30s on {{
$labels.DstkK8S_OwnerType }} {{ $labels.Dstk8S_OwnerName }} ({{
$labels.DstkK8S_Namespace }}).
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summary: "High incoming traffic."
expr: sum(rate(netobserv_workload_ingress_bytes_total
{SrcK8S_Namespace="openshift-ingress"}[1m])) by (job, DstkK8S_Namespace,
DstK8S_OwnerName, DstkK8S_OwnerType) > 10000000
for: 30s
labels:
severity: warning

netobserv_workload_ingress_bytes_total X k') 7 X
I%. spec.processor.metrics.includeList T7 7 #JL N TEMTT,

3. Create 7 )Y IV LTEREZ?7ANE ISR —ICEBLET,

BEFR

o FYYaAR—RIRFTEBT7S— MEROFHMIE 1—F—EHETAV I bDTF— M L—
JLDVERL =S8R L T EE L,
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9% NETWORK OBSERVABILITY OPERATOR DEE R

Web OV —JL%A{ERA L T. Network Observability Operator D24 ICEEST 275 — M 2R TS
i_a—o

o.1. LM IBHRDOKRT

Web 3> Y —JL® Dashboards *—H 5, Network Observability Operator DLt & ) VY — 2D 1F
ARRICEATZA N VRICTIVERATEZET, v aR—RNICERETEIANILRT T — MNF—,
75— MO MNY) A—IN7/IFEIC Network Traffic 5L U Home R—VILKRRIINE T, 75— MEIR
DBEICERINE T,

e NetObservLokiError 7 5 — b id, Loki BRYIAA L — MHIRRICE LB ERE, Loki T —H
[RE T flowlogs-pipeline 7—7 O— KA 70—% KOY T2 EHELET,

o NetObservNoFlows 7 5 — M &, —ERE 7 O0—DERYRAFNALAWVGEICERELE T,
RDATTY) —D Operator DELHEICEHTEA N I RERRTEDIEHTEET,
+* 70— * JO—DA—/N—Ay R*REET/ —RKBLUVEE/ —ROLEL7O—-L— K * ZBiERF

7t namespace & &£ U'%E5 namespace D LI 7AO—L —h * FEEFET7— 70— RELVRET— 2
O—RKoEfizOo—L—k*IT—Y v h* FOtYH—* Operator

AR SR
e Network Observability Operator B Y A h—JILINTWVWET,

e cluster-admin O— /)L E/EZTRTOTOY T NORRNN—I vy avasEo>a—Ho—&L
TSR —ICTIVEARATE %,

FIR

1. Web 3> Y —JL® Administrator /X— X% 5 4 TH 5, Observe - Dashboards ICFEE) L £
ERR

2. Dashboards KO Y 74> X Za—h5, Netobserv/Health #:#IRL £,

3. R=Y|IRRINT Operator DELMICEAT B A MY V2 EHRLF T,

Q1L ANIVART 5 — b DEME

FlowCollector ') V —R%&#EEL T. NVATS—haAFTNT7URMNTEET,
1. Web O~ Y —JL T, Operators - Installed Operators I[CF5E1 L £ 9,
2. NetObserv Operator M Provided APIs Rt L O FT. Flow Collector &R L £ 7,
3. cluster &R L. YAMLY 7% #8IRLZF T,

4. RO YAML B> FILD & S IT, spec.processor.metrics.disableAlerts %M L TANILR T
S—hEEMLET,

apiVersion: flows.netobserv.io/vibeta2
kind: FlowCollector
metadata:
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name: cluster
spec:
processor:
metrics:

disableAlerts: [NetObservLokiError, NetObservNoFlows] ﬂ

@ EHTBTS-LOIDIREEADIA TEEC YA M EIBETEFT,

9.2.NETOBSERV ¥ v > a2;R— KD LOKI L — NIRRT 5 — b DYERK

Netobserv 4 v > a/R— KX KN O ZRADHRH L Prometheus L—ILEVERT B &, Loki DL — Ml
RIGZELIBAICTS—hE N HA—TZFT,

AR

e cluster-admin O—J)LA&FED>1—H—, FLEITARTOTOY Y NORTERAF > —H—
ELTIOISRI—ICTIVEARATE %,

e Network Observability Operator B Y A h—JILINTWVWET,

FIig
LAVYER—=b 74V +%7)y LT, YAML7 74 AEERLET,

2. 75— PMIL—ILEREE YAML 7 74 JLIGEBIILE T, JRD YAML %> FILTlE, Loki DL —
NEIRRICEL =B BICT S— MDMERSI N E T,

apiVersion: monitoring.coreos.com/v1
kind: PrometheusRule
metadata:
name: loki-alerts
namespace: openshift-netobserv-operator
spec:
groups:
- name: LokiRateLimitAlerts
rules:
- alert: LokiTenantRateLimit
annotations:
message: |-
{{ $labels.job }} {{ $labels.route }} is experiencing 429 errors.
summary: "At any number of requests are responded with the rate limit error code."
expr: sum(irate(loki_request_duration_seconds_count{status_code="429"}[1m])) by (job,
namespace, route) / sum(irate(loki_request_duration_seconds_count[1m])) by (job,
namespace, route) * 100 > 0
for: 10s
labels:
severity: warning

3. Create 7 )Yy I LTEREZ? 7ANE ISR —ICEBLET,

BEFR
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o FyLaR—RIIRRTEZT7T7— MEROFEMIF 21— —EHZTO0V I D75 —MIL—
IWDER 25 LTSI,
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#5103 FLOWCOLLECTORSEEE/NRSG A —4 —

$10%= FLOWCOLLECTORSEE/NS A —4 —
FlowCollector I&, E#E 27 7O/M XY N2 EBLVBRETE RY N7 —2 70— REAPIDR
*—< T,
10.1. FLOWCOLLECTOR API 1%k
E5tBA

FlowCollector I3, EB L2327 7O/ XY M BESLUVRET DRy N7 —2 70— API
O)Z$_7TTQ

object

apiVersion string APIVersion &4 77 DI D
RIBON—V 3V AF—TH5EE
LEd, ——l@FRF IR
F—VERNONEBEICERL,
REINARVMEIRIES TR &N
HYFET, FE
(&, https://git.k8s.io/community
/contributors/devel/sig-
architecture/api-
conventions.md#resources %%
BLTLCEI W,

kind string kind i dZ DA 7Ty MHKRT
REST YV —R&XRITXFIDE
TY, ¥—NR—iF, 77472 hK
NEREEEFETDIV RRA VK
NoIhEHRTEEZENHY
¥, INZEHITHIEETE
FtHA, FYAILT—REFERAL
Y., F
(&, https://git.k8s.io/community
/contributors/devel/sig-
architecture/api-
conventions.md#types-kinds %%
BLTLCET W,

metadata object BEL TSI hDAIT—H,
B3
(&, https://git.k8s.io/community
/contributors/devel/sig-
architecture/api-
conventions.md#metadata =%
BRLTCEIWY,
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spec object FlowCollector ) V —ZXDEZF L
WREZEZLI T,

*ZDRFaAYMNT"HR—Fb
R F 7ol "FEHER" S BHES
NTW3IHA. RedHat 37 Dk
gEEARICHR—MLTLEY
ho ToEZIE, JZa=F14—IC
LoTIRHEIN, AVFF VR
I3 EXREERLICZITAN
Sni-agEELrHY £, BED
AVTFF—lE, RAMIZT7+—F
ICBRELTINSDHEEICRTT S
YR— N E2RHETI2HBENHY F
ER

10.1.1. . metadata

&R
BEF T MDAYT—4, FEMIL. https;//qgit.k8s.io/community/contributors/devel/sig-
architecture/api-conventions.md#metadata #8R L T 23 W,

')F:.:IJ
object

10.1.2. .spec

Bz
FlowCollector ) YV —ZDEZF LWREAEZL X T,
X ZDRFIAYMNT"YR—MPFRA" £70E "FEHRE" EEEHINTWSIHE. Red Hat (7 D
BEANARICHR—PMLTWERA, LEZIE AI2=2F 1 —ICE>TRHI N, AVFFVRIC
BEd2ERRBRERALICRIFTANONATEELSHYEFT, HADA VT F—IE, RAMNI 74—
MIBRELTINSDEEEICHT 2 HR—N2RET2H5E1HY T,

')F:.:IJ

object

agent object JO0—%HET S5O0 -
v hNE&TE,
consolePlugin object consolePlugin (&, FIFARRER

%4, OpenShift Container
Platform A Y —I TS5 45 4 iC
BAEYT2HRELEELET,
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deploymentModel string deploymentModel (&, 70—
WIBICHERTTOA4 AV MDY
17%E&LET, FATESE
IFROEBY T,

-Direct (77 #JL N): 70—70O
Ty —ADAI-—TV IDSHERE
Dy RAVEBEIICLET,
-Kafka: 7Ot v —Il&k > TH
BEIXNBENIC7 O0—% Kafka 784
TI2AVICERBTBEDICLE
ER

Kafka I&. YUBNALRT—5E
V74, OEYE BLUETRHMKE
HIRETEEY (FHA

(&, https://www.redhat.com/en/
topics/integration/what-is-
apache-kafka 8B L T X
W)

exporters array exporters (. HRY LEEF
FANL—HOEMDA T 3
VDIV AR—HEERLET,

kafka object Kafka 5% %E., KafkaZ70O—21L
9oavnA T4 v0—EEL
T7a—h—¢&LTERATEE
¥, COREEZFATEZD
I%. spec.deploymentModel

» Kafka D% & T,

loki object loki(ZR—X 7)DIZA4 TV
hERE.

namespace string Network Observability Pod %7 7

04 TN % namespace,

processor object processor (. T—Y v khH
57A—%=%fEL. Thz@ik
Lo XMUYRZEERL, Loki
KiElEL A P —PEAAREATT
Y AR—F—ICEET 2V R—
XV hDREEZEELIT,

10.1.3. .spec.agent
st B

JO—AMETEEHDI—J T METE,
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ebpf object ebpf (&, spec.agent.type »*
eBPF ICEREINTWBIBED
eBPF R—2070—LKR—%—
ICBEEY 2 EZLRLE T,

ipfix object ipfix [FFHELE ()] -
spec.agent.type »' IPFIX [ZE%
EINTVLBHAED IPFIX R—2R
DO70—LR—F—ICEHET B

BB LET,

type string type 2. 7O— L —RI—
VIV MEERLEY, ARERME
[FRODEBYTY,

-eBPF (77 #JU b): Network
Observability eBPF T—2 = > bk
HEALEY,

- IPFIX [3E#3E (*)] - ek D
IPFIXJL V4% —%@ERALEY,
HREINZDIEeBPF T¥, /¢
74— VAHNELEL. VR
H—IAVAMN=LEINTWS
CNICERA<EMEST 272 T
9, IPFIX &£ OVN-Kubernetes
CNITEIMELZE Y (IPFIXDI VR
R—KrEHR—-—KLTWBIHE
&, D CNIEBEELETA. F
EERENDEICRY ),

10.1.4. .spec.agent.ebpf
FtEA

ebpf . spec.agent.type »* eBPF [CEREINTWBIHFED eBPF R—Z2D 7 O—LR—% — I
HEYHREZLBL T,

object
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advanced object advanced =Y % &, eBPF
I—Yzv hOREBPHEEDWNL D
NPOREERECEEzT, Dt
v avid, GOGC »
GOMAXPROCS ®RiEZ i &
DTNy T EFHEMBNT +—< Y
ADmZELEERENE LTVE
T, INLDEIFSEHROERED
HERELTLEIW,

cacheActiveTimeout string cacheActiveTimeout (&, L
R—4 =D 70—%EH L TEE
THFITORAEART
¥, cacheMaxFlows &
cacheActiveTimeout #1EX% 3
ECRYRNT—=ORNSTAavID
F—/N—~w K& CPUARTAR
LYPIENTEETN, XEY—
SHEEMEZ, 70—13L VY3
YOLATVY—HEINT BRI L
NFEINZET,

cacheMaxFlows integer cacheMaxFlows (&. &#R®
70—DRAHTYT, FETS
s, LR—=4%—l3vo—%%EL
9., cacheMaxFlows &
cacheActiveTimeout %159
ECRXYNT=DO RS TawID
F—/X—~w K& CPU AR %R
LT ENTEFTN, XEY—
HEEHNEZ, 70—l 9 ¥ 3
VDLATUIY—IEMTEIE
HNFEBINET,

excludelnterfaces array (string) excludelnterfaces iC(E. 7

A—KL—ZXDLBRATEA
H—T 1A RE%E2HET, /br-/
RE, RSy aTHEHIENEIY
MNU—IFERKKTE LTRESI N
F9, TG, KXFEMX
FEXATEXFINE LTRES
nExY,
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64

features

imagePullPolicy

interfaces

kafkaBatchSize

array (string)

string

array (string)

integer

BT HEBMEREDY X b, T
NSET 74 N TETRTEDIC
BOTWEY, BMEEZBMIC
TDHE, NTA—IVRITHEN
HEAREENHY XY, FRATE
3EIE. ROEBYTY,

- PacketDrop (&. /X4 v kK
Oy 770—-0Ox> J5BMIC
LET. COKEZFERAT 358
BA—RIWVTNRY T T 74T R
TLEIDVNTDRENH D
8. eBPF Pod I$4FHEFZ & LT
HITTIRENHY X

¥, spec.agent.ebpf.privilege
d/RXSAX=4H—PREINTLA
Wiga, T HREIhZET,
- DNSTracking: DNS B Fft##E
EEMICLET,

-FIowRTT: TCP /N> K> x4 ¥
FDeBPF T—Y Y hTD7
O—LA4FYY— (RTT) DFtE%
BHMICLET, JDHeE

l&. sampling % 1ICRET 2 &
LYUBYICHBEL T,

imagePullPolicy i3, ETEZ
L7=4 X — D Kubernetes 7'Jb
’_.ﬁ U 9_—63—0

interfaces ICI1Z. 7 O0—DIN&E
TTCHDA VY —T7 4 ADEH]
AEHFET, BOFAE, I—V
>~ Mi& Excludelnterfaces (C') &
RENTWBEDERKRWVWT, YR
TLARDIRTDA VY —T A
AzRELET, /br-/ &, R
ZviaTHEnAIV M) —E
EREXRELTREINET, %
nLAE, AXFENMXFEXF
TEXFIELTREINET,

kafkaBatchSize (£, /X—F «
DI VILEREINZEDY IR
NDBERY A X%&/INA NERITH
FRL 9, Kafka Z{FEA LA WIG
SIEFEHAINEY, 774/ b
10MB,



#5103 FLOWCOLLECTORSEEE/NRSG A —4 —

logLevel string logLevel I&. Network
Observability eBPF Agent 0O %'
LNV EEELET,

privileged boolean eBPF Agent O 7+ —D4¥#E

E— K, EEHEIN B H false ITE%
EINTWBE, Operator 3
VT —IlEMR T4 /RE Y

7 4 — (BPF. PERFMON,
NET_ADMIN, SYS_RESOURCE)
HERELE T, CAP_BPF %33
LAEVWEHWA—FRILNN=U 3 08
FRAINTWRIEAERE, Ao5h
DEHTINSDHEEEARETE
BRWEEIF., TOE—REFVIC
LT, &WEBL DT O—/\ILIER
ERESTEEY, Xy hkOy
7T DBH (BEEE S MR) ¥ SR-
IOV HR—hRE, —EDI—
v MEREICIXBEE— KD
ETY,

resources object resources (&, DAV TF—
PMEBEETZIVELI—FTa VT
)Y —2TY, il
(&, https://kubernetes.io/docs/c
oncepts/configuration/manage-
resources-containers/ &8 L T
KTV,

sampling integer JO—LR—9—DH Ty
L—bk, 100 (&, 100D 12D 7
O—NEEFEINDIEZBHKRLZF
T, OFLF1E, IXTDY
O—MHr 7)o ishsdl s
BEKLET,

10.1.5. .spec.agent.ebpf.advanced
atEA
advanced =35 &, eBPF T—Y Y hOREREDOWK DHODAIEZHZRETCETEY, DT

7Y 3 vid. GOGC *> GOMAXPROCS RIRZE#M R EDT /Ny J LM/ T + —< v AD&KHEL
ZEGEMNELTVEY, INOLDEREEHROBEEDD EHREL TSI,

object
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env object (string) env RT3, HRYLRE
EHAERBERZOAVER—FV b
ISEgT ZENTEEY, GOGC
* GOMAXPROCS 7% &, EH
ICEERHRN T A=YV A Fa—
ZUTF T avEETOICRIL
5FY, IhboDF TV avid,
ITyIDTNY JEIMR— K%
ZIEHBEIDOHAEAREDTH
%78, FlowCollector E2it F®D
—BE L TR LAWTES
(A%

10.1.6. .spec.agent.ebpf.resources
AR
resources |&, DAV FF—DUEELETZAVE1—FT4 VT YY—RTY, F#ifl

I&. https;//kubernetes.io/docs/concepts/configuration/manage-resources-containers/ =& L
TLEEIW,

object

limits integer-or-string FIRRIE. BFRINZOVEa—b
Y —2ADHmEREZRIRLIT,
B2
(&, https://kubernetes.io/docs/c
oncepts/configuration/manage-
resources-containers/ &8 L T
KTV,

requests integer-or-string ZRiF, pERIAVE1I—-KY
V—2ADwmNELREHRLIT., 3
VT F—IZDWT Requests h*'&
BIN2%mE. ARNICEEIN
ZBEICT 7 # )V T Limits IC5%
EINXT, BELAWGEE,
EREEDEICKREINET, )
JIZAMIFREBAD I &ET
TFEHA, Ml
(&, https://kubernetes.io/docs/c
oncepts/configuration/manage-
resources-containers/ =& L T
KTV,

10.1.7. .spec.agent.ipfix
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#5103 FLOWCOLLECTORSE/NS X —4 —

AR
ipfix [FEHERE (*)] - spec.agent.type 2' IPFIX ICEREINTWBIBED IPFIX X—2D 70— L KR—
Y—ICEAETRRELXLEBLFT,

object

cacheActiveTimeout string cacheActiveTimeout (&, L
R—=9—m70—%FHWL TEE
THITORAEABETY,

cacheMaxFlows integer cacheMaxFlows (&. &#AD

JO0—DEARHTY, FET S
s, LR—4—3oo—%%EL
E3C I

clusterNetworkOperator object cIusterNetworkOperator .
FIFAFRE/RHBE. OpenShift
Container Platform Cluster
Network Operator ICBIE Y % 5%
EEEHELET,

forceSampleAll boolean forceSampleAll ZE/H7 % &.
IPFIXRXR—Z2@70—LKR—4%—
TOY YY) VT EBENICTEE
T V7RI —DARREILNRDH
BEMN DB, IPFIX ZEAL
TIRTCDOINZ 74w 0%V T
Vo742 EIFHELEFEA,
EINTHENICTDHAEF. 20D
75 7% true ICERELTL X
(A% B@ﬁo)aﬁo)t EFEALT
IV, true ICERET S
& samplmg DENMERINZE
ED

ovnKubernetes object ovnKubernetes (&, FIFRREA:
%E&. OVN-Kubernetes CNI D&%
EEZEHELETT, JORER.
OpenShift Container Platform 72
LTOVN®DIPFIXTY RKR— b
HEATHAICERINET,
OpenShift Container Platform %
FRT2HEEF. KHYIC
clusterNetworkOperator 7O
NT4—%ZBRLTLEIV
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sampling integer sampling i&. L R—%—DH>
7))L —MTY, 100 &,
100D 120 7A—MEEIND
lEEBH®RLEY, 75R9—D
REMZWRT 27HDIC. 2KiE
DEZHRETDIEETEFEE
ho VIR —DEREMICEHER
BEZ2reMErHdTRTON
Ty NERBIH VYTV LE
Wiz4aik. forceSampleAll =%
BLTLKEIW, FhiE IPFIX
D H Y IZ eBPF Agent 2R T
TET,

10.1.8. .spec.agent.ipfix.clusterNetworkOperator
atEA

clusterNetworkOperator (&, FIFRIEE/RIZE. OpenShift Container Platform Cluster Network
Operator ICEAE T 2R EAEHZLF T,

it
object
Fanyq4—
namespace string ConfigMap B’ 7704 ¥h 3
namespace,

10.1.9. .spec.agent.ipfix.ovnKubernetes

Bz
ovnKubernetes (&, FIFTTEEAIZE. OVN-Kubernetes CNI DR EEEHZRL T, T DFRE.
OpenShift Container Platform 72 L T OVN @ IPFIX T R R— N &R T 2B5EICERAINE T,

OpenShift Container Platform Z{ER 9 2% &1d. 1 Y IC clusterNetworkOperator 7’'00/37 1 —
ESRLTCEIY,

object

containerName string containerName (. IPFIX I
BETHAVT T —DEAIAES
LEY,
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daemonSetName string daemonSetName (&, OVN-
Kubernetes Pod % 9" %
DaemonSet D&RTAEE L &
ERS

namespace string OVN-Kubernetes Pod #*7 70 4
I % namespace,

10.1.10. .spec.consolePlugin

AR
consolePlugin (&, FIFAARELIZE. OpenShift Container Platform 3> Y —IL 7574 VICEEY
PREEEZLEFT,

object

FONRT 1 —

advanced object advanced = A3 5 &, OV
V=T ST4 Y DREERED W
(OPDREZRETCEEY, T
Dty aviz, GOGC *»
GOMAXPROCS ®RiEZ#ia &
DTNy T EFHEMBRNT —< Y
ADmELEERENE L TVE
T, INLDEIFSEHROERED
HERELTLEIW,

autoscaler object TS7400F77a4 A NAIC
HRETBHKEPodA—MRT—
> —o autoscaler 11k,
HorizontalPodAutoscaler M K
FaxvhNEBRT-UY
TN2) HEBRLTLLEIL,

enable boolean AVY—LTS 7407704
XY RNEBMILE
¥, spec.loki.enable % true T
HEBENDHYFT,

imagePullPolicy string imagePullPolicy (. L TES
L7=4 X —< @ Kubernetes 7J
’_.ﬁ U 9_—63—0

logLevel string AVY—=IWTZ T4 Ry oY
K d logLevel,
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portNaming object portNaming I&. R—rH5
Y—ERENDERDREETES
LE9d,

quickFilters array quickFilters (&, J>v—)IL7

STAVDIAY I T4NE—TF
ey hERELIXT,

replicas integer replicas 3. BBT 2L 7%
(Pod) D ZEREL T,
resources object resources (1 Ea—F1 7

DY —ZAbREBEICAVT
T—ICE), Fi

(&, https://kubernetes.io/docs/c
oncepts/configuration/manage-
resources-containers/ &8 L T
KTV,

10.1.11. .spec.consolePlugin.advanced

AR
advanced 232 &, VY —ILTSTAVORAEBREDOWL DHODAIEABZETCIET,
Dt oY avid, GOGC ¥ GOMAXPROCS BZMA L DF /Ny 7 EF#Mlle/T7 + —< Y 2DR
BIEZELENELTVWET, INODERBEROBEDD EHRELTILIL,

pixl}

object

args array (string) args ZzfEAT5&. HRH LE|
WEEBEREZOAVKR—RY MC
ETZENTEET, URL PERE
IRRAIRE, —EDNFA—49—%
F—N—54 N$BHEICERAT
To INEDNRTA—4—(F,
Ty DTNy JEIMYR—M%
ZT2HBEICOHERREDTH
%7=8. FlowCollector &R F®D
—EELTARALABWTESX
W,

70


https://kubernetes.io/docs/concepts/configuration/manage-resources-containers/

#5103 FLOWCOLLECTORSEEE/NRSG A —4 —

env object (string) env RT3, HRYLRE
THAEBERZIVKR—XV b
ICEgTCENTEET, GOGC
» GOMAXPROCS % &, 3EE
ICEERHRN T+ —< VA Fa—
ZVTA T a v EETDOITHERIL
59, INSDA T a3 vidk,
Ty DTNy JEIMYR—M%
ZIEGBERICOFAERREDTH
%78, FlowCollector & F®D
—EHELTRRELARVWTCES
(A

port integer port iz 7S V4 vH—ERR—
FCTd, XMNYIZRAICFHNIN

TW3 9002 ¥ fEA LAWVWTK
Ty,

register boolean register = true ICERET % &,
REINAIVY LTSIV
% OpenShift Container Platform
Console Operator I EEIFICE
fZxCcEEY, false ICFHRELEG
&7T%. oc patch
console.operator.openshift.i
o cluster --type='json’ -p
'[{"op": "add", "path":
"/spec/plugins/-", "value":
"netobserv-plugin”}]' a~v > K
<
console.operator.openshift.io/clus
ter ERET D &L Y., FE
TEHFTEET,

10.1.12. .spec.consolePlugin.autoscaler

Bl
T304 0DF7a4 A NRICERET %KE Pod #— h A4 —S —® autoscaler {1#%,
HorizontalPodAutoscaler D K¥ a2 X > b (BEBIRT — U VT /N2) ZZRL TSI,

pixl}

object

10.1.13. .spec.consolePlugin.portNaming

AR
portNaming (. R— M DS —ERXEADLEBRDEREEEEZLE T,
7

object
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enable boolean AVY—=IWTS T4 VDR— D
LY —ERZADEHEFMICL
¥9,

portNames object (string) portNames (&, I~V —ILTHE

AT 2EBMOR—NEEEHELE
¥ (f5l: portNames: {"3100":
"Ioki"})°

10.1.14. .spec.consolePlugin.quickFilters
atEA

quickFilters (&, AV Y —IWVTS 742D Av I 748 —T)Ey haBELET,
g:u

array

10.1.15. .spec.consolePlugin.quickFilters[]
tEA
QuickFilter (&, AV Y —ILDIA v 0749 —DTYty FREEEHELFT,

it
object
WA
o filter
® name

default boolean default iz, ZO74I5%—%F
TAINNTEMCTZNEI %
E&ELET,

filter object (string) filter . TD7 1LY —HHER

INESICREINDF—L{E
Dty hTY, HF—F U<
XY OXFI%/EALTED Y
ANCEEMTEZIENTEET
(f3l: filter: {"'src_namespace™:
"namespacel,namespace2"}
)o

name string AVY—IVICRRIND T 1)
5 — D&
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10.1.16. .spec.consolePlugin.resources
FtEA
resources (1Y E1—T 1 VI YY—ZAMLRAEBEICAYTF—IIHBE), i

I&. https;//kubernetes.io/docs/concepts/configuration/manage-resources-containers/ =& L
TRV,

object

limits integer-or-string HBRIE. BFRINZaVEa—b
Y —2DHmEREZRIRLIT,
B3
(&, https://kubernetes.io/docs/c
oncepts/configuration/manage-
resources-containers/ &8 L T
IV

requests integer-or-string ZRiF, pERIAVE1—-KY
V—2ADwmNELEREHRLIT., 3
VT F—IZDWT Requests h*'&
BEINn3imE. ARHNICEEIN
BB EICT 7 4 )L M T Limits IZ5%
EINXT, BELAWSGEE,
EREEDEICHREINET, )
JIRNMNIFREEADZ&IET
TFEHA, Ml
(&, https://kubernetes.io/docs/c
oncepts/configuration/manage-
resources-containers/ &8 L T
IV

10.1.17. .spec.exporters

AR
exporters (&, HRY LHEEF/IEANL—HOEBMOA 72 a VDIV RAR—9%5EHELET,

pixl}

array

10.1.18. .spec.exporters[]

&R
FlowCollectorExporter (&, i@tI /70— %XETZEBMOITIRAR—Y—42EFHELZET,
il
object
WA
e type
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ipfix object
kafka object
type string

10.1.19. .spec.exporters[].ipfix
FtEA

BIbX N7 IPFIX 7 O—DEES
ERB, IP7RLARR—RINAGE
D IPFIX B E,

mibEINnc7O0—0FEELER
5. PRLAPMNEY IRED
Kafka Eglrio

type l&. TORR—49—D¥ A
TEBRLET, BAARRT S
v avid Kafka & IPFIX T9,

BIEIN/ZIPFIX 7O0—DEFEXRERD, IPT7 RLAPR— N2 ED IPFIX 2 E.

object
IR
e targetHost

e targetPort

targetHost string
targetPort integer
transport string

10.1.20. .spec.exporters[].kafka
Bz

IPFIX AERL > —N—DF7 KL R

IPFIX A& L & —/R—FHDR— K

IPFIX #EfICERINZ SR
R—b7O 3L (TCP F713
UDP)., 77 # )L MZTCP T
ER

BIEI N7 0—DEExRERD, 7 RLAVY MEY 772 ED Kafka & 7E,

it
object
WhZH
o address
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e topic

address string Kafka H—/X—D7 KL R

sasl object SASL FREEDERE. [VR— bR
(Ml

tls object TLS 2547~ M&E, TLS % fF

BY 3581k, ZKLADNTLS
ICERAINS Kafka R—h GBS
12 9093) & —H¥ B T & HHEER
LEY,

topic string M9 % Kafka hEY I, Thid
VEGFEETIVELNHY FT,
Network Observability I& Z 11 % 4
BMLEEA,

10.1.21. .spec.exporters[].kafka.sasl

AR
SASL EI%J\EIEODEQEO [-'j-’—.]_:_ hj“j‘%% (*)]o

object

clientIDReference object V947V MNIDEESGY—Y
L w b & 72I& configmap ~DS
i

clientSecretReference object VATV R—DLy NEEBT

=7 Lw b F7IE configmap
~DSH

type string A9 % SASL RALD Y 1 7,
SASL & f#f LW ig&id
Disabled

10.1.22. .spec.exporters[].kafka.sasl.clientIDReference
tEA
947 MNIDEELY—Y Ly NFEIE configmap ~NDBIR

object
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file string configmap £7E>¥—2 L v bA
D77AIE
name string 7714 %EEE configmap F7c

=Ly DR

namespace string 774 )V &S configmap £7=
lF>—72 L v b®D namespace,
AR L7I5E. 774 M T
Network Observability 287 7’0 4
ENTWBDER L namespace
MEAINZX Y, namespace B
ER2BE1R. REICHLTYY
YV NTEBLDIT, configmap
iEy—2o Ly MAOE—IhZE
ER

type string T27AIWVBROY AT
"configmap" X 7= I& "secret”

10.1.23. .spec.exporters[].kafka.sasl.clientSecretReference

AR
DAT7 VN —=0Ly NEELY—U Ly hZFTIF configmap ~NDSER

object

file string configmap ¥7lEv¥—2o L v bR
D7 74INE
name string 7714 %EEE configmap F7c

=Ly hD&H]

namespace string 774 )V &S configmap £7=
lF>—72 L v D namespace,
AR L7I5E. 774 M T
Network Observability 287 7’0 1
INTWBDER L namespace
MMERAINZX T, namespace B
ER2BE1E. REICHLTYY
YV NTEB&LDIT, configmap
iEy—2oLy M OE—3IhZE
ER
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type string 27AIWVBROS AT
"configmap" X 7= I& "secret”

10.1.24. .spec.exporters[].kafka.tls
atEA

TLS 72547 he&RE, TLS Z{FAT 25H/E. 7 RL AN TLS ICHERAIN S Kaftka R— b~ GBE
13 9093) &E—HIT BT L&A LET,

il
object
Tanrq4—
cacert object caCert (3. FRELRDIIFAZEDS
ReERLET,
enable boolean TLSZBMICLE Y,
insecureSkipVerify boolean insecureSkipVerify =R ¥ %

& Y—N—FEREDV Z1 TV
NADWREEE R v TTEFE
9, true IZE&Ed % &. caCert
74 —ILRHBEHRINET,

userCert object userCert |, mTLS ICERAI N
21— —iIAESREERLE
T (—ABTLS 2T 5%E1F
\BETEET),

10.1.25. .spec.exporters[].kafka.tls.caCert
atEA

caCert |&. SREEBDIIFAZEDSRAEHEL X T,
7

object

certFile string certFile (. config map 7 I&
Y=o Ly NADFREET 71 L
BADNRREEHZLET

77



OpenShift Container Platform 4.12 Network Observability

certKey string
name string
namespace string
type string

10.1.26. .spec.exporters[].kafka.tls.userCert
tEA

certKey (&, configmap 7 I&
=70 Ly NNOIIERE T HE
T77ANEANDNRREERZLF
T, F—HITRELRBEIFERLF
ER

SFEAZ A ST config map 7zl
Dtz AVEE N EA-T]

SFEAZE A ST config map F 7zl
=% L v kD namespace &
L7BE. T 74/ hTid,
Network Observability 287 7’0 4
ENTWBDER L namespace
MEAINZX Y, namespace B
ER2BE1E. REICHLTYY
YV NTEBLDIT, configmap F
iEy—o Ly b OE—INZE
ER

SERAZE SR DY 1 7 configmap
F 713 secret

userCert [&. mTLS ICERAINZ 21— —FIAESREZERZLETT (—AR TLS ZEAT 2551

BRETEEY),

pixl}

object

N

certFile string
certKey string
name string

78

certFile (&, configmap 7 I&
Y=o Ly NADFREET 71 L
BADNRREEELET

certKey (&, config map 7
=0 Ly NNOIERE T HE
T77ANEANDNRREERZLF
T, F—HITRELRBEIIERLF
ER

SFEAZ A ST config map 7zl
Dl AVEE N EA-T]
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namespace string FEEAE A ST config map 7zl
v—% L v kD namespace &
LBE. 774/ 8T,
Network Observability 287 7’0 4
INTWBDER L namespace
MEAINZX Y, namespace B
EirdmE1d. BEICHLTTY
Y RhTEBLDIC, configmap F
iEy—2oLy MAOE—3IhZE
ER

type string SEBRE SR D Y 4 7 configmap
F 7= & secret

10.1.27. .spec.kafka

&R
Kafka %€, Kafkaz7O—L 0> avnRA T4 00— LTTA—A—E LTHEATEE
T, COREEFATEZ 5DIE. spec.deploymentModel »* Kafka D& T,

it
object
WA
® address
e topic

address string Kafka H—/X—D77 KL R

sasl object SASL FREEDERE. [PR— bR
(Ml

tls object TLS 254 7~ M&E, TLS % fF

Bd 3581k, ZKLADNTLS
ICERAINS Kafka R—hBE
12 9093) & —B¥ B T & HHER
LEY,

topic string M9 % Kafka FEY I, Thidk
VEFEETIVELNHY FT,
Network Observability I& Z 11 % 4
ML EEA,
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10.1.28. .spec.kafka.sasl

& AR
SASL EI%J\EIEODEQEO [-'j-’—.]_:_ hj“j‘%% (*)]o
pidl
object
Fanyq4—
clientiDReference object
clientSecretReference object
type string

10.1.29. .spec.kafka.sasl.clientiIDReference

9247V NIDEEBGY—Y
L w b &E72I& configmap ~DS
i

DSATVRNI—0 Ly NEED
=7 v b F7IE configmap
~DSHR

A9 % SASLEREED Y 1 7,
SASL =R L AWEEIE
Disabled

G
94TV MNIDEESLY—Y Ly NFEIE configmap ~NDBIR
pidl
object
Tanrq4—
file string
name string
namespace string
type string

80

configmap £/ —7oL v MR
D7 74INE

774 )V EEL configmap £7=
iEv—2o Ly hO&HE]

774 )V &S configmap £7=
lF>—72 L v b®D namespace,
AR L7cI5E. 774 M T
Network Observability 287 7’0 4
INTWBDER L namespace
MEAINZX T, namespace B
ER2HBE1EF. REICHLTYY
Y NTEBLDIT, configmap
iEy—2s Ly b aE—INZE
ER

27AIWVBROY AT
"configmap" X 7= I& "secret”
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10.1.30. .spec.kafka.sasl.clientSecretReference

AR
DAT7 VN —=0Ly NEELY—U Ly hZFTIF configmap ~NDSER

il
object
FONRT 1 —
file string configmap £7/E>¥—2 L v bA
D7 7AI%E
name string 7714 %EEE configmap F7

=2 Ly hD&H]

namespace string 774 )V EEL configmap £7=
lF>—72 L v b®D namespace,
AR L7I5E. 774 M T
Network Observability 287 7’0 4
ENTWBDER L namespace
MEAINZX Y, namespace B
ER2BE1E. REICHLTYY
YV NTEBLDIT, configmap
iEy—2oLy M OE—3IhZE
ER

type string 274AIWVBROS AT
"configmap" X 7= I& "secret”

10.1.31. .spec.kafka.tls

AR
TLS V72547 be&E, TLS ZFEAT 25H/IE. 7 RL AN TLS ICHERAIN S Kaftka R— b~ GBF
139093) &E—HIT B2 L&A LET.

object

cacert object caCert (3. FRELRDIIFAZE DS
ReEHLET,

enable boolean TLS Z2B#/ICL T,

insecureSkipVerify boolean insecureSkipVerify =R ¥ %

& Y—N—FEREDYV Z1 TV
NADWREEE Ry TTEFE
9, true ICE&Ed % &. caCert
74 —ILRHBEHEINET,
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userCert object userCert |, mTLS ICERAI N
21— —iIAESREERLE
T (—ABTLS 2T %%E1F
\BETEET),

10.1.32. .spec.kafka.tls.caCert

BH
caCert |&. SREERDIIFAEDSRAEHELE T,
7

object

certFile string certFile (. config map 7 I&
Y=o Ly NADFREET 71 L
BADNRREEHZLET

certKey string certKey (E. config map 7

v— Ly NNDEAEMERE
T7AINE~ADNRRAEEFLE
To F—DTELBEITEBELE
ER

name string SIEAZ % ST configmap £/ 1E
Dtz AVEE N EA-T]

namespace string FEEAE % ST config map 7zl
=% L v kD namespace &
L7BE. 7740 b T,
Network Observability 287 7’0 4
ENTWBDER L namespace
MERAINZX T, namespace B
ER2HBE1EF. REICHLTYY
YV NTEBLDIT, configmap
iEy—2oLy M OE—3IhZE
ER

type string SEBRE SR D Y 1 7 configmap
F 7 & secret

10.1.33. .spec.kafka.tls.userCert
atEA

userCert [&. mTLS ICERAINZ 21— —FIAESREZERZLET (—AR TLS ZEAHT 2551
W|MIETEET),

N

pixl}
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object
FONRT 1 —
certFile string certFile (. config map 7I&
Y=o Ly NADFRET 71 L
BADNRREEHZLET
certKey string certKey (E. configmap 7

— Ly NNDEFREMERE
T7AINE~ADNRRAEEFLE
To F—DRELBEITEELE
ER

name string SIEAZ % ST configmap £ IE
Dl AVE N EA-T]

namespace string FEEAE A ST config map 7zl
v—% L v kD namespace &
L7BE. 774 b T,
Network Observability 287 7’0 4
ENTWBDER L namespace
MEAINZX T, namespace B
ER2HBE1EF. REICHLTYY
YV NTEBLDIT, configmap
iEy—2oLy MAOE—IhZE
ER

type string SEBRE SR D Y 4 7 configmap
F 7= |& secret

10.1.34. .spec.loki

atEA
loki (70— KT7)DIZ4 TV MRE,

pixl}

object

advanced object advanced = f#H Y % &, Loki
V747V NOREEED WL D
NPOREERETCEET, Dt
voavid, TNy T EFERAN
74 —<VADKRELEELEHN
ELTWET,
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enable boolean Loki IC7 O—%{FRET 3IC
I&. enable % true IZEREL £
9, Zhik. OpenShift
Container Platform 3>V —JL. 7
STA4VDAVAN=IVICHET
ER

lokiStack object LokiStack €— KN ® Loki §% 7.
Z N iZ loki-operator DR H 74 5%
EICRIEEY, BOE—FTIE
B|EAINET,

manual object Manual €— R® Loki & E. <
NIRERHLRETT. D
:E_ F—Gtiﬁ*ﬁénijo

microservices object Microservices £— K ® Loki &%
Eo DA TV avid, LokiH’~
170 —EXF7O4 XV b
T—FK
(https://grafana.com/docs/loki/la
test/fundamentals/architecture/
deployment-
modes/#microservices-mode) %
HFALTAYRAR=ILINhTLS
mAILERALET, tBDE—KFT

FERINIT,

mode string mode (&, LokiDA Y X b—Jb
E-RIKISCTRES 2HEND
YEY,

- Loki Operator % ffF L T Loki
*EBY 25513, LokiStack
HEALET,

-Loki '/ VDY IR —5
O—RELTAVRAM=ILEINT
W3i54&1E, Monolithic #{&H
LEY,
-LokintwM O —ERELT
AVAM=ILINTWBD, Loki
Operator B W HE

I&. Microservices =M L %
ER
-tROF T avrBEVDER
RICEDRWIEEIF. Manual =
FEALZEY,
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monolithic object Monolithic €— K ® Loki §% 7.
DA T aviE, LokintE/ )
v OFFOM4 AV M E—FR
(https://grafana.com/docs/loki/la
test/fundamentals/architecture/
deployment-modes/#monolithic-
mode) ZFEA LTI VR M—JLX
NTW2BAICERLET. o
E-RTIREEFEINIT,

readTimeout string readTimeout (. IV —IL T
T4 D loki VL) —DEEH:
BLERTY, 94 L77 AERD
DFEIE. FA4 LTI NLEYE
Ao

writeBatchSize integer writeBatchSize (. X{ERIICE
9% LokiOTDERA/NY FH
A4 X (/N1 NBALD) TY,

writeBatchWait string writeBatchWait (. Loki /¥y F
TEET 2 ETICRKT 2K
FTY,

writeTimeout string writeTimeout I&. Loki D5/

VO TR MFEDLERTY, 94
L7 M EODZEIE. 714 4
7O MLERA,

10.1.35. .spec.loki.advanced

BH
advanced # 35 &, LokiZ 514 7Y POAFEREDWL DHIDAIEZRETCEET, 2D
gvavid, TNy TEFMBNR T+ —TVAOREELEETLBEHNELTVWET,

object

FONRT 1 —

staticLabels object (string) staticLabels (. Loki A L —
VHOZETIO—IIRETSHAES
NIDI Y TTI,

writeMaxBackoff string writeMaxBackoff (&, Loki 7 =
17V MNEROBAITEOREKX
Ny 9 F 7BETY,
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writeMaxRetries integer writeMaxRetries (&, Loki 7 5
17V MNERORARBAITENT
ER

writeMinBackoff string writeMinBackoff (&. Loki 7 5

17V MEROBRITEOYE
/“‘y 77."75%5'33—6‘3_0

10.1.36. .spec.loki.lokiStack

AR
LokiStack E— KD Loki i%E. ZMI& loki-operator DR ZREREIRIEE T, D E— N TIEE
BINET,

7
object

name string fEAY 2BEF D LokiStack ) vV —
A D4,
hamespace string Z ? LokiStack ') V — XA EEE

TN 3 namespace, EBEL 7<%
&1Z. spec.namespace &[& L
THDEARINET,

10.1.37. .spec.loki.manual
AR
Manual €— KD Loki 2. INITRELERHRQREBETT, MOE— FTRHEHINET,

object

FO/NRT 1 —
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authToken string authToken (&, Lokilcx L TR
T ZHDN—0VERBTS
s -apui OF- S B
- Disabled (&. &XKICR LT
= vaEEFELEEA.
- Forward (&, B3R D7HIZ1—
Y—h—Ov%egELFT,
-HOST - [FE#E3E (*)] - Loki ICXd
$HREICO—AI Pod —EZR
ThADV NEZFERLEY,
Loki Operator Z{FfA Y %15
&. Forward ICE2ET 2 ED
HYFET,

ingesterUrl string ingesterUrl i3, 7O0—0 7y
2 2% R BEEFED Loki 1 >~
JIRY—HY—EROF KL RT
¥, Loki Operator % ¥ %35
&ld. /X I network 7+ K
NEREIN Loki =~ x4
P—ERICHRELET (B
https://loki-gateway-
http.netobserv.svc:8080/api/logs
/V1/network),

querierUrl string querierUrl (%, Loki 7 ') 7—
H—ERDT7 KL REEBELZE
¥, Loki Operator % ¥ %35
&lE. /SR IT network 7+ b+
NEREIN Loki =~ A
Y—ERICHRELET (B
https://loki-gateway-
http.netobserv.svc:8080/api/logs
/V1/network),

statusTlIs object Loki RT—4% A URLD TLS 7 <
47V NRTE,
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statusUrl string statusUrl (%, Lokiz T )7
URL 274 21HBEICHEX T, Loki
/ready. /metrics. /config T
KR4V PMDT7RLRERELE
. ZDHE. querierUrl DfE
MERAINZET, Ihid. 70>
NIVRTIZ—XvE—U%O
VTIFXFAMNERTTBDICERT
¥, Loki Operator % ¥ %35
&l&. LokiHTTP 2T —70OY
FITY RY—EZX fI:
https://loki-query-frontend-
http.netobserv.svc:3100/) ICEXE
L %9, statusTLS %E
tat statusUrl " EI N TWS
BILERAINET,

tenantiD string tenantiD i, &YV ITZXA DT
+> b %519 % Loki X-Scope-
OrgID T¥, LokiOperator % {#
By 2%E1F. Filarrrh
E— RICHET % network (5%
ELXY,

tls object LokiURLD TLS 754 7 > hE&
Eo

10.1.38. .spec.loki.manual.statusTIs

Bl
Loki R7F—4 R URLDTLS 754 7Y MN&EE,

object

cacert object caCert (3. FRELRDIIFAZEDS
ReERLETT,

enable boolean TLS Z2B#/ICL T,

insecureSkipVerify boolean insecureSkipVerify =R ¥ %

& Y—NR—ERED YV ZA4 TV
MUDMREEE RSy S TEZE
¢, true ICEEEY % &, caCert
74—V RDERINET,
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userCert object userCert |3, mTLS ICERAI N
21— —iIAESREERLE
T (—AETLS 2T 5%E1F
\BETEET),

10.1.39. .spec.loki.manual.statusTls.caCert

Bl
caCert |&. SREERDIIFAEDSRAEHEL X T,
7

object

certFile string certFile (. config map 7I&
Y=o Ly NADFREET 71 L
BADINREEHZLET

certKey string certKey (&, configmap 7

v— Ly NNDIIAEM R
T7AINE~ADNRRAEEFLE
To F—DTRELBEITEELE
ER

name string SIEAZ % ST configmap £ IE
Dtz AVEE N EA-T]

namespace string FEEAE A ST config map 7zl
=2 L v kD namespace &
L7BE. 774 b T,
Network Observability 287 7’0 4
INTWBDER L namespace
MEAINZX Y, namespace B
ER2HBE1E. REICHLTYY
Y ETEB LD, configmap &
iEy—2oLy M OE—IhZE
ER

type string SEERE SR D Y 4 7 configmap
F %13 secret
10.1.40. .spec.loki.manual.statusTls.userCert

At
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userCert (&, mTLS ICERAIN2I—Y —FIHESIRZERL T (—HMA TLS 2EMHT 2355
H|IETEES),

it
object
FONRT 1 —
certFile string certFile (. config map 7 I&
Y=o Ly NADFRET 71 L
BADNRREEHZLET
certKey string certKey (&, configmap 7

—o Ly NNDEAEZEMEE
T7AINE~ADNRREEFLE
To F—DRELBEITEELE
ER

name string SIEAZ % ST configmap £/ 1E
Dl AV N EA-T]

namespace string FEEAE A ST config map 7zl
=% L v kD namespace &
L7BE. 774 b T,
Network Observability 287 7’0 4
INTWBDER L namespace
MERAINZX T, namespace B
ER2HmE1E. REICHLTYY
Y MTEBLDHIT. configmap &
iEy—2o Ly MAOE—IhZE
ER

type string SEERE SR D Y 4 7 configmap
F 7= |& secret

10.1.41. .spec.loki.manual.tls

Bl
LokiURL D TLS 7 54 7~ hE&RE.

object

cacert object caCert (3. FRELRDIIFAEDS
BeEHELET,
enable boolean TLSZBMICLEFY,
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insecureSkipVerify boolean insecureSkipVerify =R ¥ %
& —N—ERED IS4 TV
MUDHEEAZ R ¥y TTEZE
¥, true ICEREY % &. caCert
74— RAERINIET,

userCert object userCert |, mTLS ICERAI N
21— —iIAESREERLE
T (—ABTLS 2T 5%E1F
\BETEET),

10.1.42. .spec.loki.manual.tls.caCert

Bl
caCert |&. SREERDIIFAEDSRAEHEL X T,
7

object

certFile string certFile (. config map F7I&
Y=o Ly NADFREET7 71 L
BADNRREEHZLET

certKey string certKey (&, configmap 7

v— Ly NNDIIAEME R
T7AINE~ADNRRAEEFLE
To F—DTELBEITEELE
ER

name string SIEAZ % ST configmap £ IE
Dtz A VAN N EA-T]

namespace string FEEAE A ST config map 7zl
=% L v kD namespace &
L7mE. 774 b T,
Network Observability 287 7’0 4
INTWBDER L namespace
MERAINZX Y, namespace B
ER2HBE1EF. REICHLTYY
YV NTEB&LDIT, configmap
iEy—2o Ly MAOE—IhZE
ER

type string SEERE SR D Y 4 7 configmap
F 7= & secret

o1
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10.1.43. .spec.loki.manual.tls.userCert
atEA

userCert [&. mTLS ICERAINZ 21— —FIAESREZERZ LIS (—AR TLS Z2EAT 2551
W|IETEET),

pixl}

object

certFile string certFile (. config map 7I&
Y=o Ly NADFREET 71 L
BADNRREEHZLET

certKey string certKey (&, configmap 7

v—o Ly NNDIIFAEMER R
T7AINE~ADNRREEFLE
To F—DRELBEITEELE
ER

name string SIEAZ % ST configmap £ IE
Dl AV N EA-T]

namespace string FEEAE A ST config map 7zl
=% L v kD namespace &
L7ZE. 7740 b T,
Network Observability 287 7’0 4
INTWBDER L namespace
MEAINZX Y, namespace B
ER2BE1E. REICHLTYY
Y MTEBLDHIT. configmap &
iEy—2oLy MAOE—3IhZE
ER

type string SEBRE SR D Y 4 7 configmap
F 7= |& secret

10.1.44. .spec.loki.microservices

AR
Microservices €— KD Loki 8 E., TDF T a v, Lokidv4 /0 —ERFTOM XV K
£ — K (https://grafana.com/docs/loki/latest/fundamentals/architecture/deployment-

modes/#microservices-mode) ZFRALTA YA M= INTWVWBIFEICERLET, thOE—FK
TIFEEINET,

object
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ingesterUrl string ingesterUrl i3, 7O0—0 7y
2 2% R BEFED Loki 1 >~
VIZRY—H—EXDT RKLRT

ER

querierUrl string querierURL (&, LokiZ T
T—H—EROF RLR%EEEL
£,

tenantiD string tenantiD i, &YV ITZXA DT

+> b %517 % Loki X-Scope-
OrgID Ny ¥ —TY,

Rl

tis object LokiURL®D TLS 754 7 b3
Eo

10.1.45. .spec.loki.microservices.tls

& AR
LokiURL D TLS ¥ 54 7~ ME&TE,
JF:.:U
object
Tanrq4—
cacert object caCert (3. FRELRDIIFAEZEDS
ReEHLETT,
enable boolean TLS Z2B#/ICL T,
insecureSkipVerify boolean insecureSkipVerify =R ¥ %

& Y—N—FEREDV Z1 TV
NADWREEE R v TTEFE
9, true IZE&Ed % &. caCert
74 —ILRHBEHEINET,

userCert object userCert |, mTLS ICERAI N
21— —iIESREERLE
T (—AETLS 2T 5%E 1
\BETEET),

10.1.46. .spec.loki.microservices.tls.caCert

Bl
caCert |&. SREERDIIFAZEDSRAEHEL X T,
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certFile string certFile (. config map 7 I&
Y=o Ly NADFRET 71 L
BADNRREEHZLET

certKey string certKey (&, configmap 7

v— Ly NNDEFAEMERE
T7AINE~ADNRRAEEFLE
To F—DATRELBEITEELE
ER

name string SIEAZ % ST configmap £/ IE
Dtz AV N EA-T]

namespace string FEEAE % ST config map 7zl
=% L v kD namespace &
L7mE. 774 b T,
Network Observability 287 7’0 4
ENTWBDER L namespace
MEAINZX Y, namespace B
ER2HBEE. REICHLTYY
YV NTEBLDIT, configmap F
iEy—2o Ly MAOE—3IhZE
ER

type string SEBRE SR D Y 4 7 configmap
F 7= & secret

10.1.47. .spec.loki.microservices.tls.userCert
AR

userCert [&. mTLS ICERAINZ 21— —FIAESREZERZ LI T (—AR TLS ZEAHT 2551
MIETEET),

N

pixl}

object

certFile string certFile (. config map 7 I&
Y=o Ly NADFRET 71 L
BADNRREEHZLET
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certKey string certKey (&, configmap 7 I&
=0 Ly NADIIERERE R
T7AINE~NDNRREEEZLF
T, F—HTELIZGRRERL X
ERS

name string SIEAZ % ST configmap £ IE
Dl AV N EA-T]

namespace string FEEAE A ST config map 7zl
=% L v kD namespace &
L7mE. 774 b T,
Network Observability 287 7’0 4
INTWBDER L namespace
MERAINZX T, namespace B
ER2HBE1E. REICHLTYY
Y NTEBLDIT, configmap
iEy—2oLy MAOE—IhZE
ER

type string SEBRE SR D Y 4 7 configmap
F 7= & secret

10.1.48. .spec.loki.monolithic

& AR
Monolithic E— R® Loki €. DA T avid, LokinE/ Vv I 7704 AV ME—NR
(https://grafana.com/docs/loki/latest/fundamentals/architecture/deployment-

modes/#monolithic-mode) ZERA L TA YA M—ILINTWBHBEIFERBLE T, BODE— KTIE
BEAINET,

object

TO/NRT 1 —

tenantiD string tenantiD i, &YV ITZXA DT
+ > b %517 % Loki X-Scope-
OrglID ANy ¥ —TY,

tis object LokiURL®D TLS 754 7~ bE&
Eo
url string urlid, 1>z R49—&4o1Y)

T—OWmAESRYT BEEED Loki
H—EROD—BDT7 RL AT,
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10.1.49. .spec.loki.monolithic.tls

Bl
LokiURL D TLS ¥ 54 7>~ hE&RE.

it
object
Fanyq4—
cacert object
enable boolean
insecureSkipVerify boolean
userCert object

10.1.50. .spec.loki.monolithic.tls.caCert

Bl
caCert |&. SREEBDIIFAEDSRAEHEL X T,

pixl}

object

caCert 2. SREIFEDIAREDS
BEEHELET,

TLS #BMICLET,

insecureSkipVerify =R 9 %
& Y—NR—EIRED YV Z14 TV
MUDMREEE R ¥y S TEZE
¥, true I(CERET 5 &. caCert
74—V RHERINET,

userCert &, mTLS ICFERET N
31— —iIAESREZEHLZF
¥ (—HRATLS 2 ERAT 2HEE
BMETEET),

certFile string
certKey string
name string

96

certFile (&, configmap 7 I&
Y=o Ly NADFRET 71 L
BADNRREEHELET

certKey (E. configmap 7
=70 Ly NNOIIERE TR
T7ANEANDNRREERZLF
T, F—HITRELBEIIERLF
ER

SFEAZ A ST config map 7zl
D2tz AVEE N EA-T]
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namespace string FEEAE A ST config map 7zl
=% L v kD namespace &
L7ZE. 774 b T,
Network Observability 287 7’0 4
ENTWBDER L namespace
MMERAINZX T, namespace B
ER2BE1E. REICHLTYY
YV NTEBLDIT, configmap
iEy—2o Ly M OE—3IhZE
ER

type string SEERE SR D Y 4 7 configmap
F 7 l& secret

10.1.51. .spec.loki.monolithic.tls.userCert
Bz

userCert [&. mTLS ICERAINZ 21— —FIAESREZERZ LI T (—AR TLS ZEAT 2551
MIETEET),

N

it
object
TO/NRT 1 —
certFile string certFile (. config map 7I&
Y=o Ly NADFRET 71 L
BADNRREEHZLET
certKey string certKey (&, configmap 7 I&

v— Ly NNDEREME R
T7AINE~ADNRRAEEFLE
To F—DTRELBEITEELF
ER

name string SIEAZ % ST configmap £ IE
Dtz AVEE N EA-T]
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namespace string FEEAE A ST config map 7zl
=% L v kD namespace &
L7BE. 774 b T,
Network Observability 287 7’0 4
ENTWBDER L namespace
MMEAINZX T, namespace B
ER2BE1E. REICHLTYY
YV NTEBLDIT, configmap
iEy—2o Ly MAOE—3IhZE
ER

type string SEBRE SR D Y 4 7 configmap
F 7= |& secret

10.1.52. .spec.processor

athA
processor i, T—Y Y A5 70—-%2FFL. ThaimibL. X M) R4 L. Loki ki
LAY —PHEAATRERITI I AR—Y—ICEGETZ2IVR—RV MOREEZEZLEF T,

object

addZone boolean addZone (3. 7 O—IZEFTT
V=V ERES =V DIR) &AL
752 &ET, PRAZEYF 14—
V-V ERETEDLDICLE
¥, COWEEEZFERT ZICIE.
J—RIC
"topology.kubernetes.io/zone" 2
NIVEBRET DHENHYET,

advanced object advanced =R 5 &, 7
O—70t vy —0OREBREREDL
(ONDREZRETCEEY, T
Dt avid. GOGC »
GOMAXPROCS IRIRZE# /4 &
DTNy JEFMBNT r—< v
ADmELEERENE L TVE
T, INHDEIFBERDOEFED
HERELTLLEIW,
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NRSIA—H—

clusterName

imagePullPolicy

kafkaConsumerAutoscaler

kafkaConsumerBatchSize

kafkaConsumerQueueCapaci

ty

kafkaConsumerReplicas

logLevel

string

string

object

integer

integer

integer

string

clusterName (2. 7O0—7—%
ICRIAIND I TR —DHARIT
¥, ThiE, YILFISRH—1
VTFANTRIBET,
OpenShift Container Platform %
FRAYT 25%BEIE. BEMITRES
NaEDICEDEFICLET,

imagePullPolicy i3, ETEZ
L7=4 X —< @ Kubernetes 7Jl
’_.ﬁ) U :/_—Gj_o

kafkaConsumerAutoscaler
IE. Kafka X v tE—C5MEET S
flowlogs-pipeline-
transformer %= E 9 % KFE
Pod #— KR T —5—DEHT
9, Kafka BMEMICAR>TWBIH
&, COREIFEFAINET,
HorizontalPodAutoscaler @ K
FaxvhNEBRT-UY
TN2) HBRRLTLKEIL,

kafkaConsumerBatchSize
iE. Avyva—~v—»=2FAND
RAR/NY FHA X (N4 MNEAL &
JO—HA—ITRLET, Katka %
FRALARAVGEITERINEY,
T 7 #4J) h:10MB,

kafkaConsumerQueueCapac
ity (¥, Katka oAV a1 —<—073
17V NTHEAINZREX v
T—VF1-DREEZEELFE
¥, Kafka ZEA L7AWEZEIZH#
FBINZET,

kafkaConsumerReplicas (3.
Kafka X v &£—V % HET
flowlogs-pipeline-
transformer (23t L CRAAT %
L 7)) 51 (Pod) DF = EZL &
9, Kafka BMESNICR > TWBH5
&, CORERFERINFT,

Tty —3 08514 LD
logLevel
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logTypes string logTypes (&, &3 5L 31— K
S14TERLET, ATREAMER
RDEEY TY,

-Flows (7 #JL b): BED R v
fko—o7O0—%THOAR—bML
9,

- Conversations: F4 L /=&
Fh. T LAERE. BLUTEEHW
72 tick" BETDA R MEERL
9,

- EndedConversations: #8717 L
RFEARYNDHEERLF
ER

Al xRy D=2 o0—&9 R
TORFARY NOEAEERKL
9,

metrics object Metric (. X MU I RICEAT 2
TRty —HEEERELET,

multiClusterDeployment boolean CIVFISRAY—EEERBMICT
5IC
(. multiClusterDeployment
Ztrue ICRELEFT., Thilk
Y. clusterName S ~XJLH 7
O—7F—%ICEBMINFT,

resources object resources (&, DAV TF—
PREETZAVELI—FT1 VT
)Y —RTY, il
(&, https://kubernetes.io/docs/c
oncepts/configuration/manage-
resources-containers/ =& L T
IV,

10.1.53. .spec.processor.advanced

ElEL
advanced ¢ 5 &, 7O0—O0€yUy—ORIEREDOWVWL DI DRIEERETCETET, 2D
273 vid, GOGC » GOMAXPROCS IBRIEBEZHM A EDT /Ny JEFHMABRN T+ —< YV ADEHE
tEELBMELTVWEY, ChODERBEROEEDEEREL TLEIW,

object
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#5102 FLOWCOLLECTOREE/NRSA—4 —

conversationEndTimeout

conversationHeartbeatinterv
al

conversationTerminatingTim
eout

dropUnusedFields

enableKubeProbes

env

healthPort

string

string

string

boolean

boolean

object (string)

integer

conversationEndTimeout

&, *y b= 70—-%%fFL
T, WEMET LizEARIh
5 FE CORMEEETY, TCP 7
O—®DFIN/Ty RAREI NS
Ba. COEEIEREINEY
(Khy

IZ. conversationTerminating
Timeout #{FA L £9),

conversationHeartbeatinterv
al (¥, WEED "tick" 1 R> MNED
FHESRETY,

conversationTerminatingTim
eout. FIN 7 3 7 EIINTH
HXEENHE T 5 X TORBEIFHE
TY, TCP7A—ICOHEEL F
ER

dropUnusedFields % true
BETDHE, OVSICL>TEA
INTULWARWZ EAHIBALTWS
74—V RZHIERLT, A bL—
VR EEHNTEXT,

enableKubeProbes (&.
Kubernetes @ liveness & & U*
readiness 7O—J 2 BMWE =13
BT D757 TY,

env 2FHT D&, ARV LRE
THAEBERZIVKR—XV
BT e TEET, GOGC
> GOMAXPROCS % &, 3%
ICEFMARNTI A —T VA F 21—
VT F T avEETOICERT
59, INSDAF T avid,
TyvIDTFNy TENMR—N%E
ZTDGEICOAERREDTH
%78, FlowCollector & F®D
—EHELTRRELARVWTCES
(A

healthPort (Z. ~NJLRXFz v
APl AT 2 PodaL V4 —
HTTP R— KT,
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port integer 70—3L 2% —DR—k (KR
FR—bK), BEICE Y, —ED
BIFRELEINTVWET, 1024 &
YREWEE L, 4500, 4789.
6081 IIEATEIEA,

profilePort integer profilePort ZH¥ % &, 2D
R—b%&) v A>Vd 3B Go pprof
TO7 745 —%BRECEET

10.1.54. .spec.processor.kafkaConsumerAutoscaler

atEA
kafkaConsumerAutoscaler |&. Kafka X v Z— % K& 9 % flowlogs-pipeline-transformer % 5%
EYBKEPod A —MRT—5—DHEERTT ., Kafka BNEMICAR> TVWBIHE, TOREIFEFES

NF 9, HorizontalPodAutoscaler D RFa XV N (BEIZRT—) VT /v2) ZBRL T LIV,
il

object

10.1.55. .spec.processor.metrics
AR
Metric i, X M)V RICETZ 7Oy —REEEELET,

object

disableAlerts array (string) disableAlerts (. #EMICT 5%
EArAHDBTTI—MDYRAKNTT,
AREARMBILRD EHY T
NetObservNoFlows: — & A5
7O0-"EHRINAI >2LBEIC
N)H—INZFT,
NetObservLokiError: Loki T
S—hPRATIZO—N ROy FX
nNa&EMN)H—INZFET,
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includeList array (string) includeList (. £M32% X~V
JABBETBLODARN) IR
BN RANTY, ARNE, BEEREF
%R\ 72 Prometheus D& BTN
HLET, Ex
¥, namespace_egress_pack
ets_total (&. Prometheus Tl&
netobserv_namespace_egre
ss_packets_total &R R~I N &
T AN REEMT BT
Prometheus 77— 0O— K1)V —
ANDEENKREL BB EITE
BLTLKEESW, T4 MTH
MAmARNY O R
I¥. namespace_flows_total
. hode_ingress_bytes_total
. workload_ingress_bytes_t
otal. namespace_drop_pack
ets_total (PacketDrop ##EH
BRR%
&). namespace_rtt_seconds
(FIowRTT #een B 735
&). namespace_dns_latenc
y_seconds (DNSTracking #
RN EMRIBE) TT. AR
BARNY I ZADRLBY) A NEE
LEFMIER
(&, https://github.com/netobser
v/network-observability-
operator/blob/main/docs/Metric
smd ZZR LTIV,

server object Prometheus 27 L A /X—®
metricsServer TV RiRA >~ M&

=

NS

10.1.56. .spec.processor.metrics.server

Bl
Prometheus 2 %7 L 4 /78— metricsServer T RiRA >~ NBE

il
object
A VAG P
port integer Prometheus HTTP R— k
tls object TLS %%,
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10.1.57. .spec.processor.metrics.server.tls
atEA

TLS %7€,
'FIIJ

object

FONRT 1 —

insecureSkipVerify boolean insecureSkipVerify =R ¥ %
& RS NEREICHT 27
47 MIDKEEE RF Y TT
XEY, true ICHRET S
&. providedCaFile 7 «+ —JL R
NEFEINET,

rovided object type #* Provided IZ58EXh T
p
W2IBED TLS & E.

providedCaFile object type #* Provided IC58EXh T
WBBAEDCA T 7A1I~ADE
iR,

type string TLSHREDY A1 TEZFIRLET,

- Disabled (7 )L M) &, T
YRRAVMITLS 2B ELE
t#A. - Provided (&, ZFEAZE
T77A4NEF—T 74NV EFET
IBELEY, -Auto . 7/
T— a3 v %{EMA L T OpenShift
Container Platform & B Eh4 AEE
BEZFEALEXT,

10.1.58. .spec.processor.metrics.server.tls.provided

AR
type #* Provided ICEREEINTWBIFHED TLS & E,

pixl}

object

certFile string certFile (. config map 7%
Y=o Ly NADFREET 71 L
BADNRREEHZLET
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certKey string certKey (&, configmap 7 I&
=0 Ly NADIIERERE R
T7AINE~NDNRREEEZLF
T, F—HTELIZGRRERL X
ERS

name string SIEAZ % ST configmap £/ 1E
D alZ AV N EA-T]

namespace string FEEAE A ST config map 7zl
=% L v kD namespace &
L7mE. 774 b T,
Network Observability 287 7’0 4
ENTWBDER L namespace
MEAINZX T, namespace B
B 2HmE1E. REICHLTYY
Y MTEB LD, configmap
iEy—2oLy MPOE—3IhZE
ER

type string SEBRE SR D Y 4 7 configmap
F 7= & secret

10.1.59. .spec.processor.metrics.server.tls.providedCaFile

e
type 7' Provided ICEREINTWBIFEED CA 7 7 1 ILADBRE,
7

object

file string configmap £7E>¥—2 L v bA
DI77AIE
name string 7714 %EEE configmap F7

=2 Ly D&H]
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namespace string 774 )V EEL configmap £7=
lF>—72 L v b®D namespace,
AR L7cI5E. 774 M T
Network Observability 287 7’0 4
ENTWBDER L namespace
MMEAINZX T, namespace B
ER2HBE1ER. REICHLTYY
YV NTEBLDIT, configmap
iEy—2o Ly MAOE—3IhZE
ER

type string 27AIWVBROS AT
"configmap” X 7= I& "secret”

10.1.60. .spec.processor.resources
AR

resources |, CDAVFF—HPEETZAVEL—FT1 VT )Y —RTT, 5+l
l&. https;//kubernetes.io/docs/concepts/configuration/manage-resources-containers/ =& L

TLEIW,
it
object
TONRT 1 —
limits integer-or-string FIRRIE, BFEINZavE1—b
VY —ADEKREZEHRLIT,
S

(&, https://kubernetes.io/docs/c
oncepts/configuration/manage-

resources-containers/ =& L T
CIEEIW,

requests integer-or-string ZRiF, pERIAVE1I—-KY
V—ADRMNEEERLET., O
VT F—IZDWT Requests h'&
BIh3me. BRHICEESN
ZHBAICT 7 #JL M T Limits IC8%
EINXT, BELAWSGEE,
EEERDEICKRESNITT. U
JIZAMIFIREZBAD I &ET
TFEHA, Ml
(&, https://kubernetes.io/docs/c
oncepts/configuration/manage-
resources-containers/ =& L T
IV,
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FNE XY F7—70—FKRAOSRE

ENE Ry M7= 70-FRDSEE

InNsExRy N7—270—-FRDOEHRTHY., RETHERAIN, 70—% Kafka LTV RAKR—KrT 3

BEICHERINIET,

NLxy h7—270-FRXDY)T77L V2R

Zhidxy h7—2270-FADEKRTT., TOFRIE. Prometheus X ) 2 ARV, BLURA

ERT Loki R M7 IC Kafka TV AR—F —DEREINTWVWR EZIIFRINE T,

"TANI—ID"INE. TA VI T AN —EERTHEIIERTIEELZRLET
(FlowCollector {#k® spec.consolePlugin.quickFilters % £ g),

"Loki ZNRIL"FE, Loki ICEEI T —%RTTIHAEICKRIEET, NI T 1 —I)L RKIE, stream
selectors Z{FA L TEIRT Z2HELHY X,

Loki Z~XJb

Bytes number AN ZERL (AYAY-4

DnsErrno number DNS b5y —D ebpf 7 v JBE#HI SR dns_errno WL x
nttr>—%%5

DnsFlags number DNSLI—K®DDNS 73574 ZERL (AYAY-3

DnsFlags string fEfT X N7/ DNS ~Nv 4 —D RCODEs % dns flag. wuLx

Response response_

Code code

Dnsid number DNSLa—NKid dns_id W Z

DnsLaten number DNS VIV ITRMELARY ZOBEDEEE (2 dns_laten (AYAY-3

cyMs |) FOEAAL) cy

Dscp number Differentiated Services Code Point (DSCP) dscp (AYAY-4
DfE

DstAddr string B IP 7 KL R (ipvd 7z ipv6) dst_ addre WuLx

ss

DstK8S H  string EEHL/—KIP dst host. WL x

ostIP address

DstK8S H  string EER/— K4 dst host. WwuL\x

ostName name

DstK8S N  string 385 Kubernetes 7 72 = ¥ ~ ME&HI (Pod dst_name (AYAY-4

ame . Service . Node &4 &),
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Loki Z~RJb

Dstk8S_N
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SrcK8S N  string 1)) — XD namespace, src_name (=g
amespace space
SrcK8S_O  string EIETTAMEE DT (Deployment £, src_owner W\
wnerNam StatefulSet &7 &), _hame
e
SrcK8S_ O  string EIETTATEE DFESE (Deployment, src_kind (AYAY-3
wnerType StatefulSet 72 &),
SrcK8S T  string %15 7T Kubernetes # 7Y = 7 b DFE%E src_kind [=4A
ype (Pod. Service. Node 72 &),
SrcK8S_Z  string EETTRAZEY T4 —V—Y src_zone [=qA
one
SrcMac string EETMAC 7 KL R src_mac (AAY-4
SrcPort number EETR—b src_port (AYAY-3
TimeFlow number ZD70—DTHALRY YT (I YUME ZERL (AYAY-3
EndMs 1)
TimeFlow number TCPDEBEINEZZTVY KRNy T4 L time_flow (AAY-4
RttNs (SRTT) (+ / # &) _rit
TimeFlow number ZD70—DFRRBY A LAY Y T (I YME ZERL (AYAY-3
StartMs 1)
TimeRecei number ZO70—p7O0—L VY —IlL>TRE ZEAL (ANAY-4
ved BLVREBINLEEDIAN LAYV T (B

BAL)
_Hashld string KREEBHFTIE. KEEHBTF id (AYAY-3
_RecordT  string LI—RoEE BEO7O0—O70DBER type =40
ype ‘flowLog'. RFEEHDHZE I

‘newConnection', 'heartbeat'.
'endConnection’
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$F12EZ NETWORK OBSERVABILITY D NS TNV a—F 4 05
Network Observability DBIED M S TV 2 —F 4 VT A5FRFETB720IC. WSDOHDD STV 21—
FTAVITTOaVERTTCEET,

12.1. MUST-GATHER YV — )L D {#EFE

must-gather 'V —JL%{FH$ % &, Pod O%. FlowCollector., Webhook 53772 &M, Network
Observability Operator YV —2Z2B L VPV SR —2FEDY V—RAICET 2 EREZINETEET,

FIE
1. must-gather T—4 2 REFT 274 LV N —ICBEILE T,

2. ROAT Y REEFTLT, 75 RY—2D must-gather ) V—RZIREL T,

$ oc adm must-gather
--image-stream=openshift/must-gather \
--image=quay.io/netobserv/must-gather

12.2. OPENSHIFT CONTAINER PLATFORM O Y —ILTO XY NT—75
NS4 9O A=Za—TV N —DBE

OpenShift Container Platform QY Y —ILO BERM A =2 —ICRXY N7 —O MNZ T4 v DA Za—IT Y
M) =D 2 MINTVARWESEIZ, OpenShift Container Platform AV Y —I)LTRXY K7 —2 5
T4V IDAZa—IVN)—%5FETHRELET,

AR

® OpenShift Container Platform /S— 3 > 410 LIED 1 Y A =L I TW 3,

FIR

1. ROOAT Y R%EZETTL T, spec.consolePlugin.register 7 1 —JL K2* true IZEREINTW S
NEIDEERLET,

I $ oc -n netobserv get flowcollector cluster -o yaml

7651

apiVersion: flows.netobserv.io/vialphai
kind: FlowCollector
metadata:
name: cluster
spec:
consolePlugin:
register: false

2. #7< 3 >:Console Operator (% & % FEICT#RE L T. netobserv-plugin 7> 71 ~ % EMNL
x9,

I $ oc edit console.operator.openshift.io cluster

m
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=Pl

spec:
plugins:
- netobserv-plugin

3. A7V av ROV REEFTL T, spec.consolePlugin.register 7 1+ —JL K% true IZF2E
LET,

I $ oc -n netobserv edit flowcollector cluster -o yaml

=Pl

apiVersion: flows.netobserv.io/vialphai
kind: FlowCollector
metadata:
name: cluster
spec:
consolePlugin:
register: true

4, ROAXV RAEEFTLT, AVY—ILPod DRAT—4% XM running THZHZ &R L XTI,
I $ oc get pods -n openshift-console -I app=console

5 ROV RAERFTLT, IV —JLPod #BiEEEL X T,
I $ oc delete pods -n openshift-console - app=console

6. 720 —DF¥xv v atBEREZV)T7LET,

7. ROAT Y R%EFERTLT. Network Observability 7544 > Pod DAT—49 A &HELE T,

I $ oc get pods -n netobserv -l app=netobserv-plugin

i 51
NAME READY STATUS RESTARTS AGE
netobserv-plugin-68c7bbb9bb-b69g6 1/1  Running 0 21s

8. RDAY ¥ K&EFEFTL T. Network Observability 7574 >~ Pod DOV =R L £ 9,
I $ oc logs -n netobserv -I app=netobserv-plugin
A6

time="2022-12-13T12:06:49Z" level=info msg="Starting netobserv-console-plugin [build
version: , build date: 2022-10-21 15:15] at log level info" module=main
time="2022-12-13T12:06:49Z" level=info msg="listening on https://:9001" module=server
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12.3. FLOWLOGS-PIPELINE (&. KAFKA DA VXA M—=)LZICRY NT—72
JO0—%ZHELIEA
E#IC deploymentModel: KAFKA # L TC70—aL 24 —%5704 L. RiCKafka #5704

L7ziza, 70— 7% —H" Kafka ICIEE L < ERMI N WAL H Y £, Flowlogs-pipeline B
Kafka 5Dy T —2 70—%BELARWVWIO—/1 54 Y Pod #FEBTHEZELE T,

FIig
1L ROV RERTLT, flow-pipeline Pod 28Ik L THEEILEX T,

I $ oc delete pods -n netobserv -I app=flowlogs-pipeline-transformer

124.BRINTA V9 —TJ T4 AEBREXA VI —TITAADEANLDRY K
J—2 J70—DRRINAGW

br-ex™ & br-int &, OSI LA Y —2 CEETBREBTV Y I TNRLRATY, e BPFI—Y v M, IP
LARIVETCP LRI, ENEFNLAY—3 EA4THELES, XY NT—I RS T74 v IHYEBKRR
Mo RIE Pod 4 V9 —T7 24 AREDHDA VH—T 24 AL > TUEBINDZIHE, e BPFI—Vx
YMNEbr-exBLUV br-int #@BITEZRY NIV RS TA v I %Xy TFvTRIENRETEE
9, eBPFIT—Y IV MDRYKNT—OA V9 —T A A% brex 8LV br-int DAICERHRZT DL DI
FRTBDE, Ry D=2 70—-RERRINhFHA,

XYy RND—DA4 29— 124 X% br-int 8 & U br-ex ICHIPET 5 interfaces Z 7= (3 excludelnterfaces
DED % FENTHIBRL 7,

FIR

1. interfaces: [ 'br-int','br-ex'] 7 1 —J/L K, THIZLY, I—Y YV MNEITRTDI VS —Tx
AZADSEREMETEET, £/E. LAY —31429—T x4 (fl:eth0) 5IEET 3
EHETEFEY, UTFOOATY REETLET,

I $ oc edit -n netobserv flowcollector.yaml -o yaml

7651

apiVersion: flows.netobserv.io/vialphai
kind: FlowCollector
metadata:
name: cluster
spec:
agent:
type: EBPF
ebpf:
interfaces: [ 'br-int', "br-ex’ | ﬂ

Q XY NTI—HOA VS —T 4 2EEBELET,

12.5. NETWORK OBSERVABILITY O fO—5—7% %X — v+ — POD T X
T —HDAFRLTVWET
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Subscription & 72 = 7 b @ spec.config.resources.limits.memory Tt % R%E T % Z & T.
Network Observability Operator D X E!) —#lIfR %8| & LIFB2 I &N TEET,

FIR

1. Web O~ Y —JL T, Operators - Installed Operators I[CF81 L £ 9,
2. Network Observability #% ') v 2 L. Subscription %3&R L £ 7,

3. Actions X Za—»5, EditSubscription®2 1) v L%,

a. ¥, CLIZFEALTROIT Y R%E3EFTL T, Subscription 7 72 =V b D YAML 5%
EERACIEHTEET,

I $ oc edit subscription netobserv-operator -n openshift-netobserv-operator

4. Subscription 7 7Y = 7 % #E&% L T config.resources.limits.memory {t#%EMML. XE
) —%ﬁ-’é%‘)’& LTEZBRELET. VY —RICATIERFEOFMIE. BEEREZSEL
TLEX

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: netobserv-operator
namespace: openshift-netobserv-operator
spec:
channel: stable
config:
resources:
limits:
memory: 800Mi ﬂ
requests:
cpu: 100m
memory: 100Mi
installPlanApproval: Automatic
name: netobserv-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
startingCSV: <network_observability_operator_latest_version> 9

Q e ziE, XEY—4IPR% 800 Mi ICBI X EIFRZ EATEXET,
‘9 COEIFFELBEVWTL XN, T OfEIE Operator DEHFY ) —RICL>TERY F
-a—o

ESPEAES

o JY—XDBEEIR

12.6. LOKI RESOURCEEXHAUSTED TS5 —®D NS TNV a—FTa4 V5
Network Observability IC& > TEEIN/ZRY N7 =0 70—F—49 P, REINERAAYvE—IY

4 X%#BA 5 &, Lokild ResourceExhausted T 5 — %3R3 Z &H%H Y £F, RedHat Loki Operator
HFEALTWREHEE. ZORAAYE—IH A4 XTF100MBICREINTVET,
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FIR

1. Operators — Installed Operators [CFE) L. Project KOw 74U X =—a—H5 All
projects ZRRIL ¥,

2. Provided APIs ') X kT, Network Observability Operator Z &R L £ 7,
3. FlowCollector 2% ') w2 L. YAMLview#%¥ 7% 2 YU vy L%7,

a. Loki Operator #{#f L TL\ %3553, spec.loki.batchSize fEA* 98 MiB A& A TWRWCZ
EEBRLTLEI W,

b. Red Hat Loki Operator & (&E7%: % Loki 1 ~ A b —JL 5%k (Grafana Loki 72 &) @R L T
W3Bi5&E I, Grafana Loki —/Y—E&7E D grpc_server_max_recv_msg_size
75‘\ FlowCollector ') ¥ — X @ spec.loki.batchSize fEL Y KEWZ & #MERAL T X
o KELLARWIEEIE, grpc_server_max_recv_msg_size [EAIEP Y
7’3\ spec.loki.batchSize [E% FIfREL U E NI K BB LD ITHEOTHENHY XT,

4. FlowCollector =iR&E L /=35H L. Save =V v I LE T,

12.7. LOKI @ EMPTY RING T 5 —

Loki @ "emptyring" TS5 —IC&k Y, 70— Loki ICIRFEINT. Web AV Y —JLICKRRI ALY

F9, COIZ—RIFIERRRATCRET DML DY ET, ThHITRTUTHALTES1D0E

BERIEHY FHA, LokiPod ROO T %#5HE L. LokiStack WWMEELDIRETHEBHIE > TWVWD I & A
le-a—éf\_&b“_\ \/\<j7’3\o) 7/3/7&5_‘%?—.1-—(%&3—0

DI Z—HRETDIRRICIERDE I BT DHHY X7,

e LokiStack #7414 X b—JLL. EL namespace ICEBA1 VA M—ILF B &, HL PVC A H!
BRINARWZD, COTS—IRETIHEEIHY £,

o 77 av:LokiStack zBEHIFRL. PVC ZHIPR L TH 5. LokiStack DEA ~ X h—Jb
EBEALILEIW,

o JIAAZEDO—T—>3aviE, ZOIZ—Il&Y. flowlogs-pipeline Pod & & U console-
plugin Pod & DBENHIF SN B AREELHY T,

o 7UvaviPod BEBT 5L, EHEETTEET,
128.)Y—RDLZTNYa—FTa4V7

12.9. LOKISTACK L — hHIFRT 5 —

Loki 77> MIL—MHIRABREINTWVWE E, T—9D—BRMIZKDN, 429 TS5 — (Per stream
rate limit exceeded (limit:xMB/sec) while attempting to ingest for stream) "KL 2 agEEL H Y
F9, COIZ—%ZBAMTBLDICTI—MERETEIIEERFTLTLLEIWN, FlIZ. 20ty
a3 vOBEEERE LTEEHEINTWS [NetObserv 4y ¥ 27R— KD Loki L — MNEIR 7 5 — b DE
Bl #5RLTEIV,

RICTHT FIE%EZETT L T, perStreamRateLimit & & U perStreamRateLimitBurst {14k T LokiStack
CRD ZEH TEE Y,

FIR
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1. Operators - Installed Operators IC#&J L. Project KO v 74 >~ H 5 All projects % KRR
LE9.

2. Loki Operator = R D1+ T. LokiStack ¥ 7% ®#IRL £,

3. YAML view % L T LokiStack 1 Y 24 Y A5 {EWT 20 BEEDE D5 iRE
L. perStreamRateLimit & & U' perStreamRateLimitBurst {T#k% 8L £ 7,

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: loki
namespace: netobserv
spec:
limits:
global:
ingestion:
perStreamRateLimit: 6 ﬂ
perStreamRateLimitBurst: 30 9
tenants:
mode: openshift-network
managementState: Managed

Q perStreamRateLimit D5 7 # JL MElE 3 T,

g perStreamRateLimitBurst D5 7 # )L MM#IZ 15 T,

4. Save &=V v o LET,
FREE

perStreamRateLimit & U' perStreamRateLimitBurst (T4 %= EH T2 . 75X 9 —AD Pod H'FE
EEL, 429 L— MHIRRI S —DRELRLBRYET,
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