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531% RED HAT BUILD OF OPENTELEMETRY ® ) IJ—X / — k

1.1. RED HAT BUILD OF OPENTELEMETRY O &

Red Hat build of OpenTelemetry (&, #—7> Y —2Z® OpenTelemetry 7OV =7 b ICEDWTEH

Y, V99 RXAT4 TV I NIz T7RICREN DEBEELLIN, RVS—HIDTFLAN)—FT—%
INEARETZ & EBINE LTWE T, RedHatbuild of OpenTelemetry & ik, OpenTelemetry

Collector DF 7OA EBE, BLUPT—/O0—RA VA MLAYT—Y 3 VOBRILISHT B HR—
PR LFT,

OpenTelemetry Collector I&. T L XA M) —FT—49ZEHOHXTEZE, U, GETXDH, TL
AN)—IBEFLAN) =T LABOHEEERMICE > TCREMNLRIVR—RV MERY FT,
Collector t&, X MR, ML—R, OV EZNESLVCUIET Z/HDHEEY ) 1 —>a v ERHEL
i-a—o

OpenTelemetry Collector ICI&, RD & 5% OHfgENHY £9,

TF—YINES L TUNE/NT

N, IFIFRY—ADSARNYIZAPRNL—ZABEDTLAN)—FT—8 &INET BH0H
BROAVKR—RVMNELTHBELF T, TOT—F1F. A VRANIWXYNSINET T ) r—vave
AVISANSVFv—DOEHRTEZET,

HRAYIYA XAEERTLAN)—FT—INRATS54

OpenTelemetry Collector (A RAI YA A TEBLDICRETINhTWEY, IFIFA SOy
-|j-_\ IOZ/_.R_&_\ |/°/_/(_§"j'/j_(’_|\bi-§—o

BEIM VA MLAYT— 3 Ve

BEIM VANULAYTF—=2avil&y, 77V r—o a3 VICHEAMEEBINT 5 70 A0 EHEE
IhFEd, BAREEF. EXNALTLAN)—F—YDI—REFFHTAI VAMNAY NTZREL
HYFEH A,

OpenTelemetry Collector DfERFID—E 2 RICRLE T,

—lR T — 5 INEE
Y40 —ERT7—FF7VF v —Tld. Collector 577041 LT, BHOHY—EZRDNLT—F%
SHTEES,

T —% Dffise & NE

F—8 HEDITY —IVICERET BREIIC. Collector lEZDF—4 &b, 745 ) VT, BLUVUE
TXZEY,

IIWVFNRY YTV RDREFEETIRAR—F
Collector I, BHOERSLVOM TSy N7+ —LICABICT Y52 EZETEET,

1.2. RED HAT BUILD OF OPENTELEMETRY 3.0

Red Hat build of OpenTelemetry 3.0 I& OpenTelemetry 0.89.0 ICEDWTWE T,

1.2.1. ¥R RE & & U BEHAGR
ZOEH T, ROBEBILENBAINTUET,

® OpenShift distributed tracing data collection Operator(d. Red Hat build of
OpenTelemetry Operator & WD ZREIICEEINF L 7,


https://opentelemetry.io/
https://opentelemetry.io/docs/collector/
https://opentelemetry.io/
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o ARM7—%545F v —DHE— b,
o XN RINEAD Prometheus L ¥ —/A\—DHR— K,

o NL—REXANYY A% Kafka ICEET B72DDKatka LY —N—BLUVT YV RAR—9—D
R— K,

o VSRY—2EFEDTOFV—REDOHYR—h,

® Prometheus TV A R—4% —DEBMICR > TWBIFHE. Red Hat build of OpenTelemetry
Operatorld Prometheus ServiceMonitor 1 24 L) Y — X &ER L 7,

e Operator l&. 7Y 7R K —L®D OpenTelemetry BE)|f VA MNIAYTF—2a V5475
) —%3FATESLDICT % Instrumentation HRY L)Y —REBMILET,

1.2.2. HIFR@AN

® Red Hat build of OpenTelemetry 3.0 Tld, Jaeger TV AR—4 —DHIFRINF L, NTE
EEYR—ME 2954 THAVILDERTETOHRMINET T, Jaeger Collector ICT—4
ERET B2OD Jaeger TV AK—H —DRDYIC, OTLP TV AK—9 —%FEATEET,

1.2.3. /N JEIE
ZOBEHTE, RONTEENBAINTUVET,

e oc adm category Mirror CLI A< >~ R EHT 156D, FEHREOY R— MMBEINZE
L7,

1.2.4. BERI D REIRE

IR7E. Red Hat build of OpenTelemetry Operator® % 5 X2 4 —B5#813/X% (TRACING-3761) IT & Y #&%D
IKR2TWEY, TONRTILEY, VSRI—BERELVCY—EREZI—F TV MIRERIN
)l openshift.io/cluster-monitoring=true "X L TW 378, 75X ¥ —EH 1 Red Hat build of
OpenTelemetry OperatorMS XA M) VAR LA EY T TERLBR>TVWET,

[o]g¢ R
RDESICI SR —BEREAMITEIT,

1. Operator namespace IZRD ZNJL7%IENM L £ 9 oc label namespace openshift-
opentelemetry-operator openshift.io/cluster-monitoring=true

2. Y—EREZH—, O—J, BL0O0—INNA VT4 VT 5EHRLET,

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
name: opentelemetry-operator-controller-manager-metrics-service
namespace: openshift-opentelemetry-operator
spec:
endpoints:
- bearerTokenFile: /var/run/secrets/kubernetes.io/serviceaccount/token
path: /metrics
port: https
scheme: https
tisConfig:


https://issues.redhat.com/browse/TRACING-3761
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insecureSkipVerify: true
selector:
matchLabels:
app.kubernetes.io/name: opentelemetry-operator
control-plane: controller-manager
apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
name: otel-operator-prometheus
namespace: openshift-opentelemetry-operator
annotations:
include.release.openshift.io/self-managed-high-availability: "true"
include.release.openshift.io/single-node-developer: "true"
rules:
- apiGroups:
resources:
- services
- endpoints
- pods
verbs:
- get
- list
- watch
apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: otel-operator-prometheus
namespace: openshift-opentelemetry-operator
annotations:
include.release.openshift.io/self-managed-high-availability: "true"
include.release.openshift.io/single-node-developer: "true"
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: otel-operator-prometheus
subjects:
- kind: ServiceAccount
name: prometheus-k8s
namespace: openshift-monitoring

1.3. 7 R— b

AETHBAINTWSFIE, F7<Ik OpenShift Container Platform TRIBENFE L 2i5& &, Red Hat
HAIR—R—=FIICTIVEALTLKEIV, ARII—R—F I T, ROIENTEZET,

o RedHat®RICEATET7T—T 17 ELVY ) a—2avaRE L RedHat 7Ly UR—
2ADWBFLIFETSIX,

® RedHat HR— NI TBHHR—MNr—IADEE,

o THDMDEFZRFIAXAY MADTIEZR,


http://access.redhat.com
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ISR —DREBEERET % IIE. OpenShift Cluster Manager Hybrid Cloud Console T Insights % {&#
FATEZEY, Insights IC& Y, BEDFFME., FIRRRERSEIIBEDOFERAEICET 2 IEHRMRMS
nxd,

AEDHENDRENHZHE. FLRIZT—2RDOFLBEE. REEEROEVWRFa XY IV
R—22 MOD Jiralssue ZZEF L TLREIW, €22 3 V&% OpenShift Container Platform /X\— 3
VIREDEBERMRBERERHBLTILEI W,

14. ZHFEAEZ T ANDI A —T VY —RADi&1E

RedHat Tl&, O— K, RKFa XY h Web 7ONRFT 4 —ICHIFBEEICRITZHEEBOEB IR ICERY
HMATWET, £TIE. YRY— (master). AL —7T (slave). 75 v oY R K (blacklist), 74 K1)
Z K (whitelist) D 4 DOREDEXMANSHBOHET, COMYBAIBERLEEEZET DD, 5%
DEBD') ) —ATEBENICHEOEIHMAZERL TSY T, FMIZ. RedHatCTO T#H % Chris
Wright DX v £—Y 2 ZEL LI,


https://console.redhat.com/openshift
https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12332330&summary=Documentation_issue&issuetype=1&components=12367614&priority=10200&versions=12385624
https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language
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52% RED HAT BUILD OF OPENTELEMETRY O 1 v A h—JL
Red Hat build of OpenTelemetry %4 Y X h—JL§ B Ik, ROFIEEZERITLE T,
1. Red Hat build of OpenTelemetry Operatora 1 Y X h—JL L X T,
2. OpenTelemetry Collector 1 > 2% > 2D namespace =/EMK L £,

3. OpenTelemetryCollector 1 X% L")V — X% {ER L T. OpenTelemetry Collector 1 ¥ X% >~
REFTO4LET,

21.WEB O~V —J)LHh 5 ®D RED HAT BUILD OF OPENTELEMETRY O 1
VA=

Red Hat build of OpenTelemetry (&, Web 3>V —JL®D Administrator E2—HH6 A4 VA M=)V TE X
ER

Gl s
o cluster-admin O—J/LZH DV SR —BEEE L TWeb OV —JLiZOTA > LTWS,

® Red Hat OpenShift Dedicated M35%&. dedicated-admin O— /LA ED27hU Y M EFERALT
AJ14 v LTW3,

Fa
1. Red Hat build of OpenTelemetry Operatorz 4 Y XA h—JL L £ T,

a. Operators - OperatorHub (&) L. Red Hat build of OpenTelemetry Operator % & 32
LE9.

b. Red Hat »*#24£9 % Red Hat build of OpenTelemetry Operator ;&R L. Install -
Install - View Operator & A F 7,

BF

T2 EDTY Y bT Operator 5’1 VA M—ILINZET,
® Update channel - stable
® |Installation mode — All namespaces on the cluster

e Installed Namespace — openshift-operators

® Update approval » Automatic

c. 1A M—JLiEd Operator R— D Details ¥ 7 ® ClusterServiceVersion details T, 1
VX =)L D Status A* Succeeded THB I E AR L F T,

2. Home — Projects — Create Project ICHEEIL T, ROFIRTIEK T % OpenTelemetry
Collector 1 YR VY 2DEFED 7OV Y NaER L £ T,

3. OpenTelemetry Collector 1 Y 2% V A& ER L 7,

a. Operators — Installed Operators I8 L £ 9,
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b. OpenTelemetry Collector » Create OpenTelemetry Collector—» YAML view ZZR L £
ER

c. YAML view T, OTLP. Jaeger, Zipkin LY —N— BLVTFNY TIT Y AR—FH—%(F
FA L T OpenTelemetryCollector X% L)YV —X (CR) Zh A4 XLZXT,

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: <project_of_opentelemetry_collector_instance>
spec:
mode: deployment
config: |
receivers:
otlp:
protocols:
grpc:
http:
jaeger:
protocols:
grpc:
thrift_binary:
thrift_compact:
thrift_http:
zipkin:
processors:
batch:
memory_limiter:
check interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
exporters:
debug:
service:
pipelines:
traces:
receivers: [otlp,jaeger,zipkin]
processors: [memory_limiter,batch]
exporters: [debug]

d. Create #:ERL £ 9,

1. Project: KOy 74> X M%FEAL T, OpenTelemetry Collector 1 Y24 >0 70O
Jr hEERLET,

2. Operators — Installed Operators IC# &) L T, OpenTelemetry Collector 1 Y X% Y XD A
7—4% X " Condition: Ready TH B & =B L XY,

3. Workloads —» Pods IC# &) L T. OpenTelemetry Collector 1 Y X4 Y 2D I RTOHOIAVR—
XY M Pod BARITINTWVWR I L&A LET,
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2.2.CLI Zf# M L 7z RED HAT BUILD OF OPENTELEMETRY D41 >~ X k —
)|

Red Hat build of OpenTelemetry (XYY RS VDB VA M—ILTEE T,

[} =355
e cluster-admin O—JL %DV S XY —BBEILL D7 VT 4 772 OpenShift CLI (oc) v
av,
Bk

o OpenShift CLI (oc)D/N—2 3 U ' &FTH Y. OpenShift Container Platform /N\—2 3~
E—BLTWB I EEBRL TSI,

o oclogin zE17L 7,

I $ oc login --username=<your_username>

Fa
1. Red Hat build of OpenTelemetry Operatorz4 Y XA h—JL L T,

a. ROOA<Y Y K&EZFEITL T, RedHatbuild of OpenTelemetry Operator® 7OY = ¥ k% {F
BLFET,

$ oc apply -f - << EOF
apiVersion: project.openshift.io/v1
kind: Project
metadata:
labels:
kubernetes.io/metadata.name: openshift-opentelemetry-operator
openshift.io/cluster-monitoring: "true"

name: openshift-opentelemetry-operator
EOF

b. MTFDI< > K%=EFTL T, Operator ZJIL—THEHRLET,

$ oc apply -f - << EOF
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: openshift-opentelemetry-operator
namespace: openshift-opentelemetry-operator
spec:
upgradeStrategy: Default
EOF

c. UTFOIATY REERFGFLT, $TRI YT avaFERLET,

$ oc apply -f - << EOF

apiVersion: operators.coreos.com/vialphat
kind: Subscription

metadata:
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name: opentelemetry-product

namespace: openshift-opentelemetry-operator
spec:

channel: stable

installPlanApproval: Automatic

name: opentelemetry-product

source: redhat-operators

sourceNamespace: openshift-marketplace
EOF

d JRDOY > KAEZEFTL T, Operator DRAT—4% A& L X7,
I $ oc get csv -n openshift-opentelemetry-operator

2. BIEDFIETYER T % OpenTelemetry Collector 1 Y 24 V ZRBIGEIRL 7OV Y M 4E
’32 L/ i’a—o

o XHF—HRLTTAY Y MEEHRT 2ICIE. ROARY RERTLET,
I $ oc new-project <project_of_opentelemetry_collector_instance>

o AIF—HEELTOV IV MEERTBICIE. ROATY RERTLET,

$ oc apply -f - << EOF
apiVersion: project.openshift.io/v1
kind: Project
metadata:
name: <project_of_opentelemetry_collector_instance>
EOF

3. OpenTelemetry Collector FICYER L7270 = ¥ K IZ OpenTelemetry Collector 1 ¥ 24 > R

EERLET,

Pz

ALY —LDRl<2D7FOY Y MIEEHD OpenTelemetry Collector 1 &
. ARY YV RAFRTEZE Y,

a. OTLP. Jaeger, Zipkin LY —N—,FNRNy T AR—9—%FAHL
T. OpenTelemetry Collector AR Y L)YV —ZX (CR) ZHAITAXLET,

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: <project_of_opentelemetry_collector_instance>
spec:
mode: deployment
config: |
receivers:
otlp:
protocols:
grpc:
http:

10
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jaeger:
protocols:
grpc:
thrift_binary:
thrift_compact:
thrift_http:
zipkin:
processors:
batch:
memory_limiter:
check interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
exporters:
debug:
service:
pipelines:
traces:
receivers: [otlp,jaeger,zipkin]
processors: [memory_limiter,batch]
exporters: [debug]

b. ROAYY RERITLT, ARITYAXAINCRZEALZET,
$ oc apply -f - << EOF

<OpenTelemetryCollector_custom_resource>
EOF

i3
qEI-I'l

1. ROOT Y R%&EZEFTL T, OpenTelemetry Collector Pod O status.phase %' Running
T. conditions 7 type: Ready TH 3 Z & &R L £,

$ oc get pod - app.kubernetes.io/managed-by=opentelemetry-
operator,app.kubernetes.io/instance=<namespace>.<instance_namex -o yaml

2. RDAX Y RAEZEFTL T, OpenTelemetry Collector Y —EXZB#FL £ 7,

$ oc get service -l app.kubernetes.io/managed-by=opentelemetry-
operator,app.kubernetes.io/instance=<namespace>.<instance_name>

2.3. FEIBR
o VSR —EBEDIEMN
® OperatorHub.io
e Web VY —ILADT IR
e WebdYY—IL%{#EMA L7 OperatorHub 5D 1 ¥ X h—)L
o {VRAM—)LENT Operator ’SDT7 TV r— 3 > DIER

e OpenShift CLI DA % A

1


https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.11/html-single/post-installation_configuration/#creating-cluster-admin_post-install-preparing-for-users
https://operatorhub.io/
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.11/html-single/web_console/#web-console
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.11/html-single/operators/#olm-installing-from-operatorhub-using-web-console_olm-adding-operators-to-a-cluster
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.11/html-single/operators/#olm-creating-apps-from-installed-operators
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.11/html-single/cli_tools/#getting-started-cli
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Red Hat build of OpenTelemetry Operatori&. Red Hat build of OpenTelemetry J ¥V — R & {ERK & & T
FIOATREXIHERAINDE T —F T/ F v — e BEAEZTENAILY Y —RES (CRD) 7 7
ANWEFERALES, T7AIIBEEAVRAN=ILTED, 77/ ILEEBTEET,

3.1. OPENTELEMETRY COLLECTOREA 7> 3 v~

OpenTelemetry Collector (&, 7L X MU —F—FILT7 V2R $T25BEOIVER—XY NTERIN
F9,

L—iR—

Ly—NR—(Fy > aFhld TIVR—2) &, T—4 D Collector ICEIET 2 HETYT, BE. L
—N—FEREINLHERADOT -9 22T AN TARABHERICELR L., ThEeBERTRER/1 T34
VTCEEINGZ Oy Y —BLVPIVRAR—F—ITELET, 774 MTIE, LY——E5%
EINTVWERHA, 1 DFLIEERDL Y —N—%RETI2REFrHYET, LY—N—F1DF L
IESEBHDT—9 Y —RA%EHR—NTBFELHYET,

otyy—
F7vav: oty —iE, T—YEZELTHISIIRR—IMNTIZETICT—YENIELET,
F7AINTR, 7Oy Y— AL >TVWERHA, 7O Y —IF, ITIRTODF—9Y—2R
IR L TADICTZRELIHYET, IRXTOTAEYH—DITRTDT—FYV—R&5HR— T
ZHIFTEDLYEEA, TV —RTL>2TIE, EBOTOYy Y —HDEMICAR>TWDEEEN
AHYEd, 7Oy —DIEBFIEETHD I EIEELTLEIL,

I AR—4—

TVRR=I—(Fyv2aF@TIR=—)F T—9%1DULDONy VTV RFFIEEISE
ETDHETY, 774 DPTIE, TVRAR—F—FREINTVEHA, 1DFLIFEHDOIIR
R—Y—%5RETDIVEIHYET, TIVRAR—FY—IF1D2ULEDT—9Y—RA%EHR—NTEE
To TVRR—F—ETI7AILNRETHERATEIITHN, ZLDFE. DAL EERBESLUE
FalUT14—RELEET DOHDERENVETTY,

ARV 49—
ARTI—E2DODNA TSA VU EFEHRLET, 1 D2ONX1I T4 VDORTEICTIVRAR—49—&L
TTF—95HBEEL., JID/NA TSAVDORBIKICLY—N—¢LTTF—92HALET.,. ALFEL
EBRDZT—IBDT— Y EHESLVCHNTEEFT, T—92EMBLVTHAL T, BEIIEL
T—YEEBENTBEIEE, BICT—YEREFLIFIN—TFT1VITTBIEETEET,

ITHVRF>ayv
IHVRTUIavil&Y, Collector ICHRENBIMINE T, LEAIK, BREAEAEL—NN—ET VR
R—4—ICHBMIEMTE XS,

ARILYY—ZAYAML 7 74T, AVR—ZXV MDA VARI VA EEREHETEZT, JVR—X
v ME, BRE L7fRIC YAML 7 7 1 JL® spec.config.service 7 > 3 YV TEEIN/NA TS4 VT
BERCTDIREMHYET, RANTSIV9FTF4RELTIE, REBEROVER—XY NOAEBICLE
EP

OpenTelemetry Collector h A Y LYY —RT7 71 ILDFI

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:

name: cluster-collector

namespace: tracing-system
spec:

mode: deployment

12
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observability:
metrics:
enableMetrics: true
config: |
receivers:
otlp:
protocols:
grpc:
http:
processors:
exporters:
otlp:
endpoint: jaeger-production-collector-headless.tracing-system.svc:4317
tls:
ca_file: "/var/run/secrets/kubernetes.io/serviceaccount/service-ca.crt"
prometheus:
endpoint: 0.0.0.0:8889
resource_to_telemetry_conversion:
enabled: true # by default resource attributes are dropped
service:
pipelines:
traces:
receivers: [otlp]
processors: []
exporters: [jaeger]
metrics:
receivers: [otlp]
processors: []
exporters: [prometheus]

AVR—RV MBREREINTWVWTEH, service 7Y 3 VTEEINTULWARWEE, TOIVR—
XY MIBMICRY FHA,

#3.10perator #* OpenTelemetry Collector 2 &Y 21=OICHFEHT B/ NFTA—F—

FI24I bk

Ly—nR—&, =47 otlp. jaeger. promet None

I receivers: Collector ICEIEYT 25 heus. zipkin. kafka

ETY, T74IKT . opencensus
&, LY —NN—[FREX

hTWEtA, RENE
MEHRINBTOHIC

d. PR EBL1D0DF
ML Y —N—HDRET

I, LI—N—F, /NA

T4 VIEMLTEMN

IKINZET,

13
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I processors:

I exporters:

I connectors:

I extensions:

oty H—ig. F—%
DREEIIRAR—FD
BICT—49 %20EBLZE
¥, T7FINNTIE, 7
Oty Y—dEIAR>
TWEtA,

ITHORR—=F—IF, 1D
Uty oV RFT
IEFBIEICT—H &EEL
F9., 774 MTIL
I RR—H—IFEREX
nTWEtHA, RENE
MEHRINDLDIC

&, DK EE1D0DAE
MRT Y AR—4 —H
BTY, TUVRR—9—
&, XM TS 4 VITEM
LTEMINES, T
JRAR—=F—ET 74
NEXETHEATEET

. ZLDBE. Yl
EERBESLTCEFY
T4 —REEIEET DI
HDEREDNVETT,

ARTY—FRA TS5 4
VDRTEEELET,
D2FEY. NATSAVD
BbYDIYRAR—F—
ELTT—49%BEL.
RATS54 VDRREL

—N=ELTTF—4%%
HALEYT., chEFEA
LT, BEINIT—%
HER, B, FE

IW—F4 032D
TEEY,

TLXRN)—=FT—5 D0
BEaFERWIRIBD
F7varvoavR—x
Yk,

T4k

batch. memory_limit  None
er. resourcedetectio

n. attributes. span

. k8sattributes. filte

r. routing

otlp. otiphttp. debu None
g. prometheus. kaf
ka

spanmetrics None

bearertokenauth, oa  None
uth2client. jaegerre
motesamplin. pprof

. health_check. me
mory_ballast. zpage

s



3.1.1. OpenTelemetry Collector IV R—3% > K

service:
pipelines:

service:
pipelines:
traces:
receivers:

service:
pipelines:
traces:

processors:

service:
pipelines:
traces:
exporters:

service:
pipelines:
metrics:
receivers:

service:
pipelines:
metrics:

processors:

service:
pipelines:
metrics:
exporters:

%33 RED HAT BUILD OF OPENTELEMETRY D& E & F7O4

AVR=—FV NI Eh
5%
services.pipeline t
VAZEPAO A Vi 7
ICEBIMLTEMICINE
ER

LY== EThbd%
service.pipelines.tra
cestz/>avIlEML
ThL—ZRAIZAEICL
£9,

TotyvH—iE. Tho
=
service.pipelines.tra
cestz/>avIlEML
ThL—ZRAIZAMICL
¥Y9,

IJARKR—=F—E Th
5%
service.pipelines.tra
cestz/>avIlEML
ThL—ZAIZAEMICL
£9,

ARNDOIROL Y —R—
EEMICTBIC

I%. service.pipelines
.metrics D FITEML
=

AMNYLZOTOEY
Y—%BWITTBIC
I%. service.pipelines
.metrics D FITEML
=

ANUYYRDITY RKR—
H—=BMITBIC
I%. service.pipelines
.metrics D FITEML
9,

T4k

None

None

None

None

None

None
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301 LY —N—

Ly —/N—xF—4 %A Collector ICANE T,

3.1111LOTLP L ¥ —/N—

OTLP L ¥ —/3—{&, OpenTelemetry Protocol (OTLP) L ThL—REXA KN I R EEY AH

ER

OTLP L ¥ —/N—HFRIC/R > TW 3 OpenTelemetry Collector A R4 LYYV —2R

config: |
receivers:
otlp:
protocols:
grpc:
endpoint: 0.0.0.0:4317 @)
tls:
ca_file: ca.pem
cert_file: cert.pem
key_file: key.pem
client_ca_file: client.pem
reload_interval: 1h ﬂ
http:
endpoint: 0.0.0.0:4318 @
tls:
service:
pipelines:
traces:
receivers: [otlp]

metrics:
receivers: [otlp]

OTLPgRPC T RiRA v b, BBBLIHBE. T 7 4L~ 1D 0.0.0.0:4317 BMERINF T,
-a—o

ClientCAs & & U ClientAuth M fE%' RequireAndVerifyClientCert IR EI N E T, FHiM
l&. Config of the Golang TLS package #ZHR L T I W

FHEZFTANETT,

OTLPHTTP T¥ K RA4 ¥ b, 774/ MMEIZ0.0.0.0:4318 TY,

Q® o6 o0 o9

H—/N— @D TLS 3&E, M. grpc 7O MINLEREEI P a vESRLTLEIY,

3.11.1.2. Jaeger L & —/N—

Jaeger LY —/N—&, Jaeger BRT L —RZMYAAF T,

16

Y—N—=D0 5472 MNEBAEZRREE T 5 TLSSERAEAD/N R, Thil &Y. TLSConfig T

ES

Y—N—AD TLS 3ZE., TLSEIBAEADNNRAEHZLFT., B LABE. TLS IXEMIIAY F

FERAEZ ) O— R T 2RMREBELE T, COEI/REINTUVAWEGS, FSRAERYO—RKRIh
Ft A, reload_interval &, ns. us (F7zl& us). ms. s, m, h R EDEMRFFEEME ST X


https://godoc.org/crypto/tls#Config
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Jaeger L ¥ —/IR—HFMIC/ > TS OpenTelemetry Collector h R4 L)V —2R

config: |
receivers:
jaeger:
protocols:
grpc:
endpoint: 0.0.0.0:14250 )
thrift_http:
endpoint: 0.0.0.0:14268 @)
thrift_compact:
endpoint: 0.0.0.0:6831 €)
thrift_binary:
endpoint: 0.0.0.0:6832 )
tls: 6

service:
pipelines:
traces:
receivers: [jaeger]

JaegergRPC TV RiRA v k, BB LHBE. 77 4/ 1D 0.0.0.0:14250 A ERAINE T,

Jaeger Thrift HTTP T KR4 » b, BBELZE. 77 #J)L D 0.0.0.0:14268 NMEA I N £
E

Jaeger Thrift Compact T KR4 > b, HBBEL7HE. 77 4L hD 0.0.0.0:6831 HAERAINZF
ER

Jaeger Thrift Binary T KR4 » b, ABELHE. T 7 4J)L 5D 0.0.0.0:6832 1MEAI N F
ES

H—/N—lD TLS F&E. F#Mld. OTLP LY —N—8%EEI/vavESRBLTIEIW

® 6 o 90

3.1.1.1.3. Prometheus L & —/\—
Prometheus L —/N\—3IR#E, 77/ 0V —T L Ea1—#EDHAER>TVWET,
Prometheus LY —/N—EX N YV RTZV RRA YV NERI LA TLET,

Prometheus L ¥ —/X—HFRIC7 > TW 5 OpenTelemetry Collector h X9 LYYV —2R

config: |
receivers:
prometheus:
config:
scrape_configs: ﬂ
- job_name: 'my-app' 9
scrape_interval: 5s
static_configs:
- targets: ['my-app.example.svc.cluster.local:8888'] ﬂ

service:

17


https://access.redhat.com/support/offerings/techpreview

OpenShift Container Platform 4.11 Red Hat build of OpenTelemetry

pipelines:
metrics:
receivers: [prometheus]

Prometheus XX & FA L THREERAILA1 TLET,
Prometheus M 3 74,

ANVOGRT—=9 %2014 TS50 HEEMEZITANEY, T74I MEEIM T,

0009

ANYIRBREAINDEY—4 v b, ZTDOHITIE, example 7OY TV D my-app 7 7V & —
avhHBANYIRERI LA TLET,

3.1.1.1.4. Zipkin L ¥ —/3—
Zipkin L ¥ —/\—&, ZipkinvVI 8LV V2ERATI L —RZRYRAAHET,

Zipkin L ¥ —N—H'FR}IC/R > TW B OpenTelemetry Collector h R4 L) V—2R

config: |
receivers:
zipkin:
endpoint: 0.0.0.0:9411 @)
tls:

service:
pipelines:
traces:
receivers: [zipkin]

Q Zipkin HTTP T RiRA4 v b, BBELBE. 77 4L D 0.0.0.0:9411 BMERI NI T,

Q H—/N—AD TLSBE, FMik. OTLP LY —NR—BEFEE/vavaSBLTLEIW,

3.1.1.1.5. Kafka L ¥ —/8—
Kafka LY —/NN—(3381E, 77 /00 —J L E1—#EODHER>TWVWET,
Kafka L ¥ —/N—(&, Kafkam™SH hL—R, X MNY SR, O % OTLPHATZELET,

Kafka L ¥ —/X—HFITA > TLW B OpenTelemetry Collector AR Y LAY VYV —2R

config: |
receivers:
kafka:

brokers: ["localhost:9092"] ﬂ
protocol_version: 2.0.0 g

topic: otlp_spans 6
auth:

plain_text: ﬂ
username: example
password: example

18
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tls: 6

ca_file: ca.pem
cert_file: cert.pem
key_file: key.pem
insecure: false
server_name_override: kafka.example.corp a
service:
pipelines:
traces:
receivers: [kafka]

Kafka 7O0—H—®D"Y X b, 77 #JL ki localhost:9092 T,

Kafka 7R RN D=3y, & ZE 2008ETY, ThiFBEZ71—ILRTY,
FAHEY JTTD Kafka M EwY 7 D&, 77 4/ hd otlp_spans TY,

EXERERTE, AR LBE. XA EMICAY X T,

9547 MIDTLSEBFE, TLSEFAZEADNRRETEHZLE T, AR LEBE. TLS SREFIXER
IRy x99,

H—N—QDHAREF T —V ERANEDORIEZEENICLET, T 74/ N false T,

ServerName I&, RIEBRAT 4 VI %Y R—bT2/=DICI ATV MIE>TERINALY—
/{_U)%ﬁﬁ%ﬂ__\bi-a—o

3.1.1.1.6. OpenCensus L ¥ —/\—

OpenCensus L ¥ —/X—[%, OpenCensus 7OV TV hEDTFUEHREARHEL, 1 VA MLAY ME
INI—RKRR—2ADBITEBHICLET, gRPC /X HTTP 8 L U Json %1t L T OpenCensus
ATARN)IREML—REZELET,

OpenCensus L ¥ —/N\—H"F}IC/R > TW S OpenTelemetry Collector h R4 L) V—2R

909

config: |
receivers:
opencensus:
endpoint: 0.0.0.0:9411 @)
tls:
cors_allowed_origins: 6
- https://*.<example>.com
service:
pipelines:
traces:
receivers: [opencensus]

OpenCensus T RiR4A v b, BB LEBE. T 7 4 )L b 0.0.0.0:55678 T,
H——fD TLS F&E, #FMlE. OTLP LY —N—EtLIavEaSRLTIEILL,

HTTPJSON IV RRA VY hNEFERALT. #7a Y TCCORSARBETHIELEETEZFT, 2h

19
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3.112. 7oty 4 —
Oty —iFk, T—YDZEEIIVRR—MNORBICT—9EUIBLF T,

3.1.1.2.1. Batch 7Ot v #—

Batch 7Oty H#—iE, ML—REARNYIRENYFREBLT, TL AN —BEROEEICHERFE
EEHROBZRO LET,

Batch 7Ot v Y — %9 %158 ®D OpenTelemetry Collector h 24 L1) YV — X DA

config: |
processor:
batch:
timeout: 5s
send batch_max_size: 10000
service:
pipelines:
traces:
processors: [batch]
metrics:
processors: [batch]

#K3.2Batch 7Oty Y —THERAIN B /S A—4H—

T4k

Ny FH 4 XERARL, BFED  200ms
I timeout HARSRRIC Ny FAEELE T,

BEINEHORNVELIEA N 8192
I send_batch_size 1) 7 ZAD1&IT, Telemetry 7—4%
DNy FEEELET,

Ny FORRHFETA 0
I send_batch_max_size X, send_batch_size LA ETH

PUENDHYET,

TIOTATILTD [
I metadata_keys &. client.Metadata TR o5\ -

—EBDEEY hTEITNY
Fv—A VRI VAN ERINZ
ER

metadata_keys Z5EY 5 &. 1000
I metadata_cardinality limit TOERAFICNBINE A ST —

S DF—LEOHAEDEDEDN

BRI NET,

3.1.1.2.2. Memory Limiter 7Ot v ¥ —

Memory Limiter 7Ot v #r—I{&, Collector DX Y —FHE2 EHMICF v I L., VI MXEY —

20
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JIy MOETRET—HUEBA—REILELEY, CoFOtyH—Id. NL—Z, XMNUDI R, B&
vOVEYR—MLET, BITIAVR—RVNBEIEFELY—N—) & BLT—YDEEEZBHRTTS
ZEMEEINTHY., BET—VIINv I Ly v —%2BRTZHEI’HYET, XEY—[FHE
NNA—RKY Iy NEHBZDE, Memory Limiter 7Oy H—ICL > THR—=Y AL V> 3 v HEHIN
IETINET,

Memory Limiter 7Ot v Y —% A9 23550 OpenTelemetry Collector h X9 LY YV —2R
L]

config: |
processor:
memory_limiter:
check interval: 1s
limit_mib: 4000
spike_limit_mib: 800
service:
pipelines:
traces:
processors: [batch]
metrics:
processors: [batch]

#<3.3 Memory Limiter 7Oty H—ICL > THEAIN B/ X -4 —

T4k

AE) —FHE0REBDRRE, Os
I check interval REREIEI1S T, NST71 v
a IHRET B85 -V DBE
I&. check interval % 5 9
. spike_limit_mib %14
ZENTEET,

N—=KJIyh, e=FICEYYE 0
I limit_mib THNdAEY —DRAEZ (MB

BAfiI), BH. OpenTelemetry

Collector D&EH AT —FHE

iF, ZDELYHKSOMBKREL

RYFET,

ZNRA491) 2y b, I, FE  limit_mib ® 20%
I spike_limit_mib INZAE) —FEHEORKAN

1% (MiB B4I) T9., RBARE

(&, limit_mib ©#y20% T9,

VI7RM)Iy NEEETBIC

(&, limit_mib » 5

spike_limit_mib Zi%& L &

ES

21
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T4k

limit_mib t@ALCTTA FEHT 0
I limit_percentage BERBEIXEYY —D/IR—tEVT—

JELTERINZT, limit_mib

BREIF. COBRELYDEBEIN

E
spike_limit_ mib *EALCTY 0
I spike_limit_percentage . ERAEEREEI AT —D

NR—trF—2&LTERINFE
¥, limit_percentage % & #
Ad2Z&xBHELTVWET,

3.1.1.2.3. Resource Detection 7Ot v H—
Resource Detection 7Ot v H—I3IRE. 77/ 0V —TFLE21—#EDHER>TWVWET,

Resource Detection At v Hr—|&, OpenTelemetry DY Y —X V71 v VBEICEDE T, K
ARNYY—Z2DOFMEFHNLFEFT. REINALBREZFEALT. TLANI—T—HIRHD) YV —RE%
BMFEFLEERTEEYT, coFOyd—EbL—R, X MY I R%EHR—FMLTHY. Docket X
93 —4%7 4544 —% OTEL_RESOURCE_ATTRIBUTES IBIEZH T « 74 9 — 1 E DEKDT 1 7
D —EHATEEY,

Resource Detection 7Ot v 4 —ITHEA OpenShift Container Platform DHEFR

kind: ClusterRole
metadata:
name: otel-collector
rules:
- apiGroups: ["config.openshift.io"]

resources: ["infrastructures”, "infrastructures/status"]

verbs: ["get", "watch", "list"]
Resource Detection 7Ot v ¥ —%{#fA 9 % OpenTelemetry Collector

config: |
processor:
resourcedetection:
detectors: [openshift]
override: true
service:
pipelines:
traces:
processors: [resourcedetection]
metrics:
processors: [resourcedetection]

BRIEZEWHT 1 7V 9 — % A2 7= Resource Detection Processor % {§fi 4% OpenTelemetry
Collector

22
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config: |
processors:
resourcedetection/env:
detectors: [env] ﬂ
timeout: 2s
override: false

Q FATET4T05—%EELET, COBITIRH. BETATI9—PEEINTVET,

3.1.1.2.4. Attributes 7Ot v H—
Attributes 7Oty H—I3IRE. 77 /05 —T L E1—#EEDHER>TUVWET,

Attributes 7Rty H—IF, R/XY, OF, FLEEXMN) OV RAOBEMAZLTETCEET, AT —49%
TANWIY VT LTHEEL, BEDT7I/YavIHLTEDLOIRT Y EEDLYBRNALIZY T B L
LD TAty—AKRETTET,

Oty —@T7 0 avD) A NEREL. RETEEINLIEFTTZ VY avaRTLET, RO
TOooavhPR—rINTWET,

Insert

BEINEF—DFLEEELLVGERE. AAT—PICHLVWERHEZFBALET,
Update

F—DITICHFET 2HER. ANT—IDOEHEZEHLIT,
Upsert

BAT7I2 aVvERHT7IYavelAdEabEET, F—DNFILEFEELAVGERIE. FILLWEKZ
BALET, F—DITICHEETDEEEERZERLET,

Delete
ART—9DoRBUEERIRLET,

Hash
BEOBEMER SHAlE LTy Y2 LET,

Extract
ERKRBEIL—ILZFERALT. L—ILTEEINLEAAF—DLI—FT Yy NF—FXTOEZHHBEL Z
To =4 v hF—DTTILHEET BHEIE. Span 7Ot v % —D to_attributes X E & BFHRIC,
BEOBMEZY —RELTH—NN—F4 FINET,

Convert
BEORMEZEEINBEIIEBRLET,

Attributes 7O+t v % —% [ L 7= OpenTelemetry Collector

config: |
processors:
attributes/example:
actions:

- key: db.table
action: delete

- key: redacted_span
value: true
action: upsert

- key: copy_key

23
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from_attribute: key_original
action: update

- key: account_id
value: 2245
action: insert

- key: account_password
action: delete

- key: account_email
action: hash

- key: http.status_code
action: convert
converted_type: int

3.1.1.2.5. Resource 7Ot v H—
Resource 7Oty H—IFIRE. 77/ 0V— T L Ea—#BEDHER>TVWET,

Resource A v H—Id, VY —RXABEWICEE2BEHEALET, oAty —id, rL—R, X b
Do R, LA EHR—-MNLET,

Resource Detection 7Ot v ¥ —%{#f 9 % OpenTelemetry Collector

config: |
processor:

attributes:

- key: cloud.availability_zone
value: "zone-1"
action: upsert

- key: k8s.cluster.name
from_attribute: k8s-cluster
action: insert

- key: redundant-attribute
action: delete

BEE. BHEOHIR. BEDOEA, LEEBMEOT7 Yy 7H—bad, VY —XBWICERINS TS
YavaERLEY,

3.1.1.2.6.Span 7Ot v % —

Span 7Oty H—I3RE. 7/ 0V —TLEa—HEOHEL>TULET,

Span 7Oty H—IiE. TOBMICEDVWTANRVEEEERETEHN. ANVENLZANVEMEEZHEB L
Fd, ANVRT—HREEETDZIELETEET, ANVEEDLYBRALLYTZILETER
T, 07Oy H—IE L —REHR—NLTVWET,

ANV DEHBERICIE, from_attributes SZREZFEAL T, FTILLWERIOBUHZIEET 2HENHY X
-a—o

Span 7Oty Y —%FHL TRV DHZREIAZEET % OpenTelemetry Collector

config: |
processor:
span:

24
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name:
from_attributes: [<key1>, <key2>, ...] ﬂ
separator: <value>

@ FLURSVEERRTEF—EEELIT,

g A7 avoORYPYXE,

TOotyH—%FEALT. ANVALLBEEHMEHTEET,

Span 7Oty Y —%&FAL TCANV AL LESEEZ M T 5 OpenTelemetry Collector

config: |
processor:
span/to_attributes:
name:
to_attributes:
rules:
- NapiVv1VdocumentV/(?P<documentld>.*)Vupdate$ ﬂ

@ o MEORTHEEERELET, IOKL—LEERTEET, L Z0B
A, ERRENERIE—BHT 5 E. documentlD BEIERINE T, ZDHITIE. AHDR/IY
£ 1° /api/vi/document/12345678/update DiE. HAR /XU &I
/api/vi/document/{documentid}/update & %Y. #7L L™ "documentld"="12345678" &4 H* X /\
VIEMEINET,

ANVAT—HRAEETETEFT,

ATF—H AEBIC Span Oty Y —%fHT % OpenTelemetry Collector

config: |
processor:
span/set_status:
status:
code: Error
description: "<error_description>"

3.1.1.2.7. Kubernetes Attributes 7Ot v 4 —

Kubernetes Attributes 7Ot vy H—I3IRE. 77/ 05— T L E1—#EDHAER>TWVWET,

Kubernetes Attributes 7Ot v H#—Tlx, Kubernetes X ¥ F—4 & FHL TR/, X MNYI R, &
LoV —2ABHEEHRETIIET, o0y Y—iF, ML—R, XNYY R, L0V
EHYR—NLET, OOty H—IL Kubernetes ) V—REBEHICHEHRI L. ZIDOBXYT—
EBMHELT, TOMEINAYT—9E2)Y—RABHEELTEAETZ R/, X KNI, OFIC
HHAAHF T, KubernetesAPI ZFIHL TSR —HATEMELTWBITRTDPod ZH L. IP7
KL R, PodUID, 8LVTZDMODOEEAY TF—5 DEFREHFLET,

Kubernetes Attributes 70O+t v Y —ICHERHKR/INRD OpenShift Container Platform HEBR

kind: ClusterRole
metadata:
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name: otel-collector
rules:
- apiGroups: ["]
resources: ['pods', 'namespaces’]
verbs: ['get’, 'watch’, 'list']

Kubernetes Attributes 7O+ v % —#%{§ [ L /= OpenTelemetry Collector

config: |
processors:
k8sattributes:
filter:
node from_env_var: KUBE _NODE_NAME

3.1.1.3. Filter 7Ot vy ¥4 —
Fiter 7Oty H—IdRE. 727 /00— L E1—#EDHER>TWVWET,

Filter 7O+ v % —I&. OpenTelemetry Transformation Language 2L T, 7L XA N —F—4% %
WEIIEELZBILIET., ThHDFREOVWTNONELZINDE, TLAN—FT—FIEWHEIL
F9. RIEBOREBEEFAFA L CKHEMEAEOLERZIENTEET, OOy H—E L —
A, ANYOR BLUOTEYHR—MNLET,

OTLP T AR—4 —H'FRIZA > TW B OpenTelemetry Collector AR L) YV —2R

config: |
processors:
filter/ottl:
error_mode: ignore 0

traces:
span:
- 'attributes["container.name"] == "app_container_1" g
- 'resource.attributes["host.name"] == "localhost™

Q IS—E—REEHELET, ignore ICRET D&, FEICL > TRINAIS—HIEEINFE
¥, propagate ICERET D&, TT—DNNA TSAVIGRINET, TS5—HRETIE. RA
AO— R4 Collector B SHIBRINE T,

9 container.name == app_container 1 @4 %=fFOANNVEZ 745 )V JLZET,

9 host.name == localhost ) V —RXBMAFODANRNVZT74ILY )T LET,

3.1.1.4. Routing 7Ot v H—

Routing 7Oy H#—d|WE, 77/ OV —T L E2—BEDHER>TWVWET,

Routing 7Oy H#—i&k, O, X MYV R, FEE N —REBEDITIRAR—Y—ITI—FT1 VT
LEd., coFOtyH—id, ZEEHTTPEXR (QRPC /X T L —Y HTTP) B oAy ¥ —%5HHES
™ VY —2ABMEFRAHANB I ENTE, HHFNOLEICHK>T, BETEZIIIRAR—F—IC L —2R
BERZEELXT,

OTLP T AR—4 —H'FRIZA > TLW B OpenTelemetry Collector AR L) YV —2R
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config: |
processors:
routing:
from_attribute: X-Tenant ﬂ
default_exporters: g
- jaeger
table: @)
- value: acme
exporters: [jaeger/acme]
exporters:
jaeger:
endpoint: localhost:14250
jaeger/acme:
endpoint: localhost:24250

‘D IW—NEEFTTREXDIY I T Y TEDOHTTP Ay ¥ —4,
Qg BHEENROEI S aVvORICEELAWVEEDT 74 NIV AKR—4—,

g EDEEEDIT IV AR—Y—II—TF 4 VTN EEETET— T,

#4723 > T, from_attribute A TOREMDIRRIZA % EFH T 2 attribute_source FRE% FRX TX £
o FAIINBEIE. HTTPAY Y =SV TF A MNERET 55514 context, F&IEY YV —2R
EHZRERT 5155 (L resource TY,

3115 T AR—4—
ITHRAR——E, 1DUEDNRNY I Ty REFIZBEICT—YAEEELET,

3.11.51.0TLP T R R—4 —

OTLP gRPC T %7 RR—% —I&. OpenTelemetry Protocol (OTLP) LT L —REXRN) VR %
IJRAR—MLET,

OTLP T AR—4 —H'FRIZA > TLW B OpenTelemetry Collector AR L) YV —2R

config: |
exporters:
otlp:
endpoint: tempo-ingester:43170
tls:
ca_file: ca.pem
cert_file: cert.pem
key_file: key.pem
insecure: false
insecure_skip_verify: false #@
reload_interval: 1h
server_name_override: <name> G
headers: ﬂ
X-Scope-OrgID: "dev"
service:
pipelines:
traces:
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exporters: [otlp]
metrics:
exporters: [otlp]

OTLPgRPC T RiRA ~ k, https:// AFX—LDRFERINZBE. V517V NSV RER—
TXal) T4 —DEMIRY, tls D insecure FEEA—/N\—514 RLFT,

954T7 2 MID TLSRE, TLSHBAZEADNIRAEEHL T,

&l false T,

true ICBREINTWBIFE, IfBAZDOWRIEIEEELE T, T 7 )L MEIT false TY,

FHEZFTANETT,

ETAMIERTEEY,

oSO 9 O©6 00 9O

ANy F—lF, BERIBIINTWEEICRITINDI IANTOERICH L TEEINIET,

3.11.5.2.OTLPHTTP T A R—4 —

b

true ICERET D&, V5347V MNNSVRR—MEFXa )T 0 —EEMRYET, T74IK

FERAEZ ) O— R T 2REMREIBELE T, COEI/REINTUVAWEGS, FSRAERYO—RKRIh
Ft A, reload_interval &, ns. us (F7zl& us). ms. s, m, h R EDEMRFEHEME ST X

gfﬁ@ authority/\‘y 7‘—7 4 =) I\\\t‘l:t‘ Bith DIE%O){&I*E/TZ F%’é:j'—/\—7’f I\ L/i-a—o n

OTLPHTTP T4 RR—% —I&. OpenTelemetry Protocol (OTLP) #fFH LT L —R&EXKN) UV 2%

IHVRAR—KLET,

OTLP T AR—4% —H'FRIZA > TW B OpenTelemetry Collector H3 R L) YV —2R

config: |
exporters:
otlphttp:
endpoint: http://tempo-ingester:4318 ﬂ

tls: 9

X-Scope-OrgID: "dev"
disable_keep_alives: false ﬂ

service:
pipelines:
traces:
exporters: [otlphttp]
metrics:
exporters: [otlphttp]

OTLPHTTP T¥ RRA ¥ b, https:// AF—LMNERINZIGFGE. V75147V MRV RAR—
Xl Fa—DEBWIAY, tIs D insecure FEEE A —/N—514 KL F T,

9547 MDD TLSRE, TLSHFBAZEADNRREEHZLF T,

ANy —lF, TRTOHTTPERTEEINE T,

o000 9O

true DB A, HTTP keep-alives ZEMICLEX T, E—DHTTP UV T XA MIRLTDH. H—
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31153. TRy JT Y AR—F—

TNYTITYAR=F—E, PL—REARNY I REBRELENDICHALET,

TINY TITY AR—49 —DFRICA > TLWB OpenTelemetry Collector AR % L) YV —2R

config: |
exporters:
debug:
verbosity: detailed ﬂ
service:
pipelines:
traces:
exporters: [logging]
metrics:
exporters: [logging]

Q TNy T T A R— NDFHE: detailed % 7= 1% normal Z 7= basic, detailed ICFZET 5 &,
A T4V T—YDOEMAPOTICEEINET, 774/ ME normal T,

3.1.1.5.4. Prometheus TV A:R—% —
Prometheus TV AR—F —IFI]E. 77/ OV —TLE1—#BEOHER>TWVWET,

Prometheus T4V RR—4 —I&. Prometheus F 73 OpenMetrics X TAX M) VR ATV AR—HFL
x7,

Prometheus T2 A R—4% —HFRIZA > TLW S OpenTelemetry Collector A A Y LAY VYV —2R

ports:
- name: promexporterﬂ
port: 8889
protocol: TCP
config: |
exporters:
prometheus:
endpoint: 0.0.0.0:8889 @)
tls:
ca_file: ca.pem
cert_file: cert.pem
key_file: key.pem
namespace: prefix
const_labels:
label1: valuei
enable_open_metrics: true G
resource_to_telemetry_conversion: ﬂ
enabled: true
metric_expiration: 180m 6
add_metric_suffixes: false Q
service:
pipelines:
metrics:
exporters: [prometheus]
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ﬂ Collector Pod 8 L U'H—E XN 5 Prometheus R— M & AR L £ 9, ServiceMonitor & 7= 1
PodMonitor h1 X9 L)Y —ZDR— b &% FRHL T, Prometheus ICEB XA RNY T ZADRI LA
EVIEBEMITITET,

ANV IZABRAINZRY NI TV RERA VN,

H—N—BID TLSERE, TLSHBAE~DIAEZEHELZT,

BREINTWERIEEIEF, RBINLETA NI IREZTIIZAR—MLET, T7FIMEIHY FHE
A’O

ITYRAR—PMINETRTOAN) VRIEAINDF—EEDORTDINI, TI7HILNEHY
It A

true DZBE. X b)Y % OpenMetrics KR ZFERA LTIV RAR— I FET., FK (exemplar)
I&. OpenMetrics ¥R T, EA NI T LBELVTE/ b=y I H L X N U R (counter 72 &) (T3
LTOAIYVAR—ITEEXY, 774 bTIEEMTA>TVWET,

enabled ' true MIFE. IRTONY—RABHIEIT IV IKNTA RN IASRIVICERINE
T, 772N KNTIFEDTR>TWET,

BEHRLTAMI AN REAINSEEZERZ LTS, 774/ ME5M T,

ANV ZDOBEBNOERFEABMLE T, Jaeger AV Y —ILDERY THBEMICR>TWS
e, BMICTI2RENHYET, 774/ ML true TT,

90 & O ® 909

3.1.1.5.5. Kafka T A R—4 —
Kafka T AR—41FWE. 727/ 00— T L E1—HBieDHER>TWVWET,

Kaftka TZ AR—4%1E, OF, X MY IR, LV ML —RAEKafka ICZ YV RAR—KNLZEFT, TDITY
AR—=F—lE, Avte—yaTOv I L TNy FUREBLAVER OF2——42FEALET., RIL—
Ty NEOEAEESHZICIE. Ny FELVOF21—BRT Oy —EHATIREIHY XY,

Kafka TV A:IR—4 —HBERMIC/R > TWB OpenTelemetry Collector A RY LYYV —2R

config: |
exporters:
kafka:
brokers: ["localhost:9092"] ﬂ
protocol_version: 2.0.0
topic: otlp_spans 6
auth:
plain_text: ﬂ
username: example
password: example
tls:
ca_file: ca.pem
cert_file: cert.pem
key_file: key.pem
insecure: false
server_name_override: kafka.example.corp a
service:
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pipelines:
traces:
exporters: [kafka]

Kafka 7O—A—D"Y) X b, 7 #JL b localhost:9092 T9,
Kafka 7O NI DN—=T 3y, 72201 20048 E8TT, 2hiEBEI7 4 —IL KT,

FAEY TTD Kafka hEY VDERT, 774 MEIRDESYTY, ML—RDFEIEF
otlp_spans. X b 7 XDFE & otlp_metrics. O 7 DIFEE otlp_logs TY,

TXEEERE, Abg LB E. EXEREEEEDICAY TT,

9547 MIDTLSEBFE, TLSEFAZADNRAETEHZLEX T, B LIBE. TLS SREFIXER
IRy x99,

H—N—QDIHRAEF T —V ERANEDORIEZEENICLET, T 74/ N false T,

ServerName Id, IREERT A VI HHR—NTBEDICIAT Y MIL>TERINI Y —
N—D&FI=R~LET,

O ®O @@G—

31.1.6. ARV 45—
ARIVI—IF2D20D11 TS5SA Vv aEHELET,

3.1.1.6.1. Spanmetrics AR ¥ —
Spanmetrics AX V¥ —XIRE. 77/ OV =T L Ea1—HEODHEL>TUVET,

Spanmetrics Ax 7 ¥ —l&. R/XVF—% Hh 5D Request, Error, Duration (R.E.D) OpenTelemetry X bk
Vo2& LET,

Spanmetrics A X7 9 —HFMICH > TW B OpenTelemetry Collector h A ¥ LAY Y —2R

config: |
connectors:
spanmetrics:
metrics_flush_interval: 15s 0
service:
pipelines:
traces:
exporters: [spanmetrics]
metrics:
receivers: [spanmetrics]

‘D ERINEAN)IVZADT7Sy Y afREEELET, 774/ MNE15s T,

3V 7. 29 RF7vay

IHORTFUavic&y, Collector ICHERENEMINF T,

3.1.1.7.1. BearerTokenAuth T XA 7> >3 >
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BearerTokenAuth TV ATV avidiRE, 77/ 00— 0L Ea1—#EEOHAER>TVWET,

BearerTokenAuth TV 27> 3 viE, HTTP 8L U GRPC 7O M VICEDK LY —N—=EIT VR
R—9—FHOA—t>7T1447—4%—TY, OpenTelemetry Collector HRH L)Y —RAFERAL T, L
O—N—BLUVILY RAR—4 —fIT BearerTokenAuth TV X723 >0y 547> MREEE Y —
N—FRAEERETCEET, TOIVRTyYaviE, ML= ANV IVR, B&vadEHR—KL
x9,

BearerTokenAuth TV A7V a vVRAIKEREINLEI A4 7Y bBLUY—NR—ZA%2 50
OpenTelemetry Collector hAH LYYV —R

config: |
extensions:
bearertokenauth:
scheme: "Bearer" ﬂ
token: "<token>"
filename: "<token_file>"

receivers:
otlp:
protocols:
http:
auth:
authenticator: bearertokenauth ﬂ
exporters:
otlp:
auth:
authenticator: bearertokenauth 6

service:
extensions: [bearertokenauth]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]

BearerTokenAuth TV A 57> avAREL T, HRY Lscheme #EETIXEY., 74K
& Bearer T9,

BearerTokenAuth TV A5 a v h—9 V& A9 TF—HE LTEMLT, AvyE—Y%HRT
RESC IR

ITRTDOAYy =V EEBILEBINBIREAN -V VZ2BCT 71 ILADINZ,

T—tVTa =9 —EEEOTLP LY —N—[CEIYHETEHIENTEET,

00 O® O

F—tV T4 5= —BEEOTLP IV AR—F—ICEIYHTEHIENTEET,

3.1.1.7.2. OAuth2Client TV A5 3>

OAuth2Client TV 27 v avIidiRAE, 77/ 0V Ea—#BEDHER>TVWET,
OAuth2Client TV 27 3 Vg, HTTP B LW gRPC 7O MJNWICE DK TV RAR—9 —FHDA —
T4 5—4—T9, OAuth2Client TV X723 >vDY 54 7 MREEIE. OpenTelemetry
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Collector AR L)Y —ZADBIDEY > 3V THREINET, TOITIVRAFrYavik, ML—2X,
AXNYOR, Lo EHYR—MLET,

OAuth2Client TV A7 a VIV 54 7 > FEREENERE X iz OpenTelemetry
Collector hRH LYV —2R

config: |
extensions:
oauth2client:
client_id: <client_id> @)
client_secret: <client_secret> 9
endpoint_params:
audience: <audience>
token_url: https://example.com/oauth2/default/v1/token ﬂ
scopes: ["api.metrics"] 6
# tls settings for the token client
tls: G
insecure: true ﬂ
ca_file: /var/lib/mycert.pem 6
cert_file: <cert_file> Q
key_file: <key._file> ()
timeout: 2s

receivers:
otlp:
protocols:
http:

exporters:
otlp:
auth:
authenticator: oauth2client @

service:
extensions: [oauth2client]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]

ID7AnNA ¥F—IlL>TREINB IS4 7> MID,
ID7ANA T —IIRLTISAT7Y MNaBiAT57-OIEREIN RS —,

F—CIEDRTHERDEIMDA Y T—4, BEEFICEEINE T, /=& AL audience 1&. 77t
A=V DRREEEL. b=V VDREEEXRLET,

Collector 7V A N—U U AERT S OAuth2 h—2 > TV KR4 ¥ h®D URL,

2A—TE, 9547V MIE 2 TERINIBEDOERF LT IEALRILEERZLET,

QDO 009

N—2 203547 KD Transport Layer Security (TLS) 8%%&E. bP—7 V% EKT % & X IIEER
BEiREEIT 2DIFERINET,
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a trueka&ﬁé?ét EETHRVWELRIFRIEINTVWAWTLS EHmAFEAL T, BHEINEN—7
VIV RRA Y MNERVOHET LD ICCollector NEEEINE T,

@ TLSNY R A JHRICH —/N—DIIREZREAL T 27 DICERAINBREER (CA) 774 ILAD
INZ,

() D547V MHPBEBICIHEUTOAUth2 H—N— I L CEBB AR T 2-DICFRATINELH D
9547V MNEBBET7 71 IILADINZA,

@ DILDIE‘L.M\gEi% ‘\-97’{ FEIEEE%tﬁFFﬁ‘Sh%O?’f V4 I\U)ﬁZ\@=\"—7 T’f)l/’\d)/flo
m R—=OYOSATURDYIIRANDYA LTI N EBELET,

@ F—EVTFA = —BEEOTLP TV RR—Y—ICEY L TRIEATEET,

3.1.1.7.3. Jaeger Remote Sampling TV A7 a v

Jaeger Remote Sampling TV R T7 v avi3iRAE, 77/ 0V —TLE21—BEDA LR >TWVE
ER

Jaeger Remote Sampling TV A7 > av % FRHT 2 &, Jaeger DY E— 2T /7‘API DRI
BTNV VIR T2 RETEDELIICR/YET, TOTIRTYYavERELT, M T3
4 > ® Jaeger Collector RED/NY F U ) E— NGV T )Y —N—C, FiFO—ALT 711
VATFLADSENISON 77 A IILIC) VT AN ETOF>—TEFT,

RE XNz Jaeger Remote Sampling TV A7V 3 v %A /= OpenTelemetry Collector
AR LYY —R

config: |
extensions:
jaegerremotesampling:
source:
reload_interval: 30s ﬂ
remote:
endpoint: jaeger-collector:14250 g

file: /etc/otelcol/sampling_strategies.json 6

receivers:
otlp:
protocols:
http:

exporters:
otlp:

service:
extensions: [jaegerremotesampling]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]

ﬂ Yo7 v TRENEH I N B EERERE.
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Q Jaeger Remote Sampling A NS 7YV —7ONA ¥ —ILEET BDDITY RRA VK,

g JSONHRDOHY Y T VIR RNSTFI—BELEELO—HAINLT 74 ILADIRR,

Jaeger Remote Sampling A A 557 —7 7 1 L DHI

{
"service_strategies™: [
{
"service": "foo",
"type": "probabilistic”,
"param": 0.8,
"operation_strategies": [
{
"operation”: "op1",
"type": "probabilistic”,
"param": 0.2
b
{
"operation”: "op2",
"type": "probabilistic”,
"param": 0.4
}
]
2
{

"service": "bar",
"type": "ratelimiting",
"param": 5

}

1,
"default_strategy": {

"type": "probabilistic”,
"param": 0.5,
"operation_strategies": [
{
"operation": "/health",
"type": "probabilistic”,
"param": 0.0
b
{

"operation": "/metrics",
"type": "probabilistic”,
"param": 0.0
}
]
}
1

311.74. N7 4—<VATAT774S5—IT IV RFr>ay

Performance Profiler TV R TV a VIEBRE, 77 /00— L Ex—#EOHER>TWET,
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Performance Profiler TV 27> 2 3 vIiZ& Y., Go net/http/pprof T KR4~ HABERICARY £,
ChIFBE, ARENINNT7 -3 2707 74V EREL, Y—EXOBELRAET 2HICFERS
ni’a—o

Performance Profiler TV X7 V> 3 VHERE X iz OpenTelemetry Collector A9 LY
vV—RA

e o o o

config: |
extensions:

pprof:
endpoint: Iocalhost:1777ﬂ

block_profile_fraction: 0 g
mutex_profile_fraction: 0 6
save_to_file: test.pprof ﬂ

receivers:
otlp:
protocols:
http:

exporters:
otlp:

service:
extensions: [pprof]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]

CDIHPRTFyavN)vwRAVETBITY KRSV k., localhost: AL TA—AHILTOMER
TIXBLDHICTBDID, ""AFHALTIRTORY NT)—IA4A VY —TD A ATHERATETSELDIC
LE¥d., 77/ MElZ localhost:1777 T,

TOvx Vv TARY NO—ENTO 774 ) Vv TEINBEIICKELEFT, 7OT774 )V T5E
WICTBICIE, CNEOFAITEDOERICEKELE T, runtime /Sy —JIZDWTIHE, KFa X
vk ESRBLTLEIY, 774 MNMEIXOTY,

A7 7A4) v IINBZIA—FTVIRABEARVNO—RERELEFT, TOT7714 )V TEE
WITTBICIE, CNEOFAITEOERICKELE T, runtime /Ny —JIZDWTIHE, FFa X
vk ESRBLTLEEIY, 774 MEIXOTY,

CPUZTO7 74 I ERIFTD T 74 ILDERI, Collector B’EENT 2 &, FOT7 74 )V IHERIA
IhFEd, 7O774Y) v JIE. Collector DIRTEHI 7 7 A IVITRBEINE T,

BAINTZEANNARFIYITIRT>aY

Health Check TV A7V aVidRE, 7/ /00— L Ea—#BEDHER>TVET,

Health Check T2 X7~ 3 I, OpenTelemetry Collector DAT—9 R%&F v I §5HD
HTTPURL Z12MtLEd, SOOIV RT > aviE, OpenShift @ liveness & & U readiness 70— 7
ELTHERATEEY,

NIVRAFTYIITYRATVY avhEREINE OpenTelemetry Collector AR LAY YV —2R
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config: |
extensions:
health_check:

endpoint: "0.0.0.0:13133" ﬂ

tls:
ca_file: "/path/to/ca.crt"
cert_file: "/path/to/cert.crt"
key_file: "/path/to/key.key"

path: "/health/status" 6

check_collector_pipeline: ﬂ

enabled: true
interval: "5m"
exporter_failure_threshold: 5 ﬂ

receivers:
otlp:
protocols:
http:

exporters:
otlp:

service:
extensions: [health_check]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]

NRAFTYIRT—IRERNHTZL0OD9 =5y NIP7 KL R, 57 4J)L K& 0.0.0.0:13133
T9,

TLS —/NN—IDERE, TLSEEAEADNRAZEEH LTI, B LGS, TLS IZERICAY
£

ANIVAF YO —IR—DINR, TTHIME/TT,
Collector /84 SA4 VY DANILAF Ty 7 ADEE,
Collector /X FSA VDANIWAFzyv 2 EAMICLET, T 7 4/ M false TG,

KBz T 2EREER. T 74/ ME5m TY,

OS9®200 ® 9O

AVFF—DEKAE L TEETHZEN— IV INBEKBMOBDOLEWNE, 74 NI 5T,

3.1.1.7.6. Memory Ballast TV A7 >3~
MemoryBallast TV 27V aVIdRE, 77/ OV —TLEa1—HBEODHERBR>TVWET,

MemoryBallast TV R 7Y avaFERATZE, 7V r—2avid7OADAE) =N A MK
ETEXY,

Memory Ballast TV 27 V< a3 V'R E X v /z OpenTelemetry Collector h X9 L) YV —2R
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config: |

extensions:
memory_ballast:
size_mib: 64
size_in_percentage: 20 9

receivers:
otlp:
protocols:
http:

exporters:
otlp:

service:
extensions: [memory_ballast]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]

AEY—NSRAMDYA XA MBEMUATHRELEFT, MANEEINTVWDIGE

I&. size_in_percentage D&Y HBEINE T,

AEY—NSZAPMNEREHAEY —IIW{TEN—ET—Y (1-100) & LTHRELET, aVT

FT—EINYERI MNRIEZ Y R—MLET,

3117.7.z2Pages TV A7 a>

zZPages TV AT avidRE, 77 /0L Ea—#BEDHER>TVWET,

zPages TV ATV avid, zPages EIRET 2T VATV 3 VICHTTPI Y RRA VY ME2RRHLE
T TIVRRAVRTIE, TOZVRTooavid, A VAMVAY RNINEZOAVR—2 Y NaeT Ny
TJI2DDATT—9%RMELET, IRXRTOATFIIRR—F—ELI—NR—F, —ED

zPages 1 VA NMILAYT—2a v aRELET,

zPages &, FL—RXPXA KN IR %

MR B & T,

zPages TV A7 > a VHEEI iz OpenTelemetry Collector HR Y LAY Y —2R

38

config: |
extensions:
zpages:
endpoint: "localhost:55679" 0

receivers:
otlp:
protocols:
http:
exporters:
otlp:

service:

ARDIDICNY VTV RIIKEFET ZRELLRL, TOEAR
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extensions: [zpages]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]

Q zPages 1R TZ HTTP TV RRA4 >V M EIEE L F 7. localhost: Z{FH L TA— AL TDHE
ATE3L2IC50. """ EFRALTIRTORY NI—V (V9 —T A RATHERATED LD
ICLET, 77 4L MiE localhost:55679 T4,

3.2.OPENTELEMETRY COLLECTOR 2l LS X TR I 5 R F —1
S OHBRIMET —5 DINEE

RIVFUVSRAI—BREDHBE. VE—NIFAHZ—T&IZ1DD OpenTelemetry Collector 1 ¥ 24 >
ZEERLTHE, TRTDTFLARMNY)—FT—4%1DD OpenTelemetry Collector 1 ¥ 24 > R ITER

ETEET,
(1} =355
® Red Hat build of OpenTelemetry Operator®®f Y Z h—JILINTW3,
® Tempo Operator &1 Y Z h—J)LINTW 3,
® TempoStack f YRH VY ANY ZRAH—IIF7TO14INhTW3,
o ZIBRE (Issuer., B2 ERIAE. CAissuer. 7547V &Y —N—DFRE) AT TV b X
nNTWws, CNODEREOVWTIDEZERT BICIE. FIH1Z2SBLTLLEIV,
¥R

OpenTelemetry Collector 1 ¥ 24 ¥ ZITRDEEBAEZEZ YV ML, TTICTT Y IR TWL
ZIAEZEB L X T,

a. Red Hat OpenShift @ cert-manager Operator % L TEEEAZ % £ M T % Issuer

apiVersion: cert-manager.io/v1
kind: Issuer
metadata:

name: selfsigned-issuer
spec:

selfSigned: {}

b. BECERHE

apiVersion: cert-manager.io/v1
kind: Certificate
metadata:

name: ca
spec:

isCA: true

commonName: ca

subject:

organizations:

39



OpenShift Container Platform 4.11 Red Hat build of OpenTelemetry

- Organization # <your_organization_name>

organizationalUnits:

- Widgets
secretName: ca-secret
privateKey:

algorithm: ECDSA
size: 256
issuerRef:
name: selfsigned-issuer
kind: Issuer
group: cert-manager.io

c. CAissuer

apiVersion: cert-manager.io/v1
kind: Issuer
metadata:
name: test-ca-issuer
spec:
ca:
secretName: ca-secret

d 79347 MY —N—0D:ERE

apiVersion: cert-manager.io/v1
kind: Certificate
metadata:
name: server
spec:
secretName: server-tls
isCA: false
usages:
- server auth
- client auth
dnsNames:
- "otel.observability.svc.cluster.local" ﬂ
issuerRef:
name: ca-issuer
apiVersion: cert-manager.io/v1
kind: Certificate
metadata:
name: client
spec:
secretName: client-tls
isCA: false
usages:
- server auth
- client auth
dnsNames:
- "otel.observability.svc.cluster.local" e
issuerRef:
name: ca-issuer
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o H—/X— OpenTelemetry Collector 1 Y 29 Y AD Y IILNR—IIX v TINBIERER
DNS&®D') R K,

Q 254 7> b OpenTelemetry Collector 1 Y 29 Y 2D YV ILIN—IIX Y TINDIERE
DNS &ZD ') X b,

2. OpenTelemetry Collector 1 Y 29 VY ADY—ERTHI Y MEERLET,

ServiceAccount Dl

apiVersion: vi
kind: ServiceAccount
metadata:
name: otel-collector-deployment

3 —ERTAV VMDY SR —O—ILEFERLET,

ClusterRole @l

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: otel-collector
rules:

8

- apiGroups: [, "config.openshift.io"]

resources: ["pods", "namespaces”,
verbs: ["get", "watch", "list"]

infrastructures”, "infrastructures/status"]

Q k8sattributesprocessor (IX. Pod & namespace ) YV —ZICK T ZHERDSBHETT,

resourcedetectionprocessor ICl&, 1 V7 SRANTVF v —ERT—9 RIS BHER
NBETT,

4. VS R9—0O—)IeY—EXF7AV Y MINA 2V RLET,
ClusterRoleBinding Dl

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: otel-collector
subjects:
- kind: ServiceAccount
name: otel-collector-deployment
namespace: otel-collector-<example>
roleRef:
kind: ClusterRole
name: otel-collector
apiGroup: rbac.authorization.k8s.io
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5 YAML 7 74 JL&E{ERR LT, Tv< 9> RX4—T OpenTelemetryCollector 71 X% LYYV —2X
(CRYEE&HLET,

ITv 95 R4Y—HD OpenTelemetryCollector 1 X% L1) V —Z2DHI

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:

name: otel

namespace: otel-collector-<example>
spec:

mode: daemonset

serviceAccount: otel-collector-deployment
config: |
receivers:
jaeger:
protocols:
grpc:
thrift_binary:
thrift_compact:
thrift_http:
opencensus:
otlp:
protocols:
grpc:
http:
zipkin:
processors:
batch:
k8sattributes:
memory_limiter:
check interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
resourcedetection:
detectors: [openshift]
exporters:
otlphttp:
endpoint: https://observability-cluster.com:443 ﬂ
tls:
insecure: false
cert_file: /certs/server.crt
key_file: /certs/server.key

ca_file: /certs/ca.crt
service:

pipelines:
traces:
receivers: [jaeger, opencensus, otlp, zipkin]

processors: [memory_limiter, k8sattributes, resourcedetection, batch]
exporters: [otlp]

volumes:

- name: otel-certs
secret:

name: otel-certs
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volumeMounts:
- name: otel-certs
mountPath: /certs

ﬂ Collector TV RA;R—4% —Id, OTLPHTTP Z#TVRAR— P T B LDICEREINTH Y,
RY ZRH—h5 OpenTelemetry Collector 235 L £ 7,

6. YAML 7 7 1 JLAEER LT, RS 5 24 —IC OpenTelemetryCollector 1 X% L1) YV —2R
(CRYEE&HLET,

thft 5/ S5 2 4 —®d OpenTelemetryCollector 1A% LAY Y —ZDHI

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otlp-receiver
namespace: observability
spec:
mode: "deployment”
ingress:
type: route
route:
termination: "passthrough"
config: |
receivers:
otlp:
protocols:
http:
tls:
cert_file: /certs/server.crt
key_file: /certs/server.key
client_ca_file: /certs/ca.crt
exporters:
logging:
otlp:
endpoint: "tempo-<simplest>-distributor:4317" g
tls:
insecure: true
service:
pipelines:
traces:
receivers: [otlp]
processors: []
exporters: [otlp]
volumes:
- name: otel-certs
secret:
name: otel-certs
volumeMounts:
- name: otel-certs
mountPath: /certs

Q Collector L ¥ —/N—(Tid. RADFIRICY A MINTWBARENIBLETT,
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Collector TH ZR—4 —i&, OTLP T/ R K— F 3 &S ICHEIN, Tempo T4 R
NIE2L2—49IVRRAVMEIBLET, TOHITIE. ZhiL "tempo-simplest-

3B.EBER/RIYYIVIIAN) VR EEETDODERE

OpenTelemetry Collector IR % &s1) ¥ — 2R (CR) I&. Collector /X TS5 4A4 U XA N U R EBFMA
Prometheus T7 R7/R—4% —% U L 4 79 %7=8HD Prometheus ServiceMonitor CR = Ef{ 3 % &£ 5
ICERETCTEET,

Prometheus T4 RA:R—4 —% [ L 7= OpenTelemetry Collector h X4 L 1)V —Z Dl

spec:
mode: deployment
observability:
metrics:
enableMetrics: true ﬂ
config: |
exporters:
prometheus:
endpoint: 0.0.0.0:8889
resource_to_telemetry_conversion:
enabled: true # by default resource attributes are dropped
service:
telemetry:
metrics:
address: ":8888"
pipelines:
metrics:
receivers: [otlp]
exporters: [prometheus]

LYY —DREEA M) VAT RIRA ¥ h& Prometheus T RAR—F—X K1) U ZAT Y RiRA
v NERY LA TF % Prometheus ServiceMonitor CR Z{E 3 % & 5 IZ Operator 58 E L &
T, X MYV RIE OpenShift EZF YV ITREY Y VICREINET,

HBWNE, FEITYERK L 7= Prometheus PodMonitor % {# A9 % &. Prometheus DRV LA BV J'dh
ICBMINEZEELEZSNILEHIRT 2L, flirWEIHETY ZEATIET,

Collector A MUV ARV LA TTBLIICERRY v I %%ET % PodMonitor H A4 L)
Y — 20

apiVersion: monitoring.coreos.com/v1
kind: PodMonitor
metadata:

name: otel-collector
spec:

selector:

matchLabels:
app.kubernetes.io/name: “<cr_namex>-collector’ ﬂ
podMetricsEndpoints:

- port: metrics 9
- port: promexporterg
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relabelings:

- action: labeldrop
regex: pod

- action: labeldrop
regex: container

- action: labeldrop
regex: endpoint

metricRelabelings:

- action: labeldrop
regex: instance

- action: labeldrop
regex: job

ﬂ OpenTelemetry Collector AR % 1) V) — A D EHi,

9 OpenTelemetry Collector DREEX k1) 7 RIR— M D &R, TDR— bZIE. %9 metrics (IZ72Y
x7,

9 OpenTelemetry Collector @ Prometheus T2 R R—4 —R— b DHAHR],

3.4. RED HAT BUILD OF OPENTELEMETRY O E=% 1) > 7Dty b7 v
70

Red Hat build of OpenTelemetry Operatorid, # OpenTelemetry Collector 1 ¥ X4 > ZDEEFR & 77
S—bM%&EYR—bPML, Operator BKRICETZT7 v 7L —RNEERA M)V RERFALET,

3.4.1. OpenTelemetry Collector X k) 2 X DEXTE

OpenTelemetry Collector 1 Y R YV ADA MY IV RETS5— N eBWETEET,

AR
o I—H—FHRITAVIVMDEZS ) VINIFRI—THEMMIINTWS,

FIR

® OpenTelemetry Collector 1 Y ZAH Y ZAD X MY U A %BHITT BIC

)

I&. spec.observability.metrics.enableMetrics 7 1 —JL K% true ICEREL £ 9,

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:

name: <name>
spec:

observability:

metrics:
enableMetrics: true

WEE
Web OV —J)L®D Administrator E2—%42FRAL T, ERBICREINALIEZHERETEXT,
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® Observe » Targets ICF8E) L. Source:User T7 4 L% ) >4 LT, opentelemetry-
collector-<instance_name> XD ServiceMonitors DA T7—4% AN Up TH 5 I & %A L
xY,

3.5. BEIER

o 1—H—FHTOVIIMNODEZH VT DEME
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&54% OPENTELEMETRY 1 YA MILAYFT—2avEADEEETTOA

84% OPENTELEMETRY 1 Y XA LAV F—> 3 VEADRTE
7704

BF

OpenTelemetry 1 YA M AVF—2 3 VFART I/ OV —TLE2—DHDHEEET
¥, 7V /0Y—FLE1—#EEIE. RedHat ®MmHYR— DY —ERLNLT T —
AV N (SLA) ODHRATH Y, HENICTELTIIRWZEDLHY X9, RedHat ik, =
BERECINOEFATZIEEZHELTVWIEA, T77/0Y T Ea—Hig
. FOHMBEEZVERIRML T, FARBRBETHEDT A M ETWT 41— Ky
VERBLTVWARSCZIEEZBMELTVWET,

RedHat D54 /Oy —7 L Eax1—#eEDyR— NEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE 2S8R L TLEIWN,

Red Hat build of OpenTelemetry Operatorid, 1 YA M XAV F— a3 VDRELETEERT DNRAILY
Y —2%% (CRD) 7 7 (L&A LE T,

4.1.OPENTELEMETRY 1 YA NI A YV FT— 3 VEREA TV a v

Red Hat build of OpenTelemetry Tl&, OpenTelemetry BEj4 Y A ML AV FTF—2a v 54 TS5 ) —%
77— 0—RICEALTHRETEEY, BHIE. YOV Y ME. Go. Java. Nodejs. Python. .NET.
B &L U Apache HTTP Server (httpd) B 5D A Y A MILAYTF—2 a3 v 54 T5 ) —DEAEHR— K
LTWEY,

OpenTelemetry DEEIM VA MILAYTF—>a v e, O—REFETERET LIRS, 7L—~A
D=7 TV r—2aVvEBEMICA VA MNLAYT—2a v d 28EEEELET, CThiliY. H
HECEEER, RMROFAHEBEEOI—RR—ZAADEET, 77V r—ra vIiICTgaMsEA
TEDLIICRYET,

BF

Red Hat build of OpenTelemetry Operatorid, 41 YA NIV AV F—23a V54 T35 —
DEAAAZZALDHEYR—NLETH, A VRARMAYT—=23 V34T )—%
TYTRAN)—LAA=—DREYR—PMLEEA, BERIIBBEOA VA MLAYT—
AVAA—VHEINRTBIES, A2 T4 — M AXA—2%FERTHIEELTEE
ER

ANV AVANVAYTF—=YavFrToay

AYAMVAYTF—=23vA T aviE, OpenTelemetryCollector H 24 L) Y —RATIREINE
ER

OpenTelemetryCollector H A9 LYY —R 774 ILDY > T

apiVersion: opentelemetry.io/vialphai
kind: Instrumentation
metadata:

name: java-instrumentation
spec:

env:

- name: OTEL_EXPORTER_OTLP_TIMEOUT
value: "20"

47


https://access.redhat.com/support/offerings/techpreview/

OpenShift Container Platform 4.11 Red Hat build of OpenTelemetry

exporter:
endpoint: http://production-collector.observability.svc.cluster.local:4317
propagators:
- w3c
sampler:
type: parentbased_traceidratio
argument: "0.25"
java:
env:
- name: OTEL_JAVAAGENT_DEBUG
value: "true"

F4.10perator B’ YA M A YT —2aVaEHET DHOICFERTEINTA—H—

TRTDAVAMAYT—2 3

I onv Vithk o TREET 2 HEOBE
171/1{’—7—@%&7@0
I exporter
JOnNgsG—4—&, 7OtXE®O  tracecontext. baggage. b3
I propagators VT2 MeERELZEZELE . b3multi. jaeger. ottrace.
ERS none
)V —ZBHEDERE,
I resource
YT U TERE,
I sampler
Apache HTTP Server 1 ~ X ML
I apacheHttpd AV TF—2 3 VDERE,
NETA VYA MIAYT—3 Y
I dotnet DERE,
GoAVARNIAYT—2 32D
I go &E,
Java A YA NIV A Y T—2 3y
I java DERE,
Nodejs 1 YA ML XAV TF— 3
I nodejs v DERTE
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RIA—4— tEA 8
Python 41 YA MNILA Y FT—2 3

I python v DERTE.

4.1.2.Service Mesh TOA YA KMNILAYFTF—2 32 CRDER

Red Hat OpenShift Service Mesh T Y A MLXA Y F—a v hRY LYY —R (CR) 5 ERT 254
(&, b3multi 7O -5 —%FERETIHENHY £,

4.1.2.1. Apache HTTP Server DBEI{4 Y A ML AV F7—> 3 Y DFRE
#4.2 .spec.apacheHttpd 7 1 —JL KD/XFZ X —4H —
E:0] BL] F74Ib
Apache HTTP Server ICEBEDE
I attrs .
Apache HTTP Server 52 E D5 /usr/local/apache2/conf
I configPath o
Apache HTTP Server ICEA DR
I env BEH.
Apache SDK & HE&1A ~ & ML X
I image V=Y avEEakdvrt—
/f )( _90

AVEa—RN)Y—2DEH,
I resourceRequirements

Apache HTTP Server M/X— 3 2.4
I version Vo

FAEBWET B78HD PodSpec 7/ T —a YV

I instrumentation.opentelemetry.io/inject-apache-httpd: "true"

5

4122. NETHEIA VA MIAYFT—a VDETE

X
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EA:0) Ei:]

| o
NETSDK EBEIM VA MULAYT—2avaEEAT:
I image AVTF—A A=Y,

NET ICEE DBRELH,

AVEa—RN)Y—2DEH,
I resourceRequirements

NETBEEA VARMLAYTF—2avDFE,. TIVAR—FDIY KRSV MHAMTICEREINTWS
BAIE. %EAD OTEL_EXPORTER OTLP_ENDPOINT BRIEBEZLH AR ET 2HEIHYET, NETH
A VANMLAYT—23VIET 7 4I)0 NT http/proto ZFH L. T LA KN)—F—4 (3 4318 R— b
ICERET 2MENDHY T,

FAEBWLT B7-8HD PodSpec 7/ T —a v

I instrumentation.opentelemetry.io/inject-dotnet: "true"

4123.GoHEM VA MNILAYFT— a VDEE

Xs

E:0] B4

| o
GoSDK & BEIM YA MILAYF—avafEarlk
I image AVTF—A A=,

Go ICEE DRIEEH,

AVEa—RN)Y—2RDEH,
I resourceRequirements

FAEBWLT B/8HD PodSpec 7/ T —a v
I instrumentation.opentelemetry.io/inject-go: "true"
OpenShift 7 5 A9 —® Go HE)M Y A ML AV F— 3 VICHELBINOHER

apiVersion: security.openshift.io/v1
kind: SecurityContextConstraints
metadata:

name: otel-go-instrumentation-scc
allowHostDirVolumePlugin: true
allowPrivilegeEscalation: true
allowPrivilegedContainer: true
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allowedCapabilities:
-"SYS_PTRACE"
fsGroup:

type: RunAsAny
runAsUser:

type: RunAsAny
seLinuxContext:

type: RunAsAny
seccompProfiles:
supplementalGroups:

type: RunAsAny

A

OpenShift 7S A9 —TGo BEM VA MIVAYT—2a Vv D¥REZBERT 576D CLI a7 ¥ RIER
DEBYTY,

I $ oc adm policy add-scc-to-user otel-go-instrumentation-scc -z <service_account>

412.4. JavaBEIM VA MILAYT—a VDETE

Xs

E:0] B4

| on
JavaSDK EHEIM YA MULAYTF—Ya v aBATL
I image AVTF—A A=Y,

Java ICE B DERELEE,

AVEa—RN)Y—2RDEH,
I resourceRequirements

FAEBWLT B7-8HD PodSpec 7/ T —a YV

I instrumentation.opentelemetry.io/inject-java: "true"

4.1.2.5.Node.js HEBIM VA ML AV FT—> a3 VDHRE
i Bl

Node js ICEHB DERIEZEH,

| o
NodejsSDK & HEIf YA ML AYTF—> 3 VEFEZ
I image AVTF—AX—=Y,
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E2: 1} Bl
AVEa—R~N)Y—2DEH,
I resourceRequirements

FAEBWET B7-8HD PodSpec 7/ T —a YV

instrumentation.opentelemetry.io/inject-nodejs: "true"
instrumentation.opentelemetry.io/otel-go-auto-target-exe: "/path/to/container/executable”

instrumentation.opentelemetry.io/otel-go-auto-target-exe 7 / 57— 3 V&, BER
OTEL_GO_AUTO_TARGET _EXEIRIEZHDEEZBZREL X T,

4.1.2.6.Python HE)lM YA ML AV T—> a3 VDERE

X5

EA:0) Ei:]

| o
Python SDK & BEIA Y A MLXA VYT —Y a V&L
I image AVTF—AX—=Y,

PythOn [ .ﬁ I% é&o

AVEa—R~N)Y—2DEH,
I resourceRequirements

Python BEjM4 Y A ML AYT—avDigH. TIVRAR—I—DI Y RRA Y MDATICEREINT
W33541E. OTEL_EXPORTER_OTLP_ENDPOINT BRIEZH AR ET 2 LEHNHY £, Python B
A VANMVAYT—23VIET 7 4)0 NT http/proto ZFH L. T LA KN)—F—4 (3 4318 R— b
IKBRET2RENHYFET,

FAEBWELT B78HD PodSpec 7/ T —a YV

I instrumentation.opentelemetry.io/inject-python: "true"

4.1.2.7. OpenTelemetry SDK ZH D%

Pod ® OpenTelemetry SDK Z#&. RDT7 / FT—>a v FHALTHRETZET,
I instrumentation.opentelemetry.io/inject-sdk: "true"

IRTCDT7/T7—2avidk, UTOEZZIFANS ZEISERELTLEIW

true
namespace 54 ~ X MU Instrumentation ') V —X&FAL XY,
false
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AVANMVAYT—=2 3 VIEVW>IWNEALEHA,
instrumentation-name

IRTED namespace SFEATBA VA RNILAYTF—2 30 1) Y —RADEEI,
other-namespace/instrumentation-name

BID namespace MSFATEIA VANMULAYTF—3a v )Y —ZDEHE

41.2.8.%J)LFA>VF7F— Pod

AVARNMUVAYTF—Yavid, Pod DERRICHE>TT 740 N THRIBRARIEEARZAO I Y T+ —ETET

INFET, BAIIKEL>TE FADIY—Fy NIV TF—ZEBETSHIEELTEEY,
Pod 7/ F7—>3a >

I instrumentation.opentelemetry.io/container-names: "<container_1>,<container_2>"

pa 3

GoOBEMA VANMNILAYTF—a vk, AV FFHF—0OBEA VANLAYTF—Y 3 Y

FAEYR—FMLTOWEEA,
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55% RED HAT BUILD OF OPENTELEMETRY DO{#HH

Red Hat build of OpenTelemetry v b7 v 7L THEAL. bL —X% OpenTelemetry Collector &
72l& TempoStack ICEETEE T,

5.1. OPENTELEMETRY COLLECTOR A#f#H L TChIrL—R %
TEMPOSTACK |C853%T %

TempoStack ~NDERE b L —RA%EFRTET 5 ITIE. OpenTelemetry Collector #7704 LTEHREL &
T, BEIhATOEyHY—, LY—N— ITHVRR—4—%FHL T. OpenTelemetry Collector %
T7AOA AV N E—RTT7TOMTEEY, TOMDE— NIZDOVWTIE, BEER ICRBEBEIhY V)
%{HEMA L T, OpenTelemetry Collector RK¥F a2 XY hEBBLTLEIW,

AR
® Red Hat build of OpenTelemetry Operatord*f Y X k—ILINTW3,
® Tempo Operator B4 Y Z h—J)LINTW 3,

® TempoStack BV S R4 —IIF 704 I hTW3,

FIR

1. OpenTelemetry Collector D —EX7HU > MEEHRL T,

ServiceAccount D

apiVersion: vi
kind: ServiceAccount
metadata:
name: otel-collector-deployment

2. U—ERT7AO VMDY SR —O—ILEFERLET,

ClusterRole Ol

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: otel-collector
rules:

8

- apiGroups: ["", "config.openshift.io"]

resources: ["pods", "namespaces”,

verbs: ["get", "watch", "list"]

infrastructures”, "infrastructures/status"]

Q k8sattributesprocessor (Cld. Pod & & U namespace 1) V — R ICKH T ZHERNHET
ER

resourcedetectionprocessor ICld, 1 Y7 SRANTVF v —ERT—F R T BHER
NYBETT,
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3. VSR —O— ) —EXT7AD Y MINA YV RLET,
ClusterRoleBinding Dl

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: otel-collector
subjects:
- kind: ServiceAccount
name: otel-collector-deployment
namespace: otel-collector-example
roleRef:
kind: ClusterRole
name: otel-collector
apiGroup: rbac.authorization.k8s.io

4. YAML 7 7 14 L% 4ER L CT. OpenTelemetryCollector 1 X% L)Y —Z (CR) 5 E&L £,

OpenTelemetryCollector M4l

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
spec:
mode: deployment
serviceAccount: otel-collector-deployment
config: |
receivers:
jaeger:
protocols:
grpc:
thrift_binary:
thrift_compact:
thrift_http:
opencensus:
otlp:
protocols:
grpc:
http:
zipkin:
processors:
batch:
k8sattributes:
memory_limiter:
check interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
resourcedetection:
detectors: [openshift]
exporters:
otlp:
endpoint: "tempo-simplest-distributor:4317" ﬂ
tls:
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insecure: true
service:
pipelines:
traces:
receivers: [jaeger, opencensus, otlp, zipkin] g
processors: [memory_limiter, k8sattributes, resourcedetection, batch]
exporters: [otlp]

ﬂ Collector TV RAR—4% —Id, OTLPZ TV RAR— T B LI ICREIN, 1EEHD
Tempo T4 ANYE2—49—ITV RKRA Y M (ZDHITIE "tempo-simplest-
distributor:4317") 25 L £ 7,

9 Collector . Jaeger b L—2Z, OpenCensus 7’0 k JJLIEHE D OpenCensus b L — X,
Zipkin 70 b 3 LB Zipkin FL—X, 8LV GRPC 7O M JJLRHD OTLP b L —
ADLY—N—Z%FRALTREINIT,

Bk
tracegen 7 A L& LTFFO4TEE Y,

apiVersion: batch/v1
kind: Job
metadata:
name: tracegen
spec:
template:
spec:
containers:
- name: tracegen
image: ghcr.io/open-telemetry/opentelemetry-collector-contrib/tracegen:latest
command:
- ".Jtracegen"
args:
- -otlp-endpoint=otel-collector:4317
- -otlp-insecure
- -duration=30s
- -workers=1
restartPolicy: Never
backoffLimit: 4

RS

e OpenTelemetry Collector KF a2 X > K

e GitHub ETOF7O4 X Ml

52. hL—REX M) U X% OPENTELEMETRY COLLECTOR ICE{ET %

OpenTelemetry Collector AD ML —R E X MYV ZADEFIE. 1 RA—FAOERIIHNDSTH
BETY,
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#5525 RED HAT BUILD OF OPENTELEMETRY D {#
5214 RA—3FAZFERALTIML—RE X NI Y X% OpenTelemetry Collector IC
EET S

Y4 RAH—FA%EEERAL T, OpenTelemetry Collector 1 Y 28 YV ZAADT L X N —F—4 DiES
Ty N7y T TEET,

=

i

Red Hat build of OpenTelemetry OperatorCld, 7704 XY N7 —20O—RADH A RA—3FA &,
OpenTelemetry Collector ICT L X M) —=F =9 % XETB/DDA VANV AYT— 3 VDB
ENFRETT,

AR

® Red Hat OpenShift distributed tracing platform (Tempo) A*4 > X h—JL & 1. TempoStack 1
VAR VAT TOMAINTWS,

e Web 3 Y —JLE7IE OpenShift CLI (o¢) #EH LTI SRAY—ICF VA TE 3,

o cluster-admin A—JLZFDV SRV —BEEE L TWeb IV —)bicAZ4 LTV
%,

o cluster-admin O— L&DV 5 X4 —EEEIZL 57 U T 1 7732 OpenShift CLI (oc)
Ty al,

o Red Hat OpenShift Dedicated = {#fH ¥ %355 (& dedicated-admin O— L Z&F D27 HD v
Mo

FIR

1. OpenTelemetry Collector 1 Y24 Y20 7OY Y M EERLET,

apiVersion: project.openshift.io/v1
kind: Project
metadata:

name: observability

2. Y—ERT7HO Y MNEERLET,

apiVersion: vi
kind: ServiceAccount
metadata:
name: otel-collector-sidecar
namespace: observability

3. k8sattributes & & U resourcedetection 7Ot v H—DHEREH—ERXT7HD Y M5 LE
_a—o

apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRole

metadata:
name: otel-collector

rules:

- apiGroups: [, "config.openshift.io"]
resources: ["pods", "namespaces”, "infrastructures”, "infrastructures/status”]
verbs: ["get", "watch", "list"]
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apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: otel-collector
subjects:
- kind: ServiceAccount
name: otel-collector-sidecar
namespace: observability
roleRef:
kind: ClusterRole
name: otel-collector
apiGroup: rbac.authorization.k8s.io

4. OpenTelemetry Collector 44 Kh—& LTF77O4 LE T,

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: observability
spec:
serviceAccount: otel-collector-sidecar
mode: sidecar
config: |
serviceAccount: otel-collector-sidecar
receivers:
otlp:
protocols:
grpc:
http:
processors:
batch:
memory_limiter:
check interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
resourcedetection:
detectors: [openshift]
timeout: 2s
exporters:
otlp:
endpoint: "tempo-<example>-gateway:8090" 0
tls:
insecure: true
service:
pipelines:
traces:
receivers: [jaeger]
processors: [memory_limiter, resourcedetection, batch]
exporters: [otlp]

ﬂ ZhiE. <example> Tempo Operator Z A L T7 704 I TempoStack 1 ¥ X 4
VADT—hT A4 &5BLET,

5. otel-collector-sidecar Y —EX7hHo Y hAFARALTT7OA4 AV M EERLE T,
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6. sidecar.opentelemetry.io/inject: "true" 77 / 7—< 3 >~ % Deployment = 7> = ¥ MIEML
9, chiZkY, 7—20— KH5 OpenTelemetry Collector 4 ¥ 24 ¥ RIZT —4 % iE(F
TRLEDICHBERIRTORRBERNEAINET,

522. 4 RA—FAEFHEETICNL—RE X M) 2 X% OpenTelemetry Collector
ICEET %

A4 RAD—FAEFERAETIC. 7L A MY —FT—%% OpenTelemetry Collector 1 ¥ 24 ¥ ZITEFET
3£y N7y FTEET, ThillE, WS ODWDREZRAFETHRET I2HENHYET,

AR

® Red Hat OpenShift distributed tracing platform (Tempo) 24 > X h—JLE 1. TempoStack 1
YREVZANTIOAINTWS,

e Web 3V —JLE7IE OpenShift CLI (oc) #EH LTI SAY —ICF VA TE 3,

o cluster-admin A—JLZFDV SRV —BEEE L TWeb VY —)bicAZ4 LTV
R

o cluster-admin O— L&DV 5 X4 —BEEEIZL 57 VT 1 7732 OpenShift CLI (oc)
tyial,

o Red Hat OpenShift Dedicated = {#fH ¥ %355 |3 dedicated-admin O— )L Z&F D27 HD v
Mo

FIR

1. OpenTelemetry Collector 1 Y24 Y20 7OY Y M EERLET,

apiVersion: project.openshift.io/v1
kind: Project
metadata:

name: observability

2. Y—ERT7HO Y M EERLET,

apiVersion: vi

kind: ServiceAccount

metadata:
name: otel-collector-deployment
namespace: observability

3. k8sattributes & & U resourcedetection 7Ot v H—DHEREH—ERXT7HD Y M5 LE
-a—o

apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRole

metadata:
name: otel-collector

rules:

- apiGroups: [, "config.openshift.io"]
resources: ["pods", "namespaces”, "infrastructures”, "infrastructures/status”]
verbs: ["get", "watch", "list"]
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apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: otel-collector
subjects:
- kind: ServiceAccount
name: otel-collector
namespace: observability
roleRef:
kind: ClusterRole
name: otel-collector
apiGroup: rbac.authorization.k8s.io

4. OpenTelemetryCollector 1 X% L)) — X % {FEF L T OpenTelemetry Collector 1 > X% ~
REF7O4LET,

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: observability
spec:
mode: deployment
serviceAccount: otel-collector-deployment
config: |
receivers:
jaeger:
protocols:
grpc:
thrift_binary:
thrift_compact:
thrift_http:
opencensus:
otlp:
protocols:
grpc:
http:
zipkin:
processors:
batch:
k8sattributes:
memory_limiter:
check interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
resourcedetection:
detectors: [openshift]
exporters:
otlp:
endpoint: "tempo-<example>-distributor:4317" ﬂ
tls:
insecure: true
service:
pipelines:
traces:
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receivers: [jaeger, opencensus, otlp, zipkin]
processors: [memory_limiter, k8sattributes, resourcedetection, batch]

exporters: [otlp]

ZhiE. <example> Tempo Operator Z A L T7 704 I TempoStack 1 ¥ X 4
VADT—hT A &5BLES,

5, AVAMNAY MESW AT T ) r—yavaERALTCIY T F—ICBREBEHERELET,

i

B4

service.name ') vV —X @M

I OTEL_SERVICE_NAME  DfEABRELZT.

OTEL_EXPORTER_OTL
P_ENDPOINT

OTEL_EXPORTER_OTL
P_CERTIFICATE

OTEL_TRACES_SAMPL
ER

OTEL_EXPORTER_OTL
P_PROTOCOL

OTEL_EXPORTER_OTL
P_TIMEOUT

OTEL_EXPORTER_OTL
P_INSECURE

T avTiRELLER—b
BEERFRDOVIFILBEOR—
2TV RiRA4 >~k URL,

gRPC 7547 hDTLSER
SEERDEEAE 7 7 1 ILAD
INZ,

ML—RICERINZ YT
7=

OTLP TV RKR—4—D LS5V
2R—MFO N3,

OTLP TV RAR—H —H &/
FIIVAR— M 2HHET DR
KB RERR.

gRPC VIV TR NDIZAT YV
NNSVRAR—bEF2Y)
TA—EEMMCLET,
HTTPS ZF —<ldIhaE 4 —
N—=Z4 RLFET,

F 7 A MéE

https://localhost:4317

https://localhost:4317

parentbased_always_on

grpc

10s

False
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5632 RED HAT BUILD OF OPENTELEMETRY D NS 7)Y 2 —
T4 T

OpenTelemetry Collector DNV A ZBIE L, T—49 OEYIAAICEAT 2BEEAET 2 HEISERDH

YFEd,

6.1. OPENTELEMETRY COLLECTOR O 7 O EF

OpenTelemetry Collector DA T ZEE 9 2 I1C1E. LTFOFIRZERTLF T,

¥
1. OpenTelemetryCollector 1 X% L)Y —RZ (CR) CEETHZOJ7LRILERELZET,

config: |
service:
telemetry:
logs:
level: debug ﬂ

Q Collector O LN, HR—FMINTWBEICIE, info, warn, error. Z7zi& debug
NEENET, 774 ML info TT,

2.oclogs A~ RFE/klEWeb VY —ILEFHALTOVEZREBLET,

6.2. X N U ADRH

OpenTelemetry Collector (&, B L/=T—4F R a—LICETEIAN) IV REZRALET, RO A
NI XARNY I Z2BLTATYTFILBICINTVWETH, UTFRERARXVEADA NV RTY,

otelcol_receiver_accepted_spans
A TSAVICEEIL Ty aX3hiRRRVDH,
otelcol_receiver_refused_spans
A TSAVIITY I 2aTERD LRIV DE,
otelcol_exporter_sent_spans
SEIEICIERISEF INL RNV DL
otelcol_exporter_enqueue_failed_spans
EEF1—ITEMTERD > RNV D,

Operator l&. X M) I RITY RKRA Y MDRY LA FI{ERATE % <cr_name>-collector-monitoring
FLAMNY—H—EREERLET,

FIa
1. OpenTelemetryCollector 1 2% L) YV —RITRDITEEMLT, FLAKN)—H—ER%EH
MICLET,
config: |
service:
telemetry:
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metrics:
address: ":8888" ﬂ

Q IR Collector DX Y Z AN RNEINDZ 7 KL R, &7 4L kI :8888 T,

1. IR— MERECollector Pod AT 2ROIAT VY REETLT, A NYIRERELET,

I $ oc port-forward <collector_pod>

2. http://localhost:8888/metrics TX M) VATV RRA YV MITVEALET,

63.TN\YJITYAR—Y—
IRES NI T — 5 EEERMAICT I AR— h T 2L TNy ITIAR— I —ERETE T,

FIR

1. OpenTelemetryCollector 1 29 L)YV —R %= RDELDICEELF T,

config: |
exporters:
debug:
verbosity: detailed
service:
pipelines:
traces:
exporters: [debug]
metrics:
exporters: [debug]
logs:
exporters: [debug]

2.0oclogs Y Y RELEWeb AV Y —ILEFERLT, OV ZRERENICTIAR—MLET,
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57% DISTRIBUTED TRACING PLATFORM (JAEGER) 75 RED
HAT BUILD OF OPENTELEMETRY D17

7 7Y 4r—< 3 7 IT Red Hat OpenShift distributed tracing platform (Jaeger) 29 TICEA L TW 315
A, OpenTelemetry #—7> vV —270Y =49 MIED < Red Hat build of OpenTelemetry IZF1T
TEEY,

Red Hat build of OpenTelemetry (&, 28> A7 ATOAEBIMEAIRET 272OD AP, 51475
J— I—=YzVh BEAVRAMAYT=2a3 0Dty MERBEL £T, Red Hat build of
OpenTelemetry IZ& F 115 OpenTelemetry Collector I&, Jaeger 7O ML EZERYRADH B D, 77
J7r—>avDSDKZEET2uEEHY THA,

distributed tracing platform (Jaeger) 5 Red Hat build of OpenTelemetry IC#179 %11k, L —2X
HY—LLRAICLR— K9 5L IC OpenTelemetry Collector E 7 7Y —> 3 VEBRETIHELNDH
YEFT, 14 RA—BLUPHY A FA—LRTFTTOM AV N EBITTEET,

7.1. DISTRIBUTED TRACING PLATFORM (JAEGER) »* 5. ¥4 KA—D
& % RED HAT BUILD OF OPENTELEMETRY ~D#17

Red Hat build of OpenTelemetry Operatorid, 704 XY kD7 —o0O—RK~ADHY A RA—FA%Y
R— K LTW37®, distributed tracing platform (Jaeger) %4 K71 —»'5 Red Hat build of
OpenTelemetry ¥4 RA—ICRITTEET,

([} =355
® Red Hat OpenShift distributed tracing platform (Jaeger) B9 S 24 —THERAINTW 3,

® Red Hat build of OpenTelemetry 1 Y A h—JLEINT W3,

FIa
1. OpenTelemetry Collector 44 RA—& LTHRELF T,

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: <otel-collector-namespace>
spec:
mode: sidecar
config: |
receivers:
jaeger:
protocols:
grpc:
thrift_binary:
thrift_compact:
thrift_http:
processors:
batch:
memory_limiter:
check interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
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resourcedetection:
detectors: [openshift]
timeout: 2s
exporters:
otlp:
endpoint: "tempo-<example>-gateway:8090" 0
tls:
insecure: true
service:
pipelines:
traces:
receivers: [jaeger]
processors: [memory_limiter, resourcedetection, batch]
exporters: [otlp]

DIV RKRA Y ME. <example> Tempo Operator 2R L TF 704 I hic
TempoStack 1 YR VY ZADF—b o x4 %#¥BLET,

TV —2avaRITI50DY—ERT7HT Y NEaERLET,

apiVersion: vi
kind: ServiceAccount
metadata:

name: otel-collector-sidecar

—H0Oty Y —CRELWERDLZODISRAY—O0—ILE2ERLET,

apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRole

metadata:

name: otel-collector-sidecar

[

- apiGroups: ["config.openshift.io"]

resources: ["infrastructures”, "infrastructures/status"]
verbs: ["get", "watch", "list"]

resourcedetectionprocessor IClE. 1 VI SANZIVFv—EA VT SANI IV Fv—/
AT—8 RN T 2HERDPBETT,

4. ClusterRoleBinding = {Ef L T. Y—EX7H VY NDOMEREZHREL XTI,

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: otel-collector-sidecar
subjects:
- kind: ServiceAccount
name: otel-collector-deployment
namespace: otel-collector-example
roleRef:
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kind: ClusterRole
name: otel-collector
apiGroup: rbac.authorization.k8s.io

5. OpenTelemetry Collector %4 RAh—& LTF7O4 LE T,

6. Deployment # 7 = - b H 5 "sidecar.jaegertracing.io/inject": "true" 7 / 7—3 3 V & Hl
BRe B ET, FAINK JaegerAgent 27 T ) r—2a v hSHIBRLET,

7. sidecar.opentelemetry.io/inject: "true" 77/ 7—3 3 V% Deployment £ 72 =V b D
.spec.template.metadata.annotations 7 «+ —JL KIZ:EHI L T, OpenTelemetry 4 KA—®D
BEFEAZEMILET,

8. R LIcH—ERTAD Y NET TV r—2av07F7a4 A MERALET, 25932
ET, 7AEYH—RELWEREZRBLTAL—RIGEMTE Y,

7.2. DISTRIBUTED TRACING PLATFORM (JAEGER) ™58 4 KA—7& L
® RED HAT BUILD OF OPENTELEMETRY ~ND#17

Y4 RA—%F 7047, distributed tracing platform (Jaeger) H* % Red Hat build of
OpenTelemetry ICRBITTE XY,
([} =355

® Red Hat OpenShift distributed tracing platform (Jaeger) B9 S 24 —THERAINTW 5,

® Red Hat build of OpenTelemetry 1 Y A h—JLEINT W3,

FIR

1. OpenTelemetry Collector 7 704 A~ M &REL £7,

2. OpenTelemetry Collector ODF 7OA & 4270V Y M EERLET,

apiVersion: project.openshift.io/v1
kind: Project
metadata:

name: observability

3. OpenTelemetry Collector 1 Y A9 VY R % ET§5ODY—ERTHV Y M aERKLZF T,

apiVersion: vi

kind: ServiceAccount

metadata:
name: otel-collector-deployment
namespace: observability

4. Oty Y —ICHBELRERERET 272ODI 7R —O—ILaERLET,

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: otel-collector
rules:
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8

- apiGroups: [, "config.openshift.io"]
resources: ["pods", "namespaces”, "infrastructures”, "infrastructures/status”]
verbs: ["get", "watch", "list"]

Q k8sattributesprocessor (Zl&. pods & & U namespace ') VYV —RIIT T BHERISHET
ER

9 resourcedetectionprocessor (Z (3. infrastructures & & U infrastructures/status (%t
T HERNBETT,

5. ClusterRoleBinding Z/Ef L T. ¥—EX7HV Y MO¥EREZFHRELF T,

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: otel-collector
subjects:
- kind: ServiceAccount
name: otel-collector-deployment
namespace: observability
roleRef:
kind: ClusterRole
name: otel-collector
apiGroup: rbac.authorization.k8s.io

6. OpenTelemetry Collector 1 ¥ 24V A& {ER L £ ¢,

pa )

Z DCollector I&, b L —R% TempoStack f Y AH YV AICT YV AR—KLF
. 9, RedHat Tempo Operator Z £ L T TempoStack 1 ¥ 24 > X &R L.
. ELWIVRRAV NEERET Z2HENHY T,

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: observability
spec:
mode: deployment
serviceAccount: otel-collector-deployment
config: |
receivers:
jaeger:
protocols:
grpc:
thrift_binary:
thrift_compact:
thrift_http:
processors:
batch:
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k8sattributes:
memory_limiter:
check interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
resourcedetection:
detectors: [openshift]
exporters:
otlp:
endpoint: "tempo-example-gateway:8090"
tls:
insecure: true
service:
pipelines:
traces:
receivers: [jaeger]
processors: [memory_limiter, k8sattributes, resourcedetection, batch]
exporters: [otlp]

7. NL—RT Y KR4 ¥ k% OpenTelemetry Operator ICIEE L £

8. ML—R%ET Y —>avhb Jaeger ICEEI YV RAR—NT2HAEIE. APITY KRSV b
% Jaeger TV KR4 ¥ hH 5 OpenTelemetry Collector TV RiRA > MIEEL XY,

Golang Z{#f 9 % jaegerexporter Ch L —R% T AR— M § BI5E5DHI
I exp, err := jaeger.New(jaeger.WithCollectorEndpoint(jaeger.WithEndpoint(url))) ﬂ

ﬂ URL (& OpenTelemetry Collector API T~ RiR4 > M &L £ T,
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258% RED HAT BUILD OF OPENTELEMETRY D E T

N—=IavDT7yv I L—RKDIFBAE. RedHat build of OpenTelemetry Operatorld Operator Lifecycle
Manager (OLM) 2R L £9, Ihik. V5 RF—HN®D Operator DA Y A h—Jb, 7y FTL—K,
BLVO—IR—ADT U RHIE (RBAC) #HIEH L £ 9

OLM i&. 77 #JL b T OpenShift Container Platform TE{TI N ¥ 9., OLM I&FI R84 Operator
DYLT)—%A4 VA KN=)LENT Operator D7 v T L —RKREERTLE T,

Red Hat build of OpenTelemetry OperatorhBHt L WA= 3 VLT vy T L —REhd &, BETE

fTH D OpenTelemetry Collector 1 ¥ 24 ¥ AN A F + X1, Operator DFTL WA= 3 VITHBRT
ZN=TavVIlT7yFITL—RIhhET,

8.1. B & IEHR
® Operator Lifecycle Manager Dt 2B L ') V—2R

o A VA M—JLiFEH Operator DEHT
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559% RED HAT BUILD OF OPENTELEMETRY DHIf&

OpenShift Container Platform 7 5 X 4 —H' 5 Red Hat build of OpenTelemetry % BIFRY % FIEIERD
EBYTY,

1. Red Hat build of OpenTelemetry Pod 2§ RXT>+ v YOV LET,
2. OpenTelemetryCollector 1 ¥ 24 Y R %ZHIFRL £ 9,

3. Red Hat build of OpenTelemetry Operator ZHlIf& L £ 7,

91.WEB O>Y —J)LA{#EAL7 OPENTELEMETRY COLLECTOR 1 ~ R
4> 2 DY

Web O~ Y —JL®D Administrator £ 2 —T OpenTelemetry Collector 1 ¥ 24 ~ A % BIBRTEZ £,

Gl s
e cluster-admin A—J)LZFDV SRV —BEEE L TWeb VY —)liZAZA4 LTV,

® Red Hat OpenShift Dedicated M54, dedicated-admin O—JLAFE D27 H oY M &FAL T
A4 LTW5,

FIR

1. Operators — Installed Operators —» Red Hat build of OpenTelemetry Operator—
OpenTelemetrylnstrumentation % 7z|& OpenTelemetryCollector ICF%&1 L £ 9,

2. BEET A VRYVAEHIBRT BT, - Delete ... » Delete &R L F 7,

3. & 7> 3 ~:Red Hat build of OpenTelemetry Operator=Hlf& L £,

9.2.CLI #{#H L 7= OPENTELEMETRY COLLECTOR A1 VY R ¥ > ZDHI&

O~ K54 T OpenTelemetry Collector 1 Y 24 VA %HIRTE XY,

=S5

e cluster-admin O— )L %DV S XY —BEBEILL 57 VT 4 772 OpenShift CLI (oc) v
av,

)

o OpenShift CLI (oc)D/N—2 3 U D' &FTH Y. OpenShift Container Platform /X\—2 3 >
E—BLTWBZ EEBRLTLEIL,

o oclogin zE17L %7,

I $ oc login --username=<your_username>

FIR

70



%93 RED HAT BUILD OF OPENTELEMETRY D#IE&

1. ROV R%EFET LT, OpenTelemetry Collector 1 Y 24V 2D &FIZRELE T,
I $ oc get deployments -n <project_of_opentelemetry_instance>
2. ROOAX Y R&EZFEITL T, OpenTelemetry Collector 1 ¥ 24 ¥ Z%HIBR L 9,

$ oc delete opentelemetrycollectors <opentelemetry_instance_name> -n
<project_of_opentelemetry_instance>

3. & 7> 3 ~:Red Hat build of OpenTelemetry OperatorZHlf& L £,

® OpenTelemetry Collector 1 Y X249 VY AN EEBICHIBRIN/-Z & 2R T %IC1E. oc get
deployments ZBEETL XY,

I $ oc get deployments -n <project_of_opentelemetry_instance>

9.3. FEIER
o USR8 —HbMD Operator DHEIFR

e OpenShift CLI DA % A
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