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A VA= LEOQTDN=Va ) ILEETI2HENHY ET,

1.1. LOGGING 5.7.4

ZDY ) —RITIE. OpenShift Logging /NJHEIEY) V) — A 574 hEFNhTWVWET,

111 NTBIE

ZDEFHAEIE. O%7 % CloudWatch ICER%E T % & X1Z. namespaceUUID {4 logGroupName
74 —ILRIGEIMINFHEATLE, ZOEFHTIE. namespaceUUID ENEZ F N 57,
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c0097f9ed286 & L TRIRINE T, (LOG-27071)
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L/\/\l:ub DIE|EE$E75\ E“‘W’L'C \/\7‘;& L/—C:FJ Vector 3 I./O&_‘177X& éﬁso) HTTP 70
D#/—L;ﬁb’cmwﬁ’c%iﬁ/\,’ct,to COEFICLY., VectorOZ AL VH—IXUV SR
H—2FEDHTTP 7OF P —IC/ L TCERIATE S LD ICAY F LA, (LOG-3381)

CDEFHAENE, Fluentd AL 78 —HdHAE LT Splunk 2R L TEREINTWSIE 7a?|:|\ 1))
BRENYR—FINTUVAWESD, Operator IFEKBLTWE LA, SEDFHFHICLY., BRER
SECHR—PFINTULWAVWEANMESI N, BEIMERINE L, (LOG-4237)
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D TLSFRED enabled =true [EICL > THREIZ—DNRELF L, COEHIIELY., Ih
5DHFID enabled = true EABIRI N, BEIMBRINE T, (LOG-4242)

Z DEFAEIE. Vector AL 24 —IZ, B 7IC thread 'vector-worker' panicked at 'all
branches are disabled and there is no else branch’, src/kubernetes/reflector.rs:26:9 T
T—AYE—I TNy IV EREIEZIEPHYFE L, SEADEFHICLY., TOITFT—IF
fRINE L, (LOG-4275)

Z DEFHAEIIE. Loki Operator DREREIC L Y. Operator A2 DT+~ NDEMA T 3V T
EINTWBIHE. 77°')’7 v 3 V7 7+ MO alert-manager BREHNKR RTINS ARYFL
oo SEIOEHFICEY., ERINT Loki FEEICIEARY LREE BFEMINIZREDTEAH
BEhd LAY i L,f:c, (LOG-4361)
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fco (LOG-4368)
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AN, EEEEIBR LA >80, Grafana D Label Browser MERATEARLL AY F L, 50O
DEFICLY., LokildTIT 4 THRARN)—LDEETEIINIEE T4 ILIY—THRAL. B
RBEFRLE L, (LOG-4389)

1.1.2. CVE

CVE-2022-25883

CVE-2023-22796

1.2. LOGGING 5.7.3

2D ) —RITIE. OpenShift Logging /NJHEIE) V) —ZA 573 EFhTVWET,
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Z DEHEIIE. OpenShift Container Platform Web OV —JILATO Y %#XRRT BRIC,
FruvlaINEI7AMRRETT =498 7Ly aInEzFHATLE, SEDOEHICEK
Y, 7= hAMSY T 774 0IEF vy >aIhiad Ay, BEIFBRLE LE, (LOG-4100)
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Z DEFHAEIIE. RulerConfig 124 1Y) Y —2R (CR) #ZHE ¢ % & LokiStack Jb— 5 — W BACEN
LEHATLE, SEOEHICLY. Loki Operator I RulerConfig CR DEH 1% ICIL—F—
Pod ZHBEHNT 2 LD ICRY F L7z, (LOG-4167)

ZOFEHEIE. AD—BFRILED ClusterLogForwarder HIC | XEI S FEF N BHE L.
vector ALV —DFHETKTLTWE L, SEAOEHFHTIE. —BSNILE5HFTH
H ALV —HDOVERBESLVCRETEZLIICTEZIETHREIRRINE L,
(LOG-4176)

Z DEFAENE. LokiStack CR A7 O—/NILEIRTIZRS T MBRZEZEL TW55%E.
Loki Operator B FHIE I T L TWE Lz, SEIDEFTIE. Loki Operator B O —/N)Ll
fR7: L T LokiStack CR #LIBTE 2 & S I Y, BIEMNMERINF L, (LOG-4198)

COEFEIL., RBEINAMREILINR T L —IXTREINTWEES, Fluentd 207 %
Elasticsearch 7 2 A9 —IIEFE LFHATLE, SEIOEHFH TIE. Fluentd I& Elasticsearch &
DEHERILT DEIC, "NRATL—IXATHREINZ2UWBRABICWIEBTDZLOICARYZEL
o (LOG-4258)

C OEFAIE, 8,000 Zi#8A % namespace DV T Y —DIFE, namespace D) 2 AN
http.max_header_size 52 E & Y £ KX {1237/ & Elasticsearch "7 T 1) —%EFL TLE L
Too SEIOFEHFTIE. AV T —H A XDT 74V MENBIZ EIFSh, BEI/MERINEL
feo (LOG-4277)

Z DEFHATIE. ClusterLogForwarder CR AIC / DXF A SO SNIVENRRET, AL V45—
NFHEIFERTLTWE L, SOOEHTIE. RSy a7V —RATICEZIHLZS
n, BEIMRINZE L, (LOG-4095)

Z OEHEIIE. unmanaged IKREIZERE X 17z Cluster Logging Operator A FHHE T L TL
F L%k, SEIOEH TIE. ClusterLogForwarder CR DFRE % FEtA 9 % AiIC ClusterLogging
1)V — ZHEEN 7R Management IRREICH D C & AR T D F = v VDREBEIND LI ITRY,
BEMNMERINE L, (LOG-4177)
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https://issues.redhat.com/browse/LOG-4100
https://issues.redhat.com/browse/LOG-4156
https://issues.redhat.com/browse/LOG-4161
https://issues.redhat.com/browse/LOG-4176
https://issues.redhat.com/browse/LOG-4198
https://issues.redhat.com/browse/LOG-4258
https://issues.redhat.com/browse/LOG-4277
https://issues.redhat.com/browse/LOG-4095
https://issues.redhat.com/browse/LOG-4177

8B1E LOGGING DY ) —R /— b

o Z MEHAEIIE. OpenShift Container PlatformWeb YV —J)LATOY %#XRRT D& X, E
ANTSLERSYy L CHBEEEEZRIRLTE, Pod #EMROENOI/EL—TIEEEL X
HATLE, SEDEHTIE, TOE1—DERARNTSLAE RS Y J L TEEHEELRIRTE
2&518YE Lk, (LOG-4108)

o Z MEHAEIIE. OpenShift Container PlatformWeb YV —JLATOY %#XR"T 5 &, 30 %
HBABIIT)—DNFA4A LT MIRYF L, SEIDOEHTIE. configmap/logging-view-
plugin TY A4 L7 D MEZRETE S LD ICRY F L7, (LOG-3498)

o Z DEHAEIIE. OpenShift Container Platform Web IV —JLATO Y %X 7R %I more
dataavailable 7 7> a v %0 )y o d2&. HIEV )y JBEICOH LYUEBLOOTITV b
)—AO0—RINZF Lk, SEAOEHFTIE. 7Yy I T&IILICELDIY M) —DFRAA
Fha LY F Lk, (OU-188)

o ZDEHAEIIE. OpenShift Container PlatformWeb O~ Y —JILATOJ %2 RRT BRI
streaming 47 7> 3 v%E 7Y v o $3E. REOOVIFRRIINT, streaminglogs X v z—

SOHINRRINE L, SODEFICEY, AvtE—VEOTRNY—LOBHHEL X
RINBESICAYE LK, (OU-166)

1.2.2. CVE

e CVE-2020-24736
e CVE-2022-48281
e CVE-2023-1667
e CVE-2023-2283
e (CVE-2023-24329
e CVE-2023-26115
e CVE-2023-26136
e CVE-2023-26604

e (CVE-2023-28466

1.3. LOGGING 5.7.2

2D ) —RIZTIE. OpenShift Logging Bug Fix Release 5.7.2 & FhTWX T,

1.3.1L. NJBIE

o ZOEH&LYAINL. REBEFDT7 744 Y —DFHET 5278, openshift-logging
namespace A BEfHIRTE X AT L, SOEDEHFHICLY. 72714 F 4 F—DFEAI A
7Y, namespace A BIEHIRTE 2 LD ICRY F L7, (LOG-3316)

o ZDEHLYHIL OpenShift Container Platform D KF a2 X ¥ MIfE> TEBEINLIG
&. run.sh 7)) 7 MMEER > % chunk_limit_size B2 RRTLTWFE LKk, L. BELTH
$BUFFER_SIZE_LIMIT % & L T chunk_limit_size 253 %3 &. MR %4 ) 7 FCELW
EARTINTVWE LA, SEIOFEHICLY., 560V FYFATEHErunsh R 1) 7 NTIEL
LN chunk_limit_size fEAARTIINZ LD ICAY F LA, (LOG-3330)


https://issues.redhat.com/browse/LOG-4108
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https://access.redhat.com/security/cve/CVE-2020-24736
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https://access.redhat.com/security/cve/CVE-2023-26604
https://access.redhat.com/security/cve/CVE-2023-28466
https://access.redhat.com/errata/RHSA-2023:3495
https://issues.redhat.com/browse/LOG-3316
https://issues.redhat.com/browse/LOG-3330
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o SMOMEFHLYHREIIEL. OpenShift Container PlatformWeb 3>V —)bOOFX> 72 —T5 7
AVIEARY LD/ —NEEFLEIBREFILEEATLE, SEAOEHICLY, OFv Y
Ea—7571400/ - FRESLIUVEAREEERT DHMENEMINE L, (LOG-3749)

o ZOEH&LYAINE., Fluentd HTTP 75541 %N L TDataDog ICAV%ZEEL LD ET S
&, Cluster Logging Operator T Unsupported Media Type BIAAFEEL TWE Lz, SEIDE
LY, 2= —IEHTTP AN ¥ — Content-Type 2% E L C. OJ&EERADPIVY TV Y
AT % —LLRICEIYHETERIENTEDLDICAYE L, BEINALEIK, T34V
A D content_type /X5 A —4& —ICHEIMICEIY BT ON, O DEFIAEEICITONET,
(LOG-3784)

o SMOMEFH & YHIIL, ClusterLogForwarder 1 X% L4') Y —2Z (CR) T detectMultilineErrors
714 —JL KD true ICEREINTWVWBIHBEIC, PHPRILF A VI 5—ARloO Ty b —
ELTEHRIN, RV I MNL—ADEBHDA Yy E—JIZREINTWE L, SEDOEHIC
Y, PHPDYLF A VI —REDNBMICRY, RIY I ML—R2ENE—DOT A Y
t—JILBEhB LD ICARY F L1, (LOG-3878)

o SEIDEH & YAIE., BRIICAR—IANEFEN S ClusterLogForwarder /X1 75 1 ~ HREA
T. Vector AL 74— Pod BMERHIICI Sy a L TWE L, SEOEHFICLY, /8475
A YDZENCEENDZTRTDAR—R, Fysa (). BLURY N OATYF =237 ()
IKBEHZONE L, (LOG-3945)

o SEMEHLYAEIIE. log_forwarder output X ) v ZIC hitp /X5 A= —HEFhTWVZE
HATLE, SEIOFEHT. FRLTWVWBRSA—=F =AMy I ICBIMINZE L,
(LOG-3997)

o ZOEHLYANZ., IOV THKDBHFAIC Fluentd IE—EBDTILF 54 > JavaScript 754 7
VMR ERELEEATLE, SEOBEHICLY., Fluentd /Ny 7 7 —ZDHFNIIT V¥ —2R
A7MMTIFoh, BERFERLZE L, (LOG-4019)

o SOHOBEHLYANIE. A O—RADF—ICT—HT 3 Kafka tHAMEY ZIZEZAT LSO
TEZEERETSE. TP RETATIMEEINTVWI L., SEDEHMICEY, Fluentd
DNy 77 —ZOENCT F—2AT7HMGIF oh, BERERLE L, (LOG-4027)

o ZOEH&LYAENL LokiStack ¥ — "I x4 E1—H—DT7 /A% ERE T IC namespace
DIRIVEEERLTWE L, SEIOEFHICEL Y. LokiStack ¥ — kD z A F/X—X v ay
HSRIVEDY 7 TZAMIBERATZELIICRY, BBIFAERLZF L, (LOG-4049)

o ZDEH&LYANL tls.insecureSkipVerify & 7 3 V¥ true ICEREI N TWBIHEIC,
Cluster Logging Operator AP (ZIEY— 2 Ly MIL YVIRBINZFHAENIVET L, SED
BHICL Y., ZD LD RIFETEH Cluster Logging Operator APl &> — 2 L v MZEERAZ DR
HAERDLLLARY F L7z, ROEED Operator D CRICEMINE L7,

tls.verify_certificate = false
tls.verify_hostname = false

(LOG-3445)

o ZODEHLYAINE, LokiStack)L— FREHNRET, /T —DEFTHENIOWEZBALZEY
ALTIMDRELTWE L, SEDOEH T, LokiStack global & & U per-tenant
queryTimeout DFEEICL YIL— YA LT T NOERENFEE ST, BEIIFBRLE L,
(LOG-4052)

o SEOMEFHLYHIL BIEE LT collection.type D7 7 # )L b &HIBR L7 Z & T, Operator
@IV —2, /—ROER BRICHATZ2FEROMEKRZRITANGSRY I L, SEDE
#iZ& Y. Operator DEMENZEE X, collection (X742 < collection.logs Dtk h LB


https://issues.redhat.com/browse/LOG-3749
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https://issues.redhat.com/browse/LOG-3997
https://issues.redhat.com/browse/LOG-4019
https://issues.redhat.com/browse/LOG-4027
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INBEIICRYFLE, Thid, BET71—ILREFEHEET —IILROEAZFERHTETSL
AIDEEE IFRRY £ collection.type HIEEINTWVWBIFHICIEHRET 4+ — L K& ESF
LFY, (LOG-4185)

o ZHNEFHIYANL 7O—H—URLAMHEATHEEINTWLWAWESSE, VectorOAJ/ AL V4 —
EO0JA5ERHD Katka TO—H—ICEE T BHODTLSHBEEAERLFEFEATLE, SONDE
HICELY, BHOT7O0—h—ICH LT TLS SFRENMBENCERIND LD ICRY F L, (LOG-
4163)

o SOMOEH L YA Katka ~NDOTEED/NRR T L —X5BMIT 24 T avIdFERTE
FHEATLE, CORIBRICEY ., BBEBR\LABEINITREELNHZ7HD. X274
ZODFEELTVWE L, SEDOEHICLY., 1—H—Id Kafka ~DOJTERERIC/NZ T L —
REBMTEY—LLARABA T aVvEFERATESLDICRY £ Lk, (LOG-3314)

o SHOMEH & YAIL Vector OF AL U4 —IF3EF TLS D tisSecurityProfile 3% € % 3 (7
AMNMFEATLRE, TOEFHEK. Vector 1T TLS FEfZEABYICNE L9, (LOG-401)

o SEMEFH & YHIIL, log_forwarder output_info X ) 7 ZICFIBEREERTRTOHAY A
THEFNTWEEHATLE, SEDEHICELY. UEHEEFhTWAHN 57 Splunk B LV
Google Cloud Logging 7—4 W& N2 LD ICAY £ L7, (LOG-4098)

o SEIDEFH L YHIIE., follow _inodes A true ICEREINTWBIHFA. Fluentd AL 74—
77ANMA—T—2a VIO TSy ad R REErHY F Lz, SEDEHICE
Y. follow_inodes X ENFREATIAL V9 —DUFvalialHyYFzLi, (LOG-4151)

o SOIDEHLYAINIE. 7 7AMILDEMAENRET. Fluentd AL VY —HERT Z2HENDH
3774V ER>THAL2AEEIGHY LIz, SEIDOEHF T, B/ A —9—DMEEIN
F L%, (LOG-4149)

o SEIDEFH & YRIE, Vector AL V4% —THY %ExiX L. ClusterLogForwarder 1 > X% ~
2N %% audit, application, infrastructure DWIFNMICTZ &, OAL I 4% —Pod B
CrashLoopBackOff IREED X FICAY ., ROIZ—HAAL o4y —OJICEHINFE L,

ERROR vector::cli: Configuration error. error=redefinition of table transforms.audit for key
transforms.audit

SEDOEHDEIE, N T4 VEADNFHINAANBERE LA RY, "I TS10DE
Ai% audit. application % 7= infrastructure ICTX X7, (LOG-4218)

o ZOEHLYRIE. Vector AL V4 —%FEALTHY % syslog 5856 1C#R% L. addLogSource
72 7% true ICBRET D&, BEIN XAy E—YIC
namespace_name=. container_name=. pod_name= DZED 7 1 —JL RAEMINZF L 7%,
SEOEHICEY., INHDT4—IILREYv—FHOJICEBMINRLAY £ Lk, (LOG-
4219)

o SMOMEH & YHIIL, structuredTypeKey iR DA 59, structuredTypeName D iEEI N T
WaRWEE, B Ay E—J 3 BIEHEI\ELFT TV MBI TWELE, SE0E
LY, O DOBANMBEE S Y ICAY F L, (LOG-4220)

1.3.2. CVE

e (CVE-2021-26341

® (CVE-2021-33655

® CVE-2021-33656


https://issues.redhat.com/browse/LOG-4185
https://issues.redhat.com/browse/LOG-4163
https://issues.redhat.com/browse/LOG-3314
https://issues.redhat.com/browse/LOG-4011
https://issues.redhat.com/browse/LOG-4098
https://issues.redhat.com/browse/LOG-4151
https://issues.redhat.com/browse/LOG-4149
https://issues.redhat.com/browse/LOG-4218
https://issues.redhat.com/browse/
https://issues.redhat.com/browse/LOG-4220
https://access.redhat.com/security/cve/CVE-2021-26341
https://access.redhat.com/security/cve/CVE-2021-33655
https://access.redhat.com/security/cve/CVE-2021-33656
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e CVE-2022-1462
e CVE-2022-1679
e CVE-2022-1789
e CVE-2022-2196
® CVE-2022-2663
e CVE-2022-3028
e CVE-2022-3239
e C(CVE-2022-3522
e CVE-2022-3524
e CVE-2022-3564
® CVE-2022-3566
e CVE-2022-3567
e CVE-2022-3619
e CVE-2022-3623
e CVE-2022-3625
e CVE-2022-3627
e CVE-2022-3628
e CVE-2022-3707
e CVE-2022-3970
o CVE-2022-4129
e CVE-2022-20141
e CVE-2022-25147
® CVE-2022-25265
e (CVE-2022-30594
e CVE-2022-36227
e CVE-2022-39188
e CVE-2022-39189
e CVE-2022-41218

e CVE-2022-41674
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https://access.redhat.com/security/cve/CVE-2022-1462
https://access.redhat.com/security/cve/CVE-2022-1679
https://access.redhat.com/security/cve/CVE-2022-1789
https://access.redhat.com/security/cve/CVE-2022-2196
https://access.redhat.com/security/cve/CVE-2022-2663
https://access.redhat.com/security/cve/CVE-2022-3028
https://access.redhat.com/security/cve/CVE-2022-3239
https://access.redhat.com/security/cve/CVE-2022-3522
https://access.redhat.com/security/cve/CVE-2022-3524
https://access.redhat.com/security/cve/CVE-2022-3564
https://access.redhat.com/security/cve/CVE-2022-3566
https://access.redhat.com/security/cve/CVE-2022-3567
https://access.redhat.com/security/cve/CVE-2022-3619
https://access.redhat.com/security/cve/CVE-2022-3623
https://access.redhat.com/security/cve/CVE-2022-3625
https://access.redhat.com/security/cve/CVE-2022-3627
https://access.redhat.com/security/cve/CVE-2022-3628
https://access.redhat.com/security/cve/CVE-2022-3707
https://access.redhat.com/security/cve/CVE-2022-3970
https://access.redhat.com/security/cve/CVE-2022-4129
https://access.redhat.com/security/cve/CVE-2022-20141
https://access.redhat.com/security/cve/CVE-2022-25147
https://access.redhat.com/security/cve/CVE-2022-25265
https://access.redhat.com/security/cve/CVE-2022-30594
https://access.redhat.com/security/cve/CVE-2022-36227
https://access.redhat.com/security/cve/CVE-2022-39188
https://access.redhat.com/security/cve/CVE-2022-39189
https://access.redhat.com/security/cve/CVE-2022-41218
https://access.redhat.com/security/cve/CVE-2022-41674
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e CVE-2022-42703
e CVE-2022-42720
o CVE-2022-42721
o CVE-2022-42722
e CVE-2022-43750
e CVE-2022-47929
e CVE-2023-0394
o CVE-2023-0461
e CVE-2023-1195

e (CVE-2023-1582
e CVE-2023-2491
e (CVE-2023-22490
e (CVE-2023-23454
e (CVE-2023-23946
e CVE-2023-25652
e CVE-2023-25815
® (CVE-2023-27535

e CVE-2023-29007

1.4. LOGGING 5.6.7

2D ) —RIZIE. OpenShift Logging Bug Fix Release 5.6.7 & FhTWE T,

1.4.1. NJIBIE

o ZOEH&LYAENL LokiStack ¥ — "I x4 X1 —H—DT7 /A% BERE T IC namespace
DINMEZRLTWE Lz, SEIOEFHICE Y, LokiStack Y=~z (F/NN—=Xv a3V
EINRIVMEDY VTR MIBERTZLDI1IC2Y, BEERLE L, (LOG-3728)

o THNEHIVAINL XvE—IJIIYMI LRIV THEEFNTWVWSBIFA, Fluentd TIXA T A v
—IDtime 7 1 —J)L RHDT 7 #JL b T structured.time & L TR INFEFHATLE, TOD
BEHICL Y, HALETHR—-—MINTWBRIFEAIK, BRI h/icos/Ayte—TIC
structured.time 7 1« —JL RAAEFEFN B LD ICRY FT, (LOG-4090)

o ZODEFHLYHINE, LokiStack)L— FFREHNRET, /T —DEFTHENIOWEZBALZEY
ALT7IMDRELTWE L, SOOFEHT. LokiStack global & & U per-tenant
queryTimeout DFZEICLIYIL— RS A LT NORENFELZIT. BBIFARL F L1,
(LOG-4130)

o ZHEFIVANL ZO—NNILEIRTIXALS TV MIRICH L TEINEEZINTWS

1


https://access.redhat.com/security/cve/CVE-2022-42703
https://access.redhat.com/security/cve/CVE-2022-42720
https://access.redhat.com/security/cve/CVE-2022-42721
https://access.redhat.com/security/cve/CVE-2022-42722
https://access.redhat.com/security/cve/CVE-2022-43750
https://access.redhat.com/security/cve/CVE-2022-47929
https://access.redhat.com/security/cve/CVE-2023-0394
https://access.redhat.com/security/cve/CVE-2023-0461
https://access.redhat.com/security/cve/CVE-2023-1195
https://access.redhat.com/security/cve/CVE-2023-1582
https://access.redhat.com/security/cve/CVE-2023-2491
https://access.redhat.com/security/cve/CVE-2023-22490
https://access.redhat.com/security/cve/CVE-2023-23454
https://access.redhat.com/security/cve/CVE-2023-23946
https://access.redhat.com/security/cve/CVE-2023-25652
https://access.redhat.com/security/cve/CVE-2023-25815
https://access.redhat.com/security/cve/CVE-2023-27535
https://access.redhat.com/security/cve/CVE-2023-29007
https://access.redhat.com/errata/RHBA-2023:3493
https://issues.redhat.com/browse/LOG-3728
https://issues.redhat.com/browse/LOG-4090
https://issues.redhat.com/browse/LOG-4130
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LokiStack CRIC& Y., LokiOperator 7 w2 a L TWE L7k, SEIOEHICL Y.
Operator &7+ MHIRDHHEFZFE I N7z LokiStack CR ZLIBTX 2 LD ICAY ., BEHIME
RINZE L7, (LOG-4199)

ZOBEFELYANE, Web T 0 H—ICRFINTVBHUEION—Y 3 vDFvvadhik
7 71 IILHREAT. OpenShift Container Platform Web 3> Y —JLIE7 v 75 L — RRICT
S—EERLFE L, SEDBEHICLY., ThEDT7MILIEFryaIhnadiRyY, BE
ARSI N E L7z, (LOG-4099)

ZOEHFMNITONBAEIE. Vector T 74 MDD Loki 4 Y AY V RICERET % & ZICEFAET
S—HERLTWE LR, ZOEHRICEY., Vector 2FELTOJAITS5—7% L T Loki IC#5%
TEXZEIITRYFE L, (LOG-4184)

ZOEHF L YAEIIE. tls.insecureSkipVerify & 7> 3 > H true ICEREI N TWBIHEIC,
Cluster Logging Operator API IZI&>— 2 L v ML YIRBINZARENIVETLE, SOD
BHICL Y., ZD LD RIFETE Cluster Logging Operator APl &> — 2 L v MZEERAZE DR
HERDRLARY F L7, RDEED Operator D CRICEMINZE L7,

tls.verify_certificate = false
tls.verify_hostname = false

(LOG-4146)

1.4.2. CVE

12

CVE-2021-26341

CVE-2021-33655

CVE-2021-33656

CVE-2022-1462

CVE-2022-1679

CVE-2022-1789

CVE-2022-2196

CVE-2022-2663

CVE-2022-3028

CVE-2022-3239

CVE-2022-3522

CVE-2022-3524

CVE-2022-3564

CVE-2022-3566

CVE-2022-3567

CVE-2022-3619


https://issues.redhat.com/browse/LOG-4199
https://issues.redhat.com/browse/LOG-4099
https://issues.redhat.com/browse/LOG-4184
https://issues.redhat.com/browse/LOG-4146
https://access.redhat.com/security/cve/CVE-2021-26341
https://access.redhat.com/security/cve/CVE-2021-33655
https://access.redhat.com/security/cve/CVE-2021-33656
https://access.redhat.com/security/cve/CVE-2022-1462
https://access.redhat.com/security/cve/CVE-2022-1679
https://access.redhat.com/security/cve/CVE-2022-1789
https://access.redhat.com/security/cve/CVE-2022-2196
https://access.redhat.com/security/cve/CVE-2022-2663
https://access.redhat.com/security/cve/CVE-2022-3028
https://access.redhat.com/security/cve/CVE-2022-3239
https://access.redhat.com/security/cve/CVE-2022-3522
https://access.redhat.com/security/cve/CVE-2022-3524
https://access.redhat.com/security/cve/CVE-2022-3564
https://access.redhat.com/security/cve/CVE-2022-3566
https://access.redhat.com/security/cve/CVE-2022-3567
https://access.redhat.com/security/cve/CVE-2022-3619

CVE-2022-3623

CVE-2022-3625

CVE-2022-3627

CVE-2022-3628

CVE-2022-3707

CVE-2022-3970

CVE-2022-4129

CVE-2022-20141

CVE-2022-25147

CVE-2022-25265

CVE-2022-30594

CVE-2022-36227

CVE-2022-39188

CVE-2022-39189

CVE-2022-41218

CVE-2022-41674

CVE-2022-42703

CVE-2022-42720

CVE-2022-42721

CVE-2022-42722

CVE-2022-43750

CVE-2022-47929

CVE-2023-0394

CVE-2023-0461

CVE-2023-1195

CVE-2023-1582

CVE-2023-2491

CVE-2023-22490

CVE-2023-23454
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https://access.redhat.com/security/cve/CVE-2022-3623
https://access.redhat.com/security/cve/CVE-2022-3625
https://access.redhat.com/security/cve/CVE-2022-3627
https://access.redhat.com/security/cve/CVE-2022-3628
https://access.redhat.com/security/cve/CVE-2022-3707
https://access.redhat.com/security/cve/CVE-2022-3970
https://access.redhat.com/security/cve/CVE-2022-4129
https://access.redhat.com/security/cve/CVE-2022-20141
https://access.redhat.com/security/cve/CVE-2022-25147
https://access.redhat.com/security/cve/CVE-2022-25265
https://access.redhat.com/security/cve/CVE-2022-30594
https://access.redhat.com/security/cve/CVE-2022-36227
https://access.redhat.com/security/cve/CVE-2022-39188
https://access.redhat.com/security/cve/CVE-2022-39189
https://access.redhat.com/security/cve/CVE-2022-41218
https://access.redhat.com/security/cve/CVE-2022-41674
https://access.redhat.com/security/cve/CVE-2022-42703
https://access.redhat.com/security/cve/CVE-2022-42720
https://access.redhat.com/security/cve/CVE-2022-42721
https://access.redhat.com/security/cve/CVE-2022-42722
https://access.redhat.com/security/cve/CVE-2022-43750
https://access.redhat.com/security/cve/CVE-2022-47929
https://access.redhat.com/security/cve/CVE-2023-0394
https://access.redhat.com/security/cve/CVE-2023-0461
https://access.redhat.com/security/cve/CVE-2023-1195
https://access.redhat.com/security/cve/CVE-2023-1582
https://access.redhat.com/security/cve/CVE-2023-2491
https://access.redhat.com/security/cve/CVE-2023-22490
https://access.redhat.com/security/cve/CVE-2023-23454
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CVE-2023-23946

CVE-2023-25652

CVE-2023-25815

CVE-2023-27535

CVE-2023-29007

1.5. LOGGING 5.6.6

2D ) —RIZlE. OpenShift Logging Bug Fix Release 5.6.6 AAE2EFNTWE T,

1.5.1. N TIELE

14

ZDBEHFMTHONZETIE, A O—RFADF—II—HT % Kaftka HAME Y VICEZIAT &
9 I ClusterLogForwarder 29 L)Y —RA%BET D E. TZ—ICLYAvE—YDR
Oy 7HhREELTWE LA, SEDEFEHTIL, Fluentd DNy 7 7 —ZDENCT VY —R37
52 & TERENMERLE L, (LOG-3458)

CDEHFRHITHNZ FETIE. inode "BFIAIN, BIL inode 2 D2EHOTY N —2FE
I BIGEIC. Fluentd T4 v FORERTARELTCWE LA, TOEHICELY., Fluentd fi
BE774IVHRDOY 4y FHRIAICKRT T 5BEMERLF L, (LOG-3629)

ZOEHFMNITHON D E TIE. Fluentd IT& % JavaScript 7 54 7~ M DEFITHIADRE K
BL, HRELTHADPERITE LTHAINRTVWE L, SEIOEHRICLY. HIAN11TT
HAINB LD ICARY, BEIMERINE L, (LOG-3761)

ZDEH M THN 2 L TIE. Red Hat Openshift Logging Operator /A— 3 > 4.6 h /38—
VIaVE6ADEET Y TUL—ROFATINTW o, #MELORBEIRELTVEL
feo TOEIICEY, PYTIL—RIE22DNR—=Y a3V HURATHIUENHY., BB R
Xhz Lk, (LOG-3837)

ZOEHFMNITHOND E TIL, Splunk £71E Google Logging HAAD XA M) w 7 IERRIh FH
ATL, ZOEHFHTIE HTTPIZIV RRA Y MDX N v I %EET ST & CRIBEIRS
nE L7, (LOG-3932)

ZOEHFMNITHN S E TIL, ClusterLogForwarder 124 L)Y —ZAHHIRINTH, IL Y
¥ —Pod IFEFTINEFETLE, COFEFHICLY, OFGEEABMICA > TULWAWES, O
L4 4 —Pod dEFINAAY T, (LOG-4030)

ZOEHFMNITHN S E TIEL. OpenShift Container PlatformWeb I~ Y —)LTOJDE R N
L%y LTRSSy LTHRBEEEZBIRTIFEFHATLE, SO0FEHICLY. 2
Jw e RSy VA FERLCRBERAEZEREIGRIRTESLDICRY FE L, (LOG-4101)

CDEFHDPITHNZETIE, BERT7 74D Fluentd /Ny ¥ 2 {EIEOT 7 7 A ILAD/IRRA % F
ALTERINTWELRS, O/O0—F—Ya VEIC—ETIERAuWAy Y arERINFL
co SEIQOEFICLY, BERT7 74 ILD/NY ¥ 2{ED inode BSTERIND LD ICRY,
BRI NE L, (LOG-3633)

Z OEHEIIE. OpenShift Container Platform Web 3> —JL C Show Resources ') > 7 % %
VI LTEMOMREHY FEATLRL, TOEHTIE, OJITV M) —T&ICYY—RD
RAZPYVEZD VY —RADRTR) VI DBEZEBET S & T, COBEIMFRINEL
f=o (LOG-4T18)


https://access.redhat.com/security/cve/CVE-2023-23946
https://access.redhat.com/security/cve/CVE-2023-25652
https://access.redhat.com/security/cve/CVE-2023-25815
https://access.redhat.com/security/cve/CVE-2023-27535
https://access.redhat.com/security/cve/CVE-2023-29007
https://access.redhat.com/errata/RHBA-2023:3194
https://issues.redhat.com/browse/LOG-3458
https://issues.redhat.com/browse/LOG-3629
https://issues.redhat.com/browse/LOG-3761
https://issues.redhat.com/browse/LOG-3837
https://issues.redhat.com/browse/LOG-3932
https://issues.redhat.com/browse/LOG-4030
https://issues.redhat.com/browse/LOG-4101
https://issues.redhat.com/browse/LOG-3633
https://issues.redhat.com/browse/LOG-4118
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1.5.2. CVE

CVE-2023-21930

CVE-2023-21937

CVE-2023-21938

CVE-2023-21939

CVE-2023-21954

CVE-2023-21967

CVE-2023-21968

CVE-2023-28617

1.6. LOGGING 5.6.8

2D 1)=&, OpenShift Logging /N JEIEY) ') — 2568 AEFEFNTVWET,

1.6.1. NTIBIE

ZOFEHFEIIE. AD—BFRILED ClusterLogForwarder HIC | XEISFEF N BHE L.
vector ALV —DFHETKTLTWE L, SEAOEHFHTIE. — BNV E5HFTH
H ALV —HPOVERBESLVCRETESZLIICTEZIETHREIRRINE L,
(LOG-4091)

Z OEHEIIE. OpenShift Container Platform Web 3>V —JLATO Y %X 5R$ %I more

dataavailable 7 7> a>v %2 U v o4 3&, #IEI7 Yy JBHICDA, LYUEZ< OOV b

)—AO0—RINZF Lk, SEAOEHFTIE. 7V v I T&IILHICELDIY M) —DFRAA
FNzLSICAYE LK, (OU-187)

Z OEHEIIE. OpenShift Container Platform Web OV —JILATO Y 2 XRRT BHRIC
streaming 47 7> 3 v%E 7Yy o $3E. REOOJIFRRINT, streaminglogs X v z—
VOINMRRINE L, SEDEHICLY., XvE—IJEOFAMN)—LDOEANELLCEK
RENBEDICHY FE L, (OU-189)

COEHAEIE. REDEEIFE LI WHIAT Loki Operator N5 —% Yty FLTWE
L7z SEOBHFHICLY, REIS—HDEAINZETIS—HIEHTIELIICAY F LK,
(LOG-4158)

ZDEHANE. 8,000 Zi#BA % namespace ZHD Y T X4 —DizE. namespace D) X M A
http.max_header_size 8 €& Y £ KX {72 %728 Elasticsearch B/ T —%#IEEFLTWE L
foo SEIDEHFTIE. ANvF—H A XDF 7 4L MENBIZ EIFSh, BEIERINEL
feo (LOG-4278)

1.6.2. CVE

e CVE-2020-24736

e CVE-2022-48281

e CVE-2023-1667
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https://access.redhat.com/security/cve/CVE-2023-21930
https://access.redhat.com/security/cve/CVE-2023-21937
https://access.redhat.com/security/cve/CVE-2023-21938
https://access.redhat.com/security/cve/CVE-2023-21939
https://access.redhat.com/security/cve/CVE-2023-21954
https://access.redhat.com/security/cve/CVE-2023-21967
https://access.redhat.com/security/cve/CVE-2023-21968
https://access.redhat.com/security/cve/CVE-2023-28617
https://access.redhat.com/errata/RHBA-2023:3996
https://issues.redhat.com/browse/LOG-4091
https://issues.redhat.com/browse/OU-187
https://issues.redhat.com/browse/OU-189
https://issues.redhat.com/browse/LOG-4158
https://issues.redhat.com/browse/LOG-4278
https://access.redhat.com/security/cve/CVE-2020-24736
https://access.redhat.com/security/cve/CVE-2022-48281
https://access.redhat.com/security/cve/CVE-2023-1667
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CVE-2023-2283

CVE-2023-24329

CVE-2023-26604

CVE-2023-28466

1.7. LOGGING 5.6.5

ZDY ) —RIZIE. OpenShift Logging Bug Fix Release 5.6.5 & FhTWE T,

1.7.1. NTIEIE

ZDEHAEIE. TV L — MNEZITL Y Elasticsearch B —ED S X)L & namespace_label DA
VTYIREERTES, T—YDOMYRAATRHEIFEELTWE L, TOEHRTIE, IAN
IWADRY NERTZYy Y adMEBEICLYBIHASh, BUARYAHDMRIESI N, BEHLI'M
RHICERINE T, (LOG-3419)

ZDEH L YEIL. OpenShift Web I Y —ILDA T R—I B LokiStack ~DIFEMEICKBL /=
ma., — BRI —XAytE—INKRIN, BMOIVTFAMNP NS TV a—FTa 07
DRTBIFRHBINFFATLE, TOFHMICLY, T5—AvE—IMEEIh, LYEHEKH
REME NS TV a—T1 Y IORBRENEEND LD ICAY LT, (LOG-3750)

COEFLYFNE, FESEREIAIRIIINTWEAN /D, hRY LBNESEEAZERT 3
EIT—HDRERELTVWELE, COEHMICLY., FEABAIRIEINE LD ICRY, 2—H—
NEMBEREZBIRTEELDICRY F LA, BULAKEERAFRAMNBRINZGEIE. 21—
H—ILIS— X v tE—INRRINET, (LOG-3583)

COEHAIZ. Loki TOVAHRET 2L, RORINESNROXFEBATLWALTE, LD
BEYVIT)—IFRBLTWE LR, TOEHICLY., 7T —EKBSRNILY Y Fv—h&xElk
Ih, BEIFERINE LA, (LOG-3480)

ZDEH M THNBHE0E. Loki Operator l&, TZAR—KMNIPDAYN—) XA NAERAT 25
BIC, TRTOAVR—RV N ERDIFZDITHDRAVN—) AN REEERTETEHAT
L7z SEIOBHFHICLY ., ERMINLEREICT KNS XX ncR— M BERICEEZFND LD
WY, IRTOIAVR—RXV MEEBICRERETESLDICRY F L, (LOG-4008)

1.7.2. CVE

CVE-2022-4269

CVE-2022-4378

CVE-2023-0266

CVE-2023-0361

CVE-2023-0386

CVE-2023-27539

CVE-2023-28120

1.8. LOGGING 5.6.4
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https://access.redhat.com/security/cve/CVE-2023-2283
https://access.redhat.com/security/cve/CVE-2023-24329
https://access.redhat.com/security/cve/CVE-2023-26604
https://access.redhat.com/security/cve/CVE-2023-28466
https://access.redhat.com/errata/RHSA-2023:1953
https://issues.redhat.com/browse/LOG-3419
https://issues.redhat.com/browse/LOG-3750
https://issues.redhat.com/browse/LOG-3583
https://issues.redhat.com/browse/LOG-3480
https://issues.redhat.com/browse/LOG-4008
https://access.redhat.com/security/cve/CVE-2022-4269
https://access.redhat.com/security/cve/CVE-2022-4378
https://access.redhat.com/security/cve/CVE-2023-0266
https://access.redhat.com/security/cve/CVE-2023-0361
https://access.redhat.com/security/cve/CVE-2023-0386
https://access.redhat.com/security/cve/CVE-2023-27539
https://access.redhat.com/security/cve/CVE-2023-28120

8B1E LOGGING DY ) —R /— b

2D ) —RITIE, OpenShift Logging Bug Fix Release 5.6.4 &N TWE T,

1.8.1. N TELE

o ZDEHDAENIE., LokiStack ’OF R M7 ELTTFITOA4INALEZIC, LokiPod ICL>THE
REINOTDIRE XN, LokiStack ICEEFEINTWE Lz, SEIDEFHICEY., Lokillk
TERINOTIFNENSBRAIh, FREINRCRY FT, (LOG-3280)

o ZODOEHODHIL, OpenShift Web AV Y —ILOAITR—I DI T —ITFT489—HEDHE
&, ROy FH DA Za—ILEBNAANINEFEATLE, SEDEHICLY., ZO/ T —
EERFTLEDIETDE, I5—AvE—IDRRIN, ROV TII A1 —DHFESY
ICADIND LD ICRY F L, (LOG-3454)

o ZDEHDHIIL, tls.insecureSkipVerify = 7> 3 V¥ true ICEREINTWSIHEIE. Cluster
Logging Operator B2 o 7258 EAEMK L TWE L7z, TDHER. Operator |LEERAE DIREE %
2FxyTLEDETBE, T—4 % Elasticsearch ITEETETEFHATLRL, SEDEHFHICE
Y. tls.insecureSkipVerify H* HIC7% > TW3IHFAETH. Cluster Logging Operator I&1E L
WTLSEREZEKRLE T, TORBR, APAZTOMIMEERF Yy TLLO>ELTHE, T—9%
Elasticsearch ICIEEICEETE X, (LOG-3475)

o ZDEHODAEINE., BEINIBTNEMICR>TWVWT, Xy E—YMNERDELICEEIN
AL, ThbET4—7aE—ShFHATLE, ThIZLY, BEEINAAYyE—Y
ZEO—HMOZEOTP’ERINILES, 20O JIEERINFIEATLE, SO0OFE
FiTL Y., JSONBFTDFICA Y E—2%T 4 —TIAE—F 2L ICEREERDPEREINE L
oo TORER., EBDOBEICEEINIIZGETE, IRTOREA Y E—VICEELLA Yy E—
IREEFNBELDICAY F L, (LOG-3640)

o ZDEHDHEIE. collection 7 41 —JL RIZ {} AEFNTWSB &, Operator Y 5 v a9 50
BEMELNHYE LI, SEDOEHICELY. Operator I DEEFEIBT DL DICRY, ARL—%
EHMT S ERKRAL—XICEITLIITZ I ENTEXY, (LOG-3733)

o ZDEHDAEIIL, LokiStack DF— kD T4 IV KR—X > kD nodeSelector Bl ITNRLH Y
FEHEATLR, SEOEFHICELY. nodeSelector BHENHIFE S Y ICHEET 2L D ICARY FL
fco (LOG-3783)

o ZDEHDEN, EHIA LokiStack X Y /N—Y X MDFRERF. TFZARX—NPRY RNT—UD
HEELTWE L, ZDHER. OpenShift Container Platform ¥ 5 X4 — Pod v b7 —
OPRT) v IPHETEREINTWSIHBS. LokiStackPod BV v ¥ al—FLET, &
EDEHICE Y., LokiStack BEEEIZ, A VN—) XA MDEREICPodry NT7—V%ERT 3
AT avEMATESLLIICRYE LA, ThiZLY., BEIFERIN., OpenShift
Container Platform 2 2 24 —Pod *v hT7—2U DT Y v 7 IPEBETHREINTVWRIHEES
IC. LokiStackPod 7 S5 v ¥ a)l—TREICARZDEBS I ENTEE T, (LOG-3814)

o ZDEFDAEIE. tls.insecureSkipVerify 7 1+ —JL KA true ICERE I N TWBIFE. Cluster
Logging Operator IdBE >R EEER L TWE L, TORR, SIAZORIEERFv 7L
&2 &9 %<&, Operator I Elasticsearch ICT—4 X TCEFHATLRE, SEIOEHICEL
Y. tls.insecureSkipVerify B"B3ICAR > TWBIHBETH. Operator I&1E L W TLS B2 E & £ /X
LEd. TORBR., AAZEOMIMEERAF Yy TLLDELTH, T—4 % Elasticsearch ICIEEIC
EETEET, (LOG-3838)

o ZDEFHDHEIIC, Elasticsearch Operator % fff 9°IC Cluster Logging Operator (CLO) A4
YA M—=JLENTIHE. CLOPod & Elasticsearch DHIFRICEIET 2 TS — X v 2— U & ki
BICRRLTWE L, SEOEHICELY, CLORIZ—AvtE—Y%RRT DENEMD
Frv I aEETTDLDICARY F L, TOFER. Elasticsearch Operator B EF1E L AW GE
l&. Elasticsearch DHIFRICEAET 2T — X v E—YDNRRIINARCRY F LA, (LOG-
3763)
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1.8.2. CVE

e CVE-2022-4304
e CVE-2022-4450
e CVE-2023-0215
e CVE-2023-0286
e CVE-2023-0767

e CVE-2023-23916

1.9. LOGGING 5.6.3

2D ) —RIZIE. OpenShift Logging Bug Fix Release 5.6.3 A& FhTWE T,

1.9.1. NJELE
o SEIOEFHODAEIL, Operator ET—~D A TFY MDY —2 L v MEHR% config map IR
FELTWE LA, SEIOFEHICLY. Operator I DIEHRE>—V L vy MIRELET,
(LOG-3717)
o SEOEH DAL, Fluentd 3L 7 4 —I(3 /var/log/auth-server/audit.log ICRIFI N TW3S

OQAuthOFA VAR N ax v TFv—LFEATLZ, SEDEHRICELY., Fluentd I&, &
NOEDOAUth AT A VARV MNEF v TFr—L, BEEERLE L, (LOG-3729)

1.9.2. CVE

e CVE-2020-10735
® CVE-2021-28861
e CVE-2022-2873
o CVE-2022-4415
e CVE-2022-40897
o CVE-2022-41222
o (CVE-2022-43945
e CVE-2022-45061

e (CVE-2022-48303

1.10. LOGGING 5.6.2

ZM') Y —RITIE, OpenShift Logging /N JIEIEY) ) —2 562 AEFEFNZET,

1.10.1. N JHEIE
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https://access.redhat.com/security/cve/CVE-2022-45061
https://access.redhat.com/security/cve/CVE-2022-48303
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1.10.2.

8B1E LOGGING DY ) —R /— b

COREFDREIE, AL I —dsystemd AT DEBFLEICED N Tlevel 7 1 —JU R%Z1E L 5%
ELFEATLE, SOOFEHICELY., level 714 —ILRAELCEREINDLDICARYEL
fco (LOG-3429)

SEIDEHFLLFIIE. Operator I& OpenShift Container Platform 4.12 LB CTI R M DEL
BMoTERLTWE LA, SEIOEFICEL Y. Operator M OpenShift Container Platform D&x
AN—=T 3 VENMEEI N, BENIRRINE L, (LOG-3584)

SEOEHLARIE, default DHF1{ET ClusterLogForwarder 1 2% L) Y — X (CR) ZERX
L. I5—ZE&MLEEATLEL, SODOEHICELY. ZOEIETICERINDEWVWD T
T—DEENPRIINDLDICARY X LA, (LOG-3437)

ZDEFH DA, ClusterLogForwarder 124 L) Y —2Z (CR) IC1 DD HAA default & L
TREINERDONA T4 U HZHE. AL I Y —Pod idBEEBILTWE L, SED
BH T, EAREOOT Y I HMEESIh, BEIMERINE L, (LOG-3559)

COEFORIE, TL YUY — Pod RIEBEICBREBIIATWE L, SEDEHICLY,. 77
O4 XhalL o9 —rEBNICERE LA AY E Lk, (LOG-3608)

SEIDOEFHLANE, Ry F )Y =AM H45OTH5LURID/N— 3 7D Operator ZHlIfR L TL
Flr, ThICEY, WA=V aVEA VYA MN—ITEEFHATLL, SEDOEHICLY,
NV RIEREIEEIN, ALIAFT—N"=23VOLUio) ) —ZXAA4OTICBEEED
i Y E L, (LOG-3635)

CVE

CVE-2022-23521
CVE-2022-40303
CVE-2022-40304
CVE-2022-41903
CVE-2022-47629
CVE-2023-21835

CVE-2023-21843

1.11. LOGGING 5.6.1

ZM') Y —2RITIE, OpenShift Logging /NJIEIE) ) —2 561 NEENE T,

(RINFPASZX >

CDEHORENE, REINEDRIBE. VNI —F, V) —TEDBEEICL D TLSSEAE
IS—%BELTWE LA, SEAOEHICLY, AR89 —0T ) —THHTTPEHET
BOoTBETRZ &M< ARY FE L, (LOG-3494)

ZDOEHFDHEIIL, Loki Operator I& LokiStack CR D AT —4% ZADFREEZBHITLARVWED, R
T—YRABHRAELL A>TWE L, SOIDEFHICEY. Operator IEFEERFICA T — 4 RIFH
DEHFHEHBRATTHLDICARY L, (LOG-3496)

ZOEHFOHEIIL, kube-apiserver-operator Operator ' Webhook D&Mt AR L7 & X

IC. Loki Operator Webhook #H—/N—HATLS TS5 —%3|EI L TWE Lz, SEDOEHICL
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). Loki Operator Webhook PKI (& Operator Lifecycle Manager (OLM) IC& > TEEINS &£
DICRY, BENIERINZE LA, (LOG-3510)

COFEHFOHIL, T—ILXEHEAEDLETIRNILT 1LY —%FHLLIHE. LokiStack 7' —
RITASRIVIV T 4—H—IEWAL LogQL VT — DB TS —%EMLTWE L,
SEIDEHFICE Y. LokiStack LogQL DREA T —ILREFALEZINILT 4Ly —%&HKR—
REBELDICARY, MEMERINE Lz, (LOG-3441), (LOG-3397)

CDEHFDRENE, EHOINILF—ICAUCEBEHLHY, —HDF—IZRKY MHAEFNITWS
&, Elasticsearch ICEZAFN/AZLIA—RTEEAFEELTWELAL, SEHOEHICLIY. 5
NLF—D Ry NATFYF—RAFICEBE]A SN, FEMBRINE Lk, (LOG-3463)

ZDEH DAL, OpenShift Container Platform 3> Y —JL & logging-view-plugin D& H #:
MEA R W=, Red Hat OpenShift Logging Operator (& OpenShift Container Platform 4.10
VSR —TCHATETEEATLE, SEOEHICLY. T34 ~Id OpenShift Container
Platform 410 IOV YV —ILEBEUICHEIND L D I Y £ L7, (LOG-3447)

ZOEHDFEIL, ClusterLogForwarder h X% L)Y —ZDRET, 74 NOTRAMNT7 %
BRTZNRNATSAVDBETRT—IADEB>THREINTWE L, SHOFEHICLY., /8
AT54A P BEUNRIEIND LD ITHRY £ L7 (LOG-3477),

1.11.2. CVE

CVE-2021-46848

CVE-2022-3821

CVE-2022-35737

CVE-2022-42010

CVE-2022-420T1

CVE-2022-42012

CVE-2022-42898

CVE-2022-43680

CVE-2021-35065

CVE-2022-46175

112. LOGGING 5.6

2D ) —RIZIE. OpenShift Logging Release 5.6 A& FEFNTWVWE T,

112.1. FEHEEEDBER

Logging 5.6 Tl&. Fluentd A JEHEEEE 2, 5D ) —XATHIBRINZFETY, RedHat &, &

DA

1]

EICR LTIRIEDY ) —R 54 7Y A4 VIFRIINTEBEE Y R— N ERELETH. HLREEDIR

HIFRL<, TOBEITSEEIBRINEFETY, Fluentd DRXH Y IC, Vector ZFRATEET,

1.12.2. #gEig1b
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8B1E LOGGING DY ) —R /— b

SEIDEHFHICE Y. Logging l& OpenShift Container Platform @ 7 5 24 —2{&DEES{LR Y
I ERLFET, (LOG-895)

SEQEHICELY., LokiStack BRI LYY —R&EFALT, FFY hTE. AMNY—LT
E.BLTTO—NURY—DREFRY V—%2BEEIBICEETESLDICRYET,
(LOG-2695)

SEIDBEHFHICEY. Splunk "OTEREDHAA > avE LTHETESZLIICRYET,
(LOG-2913)

SEOEHFICLY. 774 AL I F—H Fluentd H 5 Vector IZRY £F, (LOG-2222)

SEIDEHFHICL Y. Developer O—JLIE, OpenShift Container Platform 4.11 LA %A %4T L TW
%7 5249 —® LogConsole Plugin ITEIY HToH5hTWs OV hZTEDT—oO—R
OZIC7oERTEET, (LOG-3388)

SEOEHICLY. FEDOYV—IANSDOOJII, Operator A7 7O4 INTWB YIS RAH—D
—=HAFTH 37 1 —IL K openshift.cluster id B*EFN 2 LD ICAY £F, clusterlD D&
. LFOAY Y RTRATEFTY, (LOG-2715)

I $ oc get clusterversion/version -0 jsonpath="{.spec.clusterID}{"\n"}'

1.12.3. BE51 D&

CDEFH DAL, BEDINILF—ICEUCEEFELHY. —OF—IC.AEFENTVWSEE,
Elasticsearch OV %#EBT B EDHY FE Lk, ThiE. SRNIVLF—ICEFNS . % _ILE
XX 5T & T, Elasticsearch DFIRAEEL X, CORBEDEEEKE LT, T5—DRA
ERD>TWVWB IR EHIERT 2D, namespace & FNJLITEBIIL £9, (LOG-3463)

1.12.4. NJIEIE

SEOIDEF ORI, Kibana hR Y L)Y —RA%HBIKR L7HBE. OpenShift Container Platform
Web OV —JLIEB|E#EE Kibana~ND ) v 7 ZRAILTWE L, SEOIDOEFH T, Kibana 77
2 L)Y —R%EHIRT B E, ZTDY VIV BHEIRINE T, (LOG-2993)

COBEHOFNL, I—F—IEZT7 V2 AMEEFED namespace D7 FYr—> a3V OJ % RRTE
FHATLE, SEIOEHICELY. LokiOperator (7 ZR¥—0O—J)LEY F R —0O—)L/NA
VT4 VT EBEMICERL., - DT r—rarolEmEsBRNDLDICLET,
(LOG-3072)

COBEHFOFIC, LokiStack T 74 bDATRA ML —Y & LTHERT %354E. Operator I
ClusterLogForwarder H X% L)V — A TCEHINIC AR Y LENZHIRLFZ L, SEOE
#riZ & Y. Operator I& ClusterLogForwarder H 24 L) Y — X DUEBBFICH R Y LB D% T
TJAILRHAET—YLET, (LOG-3090)

CDEHFDAENC, CAF—IECA%Z Loki YTV NTBLHDDRY) 2 —LZKELTERINT
W7z, CAF—ICIEERDOXFE (Ry MRE)HPEFNATVWEREI S —RENRELTVE
L7c, SEIOEHICELY ., R 2 —LENAIBLFINIERELIN, BEIMERINE L

(LOG-3331)

ZDEFOHEIE, LokiStack hRY LYY —AEERNTEREINZT 74V MEARET, 1D
ReplicationFactor % L T LokiStack 1 Y X9 VY R EERTEFEA T LR, SEDEHICL
Y. Operator IIERAIND A XDERDEZHRET 5L DICRYET, (LOG-3296)

ZDEF DAL, Vector i&, JSON BFTHNBEMICR > TWBIFEIC, structuredTypeKey 7=
I structuredTypeName DEELE EHFETICA v E—Y 74 —ILREBITFLTWE L, SED

21
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BHICL Y, #iE{bO V% Elasticsearch ICE ZIAT & X (2, structuredTypeKey & 7z &
structuredTypeName O W F N MNMENIBEICARY F L, (LOG-3195)

ZDOEHFDHEIIL, Elasticsearch Operator DY —2 Ly MEKIAVR—F Y MHARE—I L v
FNaBILEBELTWE L, SEIOEHICLY., BIFEOY—7 Ly MAAETICAEIND LD
kY F L7z, (LOG-3161)

CDEHFDAEIIE. Elasticsearch F7 & Kibana T 7OA XY NDRATF—F ADNEEINTWS
BIC. Operator ML V4 —T—FEVt Yy NOBIREBERDIL—TICABABEENHY F L
7= SEIDEHFTIE. Operator DAT—4 ZMEAEEI N, BBEIMERINE LK, (LOG-
3157)

ZDEFOHEIE, Kibana D OAuth cookie DEXNHEARIE 24h ICEE I N T W/

&. accessTokenlnactivityTimeout 7 1 —JL K#' 24h KiEDEICFREINTLWS &, Kibana
TA0I T —DEELTWE L, SEDEFHICE Y. Kibana D OAuth cookie DERIHEARRA
accessTokenlnactivityTimeout ICEHIXI 1, 77 #JU MEBIX 24h IZ72Y 9, (LOG-3129)

COBEHFOEIL, )Y —RA%EHET 570D Operator D—MA/NRY—> & LT, BIGFELIE
B amADRIERERATWE L, TDEH, EHREIC—ED HTTP 409 L ZR Y ZAH
FELTWE L, SEDOEHICELY. Operator FRMICA TV Y NOEBERA. 7
VIV MHPRELTCVWENMEEINTUVWARWEEICORMERELIEEHFITELIICRYET,
(LOG-2919)

CDEFDAEIE, Fluentd D .level 7 1 —JL K & structureldevel 7 4 —JL RICERZENEX
haZerhbYF L, SEDEHICLY., 714 —ILFOEHIELICARY FT, (LOG-2819)

Z DEFDETIE, Operator I HEFBI NI CANY RILDERERFLT. NV RILHIEHFIN
BIC2EB@AL 29 —F7OA4 AV M EERTLTVWE L, SEIOFEHICEL Y. Operator
. AL IS —FTTO4 AV NaimiTd BR0IC. NV RADEARENLNE D D EFERT S
DIV LRI LAY ET, (LOG-2789)

COEFHOAENE. X M) I REERT D E X Telemetry AV B 2BRTIINTVEL
oo SEIDOEHFICELY., Telemetry AJIBHRMNMBEES Y ICKRIINZE T, (LOG-2315)

ZOEF ORI, JSON BT DEMAEBRIC L=, Fluentd Pod OV ICEE X v £—I 1S
FhTWE Lk, SOADEHTICLY., TOEBEA Y E—YVEFRRIINAIAY F L,
(LOG-1806)

CDEHFOENE, FrvPamEILRTEIODIEZIAHEREZF DT +ILY —% oc B’ E
&9 57, mustgather 27 ) 7 MNEZT LEEATLE, SEDOEHICLY., ocld7 # L
F—~DEZIAHERZFS. must-gather 27 ) T hAEHEICTETI2ELIICRY T,
(LOG-3446)

COEHODFINE, OJIALIVH—SCCHAIFRY—LEDMHDSCCICE>TRbLLN, aL Y
Y—IMERATERLKRSAEELNHY F L, SEOEHICLY., OFIL V45— SCC DEKE
ENEEIN, BDSCCLYEBEIND L DICARY F L, (LOG-3235)

ZOEHFDHEIIL, Vector IC sequence 7 1 —J)L KA, +/ WEBEMOBEDREIIRNT S
FHEE LT fluentd ICEBMINTWE L, SEIOEHICE Y. openshift.sequence 7 1 —JL
KA Ry hOZIEMSNE L, (LOG-3106)

112.5. CVE

22
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https://issues.redhat.com/browse/LOG-3195
https://issues.redhat.com/browse/LOG-3161
https://issues.redhat.com/browse/LOG-3157
https://issues.redhat.com/browse/LOG-3129
https://issues.redhat.com/browse/LOG-2919
https://issues.redhat.com/browse/LOG-2819
https://issues.redhat.com/browse/LOG-2789
https://issues.redhat.com/browse/LOG-2315
https://issues.redhat.com/browse/LOG-1806
https://issues.redhat.com/browse/LOG-3446
https://issues.redhat.com/browse/LOG-3235
https://issues.redhat.com/browse/LOG-3106
https://access.redhat.com/security/cve/CVE-2020-36518
https://access.redhat.com/security/cve/CVE-2021-46848

113. LOGGING 5.5.13

CVE-2022-2879

CVE-2022-2880

CVE-2022-27664

CVE-2022-32190

CVE-2022-35737

CVE-2022-37601

CVE-2022-41715

CVE-2022-42003

CVE-2022-42004

CVE-2022-42010

CVE-2022-420T1

CVE-2022-42012

CVE-2022-42898

CVE-2022-43680

F1ELOGGING DY Y —R/— b

A1) 1) —ZIE. OpenShift Logging /N ZIEIEY 1) —Z 5513 A EhTWET,

113.1. XN JBIE

2 Lo

113.2. CVE

1.14. LOGGING 5.5.11

CVE-2023-1999

CVE-2020-24736

CVE-2022-48281

CVE-2023-1667

CVE-2023-2283

CVE-2023-24329

CVE-2023-26604

CVE-2023-28466
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114.1. /X JHEIE
o ZOEHMNITHN S FE TIL. OpenShift Container PlatformWeb I~ Y —)LTOYDERA N
L%y LTRSSy LTHRHEEZBIRTIFEFHATLE, SO0FEHICLY. ¥
Vw2 ERSY JAFERL CREEREZEEIGBIRTE DL DICAY F L, (LOG-4102)
o Z MEHAEIIE. OpenShift Container Platform Web 3> —JL C Show Resources ') > 7 % ¥
Vw7 LTEMOMREHY FEATLRL, ZOEHTIE, OJITV M) —=T&IYY—RD

RAZPYVEZD VY —RADRTR ) VI DBEZIEET S & T, COBEIMFRINEL
2o (LOG-4117)

114.2. CVE

e CVE-2021-26341
e CVE-2021-33655
® CVE-2021-33656
e (CVE-2022-1462
e CVE-2022-1679
e CVE-2022-1789
e CVE-2022-2196
® CVE-2022-2663
® CVE-2022-2795
e CVE-2022-3028
e CVE-2022-3239
® CVE-2022-3522
e CVE-2022-3524
e CVE-2022-3564
® CVE-2022-3566
e CVE-2022-3567
e CVE-2022-3619
e CVE-2022-3623
e CVE-2022-3625
e CVE-2022-3627

e CVE-2022-3628
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CVE-2022-3970

CVE-2022-4129
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CVE-2022-24765

CVE-2022-25265

CVE-2022-29187

CVE-2022-30594

CVE-2022-36227

CVE-2022-39188

CVE-2022-39189

CVE-2022-39253

CVE-2022-39260

CVE-2022-41218

CVE-2022-41674

CVE-2022-42703

CVE-2022-42720

CVE-2022-42721

CVE-2022-42722

CVE-2022-43750

CVE-2022-47929

CVE-2023-0394

CVE-2023-0461

CVE-2023-1195

CVE-2023-1582

CVE-2023-2491

CVE-2023-23454

CVE-2023-27535
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https://access.redhat.com/security/cve/CVE-2022-43750
https://access.redhat.com/security/cve/CVE-2022-47929
https://access.redhat.com/security/cve/CVE-2023-0394
https://access.redhat.com/security/cve/CVE-2023-0461
https://access.redhat.com/security/cve/CVE-2023-1195
https://access.redhat.com/security/cve/CVE-2023-1582
https://access.redhat.com/security/cve/CVE-2023-2491
https://access.redhat.com/security/cve/CVE-2023-23454
https://access.redhat.com/security/cve/CVE-2023-27535
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SEIDEFLLFIE, OpenShift Web AV Y —ILOOF Y JE21—TS 54 Vid, LokiStack IZ
EETERDSLGRICDA IS —TFAMNERRLTVWE L, TOEFHICLY., 574
VTIRBEYRIS—XAvtE—T &, BETEARL LokiStack DEF L WMEEAENRRIINDS L
IR Y F L, (LOG-2874)

115.2. CVE

CVE-2022-4304

CVE-2022-4450

CVE-2023-0215

CVE-2023-0286

CVE-2023-0361

CVE-2023-23916
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2D ) —RIZIE. OpenShift Logging Bug Fix Release 5.5.9 A& FhTWE T,
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COBEHFOFIL, Fluentd AL 24 —0DRREICL Y. /var/log/auth-server/audit.log IR 1F X
NTW2 0AUthOJA VARV M F+ TFr—INFHATLE, ThIZLY. OAuth —
EXnrsDOTA4 VAR NOPRENFZLICKRY F Lk, SEDEHICELY. Fluentd I L
749 —lx, FREESY. I/varllog/auth-server/audit.log ICIFEFEINTWVWEEDAEE®H. OAuth
B—EANSITRTOOTAI VARV N aF v TFvy—322ET, CORBEMRRTDLD
oY F L, (LOG-3730)

COEFHOENL. BELINLBIAIEDICR>TWVWT, Xy E—IDNEHDRBEICEEIN
AL, ThLEET4—7aE—ShFHATLE, ThIZLY, EEEINAAYyE—Y
EEU—HOZEOTINERINEI LY., FoMoOJIFERINFEATLE, SEIOFE
LY, JSONBBITDREIICA v E—V % T4 —FIAE—F 2 LD ICREERDPEREINFEL
o TORER, BROREICEZEINLIZBETE, IRTOREOQOTIEEIEA Yy E—IDE
FNdLOICAYE LR, (LOG-3767)
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https://access.redhat.com/errata/RHBA-2023:1827
https://issues.redhat.com/browse/LOG-2874
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0361
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https://access.redhat.com/security/cve/CVE-2022-4450
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CVE-2023-0767

CVE-2023-23916

117. LOGGING 5.5.8
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117.1. NJEIE

SOOEHOFENZ. AL IF—Dlevel 714 —ILRZRET B AEICTI—dHokrk

&, priority 7 1 —JL KD systemd O VDM ORZELTWE L, SEDOEHICLIY, Thibd

T4 =L RAELCRESh, FEARRINE L, (LOG-3630)

117.2. CVE

CVE-2020-10735

CVE-2021-28861

CVE-2022-2873

CVE-2022-4415

CVE-2022-24999

CVE-2022-40897

CVE-2022-41222

CVE-2022-41717

CVE-2022-43945

CVE-2022-45061

CVE-2022-48303
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ZM') Y —2RITIE, OpenShift Logging /NJIEIE) ) —Z 557 h"EFNET,
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CDEFHOFNIEL. T—ILREBMAEDLETIRNILT 4 IILY—%FHLLIHBE. LokiStack 7' —
RITASRIVIV T 4—H—hIEWA LogQL VT —DEFT TS —%EMLTWE L,

SEIDEHFICE Y. LokiStack LogQL DREAT—ILREFALEZINILT 4 I)LY —%&HKR—
FEBELDICARY, BEMERINE L, (LOG-3534)

ZOEHFHDFEIL, ClusterLogForwarder 1 X% 1) Y —Z (CR) ' syslog HAID TLS FREETE
% Fluentd ICEI D o e®d, BERICTZI—ARELTVWELEL, SOOFEHICLY.
SREFIEHRA  Fluentd ICIEL K BEIN B LD ICRY, BENMERINE LA, (LOG-3533)
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https://access.redhat.com/security/cve/CVE-2023-0767
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHSA-2023:0930
https://issues.redhat.com/browse/LOG-3630
https://access.redhat.com/security/cve/CVE-2020-10735
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https://access.redhat.com/security/cve/CVE-2022-43945
https://access.redhat.com/security/cve/CVE-2022-45061
https://access.redhat.com/security/cve/CVE-2022-48303
https://access.redhat.com/errata/RHSA-2023:0633
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https://issues.redhat.com/browse/LOG-3533
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CVE-2021-46848CVE-2022-3821CVE-2022-35737CVE-2022-42010CVE-2022-42011CVE-2022-
42012CVE-2022-42898CVE-2022-43680
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COEHFOHIE, PodtzFal)T4+—T7KIvarvaryha—>—nm"3X)L
podSecurityLabelSync = true % openshift-logging namespace IZEEIML TWE L7, Ihil
LY, BEOEFaAV T4 —IRIHLEESIN, ZTOFER, IL V49— Pod Mg L A< 72
YFELE, SEIOFEHFICLY. I podSecurityLabelSync = false A’tzF¥ 2 ) 71 —F X)L
EFRETDIZELOICAYET, AL IY—Pod FBiFEESYICT IO INET, (LOG-3340)

ZOBHOFNE, IVY—IVE1—TS T4 UNI SR —THEMIR > TLWRWEATEH,
Operator (ZAY Y —IVE2—TZ 54 %4 VA M—=ILLTWE L, ThiZLY. Operator
N ZvalFzFllk, SEOEHICLY, /IZRY—OT7AHD Y TAVY—ILELI—DE
MICIR D> TWARWIESE, Operator (FEFEICHEEL, AV —IEa—%Z4A VA =L LA
YZE L7, (LOG-3407)

ZDOBEHFODHEIL, Elasticsearch T 704 XY MDRT—F ABEHFINAWY JL v 3 il
XI5 7D DLFEIDEIEHRET. Red Hat Elasticsearch Operator A*7 7’04 S TWAR
WBRY. Operator B’V Zv>a Ll TWE Lk, SEDEHFHICLY. TOBENTICREI N
&. Operator IFRELLRRBICRYFE L, L. MEINLAT—F RICEET ZLUEID
PEABCRET S LD ICAY L, (LOG-3428)

ZDOBEHFOHEIIL, Loki Operator I&, BIRINZRAH v U4 XITEFKRARL, LokiStack '— b
DIADLT)AEIDEFTIOA LTWE Lz, SEDEHFICELY. BRLAEZY 1 XIS
LTLTYHDEAELLBESNB LS ICAY % L, (LOG-3478)

COEFDAENE. BEHOSRILF—ICEUCEBEHEIHY, —HLOF—ICKy AHEFhTWS
&, Elasticsearch ICEZAFN/AZLI—RTEEAFEELTWE LA, SHOEHICLIY. 5
NILFE—DRY MBATVF—RATICEESHA SN, BEIMERINE L, (LOG-3341)

CODEHDENE, OF a1 —T554 VIZ. OpenShift Container Platform D4 E D /N —
TavERBREDORVEBENrEEFATWELE, SO0OEHT, TSTAVDELW) ) —X
ZAN)—=LICEY, COMEIFBRINET, (LOG-3467)

ZDEH DAL, ClusterLogForwarder h 24 L) Y —RDFFET, 1 DULD/NA TS5V
DIETRAT—FANER>THREIN, AL VF—PodH8-10MT&ICHEELTWE LK,
SEIOEHICL Y. ClusterLogForwarder h 24 L)Y —XDFABAIE L K REBINZ LD I
Y, BENMERINE L, (LOG-3469)

ZDEBEDFIE, ClusterLogForwarder 12 4 41) Y — X D outputDefaults 7 1 —JL K DL#k
&, EEINLITRTD Elasticsearch BHY A FIERELZBRAL TCVWE L, SEDEFICE
Y, MERARRIC—HT B LD ICEEPMEEES N, T 7 4L DT Xx— K Elasticsearch 2 k77
ICDAJRENBERAIND L D ICAY L, (LOG-3342)

ZDOEHDFEIL, OpenShift CLI (oc) BAEDF v v > 1 AHBRT 571-DICESIAHEREZFD
7AW —%RBEET B/, OpenShift CLI (oc) D must-gather 7 1) 7 b AT LEHA
TL7%k, SEIOFEHICL Y. OpenShift CLI (oc) IZT7 #ILF —~DEZIAHERI TS X

. must-gather 27 ) 7 hAEEICTETT25LIICAY F L, (LOG-3472)
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https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHBA-2023:0386
https://issues.redhat.com/browse/LOG-3340
https://issues.redhat.com/browse/LOG-3407
https://issues.redhat.com/browse/LOG-3428
https://issues.redhat.com/browse/LOG-3478
https://issues.redhat.com/browse/LOG-3341
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https://issues.redhat.com/browse/LOG-3472
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ZDEFDHEIE, Loki Operator Webhook H—/N—ATLSTZ—%5|E I LTVWELE, &
BIOEHICEL Y. Loki Operator Webhook PKI I& Operator Lifecycle Manager M &) Webhook
BIEICL>TEEINSG LD ICRY, MEIMERINF L, (LOG-3511)

1.19.2. CVE

CVE-2021-46848

CVE-2022-2056

CVE-2022-2057

CVE-2022-2058

CVE-2022-2519

CVE-2022-2520

CVE-2022-2521

CVE-2022-2867

CVE-2022-2868

CVE-2022-2869

CVE-2022-2953

CVE-2022-2964

CVE-2022-4139

CVE-2022-35737

CVE-2022-42010

CVE-2022-420T1

CVE-2022-42012

CVE-2022-42898

CVE-2022-43680

1.20.0F > 555

ZM') Y —RITIE, OpenShift Logging /N JIEIE!) 1) —2 555 AEFNFE T,

1.20.1. N J{EBIE

ZDEFOHEIE, Kibana D OAuth cookie DEXNEARIE 24h ICEE I N T W/

&. accessTokenlnactivityTimeout 7 1 —JL K#' 24h KiEDEICFREINTLWS &, Kibana
T4 I Z—DHEELTVWE L, SEDOEFHICL Y. Kibana D OAuth cookie DEZNHARRA
accessTokenlnactivityTimeout ICRIE S 1, T 7 4L MEIX 24h (L2 Y £¥, (LOG-3305)

ZDEF DAL, Vector i&, JSON BTN BEMICR > TWBIFEIC, structuredTypeKey 7=
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https://issues.redhat.com/browse/LOG-3305

OpenShift

1.20.2.

30

Container Platform 411 a¥> 4%

I& structuredTypeName DEEL EZETICA v E—Y 71 —ILRE@BHFLTWE Lz, SED
BHICL Y, #iE{bO YV % Elasticsearch ICE XA & X (T, structuredTypeKey & 7z 1
structuredTypeName QW FNNENBEICAY F L, (LOG-3284)

ZOEHDFEIL, FluentdQueuelLengthincreasing 7 5 — F XA HIRINZ—ED T R)LIC
H—T14FTVT 1 OREIFH-BEIL. TOTF— M RELAVAREMELGHYELEL, 5
BOEHFHICLY. PI—MNIBBRINILDOADNEFEFNDLDICTNILNHIBEINE L,
(LOG-3226)

ZDEFDENE, Lokil&, VIMIINEZI TR —ANDHALAN L —IANDT7 V2R &Y R— b
LTWEHATLE, SEOEHTIE. ThoDERETR—MNTZHDIC, TOFV—BRE
ZHETOFV—DEBETELZCANY RUAIVTFF—AA=JILEFNTVET, (LOG-
2860)

SEIOEFHFIE. OpenShift Container Platform Web 3> Y —)L®D 1 —4 —|[&, Loki ® CA i
BEZE % &L ConfigMap 7 7Y =V M BIRTEMRD 5778, Pod NCAZR L TEIEL TWL
Fl7i, SEAOEFHFICLY, Web AV Y —ILaA—H—ERETY TEBIRTEDLDICAY,
FIEEARRINE L, (LOG-3310)

CDEHODANC, CAF—IECAZ LokiICY I Y hTBcHDRY) 2 —LZBELTERAINT
Wie7ed, CAF—ICHEERNDOF (Ry PAEYFEEFNTVEREIS—REBARELTWE
Lo SEIDEFHICELY, R) 2 —LEIPREBXFINFRELI N, BEIMERINE L.
(LOG-3332)

CVE

CVE-2016-3709
CVE-2020-35525
CVE-2020-35527
CVE-2020-36516
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CVE-2021-3640
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CVE-2022-0168
CVE-2022-0561
CVE-2022-0562
CVE-2022-0617
CVE-2022-0854
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CVE-2022-0908
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CVE-2022-0924
CVE-2022-1016
CVE-2022-1048
CVE-2022-1055
CVE-2022-1184
CVE-2022-1292
CVE-2022-1304
CVE-2022-1355
CVE-2022-1586
CVE-2022-1785
CVE-2022-1852
CVE-2022-1897
CVE-2022-1927
CVE-2022-2068
CVE-2022-2078
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CVE-2022-21624
CVE-2022-21626
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CVE-2022-22624
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o CVE-2022-22628
o CVE-2022-22629
o CVE-2022-22662
o C(CVE-2022-22844
® (CVE-2022-23960
o (CVE-2022-24448
® CVE-2022-25255
e CVE-2022-26373
e CVE-2022-26700
e (CVE-2022-26709
e CVE-2022-26710
e CVE-2022-26716
e CVE-2022-26717
e CVE-2022-26719
o CVE-2022-27404
e CVE-2022-27405
e CVE-2022-27406
e CVE-2022-27950
e (CVE-2022-28390
e (CVE-2022-28893
e CVE-2022-29581
e (CVE-2022-30293
e (CVE-2022-34903
e (CVE-2022-36946
e CVE-2022-37434

e CVE-2022-39399

1.21. 0% >4 55.4

D) Y—2RITIE, RHSA-2022:7434-OpenShift Logging /NJEIE!) ) —R 554 iEFENE T,
1.21.1. N J{EIE
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https://access.redhat.com/security/cve/CVE-2022-26716
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https://access.redhat.com/security/cve/CVE-2022-27406
https://access.redhat.com/security/cve/CVE-2022-27950
https://access.redhat.com/security/cve/CVE-2022-28390
https://access.redhat.com/security/cve/CVE-2022-28893
https://access.redhat.com/security/cve/CVE-2022-29581
https://access.redhat.com/security/cve/CVE-2022-30293
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/security/cve/CVE-2022-36946
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-39399
https://access.redhat.com/errata/RHSA-2022:7434

1.21.2.

8B1E LOGGING DY ) —R /— b

ZOEHDEINE, OF /1 —TST4 VDI T —NR—H—DIS5—ICLY, 4T —IC
R Z AEFEFhTWEE, OJVI T —DO—EAEATVWE LA, Thic&Y, 4TV —
DEMICARY, BWRITY—ICHLTIS—MRINE L, SOOEHICLY., /A—H—
IhoDIIT)—%ELKAREBTEEDICRY F L, (LOG-3042)

ZDOBEHFDHEIIL, Elasticsearch £7zld Kibana T 7AA XY RDRAT—F ANEEINTWS

fIC. Operator AL 79 —F—FEVt vy POHIBREBERDIL—TFICADEREELHY F L
fco SEIOFEHTIE. Operator DAT—4F RAMEBAMEEI N, BEIEEINZE Lz, (LOG-
3049)

CDEFDOFNE, Vector DAL VI —DERZYR— M BLHICT - MDIREINTVE
HATLE, TOEEICELY., Vector 77— MAEMI N, BIRLAZOL IS —DEEICHL
TENDOT7Z— M7 7O4 XY PINET, (LOG-3127)

ZDOEHFDHEIIL, Elasticsearch Operator DY —2 Ly MEKIAVR—F Y MHARE—I L v
FEEICZEBELTWE L, SEOEHMICLY., BFEOY—I Ly MAAEYICLEBINE LD
I Y E L, (LOG-3138)

COBEHFOFIC., O must-gather 27 Y FRDLFIOY 7795 ) 2 JIC&Y, 7—FT 4

777 NDFRINZGAMVBIRINELE, COEHMLY, 7—FT 14777 b% /must-

gather 7 # LY —ICEZIADEVWIEELNTICRY £9, (LOG-3213)

CDEHORIE. FEDY T RAH—T. Prometheus TI AR—4 =1 IPv6 Tld7 < IPv4 IC

NAYRLTWELE, COFEHFHE. Fluentd X IPX—=Y 3 V%R L. IPv4 OF&EIE
0.0.0.0. IPv6 DIFEIZ[:] IS/N1 VY RLET, (LOG-3162)

CVE

CVE-2020-35525
CVE-2020-35527
CVE-2022-0494
CVE-2022-1353
CVE-2022-2509
CVE-2022-2588
CVE-2022-3515
CVE-2022-21618
CVE-2022-21619
CVE-2022-21624
CVE-2022-21626
CVE-2022-21628
CVE-2022-23816
CVE-2022-23825

CVE-2022-29900
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CVE-2022-29901

CVE-2022-32149

CVE-2022-37434

CVE-2022-40674

1.22. 0¥ >4 553

ZM') Y —2RITIE, OpenShift Logging /NJIEIE) 1) —2 553 AEFNF T,

1.22.1. XTI IE

CODBEHAENE, BELEINAYvE—VEESTCOTIV RN —IZTDAYE—Y T4 —ILRH
BENTVWELED, TVMN)—DREAQAYFELE, COBHFICLY., BELCOTDX Y £—
TT74—ILRDEIBRI N, BINL YA XAENINFE T, (LOG-2759)

COBEFHOFINC, IL U8 —i&EIE. Collector. default-log-store. & & U visualization Pod
NoOVEBRALTWELED, 9z 7 7ANICT—HA4 TINEOTEZRATEEFHEATL
o SEIDEHICEL Y. collector. default-log-store. & & U visualization Pod @ .gz 7 7 1
WELTREINAET—AA47O7EBRAINE T, (LOG-2844)

COEHFORIE. FATEXRWPodADY VTR RS — kY A/ RBATEEINLES, &
BraZEET277—MNIHYFEFEATLE, SEADEHICELY., F— MU/ TEZAAZFL
EFHmAIY BEXRDET ICHEENRE LGZEIC. BRIO7 7 —MERINET, (LOG-
2884)

COEHFDRIE. EHNSRBICE >TSS A Vv EBBLZZH, Pod X ¥ F—4 1 fluent 7
STAVICE>TEEINSAREMLHY F Lz, TOEHICLY, EOT XA vE—IH Pod
A T—HDAE—ZMERIIRETELIICRY, BEXAvE—IUMERNICREBINS LD ICR
YF L7, (LOG-3046)

ZDEHDHNC, OpenShift AV Y —ILOJE1—THREALR EXEERIRT 2

&, levelz=unknown EQ OV HBRAINTWE Lz, SEIOEHICLY., LRILOAREWAT &
level=unknown DEAFDOOJ N, FEARERETIANI NV ITTBERTIINDE L DI
Y FLE, (LOG-3062)

CDEHFDRHIIE. Elasticsearch ICEEINAZOS/ L I—RICIF, OV A5 EETINENH DA
VT ADEZRETE ST write-index & WD ZREIDEIM 7 1 —ILKAHYFE L, TDT 1 —
IWRIE, 7T—9ETIVDO—EBTIEHY EFHA, COFHE. D71 —IL RIFEFINALLR
YE Lk, (LOG-3075)

# L WHAAH Pod Security Admission Controller DEAICEL Y, FAO—/NILFE LI
namespace L RV TEHEINLEHIEF 1) 714 —HRBICHK > TEREI N TLARL Pod 133
TTEFEHA. SEIDEHFHICELY. Operator & Collector [F4FHERTEFATL. ¥ 1)
TA—EBEDOEFPIS—RLTEITIESLDICAY F L, (LOG-3077)

COBEHFOFNIC, LokiStack T 74 bDATRA ML —Y & LTHERT %54E. Operator I

ClusterLogForwarder H X% L)V — A TCEHIN AR Y LAENZHIRLFE L, SEOE
#iZ & Y. Operator I& ClusterLogForwarder 1 2% L) Y — X DUNEBFICH R Y LH N %ET

T MEAET—YLET, (LOG-3095)

1.22.2. CVE
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https://cloud.redhat.com/blog/pod-security-admission-in-openshift-4.11
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https://issues.redhat.com/browse/LOG-3095
https://access.redhat.com/security/cve/CVE-2015-20107
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e CVE-2022-0391
® CVE-2022-2526
e CVE-2022-21123
e CVE-2022-21125
e CVE-2022-21166
e CVE-2022-29154
e CVE-2022-32206
e (CVE-2022-32208

e (CVE-2022-34903

1.23. LOGGING 5.5.2

ZM') Y —2RITIE, OpenShift Logging /NJIEIE) ) —2 552 h"EFEFNET,

1.23.1. NJ{EIE

o SEMEFHLFIE. Fluentd AL ¥4 —D 75— bJL—JLIE OpenShift Container Platform E
ZANVITRAIAINDHA RZAVICER L TVWERATLE, SEDOEHICEIY., INH50D
75— hH namespace INILEZBL LD ICEEIh, BEIMERINFI L, (LOG-1823)

o ZOEHODANE. A VTV IRGIERDNA T VXFNEFNTVWDE, A VTYIRER
A=A —NR—=RJYTRDPFLWAVTYIREGEERTEEFEAT L, SEDEHICE
Y, 41TV I ZBZADPELLERIND LD ICARY F L7, (LOG-2644)

o ZDEHFDAIIL, Kibana /L— MIFEEAEMNTETE L 2 LVVIKRE T caCertificate (EA R EL TW &
L7z, SEIDERICE Y. caCertificate [EN'RE I N7 &Y T L7z, (LOG-2661)

o ZOEHDHENL, AL I Y —DREFEROERICE Y, RERADNAIA—-F—IIHLTES
Ay E—IDRITINTWE L, SODEHRT. READERE/NFTA—F—%ZHIKRT 3 &,
BENMERINE T, (LOG-2859)

o ZODEHDHIIC, Loki Operator MERMK L7704 X MAICIERK I L7z Pod (&, Operator
NEITINTWVWBE I ZRI—TEDL D%/ — KO FAATRELRIZE. Linux UADA L —
TAVIVRATLAD) —RTELOTRIVa—ILINTWELL, SEOFHICLY,
Operator (FEBID / — Rt L 74 —% Pod EFEICEIY BT, Linux X"—D ./ — RTDH Pod
ALY 1—TE5EIICLET, (LOG-2895)

o ZODEHODANL, LokiStack — b7 T4 D LogQL /A—H—DREEICL Y, OpenShift I~
V=IlOOJE1—EAJZERETT74IW5 )V VT LFHATLE, SEIOEHTIE. /8—
H—DBEICLYRBEIRIN, OpenShift AVY—ILOOYELI—IZERETTIAILYY)
VITEBRLDICARYZF L, (LOG-2908)

o ZODEHDHEIC, Fluentd AL VY —TSTA D) 7708 ) TI&Y, ARVYENDYA

LRIV T T4 —ILRDEIBRINE L, COEHMICLY., IRV MNOZERIUNEY —RET
294 LRV T 74—V RBETINE T, (LOG-2923)
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https://access.redhat.com/security/cve/CVE-2022-29154
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https://access.redhat.com/errata/RHBA-2022:6559
https://issues.redhat.com/browse/LOG-1823
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https://issues.redhat.com/browse/LOG-2859
https://issues.redhat.com/browse/LOG-2895
https://issues.redhat.com/browse/LOG-2908
https://issues.redhat.com/browse/LOG-2923
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1.23.2.

COEHOFIE. BEEOTIClevel 74 —IL RAGEWEH, X4 —OFTIS—MNHRELT
WE L7z, SEIOEH T, BEEOS/LIO—Rillevel 7 1 —JL RAEBMI N, BEHIERIN
Z L7, (LOG-2961)

SEIDEF ORI, Kibana hR Y L)Y —RA%&HBIKR LB E. OpenShift Container Platform
Web a2V —JLIEB|E#RE Kibana~ND ) v 7 ZRARILTWE L, SLOIDOEFHF T, Kibana 77
ZSLYY—2EERTDE, ZOY VI EEBRINET, (LOG-3053)

ZOEHDFEIL, ClusterLogForwarder 1 X% A1) Y —ZIZ JSON BfiINEZRIN TV S5
B, BO—NVF—NR=I3TTEDAVTYIADNERINTWE L, SEIDEHICELY,
FLWA YTy I AERTERLARY E L, (LOG-3063)

ZDEFOFNI, T —H—1% Loki Operator 5.5 ~NDEH 1R IC LokiStack ZHIffd 5&., &
& Loki Operator5.4 IC& > THERI N V=AW BRY FE L, SEDOEHICLY., YY—2R
DOFfEHESRIE 5.5 LokiStack 35 L £ 9, (LOG-2945)

COBEHFHOFINEL, I—H—IET7 V2 AMEEFED namespace D7 FYr—> a3V OJ%5RRTE
FHEATLE, SEIDEFHICELY. LokiOperator (&7 T R4 —0O—)ILEVZRHY—0O—)L/NA
VT4 VT EBEMICERL., - AT r—rarolEmEsBRNDLDICLET,
(LOG-2918)

ZDOEFOHEIE, cluster-admin R ZHFHRD>1—HF—F, O/ YV —ILZFALTAI VI IR
NS OFr—EBEBEOVZBUICKRITEEIEATLE, SADEHICLY., BRAFz v IH
AR X N, cluster-admin & & U dedicated-admin Z)V— 7D 1 —H—£EEEE L TERHB I
&3 YE LR, (LOG-2970)

CVE

CVE-2015-20107
CVE-2022-0391
CVE-2022-21123
CVE-2022-21125
CVE-2022-21166
CVE-2022-29154
CVE-2022-32206
CVE-2022-32208

CVE-2022-34903

1.24. LOGGING 5.5.1

Z D) Y —2RITIE OpenShift Logging /NJEIEY) 1) — 2 551 & FEFNE T,

1.24.1. #gesa1t
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F L7, ZDYERMEEEIX OpenShift Container Platform 410 I TOAHFATEE T, (LOG-
2647)
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https://issues.redhat.com/browse/LOG-2945
https://issues.redhat.com/browse/LOG-2918
https://issues.redhat.com/browse/LOG-2970
https://access.redhat.com/security/cve/CVE-2015-20107
https://access.redhat.com/security/cve/CVE-2022-0391
https://access.redhat.com/security/cve/CVE-2022-21123
https://access.redhat.com/security/cve/CVE-2022-21125
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https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/errata/RHSA-2022:6344
https://issues.redhat.com/browse/LOG-2647

1.24.2.

1.24.3.

8B1E LOGGING DY ) —R /— b

SEIDIFRMEEEICE Y. OJEEDH DA 7> 3> & LT Google Cloud Logging A BIMI N &
L. (LOG-1482)

NTIEIE
SEIOEHLLRIIE. Operator 1 Pod BN ERFKRREICHZ I E 2R LRV ENRERRAT, 775

AY —DHEEEFICY TR —DEMERBERRREICAY £ L, SOOEFHICLY. Operator
. BEBFAICHLVPod ZEHBRETELTY— 7 LTHLH LW Pod ICBEIZ#EITE I &
T. BEZBRLET, (LOG-2745)

SEOEHLFTIE. Fluentd I& Kubernetes 75y N7 4 —Lh O 774 )V AO0—T—> 3>
L2 EA5RBHLAWVGELHY., O XvE—YiHmH:IMLARR>TVWE LA, SEHOE
T, TYTAN) —LDOEAREF—LIRETIERENTA—I—%EBRET DI EICLYELE
INTVET, (LOG-2995)

SEOEHLUANIE. BEITOI S —REEBESBIMINLI EARERT, ATIL—T 1 v ID
ZREIN, LO—KFKHPEELBEICGEGEEINTWE LA, SEIOEHICLY. AEIL—FT 4
VONELL Y E L, (LOG-2801)

SEOEHFIIE. OpenShift Container Platform Web I> Y — LD EHEREZEET %

E. Query 74 =L RBEDFZEICII T —DNEELTWE L, SEIDEFHFT. Query
74—V RDBZEDHZEIC, BROEENERAFATREICAY F L, (LOG-2917)

CVE

CVE-2022-1705
CVE-2022-2526
CVE-2022-29154
CVE-2022-30631
CVE-2022-32148
CVE-2022-32206

CVE-2022-32208

1.25. LOGGING 5.5

Logging 5.5 Tl&, JRO7 RNAHF) —%FHETETEY () —A55),

1.25.1. L 5RH&EE

SEOEHTIE, BELOJ%EEL Pod HORLZAVFTF—DOIFIERSI VT Y I RIC
BETEDLDICAYFE L, COREZFERTZICIE, BRIV TF—DOYR—M2FERAL
TRATSAVEREL, PodIZT7 /T—>ava[FF20ELNHY T, (LOG-1296)

BR
OJDJISONHRIZ, 7TV r—2avIilE>TRRYET, FRT D1 VT v I AN
ZYELENT IV RAICHET B/, IOWBEDOERIE, EREDMN JSON

XOOTDA YTy I ZADERICREL TS RIW, 7)) —%FRALT. IEIFA
namespace 72 FHMEDH 2 JSSONHRXOT7 TV r—oavhsO i/ 29m L £7,
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1.25.2.

SEIDEF TIE. Kubernetes KBS RILTH S

app.kubernetes.io/component. app.kubernetes.io/managed-by. app.kubernetes.io/part-
of. & & U app.kubernetes.io/version Zfff L T. Elasticsearch HATHA 27415V
JTEF Y, Elasticsearch MADHE I 1 FTlL. kubernetes.labels ICEEN 2T RTDS
NIV EFERATEET, (LOG-2388)

SEIDEF TIE. AWS Security Token Service (STS) BEMICR>TWB I 5 A H —IE, STS
FREI A LTH Y % Amazon CloudWatch ICERETEE T, (LOG-1976)

SEOEH TIL, 'Loki Operator' Operator 8& U Vector ALV F—DBF V= AI T L Ea1—
BEBED O — MR MHHERE (GA) IKRBITLE T, LEIDY ) —REDTELBRE/N) T4 —ICEL
TIEESRT, —EOAPIEXT VAT L E2—#EDFETY, M. LokiStack &fF
BALEOX YT 2o avESRBLTIEIY,

INTHEIE
ZOEIFORIIE. O % Amazon CloudWatch ICERET B LD ICEBEINLISRY—N, 3B

BINEOT 774V E—BRBARNL—YVICEZAATW LD, BEOBRBEEEICITRA
H—DARREICRYE LIz, SEIOEHMICLY, TRTORANL—=UF T3 vD—FE/N v Y
Ty THEMICARY ., BENSFRAINE L, (LOG-2746)

SEIOFEFH LA, Operator I&. FEHEE T OpenShift Container Platform DS#&D/X—2 3~
THIRFED APIDN—=Ta v Ea—BERLTWE L, SEOEHICELY., KERFRELY
R—MRRDAPIN—2 3 VIIBEIINE T, (LOG-2656)

SEIOEFHF LA, Operator I&. FEHEER T OpenShift Container Platform DS#& D /X—2 3 ~ THIBR
FEDAPIDN—Y a v e—fERALTVWE L, SEOEHICLY . EERKRLYR— FIRD AP
N—=YavIicBEShET, (LOG-2656)

1.25.3.
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SEOEHUANG. BEITTS —REAICERE I /8D ClusterLogForwarder /X1 75
A VIC&Y, aL 2% —71" crashloopbackoff TS5 —JREEICAY F Lz, SEIDEHFICLY.
BHOZRELIaVICAL—E0 D MERINSEENMEEINE T, (LOG-2241)
COEFOFENE, AL I Y—IE UTF-8 LIADEES % Elasticsearch A kL —2 O ICHREFTE
FHATLE, SOOFEHT. ILIF—IEUTF-8IADEETAZT Y I— KL, BEEMRL
Z L7, (LOG-2203)

SEOBEHFLURNE. TV XFUADIFH Kibana TELK RRINEFHATLE, SEDOE
FiTL Y. Kibana IF TR TOBE MR UTF-8 ¥ VRILEELKRRLET, (LOG-2784)

CVE

CVE-2021-38561
CVE-2022-1012
CVE-2022-1292
CVE-2022-1586
CVE-2022-1785
CVE-2022-1897

CVE-2022-1927


https://issues.redhat.com/browse/LOG-2388
https://issues.redhat.com/browse/LOG-1976
https://issues.redhat.com/browse/LOG-2746
https://issues.redhat.com/browse/LOG-2656
https://issues.redhat.com/browse/LOG-2656
https://issues.redhat.com/browse/LOG-2241
https://issues.redhat.com/browse/LOG-2203
https://issues.redhat.com/browse/LOG-2784
https://access.redhat.com/security/cve/CVE-2021-38561
https://access.redhat.com/security/cve/CVE-2022-1012
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
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CVE-2022-2068

CVE-2022-2097

CVE-2022-21698

CVE-2022-30631

CVE-2022-32250

1.26. LOGGING 5.4.14

2D ) —RIZIE. OpenShift Logging Bug Fix Release 5.4.14 A& FNTWVWE T,

1.26.1. /N JIEIE

2L

1.26.2. CVE

CVE-2022-4304

CVE-2022-4450

CVE-2023-0215

CVE-2023-0286

CVE-2023-0361

CVE-2023-23916

1.27. LOGGING 5.4.13

2D 1) —RIZIE. OpenShift Logging Bug Fix Release 5.4.13 A& FNTWVWE T,

1.27.1. /NJ{EIE

COEHFHOFIL, Fluentd IL 24 —0DRREICL Y. /var/log/auth-server/audit.log ICR1F X
NTWEO0AUthOTA VAR REF+ TFr—INFEATLEL, ThiZLY,. OAuth H—
EXnrsnOT4 AR NOPRENFZLICKRY F Lk, SEDEHICELY. Fluentd I L
749 —l&, FREESHY. I/varllog/auth-server/audit.log ICFREFEINTWVWSEEDAEE®H. OAuth
H—EZXDSITRTOATA VARY NaF v TFr—9252&T. COBEERBRTDELD
IcAY F L, (LOG-3731)

1.27.2. CVE

CVE-2022-4304
CVE-2022-4450
CVE-2023-0215

CVE-2023-0286
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https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-21698
https://access.redhat.com/security/cve/CVE-2022-30631
https://access.redhat.com/security/cve/CVE-2022-32250
https://access.redhat.com/errata/RHBA-2023:1843
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0361
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHBA-2023:1312
https://issues.redhat.com/browse/LOG-3731
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
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e CVE-2023-0767

e CVE-2023-23916

1.28. LOGGING 5.4.12

ZM') Y —RITIE, OpenShift Logging Bug Fix Release 5.4.12 A& F N TWE T,

1.28.1. NJEIE

2L

1.28.2. CVE

e CVE-2020-10735
e CVE-2021-28861
e CVE-2022-2873
o CVE-2022-4415
e CVE-2022-40897
o CVE-2022-41222
o CVE-2022-41717
o CVE-2022-43945
e CVE-2022-45061

e (CVE-2022-48303

1.29. LOGGING 5.4.11

ZM') Y —2RITIE, OpenShift Logging /NJIEIEN) ) —2 5411 AEFNFET,

1.29.1. N JEIE
e BZ 2099524

e BZ2161274

1.29.2. CVE

e CVE-2021-46848
e CVE-2022-3821

e CVE-2022-35737
e CVE-2022-42010

e CVE-2022-4201
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https://access.redhat.com/security/cve/CVE-2023-0767
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHSA-2023:0931
https://access.redhat.com/security/cve/CVE-2020-10735
https://access.redhat.com/security/cve/CVE-2021-28861
https://access.redhat.com/security/cve/CVE-2022-2873
https://access.redhat.com/security/cve/CVE-2022-4415
https://access.redhat.com/security/cve/CVE-2022-40897
https://access.redhat.com/security/cve/CVE-2022-41222
https://access.redhat.com/security/cve/CVE-2022-41717
https://access.redhat.com/security/cve/CVE-2022-43945
https://access.redhat.com/security/cve/CVE-2022-45061
https://access.redhat.com/security/cve/CVE-2022-48303
https://access.redhat.com/errata/RHSA-2023:0632
https://bugzilla.redhat.com/show_bug.cgi?id=2099524
https://bugzilla.redhat.com/show_bug.cgi?id=2161274
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-3821
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011

1.30. LOGGING 5.4.10

CVE-2022-42012

CVE-2022-42898

CVE-2022-43680

F1ELOGGING DY Y —R/— b

ZMY 1) —2RITIE. OpenShift Logging /NJEIE) 1) —2 5410 h"EFhF T,

1.30.1. X JELE

2 Lo

1.30.2. CVE

CVE-2021-46848

CVE-2022-2056

CVE-2022-2057

CVE-2022-2058

CVE-2022-2519

CVE-2022-2520

CVE-2022-2521

CVE-2022-2867

CVE-2022-2868

CVE-2022-2869

CVE-2022-2953

CVE-2022-2964

CVE-2022-4139

CVE-2022-35737

CVE-2022-42010

CVE-2022-420T1

CVE-2022-42012

CVE-2022-42898

CVE-2022-43680

1.3. A ¥ >4 549
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https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHBA-2023:0385
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-2056
https://access.redhat.com/security/cve/CVE-2022-2057
https://access.redhat.com/security/cve/CVE-2022-2058
https://access.redhat.com/security/cve/CVE-2022-2519
https://access.redhat.com/security/cve/CVE-2022-2520
https://access.redhat.com/security/cve/CVE-2022-2521
https://access.redhat.com/security/cve/CVE-2022-2867
https://access.redhat.com/security/cve/CVE-2022-2868
https://access.redhat.com/security/cve/CVE-2022-2869
https://access.redhat.com/security/cve/CVE-2022-2953
https://access.redhat.com/security/cve/CVE-2022-2964
https://access.redhat.com/security/cve/CVE-2022-4139
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
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ZM') Y —2RITIE, OpenShift Logging /NJIEIEY) ) —2 549 AEFNFET,

1.31.1. N JBIE

o ZODEFHDAIL, Fluentd ALV H —ERFEADEENTA—F—Z2EELTWVWELE, 2D
BHICLY, CNLDRENTA—I—EZTOEEX v E—UHMHIBRINE T, (LOG-3074)

o ZODOEHDHIL, Kibana D OAuth cookie DENEARRIL 24h ICEIEI N TW 7
&. accessTokenlnactivityTimeout 7 1 —JL K#' 24h KiEDEICFREINTLWS &, Kibana

T4 I —DFEELTVWE L, SEDOEFHICL Y. Kibana D OAuth cookie DBEZNHARRA
accessTokenlnactivityTimeout ICEHAS ., 77 4L MEIZ 24h IC72Y £9, (LOG-3306)

1.31.2. CVE

e CVE-2016-3709
e CVE-2020-35525
e CVE-2020-35527
e CVE-2020-36516
e (CVE-2020-36558
e CVE-2021-3640
e CVE-2021-30002
e (CVE-2022-0168
e CVE-2022-0561
e CVE-2022-0562
e CVE-2022-0617
e CVE-2022-0854
e CVE-2022-0865
e CVE-2022-0891
e CVE-2022-0908
e CVE-2022-0909
e (CVE-2022-0924
e CVE-2022-1016

e CVE-2022-1048
e CVE-2022-1055
e CVE-2022-1184

e CVE-2022-1292
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https://access.redhat.com/errata/RHBA-2022:8780
https://issues.redhat.com/browse/LOG-3074
https://issues.redhat.com/browse/LOG-3306
https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36516
https://access.redhat.com/security/cve/CVE-2020-36558
https://access.redhat.com/security/cve/CVE-2021-3640
https://access.redhat.com/security/cve/CVE-2021-30002
https://access.redhat.com/security/cve/CVE-2022-0168
https://access.redhat.com/security/cve/CVE-2022-0561
https://access.redhat.com/security/cve/CVE-2022-0562
https://access.redhat.com/security/cve/CVE-2022-0617
https://access.redhat.com/security/cve/CVE-2022-0854
https://access.redhat.com/security/cve/CVE-2022-0865
https://access.redhat.com/security/cve/CVE-2022-0891
https://access.redhat.com/security/cve/CVE-2022-0908
https://access.redhat.com/security/cve/CVE-2022-0909
https://access.redhat.com/security/cve/CVE-2022-0924
https://access.redhat.com/security/cve/CVE-2022-1016
https://access.redhat.com/security/cve/CVE-2022-1048
https://access.redhat.com/security/cve/CVE-2022-1055
https://access.redhat.com/security/cve/CVE-2022-1184
https://access.redhat.com/security/cve/CVE-2022-1292

CVE-2022-1304

CVE-2022-1355

CVE-2022-1586

CVE-2022-1785

CVE-2022-1852

CVE-2022-1897

CVE-2022-1927

CVE-2022-2068

CVE-2022-2078

CVE-2022-2097

CVE-2022-2509

CVE-2022-2586

CVE-2022-2639

CVE-2022-2938

CVE-2022-3515

CVE-2022-20368

CVE-2022-21499

CVE-2022-21618

CVE-2022-21619

CVE-2022-21624

CVE-2022-21626

CVE-2022-21628

CVE-2022-22624

CVE-2022-22628

CVE-2022-22629

CVE-2022-22662

CVE-2022-22844

CVE-2022-23960

CVE-2022-24448
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https://access.redhat.com/security/cve/CVE-2022-1304
https://access.redhat.com/security/cve/CVE-2022-1355
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1852
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2078
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2586
https://access.redhat.com/security/cve/CVE-2022-2639
https://access.redhat.com/security/cve/CVE-2022-2938
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-20368
https://access.redhat.com/security/cve/CVE-2022-21499
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-22624
https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-22844
https://access.redhat.com/security/cve/CVE-2022-23960
https://access.redhat.com/security/cve/CVE-2022-24448
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® CVE-2022-25255
e CVE-2022-26373
e CVE-2022-26700
e (CVE-2022-26709
e CVE-2022-26710
e CVE-2022-26716
e CVE-2022-26717
e CVE-2022-26719
e CVE-2022-27404
e CVE-2022-27405
® CVE-2022-27406
e CVE-2022-27950
e (CVE-2022-28390
e (CVE-2022-28893
® CVE-2022-29581
e (CVE-2022-30293
e (CVE-2022-34903
o (CVE-2022-36946
o CVE-2022-37434

e CVE-2022-39399

1.32. 0> 54.8

D) Y—2RITIE, RHSA-2022:7435-OpenShift Logging /N /{EIEY 1) —2 548 hEFEFNE T,

1.32.1. N BIE

2 Lo

1.32.2. CVE

e CVE-2016-3709
e CVE-2020-35525

e CVE-2020-35527
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https://access.redhat.com/security/cve/CVE-2022-25255
https://access.redhat.com/security/cve/CVE-2022-26373
https://access.redhat.com/security/cve/CVE-2022-26700
https://access.redhat.com/security/cve/CVE-2022-26709
https://access.redhat.com/security/cve/CVE-2022-26710
https://access.redhat.com/security/cve/CVE-2022-26716
https://access.redhat.com/security/cve/CVE-2022-26717
https://access.redhat.com/security/cve/CVE-2022-26719
https://access.redhat.com/security/cve/CVE-2022-27404
https://access.redhat.com/security/cve/CVE-2022-27405
https://access.redhat.com/security/cve/CVE-2022-27406
https://access.redhat.com/security/cve/CVE-2022-27950
https://access.redhat.com/security/cve/CVE-2022-28390
https://access.redhat.com/security/cve/CVE-2022-28893
https://access.redhat.com/security/cve/CVE-2022-29581
https://access.redhat.com/security/cve/CVE-2022-30293
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/security/cve/CVE-2022-36946
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-39399
https://access.redhat.com/errata/RHSA-2022:7435
https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527

CVE-2020-36518

CVE-2022-1304

CVE-2022-2509

CVE-2022-3515

CVE-2022-22624

CVE-2022-22628

CVE-2022-22629

CVE-2022-22662

CVE-2022-26700

CVE-2022-26709

CVE-2022-26710

CVE-2022-26716

CVE-2022-26717

CVE-2022-26719

CVE-2022-30293

CVE-2022-32149

CVE-2022-37434

CVE-2022-40674

CVE-2022-42003

CVE-2022-42004

1.33. LOGGING 5.4.6

F1ELOGGING DY Y —R/— b

ZM') Y —RITIE, OpenShift Logging /NJIEIEY) ) —2 546 BAEFNZET,

1.33.1. NJEIE

o SEMDEHLIRINIE. Fluentd I& Kubernetes 75w N7 —LhDOV 774 I)EaO0—F—> 3 Y
LI &5 HBLAWVEELRHY, O/ XA vE—VhHmaRLARLA>TWELE, SEIDE
T, PYTRAN)—LDRAREF—LDIRETIRENTA—Y—4EBRETBHIEICLYIBIE

ThTWET, (LOG-2792)

o ZDEHDHIIL, ClusterLogForwarder 1 X4 A1) Y —ZIT JSON BN ERZEINTWSG
A, HEO—IWA—NR=23TTEDQA VT Y I ANMERINTVWE L, SEIOEHICLY.

FLWA YTy I 2@ETERAAY E L, (LOG-2823)
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https://access.redhat.com/security/cve/CVE-2020-36518
https://access.redhat.com/security/cve/CVE-2022-1304
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-22624
https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-26700
https://access.redhat.com/security/cve/CVE-2022-26709
https://access.redhat.com/security/cve/CVE-2022-26710
https://access.redhat.com/security/cve/CVE-2022-26716
https://access.redhat.com/security/cve/CVE-2022-26717
https://access.redhat.com/security/cve/CVE-2022-26719
https://access.redhat.com/security/cve/CVE-2022-30293
https://access.redhat.com/security/cve/CVE-2022-32149
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-40674
https://access.redhat.com/security/cve/CVE-2022-42003
https://access.redhat.com/security/cve/CVE-2022-42004
https://access.redhat.com/errata/RHBA-2022:6558
https://issues.redhat.com/browse/LOG-2792
https://issues.redhat.com/browse/LOG-2823
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o SEIMEHDAENIL, Kibana BRI LY —R&EHIKR L 7235E. OpenShift Container Platform
Web O ¥V —JLIFEI Efi = Kibana ~ND Y VI ERALTWE L, SEIOFEFH T, Kibana 77
2 L)Y —R%EHIBRTEE, TDYVIEHIBRINE T, (LOG-3054)

1.33.2. CVE

e CVE-2015-20107
e CVE-2022-0391
e CVE-2022-21123
e CVE-2022-21125
e CVE-2022-21166
e CVE-2022-29154
e CVE-2022-32206
e CVE-2022-32208

e (CVE-2022-34903

1.34.0+% > 7545

2D Y —RITIE, RHSA-2022:6183-OpenShift Logging /N JHEIEY) ) —RX 545 BEENET,

1.34.1. NJEIE

o SEIDEFLIATIL, Operator I& Pod D EMRREICH D Z & 2R LABWVWI EANRERT, 77
2 —DBBERFICY TR —DEMERBEAREICARY £ Lz, SEIOEFHICELY. Operator
. BEFFICHLWVWPod ZEFERETELTY—I LTHSHHFH LV Pod ICEE ZRITE I &
T, BEZHERLET, (LOG-2881)

o SOMOEHLURNIE. EHITOI S —REEESBININALIENRAT, ABIL—T 1V IH
ZEIN, LO—RPEELRBEICGEEINTWELEL, SEAOFEHFICLY. REIL—FT 1
VINELLKARY F L, (LOG-2946)

o SEOEFHLFINL, Operator [EB|AFTHENLZT—IETA T v U AKE JSON SEET
O—RTET, IZ—DPRELTVWE L, SEOFEHICLY. Operator &I D JSON & %
WEICTFOA—RTEBLDICRY F LA, (LOG-3009)

o ZDEHDHII, Elasticsearch 1 YT v I RATY L —RME, IRILDT7 1 =)L KEEES
HA4TTERZLTCWE L, COEREILLY, DTV T L—MAEHFIN, OJaL 2
H—IlE>TEBHREINZEFEIND I TEELICAY F L, (LOG-2972)

1.34.2. CVE

® (CVE-2022-1292

® (CVE-2022-1586

® (CVE-2022-1785

e CVE-2022-1897
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https://issues.redhat.com/browse/LOG-3054
https://access.redhat.com/security/cve/CVE-2015-20107
https://access.redhat.com/security/cve/CVE-2022-0391
https://access.redhat.com/security/cve/CVE-2022-21123
https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/errata/RHSA-2022:6183
https://issues.redhat.com/browse/LOG-2881
https://issues.redhat.com/browse/LOG-2946
https://issues.redhat.com/browse/LOG-3009
https://issues.redhat.com/browse/LOG-2972
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1897
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e CVE-2022-1927
® CVE-2022-2068
e CVE-2022-2097

e CVE-2022-30631

1.35. LOGGING 5.4.4

ZD') Y —RIZIE, RHBA-2022:5907-OpenShift Logging /N JHEIEY) ') —RX 544 BEFNFET,

1.35.1. /N JEIE

o SEOOEHLFIIEX. ST VXFEUHNDIEN Elasticsearch TELLK RRZINFEBATLE, &
EDEHICEL Y., Elasticsearch (FIT R TOERMRUTF-8 L VRILZE LK RRLET,
(LOG-2794)

o SOOBEHULUAINE. 5T VXFUNDIED Fluentd TELLKRRINFHATLEL, SED
BHICL Y, Fluentd IZTRTODEMRUTF-8 VY RILEELLKRRLET, (LOG-2657)

o ZOEHLFNIIE., ALIF—DAN) v IH—N—lF, BREFBICL>TARINEEEFER
LTZ7RLRICNRAVRLEDELE L, SEIOEREICLY, FRATRERA VY—T (4R
THNIETENTENRA VY RTBEDICERENEEINE T, (LOG-2821)

o SEMEFHLFIIE. cluster-logging Operator (£7 29 —ITIRKEFEL T —I Ly &R L
TWE Lk, DI S RY—DEEIE OpenShift Container Platform 411 TEE I/ &N
FEET, OF 77704 xA Y MIKRBLULE LE, SEOEHFICELY. cluster-logging
Operator BBEBICHLTY—I Ly b2ERT 52 & TRIBZMAL XY, (LOG-2840)
1.35.2. CVE
® (CVE-2022-21540
® CVE-2022-21541

e CVE-2022-34169

1.36. LOGGING 5.4.3

2D Y —RITIE. RHSA-2022:5556-OpenShift Logging Bug Fix Release 5.4.3 A& ENF T,

1.36.1. Elasticsearch Operator M IEH#ELE @ A

logging % 7> A5 I 5.4.3 Tld. Elasticsearch Operator (ZFEH#EEE Y, SEDY ) —ATHIBRI O
5FETYT, RedHat lZ, TOMEEICRLTIREDN ) —RSA4 7H A JILFRICNTBEEYR— %
R L I ILEREBEDIRMIT A, T OHBEIESREIBRINS FETY, Elasticsearch Operator
HEEALTT 74 bOOJRAMNL—UAEET 50T, Loki Operator ZEHTE X 7,

1.36.2. N J{EIE
o ZODEHMDHENE., OpenShift AF Y V¥ vy aR—RiE, PI2T4 TRIRTOY+— KT

B, TOTATRTIZAT) =2 v—ROFAERRLTVWE L, SEDOEHICLY., Fv
YaR—RIZETRTDT I T4 TR+ —RBERRFINEF T, (LOG-2781)

47


https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-30631
https://access.redhat.com/errata/RHBA-2022:5907
https://issues.redhat.com/browse/LOG-2794
https://issues.redhat.com/browse/LOG-2657
https://issues.redhat.com/browse/LOG-2821
https://issues.redhat.com/browse/LOG-2840
https://access.redhat.com/security/cve/CVE-2022-21540
https://access.redhat.com/security/cve/CVE-2022-21541
https://access.redhat.com/security/cve/CVE-2022-34169
https://access.redhat.com/errata/RHSA-2022:5556
https://issues.redhat.com//browse/LOG-2781
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Z DEFIC, elasticsearch-operator NMERAT 254 73 1) —D/NJITIE. DoS WEDMEIFMHE
AEFnTuwE Lk, SO00FHICLY. ST —DIOMHEEEZEFR/VWA—I 3 V(L
FHINE L, (LOG-2816)

SEOFEHLFNIE. OJ % Loki ICERET 5 & D IC Vector 22 E T 5 & X1, Loki TTLS A'F
WO TWBE, HRILRTS—h—UV%EFBRELELY, T2 MNN—0 U EFRLE
UTEFHATLR, SEDEHICLY., Vector X TLSHEMR N—I VA FALTOV %
Loki ICERETEB LD ICAY F L7, (LOG-2786

SEIDEFLLFNIC, ElasticSearch Operator I&, oauth-proxy 1 X —J %3&IR§ % & X

IC. ImageStream 71 X% L!) Y — D referencePolicy 7O/NF 4 —%# AL TWFE LA, &
DEHICTONRT 1 —DEBIND ZENRRTHEDNRIET Kibana DT 7O/ IZKELF L
o SODOEHFHTIL. referencePolicy = {#A 9 % Z & TREIEM BRI 1. Operator (& Kibana
HEEBICTTOMTES LD ICAY F L7, (LOG-2791)

SEOEHFLRIIL, ClusterLogForwarder 124 L)Y —2ZADT 5 — ML—IL T, EHDERE
HANERBINTWEHATLE, SO0EHFHTHBEIMERINE L, (LOG-2640)

ZOBEHFHOFIL, O % Amazon CloudWatch ICERIET 2 LD ICREINALI S XY= 1B
BINAT 774NV Ee—KAML—VILEEIRAATVWELD, HEOEBEEBICITR
H—DAREEILRY F Lz, SEDEHICELY. CloudWatch DF v > 7 /3y U 7 v THEH
IRy, BEIMERINE LA, (LOG-2768)

1.36.3. CVE
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HNn12Y v LTCVEZER

e CVE-2020-28915

e CVE-2021-40528

o CVE-2022-1271

e CVE-2022-1621

e CVE-2022-1629

® CVE-2022-22576

e CVE-2022-25313

e CVE-2022-25314

o CVE-2022-26691

o CVE-2022-27666

o CVE-2022-27774

® CVE-2022-27776

e CVE-2022-27782

e (CVE-2022-29824


https://issues.redhat.com//browse/LOG-2816
https://issues.redhat.com//browse/https://issues.redhat.com//browse/LOG-2786
https://issues.redhat.com/browse/LOG-2791
https://issues.redhat.com/browse/LOG-2640
https://issues.redhat.com/browse/LOG-2768
https://access.redhat.com/security/cve/CVE-2020-28915
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-26691
https://access.redhat.com/security/cve/CVE-2022-27666
https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
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1.37. LOGGING 5.4.2

ZDY ) —RIZIE. RHBA-2022:4874-OpenShift Logging /NJIEIEY ) —2 542 BEFENF T,

1.37.1. NJIBIE

o SOOEHLIAIX. ZEHDOFERHIC—EMUML RN >LTD, ocedit #FRAL/ZIL VY —HED
REHI’EET L, SEIDERICLY. Operator ICL 2 BHFHDAENCEREEERIELE LV T+ —
Ty hgTBHOVYIHNEAIN, ocedit AL CTEBIRETESLDICRY E L,
(LOG-2319)

o SEDMEFHLIANIEL., FluentdNodeDown 75— K&, XvtE—Y I avVILAVRIVRS
NIV EBENICRETETEEATLE, SEOEFHTIE. BOWRA VAI VAT T —DIFEIC
AVAIVASGRIERBTZELIICTSI—MNL—ILEBETE T, BBEEEBRLET,
(LOG-2607)

o SEDEHLIATIEL. “critical’ REDEHDO T L NILT, RF¥axXy MIIHR— IR ER

BINTWBILEHOT, YR—FINTVWEEATLE, SEDOEMICELYFR—HIMEES
h, BHEINTVWEZO7LNLPEGTHR-—FINBLDICRY XL, (LOG-2033)

1.37.2. CVE
fNn.24"Y v % LTCVE = ER

e CVE-2018-25032
e CVE-2020-0404
e CVE-2020-4788
e CVE-2020-13974
e CVE-2020-19131
e CVE-2020-27820
o CVE-2021-0941

e CVE-2021-3612

e CVE-2021-3634
e CVE-2021-3669
e CVE-2021-3737

e CVE-2021-3743

e CVE-2021-3744
e CVE-2021-3752

e CVE-2021-3759

e CVE-2021-3764
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https://access.redhat.com/errata/RHBA-2022:4874
https://issues.redhat.com/browse/LOG-2319
https://issues.redhat.com/browse/LOG-2607
https://issues.redhat.com/browse/LOG-2033
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2020-0404
https://access.redhat.com/security/cve/CVE-2020-4788
https://access.redhat.com/security/cve/CVE-2020-13974
https://access.redhat.com/security/cve/CVE-2020-19131
https://access.redhat.com/security/cve/CVE-2020-27820
https://access.redhat.com/security/cve/CVE-2021-0941
https://access.redhat.com/security/cve/CVE-2021-3612
https://access.redhat.com/security/cve/CVE-2021-3634
https://access.redhat.com/security/cve/CVE-2021-3669
https://access.redhat.com/security/cve/CVE-2021-3737
https://access.redhat.com/security/cve/CVE-2021-3743
https://access.redhat.com/security/cve/CVE-2021-3744
https://access.redhat.com/security/cve/CVE-2021-3752
https://access.redhat.com/security/cve/CVE-2021-3759
https://access.redhat.com/security/cve/CVE-2021-3764
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CVE-2021-3772
e CVE-2021-3773
e CVE-2021-4002
e CVE-2021-4037
e CVE-2021-4083
e CVE-2021-4157

e CVE-2021-4189

e CVE-2021-4197

e CVE-2021-4203
e CVE-2021-20322
e CVE-2021-21781
o CVE-2021-23222
e CVE-2021-26401
e CVE-2021-29154
e CVE-2021-37159
e CVE-2021-41617
e CVE-2021-41864
e CVE-2021-42739
e CVE-2021-43056
e CVE-2021-43389
e CVE-2021-43976
e CVE-2021-44733
e CVE-2021-45485
o CVE-2021-45486
e CVE-2022-0001
e CVE-2022-0002
e CVE-2022-0286
e CVE-2022-0322

e CVE-2022-101
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https://access.redhat.com/security/cve/CVE-2021-3772
https://access.redhat.com/security/cve/CVE-2021-3773
https://access.redhat.com/security/cve/CVE-2021-4002
https://access.redhat.com/security/cve/CVE-2021-4037
https://access.redhat.com/security/cve/CVE-2021-4083
https://access.redhat.com/security/cve/CVE-2021-4157
https://access.redhat.com/security/cve/CVE-2021-4189
https://access.redhat.com/security/cve/CVE-2021-4197
https://access.redhat.com/security/cve/CVE-2021-4203
https://access.redhat.com/security/cve/CVE-2021-20322
https://access.redhat.com/security/cve/CVE-2021-21781
https://access.redhat.com/security/cve/CVE-2021-23222
https://access.redhat.com/security/cve/CVE-2021-26401
https://access.redhat.com/security/cve/CVE-2021-29154
https://access.redhat.com/security/cve/CVE-2021-37159
https://access.redhat.com/security/cve/CVE-2021-41617
https://access.redhat.com/security/cve/CVE-2021-41864
https://access.redhat.com/security/cve/CVE-2021-42739
https://access.redhat.com/security/cve/CVE-2021-43056
https://access.redhat.com/security/cve/CVE-2021-43389
https://access.redhat.com/security/cve/CVE-2021-43976
https://access.redhat.com/security/cve/CVE-2021-44733
https://access.redhat.com/security/cve/CVE-2021-45485
https://access.redhat.com/security/cve/CVE-2021-45486
https://access.redhat.com/security/cve/CVE-2022-0001
https://access.redhat.com/security/cve/CVE-2022-0002
https://access.redhat.com/security/cve/CVE-2022-0286
https://access.redhat.com/security/cve/CVE-2022-0322
https://access.redhat.com/security/cve/CVE-2022-1011
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o CVE-2022-1271

1.38. LOGGING 5.4.1

2D Y —RITIE, RHSA-2022:2216-OpenShift Logging Bug Fix Release 5.4.1 2 Fh X7,

1.38.1. N T IE

COEFORENG, OTT7ANARN) Y VT RAR—F—F, TV RR—H—DETHIIER
INEOTDOHEHRE LD, OTDEMT—IDFRERICRY F L, COEHT
i&. /var/log/pods % E=49—9 5 & TIDMBEEMRLTVWET, (LOG-2442)

COBEHFHOFNL, IL ¥ —I&. O % fluentd DEREL ¥ —/N\—(TERE T 5 & X ITHWER
EMERICERLELY E LR, JOvoIhTwE L, TOYY—XT
i, keepalive_timeout {E%* 30 # (30s) ICEEINTWS T, AL Iy —d3EkmE ) T4
VL., BEIARRBEERICKKR LIy E—VDREEEBRTLET. (LOG-2534)

COBEHOFIG. OV EHmANDIODT TV —%@HT 25— I A AVR—RV D
I5—IC& Y. Kubernetes namespace ZRDOJADT7 I EZANHIRI 1, BEEQ VT &—F
DAVIZANZVFrv—OIDNHmAPBRNALL BB ENHY F L, TOEFHMCLY, 7O
FO—EEEET VLA EFOI— Y —ZELKHE L. namespace R L TOVADT7 V&
RAZFHFAILFET, (LOG-2448)

SEIDEFDHIIE. system:serviceaccount:openshift-monitoring:prometheus-k8s #— &
AT AUV MTIL. clusterrole & & U clusterrolebinding & L TV 524 — L RILDIFEDL H
YFE Lz, SEOEHICLY., O—)LEO—IL/NAL VT 1~ T %FHD openshift-logging
namespace ICH—ERT7 ATV KD FIRINE T, (LOG-2437)

CDEFDHEIE, Linux BEEOJ OFEAEITIE. F—EEODRTDIEFICEKEL TWE L,
COEFICLY, BEAIZVMN) —2RBDIF5-OICERRBEFRAT DL ICERITEIN
9. (LOG-2321)

1.38.2. CVE

342" v - LTCVE ZREH

e CVE-2018-25032

e (CVE-2021-4028

e CVE-2021-37136

e CVE-2021-37137

e CVE-2021-43797

e CVE-2022-0778

e CVE-2022-1154

o CVE-2022-1271

o CVE-2022-21426
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https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/errata/RHSA-2022:2216
https://issues.redhat.com/browse/LOG-2442
https://issues.redhat.com/browse/LOG-2534
https://issues.redhat.com/browse/LOG-2448
https://issues.redhat.com/browse/LOG-2437
https://issues.redhat.com/browse/LOG-2321
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2021-4028
https://access.redhat.com/security/cve/CVE-2021-37136
https://access.redhat.com/security/cve/CVE-2021-37137
https://access.redhat.com/security/cve/CVE-2021-43797
https://access.redhat.com/security/cve/CVE-2022-0778
https://access.redhat.com/security/cve/CVE-2022-1154
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-21426
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e CVE-2022-21434
o CVE-2022-21443
o CVE-2022-21476
e (CVE-2022-21496
o CVE-2022-21698

® CVE-2022-25636

1.39. LOGGING 5.4

UFDO7 RINAH1) —iF, OF V754 ICFEHATEF I Logging subsystem for Red Hat OpenShift
Release 5.4

139177 /0V—7LEa—

BF

Vector i377/AOY—FLEa—#EETY, 7/ /0Y—TL Ea1—#EEIZ. RedHat
HROY—EZRALRILTIT) =X~ (SLA) ORRHATHY ., HENICKELTIIRWT
ENBHY FET, RedHat IEBRBRIETCINSZFRITAIEEHBELTVWEHA, T
/09— Ea—#EEld. RFOEMMEEEZ VSR EHEL T, FAREETHED
TAMNETWI A — RNy IV RFLTWEESZIEEZBHNELTVWET,

RedHat D574 /Oy —7 L Eax—#eEDyR— NEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE 2S8R L TLEIWN,

1.39.2. Vector ICDWT

Vectorld, OFX VI TV RAFLDWEDT 74 ALV —ICRKbB T/ Ay —TLEa—&L
TIREEIh2O07a3L 949 —7T79,

ROBADNYR—PFINTVET,

e elasticsearch, #ZB Elasticsearch 4 ¥ 24 > X, elasticsearch H A Tlk. TLS A EE T
xFd,

e kafka, Kafka 7O—Hh—, kafka BHlk. X)) T4 —TREINTVWAWERFAIETLS
ERaFERTEEY,

e loki, Loki: KEAMICAT—F TV THREOEWVILFTF Y MOTEEY AT L,

1.39.2.1. Vector DEZL

Vector T 7 # )L P TIREMICAR>TWEEA, UTODRFT Y F%FH L T. OpenShift Container
Platform ¥ 5 24 —TC Vector #B®ICL X T,

BE
Vector . FIPSTHI SR —%HR—MLTWEHA,
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https://access.redhat.com/security/cve/CVE-2022-21434
https://access.redhat.com/security/cve/CVE-2022-21443
https://access.redhat.com/security/cve/CVE-2022-21476
https://access.redhat.com/security/cve/CVE-2022-21496
https://access.redhat.com/security/cve/CVE-2022-21698
https://access.redhat.com/security/cve/CVE-2022-25636
https://access.redhat.com/errata/RHSA-2022:1461
https://access.redhat.com/support/offerings/techpreview/
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AR
® OpenShift Container Platform: 4.11
® RedHat OpenShift DAFX Y JH# T X7 L:54

e FIPS M EM

FIR

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 A% L)Y —2 (CR) #fR&EL X7,
I $ oc -n openshift-logging edit ClusterLogging instance

2. logging.openshift.io/preview-vector-collector: enabled 77 / 7—< 3 > % ClusterLogging
ARG LYY —R(CR)IEMLET,

3. ClusterLogging /2% L)Y —R (CR)ICAL Y av¥47& LT vector ZEBIML T,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
annotations:
logging.openshift.io/preview-vector-collector: enabled
spec:
collection:
logs:
type: "vector"
vector: {}

BIER R

® \Vector RK¥FaX2Uh

BF

Loki Operator (77 / OY—FLEa1—#EDATY, 77/ 0V —FL Ea1—H##E
&, RedHat B@EDHY—EZRLNILT T =AY b (SLA) ORRATH Y. BEEERICSE
ETRAVWZEDNHY FY, RedHat IEREIRIETINSZEATEIEZHELT
WEHA, 77/0Y—FLEa—#eEld. SFORREEELZVERERELT. B
ERPECTHBED T A M ZITW T 4 — RNy VZRBLTWEELLS ZEZEME L TWVE
ER

RedHat D54 /Oy —7 L Ea1—#eEDyR— NaEICRET 23FMIE. 727/ 00—
T E1—#EDYR— MNEFE 2S8R L TEIN,

1.39.3. Loki ICDWT

Loki t&, KEAMICAT—S I THEMOEVWIILFTF+Y NOTENS AT LTHY, RE. OF
VY TORFALADOYT R M7 ELTElasticsearch DREE L TIREIhTWE T,

BIER R
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https://vector.dev/docs/about/what-is-vector/
https://access.redhat.com/support/offerings/techpreview/
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® loki RFaxXh

1.39.3.1. Lokistack ®F 7’004

OpenShift Container Platform 3> —JL%f#F L T Loki Operator #4 Y A h—JL TE X T,

AR

® OpenShift Container Platform: 4.11

® RedHat OpenShift DAFX Y JH T X7 A:54

OpenShift Container PlatformWeb >V —JL%{#H L T Loki Operator 4 ~ X k—JL 9 % T

1. LokiOperator 24 YA R—JLLZXT,

a.

OpenShift Container Platform Web 13> —JL T, Operators » OperatorHub =2 ') v
LEd,

{FE AT AE/L Operator M 1) 2 k55 Loki Operator #3&R L. Install 2 )v I LE T,
Installation Mode T. All namespaces on the clusterz &R L £ 7,

Installed Namespace T. openshift-operators-redhat ZERL 7,
openshift-operators-redhat namespace #1§E 4 2 ENH Y £, openshift-
operators namespace |CIZEBINTWAWI I 2 =5 1 — Operator & XN 3 AREM
D Y. OpenShift Container Platform X b)) 2 R ER UCARITX M)V A% RET 2 A8
EDRH B, TNICE>THEVELSHBEELIHY X,

Enable operator recommended cluster monitoring on this namespace%#R L £ 7,
ZDA T aviE, namespace 7 7Y = ¥ b IC openshift.io/cluster-monitoring: "true"
IN)VEBRELET, ¥V T7RAY—FE=4 ") JH openshift-operators-redhat namespace
ENETEDLIIC. CDATVaVvERRTIVDEIHYET,

Approval Strategy Z:#IR L 7,

® Automatic A b 7Y —ICZ& Y, Operator Lifecycle Manager (OLM) I&#T#R/N\—27 3
VO FIFEETEEIC R D & Operator # BEIMICEHF T F J,

® Manual A M5 7Y —|lIE. Operator DB Z KT 57O DFEURERAIBERZ D
A—H—HABETY,

Install 2 ) v LE9,

Loki Operator &1 Y A h—JLINTWB I & =M L £9 ., Operators - Installed
Operators R—J|Z7 7 X LT, "Loki Operator" Z# L £,

i. Status ' Succeeded THZFTRTDFOY T MIT LokiOperator ') A hXI N TW3

JEEMRBLIT,

1.39.4. /N {EIE

o SEMEFHLIFIIE. cluster-logging-operator (£, 7 5 A9 —20—FOO—)LENA VT4
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74—V REHIRYT 2 ERBEI#ER L. 3> Y —ILT OpenShift Logging ¥ v & 2 R— K&fF
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e CVE-2022-21624
e CVE-2022-21626
e CVE-2022-21628
o CVE-2022-22624
o CVE-2022-22628
o CVE-2022-22629
o CVE-2022-22662
o CVE-2022-22844
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e CVE-2022-26373
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e CVE-2022-26719
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https://access.redhat.com/security/cve/CVE-2022-26691
https://access.redhat.com/security/cve/CVE-2022-27666
https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/errata/RHBA-2022:5010

(78 Lo )

1.46.2. CVE

#7742 v% LTCVE ZEH

CVE-2018-25032

CVE-2020-0404

CVE-2020-4788

CVE-2020-13974

CVE-2020-19131

CVE-2020-27820

CVE-2021-0941

CVE-2021-3612

CVE-2021-3634

CVE-2021-3669

CVE-2021-3737

CVE-2021-3743

CVE-2021-3744

CVE-2021-3752

CVE-2021-3759

CVE-2021-3764

CVE-2021-3772

CVE-2021-3773

CVE-2021-4002

CVE-2021-4037

CVE-2021-4083

CVE-2021-4157

CVE-2021-4189

CVE-2021-4197

CVE-2021-4203

CVE-2021-20322
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https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2020-0404
https://access.redhat.com/security/cve/CVE-2020-4788
https://access.redhat.com/security/cve/CVE-2020-13974
https://access.redhat.com/security/cve/CVE-2020-19131
https://access.redhat.com/security/cve/CVE-2020-27820
https://access.redhat.com/security/cve/CVE-2021-0941
https://access.redhat.com/security/cve/CVE-2021-3612
https://access.redhat.com/security/cve/CVE-2021-3634
https://access.redhat.com/security/cve/CVE-2021-3669
https://access.redhat.com/security/cve/CVE-2021-3737
https://access.redhat.com/security/cve/CVE-2021-3743
https://access.redhat.com/security/cve/CVE-2021-3744
https://access.redhat.com/security/cve/CVE-2021-3752
https://access.redhat.com/security/cve/CVE-2021-3759
https://access.redhat.com/security/cve/CVE-2021-3764
https://access.redhat.com/security/cve/CVE-2021-3772
https://access.redhat.com/security/cve/CVE-2021-3773
https://access.redhat.com/security/cve/CVE-2021-4002
https://access.redhat.com/security/cve/CVE-2021-4037
https://access.redhat.com/security/cve/CVE-2021-4083
https://access.redhat.com/security/cve/CVE-2021-4157
https://access.redhat.com/security/cve/CVE-2021-4189
https://access.redhat.com/security/cve/CVE-2021-4197
https://access.redhat.com/security/cve/CVE-2021-4203
https://access.redhat.com/security/cve/CVE-2021-20322
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e CVE-2021-21781

o CVE-2021-23222

e CVE-2021-26401

e CVE-2021-29154

e CVE-2021-37159

e CVE-2021-41617

e CVE-2021-41864

e CVE-2021-42739

e CVE-2021-43056

e CVE-2021-43389

e CVE-2021-43976

e CVE-2021-44733

e CVE-2021-45485

o CVE-2021-45486

e CVE-2022-0001

e CVE-2022-0002

e CVE-2022-0286

e CVE-2022-0322

e CVE-2022-101

o CVE-2022-1271

1.47. OPENSHIFT LOGGING 5.3.7

Z?DY ) —RITIE. RHSA-2022:2217 OpenShift Logging Bug Fix Release 5.3.7 A& En X7,

1.47.1.
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INTHEIE

CDEFH DAL, Linux BEEO 7 ORFEENTIEF —/EXRTOIEFICKEFELTWE L, TOE
FICELY, BETYN)—%2RDOIF2DICERRREZMBAT LD ICBAHIEEINE T,
(LOG-2322)

COEFLUENICIK, —EOoOT 77— —HAIIEALCYMI LAY Y ITATELEREZL ST
ENTEF L, TOEFICLY., Y41 LRIV TDA—HITEZIVN)—%5FXT 260D
= VABSHOT LI - RIEBMINZE L, (LOG-2334)

ZDEFH DAL, namespace DY X MDY F—H A TORKHIRICE L7272, namespace


https://access.redhat.com/security/cve/CVE-2021-21781
https://access.redhat.com/security/cve/CVE-2021-23222
https://access.redhat.com/security/cve/CVE-2021-26401
https://access.redhat.com/security/cve/CVE-2021-29154
https://access.redhat.com/security/cve/CVE-2021-37159
https://access.redhat.com/security/cve/CVE-2021-41617
https://access.redhat.com/security/cve/CVE-2021-41864
https://access.redhat.com/security/cve/CVE-2021-42739
https://access.redhat.com/security/cve/CVE-2021-43056
https://access.redhat.com/security/cve/CVE-2021-43389
https://access.redhat.com/security/cve/CVE-2021-43976
https://access.redhat.com/security/cve/CVE-2021-44733
https://access.redhat.com/security/cve/CVE-2021-45485
https://access.redhat.com/security/cve/CVE-2021-45486
https://access.redhat.com/security/cve/CVE-2022-0001
https://access.redhat.com/security/cve/CVE-2022-0002
https://access.redhat.com/security/cve/CVE-2022-0286
https://access.redhat.com/security/cve/CVE-2022-0322
https://access.redhat.com/security/cve/CVE-2022-1011
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/errata/RHSA-2022:2217
https://issues.redhat.com/browse/LOG-2322
https://issues.redhat.com/browse/LOG-2334
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NEHHBISAY—ILY., Elasticsearch &) 7 TR hDAMIBAEIFLTWE L, TOE
FIZEKY., Ny HF—Illd namespace HED I A RDHDEEFNZ LD ICRY, BMEIERINE
L. (LOG-2450)

o ZODEFDAIIL., system:serviceaccount:openshift-monitoring:prometheus-k8s |
i&. clusterrole & & U clusterrolebinding & LTV SR — L NILDFFENHY F L7z, TOD
BHICL Y. serviceaccount A*O0—)L & O—IL/NA > T 4 > 7 %FD openshift-logging

namespace ICHIBRI N F T, (LOG-2481))

1.47.2. CVE

fn8 - ') v - LTCVE = RH

1.48. OPENSHIFT LOGGING 5.3.6

CVE-2018-25032

CVE-2021-4028

CVE-2021-37136

CVE-2021-37137

CVE-2021-43797

CVE-2022-0759

CVE-2022-0778

CVE-2022-1154

CVE-2022-1271

CVE-2022-21426

CVE-2022-21434

CVE-2022-21443

CVE-2022-21476

CVE-2022-21496

CVE-2022-21698

CVE-2022-25636

Z?DY ) —2RIZIE. RHBA-2022:1377 OpenShift Logging Bug Fix Release 5.3.6 A& EXh X7,

1.48.1. /NJ{EIE

o ZOEHODHIE, F—RLTHBEELEERL. BEFD Operator 'RE T, Operator (7 v 7
JUL—RERETTEEEATLE, SEOEHICLY., COFREEICL>TT Yy TIL—K

DETIMHITFOND I EEFRL<LBRY F L, (LOG-2126)

65


https://issues.redhat.com/browse/LOG-2450
https://issues.redhat.com/browse/LOG-2481
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2021-4028
https://access.redhat.com/security/cve/CVE-2021-37136
https://access.redhat.com/security/cve/CVE-2021-37137
https://access.redhat.com/security/cve/CVE-2021-43797
https://access.redhat.com/security/cve/CVE-2022-0759
https://access.redhat.com/security/cve/CVE-2022-0778
https://access.redhat.com/security/cve/CVE-2022-1154
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-21426
https://access.redhat.com/security/cve/CVE-2022-21434
https://access.redhat.com/security/cve/CVE-2022-21443
https://access.redhat.com/security/cve/CVE-2022-21476
https://access.redhat.com/security/cve/CVE-2022-21496
https://access.redhat.com/security/cve/CVE-2022-21698
https://access.redhat.com/security/cve/CVE-2022-25636
https://access.redhat.com/errata/RHBA-2022:1377
https://issues.redhat.com/browse/LOG-2126
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o ZDEEDFNE, AL VI —DF v I/34 MEIRIPREITINIZARY MEBATWRIHFEIC
ZEBEAERT DI EDNTRET L, TOERICLY, PFYTAMN)—LDRF2 AV INDT R
NARICHEST, V=—FSAVDFHIR%ZFEEL CTHEEZFERTEET, (LOG-2380)

1.49. OPENSHIFT LOGGING 5.3.5

Z?DY ) —RIZIE. RHSA-2022:0721 OpenShift Logging Bug Fix Release 5.3.5 A& 7,

1.49.1. NJEIE
o ZDEHFHDHIIL, OpenShift Container Platform H* 5 OpenShift Logging % HIF& L 72354,
Web OV Y —JLIFBI E#EE Logging R—IADY VI ARRLTWE L, TOEHTIL,

OpenShift Logging ZBIRRF/IE T VA VA N—=ILTBEZD) VI HBIRINEF T, (LOG-
2182)

1.49.2. CVE
fNnosYvy~- LTCVEZREHA

e CVE-2020-28491

e CVE-2021-3521

e CVE-2021-3872

e CVE-2021-3984

e CVE-2021-4019

e CVE-2021-4122

e CVE-2021-4192

e CVE-2021-4193

® CVE-2022-0552

1.50. OPENSHIFT LOGGING 5.3.4

2D Y —RITIE. RHBA-2022:0411 OpenShift Logging Bug Fix Release 5.3.4 NEFh X7,

1.50.1. N J{BIE

o ZOEHLIAIIL, cluster-logging-operator T4 v > 2 R— KA SUEEDHREY Y T B
DFREXY THELLEBINRD S/®d, XNy IF Yy aR—RANDEENELETS
OMINTVWERATLE, COEHTIE, 7TV MINIVIC—BEDNY Y 2{EEZEBMNT
2&IC&Y, OYy o EBELEY, (LOG-2066)

o ZDEHODHIE., FIPS ZE%NIC L TEH L7/, ElasticsearchPod # ) TETEFHATL
fco TODBEFHFICELY, Elasticsearch Pod IFIEEICHEEIL £9, (LOG-1974)
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https://issues.redhat.com/browse/LOG-2380
https://access.redhat.com/errata/RHSA-2022:0721
https://issues.redhat.com/browse/LOG-2182
https://access.redhat.com/security/cve/CVE-2020-28491
https://access.redhat.com/security/cve/CVE-2021-3521
https://access.redhat.com/security/cve/CVE-2021-3872
https://access.redhat.com/security/cve/CVE-2021-3984
https://access.redhat.com/security/cve/CVE-2021-4019
https://access.redhat.com/security/cve/CVE-2021-4122
https://access.redhat.com/security/cve/CVE-2021-4192
https://access.redhat.com/security/cve/CVE-2021-4193
https://access.redhat.com/security/cve/CVE-2022-0552
https://access.redhat.com/errata/RHBA-2022:0411
https://issues.redhat.com/browse/LOG-2066
https://issues.redhat.com/browse/LOG-1974
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o ZOEHODAITIE, PVC AT TICHEET %% A, Unable to create PersistentVolumeClaim due
to forbidden: exceeded quota: infra-storage-quota. EWD I Z—Z4K L TWE L, TDE
#iTk Y. elasticsearch [EBEFEDPVC #F v o L, BEEBRLE T, (LOG-2127)

1.50.2. CVE

#nio oYy LTCVEZER

CVE-2021-3521

CVE-2021-3872

CVE-2021-3984

CVE-2021-4019

CVE-2021-4122

CVE-2021-4155

CVE-2021-4192

CVE-2021-4193

CVE-2022-0185

CVE-2022-21248

CVE-2022-21277

CVE-2022-21282

CVE-2022-21283

CVE-2022-21291

CVE-2022-21293

CVE-2022-21294

CVE-2022-21296

CVE-2022-21299

CVE-2022-21305

CVE-2022-21340

CVE-2022-21341

CVE-2022-21360

CVE-2022-21365

CVE-2022-21366
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https://issues.redhat.com/browse/LOG-2127
https://access.redhat.com/security/cve/CVE-2021-3521
https://access.redhat.com/security/cve/CVE-2021-3872
https://access.redhat.com/security/cve/CVE-2021-3984
https://access.redhat.com/security/cve/CVE-2021-4019
https://access.redhat.com/security/cve/CVE-2021-4122
https://access.redhat.com/security/cve/CVE-2021-4155
https://access.redhat.com/security/cve/CVE-2021-4192
https://access.redhat.com/security/cve/CVE-2021-4193
https://access.redhat.com/security/cve/CVE-2022-0185
https://access.redhat.com/security/cve/CVE-2022-21248
https://access.redhat.com/security/cve/CVE-2022-21277
https://access.redhat.com/security/cve/CVE-2022-21282
https://access.redhat.com/security/cve/CVE-2022-21283
https://access.redhat.com/security/cve/CVE-2022-21291
https://access.redhat.com/security/cve/CVE-2022-21293
https://access.redhat.com/security/cve/CVE-2022-21294
https://access.redhat.com/security/cve/CVE-2022-21296
https://access.redhat.com/security/cve/CVE-2022-21299
https://access.redhat.com/security/cve/CVE-2022-21305
https://access.redhat.com/security/cve/CVE-2022-21340
https://access.redhat.com/security/cve/CVE-2022-21341
https://access.redhat.com/security/cve/CVE-2022-21360
https://access.redhat.com/security/cve/CVE-2022-21365
https://access.redhat.com/security/cve/CVE-2022-21366
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1.51. OPENSHIFT LOGGING 5.3.3

2D Y —RITIE. RHSA-2022:0227 OpenShift Logging D/NJEIE) ) —X 533 EaFh XY,

1.51.1. N JBIE

SEIDEHF LA, cluster-logging Operator T v ¥ 2 R— RE2SUBREDREY Y 7EBH
DEREX Y THELL BRI WM >7kd, A MYV I YY1 R—RKRANOEENELETS
A4 INTVWEEBATLE, COEHTE, Yy 221 R—RO—BDONYYafExF T )
FINIVICEMTSZET, AV Y I ZEBELTVWEY, (LOG-2066)

SEDEHFHICE Y. logd] DIRFERAFRA 2171ICEEI N, CVE-2021-44832 W RINF L
fzo (LOG-2102)

1.51.2. CVE

fhnsYv % LTCVEZEH

e CVE-2021-27292

o BZ-1940613

e CVE-2021-44832

o BZ-2035951

1.52. OPENSHIFT LOGGING 5.3.2

2D Y —RIZIE. RHSA-2022:0044 OpenShift Logging D/NJEIEY 1) —ZX 532 BAEFNFET,

1.52.1. /N {EIE
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o SEMEFHLIAINIL, Elasticsearch T TS —HAREETAIRY ML= =500 %EEL

TWE L7, SEOEHTIE. BTIS—42BRTDLIICT—HIETIVHEEINTULE
T, L. TOER, UFIOA VT v I ADRET Kibana ATELEF XIS —HRET S
ATREMEAH Y £ 3, kubernetes.event.metadata.resourceVersion 7 1 —JL RARE T, BifF
DAVTYYIADEIRELIEIBSA VTYIRAINDZETCIS—HIRELET, D71 —ILK
M Kibana TEEAINTVWAWGEIZ, T5—XvE—VsBETEET, WM VYT Y IR %E
HIRR S 2R V—D2HBZHBAIF. TOR)—ICLY, BERBICHWNA VT v 7 XHEIR
INTIS—AvE—VEEFEIELEY, ThUNDEHEEIE. FETI VT I REBEKRLT
IS XAvtE—Y%EFELELET, (LOG-2087)

SEIDEHFLLFIIE, OpenShift Logging Dashboard &, BZ 24 BERIC/ERS L CIREI T
VTFFT—DLEAERTT BT—TIVIC, BiE> 7 Pod D namespace R AL TWE Lz, &
BIDEFHICL Y. OpenShift Logging Dashboard IZIE L LY Pod @ namespace ARRI N ZF

¥, (LOG-2051)

ZDEHDHEITIE. ClusterLogForwarder 71 X% LYY —X (CR)Y MV RYVAD
outputDefaults.elasticsearch.structuredTypeKey IC#EiE L £ —H > LIBE. CRIZHED
S=OLy NETI7AINMNOOTRANTEDBEICERINET74ILNDY—0 Ly MIE
FMZTVWE L, SEOEHFTIE. EBINLEAY—IL Yy MPELLERINET,
(LOG-2046)


https://access.redhat.com/errata/RHSA-2022:0227
https://issues.redhat.com/browse/LOG-2066
https://access.redhat.com/security/cve/CVE-2021-44832
https://issues.redhat.com/browse/LOG-2102
https://access.redhat.com/security/cve/CVE-2021-27292
https://bugzilla.redhat.com/show_bug.cgi?id=1940613
https://access.redhat.com/security/cve/CVE-2021-44832
https://bugzilla.redhat.com/show_bug.cgi?id=2035951
https://access.redhat.com/errata/RHSA-2022:0044
https://issues.redhat.com/browse/LOG-2087
https://issues.redhat.com/browse/LOG-2051
https://issues.redhat.com/browse/LOG-2046
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1.52.2. CVE

f1242 Y v LTCVE = RH
e CVE-2020-36327
o BZ-1958999
e CVE-2021-45105
o BZ-2034067
e CVE-2021-3712
e CVE-2021-20321

e CVE-2021-42574

1.53. OPENSHIFT LOGGING 5.3.1

D) Y—2RITIE, RHSA-2021:5129 OpenShift Logging D/NJEIEY) 1) —RX 531 & FNE T,

1.53.1. /N JEIE

o SEIMEHLAIIZ, Fluentd AV TFFH—Aa A =T IllE,. BTEBICRELQELY—Y—IHIEFE
NTWE Lk, SEADEHICLY. INS5DY =DM A—IUDLHEIBRINET, (LOG-1998)

o SODOEHLANIE. BMAX KN Y IAOSBRINFRERRT, O Y22 R—RIZEDCPU TS
IHBRRINTWVWE L, SEOEFHFHICLY., OFVI¥ vy a2 R—RKICCPU TS I7HELKL
RERAINFET, (LOG-1925)

o SOMEHLIFTIL. Elasticsearch Prometheus T R/ R—4 — 754 4 > |&. Elasticsearch
J—RDONRITA—TVRAICEELAS5 225X MDY T —A2FALTA VT YIZALRILD
ANV v oEAVNRAILTWE L, COEHT, NT74—IVR%ZAEIES, EKOAX b
DY IT)—HREINTWET, (LOG-1897)

1.53.2. CVE

fNna3 oYy - LTCVE ZRHA
e CVE-2021-21409
o BZ-1944888
e CVE-2021-37136
o BZ-2004133
e CVE-2021-37137
o BZ-2004135
o CVE-2021-44228

o BZ-2030932
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https://access.redhat.com/security/cve/CVE-2020-36327
https://bugzilla.redhat.com/show_bug.cgi?id=1958999
https://access.redhat.com/security/cve/CVE-2021-45105
https://bugzilla.redhat.com/show_bug.cgi?id=2034067
https://access.redhat.com/security/cve/CVE-2021-3712
https://access.redhat.com/security/cve/CVE-2021-20321
https://access.redhat.com/security/cve/CVE-2021-42574
https://access.redhat.com/errata/RHSA-2021:5129
https://issues.redhat.com/browse/LOG-1998
https://issues.redhat.com/browse/LOG-1925
https://issues.redhat.com/browse/LOG-1897
https://www.redhat.com/security/data/cve/CVE-2021-21409.html
https://bugzilla.redhat.com/show_bug.cgi?id=1944888
https://www.redhat.com/security/data/cve/CVE-2021-37136.html
https://bugzilla.redhat.com/show_bug.cgi?id=2004133
https://www.redhat.com/security/data/cve/CVE-2021-37137.html
https://bugzilla.redhat.com/show_bug.cgi?id=2004135
https://www.redhat.com/security/data/cve/CVE-2021-44228.html
https://bugzilla.redhat.com/show_bug.cgi?id=2030932
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CVE-2018-25009
e CVE-2018-25010
e CVE-2018-25012
e CVE-2018-25013
e CVE-2018-25014
e (CVE-2019-5827
e CVE-2019-13750
e CVE-2019-13751
e CVE-2019-17594
e CVE-2019-17595
e CVE-2019-18218
e CVE-2019-19603
e CVE-2019-20838
e CVE-2020-12762
e (CVE-2020-13435
e CVE-2020-14145
e CVE-2020-14155
e CVE-2020-16135
e CVE-2020-17541
e CVE-2020-24370
e CVE-2020-35521
e (CVE-2020-35522
e (CVE-2020-35523
e CVE-2020-35524
e (CVE-2020-36330
e CVE-2020-36331
e (CVE-2020-36332
e CVE-2021-3200

e CVE-2021-3426
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https://www.redhat.com/security/data/cve/CVE-2018-25009.html
https://www.redhat.com/security/data/cve/CVE-2018-25010.html
https://www.redhat.com/security/data/cve/CVE-2018-25012.html
https://www.redhat.com/security/data/cve/CVE-2018-25013.html
https://www.redhat.com/security/data/cve/CVE-2018-25014.html
https://www.redhat.com/security/data/cve/CVE-2019-5827.html
https://www.redhat.com/security/data/cve/CVE-2019-13750.html
https://www.redhat.com/security/data/cve/CVE-2019-13751.html
https://www.redhat.com/security/data/cve/CVE-2019-17594.html
https://www.redhat.com/security/data/cve/CVE-2019-17595.html
https://www.redhat.com/security/data/cve/CVE-2019-18218.html
https://www.redhat.com/security/data/cve/CVE-2019-19603.html
https://www.redhat.com/security/data/cve/CVE-2019-20838.html
https://www.redhat.com/security/data/cve/CVE-2020-12762.html
https://www.redhat.com/security/data/cve/CVE-2020-13435.html
https://www.redhat.com/security/data/cve/CVE-2020-14145.html
https://www.redhat.com/security/data/cve/CVE-2020-14155.html
https://www.redhat.com/security/data/cve/CVE-2020-16135.html
https://www.redhat.com/security/data/cve/CVE-2020-17541.html
https://www.redhat.com/security/data/cve/CVE-2020-24370.html
https://www.redhat.com/security/data/cve/CVE-2020-35521.html
https://www.redhat.com/security/data/cve/CVE-2020-35522.html
https://www.redhat.com/security/data/cve/CVE-2020-35523.html
https://www.redhat.com/security/data/cve/CVE-2020-35524.html
https://www.redhat.com/security/data/cve/CVE-2020-36330.html
https://www.redhat.com/security/data/cve/CVE-2020-36331.html
https://www.redhat.com/security/data/cve/CVE-2020-36332.html
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https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-26691
https://access.redhat.com/security/cve/CVE-2022-27666
https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/errata/RHBA-2022:5012
https://issues.redhat.com/browse/LOG-2635
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2020-0404

CVE-2020-4788

CVE-2020-13974

CVE-2020-19131

CVE-2020-27820

CVE-2021-0941

CVE-2021-3612

CVE-2021-3634

CVE-2021-3669

CVE-2021-3737

CVE-2021-3743

CVE-2021-3744

CVE-2021-3752

CVE-2021-3759

CVE-2021-3764

CVE-2021-3772

CVE-2021-3773

CVE-2021-4002

CVE-2021-4037

CVE-2021-4083

CVE-2021-4157

CVE-2021-4189

CVE-2021-4197

CVE-2021-4203

CVE-2021-20322

CVE-2021-21781

CVE-2021-23222

CVE-2021-26401

CVE-2021-29154

CVE-2021-37159
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https://access.redhat.com/security/cve/CVE-2020-4788
https://access.redhat.com/security/cve/CVE-2020-13974
https://access.redhat.com/security/cve/CVE-2020-19131
https://access.redhat.com/security/cve/CVE-2020-27820
https://access.redhat.com/security/cve/CVE-2021-0941
https://access.redhat.com/security/cve/CVE-2021-3612
https://access.redhat.com/security/cve/CVE-2021-3634
https://access.redhat.com/security/cve/CVE-2021-3669
https://access.redhat.com/security/cve/CVE-2021-3737
https://access.redhat.com/security/cve/CVE-2021-3743
https://access.redhat.com/security/cve/CVE-2021-3744
https://access.redhat.com/security/cve/CVE-2021-3752
https://access.redhat.com/security/cve/CVE-2021-3759
https://access.redhat.com/security/cve/CVE-2021-3764
https://access.redhat.com/security/cve/CVE-2021-3772
https://access.redhat.com/security/cve/CVE-2021-3773
https://access.redhat.com/security/cve/CVE-2021-4002
https://access.redhat.com/security/cve/CVE-2021-4037
https://access.redhat.com/security/cve/CVE-2021-4083
https://access.redhat.com/security/cve/CVE-2021-4157
https://access.redhat.com/security/cve/CVE-2021-4189
https://access.redhat.com/security/cve/CVE-2021-4197
https://access.redhat.com/security/cve/CVE-2021-4203
https://access.redhat.com/security/cve/CVE-2021-20322
https://access.redhat.com/security/cve/CVE-2021-21781
https://access.redhat.com/security/cve/CVE-2021-23222
https://access.redhat.com/security/cve/CVE-2021-26401
https://access.redhat.com/security/cve/CVE-2021-29154
https://access.redhat.com/security/cve/CVE-2021-37159
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e CVE-2021-41617

e CVE-2021-41864

e CVE-2021-42739

e CVE-2021-43056

e CVE-2021-43389

e CVE-2021-43976

e CVE-2021-44733

e CVE-2021-45485

o CVE-2021-45486

e CVE-2022-0001

e CVE-2022-0002

e (CVE-2022-0286

e CVE-2022-0322

e CVE-2022-101

o CVE-2022-1271

1.58. OPENSHIFT LOGGING 5.2.10

ZDY ) —RITIE. OpenShift Logging /NJEIEY) ') —Z 5210 AEFEFNTWVWET

1.58.1. /N J{EIE
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COEFOBMTIE, —EOOT 743 7—F—HAIIEALCYMI LAY Y STOATELEREZ ST
ENTEF L, TOEFICLY., Y41 LRY VTR —HITEZIIVN) —%5FXT 260D
= VARBSHIOTLI-RIZEBMINZE Lk, (LOG-2335)

ZDEFH DAL, namespace DY X MDY F—H A TORKHIRICE L7272, namespace
BEHHDI TR —ICLY, Elasticsearch &) 7V TXA MDUEAELELTVWELEZ, TDE
LY, Ny F—Illd namespace HED ) A MDHDEENZ LD ITARY, BENMBRINE
L. (LOG-2475)

ZDEF DAL, system:serviceaccount:openshift-monitoring:prometheus-k8s I

I&. clusterrole & & U clusterrolebinding & LTV 2 R4 —LNJLDENHY F L, D
BHICL Y. serviceaccount A*O0—)L & O—IL/NA > T 4 > 7 %FD openshift-logging
namespace ICHIRINF T, (LOG-2480)

ZDEHODAEIE. cluster-logging-operator (&, 7 5 R4—XRD—7F0OAO—IENS VT4V
J%FMAL T, Prometheus Y —ERT7HI Y MDA RN) Y VBRI L —TFTBDDHER%
B LTWE L, ChODERIE, AV —Ib1 V¥ —T x4 A%FHL T Operator 57 7


https://access.redhat.com/security/cve/CVE-2021-41617
https://access.redhat.com/security/cve/CVE-2021-41864
https://access.redhat.com/security/cve/CVE-2021-42739
https://access.redhat.com/security/cve/CVE-2021-43056
https://access.redhat.com/security/cve/CVE-2021-43389
https://access.redhat.com/security/cve/CVE-2021-43976
https://access.redhat.com/security/cve/CVE-2021-44733
https://access.redhat.com/security/cve/CVE-2021-45485
https://access.redhat.com/security/cve/CVE-2021-45486
https://access.redhat.com/security/cve/CVE-2022-0001
https://access.redhat.com/security/cve/CVE-2022-0002
https://access.redhat.com/security/cve/CVE-2022-0286
https://access.redhat.com/security/cve/CVE-2022-0322
https://access.redhat.com/security/cve/CVE-2022-1011
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/errata/
https://issues.redhat.com/browse/LOG-2335
https://issues.redhat.com/browse/LOG-2475
https://issues.redhat.com/browse/LOG-2480
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O4 §2BICAFERIN, OV RSA4UDS TD Operator 57 704 T 35EICREL
TWELAE, THICLY., coO—ILENA VT 4% namespace DA A—THHREIN. A
BMEEINF T, (LOG-1972)

1.58.2. CVE
fNnigs oYy LT CVE=2ER

e CVE-2018-25032
e CVE-2021-4028
e CVE-2021-37136
e CVE-2021-37137
e CVE-2021-43797
e CVE-2022-0778
e CVE-2022-1154

o CVE-2022-1271

o CVE-2022-21426
o CVE-2022-21434
e CVE-2022-21443
e CVE-2022-21476
o CVE-2022-21496
o (CVE-2022-21698

e CVE-2022-25636

1.59. OPENSHIFT LOGGING 5.2.9

Z?DY ) —RIZIE. RHBA-2022:1375 OpenShift Logging Bug Fix Release 52.9 A& Eh X7,

1.59.1. NJ{EIE

o ZDEHODANE., F—RLTHAMEEEEL. BIFE®D Operator AIRE T, Operator (&7 v 7
JL—RERETTEEHATLE, SOOFEHICLY. COFBHEHEICL>TT7 Yy FIL—FK
DETHHEFONSZ &R AY E Lk, (LOG-2304)

1.60. OPENSHIFT LOGGING 5.2.8

Z?DY ) —RIZIE. RHSA-2022:0728 OpenShift Logging Bug Fix Release 5.2.8 & Fh 7,

1.60.1. /N 1IE
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https://issues.redhat.com/browse/LOG-1972
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2021-4028
https://access.redhat.com/security/cve/CVE-2021-37136
https://access.redhat.com/security/cve/CVE-2021-37137
https://access.redhat.com/security/cve/CVE-2021-43797
https://access.redhat.com/security/cve/CVE-2022-0778
https://access.redhat.com/security/cve/CVE-2022-1154
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-21426
https://access.redhat.com/security/cve/CVE-2022-21434
https://access.redhat.com/security/cve/CVE-2022-21443
https://access.redhat.com/security/cve/CVE-2022-21476
https://access.redhat.com/security/cve/CVE-2022-21496
https://access.redhat.com/security/cve/CVE-2022-21698
https://access.redhat.com/security/cve/CVE-2022-25636
https://access.redhat.com/errata/RHBA-2022:1375
https://issues.redhat.com/browse/LOG-2304
https://access.redhat.com/errata/RHSA-2022:0728
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o ZDEHHDAIIL, OpenShift Container Platform H* &5 OpenShift Logging % HIf& L 72354,
Web OV —JLIEB| Z#E X Logging R—IUADY VI ERRILTWE L, ZOEHTIL,
OpenShift Logging ZBIRRF/IET7 VA VA M—=ILTBEZD) VI HBIRINEF T, (LOG-
2180)

1.60.2. CVE

fn19osY) vy o LTCVE 2RA
e (CVE-2020-28491

o BZ-1930423

® CVE-2022-0552

o BG-2052539

1.61. OPENSHIFT LOGGING 5.2.7

Z?DY ) —2RIZIE. RHBA-2022:0478 OpenShift Logging Bug Fix Release 5.2.7 & Fh %9,

1.61.1. NJ{BIE

o SEIOEFLANCIE, FIPS ZHBRIC L TEH L /1. Elasticsearch Pod Z B TE FHAT
L7co ZODEFHICLY, Elasticsearch Pod IFIEEICHEEEIL £9, (LOG-2000)

o ZOEHDEITIE, KIFEARY 2 —ALY L—L4L (PVC) NN TILEFEET 554, Elasticsearch I
Unable to create PersistentVolumeClaim due to forbidden: exceeded quota: infra-storage-

quota. EWDI TS —Z&EMLF L/, TDEHICEY., Elasticsearch [EEFFD PVC ZF T v
7L, BEZRRLET, (LOG-2118)

1.61.2. CVE
.20 7Y v - LTCVE Z&H
e CVE-2021-3521
e CVE-2021-3872
e CVE-2021-3984
e CVE-2021-4019
e CVE-2021-4122
o CVE-2021-4155
e CVE-2021-4192
e CVE-2021-4193

e CVE-2022-0185
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https://issues.redhat.com/browse/LOG-2180
https://access.redhat.com/security/cve/CVE-2020-28491
https://bugzilla.redhat.com/show_bug.cgi?id=1930423
https://access.redhat.com/security/cve/CVE-2022-0552
https://bugzilla.redhat.com/show_bug.cgi?id=2052539
https://access.redhat.com/errata/RHBA-2022:0478
https://issues.redhat.com/browse/LOG-2000
https://issues.redhat.com/browse/LOG-2118
https://access.redhat.com/security/cve/CVE-2021-3521
https://access.redhat.com/security/cve/CVE-2021-3872
https://access.redhat.com/security/cve/CVE-2021-3984
https://access.redhat.com/security/cve/CVE-2021-4019
https://access.redhat.com/security/cve/CVE-2021-4122
https://access.redhat.com/security/cve/CVE-2021-4155
https://access.redhat.com/security/cve/CVE-2021-4192
https://access.redhat.com/security/cve/CVE-2021-4193
https://access.redhat.com/security/cve/CVE-2022-0185
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1.62. OPENSHIFT LOGGING 5.2.6

Z?DY ) —RITIE. RHSA-2022:0230 OpenShift Logging D/NJEIE!) ) —ZX 526 HEaFhFT,

1.62.1. N TIEIE
o SEOEHUMMDY J—RITE T ALY —DEENEFNTEST, Fluentd 895y a3

E5RERAER>TWE L, SEIOEHRT. RELTWETAILIY—DNMEBEINhF LK,
(LOG-2104)

o SEDEHICLY. logdj DIKEREZRH 2171ICEEI N, CVE-2021-44832 AR I N FE L
=0 (LOG-2101)

1.62.2. CVE

#2129 v LTCVE % &R
e CVE-2021-27292
o BZ-1940613
e CVE-2021-44832

o BZ-2035951

1.63. OPENSHIFT LOGGING 5.2.5

2D Y —RIZIE. RHSA-2022:0043 OpenShift Logging /X JHEIE!) V) —R 525 AEFNFET,

1.63.1. N JEIE

o SEIDEFHLAFIIE. Elasticsearch XTI S —HNRETAIRY ML= —H5DO7%EEL
TWE L7, SEOEHTIE. BTIS—42BRITDLIIICT—HIETIVHIEEINTULE
T, L. TOER, UEIOA VT v I ANRET Kibana ATELEFLIXIS—HRET S
AREMAH Y £ 9, kubernetes.event.metadata.resourceVersion 7 1 —JL RARE T, BifF
DAVTYYIADNBEIRELIEBSA VYTYIRAINDZETCIS—HIRELEST, D71 —ILK
M Kibana TEEAINTVWAWGEIZ, T5—XvE—VsBETEET, WA VYT Y IR %A
HIRR S 2R V—D2HBZHBAIF. TOR)—ICLY, BRBICHWNA VT v 7 XD EIR
INTIT—AvE—Y%ELELEFT, ThUADBEIE. FETTI YTy I REBERKRLT
Io—XAvte—Y%EILELET, LOG-2087)

1.63.2. CVE

#Nn224' v LTCVE ZER

CVE-2021-3712

CVE-2021-20321

CVE-2021-42574

CVE-2021-45105
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https://access.redhat.com/errata/RHSA-2022:0230
https://issues.redhat.com/browse/LOG-2104
https://access.redhat.com/security/cve/CVE-2021-44832
https://issues.redhat.com/browse/LOG-2101
https://access.redhat.com/security/cve/CVE-2021-27292
https://bugzilla.redhat.com/show_bug.cgi?id=1940613
https://access.redhat.com/security/cve/CVE-2021-44832
https://bugzilla.redhat.com/show_bug.cgi?id=2035951
https://access.redhat.com/errata/RHSA-2022:0043
https://issues.redhat.com/browse/LOG-2087
https://access.redhat.com/security/cve/CVE-2021-3712
https://access.redhat.com/security/cve/CVE-2021-20321
https://access.redhat.com/security/cve/CVE-2021-42574
https://access.redhat.com/security/cve/CVE-2021-45105
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1.64. OPENSHIFT LOGGING 5.2.4

Z?DY ) —RIZIE. RHSA-2021:5127 OpenShift Logging D/NJHEIEY 1) —R 524 iEFENF T,

1.64.1.

INJTIEIE

SEOFHFLUETE, syslog EAHATREEINLZLI—KE, ME—N\Yy 2 a2aTvIA—=FT4VID
F—LEDORTEV)TIMELT2XFEEH, Y75 #NICBEZMATWELE, SOOEFH
TlE. AvE—UMBEUARISON ELTELL DY 7IEINET, (LOG-1775)

SEIOEHLIFIIX. Elasticsearch Prometheus TP RA:IR—4 — TS5 45 4 v, Elasticsearch
J—RDNRTA—IVRICHEEEZDEIA MDYV T —AFALTA VT Y I ALANLD
ANy oAV NRALLTWELE, ZOEHT, NT74—T VR EEALEIES, KR+
DY) —HREINTWET, (LOG-1970)

SEOEHFLFNE, OVERENEBRDHEATEREINTWSIFHEIC, Elasticsearch B X v 27—
VEEBTEIENHYE L, ThiE, HODI1DEBRETEE. XvE—VDHBEN1DD
AvE—VICEBINLEZOICEELF L, SOAOEH T, OVEEIFHATEITA Yy 2—
VEBRETELSIRY, HABREOUENAMMEOENDICHEEEZZ I EIEHY FHA,
(LOG-1824)

1.64.2. CVE

84

$Nn232Y v %Y LTCVE Z&H

e (CVE-2018-25009

e CVE-2018-25010

e CVE-2018-25012

e CVE-2018-25013

e CVE-2018-25014

e CVE-2019-5827

e CVE-2019-13750

e CVE-2019-13751

e CVE-2019-17594

e CVE-2019-17595

e CVE-2019-18218

e CVE-2019-19603

e (CVE-2019-20838

e CVE-2020-12762

e CVE-2020-13435

e CVE-2020-14145


https://access.redhat.com/errata/RHSA-2021:5127
https://issues.redhat.com/browse/LOG-1775
https://issues.redhat.com/browse/LOG-1970
https://issues.redhat.com/browse/LOG-1824
https://www.redhat.com/security/data/cve/CVE-2018-25009.html
https://www.redhat.com/security/data/cve/CVE-2018-25010.html
https://www.redhat.com/security/data/cve/CVE-2018-25012.html
https://www.redhat.com/security/data/cve/CVE-2018-25013.html
https://www.redhat.com/security/data/cve/CVE-2018-25014.html
https://www.redhat.com/security/data/cve/CVE-2019-5827.html
https://www.redhat.com/security/data/cve/CVE-2019-13750.html
https://www.redhat.com/security/data/cve/CVE-2019-13751.html
https://www.redhat.com/security/data/cve/CVE-2019-17594.html
https://www.redhat.com/security/data/cve/CVE-2019-17595.html
https://www.redhat.com/security/data/cve/CVE-2019-18218.html
https://www.redhat.com/security/data/cve/CVE-2019-19603.html
https://www.redhat.com/security/data/cve/CVE-2019-20838.html
https://www.redhat.com/security/data/cve/CVE-2020-12762.html
https://www.redhat.com/security/data/cve/CVE-2020-13435.html
https://www.redhat.com/security/data/cve/CVE-2020-14145.html

CVE-2020-14155

CVE-2020-16135

CVE-2020-17541

CVE-2020-24370

CVE-2020-35521

CVE-2020-35522

CVE-2020-35523

CVE-2020-35524

CVE-2020-36330

CVE-2020-36331

CVE-2020-36332

CVE-2021-3200

CVE-2021-3426

CVE-2021-3445

CVE-2021-3481

CVE-2021-3572

CVE-2021-3580

CVE-2021-3712

CVE-2021-3800

CVE-2021-20231

CVE-2021-20232

CVE-2021-20266

CVE-2021-20317

CVE-2021-21409

CVE-2021-22876

CVE-2021-22898

CVE-2021-22925

CVE-2021-27645

CVE-2021-28153
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https://www.redhat.com/security/data/cve/CVE-2020-14155.html
https://www.redhat.com/security/data/cve/CVE-2020-16135.html
https://www.redhat.com/security/data/cve/CVE-2020-17541.html
https://www.redhat.com/security/data/cve/CVE-2020-24370.html
https://www.redhat.com/security/data/cve/CVE-2020-35521.html
https://www.redhat.com/security/data/cve/CVE-2020-35522.html
https://www.redhat.com/security/data/cve/CVE-2020-35523.html
https://www.redhat.com/security/data/cve/CVE-2020-35524.html
https://www.redhat.com/security/data/cve/CVE-2020-36330.html
https://www.redhat.com/security/data/cve/CVE-2020-36331.html
https://www.redhat.com/security/data/cve/CVE-2020-36332.html
https://www.redhat.com/security/data/cve/CVE-2021-3200.html
https://www.redhat.com/security/data/cve/CVE-2021-3426.html
https://www.redhat.com/security/data/cve/CVE-2021-3445.html
https://www.redhat.com/security/data/cve/CVE-2021-3481.html
https://www.redhat.com/security/data/cve/CVE-2021-3572.html
https://www.redhat.com/security/data/cve/CVE-2021-3580.html
https://www.redhat.com/security/data/cve/CVE-2021-3712.html
https://www.redhat.com/security/data/cve/CVE-2021-3800.html
https://www.redhat.com/security/data/cve/CVE-2021-20231.html
https://www.redhat.com/security/data/cve/CVE-2021-20232.html
https://www.redhat.com/security/data/cve/CVE-2021-20266.html
https://www.redhat.com/security/data/cve/CVE-2021-20317.html
https://www.redhat.com/security/data/cve/CVE-2021-21409.html
https://www.redhat.com/security/data/cve/CVE-2021-22876.html
https://www.redhat.com/security/data/cve/CVE-2021-22898.html
https://www.redhat.com/security/data/cve/CVE-2021-22925.html
https://www.redhat.com/security/data/cve/CVE-2021-27645.html
https://www.redhat.com/security/data/cve/CVE-2021-28153.html
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e CVE-2021-31535

e CVE-2021-33560
e CVE-2021-33574
e (CVE-2021-35942
e CVE-2021-36084
e CVE-2021-36085
e CVE-2021-36086
e CVE-2021-36087
e CVE-2021-37136

e CVE-2021-37137

e CVE-2021-42574
e CVE-2021-43267
e CVE-2021-43527
o CVE-2021-44228

e CVE-2021-45046

1.65. OPENSHIFT LOGGING 5.2.3

ZMY Y —RITIE, RHSA-2021:4032 OpenShift Logging D/NZHEIEY Y —2 523 AE&FhFE T,

1.65.1. N J{E1E

o SEDEHLAINIE., —EZBDT Z— M namespace FRILAEEFNTVWEEFATLRE, TDELD
ICSRILDBERINT WS &, OpenShift Container Platform T7 5 — MIL—ILZ{ERRT B 7=
& D OpenShift Monitoring Team DA A R4 VICER L FE A, SEIOEFHRTIE.
Elasticsearch Operator @9 RT D7 5 — b IZ namespace ZRILHAEE N, OpenShift
Container Platform T7 2 — MNIL—IVEERT 272D DE2HA R4 VIZERLF T, (LOG-
1857)

o SEIDEHLBITIE, 121D ) —RXATRELZV Ly aryhARERET, JSON Xy tE—Y
DFEFTHAEHBICEDICA>TWE LE, SEIOEHICELY. JSONEBFHIBEEMICAY X
Lize Tz, BTSN ISON X v E—SDlevel 714 —IL REE &S, FAIFERKRIEAE
FALTAYE—Y 74— LR o—BZHHTEIET. OV M) —level Z5%EL F
¥+, (LOG-1759)

1.65.2. CVE

#n.24 v %5 LTCVE %2R

e CVE-2021-23369
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https://www.redhat.com/security/data/cve/CVE-2021-31535.html
https://www.redhat.com/security/data/cve/CVE-2021-33560.html
https://www.redhat.com/security/data/cve/CVE-2021-33574.html
https://www.redhat.com/security/data/cve/CVE-2021-35942.html
https://www.redhat.com/security/data/cve/CVE-2021-36084.html
https://www.redhat.com/security/data/cve/CVE-2021-36085.html
https://www.redhat.com/security/data/cve/CVE-2021-36086.html
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e CVE-2021-22898

e CVE-2021-22925

e CVE-2021-23840

o CVE-2021-23841

e CVE-2021-27645

e CVE-2021-28153

e CVE-2021-33560

e CVE-2021-33574

e CVE-2021-35942

e CVE-2021-36084

e CVE-2021-36085
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D) Y—2RITIE, RHBA-2021:3747 OpenShift Logging /N JEIEY) 1) —X 522 hEFNET,

1.66.1. N J{EIE

o SEIOFEFHLIAITIE., Cluster Logging 1A% LYY —RX (CR) I&. HER/NY T 7—AR—
ANMERATERWEETH, total Limit Size 7 1 —JL KD{E% Fluentdtotal_limit_size 7 1 —
IWRICEBALTWE Lz, SEIOEHICL Y. CRIE 2 DD totalLimitSize % 7= (3 'default'{ED
/NI W % total_limit_size 7 4 —JU NIZERA L. BEMIMERINZE L (LOG-1738),

o SEOEHLUANL 1DRIDY ) —RBRETHRELL) Ly aryARAT, ALY —IE
Dy MO VEIICNY 77 —3Nc XAy E—T%T75y2a L TCaAL Y9 —PodDIRT EH
BEAESETCWELE, SEDEHFT. fluentd ¥ vy RO VEICNY I 7—5T 5y
valiad<hay, PEIRRLE LA, (LOG-1739)

o SEOMOEHLUFNIE. NV RILT=ZT7 X NDOEENRET, OpenShift Container Platform 4.9
®D OLM % f#Ff L T Elasticsearch Operator 24 Y X h—J)LTEEXHATLR, SEDEHT
iE. NYRIVIZTZZARMDMBEIN, 49 TI VR M=V ET Yy FTL— RPBETBEICA
Y L7, (LOG-1780)
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e CVE-2021-22923
e CVE-2021-22924
e CVE-2021-36222
e CVE-2021-37576
e CVE-2021-37750

e CVE-2021-38201

1.67. OPENSHIFT LOGGING 5.2.1

2D Y —2RITIE, RHBA-2021:3550 OpenShift Logging /X JEIEY 1) —ZX 521 EEFNF T,

1.67.1. NJEIE

o SEMBHUANZ. V=AM TSA VRV ) T rOREEHIRET. olm.skip Range
74 —I)LROEDN, RED) ) —RABFSERMTEOTIEARL, 520 DFFERINTVE
HATLE, SEIOEH Deha, Y ) —RABSOEERICID T4 —ILRDEEZEHFHITELDIC
NRATSAVRY ) TABMEEINTEY, (LOG-1743)

1.67.2. CVE
(& L)

1.68. OPENSHIFT LOGGING 5.2.0

Zd') Y —RIZIE, RHBA-2021:3393 OpenShift Logging D/NJHEIE!) Y —R 520 BEFN XY,

1.68.1. #HBE & £ UHLERIKRE

o SHOEHTIE, 7N r—2avdsdlUPM1VISANTIVFv—%EHT % Amazon
CloudWatch ICAYF— 4 Z8RETE 2 LD IR Y F L7z, #F#ld. Forwarding logs to
Amazon CloudWatch ZZ8 L T XL, (LOG-1173)

o SODEHTIE, Loki(AFT—FEKEFAICAT—Z I TAHAEOEVWIILFTFF> O
TEHWY AT L) ICEETEEY, ML, Forwardinglogs to Loki &8 L T XL,
(LOG-684)

o SEOMNEHTIE, FluentdBrEX 7O ML ZFALTTLS THES{IEIhAERTAV/T—9 %
X LEBEIC. NAT—RFTHESEINREBERI 7M1V 2EALT. /5R5—07 7%
T—H—BETRRATL—XE/ETED LD ICRY F L, FEHIE. Forwarding logs using
the Fluentd forward protocol Z58R L T XL, (LOG-1525)

o SEODILARMAEICELY ., 1—H—FE/NRRT— RN%EFH L THER Elasticsearch 41 Y 249 ¥ A
DOVEEFEREZRILETEDLDICAY F Lk, &z, — K/X—F 1+ —H Elasticsearch
ARV A%EBRIET B/, HHE TLS (MTLS) #FEHATETRWGEIC. HTTP F7/<IX HTTPS
EZEALTA—TF—RENRT—RZELY—I LY FZ2BRETEEY, #FHIE. Forwarding
logs to an external Elasticsearch instance Z&8R L T XL, (LOG-1022)
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SEIOEHFTIE, OVIN Ry hD—2IR)—BEFEOJVAIREL, OF VI —N—|lEETE
2£DICRYF LA, (LOG-1526)

7 # )L b T, OpenShift Container Platform 45 TEAINLT—9 ETIIE. BHOELS
namespace NS5 DAOT A 1 DDHBDA VT v I RIEY T, SEOERICLY, OV %K
£ % <HEK LT namespace 2R T D EHNEELCRY F T,

A1) ) —ZF namespace X k') 7 X% OpenShift Container Platform 3> Y —JL M Logging
Fy aR—RIEMLET, Tho5DA MY I REFERTZE, OTEERT S
namespace. L WIBEDHY 1 LR Y >V TS TH& namespace NEMT 2OV M AR TEX X

ERS

INBLDA MY I RERERT BICIE, OpenShift Container Platform Web 2> Y —JL T
Administrator /\— 2RV 7 1 7% B &, Observe —» Dashboards —» Logging/Elasticsearch
ICRBEILE T, (LOG-1680)

WEDY 1) —2R, OpenShift Logging52 &2 DDHFMA MY VR EBEMICLE T, EEDY A
LRV TEEFHBICOWTIE, B0V FF—CERETAIFOSICEEINLE0Y
E. ALYV —TIREINZEEOTARRTEEY, IhbD A M 2 RITIE namespace,
Pod. 8LV AV T FT—RZRTIRIIIMTIFT SN B8, & namespace H & U Pod NMINES &£
VCENRINZ2O7DHEHEBTETET, (LOG-1213)

INTIEIE

SEIOEFHLLATIL. OpenShift Elasticsearch Operator ' > 5 v 2 A& cron ¥ 3 T DER
BFIC. POLICY_MAPPING IRIEZ# % 2 BEM L 7= Z &E A RE T apiserver NEBEZRE L T
WE L7k, SEDEHTIE. BEIMEEI N, POLICY_MAPPING IRIEZ A cronjob T &I 1
B2 FREI N, apiserver TEEMREI N AY F L, (LOG-130)

SEDOEHLFIE, Elasticsearch 7 S A9 —%—BEIELT/—RKOf@EICLTE, 1 VT vy
AEB cron Va3 JIE—BELEINAN 2D, cron PV a TONRNy I A THRHFRKRICRYFEL
7o X 5(C Elasticsearch 7 5 A9 —D—BHSIL R L 7B&IC. Ny I F IDRKRRIEL L
CEDNBRET, INbDcronY a3 JI3fFIELAEFET LA, SEOEFHF SO S LlL. cron
VIaTEVSRY—%—BEILT R ETREEFERLET, (LOG-1268)

SEIDEHFLLFIIE,. OpenShift Container Platform Y —IboAFXF Y I 4 v > 27 R— KT,
oo ZERaA YT+ —D") R NI chart namespace D I RILHERL, BBoFTA N v Y
% fluentd_input_status_total_bytes_logged M2 I N TWZE L7z, SEIDEHF TIE,

F ¥ — MIZIE namespace INILEIEL WX MY v U4 log_logged_bytes_total N"RRI N &
9. (LOG-1271)

SEDBEFHLENE. 1T v I RBEEB cronjob "I —TRT LAEZEIL, T7—KTa3—FK
NBEINT, TOYITDRAT—H XD complete EHREINTWE LA, SEIDEHRT
&, TS—TRTITZAVTYIRAEEBcronVaTDIS—KRTI—RERET B & THE
ZRLET, (LOG-1273)

priorityclasses.vibetal.scheduling.k8s.io (& 1.22 THIR X 1.
priorityclasses.vi.scheduling.k8s.io ICE X# 2 5N F L7 (vibetal (Z v1 ICEZX#A 5N
F LK), SEIOFHFHLUFNL. vibetal NELEEL TW/s, priorityclasses I L T
APIRemoved In Next Release InUse 7 5 — AR I N TWE L7z, SEIDEF TIL,
vibetal Z V1 [CEZI A D ETHAEZBRL., 75— MYERINALC QY T L, (LOG-
1385)

LARIIE. OpenShift Elasticsearch Operator & Red Hat OpenShift Logging Operator (Z1&, 7
751 VIRIETEITTE % Operator @ OpenShift Container Platform Web 2> Y —JL 1) X b
NDRRICDBRT /) T—2avhHYFEATLE, SEOEHTIE,
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operators.openshift.io/Infrastructure-features: '['Disconnected"]' 7 / 7—> 3 U H' L& 2
DO Operator IBIMI N, 7754 VIRIETEITINS Operator ) A MIKRTZIND LD IC
Y FY, (LOG-1420)

SEIDEHF AL, Red Hat OpenShift Logging Operator Pod &, /87 # —< ¥ A H & b &
NIV /) —RKIS 29 —TCEEDT7—/70— RAIFICFHIN/EZCPUIT T, A7
Jai—I)INTWELL, SO0OFEHTIE. ¥ FRF—OF Y Operator Pod (&, EL L
CPUTTPTRITY1—ILEhEd, (LOG-1440)

SEOEHFLFNE, —WOOTITY M) —TRBINBWVWUTF-8 /N1 M EENT WD,
Elasticsearch ldX v 22—V %EEF L, Ny 7 7—) v 7E¥ R4 O0—RK£E%=7 70y oL T
WE Lz, SEIOEHTIE, EEINARIO— R ENLROTT Y MY —%BIFRL T, &Y
DTV M) —ZBEEFELTHBZBRLFT, (LOG-1499)

SO OFEHFHLETICIE. kibana-proxy Pod #° CrashLoopBackoff JREEIC7A Y. Invalid
configuration: cookie_secret must be 16, 24, or 32 bytes to create an AES cipher when
pass_access_token == true or cookie_refresh != 0, butis 29 bytes. WS X v +—2 %070
ICEEER T 22 DD Y F L, EFRERERDONA MU ERDIBEVHYET, SEDOEHT
&, Kibanatvy>avy—oLy MABELLKERINZLDICAY, TOIZ—AREAT
kibana 7’0 % < — Pod h' CrashLoopBackoff JRAEIC AR 54 < AL F L7z, (LOG-1446)

SEOEHLFTIE, AWS Cloud Watch Fluentd 7S5 74 VI3 RTOA Y L RILT AWS API
MO L % Fluentd O 71C5E8% L. OpenShift Container Platform / — K1) VY — X %8BI T3H
BELTWZE L, SO0EHTIX. AWS Cloud Watch Fluentd 7S5 74 Y IidT /Ny I LT N
L—2O07LARIVEFTTAWSAPIEUHE LEZOSICEELET, DL, TIA4ILMDE
HEOJTLANILTE, Fluentd BRDMR/— RV —REHELEH A, (LOG-1071)

SEIOEFHLLATIL, Elasticsearch OpenDistro ¥ a ) 574 =734 VHARERTLI—H—1 >
TYYIADBTICKBMLTWE L, SEIOEFHTIE, FILWA—2avDT3 71 v &R#E
LTHEBEBRLTWEY, INT, 1 VT YV ADBITIRIS—RLTEITLET, (LOG-
1276)

SEIDEFLLFIIE, OpenShift Container Platform Y —IboAFXF Y I 4 v > 27 R— KT,
ER0EOOTERIAVYTTF—D)RAMIT—IRA YV MDBHYFEFHATLE, SEDOEHT
i, BENERAIN, Sy aR—RIZITRTOT—Y RSV MDBRRINZE T, (LOG-1353)

SEIOEFHLATIL.  chunkLimitSize & totalLimitSize D{E% % L T Fluentd OJ 7 #+ 7 —
F—DINT =V A%FAEL TWIFEIZ. Setting queued_chunks_limit_size for each
bufferto DX v E—JIlHB L DI, EMETELIEMREINE T, SODOEHTIEID
BEMEEIN, COXYE—IDELWMEZRET DL DICA>TUVET, (LOG-1411)

SO OEH LA, Kibana OpenDistro E¥ 1Y 574 —7S 74 VHARATI—H—A VT v
J2ADBITICKBLTWE L, SEOEHFHTIE. FILWA—23 VDTS5 74 v ERELT
BBEZALTVWET, INT, 1 VTY IV RADOBITIZTS - LTHEITLET, (LOG-1558)

SEIDEFHLARIIE. namespace AN T 4 Y —%FEHAT S &, D namespace DO T H D
ABICKRRIINFEATLE, SOAOEH T, O Z2ZIFTANBIENTEEZITXRTOAR
IKEFEINE T, (LOG-1570)

SEIDEFLFIE, viag/logerr IREFEZRD A YR T7 74 LBV EARRRET, 1Y
ZDZAF v F—DHHETICHETLTWE Lz, SEIOEFHTIL, viaq/logerr KFRE % IE
Apache20 TSA YV ANREIN, SAEVRAF+FT—EEBICETINE T, (LOG-
1590)

SEIDEF LA, elasticsearch-operator-bundle EJL K/X41 7S 41 ~IZ#H % curator5 D

BRofbrew ¥ YD REAT, ¥I—DSHATIICBEEI A A—IDTILIhTWELE, $0
DEHTIL, EIL K/1 TS 4 ~IiE curator5 D logging-curator5-rhel8 SR AFH L. 1 v

o1
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T v ZAEE cron ¥ a 7 registry.redhatio " SIEELWA X = A FILTEBZELIICLE
T, (LOG-1624)

SEIDEFHLLFIIE. Service Account #ERDEREIC L Y. no permissions for
[indices:admin/aliases/get] R ED TS —HFEEL TWE Lz, SEIDEFH TIE, HERIMMEIE
INTHEEIBRINTVWET, (LOG-1657)

SEIDEHFLLFIIE, Red Hat OpenShift Logging Operator DA X% L) Y —ZAEZ (CRD) I
Loki A% 4 THteWwrke, 7 KIv3>»aY kO—>—7" ClusterLogForwarder 1 2 4
LYY —=2FTIx) hEEBLTWELL, SEOEHTIE, CRDICHAIY 1 F& L T Lok
NEENZH., BEEIE. O % Loki r—/N\—IT#E(ET % & S IC ClusterLogForwarder %
BRETEET, (LOG-1683)

SEIOEFHLLATIL. OpenShift Elasticsearch Operator T serviceaccounts ' iAE X h, ¥ —
JLy NEEOY—RN—=FT 4 —DFRETZ 71— ILRPLEEXIhTWE L, ZOBED
BEET., =7 Ly "EBICBERINDLH, XEYY—& CPUDFERRI,AELF L,
SEORFHF TRENMERINE L, BEDY ) —XTIE, OpenShift Elasticsearch Operator
& Y= K —F 4 —PFAETZ 71— ILRELEEZLEEA, (LOG-1714)

SEIDEFLLFNICIL,. Cluster Logging H 24 41) Y —X (CR) £ T. flush_interval {& % 15
ELZICHE# ST, flush_mode % interval IZEXTE L 2D > 7235 E 1. Red Hat OpenShift
Logging Operator & Fluentd 82 EZ2EM L E£ L7, 7272 L. Fluentd AL 74 —IFETRICT
Z—ZEMLE L, SEIOEFHFTIE. Red Hat OpenShift Logging Operator (&
ClusterLoggingCR E&Z%#MILL T, MAD 7 1 —IL RAIEEEINTWBIHEICDH Fluentd
REZEMLFTY, (LOG-1723)

EXFIDRIRE
0 % %% &8 Elasticsearch Y —/NN—(CERE L TH D, A—HF—LENRRAT—RRED/IA TS5 4

V=LY NTREINIEEZERT SHEIC. Fluentd 74 7—49—R@#FHBE—IL v K
HHmARADICE DD ST, LIRTDEA A L THEB Elasticsearch —/N—ICERLET, &
DEREIE. IRTE Red Hat OpenShift Logging Operator AV TV Y DEERICDWTY—J L v
PEEBERLAWDICRELFY, (LOG-1652)

EEEE LT, =Ly hEEBRLEBEI. LTZAAL T Fluentd Pod Z3&HIFICE T
TO4TEEY,

I $ oc delete pod -| component=collector

RS &L VHIFR S 7o tae

LHEIDY) ) —ZATHARRETH > 7= —ERDOMEENIEHRICA DD, HIFRIhF L1,

FEHESE DHEREILIKRSR & L T OpenShift Container Logging ICEENTH Y., BIXHMEIYBR— I NINET
. COEBDSHED) ) —ATHIRINZ O, FRTTOM4 A N TOFERIFHEINZHA,

1.68.5.

BESED Fluentd 5 & CHERD syslog XV v K& R L7 05 ORI

OpenShift Container Platform 4.6 N SIRN—T 3V F T, UWTFOLAY—X Yy REFHRALZOJT D
X IEHEICAY, SBRD) ) —XATHIRINEFETY,

LAY—Fluentd XYy REFERLZOY DERE

LAY —syslog AV vy R&EFERALAZOJDERE

KHYIZ, RIZVY—ZRINBZLAY—DADAY Yy R2ERAL TSIV,
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ZEA L7207 D%

® syslog 7O NI AFEAL O T DERE
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https://www.redhat.com/security/data/cve/CVE-2021-22923.html
https://www.redhat.com/security/data/cve/CVE-2021-22924.html
https://www.redhat.com/security/data/cve/CVE-2021-32740.html
https://www.redhat.com/security/data/cve/CVE-2021-36222.html
https://www.redhat.com/security/data/cve/CVE-2021-37750.html
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F2EZ LOGGING 5.6

21.LOGGING5.6 ) ) =R/ —h

R

AF > Ji&, 37 ® OpenShift Container Platform & (ZE/A42 ) ) —ZXH A4 )L T, 4
VAN—IVABER O VIR— Y b & L TRHEINE S, Red Hat OpenShift Container
Platform Life Cycle Policy (&) ) — XD E#MEA R L TWE T,

Pz
stable 7 v+ RJLI&. Logging DEHY ) —REWRETIEHFOAEREL T, LUaT

D)) —ROEFEBISHMEZET I, TRV ) TV a3 vF v )% stable-X (X
A VA= LEQTDON=Va V) ICEETE2HENHY ET,

2.1.1. Logging 5.6.8

ZM') Y —RITIE, OpenShift Logging /NJIEIE) ) —2 568 AEFNTVWET,

yARRWAS/Z -3

ZOEHEIE. AD—BFRILED ClusterLogForwarder HIC | XENSFE N BHE L.
vector ALV —DFHETKTLTWE Lk, SEOEHFHTIE. — BRIV E5HFTH
H ALV —HDOVERBESLVCRETEZLIICTEIETHREIRRINE L,
(LOG-4091)

Z DEFHEIIE. OpenShift Container Platform Web 3>V —JLATO Y % XRR T %I more
dataavailable # 7> 3>V %0 v o3&, AIAV Yy VBICOH, LWUEBLOOTITY b
J)—HO—RINFLk, SADEHTIE. 7V v I TEICILIZEZLDI Y M) —DFHRHIA
FhaLDICRY FLE, (QU-187)

Z DEFHEIIZ. OpenShift Container Platform Web 3>V —JLATO Y A2 KRRT BRI
streaming 47 7> 3 v %E 7Yy o $3E. REOOJIFRRIINT, streaminglogs X v z—
VOINMRRINE L, SEIDEHICLY., XvE—IEOFJAMN)—LDOEANELLCE
TINBLDICAHRY F LA, (OU-189)

ZOEHFEINE. REOBBEIFE LI WHET Loki Operator " TS5 —% Yy hLTWE
L7z, SEIOBEHFHICLY, BREIT—DEBRAINZETCIS—DEFHRILDLOICAYE L,
(LOG-4158)

ZDEFAEIE. 8,000 %2 A % namespace =DV 7 X9 —DiHE. namespace D) X kA
http.max_header_size (8 E & Y £ KX { 725728 Elasticsearch 7 T —&IEHFLTWVWE L
oo SEOEHFTIE. AV I —H A4 XDTFT 74V MENBIZ EF SN, BEIRINFEL
oo (LOG-4278)

2.11.2.CVE
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CVE-2020-24736

CVE-2022-48281

CVE-2023-1667


https://access.redhat.com/support/policy/updates/openshift#logging
https://access.redhat.com/errata/RHBA-2023:3996
https://issues.redhat.com/browse/LOG-4091
https://issues.redhat.com/browse/OU-187
https://issues.redhat.com/browse/OU-189
https://issues.redhat.com/browse/LOG-4158
https://issues.redhat.com/browse/LOG-4278
https://access.redhat.com/security/cve/CVE-2020-24736
https://access.redhat.com/security/cve/CVE-2022-48281
https://access.redhat.com/security/cve/CVE-2023-1667
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e CVE-2023-2283
e CVE-2023-24329
e CVE-2023-26604

e (CVE-2023-28466

2.1.2. Logging 5.6.7

2D ) —RITIE. OpenShift Logging Bug Fix Release 5.6.7 & FhTWE T,

2121 NTEIE

o ZOEH&LYAENL LokiStack ¥ — "D x4 X1 —H—DT7 VA% ERE T IC namespace
DINIVEERLTWE Lz, SEIOEFICEL Y, LokiStack ' — bz A [F/R—X vy
EONREDY) VT ZAMIERATR LD ICARY, BEIFFERLE LR, (LOG-3728)

o ZOEHIVAEINE, XvtE—JIKIYA LAY VY THEFNTWVWBIHE, Fluentd TIEAT X v
=D time 7 14 —J)L KDFT 7 #JL b T structured.time & L TETINFHATLE, TOD
BIHICL Y, HALETHR—-—MINTWBIFAIK, BSh/icos/Ayte—TIC
structured.time 7 1 —IL RAAEFEFND LD ICRY FT, (LOG-4090)

o ZODEHLYHIE, LokiStack)L— FREHNRET, /T —DEFTHENIOWEZBALZEY
ALTIMDRELTWE L, SEDOEH T, LokiStack global $ & U per-tenant
queryTimeout DFEEICLYIL— YA LT 7 NDOERENFEE ST, BEIIBRLE L,
(LOG-4130)

o ZDEHLYANE FO—NILEHRTIERLSTFY MIBRICHLTENEEZEINRLTWS
LokiStack CRIC& Y, LokiOperator 7 w2 a L TWE L7k, SEIOEHICL Y.
Operator (ZT7 7~ MIRD A D EZF I N7 LokiStack CR # LB T X B & S ICAY, BBEHER
RINF L7, (LOG-4199)

o ZOEHELYANL Web TV H—ITRFEINTWVWBLEION—YavyDFvyadhik
7 714 IIVHREAT. OpenShift Container Platform Web 3>V —JLIE7 v 7oL — R#RICT
S—EERLFE L, SEDBEHICLY., ThEDT7MILIEFryaIniadiRyY, BE
EERI N E L7z, (LOG-4099)

o ZDEHMTOLNBHEIE. Vector iET T #I MDD Lokif Y RE Y RICERET 3 & XICAIFAE T
S—HEMRLTWE LR, COEHFICELY. Vector AL TOY IS —7% L T Loki IC#riE
TXBLIICRYF LI, (LOG-4184)

o ZODEH&LYANL tls.insecureSkipVerify 4 7 3 V¥ true ICEREINTWBIHEIC,
Cluster Logging Operator AP (ZIEY— 2 Ly MIL YVIRBI N ZFARAENIVET L, SED

BHICL Y., ZD LD RIFETEH Cluster Logging Operator APl &> — 2 L v MZEERAZ DR
HERDGLLSRY £ Lz, RDFZED Operator D CRIEIIINFE L 7=,

tls.verify_certificate = false
tls.verify_hostname = false

(LOG-4146)

2.1.2.2.CVE

e CVE-2021-26341
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https://access.redhat.com/security/cve/CVE-2023-2283
https://access.redhat.com/security/cve/CVE-2023-24329
https://access.redhat.com/security/cve/CVE-2023-26604
https://access.redhat.com/security/cve/CVE-2023-28466
https://access.redhat.com/errata/RHBA-2023:3493
https://issues.redhat.com/browse/LOG-3728
https://issues.redhat.com/browse/LOG-4090
https://issues.redhat.com/browse/LOG-4130
https://issues.redhat.com/browse/LOG-4199
https://issues.redhat.com/browse/LOG-4099
https://issues.redhat.com/browse/LOG-4184
https://issues.redhat.com/browse/LOG-4146
https://access.redhat.com/security/cve/CVE-2021-26341
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e CVE-2021-33655
e CVE-2021-33656
e CVE-2022-1462
e CVE-2022-1679
e CVE-2022-1789
e CVE-2022-2196
® CVE-2022-2663
e CVE-2022-3028
e CVE-2022-3239
e CVE-2022-3522
e CVE-2022-3524
e CVE-2022-3564
® CVE-2022-3566
e CVE-2022-3567
e CVE-2022-3619
e CVE-2022-3623
® CVE-2022-3625
e CVE-2022-3627
e CVE-2022-3628
e CVE-2022-3707
e CVE-2022-3970
e CVE-2022-4129
e CVE-2022-20141
e CVE-2022-25147
® CVE-2022-25265
e (CVE-2022-30594
o CVE-2022-36227
e CVE-2022-39188

e (CVE-2022-39189
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https://access.redhat.com/security/cve/CVE-2021-33655
https://access.redhat.com/security/cve/CVE-2021-33656
https://access.redhat.com/security/cve/CVE-2022-1462
https://access.redhat.com/security/cve/CVE-2022-1679
https://access.redhat.com/security/cve/CVE-2022-1789
https://access.redhat.com/security/cve/CVE-2022-2196
https://access.redhat.com/security/cve/CVE-2022-2663
https://access.redhat.com/security/cve/CVE-2022-3028
https://access.redhat.com/security/cve/CVE-2022-3239
https://access.redhat.com/security/cve/CVE-2022-3522
https://access.redhat.com/security/cve/CVE-2022-3524
https://access.redhat.com/security/cve/CVE-2022-3564
https://access.redhat.com/security/cve/CVE-2022-3566
https://access.redhat.com/security/cve/CVE-2022-3567
https://access.redhat.com/security/cve/CVE-2022-3619
https://access.redhat.com/security/cve/CVE-2022-3623
https://access.redhat.com/security/cve/CVE-2022-3625
https://access.redhat.com/security/cve/CVE-2022-3627
https://access.redhat.com/security/cve/CVE-2022-3628
https://access.redhat.com/security/cve/CVE-2022-3707
https://access.redhat.com/security/cve/CVE-2022-3970
https://access.redhat.com/security/cve/CVE-2022-4129
https://access.redhat.com/security/cve/CVE-2022-20141
https://access.redhat.com/security/cve/CVE-2022-25147
https://access.redhat.com/security/cve/CVE-2022-25265
https://access.redhat.com/security/cve/CVE-2022-30594
https://access.redhat.com/security/cve/CVE-2022-36227
https://access.redhat.com/security/cve/CVE-2022-39188
https://access.redhat.com/security/cve/CVE-2022-39189
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o CVE-2022-41218
e CVE-2022-41674
e CVE-2022-42703
e CVE-2022-42720
® CVE-2022-42721
o CVE-2022-42722
e CVE-2022-43750
e CVE-2022-47929
e CVE-2023-0394
o CVE-2023-0461
e CVE-2023-1195

e (CVE-2023-1582
e CVE-2023-2491
e CVE-2023-22490
e (CVE-2023-23454
e (CVE-2023-23946
e CVE-2023-25652
e CVE-2023-25815
e CVE-2023-27535

e (CVE-2023-29007

2.1.3. Logging 5.6.6

ZM') Y —2RITIE, OpenShift Logging Bug Fix Release 5.6.6 A& FNTWET,

21.3.1. /N JEIE

o ZDBEHFMTHNZETIE, RIO—RFRDF—IC—HT 2 Katka tHAPEY VIZEZRAD &
9 IC ClusterLogForwarder X9 L)Y —RA%BETDE, TZ—ICLYUAvE—YDR
Oy 7HREELTVWELE, SEDEFEHTIX, Fluentd DNy 7 7 —ZDENC T VY —R37
4332 & CRIBEAER L F L, (LOG-3458)

o ZTOEHMTHLbNB XTI, inode "EFIAHIN., BL inode ZEHDOEHOTY M) —HEFE

I 2BEIC. Fluentd TO 4y FORERTHAEELTWE LA, TOFEHICELY. Fluentd fif
B 7ALADY + v FHRBICKRT T 2MENRLE L, (LOG-3629)
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https://access.redhat.com/security/cve/CVE-2022-41218
https://access.redhat.com/security/cve/CVE-2022-41674
https://access.redhat.com/security/cve/CVE-2022-42703
https://access.redhat.com/security/cve/CVE-2022-42720
https://access.redhat.com/security/cve/CVE-2022-42721
https://access.redhat.com/security/cve/CVE-2022-42722
https://access.redhat.com/security/cve/CVE-2022-43750
https://access.redhat.com/security/cve/CVE-2022-47929
https://access.redhat.com/security/cve/CVE-2023-0394
https://access.redhat.com/security/cve/CVE-2023-0461
https://access.redhat.com/security/cve/CVE-2023-1195
https://access.redhat.com/security/cve/CVE-2023-1582
https://access.redhat.com/security/cve/CVE-2023-2491
https://access.redhat.com/security/cve/CVE-2023-22490
https://access.redhat.com/security/cve/CVE-2023-23454
https://access.redhat.com/security/cve/CVE-2023-23946
https://access.redhat.com/security/cve/CVE-2023-25652
https://access.redhat.com/security/cve/CVE-2023-25815
https://access.redhat.com/security/cve/CVE-2023-27535
https://access.redhat.com/security/cve/CVE-2023-29007
https://access.redhat.com/errata/RHBA-2023:3194
https://issues.redhat.com/browse/LOG-3458
https://issues.redhat.com/browse/LOG-3629
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2.1.3.2.

ZDEFMNITHONS X TIE, Fluentd I & % JavaScript 7 24 7~ M DERBITHIHN DR ICK
ML, BHRELTHADPERITELTHEHAINTWE L, SEOEHICLY. BIAMN11TT
HAINBZ LD ICRY, BEIMERINE L, (LOG-3761)

ZOEHFMNITHN S F TIE. Red Hat Openshift Logging Operator /A\—3 > 4.6 hh 5 /38—
TavS6~DEETY TIL—RPFAINTWERD, #ELORBEI/ARELTVWEL
oo TOBIFICLY, Py TIL—RIZ2DDN— 3 VHRTHIBELAH Y., BEHI R
XhE L7, (LOG-3837)

ZOEHFMNITHOND E TIL, Splunk £71E Google Logging HAAD XA M) w 7 IERRIhFH
ATLR, COFEHTIE, HTTPIV RKRA Y MDA N v I %EZEET DT & TRBBNBRRI
nE L. (LOG-3932)

ZOEHFMNITHN S E TIL. ClusterLogForwarder 124 L) Y —ZAHHIBRINTH, IL Y
#—Pod IREFTINAEFETLE, COFFHICLY., OVGEIEMIAR > TULWAWES, O
L 44 —Pod EFSNALAYET, (LOG-4030)

ZDEFHDITHN S E TIL. OpenShift Container PlatformWeb I Y —J)LTOJDER NS
SLEVYY I LTRSSy L THRHESEEZBIRTEFEATLE, SEADEHICLY. 2
Jy o ERSy TAFERL CREEREEZEEIOGBIRTESLDICAY FE Lk, (LOG-4101)
CDEHFITHONDETIE. BERT7 74D Fluentd /Ny ¥ 2 {EIEZQT 7 7 A ILAD/INA % {E
FALTERINTWELRS, O/O0—F—Ya vVEIC—ETIERwWANy Y arrERINFL
co SEIDEHICEY., BRI 74 ILD/NY > 2{ED inode BETERINZ LD ICHRY,
BRI NF L7z, (LOG-3633)

Z OEHEIIE. OpenShift Container Platform Web 3> —JLC Show Resources ') > 7 % ¥
Dy LTHMADMBREHY FHEATLE, TOEHTIH, OV N)—=T&IZYY—RAD
KRRENUYEZDZ VY —RADERR ) VIV DHEEZIEIET S & T, ZOBEIERINEL
fzo (LOG-4118)

CVE

CVE-2023-21930
CVE-2023-21937
CVE-2023-21938
CVE-2023-21939
CVE-2023-21954
CVE-2023-21967
CVE-2023-21968

CVE-2023-28617

2.1.4. Logging 5.6.5

ZM') Y —2RITIE, OpenShift Logging Bug Fix Release 5.6.5 A& FNTWE T,

2.1.41. NT¥EIE
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https://issues.redhat.com/browse/LOG-3761
https://issues.redhat.com/browse/LOG-3837
https://issues.redhat.com/browse/LOG-3932
https://issues.redhat.com/browse/LOG-4030
https://issues.redhat.com/browse/LOG-4101
https://issues.redhat.com/browse/LOG-3633
https://issues.redhat.com/browse/LOG-4118
https://access.redhat.com/security/cve/CVE-2023-21930
https://access.redhat.com/security/cve/CVE-2023-21937
https://access.redhat.com/security/cve/CVE-2023-21938
https://access.redhat.com/security/cve/CVE-2023-21939
https://access.redhat.com/security/cve/CVE-2023-21954
https://access.redhat.com/security/cve/CVE-2023-21967
https://access.redhat.com/security/cve/CVE-2023-21968
https://access.redhat.com/security/cve/CVE-2023-28617
https://access.redhat.com/errata/RHSA-2023:1953
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VTYYREERTET., T DORYAATHEBEIREELTWELE, TOFEHTIE. X
IWHDRKY FERS YV aAMBEICLIYBZSHRZ SN, BUARRYAANMRIEI N, BEHLM
RHCERINE T, (LOG-3419)

o ZOEHLYRIE. OpenShift Web IV —ILDO Y R—IUH LokiStack ~DIEERTICKE L 7=
Ba. BRI Xy tE—IARRIN, BMOIVFTFFRAMNPIN STV a—FTa VT
DRBIFWRBEINFHEATLE, TOEHICLY., IZ—AvE—IpEbIn, LYEKH
BEME NS TN a—FT4 Vv VOHERENEEND LD ICAY F L, (LOG-3750)

o ZOEHLYARIZ. BESEHAI/RIIIN TV 2D, hRY LBMHEAERIRT S
EXIT—DRELTWELE, COEHICLY., FARKAIRIEINZ LD ICHKRY, 1—H—
DEMREHAALBIRTE DL DICARY F L, BWAREGEEPEANSERINLEEE. 21—
P—IlIZ— Ay tE—IPRRINFET, (LOG-3583)

o ZOEMAIE. Loki TOVAKRETSE, RORINSNRONXFEBATWALLTHE, <D
BEVTYY —IRKBMLTWE L, TOEHFICLY, 7T —EBSRNILY Y F v —H&i#EL
Ih, BEIFERINE LA, (LOG-3480)

o ZOEFHMNITHLNDHEIL LokiOperator i, 7ZAR—NIPDAYN—Y R NEFERT 3%
B, TRTCOIAVEA—RV N ERDIFBDICHRBAVNR—=) A NREEERTEEFEAT
L7, SEIOBFHFHICLY., ERINLBREICT KNS IINR—MHBERICEEFND LD
ICRY, IRTOAVER—FX VY M EZEBIRRETESELDICARY F L, (LOG-4008)

2.1.4.2. CVE

e CVE-2022-4269
e CVE-2022-4378
e CVE-2023-0266
e (CVE-2023-0361
e (CVE-2023-0386
e CVE-2023-27539

e (CVE-2023-28120

2.1.5. Logging 5.6.4

2D 1) —RIZIE. OpenShift Logging Bug Fix Release 5.6.4 AAEENTWE T,

2151 \JTEIE

o ZDEIDAENIE., LokiStack ’OF R M7 ELTTFIOA4INALEZIC, LokiPod ICL>THE
RIN-O7DUINEIN, LokiStack ICEEFEINTWE Lz, SEIOEHICELY. Lokillk o
TERINOTIRINEISBRA I, REIT AR ARY T, (LOG-3280)

o ZODEFDAIIE, OpenShift Web AV Y —)LOAITR—I DY LT =TT 445 —HINEDHE
i, ROy FHIUAZa—ILENAANINEFEATLE, SEDOEHICLY., ZO/ T —
HERITLEDETRE, IF— AV E—IDPRRIN, ROV TII A2 —DHEFESY
ICAAIND L DICRY F L7, (LOG-3454)

o ZDEHODHIIE. tls.insecureSkipVerify & 7> 3 > H true ICEREINTW BB EIL. Cluster
Logging Operator B’82 o 7258 EAEMK L TWE L7z, TDHER. Operator |LEERAE DIREE %
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https://issues.redhat.com/browse/LOG-3419
https://issues.redhat.com/browse/LOG-3750
https://issues.redhat.com/browse/LOG-3583
https://issues.redhat.com/browse/LOG-3480
https://issues.redhat.com/browse/LOG-4008
https://access.redhat.com/security/cve/CVE-2022-4269
https://access.redhat.com/security/cve/CVE-2022-4378
https://access.redhat.com/security/cve/CVE-2023-0266
https://access.redhat.com/security/cve/CVE-2023-0361
https://access.redhat.com/security/cve/CVE-2023-0386
https://access.redhat.com/security/cve/CVE-2023-27539
https://access.redhat.com/security/cve/CVE-2023-28120
https://access.redhat.com/errata/RHBA-2023:1311
https://issues.redhat.com/browse/LOG-3280
https://issues.redhat.com/browse/LOG-3454
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A2FxyTLEDETBE, T—4 % Elasticsearch ICEETETEFHATLAL, SEDEHICE
Y. tls.insecureSkipVerify H* HIC7% > TW3IHFAETH. Cluster Logging Operator I&1E L
WTLSEREZEKRLE T, TORBR, APAZTOMIMEERAF Yy TLELO>ELTE, T—9%
Elasticsearch ICEBICEFETET XY, (LOG-3475)

CDEFDREINIE, BELLINLBADIAEMICAR >TWVWT, Ay E—IQERDBEICEGEEIN
EBBIC. ThbldTs—TaAE—3hFHATLE, THICLY, BEEINAAYyE—Y
ASC—MOBEOTPERINELES,. TOMROOTIERINELATLE, SEOSR
LY, JSONBBITDREIICA v E—V % T4 —FIAE—F 2 LD ICREERDPEREINEL
o TR, BRORBELEICEEINILIZETE, TIRTDREAVvE—VICEEEA Yy E—
IREENDLIICAY F L, (LOG-3640)

ZDOEFOHIE, collection 7 1 —JL KIZ } AEFNTWB &, Operator B8V 5v > 21950
MDY FE Lz, SEIOEFHICLY. Operator T DEEFEBTDLDICRY, FL—%
EHETT 2 I ERL RAL—XICETLHIIT R IENTEET, (LOG-3733)

ZDEFOAEIL, LokiStack D4 — ko =4 AV R—X > h® nodeSelector Bl IXFEHLH Y
FEHEATLR, SEOEFHICEY. nodeSelector BHENHIFE S Y ICHEET 2L D IRV FL
7o (LOG-3783)

CDFEHORNIE, BB LokiStack X Y /N—Y X MDEREF. TZARXR—NIPRY NT—0D
HIEEFELTWE Lz, ZDFER. OpenShift Container Platform 7 5 X4 — Pod & v b7 —
IHNT) U IPEHETHREINTWSHEAE, LokiStackPod B’V S v ¥ a)—FLET, 5
BIOEFICL Y. LokiStack BEEE(IZ. XV /N—U X MNDFREICPod Xy NT—V % FERT 2
FFavEMATESZLIICAYE LA, INICLY., BEHIERIN, OpenShift
Container Platform 7 5 24 —Pod *v N7 —0 8T ) v 7 IPEETHREINTWVWRIHEE
IC. LokiStackPod 897 5 v ¥ a)l—TREILRZDEHCIENTEET, (LOG-3814)

ZDOEFOHEIL, tls.insecureSkipVerify 7 1« —JL KA true ICEREINTWSIHE. Cluster
Logging Operator IdRBE >R EEER L TWE L, TORR, SIAZOMRIEERFv 7L
&£ &9 % &, Operator & Elasticsearch ICT—49 #XfETEEFHATLL, SEDEHFHICEL
Y. tls.insecureSkipVerify AEMICAR > TWBIFE TH. Operator IE1E LWL TLS & E % X
LEYT, TORR. SIAZEOMRIEAZRFY TLELDELTH. T—4 % Elasticsearch ICIEEFIC
EEFETEET, (LOG-3838)

Z DEFDRIIC, Elasticsearch Operator Zfff 9°I1C Cluster Logging Operator (CLO) A% A
VA M=ILEINTIFE. CLO Pod I Elasticsearch DHIFRICEAET 2 TS5 — X v 27— U % ik
BICRTILTWE LA, SEIOEFMICLY, CLORIZ— Ay E—Y%EZKRRT DHEIEMD
Frv P EEFTTDEIICRYF L, TDFHER. Elasticsearch Operator B FE L 2 WEE
l&. Elasticsearch DHIFRICEAET 2T — X v E—IYDNRRIINARCRY LA, (LOG-
3763)

2.15.2. CVE
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CVE-2022-4304

CVE-2022-4450

CVE-2023-0215

CVE-2023-0286

CVE-2023-0767

CVE-2023-23916


https://issues.redhat.com/browse/LOG-3475
https://issues.redhat.com/browse/LOG-3640
https://issues.redhat.com/browse/LOG-3733
https://issues.redhat.com/browse/LOG-3783
https://issues.redhat.com/browse/LOG-3814
https://issues.redhat.com/browse/LOG-3838
https://issues.redhat.com/browse/LOG-3763
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0767
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2.1.6. Logging 5.6.3

Zd') Y —2RITIE, OpenShift Logging Bug Fix Release 5.6.3 A& FNTWE T,

2.1.6.1. NTEIF

o SEIDEFHDAEIIE. Operator T — VAT FY bDI—2 L v MEHR% config map IZR
FLTWFE LA, SEDFEHICELY., Operator IFZDERES—V Ly MIRELET,
(LOG-3717)

o SEOEH DAL, Fluentd 3L 7 % —I3 /var/log/auth-server/audit.log ICREFI N TW3S

QAUthOJA VARV N eFx v TFv—LEEAT LR, SEOEHICELY. Fluentd I&, &
NSO OAUthOTAVARY NaF+ TFv—L, BEEMBRLE LA, (LOG-3729)

2.1.6.2.CVE

e CVE-2020-10735
® CVE-2021-28861
e CVE-2022-2873
o CVE-2022-4415
e CVE-2022-40897
o CVE-2022-41222
e CVE-2022-43945
e CVE-2022-45061

e (CVE-2022-48303

2.1.7.Logging 5.6.2

ZDY 1) —RITIE. OpenShift Logging /NJEBIED) 1) — 2562 BEFEFNET,

2171 1NTEIE

o ZOEFDAENIE, AL VY —ILsystemd O DEBLEEICE DWW Tlevel 71 —J)LRAEIEL L%
ELFEFEAT LR, SO0FHICLY., level 74 —JILRHAELLKEBEINDLDICHY FL
feo (LOG-3429)

o SEMEFHLIFIIE. Operator I& OpenShift Container Platform 4.12 LB CIEE #E DELE
BoTEKLTWE LA, SEIOEFHICEL Y. Operator @ OpenShift Container Platform D&
AN—Y 3 VENMEES N, MESRRINE L, (LOG-3584)

o SEOMEFHLIFIIE. default D SMET ClusterLogForwarder 1 X4 L') ¥ — 2 (CR) %= {ER&
L. I5—Z%&MLEEBAT L, SODOEHICLY. ZOEIETICERINDEWVWD T
T—DEENRRINDLDIIARY E L, (LOG-3437)

o ZODOEHODAIL, ClusterLogForwarder 1 X% L)Y —2Z (CR) IZ1DDHAA default & L

TREINEERDA TS VA HBBAE. IL U9 —Pod EEEEILTWE L, SED
FH T, WARIOOY Y ¥ PMBES ., MEMRRINE L, (LOG-3559)
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COEFORIE, TL YUY — Pod RIEBEICBREBIINATWE L, SEDEHICLY,. 77
O4 XhalL o9 —rEBNICERS LA ARY E Lk, (LOG-3608)

SEOEHFLFNE, /Ny FU) =B A4OTMSLEIO/N— 3 > D Operator ZHIER L TW
Flr, ChickY, WA=V 3 VaL VANV TEEHATLL, SEDOEHICLY
NY RIVEREDPEZEIN, ABLYAFT—N"=U3VDBEIi0) ) —ANA4O7ICBEzD LD
i Y F L, (LOG-3635)

21.7.2.CVE

CVE-2022-23521

CVE-2022-40303

CVE-2022-40304

CVE-2022-41903

CVE-2022-47629

CVE-2023-21835

CVE-2023-21843

2.1.8. Logging 5.6.1

2D ) —RITIE. OpenShift Logging /NJEIEY) ') —ZA 561 HNAEFNET,

2.1.8.1. NTIEIE
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CDOEHODHEIE, EEIPEMRGBE. QNI —E, 7T)—T ED@EICEL D TLSEEBRE
IS—%BELTWE LA, SEAOEHICLY, NI —0T)—THHTTPEHET
BOoTBETRZ &M< ARY FE Lz, (LOG-3494)

Z DEFOHEIIL. Loki Operator I LokiStack CR DA T —4 ADREEBRITLAWED, R
T—YRABFHRAELL LA>TWE L, SOIDEFHICEY. Operator EFEERFICA T — 4 RIFHR
DEHEBRITTHLDICAY E LT, (LOG-3496)

ZOEHFODHEIIL, kube-apiserver-operator Operator H* Webhook D&Mt AR L/ & =
IC. Loki Operator Webhook #—/N\—ATLS TS —%3| XTI L TWF L, SEDOEFHICL
). Loki Operator Webhook PKI (& Operator Lifecycle Manager (OLM) IC& > TEEINS &£
S1chY, BBEMMBRINE L, (LOG-3510)

CDEHFORENE, TR EHAEDLETSINIL T 1 IILY —%FALIBE. LokiStack 7' —
RO TASRIVIV I+ —H—DEWR LogQL VT ) — OB TS —%EM L TWFE L7,
SEIDEHFICE Y. LokiStack LogQL DREAT—ILREFALEZINILT 4 I)LY —%&HKR—
FEBELDICARY, BEMERINE L, (LOG-3441), (LOG-3397)

CDEHORNIE. BHOSNILF—ICE CEEFHAHY., —PDF—IC Ky F?bf’é“ih’cwé
&, Elasticsearch ICEZAFNAL A—RTEEFRELTWELE, SEDEHICEL >
NLF—D Ry NATFYF—RAFICEBE]A SN, FEMRRINE L, (LOG- 3463)

ZDOEFDHEIE., OpenShift Container Platform 3> YV —JL & logging-view-plugin D& IC B #
MEA R W=, Red Hat OpenShift Logging Operator (& OpenShift Container Platform 4.10
VS22 —THEHATEEFHATLEL, SEIDEHICLY. 7374 Id OpenShift Container
Platform 410 IOV YV —ILEBUICHEIN D L D ICY £ L7, (LOG-3447)
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ZDOEHOFEIL, ClusterLogForwarder h X% L)Y —ZDREET, F 74 NOTRA N7 %
BRIDIATSAVDETRAT—IANBoTHREINTVWE L, SEDOEHFICLY, /8
A 754 P BEUNRIEIND LD ITARY £ L7 (LOG-3477),

2.1.8.2.CVE

CVE-2021-46848

CVE-2022-3821

CVE-2022-35737

CVE-2022-42010

CVE-2022-420T1

CVE-2022-42012

CVE-2022-42898

CVE-2022-43680

CVE-2021-35065

CVE-2022-46175

2.1.9. Logging 5.6.0

2D ) —RIZlE. OpenShift Logging Release 5.6 A& FNTWE T,

2.1.9.1. JEHERR DB A

Logging /N—< 3~ 5.6 Tld. Fluentd [$FEHETHY, SEDY ) —ZXATHIRINZFETT. Red
Hat (&, T OMEEICH L TIRED) )V —RXS5A4 TH A JIFRIINTEBIEESR—NERMHEL X T, ik
IREEBEDIREIT AR, TOBEEIFSEEIBRINSDFETT, Fluentd DKXH Y IZ, Vector #FHTEX

ER

2.1.9.2. #gesaib

SEIDEHFHICE Y. Logging i& OpenShift Container Platform D9 5 2 4 —£ADEES LR Y
S—I#EMLLE T, (LOG-895)

SEOEHICL Y, LokiStack HRY LYY —R&FALT, TFYRTE ARNY—=LT
s, BLYTO—NILRY D —DRER) Y —5BEEIBICEETISLDICHRYET,
(LOG-2695)

SEIDBEHFHICEY. Splunk K"OTEREDHANA > avE LTHETESZLDICRYET,
(LOG-2913)

SEOEHFICLY. 774 8L I =D Fluentd B 5 Vector IZRY £F, (LOG-2222)
SEIDEHFHICE Y. Developer O—JLIE, OpenShift Container Platform 4.11 LA A 24T L TW

%7 5249 —® LogConsole Plugin ITEIY HToH5hTWwWs OV hZTEDT—oO—R
OJICT79EATEEXY, (LOG-3388)
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FSEIODBHICKY ., EEDY —ADbDAZIC, Operator M7 7 HA INLCWHT 7AY—D
—=HAFTH 37 1—IL K openshift.cluster id B*EFEN 2 LD ICAY £F, clusterlD D&
i, LFOAY Y RTRATEFTY, (LOG-2715)

get clusterversion/version -o jsonpath='{.spec.clusterID}{"\n"}'

.BERIDREE

CDEHOFIE. EHDOINIILF—ICECEBEFEIHY., —BOF—IC.AEFENhTWVWDE L,
Elasticsearch OV %#EBT DI &N HY F L, Thid, SRNILF—IEEFNE . %2 _ILE
XHLZ % & T, Elasticsearch DFIRABIELF T, COBBEDEEKE LT, T7—DFRE
ERS>TWB SR EHIERT 2D, namespace & FNJLITEBIIL £9, (LOG-3463)

NTEE
SEOEHFOHEIE, Kbana A4 L)Y —R%HIKR L 72HE. OpenShift Container Platform

Web OV Y —JLIEB|EHEE Kibana~D ) v 7RI LTWE L, SEDEH T, Kibana 7
2 L)Y —R%EHIRT B E, ZTDY VIV BHIRINE T, (LOG-2993)

COEFOENE, I —HY =TIV 2ZAMEEEFD namespace D7 Y r—2a v AT ERRTE
FHATLE, SEIOFEHICLY. LokiOperator (VR4 —0O—ILEV S RAY—O—)L/NA
VT4 VT EBEMNIERL, - DTSV 5= avndERHFERNELIICLET,
(LOG-3072)

COBEHFOFIC, LokiStack #2774 bDATRA ML —Y & LTHERT %354, Operator I
ClusterLogForwarder H X% L)V — A TCEHZINCAR Y LAENZHIRLFZ L, SEOE
#riZ & Y. Operator I& ClusterLogForwarder h 24 L) Y — X DUEBEFICH R Y LH N %ET
TAILRHEAET—YLET, (LOG-3090)

CDEHFDAENC, CAF—IECA%Z Loki YTV NTBLHODDRY) 2 —LZELTFERINT
We7z®d, CAF—ICIEERDOXFE (Ry MRE)HPEFNATVWEEI S —RENRELTVE
L7c, SEIOEHICELY ., R 2 —LENABMXFEIIEELIN, BEIMERINE L

(LOG-3331)

ZDEFOHEIE, LokiStack hRY LYY —AEEHNTHREINZT 74V MEARET, 1D
ReplicationFactor % L T LokiStack 1 Y X9 VY R EERTEEFEA T L, SEDEHICL
Y. Operator (IERAINZ A ADERDEZHRET 5L DICRYET, (LOG-3296)

ZDEF DAL, Vector i&. JSON BFTHNBEMICR > TWBIFEIC, structuredTypeKey 7=
I% structuredTypeName DEEL EZETICA v E—Y 71 —ILRE@BHFLTWE Lz, SED
BHICL Y, #iE{bO V% Elasticsearch ICE ZIAT & X (T, structuredTypeKey & 7z (&
structuredTypeName DWW FNNMENBEICARY F L, (LOG-3195)

Z DEFOHEIIL, Elasticsearch Operator ¥ —7 L v MERIA VYV R—% Y NHRIEE—I L v
FEEICZEBELTWE L, SEOEMICLY., BFEOY—I Ly MAAEYICLEBINE LD
Ik Y L7z, (LOG-3161)

CDEHFDAEIIE. Elasticsearch ¥/l Kibana T 7OA XY NDRATF—H ADNEEINTWS
fIC. Operator AL 79 —F—FEVt vy POHIBREBERDIL—TICADEREELHY T L
f=o SEIDFEH TIE, Operator DRAT—4 ZMBHIMEEI N, REHIERINE L, (LOG-
3157)

ZDEFOHEIE, Kibana D OAuth cookie DEXNHEARIE 24h ICEE I N T W/

&. accessTokenlnactivityTimeout 7 1 —JL K#* 24h KiEDEICFREINTLWS &, Kibana
T4 I —DFEELTVWE L, SEDOEFHICL Y. Kibana D OAuth cookie DEZNHARRA
accessTokenlnactivityTimeout ICEHiXI 1, 77 #JL MBI 24h IZ72Y 9, (LOG-3129)
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COBEHFOENL, )Y —RA%EHET S7/20HD Operator D—{MA/NRY—> & LT, BIGFELIE
B EAADRNMENR ERATWE Lz, TDEH, EHREIC—ED HTTP 409 L ZRY A
FELTWE L, SEDOEHICELY. Operator FRMICA TV Y NOEBERA. 7
VIV D RELTCVENMEEINTVWARWEEILORMERELIEEHFITELIICRYET,
(LOG-2919)

CDEFDHEIE, Fluentd @ .level 7 1 —JL K & structurelevel 7 4 —JL RICERZENEFE
nNa2eHYFE L, SEOEHICLY, ET71—ILROEIAELICAY FY, (LOG-2819)

Z DEFDAETIE, Operator IHEFBI NI CANY RILDERERFLT. NV RILHIEHFINL
BIC2EBOAL V9 —FT7OM AV MERTLTVWE Lz, SEIOEFHICL Y. Operator
. ALY =704 AV MNafGTT 2R0IC. NV RLDBRARENRLNE I D EHRT 2
DIV LRI LAY ET, (LOG-2789)

COEFHOENE. X M) I REERT D E X Telemetry AV B 2BERTIINTVE L
oo SEIDOEHFICELY., Telemetry AJIBEHRMNMEBEE S Y ICKRINZE T, (LOG-2315)

CDEFH DAL, JSON EHTDEMZAERIC LR, FluentdPod OJICEEXA Yy £—I NS
FNTVWE L, SEDEHFTICLY., TOEEA v -V RERTINBLLARY F LT,
(LOG-1806)

CODEHDENE, v v a15EIRTEDICEZIAHEREF D745 —% oc H'LE
&9 57, mustgather 227 ) 7 MNEZET LEEATLE, SEDEHICLY., ocld7 # L
H—~DEZIAHEREFS. must-gather 27 ) T hAEBICETT5LIICRYET,
(LOG-3446)

COFEHFORNE, OFALVH—SCCHAIZRI—LDMD SCCICER>THRbLN, aL Y
H—DMEATERLS IR’ HY XL, SEOEFHICLY., OV I8 —SCC DESE
ENBREIN, D SCC LY EBEIND LI ICARY F LA, (LOG-3235)

ZOBEHFODHEIIL, Vector IC sequence 7 1 —J)L KiZA<, +/ WEBEMOBEDREIIRNT 3

FEE LT fluentd IEMINTWE L, SOOEHICELY. openshift.sequence 7 1 —JU
RS Ry hOSISEBMINE Lz, (LOG-3106)

CVE

CVE-2020-36518
CVE-2021-46848
CVE-2022-2879
CVE-2022-2880
CVE-2022-27664
CVE-2022-32190
CVE-2022-35737
CVE-2022-37601
CVE-2022-41715
CVE-2022-42003

CVE-2022-42004
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CVE-2022-42010
e CVE-2022-4201

e CVE-2022-42012
e CVE-2022-42898

e (CVE-2022-43680

2.2.LOGGING 5.6 = {#\\MEH %

AFXFV7F7a4 A N 7O ROBEIF, SBLYPTVLI ICRBEINTVWET, B2 RFa1 XY
MDD EDTIEHY THA. FIRA VA M—ILDHZEAIX. Vector & LokiStack Z#EL £ 7,

pa 3]

Logging /\—23 >~ 55 DBF= T, Fluentd £7 (& Vector O L 79 —REHN 5EIRT S
F7vav, BLUOY R MT &L T Elasticsearch £ 7 1% LokiStack % ®#iRT 54 7
avhHYEdT, OJORFa AV ME ThODOEANRIVR—RY NOEE%
R Z7DICEFHHB T,

pa 3]

O > ik, 27D OpenShift Container Platform &£ %) ) —XHY 4 V)L T, 4
VAN—IVABER O VIR— Y b & L TRHEINE S, Red Hat OpenShift Container
Platform Life Cycle Policy (&) ) — XD E#EE R L TWE T,

AR E 4
e MO4F A NT7DMERE: Elasticsearch & 7= 1 LokiStack
o L VH—MDREKRE: Fluentd F7=I& Vector

o O JIREHNDERIEER

pa 3]

Logging /N\—23 > 5.4.3 DBF= T, OpenShift Elasticsearch Operator ($JE#EETH
Y, SEDY ) —XTHIBRINSFETT. RedHat &, T DOHBEICK L TIRED Y
J)—=RZA4ATH A JIVRICNTEEEYR— MEREL FTH, IEEEEEDRAIZ AR

. ZOHBEITSERBIRINS FETYT, OpenShift Elasticsearch Operator ZfFH L T
TI7AINDOATRAMNL—YEEETERDYIC, Loki Operator 2 fATE XY,

. FERT200XKM7® Operator 24 VA =L LEF T,
® Elasticsearch MiZ & &, OpenShift Elasticsearch Operator 24 Y X h—JLL X T,

® |okiStack DiZ & L. LokiOperatorz 4 A M—JLLE T,

pa 3

Loki Operator &4 Y A k—JL L TW 35 &L, LokiStack H A% L)Y —
A(CRYMVRAYVAEERLET,

-
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2. Red Hat OpenShift Logging Operator #4 Y X h—JL L £ 7,

3. ClusterLoggingCR 1 Y 24 v R & {ER L £ 7,
o JLVH—DEREBERLET,

23.OF VI T7—FF 0 F v+ —IIDWT
AOX VI TIORTALIE. ROBIBIAVR—FXY MNTEREINTVWIET,

e Collector-&/— K oavr+—AOJ5F—4%%&m»NY, OJTF—9 =R/ EFTHDOENICE
%bi’a—o

e Store-oAOAOJVT—9%RIFELET, 727—9—DF 74V NN,

e Visualization- REIN/OJ7 %R, 7TV —, BLUVRRTBEHODITZT714HILA YV
Y—7 x4 R,

INHDIAVER—RY M, Operator EARY LYY —Z (CR)IYAML 7 74 WICL > TEEINZ
ER

Red Hat OpenShift DOFX Y FH TV RAF AL, AVvF+—AvE/—ROJERELZFT, Thbid
RDIA TICREINET,

e application-3k( VY ISAKS IV FYy—aAVFF—IlL>TERINALOAVYFTF—0OY,

e infrastructure - namespace kube-* & & ¢ openshift-\* "o DIV FF—0OJ, LT
journald 5D/ — KO,

e audit- B%AHEIE. auditd. kube-apiserver. openshift-apiserver. & U ovn H5D 0O
7,

O¥> /3L J%—I& Pod %% OpenShift Container Platform / — RKICF 704 9557 —Evt&v b
TYo YVATLABLIVAVISANSVFv—0OTIE, ARV—TFT A VI RTL, AVTHF—5Y
54 I, B &£V OpenShift Container Platform 25 ® journald A7 A v 2—JICL > TERINE T,

AvF+r—OJik, 7SR —TRITINTWVWS Pod TEITINTWEROAVTF—ICE>TERIN
F9., BAVFTF—RBENOOTAN) —LZERKLET, JLII—F IhHDY—ZAD60OT%
IX£E L. ClusterLogForwarder 1 2% L) YV —ZATEREINTWVWELDIC, ThHEREBEITHER
WX L E 7,

231 0F VDY R— MNIEATREESEIE

pa

OF¥ > ik, 27D OpenShift Container Platform &£ %) ) -4 V)L T, 4
YAMN—IVEBEARO VR—R Y ME L TRHEINF S, Red Hat OpenShift Container
Platform Life Cycle Policy (&) ) — XD E# =5 L TWE T,

Red Hat OpenShift DAF >V JH T RAFLEZRET BDICHR—IMINTWBEHERK, TORFa
AV PMNTHBAINTWE A T a Vv aFRLTERET S22 ETY, TR—MINTVWRWMEDORERE IFE
ALABRWTLEIWN, RED/NSH A LD OpenShift Container Platform 1) ) —XBTEE I N S AT
HENHY, COLDIBRERIF, BEDITANTOARENFEINTVWIBEDOABUICHBRTEET,
CDRFIXYMNTHEASINTWBLUADHREZERAT 5 &, Operator MEERZRFET 57D, &
BRARIEEDNE T, Operator T 74 N TEBEINLREBICTRTRELE T,
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R

OpenShift Container Platform RF¥F a1 XY K TEHAINTWARWEREEZRITT 2HELDH
%35 E 1%, Red Hat OpenShift Logging Operator % Unmanaged (X ET 2 HEHLH Y
F9, YRX—Y KHD OpenShift AF Vv VRIEBIEHR—MINTH ST, OpenShift O
¥ % Managed ICRT ETEHEZZITRY FHA.

UTOERFARMICHR— IR TVE A,

K¥a XY MCHEEINTVWAELWL namespace ~OOFXF Y /D7 70O4,

OpenShift Container Platform A®M A X 4 A Elasticsearch, Kibana. Fluentd. F7-I& Loki
AR VADA VA M=,

Kibana 1A% L) YV —RX (CR) Z7/-I& Elasticsearch CRADZEH,

K¥axybhrTeEEINhTWREWS—2 Ly bF K configmap ~DZEH,
Red Hat OpenShift DAFX Y IV H TV AT L, 7V 5—>3a v, AVISAMNSIFv—, 8LV
BEEOJOMBOIAL VI —BLV/ —IFMHF—TF, ThiE, PR—PFPINTVBRIZTIILIR
TAICOV XS 2OICFERTHIEZEMELTVWET,
Red Hat OpenShift DAF YV I H TV AT ALIXRDEB Y TIEHY £H A,

o KFELAOITIEYRT L

o ¥xal)FT 1 —ERELVA RV MNEELR (SIEM) ICHEHL

o BEF/IIEIRHOOJTDERFLLIIRE

o REEIN/cOT/> VY

o BERANL—Y-EFEOVIET 74 MNTIHEREINTEHA
24.O0F 77704 XY NOEIE

2.4.1.Web O >V — L% L 7= Red Hat OpenShift Logging Operator ® 7 7’04

OpenShift Container Platform Web I~V —JL%Z{#F L T. Red Hat OpenShift Logging Operator %7
7O4TEEY,

AR &M
O > ik, 27D OpenShift Container Platform &£ %) ) -4 V)L T, 4

VAN—=IVABER O VR— Y b & L TRHEINE S, Red Hat OpenShift Container
Platform Life Cycle Policy (&) ) — XD E#MEE R L TWE T,

FI7

OpenShift Container Platform Web O~V —JL% & L T. Red Hat OpenShift Logging Operator % 7
704 93IE UTFERTLET,

1. Red Hat OpenShift Logging Operator &#4 X h—JL L £ 7,
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#$23 LOGGING 5.6

a. OpenShift Container Platform Web 3> Y —)LC. Operators - OperatorHub =7 ') v
LET,

b. Filter by keyword 7 4 —JL KIC Logging E AL £,

c. FIFATIEE%A: Operator O—EH 5 Red Hat OpenShift Logging %#3#3R L. Install 27 Y v
ILET,

d. Update Channel & L T stable F 7|4 stable-5.y ZZERL £ 7,

pa 3]

stable 7 v ®JLIE. Logging D& ) —REWNRETIEHROAZRML
F9, UAID) ) —ROEFHEBIEHMIZET TG, TRV Tvay
F ¥ R % stable-X (X I&14 YA M=) L7cOTDN—=I 3 V) ILERT B0
ENHY ET,

e. Installation Mode T A specific namespace on the cluster?EIRI N TWB Z & =ML
9,

f. Operator recommended namespace 7' Installed Namespace T openshift-logging
BO>TWBZEZHRLET,

g. Enable Operator recommended cluster monitoring on this Namespace% &R L £,

h. Update approval D74 7> 3 V% &R LE T,

e Automatic # 7 3 V& FHT % &, Operator Lifecycle Manager (OLM) {&. # L W
N—=T 3 UHFIRAAEEICA > 7R, Operator Z BEIMICEH TX X T,

® Manual + 7Y 3 v Tld, #YIRERAIER % F D1 —H —»' Operator DEH % AR Y
ZRENHYET,

i. Console 754’4 >~ ® Enable ZF7-|% Disable #&iR L 7,
jInstall 2 Y) v LET,

2. Operators — Installed Operators R—|Ct]]Y E X T. Red Hat OpenShift Logging
Operator B’ Y A h—J)ILINTWB I EZ#HELET,

a. Red Hat OpenShift Logging #* Status #* Succeeded DIREE T openshift-logging 70
VIV MI—BRRINTWSIEEHALET,

3. ClusterLogging 1 Y 24 Y 25 EMR L E T,
Pz
Web AV Y —IDT7#—LE21—IlId, EAATERIRTOF T avnES

NTWabIFTEHYFEFA, By N7y TEETITBICIE. YAMLE2Z— %
WELET,

a. collectiont2 >3y, ALV —DEEAZERLET,
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Pz
| Logging /A\— 3> 56 DBFR T, Fluentd I&IEHERETHY, SHED) Y —
ATHIRRIN B FETYT, RedHat &, ZOREEEICH L TIREDOD ) —XF

A 74 IIFRICNTBEEYR—MNERELF T, LREREDIRE IS A
. TOHBEITSEEIBRINEFETY, Fluentd DY IT, Vector % fF
BHTX%9,

b. logStore 22> 3> T, #14 THRBIRLET,

' )z 6
Logging /Y\— 3 >~ 543 OBFRT. OpenShift Elasticsearch Operator I&3F
' WETHY., 5D —XATHIRINSEFETY, RedHat l&, Z DHEE
KR LTIREDY ) —RZA4 7H A VIVARICNTEBEE Y R— M ERHELE
. IH. ILARMEBEDIREIT A, TOBEIXSREIRINSEFETT,

OpenShift Elasticsearch Operator ZEEA L7 74 bDOTRA ML=
HEETERDYIC, Loki Operator #FRHTEZ 9,

c. Create 27 1)wv o LET,

2.42.Web O >V —)L %R L 7= Loki Operator D7 7’04

OpenShift Container Platform 3> —JL%f#F L T Loki Operator =4 Y A h—JL TE X T,

AR

o WO A K7 (AWS S3. Google Cloud Storage. Azure. Swift, Minio, OpenShift Data
Foundation)

Fa
OpenShift Container PlatformWeb >V —JL%{#H L T Loki Operator 4 ~ X k—JLF % T

1. OpenShift Container Platform Web 1> —JL T, Operators » OperatorHub =2 ') v 7 L
x7,

2. Filter by keyword 7 1 —JU KIC Loki EABLZF T,
a. fEAETAIBEAR Operator M) X b A5 Loki Operator #3&R L., Install 22 1) v 2 LE T,

3. Update Channel & L T stable 7z |4 stable-5.y %#:&R L £ 7,

p= T
stable 7 v+ ®JLIE, Logging DY ) —REWRETIEHOAZREL F
¥, LRIDY) ) —ROEHEFISHMEZET I, TRV TvavFex

L% stable-X (X I&14 YA M=) LA DNR—=I 3 V) ILEBTEIHENHY
i-a_o

4. Installation Mode T All namespaces on the cluster/EIRINTWB Z & ABEL X7,
5. openshift-operators-redhat ' Installed Namespace TERINTWE I &R L XY,

6. Enable Operator recommended cluster monitoring on this Namespace% &R L £ 7,
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Z DA T aviE, namespace + 7Y = ¥ b I openshift.io/cluster-monitoring: "true" X
WERELET, V7R —FE=4Y >~ H openshift-operators-redhat namespace % X &
TEBLDIC. ZOATYaVvERBIRTZVENHY T,

Update approval D4 7> 3 VA ZR L £ 9,

e Automatic # 7 3 V% FHT % &, Operator Lifecycle Manager (OLM) I&. # L L /3—
2 a VA FIBEABEICAR > /2B, Operator Z BEIMICEHF TE XY,

e Manual &+ 7> 3V Tld, BEUARRIBERAZFF DI — —H Operator DEHF % KR T % i)
ENHYET,

Install #27 1)w o LE,

Operators - Installed Operators R— < (CHIYE X T, LokiOperator B4 Y XA h—JLEINT
WBZ &R LET,

a. LokiOperator £ 70OY £ ¥ b ® Status #* Succeeded & L TERRINTWBLIITL
xY,

. access_key_id & &£ U access_key secret 7 1 —JL RAFH L T, RIAIBEHREIRTE

L. bucketnames. endpoint. & U region #iIEELT. 77V A ML=V DIG%E
EFHT 5 Secret YAML 7 7 A IV EER L E T, ROBFITIE. AWSHFERAINTVWET,

apiVersion: vi

kind: Secret

metadata:
name: logging-loki-s3
namespace: openshift-logging

stringData:
access_key_id: AKIAIOSFODNN7EXAMPLE
access_key_secret: wlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
bucketnames: s3-bucket-name
endpoint: https://s3.eu-central-1.amazonaws.com
region: eu-central-1

Details ¥ 7'M LokiStack T IC#% % Createinstance #:#R L £9, JRIC. YAML view %
RLET, ROTFVFL— MY, BRBICSLCTEZESEBRAZTT,

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki ﬂ
namespace: openshift-logging
spec:
size: 1x.small 9
storage:
schemas:
- version: v12
effectiveDate: '2022-06-01'
secret:
name: logging-loki-s3 e
type: s3 ﬂ
storageClassName: <storage_class_name> 9
tenants:
mode: openshift-logging

5.6
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ZaniL. logging-loki ICT 2 ELNHYET,
Loki DF 7OA A Y A XERIRLET,
AJARNL—=YICERTZY—IL Yy NA2EELEY,

WHTE2RANL—US1 TEEELET,

0009

—BFRANL—VAHDOBEDARNL—C S ADEFIHEANLET, RBEARNTF—T VR
BB, JTOVvIRMNL—UREIYLBTEZRAMNL—VISRAEEBELET, V52
4 —THERATRERR ML —2 9 5 Rid. oc get storageclasses T—EXRRTEF T,

a. REZHBERALET,

I oc apply -f logging-loki.yaml

12. ClusterLogging CR = {Em 7= Idm&EL £,

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
collection:
type: vector

a. REZHBERALET,

I oc apply -f cr-lokistack.yaml

2.4.3.CLI %#{£F L 7= OperatorHub ™5 D4 Y X h— )L

OpenShift Container Platform Web 3>V —JL AT 2 Y IC, CLI ZfEFH L T OperatorHub »
5 Operator &4 YA M=)V TEXT, oc AT RA&ERAL T, Subscription 4 7 /7 M &{ERE
IFEFLET,

AR

e cluster-admin /X\—3 v > 3 Vv EFEDT7H VUV M %EFEMAL T OpenShift Container Platform %
SRY—ICT IV EATES,

¢ oc ANV REZO—HILVATLICA VA MN—=ILT 3B,

FIR

1. OperatorHub ™59 5 2% —TH A TX % Operator D—&%ZXKn~L 7,

12
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I $ oc get packagemanifests -n openshift-marketplace

Al
NAME CATALOG AGE
3scale-operator Red Hat Operators  91m
advanced-cluster-management Red Hat Operators  91m
amq7-cert-manager Red Hat Operators  91m

couchbase-enterprise-certified  Certified Operators 91m

crunchy-postgres-operator Certified Operators 91m
mongodb-enterprise Certified Operators 91m
etcd Community Operators 91m
jaeger Community Operators 91m
kubefed Community Operators 91m

WHEAL Operator DAY AT AELE T,

. WMER Operator EMEL T, Y R—PFMINZA VAN —ILE—RELVCHAFTRELRTF ¥ RIL %
mERLEYd,

I $ oc describe packagemanifests <operator_name> -n openshift-marketplace

. OperatorGroup TEZ X% Operator 7 )L— 7L, Operator 7 )L— 7 & @ U namespace A
DY RTD Operator ICHERRBAC 7V 2R Z4%KT 549 —4 v b namespace ZEIR L %
ER

Operator 2% 729 54 79 % namespace ICIE. Operator D1 Y A b—J)LE—KIZT—&T %
Operator 7' )L—7FHHE T4 Y £ 9 (AlINamespaces ¥ 7= |E SingleNamespace E— KD W
Fhm), 4122 ~M—=ILF 3 Operator »* AlINamespaces %= FH 9 3354, openshift-
operators namespace (Z(#EE) A Operator Z)IL— A TICERBEIN F J,

7272 L. Operator #* SingleNamespace € — K& fEf L. #@t)7A Operator 7' )L — TH W5
B, TNOEERTILEIHYFT,

P2

ZDFIED Web OV Y —)L/N—T 3 >~ Tl SingleNamespace £— K % ®#iR

9§ BFRIC. OperatorGroup & &£ U Subscription 7 72 7 NOER &% TH
EMICAMELET,

a. OperatorGroup = 7> =7 b YAML 7 7 1 JL%&{ER L ¢ (fil: operatorgroup.yaml),

OperatorGroup A 7 ¥ hDY > T

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: <operatorgroup_name>
namespace: <namespace>

13



OpenShift Container Platform 4.nOx¥> &

spec:
targetNamespaces:
- <namespace>

b. OperatorGroup = 7> =V M %/EHR L ET,
I $ oc apply -f operatorgroup.yaml

4. Subscription # 72 7 D YAML 7 7 1 JL%&YERK L. namespace % Operator ICtH TR0 5
4 7 L& (fl: sub.yaml),

Subscription 7 7 & b DHl

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: <subscription_name>
namespace: openshift-operators ﬂ
spec:
channel: <channel_name> g
name: <operator_name>
source: redhat-operators
sourceNamespace: openshift-marketplace 6
config:
env:
- name: ARGS
value: "-v=10"
envFrom: a
- secretRef:
name: license-secret
volumes: 6
- name: <volume_name>
configMap:
name: <configmap_name>
volumeMounts:
- mountPath: <directory_name>
name: <volume_name>
tolerations: @
- operator: "Exists"
resources:
requests:
memory: "64Mi"
cpu: "250m"
limits:
memory: "128Mi"
cpu: "500m"
nodeSelector: @
foo: bar

Q 77 # )L ~ D AlINamespaces 1 > 2 h—JLE— FDOFERICDWTIL, openshift-
operators namespace Z#1EEL £9, B R Y LY O—/V)L namespace Z/ERK L TL %35
BlEIhEEETEEYT., ThUANDIHZEIE. SingleNamespace 1 ~ A h—JLE— RK®D
FERICDOWTEEEY 28— namespace 2 8EL X T,
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Y TRI547TF35F v RILDER
YT RS54 79 % Operator D&,
Operator 21t 9 5 H4 00V —Z2ADEHI,

A% 8TV —ZD namespace, T 7 # )L KD OperatorHub A% 07V —ZITIE
openshift-marketplace #&H L £ 7,

env/NS XA —4—(F, OLMICL >THERINB Pod DI RTODIAVFTFFH—ICBEET B
ELNHIBETHO—EEEHELET,

envVFrom /XS A =4 —&, AV T FT—DREZHIIRMLT 2LDDY —AD—E%=EE
LEd,

volumes /XS5 X —4 —|&, OLMICL > THEMRI NS Pod ICTFIE T B2MELNH DR 12—
LD—E=ZEEHELXT,

volumeMounts /85 X —# —(F, OLMICL > THERIND Pod DT ARTHIYFFH—IC
FETZIRErHZR)2a—LITTVND—EZEEZLZT, volumeMount »"E7E L 74
WAERY 1—A 28R 2H4E. OLM (L Operator DF 7OA ICKBLE T,

tolerations /X5 X —4 —|3, OLMICL > THERI NS Pod DRRD—EAEHL X,

resources /N X —4 —I|d, OLMICL > TERIND Pod DITRTOIVTF—DY)
V—RHHWEEELET,

0O O O 9 © 99009

nodeSelector /X5 X —4% —|d., OLMICL > TERKINB Pod D /J—KEL VY — %A F
ZLEY,

S

5. Subscription 7 7>V MR LE T,

I $ oc apply -f sub.yaml

ZDEFR T, OLM [E:#IR L 7= Operator Zz35# L ¥, Operator DV 5 X4 —H—ER/N—
23V (CSV) &4 —4 v k namespace ICRRI N, Operator TIEE I N5 APl IZERA ICF
FARIBEICARY £7,

2.4.4.Web OV Y —ILDFERIZELE T 5 AH—5H 5D Operator DHIR

P29 —EEEIIWeb AVY—ILEFEAL T, #EIRLK namespace hH A VXA M—ILEhi
Operator ZHIFR CTE XY,

=55

e cluster-admin /X\—3 v > 3 Vv EEFEDT7H YV N %EFEAL T OpenShift Container Platform %
SAZ—WebAVY—ILICTVEATZ S,

FIR

1. Operators - Installed Operators R—Z ICHEEIL £ 7,

2. 2780—=)LFBh. ¥F—7— K% Filterbyname 7 1 —JL RICAAL T, HIkY % Operator
EROIFTET, RIS, ThEs vy I LET,
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3. Operator Details R—Y DA T, Actions —EH 5 Uninstall Operator #:#IR L £,

Uninstall Operator? ¥4 7O J Ry J ANKRINZET,

4. Uninstall %#3#3R L. Operator, Operator 7 704 XV b, 8LV Pod ZHIBRLE T, DT

72 avDRICIE, Operator [EFETZELL, BFZZE LAY ET,

R

ZOTOYaviE, hRS LYY —RES (CRD) BLTUHRY LY Y—2 (CR)
&, Operator NEET )V —RIFHIRINFEA, Web AV YV —ILE LT
WL TERITINDISRY—HAD) Y=L >TEMIINE Y v o aR—
RBELPFES—2avT7ATLICE FBTDY)—V 7y THBEILKRZHE
BHHY FT, Operator DT VA VA K—=ILEICIN S EBIKRT 5 ICIE,
Operator CRD ZFE) CHIMR T 2 ENHY 7,

2.45.CLIOFERICE 59 5 A9 —H 5D Operator DY

PSR —EEEIZICLI ZFAL T, BIRL 7% namespace 51 R h—JL X N7z Operator % iR
TXF9,

=55

FIR

16

cluster-admin /X\—3 v > 3 v &EFE D7 H UV M %&FMH L T OpenShift Container Platform %
SRY—ICT IV EATES,

OC AR VRN TD—HURF—I 3 VICAVAM=ILIhTWSEZ &,

YT R 54 T XN Operator (f§l: jaeger) DIRIT/X— 3 ~ % currentCSV 7 1 —JL K THE
RLET,

I $ oc get subscription jaeger -n openshift-operators -0 yaml | grep currentCSV
el

I currentCSV: jaeger-operator.v1.8.2

H TR0 TY a3y (fl:jaeger) ZHIRL £7,

I $ oc delete subscription jaeger -n openshift-operators

Al

I subscription.operators.coreos.com "jaeger" deleted

ERIDFIET currentCSVEAZFEHR L. ¥—4 v N namespace @ Operator M CSV % Hlkk L
i_a—o

I $ oc delete clusterserviceversion jaeger-operator.v1.8.2 -n openshift-operators

H A B
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I clusterserviceversion.operators.coreos.com "jaeger-operator.v1.8.2" deleted

25. O0F > SR

\

251 3L 9% —4gE

A Jokan 7 A MTCEA Fluentd Vector

Cloudwatch REST over v v
HTTP(S)

Elasticsearch v6 v6.8.1 v v

Elasticsearch v7 v7.12.2, 7177 v v

Elasticsearch v8 v8.4.3 v

Fluent Forward Fluentd forward v1 Fluentd 1.14.6. v

Logstash 7.10.1

Google Cloud v
Logging
HTTP HTTP 1.1 Fluentd 1.14.6.
Vector 0.21
Kafka Kafka 0.1 Kafka 2.4.1. v v
2.7.0, 331
Loki REST over Loki2.3.0. 2.7 4 v
HTTP(S)
Splunk HEC v8.29, 9.0.0 v
Syslog RFC3164. Rsyslog 8.37.0- v
RFC5424 9.el7
F21O07vY—2R
Hae Fluentd Vector
F7F)avyr+r—onoy v v
FTTVEEDIV—F14YT v v
namespace BlO 7 FYUBEHDIL— v v
TAVYT
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]
i

A2 vy—F)Lbay

Kube API BEsZ&5 0 &

OpenShift API BE&E O

Open Virtual Network (OVN) B5 &
=)

+2.2 35S L URERA

Bae

Elasticsearch sFRAE

Elasticsearch 2 —4#'—%//X R
7—K

Cloudwatch F—

7279 K04y FSTS

Kafka SEBRZE

Kafka Da1—H#—%&//X2X 77— K

Kafka SASL

Loki X7 5— k=2

K23 ERbE LR

18

Bae

Viaq7—%ETIN-T77)

Viaq7—49ETIV-1VT 35

ViaqT7—9ETIN-12v7 7
(v —FN)

Viag 7—#% E7J)L - Linux BE&

Fluentd

v

Fluentd

Fluentd

Vector

Vector

Vector
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HEEE Fluentd Vector
Viag 7—% ET )L - kube- v v

apiserver B5 &

Viag 7—#% 7/l - OpenShift v v
APl EE &

Viag 7—% EF /)L - OVN v v
07 L~NILDIERIE v v
JSON fi##f v v/
BEL1 VT IR v v
BEITT S -1 v

RIVFAVTH—/R8A4 VT v v
S

SNIVDTZ v Me v v
CLF &>~ v v

RK24Fa—=v¥

Hae Fluentd Vector
Fluentd readlinelimit v
Fluentd /N 7 7 — v
-chunklimitsize v
- totallimitsize v
- overflowaction v
-flushThreadCount v
- flushmode v
- flushinterval v
- retrywait v
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Hae Fluentd Vector
- retrytype v/
- retrymaxinterval v
- retrytimeout v

2.5 Hl#
Hae Fluentd Vector
ANYTR v v
FvyaR—RK v v
7Z—h v

#*2.6 Tk
Hae Fluentd Vector
Jo—muroFs—4R—+ v v
x86 HR— b v v
ARM #R— K v v
PowerPC H#R— k v v
IBMZ #rR—k v v/
IPv6 HriR— b v v

OQJARYNONY T7=) > v

FEEHRISRAY— v v

BEER

® \Vector RK¥axXvh
2.5.2.Logging5.6 API ') 7 7 LV X

2.5.2.1. ClusterLogForwarder

120


https://vector.dev/docs/about/what-is-vector/

%25 LOGGING 5.6

ClusterLogForwarder I&, BxiXOJ % E&ET 57=6HD API TT,

LRI EAIDEY MO SEFMTEHDDE Y MIERET % pipelines DY R M &38E LT, %%
El/i-a_o

— W AROTHT T —IZIEHEHFAADANEDLHY, HRAIYLAAEEELT, BMOT74IIL5 YV
THEITHIZENTEET,

T 7 2 )L b®D OpenShift Y X M ZITIZMHAAHDHDEDHY £, URL ¥ ZDDERKIBER%
FRALT. HMEOHAZERL. V3R —DORWBELEAROMOR N T EALE IOy H—icOd
HELETEE T,

FHMICOWTIE, API 74 —IILRICEET B RFa XV MESRBLTLEIY,

spec object ClusterLogForwarder DEifFI 1
ZEMEDLHR
status object ClusterLogForwarder D XA 7—%
A
2.5.2.1.1. .spec
2.5.2.1.1.1. 5% EA

ClusterLogForwarderSpec i&, B %) E— K9 —45v MIEGETE2HEEEEZLE T,

2521111 B

® object

inputs array AFav) AAE &EIND
OJAYyE—YORFMGET 1L
&_—Gj_o

outputDefaults object (# 7> 3 >) DEPRECATED

OutputDefaults &, 77 #JL bR
NPD7 %7 —4—5%E %P
ICEEELET,

outputs array FFTav)yHAiFE. osxy
-V DB EDREETT,

pipelines array pipelines l&, —EDAAICEL>T
BIRINIAvE—VE—FEDH
NICEEL X,
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2.5.2.1.2. .spec.inputs[]

2.5.2.1.2.1. A

InputSpec I, BT X v E—YDEL VI —%EEZLET,

25212118

® array

application object AFay 77V r—>ay
(F7E9 %354) I&. application
OJoO&FTEEy ME=BMICL
7,

name string pipeline DAL %=E5RT 570
ICERI NS AR,

2.5.2.1.3. .spec.inputs[].application

2.5.2.1.3.1. 5tHA

TV r—vavnldtelL iy —, OJERBRTBZIE. ELIY—DITRTOFENELZIND (R
H AND) ENHY F T,

2521311 8

® object

FO/nR5 1 —

namespace array AFravy7FUr—>ravno
7 %N 9 % namespace,

selector object FAF2av)SRLHB—BT S
Pod s/ otL 74—,

2.5.2.1.4. .spec.inputs[].application.namespaces[]

2.5.2.1.4.1. 5itBA

25.21.4.1.1. 8

® array

2.5.2.1.5. .spec.inputs[].application.selector
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2.5.2.1.5.1. A

INLELIS—EEF, —ED) Y —RICHTBEINILI ) —H#BETT,

25215118

® object

FO/NRT 1 —

matchlLabels object (7 3 ) matchlLabels £
{keyvalue} R7 DY v FTT,
matchLabels D& —® {key,value}

2.5.2.1.6. .spec.inputs[].application.selector.matchLabels

2.5.2.1.6.1. 5tBA

2.5.21.6.1.1. B

® object

2.5.2.1.7. .spec.outputDefaults

2.5.2.1.7.1. &4

25217118

® object

elasticsearch object (# 7 a ) Elasticsearch
OutputSpec D7 7 # )L ME

2.5.2.1.8. .spec.outputDefaults.elasticsearch

2.5.2.1.8.1. 5itBA

ElasticsearchStructuredSpec I&. elasticsearch 1 T v J R &RET 572D DEEILO T DEREICE
B BHHTT,

25218118

® object
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enableStructuredContainerLogs bool AF>av)
EnableStructuredContainerLogs
. BRI VT F—oEElkn s
ZHHLETY,

structuredTypeKey string (& 7 3 >) StructuredTypeKey
I&. elasticsearch 1 T v 7 XD
ZAE LTHERAINZ XY T—4
F—ZEBELIT,

structuredTypeName string FFTav)
StructuredTypeName (&,
elasticsearch X ¥ —< D &7 % 15
ELEFT,

2.5.2.1.9. .spec.outputs[]

2.5.2.1.9.1. 5itBA

HAR, AT XyE—YDREEZERLETT,

2.5.21.9.1.1. 8

® array

FONRT 1 —

syslog object FF>av)
fluentdForward object FF>av)
elasticsearch object AF>av)

kafka object FFTav)
cloudwatch object AF>av)

loki object FFTvav)
googleCloudLogging object FFTav)

splunk object FF>av)

name string pipeline "5 DHEH%E=SRT 3

TOICERI NS AR

124



%25 LOGGING 5.6

secret object AT av)READO—I Ly
No

tls object TLSIZIE. TLS 254 7> MNERR
DA T avEFIET Z72DDH
ENEERLTVET,

type string HATS 71400947,

url string A FvarvyosLa—RoEE
%% URL,

2.5.2.1.10. .spec.outputs[].secret

2.5.2.1.10.1. 5¢HA

OutputSecretSpec I&. ZEIDH % EJ. namespace =RV —2 L v NBIRTY,

2.5.2.1.10.1.1. &

® object

name string OJ747—4—=>—4sLv A
=)

IZE&RE I M7z namespace AD
=0 Ly NDE&HL

2.5.2.1.11. .spec.outputs[].tls

2.5.2.1.11.1. &4

OutputTLSSpec IZIE, HAY A FITEKEL AW TLS EROAF o a vhEaFhTWET,

2521111 8

® object

insecureSkipVerify bool InsecureSkipVerify A° true M5
A, TLS 754 7~ MIEEERED
IZS—%ZERTEHLDIEEIN
x7,

2.5.2.1.12. .spec.pipelines[]
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2.5.2.112.1. 54

PipelinesSpec &, —&EDAANZ—EFEDOHNIZ) VI LEXT,

25211211 8

® array

7anyq4—

detectMultilineErrors bool
inputRefs array
labels object
name string
outputRefs array
parse string

2.5.2.1.13. .spec.pipelines[].inputRefs[]

2.5.2.1.13.1. 5itBA

2.5.21.13.1.1. B

® array

2.5.2.1.14. .spec.pipelines[].labels

2.5.2.114.1. &4

25211411 8
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FF>av)
DetectMultilineErrors |&, a7
FT-OJDEFITIS—HREEE
WMZLFT,

InputRefs (&, ZTD/X1 TS54 >
ANDASD 4R (input.name) %
JDAMLET,

AFvar)Ior1 754 0%
BBY 2070 31—KNICEAIN
3R,

(A7 av)LRiGEBAIEETT
N EBEY 2% E1E. pipelines
DAMNHAT—ETHZI2LENHY
9,

OutputRefs (&, D/ TS5 4
U DHEADER]
(output.name) s —EBXRL £
ER

FFravy@micky, osxc
YN —EEELOVICETTE
E3



® object

2.5.2.1.15. .spec.pipelines[].outputRefs[]

2.5.2.1.15.1. 5B

2.5.2.1.15.1.1. &

® array

2.5.2.1.16. .status

2.5.2.116.1. &tBA
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ClusterLogForwarderStatus . ClusterLogForwarder DESfRREEZEZ L F 7

2.5.2.1.16.1.1. B

® object

FONRT 1 —

conditions object
inputs Conditions
outputs Conditions
pipelines Conditions

2.5.2.1.17. .status.conditions

2.5.2.117.1. 5B

25211711 8

® object

2.5.2.1.18. .status.inputs

2.5.2.118.1. 5itBA

2.5.2.1.18.1.1. B

® Conditions

Q4774 7—45—D%H,

ABE. AABEAADEREIC
TvEVILEY,

HAk, BAREHRDDEREIC
TyvEVILET,

pipelines (&, /XM TS5 4 v Z%& IR
1TZAVDRBIITYEYTL
9,
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2.5.2.1.19. .status.outputs

2.5.2.1.19.1. &tBA

2.5.2.1.19.1.1. B¢

® Conditions

2.5.2.1.20. .status.pipelines

2.5.2.1.20.1. 5HH

2.5.2.1.20.1.1. &

e Conditions== ClusterLogging A Red Hat OpenShift Logging 1 > X4 > X, ClusterLogging
l&. clusterloggings APl DA ¥ —< T,

FONRT 1 —

spec object ClusterLogging DHifF I N 2 E1E
DLk

status object Status &, ClusterLogging DE5#8
REEERLET,

2.5.2.1.21. .spec

2.5.2.1.21.1. &4

ClusterLoggingSpec & ClusterLogging DHiF I h a2 kEEEZL T,

25212111 8

® object

aLovay object 25 A% —® Collection AV R—
e A NOLw =

Fab—ay object GEHESE) (4 T 2 V) 3R, 4
Z A4 —® Curation IV R—%
VANl

T7AT—5— object GEHER) (F T a ) FEiEE, &
5 X4 —® Forwarder YV R—%
v Dtk
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logStore object AF>av)r 529 —0 Log
Storage d Y R—3 ¥ b Dtk

managementState string FFTrarv)yy—an
Operator IC& > TEEB I TW
ZHABEEINTVWARVWAETRTHE

=

AIHRE object AF>av)r5R49—0
Visualization A V7 R—Xx > b Dt
¥k

2.5.2.1.22. .spec.collection

2.5.2.1.22.1. 5tHA

Ihid, OBLTARY NIV IV aVICEBET 2ERESTHEERTT,

2.5.21.22.1.1. 8

® object

FONRT 1 —

resources object FFvaryarsvy—n)y—
AEMH

nodeSelector object (FAF>av)Pod BRI T a—Ib

TN/ —REEHELEY,

Toleration array (AT av)Pod BFIFAND
Toleration # E& L £ 9,

fluentd object (F 7> a>v)Fluentd I, fluentd
BATDT+7—9—DEREEZ
L£d,

logs object GEHER) (F T a ) FEiEE, &

524 —00JIRED L

type string AFFav)BETZ2ATRED
5147

2.5.2.1.23. .spec.collection.fluentd

2.5.2.1.23.1. &tBA
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FluentdForwarderSpec I, fluentd ¥4 707+ 7—45— Dk EEFRLE T,

2.5.2.1.23.1.1. B¢

® object

buffer object

inFile object

2.5.2.1.24. .spec.collection.fluentd.buffer

2.5.2.1.24.1. 5%BA

FluentdBufferSpec (&, §XTD fluentd BAD/Ny 77 —REEF1—=2 79 57DD fluentd /3y
T7—=NISA=9—DH Ty NERLET, NSA—9—DH Ty hEHR—MLT. Ny T7—
EF1—DHAXRE, 77vValgF 75y a10BRATZRELETT,

— RIS A =& —ITDWTIE, https://docs.fluentd.org/configuration/buffer-section#buffering-
parameters ZZMR L T LI,

79 anNTA—=F—ITDWTIE, https://docs.fluentd.org/configuration/buffer-section#flushing-
parameters 2SR LTI,

BRI A= —IIDWTIE, https;//docs.fluentd.org/configuration/buffer-section#retries-
parameters ZSRL T I,

252124118

® object

chunkLimitSize string (# 7> 3 ) ChunkLimitSize &,
BF vV IDRARYA X %ERLE
To ARV MIUTOLDICARY
x7,

flushinterval string (# 7> a ) Flushinterval I&, 2
DDEHRT 27T v 1DEDR
HEFEEZRLI T,

flushMode string (A 7> 3 >v)FlushMode I&. F+
VOEEZAL TSV aAARLY
FDE—-—FZEXRLEY, E—F
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flushThreadCount int (& 7> 3 ) FlushThreadCount
(&, fluentd /Ny 7 7—IC&>T
FEAINZZALY FOBERLE
ER

overflowAction string (# 7> a ) OverflowAction .
fluentd Ny 77 =TS T4 W
EFTIET77avERLET,

retryMaxInterval string (# 7 a ) RetryMaxInterval
&, RNy U7 T ORKEER
RexRLIT,

retryTimeout string (& 7> 3 ) RetryTimeout I,
HELDHDIANICHERITZAA DR
REFEERERL T,

retryType string (A 7> a V) RetryType 1Z. BR
T92%725y>aigtkndv94 7%
®LEY, 75 v aEITUT

EERITTIET,
retryWait string (# 7> a ) RetryWait (&, 2[0
EmLTHEATLTIov>ad
2FETORMBZERLEY,
totalLimitSize string (# 7> a ) TotalLimitSize (&
fluentd ZT&ICEFRIEI NS/ — K
HEFEOLEWMEEZERLET,

2.5.2.1.25. .spec.collection.fluentd.inFile

2.5.2.1.25.1. 5itHA

FluentdInFileSpec (&, 9 XT® fluentd in-tail ANDEEEF 12 —=> 7 F %7HD fluentd in-tail 7
STAVINRNSGA—=9—DY Ty bERLET,

—MEEARINT A —H —IZDWTIE, https;//docs.fluentd.org/input/tail#parameters 2R L T 2X
LY,

2.5.21.25.1.1. B¢

® object

FONRT 1 —
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readLinesLimit int (# 7> a ~)ReadLinesLimit (.
& I/O BIETHAMBITHERL
Y9,

2.5.2.1.26. .spec.collection.logs

2.5.2.1.26.1. &4

25.21.26.1.1. 8¢

® object

pARVAG P

fluentd object Fluentd Log Collection O ¥ R—
AN

type string HRETHZOVREDY A S

2.5.2.1.27. .spec.collection.logs.fluentd

2.5.2.1.27.1. 588

CollectorSpec i, ALV H—DAT IV 1—I)LEYY—REEETB-ODEHKTT,

2.5.21.27.11. B8

® object

FO/nR5 1 —

nodeSelector object (AT av)Pod BRI T a—Ib
Xh3/—REEHELET.,

resources object FFvaryarsvy—n)y—
AEMG
Toleration array (AT av)Pod BFITAND

Toleration #E& LT,

2.5.2.1.28. .spec.collection.logs.fluentd.nodeSelector

2.5.2.1.28.1. &BA

2.5.2.1.28.1.1. &
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® object

2.5.2.1.29. .spec.collection.logs.fluentd.resources

2.5.2.1.29.1. &4

25.21.29.1.1. 8¢

® object
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limits object

requests object

2.5.2.1.30. .spec.collection.logs.fluentd.resources.limits

2.5.2.1.30.1. &tBA

2.5.2.1.30.1.1. B¢

® object

2.5.2.1.31. .spec.collection.logs.fluentd.resources.requests

2.5.2.1.31.1. tBA

2.5.21.31.1.1. B

® object

2.5.2.1.32. .spec.collection.logs.fluentd.tolerations[]

2.5.2.1.32.1. 5tBA

2.5.21.32.1.1. B¢

® array

(AT av)Limits i, FAIH
2avEa—FT4VITYY—AD
RAEEZRLET,

(# 7> ar)Requests I&, BE
RAVEL1—T4VTIVY—AD
mNEERLET,

133



OpenShift Container Platform4.nO¥> 4

effect string (F F¥av)Effectid. —HT 3
Taint WREZRLET. ZDHFE
&, IRTOTA Y PRI
LEY,

82 (key) string (F T av)Key l&. Toleration
MEAIND Taint ¥—T9, 22
DIFEIE. TRTOTI Y M F—
IK—RLEY,

operator string (& 7> a>v)Operator l&., F¥—
CEDERERLET,

tolerationSeconds int (# 7> a ) TolerationSeconds
l&. Toleration DI A K L &
ER

value string (F 7> a ) Vvalue i,
Toleration B —%(¥ % Taint {ET
ER

2.5.2.1.33. .spec.collection.logs.fluentd.tolerations[].tolerationSeconds
2.5.2.1.33.1. &HA

25.21.33.11. 8

® int
2.5.2.1.34. .spec.curation

2.5.2.1.34.1. 5tHA

Zhix, OJOFalL— 3> (Curator) ICEAET 2 1ERESOEERTT,

2.5.21.34.11. 8

® object

curator object BRETHFaLlL—a vtk

type string HRETEZFaL—ravDiEE

2.5.2.1.35. .spec.curation.curator
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2.5.2.1.35.1. &4

25.21.35.1.1. 8

® object

nodeSelector object Pod RV a—ILINhTWDS
/ - F%E% lJ ij‘o

resources object (AF>av)Curator®) VvV —2
24

AT a—) string Curator ¥ 3 7HEITI N3 cron
2T a—)v, 774 ME T30
3***] TY,

Toleration array

2.5.2.1.36. .spec.curation.curator.nodeSelector

2.5.2.1.36.1. 5tHA

2.5.21.36.1.1. &

® object

2.5.2.1.37. .spec.curation.curator.resources

2.5.2.1.37.1. &HA

2.5.21.37.11. 8

® object

limits object (AT av)Limits &, FAIH
231 —FT4VTYY—RD
RAEERLET,

requests object (A 7> 3 V)Requests &, HE
RAVEL—F4VTYVY—AD
mNEERLET,

2.5.2.1.38. .spec.curation.curator.resources.limits
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2.5.2.1.38.1. &M

2.5.21.38.1.1. &8

® object

2.5.2.1.39. .spec.curation.curator.resources.requests

2.5.2.1.39.1. 5¢HA

2.5.2139.1.1. 8

® object

2.5.2.1.40. .spec.curation.curator.tolerations[]

2.5.2.1.40.1. &M

2.5.2140.1.1. 8

® array

effect

i (key)

operator

tolerationSeconds

value

2.5.2.1.41. .spec.curation.curator.tolerations[].tolerationSeconds

2.5.2.1.41.1. A
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string

string

int

string

(FF¥av)Effectid. —HT 3
Taint RE=R~LE T, ZDHE
&, IRTOTA1 ¥ PRI
LEY.

(AT av)Key &, Toleration

MEAINS Taint ¥F—T9, &
DIFEIE. TRTOTFTI Y M F—
IK—RILZETY,

(A 7> av)Operator l&, F¥—
CEDERERLET,

(& 7> 3 ) TolerationSeconds
I&. Toleration DHAEI K L &
ER

(# 7> av)Vvalue i3,
Toleration B—H ¥ % Taint fET
E
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25214111 8

® int
2.5.2.1.42. .spec.forwarder

2.5.2.1.42.1. 5%BA

ForwarderSpec ICId. HFED 7 4 T—4F —FREDQ/O— NV Fa1a—ZVJNRSA—F—DEFNTVZE
T, TDT714—IL R, —BHUAFERICIIVNELYEFHA, BERERZ T+ —49—FT0 /89—
BLTWRA—HY—DIPNRT =TV REF1—=VJTEBLDHICLET, HEYR—MIhhTWSE
®D: fluentd,

2.5.2.1.42.11. 8

® object

TONRT 1 —

fluentd object

2.5.2.1.43. .spec.forwarder.fluentd

2.5.2.1.43.1. 5itHA

FluentdForwarderSpec I, fluentd ¥4 707+ 7—45— Dk EERLE T,

2.5.21.43.1.1. 8

® object

buffer object

inFile object

2.5.2.1.44. .spec.forwarder.fluentd.buffer

2.5.2.1.44.1. 5%EA

FluentdBufferSpec I&. T XTD fluentd HAD/NY 77 —BEEF1—=V 7T 57DD fluentd /Xy
T7—NRSGA=H—DHY Ty NEaRLET, "NSA—9—DH Ty baHR—IMLT. Ny T7—
EF1—DYAXERE, 75y VagE 7539y 210BATEZRELET,

— IR/ T A =& —IZDWTIE, https://docs.fluentd.org/configuration/buffer-section#buffering-
parameters ZZMR L T LI,

79 anNTA—=F—ITDWTIE, https://docs.fluentd.org/configuration/buffer-section#flushing-
parameters 2SR L T LI,
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BRI A= —IIDWTIE, https;//docs.fluentd.org/configuration/buffer-section#retries-

parameters & &8

252144118

® object

LTI,

chunkLimitSize

flushinterval

flushMode

flushThreadCount

overflowAction

retryMaxInterval

retryTimeout

retryType

retryWait

totalLimitSize

138

string

string

string

int

string

string

string

string

string

string

(4 7% 3 ) ChunkLimitSize i3,
BF vV IDBRRY A XERLE
T ARV MNEUTOL S ICAY
E

(7> 3 V) Flushinterval (£, 2
DDEHRT ST Ty a1DEDRF
HEFEZERLE T,

(# 7> av)FlushMode I&, F+
VOBEZADTTYVAALY
FOE—FEXRLET, E—F

(# 7> 3 ) FlushThreadCount
(&, fluentd /Xy 7 7—IC&>T
FERAINZZALY ROBERLZE
ER

(# 7> a ) OverflowAction .
fluentd Ny 27 =754 U H
RT§277avERLET,

(# 7 3 ») RetryMaxinterval
&, IBENY U7 7 DRKEERER
ekl &7,

(& 7> 3 ) RetryTimeout I,
HELDHDIAENICHRITZAA DK
REFFEERERL T,

(F 7> a V) RetryType £, B
TI275vy Y 1B EDYA TH
RLET, 75y agFIRUT
HETTEEY,

(F 7> 3 V) RetryWait (£, 2 [
EHRLTBEATLTIZy>Yad
2FETOREZERLF T,

(# 7% 3 v) TotalLimitSize I3,
fluentd T&ICEFAIEI B/ — R
EEHOLETWMEERLET,
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2.5.2.1.45. .spec.forwarder.fluentd.inFile

2.5.2.1.45.1. 5B

FluentdInFileSpec &, §XT® fluentd in-tail AIDEEREAEF 21 —=> 79 27HD fluentd in-tail 7
STAVNRSGA—=9—DY Ty bERLET,

—MEIARINT A —H —IZDWTIE, https;//docs.fluentd.org/input/tail#parameters 28R L T 72X
LY,

2.5.21.45.1.1. 8

® object

readLinesLimit int (# 7> a ~)ReadLinesLimit (.
& I/O BIETHAMBITHERL
9,

2.5.2.1.46. .spec.logStore

2.5.2.1.46.1. §itBA

LogStoreSpec ICid, OV DEREAEICEHTZEHRIEENTVET,

2.5.21.46.1.1. 8

® object

elasticsearch object Elasticsearch Log Store 3~ 7R—

v b OttEk

lokistack object LokiStack IZI&. Type A°
LogStoreTypeLokiStack IZE&E X
hTWwaiza, OJAML—YIC
EfA9 % LokiStack I T % 1E#K
NPEFNTVET,

retentionPolicy object FFra)yRERYD—E, 4
VT ADBIRIND ETOR
KEEEHRLE T,

type string BRETHZOTANL—VDYA
7, IRTE. Operator &,
ElasticSearch ZfH L T. Wgh
NMEYR—KNLTWET,
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2.5.2.1.47. .spec.logStore.elasticsearch

2.5.2.1.47.1. 5t

252147118

® object

FO/NT 1 —

nodeCount

nodeSelector

proxy

redundancyPolicy

resources

storage

Toleration

2.5.2.1.48. .spec.logStore.elasticsearch.nodeSelector

2.5.2.1.48.1. &tBA

2.5.2.1.48.1.1. 8

® object

2.5.2.1.49. .spec.logStore.elasticsearch.proxy

2.5.2.1.49.1. §itBA

2.5.2.149.1.1. B4

® object

int

object

object

string

object

object

array

Elasticsearch ICT 7EH41 9 3%
J— RO

Pod 27 Y a—I)LINTWVWS
J — F%E%l}ij‘o

Elasticsearch Proxy AV iR—x >
b DRk

FF>av)

(# 7> a ) Elasticsearch D 1)
vV —2EH

(# 7> a ) Elasticsearch 7—%
/= RO KL —Tttik

resources
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2.5.2.1.50. .spec.logStore.elasticsearch.proxy.resources

2.5.2.1.50.1. FitBA

2.5.2.1.50.1.1. B¢

® object

Tanrq4—

limits object (AT av)Limits i, FAIH
2AVE1—FT4VTYY—RD
RAEERLET,

requests object (A 7> 3av)Requests &, HE
RAVEL—F4VTYVY—AD
=NEERLET,

2.5.2.1.51. .spec.logStore.elasticsearch.proxy.resources.limits

2.5.2.1.51.1. 5B

2.5.21.51.1.1. &

® object

2.5.2.1.52. .spec.logStore.elasticsearch.proxy.resources.requests

2.5.2.1.52.1. tHA

2.5.21.52.1.1. B

® object

2.5.2.1.53. .spec.logStore.elasticsearch.resources

2.5.2.1.53.1. &4

25.21.53.11. 8

® object

limits object (AT av)Limits i, FAIH
2AVE1—FT4VTYY—ID
RAEERLET,
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requests object (A 7> 3 v)Requests &, HE
RAVEL—F4VTYVY—AD
=NEERLET,

2.5.2.1.54. spec.logStore.elasticsearch.resources.limits

2.5.2.1.54.1. 5tHH

2.5.21.54.1.1. 8

® object

2.5.2.1.55. .spec.logStore.elasticsearch.resources.requests

2.5.2.1.55.1. &tBA

2.5.2.1.55.1.1. B¢

® object

2.5.2.1.56. .spec.logStore.elasticsearch.storage

2.5.2.1.56.1. A

2.5.21.56.1.1. 8

® object

size object J—RpA7aEYaz=vIid s
kz I\ I/_:/“";éq‘%o

storageClassName string FF>av)/ —RKDPVC D
BRICERATZ2RAMNL—Y IS0
A,

2.5.2.1.57. .spec.logStore.elasticsearch.storage.size

2.5.2.1.57.1. 5tBA

2.5.21.57.1.1. 8

® object
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J74+—<v b string FRAEEHRICERELET,
Canonicalize DXV N&HB L
TLEIW,

d object d.Dec != nil ®3FE. d & inf.Dec
HERXOHETT,

i int d.Dec == nil DIF A, il&inté4 T
A=) v TINEERAOBET
ER

s string sid. BEtEZEITBOICEK
INEZDEDETT,

2.5.2.1.58. .spec.logStore.elasticsearch.storage.size.d

2.5.2.1.58.1. &HEA

2.5.2.1.58.1.1. B¢

® object

FONRT 1 —

Dec object

2.5.2.1.59. .spec.logStore.elasticsearch.storage.size.d.Dec

2.5.2.1.59.1. A

2.5.21.59.1.1. 8

® object

FONRT 1 —

scale int

unscaled object

2.5.2.1.60. .spec.logStore.elasticsearch.storage.size.d.Dec.unscaled

2.5.2.1.60.1. &4
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2.5.21.60.1.1. B

® object

abs Word sign

neg bool

2.5.2.1.61. .spec.logStore.elasticsearch.storage.size.d.Dec.unscaled.abs

2.5.2.1.61.1. &tBA

2.5.2.1.61.1.1. B

e Word

2.5.2.1.62. .spec.logStore.elasticsearch.storage.size.i

2.5.2.1.62.1. A

25.21.62.11. 8

® int

scale int

value int

2.5.2.1.63. .spec.logStore.elasticsearch.tolerations[]

2.5.2.1.63.1. 5¢HA

2.5.21.63.1.1. &

® array

effect string (F F¥av)Effectid. —HT 3
Taint WREZRLET, ZDHFE
&, IRTOTA1 Y PIRI—H
LEY,
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82 (key) string (F T av)Key l&. Toleration
MEAIND Taint ¥—T9, 22
DIFEE. IRTOTFI Y MF—
IK—RILEY,

operator string (A 7> av)Operator l&., F¥—
CEDERERLET,

tolerationSeconds int (# 7> a ) TolerationSeconds
l&. Toleration DI A K L &
ER

value string (F 7> av) Vvalue i,
Toleration B —%¥ % Taint {ET
ER

2.5.2.1.64. .spec.logStore.elasticsearch.tolerations[].tolerationSeconds
2.5.2.1.64.1. 5tEA

2.5.21.64.11. 8

® int
2.5.2.1.65. .spec.logStore.lokistack

2.5.2.1.65.1. A

LokiStackStoreSpec I&. LokiStack #O 7 A ML —Y & LTHERT 5 & D IT. cluster-logging 3% E T
IHIFERINEY, hid. B L namespace RDBEED LokiStack 23 L TWE T,

2.5.2.1.65.1.1. &

® object

name string LokiStack Y ¥V — X D £,

2.5.2.1.66. .spec.logStore.retentionPolicy

2.5.2.1.66.1. FitBA

2.5.2.1.66.1.1. B¢
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® object

FO/NRT 1 —

application object
audit object
infra object

2.5.2.1.67. .spec.logStore.retentionPolicy.application

2.5.2.1.67.1. &4

25.21.67.11. 8

® object

JO/nRF 1 —

diskThresholdPercent int AFYaV)EST 1 RVFERAK
DLEWEIELESES, Vg
VTv ) RAEHIRT ZBHENDHY

9 B:75),
maxAge string FF>av)
namespaceSpec array A Frav)EEIns/NEE

FUHLHWRF XY NEHIRT
% namespace Z & DHHR

pruneNamespaceslinterval string (A F>av)HF L prune-
namespaces ¥ 3 7 A £{T9 548
E

2.5.2.1.68. .spec.logStore.retentionPolicy.application.namespaceSpec[]

2.5.2.1.68.1. 5itHA

2.5.2.1.68.1.1. B4

® array
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minAge string (FAF>av) D MinAge U E
&L namespace IC—H¥ % L
J— FZHIBRL 9 (Bl 1d).

namespace string MinAge &YW EWO T %HIRT %
% —4%4"v N namespace (77 # )
Mg 7d)
2.5.2.1.69. .spec.logStore.retentionPolicy.audit

2.5.2.1.69.1. FitBA

2.5.2.1.69.1.1. B¢

® object

diskThresholdPercent int AFYaV)EST 1 RVFERAK
DLEIWMEIELESES. W
VTv ) REHIRT ZBHENDHY

9 (: 75).
maxAge string FFTav)
namespaceSpec array A Frav)EEIns/NEE

FUEHWRFaIXY NEHIRRY
% namespace Z & DHHR

pruneNamespaceslinterval string (A F>av)H L prune-
namespaces ¥ 3 7 A £1T9 548
E

2.5.2.1.70. .spec.logStore.retentionPolicy.audit.namespaceSpec[]

2.5.2.1.70.1. 5itBA

2.5.2.1.70.1.1. B4

® array

FO/nR5 1 —

147



OpenShift Container Platform 4.nOx¥> &

minAge string (FAF>av)IdMinAge U E
2\ namespace IC—HT 5 L
J— FZHIBRL 93 (Bl 1d).

namespace string MinAge &Y WOV %HIBRT %
4 —%4"v N namespace (7 7 # )L
ki 7d)

2.5.2.1.71. .spec.logStore.retentionPolicy.infra

2.5.2.1.71.1. 5B

25217111 8

® object

FO/R5 1 —

diskThresholdPercent int AFYaV)EST 1 RVFERAK
DLEWEIELESES, Vg
VTv ) RAEHIRT ZBHENDHY

9 (#H:75),
maxAge string FF>av)
namespaceSpec array A Frav)EEIns/NEE

FUHLHWRF XY NEHIRT
% namespace Z & DHHR

pruneNamespaceslinterval string (A F>av)HF L prune-
namespaces ¥ 3 7 A E{T9 548
E

2.5.2.1.72. .spec.logStore.retentionPolicy.infra.namespaceSpec|[]

2.5.2.1.72.1. 5tHA

2.5.21.721.1. B

® array
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minAge string (FAF>av)IdMinAge U E
2\ namespace IC—HT 5 L
J— FZHIBRL 9 (Bl 1d).

namespace string MinAge &YW EWO T %HIRT %
4 —%4"v N namespace (7 7 # )L
ki 7d)

2.5.2.1.73. .spec.visualization

2.5.2.1.73.1. &HA

Zhid. OV DE|REA (Kibana) ICBET 21882 EOBERTT,

2.5.21.73.11. 8

® object

kibana object Kibana Visualization O Y R—% ¥
b Dtk
type string HETLABCLDOYA S

2.5.2.1.74. .spec.visualization.kibana

2.5.2.1.74.1. 5B

25217411 8

® object

nodeSelector object Pod A7 Ya—)ILIhTWDS
/ - F%E% lJ ij‘o

proxy object Kibana Proxy AV R—x% > hDft
Fk
replicas int Kibana 7704 x> NRICT 7O

1TBA4AVRY VY RADE
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resources object

Toleration array

2.5.2.1.75. .spec.visualization.kibana.nodeSelector

2.5.2.1.75.1. 5tBA

2.5.2.1.75.1.1. B¢

® object

2.5.2.1.76. .spec.visualization.kibana.proxy

2.5.2.1.76.1. &4

25.21.76.1.1. 8

® object

(FAF>¥av)Kbanad VY —RE
%

resources object

2.5.2.1.77. .spec.visualization.kibana.proxy.resources

2.5.2.1.77.1. BA

252177118

® object

limits object

requests object

2.5.2.1.78. .spec.visualization.kibana.proxy.resources.limits
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2.5.2.1.78.1. &

25.21.78.11. 8

® object

2.5.2.1.79. .spec.visualization.kibana.proxy.resources.requests

2.5.2.1.79.1. &HA

25.21.7911. 8

® object

2.5.2.1.80. .spec.visualization.kibana.replicas

2.5.2.1.80.1. &tBA

2.5.2.1.80.1.1. B¢

® int

2.5.2.1.81. .spec.visualization.kibana.resources

2.5.2.1.81.1. 5itBA

2.5.2.1.81.1.1. B

® object

limits object (AT av)Limits &, FAIH
231 —FT4VTYY—ID
RAEERLET,

requests object (A 7> 3 V)Requests &, HE
RAVEL—F4VTYVY—AD
=NEERLET,

2.5.2.1.82. .spec.visualization.kibana.resources.limits

2.5.2.1.82.1. &BA

2.5.2.1.82.1.1. B¢

® object

2.5.2.1.83. .spec.visualization.kibana.resources.requests
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2.5.2.1.83.1. &M

2.5.21.83.1.1. &8

® object

2.5.2.1.84. .spec.visualization.kibana.tolerations[]

2.5.2.1.84.1. &R

2.5.2.1.84.1.1. B¢

® array

FONRT 1 —

effect string (FF¥av)Effectid. —HT 3
Taint WRERLET., ZDHE
&, IRTOTA ¥ PRI
LEY,

82 (key) string (AT av)Key l&. Toleration
MEAINS Taint ¥—T9, 22
DIFEIE. IRTOTFTI Y M F—
IK—RLEY,

operator string (A 7> av)Operator l&., F¥—
CEDERERLET,

tolerationSeconds int (# 7> a ) TolerationSeconds
l&. Toleration DI A K L &
ER

value string (F 7> a>) Vvalue i,
Toleration B —3(¥ % Taint {ET
ER

2.5.2.1.85. .spec.visualization.kibana.tolerations[].tolerationSeconds
2.5.2.1.85.1. &HA

2.5.21.85.1.1. 8

® int
2.5.2.1.86. .status

2.5.2.1.86.1. 5itHA

ClusterLoggingStatus (&, ClusterLogging DEtRREAEZL T,
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2.5.2.1.86.1.1. B4

® object

aLovay object FFTav)
conditions object FF>av)
*al—>3av object FFTav)
logStore object FFTav)
AIfRAE object FFTav)

2.5.2.1.87. .status.collection

2.5.2.1.87.1. &4

25.21.87.1.1. 8¢

® object

logs object FFTav)

2.5.2.1.88. .status.collection.logs

2.5.2.1.88.1. 5tHA

2.5.2.1.88.1.1. &

® object

fluentdStatus object #AF>av)

2.5.2.1.89. .status.collection.logs.fluentdStatus

2.5.2.1.89.1. 5itHA

2.5.2.1.89.1.1. &

® object
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clusterCondition object #AF>av)
daemonSet string FF>av)
nodes object FF>av)
pods string FF>av)

2.5.2.1.90. .status.collection.logs.fluentdStatus.clusterCondition

2.5.2.1.90.1. &EA

operator-sdk generate crds (&, map-of-slice Z#FFAI L TWE B A, BEITE 91 T2 ERAT2HEN
HYFET,

2.5.2.1.90.1.1. B¢

® object
2.5.2.1.91. .status.collection.logs.fluentdStatus.nodes
2.5.2.1.91.1. B4

2.5.2.1.91.1.1. B

® object
2.5.2.1.92. .status.conditions
2.5.2.1.92.1. 5tBH

25.21.9211. 8

® object
2.5.2.1.93. .status.curation
2.5.2.1.93.1. 5BA

2.5.2193.1.1. 8

® object

curatorStatus array #AF>av)
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2.5.2.1.94. .status.curation.curatorStatus[]

2.5.2.1.94.1. 5itBA

2.5.21.94.11. 8

® array

FO/NT 1 —

clusterCondition object AF>av)
cronJobs string AF>av)
2T a—)b string FF>av)
suspended bool #AF>av)

2.5.2.1.95. .status.curation.curatorStatus[].clusterCondition

2.5.2.1.95.1. &4

operator-sdk generate crds (&, map-of-slice Z#FFAI L TWE B A, BEITE Y1 T2 ERAT 2HEN
HYET,

2.5.21.95.1.1. &

® object
2.5.2.1.96. .status.logStore
2.5.2.1.96.1. 5itBA

2.5.2.1.96.1.1. B¢

® object

elasticsearchStatus array #AF>av)

2.5.2.1.97. .status.logStore.elasticsearchStatus[]

2.5.2.1.97.1. &4

2.5.2197.11. 8

® array
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cluster object FF>av)
clusterConditions object FF>av)
clusterHealth string #AF>av)
clusterName string #AF>av)
T704 XV b array FF>av)
nodeConditions object FF>av)
nodeCount int #AF>av)
pods object FF>av)
replicaSets array #AF>av)
shardAllocationEnabled string AF>av)
statefulSets array AF>av)

2.5.2.1.98. .status.logStore.elasticsearchStatus[].cluster

2.5.2.1.98.1. 5itHA

2.5.2.1.98.1.1. 8

® object

activePrimaryShards int Elasticsearch 7 5 R4 —D7 7
FATRTISAT)—v—RD
-

activeShards int Elasticsearch 7 2 A4 —D7 Y

T4 TRy — ROH

initializingShards int Elasticsearch 7 5 24 —D#1HA1k
DY v — RO

numDataNodes int Elasticsearch 7 S R4 —DF5F—%
J— RO
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numNodes int Elasticsearch 7 5 X4 —D ./ — K
D

pendingTasks int

relocatingShards int Elasticsearch 7 2 X 4 —DHEE
v — RO

status string Elasticsearch 7 5 24 —DIRED
AT—8 2R

unassignedShards int Elasticsearch ¥ 5 24 —DXE|Y)

UTov— ROH

2.5.2.1.99. .status.logStore.elasticsearchStatus[].clusterConditions

2.5.2.1.99.1. 5itBA

2.5.2.1.99.1.1. &

® object

2.5.2.1.100. .status.logStore.elasticsearchStatus[].deployments[]

2.5.2.1100.1. 5itBA

2.5.2.1.100.1.1. B¢

® array

2.5.2.1.101. .status.logStore.elasticsearchStatus[].nodeConditions

2.5.2.1101.1. 5B

2.5.2.1.101.1.1. B¢

® object

2.5.2.1.102. .status.logStore.elasticsearchStatus[].pods

2.5.2.1.102.1. 5itBA

2.5.2.1.102.1.1. B¢

® object
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2.5.2.1.103. .status.logStore.elasticsearchStatus[].replicaSets[]

2.5.2.1103.1. &tBA

2.5.2.1103.1.1. B¢

® array

2.5.2.1.104. .status.logStore.elasticsearchStatus[].statefulSets[]

2.5.2.1.104.1. 5itBA

2.5.2.1104.1.1. &

® array

2.5.2.1.105. .status.visualization

2.5.2.1.105.1. &tBA

2.5.2.1.105.1.1. B¢

® object

kibanaStatus array FF>av)

2.5.2.1.106. .status.visualization.kibanaStatus[]

2.5.2.1.106.1. 5B

2.5.2.1.106.1.1. &

® array

clusterCondition object #AF>av)
deployment string #AF>av)
pods string FFrav)yaRfearvR—xv

kD% Kibana Pod DX F—4 X

replicaSets array #AF>av)

replicas int #AF>av)
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2.5.2.1.107. .status.visualization.kibanaStatus[].clusterCondition

2.5.2.1.107.1. &tBA

2.5.2.1107.1.1. B4

® object
2.5.2.1.108. .status.visualization.kibanaStatus[].replicaSets[]
2.5.2.1.108.1. 5¢HH

2.5.2.1.108.1.1. B¢

® array
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$3% LOGGING 5.5

3.1.LOGGING55 ') !)—R/—h

y 3!
OF¥ > 7k, 27D OpenShift Container Platform &£ %) ) —XHY 4 V)L T, 4

VAN—IVABER O VIR— Y b & L TRHEINE S, Red Hat OpenShift Container
Platform Life Cycle Policy (&) ) — XD E#MEA R L TWE T,

3.1.1. Logging 5.5.11

ZM') Y —2RITIE, OpenShift Logging Bug Fix Release 5.5.11 A& FNTWE T,

cARRWAS/Z -3

o ZOEHFHMNITHN S FE TIL. OpenShift Container PlatformWeb I~ Y —)LTOYDE R N
L)y LTRIy L THREAEBEZERTIFEFEATLEL, SEOEHICLY, ¥
Vw0 ERSy TAERL CREEREEEIGRBIRTESLDICAY FE L, (LOG-4102)

o ZDEHAEIIX., OpenShift Container Platform Web 3> —JL ¢ Show Resources ') > 7 % &
Dy 2 LTEMOMREHY FHATLE, COBEFHTIE, AFIV M) =TEICYY—2D
RAZPYVEZD VY —RADRTR ) VI DBEZEBET S & T, ZOBEIMFERINEL
feo (LOG-4117)

3.1.1.2. CVE

e CVE-2021-26341
e CVE-2021-33655
® CVE-2021-33656
e CVE-2022-1462
e CVE-2022-1679
e CVE-2022-1789
e CVE-2022-2196
e CVE-2022-2663
® CVE-2022-2795
e CVE-2022-3028
e CVE-2022-3239
e CVE-2022-3522
e CVE-2022-3524

e CVE-2022-3564
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https://access.redhat.com/support/policy/updates/openshift#logging
https://access.redhat.com/errata/RHBA-2023:3196
https://issues.redhat.com/browse/LOG-4102
https://issues.redhat.com/browse/LOG-4117
https://access.redhat.com/security/cve/CVE-2021-26341
https://access.redhat.com/security/cve/CVE-2021-33655
https://access.redhat.com/security/cve/CVE-2021-33656
https://access.redhat.com/security/cve/CVE-2022-1462
https://access.redhat.com/security/cve/CVE-2022-1679
https://access.redhat.com/security/cve/CVE-2022-1789
https://access.redhat.com/security/cve/CVE-2022-2196
https://access.redhat.com/security/cve/CVE-2022-2663
https://access.redhat.com/security/cve/CVE-2022-2795
https://access.redhat.com/security/cve/CVE-2022-3028
https://access.redhat.com/security/cve/CVE-2022-3239
https://access.redhat.com/security/cve/CVE-2022-3522
https://access.redhat.com/security/cve/CVE-2022-3524
https://access.redhat.com/security/cve/CVE-2022-3564

CVE-2022-3566

CVE-2022-3567

CVE-2022-3619

CVE-2022-3623

CVE-2022-3625

CVE-2022-3627

CVE-2022-3628

CVE-2022-3707

CVE-2022-3970

CVE-2022-4129

CVE-2022-20141

CVE-2022-24765

CVE-2022-25265

CVE-2022-29187

CVE-2022-30594

CVE-2022-36227

CVE-2022-39188

CVE-2022-39189

CVE-2022-39253

CVE-2022-39260

CVE-2022-41218

CVE-2022-41674

CVE-2022-42703

CVE-2022-42720

CVE-2022-42721

CVE-2022-42722

CVE-2022-43750

CVE-2022-47929

CVE-2023-0394
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https://access.redhat.com/security/cve/CVE-2022-3566
https://access.redhat.com/security/cve/CVE-2022-3567
https://access.redhat.com/security/cve/CVE-2022-3619
https://access.redhat.com/security/cve/CVE-2022-3623
https://access.redhat.com/security/cve/CVE-2022-3625
https://access.redhat.com/security/cve/CVE-2022-3627
https://access.redhat.com/security/cve/CVE-2022-3628
https://access.redhat.com/security/cve/CVE-2022-3707
https://access.redhat.com/security/cve/CVE-2022-3970
https://access.redhat.com/security/cve/CVE-2022-4129
https://access.redhat.com/security/cve/CVE-2022-20141
https://access.redhat.com/security/cve/CVE-2022-24765
https://access.redhat.com/security/cve/CVE-2022-25265
https://access.redhat.com/security/cve/CVE-2022-29187
https://access.redhat.com/security/cve/CVE-2022-30594
https://access.redhat.com/security/cve/CVE-2022-36227
https://access.redhat.com/security/cve/CVE-2022-39188
https://access.redhat.com/security/cve/CVE-2022-39189
https://access.redhat.com/security/cve/CVE-2022-39253
https://access.redhat.com/security/cve/CVE-2022-39260
https://access.redhat.com/security/cve/CVE-2022-41218
https://access.redhat.com/security/cve/CVE-2022-41674
https://access.redhat.com/security/cve/CVE-2022-42703
https://access.redhat.com/security/cve/CVE-2022-42720
https://access.redhat.com/security/cve/CVE-2022-42721
https://access.redhat.com/security/cve/CVE-2022-42722
https://access.redhat.com/security/cve/CVE-2022-43750
https://access.redhat.com/security/cve/CVE-2022-47929
https://access.redhat.com/security/cve/CVE-2023-0394
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CVE-2023-0461

CVE-2023-1195

CVE-2023-1582

CVE-2023-2491

CVE-2023-23454

CVE-2023-27535

3.1.2. Logging 5.5.10

2D 1) —RIZIE. OpenShift Logging Bug Fix Release 5510 A& FNTWVWE T,

3.1.2.1. NTEIE

3.12.2.

SEIOEHLANL. OpenShift Web IV —I)LOOF Y I Ea—TF5 51 IiE, LokiStack IZ
FETERI2LBAICDAISI—TFRAMNERRFLTVWE L, TOEFHICLY., 554
VTIRBEYIRIS—AvtE—T 8, BIETIAUL LokiStack DFEFELWMBIERENRRIND &
ITRY F L, (LOG-2874)

CVE

CVE-2022-4304
CVE-2022-4450
CVE-2023-0215
CVE-2023-0286
CVE-2023-0361

CVE-2023-23916

3.1.3. Logging 5.5.9

ZDY ) —RIZIE. OpenShift Logging Bug Fix Release 5.5.9 A& FhTWE T,

3.1.3.1. NTEIFE

162

COEHFOFIL, Fluentd AL 24 —0DRREICL Y. /var/log/auth-server/audit.log TR 7F X
NTWEO0AUthOTA VARV AP F+ TFvr—INFEATLEL, ThiZLY., OAuth H—
EXnrsnOT4 ARy NOPRENFZLICKRY Lk, SEDEHICELY. Fluentd I L
749 —l&, FREESHY. I/varllog/auth-server/audit.log ICFEFEINTWVWEEDAEE®H. OAuth
H—EZXDSITRTOATAVARY NaF v TFr—9252&T. COBEERBRTDELD
oY F L, (LOG-3730)

CDEHOENE, BELEINLBRDBEMIL>TVWT, Xy E—IDNEHDEEICERES L
mAI. ThHRTA—7aAE—ShFBATLE, ThiIlLY, BEkIhictyEe—Y
RO —HMOREQOTHERINI LY, ZOMROOTIEERINIEATLL, SEDE


https://access.redhat.com/security/cve/CVE-2023-0461
https://access.redhat.com/security/cve/CVE-2023-1195
https://access.redhat.com/security/cve/CVE-2023-1582
https://access.redhat.com/security/cve/CVE-2023-2491
https://access.redhat.com/security/cve/CVE-2023-23454
https://access.redhat.com/security/cve/CVE-2023-27535
https://access.redhat.com/errata/RHBA-2023:1827
https://issues.redhat.com/browse/LOG-2874
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0361
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHSA-2023:1310
https://issues.redhat.com/browse/LOG-3730
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ICLY, JSONBBFIDRICA Yy E—V BT —FAE—FTBLIICREERDNEREINFL
o TR, BHROBEICEEINSIBATE., TRTOZEOQTICEELA vy E—ILE
FhaLDIRY FEFLE, (LOG-3767)

3.1.3.2.CVE

e CVE-2022-4304
e CVE-2022-4450
o CVE-2022-41717
e CVE-2023-0215
e CVE-2023-0286
e CVE-2023-0767

e CVE-2023-23916

3.1.4. Logging 5.5.8

ZM') Y —2RITIE, OpenShift Logging Bug Fix Release 5.5.8 & FNTWE T,

3.1.4.1. \JTEE

o SOOEHOHENEZ., JL V¥ —NDlevel 74 —IL REZRETDHEICIS—DHorrk
&, priority 7 4 —JL KD systemd O /D HRELTWE L, SEDOEHMICLY., ThHd
74— RAELSHRESN, BEIBRINE L, (LOG-3630)

3.1.4.2. CVE

e CVE-2020-10735
e CVE-2021-28861
e CVE-2022-2873
o CVE-2022-4415
® CVE-2022-24999
e CVE-2022-40897
o CVE-2022-41222
o CVE-2022-41717
® CVE-2022-43945
e CVE-2022-45061

e (CVE-2022-48303

3.1.5. Logging 5.5.7
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https://issues.redhat.com/browse/LOG-3767
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2022-41717
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0767
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHSA-2023:0930
https://issues.redhat.com/browse/LOG-3630
https://access.redhat.com/security/cve/CVE-2020-10735
https://access.redhat.com/security/cve/CVE-2021-28861
https://access.redhat.com/security/cve/CVE-2022-2873
https://access.redhat.com/security/cve/CVE-2022-4415
https://access.redhat.com/security/cve/CVE-2022-24999
https://access.redhat.com/security/cve/CVE-2022-40897
https://access.redhat.com/security/cve/CVE-2022-41222
https://access.redhat.com/security/cve/CVE-2022-41717
https://access.redhat.com/security/cve/CVE-2022-43945
https://access.redhat.com/security/cve/CVE-2022-45061
https://access.redhat.com/security/cve/CVE-2022-48303

OpenShift Container Platform 4.11O¥ > 4
ZD) Y —2RITIE, OpenShift Logging /NJEIEY 1) —ZX 557 hE&FhZE T,

3.1.5.1. NTEIFE

o ZOEHDAEIE, T—IREMAEDLETIRNILT 4 IVY—%FEHLLFE. LokiStack 5'—
RO TASRIVIV I+ —H—DEWR LogQL VT — DTS —%EM L TWFE L7,
SEIDEHFICE Y. LokiStack LogQL DREAT—ILREFALEZINILT 1)Ly —%&HKR—
g 2ELDICAY, BEMBRAINZE L, (LOG-3534)

o ZODOEHODHIL, ClusterLogForwarder 124 L)Y —2Z (CR) ' syslog HAD TLS 58 uIE &
% Fluentd ICEI RN o Tcc®d, BEFRICIS—DHEELTVWE L, SEOFEFHICEL
SRELIEHRA Fluentd ICIEL EI N B LD ICRY, BENMERINE L, (LOG—3533)

3.15.2.CVE

CVE-2021-46848CVE-2022-3821CVE-2022-35737CVE-2022-42010CVE-2022-42011CVE-2022-
42012CVE-2022-42898CVE-2022-43680

3.1.6. Logging 5.5.6

2D Y —2RITIE, OpenShift Logging /NJEIEY 1) —2 556 h"EFEhFd,

3.1.6.1. XTEIF

o ZOEHODAENE, PodtEFa)T4—T7RIvIaryarybOo—7—5nIN)
podSecurityLabelSync = true % openshift-logging namespace IZEEIML TWZE L7, Ihil
LY, BEOEFaAV T4 —IRIHPLEESIN, ZTOFER, IL V49— Pod Higgh L A< &
YFE LRk, SEIOFEHFICLY. I podSecurityLabelSync = false A’z¥ 2 ) 71 —F X)L
EFRETLZELOICAYET, AL VY —Pod FBiFESYICTIOMINET, (LOG-3340)

o ZOEHOFENE, AVY—IE1—TSTA VNI SR —THEMIA>TLWRWEETEH,
Operator AV Y —IVE2—TZ 544 VA M—=ILLTWE L, ThiZLY. Operator
NI ZvalFzFllk, SEOEHICLY, /ITRY—OT7AHI Y TAVY—ILELI—DE
MITTE > TWRWEEE, Operator (FEEICHKEL., AV Y —IlEa—%ZA4 VA M—)L LK R
YZE L7, (LOG-3407)

o ZDEHDHEIE. Elasticsearch T 7O XY MDAT—Y ABEHINLWY JL vy a Vil
WY 7DD LRIDEBIEHIRE T, Red Hat Elasticsearch Operator /*7 7’04 I TLA
WBRY., Operator 7 v >alTWZx Lk, SEIOFEHICLY. ZOEBENTICEINLL
&, Operator (FRELREICAYFE Lz, L. REINLRAT—Y RIEET ZLURID
BEN BURETEEIICRY F L, (LOG-3428)

o ZDEHDAEIIL, Loki Operator I&, = TR“‘TLLZ*S’JO"?’(X&E@W&( LokiStack " — k
JIADLTYAEIDEFFIAA LTVWE L, SEDEHICK EIRL Y1 XIS
CTLTYAHDBAELLEREIND LD ICAY F LA, (LOG- 3478)

o ZDEHODAENE, ERDOSNIIF—ICE CEEHE DY, —HDF—ICRY hbfﬁin'cué
&. Elasticsearch ICEZRAFZFN/AL OA—RTEEIRELTVWELE, SEOEMHRICEK >
NILE—D Ry NBATUHF—ROATICEZIHA N, ﬁﬁ#m%*nibto¢m3£m)

o ZDEFDHEIEZ, AFVIEa1—TF5 4 I, OpenShift Container Platform D¥FED /N —
VavERBEDRWEENEEFNhTWELE, SEIOEHT. 75 TJ1VYOELW) ) —2R
ZRN)—=LIZEY, COMEIFBRINET, (LOG-3467)

o ZDEHDAIIL, ClusterLogForwarder 1245 L)Y —ZADRAEEET, 1 DULD/IRA TSV
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https://access.redhat.com/errata/RHSA-2023:0633
https://issues.redhat.com/browse/LOG-3534
https://issues.redhat.com/browse/LOG-3533
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-3821
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHBA-2023:0386
https://issues.redhat.com/browse/LOG-3340
https://issues.redhat.com/browse/LOG-3407
https://issues.redhat.com/browse/LOG-3428
https://issues.redhat.com/browse/LOG-3478
https://issues.redhat.com/browse/LOG-3341
https://issues.redhat.com/browse/LOG-3467

3.16.2.

%3%E LOGGING 5.5

DIETRAT—FANER>THREIN, AL IVF—PodH8-10MWTEICHEEL TWVWE L,
SEOEHICL Y. ClusterLogForwarder 1 24 L)Y —XDFABAIE L K NEBINB LD I
By, BENMERINE L, (LOG-3469)

ZDEBEDHIL, ClusterLogForwarder 124 A1) ¥V — 2 ® outputDefaults 7 1 —JL K D{t#k
&, EEINITRTD Elasticsearch HAY 1 FICEREABEAL TWE Lz, SEIOEHICL
Y, HERARIC—RT 2 LD ICEMEMEESI N, T 74 hDTR— K Elasticsearch X b 7
ICDOHBRENBEAIND L DICRY X L, (LOG-3342)

ZDOEHFOFEIL, OpenShift CLI (oc) BBEDF v v > 1 AHBRT 571-DICEZIAHEREZFD
TANY —%REET B/, OpenShift CLI (oc) D must-gather 7 1) 7 b AT LEHA
TLlL%k, SEIOFEHICL Y. OpenShift CLI (oc) IZT7 # LT —~DEZIAHERI TS X

. must-gather 27 ) 7 hAEEICTETT2LIICAY F Lz, (LOG-3472)
ZDEFOHEIIE, Loki Operator Webhook #H—/N—ATLS TS5 —%5|ZILTVWFE L, &

BIDEFHICL Y. Loki Operator Webhook PKI I£ Operator Lifecycle Manager M&j#J Webhook
BIEICL>TEEINS LD ICRY, MEIMERINE LA, (LOG-3511)

CVE

CVE-2021-46848
CVE-2022-2056
CVE-2022-2057
CVE-2022-2058
CVE-2022-2519
CVE-2022-2520
CVE-2022-2521
CVE-2022-2867
CVE-2022-2868
CVE-2022-2869
CVE-2022-2953
CVE-2022-2964
CVE-2022-4139
CVE-2022-35737
CVE-2022-42010
CVE-2022-420T1
CVE-2022-42012
CVE-2022-42898

CVE-2022-43680
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https://issues.redhat.com/browse/LOG-3469
https://issues.redhat.com/browse/LOG-3342
https://issues.redhat.com/browse/LOG-3472
https://issues.redhat.com/browse/LOG-3511
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-2056
https://access.redhat.com/security/cve/CVE-2022-2057
https://access.redhat.com/security/cve/CVE-2022-2058
https://access.redhat.com/security/cve/CVE-2022-2519
https://access.redhat.com/security/cve/CVE-2022-2520
https://access.redhat.com/security/cve/CVE-2022-2521
https://access.redhat.com/security/cve/CVE-2022-2867
https://access.redhat.com/security/cve/CVE-2022-2868
https://access.redhat.com/security/cve/CVE-2022-2869
https://access.redhat.com/security/cve/CVE-2022-2953
https://access.redhat.com/security/cve/CVE-2022-2964
https://access.redhat.com/security/cve/CVE-2022-4139
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
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317.0%> 555

ZM') Y —RITIE, OpenShift Logging /N JIEIE!) 1) —2 555 A&FNFE T,

3.1.7.1. /8 JELE

3.17.2.
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ZDEFOHEIE, Kibana D OAuth cookie DEXNHEARIE 24h ICEE I N T W/

&. accessTokenlnactivityTimeout 7 1 —JL K#' 24h KiEDEICFREINTLWS &, Kibana
T4 I Z—DFEELTWE L, SEDOEFHICL Y. Kbana D OAuth cookie DEZNHARRA
accessTokenlnactivityTimeout ICRIH S 1, T 7 4 )L MEIX 24h (L2 Y £¥, (LOG-3305)

ZOEHOFENL, Vector I&. JSON BFTHAERICAR > TWBIHEIC. structuredTypeKey 7=
I& structuredTypeName DEEL EZETICA v E—Y 71 —ILRE@BHFLTWE Lz, SED
BHICL Y, #iE{bO V% Elasticsearch ICE ZIAT & X (T, structuredTypeKey & 7z 1
structuredTypeName O W FNNENBEICAY F L, (LOG-3284)

ZDOEFOHEIIE. FluentdQueuelLengthincreasing 7 5 — h XM SIRINFc—FED S NJLIC
W—FT4F)T 1 OEBERH B EIC. DT Z— "D FEELAVWTREELHYE L, 5
EIOEFICEY, PT—MIDBEBELRSRILDADPEEFNDELIDICTRNILIEBEINE L,
(LOG-3226)

CDEHFOHEIE, Loki k., YIMiINEZISRAI—HOABANL —IANDT7 IR EYHR—|
LTWEEATLE, SO0OEHFTIE. ThoDEREYR—NTZ2HIC, TOF>—EKEE
ZHETOFV—DEBETELZCANY RUAIVTF—AA=JILEFNLTVET, (LOG-
2860)

SEIDEFETIE. OpenShift Container Platform Web 3> Y —JL D1 —H—|&, Loki ® CAZE
BAZ% & ConfigMap 7 7Y/ M & BIRTEA N o7/cdd. Pod BNCARLTEIELTW
FLk, SEDOEFHICLY., Web OV Y —ILaA—H—FBETY TABIRTEXZLDICAY,
BEMNMERINZE Lz, (LOG-3310)

CDBEHODANI, CAF—IECAZ Loki ICY¥T Y NFTBODRY) 2a—LZKELTERINT
W/z7eh, CAF—ICFEERNDOXF (Ry REEYDPEFNTVWEEIS—REAREEL TV
L7zo SEIDEHICEY. R a2 —LZDPABXFEIICEELI N, BENMEREAINE L,
(LOG-3332)

CVE

CVE-2016-3709
CVE-2020-35525
CVE-2020-35527
CVE-2020-36516
CVE-2020-36558
CVE-2021-3640
CVE-2021-30002
CVE-2022-0168
CVE-2022-0561

CVE-2022-0562


https://access.redhat.com/errata/RHSA-2022:8781
https://issues.redhat.com/browse/LOG-3305
https://issues.redhat.com/browse/LOG-3284
https://issues.redhat.com/browse/LOG-3226
https://issues.redhat.com/browse/LOG-2860
https://issues.redhat.com/browse/LOG-3310
https://issues.redhat.com/browse/LOG-3332
https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36516
https://access.redhat.com/security/cve/CVE-2020-36558
https://access.redhat.com/security/cve/CVE-2021-3640
https://access.redhat.com/security/cve/CVE-2021-30002
https://access.redhat.com/security/cve/CVE-2022-0168
https://access.redhat.com/security/cve/CVE-2022-0561
https://access.redhat.com/security/cve/CVE-2022-0562

CVE-2022-0617

CVE-2022-0854

CVE-2022-0865

CVE-2022-0891

CVE-2022-0908

CVE-2022-0909

CVE-2022-0924

CVE-2022-1016

CVE-2022-1048

CVE-2022-1055

CVE-2022-1184

CVE-2022-1292

CVE-2022-1304

CVE-2022-1355

CVE-2022-1586

CVE-2022-1785

CVE-2022-1852

CVE-2022-1897

CVE-2022-1927

CVE-2022-2068

CVE-2022-2078

CVE-2022-2097

CVE-2022-2509

CVE-2022-2586

CVE-2022-2639

CVE-2022-2938

CVE-2022-3515

CVE-2022-20368

CVE-2022-21499

883% LOGGING 5.5
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https://access.redhat.com/security/cve/CVE-2022-0617
https://access.redhat.com/security/cve/CVE-2022-0854
https://access.redhat.com/security/cve/CVE-2022-0865
https://access.redhat.com/security/cve/CVE-2022-0891
https://access.redhat.com/security/cve/CVE-2022-0908
https://access.redhat.com/security/cve/CVE-2022-0909
https://access.redhat.com/security/cve/CVE-2022-0924
https://access.redhat.com/security/cve/CVE-2022-1016
https://access.redhat.com/security/cve/CVE-2022-1048
https://access.redhat.com/security/cve/CVE-2022-1055
https://access.redhat.com/security/cve/CVE-2022-1184
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1304
https://access.redhat.com/security/cve/CVE-2022-1355
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1852
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2078
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2586
https://access.redhat.com/security/cve/CVE-2022-2639
https://access.redhat.com/security/cve/CVE-2022-2938
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-20368
https://access.redhat.com/security/cve/CVE-2022-21499
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e CVE-2022-21618

e CVE-2022-21619

e CVE-2022-21624
e CVE-2022-21626
e CVE-2022-21628
o CVE-2022-22624
o CVE-2022-22628
e CVE-2022-22629
o CVE-2022-22662
o CVE-2022-22844
® CVE-2022-23960
o CVE-2022-24448
e CVE-2022-25255
e CVE-2022-26373
e CVE-2022-26700
e (CVE-2022-26709
e CVE-2022-26710
e CVE-2022-26716
o CVE-2022-26717

e CVE-2022-26719
e CVE-2022-27404
e CVE-2022-27405
e CVE-2022-27406
e CVE-2022-27950
e (CVE-2022-28390
e CVE-2022-28893
® CVE-2022-29581
e (CVE-2022-30293

e (CVE-2022-34903
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https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-22624
https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-22844
https://access.redhat.com/security/cve/CVE-2022-23960
https://access.redhat.com/security/cve/CVE-2022-24448
https://access.redhat.com/security/cve/CVE-2022-25255
https://access.redhat.com/security/cve/CVE-2022-26373
https://access.redhat.com/security/cve/CVE-2022-26700
https://access.redhat.com/security/cve/CVE-2022-26709
https://access.redhat.com/security/cve/CVE-2022-26710
https://access.redhat.com/security/cve/CVE-2022-26716
https://access.redhat.com/security/cve/CVE-2022-26717
https://access.redhat.com/security/cve/CVE-2022-26719
https://access.redhat.com/security/cve/CVE-2022-27404
https://access.redhat.com/security/cve/CVE-2022-27405
https://access.redhat.com/security/cve/CVE-2022-27406
https://access.redhat.com/security/cve/CVE-2022-27950
https://access.redhat.com/security/cve/CVE-2022-28390
https://access.redhat.com/security/cve/CVE-2022-28893
https://access.redhat.com/security/cve/CVE-2022-29581
https://access.redhat.com/security/cve/CVE-2022-30293
https://access.redhat.com/security/cve/CVE-2022-34903

%33 LOGGING 5.5

CVE-2022-36946
CVE-2022-37434

CVE-2022-39399

31.8.0%> /7554

2D ) —RITIE. OpenShift Logging Bug Fix Release 5.5.4 & FhTWE T,

3.1.8.1. NTEIE

3.1.8.2.

COBEHOFNG, OF T2 —TS 740D T —NR—H—DIT5—It&Y, 7TV —IC
R Z IAEFEFNhTWEE, OO T —D—EIEATWE L, ThickY, 4T —
DEMICARY, BWRITY—ICHLTIS—MRINE L, SOOEHICLY., /A—H—
BInoDIIT)—%ZELKMIBT B L DICAY F L, (LOG-3042)

ZDOEHFDHEIIL, Elasticsearch £zl Kibana T 7O XY RDRAT—F ANEEINTWS
BIC. Operator AL V9 —T—FEVt Yy NOBIBREBIERDIL—TICABABEENHY F L
1= SEIOEHFTIE. Operator DA T —4 ZMEAEEI N, BBEIMERINE LK, (LOG-
3049)

CDEHFDFNE, Vector DAL VI —DERZYR— M BLHICT - MIEREINTVE
HATLE, TOEEICELY., Vector 77— MAEMI N, BIRLAZOAL IS —DEEICHL
TENDOT7Z— M7 7O4 XY PINET, (LOG-3127)

ZDOEHFDHEIIL, Elasticsearch Operator DY —2 Ly MEKIAVR—R Y MHARE—I L v
FNaBILEBELTWE L, SEIOEHICLY., BIFEOY—7 Ly MASETICLEIND LD
AW % L7z, (LOG-3138)

ZDEHDFIC, O must-gather 27 Y T NOLFIDY 7708 YV JIC&Y, 7—F 41
770 NOFRINDIGAHADEIRINE LIz, TOEHMCEIY. P7—FT 47 77 % /must-
gather 7 # LY —ICEZIADEVWDIEELNTICRY £9, (LOG-3213)

CDFEHORIE. FEDY T RAH—T. Prometheus TI AR—4 —H°IPv6 Tld7 < IPv4 IC

NAVYRLTWE LA, TOEFHE, FluentdiZIPX=Y 3 Vv AKRHE L, IPv4 DFEIE
0.0.0.0. IPv6 DI/AIL [:] I</81 ¥ KL T, (LOG-3162)

CVE

CVE-2020-35525
CVE-2020-35527
CVE-2022-0494
CVE-2022-1353
CVE-2022-2509
CVE-2022-2588
CVE-2022-3515

CVE-2022-21618
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https://access.redhat.com/security/cve/CVE-2022-36946
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-39399
https://access.redhat.com/errata/RHSA-2022:7434
https://issues.redhat.com/browse/LOG-3042
https://issues.redhat.com/browse/LOG-3049
https://issues.redhat.com/browse/LOG-3127
https://issues.redhat.com/browse/LOG-3138
https://issues.redhat.com/browse/LOG-3213
https://issues.redhat.com/browse/LOG-3162
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2022-0494
https://access.redhat.com/security/cve/CVE-2022-1353
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2588
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-21618
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CVE-2022-21619

CVE-2022-21624

CVE-2022-21626

CVE-2022-21628

CVE-2022-23816

CVE-2022-23825

CVE-2022-29900

CVE-2022-29901

CVE-2022-32149

CVE-2022-37434

CVE-2022-40674

319.0% > 7553

2D ) —RIZTlE. OpenShift Logging /NJEIEY) ') —ZA 553 ANEFENFET,

3.1.9.1. XTEIFE
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ZOEFENIE, BELINIAYE—VEECOTI VN —IZTDAYE—T T4 =L RH
BENTVWELED, TVN)—DRECAQAYFELE, COBHICLY., BELCOTDX Y £—
TT74—ILRDEIBRI N, BINL YA XAENINFE T, (LOG-2759)

COEFHOFIC, IL V9 —i&EIE. Collector. default-log-store. & & U visualization Pod
NOoOVEBRALTWELED, 9z 7 7ANICT—HA4 TINEOTERATEEFHEATL
o SEIDEHICEL Y. collector. default-log-store. & & U visualization Pod @ .gz 7 7 1
WELTREINAET—AA4A7O7EBRAINE T, (LOG-2844)

CODEHFDREINIE, FRATEAVWPdANDY VTR M =M ABATEEINLEE. F
BraZEET277—MNIHYFEFEATLE, SEADEFHICELY., F— MU/ TEZAAZFL
EFHmAIY BEXRDET ICHEENIRELGZEIC. BRIO7 7 —MERINET, (LOG-
2884)

COEHFDRIE. EHNSRBICE >TSS A Vv EBBLZZH, Pod X9 F—4 1 fluent 7
STAVICE>TEEREINSAREMEL,HY F Lz, TOEHICLY, EOT XA vE—IH Pod
A TFT—HDAE—ZMEIIRETBLIICARY, BEXvE—IUMERNICREBINS LD ICR
YF L7, (LOG-3046)

COEHFOHNIC, OpenShift AV Y —ILOJEL1—TARPALR EAEERIRT 3

&, levelz=unknown EQ OV HBRAINTWE Lz, SEIOEHICLY., LRILOAREWNWAT &
level=unknown DEAFDOOJ N, FEARERETIANIN VI TBERTIINDE LD I
Y FLE, (LOG-3062)

CDEHFDRHIIE. Elasticsearch ICEEINAZOF/ L I—RICIF, OV A EETINENH DA
VT ADEREI % ST write-index & WD ZREIDEIM 7 1 —IL KD HYF L, TDT1—
IWRIE, 7T—9ETIVDO—EBTIEHY FHA, TOFHE. D71 —IL RIFEFINABLLRE
YE Lk, (LOG-3075)
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# L WHHAAH Pod Security Admission Controller @EAICL Y, FO—/NJLFE KT
namespace LANITEEINEFEF Y T4 —FBICHK > TEREINTULARWL Pod 1F3E
TCEFHA, SEIOEFHICLY., Operator & Collector (XFHERTEFTL, XY
?4—%E@%ﬁ%:%—@b?%ﬁ?%éxaumuibko@OG&WD
COBEHFOFNIC, LokiStack T 74 bDATRA ML —Y & LTHERT %54E. Operator I
ClusterLogForwarder H X% L)V — A TCEHINI AR Y LENZHIRLFE L, SEOE

#riZ & Y. Operator I& ClusterLogForwarder H 249 L) Y — XA DUNEBEFICH R Y LB N %ET
A NEAET—YLET, (LOG-3095)

CVE

CVE-2015-20107
CVE-2022-0391
CVE-2022-2526
CVE-2022-21123
CVE-2022-21125
CVE-2022-21166
CVE-2022-29154
CVE-2022-32206
CVE-2022-32208

CVE-2022-34903

Logging 5.5.2

2D ) —RITIE. OpenShift Logging /NJEIEY) ') —ZA 552 hEFEFNFET,

3.1.10.1. N TEIE

SEIDEFLFNE, Fluentd AL 249 —D 7 Z— K IL—JLI& OpenShift Container Platform €
ZHNVVTRIAINDHA RZA VICER L TWEEATLE, SEDOEFHICLY, Thod
75— hH namespace INILEZBL LD ICEEIh, BEIMERINFI L, (LOG-1823)

COEHFDRNE. 4 VF v I RBICERDONA T VUXENEENTVDE, A VT Y H REE
O—LA—R—22 Y TRDBFLWA VT I RBEERTEZRATLE, SEOEHICL
U, AVFv I REHRELLERINE LD ICBY F LK, (LOG-2644)

CDEHFDHEIE, Kibana JL— MIEEBAEZE N EFTE L 2 LWIREE T caCertificate flE% X E L TWE
L7, SEIOEHHICEL Y, caCertificate fENREI AL AY F L, (LOG-2661)

COBEHFOFNE, LY —DEREBRROERICLY., RKEADNRSA—5—IIF L TE
Xy E—IDFETINTWE L, SODEHT. READERE/NNFA—F— %éﬂﬂ%?ét
BENMERINE T, (LOG-2859)

CDOEHFOHEIIC, Loki Operator BMERK L7727 704 X > MAICHER I N7z Pod I&. Operator

BREITINTWBISRAI—TZEDL DR/ — RKRHBFERBERIGE. Linux UADARL —
FAVITVRTFLD) —RTELSTATT1—IbINTVWELE, SEOFEHICLY
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Operator [FEBMD / — Rl U4 —% Pod EFICEIY H T, Linux R—XAD ./ — RKTDH Pod
HERATT1—)LTEBLIICLET, (LOG-2895)

ZDOEFOHEIE, LokiStack — kU x4 D LogQL /A—H—DREREICEL Y. OpenShift 3~
V=)loOJE1—3OJERETT74IWI) VI LEFEATLE, SEOEHFTIE, /N—
H—DEBEICLYBEIRRIN, OpenShift AVY —ILOATELI—XERETT ALY
VITEREDICRY F LA, (LOG-2908)

COBEHFDORIC, Fluentd ALY —TFSTA4 VDY 77089 TICEY, ARYENDIA
LAV T 74 =L RDPHIBRINF LIz, TOEFHICLY, ARV NOREEREY —RET
294 LRG>V T74—=)LRBETINE T, (LOG-2923)

COEFDREIX. BEEOVIClevel 7 1 =)L KAV, RV —OJTIZT—HHERLELT
WE L7, SO0FEHT, EFEOJLI—Rillevel 7 1 —JL RAAEINI h, FBEHIERIN
F L7, (LOG-2961)

SEOEHFOHEIE, Kbana A4 L)Y —R%HIkR L 72HE. OpenShift Container Platform
Web O ¥V —JLIFBEI Efi =X Kibana ~ND Y VI ERALTWE L, SEIOEFH T, Kibana 77
ZILYY—2EERTHE, 2OY VI EEBINET, (LOG-3053)

;UJE%)?O) BIlE. ClusterLogForwarder 1 2 % L) Y —R|T JSON A EZRINT L\éiaz
BO—IWA=—NR=I3TTEDA VT Y I ADERINTWE Lz, SEIDOEFHICE
LA YTy LR TR Y £ L (LOG-3063)

CDEHFODHEIC, 21— —71" Loki Operator 5.5 ~DEF £ IC LokiStack %HIfrd 5 &, &%
& Loki Operator5.4 IC& 2 THERI N V=AW BRY E L, SEOEHICLY., YY—2R
DOFEESIRIE 5.5 LokiStack 3 L 9, (LOG-2945)

COEFOENE, I —HY—IEZT7 IV 2ZAMEEEFD namespace D7 Y r—2avAJERRTE
FHATLE, SEIOFEHICLY. LokiOperator (VR4 —0O—ILEDV S RY—O—)L/NA
VT4 VT EBREMIERL, - DTSV 5=y avndERAFERNELIICLET,
(LOG-2918)

ZDOEFOHEIIE, cluster-admin #ERZF 221 —H—F. O3V Y —ILZFALTAI VY I7F R
NSO Fvy—CcBEEBEOVZBYICKRRICIFEFREAT LR, SHOEHICLY, BAFzvIN
BRI N, cluster-admin & &£ U dedicated-admin ZIL—7 01— —tBEEE L TERHBIN
&3 1C8YE LR, (LOG-2970)

3.1.10.2. CVE
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3.1.11. Logging 5.5.1

Z M) Y —2RITIE OpenShift Logging /NJEIEY) 1) —2 551 A& FEFNE T,

CANIRR T

o SEIDMEENLIRICE Y. Logging Console 7S 74 U AMERINTW3SIHEIC. Aggregated
Logs ¥ 7 h* OpenShift Container Platform Web 3>V —JL M Pod Details XR—IEBIIX 1
F L7, ZDYERMEEEIX OpenShift Container Platform 410 I TOAHFATEE T, (LOG-
2647)

o SEODIARMAEICEL Y. OVEEDHTF T2 3> & LT Google Cloud Logging AYBIIX 1L
L. (LOG-1482)

3112 NTEIE

o SEIDEFLIATIL, Operator I& Pod DWEMRREICH D Z & ZHRLABWI EARERT, 77
AY —DHEEEFICY TR —DEMERBERRREICAY £ L, SOOEFHICLY. Operator
&, BREPICHFLVWPod Z#FETTELTY—I7 LTHLH LW Pod IKBEIZHRITE 2 &
T, BEZFRLET, (LOG-2745)

o SEMEFHLIAIIE. Fluentd I& Kubernetes 7S5 v M7 —LdOY 774 )V E0—FT—> 3V
LEZEEDBHLAWGELGHY, O XvE—ViFAMSALR>TVWELL, SEOE
T, PYTAN) —LDEARF—LNRRTIRENTA—Y—%2BRETDHIEICLYBE
IRTVES, (LOG-2995)

o SODEHLURNIE. EHITOI S —REEENSBIMINALZIENRAT, ABIL—T 1V ID
ZREIN, LO—KFKHPEELBEICEGEEINTWE LA, SEIOEHICELY., AEIL—FT 4
YOBNELLRYE L, (LOG-2800)

o SEIME#AIIE. OpenShift Container Platform Web Y Y —)ILOE#HEREZLEET %

E. Query 74 —JLRDBEDFZEICII T —HDNEELTWE LA, SEIDEFHFT. Query
74—V RDBZEDHZEIC, BROEENERAFATREICAY F L, (LOG-2917)

3.11.3.CVE

e CVE-2022-1705
® CVE-2022-2526
e CVE-2022-29154
e CVE-2022-30631
e CVE-2022-32148
e CVE-2022-32206

e CVE-2022-32208

3.1.12. Logging 5.5.0

2D ) —RIZIE. OpenShift Logging Bug Fix Release 5.5.0 A2 ENTWE T,

3.1.12.1. #aEsR b
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o SOOEHTIE, WELOT%ERAL Pod ADERZAVTFT—DIOHIEZIERA VT Y I RIC
BETEDLDICAYFE L, COREZFERTZICIE, BRIV TF—DOYR—M2FERAL
TRATSAVEREL, PodIZT7 /T—>av eI 20ELNHY T, (LOG-1296)

BF

AJDJISONFERIE. 7TV r—2a Vit >TERYET, ERTBA VYTV IAN
ZdEBENTA—IVRAILHET D720, TOEDFERIE. BEMEDRL JSON
XOOTDA YTy 7 ADERICREL T IV, VT —%FALT. IFIFEAR
namespace X7 IE#MEDH S JSSONFHXDT7 FYr—avhrsO0/ =0 L £,

o SEDEH TIL, Kubernetes BRIV TH B
app.kubernetes.io/component. app.kubernetes.io/managed-by. app.kubernetes.io/part-
of. & & U app.kubernetes.io/version Z A L T. Elasticsearch HAOTATZT7 4 IL8 )V
JTEF 9, Elasticsearch MADHEH ¥ 1 FTIL. kubernetes.labels ICEFEN 2T XRTDS
NIVEFRATEEYT, (LOG-2388)

o SEMEFH TIL. AWS Security Token Service (STS) BAEMICR > TWB Y TR F —Ik, STS
SREL% M L T0O Y % Amazon CloudWatch ICERETE £ 9, (LOG-1976)

o SEMEFH TIL, 'LokiOperator Operator 8L U Vector AL VY —D TV ZAILTL Eax—#
e O —MIRMEMEEE (GA) ICRITLE T, IO ) —REDTELAQ#RE/N) 714 —ICELT
FEERT, — DO APIHET VAT L E1—HEEDE £ TY, ML, LokiStack %M
LEaX vy o2 avaSRBLTLEIY,

3.112.2. N TEIE

o ZDEHDHEIIE., O % Amazon CloudWatch ICERET B LD ICREINLI T RAY =D B
BINEOTI77ANVE—BHAM L —VILEZIRAATWELD, READOKRBEEEHICITR
H—DARREILAY E L, SEDEHFHICLY, IRTDRAIN—IF T avn—EN vy
Ty THEMICARY . BENRINE L, (LOG-2746)

o SEIDEFHLIAIIC. Operator (&, FEHEERE T OpenShift Container Platform D45 #&D/NN—2 3 >
THIRFEDAPIDN—=Ya v a—ESFERLTWE L, SEOFHFICLY., KEFRFRAY
R—MRRDAPIN—=U 3 VICBEIINEF T, (LOG-2656)

o SEIOEHLFNE., BEITT S —RERICERE I N/<EH D ClusterLogForwarder /X1 73
A4 Ic&Y, aL 94— crashloopbackoff TS —IREEICARY F L7z, SEIDEHICLY.
BHOZRELIaVICAL—20 D MERINSEENMEEINE T, (LOG-2241)

o ZDEHFHODAEIE., IL U H—IF UTF-8 LA DEES % Elasticsearch A ML —IOJICREFTE
FHATLE, SOOFEH T, ILIY—IEUTF-8IADEETAZT Y I— R L, BEEZMRL
% L7, (LOG-2203)

o SEIDEHLUANIL. T VXFUADIFH Kibana TELK RRINFHATLE, SEDOE
FiTL Y. Kibana IE TR TOEMRUTF-8 ¥ VRILEELKRRLET, (LOG-2784)

3.112.3. CVE

e CVE-2021-38561
e CVE-2022-1012

e CVE-2022-1292
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e CVE-2022-1586
e CVE-2022-1785
e CVE-2022-1897
e CVE-2022-1927
® CVE-2022-2068
e CVE-2022-2097
o CVE-2022-21698
e CVE-2022-30631

e CVE-2022-32250
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OFXF 77704 A N 7O ROBEIF, SBLYPTVLIICRBEINTVWET, B2 RFa XY
MDD EDTIEHY FHA. FRA VA N—ILDZEAIE. Vector & LokiStack Z#EL X7,

RERY B 7-DICEFHHR T,
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OF¥ > ik, 27D OpenShift Container Platform & I£4 %) ) —XH 4 V)L T, 4
YAMN—IVEBEAROVR—R Y ME L TRHEINF S, Red Hat OpenShift Container
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. Logging /A\—3 > 55 MBFR T, Fluentd F72I& Vector L 74 —REMNSEBIRT S
FTFoarv, BLUOFT A M7 & LT Elasticsearch 7213 LokiStack ##iRd 54 7
vavhHYFEd, AJDORFaI AV MI, CNSOERWAIAVEAR—RV NOEES

AR
e O A NT7DMERE: Elasticsearch & 7= 1 LokiStack
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o O JIREH N DERIEHER
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Logging /\—<3 > 5.4.3 DBF= T, OpenShift Elasticsearch Operator $IE#EETH
Y, SEDY ') —XTHIBRINSFETT. RedHat &, T DHBEICK L TIRED Y
=254 74 JIHRICNTEBES Y R— M E2RHEL A, REREDIREIE A
<. TOMBEIZTSEHIBRINSE FETTY, OpenShift Elasticsearch Operator & L T
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® | okiStack MI¥F&E &, LokiOperator 24 VA M—JLLZE T,

4 s 0

Loki Operator &#4 Y A h—JL L TW3IHEIL. LokiStack 1 X% L)Y —
A(CRYMVRAIYVAEERLET,

2. Red Hat OpenShift Logging Operator #4 Y X h—JL L £ 7,

3. ClusterLoggingCR 1 Y 24 v R & {ER L £7,
o LV —DERERERLET,

= Understanding logging architecture :experimental: :imagesdir: images :prewrap!: :op-
system-first: Red Hat Enterprise Linux CoreOS (RHCOS) :op-system: RHCOS :op-system-
lowercase: rhcos :op-system-base: RHEL :op-system-base-full: Red Hat Enterprise Linux

(RHEL) :op-system-version: 8.x :tsb-name: Template Service Broker :kebab: - irh-
openstack-first: Red Hat OpenStack Platform (RHOSP) :rh-openstack: RHOSP :ai-full:
Assisted Installer :ai-version: 2.3 :cluster-manager-first: Red Hat OpenShift Cluster Manager
:cluster-manager: OpenShift Cluster Manager :cluster-manager-url: OpenShift Cluster
Manager Hybrid Cloud Console :cluster-manager-url-pull: pull secret from the Red Hat
OpenShift Cluster Manager :insights-advisor-url: Insights Advisor :hybrid-console: Red Hat
Hybrid Cloud Console :hybrid-console-second: Hybrid Cloud Console :oc-first: OpenShift
CLI (oc) :product-registry: OpenShift image registry :rh-storage-first: Red Hat OpenShift
Data Foundation :rh-storage: OpenShift Data Foundation :rh-rhacm-first: Red Hat
Advanced Cluster Management (RHACM) :rh-rhacm: RHACM :rh-rhacm-version: 2.6
:sandboxed-containers-first: OpenShift sandboxed containers :sandboxed-containers-
operator: OpenShift sandboxed containers Operator :sandboxed-containers-version: 1.3
:sandboxed-containers-version-z: 1.3.1:sandboxed-containers-legacy-version: 1.3.0 :cert-
manager-operator: cert-manager Operator for Red Hat OpenShift :secondary-scheduler-
operator-full: Secondary Scheduler Operator for Red Hat OpenShift :secondary-scheduler-
operator: Secondary Scheduler Operator :rh-virtualization-first: Red Hat Virtualization
(RHV) :rh-virtualization: RHV :rh-virtualization-hyper-first: Red Hat Virtualization
Hypervisor (RHV-H) :rh-virtualization-hyper: RHV-H :rh-virtualization-engine-name:

Manager :velero-domain: velero.io :velero-version: 1.9 :launch: @ :mtc-short: MTC :mtc-
full: Migration Toolkit for Containers :mtc-version: 1.7 :mtc-version-z: 1.7 :builds-v2title:
Builds for Red Hat OpenShift :builds-v2shortname: OpenShift Builds v2 :builds-
vishortname: OpenShift Builds v1:gitops-title: Red Hat OpenShift GitOps :gitops-

shortname: GitOps :gitops-ver: 1.1 :rh-app-icon: E :pipelines-title: Red Hat OpenShift
Pipelines :pipelines-shortname: OpenShift Pipelines :pipelines-ver: pipelines-1.10 :tekton-
chains: Tekton Chains :tekton-hub: Tekton Hub :pac: Pipelines as Code :odo-title: odo
:alibaba: Alibaba Cloud :oke: OpenShift Kubernetes Engine :opp: OpenShift Platform Plus
VirtProductName: OpenShift Virtualization :VirtVersion: 4.11 :KubeVirtVersion: v0.53.2
:HCOVersion: 4.11.5 :delete: @ :DTProductName: Red Hat OpenShift distributed tracing
:DTShortName: distributed tracing :DTProductVersion: 2.8 :JaegerName: Red Hat
OpenShift distributed tracing platform :JaegerShortName: distributed tracing platform
:JaegerVersion: 1.42.0 :OTELName: Red Hat OpenShift distributed tracing data collection
:OTELShortName: distributed tracing data collection :OTELVersion: 0.74.0 :TempoName:
Tempo Operator :TempoShortName: Tempo :TempoVersion: 0.1.0 :logging-title: logging
subsystem for Red Hat OpenShift :logging-title-uc: Logging subsystem for Red Hat
OpenShift :logging: logging subsystem :logging-uc: Logging subsystem
:ServerlessProductName: OpenShift Serverless :ServerlessProductShortName: Serverless
:ServerlessOperatorName: OpenShift Serverless Operator :FunctionsProductName:


https://console.redhat.com/openshift
https://console.redhat.com/openshift/install/pull-secret
https://console.redhat.com/openshift/insights/advisor/
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OpenShift Serverless Functions :product-dedicated: Red Hat OpenShift Dedicated
:product-rosa: Red Hat OpenShift Service on AWS :SMProductName: Red Hat OpenShift
Service Mesh :SMProductShortName: Service Mesh :SMProductVersion: 2.4.2
:MaistraVersion: 2.4 :SMProductVersionlx: 1.1.18.2 :productwinc: Red Hat OpenShift support
for Windows Containers :ibmcloudBMProductName: IBM Cloud Bare Metal (Classic)
:ibmcloudBMRegProductName: IBM Cloud® Bare Metal (Classic) :ibmpowerProductName:
IBM Power :ibmzProductName: IBM Z :rhg-cso: Red Hat Quay Container Security Operator
:sno: single-node OpenShift :sno-caps: Single-node OpenShift :cgu-operator-first:
Topology Aware Lifecycle Manager (TALM) :cgu-operator-full: Topology Aware Lifecycle
Manager :cgu-operator: TALM :redfish-operator: Bare Metal Event Relay :openshift-local-
productname: Red Hat OpenShift Local :openshift-dev-spaces-productname: Red Hat
OpenShift Dev Spaces :web-terminal-op: Web Terminal Operator :devworkspace-op:
DevWorkspace Operator :context: logging-5.5-architecture
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e Collector-&/— K oavr+F—AOJ5F—4%%&m»NY, OV TF—9 =R/ EFTHDOENICE
Ebi’a—o

e Store- oA OAOJT—9%REFELET, 727—9—DFT 74 NN,

e Visualization- REIN/OJ7 %R, 7TV —, BLUVRRTBEODITZT714HILA YV
Y—7 x4 R,

INSDAVR—%2 M, Operator ERNRY LYY —RX(CR)YAML 7 7 A LICL > TEEINE
ER

Red Hat OpenShift DAFX Y FH TV RAF AL, AVF+F—AJE/—ROJERELZFT, ThbiE
RDYZA TICREINET,

e application-3k( VISAKS IV FYy—aAVFF—IlL>TERINALOAVYFTF—0OY,

e infrastructure - namespace kube-* & & ¢f openshift-\* "o DIV FF—0O7, LT
journald »5d ./ — KO,

e audit- B%AHE L. auditd. kube-apiserver. openshift-apiserver. $& U ovn H 5D 0O
7,

O¥> /3L J%—I& Pod %% OpenShift Container Platform / — RKICF 7049357 —Evt&v b
TYe YVATLABLIVAVISANSVFv—0OTIE, ARV—TFT A VI RTL, AVTHF—5Y
54 I, B &£V OpenShift Container Platform 25 ® journald A7 XA v £—JICE > TERINE T,
AvFF—aJE, V73R —TERITINTWB Pod TEITINTWR AV TFHF—IlE>TERI N
¥, FAVFTF—RFEMNOOTARN) —LZERLET, ALII—E. INLDY—ANHLAT%

JN& L. ClusterLogForwarder 124 LYY —RATHREINTWVWE LD IZ. TIOERE X ITHAER
ICERIEL F 7,

321. 0¥ J0HR— MIET 2EEEIR
pa 3]
O > ik, 27 ®d OpenShift Container Platform &£ %) ) —XHY 4 V)L T, 4

YAMN—IVEBEAROVR—R Y ME LTRHBEINF S, Red Hat OpenShift Container
Platform Life Cycle Policy (&) ) — XD E# =5 L TWE T,
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Red Hat OpenShift DAF >V JH T RAFLEZRET BDICHR—IMINTWBEHEIK, TORFa
AV KNTHBAINTWEA T avaFRALTRETSIETY, TR— I TVWRWBOZREIXE
ALAWTLCEIW, BRED/NT 4 1 LH OpenShift Container Platform 1) 1) — X TEE I N % Al AL
HHHY., COLIBEREIF. BEDTRTOAREMEI HEINTVWEBEOAEICHIGETEET,
ZDORFIXY MNTEHBINTWVWBLUANDEREZERAT 5 &, Operator MEERZRET 57D, &
BRRIEKDNE T, Operator lEF 7 4L b TEEINLREICIRTRELET,

R

OpenShift Container Platform RF¥ 2 XY N TEHBAIN TWRVWEREZETT 2HENDH
%3156 13. Red Hat OpenShift Logging Operator % Unmanaged (X ET 2 ENH Y
F9, YR—Y KA D OpenShift OF >V JRIFEIFHR— I TH 5T, OpenShift O
¥ % Managed ICRT ETEHFHEZZITERY FHA.

DLTOZEBIFARHICHR—-—MIMhTULWE A,
e RXaxXyhrTEEINTWRWnamespace~DOFXF Y /DT 701,

e OpenShift Container Platform AMD 7} A 4 A Elasticsearch. Kibana. Fluentd, F7zI& Loki
AR VADA VA M=,

e Kibana HRXA#% L) YV —2R (CR) Z7/I& Elasticsearch CRADZEH,

o KF¥xaxviTlHEEIhTWRWY—Y L v hF configmap ~ADER,
Red Hat OpenShift DOFX Y JH T RFALlE, 7TV o5—>avy, AVISAMNSVFv—, 8LV
BEEOJOMBOIAL VY —BLV/ -4 —TF, IhiE, YR—PFPINTVBRIZTIILIR
TLAICAOTZEET 2HDICERTSIEZBANELTVET,
Red Hat OpenShift DOF > JH T XA F LIFRDEBY TIEHY FH A

o KMEALAOTINEY AT L

o ¥xal)F1—ERELVARY MNEELR (SIEM) ICHEHL

o BEF/IIRPOOJTODRIFELIIRE

o REEIN/IOTI VD

o BERAKNL—Y-EEO/IIT 74 MNTIRREINITHA
3.211.AF¥ 0757704 A hOER

3.2.1.11. Web O~ Y —JL %M L /= Red Hat OpenShift Logging Operator ®7 7’04

OpenShift Container Platform Web 3>V —JLZf#f L T. Red Hat OpenShift Logging Operator Z 7
7O4TEEY,

AR R4

OF > 7i&. 37 ® OpenShift Container Platform & I&27%4% 1) V=AY A VLT, 4
YAMN—IVEBEAROVR—R Y ME L TRHEINF S, Red Hat OpenShift Container
Platform Life Cycle Policy (&) ) — XD E# =5k L TWE T,

FI7
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OpenShift Container Platform Web 3>V —JL%Z{#F L T. Red Hat OpenShift Logging Operator % 7
TO493ICE UTFERTLET,
1. Red Hat OpenShift Logging Operator &4 X h—JL L £ 7,

a. OpenShift Container Platform Web 3> Y —)LC. Operators » OperatorHub =7 ') v
LEd,

b. Filter by keyword 7 4 —JL KIC Logging E AL £,

c. MAAEEA Operator D—& A5 Red Hat OpenShift Logging #i&iR L. Install 22 1) v
ILFEY,

d. Update Channel & L T stable F 74 stable-5.y #3&R L £ 7,

Pz

stable 7+ ®JLIE. Logging D& ) —REWNRETIEHROAZRML
F9, LD ) —2ROEHFAEBIZHEEZRET2ICIE. $TRIY TV ay
F v R % stable-X (X I&14 YA M=) L7cOT D=2 3 V) ILERT B0
ENHY ET,

e. Installation Mode T A specific namespace on the cluster?’ ZEIRINTWB I & AREER L
x7,

f. Operator recommended namespace 7' Installed Namespace T openshift-logging I
BWOTWBIEZHRLET,

g. Enable Operator recommended cluster monitoring on this NamespaceZ &R L £ 7,

h. Update approval D74 7> 3 V% &R L £ T,

e Automatic # 7 3 v %&FHT % &, Operator Lifecycle Manager (OLM) I&, # L W
IN—2 3 VA FIHETREICA o 72BR,. Operator # BEINICEHR T XY,

e Manual &+ 72 3V Tld, BEYRRIBERAZF DI ——H Operator DEH % &R T
ZRELFHYFT,

i. Console 75 %4 > ® Enable % 7= (% Disable #&R L 7,
i Install 2 Y) v LET,

2. Operators — Installed Operators R— I (ZH1Y E X T. Red Hat OpenShift Logging
Operator B’ YA h—)ILINTWB I E%#HRAELET,

a. Red Hat OpenShift Logging #* Status #* Succeeded DIKAE T openshift-logging 70
VIV MI—BRRINTWSIEEHRALET,

3. ClusterLogging 1 Y 249 Y ZA &ML E T,

L

pz o-1o)
Web AV Y —ILDT7#—LE21—IlIE, FRARERIRTOF T avhEasx

NTWabIFTEHYFEA, By N7y TEETITBICIE. YAMLE2Z— %
WELET,
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a. collectiont2 3>y, ALV —DEEAFERLET,

R

Logging /\— 3 >~ 5.6 DEF /R T, Fluentd IXFEHRTHY ., SHEDY ) —
ATHIBRINBFETYT, RedHat (&, ZDHEEICT L TIREDY Y-S
A7HAVIVRICNTEBEE Y R— MNEREL I HREEDIREIE A
. TOMBEITSEHIMRINEFETT, Fluentd DD Y IC, Vector % {F
BTEXY,

b. logStore 22> 3> T, #14 THRBIRLET,

pa

Logging /N\—< 3 > 5.4.3 DBEF= T, OpenShift Elasticsearch Operator (&3F
WETHY., SDY) ) —IXTHIRINZFETY, RedHat &, T DHaE
I LTIRED) ) —RS54 7H A VIIHRICNTEBEEYR—MNRELE
T, ILARMEREDIRAIT AL, TDMEILISEEIRINSEFETT,
OpenShift Elasticsearch Operator R L TCTF 74/ bOOJ R NL—
EEYTSZRPDYIC. Loki Operator ZFHTEE T,

c. Create 27 1)wv o LZET,

3.211.2.Web 3>V —JL %M L /= Loki Operator 7 704

OpenShift Container Platform 2>~V —JL%{#MA L T Loki Operator &4 Y A h—JLTE XY,

AR

o WO A K7 (AWS S3. Google Cloud Storage. Azure. Swift, Minio, OpenShift Data
Foundation)

FIE
OpenShift Container PlatformWeb 3> —JL % {#F L T Loki Operator &4 ~ XA h—JLd 5 IT1F:

1. OpenShift Container Platform Web 1> —JL T, Operators » OperatorHub =2 ') v 7 L
x7,

2. Filter by keyword 7 1 —JU RIZ Loki EAALF T,
a. fEATAIEEAR Operator M) X b A5 Loki Operator #3&R L., Install #21) v 2 LE T,

3. Update Channel & L T stable 7z |4 stable-5.y %#:&R L £ 7,
Pz
stable 7 v+ ®JLIE, Logging DE#HY ) —REWRETIEHOAZREL F
¥, LIRIDY) ) —ROEHEFIESHMEZETHICE, TRV TvavFex

L% stable-X (X I&14 YA M=) LA DNR—=I 3 V) ILEBTEIHENHY
i_a_o

4. Installation Mode T All namespaces on the cluster /" EIRINTWB Z & ABEL X,
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openshift-operators-redhat 7' Installed Namespace TERINTWE I EZHREL XY,

Enable Operator recommended cluster monitoring on this NamespaceZ E{R L £ 9,

Z DA T aviE, namespace + 7Y = ¥ b I openshift.io/cluster-monitoring: "true" X
WERELET, V7R —FE=4Y >~ H openshift-operators-redhat namespace % X &
TEBLDIC. ZOATYaVvERBIRTZVENHY T,

Update approval D4 7> 3 VA ZR L £ 9,

e Automatic # 7> 3 V% FHY % &, Operator Lifecycle Manager (OLM) I&, # L L /3—
T a VA FEAREICAR o 7B, Operator # BEIMICEHRTE XY,

e Manual &+ 72 3V Tld, BEUARRIIBERAZFF DI — —H Operator DEHF % &R T % i)
ENHYET,

Install 27 1) w2 LET,

Operators — Installed Operators X— < (CH]Y B X T, LokiOperator '1 Y XA h—JLEINT
Wb Z &R LET,

a. LokiOperator £ 70OY £ ¥ b ® Status #* Succeeded & L TERRINTWBLIITL
x7,

. access_key_id & £ U access_key secret 7 1 —JL RAFH L T, RIABEHREIRTE

L. bucketnames. endpoint. & U region ZIEELT. 77V A ML=V DIB%E
E#ET 5 Secret YAML 7 7 1 LR L £ 9, ROPITIE, AWSHMERINTWET,

apiVersion: vi

kind: Secret

metadata:
name: logging-loki-s3
namespace: openshift-logging

stringData:
access_key_id: AKIAIOSFODNN7EXAMPLE
access_key_secret: wlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
bucketnames: s3-bucket-name
endpoint: https://s3.eu-central-1.amazonaws.com
region: eu-central-1

Details ¥ 7'M LokiStack T IC#% % Createinstance #:#R L £9 ., JRIC. YAML view %
RLET, ROFTVFL— MY, RBICSCTEZESBATT,

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki ﬂ
namespace: openshift-logging
spec:
size: 1x.small 9
storage:
schemas:
- version: v12
effectiveDate: '2022-06-01'
secret:
name: logging-loki-s3 9
type: s3 ﬂ
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storageClassName: <storage_class_name> 9
tenants:

mode: openshift-logging
ZaniL. logging-loki ICT 2 ELNHYET,
Loki D7 7OA4 A Y M4 X&BIRLF T,
OJRAML—YICERYTSEY—VLYy MEEHLET,

WHTE2RAMN—US5 14 TEEELET,

0009

—BFRANL—VAHDBEDARNL—C 0 S ADEFIEANLET, REARNTF—T VR
EB5ICE, JTOVvIRMNL—UREIYLETEZRAMNL—VISRAEEELET, V52
4 —THERATEERRA ML —2 9 5 RId, oc get storageclasses T—EXRRTEE T,

a. REZHBERALIT,

I oc apply -f logging-loki.yaml

12. ClusterLogging CR = {Em 7= Id#m&EL £,

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
collection:
type: vector

a. REZHBERALET,

I oc apply -f cr-lokistack.yaml

3.2.11.3.CLI %#{#f L 7= OperatorHub 5D A Y X b—JL

OpenShift Container Platform Web 2>V —JLZ AT b Y IC, CLI Z{EF L T OperatorHub H
5 Operator 4 YA M=)V TEXY, oc AT RAEERAL T, Subscription4 7Y 7 M&{ERE
IEEHRLES,

AR

e cluster-admin /X\—3 v > 3V EFE D7 H VUV M%EFEAL T OpenShift Container Platform %
SRY—ICT IV EATES,

e oc AV YV RZA—NIVYRATLIZA VA M—ILT B,
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FIR

1. OperatorHub ™59 5 X4 —THFATE % Operator D—EZFxRLZF T,

I $ oc get packagemanifests -n openshift-marketplace

DBl
NAME CATALOG AGE
3scale-operator Red Hat Operators  91m
advanced-cluster-management Red Hat Operators  91m
amq7-cert-manager Red Hat Operators  91m

couchbase-enterprise-certified  Certified Operators 91m

crunchy-postgres-operator Certified Operators 91m
mongodb-enterprise Certified Operators 91m
etcd Community Operators 91m
jaeger Community Operators 91m
kubefed Community Operators 91m

WHE/ Operator DAY AT A XELE T,

2. WEX Operator #EL T, Y R—MINBZA VA M—=ILE—RBELVCFBEETRELRF ¥ RILE
mERLEYd,

I $ oc describe packagemanifests <operator_name> -n openshift-marketplace

3. OperatorGroup TE# X115 Operator ¥ JL— 7L, Operator 7' JL— 7 &R L namespace N
DI XTD Operator ICHBERRBAC 7V ERAZ4HKT 59— v kN namespace ZER L £
ER
Operator %7249 54 79 % namespace ICI&, Operator D4 YA M—JLE—RIZ—HT 3
Operator 7 )L—FHHE T4 Y 9 (AlINamespaces ¥ 7= |E SingleNamespace E— KD W
Fhm), 422 ~M—JLF 3 Operator »* AlINamespaces %= FH 9 5354, openshift-
operators namespace (ZI#E) A Operator Z)IL— A TICERBEIN T,

7272 L. Operator #* SingleNamespace € — K& & L. @174 Operator 7' )L — TH W5
B, TNOEERTILEIHYFT,

Pz
ZDFIED Web OV Y —)L/XA—T 3 >~ Tl SingleNamespace £— K % ®#iR

T BFRIC. OperatorGroup & &£ U Subscription 7 72 7 NDER A &% TH
EHICAMELET,

a. OperatorGroup = 7> =7 b YAML 7 7 1 JL%&{ER L ¢ (fil: operatorgroup.yaml),

OperatorGroup A 7 ¥ hDY > T

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: <operatorgroup_name>

183



OpenShift Container Platform 4.nOx¥> &

namespace: <namespace>
spec:

targetNamespaces:

- <namespace>

b. OperatorGroup = 7> =V M %/ER L £ T,
I $ oc apply -f operatorgroup.yaml

4. Subscription # 72 7 D YAML 7 7 1 JL%&ERK L. namespace % Operator ICHH TR0 5
14 7 LZ%d (fl: sub.yaml),

Subscription 7 7 & b DHl

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: <subscription_name>
namespace: openshift-operators ﬂ
spec:
channel: <channel_name> 9
name: <operator_name>
source: redhat-operators
sourceNamespace: openshift-marketplace 6
config:
env:
- name: ARGS
value: "-v=10"
envFrom: ﬂ
- secretRef:
name: license-secret
volumes: 6
- name: <volume_name>
configMap:
name: <configmap_name>
volumeMounts:
- mountPath: <directory_name>
name: <volume_name>
tolerations: @
- operator: "Exists"
resources: m
requests:
memory: "64Mi"
cpu: "250m"
limits:
memory: "128Mi"
cpu: "500m"
nodeSelector:
foo: bar

@ 77+ +O AllNamespaces 1~ 2 k—JLE— FOMEMITOWTIE. openshift-
operators namespace Z#1EEL £9, B R Y LY O—/V)L namespace Z/ERK L TL %35
BlEIhEIEETEEYT., ThUANDIHZEIE. SingleNamespace 1 ~ A bh—JLE— RK®D
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FERICDOWTEEY 28— namespace 2 8EL X T,
Y ITRI54T92F v xIDERL

YT RY >4 79 % Operator D&,

Operator 21t 9 5 H4 00V —Z2ADE&HI,

A4 07 —R®D namespace, 7 7 #JL hD OperatorHub A% O 7Y — R ITI&
openshift-marketplace #&H L £ 7,

env/AS XA —4—(F, OLMICL >THFERINB Pod DI RTODIAVFTFFHF—ICBEET 3
ELrHIBEETHO—EEEHELET,

enVFrom /XS X —4— &, AV T FT—DREZHIRMT 270DV —AD—E%* EH
L9,

volumes /XS5 X —4 —|&, OLMICL > THEMRI NS Pod ICTFIE T B2MELNH DR 12—
LD—E=ZEEHELXT,

volumeMounts /X5 X —# —(F, OLMICL > THERIND Pod DT ARTHIVFFH—IC
FETZIRENHZR)2a—LITTVND—EZEEZLZT, volumeMount »"E7E L 74
WAERY a—A 28R 2HE. OLM (L Operator DF 7OA ICKBLE T,

tolerations /X5 X —4 — &, OLMIC&L > TR IN D Pod DBRZRD—EEEEL X T,

o0 O O 9 @9 9000

resources /N X —4 —|d, OLMICL > TERIND Pod DITRTOIVTF—DY)
V—HHEEELET,

nodeSelector /X5 X —4% —|d., OLMICL > TERKINBD Pod D /J—KEL VY — %A F
ZLEY,

S

5. Subscription 7 7>V MR LE T,
I $ oc apply -f sub.yaml
ZDFFR T, OLM [E:ZIR L 7= Operator 2533 L ¥4, Operator DV 5 X4 —H—ER/N—

23 Y (CSV) &% —4 v k namespace ICFRINI N, Operator TIEEI N5 APl IEVERFE ICF]
FAAREICARY £,

3.211.4.Web AV YV —ILDOFERICEL 27 5 X4 —H 5D Operator DOHlFR

PSR —EEEIFIWeb AVY—ILEFEAL T, #EIRLK namespace 64 VXA M—ILEhi
Operator ZHIFRTE XY,

AR

e cluster-admin /X—3X v > a3V &FDT7 AUV b %&FEMA L T OpenShift Container Platform
SR —Web AV —ILICT7VERATES,

FIR

1. Operators - Installed Operators R— 2 ICHEEIL £ 7,
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2. AB—I)ILg 6D, F—"J— K% Filterbyname 7 14 —JU NICAJIL C. BIBRT ¥ Operator

ZROFFEY, RIS Thed Uy LET,

3. Operator Details *—Y DA T, Actions —EH 5 Uninstall Operator #:#IR L £,

Uninstall Operator? ¥ 41 7O J Ry ¥ ANKRINZE T,

4. Uninstall %33R L. Operator, Operator 7 704 XV b, 8LV Pod ZHIBRLET, DT

23V D&kICIE. Operator I3ETZFIEL, BEFZZELRCRYET,

pa

ZOTOVaviE, ARS LYY —RES (CRD) BLTHRY LY Y—2 (CR)
&, Operator NEETBH )YV —RIFHIRINEE A, Web IV YV —ILE LV
BIEL TCEITINZ VIR —ADY Y —RICE>THEMIINZ S v 2 aRk—
RBELUVFES =2 arvTATLICR, FBTODI) -7y THREILR S5
BHHYET., Operator DT VA VA M—=ILEICIN S EHIRT I,
Operator CRD = FEI THIfR T 2 ENHY 7,

3.2.115.CLIDERAIC L 59 5 X9 —H 5D Operator DHIBR

9529 —EEBEILCLI ZFBA L T, #BIKL 7 namespace B 541 ~ X b —JL X N7 Operator % Hilf&
TEZEY,

AR

FIR

186

cluster-admin /X\—3X v > a v &K D7 H V¥ b %&FEMA L T OpenShift Container Platform
FZRARI—ICT UV ERATES,

OC AR YVRDND—HURF—I 3 VICAVAM=ILIhTWSEZ &,

YT R 54 T XN Operator (f§l: jaeger) DIRIT/X— 3 » % currentCSV 7 1 —JL K THE
RLET,

I $ oc get subscription jaeger -n openshift-operators -o yaml | grep currentCSV
aepaltl

I currentCSV: jaeger-operator.v1.8.2

YT T3y (fl:jaeger) ZHIRL £7,

I $ oc delete subscription jaeger -n openshift-operators

acpaltl

I subscription.operators.coreos.com "jaeger" deleted

ERIOFIET currentCSVEAER L. ¥ —% v k namespace @ Operator ® CSV % HIFR L
i_a—o

I $ oc delete clusterserviceversion jaeger-operator.v1.8.2 -n openshift-operators
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H B

I clusterserviceversion.operators.coreos.com "jaeger-operator.v1.8.2" deleted

3.22.RedHat 0OFX Vv /Y4 T RF LIBT3

PSR —EEBEE, OF VIV RATFLETTOAL. /—RYRATFLDEEDY, 7TV 5r—ay
JvF+—0ay, 8LPA VYT SR NS F+—0O7 7% E D OpenShift Container Platform 7 5 24 —
DOEDITRTOAVEEHTEET, AOF VIV TVRT LI, V5R9—2FArSIhs50O7 5%
WL, 7220 b7 A RNTPICRELE Y, KbanaWeb AV Y —ILAEFERL T, OV 7 —49 5048
It TcE%xd,

OX VI TORTF LG, ROYATOOT7=EHLFT,

e application: V SR —TERITINE, AV ISANSIVFYy—aAVFF+—T7TYsr—>3v
ERCA—Y—T7 Y r—ravilLoTERINBZOAYTFF—OY,

e infrastructure: v —F I OJRED, V7 RAI—TEFTINBZAVIZANZVFv¥—2Y
R—% > b8 LT OpenShift Container Platform / — R TERIN 200, 1 VT3 RAKNT Y
Fv—2aVR—% K& openshiftt, kube*. F7z|d default 7O>Y =V M TEITIN B
Pod TY,

e audit / — REEE Y X7 A (auditd) TEM I N2 0O 7 (/var/log/audit/audit.log 7 7 1 JLIC{R
FINB), LU Kubernetes apiserver $ & U OpenShift apiserver DEEZE O 7/,

’ 2=
' MER OpenShift Container Platform Elasticsearch AZ A M 7 IZEEEO /7 DEF 21 T7R R
PL—YBHLABRWES, 7740 N TEEDJIEAER Elasticsearch 1 Y 24~ T
. REINF A, EEOV % T 7 4L NDHE Elasticsearch A7 X NP ISEET 20 E
' 3156 (Kibana TEEO V2 FRRT 57 E). Forward audit logs to the log store T
AN TWBEIICAOTEEAPI 2FRTZ2HELHY £T,
3.221. 0¥ v V0¥ R— MCBET 2EESRE

p= T
, 0¥ > 7k, 27D OpenShift Container Platform &£ 5 1) ) —XH 4 V)L T, 4
VAMN—IVEBEARO VR—R Y ME L TRHINF S, Red Hat OpenShift Container

Platform Life Cycle Policy (&) Y —XDE#MEZ R L TVWE T,

Red Hat OpenShift DOF >V JH T AT LEZEBRET BHHOICHR—FINTWEHEIF. TORFa
AVRNTHIAINTWEA T a Vv EFALTRETSIETYT, YR—MIRMTOWRWMBOEREIZHE
ALAEWTLLREEIWL, BED/NF Y A Lh OpenShift Container Platform 1) 1) —XAE TEE I N % I8
HERHY, COLDIBREREF, BEDITANTOARENFEINTVWSBEDOABUICHHRTEET,
CORFIXAYNTHIINTVWRLUADEREZMERAT 2 &, Operator MEERZHET 570, &
BARIEEDNE T, Operator T 74 N TEEINLREBICTRTRELE T,
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R

OpenShift Container Platform RF¥ 2 XY N TEHBAINTWRVWEREZETT 2HENDH
%155 1E. Red Hat OpenShift Logging Operator % Unmanaged (R ET 2 HENH Y
F9, YRX—Y KHD OpenShift AF Vv VRIEBIEHR—MINTH ST, OpenShift O
¥ % Managed ICRT ETEHEZZITRY FHA.

DLTFOZEBIFARHICHR—-—MIMhTULEEA,
e RFXaxXyhrTHEEINTWRWnamespace~ADOFX Y /DT 70OA,

e OpenShift Container Platform AM 7} A # L Elasticsearch. Kibana. Fluentd, Z7=I& Loki
AR VADA VA M=,

e Kibana HRA ¥ A') YV —R (CR) /I Elasticsearch CRADZEH,
o FFxaXxvpTHEEIhTWRWY—Y Ly bF I configmap ADEH,

Red Hat OpenShift DOFX Y JH TV R FLlE, 7V r—>3ay, AVISANSIFv—, 8LV
BEEOJOMEDIAL I —BLV /) —IS4HF—TF, Inid. YR—PFPINhTVWBRIFTIFATR
TAICOV X T 2ODICFERTSIEZEMNE LTVWET,

Red Hat OpenShift DAOFX >V JH TV AT LAIRD ESY TEHY FH A,
o AREREAOTINEL AT A
o ¥xal)F1—ERELVA RV MNEELR (SIEM) ICHEHL
o BEF/IEIRHOOJDERFLLIIRE
o REEXI N/ VY

o REQAKMNL—Y-BEEOTETI7A4IMNTCREEINELEA

3.2.2.2. OpenShift Container Platform O X > /' DB AE
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a. OpenShift Container Platform Web 3>V —)LC. Operators » OperatorHub =7 ') v
LEd,

b. FIFAAE%A Operator D—E A5 OpenShift Elasticsearch Operator %#3#3R L. Install %
2)v I LET,

c. All namespaces on the cluster?® Installation Mode TEIRINTWB I & =R LT,
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openshift-operators-redhat A" Installed Namespace TiEIRINTWB Z & =ML

ER

openshift-operators-redhat namespace #18E€ 4 2 MENH Y £9, openshift-
operators namespace |CIZEBINTWAWI I 2 =5 1 — Operator & XN 3 AREM
MY . OpenShift Container Platform X Y VR EBUEZRITX M) 7 A% AT 5 AEE
MENH DD, TNICE>THEENELZTEMELNHY X7,

Enable operator recommended cluster monitoring on this namespace%#R L £ 7,
ZDA T aviE, namespace 7 7Y = ¥ b IC openshift.io/cluster-monitoring: "true"
IN)VEBRELET, ¥V T7RAY—FE=4 ") JH openshift-operators-redhat namespace
EPNETEDLIIC. CDATVaVvERRTIVEIHYZET,

Update Channel & L T stable-5.x #3&R L £ 7,

Approval Strategy #:#R L 7,

® Automatic A b 7Y —ICZ& Y, Operator Lifecycle Manager (OLM) I&#T#R/N\—27 3
VO FIFEEEEIC AR D & Operator # BEIMICEFHF T F 7,

e Manual X b T 7Y —|[CI&, Operator DEHF 2 KR T 57O DBV REFRAIFERZFFD
A—HY—HIPBETT,

.Install 22wy o LEY,

Operators - Installed Operators R—(ZH] Y E X T. OpenShift Elasticsearch Operator
DAVAM—IINTWBZEZHRLET,

Status /' Succeeded DIKRET. OpenShift Elasticsearch Operator &' ¥ XTO7OY <
JMI—EBRRIINTWSIEE2HALET,

2. Red Hat OpenShift Logging Operator 4 Y XA h—JL L £ T,

a.

OpenShift Container Platform Web 1> —JL T, Operators » OperatorHub =2 ') v
LEd,

FI A 8E 4 Operator D—EH* 5 Red Hat OpenShift Logging %#3#3R L. Install 22 Y v
JLET,

. A specific namespace on the cluster?® Installation Mode TERINTWB Z & MR L

i’a—o

Operator recommended namespace 7' Installed Namespace T openshift-logging
BOTWBZEZHRALET,

Enable operator recommended cluster monitoring on this namespace%ER L £ 7,
ZDA T aviE, namespace 7 7Y = ¥ b IC openshift.io/cluster-monitoring: "true"
SRWVERELES, V5 R9—F=4 ") > openshift-logging namespace % IX&E T
XL, CDATVaVvERBRTIDLENHY T,

Update Channel & L T stable-5.x %#3&R L £ 7,

Approval Strategy Z:#R L £ 7,

® Automatic A b 7Y —ICZ& Y, Operator Lifecycle Manager (OLM) I$#T#R/N\—27 3
VO FIFEEIEEIC /R D & Operator # BEIMICEHR T F 7,

e Manual X b 5 7Y —|[CI&, Operator DEHF 2 KR T 57O DBEYNREFREIFERZFFD
A—H—HIBETT,
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h. Install 2 )v 2 LZET,

i. Operators — Installed Operators R— ICHJYUE X T. Red Hat OpenShift Logging
Operator B’ YA P—J)LENTWBZ EEHERELET,

j. Red Hat OpenShift Logging /' Status #* Succeeded MIRRET openshift-logging 7’00
VI MI—EBRRINTWS I Ea2HRALET,
Operator B’ Y A M—JLiFEH & LTRIRIINABWERIC, ISICNSTIVoa—Fa40 7
EEITLET,

® Operators — Installed Operators R—J |ICHIYE X, Status I TS5 —F 7 IZ KD
BEZHIELIET,

® Workloads » Pods R—IZt]YE X, openshift-logging 7O =7 kD Pod T/
BERELTWHO07DEEEZHRALF T,

3. OpenShift Logging 4 Y R % YV A &R L £,

a. Administration » Custom Resource Definitions R— ICHYIUE X £ 9,
b. Custom Resource Definitions*—<' T, ClusterLoggingZz/2 ) v o L%,

c. Custom Resource Definition details’*— T, Actions X =21 —»"5 View Instances %
EIRLET,

d. ClusterLoggings *—< T. Create ClusterLogging%=7 ') v 7 L X7,
T EmHPALTDITR—V DEFHDPREILRDIGEDHY X7,

e. YAML 74 —JLRT, O—RBELUTFICBEXHRZF T,

pa

ZDT 7 # ) hD OpenShift Logging X EREEDRIEEZYR— T &
NFEINFE T, OpenShiftLogging 7 ZRY —ICMABIENDTEZER
DFMIE. OF VIV RTFLAAVR—RX Y NOF 21—V B L VEREICHE
THMNEY VEBRL TSI,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed" 9
logStore:
type: "elasticsearch" 9
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 6
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storage:
storageClassName: "<storage_class_name>" G
size: 200G
resources: a
limits:
memory: "16Gi"
requests:
memory: "16Gi"
proxy: 6
resources:
limits:
memory: 256Mi
requests:
memory: 256Mi
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana" g
kibana:
replicas: 1
collection:
logs:
type: "fluentd" @
fluentd: {}

Zuils instance THHZUELHY T,

OpenShift Logging DEEIREE, OpenShift Logging D7 7 # )L MEAZEE T 3155
&, Zh%x Unmanaged (BEH) ICRET DI ENKRDOONDBENHY T, 7272
L. BEEBADTFOA A M& OpenShift Logging AEEFTROKREICEREINSEET
BHEZELEEA

Elasticsearch DR EICHERFZRE, CREFAHALTYy— KDL TV r—> 3 VKR
V—BLUVKBANL—VABRETEZXT,

Elasticsearch B& 0O 7Y — XA 2 &FT2HEZEEL £7T. BRS L UREEOIEE
(weeks(w). hour(h/H). minutes(m). & & U seconds(s)) EAALFET, =& &x I,
7HDSZEIELTd &Y F9, maxAge LY EHWOJIFHEIBRINET, O Y —
ZDFRFRY S —%BETIHENHY £T, I8ELARWVWE, Elasticsearch 4 ¥ F v
DAEEDY —RICH L TERINEEA,

Elasticsearch / — RO AEIEE L F T, TO—BICHESERAEHRALTLIEI W,

Elasticsearch A AL =Y DBFEDA ML =V S ADERIAEANLE T, @R/
TA—TVRAEBBICE, 7OV IRMNL—VBREIYYETERAMNL—VISAEEE
LEd, AML—Y I FSRAEH/ELARVWE, OpenShift Logging Id—BFA ML —T %
FEARALEY,

MBEIELCTCPUBELUAE) —BEREZEBELFT, INODEEZEDFFICTS
& . OpenShift Elasticsearch Operator &7 7 # )L MEZREL XY, INbDT 7+
IWMEIKIFEAEDT7OA4 AV FCIIBBRKFERTEZETTT, 774 ME
&, XEY—EXRDIFHIL16GI THY. CPUEKRDIFEIF1TY,

MBI U T Elasticsearch 7AF Y —D CPU B LU AT —DFHIRRS L VEKR %R
ELEFT, INODEEZEDFFICT % &, OpenShift Elasticsearch Operator (&7

T MEERELET., ThODTFT 74 MERIFEAEDT O XV N TIEH
B ERTERRTTT., 7740 MEIR, XEY—ERDIFZEIF 256Mi. CPUE
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RKDIBEIE100m TY,

@ Kibana DEXEICMHEBREIRTE, CRAFAL T, TRMEZEERT 57-HIC Kibana &= X
=1L, Kibana /— KD CPUBLUVA TN —AFRETIZEY, FME. O
EJa753145—0DFRE 2SR LTI,

QD Fluentd DB EICHEREF, CRAZFEAL T Fluentd D CPUBLUAEY —4IfR%
METEZET, FIEFluentd DEEEZSHB L TLEI L,

R

Elasticsearch A¥ hO—ILTFL—Y /) — ROFABIL3I TY, 345823
nodeCount %#3¥5E 9 %354, OpenShift Container Platform I, ¥ X4 —,
VATV RBLUVT—HO0—ILEFERALT, 3D2OTRY—& LTOEE
MDH B/ — KT Elasticsearch / — REER L X T, BIND
Elasticsearch / —Kix, 7547V L F—490—-ILE=FRALTT—%
DHD/—RELTERINES, avbO—LTL—V/—KiE 1~
TYIADERSLVHEIBR. >vy—RDEYHT, 8L/ —ROEHARE
DY ZRY—2ETOT7I>avaERTLET, 7—9/—RE¥v— K%
RIFL. CRUD, BRR. BLUVEHAREDT—YEEORIEEERITLE T,
T—YBEEDEEIL, /0. AV —BLVPCPUEHNBRDEETT, Ihbd
DY —REEHL, RIT/ — KA —N"—0O—KRFT2BEICT—FH/—RK
BMTEIENEETT,

7= & Z X, nodeCount=4 DOIFEIC. LTFD/ —RKBMERINZE T,

I $ oc get deployment

HHH
cluster-logging-operator 11 1 1 18h
elasticsearch-cd-x6kdekli-1  0/1 1 0 6mb4s
elasticsearch-cdm-x6kdekli-1  1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 0/1 1 0 6m49s
elasticsearch-cdm-x6kdekli-3 0/1 1 0 6mdds

AVTYIRTYTL—=MDTS4<Y) —> v+ — ROEUL Elasticsearch
T—8 ) —ROBEFLIRYFT,

f. Create 22w 7 LEFd, ChickY, OF VI H T RFLIAVER—RY
N. Elasticsearch h X9 L)Y —REQVR—FRV M, BL P Kibana 1 V9% —7 14 R
MERINZE T,
4. A VA M—)ILEERLZET,
a. Workloads » Pods R—JICHIYEZF T,

b. openshift-logging 7AOY ¥ N5 ER L F T,
LLFD—&ED & S 7% OpenShift Logging. Elasticsearch, Fluentd, & & U Kibana DWW\ < D
DD Pod ERZINBIET T,
® cluster-logging-operator-cb795f8dc-xkckc

® clasticsearch-cdm-b3nqzchd-1-5¢6797-67kfz
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® clasticsearch-cdm-b3nqzchd-2-6657f4-wtprv
® elasticsearch-cdm-b3nqzchd-3-588c65-clg7g
® fluentd-2c7dg
e fluentd-9z7kk
e fluentd-br7r2
e fluentd-fn2sb
o fluentd-pb2f8
e fluentd-zqggx

® kibana-7fb4fd4cc9-bvtdp

RS

® OperatorHub 75 M Operator DA >~ A ~k—JL

32324V AM—IEDHIRY

Kibana #{#B 9 %354a. Kibana D7 —4% 25 L. UL d B74HIC, Kibana 1 7 v 7 /845 —
VEBLVETATISACE— a3V EFHTERT S RENHY FT,

PSR =y ND)—=0TANA T =Ry KD—VONBEERFEL TWBIHFE, OF VIV AT A
Operator & EN3 70V NEDRY NT7—O NS T4 v 0 5HFTLET,
3.23.3.CLI #f#H L 7= Red Hat OpenShift DOFX Y4 T A7 LDA VXA =L
OpenShift Container Platform CLI Z{#F L T OpenShift Elasticsearch # & U' Red Hat OpenShift
Logging Operator 4 Y XA h—JL T B ENTEET,
AR E A
® Flasticsearch DIMVEBRKFTA ML —IDH BT & %#MIA L F£ 9, & Elasticsearch / — NITIEH
BORANL—=—YURYY 2—LHPBEBETHZ I EITEFRLTLLEIWL,
pa

KA ML —=2ICO—AIKRY) 2 —L%FERAY 3551, LocalVolume 7+ 7
¥ x4 h® volumeMode: block Tttt INdraw 7AY VR 2 —A%FEHL
RWTL I, Elasticsearch i raw 7Oy 2R a— LA FHATIFEH A,

Elasticsearch & X B =& 7 ) 5—> 30 TF, T 7 4J)L b T, OpenShift Container
Platform (X €Y —ERkB £ V' 16 GB DHFIRZRFD 3 DD Elasticsearch / —R%& 4 VR h—
JL L E 9, OpenShift Container Platform / — RD®#D 3 DDt v Ik, Elasticsearch %
PSR —HNTRITTEIDICHDRXAEY) —HABVWHEEEDLHY £, Elasticsearch ICEEET
DAEY—DOBEBHIRELLEE. BBIE/ —RFDAEY —%BPLPITDTIEARL, Elasticsearch
J—R%&EVSRI—ICISITEML T,

FI7
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CLI Zf#f L T OpenShift Elasticsearch Operator & & U Red Hat OpenShift Logging Operator % 4 ~
AM—=LTBICIFE UTFERITLET,

1. OpenShift Elasticsearch Operator M namespace % {ER L £ 9,

a. OpenShift Elasticsearch Operator M namespace 7 7> ¥ k YAML 7 7 1 JL (eo-
namespace.yaml 73 &) ZER L £ 9,

apiVersion: vi
kind: Namespace
metadata:
name: openshift-operators-redhat ﬂ
annotations:
openshift.io/node-selector: "™
labels:
openshift.io/cluster-monitoring: "true"

Q openshift-operators-redhat namespace Z#E T 2BENHY FET, X MI IR ED
BANRET HAREMEAEBRCICIE. Prometheus DY SRY—FE=ZF YV ITRI VY
% . openshift-operators namespace 75 Tid72 <. openshift-operators-redhat
namespace MH X MYV 2ZEZINET B LD ICRET 2RENH Y £9 ., openshift-
operators namespace ICIFEFEINTWARWII 2 =7 1 — Operator & FE N 51
BEMED @ Y. OpenShift Container Platform X ) 2 R &R LCEBITX M) VR &R
MI2HEMEDLGHBD, ThICE>TEANELZTREEIHY T,

Q XFH, V5 AY—E=4 ") > 7D openshift-operators-redhat namespace % IX5
TEDELIIT. TOIRIVELEDOLDICIEET Z2HENHY ET,

b. namespace Z#/ER L £ 9,
I $ oc create -f <file-name>.yaml
UTFICHlZERLET,
I $ oc create -f eo-namespace.yam!

2. Red Hat OpenShift Logging Operator M namespace Z{Em L £ 7

a. Red Hat OpenShift Logging Operator M namespace # 7 =¥ b YAML 7 7 1 JL (olo-
namespace.yaml 73 &) ZER L £ 9,

apiVersion: vi
kind: Namespace
metadata:
name: openshift-logging
annotations:
openshift.io/node-selector: "™
labels:
openshift.io/cluster-monitoring: "true"

b. namespace Z#{/ER L £ 9,

I $ oc create -f <file-name>.yaml
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UFICHZERLET,
I $ oc create -f olo-namespace.yaml

3. WFDA T2 =Y bAEMER L T OpenShift Elasticsearch Operator #4 Y X h—JL L £,

a. OpenShift Elasticsearch Operator M Operator ZI—7# 7Yz hD YAML 7 71 )L
(eo-og.yaml 72 &) H{ERR L £ 9,

apiVersion: operators.coreos.com/v1

kind: OperatorGroup

metadata:
name: openshift-operators-redhat
namespace: openshift-operators-redhat ﬂ

spec: {}

Q openshift-operators-redhat namespace Z1EE T 2 HEAHY T,

b. Operator ZI—7F 72V MR LZET,
I $ oc create -f <file-name>.yaml
UFICHZERLET,

I $ oc create -f eo-og.yaml

c. Subscription 7 x2 b YAML 7 7 1 )L (eo-sub.yaml 72 &) Z{ER L. namespace %
OpenShift Elasticsearch Operator ICH 72954 7L %9,

Subscription Dl

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: "elasticsearch-operator"”
namespace: "openshift-operators-redhat" 0
spec:
channel: "stable-5.1" 9
installPlanApproval: "Automatic”
source: "redhat-operators” ﬂ
sourceNamespace: "openshift-marketplace”
name: "elasticsearch-operator"”

openshift-operators-redhat namespace #1832 HELHY £ 7,

F+ RJLE LT stable 713 stable-5.<x> 2 EELFT. UTOFESA2SHBLT
CIEEW,

®9

Automatic I & Y. Operator Lifecycle Manager (OLM) (&F738/8—> 3 VW' FI AT
IC782 % & Operator # BEIMICEFHF TE £ 9, Manual IZ1E. Operator DEF % K52
T 5ODBEYRRABREF O —F—DIYBETT,

o
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redhat-operators =357 L £ 9, OpenShift Container Platform 2 5 X4 —h%, JE#E
MY ZA—EEFENZRY NT—IDFIRINALRIETI VA M—ILEINATWS

pa

stable 21§95 &. RFORELLY ) —RORIFTN—=2arvyPh4 VR
h—JIL XN F T, installPlanApproval: "Automatic" T stable FFH 3 %
&, Operatar PEBHICRFTIORE LA v —BLUVT1F—) U=
K7y T L—RKLET,

stable-5.<x> #1EET 5 &, BEDA T+ —1) U —ZADBRAEDT A F—/\—
JavhrM VA M=ILEINZET, installPlanApproval: "Automatic" T
stable-5.<x> 2T 2 &, XTHELAEXYv— ) —AHNTRHFDELE
X4+ —1Y—2RIZ Operator NEEIMICT v 7L —RKRIhZET,

. Subscription 7YV M EERLET,
I $ oc create -f <file-name>.yaml
UTFICHZERLEYS,

I $ oc create -f eo-sub.yaml

OpenShift Elasticsearch Operator (& openshift-operators-redhat namespace IC1 > X
h—Eh, V5R9—ROETOY Y MIOE—INZET,

. Operator DA VA M—)L=MEEL £,

I $ oc get csv --all-namespaces

6l
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
default elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
kube-node-lease elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
kube-public elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
kube-system elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
openshift-apiserver-operator elasticsearch-operator.5.1.0-

202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded

openshift-apiserver elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
openshift-authentication-operator elasticsearch-operator.5.1.0-

202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded
openshift-authentication elasticsearch-operator.5.1.0-
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202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded

FNEFND namespace IZIE OpenShift Elasticsearch Operator AR IF N IR Y FH A,
N=IaVBEBHPRRIINDIEDERLDHZAEDHY T,

4. LFOA T 9 b%&EER L T Red Hat OpenShift Logging Operator =4 ~ XA h—JL L £ 9,

a. Red Hat OpenShift Logging Operator M Operator ZIL—7 #4727 hD YAML 7 714
JU (olo-og.yaml 72 &) Z#/ER L £,

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: cluster-logging

namespace: openshift-logging ﬂ
spec:

targetNamespaces:

- openshift-logging 9

wopenshift-logging namespace Z¥EET BN DHY £,

b. OperatorGroup # 73 x V7 MR L X T,
I $ oc create -f <file-name>.yaml
UFICHZERLEYS,

I $ oc create -f olo-og.yaml

c. Subscription # 7 2 b YAML 7 7 1 )L (olo-sub.yaml 72 &) % {ER L. namespace %
Red Hat OpenShift Logging Operator ICH 72754 7L £ Y,

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: cluster-logging
namespace: openshift-logging ﬂ
spec:
channel: "stable"
name: cluster-logging
source: redhat-operators
sourceNamespace: openshift-marketplace

openshift-logging namespace #18E ¢ 2 WELH Y £ 7,

F v &)L & LT stable F7- 1< stable-5.<x> #iI5E L 7,

909

redhat-operators #3157 L £ 9, OpenShift Container Platform ¥ 5 X4 —h%, JE#E
WIS A9 —EEMENZFIRINZRY NT—JIL4 VA M=ILINTWBEHEE.
Operator Lifecycle Manager (OLM) D& EBFICHERK L 7= CatalogSource # 72 = 7 b
DEFIZEELET,
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I $ oc create -f <file-name>.yaml
UFICHZERLEYS,
I $ oc create -f olo-sub.yaml

Red Hat OpenShift Logging Operator (& openshift-logging namespace IC1 Y X k—)L &
nxv,

d. Operator D1 VA =)L EERELZE T,

openshift-logging namespace IZI& Red Hat OpenShift Logging Operator A%t (3 il 7 V)
FtA "=V aVEBSHPRAINDIEDEERDZIFENHY XY,

I $ oc get csv -n openshift-logging

H 5
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
openshift-logging clusterlogging.5.1.0-202007012112.p0

OpenShift Logging 5.1.0-202007012112.p0 Succeeded

5. OpenShift Logging 1 Y 2% Y A &R L £,

a. Red Hat OpenShift Logging Operator D4 Y R4 VY AA T2 - kN YAML 7 7 1 )L (olo-
instance.yaml 72 &) Z/ER L £ 9,

pa

ZDT 7 # ) hD OpenShift Logging X EREEDRIEEZ Y R— T &
NFEINZE T, OpenShiftLogging 7 ZRY —ICMABIEDTEZER
DFMIE. OF VIV RTFLAAVR—R Y NOF 21—V B L VEREICHE
THMNEY VERRLTLEI,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed" 9
logStore:
type: "elasticsearch" e
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
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nodeCount: 3 6
storage:
storageClassName: "<storage-class-name>" G
size: 200G
resources: ﬂ
limits:
memory: "16Gi"
requests:
memory: "16Gi"
proxy: 6
resources:
limits:
memory: 256Mi
requests:
memory: 256Mi
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
replicas: 1
collection:
logs:
type: "fluentd" @
fluentd: {}

Z a1l instance THHZUELHY F T,

OpenShift Logging DEEIREE, OpenShift Logging DT 7 # )L MEAZEF T 3155
&, Zh%x Unmanaged (BEH) ICRET D ENKRDOONDBENHY T, 7272
L. BEEADTFOA A2 b& OpenShift Logging AEETROKREBICREINSEET
BHAEZELEFEA, 7704 XY MEEERROREBICET &, MALEEITIC
RIN2HEMENHY £7,

Elasticsearch DX EICMHERIZE, DRI LYY —Z (CR) ZFEHALT+— KDL
T)r—2avR)o—BLVKBRANL—VAERETEET,

Elasticsearch B’& 0OV Y — XA 2 &FHT2HEZEEL £7T. BHS L UREEOEE
(weeks(w). hour(h/H). minutes(m). & & U seconds(s)) EAALFET, =& &I,
7HDSZEILTd &Y F9, maxAge LY EHWOJIFBEIBRINET, KO Y —
ZDFRFRY S —%BETIHENHY £T, I8ELARWVWE, Elasticsearch 4 T v
PRAFEDY —RICH L TERINEEA,

Elasticsearch / — RO AEIEE L F T, TO—BICHESERAEHRALTLIEI W,

Elasticsearch A AL =Y DBBEDRA RN L=V VS ADEEIEAALET, HELR/N
TA—VVRAEBBIE, JOVYIRMNL—VBREIYYETERAMNL—VISAEEE
LEd, ANL—Y IS REE/ELAWVWEE, OpenShift Container Platform (& —B¥
A ML =Y DHD OpenShift Logging #7701 LE T,

MBEIECTCPUBELUAE) —BEREZEBELF T, INODEEZEDFFICTS
& . OpenShift Elasticsearch Operator &7 7 # )L MEERELE T, CThoDT T+
IWINMEIZIZFEAEDTIOA4 XY MTIIBERCHERTESZ2EY, 774/ MEIE,
AEY—BRDIFEIZ16GI THY. CPUEKRDIFZEIE 1T,
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WHE IS U T Elasticsearch 7AF Y —D CPU B LUV AT Y —DHIRB L VOEKR % T
ELET, CNOLDEAZEDFFIZT S &, OpenShift Elasticsearch Operator (&7

@ Kibana DEREICHERRTE. CRAFERALT. TRMEZHEIERT 579 Kibana & X
g—1) L, KibanaPod D CPUB LA T —ARETT XY, FMliE, OJE
TaFP7F3ATF—DFRE 2SR LTI,

QD Fluentd DB EICHEREFE, CRAZFEAL T Fluentd D CPUBLUAEY —4IfR%
METEZET, FIEFluentd DEEEZSHBL TLEI L,

pa )

Elasticsearch AY hO—ILTFL—Y /) — ROFAIL3I TY, 3458213
nodeCount 238§ %35 4&. OpenShift Container Platform &, ¥ 24 —,
VATV RBLUVT—HO0—ILEFERALT, 3D2OTRY—& LTOEE
MDH B/ — KT Elasticsearch / — REERLE T, BIND
Elasticsearch / —Kix, 7547V L F—490—-ILEFRALTT—%
DHD/—RKRELTERINES, avbO—LTL—V/—KiE 1~
TYIADERBLVHEIBR. >vy—RDEYHT, 8L/ —ROEHARE
DY SR —2ETOT7IavaERETLET, 7T—9/—FEPv— K%
RIFL. CRUD, RFR. BLUVEHREDT—YEEDORIEELEERITLET,
T—YBEEDEEIL, /0. A E) —BLVPCPUENBRDEETT, Ihbd
DYY—REEHL, RIT/— RPN A —N"—O—RFTBE/ICT—F9/—RK
BMTBIENEETT,

7= & ZI1X. nodeCount=4 DOIFEIC. LTFD/ —RKRBMERINZE T,

I $ oc get deployment

HHH
cluster-logging-operator 11 1 1 18h
elasticsearch-cd-x6kdekli-1  1/1 1 0 6mb4s
elasticsearch-cdm-x6kdekli-1  1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 1/1 1 0 6m49s
elasticsearch-cdm-x6kdekli-3  1/1 1 0 6mdds

AVTYIRTYTL—bDTZ4< Y —> v— ROFIZ Elasticsearch
T—9/—ROBEFLLRYZET,

b. 1 V29 v AR LET,
I $ oc create -f <file-name>.yaml
UFICHZERLET,
I $ oc create -f olo-instance.yaml

Zhic&yY, OF v I/H4 TV RF L2V R—% >V ., Elasticsearch h R4 A1)V —2 &3
VIR—%R v M, BLUVKibana 1 VY —T 4 ADBERINZE T,

6. openshift-logging 7AOY Y NI Pod #—&XRRLT. 1 VAM—ILEZWRIELET,
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MDY ZARDEDIT, Logging 7Y AFLDAVR—FY M®D Pod AWK DHARRINE
ER

I $ oc get pods -n openshift-logging
Al

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-66f77ffccb-ppzbg 1/1 Running 0 m
elasticsearch-cdm-ftuhduuw-1-ffc4b9566-g6bhp 2/2  Running 0 2m40s

elasticsearch-cdm-ftuhduuw-2-7b4994dbfc-rd2gc 2/2 Running 0 2m36s
elasticsearch-cdm-ftuhduuw-3-84b5ff7ff8-ggnm2 2/2  Running 0 2m4s
collector-587vb 1/1 Running 0 2m26s
collector-7mpb9 1/1 Running 0 2m30s
collector-flmgj 1/1 Running 0 2m33s
collector-gnérn 1/1 Running 0 2m26s
collector-nigh6 1/1 Running 0 2m30s
collector-snpkt 1/1 Running 0 2m28s
kibana-d6d5668c5-rppgm 2/2  Running 0 2m39s

3234 1AM VAM—IEDYRY

Kibana #{#B 9 %5354, Kibana D7 —4% 2R L. UL d 274HIC, Kibana 1 7 v 2 /845 —
VBLVETATISAE— a Vv EFHTERT S BRENHY FT,

PGSR —y RD—=0TANA YT =Dy NT—IDDEEERL TWBIFAE. OF VIV AT A
Operator ’&EN 270V MNEDORY NT—V NS 74 v O 5FALET,
3.2.3.4.1.Kibana 1 YT v I ANRY —V DEE

ATy AN =i, ARIET Z2HEDH B Elasticsearch 1 VT v IV A EEHL F T, Kibana T
F—HBEMEL, ARILETDICE. A VTYIRRI—VBERTDIREIDHY FT,

AR E 4

e Kibana Tinfrab L Waudit1 7 v I R%ERRT 5IIE, 2 —H—ITIE cluster-admin 0 —
JU. cluster-reader O—JL, F/=IdmMADA—ILHHETY, T 74/ kD kubeadmin 1—
H—IlIE, IhSDA VYTV I RERRTZLODBENRNRA—IvavhHYUET,
default. kube- & U openshift- 7O 9 b TPod 8L UOJERRTEZHEIC. Th
SDAVTYYIRITILZATEZETTY, UTFToaAvY RaFERALT, BEOI—H—H
WHIRNR—I v a3 VvaEF O>TVWEHNEINEHIETEET,

I $ oc auth can-i get pods/log -n <project>
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R

EEOJIE. 77 4I)L b TIERER OpenShift Container Platform Elasticsearch A
VAIVAREFEINE R A, Kibana TEEROVZRTT 30, OJERE AP
HFEALTCEEN IO default ENAEFERAT /81 T5A VERET 2REDNH
l’) i’g—c

® Elasticsearch R¥a XV hE. A1 VTV I RNY—VAEEHRTBREICA VYT Y I RETEIRE
PHYFET, CNIEEFHNICETINI TN, FIRFLEEFRINLI T AY —TIEED DR
BADDBAEEEELIHY £,

FI7

Kibana TA VT v VRN —VAEFHFL, EVa2a754E—2avaERT2IC1E,. UWTFEERITLE
£

1. OpenShift Container Platform O3> Y —JL . Application Launcher@ =0 )vy
L. Logging #ERL £ 7,

2. Management - Index Patterns — Create index pattern% 2 ') v 7 L TKibana 4 Y7 v 7 R
N =V FERLET,

o ZFa—H—l& TOVI/MOOJEWRYT D70HIC, Kibana ICFHTOY A VT BEIC
AVTYYIPANY =V FHTERT D2UENHYET, 2—F—Idapp &\ D ZFTDOA
VTY YRR =V EER L., @timestamp B 7 1+ —)ILRAEFERLCaOVYFF—0O7%
RRTDUBENHY T,

o THI—H—(FFTNZTN, &I Kibana IOV 1 VT BRI, @timestamp BE 7 4 —IL
FaEALTapp. infras&Paudit1 7y I RDA YTy I RN —VEEHRT B0
ENHYET,

3.FRA VTV IR —Uh 5 KbanaDEY 2754 £—2 a3 > (Visualization) Z/ERK L £
_a—o

3.2342. 3%y F7—VOBBEIFEMICINTWRBEOTIOY I NED S 7 14 v I OFFA

VSR —Fy ND—=0TONA =Ry NO—V ODBEEBENICT 2TEHENHY E T, ZDI5H
A. OpenShift Logging IC& > TF 704 I3 Operator ’EEN 270V NEDXRY hT—2
NZT74 v %FRAITEIREN DY FT,

XY NT—ODONEIE., 22OV MIHBPod BLUVH—ERBDORY NT—U R Z5T 1Y
P%70v 9 LEY, OF T X7 A%, OpenShift Elasticsearch Operator % openshift-
operators-redhat 7O =7 MZ4A > X b—JL L. RedHat OpenShift Logging Operator %
openshift-logging 70y = MIA YR M—ILLET, LEN>T. Ihs22070Y ) NED
N2T4v V%A RENDHY XY,

OpenShift Container Platform (&, 2 DDHR— MFRD A TS 3> %7 7 )L b D Container Network
Interface (CNI) ® v k7 —% F0O/31 4 —_ OpenShift SDN & & 1" OVN-Kubernetes FHICIRHE L £
T, INS2207ANA Y —FIFIEAQRY NT—IDBRY) O —%ERRLFT,

OpenShift SDN ICIE 3 DDE—RKA'HY £,

network policy (XY h7—2 KR > —)

CHIET 72NN BMNE—RIZRYFT, RI—DEBFINTULWARWEEIX, TRXRTDINZ 719
EHFRLEY, L. A—HY—DRYI—%2EFEERTDHE. BEEIIRTDODNS 71 v I %ER
L. AIAAE=EBIMLCEEBLEST, COFOEATIK, B3OV FTEITINTWSE 7T
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F—2avh BT 2N HY T, OO, RYY—EBERMICEEL. 1D0O0FX Y/
EOOV) Moo 7O I bADegressDhS 71 v I &HFATLET,

multitenant (¥ILFFTF > M)

ZDE—RIE Ry M7=V DDBEZRGTLET, 2200FJEEDO IOV Y M afEEL T,
o0V NED NS 74 v 0 EHFTLET,

subnet (7% v k)

CDE—RTIE, IRTCDIMS T4 vV %58FTLET, Ry MNT—ODBIZETLEHA, 77
YaviIRETY,

OVN-Kubernetes [ EIC Xy hT7—IRY>— AR LEF T, TD/H. OpenShift SDN DIFE & [E
BRI, RYP—%BHERMICEEL. 120RF VY JEEO7OY 7 Mot 7Ood sy hAd
egress DN 74 vV ZHRAITH2HENDHY T,

FIR

e multitenant €— KT OpenShift SDN 2 L TW3H&EIE, 2207OY Y MISML
T, UTFICHlZRLET,

I $ oc adm pod-network join-projects --to=openshift-operators-redhat openshift-logging

e F7lE. network policy ® OpenShift SDN & & U OVN-Kubernetes D& &, L TFDERIE%
EITLET,

a. openshift-operators-redhat namespace ICT NIV ERELF T, UTFICHERLET,
I $ oc label namespace openshift-operators-redhat project=openshift-operators-redhat

b. openshift-operators-redhat. openshift-monitoring. # & Uopenshift-ingress70O0> =
2 b D5 openshift-logging 7OY 7 hAD AN %EFAI S 5. openshift-logging
namespace IC®xY N7 —0 RS —F TV MR LET, UTICAERLET,

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-openshift-monitoring-ingress-operators-redhat
spec:
ingress:
- from:
- podSelector: {}
- from:
- namespaceSelector:
matchLabels:
project: "openshift-operators-redhat"
- from:
- namespaceSelector:
matchLabels:
name: "openshift-monitoring"
- from:
- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: ingress
podSelector: {}
policyTypes:
- Ingress
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BaETE R
e XY KNT—=URYI—IZIDWVWT
® OpenShiftSDN 77 #JL N CNI Rxy hT—2 pARAY A el Ak g

® OVN-Kubernetes 77 # JL b Container Network Interface (CNI) & N7 —2 70O/ 4 §—|(C
2WT

3.24.0X 75704 XY NDOEE

32419 ZR9—OFX VT HRI L)Y —RICDWT

Red Hat OpenShift DAF Y I 4T A7 L%RET % ICId. ClusterLogging 1249 L)V — X (CR)
HHNRAIIAXLET,

3.2.4.1.1. ClusterLogging h A H L) YV —RICDWT

AFXF Y IHTORTLAREBICERE %A %IC1&. ClusterLogging 1 2% LY Y —XR (CR) Z/EEH$H L O
EELFY,

CRODEMFELIEEELEICOVWTIE, CTORFa XY NTEERBAINRET,
ROBIE, AFVITH T RTLD—RBARY L)Y —R%ERLTWVWET,

ClusterLogging h X% LAY Y —X (CRD) DY~ 7L

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging" 9
spec:
managementState: "Managed" 6
logStore:
type: "elasticsearch" ﬂ
retentionPolicy:
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3
resources:
limits:
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
storage:
storageClassName: "gp2"
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size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources:
limits:
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi
replicas: 1
collection:
logs:
type: "fluentd"
fluentd:
resources:
limits:
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi

CR O #&Hild instance THEIMLELHY XT,
CR & openshift-logging namespace IZ4 Y A h—ILINZREHLHY T,

Red Hat OpenShift Logging Operator O EIR{KAE, Unmanaged ICEXE T % &. Operator 1
R—hERAERY, EREZRELIEA,

RER)Y— /=R VY —RBRBLVHRELVCRA M=V SRBEOOAT R NT DR
'-.E-'-O

)Y —RBERBLVCHEIR, Pod L T ARG EDEY 2754 F—DRE,

Q® 0 09

)Y —2ABRBLVHRZEZZTCAT7AL 7Y —DRE,

3.2.42.0¥Y 7L Y5 —0OH

Red Hat OpenShift DAF Y IV H T AT L, V5 R9—moFRL—2aveET7T)r—2 300
JHEINE L., KubernetesPod & 7OV TV MXFF—HTT—4EBIELLET,

O73LJ89—DCPUBLIVAE!) —HIRZZREL, O/IL V% —pod ZHED/ — RICHEE) TX
F9., OJaLIF—ICHTEHR—MINZTRTDEEIE, ClusterLogging TR Y LYYV —2R
(CR) ® spec.collection.log.fluentd 24 > & FEH L TERITTZET,

32421 YR—bEN B

Red Hat OpenShift DOF >V V4 T AT LERET BHHOICHR—FINTWEHEIF. TORKFa
AV MTHRHEAINTWE AT aVva@ALTRESTSIETYT, YR IR TWARWEDRE G fE
BLBRWTLCREIW, BED/NSH A Lh OpenShift Container Platform 1) J —XBTEE I N 5 A8
EAHY., COLIRBEEIF, BEDITANTOAEEIHEHINTVWBIZEOABEYICKHETEET,
AETHAINTVWIEREUNDEREZFERAT %A, OpenShift Elasticsearch Operator & & Uf Red
Hat OpenShift Logging Operator "= % AT 5720, TERNABIFEKDNE T, Operator (&7 7 #
IWETEHEINLREICTIRTRELET,
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R

OpenShift Container Platform R¥ 2 X > N TEHRAIN TWRVWEREERTT 5 BED
H 3 % E. Red Hat OpenShift Logging Operator X 7z & OpenShift Elasticsearch
Operator = Unmanaged (BIEN) ICRET 2 ELFHY T, EIEH D OpenShift
Logging IRiElE Y R— M TH Y. OpenShift Logging % Managed ICR T F TEHR %
ZELEEA

3.2422. 0¥ 4L Y49 — Pod KR

Fluentd BF¥ > 7L V48 —Pod BLUZENOLARTINTVWERIGT S/ —RERRTXET,
Fluentd ¥ > 7' 3L 7 4 — Pod |£ openshift-logging 7O 7 N TOHERITINZE T,

FIR

e openshift-logging 70>tV N TUTDIYY KEEFTL., Fluentd AF¥F >~ L %9 4% — Pod
EETNLDFMERTLET,

I $ oc get pods --selector component=collector -0 wide -n openshift-logging

H A B
NAME READY STATUS RESTARTS AGE |IP NODE NOMINATED
NODE READINESS GATES
fluentd-8d69v 1/1  Running 0 134m 10.130.2.30 masteri.example.com <none>
<none>
fluentd-bd225 1/1  Running 0 134m 10.131.1.11 master2.example.com <none>
<none>
fluentd-cvrzs 1/1  Running 0 134m 10.130.0.21 master3.example.com <none>
<none>
fluentd-gpgg2 1/1  Running 0 134m 10.128.2.27 worker1.example.com <none>
<none>
fluentd-19j7j 1/1  Running 0 134m 10.129.2.31 worker2.example.com <none>
<none>

3.2423.0732L 9749 —CPUBLUTXE") —HIBRDER

B73L2%—E CPUEXE) —FIROEANDRFEZHFATL X,
Fa
1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 2% L)Y —X (CR) #fR&EL X7,

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging
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spec:
collection:
logs:
fluentd:
resources:
limits: 0
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi

@ LBEBUTCPU XEY—HIRBELUBRZIBELFT. RRINBEET 7 4L M8
T“’a—o

3.2424.07 77— 49 —DaEREE

Red Hat OpenShift DAF >~ JH 7 X7 AICIE, Fluentd AJERED/NT # —I VA% LT 5720
ICERTEZEHBOD Fluentd RS X = —DEFNTVWET, TNOHDNRFTA—Y—%FHTDE. LU
TO Fluentd DBIMFZZEETE XY,

o FyvUIBLUVFVYvIYIDNYyT7—H4A4X
o FyvUIDISyLaAEME
o Fv U IUELEDBHITEME

Fluentd I, F¥ > EWHEBE—DBlob TAYTF—9%NELZET, Fluentd B’F v > 7 % ERR T B8
IS, FY U3 ATV ILHDERBINET, TITFY Y IET—9T—WHICRYES, Fvv
IMN—WICRBE, Fluentd i 3F v V0% *Fa2— IIBELET, CITFY VU375 v 1 ENBAE
M EELRICEZAFNEGETERBINES, Fluentd ik, XY M7=V DRIEPEELETOREDRH
BREDIFIFRERTF YV I52 75y aTEIRVEELrHYET, FYy VI %5759 aTE
BRWGEE, Fluentd IEREBYICT7 Sy a%2BaRTLET,

OpenShift Container Platform @5 7 # )L b T, Fluentd & I8EBEBM/ Ny /4 7 AixAFERALTY
Sy arBRITLET., JOBE. Fluentd id75 v Y1 %2BRITT 2 THET 2% 2&ICL
F9, Thid, EEENDOEREREBSTOICKRIEET, EHRNNv /X 7E5EMIL. KDYICE
WG BATAHZZEATEIT. IhiE BECERTF vy 7075y a22BATLETY,

INLDONRFTA—F—F, FERBERIN—TY NEDO ML —RF 7 Z2HBTT 2DIKIBET,

o Fluentd DRIL—Ty MERBEILT BICIE. THOEDNRNSXA—9—%FHLT, LYKER
Ny I 7—BLV0F21—%BFEL., 75y Y12 EEL,. BREITORBORCERET SR &
T, XY NT—ORTy MIERSTZIENTEET, LYUKEANY T7—ICIE/— KD
T7AIWNVRTALATEYZ OBEENMVEICRDZEITEFRELTLETY,

o FHFHRIFEMEWSEICRELT BT, NIX—F—ZFALTICIKT—FZEEFL. Ny
FOEBZELORL, F21—&NvT77—DRILT, SYBEICTSy V18I UBHAITEZR
HTEZEY,

ClusterLogging 1 2% 1s1) Y —R (CR) TUUTFDNRS X =4 —%FHL T, FvrvI6LU075v>va

BIEASRETEET, RIC, /X5 X —4 — L Fluentd THEARAT 2729 Fluentd SR E~ v FICEEIMIC
BMINZEzT,
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P2
INHDRT A=Y —DRFHIETOREY TY,

o FEAEDI—HY—ITIZEAEYNDHY FEA, TT7 I MEET. EHRBICEW
NI =X VADEBLNBIETTY,

® Fluentd BESLUVN T+ —I VY RICEATZEFELWH#EAF > LRI —F—DH
bfﬁ%r\‘j—o

o NI7F—IXVRFa—=—VvIDH%=BENELEY, OF VT OMERICHELRS
iBTERHY FEA,

KR3I.8EEL Fluentd EE/NFA—4 —
INTGA—4H— SitBl FI7#I b

chunkLimitSize EBEF vV IDERYA X, 8m
Fluentd (D4 XITEST B &
F=IDF vV I~NDEZXIAH%
fZIELE Y, RICZ. Fluentd (&
FroohFa1—|IEEL. FIR
DF vV I EREET,

totalLimitSize ATF—UBIPFa1—0EFY1  8G

XTHB/Ny T 7—DERAYA

Xo Ny T 7—H A XN DIEZE
H#A2&, Fluentd 37—4 D
FryYIADEMEFLEL. T
Z—HLTRBLET, Fvrv
TILIBWT =9 IETRTERDbIE

ER

flushinterval FrooDT7ZyvYa0ER. S 1s
@) m ). h @), Fhi
d(BE)2#FHETEEY,

flushMode 75wl anRITY A% interval

e lazy:timekey /X3 X —
H—ILBEDWTFv V)
E7owialZE
¥, timekey /X5 X —
Y—%EBTBHIERT
TEHEA.

e interval: flushinterval
NS A—=H—ICTEDWT
FrooHTSval
x9,

e immediate: ¥ —% %
Fv o UIlBmMET I
FroO&5T75val
£9,
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flushThreadCount

overflowAction

retryMaxinterval

retryType

retryTimeOut

retryWait

220

FYIDISYT1EERTTD
ALy RO, ALy RO %
PFE, TSYVADAL—T Y
rAZEL., Xy N7 —0 D5
BN IERTICRY T,

Fa—-"—WIRBE, Frvy
EEIXLUTDL D ICTHRY £,

e throw_exception: O/
ICRRINDH050 % FK4E
IEET,

e block: D /Ny
77 —DEBENMERRIN
2FEFTCT—YDFvY
EEIELET,

e drop_oldest_chunk:
M2 EFYv T
FTANSD=HICREHL
Fryro&ROyFLE
T, aVWF ¥ I DEIR
FLOWFr o oLYEN
ILRY T,

exponential_backoff B 1T
EDRKERE (FEAL),

759 allkBY BIGEDHER
ThHE:

e exponential_backoff:
75y 10BRITOM
fREEPLET,
Fluentd
I%. retry_max_interv
al NS A—F—|TET D
FT. ROATETICHF
e BEEZE 2BICLE
ERS

e periodic: retryWait /%
TA—=H—ICHEDVWTT
vy azEHRNICER
TLET,

LO— RAEINZENCERT
= H A B R ABERER.

RDFv VDI Z91ETD
iyl (R EAL),

T4k

block

300s

exponential_backoff

60m

1s



%33 LOGGING 5.5

Fluentd F ¥ > 7 D54 744 7 ILDOEMIL, Fluentd K32 X >~ h® Buffer Plugins #8BL T %
I,

FIR

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 A% L)Y —2 (CR) Z#fR&EL X7,
I $ oc edit ClusterLogging instance
2. LTFDONS XA =4 —%EBMELIFEELZXT,

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
forwarder:
fluentd:
buffer:
chunkLimitSize: 8m @)
flushinterval: 5s @)
flushMode: interval €)
flushThreadCount: 3 @)
overflowAction: throw_exception 9
retryMaxInterval: "300s" G
retryType: periodic ﬂ
retryWait: 1s
totalLimitSize: 32m Q

BF vV I)DBEATAXEIEELTHL, 7Ty PaflIl*Fa—IlANET,
FvyrIDITSyvaDEREEEELE T,

FYo DT Ty a1%xRITTEHAEZIEELXT (lazy. interval, F7l&
immediate),

FroIDI7S5yYalFHIDZIALY NKOBZIEELE T,

Fa1—D—MICRZBEDF v 7 DEMEZIEE L £ (throw_exception. block. 7
l& drop_oldest_chunk),

exponential_backoff ¥+~ VD7 v ¥ aFAERICDOWTHRARDER (WEA) ZHEEL X
ER

FrrODI7ZvantkBT 2HBEDERITY 1 7 (exponential_backoff & 7= (3
periodic) Z#iEE L ¥ 7,

RDF v IDT7ZvaXTORR (FEAM) Z2FBELXT,

ForINy T 7—DERAYA XZHEELITT,

OO0 & 9 90 600

3. Flunentd Pod BT 704 SN TWB I EEHERALET,
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I $ oc get pods -I component=collector -n openshift-logging
4. FIRDMED fluentd REY Y TICH DI EAWALET,

I $ oc extract configmap/fluentd --confirm

fluentd.conf Ml

<buffer>

@type file

path '/var/lib/fluentd/default’
flush_mode interval
flush_interval 5s

flush_thread count 3

retry_type periodic

retry_wait 1s

retry_max_interval 300s
retry_timeout 60m
queued_chunks_limit_size "#{ENV['BUFFER_QUEUE_LIMIT] || '32'}"
total_limit_size 32m
chunk_limit_size 8m
overflow_action throw_exception
</buffer>

3.2.4.25. 77 #JL b D Elasticsearch A7 A h 7% FHA L BWGEDORMFEHDI Y R—3% > FDHIRR

BEEENMOTE Y —RKNN—FT 4 —DOTAMT7IZEEL,. T 7 4L MOD Elasticsearch QY X N 7 % &
FLAWESIE, OFXF VIS5 29—D50WLK DADKREHDIAVR—FY NEBIRTXET,

DFY., T72#I) D Elasticsearch Y 2 k7% #A L7aW5E&EIL, BB Elasticsearch logStore,
Kibana visualization O > 7R—% > k% ClusterLogging 1 X% 11) YV —X (CR) " HHIBRTE X9, &
NSQOIVR—RY MOHIRRIEA T2 a3V TEA ThITLY )Y —REHHNTEET,

AR

o OJ7#7—4—H"0OJT—4%%7T7+4)L bDREL Elasticsearch 7 5 A9 —ITEF LAV &
ZREELET, OJEEDREICHER L 7z ClusterLogForwarder CRYAML 7 7 1 L EREL
9, NI default Z3I5E % outputRefs EFHA AW & 2R L F T, UTICH%ET
L/ i-g_o

outputRefs:
- default

DIk

H
[=]

ClusterLogForwarder CR #*0 7 7 —#% % N Elasticsearch 7 5 X & —CERi%

L. ClusterLogging CR »5 logStore AV R—% > M &BIRkTZELET, 2D
%a. WEB Elasticsearch 7 S R9 —30 V7 — 9 2 RETHLHDICKRRIINFE
ho INDBWVWE, T—IDKRONZAEMELHY T,
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FIR

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 A% LYY —2 (CR) Z#fR&EL X7,
I $ oc edit ClusterLogging instance

2. TNHAEET %55, logStore, visualization X 4 > #' % ClusterLogging CR H & Bk
LE9.

3. ClusterLogging CR @ collection 249 Y H#%{RFL £ T, HERIFLLTOHDL D ICRY FT,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed"
collection:
logs:
type: "fluentd"
fluentd: {}

4. ALY —Pod BT 7OMINEIE2HALET.

I $ oc get pods -I component=collector -n openshift-logging

BaEE R

o NJDY—KN—FT 14— AT LANDERE

3.243. 07X M7 D%

Red Hat OpenShift DO ¥ > 74 7 X 5 Lld, Elasticsearch 6 (ES) 2R L TCAJTF—9 %2Rk EH L
URELET,

OJRAKNTZICMADZEDTIBERICIE, UTHAEENET,
® Elasticsearch 7 2 A9 —DRA KL —,

o Vv—REISRAY—HNOEBDT—4/—RIZLTVTr— S 2HE(RZE2R/LTYr—2 3
S L) r—2aviLET),

® Elasticsearch T—9 ~DHET IV R

Elasticsearch [ X T —&WBT7 Y45 —> 3 0 TY, ThENO Elasticsearch / — RiZ

I&. ClusterLogging 71X % L)Y —RATHEELRWRY., XEY —ZEXRBELCHIBROEAIC16G LLE
DAEY —HBETT, #HIERED OpenShift Container Platform / — KDt v k&, Elasticsearch ¥
SR —HHR—FTEDICTRRREITIFRWVGELHY T, TDIFHE. HEINhIH (4 XL
D *E ') — (% Elasticsearch / — NIZEHRK 64G) 2fEA L TEITTE 5 L DI/ — K% OpenShift
Container Platform 7 5 24 — BN 2B HY E T,

% Elasticsearch / — RIZZNLVIEWMED AT —RETEEMEL T, ChIXEHREREICITHE
BIXInFtHA,
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32431807007 X b7 ADIRX

7 7 #JU N T, OpenShift Logging TIXEEZE O ¥ % AERD OpenShift Container Platform Elasticsearch
AJZARTIRTFLEEA, Kibana TRRT24E, BEEOJZIOOJRANTICEETEXY,

EEOJ%T 7 4L MORWER Elasticsearch DY A N7 ITEET B ICIE,. Kibana TEEOVAXRTT S
BRE, OVEEAPI A FHATI2HNELHYET,

FI7

BF

MER OpenShift Container Platform Elasticsearch AZ A 713, BEEO VD EF a2 74
A=YV ERHLIFEA, BEEOTZEET 52 AT LDEBISE L CBFOREICE
AL, BICEF2) T4 —DREINTVWE I AL £, Red Hat OpenShift
OOFXFVITHTVRTALIE, ThOORFENTERLTVEEA,

O J#m% APl &8 L TEE O &V & RER Elasticsearch 4 Y A9 V AITERET BICIE. UTFEETLE

ER

224

1. ClusterLogForwarder CRA 7V N2 E&HT 2 YAML 7 7 M L EEREIEREL F T,

o IRTPOOYVHA THAER Elasticsearch 4 Y A Y V AICEIET B7-HICCREZERK L F
¥, TEESTICUUTOREFERTEET,

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- name: all-to-default
inputRefs:
- infrastructure
- application
- audit
outputRefs:
- default

RATSAVIE, BEIWAEAAFERALTEETZO/D091 T2EHELET, T
74 NOHEAIF. O %RER Elasticsearch 1 Y 249 >V RICEREL 9,

pa 3

RATSAVDIDDITRTDYA TOOATHINA TSAVIHEET ZHE
BRHYET (TTIr—>ay, AVISANSIFv—, BLVER), O
TORBEAEEELRVES., Thoon i3 REEINT., £bhxd,

e BX7F® ClusterLogForwarder CR A% %5 & 3. /XM TS5 A v A2BEEO VDT 74 MY
HEMLET, 772V NDENEERT2HEEHY FHA. UTICHAZRLET,

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
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metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch-insecure
type: "elasticsearch"
url: http://elasticsearch-insecure.messaging.svc.cluster.local
insecure: true
- name: elasticsearch-secure
type: "elasticsearch"
url: https://elasticsearch-secure.messaging.svc.cluster.local
secret:
name: es-audit
- name: secureforward-offcluster
type: "fluentdForward"
url: https://secureforward.offcluster.com:24224
secret:
name: secureforward
pipelines:
- name: container-logs
inputRefs:
- application
outputRefs:
- secureforward-offcluster
name: infra-logs
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
name: audit-logs
inputRefs:
- audit
outputRefs:
- elasticsearch-secure

- default )

ﬂ DA TSA ik, BERA VRV RICIN A TEE QO Y % AER Elasticsearch 1 >~
YUREFLET,

BIER R

o MO J#rX APl MFEMIE. Forwarding logs using the Log Forwarding APl 228 L T X W,

3.2.4.3.2. O/ REEHBORE

F 74 )V ND Elasticsearch QA NTPHNA VY ISANSOFv—0O7, 77YUr—aray, EF
AOJREDIDDAOTY—ADA VTv I A% FET28BEEEET 2 REFERY>— 2RETEF
_a—o

REFERY —%RET BITIE,. ClusterLogging 7 2% L)Y —2X (CR) IC&O Y'Y — XD maxAge /\

A=Y —%HZELET, CRIFTNSDIE% Elasticsearch A— LA —/N—X 7T a2 —)LICEA L.
Elasticsearch A —I)LA—/N—A VT v U XA 5HIRT 291 IV ITERELET,
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Elasticsearch (34 T v 2 2&O—I)LA—N—L, 41 VT v I ADBUTDEEDOWNTNNMNI—HT 55
BICREDA Ty IV REBEL, FRA VT v I REFERLET,

e 1 V7w 7% Rl Elasticsearch CR @ rollover.maxAge Df&E& Y £ HWMEICARY ET,
o AVTYIAYAXIE, 40CGBx TZA4T Y=+ —ROBELYERELARY FT,
o (VT YIAMDdocHE, 40960KB*x 54 <) = v —ROHLYERECAYFT,

Elasticsearch |, BRET2ERFRY v—ICEWTO—IA—NN—AVFyv I R5HKBLET, OF
V—ZADRFRY Y —AFERLAEWES, OJET 74 MNT7BEICHBRINET,

=S5

® Red HatOpenShift DO F > 74 7 X7 s & OpenShift Elasticsearch Operator H'f ~ X b —
IWEINTWBRENHY T,

FIR
A7 DRFHEZRET DICIE. UTFZ2EITLET,

1. ClusterLogging CR % &% L T. retentionPolicy /X5 X —4% —%EBMT 5h. EELET,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3

ﬂ Elasticsearch A& O 7Y — R &= RFT 2REEZEE LT, BERS LUREODIEE
(weeks(w). hour(h/H). minutes(m). & & U seconds(s)) EAALFET, 7=& A 1H
DHFEIF1d ICARY 9., maxAge &Y EHVWOJIIHEIBRINE T, 74/ 8T, OF
&7 BEGRFEIN IS,

2. Elasticsearch 7 2% 1)V —2 (CR) CHRE.AMWIATXZT,
7= & Z1£. Red Hat OpenShift Logging Operator I&LLF® Elasticsearch CR =& #7 L. 8B
BZEIIKAVIZANZIFYy—OIDTITATRAVTY IR %2O—)bA—/1"—L, O—
WA —N=ZINFA Ty I REA—IF—N"—0 7 BEICHIRIN 2B ELESTHRFRY
U—%EZRETDHELZFT, OpenShift Container Platform (2152 & ICFzvy 2L, 41 VT v
P2EOA—INA—N—F2RENHZHLEINEZHBLET,

apiVersion: "logging.openshift.io/v1"
kind: "Elasticsearch"
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metadata:
name: "elasticsearch"
spec:

indexManagement:
policies: ﬂ
- name: infra-policy
phases:
delete:
minAge: 7d g
hot:
actions:
rollover:

maxAge: 8h e
pollinterval: 15m

BEOTY—RIIDWT, BERYS—F, 2OV —2007£8B/0—LF——F3
Y43V IERLET,

OpenShlft Container Platform A — LA —N—3 A VT v I R %BIRT %1568,
X TEd. ClusterLogging CR ICE&E 9 % maxAge (C72Y £,

ATy P 2%&O— VA —/N—F BEIZEE T % OpenShift Container Platform DA ~
T v AR, ZD{ElE. ClusterLogging CR ICEXE T % maxAge ICEDWTREI N
7,

o @@G

OpenShift Container Platform 2" T v 2 R O— )L A —N—F Z2RENHZHE DI H
EFTvITBG5E, COREETIAILNTHZELD, BETEEHA,

R

Elasticsearch CR DZH|IHR— M I TWEHA, REFER)—IIWTTZT
NTDZEHEIF ClusterLogging CR TT Y MENH Y £,

OpenShift Elasticsearch Operator I& cron ¥ 3 7% 5 704 L. pollinterval ZFEALTRY
Va1 IINBERINLERY Y —EFRALTEIYYEY DAV Ty I REO0—)IbF —/"—
LE9.

I $ oc get cronjob

H oAl
NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app  */15**** False 0 <none> 4s
elasticsearch-im-audit */15**** False 0 <none> 4s
elasticsearch-im-infra */15**** False 0 <none> 4s

32433.07A 7D CPUB LU AEY) —ERDERE
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ZTNENOIAVR—R Y MEERIZ, CPU EXAEY) —BROBANDRABEZFHFT L £, OpenShift
Elasticsearch Operator IJIRIBICE L/ EXRET 270, INOLDEAFHCTRETIHNEIFIHY
ﬁ/\'o

R

KIFER Y S XY —TId, Elasticsearch 7AF S —AVFF—DT I #IL MDA E! —
FIRAR+DRBELHY., ChnICLY, 7OF>—30FF—H OOM IC & ZiEHIHE
T (OOMKilled) NEL £ T, ZDBEHIFE L2HZEIE. Elasticsearch 7O F 2 — D X
EY—BRBLVHIRESI S EIFET,

% Elasticsearch / — RIZFINLYBEWMEDA T —RETEHFHELEF T, CHIEERBRETDOT
TOA4 XY MIEHE ShTWEHA, ERERECTERT 2568 T 74 bD16GI &Y HIME
WEAZ Pod ICEIY Y TR EIFTEFEA, Pod TEICEY YTHERRKIEIL 64GI THY., D
EHEDHT, TEXBRITZLDAE) —%BNYLHTEZIEEHELET,

[} =355
® Red Hat OpenShift Logging & & U Elasticsearch Operators *f Y A h—JLEINT W B HEA
HYFET,
¥

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 A% L)Y —X (CR) #fR&EL X7,

I $ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:ﬂ
resources:
limits: @)

memory: "32Gi"

requests: €

cpu: "1"
memory: "16Gi"
proxy: G
resources:
limits:
memory: 100Mi
requests:
memory: 100Mi

@ LECHUTCPUBLUXEY —BRZBELEY. CNODEBEROFFIT B,
OpenShift Elasticsearch Operator 17 7 # )L MEZREL XY, ThHDT 7 4L MBI
BEAEDTTOA XY FTIRHBEELAKERTESETTT, 7740 MBIF, XEY—
EXRDIFZEIE 16GI THY. CPUEKRDIFZEIF 1 TY,
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Pod MERHETE3!) Y —RADRKE,

Pod DR Y 2 —JUIZWEBEHR/NRDY YV —2Z,

- o

WHE TS U T Elasticsearch 7AF Y —D CPUBLUVAEY —DHIRBE L VCEREFEE L
¥, INODEAEZEDF FICT S &, OpenShift Elasticsearch Operator (&5 7 # )L ME&
HRELET, INoDT 74 MERIFEAEDTIOA4 XY MTIIBEAKERTE
%9, 774N MEIFR. XE)—EROFEIF 256Mi. CPU ZKRDHZEIE 100m T

ER

Elasticsearch X EY) —DE% AT D& XE, BXR & KR OmAICACEAFATIHELNHY
-a—c
PFICHZERLET,

resources:

limits: 0

memory: "32Gi"

requests: @

cpu: "8"
memory: "32Gi"

‘D )Y —2DEAE,
©® ESINROE.
Kubernetes I&—#&HIIC 1%/ — KRDEREICHEL., Elasticsearch WMEEINAGHIREZFHET S Z & 557

LEFtH A, requests & limits ICEIC{EAERET 5T &ICEL Y. Elasticseach BN ER A E Y —%HEE
ICEATESEIICLET FIRTRERATY —HD/ —RICHB I EEFHRELET),

32434.0ZAF7OL Y 5—2a VR >—0D%

Elasticsearch ¥ ¥ — K&V SR —HNDEHDT—49 /—RICL TV — KT 2 HEEEHECTCEET,

=S5

® Red Hat OpenShift Logging & & U Elasticsearch Operators *f Y A h—JLEINT W B HEA
HYFET,

FIR

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 2% LYY —X (CR) #fR&EL X7,

I $ oc edit clusterlogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
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logStore:
type: "elasticsearch"
elasticsearch:

redundancyPolicy: "SingleRedundancy" ﬂ

ﬂ Sy —RORRMR) Y —ZHEELET., EEORFRICEENMERAINIT,

® FullRedundancy:Elasticsearch i, &1 VT v I RADTZAI Y =+ —REFTART
DF—8/—RICRL2ILTYT5—FLET, ChEEBLNIVOREMZREL X
TN RREDT A RIDPYBBEERY, NTA—IVRARFRELNILIZRY T,

® MultipleRedundancy:Elasticsearch &, &1 Y FYv I RADT 54X ) —Yv—R%&
T—8H ) —RO¥ERICELRICL TV = LET, Thid, ReEMENRTr—T V2R
M@ ML —RA 7 ERBELET,

® SingleRedundancy:Elasticsearch l&. &1 YT YV RADFZ4<YY—>+— KD
E—% 12K LET, 2DOULOT—4%/—KHAFEETBRY. OJIEEICFAR
BEENDMOERETY, SULED/ —NEFEAT 25EE. MultipleRedundancy &Y &
NI7F—=I VAR ARYET, TDRY >—IE, B— Elasticsearch /— KD F 70O
A XY MIFBEBRATEEE A,

e ZeroRedundancy:Elasticsearch l&. 754U —Yv—ROOAE—%/FRLEHA.
J—RDBEFELEFAIKB LSS, OJEHBARTERSN, Kbon 2L H

YEFT, BERIVENRN T TV REERT ZHEP. MBDT 1 X /PVC /Ny
Ty T/ETANSTI—EELTWEBAIE. CTOE—RE2FRATEET,

pa 3

AVFYIRTFVTL—MDTS547) —> v — RO Elasticsearch ¥ —%4 / — KD
HEZELLLRYET,

3.2.4.3.5. Elasticsearch Pod D R & —IL ¥ >

9 5 A4 —ND Elasticsearch Pod 8% # 59 &, T —4 8K Elasticsearch /X7 # —< ¥ AWK T
TEHAEELNHY T,

27—V I VT BZEIE. —EBICTDDPodDRAT—ILY IV L, V9S5RI—HIBTvy—RELVL TS

JADVNZ YV RERTTELELDICTIMNENHY £, Elasticsearch DNV R X T —4 A1 green
ICRINERIC, IO Pod TR =LY I VTEET,

R

Elasticsearch ¥ 5 2 4 —#' ZeroRedundancy IZE8E X 1 %3545 1E. Elasticsearch Pod
HERT—=ILF Y LIBRVWTLEIW,

3.243.6. 07 A M7 DXEGERX ML —T DERE

Elasticsearch ICIZKBEA ML —IUDMBETT, AMNL—IUDEREIC/A D &, Elasticsearch D/N T # —
IVAEERICARY FT,
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gk

==
[=]

NFSAKL—Y%RY) a—LFEKERY) 2 —L%@EA (& Gluster @ ED

NAS %9 %) T &I Elasticsearch R AL =Y TlEHR—PMIhEHA,
Lucene ENFSAHBELABWT 7 M ILY AT LDEEILKET 2D TY, T—4
DIFEE LV TDMOBEI’RET HAEELHY £,

[} =355
® Red Hat OpenShift Logging & & U Elasticsearch Operators 1 Y A h—JLEINT W B HEA
HYFET,
¥

1. ClusterLogging CRA2#R&E LTI T RY—DET—4 / — RHKkEHRY 2 —LEK (PVC) I/
AV RINBLDICEELET,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
#...
spec:
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
storage:
storageClassName: "gp2"
size: "200G"

ZDBEITIE, VS RY—DET—4H /— KD, 200G D AWS General Purpose SSD (gp2) A kL —
HEERTZAERY 2—LER(PVO) IS Y RIhBLHIBELET,
p= -
KiEA ML —=2ICO—AIRY 2 —L%EFHT 3551E. LocalVolume + 72 7 bD
volumeMode: block Tt I N raw 7AY VR 2 —LEZFRALALVWTLLEI WL,
Elasticsearch (& raw 7AY VR 2 —ALAZFATIFH A,
3.2.43.7.emptyDir A A L—YDOT R 7 DKE
OJ X N7 TemptyDir 2aFHTEE Y, IhiE. Pod DT —9 TRTHABREFICKDONE—FT 7
O4 AV MEERLET,
Pz -

emptyDir AT 23541k, O/ NPHERET 2. BF 704 INBBAICT—
IrEbNETS,
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=55

® Red Hat OpenShift Logging & & U Elasticsearch Operators 'f Y A h—JLEINT W B HEA
HYFET,

FIR

1. ClusterLogging CR Z#E& L T emptyDir 23 E L X7,

spec:
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
storage: {}

3.2.4.3.8. Elasticsearch 7 S A% —onnO—") v FBiE&8IDET

elasticsearch 3R €~ v 7 F /=1 elasticsearch-* T 704 X v NEBEEDODWIT N EZTETBHEICO—)
VIBESERITLEY,

IsicAa—Y) v JBiEEIE. Elasticsearch Pod RT3 %/ — R CTHEEHNVELGAICHEINE
£
Gl s

® Red Hat OpenShift Logging & & U Elasticsearch Operators 'f Y 2 h—JLEINT W B HEA
HYFET,

FIR
V525 —0n—Y Y /BREBERITT B0, UTERTLET,

1. openshift-logging 70> =7 MIYYEBEZET,
I $ oc project openshift-logging
2. Elasticsearch Pod D&RIZEEL XY,
I $ oc get pods -I component=elasticsearch-
3. AL Y% —Pod R —ILF D>V LT, Elasticsearch ~DF L WOTDEEEEFILELET,

$ oc -n openshift-logging patch daemonset/collector -p {"spec":{"template":{"spec":
{"nodeSelector":{"logging-infra-collector": "false"}}}}}'

4. OpenShift Container Platform es_util Y —JLZ AL T v —FORPT7Z v 2 2 %2ETL
T. v Y MO VDRINIT A AVADEZAHEFHEL TVWBRREBPOBEEN VLD ICL
x9,

I $ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --query="_flush/synced" -
XPOST

UFICHZERLET,
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$ oc exec -c elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_flush/synced" -XPOST

H A B

{"_shards":{"total":4,"successful":4,"failed":0},".security":
{"total":2,"successful":2,"failed":0},".kibana_1":{"total":2,"successful":2,"failed":0}}

5. OpenShift Container Platform es_util 'V —J)LZ AL T, /— KZ2ERKMICIELT ZED
Yy —RDONSUY VT EBEET,

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

UFICHZERLET,

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

H A B

{"acknowledged":true,"persistent":{"cluster":{"routing":{"allocation":
{"enable":"primaries"}}}},"transient":

6. ARV RPET LS, ESVFTRI—DENRTNOTTOA XY MIDWT, UTFEETLE
3—0

a. 7 7 #JL T, OpenShift Container Platform Elasticsearch ¥ 5 24 —&/— KO- 7
DhET7Ov I LET, UTOATY REFERLTO—ILT T MaEFA L, Pod " EE%
HNETESLDICLET,

I $ oc rollout resume deployment/<deployment-name>
UFICHZERLEYS,

I $ oc rollout resume deployment/elasticsearch-cdm-0-1
DBl

I deployment.extensions/elasticsearch-cdm-0-1 resumed

M Pod 7T 7OA I NFT, Pod ICEMREDI VT F—DHBHEEFE. ROTTOA
AV MIECIENTEIXT,

I $ oc get pods -I component=elasticsearch-

H A B

I NAME READY STATUS RESTARTS AGE
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elasticsearch-cdm-5ceex6ts-1-dcd6écdc7c-jpwbk 2/2  Running 0 22h
elasticsearch-cdm-5ceex6ts-2-f799564cb-1I9mj7 2/2  Running 0 22h
elasticsearch-cdm-5ceex6ts-3-585968dc68-k7kjr 2/2  Running 0 22h

b. T7AAAYIDNET LS, O—LULTI MEHFALAWVWEIICPodE) Yy MLET,
I $ oc rollout pause deployment/<deployment-name>
UTFICHZERLEYS,

I $ oc rollout pause deployment/elasticsearch-cdm-0-1

H A B

I deployment.extensions/elasticsearch-cdm-0-1 paused
c. Elasticsearch 7 5 X4 —H' green 7|4 yellow SREEICH D Z & AFERL £ 7,

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

R

BERIOIY Y RTEA L Elasticsearch Pod TA—JILT7 D M &aZET L5
B, Pod IFEELAL B2 TWSE D, I THHE Pod @M EICAY F
E

UFICHZERLET,

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

"cluster_name" : "elasticsearch”,
"status" : "yellow", ﬂ

"timed_out" : false,

"number_of nodes" : 3,

"number_of data_nodes" : 3,
"active_primary_shards" : 8,
"active_shards" : 16,
"relocating_shards" : 0,
"initializing_shards" : 0,
"unassigned_shards" : 1,
"delayed_unassigned_shards" : 0,
"number_of_pending_tasks" : 0,
"number_of_in_flight_fetch" : 0,
"task_max_waiting_in_queue_millis" : 0,
"active_shards_percent_as_number" : 100.0

}

ﬂ RICEDRIIC, TDINSA—4—h green £7=ld yellow THB Z & =MALF T,
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7. Elasticsearch 58 E~ v 72 ZEE LB EIE. ThEHO Elasticsearch Pod IC L TZh 5DF
E%=#@YRLE T,

8. VSR —DIRTDTTAA AV MAAOA=ILTIMINESL, D¥vy—RONSYYVTER
EHMICLET,

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

}l
UFICHZERLET,

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

y
H A B

{

"acknowledged" : true,
"persistent” : { },

"transient" : {
"cluster" : {
"routing" : {
"allocation" : {
"enable" : "all"
}
}
}

9. IrL WO U H Elasticsearch ICEEINDZ L DI, ALYV Y—PodEHRT—ILT7yv T LET,

$ oc -n openshift-logging patch daemonset/collector -p {"spec":{"template":{"spec":
{"nodeSelector":{"logging-infra-collector": "true"}}}}}'

3.2439.07AMF7H—EZRDI— b & LTOAH

77 4 )V N TlE, RedHatOpenShift DOF Y JH T RFLEEHITTIOMINTWEOTANT
K&, OF VT IS R9—DHAEISLT IV EATEEFA, T—FILT I ERAT B Y—ILITDWTIE,
AJZARNTADHERT V22D re-encryption termination TIL— M EBICT B ENTEXFE
ER

re-encrypt JbL— b, OpenShift Container Platform h—2 VB LA VA =)L I N/O T X N7 CA
AERAEAER LT, OJRMNTICARLST I/ ERTHIENTEET, RIC. ULTFEEL cURL EXX
TOJANFPH—ERZRANTSZ/—RIZFIVEALET,

e Authorization: Bearer ${token}

® FElasticsearch reencrypt JL— b & & U Elasticsearch API Z3k

REHISIE, OFARNTISRAY—IPAFERALTCOARNPY—ERICTIVERATEZXYT, Zhid.
LTFoavy RowFnhaFRALTRETEET,
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I $ oc get service elasticsearch -0 jsonpath={.spec.clusterIP} -n openshift-logging

H A B

I 172.30.183.229

I $ oc get service elasticsearch -n openshift-logging

H oAl
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
elasticsearch ClusterlP 172.30.183.229 <none> 9200/TCP 22h

UFD&>%2av Y REFERALT. 75RA9—IPT7RLAZHETEET,

$ oc exec elasticsearch-cdm-oplinhinv-1-5746475887-1j2f8 -n openshift-logging -- curl -tlsv1.2 --
insecure -H "Authorization: Bearer ${token}" "https://172.30.183.229:9200/_cat/health"

H A B

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 29 100 29 0 O 108 OQ--i--i----i--i-- --i---- 108

=S5

® Red Hat OpenShift Logging & & U Elasticsearch Operators *f Y A h—JLEINT W B HEA
HYFET,

o OJICTIVEATERLDICABICIFK,. 7OV Y MADTIVEADNRETT,

FIE
OJZARNT7ENERICARTBICIE. UTFEEITLET,

1. openshift-logging 7O =7 MIPYEZET,
I $ oc project openshift-logging
2. OJAR7H 5 CAEBAEZHE L. admin-ca 77 M1 ILICEZRAHET,
I $ oc extract secret/elasticsearch --to=. --keys=admin-ca
DBl
I admin-ca

3. AJANTPH—ERDI—bEYAML 7 74)LE LTHERLET,
a. LTFTDOLIICYAML 7 74 L AERRLE T,
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apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: elasticsearch
namespace: openshift-logging
spec:
host:
to:
kind: Service
name: elasticsearch
tls:
termination: reencrypt
destinationCACertificate: |

ROFIETAOT R N7 CARIRAEZENT 2N, ATV RZFEALET, —BBD re-
encrypt JbL— h TWHAE & I % spec.tls.key. spec.tls.certificate. & & U
spec.tls.caCertificate /X5 XA —4 — %R ET IHEEFHY T A,

b. MTFTOIOAYY REEFIFTLT, BIORTY TTHERLIZIL— K YAML IO X N7 CA EEBB
ExBMLET,

I $ cat ./admin-ca | sed -e "s/"/ /" >> <file-name>.yaml
C. )b_ I\ %{’Eﬁi L/ i’a—o

I $ oc create -f <file-name>.yaml

H A B

I route.route.openshift.io/elasticsearch created

4. Elasticsearch t—EZXDRRNAINTWB & &EELE T,

a. BRICEAINZ DY —ERT7AD VMDD =V ZERFLET,
I $ token=%(oc whoami -t)

b. #ERX L 7z elasticsearch L — M # IRIBEZH & L TEREL £ T,
I $ routeES="0c get route elasticsearch -o jsonpath={.spec.host}"

c. =MD EBICERINTWE I EAMERT ZITIE. REINIL—MEERT
Elasticsearch IC7 7 2R T BLUTOIYT Y REEITLET,

I curl -tlsv1.2 --insecure -H "Authorization: Bearer ${token}" "https://${routeES}"
UTFDLSBRHEAVRTIINET,
Al

{
I "name" : "elasticsearch-cdm-i40ktba0-1",
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"cluster_name" : "elasticsearch”,

"cluster_uuid" : "0eY-tJzcR3KOdpgeMJo-MQ",

"version" : {

"number" : "6.8.1",

"build_flavor" : "oss",

"build_type" : "zip",

"build_hash" : "Unknown",

"build_date" : "Unknown",

"build_snapshot" : true,

"lucene_version" : "7.7.0",

"minimum_wire_compatibility_version" : "5.6.0",

"minimum_index_compatibility_version" : "5.0.0"
2

"<tagline>" : "<for search>"

}

3244.07E2a17 74 YY—0D%

OpenShift Container Platform (&, Kibana ZEA LT, OF VY TR F AL >TRESIN/AO T
T8 ERRLET,

MTRYEEZERT B7-HICKbana 2R —1) > L, Kibana /— KD CPUBLUVA T —%RET S
ZENTEET,

3.2.4.41.CPU B LT X T —HIBRDEX

AX VI HTORFLAAVR—RY MNAFHETSEE, CPUEXEY)—OEADHIREFEEZTCIZET,

FIR

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 2% L)Y —2 (CR) #fR&EL X7,

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
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storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources:
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:

resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

ﬂ MHEBEICIHELTAYTDCPUBELUA T —DFRIRRB L VEKRAIEE L9, Elasticsearch
DIFEIE. BEXREEHIREOHA%ZHETINELHY T,

g@z\%nm LT, OVET1T7S5AH—DCPUBLUXEY —DFIRSLVEREIEEL
i_a_o

Q MBBICISCT, OFALI9—DCPUBLUXE) —DFIES L V0EREIEELE T,

3.2442. 079317534 — /) —KFORRHEODRy—) T

NREZEERTZ27DIC, OTET 1TS54 —%2RKRAMNT B Pod 2 RT—) VI TEZET,

Fa
1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 2% L)Y —X (CR) #fR&EL X7,

I $ oc edit ClusterLogging instance

$ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
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metadata:
name: "instance"

spec:
visualization:
type: "kibana"
kibana:

replicas: 1 ﬂ

ﬂ Kibana / — RO A=IBEL XY,

3245 QX VYT RT LA ML —Y DK

Elasticsearch & X Y —&MB 7 Y5 —>a v TY, 7740 b0OAFVIHTORTLDA VR
N—ILTIE, XEV—BXREAEY —HIROEAICIEC DA EY =M FFO4 IhFd, HIHEERED
OpenShift Contalner Platform J—RDtv ME, Elasticsearch 7 5 A9 —%HR— M 2D+
RKEITEHABRWEEDRHY XY, TOHE, HEINZ YA XULDAEY —A2FHALTERITTES L
I/ —K% OpenShlft Container Platform 7 5 24 —IZEBMT 2 MENHY £9, & Elasticsearch
J—RIEFEINELYEBEBNMEDOAEY —RBRETEIHELZ T, ChIFERBRIEICEEEINIEA,

3.2.4.5.1. Red Hat OpenShift DOFX Y JHY T XAFLDA ML —TVICEAY 2EESH
KR 2 — LD ZFNEFND Elasticsearch T 704 X ¥ MNREICKHETY, OpenShift Container
Platform Tl&., Zhidkimm') 1 —LEK (PVC) ZFEAL TEITINET,
p= =)
KiEA ML —2IC0—AIRY) 2 —L%EFERHT 5155, LocalVolume#+ 72 = hD
volumeMode: block Tt I N raw 7OY VR 2 —LEZFHLABAWVWTLLZIL,
Elasticsearch ldraw 7Av 7 RY 2 —LAZFRATETEH A,
OpenShift Elasticsearch Operator & Elasticsearch ) YV — X &% FR L T PVC ICEZRI 2T 1T £ T,
Fluentd |& systemd ¥ ¥+ —7JL & &L U /var/log/containers/ & Elasticsearch ICAOJ %X fE L £ 9,
Elasticsearch Tld, KRBELRT—VBREERITTIDICTRRATYY —HRETT, +9BATY =
BWEE . FL'\KL/E< BRYFEFY, COBBEELOEY 3ICIE. RERT Y r—>avon0dr—450
BExML. ZXF=DOHN2EFEEYHTEY,

FIAINT, AMNL—VUREHN 85% IET B &, Elasticsearch IXFIRT—9 D/ — KADE|Y 4T
ZEIELET, 90% ICA 5 &, Elastlcsearch EARERZGEICEEDOY Yy —REZZD/ — KHh 5o
J—RIZBEILELDELFT, LEL, ZIREDLNILH 8% KFD / — RHNRWIEE,
Elasticsearch I&##Ri4M T v I ADEMEIELE L. AT —4% RIERED IZ72Y 9,

Pz
INSOEEE (BWMES LMEWMEZSD) IFIR1TY) Y —RITH 1T B Elasticsearch D7

72 KMNMETY, ThEDT 72 MNMEFEETEEY, 75— MNMIBELT 74 ME
BEEALEIN., ChoDEETS—MNTEET BRI EIITEFZHA,

3.2.4.5.2. EAEE®R
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[ ] DOZ |\-70)7—_Ku[,1|\|/ \/OJEQE

3246.OFX VY TIRAFTALAAVR—R Y D CPUB LU AT —HIBRDE

BEBIGLT, OF VY IHYTVRTLAVR—R VY NTEICCPU EXE) —DOEADFIREZHETE
i-a_o

3.24.61.CPUB LT A EY —HIBRDEE
OXVIHTORFTLAVR—RV N aFETHE, CPUEXAEY —DEADFHIRZFAETE XY,
Fa

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 2% L)Y —2 (CR) #fR&EL X7,

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: 9
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
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requests:

cpu: 100m

memory: 100Mi
replicas: 2

collection:
logs:

type: "fluentd"
fluentd:

resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

ﬂ MHEBICIHELTAYTDCPUBELUA T —DHFIRRB L VEKRAIEE L 9, Elasticsearch
DIGEIE. BEXREEHIREOHA%ZHETIVELHY FT,

OOLEHLT, ATEYATSAF—DCPUBLUAEY —DHIRE L VERAEEL
ia_o

Q BBICISCT, OFaALI9—DCPUBLUXE) —DIES L V0BEREIEELE T,

3.2.4.7. A2 % [ L 7= OpenShift Logging Pod & & 0 il

taint & toleration T2 & T, AF VIV AT L pod BMEFEED / — RTERITIN., TOD
D—0—RPENLD/ — RTERITINBRVEIICLET,

T4V MBLIUARRIE, BHA key:value DRXT7TY, /—RKRDTFTA Y ME/—RIZHL, 71V b%&
BRLBRVWITRTODPod BT DL IERLET,

key (35K 253 XFF TOXFFHT, value ldRAX 63 XFEXTOXFIICRYEY, XFIEXFF
IS FETRIBT D2MELHY., XF. BFE. MM 7V, Ry RNBLVOT U —RAT7%EHDIEN
TXZEY,

toleration®H 3> naxX>r 547 A5 L CR

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
tolerations: ﬂ
- key: "logging"
operator: "Exists"
effect: "NoExecute"
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tolerationSeconds: 6000
resources:
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage: {}
redundancyPolicy: "ZeroRedundancy
visualization:
type: "kibana"
kibana:
tolerations: 9
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi
replicas: 1
collection:
logs:
type: "fluentd"
fluentd:
tolerations: G
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi

D
9 Z DRERIZ Kibana Pod ICEBIMINFE T,
D

©

ZAER14 Elasticsearch Pod ICBIII N EF T,

RAFAOFXF /AL V9 —PodilBMINET,

3247188 %=FAL /O X 7 Pod OEEDHIH

AJXAMN7 Pod HET$3/—RK%EHFEL., Pod DBRE=FERAL THhOT—27O0— KB ZEN5D /) —
REFRALEWEDICTEET,

ClusterLogging /R ¥ L)YV —R (CR) AL TRRBEZOV A N7 Pod IERAL, T4V &/ —
KE#kT/—RIERALET, /—RDTFA YV ME TAYVMERRBELBVWITRTD Pod 2EE T 5
&5/ — RIZIERT % key:value pair T3, D Pod ICIZARWFED key:value R7 %2 FHT 5 &
T, OJRANT7 Pod DHANED/ —RKETERITINDLIICTEZET,
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FI7AINT, AT ANT Pod ICIZFUTORELHY £,

tolerations:

- effect: "NoExecute"
key: "node.kubernetes.io/disk-pressure”
operator: "Exists"

AR
® Red Hat OpenShift Logging & & U Elasticsearch Operators ' 1 Y A h—JLEINT W B HEH
HYFET,
¥

1L UFoa<x > R%&@EHEL T, OpenShift LoggingPod #X4 Y2—)IL$%/—RKIZFTA Y &
BmLExEd,

I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
UFICHERLET,
I $ oc adm taint nodes node1 elasticsearch=node:NoExecute

ZDBITIE. T4~ h%F— elasticsearch, {& node. &L U T 1 > ~DWE NoExecute D
#» 5 nodel ICEEE L 9, NoExecute effect D/ — Kk, 74~ MI—ET % Pod DA %E R
HTa—)LL. —BLABWEEED Pod #HIBR L E T,

2. ClusterLogging CR @ logstore 27 < 3 ~ %##R%&% L. Elasticsearch Pod DR %HREL &
ER

logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 1
tolerations:
- key: "elasticsearch” 0
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000 ﬂ

J—RiIZEBmMLz¥—%2EELZET,

Exists Operator #8§% L. ¥ — elasticsearch D%H 571 > bH/ — NICEET ZHE
NHdLHICLET,

NoExecute effect #3IEE L £ 7,

o0 09

7+ 7> 3 T, tolerationSeconds /S5 X —4 —%IEELT. TEY NI NBHEIICPod A
J—RICNA Y RENBEBEERELF T,

ZDRAIE. ocadmtaint IV Y RTERINEETAV hE—BLEFT, TOBRBEDH S Pod I
nodel ICRAFT 21— ILTEFET,
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32472 8RB EFALLOJTEY 27 514 ¥ — Pod OEEDHIH

OJEY 2754 —Pod AETINE/—REHIEH L. Pod DBERZFERALTHEOT7—70— KD
TNHD/—REFERLABEVWESICTEEY,

ClusterLogging 1 24 1) Y —2 (CR) A L CARAO/EY 1754 #— Pod ICEAL. 74
VihEJ—REKRT/ —RICEALEYT., /—RDFA YV MNE. AV MERELAVWTRTD Pod

HHEETBEL D/ — NIZIERY % key:value pair TY, D Pod ICIEAWFED key:value R 7 % {§
9% Z & T, KibanaPod DA% €D/ —RKETEITTEET,

([} =355
® Red Hat OpenShift Logging & & U Elasticsearch Operators 'f Y 2 h—JLEINT W B HEA
HYFET,
¥

L UFOaAYY FeERALT AJEY 2754 —Pod 2 AT V21—V T20EDHZ/— R
IKTA Y hZEBMLET,

I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
UFICHERLET,
I $ oc adm taint nodes node1 kibana=node:NoExecute

ZDOFEITIE. T4 h%& X —kibana. & node. 8L UV'T1 ¥ MD3HER NoExecute DH %
nodel ICEZE L £ 9, NoExecute 71 ~ b effect 2{FHTZHNELNHY 9., NoExecute
. TAYMI—BTDPodDHFERTTa—ILL., —BLABVWEEFED Pod #4IBR L X7,

2. ClusterLogging CR ® visualization 27 > 3~V %##E%£ L. KibanaPod DRBEZREL X T,

visualization:
type: "kibana"
kibana:
tolerations:
- key: "kibana" @)
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000 ﬂ

J—RIZEBmMLAZF—%EELET.
Exists Operator #3387 L C. key/value/effect /X5 X —4 —H—HFTZLIICLET,

NoExecute effect #3iIEE L £ 7,

- -

7+ 7> 3 T, tolerationSeconds /S5 X —4 —%IEELT. TEY NI NBHEIICPod D
J—RINA Y RENBHEEERELF T,

ZDRAIT. ocadmtaint IV RTERINIETA VM E—HLFT, TORBRDH S Pod
lZ. nodel ICRAT P a1a—ILTEZET,
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3.2473.8R%FEAL/O07L 79— Pod ECEDHIH

AX>JaL V%9 —PodhE1795./—RK%HZEL, Pod DRRE=FEHAL O —27O0—KHZh
5D/ —REFRALAEVWEDSICTEET,

A% ClusterLogging A1 X% L)Y —Z (CR) TA¥XY /AL V9% —PodIlBAL., T4V M/ —
T/ —RICERALET., 7M1V M ELVRRZEABIT 2 &, Pod B’ X E) —% CPU IR EDERE
IKE>TIEI FINBVWELDICTEET,

FI7AINT, OF AL V49 —Pod ICIELULTORBELHY £7,

tolerations:

- key: "node-role.kubernetes.io/master”
operator: "Exists"
effect: "NoExecute"

AR
® Red Hat OpenShift Logging & & U Elasticsearch Operators *1 Y A h—JLEINT W B HEA
HYFET,
¥

L UTFOaOY Y RAaFERLT, OFX AL 949 —PodOX> 5L 949 —Pod &Ry
Ja—ITBRNEDOHD ) —RICTAV M EBIMLET,

I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
UFICHERLET,
I $ oc adm taint nodes node1 collector=node:NoExecute

ZDFEITIE. T4~ k%X — collector. & node. &L UV'FT 1 >~ k effect NoExecute D#H %
nodel ICEZE L £9, NoExecute 71 ~ b effect 2{FHTZHNEHLHY 9., NoExecute
IE. AV MI—HTBPodDHFERTY2—I)L L, —HLAWEEEFED Pod #4IR L £ 9,

2. ClusterLogging 7 2% ') Y —X (CR) @ collection 2% v HAiR&EL T, OF¥>/aL ¥
Y —Pod DERREHREL XY,

collection:
logs:
type: "fluentd"
fluentd:
tolerations:
- key: "collector"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000 ﬂ

ﬂ J—RIZEBmMLAF—%2BELET,
9 Exists Operator #3157 L C. key/value/effect /X5 X —49 —H—HFTZLIICLET,

9 NoExecute effect #38E L ¥,
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7+ 7> 3 T, tolerationSeconds /S5 X —4 —%IEELT. TEY NI NBHEIICPod
J—RINA Y RENBEEERELF T,

ZDRAIF. ocadmtaint IV Y RTERINIETA VN E—BHLFT, TORARDH S Pod
lZ. nodel ICRAT P 2a—ILTEZET,

3.2.4.7.4. FEE#HK

® Controlling pod placement using node taints .

3.248. /— KLV —A2FAHALEAX VYT TIRAT LYY —ADOBEH

J—RtlL V4% —%{#AL TElasticsearch. KibanaPod #24%/—RIZF7O04TEZX9,

3.2.4.8.1. OpenShift Logging ) YV — A D Eh

Elasticsearch & W' Kibana R EDOF VY VY RAFLIAVER—RY MDD pod 5E% B/ — RIZFFOA
9 % & 9 IC Cluster Logging Operator Z%E CX £, Cluster Logging Operator Pod 4 ~ X h—JL
LB ORE T2 EETEEEA.

7= & Z X, ElasticsearchPod @ CPU, X E—8BLUVT 1 AV DEHEIFGW=HIC, T D Pod #FID
/_ F“:%Eﬂ?%i’a—o

AR

® Red Hat OpenShift Logging & & U Elasticsearch Operators *1 Y A h—JLEINT W B HEA
HYET, TNODHEEIRT 7AI M TI VR M—ILIhEHA,

¥
1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 A% L)Y —2 (CR) #fR&EL X7,

I $ oc edit ClusterLogging instance

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

spec:
collection:
logs:
fluentd:
resources: null
type: fluentd
logStore:
elasticsearch:
nodeCount: 3
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
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value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
redundancyPolicy: SingleRedundancy
resources:
limits:
cpu: 500m
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
storage: {}
type: elasticsearch
managementState: Managed
visualization:
kibana:
nodeSelector: g
node-role.kubernetes.io/infra: "
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
proxy:
resources: null
replicas: 1
resources: null
type: kibana

BB A ERE I /- nodeSelector /XS A —4 —%, BENTHZMNEDHDIVER—FRYV
MIBIMLET, RRINTWBERD nodeSelector #FHT 22 &6, /—RICIEE
IN/MBEICEDWNT <key>: <value> R7 2 FHT2IEETEXFET, AV ITTRANTY
Fr—/—RNIZTA Y MEBMLEGEK. — BT 28RELEMLET,

%
AVR—RV MO BEIL-Z & AFERT 5ICIE. ocgetpod-owide XY RAFEATEET,

EI-I;

UFICHZERLET,

e Kibana Pod % ip-10-0-147-79.us-east-2.compute.internal / — RO SBEHT Z2HENH B85
i UTFEEITLET,

I $ oc get pod kibana-5b8bdf44f9-ccpq9 -o wide
aupaltl

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES
kibana-5b8bdf44f9-ccpq9 2/2 Running 0 27s 10.129.2.18 ip-10-0-147-79.us-
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I east-2.compute.internal <none> <none>

e KibanaPodZ. ERHA Y73 ANZ U Fv—/— KTdh ip-10-0-139-48.us-east-
2.compute.internal / — NICBRET 2 MENH BHEIE. UTEETLET,

I $ oc get nodes

H A B

NAME STATUS ROLES AGE VERSION
ip-10-0-133-216.us-east-2.compute.internal Ready master 60m v1.24.0
ip-10-0-139-146.us-east-2.compute.internal Ready master 60m v1.24.0
ip-10-0-139-192.us-east-2.compute.internal Ready worker 51m v1.24.0
ip-10-0-139-241.us-east-2.compute.internal Ready worker 51m v1.24.0
ip-10-0-147-79.us-east-2.compute.internal Ready worker 51m v1.24.0
ip-10-0-152-241.us-east-2.compute.internal Ready master 60m v1.24.0
ip-10-0-139-48.us-east-2.compute.internal Ready infra 51m v1.24.0

/ — RIZIE node-role.kubernetes.io/infra: " SR H D Z EIFRE L TLEI L,

I $ oc get node ip-10-0-139-48.us-east-2.compute.internal -o yaml

H A B

kind: Node
apiVersion: vi
metadata:
name: ip-10-0-139-48.us-east-2.compute.internal
selfLink: /api/v1/nodes/ip-10-0-139-48.us-east-2.compute.internal
uid: 62038aa9-661f-41d7-ba93-b5f1b6ef8751
resourceVersion: '39083'
creationTimestamp: '2020-04-13T19:07:55Z'
labels:
node-role.kubernetes.io/infra: "

e Kibana Pod ##% &9 % ICI&. ClusterLoggingCR %##R&EL T/ —RKREL 749 —%BIMLE T,

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

spec:

visualization:
kibana:
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
proxy:
resources: null
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replicas: 1
resources: null
type: kibana

Q J—REBOSRIVIC—BTED/ — KLY —5BMLET,

o CR%R#EFELKZIC. IRIED KibanaPod ¥ T L. FRPod AT 704 IhhF T,
I $ oc get pods

H A B

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 1/1 Running 0 29m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running 0 28m
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 28m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running 0 28m

fluentd-42dzz 1/1 Running 0 28m
fluentd-d74rq 1/1° Running 0 28m
fluentd-m5vr9 1/1 Running 0 28m
fluentd-nkxI7 1/1 Running 0 28m
fluentd-pdvgb 1/1 Running 0 28m
fluentd-tflh6 1/1 Running 0 28m
kibana-5b8bdf44f9-ccpq9 2/2  Terminating 0 4miis
kibana-7d85dcffc8-bfpfp 2/2  Running 0 33s

e 3738 Pod 7" ip-10-0-139-48.us-east-2.compute.internal / — K IZEM N F T,

I $ oc get pod kibana-7d85dcffc8-bfpfp -0 wide

H A B

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

kibana-7d85dcffc8-bfpfp 2/2  Running 0 43s 10.131.0.22 ip-10-0-139-48.us-
east-2.compute.internal <none> <none>

LIESL<T D&, TTD Kibana Pod HHEIBRINFE T,
I $ oc get pods

H A B

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 1/1 Running 0 30m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running 0 29m
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 29m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running 0 29m

fluentd-42dzz 1/1 Running 0 29m
fluentd-d74rq 1/1 Running 0 29m
fluentd-m5vr9 1/1 Running 0 29m
fluentd-nkxI7 1/1 Running 0 29m
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fluentd-pdvgb 1/1 Running 0 29m
fluentd-tflh6 1/1 Running 0 29m
kibana-7d85dcffc8-bfpfp 2/2  Running 0 62s

3.2.4.9. systemd-journald & & U Fluentd D&%

Fluentd DY ¥ —FILD S DFHEARY Y, v —FILDTF T 4 IV FBEEIZFEEBITELS., vy —FILD
VAT LAY —EZNLOOF VT EEICHVWTW ZENTIRVWEDICTy—FILIT Y M) —BD%bh
naaeEELIrHY 7,

Jvy—FITIVN)—=DEbnED%E<C T ENTE B LD IC RateLimitintervalSec=30s & & U
RateLimitBurst=10000 (W ERIZGEIF I HICHWME) 2R ET 2 I ENHREINE T,

3.2.4.9.1. OpenShift Logging FA® systemd-journald D&% E

TOC I MNDODRT—IT Yy THIC. T74I M 0OAFY TEBEICIEWVW SHODRABIUEICRDHE
rHY FT,

ez, OU7HROINSAWVEEIE. journald DEEFIRE3|E LIFZ2REAHDIGELHY T,
—EHERFET Ay E— I AEFARE L T, OpenShift Logging 07 % KO v FH$ITBEIRY Y —
ZEFALABAVEIICTBIENTEET,

. QT ZREMWIT2REDHZHEDHN,. AT 2RETHHE. OT2RETZHE AT 2REY
EMNEIDPTDHDREEZRESTHIEETEIT,

FIR

1. MWERFRE T /etc/systemd/journald.conf 7 7 1 L E £+ 5 Butane 5RE 7 7 1 /L 40-
worker-custom -journald.bu % ER L £ 9,

pz o-1o)
: Butane DE¥#llE. Butane A LYY VEREDEMESRB L TL I,

variant: openshift
version: 4.11.0
metadata:
name: 40-worker-custom-journald
labels:
machineconfiguration.openshift.io/role: "worker"
storage:
files:
- path: /etc/systemd/journald.conf
mode: 0644 ﬂ
overwrite: true
contents:
inline: |
Compress=yes 9
ForwardToConsole=no 6
ForwardToSyslog=no
MaxRetentionSec=1month
RateLimitBurst=10000 @)
RateLimitintervalSec=30s
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@@G

@ 90 O

Storage=persistent G
SynclintervalSec=1s
SystemMaxUse=8G
SystemKeepFree=20% Q
SystemMaxFileSize=10M @

journal.conf 7 7 A ILDIN—I v a3V %RELFTT, 0644/ X—I v a3 VERET D
JENHRINTT,

O 774NN RATALICEERAFNZIFNICENSDOT2EBT 2N EINEBELE
T, YeSZHEL TA Y E—YZEMET 2D noZBEL TEHBLAVWEDICLET, T
74 ML yes T,

AJAYE—V%EETENEINZRELET. TNTNICDOWT, 74 hTno
IKBREINE Y, UTFZEELET.

e ForwardToConsole: 07 %> A5 ALV Y —)LILEELZF T,
e ForwardToKsmg: 07 % h—xI)LAJ Ny 77 —ICERELF T,
e ForwardToSyslog: syslog 7—E >V ICEREL £ 9,

e ForwardToWalll X v tE—Y % wall XvE— &L TIRTOOTA VY L TWDI—
ﬁ_‘:$£%bi-g—o

v —F IV N —HRETIRABEEZIEELEFT. HFEEZADLTHHEEELE
9. X, year, month, week., day. hEhlEmABEDEMEEHTT, EWICTS
ICIE0&EAANLET, 74/ M 1month TY,

L—MHIBREEREL XY, RateleltIntervaISec TEHINSHREIC. RateLimitBurst
TIEEINI U LEOOVDIZEINDHE. COBBEROEBINOX Yy EZ2—213T XTI
HEA R TdBETICRAOY 7°“51’L§3'° 57 # )L MET# % RateLimitintervalSec=30s
$ & U RateLimitBurst=10000 28 E T2 Z &N HEINF T,
OJDREREEEELEZT. T 7 4L K& persistent TT,

e volatile: O 7 % /var/log/journal/ D X E ) —ICHFEELE T,

e persistent: 07 % /var/log/journal/ D7 4 AV IZRF L £, systemd IF7F7E L 220
BRTALI M) —HERLET,

e auto: T4 LV N)—HEHETBHBEIC. O % /varlog/journal/ ICIREL X9, F1E
LAaWGE X, systemd &0 7 % /run/systemd/journal IC—BFIICREL £ 7,

e none OV %RELEFHA, systemd g RTHOOV %A KOy FLET,

ERR. WARNING. NOTICE, INFO, &£ U'DEBUG O/ ICDOWTYVv—FILT7 74V %
TARAVICAPIEZETOIMN LTI M EBELEY, systemd &, CRIT. ALERT.
F/IEEMERG OV DZEERTCICAPZRFEBLES, 774 ME1sTY,

Vv —FIDMERTEDIRAYA XAEELEFYT., 774 KL 8G TY,

systemd "ETHEDHZT 1 AVEEDOY A X&BELEFT, 774/ ME20% T
_a—o

/var/log/journal |IZKERICREFEINZEROY v —FIL 7 71 IVDHRKRT A X %EI/EL
F9, 774 HMEIIOMTY,
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pz o-1o)
L— MNEIREHIRT 2548, YATLOAFX VY ITF—EYODO CPUFEAENS

KRBZEDHYZET, LENEROY M)V ITINTWEAREEDH 2
Ay E—IDNBINBZLDHTY,

systemd FREDFFHMICDOWVT
I&. https;//www.freedesktop.org/software/systemd/man/journald.conf.html Z&H8R L T

IV, TOR—IVIC—ERRINDT 7 # )L MREIE OpenShift Container Platform
IKILBERINAWAREY DY T,

2. Butane AL T, /— NICEREIN 3% E% S L MachineConfig # 7>/ K7 74
(40-worker-custom-journald.yaml) =4 L £ 9,

I $ butane 40-worker-custom-journald.bu -0 40-worker-custom-journald.yami
3NV UREEBEALET, UTICHAZRLET,
I $ oc apply -f 40-worker-custom-journald.yami

J> bO—5—I3FHE D MachineConfig # 7Y = 7 M &#H L. #FRD rendered-worker-
<hash> N—Ya v a4ERLET,

4. FIROL VF ) VTINZERBEDE /) —RAODO—ILT7IMNDRAT—H9REE=H—LFT,

I $ oc describe machineconfigpool/worker

o
Name: worker
Namespace:
Labels: machineconfiguration.openshift.io/mco-built-in=

Annotations: <none>
APl Version: machineconfiguration.openshift.io/v1
Kind: MachineConfigPool

Conditions:

Message:

Reason: All nodes are updating to rendered-worker-
913514517bcea7c93bd446f4830bc64e

32410 XAV TFF IV REYR— b

3.24.10.1. Y R— XN BEE

Red Hat OpenShift DAF >V JH T RAFLEZFRET BDICHR—IMINTWBEHERK, TORFa
AV MNTHBEINTWE A T a Vv aFRLTERET S22 ETY, TR—MINTVWRWMEDRREIFE
FALAEWTLLREEIWL, BED/NF Y A Lh OpenShift Container Platform 1) 1) —XAE TEE I N % I8
EAHY, TOLIBEREIF, BFEDITRTOAEMEIHIEHINTVWEIIZGEDABEYNICRBETEET,
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AETHHAINTWVWRERELUANDEREZFEAT 5355, OpenShift Elasticsearch Operator & & U Red
Hat OpenShift Logging Operator NNZEA % HE T 278, EERBIFERDNE S, Operator &7 7 #
IWETEBEINIREBICTIRTRELET,

pa 3

OpenShift Container Platform K¥ 1 X > M TSN TWRWREZERITT 5 BED
3 %5E. Red Hat OpenShift Logging Operator & 7z l& OpenShift Elasticsearch
Operator Z Unmanaged (BIE4}) ICFRET % SBELHY £ 3, FIEHD OpenShift
Logging IRiElE Y R— M TH Y. OpenShift Logging % Managed ICR T F TEHR %
ZRELEEA

3.2.4.10.2. Y R— b INQWVWEEE

PFoavR—%xY MNaZEEY 3ICIE. Red Hat OpenShift Logging Operator % Unmanaged (ZIE4)
DREICERET D2HENHY T,

e Elasticsearch CR

e Kibana 7 7A4 Xk
e fluent.conf 7 7 1)L

® Fluentd 7—E> v b

DTV R—3> N%ZEET %ITIE. OpenShift Elasticsearch Operator % Unmanaged(ZE44) DIk
RBICRETI2REIHYFT,

e Elasticsearch T 7O4 XY K7 714 ),
BRBICHR— MRRAEINTUVWBE Y —RIZIE, UTAEENET,

o FUANMODO/O—FT—YaVDRE, T74 N bDOATO—FT— 3 VEREREETEE
A,

o WELAOVDBHMOHFE, OV/IALII—DHAT 7ML OBFHEEREST D@ TETEE
Ao T 7 %)L bi& ivar/log/fluentd/fluentd.log T9 .

e Ol avoAROy MYV, OFIL V9 —ICL>TOTNEARMON D EES FE
LTRETZZEIFITETEHA,

o BEZHAFEALALOX Y /AL VY —DFRE, BREZHAFERALCOJILIY—%5ZET
ZEldcEEtA,

e OJALV9—IC&>TOVZERILT DHEDRE, 774 MOOTDERILZERT S
ZEITEFEEA

3.2.4.10.3. B4 ® Operator DY R—rRY > —

Operator M EIBIREE (£, Operator NEREHRYICIV SRS —HADEETZIVR—RV MDYV —%
TOT4TICEBLTWRHNEI DNEEDE T, Operator ' unmanaged JREEICEREINT WS &,
NIFBREDERICIGELET. BEFHEZEFELEIEA.

INIEEERB I SR —PT /Ny JRFICEFITT D, EEHADIREED Operator IFHR—MIN T,

PSR —BEEIFIELZDIAVR—RVINEBESLVC Ty T L —REaZ2ICHELTWSZ & ARIR
ELTWwWxd,
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Operator (FLA T DA EEFERA L CTEBADRRBICEETEET,
e {ARBID Operator :&E
&R D Operator IZI&. £ 5 DELEIC managementState /X5 X —4 —hAHY £, Ihid
Operator ICISCTIEFIERAETTIVEATEEY, /=& A K. Red Hat OpenShift
Logging Operator (EEE T Z2HRAILYY—R(CR)ZEBTEHIEILLI>TINEEITLE
A, Cluster Samples Operator &7 5 249 —2&KDERE) VYV —R=FERALET,

managementState /X5 X —4 —% Unmanaged ICZ & 3 %354, Operator D) Y —R %
TOT47ICEBLTELT, AVR—XXVMNIEETZT7I/2avaERLAWIEEZEKL

F9, Operator ICL 2T, 7RI —DEIE L. FB AN —DREICRDEAEEDH B
&, TOEBRREBICHG LARVWAREELGHY X7,

@RI D Operator Z Unmanaged RREEICEET 2 &, FHEDIAVR—RY

& L UHBEDN Y R— P RFAICAY E T, TR—MEET 2IC1E ]|
HIN/MEE% Managed RKETHIRT 2BENHY T,

DIk

H
[=]

® Cluster Version Operator (CVO) DA —/X—5 4 K
spec.overrides /YT X —4% —% CVO OFREICEMT 5 &, BEHFIFIVR—> D CVO
DEEICH L TAH—N=54 RO—EZEMTETEY, IVKR—RV I D
spec.overrides[].unmanaged /X5 X —4% —% true ICERET D&, VS RI—DT v TIL—

K7 0Ovy o3, CVODF—/R—F4 RHIRESNRICEEREICTS— MEFINZE
ER

Disabling ownership via cluster version overrides prevents upgrades. Please remove
overrides before continuing.

DI

==
[=]

CVODA—N—FA4 REERETDE, VIRAY—2E DY R—MIhian
REEICARY FT, YR—MERGET BICIE. —/X—5 14 REHIFRL %
IC. RESN-BEEZBRIIVENHYET,

3.2.5. Loki

3.2.5.1. LokiStack

AFX VY IJHTORFTLDRKRF 2 XY MTIE, LokiStack (ZAF VY I H T RAFALATHR—MEINTWDS
Loki & Web 7’0 % & — & OpenShift Container Platform SR E DA EHLE A L £J . LokiStack
D 7FO* > —Id. OpenShift Container Platform BREEA R L TYILFTFF o —%@EHAL £, Loki
TlE, OJANT7EENOAVR—R Y NELIEABLRA N7 EMRATHVET,

Loki t&. KEABICRY—F T THAKDEWVWIILFTFFY NOFTEHNS IFALATHY, RE. OF
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VI TORFLOAY A KNT E LT Elasticsearch DE & L TIREI N TWE §, Elasticsearch

i, BYRAAHRICREQTLI—-—RERDICA YTy I RUELFET, Lokild, BRYRAHIZWL DHD
BEININDHEA YTy I RICERL, QOVNMREINDE T, JYEHLBAIERAINZDT
Loki K URBRICOTEZINETE S LD ICARY 9, Elasticsearch &EE#KIC, JSON /SR F 72 (X IEHR
KRIEAFHALTCLoki Il T) —AETTEET,

325117 A4 AV bOY A4 X

Loki D4 XlE N<x>.<size> DIERICHEWNE T, <N> 14 VY RYV ADE %, <sizes /X7 +—< >
ADHEZIEELX T,

' a5
A Ixextra-small (ITERTHY., FR-—FIhTWIHA,

#F*3.9 LokiDY A X

1x.extra-small x.small Ix.medium

T— ¥Rk TEFADH, 500GB/day 2TB/H
1BHEYOIT)—B FTEERDHL, 200 T Y#T25-50 2003 )®T25~75
(QPS) QPS QPs

LY r—>a v EH 7L 2 3

&5 CPUZEK R*8 CPU 5 {& {R#8 CPU 36 & {R*8 CPU 54 &
AftAEY—EX 7.5Gi 63Gi 139Gi

T4 AV EROEF 150Gi 300Gi 450Gi

3.2512. Y R—MEKRDAPIARY LYY —RAEE

LokiStack IZBFEAR T, BEITRTDAPI DY R—FINTWVEIDIFTREHY ZE A,

CustomResourceDefinition ApiVersion HR— b DIRE

(CRD)

LokiStack lokistack.loki.grafana.com/v1 55 THR— K
RulerConfig rulerconfig.loki.grafana/vibetal Fy/0v—7FLEa—
AlertingRule alertingrule.loki.grafana/vibetal Fo/0Y—7LEa—
RecordingRule recordingrule.loki.grafana/vibetal Fo/0—7LEa—
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BF

RulerConfig. AlertingRule. RecordingRule 1 X% A') Y — X EZ (CRD) OfFEH I,
TO/AY—TLE1—H#EDHERS>TWVWEY, 77/ 0YV—FLEa1—#EEld.
Red Hat B DY —ERLRILT T =XV k (SLA) ORRHATHY . HEMICELT
BRWZ ENHY £, RedHat IEBRBIRIRTCINSZFHATZIEEHELTWE
th, 77/0YV—TLEa—#EEIE. RFORDEEEVSRRHL T, BRERME
THBEDTANETVWI 4 — RNy VZRHBLTWEESZIEZBHELTVWET,

RedHat D54 /Oy —7 L Eax1—#eEDyR— NEEICRET 283FMIE. 77/ 00—
TLEa—H#gEDYR— MEE 28B LTI,

3.2.5.2. Lokistack ®F 7O 4

OpenShift Container Platform Web 2>V —JLA{#A L T LokiStack 5 7AO4 TEX £ ¢,

AR

® Red Hat OpenShift Operator 5.5 YD OX > JH T A5 A

o WO A K7 (AWS S3. Google Cloud Storage. Azure. Swift, Minio, OpenShift Data
Foundation)

FIR

1. Loki Operator Operator #44 Y XA h—JL L F T,

a.

OpenShift Container Platform Web 1> —JL T, Operators » OperatorHub =2 ') v
LEd,

{F A TRE/R Operator M) A k5 Loki Operator 23R L. Install #27Y v o LT,
Installation Mode T. All namespaces on the clusterZ &R L £ 7,

Installed Namespace T. openshift-operators-redhat ZZERL £ 7,
openshift-operators-redhat namespace #1§E€ 9§ 2 M ENH Y £, openshift-
operators namespace |CIZEBINTWAWI I 2 =5 1 — Operator & XN 3 AREM
MY . OpenShift Container Platform X bV R EBUEZRITAX ) U A% AT 5 AEE
MENH B, TNICE>THEENELDHTEMENHY X7,

Enable operator recommended cluster monitoring on this namespace%#R L £ 7,
ZDA T aviE, namespace 7 7Y = ¥ b IC openshift.io/cluster-monitoring: "true"
IN)VEBRELET, V7RI —FE=4 ") JH openshift-operators-redhat namespace
HINETEDLIIC. TDA T aVvERBRIRTIVENHY T,

Approval Strategy Z:#R L £ 7,

e Automatic A b 7Y —ICZ& Y, Operator Lifecycle Manager (OLM) I&#T#R/N—27 3
VORI AAREICA D & Operator * HEIMICEH T E T,

® Manual A M5 7Y —IlIE, Operator DB Z KT 57O DEURERAIBERZ D
A—H—DBETTY,

Install 27 ) v LE T,

Loki Operator B’ Y X h—JLINTWB Z & %FFE L £ 9, Operators— Installed
Operators R—J|Z7 7 X LT, LokiOperator Z# L £,
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i. Loki Operator g RTDFOY T4 M T Succeeded D Status TY A RINTWVWB I &
EHERLEY,

2. access_key id 7 1 —JL K & access_key secret 7 «+ —JU K& L T AWS FREEE#R &
bucketnames. endpoint. &£ U region Z3IEEL. 7V MR ML=V DIGF%EER
% Secret YAML 7 7 A LZER L F¥ T, LATFICHIZRLET,

apiVersion: vi
kind: Secret
metadata:
name: logging-loki-s3
namespace: openshift-logging
stringData:
access_key_id: AKIAIOSFODNN7EXAMPLE

access_key_secret: wlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
bucketnames: s3-bucket-name

endpoint: https://s3.eu-central-1.amazonaws.com
region: eu-central-1

3. LokiStack h X% LYY —ZXZEM L F T,

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
size: 1x.small
storage:
schemas:
- version: vi2
effectiveDate: "2022-06-01"
secret:
name: logging-loki-s3
type: s3
storageClassName: gp2
tenants:

mode: openshift-logging
a. REZERLEY,
I oc apply -f logging-loki.yaml
4. ClusterLogging CR Z{EX £ 7= I3iREL £ 7

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
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name: logging-loki
collection:
type: vector
REZBEALETT,

I oc apply -f cr-lokistack.yaml

5. RedHat OpenShift AV AV Y =TS T4 v E=GMICLE T,

a.

X

OpenShift Container Platform Web 13> —JL T, Operators — Installed Operators = 2
Dy LET,

RedHat OpenShift Logging Operator %3&R L £ 7,
AVY =TS T4 TENEZV ) v O LET,

8. REDIBIERLEF T, TDLDICEET B & T, openshift-consolePod H B2
X,

Pod DFBICENIR. Web VYV —ILOEHANFARTRETHZ EWVWIBEMEZRIFIY., BEHT
2LOKRDLNET,

Web VY —ILEEHFHLEZL, EAOX A AZa—hI0ER Ay LET, O
DFL WA T 3 A FIAETREICAY 9,

pa 3

I DTS4 IE, OpenShift Container Platform 410 IS TOAERTEE T,

3.253.Loki CA MY —LR—ZDBEBEEEHMICT S

Logging /A=Y 3 V56 LIETIE, O AN —LICEDWTREFER) Y —42%ETEET, 2hdD
=Lk, 78—N)b, TFURNTE, FEEZTOEATHRETEET, MATERETSE, F7O—N
JVIL—ILDEIICT TV ML—=ILDEREINE T,

L AMN)—LR—ZDREFEEWICT SITIE. LokiStack h R ¥ L)) Y — R (CR) % {EMR X 7= 13iR
%bi’a—o

I oc create -f <file-name>.yam|

1. U TFOHIAESEB LT, LokiStack CRABETEF T,

JO—NIVERA M) —LR—ZDEFDOH

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging

spec:
limits:

global: ﬂ

retention:
days: 20
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streams:
- days: 4
priority: 1
selector: '{kubernetes_namespace_name=~"test.+"}' 6
- days: 1
priority: 1
selector: '{log_type="infrastructure"}'
managementState: Managed
replicationFactor: 1
size: 1x.small
storage:
schemas:
- effectiveDate: "2020-10-11"
version: v11
secret:
name: logging-loki-s3
type: aws
storageClassName: standard
tenants:
mode: openshift-logging

TARTODATRARNY)—LDREFTRY D —%RELEFT, FR: D71 —IKIX, 2TV MR
FL—YIKREINAO70FBFHBICIEZELEHA.

ZD7AYIHNCRICEMING E, V53R —TREIEMICARY ET,

o

AJZAMN)—LDERICFERAINDS LogQL 7T ) — HEFIATVET,

FTFYNTEDRA MY —LR—ZADEFDHI

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global:
retention:
days: 20
tenants:
application:
retention:
days: 1
streams:
- days: 4
selector: '{kubernetes_namespace_name=~"test.+"}' g
infrastructure:
retention:
days: 5
streams:
- days: 1
selector: '{kubernetes_namespace_name=~"openshift-cluster.+"}'
managementState: Managed
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replicationFactor: 1
size: 1x.small
storage:
schemas:
- effectiveDate: "2020-10-11"
version: v11
secret:
name: logging-loki-s3
type: aws
storageClassName: standard
tenants:
mode: openshift-logging

Q THFYRNZEDRFRYD—%2RELET, BWART TV Mo 4 7L, application, audit. & &
¢ infrastructure T9,

g OJAN)—LDEHICHEAIND LogQL 7T — HAEFNLTVWET,

LORIC, REZBERALEY.
I oc apply -f <file-name>.yaml

R

Thid. BESNAOVORELSET 200D TEHY TtA. FEINEDY
DY O— NV BB (B A 30 BEETHR— M d. A7V T2 R L—UTH
Ebi’a—o

3.2.5.4. O ® LokiStack ~D#xE

LokiStack “— MU A ~ADOJEREAEERET B ITIL. ClusterLogging IR ¥ L)) Y — R (CR) % ERK
TEIRENHY ET,

(1} =355
® RedHat OpenShift DAF¥ Y 4 7Y X7 L:55 LA

e | oki Operator Operator

FIR

1. ClusterLogging 7 A% L)YV —R (CR) ZEHT D YAML 7 7 M L EERELIFREL X T,

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
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name: logging-loki
collection:
type: vector

3.25.4.1."entryoutof order" TS—D S TN a—F1 >V YJ

Fluentd 'L — hIREB A2 H A XDAEWA v E—YTOY V% Loki AX VY AT LICEET 2
mald. Lokild "entryoutoforder DTS —Z4ML EFT, COBBEZEIET SITIE, Loki H—/3N—
BRET 74 lokiyaml DWW DA DEEFEHRLE T,

W a8
loki.yaml |&, Grafana "R X b § % Loki TIHFERATETEFHA. TDOMEY 7L,
Grafana WK A M3 3 Loki H—/N—ICIXBEAINE A,

eSS

e Cluster Log Forwarder 1 X% LYY —R(F, OV % Loki ICERET B LD ICBREINTWVE
ER

o VAT LT, ROLSAL2MBAEBZDZAvE—D7OY V% Loki ICEELET,

"values":[["1630410392689800468","{\"kind\":\"Event\",\"apiVersion\":\

\"received_at\":\"2021-08-31T11:46:32.800278+00:00\",\"version\":\"1.7.4
1.6.0\"}},\"@timestamp\":\"2021-08-

31T11:46:32.799692+00:00\",\"viaq_index_name\":\"audit-
write\"\"viaq_msg_id\":\"MzFjYjJkZjItNjYOMCO0YWU4LWIWMTEINGNMM2E5ZmViMGU4\" \"lo
g_type\"\"audit\"}"]]}1}

e oclogs -c fluentd & A719 % &, OpenShift Logging 7 5 X4 —® Fluentd A7 ITRD X v
T—IDNRTEINIT,

429 Too Many Requests Ingestion rate limit exceeded (limit: 8388608 bytes/sec) while
attempting to ingest '2140' lines totaling '3285284' bytes

429 Too Many Requests Ingestion rate limit exceeded' or '500 Internal Server Error rpc error:

code = ResourceExhausted desc = grpc: received message larger than max (5277702 vs.
4194304)'

o lokitt—N\—TOJ %< &, JRD &L D 4k entry out of order X v E—IUDNRRINZE T,

\\nentry with timestamp 2021-08-18 05:58:55.061936 +0000 UTC ignored, reason: 'entry out
of order' for stream:

{fluentd_thread=\"flush_thread_0\", log_type=\"audit\"},\nentry with timestamp 2021-08-18
06:01:18.290229 +0000 UTC ignored, reason: 'entry out of order' for stream:
{fluentd_thread="flush_thread_0", log_type="audit"}

FIR
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1. Loki —/N— loki.yaml B8E 7 7 1 ILDRD T 1 —)L K%, TZICRIETEHRLET,
® grpc_server_max_recv_msg_size: 8388608
e chunk_target_size: 8388608
® ingestion_rate_mb: 8
® ingestion_burst_size_mb: 16
2. loki.yaml DZEE % Loki H—/\—ICEAL XY,

loki.yaml 7 7 1 JLDH

auth_enabled: false

server:
http_listen_port: 3100
grpc_listen_port: 9096
grpc_server_max_recv_msg_size: 8388608

ingester:
wal:
enabled: true
dir: /timp/wal
lifecycler:
address: 127.0.0.1
ring:
kvstore:
store: inmemory
replication_factor: 1
final_sleep: Os
chunk_idle_period: 1h # Any chunk not receiving new logs in this time will be flushed
chunk_target_size: 8388608
max_chunk_age: 1h # All chunks will be flushed when they hit this age, default is 1h
chunk_retain_period: 30s  # Must be greater than index read cache TTL if using an index cache
(Default index read cache TTL is 5m)
max_transfer retries: 0  # Chunk transfers disabled

schema_config:
configs:

- from: 2020-10-24
store: boltdb-shipper
object_store: filesystem
schema: vi1
index:

prefix: index_
period: 24h

storage_config:
boltdb_shipper:
active_index_directory: /tmp/loki/boltdb-shipper-active
cache_location: /tmp/loki/boltdb-shipper-cache
cache_ttl: 24h # Can be increased for faster performance over longer query periods, uses
more disk space
shared_store: filesystem
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filesystem:
directory: /tmp/loki/chunks

compactor:
working_directory: /tmp/loki/boltdb-shipper-compactor
shared_store: filesystem

limits_config:
reject_old_samples: true
reject_old_samples_max_age: 12h
ingestion_rate_mb: 8
ingestion_burst_size_mb: 16

chunk_store_config:
max_look_back_period: 0s

table_manager:
retention_deletes_enabled: false
retention_period: 0s

ruler:
storage:
type: local
local:
directory: /tmp/loki/rules
rule_path: /tmp/loki/rules-temp
alertmanager_url: http:/localhost:9093
ring:
kvstore:
store: inmemory
enable_api: true

BEEIR
® Loki DEEE
3.2.5.5. BEER
o Loki#T!Y—E5E (LogQLl) KF 2 XYk
e Grafana ¥ v Y2 R— RO RFa AV b
o LokiF 7YV YV RRAML—=YDRFaXVE

® LokiARML—YRF—TRFaAV}

3.26. YV —2007 DRR

OpenShift CLI (oc) 8L UWeb IV Y —ILEFERAL T, EIR, F7OM XY M, LV Pod BED
£V 2007 52RRTEET,
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p=-13]

)y —2071&, FIRIN/ZOTRTEEZRET 2T 74 NOKETY, OJDEL
BBLIUVRRDI VAR TV R %5@IET BT, OpenShift Logging 24 Y X h—JL
THRIENWRINET, OF VIV RTLIEFE. /—RVRATLOEEDY, 77
g—vaviavryr—ay, 8LPA VISR NSV F v+ —0OT 7% E D OpenShift
Container Platform 7 S R4 —H56DIARTOOV#BFERAOOT A MNT7ICESTLE T,

JRIC, Kibanainterface 2R L TCOYF—4%T!)—L. L. AIHRELTETZET,
)y —2071F, AFVIHYTORTFLOATANTZICT7 VA LER A,

3.26.1. VY —2070DFKR

OpenShift CLI (oc) & U Web AV Y —IL T, BNV Y —ADOOJ%ZRRTEET, OTOREHMI DS
smARLNZOY,

AR

® OpenShift CLI (oc) ~NDT7 V£ X,

FIE (VI

1. OpenShift Container Platform 3> Y —JL T Workloads —» Pods IC## 9 5 h, AET Y
\/_175\6 POd ‘:%Ej.] lJ i-g_o

R

EIRGRED—ED) Y —RICIE, BEFEIIT)—F3PodbHYFEFEA, D
£ORIGEIE. )Y —AD Details *—Y T Logs ) VIV AHETEET,

2. ROy ¥ oo xza—hmhos7Ovz )y NEERLET,
3. AET B Pod DERIEV )Y I LET,

4, LogsxV Yy LET,

FIE (CLI)
o BEMDPoddDAVERRLET,

I $ oc logs -f <pod_name> -c <container_name>
ZITE, UTFOESICRY FT,

-f
A7av. OJICEERFNTVWIABRITA>THEATEI L A2BELE T,
<pod_name>
Pod D&RIZEEL T,
<container_name>
A7 av: AT F—ORAFERELET, Pod ICEEOI VT F—DH 24, JV
TT—RZEETILEN DY X,
UTFICHlERLETS,
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I $ oc logs ruby-58cd97df55-mww7r

I $ oc logs -f ruby-57f7f4855b-znl92 -c ruby

A7 74ILOARBENHAINZET,

e BEDYY—RDOJERRLET,
I $ oc logs <object_type>/<resource_name> ﬂ

Q )Y —294 TEL0RFEEELE T,

UFICHlERLES,
I $ oc logs deployment/ruby

A7 74ILOARBNHEAINZET,

3.27.KibanaZ{FHL 7V A9 —0O7 DEXRR

AFXYIHTORTLICIE, REINAEOT TS Z2H1BLTDLHODWeb AV Y —ILAEFEFRTW
9., HEFSR T, OpenShift Container Platform Tld, AIf{ETE 2 LD ICKibana IV —ILAEFT 7O
1LEY,

AJEY2175A4Y—45FALT. T—Y TUTERITTEET,
e Discover ¥ 7AFRLTTF—49%2®R%KL. 2RBLFT,
e Visualize ¥ 72 FRHLTT—9DIS75KRRL. T—9%%5<vvyTLET,
e Dashboard ¥ 7AFERH L THARY LY v a2 R—REERL, "RLET,
Kibana 41 9 —7 24 ADFERBLVHREIE. TORF1 XY MTRBVWERA, FEHICOWT
&, Kibana RFa XU M ZSBLTLEIW,
p= -
EEOJIE. 77 4L b TIEAER OpenShift Container Platform Elasticsearch 1 >~ X %
VAIREFEINFE B A, Kibana TEEOJ%2XRTT 5ICldE. Log Forwarding APl % {#F
LT, BEEO/JDdefault EAOAFEETZ/1 TSAVERETDINELNHY T,
3.271.Kibana 1 YT v I R —V DEE
ATy AN =i, ARIET Z2HEDH 5 Elasticsearch 1 VT v IV A EEHL F T, Kibana T
F—YEMEL, ARLETBICE. A VTYIRNY—VBEERTZRELNHY FT,
AR E 4

e Kibana Cinfrad LW audit1 VT vV RAKRRT 5I121E. 2 —H—ITIL cluster-admin O—
JU. cluster-reader O—JL., F/-IEEAOO—ILHDBURETT, T 7 4/ D kubeadmin 1—
HF—Ilik, ThOEDA VT Y I RERRT BLODDBENRNR—IvavhrbyYEd,
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default, kube- & & U openshift- 7O 7 FTPod 8LUVOVERTTEBRHEIC. Th
SOAVTYIRITIEATESIFTTY, UTFOIAYY REFEALT, BEQI—HF—H
BURNR=I v aVvaEF >TWENEINERBTEET,

I $ oc auth can-i get pods/log -n <project>

R

EEOJIE. 77 4L b TIEAER OpenShift Container Platform Elasticsearch 1
VA VRIREINFEH A, Kibana TEEOV%ZXRAT 5101, O JERE AP
HEALTCEEO/D default HA%EFERT 21 TS5A VARET D2HELDH
L) ij—o

® Elasticsearch R¥a XV ME. A1 VTV I RNY—VAEERTBREICA VYT Y I RETEIRE
PHYFET, CNIEEFNICETINI TN, FIRFLEEFRINLI T AY —TIEED DR
OO BEEEMELHY £9,

FIE
Kibana TA VT Y VRN —VAEFHFL, EVa2a754E—2avaERT2IC1E,. UWTFEERITLE
£

1. OpenShift Container Platform O3> Y —JL . Application Launcher@ =0 )vy
L. Logging #ERL £ 7,

2. Management - Index Patterns — Create index pattern%= 2 ') v 7 L TKibana 4 Y7 v 7 R
N =V FERLET,

o Bi1—H—F OV MOOVEHRT Z7HIC. Kibana ICHHTOT A »§ BHIC
AVTYIPANY =V EFHTERT D2BENHYET, 2—F—Idapp &\ ZFIDA
VTFY YRR =V EERL., @timestamp B 7+ —)ILRAEFRALCOVYFF—0O7%
KRS DHBENHY ET,

o BEI—H—(FZhTh., RHICKbana lCOY M >~ 9 BHIC. @timestamp BRE 7 1 — L
FaERALTapp. infras&Paudit1 7y I ROV Ty I RN —VEEHRT B0
ENHYET,

3.FRA VTV I RN —Uh 5 KbanaDEY 2754 £— 3 > (Visualization) Z/ER L £
ER

3.2.7.2.Kibana TD ¥V A9 —O 7 DEXR

KibanaWeb A VY —ILTY SR —DOT%EXRRLET, Kibana TTF—4¥%2FXKRrL. AHRILT D HE
I, TORFI XY MTIRBEWEREA, FMIE. Kbana FFa XY b ZSRBLTLKEIL,

AR

® Red Hat OpenShift Logging & & U Elasticsearch Operators B’ Y X2 h—JLINTWBHEN
HyFEY,
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FI7

e Kibana M VT v I RINY—UHNEET %,

e Kibana CTinfrab L Wauditf1 VT vV RAAKRRT 5I121E. 2 —H—ITIL cluster-admin O—

JU. cluster-reader O—JL, F/4IXWMAOAO—ILDUBETY, 77 2/ ~D kubeadmin 21—
H—IlIE, INSDA VYTV I RERRTBLODBENRNRA—I v avhHUYET,
default. kube- & U openshift- 7O2 9 b TPod 8L UOJERRTEZHEIC. Th
SDAVTYYIRITIEZATEZETTY, UToav Y RAFERALT, BEOI—H—H
WHIRNR—I v a3 VvaF >TWEHNEIDN EHIRTEET,

I $ oc auth can-i get pods/log -n <project>

R

BEEOJIEL. 77 4L b TIEAER OpenShift Container Platform Elasticsearch 1
VA VRIREINFEH A, Kibana TEEOV%ZXRAT 5IC1E. O JERE AP
HEALTCEEO/DO default HA%EFERT /N1 TS5A VARET 2HELDH

Kibana TOJ AR TRT DICIE. UTEEITLET,

268

. OpenShift Container Platform 3> —JL . Application Launcher@ =) vy

L. Logging &R L 7,

. OpenShift Container Platform 3> Y —JLICAY A V3§ 37=OICERT 5 E O & B USREER

AERALTOJA Y LET,
Kibana 41 4% —27 =4 ALBEENL X T,

. Kibana T Discover 27 1) w27 L%,

CEEBOROY T I A Za—DOER LA YTy U R/RF— (app. audit. F7iE

infra) Z: IR L 7,
OJF—%1%. 914 L2RAY YV TREDORFaIAVMNELTEREIINTET,

A LRY VT EDRF XAV NDIDERBEALET,

.JSON# 7%y L, RFaxybhoOlTV M) —%2RRLET,

_version": 1,
_score": null,
"_source": {
"docker": {
"container_id": "f85fa55bbef7bb783f041066be1e7c267a6b88c4603dfce213e32¢c1"

{
"_index": "infra-000001",
ll_typell: ll_dOCll’
"_id": "YmJmYTBINDKZTRMLTIIMGQtME3NmFiOGUyOWM3",

‘ B3 Kibana DA V7S A SV F¥y—OATITV M) —DY VT
1,



]
b
"message": "time=\"2020-09-23T20:47:032\" level=info msg=\"serving registry\"
database=/database/index.db port=50051",
"level": "unknown",
"hostname": "ip-10-0-182-28.internal",

8833 LOGGING 5.5
"pipeline_metadata": {
"collector": {

"kubernetes": {
"container_name": "registry-server",
"namespace_name": "openshift-marketplace”,
"pod_name": "redhat-marketplace-n64gc",
"container_image": "registry.redhat.io/redhat/redhat-marketplace-index:v4.7",
"container_image_id": "registry.redhat.io/redhat/redhat-marketplace-
index@sha256:65fc0c45aabb95809e376feb065771ecda9e5e59cc8b3024c4545¢168f",
"pod_id": "8f594ea2-c866-4b5c-a1c8-a50756704b2a",
"host": "ip-10-0-182-28.us-east-2.compute.internal”,
"master_url": "https://kubernetes.default.svc",
"namespace_id": "3abab127-7669-4eb3-b9ef-44c04ad68d38",
"ipaddr4": "10.0.182.28",

"namespace_labels": {
"openshift_io/cluster-monitoring": "true"
13
"flat_labels": [
"catalogsource_operators_coreos_com/update=redhat-marketplace"
"inputname": "fluent-plugin-systemd",
"name": "fluentd",
"received_at": "2020-09-23T20:47:15.007583+00:00",
"version": "1.7.4 1.6.0"
}

2
"@timestamp": "2020-09-23T20:47:03.422465+00:00",
"viag_msg_id": "YmJmYTBINDktMDMGQtM]ESNmFiOGUyOWM3",
"openshift": {
"labels": {
"logging": "infra"
}
}
b
"fields": {
"@timestamp™: |
"2020-09-23T20:47:03.422Z"
1,
"pipeline_metadata.collector.received_at": [
"2020-09-23T20:47:15.007Z"
]
b
"sort": [
1600894023422
]
}

3.28. O DHAEDY — KNRN—=F 4 —OF U IV AT LANDERE
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T7A4INBMT, OF VT2 X7 LE ClusterLogging h R L)Y —RICEEINDT 7 4L hDHEE
OJZAMNZICAVYTF—BELPA VISR VFy—O72EFELEY, L. BEEOJTIEHER
FPICEFBLERHA. EFXF2T7RAMNL—VZRELAWVWEDTT, TOT 74 MNERENEHZE
TIHBAIIKIE. VR —OT 747 —9—%BRETIVERHY FtH A,

OJ %o s 7 0) 5—4—ITEET 5ICIE. OpenShift Container Platform 2 5 24 —0O7 7 #
D—Y—%FRALET. COAPIAZFERT 2L, AVTF— AVISAMNSIVFv—BLV0EEDY
HODSRAY—ANDODEEDIY RIRA Y MIEETEET, IHIC, BARZ947007 523 FTIFER
VATLIGEETES D, IEIFHRI—Y—DZTRThOYIA SIITIVEZATEEY, Tk,
Transport Layer Security (TLS) DY R— b 2B LT, #HBOZEHICEHLETOVEZRRIERFET S
ZEHTEZXY,

R

BEENJ%T 7 4L bDARER Elasticsearch AV R b 7ITEF T 5 I1CIE,. Forward audit
logs to the log store TEREAINTWB LD IV TR —OJEEEZFALE T,

-

OJ&HNERICERET BIBE. OV Y T RTF ALK Fluentd SR EY Y TAERFIEILEELT. HHD S
ORI AEFALTCOVEZEELES, O/ 775 —4—C7OMNIIVERETILELNHY X
_a—o

B

BULISARY—THRETYTOAYVY RBLVISRIY—OT 747 —4—%FHTS
ZElFTcEEtHA,

3.281. 07 DY — RNR—F 4 =Y A7 LAANDERE

OpenShift Container Platform 2 2 24 —DHRADFED IV RRA ¥ MO T %ZEEFET 51T,
ClusterLogForwarder h X% 1Y) Y —2Z (CR) THA &A1 F54 V@%ﬁ%ébﬁ%?‘ﬁfﬂ L¥Ed. Ah
EFHEALT. BEoOV Y MIEEMITONAET ) r—oavnd =Ty KR4 Y MLEZET S
ZEHTEZET, R Kubernetes— 2Ly b4 TV I ML > TIREINZF T,

output

£9250757—9DEE. FLIIATDEEXRTT, HARUTOWTILDY A FITHY F
-a—o

e elasticsearch, #Zf Elasticsearch 1 ¥ 2% > X, elasticsearch H 1 Tl&., TLS #EfxsE
HATEZd,

o fluentdForward, Fluentd #H/R— Mg 2AEOTEEY V2 —2a Yy, DX TP avik
Fluentd forward 70 b D)L A ERA L £9, fluentForward 1% TCP &7 id TLS ##i %
FATE. =2 L v Mlshared_key 71 —IL REEL THAESF—DOREEHR—HL
F9., HEFXF—DRFLIE. TLS OERICEFKAKFEATEET,

e syslog. syslog RFC3164 F7cld RFC5424 7O M L& HR— N J 20480 J&KEHY
)a— 3, syslog HAlE. UDP, TCP. F7Id TLSEmAFERATEET,

e cloudwatch. Amazon Web Services (AWS) AR A R T B E=ZS ) v 7/BELTOTAMNL—Y
B —E X T#H % Amazon CloudWatch,

e loki, Loki: KEAMICAT—F T THREOEWVILFTF Y MOTEEY AT L,

e kafka, Kafka 70—7—, kafka li70id TCP £/ I3 TLS itz AT X7,
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e default, FIER OpenShift Container Platform Elasticsearch 1 Y A4 VX, 77 #JL hDH
NZEHBETZ2REIEHY FHA, default ENZERET 5% A, default 0% Red Hat
OpenShift Logging Operator BICFHINZ 2D, TT7—XvE—IUMEEINET,

AT X )

1200794 THho 1 DFLIFEROENANDEM LI —FT 1, FIEETZIOVEEEHEL
9., AT94 FIRUTFoOWTFhicikhY £9,

e application, 7 S RY—TRITINZ, A1 VIZANSIFv—aAVTF+—T TV s—
vavERLI—Y-—TFTFVr—avit&oTERINB YT F—OY,

e infrastructure, openshift*. kube*., F7z|d default 7OY - hTEITIN % Pod D3
VFF—ATBLV /) —RI 7AWV RTALAISEEINE Y y—F)LOY,

e audit/ — FEEE Y X7 A, auditd. Kubernetes APl #—/X—_ OpenShift APl #—/3—,
BLUVOUNRY NT—VTERINBZEEDY,

A T54 U Tkeyvalue R7%2FEATZE, PFUMOYROTAYE—VILIRIVEBINTE
F9, LEZWE MMOT—9 VI —IlEmEINDZA v E—JIIIRLEBMLEY., ¥4 TR
OISRV ERMIFRLYTEET, 27227 MIEMINESRILEOT Ay £—2 & HITERE
IhEd,

input

REOTOY ) MIBEERIITONZ T TV r—>avnldanN T4 VICEELET,
A TZ54TIE, inputRef RS A —4—%FRAL TERET 207491 F&. outputRef /85 X —
Y—%FRALTOV%&EET 2I5MEEHRLET,

Secret
1—H—ERBERLEDOHEE T —49 25T Key:Value ¥ v 7,

RDRITERLTLEEIL,

e ClusterLogForwarder CR#4 7Y =7 MDEFHET AT, default HADHZ/X4 TS5 14 UM
BRWRY., O7IE&T 7 4L K Elasticsearch 1 Y 249 Y RICEREI W FH A,

o FIUAI KT, OF YUY AT ALl ClusterLogging 1R H LYY —RICEEINDT 74
N DAER Elasticsearch A A R TZICAVTF—BLPA VIS A NSV Frv—OT%EELE
T L, BEEOJIIREBAMNTICEELIEFHA, BEXFa2T7RIANL—UERHELARVZD
TYo TDOT7AIINBRENEHEZFHLTIHEIE. OJVEEAPI ZRETI2HEREHY T
Ao

o OJ9ATDNA T4V EERLBRWEE, RERYM FonJid Oy F3hzxd, k&
Z &, application & U audit ¥ 1 7D/X1 TS5 4 VEEBETSEDD, infrastructure ¥ 1
TORA T4 EEBELRVWE, infrastructure O 7L ROy FIN F T,

e ClusterLogForwarder 1 2% L) Y —X (CR) THADERD Y 1 TaFERAL. O &EHD
ER27OMINEYR-PFTEH—N—ITEETETIET,

e [AEE OpenShift Container Platform Elasticsearch 1 Y 24 R E, BEEOJDEFa 7R b
L—V%RELETA, BEEOVEERET VAT LANEBS LOCBFORBRHICENL TH
Y, BEICEF2) T4 —DIREINTVWEIEABRBITZIEA/HRINTVWEYS, OF Y
THTORTLEEINSDHFRFHICER L TWEHEA,

LLToOFITIE, BEEOY A+ 1 7ARHER Elasticsearch 1 Y A9 YV RAICEEL, 1 VYT SANS Y
Fv—OF&tFX 17 THRUWHAER Elasticsearch 41 Y AY VR, 7Y r—Yavnod% Katka 7
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O—Ah—Il&EL., 77U —>a>r0%7 % my-apps-logs 7O 2 b H 5 AER Elasticsearch 1 >~
AYVRAICEELET,

AOJEEORAENRLA TSA VDY T

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: elasticsearch-secure 6
type: "elasticsearch"
url: https://elasticsearch.secure.com:9200
secret:
name: elasticsearch
- name: elasticsearch-insecure ﬂ
type: "elasticsearch"
url: http://elasticsearch.insecure.com:9200
- name: kafka-app 6
type: "kafka"
url: tls://kafka.secure.com:9093/app-topic
inputs: G
- name: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: audit-logs ﬂ
inputRefs:
- audit
outputRefs:
- elasticsearch-secure
- default
parse: json 6
labels:
secure: "true"
datacenter: "east"
- name: infrastructure-logs @
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
datacenter: "west"
- name: my-app m
inputRefs:
- my-app-logs
outputRefs:
- default
- inputRefs: @
- application
outputRefs:
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- kafka-app
labels:
datacenter: "south"

ClusterLogForwarder CR D &#ild instance THZMELHY F T,
ClusterLogForwarder CR M namespace (& openshift-logging TH2EHNHY X7,
Y=Ly hetEFaTRURL ZEALAtEF 277 Elasticsearch B DERE,

o HAN%EHMY 2 &AL

o HHD¥H A 7:elasticsearch,

o EEEIAZL. AWM URL & L TO Elasticsearch 41 YR VY ZADEF 21772 URL &
J:Z){‘/_.ﬁ’_ I\o

o TLSHEEDIY RKRAY NTHERY—V LY b, ¥—7 L v M openshift-logging 7
AV MIFRETDIRENHY I,

FEt & 1 7772 Elasticsearch I DR E:
o HAO%Ed BEHI,
e HADH A 7 elasticsearch,

o EEEIAZL., AWM URL & L T Elasticsearch 41 Y R4 Y 2D+ 2 7 Tl
URL 8 L V'R— K,

EFXF1TRURLZN LY 547 MEREE TLS BIE &M L 7 Kafka MO DERE
o HAO%ZEMY 2 HH.
o HAOD% A 7 kafka,

o Kafka 7A—H—DURL BLVPR— b2, EEFLZECEPLMET URL & LTHEEL X
-3—0

my-project namespace N> F7 T r—> 3 vO5 % 74 IV I —F BDDANDERE,
EEBxO VAt 17N ER Elasticsearch 4 Y 29 YV AITEETBLHOD/M 54 Y DEE,
o A T7S54AHBAT B EH,
e inputRefs (3074 1 7 T9 (fl: audit),
e outputRefs (ZFHAT2HADHARITY, ZDHITIL, elasticsearch-secure &tz 17
73 Elasticsearch 4 Y A% v R ICEE X 1. default (ZNER Elasticsearch 1 Y 24 ¥ X8R
EINZET,
o FTTar:OJIEMTZERDINI,
F7vaviEElbtIh/ZJSONOY Ty M) —% structured 7 1 —JL KD JSON A T b
ELTEETHINEIDIEIEELTT, OV M) —ICBMAESELINE JSONBEFND

DEIHYET, 5 THRWIHEIK OpenShift Logging I #&Elt 7 4 —JL RZHBIBRL. KDY
IKAJITY N —=%5FT 74 MDA VT v Y R app-00000x ([CEELF T,
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@ 7V av:XFy, OJIGENT 21 2FLIEFEBDINIL, "true" R EDB|REIR. 7—ILE
ELTTIEARL, XFIEE LTRH#INEZLDOICLET,

@ AVISANSVFvy—OT%tF 217 THRWAER Elasticsearch 1 Y RAY VY RITEFET 570D
RATS54 VDERE,

m my-project 7O = U S WEB Elasticsearch 1 Y RH Y AILOT A ZEET B7DD/INA TS 4
¥ DERTE,

o NATSAVEHRAT BERL
e inputRefs (345 E D A1 my-app-logs TY,
e outputRefs (3 default T9,

o AT av:xXFH, AVIEMT %1 2FLIEEHRDS NI,

@ NA T4 VEDPRWBEICO Y % Katka TO—H—IEET 27200/ T4 Y DERE,
e inputRefs (07 % 1 79 (f5: application),
e outputRefs [IFERAT HHAODEREITT,

o AT av:xXFH, AVIEMT %1 2FLIEFEHRD S NI,

NEBOTT7 TV 5= —bFATEXRWEZED Fluentd DO 7 DUNE

AEBOFVIT7I) =9 —DFAETEY, OV EZEFETEARWVGE. Fluentd IdfliGE L TO V%2 INE
L. ThoaznNy 77 —IlRELEY, OV 77 ) 5= —rFEAEICRDE, Ny T 7—3hikcO
JEET., OV DEEFBREINE T, Ny 77 —HIER2IC—HICAR S E, Fluentd &0 7 DINE % =
1IE L £ 9, OpenShift Container Platform (d@ 7 Z0—7—Y 3> L., ENHZEIRLE T, /Ny

T 57— ZEREELRY, KERY 2—LEKR (PVC) % Fluentd F—E v £ v h F7212 Pod 103870
LW &ETEERHA

7J< MEROFREEF—
ITlE. — B ARF—91TE2RLET, HAYM TIEEMORRF—E2HR—NT2EDEHY F
To HABBDERET 1 —ILICEFEHLNTWVWET, IXRTOMERIEIAFT>a v Ty, BET 25—
HERELT, HEREF2) 7T —HEZEMILET, F—P>—IL v b Y—ERTHT VK,
R—MDFA—T Y, FEI/O—"NLT7OFY—RERE, AROFTETRLEE LD ABEMEDH 21BN
REEERL. HETIVENHY £, OpenShift Logging ik, FREEDHEAEHEBDAR—B %R
LEHA.

Transport Layer Security (TLS)

v—2J L v LT TLSURL( 'httpy//... 7ok 'ssl//..) AERT 5 &, EAMAR TLS H—/N—{AI52
'IE?‘J‘EJNJEU ¥9, V=LY NEED, ROATavI74—I)LREERFELT. BIND TLS #
%E-LJJ“— L/i_a—o

[ ] tIS.Crt:(Y$§U) D47V I\EEEH%%%\L\ ’f}l/‘gl 1;5_-’:_’.:% DE%E-L”‘\- bi'ﬂ'c tls. key
NUHETT,

o tiskey:(XFF) U547 NEREDOY V5B T 2-ODMBRESC I 7ML
%o tiscrt "UHETTY,

e passphrase:(XF3) TV I—RINATLSHEREZTI—RT5LDD/IRTL—
X, tls.key "LETT,

e ca-bundle.crt:(3XF5) Y —N—FRERADHRAIY—CADT 71 I)L%,
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A—Y-RELTRRT—F
e username:(XF5) BREE1—F—%, NAT—K PR ETT,

e password:(XF5) FRE/ART— K, A—HF—F IMIUBETT,

Simple Authentication Security Layer (SASL)

e sasl.enable(boolean)SASL ZBARIIICER X FEMICL T, RUVWIFEIF. SASL IE.
fttd sasl. F—DREINTWVWBIHEICEBENICEMICARY £T,

e sasl.mechanisms:(E25)) BF I SN/ SASL A H=ZXLEZDY R b, RELTWEHNEDS
BlE. YRTLOTI7 A MDMERINET,

e saslallow-insecure:(7—JLE) VU 7 TFAMDNRRAT— REZXEFET DA A=K L%EFHFA
LEd., T74J) bk false TY,

3.2811.Y—2 Ly DK

ROARY REFALT, BEAZEEF— T 7ML EEBCTA LI M) —IZV =Ly hEERTEZ
3—0

$ oc create secret generic -n openshift-logging <my-secret> \
--from-file=tls.key=<your_key_file>
--from-file=tls.crt=<your_crt_file>
--from-file=ca-bundle.crt=<your_bundle_file>
--from-literal=username=<your_username>
--from-literal=password=<your_password>

P
REAERE/D IR ILEARBRARY -V Ly b eERATH 2 #HRELE
3—0

3.282. @A L PodADAVFTF—SRIDA VT v I AAD JSON O F DRk

BElkOJ %, EAL PodADERZAVTT—DORDA VT YV AIEETEEY, JOMEARE
Be2iICid, BV T F—OHR— b EFRALTNS TSA4VEREL, PodIilT7/T—avaf
FEZREFAHYEY, OV ITEBHEN app- DA VT v V7 RICEZTRAFNET, ThICHBT 50
IS, TA ) 7R%{FEL T Elasticsearch #5883 E T 52 &5 BEHL T,

BF

AJDJISONFERIE. 7TV r—2avicLk>TERYET, ERTBA VYTV IAN
Z9EDENRTA—TVRIHET D7D, ZOMEDFERIX. BEEMEDRL JSON 4
XOOTDA YTy I ZADERICBREL TS RIW, 7T —%FRAL T, IEIFA
namespace 7 IFHIMEDH 2 JSSONHXOT7 TV r—ravhsOl/ 298 L £7,

AR

® RedHat OpenShift DAFX Y JH#TY X7 L:55

FIR
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1. ClusterLogForwarder CRA 7YV N2 E&HT 2 YAML 7 7 M L EEREIEREL T T,

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputDefaults:
elasticsearch:
enableStructuredContainerLogs: true ﬂ
pipelines:
- inputRefs:
- application
name: application-logs
outputRefs:
- default
parse: json

‘D TIFAVFTF—HAOEBMCLET,

2.POdCRATV TV MaEHRT D YAML 7 7 1 ILEERFIZIREL 7,

apiVersion: v1

kind: Pod

metadata:
annotations:

containerType.logging.openshift.io/heavy: heavyﬂ

containerType.logging.openshift.io/low: low
spec:
containers:

- name: heavye
image: heavyimage
- hame: low
image: lowimage

ﬂ 2 3\: containerType.logging.openshift.io/<container-name>: <index>

F/T—avERFAVTF—ZERLUTRITNERY T A

DIk

H
=

DREICELY, 77X —LEDY v — ROBENKIRICIEINT 28N HY F

o

O

BEE R

Kubernetes Annotations
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3.2.8.3. OpenShift Logging 5.1 CHR— b Xh 07 7—9HAy1 S

Red Hat OpenShift Logging 5.11&. BY7—4 %4 =4y OV AL V9 —IZEETDDICLLTOH
Ho4T78LTOrIVERELET,

RedHat (3, UTORICEHINTVWE TN ThOEAEDEETZAMNLET, 2EL. ThboD7O
NIWERYADLYEREREOSY -7y hOJAL VY —ICOTT—9 % EETE 2T TY,

Hhoy14 7 Jobkan A N CfEH

elasticsearch elasticsearch Elasticsearch 6.8.1
Elasticsearch 6.8.4

Elasticsearch 7.12.2

fluentdForward fluentd forward v1 fluentd 1.7.4
logstash 7.10.1
kafka kafka 0.1 kafka 2.4.1
kafka 2.7.0
syslog RFC-3164, RFC-5424 rsyslog-8.39.0
p= =)

PRID/IN— 3V TlE, syslog HAIE RFC-3164 TOH Y R— I F Lk, BED
syslog 71 TlE RFC-5424 DHR— M Z8ML 9,
3.2.8.4. OpenShift Logging 5.2 THR—hXhan0/57—4%Hhv14 7

Red Hat OpenShift Logging/N\—> 3> 52k, OJF7—4%%4%—4y hOJIAL VY —ITEET 7
DICUTOHRAY A TELOCTOMNINERELET,

RedHat (&, UTORICEHINTVLE TR ThOEAEDEETZAMLET, 2EL. ThboD7O
NIWERYADLYEREREOSY -7y hOJAL VY —ICAQTT—9 % EETET 2T T,

Hhos1 7 Zaokan 7 A M CiEA

Amazon CloudWatch REST over HTTPS Amazon CloudWatch ®IR17/3—
Tav

elasticsearch elasticsearch Elasticsearch 6.8.1

Elasticsearch 6.8.4

Elasticsearch 7.12.2
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Hhoy14 7

fluentdForward

Loki

kafka

syslog

Jobkan

fluentd forward v1

REST over HTTP and HTTPS

kafka 0.1

RFC-3164, RFC-5424

7 A N CEH

fluentd 1.7.4

logstash 7.10.1

OCP $ & U Grafana SRICTF
O4 Iz loki2.3.0

kafka 2.4.1

kafka 2.7.0

rsyslog-8.39.0

3.2.8.5. OpenShift Logging 5.3 THR— b X hzaO0J/7—49Hh54 7

Red Hat OpenShift Logging 5.3 1&. O F—4% %4 —4 v hOJ AL I —ITEET BHICLLTD
HAOv4 FTeLo7OraLERELET,

RedHat (3, UTORICEHINTVWE TR ThOEAEDEETZAMLET, 2ZL. Thbo07O
NIWERYADLYEREREOSY -7y hOJAL VY —ICOTT—9 % EXETE 2T TY,

Hhoy4 7

Amazon CloudWatch

elasticsearch

fluentdForward

Loki

kafka

syslog

Jobkan

REST over HTTPS

elasticsearch

fluentd forward v1

REST over HTTP and HTTPS

kafka 0.1

RFC-3164, RFC-5424

7 A hTERA

Amazon CloudWatch ®IR17/3—
Tav

Elasticsearch 7.10.1

fluentd 1.7.4

logstash 7.10.1

OCP LT 704 I Nz Loki221

kafka 2.7.0

rsyslog-8.39.0

3.2.8.6. OpenShift Logging 5.4 THR— b XhzaOJ7—49Hhs5%14 7

Red Hat OpenShift Logging 5.4 I&. BY7—4%%4—4 v hOJ AL V5 —ITEETHDICLLTD
HAS4 T7sL07ObaLERELET,

RedHat (3, UTORICEHINTVLE TN ThOEAEDLEETZAMNLET, 2EL. Thb07O
NIWERYADLYEREREOSY -7y hOJAL VY —ICAQTT—9 % EETE 2T T,
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Hhos 147 Zokan 7 A M TR
Amazon CloudWatch REST over HTTPS Amazon CloudWatch MIR47/3—
Jav
elasticsearch elasticsearch Elasticsearch 7.10.1
fluentdForward fluentd forward v1 fluentd 1.14.5
logstash 7.10.1
Loki REST over HTTP and HTTPS OCPIZ7 704 I7z Loki2.2.1
kafka kafka 0.1 kafka 2.7.0
syslog RFC-3164. RFC-5424 rsyslog-8.39.0

3.2.8.7. OpenShift Logging 5.5 THR—bXhzaO0/7—49Hhs5%14 7

Red Hat OpenShift Logging 5.5 &, A F7F—4% %4 —4% v hOJ AL I —ITEET BHICLLTD
HAOv4 FTsLo7OraLERELET,

RedHat (&, UTORICEHINTVWE TR ThOEAEDLEETZAMLET, 2ZL. ThboD7O
NIWERYADSLYEREREOSY =7y hOJAL VY —ICATT—9 % EETE 2T T,

Hhos 147 Zokan 7 A M TR
Amazon CloudWatch REST over HTTPS Amazon CloudWatch MIR47/3—
Jav
elasticsearch elasticsearch Elasticsearch 7.10.1
fluentdForward fluentd forward v1 fluentd 1.14.6
logstash 7.10.1
Loki REST over HTTP and HTTPS OCP IZ7 704 I/ Loki25.0
kafka kafka 0.1 kafka 2.7.0
syslog RFC-3164. RFC-5424 rsyslog-8.39.0

3.2.8.8. OpenShift Logging 5.6 TH R— b X0 7—49HNy1 S

Red Hat OpenShift Logging 5.6 l&. BY7—4%4—4y ATV AL V9 —IZEEFETBDICLLTD
HAOv4 T8O raLERELET,

RedHat (3, UTFTORICEHINTLWE TR ThOEAEDLEETZAMLET, 2EL, ThboD7O
NIWERYADLYEREREOSY -7y hOJAL VY —ICAQTT—9 % EETE 2T TY,

279



OpenShift Container Platform 4.nOx¥> &

Hhosv1 7 Zaokan 7 A M CfEA

Amazon CloudWatch REST over HTTPS Amazon CloudWatch ®IR17/3—
av

elasticsearch elasticsearch Elasticsearch 6.8.23

Elasticsearch 7.10.1

Elasticsearch 8.6.1

fluentdForward fluentd forward v1 fluentd 1.14.6
logstash 7.10.1
Loki REST over HTTP and HTTPS OCP 77 B4 TNz Loki25.0
kafka kafka 0.1 kafka 2.7.0
syslog RFC-3164. RFC-5424 rsyslog-8.39.0

BF

Fluentd I&. 5.6.2 ®B¥ T Elasticsearch8 2#H7/R— K L TWEH A, Vectorid, 5.7.0
& Y HIOD fluentd/logstash/rsyslog Z#HR—k L TWEH A,

3.2.8.9. 4B Elasticsearch 4 Y A9 2V AAD O T DS

4 7> 3> T, AEB OpenShift Container Platform Elasticsearch 1 ¥ 24 ~ ZIZMA T, FhiZZDR
HY ICHEB Elasticsearch 1 YRS VROV ZERETE X T, AEO T 7 T ) &' —% —% OpenShift
Container Platform ™o A/ 7 —9 % ZET 5L D ICRET 2MENHY X T,

ANER Elasticsearch 41 Y 29 VY AANDOVEEEZRET 2ICIE. TDAVRI VY ZAANOEAB L CHEA
%{FHEY %/31 754 > T ClusterLogForwarder 1 X4 ')V —R (CR) #/ERXT Z2HENHY F
¥, HEB Elasticsearch HATI&, HTTP(ZF 2 7 TRW) F/LIE HTTPS(F 2 774 HTTP) iR % &
ATXZY,

M ER Elasticsearch 1 > A4 > X & NER Elasticsearch 1 Y R Y VY ZADOWMAICAT #5% T 5121, B
BLUHAELA VAV AANDIRA T4V, BLVdefaut EOAEFERALTOTERNEAS Y RY U RIUC
BETEINA T4V EERLET, default HA%ZERTI2HLELHY FHA, default HOERET
%3154, default £ 711% Red Hat OpenShift Logging Operator BICFHI N B/, T5—XvE—Y
NEEINET,

pa

0 7' % AEB OpenShift Container Platform Elasticsearch 4 ¥ 24 V' X D IZERiE T % b
ENH D155 1L, ClusterLogForwarder CR #{EX I 2 X EEH Y FH A,

AR

o EEINATONINFALEFERXEZFRALTCOX VI T—9E2ZETLHILIICHEINZOL
VY —=IN—DRETT,
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¥
1. ClusterLogForwarder CRA 73 =V N2E&HT 2 YAML 7 7 1 L EERREIEREL F 7.

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging g
spec:
outputs:
- name: elasticsearch-insecure 6
type: "elasticsearch" ﬂ
url: http://elasticsearch.insecure.com:9200 6
- name: elasticsearch-secure
type: "elasticsearch"
url: https://elasticsearch.secure.com:9200 G
secret:
name: es-secret ﬂ
pipelines:
- name: application-logs 9
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-secure @

- default m

labels:
myLabel: "myValue" @
- name: infrastructure-audit-logs @
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
logs: "audit-infra"

ClusterLogForwarder CR D& #iid instance THZMHELHY F T,
ClusterLogForwarder CR M namespace (& openshift-logging TH2EHNH Y X7,
HAODERIZEEL T,

elasticsearch ¥ 1 7%#1EEL £ 7.

458 Elasticsearch 1 Y 249 Y ZM URL B L VR— M2 BMAMR URL & LTIREL
¥, http(EFa7TAHW) FOMINF I https (EF 2 7R HTTP) 7O NI AFER

TEFd, CIDR7/FT—YavaERTRISR9—2EF&D7TAFY—DEICA - T
WaEa., EARKIP 7 RLRATIEABLS Y —NN—LF/~IIFQDN THEIRELHY £ T,

0009

TFITLEHRBTIE. —ILy b Z2#EL T, 5T % https 713 http URL Z357E
TEEY,

o
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® 090 009

(=

https #ERFDIFEIE. TLSBEDOIY RRA Y MIBERY—I Ly NOARIZIEEL
¥9., ¥—7 L v bMid openshift-logging 70> =7 MIFEEL. tls.crt. tlskey & &V

FTFoav A TSA4AVvDEFERRELET,

NA TS24V %FERLTEET 207 % 41 7 (application. infrastructure = 7 (% audit)
HEEELET,

CDNRATZ4 TRV EGEET SRICERT2ENOLRIZBELFT,

Z 73047 % KNER Elasticsearch 41 Y R4 ¥ RITEET 37012 default B A EIEE
L/i-g—o

7 avEElbIn/izJSONOY T M) —% structured 7 1+ —JL KD JSON # 7
VIV KMNELTEZETINEIDNEEELEYT, OV N —ICAMAEELIN:
JSONDEFNBMENHY XT, 5 THRWEHEIE OpenShift Logging & #iE1k
74 —ILREHIRL, KDYICOTIZVN)—%2FT 74 bDA VT v o R app-00000x
ICEFELET,

A7 av:XFH, OJIEINYT % 1D LIFEHDI NI,

7 avHR—MNINBIA TOMOHAEO T T V) S =9 — LAV EHEET D LD
ICEBOHENZRELE Y,

o NAT54V%RBT AR

e inputRefs (&, ZD/NA TS VAEFERLCEGETZ0594 S TT
(application. infrastructure. 73 audit).

e outputRefs [IERAT HHAODERITT,

o ATV av:xXFH, AVIEMT % 1 2FLIEEHRD S NI,

2.CRATV U MaFRLE Y,

I $ oc create -f <file-name>.yaml

Bl: 1—F—RENRRT—FEZELY—IL vy bDR
A—H—ZENRRT—RZELY—I Ly b2FERA LT, SEB Elasticsearch 1 Y XF VY ZAADEF 2

TR

AL CEET,

fe& 2, Y— R/X—F 4 —H¥ Elasticsearch 1 Y R4V A %#BE$ 57, ¥HE TLS (mTLS) ¥—*%
FHETERWGEIC, HTTP EAIEHTTPS 2B L CA—H—RENRT—REELY—I L v b %
BETEFT,

1. LATFDBID & S 7% Secret YAML 7 7 4 )L L ¥ 9, username & &£ U password 7 1 —
JVRICbase64 TTYOA—RINLEAEFERALET, >—2VL vy N1 FIET 74 M THRE
EHT\‘-Q—O
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kind: Secret
metadata:

name: openshift-test-secret
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data:
username: <username>
password: <password>

2. 9_9 l/\y I\%{/Eﬁibi-g—o

I $ oc create secret -n openshift-logging openshift-test-secret.yaml

3. ClusterLogForwarder CRIC>—2 L v hDERIZIREL X T,

kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch
type: "elasticsearch"
url: https://elasticsearch.secure.com:9200
secret:
name: openshift-test-secret

' p= T
url 7 4 —JL ROMETIL, $HBEFEIE http £ 7213 https IC2Y X7,

4. CRAZ7V U MR LET,

I $ oc create -f <file-name>.yaml

3.2.8.10.Fluentd 52 7’0 b L&A L7-0O 7 O¥r%E

Fluentd forward 7O h A EFERA L T, 77 4L KD Elasticsearch O X M 7DRDY, FilEZTh
IKMAT7ORIANEZFAND LD ICREINAABOI/ 7Y S—4—ICOJDIE—%2ZEEFETE
¥9., AEOT 7YY 5 —4—% OpenShift Container Platform WSO 7 %% {ET DL D IERET 20
ERrHYET,

forward 7O MV AFERA L TOJEEEFRET 5ICIE. Fluentd H—N"—II{ T 212U LEOHEIS
SUVENSDOHANEFERT 5/814 TS5 4 >~ &I ClusterLogForwarder 71 2 4 Ls') —Z (CR) % {ERK
LEJ. Fluentd DEAIE TCP(ZF 27 TRW) FALIE TLS(EF 2 7R TCP) EfRzFHTE X7,

pa

Frld, REYY TEFERALTCEX 7O NIV EFERLTOV2GETHIEETEE
¥, L. ZTDAEIE OpenShift Container Platform TIZIFHERE E Y, S DY
) —RATBMYBRINET,

~

AR

o EEINATOMNINFAEFERXEZFRALTCOX VI T—9E2ZETIHILIICHEINZOL
VY —=IN—DRETT,
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¥
1. ClusterLogForwarder CRA 73 =V N2E&HT 2 YAML 7 7 1 L EERREIEREL F 7.

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging g
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 6

secret: @

name: fluentd-secret

- name: fluentd-server-insecure

type: fluentdForward

url: 'tcp://fluentdserver.home.example.com:24224'
pipelines:
- name: forward-to-fluentd-secure ﬂ

inputRefs: 6

- application

- audit

outputRefs:

clusterld: "C1234" (B
- name: forward-to-fluentd-insecure @
inputRefs:
- infrastructure
outputRefs:
- fluentd-server-insecure
labels:
clusterld: "C1234"

ClusterLogForwarder CR D £Hild instance THEZUNENHY T,
ClusterLogForwarder CR M namespace (& openshift-logging TH2EHNHY X7,
HAODERIZEEL T,

fluentdForward ¥ 1 7%8E L £7,

HEB Fluentd 1 Y R9 Y ZD URL BELUR— b ZBRAHET URL & LTHEEL T, tep
(EFa27THRW) FOMINLNELEUs (EF27ATCP) 7OMINEFERATEET,

CDR7/F—>avaFEAT 3759 —2F07Oax>—IEMICR > TWBIEA.
HAKIP 7 RLRATIRRLS Y —N—ZF/~IZTFQDN THEIREIHY T,

0009

tls HEEFHAFER T 2HBE1E. TLSEBEOIY RKRA Y MIBERI—I Ly NDOELRI%
EBETIRENHYET, ¥—2 L v b openshift-logging 7OY =7 MNMIEHE

L. tls.crt. tls.key & & U ca-bundle.crt DF —HEFEFNZ2MEBENHYET., bl
TNENDAKRTIAZT 2SR LI T, TLUADHZEIE, http & & U https EEEFHDIFE

o
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i, A—HY—RBENRRAT—REELY—I Ly bEBETETET, FMIE. Example:
Setting secret that contains a username and password. =& L T 72X W,

FTFoav A TSA4AVvDEFERRELET,

NA TS24V %FERLTEET 207 % 41 7 (application. infrastructure = 7 (% audit)
HEEELET,

CDNRATZ4 TRV EGEET SRICERT2ENOLRIZBELFT,

Z 73O % KNER Elasticsearch 41 Y R4 ¥ RICERET 578 (C default B A& IEE
L/i-g—o

O 990 09

FF av:EElkIniJSONAST Ty M) —% structured 7 1 —JL KD JSON # 7
IV PMELTEHEETINEINEIRELET, OV N —ILEMAEEEINL
JSONDEFNBMENHY XT, 5 THRWEHEIE OpenShift Logging & #iE1k
74 —ILREHIRL, KDYICOTIZVN)—%2FT 74 bDA VT v o R app-00000x
IKEELE T,

TV a v xFy, AJIGEMT 21 2FLIFERDOINI,

s S

7 avHR—MNINBIA TOMOHAEO T T V) S =9 — LAV EHEET D LD
ICERBOHENZRELE Y,

o NAT54V%RBT AR

e inputRefs (&, ZD/NA TS VAEFERLCEGETZ0594 S TT
(application. infrastructure. 73 audit).

e outputRefs [IERAT HHAODERITT,

o ATV av:xXFH, AVIEMT % 1 2FLIEEHRD S NI,

2.CRATV U MaFRLE Y,

I $ oc create -f <file-name>.yaml

3.2.8.10.1. Logstash #* fluentd 57 —4% Y AL /-HDF / REDEME
Logstash 2" fluentd 5 A V7 —4 ZEYIALICIE, Logstashi&REZ7 7ML TH / WEEEZEMICT
DHENDHYET,

FIR

® Logstash %% 7 7 1 JLC. nanosecond_precision % true ICEXEL £,

Logstash3&E 7 7 1 )L DHI

input { tcp { codec => fluent { nanosecond_precision => true } port => 24114 } }
filter { }
output { stdout { codec => rubydebug } }

3.2.8.1l.syslog 7O FJ A L O Y DR
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syslog RFC3164 £7z1& RFC5424 7O )L AFEA LT, 77 #JL b D Elasticsearch A7 X k7 D
HY, FAEFEINIKMATTAONILEZFAND LD ICEREINAABOI 7Y S—4H—IlOTD
JE—%Z&EETEET, syslogh—/I"—R &, AEO T T J) 5 —% —7% OpenShift Container
Platform "5 AV %#ZET D LD ICKRET Z2HEHLIHY 7,

syslog 7O NI AFRALTCOJVEREERET BITIE, syslog —N— (I T B 1 DULEOHEDE LT
TNSDHEANEFERT %/831 54 > &HIT ClusterLogForwarder 1 2 4 1s') — X (CR) Z{ER L &
¥, syslog HATI&, UDP, TCP., F/WXTLSERKAFATEZT,

R

Frold, REYY TEFEAL TsyslogRFC3164 7O NI AFRLTCAV %85%T %
ZEHETEZET, 2L, ZTDAZEIE OpenShift Container Platform TIdIE#ELR & 42
Y, SEDY ) —RATRYBRHIMET,

AR

o EEINATONINFAEFERXEZFRALTCOX VI T—9E2ZETLILIICHEINAZOL
VY —=IN—DRETT,

¥
1. ClusterLogForwarder CRA 7 =V N2 E&HT 2 YAML 7 7 M L EERREIEREL F T,

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: rsyslog-east 6
type: syslog ﬂ
syslog: 9
facility: localO
rfc: RFC3164
payloadKey: message
severity: informational
url: 'tls://rsyslogserver.east.example.com:514' G
secret: ﬂ
name: syslog-secret
- name: rsyslog-west
type: syslog
syslog:
appName: myapp
facility: user
msgID: mymsg
proclD: myproc
rfc: RFC5424
severity: debug
url: 'udp://rsyslogserver.west.example.com:514'
pipelines:
- name: syslog-east 6
inputRefs: g
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- audit

- application
outputRefs: @
- rsyslog-east

- default B)

parse: json @
labels:
secure: "true"
syslog: "east"
- name: syslog-west
inputRefs:
- infrastructure
outputRefs:
- rsyslog-west
- default
labels:
syslog: "west"

ClusterLogForwarder CR D &#ild instance THZMELHY F T,
ClusterLogForwarder CR M namespace I& openshift-logging TH 2 NEHNHY £,
HAODERIZIEELX T,

syslog ¥ 1 7%5EEL T,

FTa v UTFIC—ERRINT WS syslog/NT XA =4 —%EELET,

H&Bsyslog A VRAIVZADURL BLPR—MEBELF T, udp (EF 27 TRL), tcp
(EF¥a7TchRW) FObalL, FhiEts(EFa27RTCP) 7O NIV AEFERATEET,
CDR7/7—2avaERT2I 29 —24070F =BT A > TWDBIFE.
HAFIP7 RLURATRALKY—N—RZF/IEZFQDN THIUHENHY £7,

tls AN AFER T 2HBEIE. TLSBEDOIY RKRA Y MIBERI—I Ly NOELHI%
BETI2HENHY T, ~—7 L v M openshift-logging 70 =7 MIEE

L. tls.crt. tls.key & & U ca-bundle.crt DF —HEFEFNZ2MEBENHY ET., I bid.
TNENDAKRTIARETLSRLIT,

FFoav: "M T4 VD&RIEEELE T,

NA TS24V %FERLTEXT 207 % 1 7 (application. infrastructure = 7 (% audit)
HEELET,

CDNRATZ4 TRV EEET SRICERT2ENOZRIZBELFT,

Z 7 a0 %KNER Elasticsearch 41 Y R4 ¥ R ICERET 57812 default B A% IEE
L/i-a—o

FFav:EElkIhiJSONAS Ty M) —% structured 7 1 —JL KD JSON # 7
I PMELTEHBETINEINEERELET, OV N —ICAMAEEELINL
JSONDEFNBMENHY EXT, 5 THRWEHEIE OpenShift Logging & #E1k
74 —ILREHIFRL, KRDYICOTIZVN)—%2FT 74 MDA VT v o R app-00000x
IKEELE T,

F7av:xFh, ATICEMNT 2 1 DX LIEERD IR, "true" R EDE| BB,
T—=ILEE LTTERLS, XFIEE LTR#INDLDICLET,
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7o avYR—MNINBIA TOMOHAEO T T V) S =9 —ICATEHEET D LD
ICERBOHENZRELE T,

NA T4 v %HRAT 2 EH.

e inputRefs (&, TD/NA TSV AFERLTEXET 207914 T TY
(application. infrastructure. 73 audit).

e outputRefs [IFERAT HHAODEREITT,

o AT aviXFI, OTIENT 51 DFLBFERDINI,

22CRATV U MEFEHRLET,

I $ oc create -f <file-name>.yaml

328N Ay E—IHAADOTY —REHRDEN

AddLogSource 7 1 —JL K% ClusterLogForwarder 7 X% L)Y —X (CR) ICEBINY 52 &
T. namespace_name. pod_name. & & U container name EXR%ZL I1— KD Xyvt—Y 74—
JWRICEIMTEEXT,

spec:
outputs:
- name: syslogout
syslog:
addLogSource: true
facility: user
payloadKey: message
rfc: RFC3164
severity: debug
tag: mytag
type: syslog
url: tls://syslog-receiver.openshift-logging.svc:24224
pipelines:
- inputRefs:
- application
name: test-app
outputRefs:
- syslogout

= -1o)
. ZD/TEIE. RFC3164 & RFC5424 Ol A & HiatENRHY £,

AddLogSource Z [ L W GE D syslog X v 22— HADHI

<15>1 2020-11-15T17:06:14+00:00 fluentd-9hkb4 mytag - - - {"msgcontent"=>"Message Contents",
"timestamp"=>"2020-11-15 17:06:09", "tag_key"=>"rec_tag", "index"=>56}

AddLogSource % {8 L 7= syslog X v z— I H DAl
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<15>1 2020-11-16T10:49:37+00:00 crc-j55b9-master-0 mytag - - - namespace_name=clo-test-
6327,pod_name=Ilog-generator-ff9746c49-gxm7l,container_name=log-generator,message=
{"msgcontent":"My life is my message", "timestamp":"2020-11-16 10:49:36", "tag_key":"rec_tag",
"index":76}

3.2.8.11.2. syslog /1N A —4 —

swmgmﬂkm UTABETEEY, #MllE. syslog ® RFC3164 F7lE RFC5424 RFC 25 HR L T
<T\_

e facility:syslog 77> ) 714 —, BICIF 10 EBDEHRLLIIRKXFENMNFEXF LARWVWF—
77— REZFERATEET,

o0 W—XIXytE—IYDFEIE. 0F7I kern

o I—H—LNILDAYE—IDHFEIF. 1FEuser. TT7AIITY,

o A—=JLYRATFLDFEIK, 2 F7/21F mail

o YRTFLT—EVDHEI. 3 £7/IE daemon

o TXxal)T 4 —/REX Yy E—YDIFEIE. 4 £/2I1F auth

o syslogd ICL > THEBICERINDE X v 2—TUDIHFEIE. 5 £/ syslog

o FAVIYVI—HBTIRTFTLDFZEIE. 6 F/id Ipr

o XY NT—7 news 7Y AT LDFEIF. 7 £72Id news

o UUCPH 7Y RFLDIGEIL 8 /I uucp

o YOV IT—EVDIFEIE. 9 F7/ cron

o EXxal) T4 —FEEAYE—YDHFEIK. 10 £/ authpriv

o FTP 7—EVODHEIE. 11 £7IX ftp

o NTPH 7Y RFLDEEIE. 12 £/ ntp

o syslog BEEOJ DIFHIE. 13 F7zId security

o syslog 77— hOJDiFEIE. 14 £/ console

o R TVa—-Y) U IF—FEUDHEIE. 15 /=l solaris-cron

o O—AIIIFERINS facility DIFHEIE. 16-23 F 7= (X local0 - local7

e F 7> a:payloadKey:syslog X v 2—YDRA O—R&ELTERATZLI—RKT71—IL K,

y 3!
payloadKey /X5 XA —4% —%FRET D &, D/NT X —4 —7H syslog ICERIEX

N Y E9,

o rfcisyslog &AL TCAOJAEET 27-OICERINS RFC, 77 4L MME RFC5424 T9,
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® severity: IS syslog L O— NIZEREIN S syslog DEKRE, {BICIE 10 EHOEBHF 21X KX
FENINXFEERF LABAWF—7—REFHTEET,

o YRTFTLNMEARATHBDIEAERT XY E—IDIFEIE, 0 F7zi& Emergency

o BIBFICT VY avaRTI2MBENHDIEETRT Ay E—IUDIFEIFE. 1 F/1E Alert
o BEAMLREATRT Ay E—YDBEIE. 2 £/ Critical

o IS—DREETRT Ay E—TYDIHEIE. 3 £/ Error

o EEREATT XY E—YDIHFEIE. 4 £72I1E Warning

o FETHINEELMREBETRT XA v E—YDHFEIIX, 5 7L Notice

o [FHRERMIDZIA Y E—TDIFEIE. 6 £7/-1F Informational

o

TNy TLRIVDAYE—VERBTZ Ay EE—TDIFEIE. 7 £7/id Debug, 77 #+ )L
NTT,

e tag: ¥ JId. syslog Ay tE—YTHJELTEATSLI—RFIT1—ILFZEBELET,

e trimPrefix: IEEIN/EEHEZY IO LHIKRLET,

3.2.8.11.3. 3 BIN®M RFC5424 syslog /X5 A —4 —

UTFDINZ X —4—[E RFC5424 ISBEAINE T,

® appName:APP-NAME &, OV %FEELAT TN r—>ava#Hpd27 ) —TF A MNDXF
FITY, RFC5424 ICxf L TIRET 2MENHY X T,

® msglD:MSGID &, Ay tE—2Dy4 TaHANT 27 ) —FTFXMNXFITY, RFC5424 |IZxd
LTHEETZ2HEIHYZET,

® procID:PROCID iZ7 Y —FF XA MXFIHTY, ENEEINBIHEIE. syslog L AR— ~ DA
LTWBZ&%TRLEY, RFC5424 ILF L TIRET 2MENHY T,

3.2.8.12. O ¥ M Amazon CloudWatch ~Di#x%

Amazon Web Services (AWS) BN RZA R T2 E=4 )V IBLTATRA ML —YH—ERXTH S Amazon
CloudWatch ICOJ % EETEEY, T 74N MOOJVRMNFICIMAT, £FLEOJZANT7ORDY
IC. CloudWatch ICAJ A8RXTE XS,

CloudWatch ~D O JERE AR ET 5 I1CIk. CloudWatch DD B L OCHE N A FERT 2/84 514V T
ClusterLogForwarder 1 X% 1) Y —RZ (CR) 2EK T 2 HEHLIHYET,

FIR

1. aws_access_key_id & & U aws_secret_access_key 7 1 —I)L R%Z{FEHY % Secret YAML
774N EEK L. base64 TTY I— NI N/ AWS SREEBEREI/EL T, UTICHETRL
xY,

apiVersion: v1
kind: Secret
metadata:

name: cw-secret
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namespace: openshift-logging
data:
aws_access_key_id: QUIJQUIPUOZPRE5ONOVYQU1QTEUK
aws_secret_access_key:
dOphbHJYVXRuURKVNSS9LNO1ERU5HL2JQeFJmaUNZRVhBTVBMRUtFWQo=

2. =Ly befFRLET, UTICHZRLET,

I $ oc apply -f cw-secret.yaml

3. ClusterLogForwarder CRA 72 ¥V N&EHT 2 YAML 7 7 A IV A ER F /I3 mEL T,
D774, Y=Ly hOERIZHEELE T, UTICHAlZRLET,

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: cw
type: cloudwatch ﬂ
cloudwatch:
groupBy: logType 6
groupPrefix: <group prefix> G
region: us-east-2
secret:
name: cw-secret 6
pipelines:
- name: infra-logs Q
inputRefs: @
- infrastructure
- audit
- application
outputRefs:

~ew P
ClusterLogForwarder CR M &#iid instance THZMELHY F T,
ClusterLogForwarder CR M namespace I& openshift-logging TH 2 NEHNHY £,
HAODERIZEEL T,

cloudwatch ¥ 1 7%##EL 7,

0009

F7varv. 007V —TIbd2HEEEBELET,
e logTypeld. OV %4 7Oy I —T5ERLET,
e namespaceName (&, 7 7)) s —> 3 > ® namespace CTEICOY JIL—T%ER L

F9, T, AVIFZANSVFy—BLOEEOVTHOEROO T JIL—THERK
L/i-g—o
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® namespaceuvulD (&, )/ )T — 3 Y/ namespace UUID C CHTLWVWH Y VIv—J
EERLET, Tl 1 VISR 9Fy—EL0EEQJTHEO@ERNOO Y JIL—
TEERLET,

a7 —TOEEICEEFNST 7 4 )L h® infrastructureName E5EFE A B
XMZDINFHERELET,

AWS ) —T a3 vaisELET,
AWS SREFIBE#HRNMIEFEFNDY—I Ly NOEZRIZIELE T,

FTFoav A TS4VDEERRELET,

9009 O

NA T4V EFERLTEXT 207 % 1 7 (application. infrastructure = 7z (% audit)
HEELET,

ZDNRA T4 TOVEEET2HICHERT2HNOERIZH/ELE T,

=

4. CRATIV U bafFRLE T,

I $ oc create -f <file-name>.yaml

f5l: Amazon CloudWatch T® ClusterLogForwarder D{H

Z T Tl&. ClusterLogForwarder 124 L!) Y —2 (CR) DY > FJL &, Amazon CloudWatch ICH A
TE2O00T7—9DNKRTINET,

mycluster & L\ D &F]D OpenShift Container Platform 7 5 24 —%EfTLTW3 & L F 9, ULTFD3
TV RIE. U5 A5—0 infrastructureName 25X L £ 9, ZHid, £ Taws I7 Y NDOERRICER L
9,

$ oc get Infrastructure/cluster -ojson | jq .status.infrastructureName
"mycluster-7977k"

ZDFDOATT—8EEKT BICIE. app & WD BARID namespace T busybox pod Z#E{T L &

9, busyboxpodid, 3T EITstdout ICA Y E—VAEXIAHET,

$ oc run busybox --image=busybox -- sh -¢ 'while true; do echo "My life is my message"; sleep 3;
done'

$ oc logs -f busybox

My life is my message

My life is my message

My life is my message

busybox pod A’Z17X 1% app namespace D UUID #RFETEX T,

$ oc get ns/app -ojson | jq .metadata.uid
"794e1e1a-b9f5-4958-a190-e76a9b53d7bf"

ClusterLogForwarder h X9 LYY —RZX (CR) T, A1V I7ZAMSIFv—, BEE. 8L T7TY
H—ravayd 94 7% all-logs /8 TS5A VADAAELTHRELET, T 2ONRMTSA4 Y
% cew HOICHER L. us-east-2 ') —< 3 @ CloudWatch 41 Y 24V RICERE L £ 9,

I apiVersion: "logging.openshift.io/v1"
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kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: cw
type: cloudwatch
cloudwatch:
groupBy: logType
region: us-east-2
secret:
name: cw-secret
pipelines:
- name: all-logs
inputRefs:
- infrastructure
- audit
- application
outputRefs:
- CW

CloudWatch D& ) = aviliEk, 3D2DOLRIVDA TP MAEENZET,
o OJIIN—T
o OJAN)—L
B OJARV b

ClusterLogForwarding CR @ groupBy: logType D354 1C. inputRefs ICH 2 3 D20OJ 941 7T
Amazon Cloudwatch I3 20AT VI —TH#ER L E T,

$ aws --output json logs describe-log-groups | jq .logGroups[].logGroupName
"mycluster-7977k.application”

"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

£V —FI2Fa AN —LDEFNFT,

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.application | jq
.logStreams[].logStreamName

"kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log"

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.audit | jq
logStreams[].logStreamName

"ip-10-0-131-228.us-east-2.compute.internal.k8s-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.linux-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.openshift-audit.log"

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.infrastructure | jq
logStreams[].logStreamName
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-69f9fd9b58-
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zqzw5_openshift-oauth-apiserver_oauth-apiserver-
453c5c4ee026fe20a6139babb1cdd1bed25989¢905bf5ac5ca211b7cbb5¢3d7b.1og"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-797774f7c5-
Iftrx_openshift-apiserver_openshift-apiserver-
ce51532df7d4e4d5f21c4f4be05f6575b93196336be0027067fd7d93d70f66a4.l0g"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-797774f7c5-
Iftrx_openshift-apiserver_openshift-apiserver-check-endpoints-
82a29096b5931b5c3b1d6dc4b66113252da4a6472c9fff48623baee761911a9ef.log"

FOTZARN)—=LIZIEATARY D EFENFE T, busyboxPod S5 ATANY MERRT BIC
i&. application OV 7 )L—7H 507X KN —LEBELET,

$ aws logs get-log-events --log-group-name mycluster-7977k.application --log-stream-name
kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log

{

"events": [
{

"timestamp": 1629422704178,

"message": "{\"docker\":
{\"container_id\":\"da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76\"},\"kub
ernetes\":
{\"container_name\":\"busybox\" \"namespace_name\":\"app\",\"pod_name\":\"busybox\",\"container_ima
ge\":\"docker.io/library/busybox:latest\",\"container_image_id\":\"docker.io/library/busybox@sha256:0f35
4ec1728d9ff32edcd7d1b8bbdfc798277ad36120dc3dc683bed44524¢8b60\",\"pod_id\":\"870be234-
90a3-4258-b73f-4f4d6e2777c7\"\"host\":\"ip-10-0-216-3.us-east-2.compute.internal\",\"labels\":
{\"run\":\"busybox\"},\"master_url\":\"https://kubernetes.default.svc\",\"namespace_id\":\"794e1e1a-
b9f5-4958-a190-e76a9b53d7bf\",\"namespace_labels\":
{\"kubernetes_io/metadata_name\":\"app\"}},\"message\":\"My life is my
message\",\"level\"\"unknown\",\"hostname\":\"ip-10-0-216-3.us-east-
2.compute.internal\" \"pipeline_metadata\":{\"collector\":
{\"ipaddr4\":\"10.0.216.3\",\"inputname\":\"fluent-plugin-
systemd\" \"name\":\"fluentd\",\"received_at\":\"2021-08-
20T01:25:08.085760+00:00\",\"version\":\"1.7.4 1.6.0\"}},\"@timestamp\":\"2021-08-
20T01:25:04.178986+00:00\",\"viaq_index_name\":\"app-
write\"\"viaq_msg_id\"\"NWR;ZmUyMWQ1tZjgzNCOOM;jl4LTk3MjMtNTKkSNmMY3ZjU4NDk1\" \"log_type\":
\"application\"\"time\":\"2021-08-20T01:25:04+00:00\"}",

"ingestionTime": 1629422744016

b

Fl: a7 IIN—TE2DEBHEDHRAY<TA X

A7 JI—7E&Tl&. 77 %)L b O infrastructureName #3585 mycluster-7977k |+ demo-group-
prefix D& D ICEBEDXFINBEZIMA DI ENTEET, COEFEEMASIC
l&. ClusterLogForwarding CR ® groupPrefix 7 1 —JL RZE#H L £ 7,

cloudwatch:
groupBy: logType
groupPrefix: demo-group-prefix
region: us-east-2

groupPrefix DfE(&. 77 # )L b D infrastructureName EEF 4 B XA F T,
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$ aws --output json logs describe-log-groups | jq .logGroups[].logGroupName
"demo-group-prefix.application”

"demo-group-prefix.audit”

"demo-group-prefix.infrastructure”

Bl: 7 7Y r—> 3 >®D namespace B EICOT I IN—TDw4

PSR —HDT S r— 3~ namespace &L, ZEINT Y — 32 namespace &% H & IC
¥ % CloudWatch ICA Y J I —T%ERTEE T,

7)) lr—>3v®Dnamespace 7 7V 7 MEHIBRL T, ALARIOHLWA TSV MEERT %
%AIE. CloudWatch (ZBETER L OV VIV —F & FER LG £ T,

HEICZIMARLT7Z Y r—> 3> namespace 7 7V 27 MBI EMCFEDIHZE X, T DFITERER
INTVWEHEEFERALET, THUAT, ERIN207 XAy -2 2 BEICKBT 2RENH 515
&iE. Y IZ Naming log groups for application namespace UUIDs D+ - ¥ 3 VA SR L T REX
(A

7)) r—> 3 namespace BEEICLAEARIZEBELTCT ) r—2a vl 7 —T%5ERT %
ICI&. ClusterLogForwarder CR T groupBy 7 1 —JL KD{E% namespaceName [ZFXE L 7,

cloudwatch:
groupBy: namespaceName
region: us-east-2

groupBy % namespaceName ICERET D&, 7 XU Tr—2a vl —TOHDHEEZITET,
ZhiE. audit & &£ infrastructure DO 7 7 IIL—FITIIRELFH A,

Amazon Cloudwatch Tl&, namespace £AEZEO VT VI —TEDREILRRIINE T, 7TV —> 3
~ namespace (app) M1 D TH B 7. LLTDHAIE mycluster-7977k.application TIE7x <, FL W
mycluster-7977k.app 07 7 )L — 7% RLTWET,

$ aws --output json logs describe-log-groups | jq .logGroups|].logGroupName
"mycluster-7977k.app"

"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

ZDBIDYSAY—ITEHDT T 4r— 3 namespace & E N 3BEIE. HAICIE namespace &
EIEHOOT TN —THRRRINET,

groupBy 7 4 —JLRI&, 77U —2a vV —7REFICRELET, Zhid auditBLV
infrastructure DO 7 7L —FICIIHELEH A,

Bl: 7 7Y Hr— 3> namespace UUID &2 & icOV IV —T D@4

PSR —HNDT7 ) r— 32 namespace TEIC, ZEINT 7 & — 3 >~ namespace M UUID %
£ &1CF % CloudWatch IcA Y T I —T5ERTEZE T,

7Y —2 3D namespace 7 7V TV M EHIBR L THFROO T IV —T%=ERT 25614,
CloudWatch TFHrLWAOJ VT IL—T%#ERK L E T,

HEICAFINRRDZ T ) r—> 3 ¥ namespace 7 7V 7 MBI EMCFEDHZEIE. ZDHFITE

I TWBAEZFERALET, ThUADZEE. FIHRDA): Naming log groups for application
namespace name D7 > a v ASRL TL LI,
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FT)T— 3V namespaceUUID ZE & ICAY TV M) —ICERZMIT S I
I&. ClusterLogForwarder CR T groupBy 7 1« —JL K(D{&% namespaceUUID [ZFZEL 7,

cloudwatch:
groupBy: namespaceUUID
region: us-east-2

Amazon Cloudwatch Tl&, namespace UUID A&EO T VI —TEZDBRICKRRINE T, 7TV r—
< 3 ¥ namespace (app) ' 1 D TH %728, LT DH L mycluster-7977k.application Tl <. #
L L\ mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf O/ /)L — S RLTWE T,

$ aws --output json logs describe-log-groups | jq .logGroups[].logGroupName
"mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf" // uid of the "app" namespace
"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

groupBy 7 41 —J)LRIE, 77U —2av00 70 —FRFRELET, Ihik auditBLV
infrastructure DO 7 VL —FICIIHELFH A,

3.2.8.12.1. STS ®hix ¥ 7 A ¥ —H* 5 Amazon CloudWatch AD O J#xE

AWS Security Token Service (STS) BAEMICR > TWB I TR —DIFEIC. AWSH—ERT7TAHD VK
HFENTERT B H. Cloud Credential Operator (CCO) —7F 1 Y5 4 — ccoctl R LTI/ LTV
YD) VIRANEERTEZET,

' pz -1o)
CDHEEEIX, vector ALV H—TIEHR—KFINhTWEHEA,

AWS SBEHEHRY V T X b DYERL

1. UWFOF>FL—M%{FBL T, CredentialsRequest 1 X% L)Y —R YAML %4{ER L £
-a—o

CloudWatch 2 LT v ILY 9T RANDFY L — b

apiVersion: cloudcredential.openshift.io/v1
kind: CredentialsRequest
metadata:
name: <your_role_name>-credrequest
namespace: openshift-cloud-credential-operator
spec:
providerSpec:
apiVersion: cloudcredential.openshift.io/v1
kind: AWSProviderSpec
statementEntries:
- action:
- logs:PutLogEvents
- logs:CreateLogGroup
- logs:PutRetentionPolicy
- logs:CreateLogStream
- logs:DescribeLogGroups
- logs:DescribeLogStreams
effect: Allow

296


https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.11/html-single/authentication_and_authorization/#about-the-cloud-credential-operator
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resource: arn:aws:logs:*:*:*
secretRef:
name: <your_role_name>
namespace: openshift-logging
serviceAccountNames:
- logcollector

2. ccoctl ¥ R%&{HMA L T. CredentialsRequest CR # A L T AWS OO—JLEER L %
¥, CredentialsRequestt 7> =7 M TlE, TDccoctl A~Y Y REFHETZE. HFED OIDC
TATYVTAT4—=7ANA Y =TT INIZ NS A MR =&, CloudWatch YV —2Z
TOREERTNR—Iv2avaE5923 -3y avR)Y—%$EELTIAM O—JL%ERK
LE¥d, DT KiE, /<path_to_ccoctl_output_dirs/manifests/openshift-logging-
<your_role_names>-credentials.yaml IC YAML i E 7 7 1 LEERR LE T, TDP—o L v b
7 74IICIE. AWSIAMID 7ONA ¥ —TOREFICFEAI NS role_arn ¥—/fENESEN T
WEY,

ccoctl aws create-iam-roles \

--name=<name> \

--region=<aws_region> \

--credentials-requests-dir=
<path_to_directory_with_list_of_credentials_requests>/credrequests \
--identity-provider-arn=arn:aws:iam::<aws_account_id>:oidc-provider/<name>-oidc.s3.
<aws_region>.amazonaws.com

<name> &, 75T RYY—RDYITRHIFICERINZERITHY, STSTSRI—DA
VAR IHRILERAIN 2RI —RID2REN DY T,

3 fFELEY—2 Ly hEBERALET,

I oc apply -f output/manifests/openshift-logging-<your_role_namex>-credentials.yaml

4. ClusterLogForwarder #1249 L)Y — R &R FIIREL X,

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: cw
type: cloudwatch ﬂ
cloudwatch:
groupBy: logType 9
groupPrefix: <group prefix> G
region: us-east-2
secret:
name: <your_role_name> G
pipelines:
- name: to-cloudwatch 9
inputRefs: @
- infrastructure
- audit
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- application
outputRefs:

“ow )
ClusterLogForwarder CR D £ il instance THEZUENHY T,
ClusterLogForwarder CR M namespace (& openshift-logging TH2EHNHY X7,
HAODERIZEEL T,
cloudwatch ¥ 1 7%#$EEL £,

FTvarv 0l —Te s A EE2BELE T,

0009

e logTypeld. O %4 7Oy I —T%ERLET,

e namespaceName (&, 7 7)) s —> 3 > ® namespace CTEICOY T IL—T%ER L
9., AVIZANZVFv—BLUVEEONTIIREEZITT. logType ICL>TY
W—TEIhEFFIIRYET,

e namespaceUUID (Z. 774/ —< 3> namespace UUID Z& LW sy iL—=7
EERLET, Floo 1V IZANS I Fy—BLCEEOJHOERNDO T JIL—
TEERLET,

FFoar QI —TOEEICEEFNST 7 4 )L h® infrastructureName E5EFE A B
XMZDINFHEELET,

AWS ) —T a3 vaisELET,
AWS SREFIBE#HRNIEFEFNDY—I Ly NOEZRIZIBELE T,
FTFoav N4 TS4AVvDEFEIRRELET,

NA T4V %FERLTEET 207 % 41 7 (application. infrastructure = 7 (% audit)
HEELET,

O 9909 9

CDNRATZ4 TRV EGEET SRICERTIENOZRIZBELFT,

RS

e AWSSTSAPI )7 7L 2VA

3.2.8.12.1.1. BEFD AWS O—JL % L 7= AWS CloudWatch ®>—%7 L v MEBK

AWS DO O —ILAH DS L. oc create secret --from-literal I~ > KA {#HH L T. STS TAWS
D=Ly NEERTEET,

oc create secret generic cw-sts-secret -n openshift-logging --from-
literal=role_arn=arn:aws:iam::123456789012:role/my-role_with-permissions

=Ly ol

kind: Secret

apiVersion: v1i
metadata:
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namespace: openshift-logging
name: my-secret-name
stringData:
role_arn: arn:aws:iam::123456789012:role/my-role_with-permissions

3.2.8.13. O 7 ®D Loki ~D¥xrX

RERD T 7 #+ JL b OpenShift Container Platform Elasticsearch 1 Y 24 ~ RICMA T, FIFZDRb
YICHERD Loki OF VIV AT AICOT 58k TE X T,

Loki NDOVERE %R ET B ICIE. Loki DHEAE, HOEFERTZ/1 T4V T
ClusterLogForwarder 1 X% L)Y —R (CR) 2T 2ENHY F T, Loki~NDOHAIE HTTP (&
Fa1T7TRW) FLIEHTTPS (EF a2 7AHTTP) ERAFEATEET,

AR

o CROuUrl 74 —JLRTIEETSBURL CTLokiOF VI RATFLNEITINTWVWEIRELDH B,

FIR

1. ClusterLogForwarder CRA 7YV N2E&HT 2 YAML 7 7 M L EERREIEREL T 7.

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: loki-insecure 6
type: "loki" @)
url: http://loki.insecure.com:3100 @)
loki:
tenantKey: kubernetes.namespace_name
labelKeys: kubernetes.labels.foo
- name: loki-secure G
type: "loki"
url: https://loki.secure.com:3100
secret:
name: loki-secret ﬂ
loki:
tenantKey: kubernetes.namespace_name 6
labelKeys: kubernetes.labels.foo
pipelines:
- name: application-logs @
inputRefs:
- application
- audit
outputRefs: @
- loki-secure

Q ClusterLogForwarder CR M ##il& instance THZ2NELHY 7,
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300

000

o 9

® 90

ClusterLogForwarder CR M namespace (& openshift-logging TH32EHNHY X7,
HAODERIZIEELX T,
14T %= lokiE LTHEELZET,

Loki VAT LD URL BLUVR— M E2BMAMT URL E LTEELE T, http(EF 27
TRW F7OMINFELIE https (EF2 7R HTTP) 7O ML EFHETEZE Y, CIDR7
JTF—=YavEMRTEZISRAY—2EOTOF T —IEMIR>TWVWSRIBE, HAKIP
T RLRATIEBRLY—N—ZF/IEFOQDN THEIZBELHY £, HTTP(S) BIEAD
Loki @7 7 # )L h7/R— K& 3100 T9,

EXaT7aEETIE. Y=Ly b ZHBEL T, 5REET 5 https 7 1d http URL Z15E
TEEY,

https #HEEFHDHEIE. TLSBEOIY KRS Y MIBEARY—I Ly POZRIZIBEL
¥9., ¥—7 L v b openshift-logging 702 =7 MIFEEL., tlscrt, tlskey B LV
ca-bundlecrt DF —HNEFNBMENHYET, Ihbld, TRENHLKRTIIHAEEZS
BLEYT., ThUADIHZE. hitp L https BEFHOBEIE, 1—H—KENXXT—NK
EEUY—U Ly MEIBETE XY, #Mlld. Example: Setting secret that contains a
username and password. Z SR L T EX L,

FFav A9TF—9F—T 14—V REEEL T, Loki ® TenantlD 7 1 —JL RD{E%
EWLET, & 2L tenantKey: kubernetes.namespace_name %#:XE9 % &
Kubernetes namespace D &R % Loki D77+ M IDDfEE LTHERALE YT, ffRicEDO
JLOA—R74—ILRZEBETEHH0%MHRT 2I1C1E. LT D Additional resources &%
2 av®dLogRecordFields ) 7SR LTKEI W,

T3V TIFIRDLoki TNIVEBEME DA T—9T714—ILRF—D—E% 15
ELZET, loki ZNILHZIE, EFHRKIR [a-2zA-Z_:][a-2zA-Z20-9 :* & —HTH2HENHY F
To TINIVBREHKT 27D, AT —9F—DEWRNFIE _ICEIHMAONFT, &
& ZIE. kubernetes.labels.foo meta-data F —I& Loki ~\JL kubernetes_labels_foo
Y 9, labelKeys #ZE LR WE, T 7 4L MBI [log_type,
kubernetes.namespace_name, kubernetes.pod_name, kubernetes_host] T9, Loki
THREFRRBRINILOY A XEHICHIRAH DD, INILOEY h2hEILLE

9, Configuring Loki, limits_config ZZB LTI W, JT)—TJ 145 —%FEAL
T. OJLaA—R74—ILRICEDWTHI I —%ETTEEY,

a4 TS4VDEERRELET,

NA TS24V %FERLTEXT 2074 1 7 (application, infrastructure = 7 (% audit)
HEELET,

DA T4 TRV EEET ZRICHERTIENOZRIZBELFT,

pa

Loki TIEAJTRA MY —LEELL YA LAY VY TTIEFLIT2RENH 7
&. labelKeys ICI&357E L 7 < TH kubernetes_host X)Lty MO BICE X
nNEd, CORLEY MPEFNZIET, BEAMN)—LMNTDDERRAMDS
REINZOT, RAMDI7OY VEDORENREETY 1 LAY Y TOIEEHE
nNREWEIILRYET,

2.CRATV U MaFRLE T,


https://grafana.com/docs/loki/latest/configuration/#limits_config

883%& LOGGING 5.5
I $ oc create -f <file-name>.yaml

3.2.8.13.1."entryout of order" TS—D S TN a—F14 >V F

Fluentd 'L — hIREB A2 H A XDAEWA v E—YTOY V% Loki AX VY AT LICEET 2
mald, Lokild "entryoutoforder DTS —Z4M L FT, COBBEZEIET SITIE, Loki H—/N—
BRET 74 lokiyaml DWW DO DEEFEHRLE T,

pa

loki.yaml |&, Grafana "R X b § % Loki TIHFERATEEFHA. TDMEY 7L,
Grafana MR A b33 Loki H—/N—ICIXBEAINEF A,

eSS

e Cluster Log Forwarder 12 # LYY —RIF, OV % Loki ICERET B LD ICBREINTWVE
ER

o VAT LT, ROLSHL2MBAEBADAvE—D7OY V% Loki ICEELET,

"values":[["1630410392689800468","{\"kind\":\"Event\",\"apiVersion\":\

\"received_at\":\"2021-08-31T11:46:32.800278+00:00\",\"version\":\"1.7.4
1.6.0\"}},\"@timestamp\":\"2021-08-

31T11:46:32.799692+00:00\",\"viag_index_name\":\"audit-
write\"\"viaq_msg_id\":\"MzFjYjJkZjItNjYOMCOOYWU4LWIWMTEINGNMM2E5ZmViMGU4\" \"lo
g_type\":\"audit\"}"]]}1}

e oclogs-cfluentd & A719 % &, OpenShift Logging 7 5 X4 —® Fluentd A7 ITRD X v
TE—IDNRTEINZT,

429 Too Many Requests Ingestion rate limit exceeded (limit: 8388608 bytes/sec) while
attempting to ingest '2140' lines totaling '3285284' bytes

429 Too Many Requests Ingestion rate limit exceeded' or '500 Internal Server Error rpc error:

code = ResourceExhausted desc = grpc: received message larger than max (5277702 vs.
4194304)'

o lokitt—N—TOJ %< &, JRD &L 4 entry out of order X v E—IUDHRRINZE T,

\\nentry with timestamp 2021-08-18 05:58:55.061936 +0000 UTC ignored, reason: 'entry out
of order' for stream:

{fluentd_thread=\"flush_thread_0\", log_type=\"audit\"},\nentry with timestamp 2021-08-18

06:01:18.290229 +0000 UTC ignored, reason: 'entry out of order' for stream:
{fluentd_thread="flush_thread_0", log_type="audit"}

FIR

1. Loki Y —/N— loki.yaml B8E 7 7 1 ILDRD T 1 —)L K%, TZICRIETEHRLET,
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® grpc_server_max_recv_msg_size: 8388608
e chunk_target_size: 8388608
® ingestion_rate_mb: 8
e ingestion_burst_size_ mb: 16
2. loki.yaml DZEE % Loki H—/\—ICEAL XY,

loki.yaml 7 7 1 JLDH

auth_enabled: false

server:
http_listen_port: 3100
grpc_listen_port: 9096
grpc_server_max_recv_msg_size: 8388608

ingester:
wal:
enabled: true
dir: /timp/wal
lifecycler:
address: 127.0.0.1
ring:
kvstore:
store: inmemory
replication_factor: 1
final_sleep: Os
chunk_idle_period: 1h # Any chunk not receiving new logs in this time will be flushed
chunk_target_size: 8388608
max_chunk_age: 1h # All chunks will be flushed when they hit this age, default is 1h
chunk_retain_period: 30s  # Must be greater than index read cache TTL if using an index cache
(Default index read cache TTL is 5m)
max_transfer retries: 0  # Chunk transfers disabled

schema_config:
configs:

- from: 2020-10-24
store: boltdb-shipper
object_store: filesystem
schema: vi1
index:

prefix: index_
period: 24h

storage_config:
boltdb_shipper:
active_index_directory: /tmp/loki/boltdb-shipper-active
cache_location: /tmp/loki/boltdb-shipper-cache
cache_ttl: 24h # Can be increased for faster performance over longer query periods, uses
more disk space
shared_store: filesystem
filesystem:
directory: /tmp/loki/chunks
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compactor:
working_directory: /tmp/loki/boltdb-shipper-compactor
shared_store: filesystem

limits_config:
reject_old_samples: true
reject_old_samples_max_age: 12h
ingestion_rate_mb: 8
ingestion_burst_size_mb: 16

chunk_store_config:
max_look_back_period: Os

table_manager:
retention_deletes_enabled: false
retention_period: 0s

ruler:
storage:
type: local
local:
directory: /tmp/loki/rules
rule_path: /tmp/loki/rules-temp
alertmanager_url: http:/localhost:9093
ring:
kvstore:
store: inmemory
enable_api: true

BEER

o Loki DERE

BEER

® | og Record Fields.

® |okit—/N—D3&E

3.2.8.14. O Y @ Google Cloud Platform (GCP) ~M#xrxk

AREBD T 7 # JL b D OpenShift Container Platform B X K 7IZMA T, FhiEZFOKHYIL, O %
Google Cloud Logging ICERiXETEZ 9,

' P
ZDHEE% Fluentd THEAYT 2 Z L@ Y R—-—FINhTWEHA,

[} =355
® Red Hat OpenShift Operator 551 O OF Y FH TS A7 A

FIR
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1. Google Y—ERT7HV Y hF— ZEAHALTY—ILy 2ERLET,

$ oc -n openshift-logging create secret generic gcp-secret --from-file google-application-
credentials.json=<your_service_account_key_file.json>

2. LFDFY 7L —bM%ERAL T, ClusterLogForwarder 124 L1) Y —Z YAML %=/ER% L £
-g_o

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogForwarder"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
outputs:
- name: gcp-1
type: googleCloudLogging
secret:
name: gcp-secret
googleCloudLogging:
projectld : "openshift-gce-devel" ﬂ
logld : "app-gcp"
pipelines:
- name: test-app
inputRefs: 9
- application
outputRefs:
- gep-1

@ - /ERETSBGCPUY—IERE OB

T. projectld. folderld. organizationld. Z7-(& billingAccountld 7 1+ —JL K& Zh il
WY BEZREL T,

Log Entry @ logName 7 1 —JL RICBINT 2EXREL XY,

NA TS24V %FERLTERET 207 % 1 7 (application. infrastructure. 7 (& audit)
HEELET,

2]
©

BEER

® Google Cloud Billing ICE83 % KF a2 XV b

® Google Cloud Logging 7 T —S8&BD RKFa X b
3.2.8.15. O 7 @ Splunk ~D¥RzE

RERD T 7 # JL kD OpenShift Container Platform B4 X M ZIZMA T, FEZDRHY I, Splunk
HTTP Event Collector (HEC) ICAY 2 &£ TE ¢,

, P2
Z DHRE% Fluentd THEATH I LY R—-—FINTVIEA,
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(1} =355
® Red Hat OpenShift Logging Operator 5.6 L&
e JL7U%—&LTvector MEEI N/ ClusterLogging 1 Y A ¥ VR

® Base64 TIYI1— KNIEN7 SplunkHEC h—20 >~

. Base64 TIT v d— KX N7/ SplunkHEC h—2 v AFEBALTY—2 Ly FEERLET,

$ oc -n openshift-logging create secret generic vector-splunk-secret --from-literal hecToken=
<HEC Token>

2. LFDFY 7L —h%ERL T, ClusterLogForwarder 1 24 L 1) Y — X (CR) Z{ER F /= IE
wmELXT,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogForwarder"
metadata:
name: "instance"
namespace: "openshift-logging" g
spec:
outputs:
- name: splunk-receiver 6
secret:
name: vector-splunk-secret ﬂ
type: splunk 6
url: <http://your.splunk.hec.url:8088> G
pipelines: ﬂ
- inputRefs:
- application
- infrastructure
name: 6
outputRefs:
- splunk-receiver g

ClusterLogForwarder CR M #Hijld instance THZ2NELHY 7,
ClusterLogForwarder CR @ namespace | openshift-logging TH 2 MEAH Y F7,
HAODERIZIEELE S,

HEC k=2 V&8 FEh2a>v—J Ly hORFIZEELE Y,

HA% 41 7% splunk & LTHEEL X,

Splunk HEC ® URL ((R— h&2EL) 2#BEL X7,

NA TS24V %FERLTERET 207 % 41 7 (application, infrastructure. 7 (& audit)
HEELET,

FTFoav N4 TSA4AVDEFERRELET,

@ 9909006009
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g ZDNRA TSV TOT AGERET ZRICERTIHADERIAIEELET,

3.2.8.16. HTTP RO O J#nx

HTTP A THOJEREIE, fluentd BL Wvector ALV H—THR—KRINTWET, BRICT BIC
I%. ClusterLogForwarder 1 X% L)Y —2Z (CR) DHEAY 1 7% http ITIEEL T,

FIR

o UTDFYFL—bMaEEALT. ClusterLogForwarder 124 Y Y —2R (CR) % {ER & 7= 1447
%L}i_a_o

ClusterLogForwarder CR Ml

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogForwarder"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
outputs:
- name: httpout-app
type: http
url:
http:
headers:
h1: vi
h2: v2
method: POST
secret:
name:
tls:
insecureSkipVerify: ﬂ
pipelines:
- name:
inputRefs:
- application
outputRefs:

-O
BT D3%ET KL X,
AJL3—REXETZEMDANY T —,
SRR RDOY— I L v M,
E|d true 7|3 false T,

ZDER, HAZRERLTHIBVENHY T,

0009

32817 FEDOTOT Y MOSDT Y r—arnd ik
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PSR —OT 7475 —%FRALT. AMOTT7IVS5—9—IC. BEOTOV I b BT T
F—2ava/7OaE—%FEETEET, Thidk, 77 4J)L bOD Elasticsearch A7 Z 7 DHRH Y

IS, FEEEINICMATT 7 4L MD Elasticsearch A7 A N7 EFERH L TEITTEET, T, A5
O 4J 7 Y1) 4'—% —7% OpenShift Container Platform 507 7T —49 5 Z{ETE D LI ICKRET IHNE
tHYET,

TIN5 —2a3vnloradz ) ML DEREERETDICIE. OV MDD REETDD
AFIT ClusterLogForwarder 1 2% Ls1) Y —X (CR) 2{Efk L. thoO 77V —49—DF T 3
VHA, BELTETNSDOARNEFERT /1 T4 VEERT D2HELNHY T,

=S5

o EEINATOMNINFALEFEREZFRALTCOX VI T—9E2ZETIHILIICHEINZOL
VY —=IN—DRETT,

¥
1. ClusterLogForwarder CRA 7V N2 E&HT 2 YAML 7 7 A L EERREIEREL F T,

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 6

secret: @

name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.nome.example.com:24224'
inputs: ﬂ
- name: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: forward-to-fluentd-insecure 6
inputRefs: g
- my-app-logs
outputRefs:
- fluentd-server-insecure
parse: json m
labels:
project: "my-project" @
name: forward-to-fluentd-secure @
inputRefs:
- application
- audit
- infrastructure
outputRefs:
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308

@ 90009

0900 09

o S

- fluentd-server-secure
- default
labels:

clusterld: "C1234"

ClusterLogForwarder CR M &#iid instance THZMELHY F T,
ClusterLogForwarder CR M namespace (& openshift-logging TH22EHNHY X7,
HAODERIZIEELX T,

H 74 1 7 elasticsearch. fluentdForward. syslog. F 7% kafka #38E L £ 7.
NEBOTTI) 7= —DURL BLUVR— b EBWRMETURL & LTIEELZ T, CIDR
T/)T—2avaERFERTZIIRY—2F0TOF T —NEMIR>TWVWBEHEE, HHOE
IP7 RLATIFARL Y —I"—LF/IEFQDN THZRELHY £,

tls A AFERT 2BEI1E. TLSBEOIY RKRA Y MIRERI—I Ly NOELRI%
EETIVENHYET, ¥—7 L v bid openshift-logging 7O =7 MIEEL.
tls.crt. tls.key. B &LV ca-bundlecrt ¥F—HDEFNB2UEI’HYET, IhbiE, Th
TNHORTAPAEZSRLI T,

EBEINATOV I MO TN r—2a v a5 7409 —F 50D AADERE.

ANEFRELTCI Oz N7 Y= ayn 5845 Fluentd 4 YR Y RISEET
720D TS54 VDERE,

my-app-logs A 73,

AT 5 HDDAFL

F7av:EElkIhi JSONAS T M) —% structured 7 1 —JL KD JSON # 7
IV MELTEHRETEINEDNZEELET, OJIV N —ICBWREELINE
JSONHDEFNZRELNHY T, T TRWESIE OpenShift Logging I #&1k
74 —ILREHIFRL, RDYICOTIZVN)—%2FT 74 bDA VT v o R app-00000x
IKEELE T,

A7 av.XFH, AJICBMY %1 DFIFEBRDI NI,

AJ%&oOJ 775 —89—IEET2HOD/IN T4V DERE,

o AT av:RATSAVDEFEERELET,

o NMTSA4VAMERAL TEET S04 1 7 (application. infrastructure % 7|3
audit) ZEEEL 7,

o ZDNATSA4A TRV EGETZRICHERTIENOZRIZBELFT,

o A7 3. 04 %NER Elasticsearch 4 Y R4 ¥ AIERET 57912 default H 1%
BELEY,

o AT aviXFI, OTIEMNT 51 DFLIFERDI NI,

2.CRATV U MaFRLE Y,

I $ oc create -f <file-name>.yaml
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3.2.818. FED Pod 5D 7 Y r— a0y Digk

75 A4 —EEBEIL. Kubernetes Pod SRV AEFHAL TRED Pod 507 T7—49%N&EL,. Ih%z
Q7L Y9 —IlEETEET,

TT)r—2 3 X F X F A namespace DD Pod & HICETINS Pod THREINDELE
T, INLDPdICT TN r—2avaEHINTE2INULHZHEIE. ThodOITF—42IE
L. FEOOZ/AL VS —ICHEATEET,

Pod SNRILEIRET %ICIE. 1 DL ED matchLabels DF —/{EDOR T AFRALF T, EHOF—/ED
R7ERET HIHE. Pod IBRINZZNSITRTUI—BTI2HENHY T,

FIR

1. ClusterLogForwarder CRA 7YV N2 E&HT 2 YAML 7 7 M L EERREIEHBELF T,
7 74T, LTFDAIATRT & I inputs[].name.application.selector.matchLabels O T
B AR Effi X — R (Equality-based) DL 74 —%{FHA L TPod SNILEBELE T,

ClusterLogForwarder CRYAML 7 7 1 LD Y > F)L

0009

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance 0
namespace: openshift-logging 9
spec:
pipelines:
- inputRefs: [ myAppLogData ] e
outputRefs: [ default ]
parse: json
inputs:
- name: myAppLogData
application:
selector:
matchLabels: ﬂ
environment: production
app: nginx
namespaces:
- app1
- app2
outputs:
- default

ClusterLogForwarder CR D &#ild instance THZMELHY F T,
ClusterLogForwarder CR M namespace (& openshift-logging TH2EHNH Y X7,
inputs[l.name "5 1 DU EDIVIRPY DEEIREL X,

outputs[] ™S 1 DU EDIVIRPYDEEIBEL X,

A7V a v EEkINAISONOY TV MY —% structured 7 1+ —JL KD JSON 7+ 7

JxJMNELTEZETEINEDINEEBELEY, OV N —ICAMAEEEIN
JSONHDEFNEMEIHY ET, T THRWEEIX, OpenShift Logging I #&1b
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74 —ILREHIFRL, KRDYICOTIZVN)—%2T 74 MDA VT v o X app-00000x
IKEELE T,

6 Pod SRILD—EDEY NaFDODET7 ) r— 3 v O—ED inputs[l.name = E&H L £
-a—o

Q@ ETHOUTF—FERDPod INLDF—/EORTERELET., F— L TER
. F—¢CEOBAEIEETI2HENHY £, Pod ZFEIRT 5ICIE. Pod T RTD
F—EEDORTE—HBTI2REN DY FT,

@ 47> 3 v:namespace = 1 DL EIEEL T,

‘, AJF—9%58&G%d 51 DULEOHEA%2EELEFT, CITERRINEZAFTVavD
default £ 7130475 —4 A RER Elasticsearch 1 Y RAI YV RICEELE T,

2. AT a0y F—9 DIRE % HFED namespace ICHIFR T 2 IC1E, BRRDBFID &£ S I
inputs[].name.application.namespaces = {#HA L £ 7,

3. A7V a v BB Pod SRIVEEFDEBMOT T ) r—ravhrb@U/NAFS54vicay
T—HEEETEET,

a. Pod INILD—EBDHAEDLE T EIC, RRINZEDERAKRDENMD inputs[]l.name t
o avEERLET,

b. 2OF7 T r—>3a>v®Pod SRIIC—EHTBLDIC, selectors xFH L F T,

c. ¥R D inputs[l.name {&% inputRefs ITBIML ET, UTICHERLET,
I - inputRefs: [ myAppLogData, myOtherAppLogData ]
4. CRATV U bEFRLET,

I $ oc create -f <file-name>.yaml

BaETE R
e Kubernetes M matchLabels MEF#lIE. Ty hNAR—2DEHEHR—F T B Y- A2SHBL
TLEIW,
BaETE R

o Xy hU—sRUL—BEOXVY

3.2819. AV HBED NS TN a—Fa4 VT

ClusterLogForwarder H X% L)/ — X (CR) DYERKEFIC, Red Hat OpenShift Logging Operator 1C &
Y Fluentd Pod A*BEIMICET 704 SN2 WEEIE. Fluentd Pod ZHIBR L T, #HEIMICET 704
TEET,

(1} =355
e ClusterLogForwarder 7249 L)Y —X (CRYA T2V MEEHRLTWS,

FIR

310
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® Fluentd Pod ZHIF L CEIMICET 704 LE T,

I $ oc delete pod --selector logging-infra=collector

3.29.JSON OF¥ >~ 7 DEME
OJEZEAPI ZZEL T, BELEINALF TV MIW L TISON XFIEBTTEET,

3.2.9.1. JSON O 7 D fig#r

JsONOZ/#iaEmnJiL, &% message 7 1 —)L RKADXZFFE LTRINET, Thicky,
JSON RFa XY NADFHEDT7 4 —ILRZE/T)—9 25 ENEEICAY £F, OpenShift Logging
DOVERE APl 2ERT 2 &, JSON OV A#EERAT T 0 ML, Th S % OpenShift
Logging W& 9 % Elasticsearch £7z1& 0 JE53X AP THR— M I BMMDOHY— K X\—F 1 =2 X7
LICERETEE T,

LTO#EEEINALISONOT IV N —DHBERELT, DB EDL D ICHKBET 2HMERAL
_a—o

BigltIhiisoNOsTy Y —ofl
I {"level™:"info","name":"fred","home":"bedrock"}

BE. ClusterLogForwarder 124 L)Y —X (CR) &, £M@OY TV ~!)—% message 7 1 —/L K
ICBRX L E 9, message 7 1 —JL RIZIE, UTFDFIDLSICISONBT TV M) —EREFD JSON 5|
ARCTHEINAEXFINEFNET,

message 7 1 —JL KDHl

{"message":"{\"level\":\"info\" \"name\":\"fred\" \"home\":\"bedrock\"",
"more fields..."}

JSON OV OB AEBMICT 2ICIE. LLFOHID &L S IC, parse: json % ClusterLogForwarder CR O
NRATSAVIEBMLET,

parse: json 2R 9 A=y

pipelines:

- inputRefs: [ application ]
outputRefs: myFluentd
parse: json

parse: json Zf#fH LT JSON OV DT EEMICT S E. UTDHDELSICCRIK #h&ElL 71 —IL
N{Z JSON-structured A7 TV h)—%ZJE—L X7, ;tOmessage 7 1 —JL RFZEEINhFH A,

BElkIh/iJsoONOT Ty M) —%Z3T BElIhk AN

{"structured": { "level": "info", "name": "fred", "home": "bedrock" },
"more fields..."}
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BF

OJTY M) —ICBWREELINE JSONPEFNTUVAWESIC, BEtbtXhE
T14—=ILRIZERL Y £,

BEOOX>Y I TSy N7 +—L0DJSON OF DB EFICT ZITIE. Forwarding logs to third-
party systems Z&RR L T EI L,

3.2.9.2. Elasticsearch ® JSON Q45 —4% D%

JSON OV D EHDRAF—TICRKIZBEIK. ThASEIDDA VT Y I RAILRETDE. 914 TOHRE
PH=T 14TV T4 —DOREEIRETDIHEELHYET, CNAEOERT ZITIE, 1 DDHAEEIC.

BAF—I% T —TIT 3L DI ClusterLogForwarder 1 2% L)Y —Z (CR) 2R ET 2HEH
HYFEFT, ThickY, EXF—IHBDA VT v I RICEEINET,

BF

JSON 0O % % OpenShift Logging IC& > TEBIN ST 7 4 )L b D Elasticsearch 1 > X
I URICEET BHEIC. BEILEDVWTHRA VT Y I ADNERINET, 1 VT Y
DANEGTEDIENREADNR T+ —< Y ADRBEAEET 5 IIE, HBORF—<IC
BEELTHERATESZRAF—VTOREFRTITDIEEZRFTLTLLEI W,

=31 | A
ClusterLogForwarder CR TLA T D&Y 1 F%EM L. Elasticsearch QAT ZXANT DA VT v ) X% %
ERRTE £,

e structuredTypeKey (string, optional) &, X vt&—Y 714 —JILKROEZRITYT, TDT71—IL K
DE(HBHE)FA VT I AEDERICERINE T,

o kubernetes.labels.<key> (&, 1 V7 v 7 ZZDERICER I N3 Kubernetes pod 7 RJb
DIETY,

o openshift.labels.<key> (&, 1 V7 v 7 RZDEMICHERA I N 5 ClusterLogForwarder
CR O pipeline.label.<key&gt; E52 T7 .

o kubernetes.container name (VT F—&ZA5FRALTA VT I REZEEKRLZET,

e structuredTypeName:(XF75. # 7 3 ) structuredTypeKey H'sREINTHE LT, TD
F—HEELARVISE, OpenShift Logging I structuredTypeName D& % #&LE & L T
AL %9, structuredTypeKey and structuredTypeName Ol A % FH 9 2546
IC. structuredTypeName |, #Ei&E{b X7z TypeKey D F—H JSON OV TF—# ILRWGE
K7 2—INY DA VT ) REERBELET,

% R

L AV structuredTypeKey DfE% Log Record Fields hEY 7 ICEBEINTWBEED T 1 —
IWRICRETEEITN, BEYM TORNICKZ —BICKREFENLT 1 —IL KBRRI N
; 4 x7,

structuredTypeKey: kubernetes.labels.<key> Dl
UFERELET,
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.11/html-single/logging/#cluster-logging-external

%33 LOGGING 5.5

o JS5RX9—N. apache BL W google EWD 2 DDEMBHKXTISON O ZEKT 7 7Y
r—<3 Y Pod ZE{TLTW5,

o 1—H—FZhsD7 ) r— 3> Pod IC logFormat=apache & logFormat=google ® <
NIV T B,

o LUTFMDR=~vy k% ClusterLogForwarder CRYAML 7 7 1 L CERT %,

outputDefaults:
elasticsearch:
structuredTypeKey: kubernetes.labels.logFormat ﬂ
structuredTypeName: nologformat
pipelines:
- inputRefs: <application>
outputRefs: default

parse: json 9
ﬂ Kubernetes logFormat < X)L TR I 115 key-value R7DEZFEAL X,

@ soNnIvomiTERMICLET.
ZDFEIE. LTO#ELRD S L O— K app-apache-write 1 > 7 v 7 RICEFINFE T,

{

"structured":{"name":"fred","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "apache", ...}}

}

. ULTD#EE/LD VL O— Kid app-google-write 1 > 7 v 7 RITEEINZE T,

{

"structured":{"name":"wilma","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "google", ...}}

}

A structuredTypeKey: openshift.labels.<key> Dl
LUTFDR =~y k% ClusterLogForwarder CRYAML 7 7 { L CERAT 2 EREL T,

outputDefaults:
elasticsearch:
structuredTypeKey: openshift.labels.myLabel ﬂ
structuredTypeName: nologformat
pipelines:
- name: application-logs
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-secure
- default
parse: json
labels:
myLabel: myValue 9
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‘D OpenShift myLabel SRILICE > THBINE T —EEORTOEEZFERALET.

9 myLabel E&/3. XFFIDE myValue Z#E(LO L O— RICIRHLET,

ZDBEIE. UTFo#EElLO s L a— K app-myValue-write 1 5T v 7 RAICEEINZE T,

{

"structured":{"name":"fred","home":"bedrock"},
"openshift":{"labels":{"myLabel": "myValue", ...}}

}

ZDDEEEIR
o EiE{bI N/l I— KD Elasticsearch 4 YT v I X &, #EELBELDFIIC app-%&. % 5 T-write
ZEMLTHREINET,

o FEELL I—RIZ, BELINASA VT YIRICEEINEFFA, INDIE. BET T
F—2ay, AVISANSIFv—, FLRIEFEBEANVTYIRTAVTY IR {EINhET,

o ETHRWEELY 1 THLWIHEEIX. unstructured L J— K% structured 7 1 —JL K2 L T
gEELET,

BE|ZA > F v U AT Elasticsearch 5% AR FEFRWVWLIICT B EDEETY, K7 U yr—rav
* namespace Z & ICTIRAL, EROOVER OHBHEDHEBELY A THFALET, L&A
IZEAED Apache 77— 3 ik, LogApache 7 EDE L JSON OV ER EEELY 1 THF
ﬁ L/i’g—c

3.2.9.3. JSON O ¥ D Elasticsearch A% A N 7 AD#r%E

Elasticsearch O X N 7 DBEIE. JSONOF IV NY —HABRAEBZZAXF—TICHSIIBE. & JSON R
F—IEIDDHAEERICTIL—FILT % &£ 5 IC ClusterLogForwarder 1 2 ¥ 1s1) YV — R (CR) % 5% E
LEd, ThicLY, Elasticsearch EAF—< T EICEBRIDOA Ty VR & FRHLET,

BE

BRZB2AXF—VAEBLCAVTYIRIEETBENA TOBEPH—FT14FTYT14—D
BEEBIERITHREMELH DD, T—4 % Elasticsearch A M 7 ICERET B HEIICI D
BREERTIBILELGHY T,

AVFYIANSGTEDLZENRERDN T A —T V RADOBE AL T I, HBOX
F—VICEBELL L THEATEIARAF—TORAERE T EEMRETLTLLEI WL,

FIR

1. LFOR =~y k% ClusterLogForwarder CRYAML 7 7 4 JLIZEEBIIL £ 9,

outputDefaults:
elasticsearch:
structuredTypeKey: <log record field>
structuredTypeName: <name>
pipelines:
- inputRefs:
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- application
outputRefs: default
parse: json

2. & 7> a v: Configuring JSON log data for Elasticsearch THIIR L TW3 & S
IC. structuredTypeKey Z#fRA L COJLI—K7 1 =)L ROVWThHOEIBEL X T, ThLL
HOBEIF. TOITEHRLETS,

3. # 7> 3 v: Configuring JSON log data for Elasticsearch THIE L TW3 & D IC
structuredTypeName Zf#fH L T <name> 2 EEL ¥, ThUADHZEIF. ZDTZHIRL
xY,

8%

JSON O 7 % f##r 9 % IZId. structuredTypeKey ¥ 7 |£ structuredTypeName
M. structuredTypeKey & structuredTypeName Dl A %2 ET 2 HELH Y
7,

4. inputRefs MiF& (. application. infrastructure £ 72 (% audit 72 & D /X1 751 U &EFERL
TenXd 207914 TaIBELET,

5. parse: json EXR% /N1 T4 VITEMLET,

6. CRATVxzy hEERLZET,
I $ oc create -f <file-name>.yaml

Red Hat OpenShift Logging Operator I& Fluentd Pod #8704 L ¥, £7Z L. BF 70O
A D57 LAWEAIE, Fluentd Pod #HBIER L T, BHIMICET 7O/ 33 L5ICLET,

I $ oc delete pod --selector logging-infra=collector

BaEE R

o NJDY—RKN—FT 14— AT LANDERE

3.2.10. Kubernetes 1 XY NDINES L VR

OpenShift Container Platform 4 R M JL—%4 —|&, Kubernetes 1 RV MBI L, ThozO¥x vy
VATALILE > TIETEDLHICOVICEERET D pod T, 1RV ML= —FFFHTTIO4T S
WMENHY XY,

ARV M= —EFTRTOTAT I MDA RY M EREL, Thb% STDOUT ICEXAAFE
9o ORI, ALV —EFFNSDA RV % ClusterLogForwarder 1 2% 1') Y —2X (CR) TEHI
NEEAMNTICERELE T,

BE

ARV ML—% —IHEMDER % Fluentd ICEINL, REBTEZMMOO0T Xy E—TD
HICKBEEZ 28I’ HY T,

32101 1 RY ML—49—DF 7014 BLTERE
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UTFOFIEEAFERLTARY ML= —%9ZR9—IC7 701 LET, 1RV PMNIL—F—%
openshift-logging 7O =7 MIEILT7OM4 L. VSR —2RFTARY MPREIN D LI ICT
ZRELFHYFT,

UTFDOFvFL—hATIzI ME, ARYRMNILV=I—IIMEBERY—ERT7AD VN 9529 —0O—
WELVISRY—O—INA VTV TEERLET, TV TL—RMIARY MNL—4—Pod £5%

EL. 7704 LFT, TOTVTL—RNIZBEEFTIFERTZD, TTAM A NE TV RD

CPUBLUXE)—EKREZZETEET,

=S5

o H—ERT7HI YV RAEERL., 75RY—OA—INA VT4V TEEFRT BIIE. B/ —
SyvavhrMETY, &K UTFDOFY 7L — M%, cluster-admin O—J)LAFD>1—
H—TERITTEET,

® RedHatOpenShift DAF Y I H T RTLEA VA N—ILT DHENHYET,

FIE
LARYNIL—9—DFVTL— b EERLET,

kind: Template
apiVersion: template.openshift.io/v1
metadata:

name: eventrouter-template

annotations:
description: "A pod forwarding kubernetes events to OpenShift Logging stack."
tags: "events,EFK,logging,cluster-logging"

objects:

- kind: ServiceAccount ﬂ
apiVersion: v1
metadata:

name: eventrouter
namespace: $§{NAMESPACE}
- kind: ClusterRole 9
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: event-reader

rules:

- apiGroups: ["]
resources: ["events"]
verbs: ["get", "watch", "list"]

- kind: ClusterRoleBinding €)
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: event-reader-binding
subjects:
- kind: ServiceAccount

name: eventrouter

namespace: ${NAMESPACE}
roleRef:

kind: ClusterRole

name: event-reader

- kind: ConfigMap @)
apiVersion: v1
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metadata:
name: eventrouter
namespace: ${NAMESPACE}
data:
config.json: |-
{
"sink": "stdout"
}
- kind: Deployment @
apiVersion: apps/v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
spec:
selector:
matchLabels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
replicas: 1
template:
metadata:
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
name: eventrouter
spec:
serviceAccount: eventrouter
containers:

- name: kube-eventrouter
image: ${IMAGE}
imagePullPolicy: IfNotPresent
resources:

requests:
cpu: ${CPU}
memory: $§{MEMORY}
volumeMounts:
- name: config-volume
mountPath: /etc/eventrouter
volumes:

- name: config-volume

configMap:
name: eventrouter
parameters:
- name: IMAGE @
displayName: Image
value: "registry.redhat.io/openshift-logging/eventrouter-rhel8:v0.4"
- name: CPU a
displayName: CPU
value: "100m"
- name: MEMORY @)

%3%E LOGGING 5.5
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@ 90 ® 00600 O

o

displayName: Memory
value: "128Mi"

- name: NAMESPACE
displayName: Namespace
value: "openshift-logging"

4 RY ML—4% —O openshift-logging 7O>Y =7 NTH—ERT7 ATV MEEKRL Z
-a—o

ClusterRole Z/E L. 75 A9—ARADA XY N EERLET,
ClusterRoleBinding Z#Ef L. ClusterRole #H—EX7HT Y MINA VY KLET,

openshift-logging 7O =7 N THRE~Y Y 72 /EMK L. HEA config.json 7 7 1 )L &
ERRLET,

openshift-logging 7O 7 b TF7OA4 XY R &R L. 1 RV ML—4% —Pod 4%
L. RELZXY,

V0472 EDY TTHININDA XA -V ZHEELEY,

ARV MNL—4—Pod ICEIYH TS CPUDRNEEIBELE Y., T 74/ biE100m I
BREINET,

ARY ML= —Pod ICEIYHTEAE) —DIRNEEIEELET., T74I M
128Mi (CEREINE T,

7YY M1 VA M=) % openshiftlogging 7OV M EEEELE T,

2. UWFoavy REFEALTTFYIL—MENEBL, 2hEaEALET,

I $ oc process -f <templatefile> | oc apply -n openshift-logging -f -

UFICHZERLET,

$ oc process -f eventrouter.yaml | oc apply -n openshift-logging -f -

H A B

serviceaccount/eventrouter created
clusterrole.authorization.openshift.io/event-reader created
clusterrolebinding.authorization.openshift.io/event-reader-binding created
configmap/eventrouter created

deployment.apps/eventrouter created

3. 4RV ML—4 —71 openshift-logging 7OV TV MIA VAR —=ILINTWE I &AL
9,

a.
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I $ oc get pods --selector component=eventrouter -0 name -n openshift-logging
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I pod/cluster-logging-eventrouter-d649f97c¢8-qvv8r

b. ANV ML= —ICE>TREINZANY FERTLET,
I $ oc logs <cluster_logging_eventrouter_pod> -n openshift-logging
UFICHZERLEYS,

I $ oc logs cluster-logging-eventrouter-d649f97¢8-qvv8r -n openshift-logging

H A B

{"verb":"ADDED","event":{"metadata":{"name":"openshift-service-catalog-controller-
manager-remover.1632d931e88fcd8f","namespace":"openshift-service-catalog-
removed","selfLink":"/api/v1/namespaces/openshift-service-catalog-
removed/events/openshift-service-catalog-controller-manager-
remover.1632d931e88fcd8f","uid":"787d7b26-3d2f-4017-b0b0-
420db4ae62c0","resourceVersion":"21399","creationTimestamp":"2020-09-
08T15:40:262"},"involvedObject":{"kind":"Job","namespace":"openshift-service-catalog-
removed","name":"openshift-service-catalog-controller-manager-
remover","uid":"fac9f479-4ad5-4a57-8adc-
cb25d3d9cf8f","apiVersion":"batch/v1","resourceVersion":"21280"},"reason":"Completed","
message":"Job completed","source":{"component":"job-
controller"},"firstTimestamp":"2020-09-08T15:40:26Z","lastTimestamp":"2020-09-
08T15:40:26Z","count™:1,"type":"Normal"}}

F 7. Elasticsearchinfra 4 T vV A%FRALTA VT v I AN —V%EHK L. Kibana
EHEEALTARYNERRTBIEETEET,

3.2.11. OpenShift Logging D E#7

32N1L Y R— b /RN—I 3>

N—=2 3 VOE#RMEEHR— MERICDWTIE, Red Hat OpenShift Container Platform Life Cycle
Policy #8BR L T EX W,

OpenShift Container Platform /A\—< 3 >~ 46 IBITY 2 X4 —OF » 7 H 5 OpenShift Logging 5.x
ICT7 v 7L —RK$%ICIE. OpenShift Container Platform 7 S 249 —%/X—2 3> 47 /13 4.8 IC
B LE T, RIC. LLF®D Operator #E#H L £ 9,

® Elasticsearch Operator 4.x 5 OpenShift Elasticsearch Operator 5.x ~

e Cluster Logging Operator 4.x 5 Red Hat OpenShift Logging Operator 5.x ~
LIETD/N—2 3 > D OpenShift Logging DS IRIT/N— 3 VL7 y FJL— RK$ %IT1dE. OpenShift
Elasticsearch Operator $ & U Red Hat OpenShift Logging Operator ZIR{7/N—2 a VICEHF L X T,
3.2.11.2. Logging ZBED/XA—T a VILEFT S

Logging ZIRTED/N— 3 VIZEFH T 5Tk, OpenShift Elasticsearch Operator & & U° Red Hat
OpenShift Logging Operator D 727 1) 7> a v aZEBELE T,
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BE

Red Hat OpenShift Logging Operator %z &#1 9 % Hillc OpenShift Elasticsearch Operator
EEHTILENDY ET, /. MAD Operator EEL/NN—Y 3 VILEFHTIHEN
HYFET,

Operator #[EE>IEF TE#H T 2 &, Kibana IEEFH IN T, Kibana HRAH L) YV —2Z (CR) IE/ERK
InFtA, COREZEBRY ZIIE. Red Hat OpenShift Logging Operator Pod % Blkk L £ 9., Red
Hat OpenShift Logging Operator Pod "B 7 704 1% &, Kibana CR BMEMK I 1. Kibana AABE
FIRATREICRY £,

AR
® OpenShift Container Platform /N\—> 3 VAN 47 LIETH %,
o OFVJARTFT—HRIFEETY,
o FARTD Pod » Ready JREEICH B,
o Elasticsearch 7 5 A4 —HIEETH %,

® Elasticsearch B LU Kibana T—9 DNy 7 7 v THERI N TW3,

FIa
1. OpenShift Elasticsearch Operator ZE# L £,
a. Web O~V —JL T Operators - Installed Operators #7 ) v 2 LE ¥,
b. openshift-operators-redhat 70> =V h&#IRL F 7,
c. OpenShift Elasticsearch Operator =2 ') v 7 LE¥ 9,
d. Subscription » Channel 22 v 7 L9,

e. Change Subscription Update Channel” 4 >~ K7 T stable-5.x Z:#iRL. Save #7 ') v
7LFT,

f. ##F > TH 5 Operators - Installed Operators 2 1) v LE T,
g. OpenShift Elasticsearch Operator D/X—2a V) 5xx THD I & =R L £,
h. Status 7 4 —JU R T Succeeded ZHRETH2DEFHL F 7,

2. Red Hat OpenShift Logging Operator ZE# L £ 9

a. Web > Y —)L T Operators - Installed Operators 27 J v 7 LE ¥,
b. openshift-logging 7OY 7 N5 EIRLZF T,
c. Red Hat OpenShift Logging Operator27 ') v 2 L %9,

d. Subscription » Channel 27 v 7 L9,

0]

. Change Subscription Update ChannelV 1 > KU T stable-5.x Z#R L. Save =/ ') v
7LFT,
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f. ##F > TH S Operators - Installed Operators 2 1) v LE ¢,

g. Red Hat OpenShift Logging Operator D/X—2 3 YN 5yz THB I E=HRBLET,

h. Status 7 4 —JU KT Succeeded 2 ETHDEFHL T T,

3. AFX VO VER—RV MNEERLET,

a. 9§ RXTD Elasticsearch Pod * Ready A7 —49 A TH B Z & #MIAL X7,

I $ oc get pod -n openshift-logging --selector component=elasticsearch

H A B

NAME READY STATUS RESTARTS AGE

elasticsearch-cdm-1pbrl44l-1-55b7546f4c-mshhk 2/2  Running 0 31m
elasticsearch-cdm-1pbrl441-2-5c6d87589f-gx5hk 2/2  Running 0 30m
elasticsearch-cdm-1pbrl441-3-88df5d47-m45jc  2/2 Running 0 29m

b. Elasticsearch 7 S A9 —HEETHD I EHERLEFT,

$ oc exec -n openshift-logging -c elasticsearch elasticsearch-cdm-1pbrl44I-1-
55b7546f4c-mshhk -- health

"cluster_name" : "elasticsearch”,
"status" : "green",

}

c. Elasticsearchcron ¥ 3 7HERRINTWB Z & %#HRALE T,

I $ oc project openshift-logging

I $ oc get cronjob

NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app  */15**** False 0 <none> 56s
elasticsearch-im-audit */15**** False 0 <nhone> 56s
elasticsearch-im-infra */15**** False 0 <none> 56s

d AJAMNTHSXICEHFIN, 1 VT v I A green THZZ EAERLE T,

$ oc exec -c elasticsearch <any_es_pod_in_the_cluster> -- indices

e. H7IC app-00000x. infra-00000x. audit-00000x. .security 1 T v I XA HNEENB T
EEWRLET,

BIB2BEDRAT—IADA VT v I AEZCHHH

health status index uuid pri rep
docs.count docs.deleted store.size pri.store.size

Tue Jun 30 14:30:54 UTC 2020
green open infra-000008
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iXwL3bnqTuGEABbUDa6OVw 3 1 248368 0
green open infra-000009
YN9ESULWSNaxWeeNvOsORA 3 1 258799 0
green open infra-000014
YPOUGR7FQ_GVQVQZ6Yholg 31 223788 0
green open infra-000015
JRBbABEmMSMqgK5X40df9HbQ 3 1 224371 0
green open .orphaned.2020.06.30
n_xQC2dWQzConkvQqei3YA 31 9 0
green open infra-000007
IIkkAVSzSOmosWTSAJM_hg 31 228584 0
green open infra-000005
d9BoGQdiQASsS3BBFmM2iRA 3 1 227987 0
green open infra-000003

goREK1QUKIQPAIVKWVaQ 3 1 226719 0
green open .security

zeT65uOuURTKZMjg_bbUc1g 1 1 5 0
green open .kibana-377444158_kubeadmin

mRZQ0O84K0oguQ 31 1 0 0 0

green open infra-000006

289 144

317 158

337 168

292 146

291 145

296 148

297 148
1-

295 147

wvMhDwJkR-

5H-

KBSXGQKiO7hdapDE23g 3 1 226676 0 295 147

green open infra-000001

bSxSWR5xYZB6IVg 3 1 341800 0 443
green open .kibana-6
RVp7TemSSemGJcsSUmuf3A 1 1 4 0
green open infra-000011
J7XWBauWSTe0jnzX02fUBA 3 1 226100 0
green open app-000001
axSAFfONQDmKwatkjPXdtw 3 1 103186 0
green open infra-000016
m9c1iRLIStWSF1GopaRyCg 3 1 13685 0
green open infra-000002

ewmbYg 31 228994 0 296 148
green open infra-000013

jraYtanylGw 31 228166 0 298 148
green open audit-000001
eERgLALMQOIQDFES1LBATQ 31 0 0

. AJIALII—DUTICEHFRINTWS I E2HERLET,
I $ oc get ds collector -0 json | grep collector

g HAll collectort AV T F—HNEFNTVWBIEEHERLET,

I "containerName": "collector"
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bnBvUFEXTWi92z3zWAzieQ 31 222195 0

green open infra-000004

rtDSzoqgsSl6saisSK7Au1Q 3 1 226717 0 297 148
green open infra-000012

RSf_kUwDSR2xEuKRZMPgZQ 31 227623 0 295 147
green open .kibana_7

1SJdCqlZTPWIIAaOUd78yg 1 1 4 0 0 0

green open infra-000010

eH53BQ-
220

0 0
293 146
126 57

19 9
Hz6WVINtTvKcQzw-

KROMMFUpQI-
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h. KibanaCRD 2 L TOJEY a7 54 F—MNoX ICEFHINTVWE I L ZHRALET,

I $ oc get kibana kibana -o json

i. HAl ready R7—% XD KibanaPod A&F N2 & =#HERALET,

$13.3 #{IREEIC 3 B Kibana Pod D A A
[
{
"clusterCondition": {
"kibana-5fdd766ffd-nb2jj": [
{
"lastTransitionTime": "2020-06-30T14:11:07Z",
"reason": "ContainerCreating",
"status": "True",
lltypell: "
1,
{
"lastTransitionTime": "2020-06-30T14:11:07Z",
"status": "True",

"reason": "ContainerCreating",
lltypell : nn

}
]
}

eployment": "kibana",
"pods": {
"failed": [1,
"notReady": []
"ready": []
13
"replicaSets": |
"kibana-5fdd766ffd"
1,
"replicas": 1
}
]

3212. VSR =4 v aR— RDOERR

OpenShift Container Platform Web 1> ¥/ —JL® Logging/Elasticsearch Nodes & & U' Openshift
Logging ¥ v > 2 7R— K&, Elasticsearch 1 Y 24 VA%, BBDREMIES L UBEICERTE 2
BB D Elasticsearch / — RICD W T DFMERERRLE T,

OpenShiftLogging ¥ v ¥ 2 R—RIZIE, V5RY—YY—R, AXR=IL I3y, VSR9—D
2+ — R, Fluentd 5t E. 25 R4 —L RV TD Elasticsearch 1 VY A4 ¥ ZIZTDWT DFM %= R R
TE2Fv—MDEFNET,

Logging/Elasticsearch Nodes ¥ v & 2 7R — NIZIE, Elasticsearch 1 Y 24 ¥ Z DA RTT %

Fro— hAEENET, ChODFr—hDZIE/ —RLARLOEDTHY., ThITik, 1 VT
2. Yr—R, UY—RBEDEMABENET,

3.2.12.1. Elastisearch & & Uf Openshift Logging ¥ v ¥ 2 R— KADT7 VX
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OpenShift Container Platform Web 1> Y —JL T Logging/Elasticsearch Nodes & & U' Openshift
Logging ¥ v aR— RERRTEZXT,
FIR
FyaRh—REEET2ICE, UTEZETLET,

1. OpenShift Container Platform Web 1> —JL T, Observe - Dashboards =7 ') v 7 L %
EP

2. Dashboards *—< T, Dashboard X =1 —M 5 Logging/Elasticsearch Nodes & 7= (&
Openshift Logging %#:#R L £ 7,
Logging/Elasticsearch Nodes ¥ v & 2 7/h— RDIF&E I, RnT 2EDH % Elasticsearch
J—REERL, T—Y9DRIEEEZRETEZET,

BT Y Y 2aR— RBIRFIIN, T—IDEHEDF ¥ — MHRRIINIT,

3. BEICH LT, TimeRange X — 21— & U Refreshinterval X Z2—H5, F—9 &2RRT
I FEIFABEAOHEEE/ET—ID) 7Ly al—MaBRLET,

v aR—RKFv— MIDOWTOFMIE. About the OpenShift Logging dashboard & & U About the
Logging/Elastisearch Nodes dashboard #& 8 L T 72X\,

3.2.12.2. OpenShift Logging ¥ v > 2 R— KIZDWT

OpenShift Logging ¥ v ¥ 2/ R— RIZI&, ¥ 5 X4 — L ~NJLT Elasticsearch 1 ¥ 24 ~ ZDFF i = &
TIBFv—IDEENTEY., ThZzERALTHEAEZSHL. FRATEI,

#3.10 OpenShift Logging ¥ ¥ — b

XYy B

Elastic Cluster Status (Elastic Cluster D 2 7—% X)) Elasticsearch MIR{TRAT—4 R:

® ONLINE: Elasticsearch 1 Y X% ¥ A7 v
ZAVTHBEERLET,

® OFFLINE: Elasticsearch 1 Y A4 ¥ AH' A
7240 THBEE=RLET,

Elastic Nodes (Elastic / — R) Elasticsearch 41 > 24 > AN D Elasticsearch / — K

DEEHE.

Elasticsearch 1 > 24 >~ AR D Elasticsearch & v+ —
R DEEHE

Elastic Shards (Elastic & ¥ — R)

Elastic Documents (Elastic KF a2 X > )

Total Index Size on Disk (T4 AV LD&EEA VT v
5244 X)
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Elasticsearch 1 > 24 » AR D Elasticsearch KF 2
XY NDEEHL

Elasticsearch 1 YTy 2 RAICEHAINS T4 RV B
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ARMYwY

Elastic Pending Tasks (Elastic DfREHD S 2 )

Elastic JVM GC time (Elastic JVM GC B¥f#)

Elastic JVM GC Rate (Elastic JVM GC L — k)

Elastic Query/Fetch Latency Sum (Elastic 7 ') —/
JIVvFOLATVI—DEE)

Elastic Query Rate (Elastic 7 ') —L — I)

CPU

Elastic JVM Heap Used (Elastic JVM &£ — 7 DEHA)

Elasticsearch Disk Usage (Elasticsearch 74 X 7 D
= F)

File Descriptors In Use (fEFAHF D 7 7 1 JLEZIRF)

FluentD emit count (Fluentd M4 ER)

FluentD Buffer Availability (Fluentd /Xv 7 7 —DH
FAt)

%3%E LOGGING 5.5

B4

AVTYIADER. A VTIIADIYEY Y,
Ty —RDEIYHT, Pv—ROKEAE, BT L
T WA Elasticsearch ZE DA ST,

JVM 9 5 X9 —TD Elasticsearch ARX— L 4
2 a VREDRETICE L 2BERE,

VM BB T EICHR—C T ITF A ETF 4 —%ET
ER-R =ik

e VIY)—LAFYvi—: & Elasticsearch &3
7 IT) —DERITICHERITHRE,

o JIvFLATFTVi—: & Elasticsearch &3
JIT)—MNF—5D7 v FICETIEHE
SN

BE. 7zvFLATUVY—OERAEIT)—LA
TUvv—dYtEARYET, JzvFLAITY
Y—HN—BLTEMY 558, IhiET414 X7 D&E
EOET. 7—5DEMN. FLEERIZTEIHK
MRLBERDHZ 2R LTVWBARENHY X
ER

% Elasticsearch / — RMD 1# 3 7 Y I Elasticsearch
AVRIVAILH L TETINEI ) —DERS

AVviR—3> M EILRRIN S Elasticsearch,
Fluentd. & U Kibana IC& > THEREI NS CPUD

=
BHo

FARAINZIVM XA EY—DE, EELRISAY—T
lE. UM AR—=OL 23 vicd>TAEY =N
BRI hzde, VYSTREHEMARETE2RLEY,

% Elasticsearch / — R® Elasticsearch 1 Y X4 > X
ICE>THERAINE T RVBEDEET

Elasticsearch, Fluentd. & & U Kibana IC& » TEHA
INB7 74 IVEERFDEEE,

Fluentd 7 7 #JL NHEAD 1##H 7Y D Fluentd X v
TV DEHBS LT T 4 NHEODOBEFHITH,

F¥ U OICERATES Fluentd /Ny 7 7 —D/R—+
Vhe Ny T 7—D—ICH B E, Fluentd BZ{ET
ZO0HENIBTELRWC EERTABEELHY F
ER
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XhYvs B

Elastic rx bytes (Elastic rx /84 k) Elasticsearch #* FluentD, Elasticsearch / — K, &
SUTEDMDY —ZADLZELLEE /N1 ML

Elastic Index Failure Rate (Elastic 1 7 v 7 R KK Elasticsearch 1 T v 7 ATKB LA 1#WHYD
%) BEEK. L— MABWESE. A YTy U RICH
BhHBZ & aRTAREELHY £,

FluentD Output Error Rate (Fluentd tH 1 T 5 —K) FluentD 2O 7 DEHICKKT 5 1#H 7Y ODEED
e

3.2.12.3. Logging/Elasticsearch / — K¥ v a2 R—KDFv— b

Logging/Elasticsearch Nodes ¥ v & 27K — R(ZId, BINDEZETICEH T X % Elasticsearch 1 Y X 4
VADHEMERTTDFr—bEEFhET, IHSDFv—bDELEFE/ —RLRILDEDTY,

Elasticsearch A7—4% X

Logging/Elasticsearch Nodes ¥ v < 2 7R — K IlIE, Elasticsearch 1 Y 249 Y ZAD AT —4 AT
THUFTDOFv—rhAEFNZET,

3.1 Elasticsearch A7 —4% 274 —JIL K
AMYy Y 5]

Cluster status (7 2 A9 —XAT7—4 X) Elasticsearch @ green. yellow, 8L UWred A7—%
A%EEAT D, BRINWBEICEFZ29529—
DEEERT—49 Z,

e O:Elasticsearch 1 ¥ 24 >~ 2 H* green
T—HRATHBIEERLET, Thid,
TRTOYvy—RAEYHTHNE T &%
BELEFY,

e I:Elasticsearch 1 ¥ 24 > XA yellow R
T—HRATHBIEETRLET, Thid 1
DUEDYv— KDL T AY v — RKHE
YL THONBRWI EEEBHELET,

® 2: Elasticsearch 1 Y A%V AH red RF—
HRATHBIEZRLET, ik, 1DL
to7s54<) =Y v—RE&EZDL T A
MNEYHTONABRWIEEEKRLET,

Cluster nodes (7 2 A% —/—K) 95 A% —HD Elasticsearch / — KD EEHEL

Cluster datanodes (7 2R —7—% / —R) 9 2 24 —HD Elasticsearch 7 —4 / — KD#,

326



%3%E LOGGING 5.5

XhYvs B

Cluster pending tasks (7 2 29 —DRBHDHIRY) HTLTHELT. V5 R9—F21—THEHDI S
A —REEEOH, EzlE. 1 VT v I ADE
B 4V7v Y ZOBIER. ¥v—RKDEIY HTHRE
HYFET, EIMERIIE. 7T7RY—DEEITHE
TERWZEZRLET,

Elasticsearch 7 S A9 —A VTV IR ¥ —RKDAT—F R

% Elasticsearch 1 YT v 7 Ald, KL INIT—YDEKXKBATH B 1D2ULEDY ¥ — RDHE
TJIW—TTT, A VTYIAYY—RIZIE, 7547 —=v—ReELTYVAYy—RKD2oOD%
A THBHBYET, RFAXYIMDNIUYTYIRICAVTYIRbINZ E, ZhiFTS4<)—
S —ROWTNNREIN, ZOVvY—ROITRTOL Y AHILAE—ShFT, 75147
)= v —RDEISA Ty 7 ADERBICEEIN., COIIA Ty 7 ZA0BMHPBICEERT
5ZEETEEFRHA, LTV AV Yy—ROBIEWDOTEEETEET,

AVFYIRAY Yy —RIE, SATHA IV T —XFRLWEISRI—TRET ARV MIGLTER
DREICPYEDYET, Yy—RPRRELIVA VT Vv I RERERITTESHE, Yvy—RNE772
TATIKRYET, Dvr— KBS DERERITTERWVGE, Yv—RNEET7I T4 TICRYE
T ¥ — RKOPWHIME. BEY YT, REYLBTREDRREBIZHDIFEIZ. Yvy—KD¥ETF7IT 414 T
RBAEEIHY ET,

AVTYVIRYvy—RIE, T—IDYBRIRTHZ2A VTV IRAETAY MEFENZHE DNI R
RAETOYITHREINET, A VTV VAET AV ME Lucene BFI7ICA VT v 7 eI
T—H%EAIY FLEEZICERINZLEBHNIL, 1T 2—49 T Lucene M VT v I RTY,
Lucene (Elasticsearch IC& > THERAINZBREBESA TV ) Id. "y OISOV RTAVTvIRE
TAV N el YRERBREITAVRNMII—I L, E7XAY MOGEREAEBRVWREBICHIEFLE T, 2o XY
Naevx—UF27O0CADFRMEIAY MHBERINDZEELY BEL RZBEE. BEF HZI &%
SO AL DY T,

Lucene "IRBRBIEREDT — Y BRIEAERTT 5156, Lucene FEETZAI VT YIRADA VTV IR
TITAVPMIRLTREEZERITLEY, TDEO, T AV MIE, AE)—ICO—KRIh, vv 7
INBBEDT—IBENEFNET, 1 VT VIARAIYEVTIF, EIXA VY NT—9BETHERIN
DAEY—ICKELKHELEZDHREEIHY T,

Logging/Elasticsearch Nodes ¥ v < 2 7/R— RIZI&, Elasticsearch 41 7 v 7 2> v+ — RIZET B LUTF
DFv—rDFENRET,

&K3.12 Elasticsearch 7 S A9 —D v — KRAF—Y ADF ¥ — b

AU Bl
Cluster active shards (P S R4 —DT7 07147 VSRAY—ILBIBTIT1TRTZ4<7Y —
S —F) Sr—ROBE, LTYNEEDY v— ROAE

B, v —ROEDNKELARDBE, V7TRAY—D/N
T3—IVAMNMBETFLIBO B EELHY £9,
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AU E7L
Cluster initializing shards (7 2 A9 — QLY v— ISR —DT7 V714 T7TRERABVWS v — KO, 7
k) 574 TTHAWY v— Kid, I, B0

J—RICBEEINZTWE Y v— R, FYHT
LRTWaWS v—REELEY, B8, /72X

H—ICIXERE T VT4 TTIRBVWY vy—RKDH Y
¥9. REBICHA>TT7 V574 T TIERVY v —
ROEAIEZ 2I56(1F. BEIH D E%RT A

HEAHY X7,
Cluster relocating shards (7 2 249 —DBEEY ¥ —  Elasticsearch D'##R / — NICBEREEINTW3
K) v — RO, Elasticsearch &, / —RKTODXE

) —EREXABWEECHR/ - IS525—IC
B3I/ l0BEROERICLY / — N2BE

BLET,
Cluster unassigned shards (7 5 24 —KZ|\) 4T RENWHTDY v— NDHL, Elasticsearch ¥ ¥ — K
S — ) i FHEA VT Y 4 ZADEMP / — ROEERED

HHTAHYETONGWARELHY XY,

Elasticsearch /— KX MY U R

% Elasticsearch / — RICIE, YRV DUBICFEFRATEZ Y)Y —RADEICHIRIHY ET, IXTD
1)) —ZAMMEHEP T, Elasticsearch D"#FifR4 XV DETAHITT %158, Elasticsearch (&—ERD )
Y —2ABFIEAREICAREZEFTCIRIAFa—ICANE T,

Logging/Elasticsearch Nodes ¥ v & 2 7/R— FIZIE, BRI N/ — ROV Y —RERAKRICEAT U
TDOF ¥ — b & Elasticsearch ¥ 2 —THFHEFDY RV DEHINEENET,

X313 Elasticsearch / — KD X MY VX Fv— b
AXMYyY Bl

ThreadPool tasks (ThreadPool ¥ 2 7) BERDF 1 —DFEFRDY R D (Y X054 THl
IKRTINET), F2—RHOYRVORIPEREL
F2IRREIE, /—RUY—XDARBPZDMDREED
HBIEERTAREENHY FT,

CPU usage (CPU D AA%) KR RIVFF—ICEY M TSNS CPUDAEDE
& & LT, BIRL 7 Elasticsearch / — RiC& > TH&E
HXh 3 CPUDE,

XEY—FEHE IR L 7 Elasticsearch / — RIZ& > THERAIN % X
E U _%o

Disk usage (71 R 7 EHE) BIRXI N/ Elasticsearch / —RDA VT v I AF—
YBLUVRAYT—HIERAINZT A RIVBEDE
ato
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XhYvs B

Documents indexingrate (RF a2 XY M VFv PR RKF¥axy MHNEIRI N/ Elasticsearch / — R TA
ftL—=») Ty ORI BL— b,

Indexing latency (1 Y7 v 7 R{tL A7V —) FEIRI N7/ Elasticsearch / — R TRFa AV NEA
VTV AETBDICRBEERDZER, 1TV Y
2L AFoo—d, VM E—TXEY) —P2EFED
BRHREDEZL DERICLDHEEZITDHREMD
HYFET, LATVI—DEMTZHEF. 1 V2R
HYVARAD) Y —RABRENTRLTWSE I EETRL

9,

Searchrate (IR L — I) BRI N7 Elasticsearch / — R TRITINZIBRERE
RO,

Search latency (8FEL 1 T ¥ —) BEIRX N7z Elasticsearch / — R THRZBEERETT T

LDICMHEBERDEHE, RBELIATVY—IF, #%
COERDOHEAZ T DAREMEIMHYET, LI1T
V=BT BHEIE. AV RAIVARDY) Y —
ABRENFBELTWBZEERLET,

Documents count (with replicas)( KF 2 X > M (L BIRI N7z Elasticsearch / — RIZREIN S

7)) AfER)) Elasticsearch K¥ a2 X ¥ hD#, Zhilid, /—K
TEYHTENRDZTSAT) = vy—RELTU A
Y —ROEAIREINE RFa2 XAV MEEN

E3
Documents deleting rate (K ¥ 2 X > N DHIRL — BEIRE N7z Elasticsearch / — RICEIY HTHNR B WL
M) FAADA YTy I RS v — RADBIRI N

Elasticsearch R 1 X ¥ hD#,

Documents mergingrate (RF¥ a2 X > DY —Y L —  FEIRI N/ Elasticsearch / — RIZEIY HTHN 5 A
M) VFYIRAVw—ROWTFhNTY—IIND
Elasticsearch K¥F 1 X >~ b D#L,

Elasticsearch /— K27 4 —IL K5F—%

Fielddata i34 V5 vV ADBED—E % {R# 9 % Elasticsearch T —4#&ETH Y., JVM E—FIC
REFINZE T, fielddata DEI KIFAR MDD IEIETH B/, Elasticsearch (F fielddata 18
BaEF¥vv>alLET, Elasticsearch i&, EEERZ2A4AVTYv I AT AV MHBEIBRINZY,
R—IINBHBEP. TRTCOD fielddata ¥+ v ¥ 21T VM HEAP X E ) — DA+ ITARWBE I,
fielddata ¥+ v 2% ITEY NTEZET,

Logging/Elasticsearch Nodes ¥ v & 2 7R — R|CI&. Elasticsearch fielddata ICEA T LU TDF v+ — b
NEENET,

#&3.14 Elasticsearch /— K74 —ILKF—%F ¥ — b

ANy e
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XhYvs B

Fielddata memory size (Fielddata X € ') —% 1 X) EIR I N/ Elasticsearch / — KD fielddata F + v
AIERINE VM E—TDE,

Fielddata evictions (Fielddata TEZ & 3 ) BEIRXI N/ Elasticsearch / — KA SHIBRI i
fielddata #E DL,

Elasticsearch /— KD/ X)) —F v v a

AVTYIRABREINTVWET—IDPZTEINLWNGE, BRI T —0DFERIX Elasticsearch T
BHATESLIIC/ —RLRNLDIIY)—F vy allxvyyiaihnixd,

Logging/Elasticsearch Nodes ¥ v & 278 — R(ZId. Elasticsearch / — KDV LY —F v v > aIllET
BUTDFv— DA EFNET,

#3.15 Elasticsearch / — KDY TY—Fv— b
ARYv Y tEA
Query cachesize (V') —F v+ v a4 X) BEIRI N7z Elasticsearch / — RIZEIY HTHNE T

RTOYvY—ROIVT)—Fv v oallFHAINS
AE)—DBEE,

Query cache evictions (7 TV —F v v 21T kS EIRI N /- Elasticsearch / —RTOI T —F v v

vav) TaADIES Y 3V,

Query cache hits (VT —F v v akv k) EIRI N /- Elasticsearch / —RTOI T —F v v
adkby ML

Query cache misses (Y T —F ¥ v 13IRX) EIRI N /- Elasticsearch / —RTOI T —F v v
910)SZ§&0

Elasticsearch4 YTy 22020y Y5

RE¥xaxXybDAVTy I REERT 5358, Elasticsearch &7 —49 OMEBRIBTHZ A VT v Y
AETAVRNMIRFaALA Y NERELEY., BEBEFIC. Elasticsearch (3 YV —2DFERE %= &ELT %
FFEELT, JYNIRBREITA VN ELYREREITAY MCEMICI—YLET, 1VT VY
ZEBNETAY N e —VU T BHEELYERRICAZHEIE. Y=Y 7OEAN+20EIE > TR
TETIC. RRPN T+ <V RICEAELEBEI I ELCDAEELHY T, CORRERH LD
IC. Elasticsearch &/ T v 22220y M)V T LET, BE. 1Ty IRAICHYHTLNDS
ALY REEI1DDZAL Y RIELT ZETHIRRTEE T,

Logging/Elasticsearch Nodes %' v & 278 — K ICI&. Elasticsearch 4 7y 22020y M) > JICE
THRUTDFv—IEEFNET,

RKIGAVTYHVRZAAY MYV TFv— b
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XhYvs B

Indexing throttling (1 > 7Y 7 A®2A Y k1)~ 7)  Elasticsearch AR I N7 Elasticsearch / — KT A
YRy o ABEERDY MY VT LTV BB,

Merging throttling (¥ =Y ® 20w k1) > ) Elasticsearch #%&3R X 117 Elasticsearch / — KT+
TAV MO —VBFEEZZ2OY M) VT LTWBE
fEl.

J— K JVM b—7D#:5t

Logging/Elasticsearch Nodes ¥ v & 27— RIZIE, JVM E—TREICETZ2UTOF +— M'E
FhEd,

R3II7IVMb—TEEtFv—k
ARYvs 571

Heap used (E— 7 D) EIRI N7z Elasticsearch / — R TERAIN2EIY H
TEHD JVM £ —TEEOEE

GC count (GC ) FEDOAR—IVAL IV avIcL>T, BRI
Elasticsearch / — R TEITINTELAR—=TOL
7 a VigtED#,

GC time (GC BfH) JUM B, FIIBDHAR—=YOL I avild > TREIR
XN/ Elasticsearch / — R THR—=Y L VY3V
=ERIT L TE -,

32B3.AFVIDNZ TN a—FTa vy

3.2.13.1. OpenShift Logging A 7—4% A DX

Red Hat OpenShift Logging Operator DA 7—4% AB LUV DDA F Y IJH TV RAF LAV R—F
YhNERRTEET,

3.2.13.1.1. Red Hat OpenShift Logging Operator D A 7 —4% A KR

Red Hat OpenShift Logging Operator D A7 —4% A =R TCX X T,

AR
® Red Hat OpenShift Logging & & U Elasticsearch Operators *f Y A h—JLEINT W B HEA
HYFET,
¥

1. openshift-logging 70> 7 MIPYEZET,

I $ oc project openshift-logging
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2. OpenShift Logging DAT—4% A &RRTSITIE, UTFEERITLET,

a. OpenShift Logging DAT—4% A =BEBLET,

I $ oc get clusterlogging instance -o yaml
6

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

status: @)

collection:
logs:
fluentdStatus:
daemonSet: fluentd 9
nodes:
fluentd-2rhqp: ip-10-0-169-13.ec2.internal
fluentd-6fgjh: ip-10-0-165-244.ec2.internal
fluentd-612ff: ip-10-0-128-218.ec2.internal
fluentd-54nx5: ip-10-0-139-30.ec2.internal
fluentd-flpnn: ip-10-0-147-228.ec2.internal
fluentd-n2frh: ip-10-0-157-45.ec2.internal
pods:
failed: []
notReady: []
ready:
- fluentd-2rhgp
- fluentd-54nx5
- fluentd-6fgjh
- fluentd-612ff
- fluentd-flpnn
- fluentd-n2frh
logstore: 6
elasticsearchStatus:
- ShardAllocationEnabled: all
cluster:
activePrimaryShards: 5
activeShards: 5
initializingShards: 0
numDataNodes: 1
numNodes: 1
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterName: elasticsearch
nodeConditions:
elasticsearch-cdm-mkkdys93-1:
nodeCount: 1
pods:
client:
failed:
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notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7¢c6-mjm7c
data:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
master:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
visualization: ﬂ
kibanaStatus:
- deployment: kibana
pods:
failed: []
notReady: []
ready:
- kibana-7fb4fd4cc9-f2nls
replicaSets:
- kibana-7fb4fd4cc9
replicas: 1

HAD status Y VHIZ. V5RAY—RTF—YADT 14— KRHARTINZET,
Fluentd Pod ICE8 T % (B

Elasticsearch 7 5 X 4 — D24tk (green. yellow. F7=(& red) 7 & D Elasticsearch
Pod ICBET 3 1EHR

09

Q Kibana Pod B89 5 15¥R

3.213.1.1.1L. JkEE X v 2— T (condition message) DY~ FIL

LA I&. OpenShift Logging 1 ~ 24 > 2 M Status.Nodes 27> 3 VH S D—EDREX v 2—I D
BlTd,

DLTFDEDIBRRT—FHAXAvE—TlE, /—RKRDOBREINLBEEEEBLZBATBEY., Yv—KHZD
J—=RICBEIYYTohAWZ EAERLETD,

H A B

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-clientdatamaster-0-1
upgradeStatus: {}
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UTDEIBRRAF—HAA v =V, /— REBRESNABEEELBATSY. ¥ v— ROHED
J—RIBBSEONEZEERLET,

H A B

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: cluster-logging-operator
upgradeStatus: {}

LTFDOLEIRRAFTF—F R Ay tE—IF, CRD Elasticsearch / — REL V5 —DBI SR —DW\WThD
J—RIZE—HLAaWnwZEERLET,

H B

Elasticsearch Status:
Shard Allocation Enabled: shard allocation unknown

Cluster:
Active Primary Shards: 0
Active Shards: 0
Initializing Shards: 0
Num Data Nodes: 0
Num Nodes: 0
Pending Tasks: 0
Relocating Shards: 0
Status: cluster health unknown
Unassigned Shards: 0
Cluster Name: elasticsearch

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z7

Message: 0/5 nodes are available: 5 node(s) didn't match node selector.
Reason: Unschedulable

Status: True

Type: Unschedulable

elasticsearch-cdm-mkkdys93-2:
Node Count: 2
Pods:

Client:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Data:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl
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Ready:
Master:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

UTDEIBRAT—FZAX v E—=VIF, BRKINLPVCHPVICNS Y RENGAWTZ EZRLET,

H A B

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z7

Message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
Reason: Unschedulable

Status: True

Type: Unschedulable

UTFDEDRRAT—IRAyE—IF, /—RELIZ—DVTHhDO/ —RIZE—HLABW=DH,
Fluentd Pod 5 A7 ¥ a2 — )L TERWVWZ EAERLET,

H A B

Status:
Collection:
Logs:

Fluentd Status:
Daemon Set: fluentd
Nodes:

Pods:
Failed:
Not Ready:
Ready:

321B12. AFXVIYTIORFAAVR—XY MDRAT—H ADERTR
WO DOAF VI TVRFTFLAOAVERE—RVY MNDRATFT—YRARRTCEET,

=S5

® Red Hat OpenShift Logging & & U Elasticsearch Operators *1 Y A h—JLEINT W B HEA
HYFET,

FIa
1. openshift-logging 7O =7 MIPYEBEZET,

I $ oc project openshift-logging

2. RedHat OpenShift REEOOF Vv JH T RFLDAT—H R &KRRLET,
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I $ oc describe deployment cluster-logging-operator

ol
Name: cluster-logging-operator
Conditions:
Type Status Reason

Available  True MinimumReplicasAvailable
Progressing True NewReplicaSetAvailable

Events:
Type Reason Age From Message

Normal ScalingReplicaSet 62m deployment-controller Scaled up replica set cluster-
logging-operator-574b8987df to 1----

33.AF VI TVRATFALALT Y AEY N\ORT—Y9R%ERRLET,

a. L7V hty NOEZRIEZEBREBLET,

H A B

I $ oc get replicaset

HhH
NAME DESIRED CURRENT READY AGE
cluster-logging-operator-574b8987df 1 1 1 159m
elasticsearch-cdm-uhr537yu-1-6869694fb 1 1 1 157m
elasticsearch-cdm-uhr537yu-2-857b6d676f 1 1 1 156m

elasticsearch-cdm-uhr537yu-3-5b6fdd8cfd 1 1 1 155m
kibana-5bd5544f87 1 1 1 157m

b. L7V Aty N\ORFT—9RAERBLET,

I $ oc describe replicaset cluster-logging-operator-574b8987df

H A B

Name: cluster-logging-operator-574b8987df

Replicas: 1 current / 1 desired
Pods Status: 1 Running / 0 Waiting / 0 Succeeded / 0 Failed
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Events:
Type Reason Age From Message

Normal SuccessfulCreate 66m replicaset-controller Created pod: cluster-logging-
operator-574b8987df-gjhqv----

3.2.13.2. Elasticsearch A7 A N 7D AT —4H ADEXRR

OpenShift Elasticsearch Operator D A 7—% A%, #% < @ Elasticsearch AV R—% Y N ERRTE
£7,

321321 A7 AN FPDRT—H ADEKRR

AJANTPDRT—H A ERRTEET,

AR

® Red Hat OpenShift Logging & & U Elasticsearch Operators *f Y A h—JLEINT W B HEA
HYFET,

FIg
1. openshift-logging 7O0>Y =7 MIPYEBEZET,
I $ oc project openshift-logging
2. AT =9 R%=RTFTBITE. UTFZEETLET,
a AJANTPAVRIVZADEEZRELET,

I $ oc get Elasticsearch

H oAl
NAME AGE
elasticsearch 5h9m

b QAN DRAT—YRA%=RFLET,
I $ oc get Elasticsearch <Elasticsearch-instance> -0 yaml
UFICHZERLEYS,
I $ oc get Elasticsearch elasticsearch -n openshift-logging -o yaml

HAIKIE UTFDL D AERIAZENET,

Hi

status: @)
cluster: 9
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338

activePrimaryShards: 30
activeShards: 60
initializingShards: 0
numDataNodes: 3
numNodes: 3
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterHealth: ™
conditions: [] 6
nodes:
- deploymentName: elasticsearch-cdm-zjf34ved-1
upgradeStatus: {}
- deploymentName: elasticsearch-cdm-zjf34ved-2
upgradeStatus: {}
- deploymentName: elasticsearch-cdm-zjf34ved-3
upgradeStatus: {}
pods:
client:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
data:
failed: ]
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
master:
failed: ]
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
shardAllocationEnabled: all

@ LHhostaus I UYL VSR -RF—FRADT 4 I KBRRINET,
Qg AJARNTDRAT—4H R:

o TIUTATRTZAR) =2 v— KDY

o 7UT 4TI v — RO

o WHLINDY v— RO

o OJANT7TF—4/—ROH,

e OJARANT/—RDEEE,
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o REBHDY RV D,
e OJRANFPDRAT—4H X:green. red. yellow,
o REYETOYv— NDOH,
g ATF—8 RARE (HDBR), OFRARNTDRFT—4H XL, Pod KRB I N TULARWE
EQ;TVJ—E—WBQEE%Ebi?QMT®%%E%ELE4NVFﬁ§ﬁ§

FrFr—OJZ2 N7 ETOFY—OAVTF—OEAEFEA,

\

o ]

e OJANFZIAVFF—¢OFY—aAVFF—OEATIVTF—IERTLTW
60

¢ Pod MR T a—IILWRHATHD, F/-. WO DRBBICETBZEHEETIN
TWE T, Fiflz, REXAYE—JDU YTV 2SBLTLEIWL,

Q upgradeStatus D#H %7 529 —ADOT A N7/ — R,

'failed”. notReady 7z |d ready RKEED FIC—BXRRINKL. /T RY—ROOT R
N7OSA4T7V b T—48., BLUTPTYRH— Pod,

3.213.2.1.1. REEA v 2— (condition message) DY >~ FIL

LAFIE, Elasticsearch 1 Y A4 >V A D Status £/ a v HLD—EDREX v - DHIICARY F
ERR

LTFDRTF—=HZAAvE—=IlE, /—RDOBREINALBEEELZBATEY, Yvy—RKHZD/—RIZ
FYYBTonhBWwWZ EaRLET,

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:22Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

UFDRAT—=FZAXyE—=ViF, /—RFIRESNESEEEZBATEY., Yv—RiMD/ — FIC
BEBIELONBIEERLET,

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.

reason: Disk Watermark High
status: "True"
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type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

UFDRTF—=9AA =21k, CROATVARNT /) —RELIVI—DBIZTZAY—DVWTNIhD/—KIC
F—HLAWZEERLETD,

status:
nodes:
- conditions:
- lastTransitionTime: 2019-04-10T02:26:24Z

message: '0/8 nodes are available: 8 node(s) didn"t match node selector.'
reason: Unschedulable
status: "True"
type: Unschedulable

UFDRT—HZAAv =Tk, OFZARNT7 CRAEFEELABWV KERY) 2 —LFEXR (PVC) 2FHT 3
=R LET,

status:
nodes:
- conditions:
- last Transition Time: 2019-04-10T05:55:51Z

message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
reason: Unschedulable
status: True
type: Unschedulable

LTFORTF—HZAXAvE—IF, OFARNTISRAY—ICIETTRER) Y —42HR— T 206D+
) — RPN BWZEERLET,

status:

clusterHealth: "

conditions:

- lastTransitionTime: 2019-04-17T20:01:31Z
message: Wrong RedundancyPolicy selected. Choose different RedundancyPolicy or

add more nodes with data roles

reason: Invalid Settings
status: "True"
type: InvalidRedundancy

CDRATF—HZAXAyE—JF, 95R4—ICavybhO—ILTL—Y/—RKHSZTEBZEERLTVE
£

status:
clusterHealth: green
conditions:
- lastTransitionTime: '2019-04-17T20:12:347'
message: >-
Invalid master nodes count. Please ensure there are no more than 3 total
nodes with master roles
reason: Invalid Settings
status: "True'
type: InvalidMasters
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LTRDAT—=FZAAvE—IE, MALD & LAZEED Elasticsearch A AL =Y THR— K I AW
ZE&z=RmLEY,

UFIChZRLET,

status:
clusterHealth: green
conditions:
- lastTransitionTime: "2021-05-07T01:05:13Z"

message: Changing the storage structure for a custom resource is not supported
reason: StorageStructureChangelgnored
status: 'True'
type: StorageStructureChangelgnored

reason 5 LU type 7 1 —IL RiE, Y R— P RARADEEDY A THIBELET,

StorageClassNameChangelgnored

ARML=YOSREDEENMYR— I TWEHA,
StorageSizeChangelgnored

ARML=SHAXDEENMYR— I TWEEA,
StorageStructureChangelgnored

—BRANL—VEKGERA ML —VUBERTOEEN Y R—FIhTWEHA,

B

ClusterLogging 1 2% 51 Y — 2 (CR) &—B$Z kL —U D SKEEZ kL —V 28]V
BAB5LHICERTET BHEIC. OpenShift Elasticsearch Operator (&K #EHR ) 2 — A
ZR (PVC) ZER L XA, KigRY 2 —L4 (PV) IFERI N EHE

A, StorageStructureChangelgnored 2 7—% X % HlIff ¢ % (CIF. ClusterLogging
CRADEBEATTICE L. PVC ZHIRT 2HELNHY E T,

321322072 MF7AVKR—FXY PDRT—H ADKRT
BE<OOJAMNTIAVR—FXVMDRAT—H RERRTEET,

Elasticsearch4 7 v 7 X
Elasticsearch 1 Y T Y ADAT—H A ERRCEET,

1. Elasticsearch Pod D &Fi%#EE L £,

I $ oc get pods --selector component=elasticsearch -0 name

H A B

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqgkz7

2. AVTYIADRAT—I A EBMELET,

I $ oc exec elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -- indices
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H A B

Defaulting container name to elasticsearch.
Use 'oc describe pod/elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -n openshift-
logging' to see all of the containers in this pod.

green open infra-000002 S4QANNf1QP6NgCegfnrnbQ
3 1 119926 0 157 78

green open audit-000001 8 EQx77iQCSTzFOXixRqgFw
3 1 0 0 0 0

green open .security iDjscH7aSUGhIdgOLhelLBQ 1
1 5 0 0 0

green open .kibana_-377444158_kubeadmin

yBywZ9GfSrKebz5gWBZbjw 3 1 1 0 0 0

green open infra-000001 z6Dpe__ ORgiopEpW6YI44A
3 1 871000 0 874 436

green open app-000001 hirazQCeSISewG3c2VIvsQ
3 1 2453 0 3 1

green open .kibana_1 JCitcBMSQxKOvIg6iQW6wg
1 1 0 0 0 0

green open .kibana_-1595131456_user1 glYFIEGRRe-
kaOW30kS-mQ 3 1 1 0 0 0

OJ X k7 Pod

342

AJANT7ZRANT B Pod DRAT—F RERRTEET,

1. Pod DERZEEL XY,

I $ oc get pods --selector component=elasticsearch -o name

H A B

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqgkz7

2. POdDAT—9 RAZHIBFLET,
I $ oc describe pod elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
HAIKE, UMTOELDBRRT—F RABHRAEEFNET,

H A B

Status: Running

Containers:
elasticsearch:
Container ID: cri-0://b7d44e0a9ea486e27f47763f5bb4c39dfd2
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State: Running
Started: Mon, 08 Jun 2020 10:17:56 -0400
Ready: True

Restart Count: 0

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

proxy:
Container ID: cri-
0://3f77032abaddbb1652¢116278652908dc01860320b8a4e741d06894b2f8f9aa

State: Running
Started:  Mon, 08 Jun 2020 10:18:38 -0400
Ready: True

Restart Count: 0

Conditions:
Type Status
Initialized True
Ready True

ContainersReady True
PodScheduled  True

Events: <none>

OJZAML—S PodTF70O4 XY MEE
AOJZAMNT7DTFTOAAY MREDRAT—Y AERRTEET,

L 7704 AV MNREDEZRIZRIGELE T,
I $ oc get deployment --selector component=elasticsearch -0 name

Hi B

deployment.extensions/elasticsearch-cdm-1gon-1
deployment.extensions/elasticsearch-cdm-1gon-2
deployment.extensions/elasticsearch-cdm-1gon-3

2. TTOAMAY NEREDRAT—Y A EMBLET,
I $ oc describe deployment elasticsearch-cdm-1gon-1

HAIKE, UTFDLSBRAT—F RERAZENET,
apalyl

Containers:
elasticsearch:
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Image:  registry.redhat.io/openshift-logging/elasticsearch6-rhel8

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Conditions:
Type Status Reason

Progressing Unknown DeploymentPaused
Available  True MinimumReplicasAvailable

Events: <none>

OJRM7OLFYhEY b
AJZART7OL ) ALYy N\ORT—H RERRTEET,

L L7V Aty NOZRIEZEREBLET,

$ oc get replicaSet --selector component=elasticsearch -o name
replicaset.extensions/elasticsearch-cdm-1gon-1-6f8495

replicaset.extensions/elasticsearch-cdm-1gon-2-5769cf
replicaset.extensions/elasticsearch-cdm-1gon-3-f66f7d

2. LTV Aty NORT—9REBBLET,
I $ oc describe replicaSet elasticsearch-cdm-1gon-1-6f8495

HAKIE, UMTFDLSBRAT—9 RBEHRAZENET,
6

Containers:
elasticsearch:

Image:  registry.redhat.io/openshift-logging/elasticsearch6-

rhel8@sha256:4265742¢7cdd85359140e2d7d703e4311b6497eec7676957{455d6908e7b1
c25

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Events: <none>

3.2.13.2.3. Elasticsearch 7 5 A —DRXAFT7—4 R

OpenShift Container Platform Web 3> Y — )LD Observetz 7> 3 VIlH B 5 v > 2 7K-— RITIL,
Elasticsearch 7 S A9 —DRAT—H ANKRRIINET,

344



%33 LOGGING 5.5

OpenShift Elasticsearch 7 5 A9 —D X7 —4% XA = B459 % ICIE. OpenShift Container Platform Web
JvY—IJLMDObservetz V> avIilHd45 v aiR—NK
<cluster_url>/monitoring/dashboards/grafana-dashboard-cluster-logging IC7 7 X L £ 7,

Elasticsearch A7 —% X714 —JL K

eo_elasticsearch_cr_cluster_management_state
Elasticsearch 7 5 24 — A EBW RN, EERRANEZEZRLET, UTICHAlEZRLET,

eo_elasticsearch_cr_cluster_management_state{state="managed"} 1
eo_elasticsearch_cr_cluster_management_state{state="unmanaged"} 0

eo_elasticsearch_cr_restart_total

Elasticsearch / — KA GEEAZDHRE. O— 1 Vv I/VBREH. FLERA T Y a1 —ILINBEER
E. BEFLAO#AERLET, UTICHIERLET,

eo_elasticsearch_cr_restart_total{reason="cert_restart"} 1
eo_elasticsearch_cr_restart_total{reason="rolling_restart"} 1
eo_elasticsearch_cr_restart_total{reason="scheduled_restart"} 3

es_index_namespaces_total
Elasticsearch 1 7 v % X namespace D AR RLE T, UTFICHZRLE T,

Total number of Namespaces.
es_index_namespaces_total 5

es_index_document_count
% namespace DL A— RYZXRRLET, UTFICHlZRLET,

es_index_document_count{namespace="namespace_1"} 25
es_index_document_count{namespace="namespace_2"} 10
es_index_document_count{namespace="namespace_3"} 5

Secret Elasticsearch 7 4 —JL RBRDOMSLWD, BEWS X vtE—T
Elasticsearch I admin-cert. admin-key. logging-es.crt. X 7-|d logging-es.key 7 7 1 LAY /R W\ 15
B, YV aR—RIZERDFDE DI BRRAT—H AA Yy E—INRRINET,

message": "Secret \"elasticsearch\" fields are either missing or empty: [admin-cert, admin-key,
logging-es.crt, logging-es.key]",
"reason": "Missing Required Secrets",
321B33.AF VYTV RAFTF LT F—MIDWT
OF> 7L 0289 —D7Z— MMEFTRT, OpenShift Container Platform Web 3>V —JL® Alerting Ul
IK—BRTINITT,
321331 a¥ AL 949 —7 53— bDERR
75— blE. OpenShift Container Platform Web 3> Y —JL®, Alerting Ul @ Alerts ¥ 7IZRTRII 1
F9. 77— MILUTOREOWThMNIARY XT,
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® Firing7 5 — M DIRREIE S 4 L7 b OHIMEIZ true IZ72Y £9, Firing 75— MOKRED
Option X=a1—%7 ") v o L. FHlBEREZRTT 5. 77— b%IEEH (silence) ICL X

ER

® Pending: 2O 75— MRREBIFIRFFRT true TEH. 94 LTI MIEFELTVWERA,

® NotFiring7 5— MIBFRT R H-—IhTWVWIHA,

FI7

OX Y IH T RTLELVEDM®D OpenShift Container Platform 7 5 — b & &RR 9 5 IC13:

1. OpenShift Container Platform 31> —JL C Observe — Alerting DIEICV ) v 7 LE T,

2. Alerts # 7% 0w o LET, BIRLETANI—ICEDVWTT I — M —BRRINZET,

RS

o Alerting Ul WEE#lIZ. Managing alerts #8R L T 72X W,

3.21332. 0¥ 7L 99 —0OF7F—hMIDWT

PFO75—RMEOF 7L 79 —ICE>TERINET, INHDT7 5— ME. OpenShift
Container Platform Web O3>V —JL® Alerting Ul D Alerts R—2 THRIRTE XY,

23.18 Fluentd Prometheus 75— k

FluentDHighErrorRate

FluentdNodeDown

FluentdQueuelLengthinc

reasing

FluentDVeryHighErrorR
ate

<value> of records have
resulted in an error by
fluentd <instances.

Prometheus could not
scrape fluentd
<instance> for more
than 10m.

In the last 12h, fluentd
<instance> buffer queue
length constantly
increased more than
1.Current value is
<values.

<value> of records have
resulted in an error by
fluentd <instances.

3.2.13.3.3. Elasticsearch 7 2 — M JL—JL

INS5DT7Z—MIL—IL% Prometheus ICRRTCXZE T,
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F74I)L NTIEERD 15 4
BTIONDEBAET,

Fluentd & Prometheus H'4F
ED Fluentd 1 Y A%V A%
INEETERN > EER
ELET,

Fluentd (¥ 2 —H 1 XH'1E
MLTWBZEERELT
Wwxd,

FluentD H AT 5 —DHUTIE
BILBERYET, 774
JUKNTIE, ERID 15 2ET
BHEBAET,

Warning

Critical

Critical

Critical
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ElasticsearchClusterNotH
ealthy

ElasticsearchClusterNotH
ealthy

ElasticsearchDiskSpaceR
unningLow

ElasticsearchHighFileDes
criptorUsage

ElasticsearchdVMHeapUs
eHigh

ElasticsearchNodeDiskW
atermarkReached

ElasticsearchNodeDiskW
atermarkReached

ElasticsearchNodeDiskW
atermarkReached

ElasticsearchdVMHeapUs
eHigh

ElasticsearchWriteReque
stsRejectiondumps

AggregatedLoggingSyste
mCPUHigh

ElasticsearchProcessCPU
High

PRI —=DANIVART—H AUFH < EE 2m DOfE RED 127
YEF, V7RI —IF3EZIRAAEZTANT, Pv—RKRED
MOIRWATREEDAH DD, YRI—/ — RPN FLBRINhTW
Tt A

PSR —DANIVART—H AFH7RL< EE 20m ORF
YELLOW ICY F 3, —EOY+v—RL 7Y AREYLHTSHh
Ft A,

P SAY—Tld, RD6BEBLURICT 1 ATBENTRET ST
ENFRINET,

PSR =TIk, RO1EBURICT 7 A IVEERFHIARRT 5
EDFRINET,

EEINSZ/—RTOIVM E—TOFERENEGLL R>TVE
ER

BEINL/—KRIE. T4 RIDRERENVRWVIDITEE
HEEIELTWET, Yv—RE2ZD/—RNIZEYLTBZ &
FTEFHA, /—RIZT 1 RVEEEBNT 5 & ARETT
DENHYET,

EEINL/ —RIF, TARIVDEERENDRVLOHICEE
HEEIGELTWET, — O v— RIFATBEAIBAICRID / —
RICBEZIYLTOSNDHEEIDPYEY, /—RNIZT1 R
EEABIMINED, O/ —RICEYHTONEHWNA
FyvIREROYFLET,

EEINL/ —RIF, T1ARIVDEEZRENDRVLOHICEE
HEEICELTWET, O/ —RICYvy—RAEYHTOHND
TRTDAVTY I RE. HmAHAMUVERTOY ZICRY T,
AVFYIRTAYIIE. T4 RAVOFERRAI’SELEEET
B2 ICFE THRRINZIBENHY ET,

EEINE/ —ROIVM E—TDFEAREIAETEET,

Elasticsearch Tld, IEEINS/ — RTEXIAAEBFHIEML
TWEY, TDO/—RIEFEA YTy I ZADFEEISEWMTWTLE
WHTEEMED DY £,

BESNE/—RDYRATLTHERAIND CPUNBT EEY,

IEE XN/ — KT Elasticsearch IC& > THERAI N3 CPU B'F
TEXY,

Critical

Warnin
g

Critical

Warnin

7 N
N
[

Info

Warnin
g

Critical

7 N
N
[

Warnin

7 N
N
[
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N
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3.213.4.Red Hat Y R— NHOAOX >V J5F—49 DINE

YR—MNT—REERT B, THEADY ZRI—DT /Ny JIgH% Red Hat HR— MMIIRMH L TV
72< & RedHat DY R— MIZKIBFT,

must-gather Y — )L 2FRA$2 &, 7OV MLRILDYY =R, IFFRI—LRILD)Y—2ZR,
BLUVRAFX VIV RATALAAVERE—FRY MIODWTOZHBEREINETEZ T,

MBS R— N %152 ITIE. OpenShift Container Platform & OpenShift Logging D75 DRI IE R %
RELTLEIY,

%22; p= !
Cn hack/logging-dump.sh 27 /) 7 MIFEA LAWVWTLEZIWV, TORY Y T MEYR—
W RShAAY, Fo s EIRELEE A,

3.2.13.4.1. must-gather Y —JLICDOWT

oc adm must-gather CLI O~ > Rid, BEDT /NNy JICLEBEERDZUARMEDHZ 7 T RY—D5DIE
WEPNELFT,

AFX Y Y% 7Y 7 LDIGE. must-gather [IRDIFEHRZNELE T,

o JOVIIRLANLDPod, BEYY S Y—ERT7AYY M O—Jb, A=A VT a4V
TELVARY N EEC IOV MLRILDY Y —2R

o JSRAH—LRITH/—R, O—=J), BLVPA—INA VT4V THELISRIY—L R
DYy —2

e O7/ILV4%—, OJVRKNT., 8LVOTEY 27 54— ED openshift-logging & U
openshift-operators-redhat namespace M OpenShift Logging 'J ¥V —X

oc adm must-gather #E1T79 2% &, HFTLWPod BT T X9 —ITERINE T, T—4 & Pod TIRE

I 1, must-gather.local THEEZFIMTA LV M) —ICREINET, D714 LI M) =& BT
DEETAL I M) —ITERINFE T,

3.2.13.4.2. s &M

o OXVJHY T AT LE Elasticsearch 4 VA M—ILTBZRELAHY T,

3.2.13.4.3. OpenShift Logging 7 — 4 DI

oc adm must-gather CLI AY Y KA@FRAL T, OF VIS T RTLICET2BERENETEET,

FIa
must-gather TOF¥ >V /4 TV X7 LBRENET 5121F. LTERITLET,

1. must-gather [ER%=RTFTI2VEOHZT1 LIV M) —IIBBLET,

2. OpenShift Logging 1 X —2 X L T oc adm must-gather 1> KZERTL XY,

$ oc adm must-gather --image=$(oc -n openshift-logging get deployment.apps/cluster-
logging-operator -o jsonpath='{.spec.template.spec.containers[?(@.name == "cluster-logging-
operator")].image}')
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must-gather vV — )L, IRT7 14 L ¥ b 1) —N® must-gather.local TIEF 3BT T L 2 b
) —%4ER L E 9., #Hl: must-gather.local.4157245944708210408

3. fERIN7- must-gather 74 LV M) —DOEMB7 7 A IV EEHRLET, /=& 2, Linux 7
RU—FAVIVRTLAFERATZIVE21—49—TCUTOaATY REEIFTLET,

I $ tar -cvaf must-gather.tar.gz must-gather.local.4157245944708210408

4. EHE7 7AW % RedHat h A4V —HR—% )L TER LY R— M —RICHRMLET,
3.2.13.5. Critical Alerts D b S TN a—F a4 > Y

3.2.13.5.1. Elasticsearch 7 S A9 —DIEEMI KR TH S
12UUEDTSA<)—2v—REFDLTY AN —RICEIY YT hFEHA,
STV a—54a29T

1. Elasticsearch 7 S R4 —DIEEMEHRL, V53R —D AT—YRADKTHDI & =HER
LEYd,

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- health
2. VSR —ITIBmMLE/ —REa—BRRLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/nodes?v

3. ElasticsearchPod #—&*&/K~ L. T D Pod ZERIDFIEDITY RHEADILHZ / — R EHEL
i_a—o

I oc -n openshift-logging get pods -| component=elasticsearch

4. —8R®D Elasticsearch / — KAV SR H —IZHML TWARAWEEIK, UTOFIEZEITLES,

a. Elasticsearch ICEIEN/=a>v hO—ILTL—V /) —RK2HBT xR LET,

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/master?v

b. EE¥hdyhO—ILTL—r/—RKRDPod OV THRIBELZHIALET,
I oc logs <elasticsearch_master_pod_name> -c elasticsearch -n openshift-logging

c. BIEMNGEWVD, JFRI—ICSMLTVWERW/ —ROOTZHE LT,

I oc logs <elasticsearch_node_name> -c elasticsearch -n openshift-logging

5. 2/ KNI IR —ICEMLTVWEHEIRR. UTOFIRZEITL, 7525 —) AN —
TOERICHENEDI D EERLE T,
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oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/recovery?active_only=true

A Y ROHARBWGEER, VAN —TOEIANMREFOIRVICL>TEELTWS
N BLELTWSHBEENHY X7,

. REPDIRIDHEDEI D EHBLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- health |grep
number_of pending_tasks

7. RBHRDIRIDH BI5EIE. TDRAT—IRAZEHRLET,

ZTDRT—IADBELL, V7RG —D) AN —FhDZEIF, TOIFIFELET., AN
) —BEE. V7RI —DF 4 APMDBERICLYERYIT,

FRBHDIZAIDAT =Y ADEEINRWGEHIE, VAN —MELELTVWE I & bHY
i’a—o

)AN) —pEIELTWB & D THNIL, cluster.routing.allocation.enable A° none IZERE X
NTWBEHNEI D EHRLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cluster/settings?pretty

cluster.routing.allocation.enable ' none ICEREINTWSIEHEIF. Ihzx all ICEREL F
ER

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cluster/settings?pretty -X PUT -d '{"persistent":
{"cluster.routing.allocation.enable":"all"}}'

EDAVTY I ADNFDEEINZHR LT,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/indices?v

CAVTYIZADEEFRWBAR. UTOFIEEETLTHROA YTy I 2&R<LET,
a. ¥vwvPasx YFPLEY,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name>/_cache/clear?pretty

b. RAEIY HTOBFFTOHEZECLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --

query=<elasticsearch_index_name>/_settings?pretty -X PUT -d
'{"index.allocation.max_retries":10}'

c. A7 A—ITATLEZITRTHIRLET,

A
oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_search/scroll/_all -X DELETE
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d #4LT77 MNP LET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name>/_settings?pretty -X PUT -d
'{"index.unassigned.node_left.delayed_timeout™:"10m"}'

2. BRDFIETHREDS VT v VAR BRERWGEIE. 1 VT v I A &=@ERICEIBRLE T,
a. MBI VTV I RADELRIEHELEXT,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/indices?v

b. RBEDA VT v I RA%HIKRLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_red_index_name> -X DELETE

13. ZBODA VTV IADRL, VS5RY—DRAT—IADNKDIFEEIE. T—4 / — RTHGEMIC
BEIDWBAFANN > TOWAWHIEFERLET,

a. Elasticsearch JVUM E—=TDFEAENZ VN E I D EEREL X,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_nodes/stats?pretty

J< >~ KT node_name.jvm.mem.heap_used_percent 7 1 —JL RZHEEEZ L. JVM
E—7EREEZHRL T,

b. EAENEL CPUNRVWHZHERL XY,

BaEE R

® Elasticsearch T "Free up orincrease disk space" &EMRFEL. V7 AY—DAT—F ANKRFEL
FEBEDODEBEZEBELZXT,

3.2.13.5.2. Elasticsearch 7 S A9 —DIEEMINHBERTH S

1D2UEDTZ47 )= v —ROL T A v— KD/ —RICEIYETOhEEA,

STV a—F4Y

1. ClusterLogging CR T nodeCount ZfH% L T/ — R¥EE P L X7,

BIER R

o UVSRA—OAFXFVIHAI LYY —RIZTDWVWT
° D 01 |\7®7—}(Hjll:;1 |\ l/_t/“wgﬁlr‘f

® Elasticsearch T "Free up orincrease disk space" EMRFEL. V7 AY—DAT—F ANKRFE:
FEBEDEEZEBELZXT,
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3.2.13.5.3. Elasticsearch Node Disk Low Watermark Reached (Elasticsearch / — KD 7 14 A 7 TEW
HAEICET D)

Elasticsearch T, EEEEICEEZELL /— NIV vy —RKAPEY LB TS hFEHA,
NSTNoa—Fav T
1. Elasticsearch 7 7O1 %D/ — RER/FELE T,
I oc -n openshift-logging get po -0 wide
2. RAYHTOYvy— KR DBH 2N EIDZEHERLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cluster/health?pretty | grep unassigned_shards

3REYVHETOYv—RDBHB5EEF. &/ —FDOT 1 RAVEFEZERB LI T,
for pod in “oc -n openshift-logging get po -I component=elasticsearch -0

jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done

4. nodes.node_name.fs 7 1 —JL KT, WRD/ —RDEET 1 AVBEFEHERLZF T,
FREHAT 1 AVDEEHN 8% 2#BAZHAIK. /—NIEEEELEBITHY., Yv— KD
D/ —RICEIYETONRLARY FT,

5 §RTD/—RTT 4 RVEHEE P L THTLEIW,

6. T4 RVBFEEBPERWEEIE. HILWT—F/—REIFRI—ICEBMLTHTLES
Ly,

7. FRT—4 /- ROBMICEELH2HEIE. VTR —DRNERMERY S —#HBERS L
_a—o

a. IR7E®D redundancyPolicy #f#52 L £ 9,
I oc -n openshift-logging get es elasticsearch -o jsonpath="{.spec.redundancyPolicy}'

e

pa o=1o}
ClusterLogging CR = L TW3I5&1E. UTFTZABDLZET,

oc -n openshift-logging get cl -o
jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

b. ¥ 5 2% — redundancyPolicy 7' SingleRedundancy & Y £ KE WiG&
i&. SingleRedundancy ICEXEL. COEEZEFRELZET,

8. FIMDFIRTHEENER LBRWISZEIE, WA VT v I XZHIBRLET,

a. Elasticsearch D£A VTV I ADRAT—Y A &ELE T,

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- indices
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b. WA YTy IV ATHIRTEZ2EtDERFELET,

c. 1Ty I REHIKRLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name> -X DELETE

BIER R

® About the Cluster Logging custom resource @ ClusterLogging 1A% L)Y —2X (CR) D%~
7')L T redundancyPolicy #28B L £ 7,

3.2.13.5.4. Elasticsearch Node Disk High Watermark Reached (Elasticsearch / — KD 7 1 27 T@aWw
HAFEICET D)

Elasticsearch ' SEEEIEL: / — KLYy —REBEBLLDOELET,

FSTNYa—F1vY
1. Elasticsearch 7 7O1 %D/ — RER/FELE T,
I oc -n openshift-logging get po -0 wide
2. 8/ —RDTARVBREEZHRLET,
for pod in “oc -n openshift-logging get po -I component=elasticsearch -0

jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done

3. VRPN YNSFUVRAINTVWENEI N Z2HRLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cluster/health?pretty | grep relocating_shards

AV Y ROBATYvy— ROBEBHIRRIINDEZAIK. aVWEHEABBELTVWET, a0
BEHEBDT 7 4 ) MEIZ 90% T,

HEEBOLIWMELERZBATELT, T4 AVDEAEN DRV — NI, v — REBE)
L/i-a—o

4. vr— RERE/— RICEYSTRICE. EHO—BEMBLET,
5 $RTOD/—RTT4 RVEHAEP L THTLEIW

6. T4 RAVBFEEBPERWEEIE. HILWT—F/—REIFRI—ICEBMLTHTLES
LY,

7. FRT—4 /- ROBMICEELH 2HEIE. V7RI —DORNRMERY S —#HBERS L
-g—o

a. IR7E®D redundancyPolicy #f#52 L £ 9,

I oc -n openshift-logging get es elasticsearch -0 jsonpath="{.spec.redundancyPolicy}'
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pa 3]
ClusterLogging CR = L TW35&1F. UTZABLZET,

' oc -n openshift-logging get cl -o
jsonpath='"{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

b. ¥ 5 X% — redundancyPolicy /' SingleRedundancy & Y £ XX W G&
(&, SingleRedundancy ICEXREL. COEEZFFLZX T,

8. FIMDFIRTEENER LBRWSZEE, WA VT v I XZHIBRLET,

a. Elasticsearch DA VT Y I ADRAT—Y A &EELE T,

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- indices

b. WA YTV VATHIBRTE 2L DERFELFT,

c. 1Ty I REHIKRLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name> -X DELETE

BIER R

® About the Cluster Logging custom resource @ ClusterLogging 1A% L)Y —2X (CR) D%~
7')L T redundancyPolicy #28B L £ 7,

3.2.13.5.5. Elasticsearch Node Disk Flood Watermark Reached (Elasticsearch / — KD 7 1 A7 H*
Wo lXWDORAE@EICET D)

Elasticsearch . MERUIEZEFNBZITATOS VT Y IR L THEARYERDA YTy IR 70y
J AREIICERLEY,

o 1DLULEDYY—RA/—RICEHYLKTONET,
o 1DLUEDTARIDN LWolXVWDERE 2#8BATWET,
STV a—F4Y

1. Elasticsearch / — RKDF 1 RV $EG =R L £ 7,

for pod in “oc -n openshift-logging get po -I component=elasticsearch -0
jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done

nodes.node_name.fs 7 1 —JL KT, WRD/ —RDEEXTF 1 A VBEBEHELET,

2. ERBEHT A RV DEIEDN 5% B BiHEIEF. /— KOV FVWDOEEEIBRA LI EEER
RLET, CORFED/ —RICEIVETOLNEY vy — RADEZAAIE, 7O0vI3IhEFT,

3. TRTD/— RTF 4 RVEEEHAED LTHTLEX W,
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4, T4 AVRBZEPEEWGTIE, fTLWTr—Y /—RZ2 7 7AY—IciEINLTHTLES
(A

5. $iT—4 /— ROEBMICHELNH2HBEIF. V7RI —DTRMER) > —HBHER[Rs LE
3—0

a. IR7E®D redundancyPolicy #f#52 L £ 9,

I oc -n openshift-logging get es elasticsearch -o jsonpath='{.spec.redundancyPolicy}'

pa 1o}
ClusterLogging CR = L TW35&1F. UTFTZABLZET,

jsonpath='"{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

I oc -n openshift-logging get cl -o

b. ¥ 5 X% — redundancyPolicy /' SingleRedundancy & Y £ XX W 5&
l&. SingleRedundancy ICEXEL. COEEZEFRELZET,

6. B DOFIERTEREAI AR L BRWZEIZ. WA VT v I RZHIBRLET,
a. Elasticsearch DA VT YV RADRAT—H9 A =HWRLZET,
I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- indices
b. WA YT Y IV XATHIRTESEDERHELEY,
c. 1Ty I REHIBRLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name> -X DELETE

7. T4 AV ERABEEN 00% KFICHDET, TOFFT A RAVEEHABHRLTCERLETT, K
I, CODEED /) —RADEZLAAFRBILABBRLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_all/_settings?pretty -X PUT -d '{"index.blocks.read_only_allow_delete": null}'

BIEtR R

® About the Cluster Logging custom resource @ ClusterLogging 1A% L)Y —2X (CR) D%~
7L T redundancyPolicy #5858 L £ 7,

3.2.13.5.6. Elasticsearch JVM E— 7 DEHEHN SV

Elasticsearch / — RTERAFEAD VM E—TFAXAEY =N 75% 28BZE T,

NSTNSa—F404
E—THA XA&EPT AR LTLEIL,

3.21357. %5 0¥V I A7 LD CPU A EHW
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/J—REDYRFLDCPUFARAEN,SL BRYET,

NSTNSa—F4v4
P59 —/)—KRDCPUZMHEELET, /—RFRABIYHTBCPUNY —REBPYPI I &ERETLTK

I,

3.2.13.5.8. Elasticsearch 7Ot X ® CPU A&\

/ — RTO Elasticsearch 7Ot XM CPU FHEAES RY X T,

NSTNSa—F404
P95 —/)—RKRDCPUZMHERELET, /—RFABIYHTBCPUNY—REBEPIT I &=RETLTK

I,

3.2.13.5.9. Elasticsearch 7 4 XA 78RR REB L TW 3

Elasticsearch 7 2 A% —l3, BEDT 1 AV FERAEICEDVWTRD 6 BBELURNICT 1« R VEEITET
LZ2ENFRLET,

STV a—F49

356

1. Elasticsearch / —RKDF 1« A V5EBERMEBS LT,

for pod in “oc -n openshift-logging get po -I component=elasticsearch -0
jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done

. A< Y READ nodes.node_name.fs 71 —IL KT, [WR/—RDEEXF 1 R VEEHEHEEL

i’g—o

L IRTD/ —RTTARVBREZE P L THTLREI W,

L TARVEEEBCELAWESRE. FILWT =9/ —REI SR —ICEBMLTHTLLES

(AN

CHRT =8/ —RFOEMICEELHB5E1E. V7RI —DRNRERY O—HBZR L

ER
a. IR7E®D redundancyPolicy #f#52 L £ 9,

I oc -n openshift-logging get es elasticsearch -o jsonpath="{.spec.redundancyPolicy}'

pa 3]
ClusterLogging CR = L TW35&1E. UTFTZABLET,

oc -n openshift-logging get cl -o
jsonpath='"{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

b. ¥ 5 X% — redundancyPolicy ' SingleRedundancy & Y £ XX W 5&
(&, SingleRedundancy ICE28EL. COEEZFFLZXT,
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6. FIRDFIRTEEN/ER LBEWSZEIE, WA VT v I XZHIBRLET,

a. Elasticsearch DA VT Y I ADAT—Y A 5WAELET,

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- indices

b. WA YTy IV ATHIRTEZ2EtDERFELET,

c. 1Ty I REHIKRLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name> -X DELETE

BEEE R

® About the Cluster Logging custom resource @ ClusterLogging 1A% L)Y —2X (CR) D% >
7')L T redundancyPolicy 2B L £ 7,

® About Elasticsearch alerting rules T ElasticsearchDiskSpaceRunningLow #58B L 9,

® Elasticsearch T "Free up orincrease disk space" &EMFEL. V7 AY—DAT—F ANKRFE
FEBEDOBBEZEBELZXT,

3.2.13.5.10. Elasticsearch FileDescriptor DffHEZ A E L

REOFERBERICEDSVWT, /—RTFRHINZ 7 74 VERFORII+ATIEHY HA.
MSTWNYa—FavT

WEITIS U T, Elasticsearch 7 7 1 JVEEHF D M Ew I TEREAINTWE LI I, &/ — KD
max_file_descriptors DE=HER L THREL £,

BEERR

® About Elasticsearch alerting rules T ElasticsearchHighFileDescriptorUsage =& L £ 9,

® OpenShift Logging dashboards T File Descriptors InUse 28 L £ 9,

3.2.14. OpenShift Logging D7 > (4 VY X h—)b

OpenShift Container Platform 7 2 24 —HoOFX Y JH T X7 LZHIBRTEE T,

3.2141.RedHatOOX VY JY T AT LDT7 VA VA =L

ClusterLogging 71 2% 1s1) Y —X (CR) %#HlIf L CT. OJ&EEH%ZFIETEZ 9, CRAZHIKRL 1%,
BoTWAMoAOFXF VI TV RAFTLAAVR—ZR Y MEHY, 7 a Vv THKRTEZT,

ClusterLogging CR ZHIFR L TH. KR Y 21— LK (PVC) IFEIFRINFHA. &Y D PVC, KkiE
RY)a—L((PV), BLUVREET—F52RFTEMN HIFRT ZICIE. ISICTIYaVERTTIME
NHY £,

AR
® Red Hat OpenShift Logging & & U Elasticsearch Operators *f Y A h—JLEINT W B HEA
HYFET,
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https://www.elastic.co/guide/en/elasticsearch/reference/7.13/fix-common-cluster-issues.html#fix-red-yellow-cluster-status
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FIE
OpenShift Logging ZHIRT 2 ICI&. ATFEETLET,

1. OpenShift Container Platform Web OV —)L % {#F L T ClusterLogging CR % Bl T = %
ER

a. Administration » Custom Resource Definitions R—J ICHIU B X £ 7,
b. Custom Resource Definitions*—<' T, ClusterLoggingZz/2 ) v o L%,

c. Custom Resource Definition Details *— T, Instances %7 'Jv 7 LZE 9,

d. 41V RA49 >V ADKEITH % Options X =1 — %2 1) w2 L. Delete ClusterLogging
EERLET,

2. A F>av: AhRY L)Y —REE (CRD) ZHIFRLE T,

a. Administration » Custom Resource Definitions R— ICHIYE 2 £ 9,

]
L]
]
b. ClusterLogForwarder D454 % Options X =1 — %7 1) v % L. Delete Custom
Resource Definition #:&R L £ 7,
]
H
c. ClusterLogging D#5ICd5 % Options X =1 — 7' w7 L. Delete Custom
Resource Definition &R L £ 7,
]
H
d. Elasticsearch M#&EIZ# % Options X Za1— Z7') v L. Delete Custom

Resource Definition &R L 7,

3. # 7> 3 ~:Red Hat OpenShift Logging Operator # & U OpenShift Elasticsearch Operator %
HIBRLF 9,

a. Operators - Installed Operators R—JICHIUEZZE T,

]
L]
]
b. Red Hat OpenShift Logging Operator M#&IZ# % Options X =1 — =)y
L. Uninstall Operator %#:&R L £ 7,
]
H
c. OpenShift Elasticsearch Operator M#&IZ# % Options X =1 — =) vy

L. Uninstall Operator %#:&R L £ 7,

4. #F 7> a v:Cluster Logging # & U Elasticsearch 7O = 7 M ZHIBR L £ 9,

a. Home - Projects R—JICHIUEBZ XY,

b. openshift-logging 7O = - N D# (4 % Options X =21 — =0 ) vy
L. Delete Project #:&R L £ 7,
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c. ¥4 707Ky Y XT openshiftlogging Z#AJJL T, Delete27 ' vy L. HIFRAZMHER
L/ ia—o

d. openshift-operators-redhat 7O~ = ¥ b D#IZ#H % Options X =1 — =0 )vy
L. Delete Project #:&R L £ 7,

BF

fhd 7' 0—/3)L Operator ' Z M namespace IC4 Y A =)L INTWBIHE
I%. openshift-operators-redhat 7O = 7 M ZHIBR L AWT XL,

e. ¥4 70747 7KRv Y X T openshift-operators-redhat = AJ1L. Delete %7 ') v o L THIR
EHERLET,

5. fthD Pod THAIAT 34HICPVC #RFT 5I1C1E,. PVC OEIIRICHER S RILF /=1E PVC
2EREBELET,

6. 2723V PVC ERFTIVLENRWIGEEIE. ThEHIRTEET,

DIk

H
=

PVC DR FZITHIRICE Y PV BRI N, T—9 DEKXHIEL D AEE
MrHY F9,

a. Storage — Persistent Volume Claims R—J(ZHPYEZ T,

b. & PVC D14 % Options X =1 — 7 ') w7 L. Delete Persistent Volume
Claim ;&R L X7,

c. ANL—VREZOET2BELNHZHEEIE. PVZRIBRTEET,
RS

o KiERY 1—LDEEHEUN

3215 0L30—KD74—J)LKR

RDT4—=ILRIE, OF VIS TORFAICE>TIVRR— R NINEO47LO— RICEET R
PHYEY, OV LA—KRIFBEEISONFA TV IV MELTTIA—Ty hINFTH, BCTF—YET
Mg Trya—FT4 VJICEATETZET,

Elasticsearch 8 L V' Kibana 5N 6D T 1 —IL RERFRT 3121, RFREFRICEBOELT7 1 —IL K%
EEALET, & ZIL Elasticsearch /_search URL Di5&

75, Kubernetes Pod £ %% T % IC
I&. /_search/g=kubernetes.pod_name:name-of-my-pod Zf#EH L £ 7,

BREM74—ILREIARTOLOI—RNICHFEET 2HEEIHY X7,
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43 MESSAGE

TOAJIV M) —=FFZXAMUTF-8 T2 —NRK), D714 —JL RAFELGWD, TRV &L
T4 —ILRDFEETZHEMENHY £, FMid. structured DFFERZSIRL T ZI L,

T—HDYA  text
7

=KL HAPPY
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%53 STRUCTURED

552 STRUCTURED

BiEbkIhid 7oz heLTOTOATIV M) —, TOT74—=ILRIE, 747—4—HEELX
N JSON OV AT AL ICREINTWAESICEET 2A8EEAHY X3, TtOAT TV K

) —DEEO TP EMTHBZIBEIC. TDT7 14—V RICIEKEZ®DO JSON#EENEFNE T, ThUs
DFEIE. D74 —ILRIFEFLEEELR WD, message 7 41 —/L RIZTTDOT Ay 2—IH
EFhFd, BEEINE 70 —ILRICIE,. AT XYy E—JIKEFNE YT T4 —ILRDPHBDT, &
CTCIREHWAEZEINTULEHE A,

T—8YDYA  group
7

E Dl map[message:starting fluentd worker pid=21631 ppid=21618 worker=0 pid:21631 ppid:21618

worker:0]
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$£6% @TIMESTAMP

O O— RAMERRINBFmd. EREBIARBELRGEIE. O RM O— KPZKAICINE I N2k
KROUTCEDY—F VT, oFBEFHIZ. FEDHETHEATESLDICFHNINTWE 74 —IL RE5K
L %9, Elasticsearch DIFHE., IFEAEDY —ILIET 7 # )L M T "@timestamp”" Z8FRL £ 7,

T—HDYA4 Bt
7

E DB 2015-01-24 14:06:05.071000000 Z
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$73 HOSTNAME

$72Z HOSTNAME

OO XAy E—VDRETDERA ML, Kubernetes 7 5 249 —Tl&, Zhid kubernetes.host & [
LCTY,

T—HIDIA  F—T—F
7
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58% IPADDR4

Y—AY—N—DIPv4T7 KL R, EBAIAIEETEET,

T—HDHA ip
7
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%93 IPADDR6

59% IPADDR6

Y=Y —NR—DIPv6 7 KL R (HB5HE). BLIAIBETEET,

T—HDHA ip
7
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810%= LEVEL

rsyslog (severitytext 7O/37 4 —), python DOF VYV EV 1 —I)LAREDIEZI FRY —20OF Y
7‘[//\\‘}b0

UTDEIF syslog.h DOEGEINE T, EDHIICIE EFOHIE NMEMINET,
e 0=emerg. YATLMNERATIRL,
e 1=alert, 77>av%z9ICETTIVENDH S,
e 2=crit. @R,
e 3=err. T7—DHDKMN,
e 4=warn. 2505 KN,
e 5=notice. BETIEH 2N, HEHIMKZ VKR,
e 6= info. THE#RIRMH,
e 7=debug. TNV ITLNILDAYE—T,
LUF?D 2 DDfElL syslog.h D—ETlEdh Y AN, LELFERINTVLET,
e 8=trace. FL—RALRILAYE—Y, ZhiL debug XvtE—I LU ELFEMICHAZY T,
e 9=unknown, OF YV VLY AT ATRETEIRWVMEEZIRNRZLLBSE,
mOAFXF VIS RTLADATLNVELIZBAEZFHRO—BETREEVW—BUCTY TLET, LEX

i¥ python logging Tld. CRITICAL & crit. ERROR & err #F U T,

T=HIDEA  F—T—F
7

EDH info
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$BNE=E PID

£11ZE PID

AFXYJIVT14T714—DO7OERIDTY (H3HBE).
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BREY—ER
AF VIV TF 4574 —ICBEERTONAY—ERDRRITY (HBHA). =& AL, syslog D APP-
NAME & & U rsyslog @ programname 7O/X7 1 — 3 —EX 74 =L KIZT¥ Yy I FE T,

T—HIDIA  F—T—F
7
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8813%&E TAGS

Z513= TAGS
FFvavalL sy —FrkiF /) -S4 —ICL>TEOVICEREI NS, Operator EED Y JD—

BTY, RMA—RIZEE, RTA RAR=ATRYPLNEXFIN =0 Y EBEXFIHN =0 D
JSON —EZFEALAEXFIZEBETEXT,

T—HDYA  text
7
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214% FILE

L=y IVN)—%2HmAR2O07 774 ILADNRR, BE, ChidIZR9—/—KRD
Ivarflog 7 7 1 IV AT LAD/IRZATY,

T—HDYA  text
7
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%5153 OFFSET

215 OFFSET

7ty ME, EX’E—OTT7 74V TEFICENT 2H8IC. N MNOEZ 7 74)LOOJ1T (EQ
FRFEIR=) FLEOTTOES (EO0FLIF1IR—R) ORBRRICKRAITEET, COEIFSY
TTE OV I774MVDFRN—YavaRRTEET (A—FT—>3 V),

T—9DH¥A  Long
7
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%162 KUBERNETES

Kubernetes BB X ¥ 7 —% M namespace T,

T—HDHA  group
7

16.1. KUBERNETES.POD_NAME
Pod M &Hi,

T—HIDHA  F—T—F
7

16.2. KUBERNETES.POD_ID
Pod @ Kubernetes ID,

T=HIDIA  F—T—FK
7

16.3. KUBERNETES.NAMESPACE_NAME
Kubernetes M namespace MDA,

T—HIDHA  F—T—FK
7

16.4. KUBERNETES.NAMESPACE_ID
Kubernetes @ namespace ID,

T—HIDHA  F—T—FK
7

16.5. KUBERNETES.HOST
Kubernetes / — K4,
F—HDHA  F—T—F

7

16.6. KUBERNETES.CONTAINER_NAME
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Kubernetes @1 ¥ 5+ —D 481,

T=HIDHA  F—T—FK
7

16.7. KUBERNETES.ANNOTATIONS

Kubernetes # 7¥ =/ MIEAEMITONZ 7/ FT—> 3V,

T—HDHA  group
7

16.8. KUBERNETES.LABELS

JoD Kubernetes Pod IC# % X)L

T—89DYA  group
7

16.9. KUBERNETES.EVENT

Kubernetes ¥ 24 — API N 5EU5 L 7= Kubernetes 1 Rk, T DA RV M DOErBRIFEARAIC, Event
vl core @ type Event [C#EHLL 7,

T—HDHA  group
7

16.9.1. kubernetes.event.verb

A4 ~R> D% 4 7. ADDED, MODIFIED % 7= (% DELETED

T=HIDHA  F—T—FK
7

=L EINFE

16.9.2. kubernetes.event.metadata

ARy MERDIZRTSE L CREICEAY 215K

T—HDHA  group
7

16.9.2.1. kubernetes.event.metadata.name
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https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.23/#event-v1-core
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ARV MERZEN) A—L7ATV o bDEH]

T—HIDIA  F—T—FR
7

E D java-mainclass-1.14d888a4cfc24890

16.9.2.2. kubernetes.event.metadata.namespace

ARy MDRAITHFEE L7z namespace DHAFT, Zhid, eventrouter 7 7)) r—>a>vDF7O4 %
M namespace CT# % kubernetes.namespace_name & (FE22 2 EITER LTI,

T—HIDHA  F—T—FK
7

BEDH default
16.9.2.3. kubernetes.event.metadata.selfLink
AR RANDY VY

T—HIDHA  F—T—FK
7

EDHI /api/vi/namespaces/javaj/events/java-mainclass-1.14d888a4cfc24890

16.9.2.4. kubernetes.event.metadata.uid

AR RO—EDID

T=HIDIA F—T—F
7

=Rl d828ac69-7b58-11e7-9¢f5-5254002f560c

16.9.2.5. kubernetes.event.metadata.resourceVersion

ARV IMDPRELIY —N—DODRWN—=Ta Y &#ATD2XFN, 7747 MIZDOXFI=ERL
T ATV MDERINEIAI VT EHIMTEET,

T—HDYA  integer
7

E DB 311987

16.9.3. kubernetes.event.involvedObject
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ARYMNIBETZATVZI M,

T—HDHA  group
7

16.9.3.1. kubernetes.event.involvedObject.kind

FTOONDEIAT

T—HIDHA  F—T—FK
7

E D ReplicationController

16.9.3.2. kubernetes.event.involvedObject.namespace

#5163 KUBERNETES

%954 7YY bDnamespace &, Z1id. eventrouter 7 7Y r— 3> D7 704 %D
namespace T# % kubernetes.namespace _name & (B2 ZAREMENH D & ITEE L TLEIL,

T=HIDHA  F—T—FR
7

fED ) default
16.9.3.3. kubernetes.event.involvedObject.name
ARV NN A—-LEAFTV Y bD&HRI

T—HIDHA  F—T—FK
7

E Dl java-mainclass-1
16.9.3.4. kubernetes.event.involvedObject.uid
72 hOD—EDID

T—HIDHA  F—T—F
7

E DB e6bff941-76a8-11e7-8193-5254002f560c

16.9.3.5. kubernetes.event.involvedObject.apiVersion

kubernetes ¥ A% — API D/N—2 3 >
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T—HIDHA  F—T—FK
7

EDH vi

16.9.3.6. kubernetes.event.involvedObject.resourceVersion

AR NE N H=LIY—N—DRE/NN—2 3 2D Pod Z#BITHXFN, 75347V MIZIDX
FHEGALT, ATV MEBINIA IV T2HTEEY,

T—HIDIA  F—T—FK
7

{ED B 308882
16.9.4. kubernetes.event.reason
CDARY NEERT PEBHETRY. Y2 N EBARERE VWX FES

T—HIDHA  F—T—F
7

EDH SuccessfulCreate

16.9.5. kubernetes.event.source_component

CDARY MNERELAZOAVER—RV K

F—5DIA  F—I—F
7

E Dl replication-controller

16.9.6. kubernetes.event.firstTimestamp

ARV MDA RAICEESHFI B

T—HDYA Bt
7

E DB 2017-08-07 10:11:57.000000000 Z

16.9.7. kubernetes.event.count

TDARY NHFEE LD
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T—HDYA  integer
7

fED I 1

16.9.8. kubernetes.event.type
ARV MDH 147, Normal F7-l& Warning, 5. FiLW& A4 THBMI N2 AL HY £,

T=HIDHA  F—T—F
7

EDH Normal
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2173 OPENSHIFT

openshift-logging Bl D X 4 5 — 4% M namespace

T—HDHA  group
7

17.1. OPENSHIFT.LABELS

PSR —AT 74T —F—REICL>TEMINDE SR

T—8YDYA  group
7
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