& RedHat

OpenShift Container Platform 4.1

TE=AHY T

OpenShift Container Platform 4.1 T® Prometheus E=4 ) VX9 v V DHRES &£
UMEHA

Last Updated: 2020-05-07






OpenShift Container Platform 41€=4% Y > ¥

OpenShift Container Platform 4.1 T® Prometheus E=4 Y Y X4 v I DERES L OMEH



ZEEEDBER
Copyright © 2020 Red Hat, Inc.

The text of and illustrations in this document are licensed by Red Hat under a Creative Commons
Attribution-Share Alike 3.0 Unported license ("CC-BY-SA"). An explanation of CC-BY-SA is
available at

http://creativecommons.org/licenses/by-sa/3.0/

. In'accordance with CC-BY-SA, if you distribute this document or an adaptation of it, you must
provide the URL for the original version.

Red Hat, as the licensor of this document, waives the right to enforce, and agrees not to assert,
Section 4d of CC-BY-SA to the fullest extent permitted by applicable law.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo, the Red Hat logo, JBoss, OpenShift,
Fedora, the Infinity logo, and RHCE are trademarks of Red Hat, Inc., registered in the United States
and other countries.

Linux @ is the registered trademark of Linus Torvalds in the United States and other countries.
Java @ is a registered trademark of Oracle and/or its affiliates.

XFS @ is a trademark of Silicon Graphics International Corp. or its subsidiaries in the United States
and/or other countries.

MySQL @ is a registered trademark of MySQL AB in the United States, the European Union and
other countries.

Node.js ® is an official trademark of Joyent. Red Hat is not formally related to or endorsed by the
official Joyent Node.js open source or commercial project.

The OpenStack ® Word Mark and OpenStack logo are either registered trademarks/service marks
or trademarks/service marks of the OpenStack Foundation, in the United States and other
countries and are used with the OpenStack Foundation's permission. We are not affiliated with,
endorsed or sponsored by the OpenStack Foundation, or the OpenStack community.

All other trademarks are the property of their respective owners.

Bz

AZTIE, OpenShift Container Platform T Prometheus E=4 ) VU249 v U % & EL, FRAT
ZHEICOVWTEHBALEY,



1B T AT = T A Y U i
NISARI—FEZFYVTIIDOWT
12EZHYVTRY Y IDERE
13.95 A9 —75—bDERE
1.4. PROMETHEUS., ALERTMANAGER., & & U GRAFANAADT 72

F2ERABRT VY ITDOARILT TN 5—2a A MYIRADBE oo
2.1. HORIZONTAL POD AUTOSCALING D ARSI LT TV r—av A M) I ZDAH

23
23



OpenShift Container Platform 41 E€=4 Y > ¥




BIEISRY—F=HYVYT
BIZEVSRY—F=FH) VYT

NI RI—F=ZF )V TICDOWVWT

OpenShift Container Platform ICi&. Prometheus #—7> VY —X7OY 7 hE LV ZDIRAWNTO
VAT LEN—RETBERICKEIN, FANICA VAN —ILShZBHEERBEDE=S )V TRY Y
IDEMINES, ChIZIVIRI—DE=F ) v ITKEZRHEL., 75 X5—EEBEFICHEORE %
BB T 275 —hDEY bE Grafana ¥y Y aR— ROty bERELETS, /5R9—FE=¥
) J 2% v JiE. OpenShift Container Platform 7 2 R4 —DE=4 ") Y THDOIHITHR— b INT
WEd,

B

%1% ® OpenShift Container Platform DE#H & DEMMZHRT 272HIC. BEINEL
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YEFT, FHFMICOVWTIE. TREZTNRORF2 XY MESRBLTIEIY,

RDRAFY S
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OpenShift Container Platform 4 & Y £ 81D /N— 3 > Tld, Prometheus 7 S R4 —FE=4 YY)V TR
&y Ui Ansible 1 XY M) =T 7L TEREINTVWE L, TDRH, XY v VXTI BTRERE
AT avo 7y M Ansible B8 E LTAR L. X4 v 713 OpenShift Container Platform M
AVAM—ILEIICERELTVWE L,

OpenShift Container Platform 4 Tid. Ansible & OpenShift Container Platform #4 Y XA k—JL 3 5D
IKEAINZEERT I/ OV —TRALRYF L, A VA= TOTI L, 41 VX M—ILOH]
ICKIBICREINARELS T aVvDAHERBLET, FEAED OpenShift 7L —AT—9 IV R—
+> b (Prometheus 7 R —FE=F V2V ITRI v I EEL) DEREFA VA M —ILRIZTONET,

DtV avTiR Y R—PFINTVWIRERNBTZHBL, E=F )V ITRI Y IDREAREZT
L. WO D—MBEREY T VA 2RmLETS,

AR

o E-FNVITRAY VI, BIMDY Y —RBHELHY F9, #FHMlE. [ Cluster Monitoring
Operator DA —1) 7] = ZRL, +9R2VY—ZADNHB 2B L TILEIW,

121 AV TFVREYR—bK

OpenShift Container Platform E=4 Y ¥ J D& EIE. AETHAINTWEA S avaFRALTT
IHENYR—PINTWBEHETYT, YR—FINhTVWARWMBORERFERLAVWTLEIW, BRE
DINTH A LD Prometheus ) 1) —RBETEEINZAREMELNHY. TDLIRERITIE., BREDT AN
TOEEIHFIEINTWVWERBEDOABEYNITIGTEET, At/ a Vv THIAINTVLWREREUAD
HREAEMAT BBA. cluster-monitoring-operator NED %= AT 27H. EEARIEEDNIET,
Operator &7 7 # )V N CEZBINREBATRTETICELE T,

BATRHICH R— MERAEINTWE T —RICIE, LTAEFENET,

e BIN®M ServiceMonitor 4 7 = ¥ b % openshift-* namespace ICfEd %, ChilLY, 735
AH—F=4"') > Prometheus 1 VRV ZADIEY —47 v MRS E T, hidk, 3
ISR ARERRAESLVATOERAE LI 28N H 5725, Prometheus Dty K7 v
THRREICRDAREELNHY £,

o FTHIL 2\ ConfigMap # 7 =¥ b 7 IX PrometheusRule # 7 = 7 F DR, Zhil&
Y, 2529 —F=41) >4 Prometheus 1 Y A¥ YV AIBIMDT 5— MBLVEFIL—ILD
HARAENET,

e RHYYIMYY—ADEE, Prometheus Monitoring Stack 24 v 71, ZD )V —ZAHNEICH
BINDZREBICHDIEE2WRELET, INOHIEBEINDIGAE. RI9vIdIhdas) 2y
MLZET,

e HHICEDLETRYIYIDYIY—R%EHEHT S, Prometheus VS RY—FE=F )V TR
JICE>TERINE ) Y —RIF. BAEBREDORENBRWLZHITHDY) Y —ATHERINS
ZERBEHINTWERA,

o VSR —FEZ=HY) Y OperatoriCLBDE=ZH NV VY TRY Yy IV DRAB%EEILT S,


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.1/html-single/monitoring/#configuring-the-monitoring-stack
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.1/html-single/scalability_and_performance/#scaling-cluster-monitoring-operator

OpenShift Container Platform 41 E=4 Y > ¥

o HIFZ— MIL—ILDiEN,

o E=HYVJTRAH v Grafanaf1 YV AY V ADEHR,

1.2.2. VS A9 —FE=41) > ¥ ConfigMap DERK

Prometheus 7 S A9 —E=F V>V TRI Y VB ET BICIE. V7 FRI—F=4") > ConfigMap %
ERT 2REDNDHY FT,

AR
o A VAN—=JLEHAD oc CLIY—I

o USRI —DEBEER

FIR

1. cluster-monitoring-config ConfigMap 7 73 =V NABEETEINE I EERELE T,
I $ oc -n openshift-monitoring get configmap cluster-monitoring-config

2. BIELARWEEIE., ThEEKRLET,

I $ oc -n openshift-monitoring create configmap cluster-monitoring-config

3. cluster-monitoring-config ConfigMap DfR&E =B L 7.

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

4. data 7 a vz ERLET (FELTULWAWESR),

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |

123. VSR —FE=H VUV ITREI v I DEE
ConfigMap %#{#f L T Prometheus 7 S A9 —EZH YV TRV I ERET DI ENTEET,

ConfigMap I&27 2249 —E =% ") >~ ¥ Operator 258 E L. TDRICZRY v 7 DAVR—RY MDERE
IhEFd,

AR

e cluster-monitoring-config ConfigMap # 7> = 7 k' data/config.yaml 7 > 3 VIIERES
nctwasae,

FIR

1. cluster-monitoring-config ConfigMap DiR&EZFRAKB L £,
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I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

2. 5%E%. data/config.yaml D FIC{EE F—DRT
<component_name>: <component_configuration> & L TECE L £ 7,

apiVersion: vi
kind: ConfigMap
metadata:

name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |

component:
configuration for the component

<component> & U <configuration for the component> % BEIFE S # 2 £ 9,

7o & Z £, Prometheus @ Persistent Volume Claim (kgAY 2 —ALEK, PVC) 2% ET 57
®HIZ, Z®d ConfigMap Z#/ER L £7,

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
volumeClaimTemplate: spec: storageClassName: fast volumeMode: filesystem
resources: requests: storage: 40Gi
Z ZTC. prometheusk8s | Prometheus Y R—% Y a2 E&HL., H<ITTIETDERELEE
#LEY,

3 EEABATEEDICTI7AINERELET, FHRBETFOHESZ T/ Pod X BEMICERE

IhEd,
12.4. REREERETE=F ) AV R— VK
VAN

UTFDXRIE, BEAERE=FY I IVR—F &, ConfigMap TAVR—RY MN&IEET 5728

ICFERAINEF—%ZRLTVWET,

KI2HETEBE=F Y FAVER—FV I

AVER—FV b *—

Prometheus Operator prometheusOperator
Prometheus prometheusK8s
Alertmanager 0.14.0 alertmanagerMain
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AVER—FV b *—

kube-state-metrics kubeStateMetrics
Grafana grafana

Telemeter 7 24 7> b telemeterClient
Prometheus 7 4 74 — k8sPrometheusAdapter

ZD—ETIE., Prometheus & & U Alertmanager DA D EHDEEA TP avaRFbEET, BH.
DOHDITRTOIVR—2Y MIBEIN//—NIZFFO4 I3 & DI nodeSelector 7 + —JL K
DHERBELET,

125. F=4 ) JaAVR— 2V NDODERS /) — RANDKBE
EZHYVTREyAVKR—F Y ROWThhEIEEINE/ — RICBEITXET,

AR

e cluster-monitoring-config ConfigMap # 7<= 7 h »' data/config.yaml £ < 3 VTR E X
nTtwasl&,

FIR

1. cluster-monitoring-config ConfigMap DiR&E %KL £,

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

2. dvKR—=x> kD nodeSelector % data/config.yaml [CZIEE L £7,

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
component:
nodeSelector:
node key: node value
node key: node value

<component> % EHE X# X, <node key>: <node value> %=, 3B% ./ — RK&EETEF—¢&
BEORTDOTY FICBEHZFEFT, BEEF. E—DF—SEORTOANMEAINFT,

AVR—X Y M EBEINAF—EEORTODENTNRESIRILELTED/ —RKRTOHE
TTEFET, /—RIZIFBMOSNIVEELERZEETEET,

eEZWE, AVR—RY h%& foorbar &\W D INILAMTIF SN/ — RICBEIT 51K, LUF
ZEALEY,
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apiVersion: vi
kind: ConfigMap
metadata:

name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |

prometheusOperator: nodeSelector: foo: bar prometheusK8s: nodeSelector: foo:

bar alertmanagerMain: nodeSelector: foo: bar kubeStateMetrics: nodeSelector: foo:
bar grafana: nodeSelector: foo: bar telemeterClient: nodeSelector: foo: bar
k8sPrometheusAdapter: nodeSelector: foo: bar

3. BEEBEATEEDICT 7MLV ERELET. FILLWREDHEEZIFE2AVR—F >V MIF
L/\:\/_ I‘L\-EE’JE’JL\-%@L}&TQ

Bmyyv—=x

o nodeSelector FIFICDWTDFEMIZ. Kubernetes RF¥Fa XY b #ZBLTLIEIL,

1.2.6. KA ML —JDERE
PSR —FZH YV THKBMAN L=V EHIIETTDE, X M) REKERY) 2 —LILRES
N, Pod DBREF/ZIIBFERBEEHIZTINET, Chik. XMV IRT—9FHET7S—NT—49%

T—YBRERDNORETIVENHDHFRICELTVWET, ERERETIE, KA ML —V%ZERET S
e HRELEY,

BF
[BXEAREAHREDR ML —IUKIT] ZBRLTIEIW,

=S5
¢ TARIN—MICALRBRVNWEDICHRRKMA ML —VZERLET., BDERKKTA ML -

[T Pod#UCE > TERYET, KIEAML—VDYRTFLABHIIDWTIX.  TPrometheus
T=HIR—=ADAML—VEH] 2SR LTLKEIL,

o FMICTOEYa =V IINBERAMNL—YEEMIILAWESE. Persistent Volume Claime (7
BARY 2 —LEKR, PVC) TERINZKFERY 2—L (PV)DFEATEZREICHD %K
RBTEIBEHLDHY FF, Prometheus IZIE 2 DD L Y ADH Y. Alertmanager IZI&3 DDL
TVADBHBH, E=F )V TRy I 2&EKEHR—KNT5ICIE. BT TS5 DD PV ARE
ICRY FY,

e 2hNL—oD7Ov ¥4 TEFRHLET,

1.2.6.1. Persistent Volume Claim (KR Y 2 —AER) OFRE

Prometheus & 7z |d Alertmanager TXkifitR ) 2 — L4 (PV) Z{FH Y %121d. £ 9 Persistent Volume
Claim (K#ER ) 2 —LEK, PVC) 2BET 2HEAHY £,

AR

o NERANL—VISAPEREINTWVWSE I &,


https://kubernetes.io/docs/concepts/configuration/assign-pod-node/#nodeselector
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.1/html-single/scalability_and_performance/#recommended-configurable-storage-technology_persistent-storage
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.1/html-single/scalability_and_performance/#prometheus-database-storage-requirements
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e cluster-monitoring-config ConfigMap #+ 72 = / k' data/config.yaml =7 > 3 > [ZERE X
nTtwasIes,

FIR

1. cluster-monitoring-config ConfigMap % iR5%&E L £ 9.

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
2. AV KR—x> D PVC &% % data/config.yaml O FICEEEL £,

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
component:
volumeClaimTemplate:
metadata:
name: PVC name
spec:
storageClassName: storage class
resources:
requests:
storage: 40Gi

volumeClaimTemplate D¥EEHXICD W TIL, PersistentVolumeClaims [ICDWT D
Kubernetes RF a2 XV h ZHRL T I,

Te& 2K, 5% E X 17z OpenShift Container Platform 70w 2 PV % Prometheus M ki A b
L—YELTEKRKTSBPVC ZRET DICIE. UTFZFERALET,

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
volumeClaimTemplate:
metadata:
name: my-prometheus-claim
spec:
storageClassName: gluster-block
resources:
requests:
storage: 40Gi

I, ERE I N7z OpenShift Container Platform 70w 2 PV % Alertmanager M7k A b
VELTEKRTZPVCEZRET BICIF. UTF2EATEEY,

— <
| o

apiVersion: vi

10


https://kubernetes.io/docs/concepts/storage/persistent-volumes/#persistentvolumeclaims
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kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
alertmanagerMain:
volumeClaimTemplate:
metadata:
name: my-alertmanager-claim
spec:
storageClassName: gluster-block
resources:
requests:
storage: 40Gi

3. EEABEATZEDICT7ANERELE T, FIRREDHFES 2T/ Pod LB EIMNICHLED
IN, FRAMNL—VREN BEBRAINET,
1.2.6.2. Prometheus X b V) 2 257 —4% ORFHB ORE
F 7 4JV NT. Prometheus 7 S A9 —F=4 1) VT RH v UI&. Prometheus T—4% OIREFFHIR A 15
HEICRELET., CORBHBEIE. T—YBIROIY M IV 5RHETZLDICERETEET,
IS 3as
e cluster-monitoring-config ConfigMap # 7~ = 7 k' data/config.yaml £ < 3 VTR EX
nNTWwasZ &,
Fa

1. cluster-monitoring-config ConfigMap DiR&E %KL £,

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

2. REHBDERE % data/config.yaml ICECE L 9,

apiVersion: vi
kind: ConfigMap
metadata:

name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |

prometheusK8s:
retention: time specification

<time specification> 2, ms (I J#). s(®). m((%). h(E). d(B). w(@B)., FLEy
(F) PBERICHRSBFICBEZHLAZET,

EZE, REFERREZ 24 BEICRET 51013, UTFZ=ERALIT,

apiVersion: vi
kind: ConfigMap

1
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metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
retention: 24h

3 EREHERAIZLDICT 7 AN EFREFELET, HFRREDHE R T Pod LB ERIICHEE
INhFEY,

1.2.7. Alertmanager D& E
Prometheus Alertmanager &, LT 22802 E7 57— M2EEB T2V R—XV MNTT,
e 7S — MNDIEBEH (silence)
e 75— hDOHIH (inhibition)
e 72— hD&%E# (aggregation)
e 75— hDRELLEEHR
o 7S5—hDIJIL—T1L

e X—Jl, PagerDuty, & U HipChat REDZEFHRICLZVIL—TLINATS— MNEROD
*EE

1.2.7.1. Alertmanager @5 7 # JL F & E

OpenShift Container Platform Monitoring Alertmanager 7 5 A% —D 7 7 # )L NE&7E:

global:
resolve_timeout: 5m
route:
group_wait: 30s
group_interval: 5m
repeat_interval: 12h
receiver: default
routes:
- match:
alertname: Watchdog
repeat_interval: 5m
receiver: watchdog
receivers:
- name: default
- name: watchdog

OpenShift Container Platform €E=4 J v 7Ilid, E=49—920DA VISR NS Fv—Da Ak
HHERTDEDICEICT 74N MTRNYH—IN 23 [Watchdog 75—~ HEARABEINTWET,

1.2.7.2. H A4 A Alertmanager 5% & M F

alertmanager-main > — 7 L v b % openshift-monitoring namespace I CiREL T, 774/ bD
Alertmanager 8 E%= LEXTE X,

12
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AR

o JSONF—4EMBTZ0Djq Y —IHA YA R—ILINTWEI &

FIR

1. IRIET U 7 14 7738 Alertmanager i %E % 7 7 1 JL alertmanager.yaml ICHAO L £ 7,

$ oc -n openshift-monitoring get secret alertmanager-main --template="{{ index .data
"alertmanager.yaml" }}' |pbase64 -d > alertmanager.yaml

2. 7 7 1)L alertmanager.yaml DX E* FIRBEICLERLE T,

data:
config.yaml: |
global:
resolve_timeout: 5m
route:
group_wait: 30s
group_interval: 5m
repeat_interval: 12h
receiver: default
routes:
- match:
alertname: Watchdog
repeat_interval: 5m
receiver: watchdog
- match:
service: _your service_ ﬂ
routes:
- match:
_your matching rules_ g
receiver: _receiver_
receivers:
- name: default
- name: watchdog
- name: _receiver_
_receiver configuration_

service I¥., 75— MNAREIEZH—EREEELZFT,

<your matching rules> (&, ¥—% v 75— bZHEELFX T,

-

receiver |&. 7S — MNIEHAITIZEFEREAEELZET,

feEzE, ZO—ETIEBAMAIC PagerDuty #5%8ELTWET,

data:
config.yaml: |
global:
resolve_timeout: 5m
route:
group_wait: 30s
group_interval: 5m

13
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repeat_interval: 12h
receiver: default
routes:
- match:
alertname: Watchdog
repeat_interval: 5m
receiver: watchdog
- match: service: example-app routes: - match: severity: critical receiver: team-
frontend-page
receivers:
- name: default
- name: watchdog
- name: team-frontend-page pagerduty_configs: - service_key: "your-key"

ZDERETIE. example-app ' —EXTHRET 5. EKRED critical D7 5 — D', team-
frontend-page L > —N\—%FHL TCEEINET, 2FY, ThoD75— MOBRIN
EELRICHLTHREINE T,

3 HRREE 7 7ML THEALET,

$ oc -n openshift-monitoring create secret generic alertmanager-main --from-
file=alertmanager.yaml --dry-run -o=yaml | oc -n openshift-monitoring replace secret --
filename=-

EmMmY V-2
® PagerDuty ICDWT DML, PagerDuty DAY A M EBSRLTLEI W,

e service_key ZENE 9 5 AEICDWTIE, [PagerDuty Prometheus Integration Guide J =%
RLTLCEIW,

o REDTVZ7—MLY—N—RRETT7 77— M2&RETDHAZEICDOVTIE, [Alertmanager
configuration] ZZHRLTLLEI WL,
12.73. 72— hMIL—Jb

7 7 #JU N T, OpenShift Container Platform 7 S X4 — =4 Y Y JICIEFBRICERZRINALZT 7 — K
W=Dty hHPRBINET,

UFICEEL TSRS W,

o FI7 AL KDTZ— MIL—JLIL OpenShift Container Platform 7 2 24 —BICERI N, Th
DADOEMTIEHERINEF A, EXIE 75 RF—DKGERY 2—LIZDVWTDT7S—h
ZEETEIIH. BHRH L namespace DKFERY) 2 —ALICDVWTDT7 Z— MIEFGTETEE
Ao

o HERRT, ARILTZ—ML—ILEEMTDEIEIETEEEA,

o —EDT7Z—ML—ILIZIEALZRIAFITOATWET, ZHIFERHNGERICESZEDT
To TNOHIEFALCARY MIDWTDT7S—MaEXFELETH, ThEThELDLEWNME &
XE., BLUETNLDOEANEREINE T,

o WHIL—LEFEATZE. BUEREDT S~ MIFET ZBACEREDENT S — Y
BINFET,

14


https://www.pagerduty.com/
https://www.pagerduty.com/docs/guides/prometheus-integration-guide/
https://prometheus.io/docs/alerting/configuration/

BIEISRI—FE=FVVYT

12.7.4. 8B 75— ML—ILODF7 I a>vD—&ERR

WRFRTYI A —ICERAINE 75— ML—ILEe—EBRTRTEET,

FIa
1. BERR— MEREERELET,
I $ oc -n openshift-monitoring port-forward svc/prometheus-operated 9090

2. BAMBRT I —RML—LBLVTTNSDTONRT A —HEFNDISONA TV NERIBLE
-a—o

$ curl -s http://localhost:9090/api/v1/rules | jq '[.data.groups[].rules[] |
select(.type=="alerting")]’
[

{

"name": "ClusterOperatorDown",
"query": "cluster_operator_up{job=\"cluster-version-operator\"} == 0",
"duration": 600,
"labels": {
"severity": "critical"

b

"annotations": {
"message": "Cluster operator {{ $labels.name }} has not been available for 10 mins.
Operator may be down or disabled, cluster will not be kept up to date and upgrades will not be
possible."

b
"alerts": [],
"health": "ok",
"type": "alerting"
b
{

"name": "ClusterOperatorDegraded"”,

EmMmY V-2

e Alertmanager F¥ a2 XY hESRBRLTIREIWN,
RDATYy S

o VSR —TZ— M NDERE

o Telemetry ICDWTHR LTIV, BERBEREINNOF TR TIRLTLLEIY,

13. 75 R —7 53— NDEE

OpenShift Container Platform 4 &, Alertmanager ® Web 1 4 —J7 t—R&RHELEXT, In%fE
ABLT7S5— b EEBEBTEEY, 2OEI>aVTIE, 75— MU ZFERTZ2HEICOVWTEHALE
ER

1.31. 75— MNUIORWRAE
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ZDEYVavTE, 77— MUl DFY Alertmanager D Web 4 49 —7 T —ZADHBICDWTER
BALZE T,

S— MU DFERR—IE LT, Alerts & Silences EW) 2 DDR—IUQHY £,

Alerts R—¥ &, OpenShift Container Platform Web 3> —JL D Monitoring - Alerts ICH Y F7,

Alerts alertmanager Ui

Alerts help notify you when certain conditions in your environment are met. Learn more about how alerts are configured.@
Workloads

Networking

Storage e 0 | Silenced 4 Pending 59  NotFiring = Select All Filters 3 of 66 Items

NAME T STATE SEVERITY

6@ KubeClientCertificateExpiration o A Firing G Warning o H

A client certificate used to authenticate to the apiserver is expiring inless than 7 days.

Builds

Monitoring
@ KubeClientCertificateExpiration A Firing Critical
o A client certificate used to authenticate to the apiserver is expiring in less than 24 hours.
@ Watchdog A Firing None

This is an alert meant to ensure that the entire alerting pipeline is functional. This alert is always
firing, therefore it should always be firing in Alertmanager and always fire against a receiver.

Compute

1. AENICELBDTSI—MDT4ILY—,
2. REBICEKZ 75— DT 4V —, PT5—KMEERTTDICIE, —EDT7Z—MIEWT, 914

LT NDOBEICKHEDRHED true THEIUENHYET, 77— NDEREDIRFFRT true T
HBD. IALT I MEELTVWRWES, DT Z— M Pending JREEICRY F T,

-~

w
\]I

N
\]I

5. — MDREDRKEE, 75— M ZDREICIY B > 7=F,
6. 75— hDEKELNILDIE,
7. 75— MIBELTEITTESR 77V a3,

Silences X— (%, OpenShift Container Platform Web 3> Y —JL D Monitoring - Silences (C#H Y) &

Silences alertmanager Uiz

Silences temporarily mute alerts based on a set of conditions that you define. Notifications are not sent for alerts that meet the given conditions.

O Bz o

Workloads

Networking

0 | Expired | Select All Filters 10f 1 Item

Storage

STATE FIRING ALERTS

o © Active o 0 o H

Builds

o @ watchdog

Monitoring alertname=watchdog

Silences

Mef

1. —hDHA LY ZADER,
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BIEISRI—FE=FVVYT

2. BEIICEDHALVYRD T4 ILY —,

3 REICLDHALVYRDTAIIY—, YA LY ADNREDRDIEES., ThIZBETHEHIBTSLDIC
AT 1—=)bINTWVWBEDH, 7971 TRRETEHY FHA, /2. T4 LV AOHRED
BEBZE, BRTBBIGELALZDICT VT4 TTRERYFET,

4. A4 LV RADERA, il — B3 75— hDEREEENET,

5. YA LV ADREDRE, YA LYADBT VT4 TRBEIEIKRTEEAZIL, REREDHZE
. FmEEREZRILEY,

6. YA LYV AKBEICE > THA L VY RICINTWBE T 5 — ML
7. WALV RICEALTEITTESR 7V a Y,
IHIE, INLDR=TJDENETNDY A MLOFEICIE, B\ Alertmanager 1 Y9 —7 1 —XAD )
VOB BHYET,
132. 75— FBELVT7 53— ML—=ILIZDWVWTDBEROEF
—h2RDIF. P53 bBLTEDRETZT7 77— ML—ILICDVWTDIEREZRRITEET,

FIR

1. OpenShift Container Platform Web I~V —JL % B &, Monitoring —» Alerts ICFBEIL £ 9,

2. 7 3V Filteralertsbyname 7 1 —JL REFERA LT, ZAICT7S—bET71IL9—L ZF
_a—o

3. 77> a1 DL EDIREER S ¥ Firing. Silenced. Pending. Not firing % L T, RET
75_ I\%j ’r)l/&_bi-a—o

4. #7231 DLLED Name. State. B & U Severity FINy ¥—%0) v o LT, 75—b
EHWOEZLFET,

5 77— hMDRREIL, 77— NFELETS—MERETZ77— ML—ILOFHOWT L %
RRTEET,
75— hOEMERTT BICIE. TS— hOZRES Yy I LET, ThiE 75— kDM
EAGR—UTY,
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@ Watchdog

Alert Qverview

30m M Reset Zoom

14:00 14:05 14:10
Mar 15, 2018

NAME
Watchdog

LABELS

alertname=Watchdog = severity=none

SEVERITY

None

STATE
A Firing
ce @ Ma

ALERTING RULE

@ Vatchdog

Actions

View in Prometheus Ul &

14:15 14:20 14:25

MESSAGE

This is an alert meant to ensure that the entire alerting pipeline is functional. This alert is always
firing, therefore it should always be firing in Alertmanager and always fire against a receiver. There
are integrations with various notification mechanisms that send a notification when this alert is not
firing. For example the "DeadMansSnitch" integration in PagerDuty.

IDR=VITF, 75— POBRINERSTIZ27HWHYET., . UTZIRELHETET

Z—HMNIDWTOBHREEENZE T,

o 7S—hERETBHT7I—MIL—IbAD) VY

e 75— MDA,

75— ML—ILDFMAERTT 2ICIE. RBOFDKRY V%5 Y vy L, View Alerting Rule
ERIRLET, Thid. 75— ML—ILOFEMIEENER—ITT,

@ atchdog

Alerting Rule Overview

NAME

Watchdog

SEVERITY
None

MESSAGE
Thisis an alert meant to ensure that the entire alerting pipeline is functional. This alert is always firing, therefore it should
always be firing in Alertmanager and always fire against a receiver. There are integrations with various notification
mechanisms that send a notification when this alert is not firing. For example the "DeadMansSnitch” integration in

PagerDuty.

Active Alerts

30m v Reset Zoom

vector (1)

View in Prometheus Ul 2

° 14:10 14:15 14:20
Mar 15, 2019

arious notification
1 this alert is not firing. For example the "DeadManssnitch” integration in

ngin Alertmanager and al
that send a notification w

ing, therefore it should

14:25 14:30 14:35

ACTIVE SINCE STATE VALUE

@ Mar15,1:59 pm A Firing 1

CDOR=IITIE, UTEIELDHETDETS—MIL—=ILICDWTDERIEENE T,

o 7I5—hNI—ILE BERE. 8LV
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o VI hMNEREIEZLODXHZERT DR
o 75— hMNEREIEDZLODFHED true TH 5 HIMA

o TI—ML—LKBRESNBZETS—hDIF7, 75— MNaRESEIRICHERT 218
ARTINET,

o FI—ML—LATHREINZIRNTOTS— MIDLWTOR

1.33.75—b AL VRAICT S

RHEDT7Z7—h FLERERTIAKRIC—BIZDT7I—FOVWTIhAETFA LV RICTBIENTEE
-a—o

FIF
77— MIFREFERL TP S—hOtEY FaH ALY RICT B0, UTERTLET,

1. OpenShift Container Platform Web 3> ¥ —JL M Monitoring - Silences R— Y (LK B L &
ER

2. CreateSilencez7 'Y v 7 LE Y,

3. CreateSilence 7 # —AILT—9 %R EL X T,

4. YA LY R&EHT ZICIE, Create 22 ) v I LET,

BREDT 73— Mt A4 LYRICTZICE. UTFERTLET,

1. OpenShift Container Platform Web 3> Y —JL M Monitoring = Alerts R—JIIBEL X T,

2. HALYVRICT BREDH BT S5— MIDOWT, BEDIDRY V%S 1) v o L. Silence
Alert #7') vV L&Y, CreateSilence 7+ — LM, BIRLAETS— MDHFIIT— 9 5%
EINARERICRRIINETS,

3 FTvav ALV REEELEY,

4. YA LV RA%EEKT BICIE, Create =7 ) v I LZET,

13.4. 14 L V2D WTDIERODOEE
HALYREHREL, TORMRELRFITEES,

FIR

1. OpenShift Container Platform Wed 3> —JL%ZB X, Monitoring - Silences ICEE L &
ER

2. # 7> 3 v:Filter Silencesbyname 7 1 —JL KRR L T, ERITHAIL VYR &ET 145 —L
7,

3. 77> av: 1 DL EDIREER Y ~ Active. Pending. Expired #EH L T, RETHAL VR
7405 —LZET,

4. 7> a>:1 DL LD Name, State. & U Firingalerts Ny ¥ —%2Y vy o LTHA L
VRAEMUVEBEAFET,
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5 YA LYV ADRTE., TOHEAZI )Yy I LT UTFZ2RELHETHFMIBERZMERL LT,
o 7I— MMtk
o REE
o AR
o RTEHE

e RETLT7I—MNDBBELU—E

135. %1 LV 2ADiREE
HALYRIRETZIENTEET, ThickY., BEOYALYRLERIhEARY, TEINE
BLETCHEOY AL Y ANERINET,

FIg

1. Monitoring - Silences BEICEEL £ 9,

2. BEETBHALVRIZDWT, BREDIORY VA7) v o L, Editsilence #27") v o L&
7,
F7zlE. BEDY ALV AICDWT, Silence Overview EHE T Actions » Edit Silence % 7
Dy TEET,

3. EditSilence BETIE. ZEA AL, Save R9 %7 )w o LEFT, chickY., BEDY
AL YADERTINhE LY, BIRINZBETHAL VY ADNMERINF T,

1.3.6. BEIHARINICT B H A1 L VR

ALY RIEREARYINICTEIENTEEFT, ALV RIEWSTZARRUINICARS & KAICHE
MTINFT,

FIr
1. Monitoring - Silences R—TJIIBEFL X T,
2. HiIRRYINICT 2 H A4 LV RICDWTIE, RREDFIIOKRY %D ) v L. Expire Silence & 7
vy LET,
T, FEDYA LY RICDWT, Silence Overview R—< T Actions — Expire Silence 7~
Yo%) )y ITEET,
3. ExpireSilence 27 YV vV LTHELEXY., ThiZLY., 4 LY ABHRTINICARY £,
RDATY S

Prometheus. Alertmanager. & U Grafana~D 772X

1.4. PROMETHEUS. ALERTMANAGER. X U'GRAFANAND7 V7t X
EZAN VTRV VICE>TIEINZ T —H % EAHT 5I1C1E. Prometheus, Alertmanager. & &

W Grafana 1 Y9 — 7z —R&FATEFT, ThoDA VI —Tx2—REF 74V N TRIHEATRET
£
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.1/html-single/monitoring/#prometheus-alertmanager-and-grafana

BEISRI—E=IYVY
1.4.1. Web OV Y —)LDOERIZ & % Prometheus. AlertingUl. & &£ U Grafana~D 7
P72

OpenShift Container Platform Web 3>V —JL T Web 75U H#—%{FfH L. Prometheus. Alerting
U, 8LV GrafanaWeb Ul ICT7 VA TEE T,

yz =3]
ZDOFIETT7 IV EZXI NS Alerting Ul 1E. Alertmanager D4 49 —7t—XTY,

AR

e ERFEIE. OpenShift Container Platform 74 7> 7 4 7 4 —ICR L TiThh, OpenShift
Container Platform Ot DIFFICHEAINZ D E R CRAIBHRS L VR AENMERAINE
9, cluster-monitoring-view 7 5 X4 —O—JL7RE D, §RTD namespace ~DFwAHEY 7
VEREFOO-IEFERATILENHY T,
FIa

1. OpenShift Container Platform Web I >V —JLICHEIL. SRFAEL F 7.

2. Prometheus IC7 72 29 %IZI&. "Monitoring” - "Metrics" ICRREIL £ 7,
Alerting Ul ICT7 2 2 29 % ICI&. "Monitoring” = "Alerts" or "Monitoring” = "Silences" IZf &) L
9,

Grafana IC7 7 X9 %IZIE. "Monitoring" = "Dashboards" ICFEEIL 7

1.4.2. Prometheus, Alertmanager. & & U Grafana~NDEET7 7R
ocV—ILELU Web 75 H—%EHL T, Prometheus. Alertmanager. & & U Grafana Web Ul IC
POEATEZEY,
pa 3]
ZDFIETT V2RI NS Alertmanager Ul I&, Alertmanager DWW 4 —7 2 —2X
T,
([} =355

e ERFEIE. OpenShift Container Platform 74 7> 7 14 74 —ICR L TiThh, OpenShift
Container Platform Ot DIZFFACHEAIN 2D [ CRREAHRHRS & CRAAENMERAINE
9, cluster-monitoring-view 7 5 X4 —O— LR E D, §RTD namespace ~DFwHEY 7
VEREFO2O-IEFERATILENHY X7,

FIa
L UTF2RITLET,

$ oc -n openshift-monitoring get routes

NAME HOST/PORT

alertmanager-main alertmanager-main-openshift-monitoring. apps url.openshift.com .
grafana grafana-openshift-monitoring.apps.url.openshift.com
prometheus-k8s  prometheus-k8s-openshift-monitoring.apps.url. openshlft com
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2. https:// #7 KL ZICEBMLE T, BEEINTVWAWERAZFERALTWebUIILTIVERT 3
ZEFTEEZ A,
Te& 21K, BAFIE Alertmanager DK I 115 URL TY,

I https://alertmanager-main-openshift-monitoring.apps.url.openshift.com
3. Web 75 0H—%2fRHALT7 RLRICHBEIL, RELEFT,
EMYY—2X

o Alertmanager DFiRA V¥ —J7 T —RADFRBBIZDOWVWTIK, VSR —T75—hDEE]| %5
BLTCEIWY,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.1/html-single/cluster_monitoring/#managing-cluster-alerts

E2ZEABMRAT VY ITDARYLT TV r—>a v A M)V 20O2H

E2BEEHEFRT—YVITDARIYLT TYr—a A RNY) 2D
N

Horizontal Pod Autoscaler D AR Y LT TYHr— 3 ANV RABETVRAR—MNTEET,

2.1. HORIZONTAL POD AUTOSCALING D ARI LT TV /r— 3 X Kk
\) O ZD

prometheus-adapter |) ¥V — X % {#f L T. Horizontal Pod Autoscaler D W XY LT T r—a v X
M) RERATEET,

BF

Prometheus 74 74 —l&570 /0y —F L Ea—#fTd, 72/ 0—7L Ea1—#
fElX Red Hat OEHBBRIETOH —ERALNILTFY) =XV kN (SLA) TEHYR—KrIh
TWARWEZ®, RedHat TIXEHRERIETCOFERA#HEL TWEH A, Red Hat IXEH
BEETINSAFRTZIEAHMBELTVWERA, TNODHEEILZ. MARRFED
BTHEEAE ) ) —RUICERRITTTRHT D 2 &ICL Y., BEEITHEEEET ML, B
EIOEABRIZT4— RNy I EBEFEVWLELIENTEET,

RedHat D77 / AY—7L E1—#EED Y R— MEEIC D W TDFHH
I&. https:;//access.redhat.com/ja/support/offerings/techpreview/ S8R L T £X
(A

AR

e HRH L Prometheus 1 YA VADNAI VA R—=ILENRTWDBZ E, ZDHITIE, Prometheus
A" default namespace IZ4 Y A b—JILINTWB Z EHNFHRICAY T,

o T —YavDEZYYVITEREINTWVWEZE, ZOHFITIH, 7TV r—ravex
DY —ERXE=4 —71" default namespace IC1 VA h—JILINTWB Z EAFHRICAY £ T,

FIR

. BREDYAML 7 74 IVEERLET, ZOBITIE. Zhidk deploy.yaml &WD 7 74 JLIC7RY)
7,

2. prometheus-adapter DY —EX7A YV b REBELAO-ILSELSO—INA VT VT %E
BRY B/ DREEEMLEIT,

kind: ServiceAccount
apiVersion: vi
metadata:
name: custom-metrics-apiserver
namespace: default
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: custom-metrics-server-resources
rules:
- apiGroups:
- custom.metrics.k8s.io
resources: ["*"]
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verbs: ["™"]
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: custom-metrics-resource-reader
rules:
- apiGroups:
resources:
- namespaces
- pods
- services
verbs:
- get
- list
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: custom-metrics:system:auth-delegator
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: system:auth-delegator
subjects:
- kind: ServiceAccount
name: custom-metrics-apiserver
namespace: default
apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: custom-metrics-auth-reader
namespace: kube-system
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: extension-apiserver-authentication-reader
subjects:
- kind: ServiceAccount
name: custom-metrics-apiserver
namespace: default
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: custom-metrics-resource-reader
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: custom-metrics-resource-reader
subjects:
- kind: ServiceAccount
name: custom-metrics-apiserver
namespace: default
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apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: hpa-controller-custom-metrics
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: custom-metrics-server-resources
subjects:
- kind: ServiceAccount
name: horizontal-pod-autoscaler
namespace: kube-system

3. prometheus-adapter DH XY LA KN) J ADREEEBMLET,

apiVersion: vi
kind: ConfigMap
metadata:
name: adapter-config
namespace: default
data:
config.yaml: |
rules:
- seriesQuery: 'http_requests_total{namespace!="",pod!=""}' 0
resources:
overrides:
namespace: {resource: "namespace"}
pod: {resource: "pod"}
service: {resource: "service"}
name:
matches: "A(.*)_total"
as: "${1}_per_second"
metricsQuery: 'sum(rate(<<.Series>>{<<.LabelMatchers>>}[2m])) by (<<.GroupBy>>)'

@ ERLAXPIIZNHTTP BROBICAD LD IEHELFT.
@ *tUIROEEEEELIT.

4. prometheus-adapter % API H—E X & L TEERT 27-0ODREEZBIMLET,

apiVersion: vi
kind: Service
metadata:
annotations:
service.alpha.openshift.io/serving-cert-secret-name: prometheus-adapter-tls
labels:
name: prometheus-adapter
name: prometheus-adapter
namespace: default
spec:
ports:
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- name: https
port: 443
targetPort: 6443
selector:
app: prometheus-adapter
type: ClusterIP
apiVersion: apiregistration.k8s.io/vibetai
kind: APIService
metadata:
name: vibetal.custom.metrics.k8s.io
spec:
service:
name: prometheus-adapter
namespace: default
group: custom.metrics.k8s.io
version: vibetat
insecureSkipTLSVerify: true
groupPriorityMinimum: 100
versionPriority: 100

5. {9 % Prometheus 79 9 —A X—JaRRLFT,

$ kubectl get -n openshift-monitoring deploy/prometheus-adapter -o jsonpath="{..image}"
quay.io/openshift-release-dev/ocp-v4.1-art-
dev@sha256:76db3c86554ad7f581ba33844d6a6ebc891236f7db64f2d290c3135ba81c264c¢

6. prometheus-adapter 27 704 57D DEREEEBMLF T,

apiVersion: apps/v1
kind: Deployment
metadata:
labels:
app: prometheus-adapter
name: prometheus-adapter
namespace: default
spec:
replicas: 1
selector:
matchLabels:
app: prometheus-adapter
template:
metadata:
labels:
app: prometheus-adapter
name: prometheus-adapter
spec:
serviceAccountName: custom-metrics-apiserver
containers:
- name: prometheus-adapter
image: openshift-release-dev/ocp-v4.1-art-dev ﬂ
args:
- --secure-port=6443
- --tls-cert-file=/var/run/serving-cert/tls.crt
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- --tIs-private-key-file=/var/run/serving-cert/tls.key

- --logtostderr=true

- --prometheus-url=http://prometheus-operated.default.svc:9090/

- --metrics-relist-interval=1m

- --v=4

- --config=/etc/adapter/config.yaml

ports:

- containerPort: 6443

volumeMounts:

- mountPath: /var/run/serving-cert
name: volume-serving-cert
readOnly: true

- mountPath: /etc/adapter/
name: config
readOnly: true

- mountPath: /tmp
name: tmp-vol

volumes:
- name: volume-serving-cert

secret:
secretName: prometheus-adapter-tls

- name: config

configMap:

name: adapter-config
- name: tmp-vol
emptyDir: {}

image: openshift-release-dev/ocp-v4.1-art-dev (. ERIDFIEICH % Prometheus
Adapter 1 A=Y &IEELE T,

7. RET7ANEY SR —ITEMLET,
I $ oc apply -f deploy.yaml

8. ZFUHs—>arvdA M)y ZAHNABI N, Horizontal Pod Autoscaling 3% E 9 5 7= IZEA
TEEY,

‘myv—2
® Horizontal Pod Autoscaling ICDWTD RF a2 XY N 2SR LTLEIW,

® Horizontal Pod Autoscaler IC2DWT® Kubernetes R¥ a2 XV h #FBLTLKEIW,
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