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I gquality.images.openshift.io/<qualityType>.<providerId>: {}
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qualityType ARTF=RDEAT vulnerability
license
operations
policy

providerId 7 0/31 % — ID HILFF openscap
redhatcatalog
redhatinsights
blackduck
jfrog
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gquality.images.openshift.io/vulnerability.blackduck: {}
gquality.images.openshift.io/vulnerability.jfrog: {}
gquality.images.openshift.io/license.blackduck: {}
quality.images.openshift.io/vulnerability.openscap: {}
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label AVR=F2 FOFRRTNIL B XFF
Feritical; . Timportant |
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OpenSCAP 77/ F7—> 3>

{
"name": "OpenSCAP",

"description": "OpenSCAP vulnerability score",
"timestamp": "2016-09-08T05:04:46Z2",
"reference": "https://www.open-scap.org/930492",
"compliant": true,

"scannerVersion": "1.2",
"summary": [
{ "label": "critical", "data": "4", "severityIndex": 3, "reference":
null },

{ "label": "important", "data": "12", "severityIndex": 2,
"reference": null 3},
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{ "label": "moderate", "data": "8", "severityIndex": 1, "reference":
null },
{ "label": "low", "data": "26", "severityIndex": 0, "reference": null
3
]
3
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"name": "Red Hat Container Catalog",

"description": "Container health index",

"timestamp": "2016-09-08T05:04:46Z2",

"reference": "https://access.redhat.com/errata/RHBA-2016:1566",

"compliant": null,

"scannerVersion": "1.2",

"summary": [

{ "label": "Health index", "data": "B", "severityIndex": 1,

"reference": null }

]
3
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$ oc annotate image <image> \
guality.images.openshift.io/vulnerability.redhatcatalog="'{ \
"name": "Red Hat Container Catalog", \
"description": "Container health index", \
"timestamp": "2016-09-08T05:04:46Z", \
"compliant": null, \

"scannerVersion": "1.2", \
"reference": "https://access.redhat.com/errata/RHBA-2016:1566", \
"summary": "[ \

{ "label": "Health index", "data": "B", "severityIndex": 1,
"reference": null } " }'
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AA=CHRITTBHE D% T AT LTHET %(2(3. images.openshift.io/deny-
execution { X =R S —HERTE Y. FHMICOVWTE. I X—2R)>— 2#ZRLTL
fZE0y,

3331L7 /7= 3> Dbl

annotations:
images.openshift.io/deny-execution: true

334.488) 7 7L R

(ZEAEDHE. MR F v F = EDINRY —ILIFA X —SDEHAEBHRL . RF v 52FHL .

BIET DA A=A T MZBERDT /T—2a a7 ) T £H375 7100 588% L
¥9. ZOBEMLTFIES. OpenShift Container Platform REST APl A FU*H L TC7 ./ F—S 3> %

ERL £9. RESTAPI 5L U1 XA —COEHIZERT 5 PATCHIFUE L IC DWW TO— R4 1EHR (S
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curl #FRATH2ZDIFUE LOBITIE. 7/ T—>a>nigaEExL £

3, <token> <openshift_server> <image_id> } J{)f<image_annotation> D&% & X
WZTLIZEL,

/Xy F APIIFUH L

$ curl -X PATCH \
-H "Authorization: Bearer <token>" \
-H "Content-Type: application/merge-patch+json" \
https://<openshift_server>:8443/o0api/vl/images/<image_id> \
--data '{ <image_annotation> }'

PLF(E. PATCHR A O— F5F—XNDHBITT .
Ny FRUHLT—4R

{

"metadata": {
"annotations": {
"quality.images.openshift.io/vulnerability.redhatcatalog":

"{ 'name': 'Red Hat Container Catalog', 'description': 'Container
health index', 'timestamp': '2016-09-08T05:04:46Z', 'compliant': null,
'reference': 'https://access.redhat.com/errata/RHBA-2016:1566"', 'summary':
[{'label': 'Health index', 'data': '4', 'severityIndex': 1, 'reference':
null}] "

}
}
}
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"default": [{"type": "reject"}],
"transports": {
"docker": {
"access.redhat.com": [
{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-
release"
}
]
3
"atomic": {
"172.30.1.1:5000/0penshift": [
{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-
release"
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1. /etc/origin/master-config.yaml ©. VAKX —{E7 7 ILA4mEL 7.

2. UTh & 9z oauthConfig R &> HABIEL 9.
oauthConfig:

identityProviders:

- name: github
challenge: false
login: true
mappingMethod: claim
provider:

apiVersion: vi

kind: GitHubIdentityProvider
clientID:

clientSecret:

organizations:

- myorganizationi

- myorganization2

teams:
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3. REARFLIZSL, REABMCITH-DICVRAX—Y—EXABEHL 7.

# systemctl restart atomic-openshift-master-api atomic-openshift-
master-controllers
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openshift_master_overwrite_named_certificates Ansible ¥ A FH L (:RETE 9. =

O Ansible DEE (L. LMTDOL I AR ) =T 7L IV TERETEET,

openshift_master_named_certificates=[{"certfile":
"/path/on/host/to/customl.crt", "keyfile": "/path/on/host/to/customl.key",
"cafile": "/path/on/host/to/custom-cal.crt"}]
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LECOBITIE. <projectl>FH LUr <project2> DT NTD Pod & H—ER(L. 77 XX—KHDAh
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KEMBNDE IS 3> THIENTUDEF 1) F 4 —XRDIIHIZEH . OpenShift Container
Platform 7 5 2 & — & B L UBAE T 2HAEE. REYVAMABICH LTI/ 28—BLU¥ND1—
=5 RETHLETEELRBRELY T,

ZHICBEL., /X beOTEW) 2DODEREREA 7 7R X—LN)ILtERE L TERATE £
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10.2. 7 2 RAX—DA N2 |

I AR—EWET, BETIAR PEFFTEDL)ZAR D) Y —ZRA TIZOWTHR
L. AR MO~ BAEERT D EABEOLET. YAX—OA MO—Z—L07 771 DEE
IZ&-oTE. ZZIT—EBRREINTVLDREDLNH. EL AR M RATHERINDAEEMEND 1)
9.

AR ML, BET B )Y —R0) namespace £ 71-(X 77 #J)L b O namespace (T AR —A X2 b
BE) DUWLFNHD namespace [ZRFESF (T 5 E 9. T 7 4J)L ~ D namespace (§. 7T A X —AE1R
FIIBATEH-ONREET IR M ERIFLET. 72 AE. ZNIZE / —F AR PELUT
CT7ZRAMNZOF—AUR— U MIBHELIZ) Y —RAR AT ENET.

YRAR—APIELUoc AT NE, AR bPO—EE/ —FIZBET 5 HDIZHIRT 21T A —&—
HRMLFHA. CNEFRTT2BMELAEL L Tgrep 2 ERTHZ &N TEET.

$ oc get event -n default | grep Node
1h 20h 3 origin-node-1.example.local Node
Normal NodeHasDiskPressure

S WEHLFRE LT, Y —ILTHIETE 2R TIR VAR NT BN TEET. - A
(£. PAFOBIT(d NodeHasDiskPressure f N> h DA %A BEIT B 7612 JSON HAIZXT L Tigq Y —
IWEFERLTWET,

$ oc get events -n default -o json \
| jg '.items[] | select(.involvedObject.kind == "Node" and .reason ==
"NodeHasDiskPressure")'

{
"apiversion": "v1",
"count": 3,
"involvedObject": {
"kind": "Node",

"name": "origin-node-1.example.local",
"uid": "origin-node-1.example.local"
I
"kind": "Event",
"reason": "NodeHasDiskPressure",

3
) —ZDERRRE. FzI3HRICBIET 24X b b TR —DARERFERARET B1-01(C

FRTHIENTEET, e AE. UTDI ) —(F, 1 A= OBRG TV OBFREHERT 5718
ICEATE Y.
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$ oc get events --all-namespaces -o json \
| jg '[.items[] | select(.involvedObject.kind == "Pod" and .reason ==
"Pulling")] | length'

4
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namespace HHIEENd &, (DI b bHEIBRENET. 12 HHRYIN & 7
). eted 2 L —IAMIZA LW ) ICHIBRES N E T, A2 MIk#td HLO—
Fe L TREEINT. — RS T— X 58153 2 1-0IZR—1) > U5 a%ICHT
THZEHWEIZL) £,

103. 75 R&—nOY
ZDEIs>arTlE. V7 RXR—TEREINDIERDSOEBEICOWTHBAL £9°.

103.1.%y—Ex0O7

OpensShift Container Platform (¥, 7RX b TEITEAN TS & systemd y—E R ¥ H(COTAERL £
ER

e atomic-openshift-master-api

e atomic-openshift-master-controllers
e etcd

e atomic-openshift-node

:h%@ﬂﬁﬁ\t#1U?4—&§JUB?N/ﬁ%EthT%%éhTViTO:h%

(2. journalctl A{F > THRR b ZEICHIET BH . 1307 RX—KHNTIF I 7 RAX—EEHZE L
<. D#vﬁ?ﬂﬂﬂmn4/7/7z(msﬁ72? NDImEH®H D) ICT 701 ant-&E5t0Fx
VIR I HESTHIRTE 9.

10.3.2. T XX —APIOEBEO S

dA—— BEEZLFICATLAVR—FR U MILBVYREZ—APIERAOJ(ZREERT BI2(F. ¥R
Z—APIOBAEOF > J2BMLET. ZNIZLN. EYRX—FKRR M 7;4wﬁ¢&émé
. FET7 PAIILARESINAGWGEL. 7 7MILEY—ERSy—FILIZEENET. ov—F
DT b —(F"AUDIT" 1R L TROITBHZ &EATE T,

TSRO DT M) —) (3. SEBIZHNFNO RESTERAE2429 51178, TTHROHTTPL X
m/z:—b®1ﬁ1%&éniT PLTFOBITIE., > AT LEEEIZL D/ — F—EBEA5EKEFDLLER
HRLTWET,

2017-10-17T13:12:17.635085787Z AUDIT: id="410eda6b-88d4-4491-87ff-
394804ca69al" ip="192.168.122.156" method="GET" user="system:admin"
groups="\"system:cluster-admins\",\"system:authenticated\"" as="<self>"
asgroups="<lookup>" namespace='"<none>" uri="/api/v1l/nodes"
2017-10-17T13:12:17.636081056Z AUDIT: id="410eda6b-88d4-4491-87ff-
394804ca69al" response="200"
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PLFDOBITRT L HIZ. LARZRI— R ZEICERAEROBIZOWLWTOERW L O T DR—1) o IH
RIZADIGELDH ) £7.

$ tail -5000 /var/log/openshift-audit.log \
| grep -Po 'response="..."' \
| sort | uniq -c | sort -rn

3288 response="200"
8 response="404"
6 response="201"

PLF—E(Z. LRRZA=FOWLLONZOWTEHL (AL TUWET,
e 200 F7-(F201 DL AR ROA— KN (L, BRAEETHDZ AR LET.

o 400 DL AR ROA—FE. (FEAEDT ZA T2 P TRELILWARIERBEKREART DT, B
BT H5UEDHZHI—FTT.

® 404DL AR A= FFBRE, HFELLGW Y —RINT 2EELERTY,

e 500-599 DL AR Z2OA—F(F. H=—/N—I5—4RLET. ZNT. NIRRT LE
E FIIEBROHDTITAET A —DE&ERE L TELDIGELDH ) £7°.

IT7—DL AR RABHREICZWIGEIZIE. WIETI3ERNDEEO ST M) —&#RIFLTEHIZHA
BITBHIEATEET,

7ERL

BERDIPT7RLRAIBEE., 07 RAKX—KRAME1-(ZAPIO—K/NZ % —T9, O—F
NZ =7 0% —BROEEIZIZIP T FLZADEEELH ) FHA (F-1ZL. O—F
NZ oY= dE,. BRTAFIRNTE2DIZRIALDZ EAH ) £9).

BELBOERICOVWTL., HENDI—Y—F 137 —T T ICRARDZOHE L TWBIGELDH 1) £
7.

PLTFBITiE. BEO I D&ED 5000 T TCHOERBICEWT 10 U1 —H—4AFRRL T E
9.

$ tail -5000 /var/log/openshift-audit.log \
| grep -Po ' user="(.*?)(?<!\\)"" \
| sort | uniq -c | sort -rn | head -10

976 user="system:openshift-master"

270 user="system:node:origin-node-1.example.local"

270 user="system:node:origin-master.example.local"

66 user="system:anonymous"

32 user="system:serviceaccount:kube-system:cronjob-controller"

24 user="system:serviceaccount:kube-system:pod-garbage-collector"
18 wuser="system:serviceaccount:kube-system:endpoint-controller"
14 user="system:serviceaccount:openshift-infra:serviceaccount-pull-

secrets-controller"

11 wuser="test user"

4 user="test \" user"
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/3.9/html/installation_and_configuration/install-config-master-node-configuration#master-node-config-advanced-audit
https://access.redhat.com/ja/support/offerings/techpreview
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