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552% 1 [O]3217 (RUN-ONCE) ¥ X ¥

OpenShift Container Platform @4 > X h—JL{&, RA MDA L—XREITZHITFT 2LHDICT AT A
ANDENMDEENBEICRZIBEDNHYET,

IN5id 1 BT (runonce) 9 2V & LTHEIN, ThHDYRVIEKEDEERICHE L TWDOTHE
TTEET,

2.1. NTP [E#A

NTP (%y N7 =244 L7FERII) d, BICKZ FEHRESEABLEYT, BEROBHIE. 0/0
P A LRY Y TR EDBERBICIKET 2REICEETH Y. OpenShift Containter Platform @ EJL

MICER I % Kubernetes THEMAT 5 Z A B HE I N E T, OpenShift Container Platform D& /E
IKid eted ) —4 — DR, Pod 8LV ZDOMDEEDAINRF =y IHNEFN. ThoREEOTH

DEREEHSDICRIBET,

AVRIVRAICEL>TIE, NTP AT 742 M TEMCINTUVWARWGELHY £9, "RA M NTP %
FHTDILIICEREINTWVWE I EAHETRICIE. UTEETLET,

$ timedatectl
Local time: Thu 2017-12-21 14:58:34 UTC
Universal time: Thu 2017-12-21 14:58:34 UTC
RTC time: Thu 2017-12-21 14:58:34
Time zone: Etc/UTC (UTC, +0000)
NTP enabled: yes
NTP synchronized: yes
RTC in local TZ: no
DST active: n/a

NTP enabled & NTP synchronized OEA D' yes DFE. NTP AHIEAMICINTWVWET,
no MHE. ntp £/lE chrony RPM Xy s —I %4 VA h—=JL L. BMICLET,

NTP D&

I # timedatectl set-ntp true

chrony D54

# yum install chrony
# systemctl enable chronyd --now

B

RFEDEEIE. NTP ZEA L TVW2E D, ZOMDEEEZFERB L TULEHNICHDD LT,
VA9 —ADITRTDERAMTEPICINTVWIRENHY TT,

timedatectl YV K, 914 LYV =B LURETORBICOVWTODFEMIZ. THRNEEZOERE] &
L TUTC, 94 LYV —>, BLUVDSTI #BBLTLEIL,

22. T hOE—


https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/7/html/system_administrators_guide/chap-configuring_the_date_and_time
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/7/html/system_administrators_guide/s1-utc_timezones_and_dst

£52% 1 [O]3£1T (RUN-ONCE) ¥ X ¥

OpenShift Container Platform (T hOE—%ERALTID £7/<IESSL k571 v 0 RREDA TP
I MNDEHEERLET, INSOREFERFFIRIVZTETTHDICTARIY POE—DPAEINZEXT
FELET, toRTy hOE—»"anE, I—XVEBEURAE—RTINLDEBZERTE I &
NTEFECBA, TNITEY, 94LT7IMDPELCEY., EFaT7REEIESINIAREELIHY £
ER

MAARSIY POE—Z2H#ERI5ICIE. UTZRTLET,

I $ cat /proc/sys/kernel/random/entropy_avail
2683

FEAREATIY MOE—IFISRAYI—ADITRTDOFRANTRIETZ2HELNFHY 9, BEMICIE., &
DfEIX 1000 LY KZUVMEICTEEL TLKEI W,
= -1o)

Red Hat Tld., CDEAZE=H—F B2 &, BLVTDEND 800 KFDIHFHICITEE
HITTDEEHMBELTVWET,

F7lE, rngtest AV Y R&EFERATZE, +2RIY MOE—EIF TR, YRATLD+DRIVE
AE—% 74— K TEENEINEZHMRTEZET,

I $ cat /dev/random | rngtest -c 100

rngtest 1< > K& rng-tools CTHRIATX X,

LEDHY RV DTETICH 30 WOBFEIINZIHE. FIAFRELATY hOE—D+DIlRnw E&%=xRL
TWE 9,

CHEADBREBICEL > TIE, BROAETIY FOE—2BYFT I EATEES, FMIOVWTIEK, 25
507 074 (https://developers.redhat.com/blog/2017/10/05/entropy-rhel-based-cloud-instances/) % &8
LTLEIW,

BEIE rng-tools Xy 5 —2% A VA M—=)LL. rngd Y—ERZBMILTIY hOE—%IEKRI
H2ZENTEET,

# yum install rng-tools
# systemctl enable --now rngd

rngd Y —EZXNEHFTZE. TV MOE—RE+DRLARIVICBIZ EIFSNBZIET T,

23. T 7AINDNAKNL=D O SADFT VY

BMICTOEY 3=V I3 kiR ML —Y OB AR E#ITT 2I1CE. T7FILMDR ML=
TR EHE L TBKMENFHYET, 1 VAM—IBFIZ, TOTT7AIMZARL—I VS RIE
Amazon Web Services (AWS). Google Cloud Platform (GCP) 2 EDH£ED Y 50 K 7O/NA ¥ —IZD
WTEEINZT,

FIAIRNRAMNL—VISAPERZRINTWVWELZEAERATDICIE. UTFAETFTLET,

$ oc get storageclass
NAME TYPE
ssd kubernetes.io/gce-pd


https://developers.redhat.com/blog/2017/10/05/entropy-rhel-based-cloud-instances/
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I standard (default) kubernetes.io/gce-pd

LE21E GCP TE4TI T % OpenShift Container Platform 1 Y 24 Y ZAHSDHE A %R LIZED
T9., Z® OpenShift Container Platform 1 > 24 >~ R Tl&, &4 (HDD) & &£ U SSD M 2 F&E D Kk it
AML=UDREAETYT, BEIAMNL—VISRAETI7AILMELTEREINEZEITEFELTLE
IV, ANL=YISADEHZINTVWAWEEY, 774 MELTAEEREINTVWRWEEIC
. #7703 =V JERA ML=V ZADER] DEIVavESRBL, ANL—YUFAD
BREAEEHERLTLLEIV,


https://access.redhat.com/documentation/en-us/openshift_container_platform/3.10/html-single/configuring_clusters/#install-config-persistent-storage-dynamically-provisioning-pvs

EIFERBEAINRF VY

FEIZEREBEBAINRF VY

2Dk Ew 2 TlE, OpenShift Container Platform 7 5 24 — 5 L U &fED YV R—3 ¥V M DKM
2MEERTHIFIEICOVWT, FLFEINZHEICOVWTHALET,

ZRBAVEA—XRVMNORIETOBRICDODWTIRETZ 2 &IF, BEDOMNS TV a2 —FT1 v JIlBITS

RADRATY TICRYET, BEIPRELTWVWRHEICIE. ORI a Vv TREINWEF v V%5 &
FALTHEEEZSZIHTEEY,

3.1. 2AEMRBRREANINZAF TV Y

OpenShift Container Platform 27 5 2 4 —D &AM LR AR T 272D, 7TV Tr—2a vty
TILEEIRL, 7704 LFT,

FIR

1. validate E WO ZFIOFR IO =V b, B LV cakephp-mysql-example 7>~ 7L — b
DT TVr—oa vy TV EERLET,

$ oc new-project validate
$ oc new-app cakephp-mysqgl-example

OJ%MELTHLEILNIEAZXT,
I $ oc logs -f bc/cakephp-mysqgl-example
2. EVRDRTTDE, 7—IR—RETTV5—23 D2 D0 Pod ARITINZIET T,

$ oc get pods

NAME READY STATUS RESTARTS

AGE

cakephp-mysqgl-example-1-build 0/1 Completed 0 im
cakephp-mysql-example-2-247xm 1/1 Running 0

39s

mysql-1-hbk46 1/1 Running 0]

1m

3. 7V —>3a v URLIL7IEALZEY, Cake PHP 7 L —A7—72 D welcome R—IHK
REINBIET TY., URL Tl cakephp-mysql-example-validate.<app_domain> &L\
BRZFERALTVWET,

4. HBEDMESR% X, validate 7OV TV MEBIKRTEE T,
I $ oc delete project validate

7OV NADTRTOD) Y —REHIKRINET,

3.2. PROMETHEUS % & L 7= & & D1ERK

OpensShift Container Platform & Prometheus Z#i& L T, E2Y a7V PESEZFH L. RIEOREDLF
ETHRICEMTESLDICLET, COLDIARBMEELTEZILNZDIE. /—RDF IV, Pod Il
&% CPUFXIEAEY) —DBEEIFEARGETT,
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FEME. TSR —REHA K1 @ [OpenShift Container Platform T® Prometheus D& E] 7
YavaESRLTIEIWL,

BF

OpenShift Container Platform £ T® Prometheus (7% / OY—FL E1—#EETT,
70 /0Y—7L Ea1—#EEIE Red Hat DEBRBRZETOH —EXL NIV T T Y =AY
b (SLA) TlEHR— I TWAWESD, Red Hat TIEEHRBRIETOFERAZHEL T
WEHA, INODOMEEIX. MARRFEOE DML ) —RITERIFTTRMT
&Y, BERIIHEEETAMNL, BEIOECZAFICT A — KRNy 7 E2BFEW
R ZENTEET,

RedHat 0572 /Oy —7L E1—#EEDHYR— MIDWTOFHHM
I&. https://access.redhat.com/support/offerings/techpreview/ Z&8R L T 72X W,

3.3. "R hDELM

DSAY—DBEBLTVWDIEEHERTDICIE. YTRY—A VAIVRICEHE L, UWTEEFTLET,

$ oc get nodes

NAME STATUS AGE VERSION
ocp-infra-node-1clj Ready 1h
v1l.6.1+5115d708d7

ocp-infra-node-86qr Ready 1h
v1l.6.1+5115d708d7

ocp-infra-node-g8qw Ready 1h
v1l.6.1+5115d708d7

ocp-master-94zd Ready, SchedulingDisabled 1h
v1l.6.1+5115d708d7

ocp-master-gjkm Ready, SchedulingDisabled 1h
v1l.6.1+5115d708d7

ocp-master-wc8w Ready, SchedulingDisabled 1h
v1l.6.1+5115d708d7

ocp-node-c5dg Ready 1h
v1l.6.1+5115d708d7

ocp-node-ghxn Ready 1h
v1l.6.1+5115d708d7

ocp-node-wl35 Ready 1h

v1.6.1+5115d708d7

LERDIVSRY—YH U TILHS, 3DDIYRYI—KRAK, 3DDAVISAKNSIVFv—/)—REKR
M BLUV3 DD/ —RKRAMNTERINTWEZE, IRTETHRTHDZIZEIDMIYVET, V75X
H—HNDERAMITART, COHAICKRFIINTWBIETTY,

Ready 27 —#% i3, YAH—HRZA M/ —RKZ b EBIETE, /— K Pod 17T X ZHRE
HBIEERLET (RETV1— Y IHRENIIATNS / — REBRL),

HEAML etcd DELHEDRT—4 RUF, FEDTRAY—A VAYVADD etedetl2 A7 RAZET
LCHERTEEY,

# etcdctl2 cluster-health

member 59df5107484b84df is healthy: got healthy result from
https://10.156.0.5:2379

member 6df7221a03f65299 is healthy: got healthy result from
https://10.156.0.6:2379

10
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member fea6dfedf3eecfal3 is healthy: got healthy result from
https://10.156.0.9:2379
cluster is healthy

2L, BAENMITONEYRI—RZA M ZEE®H, etcd RRA MIDOWTOFMIBERZEG T 51C1F. LT

ZERITLEYS,

# etcdctl2 member list

295750b7103123e0: name=ocp-master-zh8d peerURLs=https://10.156.0.7:2380

clientURLs=https://10.156.0.7:2379 islLeader=true

be97a72f2610aea5: name=ocp-master-qcg3 peerURLs=https://10.156.0.11:2380
clientURLs=https://10.156.0.11:2379 islLeader=false

feabdfedf3eecfa3d: name=ocp-master-j338 peerURLs=https://10.156.0.9:2380

clientURLs=https://10.156.0.9:2379 islLeader=false

etcd VSR —HDNITRY—H—ERERUGBMRICBBEINTWVWRIHEEIETARNTD etecd KRR MIT R
H—RAMNEDEENETH, etcd P —EZADFILADFRANTEITINTWVWBIBEIEZENSD eted 7
ARNERITRTC—EBERRINZET,

pa )

etcdctl2 (&, V2 T—49 ET /N Detcd VS RY—DITY—IFERTZ 7S I7MEFE
n2etcdectl V—ILDIA Y FTRATY (V8T —F ETIDiHFEIE etedetls),

34 =49 —BLUVLIYRMN)—DELME
W—F—H—EZXDNRITINTUVEINE DN ZHERTSHICIE. UTE2ETLET,
$ oc -n default get deploymentconfigs/router

NAME REVISION DESIRED CURRENT TRIGGERED BY
router 1 3 3 config

DESIRED & & ' CURRENT ZIDfE I/ — RFER MOEUIC—BL TWBIET TT,
LYZARNY—DRT—Y R BRI HZaERALIAY Y N=FERLET,

$ oc -n default get deploymentconfigs/docker-registry
NAME REVISION DESIRED CURRENT TRIGGERED BY
docker-registry 1 3 3 config

R

AVFTFHF—LIRAMN)—DA VY RIVZAEBHERITTSICIE. BHRTOERICLBEX
AHEHYR—NTENY VTV RANL—=UDBMETT, BIRLEAVYITARNS Y
Fr—7ONAFT—ICZDHEENEFNTVWAWEEICIE., JVFF—LIYRAN)—OD
A VAV A% 1 DRITTEZET,

FTARTD Pod BNETHTHB &, BLIVEDRRANTETHRTHZDZHRT HICIE. LLTFZEET
LET,

$ oc -n default get pods -o wide
NAME READY STATUS RESTARTS AGE IP
NODE

11
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docker-registry-1-54nhl 1/1 Running 0 2d
172.16.2.3 ocp-infra-node-t147
docker-registry-1-jsm2t 1/1 Running 0 2d
172.16.8.2 ocp-infra-node-62rc
docker-registry-1-qbt4g 1/1 Running 0 2d
172.16.14.3 ocp-infra-node-xrtz
registry-console-2-gbhcz 1/1 Running 0 2d
172.16.8.4 ocp-infra-node-62rc
router-1-6zhf8 1/1 Running 0 2d
10.156.0.4 ocp-infra-node-62rc
router-1-ffqgdg 1/1 Running 0 2d
10.156.0.10 ocp-infra-node-tl147
router-1-zqgxbl 1/1 Running 0 2d

10.156.0.8 ocp-infra-node-xrtz

p=
OpenShift Container Platform B"#E IV FF—L A M) —%FERA L TW 356, WEB
LYZAMN) =Y —ERBEETHTHIVEIHY A,
3.5. ?‘ v |\ ) — 7 }%:\j‘l:;
xY NI7—08FKEICIE. /—ROWERDI SRS —Fy kT —2 & Pod D¥FEER®D SDN (Software
Defined Network) & WD 2 DDEERXRY hT—VBMNEFENF T, OpenShift Container Platform I

BHDORY ND—VUREEYR—ML, ThODREIIBEDA VISAMNS IV Fvy—TONA 45 —M
FICEBEIEINBZZEDLLSHY FT,

pz - 1o)
FYRNT—OPERETHDIEND, KETIETRTORIESFY FICDVWTIFBWE
_E-AIO

3.5.1. YAY —KRAX N TOEHM

etcd BLUTRY—KX I

YRAY—H—E Rl etcd F—EANT7EFRALTZENOOREREAMIFLES, YAY—& etcd
H—EZABDBEIIR. TNODetcd U—EANTRY—KZANDEUBRICENMM TWBRIESTEH.
etcd U —ERAICOAEEINDIHRANTCETINTWVWEIZBETEEEICRY E T, COBEEIETCP
R— K 2379 5L 102380 TEITINFT, COBEAEAFIVvIITBHEEIDODVTIE, THRAMDES
1 DIV avESRBLTLEIY,

SkyDNS

SkyDNS (&, OpenShift Container Platform TE{TIN2O0—AI Y —EXDEZRIBRETVWET, D
H—EXIETCP 8L VUDP R— K 8053 AL XY,

BRIFRZHEET 51T, UTFZ2ERITLET,

$ dig +short docker-registry.default.svc.cluster.local
172.30.150.7

ISEDNUTOHAIC—HT %355, SKYDNS Hr—ERTEUICHEL TWB I &ICRY F T,

12
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$ oc get svc/docker-registry -n default
NAME CLUSTER-IP EXTERNAL-IP PORT(S) AGE
docker-registry 172.30.150.7 <none> 5000/TCP 3d

API Y —ERXBELT Web a2V —Iib

APl H—EZXBLUWeb AV Y —ILIFEELERAUR—N (EY Ty FICE>TERY £ITH. @F
I TCP 8443 /213 443) #HBLFT, COR—MEIVSRAI—NT, L7704 INERIETHE
XTIV EOHDITRTDLI—HF—ICE>THAFREMRETHIVEDNHY FT, TDOR— MIEE
THHOICFERAINS URLIERE I SR —BLUVABI A4 T7Y NBICERZBEDNHYET,

LUFDOBITIE, https://internal-master.example.com:443 URL (ALY SR —IZL > TE
FAXh. https://master.example.com:443 URL (IAEI A 7 ML > THERAINTVWE
T, FED/—RKRZAMNTUTEETLE,

$ curl https://internal-master.example.com:443/version

{
"major": "1i",
"minor": "6",
"gitVersion": "v1.6.1+5115d708d7",
"gitCommit": "fffe5cf",
"gitTreeState": '"clean",
"buildDate": "2017-10-11T22:44:25Z2",
"govVersion": "gol.7.6",
"compiler": "gc",
"platform": "linux/amd64"

}

NRISATYRDRY NT—IDLEERAMRTHEILENHY XT,

I $ curl -k https://master.example.com:443/healthz
ok

35.2. /—RAVARY Y RATOEFM

Pod OBEICERINS /—KTOD SDN #Ef#xik, 774 NTUDP R— K 4789 #{FAL £ ¢,
J—REXANDOMEEAERT ZICIE. FIRT7 IV r—ravaERLET, UTOFITIE, /—KH4
VISANSOFv—/)—RTEFINTWSD docker LY RN —ICEBETIXDLDICAR>TVWE
-a—o

FIa
1. :/\ 700z bEERLET,

I $ oc new-project sdn-test

2. httpd 77U r—>ava7r7O4LET,

$ oc new-app centos/httpd-24-
centos7~https://github.com/openshift/httpd-ex

EILRDNETI2ETHELET,
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$ oc get pods

NAME READY STATUS RESTARTS AGE
httpd-ex-1-205hz 1/1 Running 0 34s
httpd-ex-1-build 0/1 Completed 0 im

3. EITH®D Pod ICHEEH L £,

I $ oc rsh po/<pod-name>
fi:
I $ oc rsh po/httpd-ex-1-205hz
4. REL YR MY —H—EX®D healthz N &R L T,

$ curl -kv https://docker-
registry.default.svc.cluster.local:5000/healthz
* About to connect() to docker-registry.default.svc.cluster.locl
port 5000 (#0)
* Trying 172.30.150.7...
* Connected to docker-registry.default.svc.cluster.local
(172.30.150.7) port 5000 (#0)
* Initializing NSS with certpath: sql:/etc/pki/nssdb
* skipping SSL peer certificate verification
* SSL connection using TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
* Server certificate:
* subject: CN=172.30.150.7
* start date: Nov 30 17:21:51 2017 GMT
* expire date: Nov 30 17:21:52 2019 GMT
* common name: 172.30.150.7
issuer: CN=openshift-signer@1512059618
GET /healthz HTTP/1.1
User-Agent: curl/7.29.0
Host: docker-registry.default.svc.cluster.local:5000
Accept: */*

*

HTTP/1.1 200 OK

Cache-Control: no-cache

Date: Mon, 04 Dec 2017 16:26:49 GMT
Content-Length: 0

Content-Type: text/plain; charset=utf-8

* N AN NN AN ANV V V VYV

Connection #0 to host docker-registry.default.svc.cluster.local
left intact

sh-4.2% *exit*
HTTP/1.1 200 OK i5&lE. /— RABEYICEKEINTVWSEZEARLTWVWET,

5. FANTOV MBI =Ty T LET,

$ oc delete project sdn-test
project "sdn-test" deleted
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6. /—RKRAKMITCP R—hK 10250 TYU VAV LTWET, TOR—MIEED/—REDT
RTCDIRAY—=HIT IV EZATEZRELRHY., EZH—HNIFR9—II7 704 INdi5E
& 1 V7SR 9Fv—/—KBPITRTDAIVRAIVADIDR—MITIELRATEZ 0
BEHYET, COR— ORI INZBEIIUTOIYY NTHRETEET,

$ oc get nodes

NAME STATUS AGE VERSION
ocp-infra-node-1clj Ready 4d
v1l.6.1+5115d708d7

ocp-infra-node-86qr Ready 4d
v1l.6.1+5115d708d7

ocp-infra-node-g8qgw Ready 4d
v1l.6.1+5115d708d7

ocp-master-94zd Ready, SchedulingDisabled 4d
v1l.6.1+5115d708d7

ocp-master-gjkm Ready, SchedulingDisabled 4d
v1l.6.1+5115d708d7

ocp-master-wc8w Ready, SchedulingDisabled 4d
v1l.6.1+5115d708d7

ocp-node-c5dg Ready 4d
v1l.6.1+5115d708d7

ocp-node-ghxn Ready 4d
v1l.6.1+5115d708d7

ocp-node-wl35 NotReady 4d

v1.6.1+5115d708d7

LEDOHADTIE, ocp-node-wl3ds / — KD/ —RKHY—ERIIYAY—H—EZXNEHRETEE
HA, INiE NotReady RT—F A TERINTWVET,

7. XEOHY—ERIE, BEDIL— b % OpenShift Container Platform 7 5 24 —TR{TI N % # Y]
BY—ERITIBETZI—F9—TY, L—F—ldingress NS 71 v VRDAVT7SRANSY
Fr—/—RFRDTCP R—h 80B5LU 443 %) vy AV LFET, IL—F—%HEIEZHIIC,
DNS 'S EI N2 MELNHY X,

$ dig *.apps.example.com

; <<>> DiG 9.11.1-P3-RedHat-9.11.1-8.P3.fc27 <<>> * . apps.example.com
;7 global options: +cmd

;; Got answer:

;7 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 45790

;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 4096
;; QUESTION SECTION:
;*.apps.example.com. IN A

;+ ANSWER SECTION:
*.apps.example.com. 3571 IN CNAME apps.example.com.
apps.example.com. 3561 IN A 35.xX.Xx.92

;; Query time: O msec

;; SERVER: 127.0.0.1#53(127.0.0.1)

;; WHEN: Tue Dec 05 16:03:52 CET 2017
;; MSG SIZE rcvd: 105
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IP7 KL R (ZDHFEIF 35.xx.xx.92) (&, ingress NZ T4 vV ETRTDA VT ZANS
DFv—/—RICDMIEZ2O0-RNSUHY—%ZRA Y MNTBETTT, IL— MOHEEEZHER
T3ICFE. LYAN)—HB—EREZBEFIVvITIMENHYITH., SEEINEI TR
T—HDBLEITLET,

$ curl -kv https://docker-registry-default.apps.example.com/healthz
* Trying 35.XxX.Xxx.92...

* TCP_NODELAY set

* Connected to docker-registry-default.apps.example.com
(35.Xx.xX.92) port 443 (#0)

HTTP/2 200

cache-control: no-cache

content-type: text/plain; charset=utf-8
content-length: 0

date: Tue, 05 Dec 2017 15:13:27 GMT

* AN ANNN NN -

Connection #0 to host docker-registry-default.apps.example.com
left intact

36. ANL—Y

YRAY—AVAY VAT, /var T4 LI M) —IC40GB UL EDT A RV BENMNVETT, df O%
VRAFALTIYRY—FRAMNDT A RVEHEAEIRLETT,

$ df -hT

Filesystem Type Size Used Avail Use% Mounted on
/dev/sdal xfs 456G 2.8G 43G 7% /

devtmpfs devtmpfs 3.6G 0 3.6G 0% /dev

tmpfs tmpfs 3.66G 0 3.6G 0% /dev/shm

tmpfs tmpfs 3.66G 63M 3.6G 2% /run

tmpfs tmpfs 3.66G © 3.6G 0% /sys/fs/cgroup
tmpfs tmpfs 732M 0 732M 0% /run/user/1000
tmpfs tmpfs 732M 0 732M 0% /run/user/0

J—RA VR VATIk /var T4 LU ) —IZ15GB LLE#%, Docker 2 b L —¥ (ZDIFEIE
/var/lib/docker) ICX 5IC15GB L ENRETY, 7529 —DH A X% Pod ICHE R —FHY AR
AML=YDREICHLT, BIONR—FT1423a3v%/—FED
/var/lib/origin/openshift.local.volumes I[C/ET 2 EHNHY £,

$ df -hT

Filesystem Type Size Used Avail Use% Mounted on
/dev/sdal xfs 25G 2.4G 23G 10% /

devtmpfs devtmpfs 3.6G © 3.6G 0% /dev

tmpfs tmpfs 3.66G © 3.6G 0% /dev/shm

tmpfs tmpfs 3.6G 147M 3.5G 4% /run

tmpfs tmpfs 3.66G © 3.6G 0% /sys/fs/cgroup
/dev/sdb xfs 256G 2.7G 23G 11% /var/lib/docker
/dev/sdc xfs 50G 33M 50G 1%
/var/lib/origin/openshift.local.volumes

tmpfs tmpfs 732M © 732M 0% /run/user/1000

Pod M7k A b L —I& OpenShift Container Platform ¥ 5 24 —%R{T79 %4 VA% ¥ ALH TUIE
INZBELHY ET, Pod DGR a—LIFA VYV ISARNSIVFryr—7anNA ¥ —Il&>TFOE
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vazZrvJyIhdh. F7lk Container Native Storage Z 7z I& Container Ready Storage %= f#H L T~
AEYazvJTEET,

3.7.DOCKER X L —¥

Docker A AL —SE 2 DDA T2 avDELLNTHR—MINET, 1 DEHOA T3 v EF /N4
ARy N—%FALEY Y T—IVREBRY) 2 —LT, 2D2BOA TV avidoverlay2 771 LY AT L
(Red Hat Enterprise Linux /X\—> 3> 7.4 L&) T9, BEEIEY N7y THRBRZ TN T+ —T YV AN
{EINBDT. overlay2 7 7 1 IV AT LDHERINFE T,

Docker A AL —YF 4 2714 /var/lib/docker E LTY DY &N, xFs 7274 AT AT
T7A4—<v bINFT, Docker A hL—ldoverlay2 7 7 A VWO AT L% FERT 2L ICKREINE
ERR

$ cat /etc/sysconfig/docker-storage
DOCKER_STORAGE_OPTIONS='--storage-driver overlay2'

IDARL—YRSA/8—%"Docker ICL > TRERAIND I EZHRT HICE. UTFZERTLET,

# docker info
Containers: 4
Running: 4
Paused: 0
Stopped: 0
Images: 4
Server Version: 1.12.6
Storage Driver: overlay2
Backing Filesystem: xfs
Logging Driver: journald
Cgroup Driver: systemd
Plugins:
Volume: local
Network: overlay host bridge null
Authorization: rhel-push-plugin
Swarm: inactive
Runtimes: docker-runc runc
Default Runtime: docker-runc
Security Options: seccomp selinux
Kernel Version: 3.10.0-693.11.1.el7.x86_64
Operating System: Employee SKU
0SType: linux
Architecture: x86_64
Number of Docker Hooks: 3
CPUs: 2
Total Memory: 7.147 GiB
Name: ocp-infra-node-1clj
ID: T7T6:IQTG:WTUX:7BRU:5FI4:XUL5:PAAM:4SLW:NWKL:WU2V:NQOW: JPHC
Docker Root Dir: /var/lib/docker
Debug Mode (client): false
Debug Mode (server): false
Registry: https://registry.access.redhat.com/v1/
WARNING: bridge-nf-call-iptables is disabled
WARNING: bridge-nf-call-ip6tables is disabled
Insecure Registries:

17



OpenShift Container Platform 3.10 Day 2 #2{F /i1 K

127.0.0.0/8
Registries: registry.access.redhat.com (secure),
registry.access.redhat.com (secure), docker.io (secure)

38.API H—EXDRAT—4% R

OpenShift APl +—E X ® atomic-openshift-master-api.service (FTXTDYRY—A 2V RH
VATERITINET, T—ERDRAT I R%HERT3ITIE. UTE2ETLET,

$ systemctl status atomic-openshift-master-api.service
e atomic-openshift-master-api.service - Atomic OpenShift Master API
Loaded: loaded (/usr/lib/systemd/system/atomic-openshift-master-
api.service; enabled; vendor preset: disabled)
Active: active (running) since Thu 2017-11-30 11:40:19 EST; 5 days ago
Docs: https://github.com/openshift/origin
Main PID: 30047 (openshift)
Memory: 65.0M
CGroup: /system.slice/atomic-openshift-master-api.service
L-30047 /usr/bin/openshift start master api --
config=/etc/origin/master/ma. ..

Dec 06 09:15:49 ocp-master-94zd atomic-openshift-master-api[30047]: 11206

09:15:49.85...
Dec 06 09:15:50 ocp-master-94zd atomic-openshift-master-api[30047]: 11206
09:15:50.96...
Dec 06 09:15:52 ocp-master-94zd atomic-openshift-master-api[30047]: 11206
09:15:52.34...

APl H—EXRE, UTZEALTHARTIIZ) —TEBANNRAFzv I 2R HALET,

I $ curl -k https://master.example.com/healthz
ok

39. 0> hO—5—0O—JLDWREE

OpenShift Container Platform 3>~ hO—5—#%—EX® atomic-openshift-master-
controllers.service [FIRTDYRY—KRANTHAEATEEZT, OV —ERRET7 VT4 T//%y
YTE—RTEITIN, BIC1 DDIYRY—TOHFERTINET,

OpenShift Container Platform O> hO—5—l&, DY —ER%#E1TT5HRRA M &RT 2FIEEE
TLET, BEXRTINTWVWSIEIE. kube-system 7OY =7 MIREI N 3455%7 configmap D
/)T avIlREINET,

cluster-admin 1 —#—¢& LT, atomic-openshift-master-controllers H—EX %3179
BYRAY—RANEZHERLET,

$ oc get -n kube-system cm openshift-master-controllers -o yaml
apiVersion: vi
kind: ConfigMap
metadata:
annotations:
control-plane.alpha.kubernetes.io/leader: '{"holderIdentity":"master -
ose-master-0.example.com-10.19.115.212-

18



EIFERBEAINRF VY

dnwrtcl4", "leaseDurationSeconds":15, "acquireTime":"2018-02-
17T18:16:54Z", "renewTime":"2018-02-19T13:50:33Z2", "leaderTransitions":16}"'

creationTimestamp: 2018-02-02T10:30:04Z

name: openshift-master-controllers

namespace: kube-system

resourceVersion: "17349662"

selfLink: /api/vl/namespaces/kube-system/configmaps/openshift-master-
controllers

uid: 08636843-0804-11e8-8580-fal163ebh934f0

<Y Rk, LLFD & S IC control-plane.alpha.kubernetes.io/leader 7/ 57—
holderIdentity 7O/NXF 4 —RICREDTRAY—ar hO—Z—%2HALZF T,

V
S

I master-<hostname>-<ip>-<8_random_characters>
UFoavy RFZERALTHNZT ALY —L, YRI—KRAMDKRAMEZRRLET,

$ oc get -n kube-system cm openshift-master-controllers -o json | jq -r
'.metadata.annotations[] | fromjson.holderIdentity | match("/Amaster-(.*)-
[0-9.]*-[0-9a-z]{8}%") | .captures[0].string'

ose-master-0.example.com

3.10. B e i KX HE AL (MTU) 1 X DHEER

BREEEA (MTU) £HRBT 22 E1CEY, SSLAPBOMEE LTYANL— REE LI €2 HE
MDOHBDRY NT—VDREREEEAHSCIENTEET,

N7y RDVHTTP TEEINSE MTU Y4 XL Y B RELK 2256, MERXRY NT—J)—8—FT7—
HEEBETRIOINTy FEBEBD/NNTy MIREITEE Y, L. /X7y AHTTPS TEES
NEZMTUHA LY EREVE, V=9 —EZTDNTy O ROy TEBEIMICETLET,

AVAMN=ITI, UTEECEHIVR—X Y MAOEX 2 T7REERRBTIHEELLERLZE
-a—o

o YRY—KA b

o /—RKRI

e {VISANZYVF¥—/—R
e LYZNY—

o IL—4—

g_hbd)uIEEHitzt YR8 —/)—RKRDIFEIE /etc/origin/master T4 LV N —IZ, 1756
7TV r—2 3y ) —RiBEIE /ete/origin/node T4 LU M —ICERREI N TWE T,

AVARN=ILBIC, TRy M=Kl DI a3 VICEHEBINTWS 7O &HHEALT
REGISTRY OPENSHIFT SERVER ADDR NDiEfmA TR TCEXZ 7,

[} =33
1. YR —FKZAIDS HTTPS PRLREZRIBLET,

I $ oc get dc docker-registry -o
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jsonpath="'{.spec.template.spec.containers[].env[?
(@.name=="0OPENSHIFT_DEFAULT_REGISTRY")].value}{"\n"}'
docker-registry.default.svc:5000

LEICL Y, docker-registry.default.svc:5000 DHEALERINE T,

2. /healthz %# LEETHEEINZEICEML., INEFERALTIRTORAN (RRY—, 1V
T7S5AMNSIFv—, /—K) THRELET.

$ curl -v https://docker-registry.default.svc:5000/healthz

*

*

*

(#0)

*

* ok %k ok * X

* N AN NN AN ANV V V VYV

About to connect() to docker-registry.default.svc port 5000 (#0)
Trying 172.30.11.171...
Connected to docker-registry.default.svc (172.30.11.171) port 5000

Initializing NSS with certpath: sqgl:/etc/pki/nssdb
CAfile: /etc/pki/tls/certs/ca-bundle.crt
CApath: none
SSL connection using TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
Server certificate:
subject: CN=172.30.11.171
start date: Oct 18 05:30:10 2017 GMT
expire date: Oct 18 05:30:11 2019 GMT
common name: 172.30.11.171
issuer: CN=openshift-signer@1508303629
GET /healthz HTTP/1.1
User-Agent: curl/7.29.0
Host: docker-registry.default.svc:5000
Accept: */*

HTTP/1.1 200 OK

Cache-Control: no-cache

Date: Tue, 24 Oct 2017 19:42:35 GMT
Content-Length: 0

Content-Type: text/plain; charset=utf-8

Connection #0 to host docker-registry.default.svc left intact

EEROHABIE, SSLEHGNEETHZ I L EHRT HDICHERINTVS MTU H14 X%
TLTVWET, BEHROATHIEEICERITIND S EHEIHEIL L. SIBAZE/VR & docker-registry
WK T 2T RTOY—/N—FIEAERHRZFE > 7= NSS OMEEAZET LEF T,

MTU A4 XHBRBEICREINTWEEYA LTI IDELET,

$

*
*

*

curl -v https://docker-registry.default.svc:5000/healthz

About to connect() to docker-registry.default.svc port 5000 (#0)
Trying 172.30.11.171...

Connected to docker-registry.default.svc (172.30.11.171) port 5000

(#0)

*

Initializing NSS with certpath: sqgl:/etc/pki/nssdb

LEDOHITIE, BHEISBIIINTWE T, SEAENRANBEINSL NSS DML ARET TX
FtA, COBBETIE, BYAL [/ —REBEEYY 7] ICFETR MTU 44 XHABEINLTW

i’a—o
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EIFERBEAINRF VY

Z D E% R T 5 ITIE. OpenShift SDN Ethernet /34 XAMERAT 2 MTU 14 X&YW 50
INA MINE VMBI, /—REBEYY TRTMTU Y4 X&FAHLET,

WEBERA =Ry TSRO MTU 4 X52FRRL ZT (fl: etho),

$ ip link show etho

2: eth®: <BROADCAST,MULTICAST,UP, LOWER_UP> mtu 1500 qdisc pfifo_fast

state UP mode DEFAULT glen 1000
link/ether fa:16:3e:92:6a:86 brd ff:ff:ff:ff:ff:ff

LEEIE MTU 21500 ICEREINTWB I EARLTWET,
. MTUY A XAEZEETBICIE, @R T/ —REEYY 7] 2BEL, ipavYy KOHALY
H 50 /N1 NDRWMEICERELZ T,

& ZIE, MTU B4 XA 1500 DiFE X, / —REREY Y 7RT MTU ¥4 X% 1450 (CFAE L
F9,

networkConfig:
mtu: 1450

. EEEREFEL. / —FNE2BEBLET,

Pz
OpenShift Container Platform SDN Z#M 9 23X TDIYRI—ELV / — KT

MTU Y4 Z%2ZHTDIHEIHYET, £/, tun0f v F—T7—AD MTU
. HAXIFISAY—%5BRTD2IRTD/) — RTCA—THIHVELHY FT,

. /= RDBEFVIAVICRSEIL. TDcurl XY REBEETL THREIFEL AL
RO TWBIEZMRBLIET,

I $ curl -v https://docker-registry.default.svc:5000/healthz

A LT MNDEHETDIHE. BIEHEE MTU U1 X% 50 /N4 NEATIHAEL, 2n7AOtR
ERRYIRLET,
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FAZ BIESEADONY I Ty TOEK

BIESEONy 07y TOERICIE. A VRIVADI Sy 1FdT—489 OIEREOETICEIID
BERT—YEIE—FTBIENREBICR/RYET, Ny o7y TOERE. ThoBEEIVR—RY
NDIFFMN— 3 VICETTEET,
OpenShift Container Platform Tl&, 7 5 X9 —2&D Ry V97 v L R TEET., ThiTLY, 7
S22 —DIREDIRRE IREDI S AY—HRE) ZRDA ML —VILRETEET, RENv I T7v 7D
REICIELUTHAEEFNE T,

o VSR —FT—=48T774)

o BXVYARHI—Deted T—4

e APIA TV b

o LYRAN)—=ZAKIL—Y

e MYa—LARANL—Y

Ny 9Ty TR T—H9DEREHCTOICEBNICEITLEY,

BF

UTo7Ot2x<TlE. 77— 3> &1 OpenShift Container Platform 27 5 X 4 —
ENYOTYTTBEODBEBEDHEICDODVWTHALTWET, TITIEARY LEH
BEEINFHA, VS3RI—DRENYITY THELIVETFIEHOELRE LTUTD
FIEZFEALTKEIW, Fh, T BREZHCAEDICBERTIANTORBEZRZ
ENHY T,

Ny 9Ty TEBTIRIEINZHLDTIZARL, MEOT—YIZEETNY I 7y TL
THBLBEDHY FT,

41. YR RY—KRRANDINY 7T v TOERK
VATLBEHPTY TTL—R, FEEZTOMHORERZEELRE, OpenShift Container Platform 4 >~
T7ZANSOFv—ILEREZMADRNIC, ZONY I Ty FTORRERTTEELIICLTLREIL,
T=IDNY I Ty FiE, BERERICRH T —IPMATEICAD LD ICEHENICEITLET,
OpenShift Container Platform 7 7 1 JU
RAY—A VR VRIE AP, OV " O—S5—REDEERY—ERERTLE
¥, /etc/origin/master T4 LU M) —ITIE. UTDLIBREER T 71 ILHBEZ BT hTW
7,

o 1VRANMN—ILTERINDIHE

o TRTDIZVRTONA Y —EEDERE

o ¥F—BLUVZTDM®DEBELT 7 1 )L (htpasswd %= FHT 355 L htpasswd 74 &)

o TDfth
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BAE RIEERD/NNY I 7 v TOERK

OJLRILDBIZLEFPTOF>—DFERREDHRH <Y1 X% OpenShift Container Platform #—E
ZICTRHLTITIZEDNTEE T, RET 71k /ete/sysconfig T4 L7 M) —ILREINZET,

RAY =&/ —RTEH DD, /etc/origin T4 LI N —2FEDNY I 7y THERLE T,

FI7

- .
BYRY—/—RTUTOFIRZERTI2HENHY T,

1. YA —RRAMNDEBET7AINDINNY Ty TEERKLFET,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

$ sudo mkdir -p ${MYBACKUPDIR}/etc/sysconfig

$ sudo cp -aR /etc/origin ${MYBACKUPDIR}/etc

$ sudo cp -aR /etc/sysconfig/atomic-* ${MYBACKUPDIR}/etc/sysconfig/

pa )

BREZ 71 )IE. /etc/sysconfig/atomic-openshift-master-api & &
U /etc/sysconfig/atomic-openshift-master-controllers 71 L ¥

A MY —IREIRTVET,

Digk

==
[=]

/etc/origin/master/ca.serial.txt 7 7 1 JUI& Ansible IRA M1 >~

RYRMN)—=II—EBRTFIINIRADIYRAYI—TOIHERINET, RTD
YRAI—RANDEAZRT T 2HEIE. 2OTOERDETHIIC
/etc/origin/master/ca.serial.txt 7 7 1 ILEZKY DT RAY—KA

MIOE—-LZXY,

2. Ny O Ty TORERICERT 2UEDHBMOEERT 7 A IILICIEIUTAEENFT,

7274

/etc/cni/*

/etc/sysconfig/iptables

/etc/sysconfig/docker-storage-
setup

/etc/sysconfig/docker

/etc/sysconfig/docker-network

Ll

AVTFF—RYy N IDI—DAVH—T 2 —AD&K
T (ERASN258)

iptables L =L DRTFEI N BIGFT

container-storage-setup J<¥ > ROA
A7 74

docker REZ 71 JL

docker xv b7 —2UF%E (fl: MTU)
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/etc/sysconfig/docker-storage docker X kL —2F%7E (container -
storage-setup TEMRIN D)

/etc/dnsmasq.conf dnsmasq OEERERET 7 1)
/etc/dnsmasq.d/* #7125 dnsmasq &RxE7 7 1)
/etc/sysconfig/flanneld flannel ZE7 71 )L (ERAINZHEE)

/etc/pki/ca-trust/source/anchors/ Y27 AIBIMINSIIEAE (Bl AL TR b
') —H)

FEBOT77AINDNy O Ty THEFERLET,

MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

sudo mkdir -p ${MYBACKUPDIR}/etc/sysconfig

sudo mkdir -p ${MYBACKUPDIR}/etc/pki/ca-trust/source/anchors

sudo cp -aR /etc/sysconfig/{iptables,docker-*,flanneld} \
${MYBACKUPDIR}/etc/sysconfig/

sudo cp -aR /etc/dnsmasq* /etc/cni ${MYBACKUPDIR}/etc/

sudo cp -aR /etc/pki/ca-trust/source/anchors/* \
${MYBACKUPDIR}/etc/pki/ca-trust/source/anchors/

&P BH BB

*» B

3. Ny T—IUNEES>THIRINTLEDIHZBEY. rpm NNy 5 —JILE8FNE 771V =EBTT
EZMENHDBEIC. VATALICAVAM=ILINTWS rhel Ny b5 —YD—EBLHDEE
T,

R

AVFUYELI—»T 79 MR N7 ED Red Hat Satellite #4geA FHT 2154
T, RODSHBWRY T —J0 AT LICA VAN =ILINTWENRYy =0
BRETFT—9%BA VAN =ITE2ENLEA A=A LEIBELET,

VATLICA VAN =ILINTVWBIRED rhel Ry 5 —JD—EBAERT BICIE. LTAEE
TLET,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)
$ sudo mkdir -p ${MYBACKUPDIR}
$ rpm -ga | sort | sudo tee $MYBACKUPDIR/packages.txt

4. TNETOFEEETLTVWBHEICIE. UTO7 74Uy o7y T4 Lo MY —ICHE
BIXhTWZET,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

$ sudo find ${MYBACKUPDIR} -mindepth 1 -type f -printf '%P\n'
etc/sysconfig/atomic-openshift-master
etc/sysconfig/atomic-openshift-master-api
etc/sysconfig/atomic-openshift-master-controllers
etc/sysconfig/atomic-openshift-node

etc/sysconfig/flanneld

etc/sysconfig/iptables
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etc/sysconfig/docker-network
etc/sysconfig/docker-storage
etc/sysconfig/docker-storage-setup
etc/sysconfig/docker-storage-setup.rpmnew
etc/origin/master/ca.crt
etc/origin/master/ca.key
etc/origin/master/ca.serial. txt
etc/origin/master/ca-bundle.crt
etc/origin/master/master.proxy-client.crt
etc/origin/master/master.proxy-client.key
etc/origin/master/service-signer.crt
etc/origin/master/service-signer.key
etc/origin/master/serviceaccounts.private.key
etc/origin/master/serviceaccounts.public.key
etc/origin/master/openshift-master.crt
etc/origin/master/openshift-master.key
etc/origin/master/openshift-master.kubeconfig
etc/origin/master/master.server.crt
etc/origin/master/master.server.key
etc/origin/master/master.kubelet-client.crt
etc/origin/master/master.kubelet-client.key
etc/origin/master/admin.crt
etc/origin/master/admin.key
etc/origin/master/admin.kubeconfig
etc/origin/master/etcd.server.crt
etc/origin/master/etcd.server.key
etc/origin/master/master.etcd-client.key
etc/origin/master/master.etcd-client.csr
etc/origin/master/master.etcd-client.crt
etc/origin/master/master.etcd-ca.crt
etc/origin/master/policy.json
etc/origin/master/scheduler.json
etc/origin/master/htpasswd
etc/origin/master/session-secrets.yaml
etc/origin/master/openshift-router.crt
etc/origin/master/openshift-router.key
etc/origin/master/registry.crt
etc/origin/master/registry.key
etc/origin/master/master-config.yaml
etc/origin/generated-configs/master-master-
1.example.com/master.server.crt

...[OUTPUT OMITTED]...
etc/origin/cloudprovider/openstack.conf
etc/origin/node/system:node:master-0.example.com.crt
etc/origin/node/system:node:master-0.example.com.key
etc/origin/node/ca.crt
etc/origin/node/system:node:master-0.example.com.kubeconfig
etc/origin/node/server.crt
etc/origin/node/server.key
etc/origin/node/node-dnsmasq.conf
etc/origin/node/resolv.conf
etc/origin/node/node-config.yaml
etc/origin/node/flannel.etcd-client.key
etc/origin/node/flannel.etcd-client.csr
etc/origin/node/flannel.etcd-client.crt
etc/origin/node/flannel.etcd-ca.crt
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etc/pki/ca-trust/source/anchors/openshift-ca.crt
etc/pki/ca-trust/source/anchors/registry-ca.crt
etc/dnsmasq.conf

etc/dnsmasq.d/origin-dns.conf
etc/dnsmasq.d/origin-upstream-dns.conf
etc/dnsmasq.d/node-dnsmasq.conf

packages.txt

RERZBEIF, 77AINVEEBL TAR—AZHNTEIENTELT,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

$ sudo tar -zcvf /backup/$(hostname)-$(date +%Y%m%d).tar.gz
$MYBACKUPDIR

$ sudo rm -Rf ${MYBACKUPDIR}

N7 74 ILDOWTFhLEEONSIERT 5ICIE. openshift-ansible-contrib YR M) —
IC&E N % backup_master_node.sh 27 FhAFRALEFT., CORVZYTMILY, RRMEIC
TALIMN)—DERINET, TORAKRT, TORY) FhERFTLT, FIROTRTDOT 7ML
ZFOE—LZEY,

R

openshift-ansible-contrib 247 ') 7 M& Red Hat TIEZHR—KINTLWEHA
B VI7LYRT—FTI0F v —F—LEDA—RRDPEREYICENMEL., BRE2THBZ
EHEERTDITAMNEERBELTWET,

DRV YT ME UTFOITY REFALT, 2YRY—HRRAMNTEGFLTLEIY,

$ mkdir ~/git

$ cd ~/git

$ git clone https://github.com/openshift/openshift-ansible-contrib.git
$ cd openshift-ansible-contrib/reference-architecture/day2ops/scripts
$ ./backup_master_node.sh -h

4.2. ) —RIKZANDINY DT TOVERK

J—=RKRZANDNY Ty TERE, RRI—KRANDNY I T7y FIIFA—R75r—ANRRYVES, <
2 —RAMIIHZ K DEZELR T 7AIDEENZTD. NI Ty THEERT DI & a@HEEL
FY, LHOL/—RFROMELE, 7AW —NR—DRELLEETDLDIC, FHRETATALIZ/—FE
THEINT, BERREOETICVDELAT—YREEFNEEA. /— ROV I Ty I, BIEET
ICREBRTATLDNEENDHZEICE, NvIT7y TaERTHIEEHELET,

VATLBEHPTY TTL—R, FEEZTOMHOREARZEELRE, OpenShift Container Platform 4 >~
T72ANSOFv—ILEREZMADRNIC, ZONY I Ty FTORRERTTEELIICLTLREIL,
Ny 7y P, BEORKERICEHT —IDFIATREICARD LD ICERNICETIZ2HENHY F
ER

OpenShift Container Platform 7 7 1 JU

J—=RAVRIVREAVTF—%R—2ETF 3 Pod DERATEITINZE T, /etc/origin/ HL U
/etc/origin/node 74 L7 M) —EUTDL I REZR 7 7ML EEHL F T,

o /—RY—ERDBE
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o 1VRAN—IVTERINDIHE
o VS RTONA Y —BEEDRE
o F—BLUVZEDMODEREET 7 1 )L (dnsmasq X ERE)

OpenShift Container Platform t—E &, OJLRILODE|E LIFL7F7OF> —DFERREEETT S
TeDITHRITA XTE, RET 71L& /ete/sysconfig T4 L7 b —ICREINZE T,

FIE
1. J—REEET77AILDNy Ty THERLET,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)
$ sudo mkdir -p ${MYBACKUPDIR}/etc/sysconfig

$ sudo cp -aR /etc/origin ${MYBACKUPDIR}/etc

$ sudo cp -aR /etc/sysconfig/atomic-openshift-node
${MYBACKUPDIR}/etc/sysconfig/

2. OpenShift Container Platform TIEUTD & > BFED 7 7ML EFEALES, Nv o7y IR
) —DFERICIE. oD T77MIVEEERTDUENHY FT,
774 SrEA

/etc/cni/* AVTFF—RYy NI —DAVH—T 2 —AD&K
E (FRINZIEE)

/etc/sysconfig/iptables iptables L —IILDMREFEI N ZIHRT
/etc/sysconfig/docker-storage- container-storage-setup J<¥ > ROA
setup A7 74N

/etc/sysconfig/docker docker FZET 7 1 L
/etc/sysconfig/docker -network docker *v b7 —2UF%E (fl: MTU)
/etc/sysconfig/docker-storage docker X kL —2F%7E (container -

storage-setup TEMRIN D)

/etc/dnsmasq.conf dnsmasq OEERERET 71 )
/etc/dnsmasq.d/* #7125 dnsmasq&RE7 7 1)
/etc/sysconfig/flanneld flannel ZE7 71 )L (ERAINZHEE)

/etc/pki/ca-trust/source/anchors/ Y27 AIBIMINSIIEAE (Bl AL TR b
') —H)

INSDT77AIEFERT DICIE. UTEETLET,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)
$ sudo mkdir -p ${MYBACKUPDIR}/etc/sysconfig
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28

sudo mkdir -p ${MYBACKUPDIR}/etc/pki/ca-trust/source/anchors

sudo cp -aR /etc/sysconfig/{iptables,docker-*,flanneld} \
${MYBACKUPDIR}/etc/sysconfig/

sudo cp -aR /etc/dnsmasq* /etc/cni ${MYBACKUPDIR}/etc/

sudo cp -aR /etc/pki/ca-trust/source/anchors/* \
${MYBACKUPDIR}/etc/pki/ca-trust/source/anchors/

*» B

*» A

8. Ny F—IUNEE->THIRINTLEDIHZEY. rpm Ny T —JILZFNE T 7 MV =BT
DREBEDNHDIHFEIC. YVATLIKA VAN =ILEINTWS rhel Ny 7= D—EBLH 2 EE
MTY,

pa )

AVFUYELI—»T 79 MR NT74ED Red Hat Satellite #4geA FHT 2154
lZ. BOBOSRWRY T —IUDIRTFALICA VAN =—ILINTWERyS—0
BET—Y9%BA VAN —ILTZENRA DX LEEELET,

VATLICA VAN =ILINTVWBIRED rhel Ry 5—JD—EBAERT BICIE. LTAEE
TLET,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)
$ sudo mkdir -p ${MYBACKUPDIR}
$ rpm -ga | sort | sudo tee $MYBACKUPDIR/packages.txt

4. LTFO77ANDBNy Ty TFF4 LI MN)—ICBEINTWBIETTY,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

$ sudo find ${MYBACKUPDIR} -mindepth 1 -type f -printf '%P\n'
etc/sysconfig/atomic-openshift-node
etc/sysconfig/flanneld

etc/sysconfig/iptables

etc/sysconfig/docker-network
etc/sysconfig/docker-storage
etc/sysconfig/docker-storage-setup
etc/sysconfig/docker-storage-setup.rpmnew
etc/origin/node/system:node:app-node-0.example.com.crt
etc/origin/node/system:node:app-node-0.example.com.key
etc/origin/node/ca.crt
etc/origin/node/system:node:app-node-0.example.com.kubeconfig
etc/origin/node/server.crt

etc/origin/node/server.key
etc/origin/node/node-dnsmasq.conf
etc/origin/node/resolv.conf
etc/origin/node/node-config.yaml
etc/origin/node/flannel.etcd-client.key
etc/origin/node/flannel.etcd-client.csr
etc/origin/node/flannel.etcd-client.crt
etc/origin/node/flannel.etcd-ca.crt
etc/origin/cloudprovider/openstack.conf
etc/pki/ca-trust/source/anchors/openshift-ca.crt
etc/pki/ca-trust/source/anchors/registry-ca.crt
etc/dnsmasq.conf

etc/dnsmasq.d/origin-dns.conf
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etc/dnsmasq.d/origin-upstream-dns.conf
etc/dnsmasq.d/node-dnsmasq.conf
packages.txt

RERZBEIF, 77AINVEEBL TAR—AZHNTEIENTEXT,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

$ sudo tar -zcvf /backup/$(hostname)-$(date +%Y%m%d).tar.gz
$MYBACKUPDIR

$ sudo rm -Rf ${MYBACKUPDIR}

N7 74 ILDOWVWThLEEONSIERT 5ICIE. openshift-ansible-contrib YR M) —
IC&E N % backup_master_node.sh 27 ) FhAFRALEFT, CORXRVYTFMILY, RRMEIC
TALIMN)—DERINET, TORART, TORY) FRERFTLT, FIROTRTOT 74 )L
% :I l:o_ L/ i’a—o

p= =)

openshift-ansible-contrib 2% ') 7 M& Red Hat TIEHR—KINTLWEHA

M VIF7LYRT—F 79 Fv—F—LRI—RIEFBYICHEL, RETHSB
EEERTDTAMNEERLTVET,

DRV FME ULTFOIAYY REFERALT, £8YRY—FAMTEFTLTLEIW,
$ mkdir ~/git
$ cd ~/git
$ git clone https://github.com/openshift/openshift-ansible-contrib.git

$ cd openshift-ansible-contrib/reference-architecture/day2ops/scripts
$ ./backup_master_node.sh -h

43. LA N —EEBREDNY O T v T

Exa) 74 —RESNLEALOL YA MN) —] Z2ERATZ2HEICIE. IRXTOLIY R M) —FEREE
EREITDIHENDHYFT, LYRAMN)—R@ETTFIVIT, EF2 )71 —REShTVIT,

BF
BIIAY—/—RFTUTOFIRZXRITILENHY T,

FIE
1. LYZRNY—FEBREE Ny I Ty TLET,

# cd /etc/docker/certs.d/
# tar cf /tmp/docker-registry-certs-$(hostname).tar *

2. Ny O Ty THEHNEBDIGFRICIHEEILE T,
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pa 3

EFa) 714 —RESNLEATOLIZAN) —] Z1 DUEFERAL TWBRHEICIE.
AX—=T5TIVEREE Ty 29 2HRAME. Pod #ERTT2ICIEL YR N —FERE
ZERITBIRELNHY T,

e

4.4. DA VA N=ILT7ANDNNY I Ty S
OpenShift Container Platform %4 Y 2 h—JL§ 2 DITFER L7 7 A I ERNY I Ty TLET,
Fa

1. EXTFIBICIIZE2RBA VAN —ILHIREBICRZ LD, 84 VA MN—ILTHERAINZITART
T77ANERELET, ThHDT77AILICIE. UTHAEFN2BErHY FT,

o ([VZAH—DA4 VA M—I)L] DIFE) Ansible Playbook 8L VA RV N)—=T 74 )L
o ( MBEEHA v 2 h—IL] DIFAE) letc/yum.repos.d/ose.repo

2. AVAN—IEDRTY TOFIRENY I Ty TLES, —HOA VA M—ILIZIF. 1 V2R
N—Z5—ICEFNRBRVWRTY THREBICRZZELNHY £, InIliE. OpenShift Container
Platform O#IHEEN DY —EXDEEPE=I—I—Y v MR EDBMY—ERDA VR
N—ILDEENDHBENHY T, BRORIAETO/NS 5 —DFERLRE, ﬁ%f( VAMN—F—
(Advanced Installer) THR— K INTWRWVEMDEREEHEICRZGZELNHY T,

45. 7T ) 5= a3y TF—89DNy o7y S

rsync AT F—AA—=VRICAVAPM=ILINTWVWB I EARHRET D E. ZLDFAICIET T
r—vavr—4idoc rsync A Y REFERALTNY 27y FTEFF, RedHatrhel7 X—2 1
A=TICIE rsync BEFENBDT, rhel7 ZRXR—REFTBIRTDA A=VICIFINDIEEFNE &I
BrYFEFS, CLBEDON S TN a—FT14 v T7BETT /Ny 7 -rsync] BB LT EIL,

Digk

==
[=]

hiE, 77V 5= a3 0 TF—YD AN NNy I Ty TIZDWTOHRATH

Y, T—IR—AVRATLDERBRITIVAR—NMNAVR— NBREDT T ) 5— 3
VEBEDNY O Ty TEIBICOWTIEHERICANOATVWE R A,

FATZKERY 2—LDH A 7 (Cinder. NFS. Gluster 72 &) IZ& > TlE, DNy o7 v TFE A
FRTEHZEEHY T,

Ny 7y TONRRE FTTYVr—2avIiICBEE O DTY, deploymentconfig TR 2 —AD
mountPath Z8RB L TNv I 7y T2 2 5HBTEHIEHNTEET,

pa )

ZOBOT7 IV =3 vTF—9DONy Ty Sk, 7TV 5— 3 Pod BAEITHD
BEICDAEITTEET,
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FI7

Jenkins T 7OA XY NDF IV 5—2avyTF—9D/Ry U7y TH

1. 77— 3>7—4% mountPath % deploymentconfig " S5EEL £,

$ oc get dc/jenkins -o jsonpath='{ .spec.template.spec.containers[?
(@.name=="jenkins")].volumeMounts[?(@.name=="jenkins-
data")].mountPath }'

/var/lib/jenkins

2. IWAERITHD Pod DERIZEGEL X T,

$ oc get pod --selector=deploymentconfig=jenkins -o jsonpath='{
.metadata.name }'
jenkins-1-37nux

3. oc rsync XY REFRALTC7Z7 Y y—>avyrF—49%0E—-LET,

I $ oc rsync jenkins-1-37nux:/var/lib/jenkins /tmp/

4.6.ETCD D/X\y O 7w 7

eted FTARTDF TV LI MER. BLWKHYRAYI—DREEZREFTZ2F—EDRAINT7TY, fftd3
VR—RVMNIEBEDEELZERL T, TLThEROREICOYEZLZT,

3.5 & Y £ FTID OpenShift Container Platform /X—< 3 V{d etcd /A—2 3> 2 (v2) Z{FERA L. 3.5 LI
TRIN—=23 3 WV3) AERALET, etcd DTF—FETIIE, TD2DDN—2 3 VETERYE
T, etcdVv3E V2 E V3T —HETILVOMAZFEATIETAN, etcdv2 Ev2 T—9 ETIVLHMERAT
TFEHA, etcdv3 H—N—TlE v2BLUPVET—F R MT7REIEFLTHEEL, ThETRMIZLTWL
7,

V2 BELV V3 OEADEEEICDWTIE, ETCDCTL_API BIEZTHAFA L CEYIA APl 2#(FHTE F
ERR

$ etcdctl -v

etcdctl version: 3.2.5

API version: 2

$ ETCDCTL_API=3 etcdctl version
etcdctl version: 3.2.5

API version: 3.2

V3 NDRBATAHEIC D W T DEEMIL. OpenShift Container Platform 3.7 K& 2 X > k@ [Migrating etcd
Data (v2tov3)] DI > aveESRBLTLEIW,

etcd DNy O Ty 77O RIE 2 DDERZFIETERINTWVWET,
o BEDNYITY T ER etcd RESLVAENEENE T,
o T—HDNYITy T v2EVIOEMADT—YETILHAEZEEFNET,

F=ADNy Ty T7ORIE BULIERAENRHEIN, etecdetl V—ILDA VYR M=ILINT
Wbetcd VSAY —ICEHMTEDBRANTEITTEET,
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R

Ny 97w T 774 LI gEAIHE 1Z OpenShift Container Platform BRIEEA DALY X 5
LIZOE—LTH LSS 2HRENDHY T,

etcd DNy 27w FIIFIREDA ML —VURY) 2a—LADITRTOSEBIAEFTNDIEIEELTLE
I LY, OpenShift Container Platform (&, etcd MEITEFIC. / — K TLARID Pod ZEE L TR LR b

L —VA5BEYNTLEBDET, 20o7OtRiE,. /—REIVSRI—DLHIKRL, 31/ —RKERKDY
BT 27O0REEDYDNHYFHA, RO/ —RICEIYYTSENRTWVWEEDIETRT, Pod D
BRI a—)E&ED/—RICEFHRS 2O Pod ICBUEIYETONET,

461.etcd DXy O T v T
etcd DNy I 7y THIC, etcd BET7 74 I E etcd T—YDEEENY I T Y TTD2HEILHY X
£

4611.etcdBEZ7ANDNRNY I Ty S

REFT D etcd RET7 7 M WIETRT eted BERITINTWVWEBA VXYV ZAD /etc/eted T1 L 7 b

) —ICREINET, INITIE, etcdRETZ 71 )L (/etc/etcd/eted.conf) BL VIS X9 —Di@E
EOVERIAEHNETNE T, THOHITRTD T 7ML Ansible 1 VA M—=5—ICL>2TAI VR
N—ILBSICERINZE T,

FIE
PSR —D& etcd A VN—ICDWTDetcd BEENY I Ty TLET,

$ ssh master-0
# mkdir -p /backup/etcd-config-$(date +%Y%m%d)/
# cp -R /etc/etcd/ /backup/etcd-config-$(date +%Y%m%d)/

P
Beted VT RI— A VN—DFPREBLTHRET 7 VE—BDOEDTY,

46.12. etcd T—YD/Iy I Ty S
AREY

pa )

OpenShift Container Platform 4 Y X h—5—EIT A ) 7 A% {E T %78, etcdctl2
(etcdv2 ¥ 27 DiHE) & etedetl3 (etcdv3 ¥ R DIFE) EWVWD ZRIDTRTDT S
TEADLBLSTEHE T,

7272 L. etcdctl3 T4 1) 7Rt etcdctl A7 Y RDOFMHATY RIRA Y h—E%IR
HLAWED, IRTOIY KRSV MEHIT --endpoints + 7> 3 VEIBET 5
ELhHY FT,

etcd /Ny V7 v T4 BRI, UTERBRLTLEIL,

e etcdctl /NA F ) —HFABTETH BN, FLWEIVFTF—Ib4 VA M= TIE
rhel7/etcd VT F—HFBEAETH S Z &,
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e etcd VT RY — & DEmAMIRT 5 (R— ~ 2379/tcp) T &,
o ectcd VS RY—ILEKRT HLODBYIRIIAENHD BRI B &,
1. etcd VSR —DHEBEL TWB I & AR T BICIE. TOREMEEZEIELET,

o etcdv2 APl A7 25%E. UTDRATY RZRTLET,

# etcdctl --cert-file=/etc/etcd/peer.crt \
--key-file=/etc/etcd/peer.key \
--ca-file=/etc/etcd/ca.crt \
--peers="https://*master-0.example.com*:2379,\
https://*master-1.example.com*:2379,\
https://*master-2.example.com*:2379"\
cluster-health

member 5ee217d19001 is healthy: got healthy result from

https://192.168.55.12:2379

member 2a529bal1840722c0® is healthy: got healthy result from

https://192.168.55.8:2379

member ed4f0efd277d7599 is healthy: got healthy result from

https://192.168.55.13:2379

cluster is healthy

o etcdvV3API AT 25%E. UTDRATY RZRTLET,

# ETCDCTL_API=3 etcdctl --cert="/etc/etcd/peer.crt" \
--key=/etc/etcd/peer.key \
--cacert="/etc/etcd/ca.crt" \
--endpoints="https://*master-0.example.com*:2379,\

https://*master-1.example.com*:2379,\

https://*master-2.example.com*:2379"

endpoint health
https://master-0.example.com:2379 is healthy: successfully
committed proposal: took = 5.011358ms
https://master-1.example.com:2379 is healthy: successfully
committed proposal: took = 1.305173ms
https://master-2.example.com:2379 is healthy: successfully
committed proposal: took = 1.388772ms

2. AVN—D—EEHIALET,
o etcd V2 APl AT 2HE. UMTFTOIAT Y REETLET,

# etcdctl2 member list

2a371dd20f21ca8d: name=master-1.example.com
peerURLs=https://192.168.55.12:2380
clientURLs=https://192.168.55.12:2379 islLeader=false
40bef1f6c79b3163: name=master-0.example.com
peerURLs=https://192.168.55.8:2380
clientURLs=https://192.168.55.8:2379 islLeader=false
95dc17ffcce8ee29: name=master-2.example.com
peerURLs=https://192.168.55.13:2380
clientURLs=https://192.168.55.13:2379 islLeader=true

o etcdvV3API AT 25%E. UTDRATY RZRTLET,
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# etcdctl3 member list

2a371dd20f21ca8d, started, master-1.example.com,
https://192.168.55.12:2380, https://192.168.55.12:2379
40bef1f6c79b3163, started, master-0.example.conm,
https://192.168.55.8:2380, https://192.168.55.8:2379
95dc17ffcce8ee29, started, master-2.example.com,
https://192.168.55.13:2380, https://192.168.55.13:2379

R

etcdctl backup XY RIENY I 7y THERITTDDIFERINETTH, eted v3
IRy 97y L OBSHrHY FHA. KHYIC etecdetl snapshot save IT Y K
EFEALTSATAYN=—D Ry TFoay b #Wdh, Fiideted T—9T1 L7
N1!)—® member/snap/db 7 7 1)L JE— LTIV,

etcdctl backup AX Y KiEk, /—RID®ISRI—IDREDNNY I Ty TILEETH
BAIT—HD—EHEEIBRIDZDT, NvIT7vTTIR, /—ROUBIDTA TV
TATA—hIERbhET, NV ITYvTHLITRY—EBERT BICIE. FROEBE—
J—RIUSRY—HERLTHS, BYD/—REISRY—ICBMLET, X945 —
HITHR/ — DB BEISAY—ICMb 6 AVWE I ICBERINE T,

etcd T—F ANV O TvTLET,
o V2API 2RI 25EICIE. UTDT7I2 3 v EETLTLEIY,

a. IRTDeted Y—EREEFZIELZET,

I # systemctl stop etcd.service

b. etecd T—%/Nv U7y THEMEHL, etcddb 77 IILEIE—LF T,

# mkdir -p /backup/etcd-$(date +%Y%m%d)
# etcdctl2 backup \
--data-dir /var/lib/etcd \
--backup-dir /backup/etcd-$(date +%Y%m%d)
# cp /var/lib/etcd/member/snap/db /backup/etcd-$(date +%Y%m%d)

e V3API 2EHY %3BA. UTFDIATY FZRITLET,

BF

OpenShift Container Platform QLFIDON—Ya v o7y T L—KLEI S
A= V2 T—F A RTHEFNZTREEDHZDT, v2 & v3 DEHD
T—HRANTHENY I Ty TLTLREIW,

# mkdir -p /backup/etcd-$(date +%Y%m%d)

# etcdctl3 snapshot save /backup/etcd-$(date +%Y%m%d)/db
Snapshot saved at /backup/etcd-<date>/db

# systemctl stop etcd.service

# etcdctl2 backup \
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--data-dir /var/lib/etcd \
--backup-dir /backup/etcd-$(date +%Y%m%d)
# systemctl start etcd.service

p= o)
etcdctl snapshot save <Y KTld etcd H—ERNERITHTHIZHEN
HYET,

IhbDIav Y KTk, /backup/etcd-<date>/ 71 L7 M) —DMERINEF T, T
T. <date> FIREDHMNERLET, TDT1 LI bY—IE, AENFS HAB, S3/X7 v b
PZOMMDAZLR ML =T DIFBFFOWVWT A TRITRIERY FHA.

F=WAVIVISRI—DIHFE, eted T—89 T4 LI M) —IZ
/var/lib/origin/openshift.local.etcd 74 L 7 b —ICEHNNZE T,
4.7. 702 DNy O Ty T

BETZ2ITRTDT—IDNY I Ty TOEMRICIE, TRTOEEREREZTIAR—KL, FRIO
VI MIETIZIENERLET,

pa )

OpenShift Container Platform @ 702 2 hDNy 97 v THE L CETY —ILITDWT
l&. IR7E Red Hat THRFEHTY, #FHllE. LTFONRTZSRBL T LI,

e bugzilla 1303205

FIE
1. N\w O Ty TIFTEDEET—Y A2 ITRT—ERRLET,

$ oc get all

NAME TYPE FROM LATEST

bc/ruby-ex Source Git 1

NAME TYPE FROM STATUS STARTED
DURATION

builds/ruby-ex-1 Source Git@c457001 Complete 2 minutes ago
35s

NAME DOCKER REPO

TAGS UPDATED

is/guestbook 10.111.255.221:5000/myproject/guestbook
latest 2 minutes ago

is/hello-openshift 10.111.255.221:5000/myproject/hello-openshift
latest 2 minutes ago

is/ruby-22-centos? 10.111.255.221:5000/myproject/ruby-22-centos7
latest 2 minutes ago

is/ruby-ex 10.111.255.221:5000/myproject/ruby-ex

latest 2 minutes ago

NAME REVISION DESIRED CURRENT TRIGGERED BY
dc/guestbook 1 1 1
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config, image(guestbook:latest)

dc/hello-openshift 1 1 1
config, image(hello-openshift:latest)
dc/ruby-ex 1 1 1

config, image(ruby-ex:latest)

NAME DESIRED CURRENT READY AGE
rc/guestbook-1 1 1 1 2m
rc/hello-openshift-1 1 1 1 2m
rc/ruby-ex-1 1 1 1 2m

NAME CLUSTER-IP EXTERNAL-IP PORT(S)
AGE

svc/guestbook 10.111.105.84 <none> 3000/TCP
2m

svc/hello-openshift 10.111.230.24 <none>
8080/TCP,8888/TCP 2m

svc/ruby-ex 10.111.232.117 <none> 8080/TCP

2m

NAME READY STATUS RESTARTS AGE
po/guestbook-1-c010g 1/1 Running 0 2m
po/hello-openshift-1-4zw2q 1/1 Running 0 2m
po/ruby-ex-1-build 0/1 Completed 0 2m
po/ruby-ex-1-rxc74 1/1 Running 0 2m

2. 7OV ATV Y M%& yaml £721d .json 77 A IICT IV AR—MLET,

o OYVIVNATV Y N% project.yaml 7 74 JLICT Y AR— KT BITIE, UT%EE
TLET,

I $ oc export all -o yaml > project.yaml

o OYVIVNATV Y N% project.json 774 ILICT YV AR— KT BITIE, UT%E=E
TLET,

I $ oc export all -o json > project.json

3. 7OY x4/ b® role bindings. secrets. service accounts. & & U persistent
volume claims Z#T V7 RAR—FLZXT,

$ for object in rolebindings serviceaccounts secrets imagestreamtags
podpreset cms egressnetworkpolicies rolebindingrestrictions
limitranges resourcequotas pvcs templates cronjobs statefulsets hpas
deployments replicasets poddisruptionbudget endpoints
do

oc export $object -o yaml > $object.yaml
done

4, —EHOIT YV RAR—NINAA TV MEITOV T NROBED XY T—F EIEEED ID
NDZRIEKEFET 2HED’HYET, InE BERINZF TV bOI—HEY 74—
ICH T BHIRICARY £9,
imagestreams DfEFAFIC, deploymentconfig @ image /X5 X —4 —&, BEXTINBIR
BICEELLBRVALIYZA M) —RHDOA A=V DRFED sha Fx v VY LERSAY NS 2HE
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BHYFET, 7z& 2. > T "ruby-ex” % oc new-app centos/ruby-22-
centos7~https://github.com/openshift/ruby-ex.git & L TETTEE. 1 A=
HRANTBODOHNEL A MNY —%EHAT % imagestream ruby-ex BMERI N F T,

$ oc get dc ruby-ex -o jsonpath="
{.spec.template.spec.containers[].image}"
10.111.255.221:5000/myproject/ruby-
ex@sha256:880c720b23c8d15a53b01db52f7abdchb2280e03f686a5c8edfeflaza’
b2icee

oc export TDI Y AR—KERUAZET. deploymentconfig #4 Y R—KF5&, 1
A—=IDFELBWVEEICIFERBLEFT,

IDESRTY RR—MEERT ZIIE. openshift-ansible-contrib JRY K1) —od
project_export.sh2FALET, ThiCLY, BHOELZ 7 7M4ILIC, IRTOTO
VY MNATI Y MDERINE S, TORY ) FROEFTHFRAMI, cOo7Ov 7 b
ENEEINLETALIRN) =&, ZOTAVII MIEEFNZ ATV RMNIATTED
json 774D, TDRI) FMIIYERINET,

pa )

LFTH5BYXN 2 openshift-ansible-contrib JRY M) —D 33— KiZ
Red Hat TEARMIICH R— N INTWBERTREHY ZEAD. VI 7LV AT —
FTIVFv—F—LIEA—RHIERBYICHEL. RETHDIEAEERT D
OICTAMZRITLTWET,

29 FME Linux TEITIN, 2hicldjgbLPoc ATV RBI VR —
WEINTVWEIRENHYET, £/, WROTOV I MIHZLFT TV b
HHAHED T EDTE B 1—H—T. OpenShift Container Platform IRiED ¥ X
TALAICATA Y LT BEIHY T,

$ mkdir ~/git

$ cd ~/git

$ git clone https://github.com/openshift/openshift-ansible-
contrib.git

$ cd openshift-ansible-contrib/reference-
architecture/day2ops/scripts

$ ./project_export.sh <projectname>

fi:

$ ./project_export.sh myproject

Exporting namespace to project-demo/ns.json

Exporting rolebindings to project-demo/rolebindings.json
Exporting serviceaccounts to project-demo/serviceaccounts.json
Exporting secrets to project-demo/secrets.json

Exporting deploymentconfigs to project-demo/dc_*.json

Patching DC...

Exporting buildconfigs to project-demo/bcs.json

Exporting builds to project-demo/builds.json

Exporting imagestreams to project-demo/iss.json

Exporting imagestreamtags to project-demo/imagestreamtags.json
Exporting replicationcontrollers to project-demo/rcs.json
Exporting services to project-demo/svc_*.json
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Exporting
Exporting
Exporting
Exporting

pods to project-demo/pods.json

podpreset to project-demo/podpreset.json
configmaps to project-demo/cms.json
egressnetworkpolicies to project-

demo/egressnetworkpolicies.json

Exporting

rolebindingrestrictions to project-

demo/rolebindingrestrictions.json

Exporting
Exporting
Exporting
Exporting
Exporting
Exporting
Exporting
Exporting
Exporting
Exporting
Exporting

limitranges to project-demo/limitranges.json
resourcequotas to project-demo/resourcequotas.json
pvcs to project-demo/pvcs.json

routes to project-demo/routes.json

templates to project-demo/templates.json
cronjobs to project-demo/cronjobs.json
statefulsets to project-demo/statefulsets.json
hpas to project-demo/hpas.json

deployments to project-demo/deployments.json
replicasets to project-demo/replicasets.json
poddisruptionbudget to project-

demo/poddisruptionbudget.json

5. INHAETINEDS, 774 EHEREL, AVTFVYNBEUICIVRAR—RNINTWE I &R
BRLET,

$ cd <projectname>

$ 1s -1
bcs.json

builds.json

cms.json

cronjobs.json

dc_ruby-ex.json
dc_ruby-ex_patched.json
deployments.json
egressnetworkpolicies. json
endpoint_external-mysqgl-service.json

hpas.json

imagestreamtags.json

iss.json

limitranges.json

ns.json

poddisruptionbudget.json
podpreset.json

pods.json
pvcs.json
rcs.json

replicasets.json
resourcequotas.json
rolebindingrestrictions. json
rolebindings.json

routes.json

secrets.json
serviceaccounts.json
statefulsets.json
svc_external-mysqgl-service.json
svc_ruby-ex.json
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templates.json
$ less bcs.json

pa )

TDATI ) MBI FELRWVIGE, T RAR—KNEFICEDOT 74 ILIMERI 1
i’a—o

6. imagestreams ZfEfH L TW 3154, X7 ) 7 M& deploymentconfig % 1 X —< sha @

ROYICAA—VSBEFERATBHLDICEERL, _patched DEMEHREZFHA LTIV AR—
NINZEDUAD json 7 71 ILEVER L £,

$ diff dc_hello-openshift.json dc_hello-openshift_patched.json
45c45
< "image": "docker.io/openshift/hello-

openshift@sha256:42b59c869471alb5fdacadf778667cecbaa79e002b7235f8091
540ae612f0el14",

> "image": "hello-openshift:latest",

Digk

==
[=]

HREERTIORYY) TMIEHDIYTF—Pod ZHR— M LTWARWH, E

BLTERALTCESIW,

4.8. PERSISTENT VOLUME CLAIM (iﬁ?ﬁ\ ) a —A%FR) DINY I T T
AVTFFHF—RDKET—F = —N"—EHETEET,

BF

OpenShift Container Platform IRig%# KA M2 —ED AN Y —Tl&k, Nv oI T7v S
BLVETENTH—RR=F 1 —DRF v T¥ay NF—EXEBHT 2HENDH S
mahHY £¥, =72 L. OpenShift Container Platform TldZh 5DH—E X % #2E1T
DHEBEAREL TVWARVWEZSD, RETEINSDFIREICOWTIEERBALEZEA.

BEDOT7 ) r—oavIiIlET2ELWAY I 7y TFIEIZ, BREORFa2 XAV MESRBLTES
W & ZIE mysq 7—9 T4 LI N)—BEHEZIE—LTCEFERTRERNNY I 7Y FIERINE
HA. TDOHRHY I, OpenShift Container Platform " RA M2 S5y N7+ —LTREINDZ R
FyFravbhy)a—2avaFERTeARE, BEOT7T ) r—2avBEONY Ty TFIEER
LTS, T4 EEALTCEIL,
Fa

1. 7OV hBEEL VU Pod Z#RFLET,

I $ oc get pods
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NAME READY STATUS RESTARTS AGE
demo-1-build 0/1 Completed 0 2h
demo-2-fxx6d 1/1 Running 0 1h

2. KR 2 —LTHEAINTVWERY) 1 —LZRRTE LD ICBER Pod DIFERZEE L &
_a—o

$ oc describe pod demo-2-fxx6d
Name: demo-2-fxx6d
Namespace: test
Security Policy: restricted
Node: ip-10-20-6-20.ec2.internal/10.20.6.20
Start Time: Tue, 05 Dec 2017 12:54:34 -0500
Labels: app=demo

deployment=demo-2

deploymentconfig=demo
Status: Running
IP: 172.16.12.5
Controllers: ReplicationController/demo-2
Containers:

demo:

Container ID:
docker://201f3e55b373641eb36945d723el1e212ecab847311109b5ceelfd010942
4217a

Image: docker-
registry.default.svc:5000/test/demo@sha256:0a9f2487a0d95d51511e49d20
dcoff6f3504361935968b0c83fch98a7a8c381a

Image ID: docker-pullable://docker-
registry.default.svc:5000/test/demo@sha256:0a9f2487a0d95d51511e49d20
dcoff6f3504361935968b0c83fch98a7a8c381a

Port: 8080/TCP

State: Running

Started: Tue, 05 Dec 2017 12:54:52 -0500

Ready: True

Restart Count: ©

Volume Mounts:

*/opt/app-root/src/uploaded from persistent-volume (rw)*
/var/run/secrets/kubernetes.io/serviceaccount from default-
token-8mmrk (ro)

Environment Variables: <none>
...omitted...

DO AKKEET—4 H /opt/app-root/src/uploaded T4 LV M) —ICH BT E%HRL
TWET,

3. T—¥AO—AH)ICaAE—LZET,

$ oc rsync demo-2-fxx6d:/opt/app-root/src/uploaded ./demo-app
receiving incremental file list

uploaded/

uploaded/ocp_sop.txt

uploaded/lost+found/

sent 38 bytes received 190 bytes 152.00 bytes/sec
total size is 32 speedup is 0.14
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ocp_sop.txt 77 A IIFA—HILY AT LI YOA—RINh, NvITFyvTIYTRIT
FREBDNY DT TAAZXLTNY I Ty TINET,

P2
7. pve ZEAETIC Pod ZEEET 25 GICIE. EROFIRZERT 2L

HETEETH. pve MBENEDI N 2R THRIBIT 2LENHYEY., T—F 2
FLTHhoER7AERZ@AL. HFRAMNL —VEERTEIENTEIET,
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FEHEE RANLANILDY RY

5. RAMDY Z A —~DIEN
RRAY—=F1lE /) —FRKRA DTSRI —=~DEIMCOVWTOFMIE. [75RY—FREHA K]
D IRANDEREI SR —=~DEM] DI avaeBZRLTILIW,

52 Y RAY—RAMDYIRY

521. Y AY —RAMDFERDIRT

YA —RAMNDFERAERTITBZ&ILLY,. ¥R —KZ M % OpenShift Container Platform IRz H
SHIBRTEE T,

YRAY—RANDERRT YA XN RBEICADZERICIE, N— RO 70T A AEE X IZEME
ERBAVISARNIVF Y —DEIBRALENEENTT,

AT AMEDE L OpenShift Container Platform IRIZICIE, DA< EEH 3 DDIYRAY—KRRAKME 3 DD eted

J—RIBETYT, @88, YRAIY—HKA ML eted ¥—EREBUGMICEMINE T, YRY—KI b
DEAERTT2HEIF. TORIA D eted Y—ERDFERAERT TI2HENHY X T,

BF

YAY—BLVetcd ¥ —ERE, Y—ERETRITINDIBEXDAZZLICLYEILE
BOBTT A1 $2LIICLET,

52.11. Y RAY—KZA MDY V7 v TOVER
VATLBEHPTY TTL—R, FEEZTOMHOREARZEEMRE, OpenShift Container Platform 4 >~
T7ZAMNSOFv—ILEREZMADRNIC, ZONY I Ty FTTOCRERTTEELIICLTLREIL,
T=IDNY I Ty FiE BEERERICRH T —IDPMATREICAZ LD ICEHENICEITLET,
OpenShift Container Platform 7 7 1 JU
RAY—A VR VRIE AP, AV NO—S5—REDEERY—ERERTLE
¥, /etc/origin/master T4 LU M) —ITIE. UMTDEIBREER T 71 ILHBEZ BT hTW
7,

o 1VRAN—JIVTERINDIHE

o IRTDIZVRTONA Y —EEDERE

o ¥F—BLUVZTDM®DEBELT 7 1 )L (htpasswd %= FHT 355 (L htpasswd 74 &)

o TODth

OJLRILDBIZEFPTOF>—DFERREDHRH <Y1 X% OpenShift Container Platform #—E
ZICHLTITIZEDNTEE T, RETZ 71k /ete/sysconfig T4 L7 M) —ILREINZET,

YRY—E/—RTEH B, /etc/origin T4 LI M) =Dy 7 v TR LET,

FIR
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FEERAMLRILDY RS

. .
BYRY—/—RTUTOFIRZERTI2RENHY T,

1. YRAY—RRAMNDEBET7AINDINNY I Ty TEERKLFET,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

$ sudo mkdir -p ${MYBACKUPDIR}/etc/sysconfig

$ sudo cp -aR /etc/origin ${MYBACKUPDIR}/etc

$ sudo cp -aR /etc/sysconfig/atomic-* ${MYBACKUPDIR}/etc/sysconfig/

R

BREZ 71 )IE. /etc/sysconfig/atomic-openshift-master-api &
U /etc/sysconfig/atomic-openshift-master-controllers 71 L
M) —ICREFEINTVWETY,

Digk

H
[=]

/etc/origin/master/ca.serial.txt 7 7 1 JUI& Ansible IRA 1 >~
RYNMN)—II—EBERRIINDIRINDIRAY—TODHERINE T, AD
YRAI—RANDEAZRT T 25HEIF. 2OTOERDETHIIC
/etc/origin/master/ca.serial.txt 7 71 ILEZKY DT RAY—KA
MIaE—-LZXY,

2. Ny O Ty TOERICERT 2UEDHIMOEERT 7 A IILICIEUTAEENFT,

774 srEA

/etc/cni/* AT =Ry NIT—DJA V=T 1 —ADEX
E (FERIN5E)

/etc/sysconfig/iptables iptables L —IILDMREFEI N ZIHRT

/etc/sysconfig/docker-storage- container-storage-setup J<¥ > ROA

setup AT 74N

/etc/sysconfig/docker docker FZET 7 1 L

/etc/sysconfig/docker -network docker v b —73&E (B: MTU)

/etc/sysconfig/docker-storage docker X kL —2F%7E (container -
storage-setup TEMRIND)

/etc/dnsmasq.conf dnsmasq OEERERET 71 )
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3. Ny —IWEES>THIBRINTLE O HZEY

/etc/dnsmasq.d/* £72% dnsmasq &E7 7 1)L
/etc/sysconfig/flanneld flannel EZE7 71 )L (EAIN2HEE)

/etc/pki/ca-trust/source/anchors/ Y27 AIBIMINZIIEAE (Bl: AL TR b
') —H)

FEBOT77ANDNy Ty THEFERLET,

MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

sudo mkdir -p ${MYBACKUPDIR}/etc/sysconfig

sudo mkdir -p ${MYBACKUPDIR}/etc/pki/ca-trust/source/anchors

sudo cp -aR /etc/sysconfig/{iptables,docker-*,flanneld} \
${MYBACKUPDIR}/etc/sysconfig/

sudo cp -aR /etc/dnsmasq* /etc/cni ${MYBACKUPDIR}/etc/

sudo cp -aR /etc/pki/ca-trust/source/anchors/* \
${MYBACKUPDIR}/etc/pki/ca-trust/source/anchors/

&P BH BB

*» A

rpm RNy F—=JILEFEFNZ 7 7 AN EETT
DELRHDIBEIC, YRATLIA VAR =ILEINTWS rhel Xy 5= D—ELrHDE@E
flTY,

pa )

AVFUYELI—»T 79 MR KNT4ED Red Hat Satellite e FHT 254
lE. BB WARYT—U DI RFTALICA VAR =ILINTWE RNy 5—20

BET—59%BA VAN LT 2BENEAND=ZLEZEELET,

VATLICA VAN =ILINTVWBIRED rhel Ry 5 —JD—EBAERT BICIE. LTAEE
TLET,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)
$ sudo mkdir -p ${MYBACKUPDIR}
$ rpm -ga | sort | sudo tee $MYBACKUPDIR/packages.txt

. INETOFIBEEERTLTVWRHEICIE. UTO7 74BNy I 7y TF4 LI M) —ICE

BIXhTWZET,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)
$ sudo find ${MYBACKUPDIR} -mindepth 1 -type f -printf '%P\n'
etc/sysconfig/atomic-openshift-master
etc/sysconfig/atomic-openshift-master-api
etc/sysconfig/atomic-openshift-master-controllers
etc/sysconfig/atomic-openshift-node
etc/sysconfig/flanneld

etc/sysconfig/iptables
etc/sysconfig/docker-network
etc/sysconfig/docker-storage
etc/sysconfig/docker-storage-setup
etc/sysconfig/docker-storage-setup.rpmnew
etc/origin/master/ca.crt

etc/origin/master/ca.key



etc/origin/master/ca.serial.txt
etc/origin/master/ca-bundle.crt
etc/origin/master/master.proxy-client.crt
etc/origin/master/master.proxy-client.key
etc/origin/master/service-signer.crt
etc/origin/master/service-signer.key
etc/origin/master/serviceaccounts.private.key
etc/origin/master/serviceaccounts.public.key
etc/origin/master/openshift-master.crt
etc/origin/master/openshift-master.key
etc/origin/master/openshift-master.kubeconfig
etc/origin/master/master.server.crt
etc/origin/master/master.server.key
etc/origin/master/master.kubelet-client.crt
etc/origin/master/master.kubelet-client.key
etc/origin/master/admin.crt
etc/origin/master/admin.key
etc/origin/master/admin. kubeconfig
etc/origin/master/etcd.server.crt
etc/origin/master/etcd.server.key
etc/origin/master/master.etcd-client.key
etc/origin/master/master.etcd-client.csr
etc/origin/master/master.etcd-client.crt
etc/origin/master/master.etcd-ca.crt
etc/origin/master/policy.json
etc/origin/master/scheduler.json
etc/origin/master/htpasswd
etc/origin/master/session-secrets.yaml
etc/origin/master/openshift-router.crt
etc/origin/master/openshift-router.key
etc/origin/master/registry.crt
etc/origin/master/registry.key
etc/origin/master/master-config.yaml
etc/origin/generated-configs/master-master-
1.example.com/master.server.crt

...[OUTPUT OMITTED]...
etc/origin/cloudprovider/openstack.conf

FEERAMLRILDY RS

etc/origin/node/system:node:master-0.example.com.crt
etc/origin/node/system:node:master-0.example.com.key

etc/origin/node/ca.crt

etc/origin/node/system:node:master-0.example.com.kubeconfig

etc/origin/node/server.crt
etc/origin/node/server.key
etc/origin/node/node-dnsmasq.conf
etc/origin/node/resolv.conf
etc/origin/node/node-config.yaml
etc/origin/node/flannel.etcd-client.key
etc/origin/node/flannel.etcd-client.csr
etc/origin/node/flannel.etcd-client.crt
etc/origin/node/flannel.etcd-ca.crt
etc/pki/ca-trust/source/anchors/openshift-ca.crt
etc/pki/ca-trust/source/anchors/registry-ca.crt
etc/dnsmasq.conf

etc/dnsmasq.d/origin-dns.conf
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etc/dnsmasq.d/origin-upstream-dns.conf
etc/dnsmasq.d/node-dnsmasq.conf
packages.txt

RERZEIF, 77AINVZEBL TAR—AZHNTEIENTELT,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

$ sudo tar -zcvf /backup/$(hostname)-$(date +%Y%m%d).tar.gz
$MYBACKUPDIR

$ sudo rm -Rf ${MYBACKUPDIR}

N7 74 ILDOVWThLEEONSIERT 5ICIE. openshift-ansible-contrib YRY M) —
IC&E N % backup_master_node.sh 27 FhAFRALEFT, CORVZYTFMILY, RRMEIC
FTALI M) —DERINET, TORART, TORY)TREERITLT, BIBROTRTDT7 7ML
ZFOE—LZEY,

v ki
openshift-ansible-contrib 247 ') 7 h& Red Hat TIEZHR—KINhTLWEHA
N VI7LYRT—FTI0F v —F—LREIA—RDPERBYICEEL, RE2THBZ
EHEERTDITAMNERBELTWET,

DRI T RE, LTFOaAY Y REFRELT, £8YRAY—KRARNTEITLTLEIW,

$ mkdir ~/git

$ cd ~/git

$ git clone https://github.com/openshift/openshift-ansible-contrib.git
$ cd openshift-ansible-contrib/reference-architecture/day2ops/scripts
$ ./backup_master_node.sh -h

5212. etcd DXy O 7 v S

etcd DNy U7y T, etcd BET7 74 E etcd T—YDEEENY I T Y TTD2HEIHY X
£

521.21.etcd REZ 7 I NDNRY O Ty S

RFT D etcd RET7 7M1 NWIET R T eted BRITINTWVWEBA VY RAIVAD /etc/eted T1 L 7 b
)—ICREINET, INITIE, etcd FREZ 71 )L (/etc/etcd/eted.conf) BL VIS AH—DiE
EOVERIAEHNEITNE T, TNOHITRTDT7 7ML Ansible 1 VA M—=5—ICL>2TAI VR
N—ILBSICERINZE T,

FIE
PSR —D& etcd A VNR—IZDWVWTDetcd EEE/NY I Ty T LET,

$ ssh master-0
# mkdir -p /backup/etcd-config-$(date +%Y%m%d)/
# cp -R /etc/etcd/ /backup/etcd-config-$(date +%Y%m%d)/

= -1o)
BZetcd VA —AVN—DIBAES L VERET7 7 ILIE—EDEHEDTY,
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5.21.22.etcd T—YDNY I F7v S
Gl s

pa )

OpenShift Container Platform 4 Y X b —5—EIT A ) 7 A %= {E T %78, etcdctl2
(etcdv2 ¥ 27 DiHE) & etedetl3 (etcdv3 ¥ R DIFE) EWVWD ZRIDTRTDT S
TEADLBLSTEHE T,

7272 L. etcdctl3 T4 1) 7Rt etcdctl OY Y RDFMHATY KR4V h—EAIR
HLAWED, IRXRTOIY KRSV MEHIT --endpoints + 7> 3 VEIBET 50
ELhHY FT,

etcd /Ny V7 v T4 BRI, UTERBRLTLEIL,

e etcdctl /NA F 1 —AFIABTETH BN, FWEIVFTF—Ib4 VA M= TIE
rhel7/etcd VT F—HFHEAETH S Z &,

e etcd VT RY— & DEmAMIRT 5 (R— ~ 2379/tcp) T &,

o etcd VS RY —ICHERT 27-ODBEYLFRAENH B 2RI DT &,

R

etcdctl backup XY RIENY I 7y THRITTD-DICFERINETH, eted v3
IRy 97y L OBSHrHY FHA. KHVYIC etedetl snapshot save I<¥ Y K
EFEALTSATAYN=—D Ry Foay b #Mdh, Fiideted T—9T1 L7
N1!)—® member/snap/db 7 7 1)L JE— LTIV,

etcdctl backup AX >V KiEk, /—RID®ISRI—IDREDNNY I Ty TILEETH
BAIT—HD—HEEIBRIDZDT. NI T7vTTIR, /—ROUBIDT7A TV
TATA—hIERbhET, NV ITYvTHLITRY—EBERT BICIE. FROEBE—
J—RIUSRY—HERLTHS, BYD/—REISRY—ICBMLET, X945 —
HITHIR/ — DB BEISAY—ICMb 6 AVWE I ICBERINE T,

etcd T—F ANV O Ty TLET,
o V2API 2RI 25EICIE. UTDT7 I3 vEETLTLEIY,

a. IRTDeted Y—EREEFZIELZET,

I # systemctl stop etcd.service

b. etecd T—%/Nv U7y THEMEHL, etcddb 77 IILEIE—LF T,

# mkdir -p /backup/etcd-$(date +%Y%m%d)
# etcdctl2 backup \
--data-dir /var/lib/etcd \
--backup-dir /backup/etcd-$(date +%Y%m%d)
# cp /var/lib/etcd/member/snap/db /backup/etcd-$(date +%Y%m%d)
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e V3API =AY %3BA. UTFDIATY FZRITLET,

BF

OpenShift Container Platform QLFIDON—Ya v o7y 77 L—KLEI S
A= V2 T—F A RTHEFNZTREEDHZDT, v2 & v3 DEHD
T—HRANTHENY I Ty TLTLREIW,

# mkdir -p /backup/etcd-$(date +%Y%m%d)
# etcdctl3 snapshot save /backup/etcd-$(date +%Y%m%d)/db
Snapshot saved at /backup/etcd-<date>/db
# systemctl stop etcd.service
# etcdctl2 backup \
--data-dir /var/lib/etcd \
--backup-dir /backup/etcd-$(date +%Y%m%d)
# systemctl start etcd.service

p= o)
etcdctl snapshot save <Y KTld etcd H—ERNERITHTHIZHEH
> HyFEFY,

oDy RTlE, /backup/etcd-<date>/ 714 L7 MU —DERINhEd, I
T. <date> FIREDHMNERLET, TDT1 LI bY—IE AENFS HAB, S3 /X v b
PEOMHDHAER ML =Y DFBFFOWVWT IO TRIFNIERY FHA,

F=IWAVTVISRI—DIFAE, eted T—F T4 LI M) =&
/var/lib/origin/openshift.local.etcd T4 L 7 M) —ICBEHINZE T,

521.3. VRAY—FKA MDFEARADKRT

< A4 —7KR A Mi& OpenShift Container Platform APl & U QY hO—5—H—EXREDEERY —
ERZEGTLETS, YRI—RRAMOFEAZKRTT2I0E. INH6DY—EAMELEINTVWEIHRED
HYFET,

OpenShift Container Platform APl 4+ —ERET7 V714 7 /170714 TH—EXTHZ7H. Y—ER%
FIELTEHE, BRIPDTRY —H—NR—ICEEINBRYRRICHERIHDY TtHA, L.
OpenShift Container Platform > hO—5—H%—ERE 7V 714 TNy TH—ERXATHY., H—E
Rideted ZRALTT VT4 TRIRY—%HRILET,

BERAY—T—FTI9F v+ —TIYRY—FRAMDFERERTT2ICE, FILLWERTIYRY—HEH
INBVWEIIIITRY—E2O—RNSUH—T—)LHSEIKRLEY, COTOREFERAINZO0—NK
NSV —ICE>TRECERQRYZET, UTOFIETIE. ¥RX4—D haproxy H5DHIERICDWTO
L <ERBAL TWE 9, OpenShift Container Platform A8 5 K 7O/NA ¥ —TERITINTWVWBHE
V.S TPTSATVREFERTREEIE. BEDERRFaA AV MNESRBLTIYRY—4520—FT—
TavhLBIRTEEIICLTLEIN,

FIR

1. /etc/haproxy/haproxy.cfgikE~7 7 1 /L C backend 27> a VEHIRLE Y., 1& &
IX. haproxy %f#f L Tmaster-0.example.com & W) ZRIDTYRAY—DFERAEKT TS
HBa. RAMEDLUTHSHBRINTWE I EABRLET,

I backend mgmt8443
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balance source

mode tcp

# MASTERS 8443

server master-1.example.com 192.168.55.12:8443 check
server master-2.example.com 192.168.55.13:8443 check

2. JRIC. haproxy H—EX=HBEEHL 7,

I $ sudo systemctl restart haproxy

3. YRA—NHDNO—RKNFUH—DLHIRINALRIC, APIBLU Oy NO—F—H—EXZEW
ICLEY,

$ sudo systemctl disable --now atomic-openshift-master-api
$ sudo systemctl disable --now atomic-openshift-master-controllers

4. YRAY—KRA MEIRT P 1 —)LAETEE/R OpenShift Container Platform / — R T#®h %7, [/ —
RRZNDERKRT] OEIYavOFIRICHK > TLEI W,

5. YAY—RAMN% /etc/ansible/hosts Ansible 1 X2V K —T7 74 )LD [masters] &
LU [nodes] ZIL—THSHIRL, TDA YRV M) —T 74 )L%EEAL T Ansible ¥ 29 %
ETT2H5E0OBBZLOETEET,

Digk

H
[=]

Ansible 1 YRV M) =T 74 JVIT—EBRTRINIZRADIRAY—HKZA D

FHAERTIZICIE. ECICEFEENMNBEICAY FT,

/etc/origin/master/ca.serial.txt 7 7 1 L& Ansible KA b1 >~
RYNMN)—II—EBERRIINDIRINDIRAY—TOHERINE T, AD
YRAY—KRANDFEAZRTT25HEIF. 2OTOEADETAIC
/etc/origin/master/ca.serial.txt 7 7 (L ZHKY DT RY—KR
MIaE—LZE7,

6. kubernetes H—ERICIETRAY—KRANMNIPAIVRERAVMNELTEFNRTVWET, ¥R
HY—DFERAI BEYICRT L TWE I EAMHEET 5I121E. kubernetes H—EXDHAAMEEL
T, FEMRT LY RY—DHIBRINTWEHNE DD EERELET,

$ oc describe svc kubernetes -n default

Name: kubernetes
Namespace: default
Labels: component=apiserver

provider=kubernetes
Annotations: <none>
Selector: <none>
Type: ClusterIP
IP: 10.111.0.1
Port: https 443/TCP
Endpoints: 192.168.55.12:8443,192.168.55.13:8443
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Port: dns 53/UDP

Endpoints: 192.168.55.12:8053,192.168.55.13:8053
Port: dns-tcp 53/TCP

Endpoints: 192.168.55.12:8053,192.168.55.13:8053
Session Affinity: ClientIP

Events: <none>

YR —DFEANERICRT LTWRIHE, YR —DNLEIHIEITINTWERRA M EREIC
HIBRTE XY,

5.2.1.4. etcd "X b DHIER
Bkl etcd KRR DRI 25681F. V5 RI—DLHIBRLET,

FRTCDYARAY—KAMNCEZITTBFIE

FIB
1. HED etcd "X bz eted 75 A5 —DHHIBRLE T, Heted / —RICDWTLLTFOOT YR
EEITLET,
# etcdctl -C https://<surviving host IP address>:2379 \
--ca-file=/etc/etcd/ca.crt \
--cert-file=/etc/etcd/peer.crt \

--key-file=/etc/etcd/peer.key member remove <failed member ID>

2. IRTDVYARYI—TYARAY— APIH—ERA2BiEEILF T,

I # master-restart api restart-master controller

WED etcd 7 S RAY—TCE1T79 B3FIE
Flia
1. KBMLAEKRRAMNE VS RY—HDSHIBRLET,

# etcdctl2 cluster-health

member 5ee217d19001 is healthy: got healthy result from
https://192.168.55.12:2379

member 2a529bal1840722c0® is healthy: got healthy result from
https://192.168.55.8:2379

failed to check the health of member 8372784203e11288 on
https://192.168.55.21:2379: Get https://192.168.55.21:2379/health:
dial tcp 192.168.55.21:2379: getsockopt: connection refused
member 8372784203e11288 is unreachable: [https://192.168.55.21:2379]
are all unreachable

member ed4fefd277d7599 is healthy: got healthy result from
https://192.168.55.13:2379

cluster is healthy

# etcdctl2 member remove 8372784203e11288 g
Removed member 8372784203e11288 from cluster

# etcdctl2 cluster-health
member 5ee217d19001 is healthy: got healthy result from
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https://192.168.55.12:2379

member 2a529bal1840722cO® is healthy: got healthy result from
https://192.168.55.8:2379

member ed4fefd277d7599 is healthy: got healthy result from
https://192.168.55.13:2379

cluster is healthy

ﬂ remove O< YV RIZIEHRA MNETIEAL, eted ID B’UBETT,

2. etcd RET etcd Y—EROBREFICKBMLARAMNAFERALAVWEDIICTSICIEF. BYDT
RTDetcd "X MT /etc/etcd/etcd.conf 7 7 1 JLAZE L., ETCD_INITIAL_CLUSTER
EHDEINSEKBM LKA MNEEIBRLET,

I # vi /etc/etcd/etcd.conf
£

ETCD_INITIAL_CLUSTER=master -
0.example.com=https://192.168.55.8:2380, master -
1.example.com=https://192.168.55.12:2380, master -
2.example.com=https://192.168.55.13:2380

UFD&LSICYFT,

ETCD_INITIAL_CLUSTER=master -
0.example.com=https://192.168.55.8:2380, master -
1.example.com=https://192.168.55.12:2380

pa 3

KM LIZARRA M etedet]l 2FA L THIBRINTWB DT, etcd Y—ERDH
EFIFAETT,

3. Ansible 1 YRV KN =T 7 A I EISAI—DIRIEDAT—4 A %KM L. Playbook DFEE
TEORBEERITFRLIICERELEY,

[0SEv3:children]
masters

nodes

etcd

[OUTPUT ABBREVIATED]
[etcd]

master-0.example.com
master-1.example.com

4. Flannel 2B L TW3I54E. §XTDKRR KD /etc/sysconfig/flanneld ICH %
flanneld ¥ —EXBREZZEE L. etcd KRR MZHIFRL X T,
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FLANNEL_ETCD_ENDPOINTS=https://master -
0.example.com:2379, https://master-1.example.com:2379,https://master-
2.example.com:2379

5. flanneld Y—EX2BEHL T,

I # systemctl restart flanneld.service

522. Y RAY—RA MDY U Ty TOUERK
VATLBEHPTY TTL—R, FEETOMHOREARZEELRE, OpenShift Container Platform 4 >~
TZANSOFv—ILEREZMADRNIC, ZONY I Ty FTORRERTTEELIICLTLREIL,
T=IDNy I Ty FiE, BERERICRH T —IDPMATREICAD LD ICEHENICEITLET,
OpenShift Container Platform 7 7 1 JU
RAY—A VR VRIE AP, AV NO—S5—REDEERY—EREETLE
¥, /etc/origin/master T4 LU M) —ITIE, UTDEIBREER T 71 ILHBEZ BT hTW
7,

o 1VRAN—JIVTERINDIHE

o TRTDIZVRTONA Y —EEDERE

o ¥F—BLUVZTDM®DEBELT 7 1 )L (htpasswd %= FHT 355 (L htpasswd 7 &)

o T

O7LRILDB|ELEIFRTOFL—DFERABREDHRH <1 X% OpenShift Container Platform #— &
2L LTI EDNTEFE T, RET 71k /ete/sysconfig T4 LV M) —ILREINZET,

YRY—E/—RTEH B, /etc/origin T4 LI M) =Dy 7 v TR LET,

FIR

- .
BYRY—/—RTUTOFIRZERTI2RENHYITT,

1. NRAY—RRAMNDEBET7AINDINNY I Ty THEERKLFT,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

$ sudo mkdir -p ${MYBACKUPDIR}/etc/sysconfig

$ sudo cp -aR /etc/origin ${MYBACKUPDIR}/etc

$ sudo cp -aR /etc/sysconfig/atomic-* ${MYBACKUPDIR}/etc/sysconfig/

pa )

BREZ 71 )IE. /etc/sysconfig/atomic-openshift-master-api &
U /etc/sysconfig/atomic-openshift-master-controllers 71 L ¥
NY—ICREINTVWET,
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==
[=]
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/etc/origin/master/ca.serial.txt 7 7 1 JUI& Ansible IRA M1 >~

RYRMN)—=II—BRFIINIRADIYRAYI—TOIHERINET, RTD
YRAI—RANDEAZRT T 2HEIF. 2OTOERDETHIIC
/etc/origin/master/ca.serial.txt 7 7 1 ILEZKY DT RAY—KA

MIOE—-LZXY,

7274

/etc/cni/*

/etc/sysconfig/iptables

/etc/sysconfig/docker-storage-
setup

/etc/sysconfig/docker

/etc/sysconfig/docker-network

/etc/sysconfig/docker-storage

/etc/dnsmasq.conf

/etc/dnsmasq.d/*

/etc/sysconfig/flanneld

/etc/pki/ca-trust/source/anchors/

FEROT77AINDNy Ty THEFERLET,

&P BH BB

*» B

2. Ny Ty TORERICERT 2UEDHIMOEERT 7 A IILICIZUTAEENFT,

Ll

AVTFF—RYy N I—DAVH—T T —ADE&
T (ERASN258)

iptables L =L HRTFEI N BIGFT

container-storage-setup J<¥ > ROA
A7 74

docker REZ 71 JL

docker xv b7 —2UF%E (fl: MTU)

docker 2 kL —2F%7E (container -
storage-setup TEMRIN D)

dnsmasq DEBLRERET 71 )L

2725 dnsmasqF&E7 7 1)

flannel %{E7 71 )L (FHEIN3ZHE)

VAT ALISBMENBEERE (B AL VR b
') —H)

MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

sudo mkdir -p ${MYBACKUPDIR}/etc/sysconfig

sudo mkdir -p ${MYBACKUPDIR}/etc/pki/ca-trust/source/anchors

sudo cp -aR /etc/sysconfig/{iptables,docker-*,flanneld} \
${MYBACKUPDIR}/etc/sysconfig/

sudo cp -aR /etc/dnsmasq* /etc/cni ${MYBACKUPDIR}/etc/

sudo cp -aR /etc/pki/ca-trust/source/anchors/* \

${MYBACKUPDIR}/etc/pki/ca-trust/source/anchors/
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54

3. Ny T—IUNEES>THIRINTLEDIHZBEY. rpm NNy 5 —IJILE8FNE 771V =EBTT
EZENHDBEIC. YVATALICAVAM=ILINTWS rhel Ny b —YD—EBLHDEE
T,

R

AVFUYELI—2T 79 MR NT74ED Red Hat Satellite #4geA FHT 2548
lZ. BOBOSRWRYT—UDIRTFALICA VAN =—ILINTWERySy—I0
BET—9%BAVAN—ILTZENRANDXLEEELET,

VATLICA VAN =ILINTVWBIRED rhel Ry 5 —JD—BAERT BICIE. LTEE
TLET,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)
$ sudo mkdir -p ${MYBACKUPDIR}
$ rpm -ga | sort | sudo tee $MYBACKUPDIR/packages.txt

. INETODFEIFEERITLTWBIBEICIE. UTFTOT7 74BNy Ty TF4 Lo M) —ICE
BIXhTWZET,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)
$ sudo find ${MYBACKUPDIR} -mindepth 1 -type f -printf '%P\n'
etc/sysconfig/atomic-openshift-master
etc/sysconfig/atomic-openshift-master-api
etc/sysconfig/atomic-openshift-master-controllers
etc/sysconfig/atomic-openshift-node
etc/sysconfig/flanneld

etc/sysconfig/iptables
etc/sysconfig/docker-network
etc/sysconfig/docker-storage
etc/sysconfig/docker-storage-setup
etc/sysconfig/docker-storage-setup.rpmnew
etc/origin/master/ca.crt
etc/origin/master/ca.key
etc/origin/master/ca.serial.txt
etc/origin/master/ca-bundle.crt
etc/origin/master/master.proxy-client.crt
etc/origin/master/master.proxy-client.key
etc/origin/master/service-signer.crt
etc/origin/master/service-signer.key
etc/origin/master/serviceaccounts.private.key
etc/origin/master/serviceaccounts.public.key
etc/origin/master/openshift-master.crt
etc/origin/master/openshift-master.key
etc/origin/master/openshift-master.kubeconfig
etc/origin/master/master.server.crt
etc/origin/master/master.server.key
etc/origin/master/master.kubelet-client.crt
etc/origin/master/master.kubelet-client.key
etc/origin/master/admin.crt
etc/origin/master/admin.key
etc/origin/master/admin. kubeconfig
etc/origin/master/etcd.server.crt
etc/origin/master/etcd.server.key
etc/origin/master/master.etcd-client.key



etc/origin/master/master.etcd-client.csr
etc/origin/master/master.etcd-client.crt
etc/origin/master/master.etcd-ca.crt
etc/origin/master/policy.json
etc/origin/master/scheduler.json
etc/origin/master/htpasswd
etc/origin/master/session-secrets.yaml
etc/origin/master/openshift-router.crt
etc/origin/master/openshift-router.key
etc/origin/master/registry.crt
etc/origin/master/registry.key
etc/origin/master/master-config.yaml
etc/origin/generated-configs/master-master-
1.example.com/master.server.crt
...[OUTPUT OMITTED]...
etc/origin/cloudprovider/openstack.conf

FEERAMLRILDY RS

etc/origin/node/system:node:master-0.example.com.crt
etc/origin/node/system:node:master-0.example.com.key

etc/origin/node/ca.crt

etc/origin/node/system:node:master-0.example.com.kubeconfig

etc/origin/node/server.crt
etc/origin/node/server.key
etc/origin/node/node-dnsmasq.conf
etc/origin/node/resolv.conf
etc/origin/node/node-config.yaml
etc/origin/node/flannel.etcd-client.key
etc/origin/node/flannel.etcd-client.csr
etc/origin/node/flannel.etcd-client.crt
etc/origin/node/flannel.etcd-ca.crt
etc/pki/ca-trust/source/anchors/openshift-ca.crt
etc/pki/ca-trust/source/anchors/registry-ca.crt
etc/dnsmasq.conf

etc/dnsmasq.d/origin-dns.conf
etc/dnsmasq.d/origin-upstream-dns.conf
etc/dnsmasq.d/node-dnsmasq.conf

packages.txt

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

RERZBEIF, 77AINVZEBL TAR—RAZHNTEIENTELT,

$ sudo tar -zcvf /backup/$(hostname)-$(date +%Y%m%d).tar.gz

$MYBACKUPDIR
$ sudo rm -Rf ${MYBACKUPDIR}

INLDT7 74 ILDOWVWTFhLEEONSIERT 5ICIE. openshift-ansible-contrib YR M) —
IC&E N % backup_master_node.sh 27 FhAFRALEFT, DRV Y TFMILY, RRMEIC
TALIMN)—DERINET, TORART, TORY) FhERFTLT, FIROTRTOT 7ML

%:I E_bij—o

pa )

openshift-ansible-contrib 247 ') 7 M& Red Hat TIEZHR—KRINTLWEHA
B VIT7LYRT—FTI9F v —F—LIEIA—RDPEREBYICENMEL., RE2THBZ

EEERTDTAMNEERLTVET,
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DRI T RE, LTFOaOY Y REFRELT, 2RI —KRARNTEITLTLEIN,

$ mkdir ~/git

$ cd ~/git

$ git clone https://github.com/openshift/openshift-ansible-contrib.git
$ cd openshift-ansible-contrib/reference-architecture/day2ops/scripts
$ ./backup_master_node.sh -h

5.23. Y RY—KRANDNNY T v TDETT

BERIRAY—FRANI7AINDNY 9Ty TEERLIZEIL, TRS5DT7 7 ILHRKIEBT EH, F/:
IEREE > THIRINEBAIE, FNODT77AILATAY—ICAE—LEBELT7 7ML A2ETL. Fh
SICEYIARA VT VYD EEND I EAEIRAL, HEEZ I —EREBEE L TEITTEET,

FIR

1. /etc/origin/master/master-config.yaml 7 7 1 L =BT L ZF 7,

# MYBACKUPDIR=*/backup/$(hostname)/$(date +%Y%m%d)*

# cp /etc/origin/master/master-config.yaml
/etc/origin/master/master-config.yaml.old

# cp /backup/$(hostname)/$(date +%Y%m%d)/origin/master/master -
config.yaml /etc/origin/master/master-config.yaml

# master-restart api

# master-restart controllers

Digk

H
[=]

YRY—H—EXDBREEICLIYITIIVIALDELZHBEDHY X T,

L, RARY—KRAMNEFARAEOEWNO— KNS UH—TF—)LH S HIR
L. ExiEaRT T2 ENTEET, Y—EXANFEUICETINLE
I, YRY—FKRAMEO— RN H—T—JLICBVEBMNT B ENTE
9,

R

HEEZITDA VA VA ETLRICEREHL T, iptables REAETLE T,

2. Ny =TI MW IT OpenShift Container Platform ZBEE TERWGEIE. Ny r—IJ%
BAYVAM=-ILLZETY,

a BEAVAMN=ILINTWBERvr—S0—8B2RELET.

I $ rpm -ga | sort > /tmp/current_packages.txt

b. X\ =Y D—EDOREICFET 2ENZRTLIET,
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$ diff /tmp/current_packages.txt ${MYBACKUPDIR}/packages.txt

> ansible-2.4.0.0-5.el7.noarch
c. BUBRWNYyFr—I5BA VA M—=ILLET,
I # yum reinstall -y <packages> g

ﬂ <packages> (&, Ny T —LD—EIEICERBZNy T—JICESHMAZET,

3. Y AT LiFEAZE % /etc/pki/ca-trust/source/anchors/ 4 L J MY —ICOE—LTE
7t L. update-ca-trust #2217 L 79,

$ MYBACKUPDIR=*/backup/$(hostname)/$(date +%Y%m%d)*

$ sudo cp ${MYBACKUPDIR}/external_certificates/my_company.crt
/etc/pki/ca-trust/source/anchors/

$ sudo update-ca-trust

= -1o)
774 EIE—LETHEIC. 22— —IDHLVTIL—TID 23 TR
<. SELinux VT FARMEETINTVWEB I EAHBICHIALTLEIL,

53. /—RIRA MDY RV

53.1. /— KRR MNDFEADKRT

COEAERTIZFIREG. 1 VISANSIFv—/—ROBETET TV r—>av/—Roiga

AR
B D Pod ZHIRIND / — Kty MO OSRBITTE2LEDINERBTENTDICHD I E5HRELE
T AVITSANTOVFv—/—RO¥IRIE. 2D2UED /) —RAAM VY ITISRANSOVFv—/)— RDY
BREBEEAVSAVIRETHIBEICOMMRINET,
FIE

1. FATERIRTD/ —RE—EBXRRL, FRZRTIE/ —NEHRELZET,

$ oc get nodes

NAME STATUS AGE VERSION
ocp-infra-node-b7pl Ready 23h
v1l.6.1+5115d708d7

ocp-infra-node-p5zj Ready 23h
v1l.6.1+5115d708d7

ocp-infra-node-rghb Ready 23h
v1l.6.1+5115d708d7

ocp-master-dgfs8 Ready, SchedulingDisabled 23h
v1l.6.1+5115d708d7

ocp-master-qgilv2 Ready, SchedulingDisabled 23h
v1l.6.1+5115d708d7

ocp-master-vq70 Ready, SchedulingDisabled 23h
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v1.6.1+5115d708d7

ocp-node-020m Ready 23h
v1l.6.1+5115d708d7
ocp-node-7t5p Ready 23h
v1l.6.1+5115d708d7
ocp-node-nOdd Ready 23h

v1.6.1+5115d708d7

—flE LT, TDMEY U Tl ocp-infra-node-b7pl 1 V7S5 A NSO Fv— /) — RDfE
AERTLET,

2. /—RBLV, /—RTETHFOY—ERDBRZNMFLES,

$ oc describe node ocp-infra-node-b7pl

Name: ocp-infra-node-b7pl
Role:
Labels: beta.kubernetes.io/arch=amd64

beta.kubernetes.io/instance-type=nl-standard-2
beta.kubernetes.io/os=1inux
failure-domain.beta.kubernetes.io/region=europe-west3
failure-domain.beta.kubernetes.io/zone=europe-west3-c
kubernetes.io/hostname=ocp-infra-node-b7pl
role=infra

Annotations: volumes.kubernetes.io/controller-managed-attach-

detach=true

Taints: <none>

CreationTimestamp: Wed, 22 Nov 2017 09:36:36 -0500

Phase:

Conditions:

Addresses: 10.156.0.11,ocp-infra-node-b7pl
Capacity:
cpu: 2
memory: 7494480Ki
pods: 20
Allocatable:
cpu: 2
memory: 7392080Ki
pods: 20
System Info:
Machine ID: bc95ccf67d047f2ae42c67862c202e44
System UUID: 9762CC3D-E23C-AB13-B8C5-FA16FOBCCE4C
Boot ID: ca8bT088-905d-4ecO-beec-8f89f4527ce4
Kernel Version: 3.10.0-693.5.2.el7.x86_64
0S Image: Employee SKU
Operating System: 1linux
Architecture: amd64
Container Runtime Version: docker://1.12.6
Kubelet Version: v1.6.1+5115d708d7
Kube-Proxy Version: v1.6.1+5115d708d7
ExternalID: 437740049672994824
Non-terminated Pods: (2 in total)
Namespace Name CPU Requests CPU Limits Memory Requests Memory
Limits
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default docker-registry-1-5szjs 100m (5%) 0 (0%) 256Mi (3%)0
(0%)

default router-1-vzlzq 100m (5%) 0 (0%) 256Mi (3%)0 (0%)
Allocated resources:

(Total limits may be over 100 percent, i.e., overcommitted.)

CPU Requests CPU Limits Memory Requests Memory Limits

200m (10%) 0 (0%) 512Mi (7%) O (0%)
Events: <none>

LEEOHENTIE/ — KD router-1-vzlzq & docker-registry-1-5szjs M 2 D® Pod %
TP THZIEERLTVWET, 2DULEDSI VI SRS IFv—/—RDZhHD2D
D Pod 2179 27-OICFIFHAEETT,

pa 3

LDV SR —IETRAEDOEWNI S R4 —THY. router & docker-
registry OADHY —EZANITRTCDA VIS AMNS IV Fv—/ —RTEIFTI
nTVwWEd,

= RRRAT V12—V HERADY =V =T BH. TD Pod I NTREL XY,

$ oc adm drain ocp-infra-node-b7pl --delete-local-data

node "ocp-infra-node-b7pl" cordoned

WARNING: Deleting pods with local storage: docker-registry-1-5szjs
pod "docker-registry-1-5szjs" evicted

pod "router-1-vzlzqg" evicted

node "ocp-infra-node-b7pl" drained

Pod ICEIY HTEADO—AI A ML — EmptyDir 72 &) A 53545, --delete-local-
data A 7> aVAIEETZ2MENHY T, BEIF. ERETRERITINS Pod IFO—HILR
ML —U%—BEMA, FEF vy a7 74 ILORERL. EETKENRLR 7 74 )LICIE
FRALEFFA, BEDQDRMNL—VDIFE, 7TV 5r—2a3avEF 7V MA ML=V ERIE
KERY) 1 —LEFERALET, COBAE, AVFTT—AA—CARETZEDICATS T b
AML—=UDMERINS /. docker-registry Pod DO—AI A ML —TEZEICARY
ER

R

LERDEBEIZ ) — RTERITINTWBEED Pod ZHIR L 3, RIS, FiiE
Pod AL 74— ayay bd—5—I CTERINE T,

BE. IRTOTF ) r—vavid, L) yr—vavavbo—>—z&AL
TPod 2FT 5T 7AA XY MRETT 7OM SNBBENHYET,

oc adm drain [I/R7 Pod (Pod Z3X5—) V7 LAWw, ki
ReplicationController. ReplicaSet. DaemonSet. StatefulSet.
72ldY a TTEERINAW Pod) ZHIBRL FEA. TDETICIE --force 77
IaVHIMETY, X7 Pod (MDD / — FTIEFBERINT, ZOEEHRIC
T—IDNKRONDAREMENHZ I EITERLTLEIW,

LTFofliE, LYZARNY)—DLF)r—>avaybO0—5—0HAERLTVWET,

I $ oc describe rc/docker-registry-1
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Name: docker-registry-1
Namespace: default
Selector: deployment=docker-registry-1,deploymentconfig=docker -
registry, docker-registry=default
Labels: docker-registry=default
openshift.io/deployment-config.name=docker-registry
Annotations:
Replicas: 3 current / 3 desired
Pods Status: 3 Running / 0 Waiting / © Succeeded / 0 Failed
Pod Template:
Labels: deployment=docker-registry-1
deploymentconfig=docker-registry
docker-registry=default
Annotations: openshift.io/deployment-config.latest-version=1
openshift.io/deployment-config.name=docker-registry
openshift.io/deployment.name=docker-registry-1
Service Account: registry
Containers:
registry:
Image: openshift3/ose-docker-registry:v3.6.173.0.49
Port: 5000/TCP
Requests:
cpu: 100m
memory: 256Mi
Liveness: http-get https://:5000/healthz delay=10s timeout=5s
period=10s #success=1 #failure=3
Readiness: http-get https://:5000/healthz delay=0s timeout=5s
period=10s #success=1 #failure=3

Environment:
REGISTRY_HTTP_ADDR: 15000
REGISTRY_HTTP_NET: tcp

REGISTRY_HTTP_SECRET:
tyGEnDZmc8dQfioP3WkNd5z+Xbdfy/JVXf/NLo3s/zE=
REGISTRY_MIDDLEWARE_REPOSITORY_OPENSHIFT_ENFORCEQUOTA: false

REGISTRY_HTTP_TLS_KEY: /etc/secrets/registry.key
OPENSHIFT_DEFAULT_REGISTRY: docker -
registry.default.svc:5000
REGISTRY_CONFIGURATION_PATH: /etc/registry/config.yml
REGISTRY_HTTP_TLS_CERTIFICATE: /etc/secrets/registry.crt
Mounts:

/etc/registry from docker-config (rw)
/etc/secrets from registry-certificates (rw)
/registry from registry-storage (rw)
Volumes:
registry-storage:
Type: EmptyDir (a temporary directory that shares a pod's
lifetime)
Medium:
registry-certificates:
Type: Secret (a volume populated by a Secret)
SecretName: registry-certificates
Optional: false
docker-config:
Type: Secret (a volume populated by a Secret)
SecretName: registry-config
Optional: false
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Events:
FirstSeen LastSeen Count From SubObjectPath Type Reason
Message

49m 49m 1 replication-controller Normal SuccessfulCreate
Created pod: docker-registry-1-dprp5

HADTEICH DA RV MEFHIR Pod ERICDOWVWTDBERAERTLTVWE T, $§TD Pod
DND—EBRTFTIE. UTDOELHICHRYFET,

$ oc get pods

NAME READY STATUS RESTARTS AGE
docker-registry-1-dprp5 1/1 Running 0 52m
docker-registry-1-kr8jq 1/1 Running 0 1d
docker-registry-1-ncpl2 1/1 Running 0 1d
registry-console-1-g4nqg 1/1 Running 0 1d
router-1-2gshr 0/1 Pending 0 52m
router-1-85qm4 1/1 Running 0 1d
router-1-q5sr8 1/1 Running 0 1d

4. JEMWRED /) — RTERITINTLE docker-registry-1-5szjs £ £ U router-1-vzlzq
Pod I&. FIATERLCARY FET, KD YIZ 2 DDHIR Pod docker-registry-1-dprp5s & &
U router-1-2gshr BMERINTWET, LED LD IC, HFHHFEDIL—4 — Pod & router-
1-2gshr TEH' Pending REEICAY FT, Thik, IRTD/ —KIPE—IL—9—TDHE
TTE, RRAMDR—F 80 B LV 443 [NV REINB/HTT,

5. FRER I N LY RN — Pod 28R T 235810, UTOHFITIE, Pod A% FEHED/ — K
Tld7% <. ocp-infra-node-rghb / — RTERINZIEADHLYET,

$ oc describe pod docker-registry-1-dprp5
Name: docker-registry-1-dprp5
Namespace: default

Security Policy: hostnetwork

Node: ocp-infra-node-rghb/10.156.0.10

TIN5 —2av /) —REAVISAKISIVFy—DEFERETICEVWT, B—DHEESRIE, 1
VISANSOFv—/)—RHOIBEINLEIC, TO/—RAEBXHMZZ2FENRWVIESIC
& A1V I7SAMNS9Fv—/—RTCERITHDOY—ERERAT—ILI IV TEDZRTY,

$ oc scale dc/router --replicas 2
deploymentconfig "router" scaled

$ oc scale dc/docker-registry --replicas 2
deploymentconfig "docker-registry" scaled

6. T, IRTDAVITANT IV Fv—/—RIEFFNFNDPod % 1 BEOAETLTWE
-a_o

$ oc get pods

NAME READY STATUS RESTARTS AGE
docker-registry-1-kr8jq 1/1 Running 0 1d
docker-registry-1-ncpl2 1/1 Running 0 1d
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registry-console-1-g4nqg 1/1 Running 0] 1d
router-1-85qgm4 1/1 Running 0 1d
router-1-g5sr8 1/1 Running 0 1d

$ oc describe po/docker-registry-1-kr8jq | grep Node:
Node: ocp-infra-node-p5zj/10.156.0.9

$ oc describe po/docker-registry-1-ncpl2 | grep Node:
Node: ocp-infra-node-rghb/10.156.0.10

pa 3

ERIICETADYI SRAY —51BHT2I1IC1E, 3DULEDAVISAKNSVFv—

J—RABICHBAATRETHIBVENDHY T,

7. J—RDRTIa—Y 2V IPNEMIINTWEI EAERTBICIE. UTEEFTLET,

$ oc get nodes

NAME STATUS AGE VERSION

ocp-infra-node-b7pl Ready, SchedulingDisabled 1d
v1l.6.1+5115d708d7

ocp-infra-node-p5zj Ready 1d
v1l.6.1+5115d708d7
ocp-infra-node-rghb Ready 1d
v1l.6.1+5115d708d7
ocp-master-dgfs8 Ready, SchedulingDisabled 1d
v1l.6.1+5115d708d7
ocp-master-qglv2 Ready, SchedulingDisabled 1d
v1l.6.1+5115d708d7
ocp-master-vq70 Ready, SchedulingDisabled 1d
v1l.6.1+5115d708d7
ocp-node-020m Ready 1d
v1l.6.1+5115d708d7
ocp-node-7t5p Ready 1d
v1l.6.1+5115d708d7
ocp-node-nOdd Ready 1d

v1.6.1+5115d708d7

F7z. /—RICPod AEFNTWRVWI E 2RI 2ICE. UTEEFTLET,

$ oc describe node ocp-infra-node-b7pl

Name: ocp-infra-node-b7pl
Role:
Labels: beta.kubernetes.io/arch=amd64

beta.kubernetes.io/instance-type=nl-standard-2
beta.kubernetes.io/os=1inux
failure-domain.beta.kubernetes.io/region=europe-west3
failure-domain.beta.kubernetes.io/zone=europe-west3-c
kubernetes.io/hostname=ocp-infra-node-b7pl

role=infra

Annotations: volumes.kubernetes.io/controller-managed-attach-

detach=true

Taints: <none>

CreationTimestamp: Wed, 22 Nov 2017 09:36:36 -0500
Phase:
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Conditions:

Addresses: 10.156.0.11,ocp-infra-node-b7pl
Capacity:
cpu: 2
memory: 7494480Ki
pods: 20
Allocatable:
cpu: 2
memory: 7392080Ki
pods: 20
System Info:
Machine ID: bc95ccf67d047f2ae42c67862c202e44
System UUID: 9762CC3D-E23C-AB13-B8C5-FA16FOBCCE4C
Boot ID: ca8bT088-905d-4ecO-beec-8f89f4527ce4
Kernel Version: 3.10.0-693.5.2.el7.x86_64
0S Image: Employee SKU
Operating System: linux
Architecture: amd64
Container Runtime Version: docker://1.12.6
Kubelet Version: v1.6.1+5115d708d7
Kube-Proxy Version: v1.6.1+5115d708d7
ExternalID: 437740049672994824
Non-terminated Pods: (0 in total)
Namespace Name CPU Requests CPU Limits Memory Requests Memory
Limits

Allocated resources:
(Total limits may be over 100 percent, i.e., overcommitted.)
CPU Requests CPU Limits Memory Requests Memory Limits
O (0%) 0 (0%) O (0%) 0 (0%)

Events: <none>

8. AVIZANZUVFv—4AVRAY > R% /etc/haproxy/haproxy.cfgsRE7 7 1)L D
backend 27> 3 VH SHIBRLE T,

backend router80
balance source
mode tcp
server infra-1.example.com 192.168.55.12:80 check
server infra-2.example.com 192.168.55.13:80 check

backend router443
balance source
mode tcp

server infra-1.example.com 192.168.55.12:443 check
server infra-2.example.com 192.168.55.13:443 check

9. JRIC. haproxy HY—EX=HBEFHL 7,

I $ sudo systemctl restart haproxy

10. 2DAXY Y RT, §RTCDOPodEZITEI MNLEBICVSRY—DE/—REHIBRLET,
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$ oc delete node ocp-infra-node-b7pl
node "ocp-infra-node-b7pl" deleted

$ oc get nodes

NAME STATUS AGE VERSION
ocp-infra-node-p5zj Ready 1d
v1l.6.1+5115d708d7

ocp-infra-node-rghb Ready 1d
v1l.6.1+5115d708d7

ocp-master-dgfs8 Ready, SchedulingDisabled 1d
v1l.6.1+5115d708d7

ocp-master-qgilv2 Ready, SchedulingDisabled 1d
v1l.6.1+5115d708d7

ocp-master-vq70 Ready, SchedulingDisabled 1d
v1l.6.1+5115d708d7

ocp-node-020m Ready 1d
v1l.6.1+5115d708d7

ocp-node-7t5p Ready 1d
v1l.6.1+5115d708d7

ocp-node-nOdd Ready 1d

v1.6.1+5115d708d7

y 13!

Pod ¥7z1d/ — FOBEX /I KL A 2 (BBIR) ICDOWTOFMIE. T/ —RKDERF] O

I avESRLTIEIWL,
5.3.1.1. /— KRR MDEX#Z
FRRT W2/ —RORDYIL, /—RFRZENTZ2RENHBZHZEICIE. [RANDEEFET Z R
H—~DEM] D avaBRLTLEIN,
53.2. /—RKZR MDY 7Ty TOIERK
J—RERZANDONY Ty TERE, RRI—KRANDNY I Ty FIEA—AT—ZANERYET, ¥
2 —RAMIIEZDEBER I 7AMDEEND D, NI Ty THERTD I EHBHREL
F9, LHL/—ROMELE, JxANF—NRN—DRELLEEZDEDIC, FHRATATLIE/—FRLE
THEHEINT, BERRBEDORTICLERT —YIIEENFEEA, /—RONv I T7 v 71T, RIEETT
ICREBERTA TLADNEENDIHFEICIE. Ny I Ty TEFERTHIEEHRELET,
VATLBEHPTY TTL—R, FEETOMHOKRERZEELRE, OpenShift Container Platform 4 >~
T7SANSOFv—ILEREZMADRIC, ZDONY I Ty FTTORRERTTEELIICLTLREIL,
Ny 7y P, BEORKERICEHT —IDFIATREICAD LD ICERNICETIZ2HENHY F
_a—o
OpenShift Container Platform 7 7 1 JU

J—=RAVRIVREAVTF—%R—2ETF % Pod DR TEITINZE T, /etc/origin/ HL U
/etc/origin/node 74 L7 M) —EUTDL D REZR 7 7ML EEHL T T,

o /—RY—ERDHRE

o {1 VAMN—ITERINBHEE
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o VS RTONA Y —BEEDRE
o F—BLUVZEDMDEREET 7 1 )L (dnsmasq & ERE)

OpenShift Container Platform #t—E &, OJ L RILODE|E LIFLFOF> —DFERREEETT S
TeDICHRITAXTE, RET 71 )i /ete/sysconfig T4 L7 b —ICREINZE T,

FIE
1. J—REEET77AILDNy Ty THERLET,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)
$ sudo mkdir -p ${MYBACKUPDIR}/etc/sysconfig

$ sudo cp -aR /etc/origin ${MYBACKUPDIR}/etc

$ sudo cp -aR /etc/sysconfig/atomic-openshift-node
${MYBACKUPDIR}/etc/sysconfig/

2. OpenShift Container Platform TIEUTD & > BFED 7 7MLV EFEALES, Nv o7y TR
) —DFERICIE. MO0 7MIVEEERTDIUENHY T,
774 S EA

/etc/cni/* AVTF—=RY NI =0A4A2V9—=T 2 —ADK
E (ERIN25E)

/etc/sysconfig/iptables iptables L —IILDMREFEI N ZIHRT
/etc/sysconfig/docker-storage- container-storage-setup J<¥ > ROA
setup A7 74N

/etc/sysconfig/docker docker FZET7 7 1 L
/etc/sysconfig/docker -network docker *v b7 —2U%E (fl: MTU)
/etc/sysconfig/docker-storage docker X kL —Y5&7E (container -

storage-setup TEMRIN D)

/etc/dnsmasq.conf dnsmasq OEERERET 71 )
/etc/dnsmasq.d/* #7722 dnsmasq &E7 7 1)L
/etc/sysconfig/flanneld flannel ZE7 71 )L (EAINZHEE)

/etc/pki/ca-trust/source/anchors/ Y27 ALIBIMINSIIEAE (Bl AL TR b
') —H)

INSDT77AIEFERT DICIE. UTEEITLET,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

$ sudo mkdir -p ${MYBACKUPDIR}/etc/sysconfig

$ sudo mkdir -p ${MYBACKUPDIR}/etc/pki/ca-trust/source/anchors
$ sudo cp -aR /etc/sysconfig/{iptables, docker-*, flanneld} \
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${MYBACKUPDIR}/etc/sysconfig/
$ sudo cp -aR /etc/dnsmasq* /etc/cni ${MYBACKUPDIR}/etc/
$ sudo cp -aR /etc/pki/ca-trust/source/anchors/* \
${MYBACKUPDIR}/etc/pki/ca-trust/source/anchors/

3. Ny T—=IUNMNEES>THIRINTLEDIHZBEY. rpm NNy 5 —JILE8FNE 771V =EBTT
EMENHDBEIC. VATALICAVAM=ILINTWS rhel Ny b —YD—EBLHDEE
T,

R

AVFUYELI—2T 79 MR KNT7HED Red Hat Satellite e FHT 2154
lZ. BOBOSRWRYT—UDIRTFALICA VAN =—ILINTWERy S —I0
BRET—Y9%BA VAN —ILTZENRA DX LEEELET,

VATLICA VAN =ILINTVWBIRED rhel Ry —JD—EBAERT BICIE. LTEE
TLET,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)
$ sudo mkdir -p ${MYBACKUPDIR}
$ rpm -ga | sort | sudo tee $MYBACKUPDIR/packages.txt

4. LTFO774ANDBNy O Ty TFF4 LI N —ICBEINTWSIETTY,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

$ sudo find ${MYBACKUPDIR} -mindepth 1 -type f -printf '%P\n'
etc/sysconfig/atomic-openshift-node
etc/sysconfig/flanneld

etc/sysconfig/iptables

etc/sysconfig/docker-network
etc/sysconfig/docker-storage
etc/sysconfig/docker-storage-setup
etc/sysconfig/docker-storage-setup.rpmnew
etc/origin/node/system:node:app-node-0.example.com.crt
etc/origin/node/system:node:app-node-0.example.com.key
etc/origin/node/ca.crt
etc/origin/node/system:node:app-node-0.example.com.kubeconfig
etc/origin/node/server.crt

etc/origin/node/server.key
etc/origin/node/node-dnsmasq.conf
etc/origin/node/resolv.conf
etc/origin/node/node-config.yaml
etc/origin/node/flannel.etcd-client.key
etc/origin/node/flannel.etcd-client.csr
etc/origin/node/flannel.etcd-client.crt
etc/origin/node/flannel.etcd-ca.crt
etc/origin/cloudprovider/openstack.conf
etc/pki/ca-trust/source/anchors/openshift-ca.crt
etc/pki/ca-trust/source/anchors/registry-ca.crt
etc/dnsmasq.conf

etc/dnsmasq.d/origin-dns.conf
etc/dnsmasq.d/origin-upstream-dns.conf
etc/dnsmasq.d/node-dnsmasq.conf

packages.txt
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RERZBEIF, 77AINVZEBL TAR—AZHNTEIENTELT,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

$ sudo tar -zcvf /backup/$(hostname)-$(date +%Y%m%d).tar.gz
$MYBACKUPDIR

$ sudo rm -Rf ${MYBACKUPDIR}

N7 74 ILDOVWThLEEONSIERT 5ICIE. openshift-ansible-contrib YR M) —
IC&E N % backup_master_node.sh 27 ) FhAFRALEFT, DRV Y TFMILY, RRMEIC

FALYIMN)—DMEREINFET, TORARNT, TORYY) T REEFTLT, BIROITRTDI7 74 )b
%:I E)_L/i_a_o

pa )

openshift-ansible-contrib 247 ') 7 M& Red Hat TIEZHR—KINhTLWEHA
B VIT7LYRT—FTI0F v —F—ALEI—RRDPEREYICENMEL., RE2THBZ
EHEERTDITAMNERBELTWET,

ZDRY YT ME UTFOITY REFALT, 2YRAY—HRRAMNTEIFTLTLEIY,

$ mkdir ~/git
$ cd ~/git
$ git clone https://github.com/openshift/openshift-ansible-contrib.git

$ cd openshift-ansible-contrib/reference-architecture/day2ops/scripts
$ ./backup_master_node.sh -h

533. /—RIRRA MY U7y TDET

BER/—RKANITZ7AINDIT7AINDNY Ty THERLIZEIC. TNO5DT 74 ILDKET S
M FEEEE> THIBRINABE, IhoDT7 74— LBELT7 74 I)VEET L, @43
VTFVIYNEENDZIEEERLTHL, HEEZIFIEZY—EREBEELET.

FIR

1. /etc/origin/node/node-config.yaml 7 7 1 L =8t L £,

# MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

# cp /etc/origin/node/node-config.yaml /etc/origin/node/node-
config.yaml.old

# cp /backup/$(hostname)/$(date +%Y%m%d)/etc/origin/node/node-
config.yaml /etc/origin/node/node-config.yaml

# systemctl restart atomic-openshift-node

Digk

==
[=]

H—ERDBREENCLIY I I VYA LDRELDBEHYET, 2OTOERER
ST 3E00Y MIDWTIE., T/—RDBRES] #8BLTLEIL,

="
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RHEEZITDA VARV A ETLICHEREL T, iptables &REZETLE T,

1. Ny o —=I DR W= (T OpenShift Container Platform B8 T RWEEIE. Nvir—Y%
E’f V7\ I\_)l/bi-a_o

a. BEAVAM—LINTWBE Ry yr—SD—82EELET,
I $ rpm -ga | sort > /tmp/current_packages.txt

b. "\ —JD—EDEICEET EDEZRRLET,
$ diff /tmp/current_packages.txt ${MYBACKUPDIR}/packages.txt

> ansible-2.4.0.0-5.el7.noarch
c. BUBWNYyFr—I5BA VA M—=ILLET,
I # yum reinstall -y <packages> g

ﬂ <packages> (&, Ny T —LD—ETEICERBINy T—JICESHMAZET,

2. Y AT LiFEAZE % /etc/pki/ca-trust/source/anchors/ 4 L J MY —ICOE—LTE
7t L. update-ca-trust #2217 L9,

$ MYBACKUPDIR=*/backup/$(hostname)/$(date +%Y%m%d)*
$ sudo cp ${MYBACKUPDIR}/etc/pki/ca-
trust/source/anchors/my_company.crt /etc/pki/ca-
trust/source/anchors/

$ sudo update-ca-trust

pa )

T774)VEIE—LETHEIC, 2—H—IDHLVTIL—TID 213 TR
{. SELinux VT FARNEETINTVWB I EAEEICHALTLEIL,

53.4. /— KRDRETFERDFIE

BED/—ROBEEA T avIilOoWTE, [/ —FDEE] F£/iF [Pod DEE] O hEY 7 52SR
LTLEIW, /—ROBEBF TV avilid. UTFHEFEFNFT,

o [/—RZERFTYa—I)LRFKRH (Unschedulable) £7/=l& A4 Y 2 — LR (Schedulable) & L T
X—793%]

e [Pod D/ — RH5DIEEE ]

e [Pod ® Disruption Budget (fZILIREED F &) DE&E ]
J—RREZED)Y—RAD—FER/KEIAVR—FY MIEL>THERAINDIDICFHTZIENTEE
T, Ik, kubelet. kube-proxy. Docker. Z7-ld sshd & & U' NetworkManager 7 & Db D%

YDV AT LAAVER—V MDEFEFNET, FME. [/ —RUY—2ADEIUHT] #8RBLTLLEX
LN,
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5.4.ETCD 9 X7

541.etcd DXy o7y S

eted FITRTDF TV LI MER. BLPKHYRAYI—DREEZREFTZ2F—EDRANTTY, fftd3
VR—RVMNIEBEDEELZERL T, TLThEBEOREICODYEZLZT,

3.5 & Y £ FTD OpenShift Container Platform /X—< 3 V{d etcd /A—2a > 2 (v2) Z{FER L. 3.5 LI
TRIN—=23 2 3WV3) AFERALET, etcd DTF—FETINIE, TD2DDN—I 3 VETERYE
¥, etcdv3EVv2 EVBT—HETINDOEAZFERTEHTA, etedv2 (Fv2 T—F ETILLIMERT
XEBA, etcdv3H—N—TlE, 2BLPVIT—HRMTPIFAEFILTEFEEL, ThERMIILTL
9,

V2BELV V3 OEADEEEICDWTIE, ETCDCTL_API BIEZTHAFA L TEYIZA APl 2#(FHTE F
ERR

$ etcdctl -v

etcdctl version: 3.2.5

API version: 2

$ ETCDCTL_API=3 etcdctl version
etcdctl version: 3.2.5

API version: 3.2

V3 NDRBATAEIC D W T DEEMIL. OpenShift Container Platform 3.7 K& 2 X > h® [Migrating eted
Data (v2tov3)] DI 3 VvAESRLTLEIW,

etcd DNy 27y T7OCRIE 2 DDERZFIETHERINTVWET,
o BREDNYIT Y L ER etcd RES L VHAEIEFTNE T,
o T=HDNY YTy T v2EVEDEADT—YETIDNEENET,
T=HDNy YTy ORI, BUREASNMREHEIN, etedetl YV —ILDA VYA M—=ILEINT
W2etcd V7RI —ICERCIEERANTEITTEZT,
pa 3]

Ny 97w T 774 )L EAIHE 1E OpenShift Container Platform BRIEEA DALY X 5
LICOAE—LTHOESETIRELNHY T,

etcd DNy 27w FITIEIREDA RN L —VRY a—AADTRTODEBEAEITNBZZEICEFELTLE
I LY, OpenShift Container Platform (&, etcd MEITEFIC. / — K TLARID Pod ZEE L TR LR b

L —YABEYTLEDET, 207O08RIE. /—REIVSZAI—05HIRL. Fife/ — RK&E2RDHY
ICEBMT27O0EREEDLYDDHY FHA, IRO/ —RICEIYLETLHATWEEDIZT AT, Pod D
BRI a1—I)LED /) —RICEFBRARLS 2D Pod ICBUEIYHTONET,

5411.etcd DXy O 7y S

etcd DNy I 7y THIC, etcd BET7 74 I E eted T—YDEEENY I T Y TTD2HEIHY X
ER

54111.etcd BETFT 7 AIINDINv O T7 v T

REFTDetcdIRET7 7M1 ILIETRT etcd NERITINTWBDA VRIYVAD /etc/eted T4 L7 b
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)—ICREINET, INITIE. etcd FREZ 71 )L (/etc/etcd/eted.conf) BL VIS A4—D&
EORLERIMPFENEENET, TNOHITRTODT 74 I)LId Ansible 1 VA M—=F—IC&>TAI VR
M—ILBFICERINZE T,

FIE
PSR —D& etcd A VN—ICDWTD etcd BEENY I Ty TLET,

$ ssh master-0
# mkdir -p /backup/etcd-config-$(date +%Y%m%d)/
# cp -R /etc/etcd/ /backup/etcd-config-$(date +%Y%m%d)/

ya 13!
" FHetcd VSRY—XVN—DFIAES L UVRE7 7 IME—EBDEDTT,

5411.2.etcd T—YDNY I F7v S

AR

pa )

OpenShift Container Platform 4 Y X b —5—EIT A ) 7 A% {E T %78, etcdctl2
(etcdv2 ¥ 2V DiHE) & etedetl3 (etcdv3 ¥ R DIFE) EWVWD ZRIDTRTDT S
TEADLBLSTEHE T,

7272 L. etcdctl3 T4 1) 7Rt etcdctl A7 Y RDFMHATY RIRA Y h—EAIR
HLAWED, $RXRTOIY KRSV MEHIT --endpoints + 7> 3 VEIBET 5
ELHY FT,

etcd /Ny V7 v T4 BRI, UTERBRLTLEIL,

e etcdctl N/ F ) —HFIABTETH BN, FWEIVFTF—Ib4 VA M= TIE
rhel7/etcd VT F—HFBEAETH S Z &,

e etcd VT RY — & DEmAMIRT % (R— ~ 2379/tcp) T &,

e etcd VS RY —ICHEIRT 27 ODBEYLFRAELH B I 2RI D &,

R

etcdctl backup XY RIENY I 7y THRITTDDIFERINETTH, eted v3
IRy 97y L OBSHrHY FHA. KHYIC etecdetl snapshot save IT Y K
EFEALTSATAVYN=—D Ry Foay b #Wdh, Fiideted T—9T1 L7
N1!)—® member/snap/db 7 7 1)L JE— LTIV,

etcdctl backup AX YV Ki&, /—RID®ISRI—IDREDNNY I Ty TILEETH
BAIT—HD—EHEEIBMIDZDT, Ny IT7vTTIR, /—ROURIDTA TV
TATA—hIERbhWET, NvITvTHLISRYI—%BIERT BITIE. FROE—
J—RIUSRY—HERLTHS, BYD/—REISRY—IBMLET, X945 —
GIEFIR/ — RBEEISAI—ICIbhoRWE D ICBERINE T,
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etcd T—F ANV O Ty TLET,
o V2API 2RI 35EICIE. UTDT7I2 3 v EETLTLEIY,

a. IRTDeted Y—EREEFZIELZET,

I # systemctl stop etcd.service

b. etecd T—%/Nw U7y THEMEHRL, etcddb 77 I)LEIE—LF T,

# mkdir -p /backup/etcd-$(date +%Y%m%d)
# etcdctl2 backup \
--data-dir /var/lib/etcd \
--backup-dir /backup/etcd-$(date +%Y%m%d)
# cp /var/lib/etcd/member/snap/db /backup/etcd-$(date +%Y%m%d)

e V3API =AY %3BA. UTFDIATY FZRITLET,

BF

OpenShift Container Platform QLFIDON—Ya v o7y 7 L—KLEI S
A= V2 T—F A RTHEFNZHTREEDHZDT, v2 & v3 DEHD
T—HRANTHENYITyTLTLREIW,

# mkdir -p /backup/etcd-$(date +%Y%m%d)
# etcdctl3 snapshot save /backup/etcd-$(date +%Y%m%d)/db
Snapshot saved at /backup/etcd-<date>/db
# systemctl stop etcd.service
# etcdctl2 backup \
--data-dir /var/lib/etcd \
--backup-dir /backup/etcd-$(date +%Y%m%d)
# systemctl start etcd.service

Pz
etcdctl snapshot save < KTl etcd Y —EZADRRITHTHZHEN
HyxEd,

IhoDav Y RTlE, /backup/etcd-<date>/ 714 L7 MU —DERRINhEd, I
T. <date> FIREDHMNAERLET, TDT1 LI bY—IE HAENFS HAB, S3 /7w b
PEODHDHAER ML —YDFBFFOWVWT NN TRIFNIERY FHA,

F=IWAVTVISRI—DIFAE, eted T—F T4 LI M) =&
/var/lib/origin/openshift.local.etcd 74 L 7 b —IZEMNE T,

5.4.2. etcd D1ETT
etcd SRET7 7 M ILDETFIETIX, BYLR T 7MIVEBEIBRZI THOY—EREBEEFLF T,

etcd KRR MHEEIE L. /etc/etcd/etcd.conf 7 7 1L kb 358 IE. UTAEFHALTINAE
ibi’a—o

I $ ssh master-0
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# cp /backup/yesterday/master-0-files/etcd.conf /etc/etcd/etcd.conf
# restorecon -Rv /etc/etcd/etcd.conf
# systemctl restart etcd.service

ZDHEITIX, Ny U T v TT774)IL /backup/yesterday/master-0-files/etcd.conf /X2 (C
REINTHY., TITEAEBNFSHAE, S3\Ty MELEFZOMORA ML —YY Ya—Yavel
THERAINZET,

5.421.etcdv2 LT VI T—YDET

UTO7ORATCREERT—Y 774 EETL, etcd VS RAY—%E—/—R&LTiEEILTH
5, etcd 7V SRV —HDBERIBHICKEYD ./ —RE=EBMLET,

FIE
1. TRTD etcd Y—EREFIELF T,

I # systemctl stop etcd.service

2. BNy Ty THETINTWEZ EAEHRET I, etecd T4 LY M) —ZHIRL F
-a—o

o TALYUKN)—%HRTZENIRED etcd T—FE/N\v I 7wy T43ICE UTFoa<y
FERITLET,

mv /var/lib/etcd /var/lib/etcd.old

mkdir /var/lib/etcd

chown -R etcd.etcd /var/lib/etcd/

restorecon -Rv /var/lib/etcd/

H H HF H

o FF, TaALIM)—BLWeted. T—IZHIKRTBICIE. UTFDITY REERTLE
-a—o

# rm -Rf /var/lib/etcd/*

pa )

F=IWAVTVISRI—DIFAE, eted T—F T4 LI M) =&
/var/lib/origin/openshift.local.etcd 71 L 7 b —IlEHINZE
ER

3. EERNY I T TTF—9 774 IV EFNnEFNDeted /—RICETLET., TOFIE% etcd
ERUBAICEBINTVWETYRY—FKANEELIARNTDetcd KA MTEITLE T,

cp -R /backup/etcd-xxx/* /var/lib/etcd/

mv /var/lib/etcd/db /var/lib/etcd/member/snap/db

chcon -R --reference /backup/etcd-xxx/* /var/lib/etcd/
chown -R etcd:etcd /var/lib/etcd/R

H H F H

4, ER AP Tetecd —EREZEITL, IRV SR —%Z@HIIICETLE T,
ZhicklY etecd U —ERDARI LT 7AILHDERINF T, ThicLY, --force-new-
cluster 7 7> a v EEBMLTEITITY R EEXIINET,
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mkdir -p /etc/systemd/system/etcd.service.d/
echo "[Service]" > /etc/systemd/system/etcd.service.d/temp.conf
echo "ExecStart=" >> /etc/systemd/system/etcd.service.d/temp.conf
sed -n '/ExecStart/s/"$/ --force-new-cluster"/p' \
/usr/lib/systemd/system/etcd.service \
>> /etc/systemd/system/etcd.service.d/temp.conf

H H HF H

F+

systemctl daemon-reload
# master-restart etcd

5, IS—Xwvt—YOBEEAERALET,

I $ journalctl -fu etcd.service

6. BEMDRT—I R EHELET,

# etcdctl2 cluster-health

member 5ee217d17301 is healthy: got healthy result from
https://192.168.55.8:2379

cluster is healthy

7. 95 A9—F—RTeted —EXREBEELET,

# rm -f /etc/systemd/system/etcd.service.d/temp.conf
# systemctl daemon-reload
# master-restart etcd

8. BEMDAT—HREAVYN—D—EAERLET,

# etcdctl2 cluster-health

member 5ee217d17301 is healthy: got healthy result from
https://192.168.55.8:2379

cluster is healthy

# etcdctl2 member list

5ee217d17301: name=master-0.example.com
peerURLs=http://localhost:2380 clientURLs=https://192.168.55.8:2379
isLeader=true

9. RAIDA VARY Y ADEITEIC, eted H—/N—DHKY DEDAETTIZET,

5.4.2.1.1. peerURLS /X5 X —4 —DEIE

T—ADETHLUVOFRI S A5 —DIERKKRIC. peerURLs /X5 XA —4—&, IP DY IC eted H'E
T7@EAR" v A$ B localhost AR L F T,

# etcdctl2 member list
5ee217d17301: name=master-0.example.com peerURLs=http://*localhost*:2380
clientURLs=https://192.168.55.8:2379 islLeader=true

5.4.2.1.1.1. FIE

1. etcdctl member list ZEEHALTAYN—IDZRiELET,
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I “etcdctl member list®
2. etcd "ETBEEEZYYRAVTBIPAEREBLET,
I $ ss -14n | grep 2380

3. AUYN—1ERZEIDIP TEHLET,

# etcdctl2 member update 5ee217d17301 https://192.168.55.8:2380
Updated member with ID 5ee217d17301 in cluster

4. BEIT BICIE. IPAAYN—D—EICHBIEAHERLET,

$ etcdctl2 member list

5ee217d17301: name=master-0.example.com
peerURLs=https://*192.168.55.8*:2380
clientURLs=https://192.168.55.8:2379 islLeader=true

5.422.etcdv3 RF+v a3y hOET
V3T —YDETFIEIEI V2 T—YDETTOELRERHTT,

2Ty Tyay NOBEMICODWTIK, BXBICATYa VY TRIETEET, ATy Tyay kb
etcdctl snapshot save THERINZIGHEICIE. RF v Toay MIBEEN Ny aNEEFNTSE
Y, etcdctl snapshot restore TFx vV XINFET, RFvToay "B TFT—9FT4L I M) —
NEIAE—INBZHFEICIE. BEM/NY P 2lde<. --skip-hash-check ZEARALAWVWEEITIN
FthA.

BF

V3T =8 DHEE/TY B5FIRIFE— etcd KRR M TEITINDZILENHY T, TDRE
IKERYD/) — R SR —ICEBMTHIENTEET,

FIE
1. TRTD etcd Y—EREFIELF T,

I # systemctl stop etcd.service

2. HWT—FIANTICOWT, etedetl NMETFIENETING / — FTHEREZETY 2L
DICIh%z=7)T7LET,

I # rm -Rf /var/lib/etcd

3. snapshot restore O<Y >~ K%Z%E{TL. /etc/etcd/etcd.conf 77 M ILDEEZBEIHAF
ERS

# etcdctl3 snapshot restore /backup/etcd-xxxxxx/backup.db \
--data-dir /var/lib/etcd \
--name master-0.example.com \
--initial-cluster "master-0.example.com=https://192.168.55.8:2380"
\
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--initial-cluster-token "etcd-cluster-1" \
--initial-advertise-peer-urls https://192.168.55.8:2380 \
--skip-hash-check=true

2017-10-03 08:55:32.440779 I | mvcc: restore compact to 1041269
2017-10-03 ©08:55:32.468244 I | etcdserver/membership: added member
40bef1f6c79b3163 [https://192.168.55.8:2380] to cluster
26841ebcf610583c

4. N—3IvyravLUselinux AVFFRAMNAEETINLET7 71 ILICETLET,

# restorecon -Rv /var/lib/etcd

I # chown -R etcd.etcd /var/lib/etcd/

5 etcd Y —ERXEBHELZ T,

I # systemctl start etcd

6. TS—XAwvtE—COEEAERALET,

I # master-logs etcd etcd

5.4.3.etcd RRAMNDEI#Z

etcd RAMABE#ZBICIE, etcd VS5 RAY —%BRLTHSERMNEHIBRLES, COTAERT
&, BEMZAFIEORTHEICetcd KRR MDBKRDNZGEIEATI 4 —F L (ERBH) 2T 5 &

IICLET,

Digk

==
[=]

etcd VA —LBIMMAIRERIC V4 —F L (ERBY) 2T 20EHLNHY F
T, ChiE, BIC1 DUEDKRZA MDD HEE L TWBIMELrHZ I &EZEKLET,

RANBEEHRZEEDN eted V53R =DV 4 —F L (ERE) Z#F L TLWBIRRE

TEITIINDIHBE, V7RI BERIOREEZZITEEA, KAFEQR eted T—
Y DEHRNBERIZEICIE., —EOBREOEREN TN L AEMEL DY T,

s

etcd VSR —ICBBRTBIVWINHODOFIEEREHT BHIIC. etcd T—Y ERET 7ML
DNy I Ty TaEITWN, FIEIPRRTIBRICISRAY—HETTEDLIICLET,

54.4.etcd DR —1) Y

etcd V5 R9—I&, UV —R% etcd RAMIEBIMLTEENICHARET S EE, etcd RRAMNZEBML
TKEMICHART B2 EHTEET,
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pa 3

etcd NMERTZERES AT LDEDIC, V3R —ICIEEBICTRHDA VN—HDEENT
WBRELHY FT,

FHD etcd RAMNZEBL ISR —DIFHE. 74— LML VRICHIBTEET,
etcd RRA RO EHDHDE. 74—F L (ERE) ICHERBUIZEDY FHAN, BEER
CEOMUEIEFYVET, LEZIE, I5RA9—D 3 DDA VN—THEBERINBIBEIC
&, 74— L (BRE) 12T, %Y 01 OA”WEEMAICAYET, ChilLY, 2
FAY—EAVN—D 2 DONEETHBRY., HELKITET,

30D etcd RA MTEBHRINDERE I X5 —DEAVHERINE S,

FrRAR R MTIE. #FFE D Red Hat Enterprise Linux version 7 EHK A NARETY, eted A L —T &
BRADNT =XV RA%EERTEDLIICSSD 71 AV B LU /var/lib/etecd TYO Y hEN2E
BT4ZVICEMMBBELNHY FT,

AR

76

1. #il etcd KRR M ZEBMNT BHIIC, Tetcd FESLIVCT I DNV I T v 7] ZfT2TT—9D
BRZEHETEY,

2. IFED etcd VS RY—RT—9 R%&MEEL. FREFIANZEETRWISRY—ITEBIMNT S
EHEBIEET,

e V2etcdapi AT 2HE. UTOOYY REFEALIET,

# etcdctl --cert-file=/etc/etcd/peer.crt \
--key-file=/etc/etcd/peer.key \
--ca-file=/etc/etcd/ca.crt \
--peers="https://*master-0.example.com*:2379,\
https://*master-1.example.com*:2379,\
https://*master-2.example.com*:2379"\
cluster-health

member 5ee217d19001 is healthy: got healthy result from

https://192.168.55.12:2379

member 2a529bal1840722c0® is healthy: got healthy result from

https://192.168.55.8:2379

member ed4f0efd277d7599 is healthy: got healthy result from

https://192.168.55.13:2379

cluster is healthy

e v3etcdapi #EAT 2HEIF. UTOITY REETLET,

# ETCDCTL_API=3 etcdctl --cert="/etc/etcd/peer.crt" \
--key=/etc/etcd/peer.key \
--cacert="/etc/etcd/ca.crt" \
--endpoints="https://*master-0.example.com*:2379,\

https://*master-1.example.com*:2379,\

https://*master-2.example.com*:2379"

endpoint health
https://master-0.example.com:2379 is healthy: successfully
committed proposal: took = 5.011358ms
https://master-1.example.com:2379 is healthy: successfully
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committed proposal: took = 1.305173ms
https://master-2.example.com:2379 is healthy: successfully
committed proposal: took = 1.388772ms

3. scaleup Playbook #2179 2H1IC. FREFRA M EL)ZR RedHat V7 MO = 7 F v » RILIC
BEHRINTWAZEARRALET,

# subscription-manager register \
--username=*<username>* --password=*<password>*

# subscription-manager attach --pool=*<poolid>*

# subscription-manager repos --disable="*"

# subscription-manager repos \
--enable=rhel-7-server-rpms \
--enable=rhel-7-server-extras-rpms

etcd |& rhel-7-server-extras-rpms V7 bz 7F vV RIVTRAMINTWET,
4. WED etcd / — K Teted 8L Wiptables 7 v UL —KLET,

I # yum update etcd iptables-services

5. etcd IRA M D Jetcleted SFREE/Nv I T v T LFT,

6. #7138 etcd X > /X—h" OpenShift Container Platform / — KT ®» 25513, [MELHD KR
NS4 —ITEBM] LET,

7. ZOFIBEOHEY TIE. 1 DOFRAMEBMLTWS I EEZFIRE LTVWETH, BHOKRZR b
ZEBMY 5581F. FSRAMNTIRTOFIEZERTLIEY,

5.4.4.1. Ansible = L 7= etcd X b DB

FIR

1. Ansible 1 YR N =T 74 )L T, [new_etcd] EWD ZBHIDFR /I —TE L VFHIRKR
MNEERLET, RIC. new_eted Z)L— 7% [0SEV3] VIL—TDF &L TEMLET,

[0SEv3:children]
masters

nodes

etcd

new_etcd g

[OUTPUT ABBREVIATED]
[etcd]
master-0.example.com

master-1.example.com
master-2.example.com

[new_etcd] g
etcd0.example.com Q

m:n»}o)’i%ﬁbu LEd,
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2. OpenShift Container Platform 24 > X h—JLINTEHY. Ansible 1 YRV N =T 71 )L%
RRANTBER DS, etcd scaleup Playbook 2317 L £,

$ ansible-playbook /usr/share/ansible/openshift-
ansible/playbooks/byo/openshift-etcd/scaleup.yml

3. Playbook B"E{TI NI, Fi#ff eted KA b % [new_etcd] ZIL—TH 5 [eted] FIL—T
IKBITL. BEDRT—Y9RERMTZEIICA VRV N) =T 74 ILEEELET,

[0SEv3:children]
masters

nodes

etcd

new_etcd

[OUTPUT ABBREVIATED]

[etcd]
master-0.example.com
master-1.example.com
master-2.example.com
etcd0.example.com

4. Flannel ZfEA ¥ %H4&(1CI1E. OpenShift Container Platform DR R b T &
IC. /etc/sysconfig/flanneld IC#% % flanneld H—ERREAZE L. # L\ eted 7K

ANZEMLET,
FLANNEL_ETCD_ENDPOINTS=https://master -

0.example.com:2379, https://master-1.example.com:2379,https://master-
2.example.com:2379, https://etcd0.example.com:2379

5. flanneld Y—EX2BEHL T,

I # systemctl restart flanneld.service

5.4.4.2. i3 etcd KRR F DFENIC L BB

FIg
BiED etcd 7 7 XA9—DER
etcd BEBAZ ZER T 21T, EZRIEDEICE I A Topenssl IV REERITLET,

1. RIERHEFRLET T,

export NEW_ETCD_HOSTNAME="*etcd0@.example.com*"
export NEW_ETCD_IP="192.168.55.21"

export CN=$NEW_ETCD_HOSTNAME

export SAN="IP:${NEW_ETCD_IP}"

export PREFIX="/etc/etcd/generated_certs/etcd-$CN/"
export OPENSSLCFG="/etc/etcd/ca/openssl.cnf"
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R

etcd_v3_ ca_* & L THERAINEHRHY LD openssl HLE5RIC
l&. subjectAltName & L T®D $SAN BEBLZHMIESEFN T T, Fil
I&. /etc/etcd/ca/openssl.cnf Z5HR L T 23N,

2. REBSLVABREEZREISZTALIM)—ZHERLET,

I # mkdir -p ${PREFIX}

3. U—N—GREERZEM L. ThIZERLZXT (server.csr 5 & U server.crt),

# openssl req -new -config ${OPENSSLCFG} \
-keyout ${PREFIX}server.key \
-out ${PREFIX}server.csr \
-reqexts etcd_v3_req -batch -nodes \
-subj /CN=$CN

# openssl ca -name etcd_ca -config ${OPENSSLCFG} \
-out ${PREFIX}server.crt \
-in ${PREFIX}server.csr \
-extensions etcd_v3_ca_server -batch

4. EFFIAZEERZERH L. INICER L X T (peer.csr & & U peer.crt),

# openssl req -new -config ${OPENSSLCFG} \
-keyout ${PREFIX}peer.key \
-out ${PREFIX}peer.csr \
-reqexts etcd_v3_req -batch -nodes \
-subj /CN=$CN

# openssl ca -name etcd_ca -config ${OPENSSLCFG} \
-out ${PREFIX}peer.crt \
-in ${PREFIX}peer.csr \
-extensions etcd_v3_ca_peer -batch

5. 8 CTLEETISLDIC, MAEDetcd BES LV ca.crt 774 EH YT ELTRED / —
I\\\b\rgzl E_bi-a—o

# cp /etc/etcd/etcd.conf ${PREFIX}
# cp /etc/etcd/ca.crt ${PREFIX}

6. EHid detcd RAMMS, FIRARANE ISR —ITEBMLET, etcd A V/IN—% IS RHY —
ISBINT 2 ICiE. FTRHD X > /X—D peerURLs fEDT 7 # )L b D localhost 7 % A% 3
ZRENHYET,

a. member list AV Y REZFERALTHRHADAVN—DAVN— D ZBREFLET,

# etcdctl --cert-file=/etc/etcd/peer.crt \
--key-file=/etc/etcd/peer.key \
--ca-file=/etc/etcd/ca.crt \
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peers="https://172.18.1.18:2379, https://172.18.9.202:2379, https:/
/172.18.0.75:2379" \ €
member list

--peers XS A—H—{BETT7 VT4 TR etcd X V/X\—DH®D URL #18ET 5 &L D I
LTI,

b. etecd NV SR —EFICDWTY Y RAVTBIPT7RLAZEREBLET,

I $ ss -14n | grep 2380

c. BERIDFIETHEINIAVNN—IDELVIP7RLRAAEL T, etcdctl member
update ¥ K%{EMA L TpeerURLs DEEEH L 7,

# etcdctl --cert-file=/etc/etcd/peer.crt \
--key-file=/etc/etcd/peer.key \
--ca-file=/etc/etcd/ca.crt \

peers="https://172.18.1.18:2379, https://172.18.9.202:2379, https:/
/172.18.0.75:2379" \

member update 511b7fb6cc0O001 https://172.18.1.18:2380

d. member list 7YY RAZEZE{TL. 7 URL IC localhost " EF N @5 LHICLFE
ERR

7. iR A N & etcd VSR —ICEBMLET, FRAZAMIFAEREINTVWARWZSH, FRK
ARNEBETDHEFTCAT—Y AN unstarted DEFFTHDZ EISFELTLEIL,

Digk

H
[=]

BAYN—=%EBML, 1EIC1 DT DX YNRN—%FU 54 VREICLE

T BAVYN—%JZRAH—ITEBMNT ZRIC. IBEDEF7 D peerURL —
BEEFAETINENHY T, peerURL —E(I X VN—DEBMINZLV
ICIEER L F 9, etcdctl member add O< Y Rik, LUTFICEREAIhTW
LI, AVUN—%EBINT ZEIC eted.conf 7 7 1L TRET Z2HED
HHEEHEALET,

# etcdctl -C https://${CURRENT_ETCD_HOST}:2379 \
--ca-file=/etc/etcd/ca.crt \
--cert-file=/etc/etcd/peer.crt \
--key-file=/etc/etcd/peer.key member add ${NEW_ETCD_HOSTNAME}

https://${NEW_ETCD_IP}:2380 €)

Added member named 10.3.9.222 with ID 4el1db163a21d7651 to cluster
ETCD_NAME="<NEW_ETCD_HOSTNAME>"

ETCD_INITIAL_CLUSTER="
<NEW_ETCD_HOSTNAME>=https://<NEW_HOST_IP>:2380,
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<CLUSTERMEMBER1_NAME>=https:/<CLUSTERMEMBER2_IP>:2380,
<CLUSTERMEMBER2_NAME>=https:/<CLUSTERMEMBER2_IP>:2380,
<CLUSTERMEMBER3_NAME>=https:/<CLUSTERMEMBER3_IP>:2380"
ETCD_INITIAL_CLUSTER_STATE="existing"

ZDITT, 10.3.9.222 [Fetcd X Y NN—DSRIVTE, RAME, IPT7RLRFITE
MAZREZEETEET,
8. >~ 7L ${PREFIX}/etcd.conf 7 7 1 ILEBEFH L XY,
a. UTOEZEFIOFIETERINBICESHZIZET,
e ETCD_NAME
e ETCD_INITIAL_CLUSTER
e ETCD_INITIAL_CLUSTER_STATE

b. UTOZEHIZ. BRIOFIRTEAINHFHRERAAMDIPICEEL XY, ${NEW_ETCD_IP}
&, & LTHEATEEY,

ETCD_LISTEN_PEER_URLS
ETCD_LISTEN_CLIENT_URLS

ETCD_INITIAL_ADVERTISE_PEER_URLS
ETCD_ADVERTISE_CLIENT_URLS

C. AVN—=YRTFT L% eted /—RELTHERLTWEIZEITIE, /etc/etcd/eted.conf 7 7 1
IDIREDEZ= LEXTEZ2NEIHYET,

d 771V TEXIS—PRELTWVWBIP7ZRLADPLBWVWHLHEEELET, T5—PREN
HDHBEITIE, etced T —ERDNKBLTLE D AEELIHY F 9,

I # vi ${PREFIX}/etcd.conf

9. 1 VAM=IT 74N %EKRANT B/ —KTIE, /etc/ansible/hosts 1 VRV N —T 74 I)LD
[etcd] RRA KNI —T5BHLET, L etcd RRA M EHIFR L, FIRAX NEBMLE T,

10. SEBRE. YU TIERET 710, 8LV ca%s2E5T tgz 771 IV EER L. ThEFIRKZ b
ICaE—LZE9d,.

# tar -czvf /etc/etcd/generated_certs/${CN}.tgz -C ${PREFIX}
# scp /etc/etcd/generated_certs/${CN}.tgz ${CN}:/tmp/

Fil etcd KA MEZTELF T,

1. iptables-services %4 Y X h—JL L T etcd DHERR— M ZFH < 7281 iptables 21—
TAVT14—%EELET,

I # yum install -y iptables-services

2. etcd DBEE%AFFAI T % 0S_FIREWALL ALLOW 7 7 A4 7o #—JLIL—IL &R L £ 9,

o V547 MNDKR— K 2379/cp
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o ET7REEMDKR— Ik 2380/tcp

systemctl enable iptables.service --now
iptables -N OS_FIREWALL_ALLOW

H H

tcp --dport 2379 -j ACCEPT

# iptables -A OS_FIREWALL_ALLOW -p tcp -m state --state NEW -m

tcp --dport 2380 -j ACCEPT
# iptables-save | tee /etc/sysconfig/iptables

pa 3

ZOFHITIE. FEF T — 0S_FIREWALL_ALLOW WMEXINF T, Th
I&. OpenShift Container Platform f Y A N—=5—DNT7 74 70+ —JL)L—

JVIERT 2EEDLRIICARY T,

Digk

==
[=]

RIEN 12aS IRIETHRA MINTWBIFEICIE. 1 VRAI VAN

DR—MIA>TLB I Z T4 vV EFATEZLIIC, EFal

TA—IIN—TEEELET,

3. etcd A VAN —=ILET,

I # yum install -y etcd

N—I 37 etcd-2.3.7-4.e17.x86_64 LIELN M VA M—=ILEINTWB I E%=MHELET,

4. etcd Y—EXDNE[TINTVWARWT E 2R LET,
I # systemctl disable etcd --now
5 etcd RES LUV T—Y ZHIRRLZF T,

# rm -Rf /etc/etcd/*
# rm -Rf /var/lib/etcd/*

6. AIFAZES L URE7 7MLV EZRFALEX Y,
I # tar xzvf /tmp/etcd0.example.com.tgz -C /etc/etcd/
7. 27 AIFREEDNN—I vy avELTBRELET,

# chown -R etcd/etcd /etc/etcd/*
# chown -R etcd/etcd /var/lib/etcd/

8. iR AMNTetcd L X,

iptables -t filter -I INPUT -j OS_FIREWALL_ALLOW
# iptables -A OS_FIREWALL_ALLOW -p tcp -m state --state NEW -m
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I # systemctl enable etcd --now

9. RAMDNI SR —D—ETHZ I EELMEDI R —DREMZHERLFT,
e v2etcdapi ZERAT 2HGIE. UTFDITY FZERITLET,

# etcdctl --cert-file=/etc/etcd/peer.crt \
--key-file=/etc/etcd/peer.key \
--ca-file=/etc/etcd/ca.crt \
--peers="https://*master-0.example.com*:2379,\
https://*master-1.example.com*:2379,\
https://*master-2.example.com*:2379,\
https://*etcd0.example.com*:2379"\
cluster-health

member 5ee217d19001 is healthy: got healthy result from

https://192.168.55.12:2379

member 2a529bal1840722c0® is healthy: got healthy result from

https://192.168.55.8:2379

member 8b8904727bf526a5 is healthy: got healthy result from

https://192.168.55.21:2379

member ed4fefd277d7599 is healthy: got healthy result from

https://192.168.55.13:2379

cluster is healthy

e v3etcdapi ZERAT 2HEIF. UTOITY REEFTLET,

# ETCDCTL_API=3 etcdctl --cert="/etc/etcd/peer.crt" \
--key=/etc/etcd/peer.key \
--cacert="/etc/etcd/ca.crt" \
--endpoints="https://*master-0.example.com*:2379,\

https://*master-1.example.com*:2379,\

https://*master-2.example.com*:2379,\

https://*etcd0.example.com*:2379"\

endpoint health
https://master-0.example.com:2379 is healthy: successfully
committed proposal: took = 5.011358ms
https://master-1.example.com:2379 is healthy: successfully
committed proposal: took = 1.305173ms
https://master-2.example.com:2379 is healthy: successfully
committed proposal: took = 1.388772ms
https://etcd0.example.com:2379 is healthy: successfully committed
proposal: took = 1.498829ms

#% OpenShift Container Platform ¥ 24 —DZE &

1. IRXTDYRY—D /etc/origin/master/master-config.yaml 7 7 1 )LD
etcClientInfo £/ a3V TIYRI—FRELZZELFIT, il etcd KA M2, T—F %2 RH:F
9 %728 (Z OpenShift Container Platform 2#A Y % eted H—/N\—D—EIZEML. KK LKL
TARTDeted RR M &HIBRL X7,

etcdClientInfo:
ca: master.etcd-ca.crt
certFile: master.etcd-client.crt
keyFile: master.etcd-client.key
urls:
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https://master-0.example.com:2379
https://master-1.example.com:2379
https://master-2.example.com:2379
https://etcd0.example.com:2379

2. YAY—APIH—EREHEEL T,

o BYRH—DAVAM=ILIZFLTIE. UTFERITLET,
I # systemctl restart atomic-openshift-master-api

o FlF, B—VYRI—VFRI—DAVAR—ITIEUTZRITLTLEIW,

I #systemctl restart atomic-openshift-master

Digk

==
[=]

eted / — ROIFHFHTRITNIERY FEA, TDEH., 2 DULED
RANZEBNT 2BENHY XY,

3. Flannel Z AT %156, #if etcd RR M ZfBAAL7HIC. §XTD OpenShift Container

Platform 7R X k@ /etc/sysconfig/flanneld (Z#% % flanneld V' —ERXHZEEZZEL X
E

FLANNEL_ETCD_ENDPOINTS=https://master -

0.example.com:2379, https://master-1.example.com:2379,https://master-
2.example.com:2379, https://etcd0.example.com:2379

4. flanneld Y—EX2BEHL T,

I # systemctl restart flanneld.service

5.4.5. etcd 7K X b DI

EITiRIC eted RRA DR T 25EI1E. VT XI—DSHIBRLET,
FTRTCDVYRY—KRAMTEITIBFIR

FIE

1. BEDetcd "A M %Z etcd VT A9 —DBHIFRLE T, Feted /—RIZDWTUATOOT VR
=ERITLET,

# etcdctl -C https://<surviving host IP address>:2379 \
--ca-file=/etc/etcd/ca.crt \

--cert-file=/etc/etcd/peer.crt \
--key-file=/etc/etcd/peer.key member remove <failed member ID>
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2. IRTDVYARAY—TYARAY— APIH—ERA2BiEEILF T,

I # master-restart api restart-master controller

BRED etcd V S AY—TCER1T9 5FE

FIE
1. KBLAEKRRAMNE S RY—HDSHIBRLET,

# etcdctl2 cluster-health

member 5ee217d19001 is healthy: got healthy result from
https://192.168.55.12:2379

member 2a529bal1840722c0® is healthy: got healthy result from
https://192.168.55.8:2379

failed to check the health of member 8372784203e11288 on
https://192.168.55.21:2379: Get https://192.168.55.21:2379/health:
dial tcp 192.168.55.21:2379: getsockopt: connection refused
member 8372784203e11288 is unreachable: [https://192.168.55.21:2379]
are all unreachable

member ed4f0efd277d7599 is healthy: got healthy result from
https://192.168.55.13:2379

cluster is healthy

# etcdctl2 member remove 8372784203e11288 g
Removed member 8372784203e11288 from cluster

# etcdctl2 cluster-health

member 5ee217d19001 is healthy: got healthy result from
https://192.168.55.12:2379

member 2a529bal1840722c0® is healthy: got healthy result from
https://192.168.55.8:2379

member ed4fefd277d7599 is healthy: got healthy result from
https://192.168.55.13:2379

cluster is healthy

ﬂ remove O<Y YV RIZIEHRA MNETIEAL, eted ID B’UBETT,

2. etcd BRET etcd Y—ERDBREHIFICKHRLAZRAMNEFERALAVWLDICTSICIE. BYDT
RTD eted FA MNT /etc/etcd/etcd.conf 7 71 JLAZE L, ETCD_INITIAL_CLUSTER
EHOEISKBM LKA NEEIBRLET,

I # vi /etc/etcd/etcd.conf

£
ETCD_INITIAL_CLUSTER=master -
0.example.com=https://192.168.55.8:2380, master -

1.example.com=https://192.168.55.12:2380, master -
2.example.com=https://192.168.55.13:2380

UFD&LSICYFY,
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ETCD_INITIAL_CLUSTER=master -
0.example.com=https://192.168.55.8:2380, master -
1.example.com=https://192.168.55.12:2380

pz o-1o)
KM ULIZARRA M etedetl 2FA L CTHIBRINTWB DT, etcd H—ERXDH
EFIFAETT,

3. Ansible 1 YRV KN =T 7 A IV EISAI—DRIEDAT—4 A% KM L. Playbook DFEE
TEORBEERITF LIICERELEY,

[0SEv3:children]
masters

nodes

etcd

[OUTPUT ABBREVIATED]

[etcd]
master-0.example.com
master-1.example.com

4. Flannel 2R L TW3I54E. §XTDKRR KD /etc/sysconfig/flanneld ICH %
flanneld ¥ —EXBREZZEE L. etcd KRR MZHIFRL X T,

FLANNEL_ETCD_ENDPOINTS=https://master -
0.example.com:2379, https://master-1.example.com:2379,https://master-

2.example.com:2379

5. flanneld Y—EX2BEHL T,

I # systemctl restart flanneld.service
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F6E JOVIIMLRILDY R Y

61. 7OV NDNNY O T v T

BETZ2ITRTDT—YDNY I Ty TOEMRICIE, TRTOEEREREZTIZAR—KL, FRIO

VI MIETIBIENERLIET,

pa

OpenShift Container Platform @ 702 2 DNy 97 v THE L CETY —ILITDWT
l&. IR7E Red Hat THRFEHTY ., #FHMlE. ULTFONRTZSRBL T LI,

e bugzilla 1303205

FI7

1. NI Ty TIFTEDEET—Y A5 ITRT—ERRLET,

$ oc get all

NAME TYPE FROM LATEST

bc/ruby-ex Source Git 1

NAME TYPE FROM STATUS STARTED
DURATION

builds/ruby-ex-1 Source Git@c457001 Complete 2 minutes ago
35s

NAME DOCKER REPO

TAGS UPDATED

is/guestbook 10.111.255.221:5000/myproject/guestbook
latest 2 minutes ago

is/hello-openshift 10.111.255.221:5000/myproject/hello-openshift
latest 2 minutes ago

is/ruby-22-centos? 10.111.255.221:5000/myproject/ruby-22-centos?7
latest 2 minutes ago

is/ruby-ex 10.111.255.221:5000/myproject/ruby-ex
latest 2 minutes ago

NAME REVISION DESIRED CURRENT TRIGGERED BY
dc/guestbook 1 1 1

config, image(guestbook:latest)

dc/hello-openshift 1 1 1

config, image(hello-openshift:latest)

dc/ruby-ex 1 1 1

config, image(ruby-ex:latest)

NAME DESIRED CURRENT READY AGE
rc/guestbook-1 1 1 1 2m
rc/hello-openshift-1 1 1 1 2m
rc/ruby-ex-1 1 1 1 2m

NAME CLUSTER-IP EXTERNAL-IP PORT(S)

AGE

svc/guestbook 10.111.105.84 <none> 3000/TCP
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2m
svc/hello-openshift 10.111.230.24 <none>
8080/TCP,8888/TCP 2m

svc/ruby-ex 10.111.232.117 <none> 8080/TCP

2m

NAME READY STATUS RESTARTS AGE
po/guestbook-1-c010g 1/1 Running 0 2m
po/hello-openshift-1-4zw2q 1/1 Running 0 2m
po/ruby-ex-1-build 0/1 Completed 0 2m
po/ruby-ex-1-rxc74 1/1 Running 0 2m

2. 7OV ATV Y M%& yaml £72ld .json 77 A IICT IV AR—MLET,

o OYVIVNATV Y N% project.yaml 7 7/ JLICT Y AR— KT BITIE, UT%E=E
TLET,

I $ oc export all -o yaml > project.yaml

o OYVIVNATI Y MN% project.json 774 ILICT YV AR— KT BITIE, UT%E=E
TLET,

I $ oc export all -o json > project.json

3. 7OY Y b®d role bindings. secrets. service accounts. & & U persistent

volume claims #TV AR—bML X7,

$ for object in rolebindings serviceaccounts secrets imagestreamtags
podpreset cms egressnetworkpolicies rolebindingrestrictions
limitranges resourcequotas pvcs templates cronjobs statefulsets hpas
deployments replicasets poddisruptionbudget endpoints
do

oc export $object -o yaml > $object.yaml
done

4. —EOITVRAR— I NINEATIO o M METOV T NHOBEEDAYT—Y X=IZEED ID

ANDSRIIKEFET 2HEIHYET, Ihid. BERINZ A T2/ bO1—HEY T4 —
ICH T BHIRICARY T,

imagestreams D{FMAEIC. deploymentconfig @ image /X5 X —4¥ —(d, BTINZE
BICEELBRVHRL YA M) —RHDOA A=V DRFED sha Fx v VY LERSAY N BHE
BHYFET, fz& 2. > T "ruby-ex” % oc new-app centos/ruby-22-
centos7~https://github.com/openshift/ruby-ex.git & L CTETTEE. 1 A=
HRANTBODOHNEL A MY —%EHAT % imagestream ruby-ex BMERI N F 7,

$ oc get dc ruby-ex -o jsonpath="
{.spec.template.spec.containers[].image}"
10.111.255.221:5000/myproject/ruby-
ex@sha256:880c720b23c8d15a53b01db52f7abdchb2280e03f686a5c8edfeflaza7’
b2icee

oc export TDI Y AR—KERUAZET, deploymentconfig #1 Vi R—KF5&, 4
A—=IDFELBAWEEICIFERBLEFT,

IDESRTYI RR—MEERT ZIIE, openshift-ansible-contrib JRY K1) —od
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project_export.sh AL ET, ThiCLY, BHOELZ 7 7M4ILIC, IRTOTO
VO MNATI YV MDERINE S, TORY ) FROEFTHRFRAMI, co7Ov /b
EPMEEINILETALIRN)—&, ZO7OV I MIEEFNZFT TV RNIATTED
json 774D, TDRI) FMILIYERINET,

R

LT TE&RIN 3% openshift-ansible-contrib YRY MY —DO— K&
Red Hat TEARHIICH R— M INTWBERTIEHY FEAD, VI 7LV RT—
FTFIOFv—F—LEI—RHIERBYICHEL, Z2THDHIE%2HERT
OICTAMZRITLTWET,

22 Y 7 ME Linux TETIN, ChiZiEjgbLPoc IV RHBM VR b—
IWEINTWBRENHY T, T/, HROTAY I MIH22F TV b

FHEND I &EDTE B1—Y—T. OpenShift Container Platform FRiED > R

FAICOTA Y L TELKDBERHY T,

$ mkdir ~/git

$ cd ~/git

$ git clone https://github.com/openshift/openshift-ansible-
contrib.git

$ cd openshift-ansible-contrib/reference-
architecture/day2ops/scripts

$ ./project_export.sh <projectname>

$ ./project_export.sh myproject

Exporting
Exporting
Exporting
Exporting
Exporting

namespace to project-demo/ns.json

rolebindings to project-demo/rolebindings.json
serviceaccounts to project-demo/serviceaccounts.json
secrets to project-demo/secrets.json
deploymentconfigs to project-demo/dc_*.json

Patching DC...

Exporting
Exporting
Exporting
Exporting
Exporting
Exporting
Exporting
Exporting
Exporting
Exporting

buildconfigs to project-demo/bcs.json

builds to project-demo/builds.json

imagestreams to project-demo/iss.json
imagestreamtags to project-demo/imagestreamtags.json
replicationcontrollers to project-demo/rcs.json
services to project-demo/svc_*.json

pods to project-demo/pods.json

podpreset to project-demo/podpreset.json

configmaps to project-demo/cms.json
egressnetworkpolicies to project-

demo/egressnetworkpolicies.json

Exporting

rolebindingrestrictions to project-

demo/rolebindingrestrictions.json

Exporting
Exporting
Exporting
Exporting
Exporting
Exporting
Exporting
Exporting

limitranges to project-demo/limitranges.json
resourcequotas to project-demo/resourcequotas.json
pvcs to project-demo/pvcs.json

routes to project-demo/routes.json

templates to project-demo/templates.json

cronjobs to project-demo/cronjobs.json
statefulsets to project-demo/statefulsets.json
hpas to project-demo/hpas.json
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Exporting deployments to project-demo/deployments.json
Exporting replicasets to project-demo/replicasets.json

Exporting poddisruptionbudget to project-
demo/poddisruptionbudget.json

5. INHAETINEDS, 774 IIEHEREL, AVTFVYNBEUICIVRAR—RNINTWE I &R

HERLET,

$ cd <projectname>

$ 1s -1
bcs.json

builds.json

cms.json

cronjobs.json

dc_ruby-ex.json
dc_ruby-ex_patched. json
deployments.json
egressnetworkpolicies. json
endpoint_external-mysgl-service.json
hpas.json

imagestreamtags.json

iss.json

limitranges.json

ns.json

poddisruptionbudget.json
podpreset.json

pods.json

pvcs.json

rcs.json

replicasets.json
resourcequotas.json
rolebindingrestrictions. json
rolebindings.json
routes.json

secrets.json
serviceaccounts.json
statefulsets.json
svc_external-mysqgl-service.json
svc_ruby-ex.json

templates. json

$ less bcs.json

pa 3

TDATI ) MBI FELRWIGE, T RAR—KMEFICEDOT 74 ILIMERI 1
i—g_o

6. imagestreams ZfEfH L TW 3154, X7 ) 7 M& deploymentconfig % 1 X —< sha @
KDOYICA A -V SREFEATSELDICEREL. _patched DEMEREZFEALTIT I AR—
NINZEDUAD json 7 71 ILEER L £,

$ diff dc_hello-openshift.json dc_hello-openshift_patched.json

45c45
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"image": "docker.io/openshift/hello-

openshift@sha256:42b59c869471alb5fdacadf778667cecbaa79e002b7235f8091
540ae612f0e14",

>

"image": "hello-openshift:latest",

a5 H-
= A
BEERTIORYY) TMIEHDIYTF—Pod ZHR— M LTWARWH, E

=
S

C gr

THEALTLEIWY,

6.2. 7O TV NDETT

7OV Y MEETTS-HIC. oc create -f pods.json #ER{TLTHFBE OV 7 ME/ERL
THH, TVRAR—PMINAET 74V EBTLET, 2L, 7OV ME2EONSETT 2ITIE.
—HOIOAV I " HMEOTOV Y MIUEKELTWR I EN OB EDIEFAIEET Z2HENHY X
¥, &AL, pods Z/ERKT BHIIC configmaps #ERT Z2HELHY T,

FI7

1. 7OV IV MPE—T 74 ILELTIVRAR—FINTWVWBBEEIK, UWTOaYY REETL
TIDI7 74 EAVR—KNLET,

ocC
ocC
ocC
ocC
ocC
ocC

P BB BB

new-project <projectname>

create
create
create
create
create

DI

==
[=]

-f
-f
-f
-f
-f

project.yaml
secret.yaml
serviceaccount.yaml
pvc.yaml
rolebindings.yaml

PdBELVT I AN NG —ERTHOD Y NRED—ED Y Y —RIIEKT

TRWGENHY T,

2. project_export.sh 27 )7 hAFRALTTAOY TV 2TV RKR—MLIBE. 7714
\& projectname 74 L7 b)) —IZHY ET, TN HIE project_import.sh X7 ) Fh%
BEEGTLTAVR—-PITEZFYT, TORYY T MNIBERIEFT oc create 7O R %EE

TLET,

$ mkdir ~/git
$ cd ~/git
$ git clone https://github.com/openshift/openshift-ansible-
contrib.git
$ cd openshift-ansible-contrib/reference-
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architecture/day2ops/scripts
$ ./project_import.sh <projectname_path>

f:

$ 1s ~/backup/myproject

bcs.json dc_guestbook_patched. json dc_ruby-
ex_patched.json pvcs.json secrets.json
builds.json dc_hello-openshift.json iss.json

rcs.json serviceaccounts.json

cms.json dc_hello-openshift_patched.json ns.json
rolebindings.json svcs.json
dc_guestbook.json dc_ruby-ex.json
routes.json templates.json

pods.json

$ ./project_import.sh ~/backup/myproject
namespace "myproject" created

rolebinding "admin" created

rolebinding "system:deployers" created
rolebinding "system:image-builders" created
rolebinding "system:image-pullers" created
secret "builder-dockercfg-mghs6" created
secret "default-dockercfg-51xb9" created
secret "deployer-dockercfg-6kvz7" created

Error from server (AlreadyExists):
"myproject//serviceaccounts.json":

exists

Error from server (AlreadyExists):
"myproject//serviceaccounts.json":

exists

Error from server (AlreadyExists):
"myproject//serviceaccounts.json":

error when creating
serviceaccounts "builder" already

error when creating
serviceaccounts "default" already

error when creating
serviceaccounts "deployer"
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already exists

error: no objects passed to create

service '"guestbook" created

service "hello-openshift" created

service "ruby-ex" created

imagestream '"guestbook" created
imagestream "hello-openshift" created
imagestream "ruby-22-centos7" created
imagestream "ruby-ex" created

error: no objects passed to create

error: no objects passed to create
buildconfig "ruby-ex" created

build "ruby-ex-1" created

deploymentconfig "guestbook" created
deploymentconfig "hello-openshift" created
deploymentconfig "ruby-ex" created
replicationcontroller "ruby-ex-1" created
Error from server (AlreadyExists): error when creating

"myproject//rcs.json": replicationcontrollers "guestbook-1" already

exists

Error from server (AlreadyExists): error when creating
"myproject//rcs.json": replicationcontrollers "hello-openshift-1"
already exists

pod "guestbook-1-c010g" created



F6E OV MLNRILDYRY

pod "hello-openshift-1-4zw2q" created

pod "ruby-ex-1-rxc74" created

Error from server (AlreadyExists): error when creating
"myproject//pods.json": object is being deleted: pods "ruby-ex-1-
build" already exists

error: no objects passed to create

pz o-1o)
serviceaccounts 8LV —J Ly NaEDO—EOA Tz A TOP

7 MERRBSICEBIMICER I NS 7-0IC AlreadyExists TS —hAKRRIND
BERHY ET,

3. buildconfigs Z{FAT 2N EI D ZHERLE T,

$ oc get bc

NAME TYPE FROM LATEST

ruby-ex Source Git 1

$ oc get pods

NAME READY STATUS RESTARTS AGE
guestbook-1-plnng 1/1 Running 0 26s
hello-openshift-1-g4g0j 1/1 Running 0 26s

buildconfigs ##Ad 23H4&. EINEZEENICNY A—3hT. 7)) r—y 3 vIdET
INFEtA,

4. buildconfigs 2 A Y 2%A. EIRZ M) H—TF 3l oc start-build Av Y FZE
TLET,

$ for bc in $(oc get bc -o jsonpath="{.items[*].metadata.name}")
do

oc start-build ${bc}
done

Pod B RDETHICTO14 I F T,

5. 7OV IV MIERTINALIEZERT I UTEERITLET,

$ oc get all

NAME TYPE FROM LATEST

bc/ruby-ex Source Git 2

NAME TYPE FROM STATUS

STARTED DURATION

builds/ruby-ex-1 Source Git Error (BuildPodDeleted)

About a minute ago
builds/ruby-ex-2  Source Git@c457001  Complete

55 seconds ago 12s

NAME DOCKER REPO

TAGS UPDATED

is/guestbook 10.111.255.221:5000/myproject/guestbook
latest About a minute ago

is/hello-openshift 10.111.255.221:5000/myproject/hello-openshift
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BY

AGE
1m
1m
42s
55s

latest About a minute ago
is/ruby-22-centos?7 10.111.255.221:5000/myproject/ruby-22-centos?
latest About a minute ago
is/ruby-ex 10.111.255.221:5000/myproject/ruby-ex
latest 43 seconds ago
NAME REVISION DESIRED CURRENT TRIGGERED
dc/guestbook 1 1 1
config, image(guestbook:latest)
dc/hello-openshift 1 1 1
config, image(hello-openshift:latest)
dc/ruby-ex 1 1 1
config, image(ruby-ex:latest)
NAME DESIRED CURRENT READY AGE
rc/guestbook-1 1 1 1 im
rc/hello-openshift-1 1 1 1 im
rc/ruby-ex-1 1 1 1 43s
NAME CLUSTER-IP EXTERNAL-IP PORT(S)
AGE
svc/guestbook 10.111.126.115  <none> 3000/TCP
1m
svc/hello-openshift 10.111.23.21 <none>
8080/TCP,8888/TCP 1m
svc/ruby-ex 10.111.162.157 <none> 8080/TCP
1m
NAME READY STATUS RESTARTS
po/guestbook-1-plnng 1/1 Running 0
po/hello-openshift-1-g4g0j 1/1 Running 0
po/ruby-ex-1-h99np 1/1 Running 0
po/ruby-ex-2-build 0/1 Completed 0

ya 53!

H—ERXRBLUPodIP 7 KL RIFERREFICEIICEIY U TONBDTREAL ST

\I\ij—o

6.3. PERSISTENT VOLUME CLAIM (kiR ) 2 —LEK) DNy I 7 v T

AVTFFHF—RHOKkEET—d 45— /NN—CEER T,

BF

OpenShift Container Platform |Rig% R X Mg 2 —EO OS5 —Tld. Nv o7 v T
BLIVETENTH—RR=F 1 —DRF v T¥ay NF—EXEBHT 2HENDH S
mahHY £¥, 272 L. OpenShift Container Platform TldZh 5 DY —E X % #2E1T
DHBEEIRE L TWARWED, AETEHINLDFIBICOWTIEFRBAL LA

BEDOT7 ) r—oavIiIlEBT2ELWAY I 7y TFIEIZ, BEORFa2 XAV MESRBLTLES
W 2EZE mysql 7—49 74 LI MN)—BREZIE—LTEFERATREANY I 7y TIIERINZE
HA,. TORDHY I, OpenShift Container Platform " RA M2 5y N7+ —LTREINZ R
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FyTvay by a—vavEFRTERE, BEOT7T IV S—2arviEEoNy o7y TEIEER
TFLTHL, TR LTLEIVN,

FI7

. Fav I hBL VP Pod R RLET,

$ oc get pods

NAME READY STATUS RESTARTS AGE
demo-1-build 0/1 Completed 0 2h
demo-2-fxx6d 1/1 Running 0 1h

KR 2 —LATHEAINTWERY) 1 —LZRETES LD ICHKHER Pod DIFHRZEGF L X
-a—o

$ oc describe pod demo-2-fxx6d
Name: demo-2-fxx6d
Namespace: test
Security Policy: restricted
Node: ip-10-20-6-20.ec2.internal/10.20.6.20
Start Time: Tue, 05 Dec 2017 12:54:34 -0500
Labels: app=demo

deployment=demo-2

deploymentconfig=demo
Status: Running
IP: 172.16.12.5
Controllers: ReplicationController/demo-2
Containers:

demo:

Container ID:
docker://201f3e55b373641ebh36945d723e1e212ecab847311109b5ceelfd010942
4217a

Image: docker-
registry.default.svc:5000/test/demo@sha256:0a9f2487a0d95d51511e49d20
dcoff6f3504361935968b0c83fch98a7a8c381a

Image ID: docker-pullable://docker-
registry.default.svc:5000/test/demo@sha256:0a9f2487a0d95d51511e49d20
dcoff6f3504361935968b0c83fch98a7a8c381a

Port: 8080/TCP

State: Running

Started: Tue, 05 Dec 2017 12:54:52 -0500

Ready: True

Restart Count: ©

Volume Mounts:

*/opt/app-root/src/uploaded from persistent-volume (rw)*
/var/run/secrets/kubernetes.io/serviceaccount from default-
token-8mmrk (ro)

Environment Variables: <none>
...omitted...

DO AKKEET—4 h /opt/app-root/src/uploaded T4 LV M) —ICH BT %KL
TWET,

F—4&AHO—A)ICAE—LZXT,

I $ oc rsync demo-2-fxx6d:/opt/app-root/src/uploaded ./demo-app

95



OpenShift Container Platform 3.10 Day 2 #2{F /i1 K

receiving incremental file list
uploaded/

uploaded/ocp_sop.txt
uploaded/lost+found/

sent 38 bytes received 190 bytes 152.00 bytes/sec
total size is 32 speedup is 0.14

ocp_sop.txt 77 A IEA—HILY AT LI I YOA—RINh, NI Ty TFIYTRIT
FEBDNY Ty TANZZXLTINY YTy TIhFT,

pa 3

F7. pve ZEAETIC Pod Z BT 25EICIE. BRIOFIEZEATZ I &
HETEETH. pve MBENEDI N 2R THRRBIT 2LENHYEY., T—F 2
FLHhoER7AERZEAL. HFRAMNL —VEERTEIENTIET,

6.4. PERSISTENT VOLUME CLAIM (k%A ) 2 —AEK, PVC) D1ETT
N\ 9 7y F LT Persistent Volume Claim (kiR Y 2 —ALEXK, PVC) 7T—49 2B I 5 &N TE
9, 771V EHBRLTHOSETD 7 74 IV EFRINBZIGAICET M. F7E Persistent Volume
Claim (KR ) 2 —LEXR) #BTT DI ENTEET, ANL—VEBITTILENHDIHFEN.

Ny JITVRZAML=IDNITICHFELAWREDEERERICEBITTILENHIBENHY X
-a—o

BEODT7I)r—avoBtIRETFIREICOVTIEH., TREFNORRBRFAX Y NESEBLTLES
LN,
6.41. 7 71 ILDEEFE PVC ~DETT
Fig
1. 7274 IL%HIBBRLET,

$ oc rsh demo-2-fxx6d

sh-4.2% 1ls */opt/app-root/src/uploaded/*

lost+found ocp_sop.txt

sh-4.2% *rm -rf /opt/app-root/src/uploaded/ocp_sop.txt*
sh-4.2% *1s /opt/app-root/src/uploaded/*

lost+found

2. PVCIZH 277 7ANDrsync Ny I Ty THEEFNZH—N—DI7 7/ IV EZBEHRIFET,

I $ oc rsync uploaded demo-2-fxx6d:/opt/app-root/src/

3.0c rshaEALTITI7MILDPod ICRINTWBZ EAEERL, Pod IlERLTTA L2 b
)—pavsFovYaRRLET,

$ oc rsh demo-2-fxx6d
sh-4.2% *1s /opt/app-root/src/uploaded/*
lost+found ocp_sop.txt

6.4.2. 7 — 4% DOF# PVC ~D1ET
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LUTFOFIETIE, #R pve MERXINTWE I EZRIIRELTWVWET,

FIR

1. IREEHZINTWS claim-name 2 EEX L F 7,

$ oc volume dc/demo --add --name=persistent-volume \
--type=persistentVolumeClaim --claim-name=filestore \ --mount-
path=/opt/app-root/src/uploaded --overwrite

2. Pod W"#i#R PVC L TWB & #EERELE T,

$ oc describe dc/demo
Name: demo
Namespace: test
Created: 3 hours ago
Labels: app=demo
Annotations: openshift.io/generated-by=0penShiftNewApp
Latest Version: 3
Selector: app=demo, deploymentconfig=demo
Replicas: 1
Triggers: Config, Image(demo@latest, auto=true)
Strategy: Rolling
Template:
Labels: app=demo
deploymentconfig=demo
Annotations: openshift.io/container.demo.image.entrypoint=
["container-entrypoint","/bin/sh","-c", "$STI_SCRIPTS_PATH/usage"]
openshift.io/generated-by=0penShiftNewApp
Containers:
demo:

Image: docker-
registry.default.svc:5000/test/demo@sha256:0a9f2487a0d95d51511e49d20
dcoff6f3504361935968b0c83fch98a7a8c381a

Port: 8080/TCP

Volume Mounts:

/opt/app-root/src/uploaded from persistent-volume (rw)

Environment Variables: <none>

Volumes:
persistent-volume:

Type: PersistentVolumeClaim (a reference to a
PersistentVolumeClaim in the same namespace)

*ClaimName: filestore*

ReadOnly: false
...omitted...

8. 7704 XY MERETIIHFRD pve ZFERALTWS7®H, oc rsync ZR{TLTI7 71 IL%EFH
RO pve ICEEEBL XY,

$ oc rsync uploaded demo-3-2b8gs:/opt/app-root/src/
sending incremental file list

uploaded/

uploaded/ocp_sop.txt

uploaded/lost+found/
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sent 181 bytes received 39 bytes 146.67 bytes/sec
total size is 32 speedup is 0.15

4. oc rsh Z#HHLTI7Z7A4ID Pod ICEINTWRZ EAEHEREL, Pod ICEHKLTTaA LY K
J—paAvFoYaERRTLET,

$ oc rsh demo-3-2b8gs

sh-4.2% 1ls /opt/app-root/src/uploaded/
lost+found ocp_sop.txt

65. 1 A=V BLPAVTF—DTN—=V

PWEINALT—IBELVA TV POFEWNA=I 3 VDT I —= TICDOWTOFMIZ. Pruning
Resources ()Y —2Z2DTI—=V7)] DPEYIESRBRLTLEIL,
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7% DOCKER % X ¥

557% DOCKER % X ¥

OpenShift Container Platform & Docker = L T, EEOHD IV T+ —TEHRIN S Pod T7 7
Vo—2avERITLET,

5 A4 —EEH(IE., OpenShift Container Platform 1 ' 2 h— LD EEDEREWERMICEITT 5
&®IC Docker I[CIBIDEREEZMAZ2ELNH DIGEDHY T,

7.1. DOCKER R k L —Y D5k

FIAARAR N —YDREZBEP T I EILLY, FLEARE L AVWRENRT 704 XV M HBEIC
BYET, INZRITTBICIE BYRTA XOEZIFEZSCEZIDON—FT 4 aVHFIATETR
iRy FtA.

7.1.1. / — RDiRt
FIa

1. RARY—A VRI VAL, FLFIVSRAI—BEEE LT, /—KH 5D Pod DBE % EF
AL, TDO/—RTOMD Pod DR a—Y T EMLET,

$ NODE=o0se-app-node0@l.example.com

$ oc adm manage-node ${NODE} --schedulable=false

NAME STATUS AGE
VERSION

ose-app-node@1.example.com Ready, SchedulingDisabled 20m
v1l.6.1+5115d708d7

$ oc adm drain ${NODE} --ignore-daemonsets

node "ose-app-node0l.example.com" already cordoned
pod "perl-1-build" evicted

pod "perl-1-31lnsh" evicted

pod "perl-1-9jzd8" evicted

node "ose-app-node@l.example.com" drained

Pz -
BITIINLWO—HIARY 2 —ATAVYTF—HEREFTINTWBIBAICIE. T

DAYV R%EZEIFTLEXY, oc adm drain ${NODE} --ignore-daemonsets
--delete-local-data.

2. /—REDPod #—EXRTRL., TNODHIRINTWE I %2R LET,
$ oc adm manage-node ${NODE} --list-pods
Listing matched pods on node: ose-app-node@l.example.com

NAME READY STATUS RESTARTS AGE

3. J—RZT&IC, ThETO22O20FEAELEYERLET,

O

Pod £7id/ —RDBEELIENLA > (B ICOVWTOEMIEZ. T/ —RFDEST] #8RBLTLE
T,
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7.1.2. 2 L —Y DR

Docker A ML —ld, FIIRT A RV AZBNY L TED, FLEEBET ARV EIERT DD 2 DDOAE
THRTEE T,

T4 RVICEBR ML —Y DGR

=55

FIR
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o HIRTARVIE, BMODARNL—VENEETIEEEDA VRY V ATHRATMETRITNILA

YEtHA, LTFTDOFIETIE. /etc/sysconfig/docker-storage-setup 7 7 1 JLICTRI N TWB &
T, TTDT 4 RV /dev/xvdb EWD SRILHAMTFIF SN, FERT 4 X711 /dev/xvdd
EVWI INLUDRFITONRTVWET,

# vi /etc/sysconfig/docker-storage-setup
DEVS="/dev/xvdb /dev/xvdd"

R

70O+ R IEEFE & %% OpenShift Container Platform 1 Y 75X NS 7 F ¥ —IC
FOoTERYZET,

1. docker # & U atomic-openshift-node t—EX%{EZ1EL £ 7,

I # systemctl stop docker atomic-openshift-node

2. docker-storage-setup Y RZEFTLTAVYTF—XA ML=V ICEEMIT ONR

Jai—LTN—TELVRER) 12— LEIRLET,

# docker-storage-setup
INFO: Volume group backing root filesystem could not be determined
INFO: Device /dev/xvdb is already partitioned and is part of volume
group docker_vol
INFO: Device node /dev/xvddl exists.

Physical volume "/dev/xvddl" successfully created.

Volume group "docker_vol" successfully extended

3. Docker ¥ —EXA#EEL X T,

# systemctl start docker

# Vvgs
VG #PV #LV #SN Attr VSize VFree
docker_vol 2 1 0 wz--n- 64.999 <55.009g

4. IR 2 — LTI —TF%ER L T docker-storage-setup #BE1T9 2Ha & LB LL

TARIDEMDAY) Yy hELT, YATLATHAINTVW A X—IUDFHRIA ML -2 DB
MELZDIIFETEEVIRDDHYEY,

# docker images

REPOSITORY TAG
IMAGE ID CREATED SIZE
docker-registry.default.svc:5000/tet/perl latest
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8b0b0106Tb5e 13 minutes ago 627.4 MB
registry.access.redhat.com/rhscl/perl-524-rhel7 <none>
912b01ac7570 6 days ago 559.5 MB
registry.access.redhat.com/openshift3/ose-deployer
v3.6.173.0.21 89fd398a337d 5 weeks ago 970.2
MB
registry.access.redhat.com/openshift3/ose-pod
v3.6.173.0.21 63accd48a0d7 5 weeks ago 208.6
MB

5, ANL—YVRE%FMIRLIARET, FiIiLK A>T B Pod #FIFANLNELIIC/ —KRER

T a—)UrlRERIRREICLE T,
PSR —EBEELELT, YRAY—AVARAIYVADLLUTEEITLET,

$ oc adm manage-node ${NODE} --schedulable=true

ose-master@1.example.com Ready, SchedulingDisabled 24m
v1l.6.1+5115d708d7
ose-master02.example.com Ready, SchedulingDisabled 24m
v1l.6.1+5115d708d7
ose-master03.example.com Ready, SchedulingDisabled 24m
v1l.6.1+5115d708d7

ose-infra-nodeO@l1.example.com Ready 24m
v1l.6.1+5115d708d7

ose-infra-node02.example.com Ready 24m
v1l.6.1+5115d708d7

ose-infra-node03.example.com Ready 24m
v1l.6.1+5115d708d7

ose-app-node@l1.example.com Ready 24m
v1l.6.1+5115d708d7

ose-app-node@2.example.com Ready 24m

v1.6.1+5115d708d7

FHRTARVICEL DR ML —2 DR
1. BERIOFEICE->T, /—RKREBBLET,

2. docker & £ 1 atomic-openshift-node H—EX%{ZIELET,

I # systemctl stop docker atomic-openshift-node

B BETARVELBEILHLTHAAZEELE T, CRIIREICHELCTERY ET,
e LVM (Logical Volume Manager) % £ L TW 354

o mIERY 1—LDHIER
I # lvremove /dev/docker_vg/docker/1lv
o Docker RY) 2 —LTIL—TDYIK:

I # vgremove docker_vg

o BN 21— LDHIRR
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I # pvremove /dev/<my_previous_disk_device>

e VY RTONASF—AFHALTWRESIE., T4 RIVDENY Y TEMBRL, T4 RV %
WELTHOFHROLYKRZIARTARIEERL, CThEAVAYVRICEYYETSEZE
73“(“3 i’a—o

o VT RLUNDEREBDIHE., TARARIBLVI7 74NV RATLDOYA XIEETEIEDN
TEZFT, FHHICOVWTIE. UTFTOV ) a—2avaSBLTLEIW,

o https://access.redhat.com/solutions/199573

. TINA A&, Y4 X7 E%FEER L T /etc/sysconfig/container-storage-setup 7 7 1 JLHYHT3R

TARVICRHL TEUICREINTWS I 2R LET,

. docker-storage-setup ZETL THRT 1 RV EZBEREL T,

# docker-storage-setup
INFO: Volume group backing root filesystem could not be determined
INFO: Device /dev/xvdb is already partitioned and is part of volume
group docker_vol
INFO: Device node /dev/xvddl exists.

Physical volume "/dev/xvddl" successfully created.

Volume group "docker_vol" successfully extended

6. Docker Y —EXA2EEL X T,

# systemctl start docker

# Vvgs
VG #PV #LV #SN Attr VSize VFree
docker_vol 2 1 0 wz--n- 64.99g <55.009g

7. atomic-openshift-node t—EX%#EEFL 7,

I # systemctl start atomic-openshift-node

7A3. AL =Ny oIV ROLRE

H—ERBLV T 7MY AT LOBEEIRARICIE U T, FRMEEZFERTE2LIICAMNL—IY Ry )
IV ROEEIDEICRDIGENHY ET, UTOFIETIE. TRXAAIY/NR—DNRY I TV K%
overlay2 A AL —Y DNy VTV RIZEETBHICOVWTRLTWET, overlay2 (FREEDT /N A
ATYNR—IIHLTEVWAE—REBELRHELET,

7.1.3.1. / — KMDiBR:kE
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1. RARY—A VRIY VAL, FLEIVSRAI—BEEELT., /—KH 5D Pod DBE%EF

AL, TD/—RTOMD Pod DR a—Y T EMLET,

$ NODE=o0se-app-node0@l.example.com

$ oc adm manage-node ${NODE} --schedulable=false

NAME STATUS AGE
VERSION

ose-app-node@l1.example.com Ready, SchedulingDisabled 20m
v1l.6.1+5115d708d7


https://access.redhat.com/solutions/199573

7% DOCKER % X ¥

$ oc adm drain ${NODE} --ignore-daemonsets

node "ose-app-node0l.example.com" already cordoned

pod "perl-1-build" evicted

pod "perl-1-31lnsh" evicted

pod "perl-1-9jzd8" evicted

node "ose-app-node@l.example.com" drained
ya 13!
BIInRuwO—A)ARY) 2 —ATIVTF—IARITINTVBRIFAEICIE. UT

DAYV R%EZETLEXY, oc adm drain ${NODE} --ignore-daemonsets
--delete-local-data

2. /J—REDPod Za—EXRTRL. TNODHIRINTWE I %2R LET,
$ oc adm manage-node ${NODE} --list-pods
Listing matched pods on node: ose-app-node@l.example.com

NAME READY STATUS RESTARTS AGE

Pod £7/ld/ — RDBEEZIERNL A > (BB ICOVWTOFEMIZ. T/ — KRS #2858 L
TLEXW,

3. AVFTT—IPHRERTA VAY VA LETEITINTULWAWRET, docker & U atomic-
openshift-node service t—ERX%{EZIEL T,

I # systemctl stop docker atomic-openshift-node
4. d—:'JJ_AO“)l/_j@%ﬁﬁ\ Eﬁiia“)l/_jo%\ B;Zﬁ%iizﬁ‘ul_-b\%%ﬁﬁggbij—o
# Vvgs

VG #PV #LV #SN Attr VSize VFree
docker_vol 1 1 0 wz--n- <25.00g 15.00g

# lvs

LV VG Attr LSize Pool Origin Data% Meta%
Move Log Cpy%Sync Convert

dockerlv docker_vol -wi-ao---- <10.00g

# lvremove /dev/docker_vol/docker-pool -y

# vgremove docker_vol -y

# pVvs
PV VG Fmt Attr PSize PFree
/dev/xvdb1l docker_vol 1lvm2 a-- <25.00g 15.00g

# pvremove /dev/xvdbl -y
# rm -Rf /var/lib/docker/*
# rm -f /etc/sysconfig/docker-storage

5. docker-storage-setup 7 7 1 /L% STORAGE_DRIVER 23 §E T 2 LI ICEREL T,
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pa )

¥ 27 Ish* Red Hat Enterprise Linux /A\—2 3> 73505 74 IL7y 77 L—RK
9 BMRIC. docker —E XX /var % exifs O STORAGE_DRIVER & £ (CfEFH
LES>&ELET, 272 L. extfs & STORAGE_DRIVER & L CFEAT TS5 —
NEELET, COITFT—ICDVWTOFMIF. UTONRTZSRLTLEIW,

e Bugzilla ID: 1490910

DEVS=/dev/xvdb

VG=docker_vol

DATA_SIZE=95%VG

STORAGE_DRIVER=o0verlay?2
CONTAINER_ROOT_LV_NAME=dockerlv
CONTAINER_ROOT_LV_MOUNT_PATH=/var/lib/docker
CONTAINER_ROOT_LV_SIZE=100%FREE

6. ANL=V%BEYNTPTYTLET,
I # docker-storage-setup

7. docker & £ 1 atomic-openshift-node H—EX%#&EEIL XY,

I # systemctl start docker atomic-openshift-node

8. FHTBZANL—Y% overlay2 ICEEL T, TILKADTK % Pod 2ZlIFANLND LD
2/ —R&EZRFZS 12— )LAEBERIREEICL E T,
RAY—AVAIVADS, FLIEIVSRIY—EEBEELTUTEERITLET,

$ oc adm manage-node ${NODE} --schedulable=true

ose-master@l.example.com Ready, SchedulingDisabled 24m
v1l.6.1+5115d708d7
ose-master02.example.com Ready, SchedulingDisabled 24m
v1l.6.1+5115d708d7
ose-master03.example.com Ready, SchedulingDisabled 24m
v1l.6.1+5115d708d7

ose-infra-node0@l1.example.com Ready 24m
v1l.6.1+5115d708d7

ose-infra-node02.example.com Ready 24m
v1l.6.1+5115d708d7

ose-infra-node03.example.com Ready 24m
v1l.6.1+5115d708d7

ose-app-node@1.example.com Ready 24m
v1.6.1+5115d708d7

ose-app-node@2.example.com Ready 24m

v1.6.1+5115d708d7

7.2. DOCKER fIFAE D EE
OpenShift Container Platform RERL Y A 1) —ld Pod & LTHERI N E T, &2 L. AV TH—dds

BERBARABL AN =D TILENET, T7FILETIE. LYRKMNY—IE TCP /R— k 5000 %
Dy AV LET, LYRAMN)—ETLSBHTIVRAR—IMNINAEAX—=—VDEF2) T4 —%RET
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% D

Docker | .crt 7 74 JL%& CASEBAZEE L T

7% DOCKER % X ¥

FEEMNSTav I EBSEETICLYRAN) —52RTTE2FToavaERBELET,

Digk

H
[=]

. .cert 774N %EYSA4T7 ML
BAZE S LTCHEIRLE I, CAILRIE .crt THDIMRELRHY X7,

721 AL RN —FHORERIRAZED A Y A =L

OpenShift Container Platform Z#4EL X MY —THEAT 27HIC. LI R M) —DEREER (CA) 5iEFF

% b(‘\

ER

FIR

LYARN) =D AA=—J% T TEBZITRTD/ —RIZDWTEBEBINTVWEIRELNHY F

R

Docker M/N— 3 v IC& > TlE, Docker LY RN —%{EFET 27O RITEARY F
T, mF/N—2 3 D Docker DIV— FRIEEBIFL AT LDT 74 MIT—YINTW
F9, docker ’\—Y 3V 113 LY EHFID/NN—Ta v Tld, YRATLDFT 7 #JL MR
EIDOARE LI— NIEAENFELLRWVWGEICOAMEAINE T,

. CAEIBAZ % /etc/pki/ca-trust/source/anchors/ ICJE—L XY,

$ sudo cp myregistry.example.com.crt /etc/pki/ca-
trust/source/anchors/

. CAEIFRZEZRAL. EHEINIFHARO—EICEMLET,

I $ sudo update-ca-trust extract

.openssl OV K& LT SSLIIAAEZMEAL X7,

$ openssl verify myregistry.example.com.crt
myregistry.example.com.crt: OK

FAERAENBEEI N, BRENEHRINL S, docker T —EXZHiLE L THRIAZ A E L] IC
BREINTWBHIEZMHALET,

I $ sudo systemctl restart docker.service

Docker /S—2 a3 v D113 LY ERION—V 3 Vv DBEIE. SRR EFET 2 7-OICLLTOENDFIE
EEITLET,

1. TRTD/—KRT, T4L I ~M)—0DLZRBIN Docker LY A M) —DHRRAMNZER>TWBH

T4 L2 M) —% /etc/docker/certs.d IC{ER L T,

I $ sudo mkdir -p /etc/docker/certs.d/myregistry.example.com
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= -1o)
R—bMESIE, Docker LY AN —HNR—KMNBESLLICT IV EATIRWVWGEE

ERERETY, R—M%E3TD Docker LY A MY —IZRA V g 3IC1E, LR
FEALET. myregistry.example.com:port

2. Docker LY ZARNY—=ICIP7ZRLRABHTTZ V7RI BICIE. T4 L2 M) —DE&RIHD Docker
LYARMN)—DIPTHZFRTALIN)—%, §XTD./— KD /etc/docker/certs.d
RICERT Z2EIHY 7,

I $ sudo mkdir -p /etc/docker/certs.d/10.10.10.10

3. CAIFAZ A BRIOFIETH/ZICER I N /z Docker 74« L2 M) —ICaE—LZ T,

$ sudo cp myregistry.example.com.crt \
/etc/docker/certs.d/myregistry.example.com/ca.crt

$ sudo cp myregistry.example.com.crt
/etc/docker/certs.d/10.10.10.10/ca.crt

4. SERAEN I E—3IN/cRIC. docker ' —EXZHER L THRAPENMERINLTWSE I &
=HELES,

I $ sudo systemctl restart docker.service

7.2.2. Docker SEFRZED /Ny IV 7 v 7

J—=RERRANDNY U7y TORTEIC, HAELI RN —DFERAZEEMAHAHFT,
FIR

1. /etc/docker/certs.d #HHA L TW3HE, T4L I MN)—IlEFENDTRTOIEAES T
E—L. 271 L ERELZET,

$ sudo tar -czvf docker-registry-certs-$(hostname)-$(date
+%Y%m%d) .tar.gz /etc/docker/certs.d/

2. VAT LDEWEAEFRAT IHE. MAZEA VAT LADEBERNIENT SRIICEELE T, £EEF
NETLAES, trust AY Y REFRHLTETI37OIIAEAERALEY.,. YATLEHE
DCAEHEL, pkes11 ID 2EXBHTHEFT,

$ trust list
...[OUTPUT OMMITED]...
pkcsll:id=%a5%b3%e1%2b%2b%49%b6%d7%73%al%aa%94%f5%01%e7%73%65%4c%ac%
50; type=cert

type: certificate

label: MyCA

trust: anchor

category: authority
...[OUTPUT OMMITED]...

3. pem ERADIIBAZZ R L. ChICKRIAIEEL T (Fl: myca.crt).
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$ trust extract --format=pem-bundle \

filter="%a5%b3%e1%2b%2b%49%b6%d7%73%al%aa%94%f5%01%e7%73%65%4C%ac%50
;type=cert" myca.crt

4. F;ERAE D openssl THEVICBAINTWS I EZHMRALET,
I $ openssl verify myca.crt

5. RERBINTDAREBICOVWTIDFIRZRYIBEL., 771 %) E— FDIGMICEREFELE
-a—o

7.2.3. Docker :FBRZ DE T

HEL TR MY —H®D Docker SEBAZENHIBRINE A, FAIEFBIEL TWBIBEE, ExXAH=ZXLTIK
FICERTININY I Ty TOT 74 EGFRALT, A VAN I AEERBLCFEEAFERALET,

7.3.DOCKER L YA M) —DEE

OpenShift Container Platform %, %8 docker LY A M) —%FRALTA A=V A TILTESZ LD IC
BRETEXT, L. RE7 7MLV EFERALTREDA A=V FLIFLIAMN)—ZFFT LY., $E
BLEEYTRIEHETEET,

HELZANY) =Dy NTD—V 8 Z 74 v I DEAEZFERA L TRABAINDGZE. IhiIZidtEFa7
BRLIVARN)—ELTOEFIZ[FIFRIENTEEXY, D LAWVWEEICIE., LYAMN)—EKRRMNE
DT 7490 ETL—VRBTFRARNTITON, BSEIhAaW), IhdFEEFa2T7HRLIZ N
)—ICRYET,

7.3.1. Docker search DAL I A N —

T 74 NT. docker T—EVICIEA A=V EFBEDL AN Do TILTEDHELNHY £7
M. ¥MF#EEIE docker.io/ B & U registry.access.redhat.com I L CERITINEFT., T—
EVIE, --add-registry # 7> 3> % docker T—EVILHELTA A=Y EMOL YA M) —H
LIRBETIDLDICKRETETET,

pa 3

Red Hat Registry registry.access.redhat.com n" 54 X —J % Q5%R T 6L T
7 #JU b T Red Hat Enterprise Linux docker /X o —J(ZHY £9,

FIE
1. 2—H—5N " docker search ICftEDL AR —ABELTAXA—VAERRTEBELIICTS

IZIE. TNH6DL YR MY —% registries /NS X—4%—DTFD
/etc/containers/registries.conf 7 7 1 JLICEML £,

registries:
- registry.access.redhat.com
- my.registry.example.com
OpenShift Container Platform /8\—< 3> 3.6 K Y £RID/NA—Y 3 Y TlE, Zhid
/etc/sysconfig/docker ICLUTDA T a v ABELTERITINFE LA,
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ADD_REGISTRY="--add-registry=registry.access.redhat.com --add-
registry=my.registry.example.com"
RAICEMINDL RN —DPHRAMREBEINBZ LI AN —IZRYET,
2. docker T—E V% HiEE L. my.registry.example.com OFERAZHFTL £,

I $ sudo systemctl restart docker.service

docker T—EVOHEEHICLY., docker AV FF—HBEELZFT,
3. Ansible 1 VA M—Z—% AT %55, INid Ansible KA N7 714 I)LD
openshift_docker_additional_registries ZH %2 FHA L CHRETIZET,

openshift_docker_additional_registries=registry.access.redhat.com,my
.registry.example.com

7.3.2. Docker AEL VA KN —DHETA M)A NBLTTSv I )R

Docker I&. registries & & U block_registries 757 % docker 7T—E VIZEREL T, AEBL
SAN)—HSDREETOYITELIICKRETEZES,

FIR

1. FAINZ LY RN —% registries 7 5 7 DfFLY
J=/etc/containers/registries.conf 7 7 1 JLICEML F 9,

registries:
- registry.access.redhat.com
- my.registry.example.com
3.6 LY HFID/NN— 30 TlE, /etc/sysconfig/docker 7 7 1 LD YICEEINZE
ER

ADD_REGISTRY="--add-registry=registry.access.redhat.com --add-
registry=my.registry.example.com"

pa

docker.io LY AN —ZE U AETEBIMTEET,

2. BYDLYAKNY—%TOYILET,

block_registries:
- all

3. HWAR—=U3VOBHRYDLYAN)—A2T7Ov I LET,

I BLOCK_REGISTRY='--block-registry=all'

4. docker T—EVABEHLITT,
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I $ sudo systemctl restart docker.service

docker T—EVDBEHFICLY. docker IV FF—IEBEELF T,

5. ZOHITIE, docker.io LY ZAKNY =TSy V) ZAMIANLNATWSED, TDL IR b
)—ICEET 5T NTOREIKBLFT,

$ sudo docker pull hello-world

Using default tag: latest

Trying to pull repository registry.access.redhat.com/hello-world
Trying to pull repository my.registry.example.com/hello-world
Trying to pull repository registry.access.redhat.com/hello-world
unknown: Not Found

$ sudo docker pull docker.io/hello-world

Using default tag: latest

Trying to pull repository docker.io/library/hello-world

All endpoints blocked.

774NV EBUVEEL, Y—EX%2B#E L T docker.io % registries ZHUITEML F
_a—o

registries:
- registry.access.redhat.com
- my.registry.example.com
- docker.io
block_registries:
- all

Frld, UTFOLEIICLET,

ADD_REGISTRY="--add-registry=registry.access.redhat.com --add-
registry=my.registry.example.com --add-registry=docker.io"
BLOCK_REGISTRY='--block-registry=all'

6. Docker Y —E X2 BEEL X T,

I $ sudo systemctl restart docker

7. AXA—=SNTINTEXBRETHD I EAERTDICIE. UTEETLET,

$ sudo docker pull docker.io/hello-world

Using default tag: latest

Trying to pull repository docker.io/library/hello-world
latest: Pulling from docker.io/library/hello-world

9a0669468bf7: Pull complete

Digest:
sha256:0e06ef5e1945a718b02a8c319e15baed44f47039005530bc617a5d071190ed
3fc

8. AMLIAN) —%2EATILENHZHE (LYAN) 2RI 2BEDHZIRNTD/ —

RERZXMD docker 7T—EVERETZ 7M1 IVEEET 2HERE). INL6D/—RKTTSv oY
ZANEEHRL. BEHZIVTT—DBETINZOEBSIENTEET,
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Ansible 1 YA b =5 —% AT 2%BA. INhiE. Ansible RA K7 7A4ILD
openshift_docker_additional_registries & &V
openshift_docker_blocked_registries Z# %= FH L CHRETEE T,

openshift_docker_additional_registries=registry.access.redhat.com,my
.registry.example.com
openshift_docker_blocked_registries=all

733. EXaF7RLIRKN) —

AXA—VEHNELIZAN)—DSTINTEDZLIICTBICIE. LYRMNY —FIRAEAEHETIZ2HEN
HYET, TITRVWEEICE, 1 XA—YDTNBREREBRLET,

;hfé%ﬁ'a'é 74l_I:l\ |-'91~?§|‘|3|/°/“7\|\U— n:u\nIEJE.'JnJ-.EEHio)’f S |\_)I/J U)t?‘/fl/’é’? EL}T(
EX W0,

R4 MN)AMNEFERATZHE. AEBLYA MY —ELEEEDL D ICregistries BHUCEMINSIET
T’g—c

734.3kF 2 7R LY RN —

FERINTUVWARVIAZZ2ERAIIARL VA M) — TLEFEASHE o1 ERI QWAL Y
AM)—RFERALAVTCEIY

22U, EEFaTRULYARNY —IE, docker T—EVDYRI MY =LA A=V TFITED L
JIC --insecure-registry # 7Y a v AFERA L TEBMY 2EAHY £9, Ihid --add-
registry # 7> 3V AL TTH. docker BEICODWTIHRIIINTWEHA,

LYZ MY —EhOOBADT 7Y a v EERLGENSNZBENHY T, ThICEY, RED
ALY, T5Y I YR M BIBARA A— VDTN REDRDBIELETTZT ENTEET,

FTAKMELT, LLFIC 1localhost MIEEF 2 T7HRL RN =BT 2AFICDODVWTOHlIZERLZE
-3—0

FIR

1. /etc/containers/registries.conf 5%%E 7 7 1 /L% localhost DIEEF 2 7RL PR b
)—%BMT5LDICERLET,

registries:

- registry.access.redhat.com

- my.registry.example.com

- docker.io
insecure_registries:

- localhost:5000
block_registries:

- all

3.6 LYHFID/N—2 3 DIFAE. /etc/sysconfig/docker BREZ7 71 IIVAZEELT
localhost Z&ML ¥ 9,

ADD_REGISTRY="--add-registry=registry.access.redhat.com --add-
registry=my.registry.example.com --add-registry=docker.io --add-
registry=localhost:5000"
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INSECURE_REGISTRY="--insecure-registry=localhost:5000"
BLOCK_REGISTRY='--block-registry=all'

2. docker T—EVEBEHLTCLIRAN)—AFRALEY,
I $ sudo systemctl restart docker.service

docker T—EVEHBEFITZEICLY., docker AV T F—IBEBINET,

3. Docker LY X ) — Pod % localhost TETLZ T,

I $ sudo docker run -p 5000:5000 registry:2

4. A X=UHTILLET,

I $ sudo docker pull openshift/hello-openshift

5, AX=DICH TEMITET,

$ sudo docker tag docker.io/openshift/hello-openshift:latest
localhost:5000/hello-openshift-local:latest

6. 1 XA—2AHO—AINLYAN)—IZTy2alLET,
I $ sudo docker push localhost:5000/hello-openshift-local:latest

7. Ansible 1 Y2 b —Z5—%FEAT 31HE. INnid. Ansible KA ST 71 IILD
openshift_docker_additional _registries. openshift_docker_blocked_regist
ries. & U openshift_docker_insecure_registries R A#FRAL TCHRETEZT,

openshift_docker_additional_registries=registry.access.redhat.com,my
.registry.example.com, localhost:5000
openshift_docker_insecure_registries=1localhost:5000
openshift_docker_blocked_registries=all

R

/'J'\Z h®D IP 7 KL ZIZ openshift_docker_insecure_registries Z#%
RETEEY, 0.0.0.0/0 (FHEPLRRETEDY THA.

7.3.5 nlu\n /%aj‘ |/‘/Z |\ U -

RAEEAD LY X M) —% docker TEAT %ICIE, docker T—EVHA LR N)—ICOT1 VT3
WHELHY £, OpenShift Container Platform Diz&E. 1— "f—tztd'\l N T docker login O< YV K
ERITTERWED, ERBFIEEY N2ERTT20EIMHY FY, REFADL IR N —lF2—
HP—DNTNTEEAA—TJPHAEBL VRN —IIT7 IV ERTEZ21—H—%FIRT 2DICHERTEE
ER

NiER docker LY R MY —ICERAINMERIFAIK. LYAN)—A2ERTS 7OV NTEHBKLRY —
gLy MEERLTHS, ZOV—2 Ly NEFERAL T docker #EAETLET,

FIR
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1. 2—t%—H"docker LY AN =IOV (49570 xY MTdockercfg>—2o L v h%&
ER L ZF T,

$ oc project <my_project>

$ oc create secret docker-registry <my_registry> --docker-server=
<my.registry.example.com> --docker-username=<username> --docker-
password=<my_password> --docker-email=<me@example.com>

2. .dockercfg 7 7 1 IVH'FEHET 5HBAE, oc AX Y REFHALTY—ILy MEERLET,

$ oc create secret generic <my_registry> --from-file=.dockercfg=
<path/to/.dockercfg> --type=kubernetes.io/dockercfg

3. $HOME/ .docker/config.json 7 7 1 L &REL T,

$ oc create secret generic <my_registry> --from-
file=.dockerconfigjson=<path/to/.dockercfg> --
type=kubernetes.io/dockerconfigjson

4. dockercfg ZfERA L. ¥>—JL v M TIVBEEEEITIDH—ERTAT Y M) VI LT,
AA=V BB HLIAN—DSTINLET, 1 A=V 5 TINTBLODT T4 MDD
Y—ERXT7Hh VY M&lE default T,

I $ oc secrets link default <my_registry> --for=pull

5 S2l #EEAFRLTA XA —2Y% Ty > 219 3354, dockercfg>—2o L w bd S2I Pod (¥
YEINBH, ThEEINREETTIEUNRY—EXT7ATV Y NIV VI T2RENHY
9, AA—JHEINRTBZLEDIFERINZT 74 MNOY—ERTHT Y MDO&FIIE
builder T79,

I $ oc secrets link builder <my_registry>

6. buildconfig Tlk, =2 L v b Ty aFhkiZTNBRERIEET ZVRE HYET,

"type": "Source",
"sourceStrategy": {
"from": {
"kind": "DockerImage",
"name": "*my.registry.example.com*/myproject/myimage:stable"
+
"pullSecret": {
"name": "*mydockerregistry*"
i
...[OUTPUT ABBREVIATED]...
"output": {
"to": {
"kind": "DockerImage",
"name": "*my.registry.example.com*/myproject/myimage:latest"
i
"pushSecret": {
"name": "*mydockerregistry*"
i

...[OUTPUT ABBREVIATED]...
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7. AEL YA NY =D AN —ERICERET 25HBEIFE. LYAMN)—URL ZFEAT2LY
ARNY—HDY—2 Ly hE, BMBEDO URL 2#FEAT2AEDRA AT LEHOEAD
dockercfg>— 7L v hAERLET, ThOMADY—I Ly haH—EXT7AHTU Y MIE
mez2uEHLHY T,

$ oc project <my_project>

$ oc create secret docker-registry <my_registry> --docker-server=*
<my_registry_example.com> --docker-username=<username> --docker-
password=<my_password> --docker-email=<me@example.com>

$ oc create secret docker-registry <my_docker_registry_ext_auth> --
docker-server=<my.authsystem.example.com> --docker-username=

<username> --docker-password=<my_password> --docker-email=
<me@example.com>

$ oc secrets link default <my_registry> --for=pull

$ oc secrets link default <my_docker_registry_ext_auth> --for=pull
$ oc secrets link builder <my_registry>

$ oc secrets link builder <my_docker_registry_ext_auth>

7.3.6. ImagePolicy 7> 714 ~

SRAFE TS A VIEAPIANDEREA VI —ET ML, BEINTVWBIL—ILIHELTFI v I AR
TL. TNHDIL—IVICEDWTHEDT7 I avaHFa LY., IBELEY LE T, OpenShift
Container Platform (£, [ImagePolicy {7574 V] #FEALT. COREBETEITIINTWS,
FFAEADAA—V%FIRTEEXEY, UTFEHIBETEET,

o [ X—IDY—R:AA=VDTINIFERATEBLIYRAN) —

o (A—UDFER:AA—IUDBYTHIFICL>TEEINARWVWELED, AS2a—9 TIN5 4VT
2 ML D Pod DETAEEIT 5,

o AVTFT—AX—IUSNRILDFIR: A A—VICHEDINNEFLESD, B FLELVE
DEEHY 5,

o (A—UF/)FT—2avoiRBEAYTF—LIAN)—DAX=JIIHEEDT /T— 3
VERFEEH TLEFERVWELIEFIT 2,

DIk

H
[=]

IR T, ImagePolicy Z{F TSV 4A VIER—FIREARINTUVET,

FIR

1. ImagePolicy 7S 741 VABMIIINTWBIHEAR., Ihi, §RXRTOIYRY—/—KT
/etc/origin/master/master-config.yaml 7 7 {1 LZZE L THERAINZHAHML VR b
) =% T 5L DICERETIRENDHY ET,

admissionConfig:
pluginConfig:
openshift.io/ImagePolicy:
configuration:
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kind: ImagePolicyConfig
apiVersion: vi
executionRules:
- name: allow-images-from-other-registries
onResources:
- resource: pods
- resource: builds
matchRegistries:
- docker.io
- <my.registry.example.com>
- registry.access.redhat.com

R

ImagePolicy Z#BMICT B &ICLY, 2—HF—R@T7FUr—>avaERT
BBICLYZARN) —%IBETH2HENHY T (oc new-app
kubernetes/guestbook Ti&7:< oc new-app
docker.io/kubernetes/guestbook &9 574 &), £ Lawne, KMHMIE
CLEd,

2. AVAN—IVERILERTZ 74 v EBMICT SIS
l&. openshift_master_admission_plugin_config Z#%. 3 ~XT®D pluginConfig
HREEED json T7 4 —< v hINAEXFIEHICFERTEET,

openshift_master_admission_plugin_config=
{"openshift.io/ImagePolicy":{"configuration":
{"kind":"ImagePolicyConfig",6 "apiVersion":"v1l",6 "executionRules":
[{"name":"allow-images-from-other-registries", "onResources":
[{"resource":"pods"}, {"resource":"builds"}], "matchRegistries":
["docker.io","*my.registry.example.com*", "registry.access.redhat.com

"13133}

Digk

==
[=]

IRBF 2 T, OpenShift Container Platform 3.6.1 TIEIEINZHEDH S 1
DOB@ENHY F9, Ihid. ImagePolicy Pod (ET 74 bT VT
L—hE2EALTT7AATES, LTFOIS— Xy E—Y%EHTHEET
9, Failed create | Error creating: Pod "" is invalid:
spec.containers[0].\image: Forbidden: this image is
prohibited by policy

ZDOELEFKICDWTIE,  Tlmage Policy is not working as expected | & LY
2 RedHat 7Ly INR—=R7—T 4 7V ESRLTLEIW,

737. A A—JDHEEL RN —5DA ViR— K

7Y r—2 3 VEREEIE oc import-image AY Y RTA X —Y% (4 ViR— kLT imagestreams

ZERT Z,

FHEET B L DICEK
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FIR

1. A —DA A=V %A VR—MNTIEDHFAIINLLIAN) —2RET2ICE. UT%
/etc/origin/master/master-config.yaml 7 7 1 JLISEML £,

imagePolicyConfig:
allowedRegistriesForImport:
- domainName: docker.io
- domainName: '\*.docker.io'
- domainName: '*.redhat.com'
- domainName: 'my.registry.example.com'

2. A RX—UHENEBIFL VAR —DoA VIR—MNT BT, REBEATOV T NRICY—7
Ly MEERLZE T,

3. HRINTLWAWESETH, AMORILEHL VAN DX T7THSH. FIFFHA
ENEETEALAWSEAICIE. oc import-image Y Y K#% --insecure=true + 7> 3 v
EHEELTCHEATEZEY,

NAEBORREIEFAL VAN =D X2 TAGE. LIYZANY—FREE. LTOLIICLYR
N)—DAYR=—FIYMNO—F—%ETTIRICTRAYI—RANTERINDIBENHY X
ER

/etc/pki/ca-trust/source/anchors/ QifFFEZA#IE—LZ 7,

$ sudo cp <my.registry.example.com.crt> /etc/pki/ca-
trust/source/anchors/<my.registry.example.com.crt>

4. update-ca-trust A<v Y REEIFTLET,

I $ sudo update-ca-trust

5. TRTDITARAY—KRARNTIRY—H—EX2BEFLET.

$ sudo master-restart api
$ sudo master-restart controllers

6. AEL T R MY —DEEBRZE X OpenShift Container Platform L Y XA M) —TEFEI N E T,

$ for i in pem openssl java; do

oc create configmap ca-trust-extracted-${i} --from-file
/etc/pki/ca-trust/extracted/${i}

oc set volume dc/docker-registry --add -m /etc/pki/ca-
trust/extracted/${i} --configmap-name=ca-trust-extracted-${i} --name
ca-trust-extracted-${i}
done
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Digk

==
[=]

WIFR T, sEAZEZ L Y X M) — Pod ICIEBINT 57 ODERLFIRIZH Y

FEAN, LEEDORREFERATEEY,

COEEETIH, INH6DIATY RERTTEIVRATLTIRTOEHES
N3AAZE % E > T configmaps Z1ENT 578, HEREAZTDOHNE
FHINZI)—VRVRATADSINEERTTAIENEEINE T,

7. FlE, LTFD&L S IC Dockerfile ZfEA LT, A X—YZBEIL KT B7cHICHEYLEERE
ZERMTEDIILIYAN) A X =V ZEELIT,

FROM registry.access.redhat.com/openshift3/ose-docker-registry:v3.6
ADD <my.registry.example.com.crt> /etc/pki/ca-trust/source/anchors/
USER ©

RUN update-ca-trust extract

USER 1001

8. {1 A—=YEBEIRNL, Ih%xdocker LYRKNY—=IZTvyoal, TOA A=V BELIRL
|) — deploymentconfig ®
spec.template.spec.containers["name":"registry"].image & L TEAL XY,

$ oc patch dc docker-registry -p '{"spec":{"template":{"spec":
{"containers":

[{"name" :"registry", "image":"*myregistry.example.com/openshift3/ose-
docker-registry:latest*"}]}}3}}"'

pa )

imagePolicyConfig i%E% 1 ~ X b —JLITEBIT %I
l&. openshift_master_image_policy config Z# %, UTDLIIZTRTD
imagePolicyConfig iR E%# ST json T7#—< v NINAEXFITHEHRATEZET,

openshift_master_image_policy_config={"imagePolicyConfig":
{"allowedRegistriesForImport":[{"domainName":"docker.io"},
{"domainName":"\*.docker.io"}, {"domainName":"*.redhat.com"},
{"domainName":"*my.registry.example.com*"}]}}

O

ImagePolicy ICDWT DML, [ImagePolicy 7574V OV avESRLTCES
(A
7.3.8. OpenShift Container Platform L ¥ X b 1) —D#E&

OpenShift Container Platform Z#24 > R7OvDaAvF+—L YA MN)—&LTA VA M—=)LL., L
VAN —HBEOAERBETEDLDIICTEIENTEET, INITIE. OpenShift Container Platform
TSy NI A—LBERTIBELIICIDLYARNY) —6FRTEZMNADS DY T,
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OpenShift Container Platform L ¥ X b —IZDWTDF#MMIE. [OpenShift Container L ¥ 2 k) —d
R RT7OVTTOAA Y MDA VA R—=IL] ZBRLTLEI W,

OpenShift Container Platform L Y 2 MY —&F#ICT 2I2IE. BRIOIARTOEI > 3 v EAIH
%9, OpenShift Container Platform D& R Tld, TDR ¥ >~ K702 D OpenShift Container L ¥ X b
J—EAMLIARN) —E LTRIEBINFZTH, TNETILFTFURMLIYZAN)—=THY,
OpenShift Container Platform OFERETILHMERI NS 72H. W DHDEBIMY R I BREICKRY F
T, COLYRMN)—REFHRTOV ) FEMEBORBICERT 2D TIFRL, ThBETZILOE
& I N7 OpenShift Container Platform RICER T 2728, ERI N 2T RTOTOT ) MIEER
5z2%9,

7381.LAMNY—TO T MDY STRY —~DEE

LYZARY)—ELIYRARY—Pod & Web 1 V¥ —7 £ —R% S 5%E2% OpenShift Container
Plattorm IRIETH B/, LYZRA KNI —IZFHR 7O 7 MEERT 2 7O XIE. oc new-
project ¥/ (& oc create AV NS4 VAMBALTEITINED, FLIEWeb (9 —Tx—2R
EESTEITINET,

7O Y MMERIhZE, BEDOY—ERT7 ATV K (builder., default., & & U deployer)
AEBNICERIN, 7OV NEBEI—HY—ICIENRN—Iv > aryPtE3hzd, Bl 1—
Y—%EH, BREPI—Y—ICA A=V % Ty a/TIVT2HEREFETEET,

TRTCDA—F—DBLIZAN)—RHOFHR IO LI MDSA A =TT TEEZLIICTRHREDL
KDOHWDIA—RT—ZHHY F9H. OpenShift Container Platform & L ¥ Z b)) —f&IC 1:1 OREKR%EF
B2 EEFELTWRIBET, A—H—DNRFEDTOVII MDSAA—2D Ty aBL 0TI
HRITTEDLIICTIHEICIE. W ODDFIEEERITITI2HENHYET,

DIk

H
[=]

LYZARMNY—Web AVY—ILIETIITy Y aEICERINE =YV ERTL

FIHN, CRKRRFIND =V ViFdEy>ary =00 THdH, BBRUINIC
BYFET, BEDNR—Iv o avaEOoUb—EX7AHAY Y NaERT 2T &ICE
Y, BEFEEIY—EXRTHO YV MDNN—Iv o aVEHIRTDIENTE, &%
WEAAXA—=VDTY Y2/ TIWICERBZY—ERTHI Y N FETESLIICTEE
T, ZTORIIY—ERTHYO Y N N—0 VOHRINAE LR DD, h—2
VOERYIN, =Ly NOBEREDMDY A VICDWTERET 2HENAL
BYFET,

FIa
1. : /1700 bEERLET,

I $ oc new-project <my_project>

2. LYZRMNY)—=TOY I MNEERLET,

I $ oc new-project <registry_project>

3. Y—ERTFTAI VI NELYZAN)—=TOV I MIERLEFT,
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I $ oc create serviceaccount <my_serviceaccount> -n <registry_project>

. registry-editor O— LA AL TA A =YD Ty 18IV TINDNR—Ivaviafts

L/i-g—o

$ oc adm policy add-role-to-user registry-editor -z
<my_serviceaccount> -n <registry_project>

TIWR=Z v avDHIBRERIFE. registry-viewer O—J)LEFERATE X,

H—EXRTAV VNNV ERRBLET,

I $ TOKEN=$(oc sa get-token <my_serviceaccount> -n <registry_project>)

=0 >%&NZAT—RKELTHEAL, dockercfg>—2o Ly bEERRLET,

$ oc create secret docker-registry <my_registry> \
--docker-server=<myregistry.example.com> --docker-username=
<notused> --docker-password=${TOKEN} --docker-email=<me@example.com>

. dockercfg > —7 L v hEFRAL., >—2L vy NETIVIREEERITIEBEH—ERT7HT Y MC

Dy LT AX=CHLIZARN)—DESTIVLET, 1 A—V5TINTBHODTT+IL K
DY —ERT7HD v MiE default TY,

I $ oc secrets link default <my_registry> --for=pull

. S2IMEEEFER LTI X—Y% Ty a9 %5BE. dockercfg>—2 L v & S2l Pod IC7 7

VEEINBD, INEEINREZRTTZBEUNRY—EXT7HAT M) VT E2RELNHY
Fd, AX—VHEIRTZEDIFERINDIT 74 MNOY—ERXT7HDT Y NOERIZ
builder T79,

I $ oc secrets link builder <my_registry>

. buildconfig Tit. ¥—2L v ha Ty L1 7IVRERICIEET 2RERHY T,

"type": "Source",
"sourceStrategy": {
"from": {
"kind": "DockerImage",
"name": "
<myregistry.example.com/registry_project/my_image:stable>"
i
"pullSecret": {
"name": "<my_registry>"
i
...[OUTPUT ABBREVIATED]...
"output": {
"to": {
"kind": "DockerImage",
"name": "
<myregistry.example.com/registry_project/my_image:latest>"
i

"pushSecret": {



7% DOCKER % X ¥

"name": "<my_registry>"

iy
...[OUTPUT ABBREVIATED]...
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H8E FIAEDEE

FEEAZE (. OpenShift Container Platform 2 5 24 —DFGHAERIC, SEBAED A4 74 ZILICE W
TIFIFRT—X%5RLEVET, ULTOFIETIE, SA 717 LDET -5 EEBT BHEIC
DWTEBAL TWET,

81. 77— avOECERIAED CA TEAINSHREADY]
WEA

—EWOTT) =23 vFrvTL—RNET7 ) r—2avh bl 34 7Y MIEERRINZ2BCES
BIDFIRRE AR L E 9, /=& 2 E. 77 #J)L b TlE. OpenShift Container Platform Ansible 1 >~ X
N—Z—DF7 704 A N TOCROD—IRELT, XNV RTTOAVY—HECEREDIPEEEF
’ﬁbij—o

INSOBECERVDIRAER TSIV —TRHEINI A, COBBEZRMT BICIEE. DHICELS
h/cAERZEZERAL. ChZBECEREDIMRETIS 71 v /7 2BRESIETESLIICKRELE T,

1. BBFIL— b ZHIRRLE S,

I $ oc delete route hawkular-metrics -n openshift-infra

I— MO BRI NRRET, #FIEIL— M Tre-encrypt A NS 7V — & HICFERI NSRS
& BBEOI7AINRA—RBLUVA NIV RT 704V —TCHERINZEBCERLEDIIAET
TEVTLINZRENHYET, UTOIRENFARETAITNIERY A,

o 7A4JLRKH— K CAGIFRZE
o TMILRA—RTSAR—MF—
e AL KNAH— KNIEBEE

e Hawkular CA FEERE
FAAEIE. RV —PRICT7ANYRATLDI 7AINE LTHARRETHIVEDND
YET,

UTFnavy F%32£47L T Hawkular CA ZHfG L. TDOCAZT7 7AINICRFEL TS LS
LY,

$ oc get secrets hawkular-metrics-certificate -n openshift-infra
\

-0 jsonpath='{.data.hawkular-metrics-ca\.certificate}' | base64
-d > hawkular-internal-ca.crt

2. 74V RA—RDTSAR—*—, FIBAE., BLUVCAMHELRDITEYT, ThEth%
wildcard.key. wildcard.crt, & & U* wildcard.ca R EDR 2D T 7 A VICEBEL XY,

3. #3R re-encrypt L— M EERR L T,

$ oc create route reencrypt hawkular-metrics-reencrypt \
-n openshift-infra \
--hostname hawkular-metrics.ocp.example.com \
--key wildcard.key \
--cert wildcard.crt \
--ca-cert wildcard.ca \
--service hawkular-metrics \
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--dest-ca-cert hawkular-internal-ca.crt
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