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The default session expiration period in the IdM web Ul has changed

The dbmon.sh script now uses instance names to connect to Directory Server instances
Directory Server now uses the SSHA_512 password storage scheme as default

Directory Server now uses the tcmalloc memory allocator

Directory Server now uses the nunc-stans framework

Improved performance of the Directory Server memberOf plug-in

Directory Server now logs severity levels in the error log file

Directory Server now supports the PBKDF2_SHA256 password storage scheme

Improved auto-tuning support in Directory Server

New PKI configuration parameter allows control of the TCP keepalive option

PKI Server now creates PKCS #12 files using strong encryption

CC-compliant algorithms available for encryption operations

New options to allow configuring visibility of menu items in the TPS interface

Added a profile component to copy certificate Subject Common Name to the Subject Alternative Name
extension

New option to remove LDAP entries before LDIF import

Certificate System now supports externally authenticated users

Certificate System now supports enabling and disabling certificate and CRL publishing

The searchBase configuration option has been added to the DirAclAuthz PKI Server plug-in
For better performance, Certificate System now supports ephemeral

Section headers in PKI deployment configuration file are no longer case sensitive
Certificate System now supports installing a CA using HSM on FIPS-enabled Red Hat Enterprise Linux
CMC requests now use a random IV for AES and 3DES encryption

CHAPTER 6. CLUSTERING
clufter rebased to version 0.76.0 and fully supported
Support for quorum devices in a Pacemaker cluster
Support for Booth cluster ticket manager
Support added for using shared storage with the SBD daemon
Full support for CTDB resource agent
The High Availability and Resilient Storage Add-Ons are now available for IBM POWER, little endian
pcs now provides the ability to set up a cluster with encrypted corosync communication
New commands for supporting and removing remote and guest nodes
Ability to configure pcsd bind addresses
New option to the pcs resource unmanage command to disable monitor operations
Support for regular expressions in pcs command line when configuring location constraints
Specifying nodes in fencing topology by a regular expression or a node attribute and its value
Support for Oracle 11g for the resource agents Oracle and OralLsnr
Support for using SBD with shared storage
Support for NodeUtilization resource agent

CHAPTER7.COMPILER AND TOOLS .. i e e it

pcp rebased to version 3.11.8

systemtap rebased to version 3.1

valgrind rebased to version 3.12

New package: unitsofmeasurement

SSL/TLS certificate verification for HTTP clients is now enabled by default in the Python standard library
Support for %bgemspec_add_dep and %gemspec_remove_dep has been added
ipmitool rebased to version 1.8.18

Ishw updated for the little-endian variant of IBM Power

perf now supports uncore events on Intel Xeon v5

dmidecode updated

iISCSI now supports configuring the ALUA operation by using targetcli
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CHAPTER 1. INSTALLATION AND BOOTING

CHAPTER 12. KERNEL
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Hardware utility tools now correctly identify recently released hardware

New Wacom driver introduced in 7.4 to support upcoming tablets

Wacom kernel driver now supports ThinkPad X1Yoga touch screen

The touch functionality has been added to the Wacom Cintiq 27 QHDT tablets

AMDGPU now supports the Southern Islands, Sea Islands, Volcanic Islands and Arctic Islands chipsets
Support added for the AMD mobile graphics

Netronome NFP devices are supported

nvme-cli rebased to version 1.3

The queued spinlocks have been implemented into the Linux kernel

rapl now supports Intel Xeon v2 servers

Further support for Intel Platform Controller Hub [PCH] devices

Included genwge-tools to enable use of hardware accelerated zLib on IBM Power and s390x
librtas rebased to version 2.0.1

The NFP driver

Enable latest NVIDIA cards in Nouveau

Support for Wacom ExpressKey Remote

Wacom Cintiq 27 QHD now supports ExpressKey Remote

Anaconda enables users to set RAID chunk size

Anaconda text mode now supports IPolB interfaces

inst.debug enables a more convenient debugging of Anaconda installation issues

Kickstart installation failure automatically triggers %onerror scripts

Anaconda can now wait for network to become available before starting the installation
Multiple network locations of stage?2 or Kickstart files can be specified to prevent installation failure
autopart --nohome in a kickstart file disables the creation of /home/ in automatic partitioning
Loading driver disks from hard disk drives and USBs enabled

Changes in automatic partitioning behavior for LVM thin pools

32-bit boot loaders can now boot 64-bit kernels on UEF]

Lorax can now ignore SSL errors

shim-signed rebased to version 12

gnu-efi rebased to version 3.0.5.-9

Backward compatibility enabled for killproc() and status()

DHCP_FQDN allows specifying a fully qualified domain name of the system

You can now create thin logical volume snapshots during the installation process

Kernel version in RHEL 7.4

The NVMe driver rebased to kernel version 4.10

crash rebased to version 7.1.9

crash now analyzes vmcore dumps for IBM Power ISA 3.0

crash updated for IBM Power and for the little-endian variant of IBM Power
memkind updated to version 1.3.0

Jitter Entropy RNG added to the kernel

/dev/random now shows notifications and warnings for the urandom pool initialization
fjes updated to version 1.2

Full support for user name spaces

makedumpfile updated to version 1.6.1

gat updated to the latest upstream version

Addition of intel-cmt-cat package

i40e now supports trusted and untrusted VFs

Kernel support for OVS 802.1ad (QinQ)

Live post-copy migration support for shared memory and hugetlbfs
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Adjustable TTL limit for caching negative DNS responses in Unbound 63
The scalability of UDP sockets has been improved 63
IP now supports IP_BIND_ADDRESS_NO_PORT in the kernel 63
IPVS Source Hash scheduling now supports L4 hashing and SH fallback 64
iproute now supports changing bridge port options 64
New options of Sockets API Extensions for SCTP (RFC 6458) implemented 64
ss now supports SCTP sockets list 64
wpa_supplicant rebased to version 2.6 64
Linux kernel now contains the switchdev infrastructure and mixsw 64
The Linux bridge code rebased to version 4.9 65
bind-dyndb-Idap rebased to version 11.1 65
DynDB API from the upstream version 9.11.0 of BIND added to Red Hat Enterprise Linux 66
tboot rebased to version 1.9.5 66
Packages related to rdma consolidated by rebase into rdma-core version 13 66
OVN IP address management support added for static MAC addresses 67
Enhanced networked reliability on multihomed hosts 67
Offloading of GENEVE, VXLAN, and GRE tunnels is now supported 67
LCO for tunnel traffic is now supported 67
Improved tunnel performance on NICs 67
NPT is now supported in the kernel 67
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7.4 Release Notes

Fix to the CRC32c value computation in SCTP forwarding path

New packages: iperf3

Installation of OVN now supports easily-configurable firewalld rules

netlink now supports bridge master attributes

CHAPTER15.SECURITY ...............
New packages: tang, clevis, jose, luksmeta

New package: usbguard

openssh rebased to version 7.4

audit rebased to version 2.7.6

opensc rebased to version 0.16.0
openssl| rebased to version 1.0.2k
openssl-ibmca rebased to version 1.3.0
OpenSCAP 1.2 is NIST-certified
libreswan rebased to version 3.20

Audit now supports filtering based on session ID

libseccomp now supports IBM Power architectures
AUDIT_KERN_MODULE now records module loading
OpenSSH now uses SHA-2 for public key signatures

firewalld now supports additional IP sets

firewalld now supports actions on ICMP types in rich rules

firewalld now supports disabled automatic helper assignment
nss and nss-util now use SHA-256 by default

Audit filter exclude rules now contain additional fields
PROCTITLE now provides the full command in Audit events

nss-softokn rebased to version 3.28.3
libica rebased to version 3.0.2
opencryptoki rebased to version 3.6.2

AUDIT_NETFILTER_PKT events are now normalized
plitool now supports writing objects by specifying a stored ID

new package: nss-pem

pmrfc3164 replaces pmrfc3164sd in rsyslog

libreswan now supports right=%opportunisticgroup

ca-certificates now meet Mozilla Firefox 52.2 ESR requirements

nss now meets Mozilla Firefox 52.2 ESR requirements for certificates

scap-security-guide rebased to version 0.1.33

CHAPTER 16. SERVERS AND SERVICES
chrony rebased to version 3.1
linuxptp rebased to version 1.8
tuned rebased to version 2.8.0

logrotate now uses /var/lib/logrotate/logrotate.status as the default state file

rsyslog rebased to version 8.24.0

New cache configuration options for mod_nss
Database and prefix options have been removed from nss_pcache

New package: libfastjson
tuned now supports initrd overlays

openwsman now supports disabling of particular SSL protocols

rear rebased to version 2.0
python-tornado rebased to version 4.2.1

CHAPTER17.STORAGE ...............

Support added in LVM for RAID level takeover

LVM now supports RAID reshaping
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7.4 Release Notes

PREFACE

Red Hat Enterprise Linux minor releases are an aggregation of individual security, enhancement, and
bug fix errata. The Red Hat Enterprise Linux 7.4 Release Notes document describes the major changes
made to the Red Hat Enterprise Linux 7 operating system and its accompanying applications for this
minor release, as well as known problems and a complete list of all currently available Technology
Previews.

Capabilities and limits of Red Hat Enterprise Linux 7 as compared to other versions of the system are
available in the Red Hat Knowledgebase article available at https://access.redhat.com/articles/rhel-

limits.

Packages distributed with this release are listed in Red Hat Enterprise Linux 7 Package Manifest.
Migration from Red Hat Enterprise Linux 6 is documented in the Migration Planning Guide.

For information regarding the Red Hat Enterprise Linux life cycle, refer to
https://access.redhat.com/support/policy/updates/errata/.
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CHAPTER 1. OVERVIEW

CHAPTER 1. OVERVIEW

Security

Red Hat Enterprise Linux 7.4 introduces support for Network Bound Disk Encryption (NBDE),
which enables the system administrator to encrypt root volumes of hard drives on bare metal
machines without requiring to manually enter password when systems are rebooted.

The USBGuard software framework provides system protection against intrusive USB devices
by implementing basic whitelisting and blacklisting capabilities based on device attributes.

The OpenSSH libraries update includes the ability to resume interrupted uploads in Secure File
Transfer Protocol (SFTP) and adds support for a new fingerprint type that uses the SHA-256
algorithm. This OpenSSH version also removes server-side support for the SSH-1protocol.

Multiple new Linux Audit capabilities have been added to enable easier administration, to filter
the events logged by the Audit system, gather more information from critical events, and to
interpret large numbers of records.

The OpenSC set of libraries and utilities adds support for Common Access Car