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Abstract
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CHAPTER1.INTRODUCTION

JBoss Negotiation is a component of JBoss Enterprise Application Platform, which provides the
SPNEGO-based (Simple and Protected Negotiation) SSO (Single Sign On) mechanism.

JBoss Negotiation is located in $JBOSS_HOME/jboss-as/common/1ib/jboss-negotiation. jar
SPNEGO is a Generic Security Services Application Program Interface (GSSAPI) mechanism for client-
server authentication. It allows silent authentication to remote systems and access to security

services. It can also delegate user credentials to a remote system so the remote system can contact
further systems on behalf of the user.

1.1. SPNEGO AUTHENTICATION PROCESS
Generally, the client sends the input credentials to the server and the login module of the server
verifies the credentials against its credential store when a user is authenticating to a server. SPNEGO

authentication differs in several aspects:

1. The application server authenticates itself against the KDC and obtains a ticket before it can
authenticate the user.

2. Only then, the server prompts the client to authenticate. The client responds with a SPNEGO
token and the server uses its own ticket to decode client's ticket and then responds to the
client.

3. Aclient can request the server to authenticate itself if required.

4. A client can delegate its credentials to the server so that the server can call other systems on
behalf of the calling client.

JBoss Negotiation is typically useful in the following scenario:

e The user logs into a desktop computer with alog in that is governed by an Active Directory
domain or FreelPA.

e The user launches a web browser and accesses a web application that uses JBoss Negotiation.

e The web browser transfers the desktop credentials to the web application.

IMPORTANT

You can configure Active Directory and FreelPA to use JBoss Negotiation (refer to
Chapter 6, Configuring FreelPA and Chapter 5, Configuring Microsoft Active Directory).

1.2. CONFIGURATION OVERVIEW
To have your environment configured to use JBoss Negotiation, you need to do the following:

e Configure your application server to use JBoss Negotiation (refer to Chapter 2, Application
Server Configuration).

e Optionally configure Active Directory or FreelPA to use JBoss Negotiation (refer to Chapter 5,
Configuring Microsoft Active Directoryor Chapter 6, Configuring FreelPA).
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Configure client web browsers to use JBoss Negotiation (refer to Chapter 7, Configuring Web
Browsers).

Test the setup with Negotiation Toolkit (refer to Chapter 8, Negotiation Toolkit).

Configure your web applications to use JBoss Negotiation (refer to Chapter 9, Configuring Web
Applications).

IMPORTANT

Before you configure your applications to use JBoss Negotiation test the setup with
Negotiation Toolkit (refer to Chapter 8, Negotiation Toolkif).
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CHAPTER 2. APPLICATION SERVER CONFIGURATION

To configure JBoss Negotiation to run on JBoss Enterprise Application Platform, you need to do the
following:

e Extend the core authentication mechanism to support JBoss Negotiation (add the SPNEGO
authenticator).

o Define the application security domain, which allows an application to communicate with the
application server through the SPNEGOLoginModule.

e Define the server security domain, which allows the application server to authenticate itself to
the KDC for the first time.

You may also need to configure the realm properties to allow the server to locate the authentication
realm (Kerberos realm) if the server was not previously configured to do so.

JBoss Negotiation comes with Negotiation Toolkit, a web application, which allows you to test your
SPNEGO setup. Consider using the application before testing on your own web applications (refer to
Chapter 8, Negotiation Toolkit).

2.1. ADDING THE SPNEGO AUTHENTICATOR

To add the SPNEGO authenticator to the core authentication mechanism, do the following:

1. Open the $JBOSS_HOME/server/PROFILE/deployers/jbossweb.deployer/META-
INF/war-deployers-jboss-beans.xml file for editing.

2. Locate the property authenticators.

3. Add the following entry to the property:

<property name="authenticators">
<map class="java.util.Properties" keyClass="java.lang.String"
valueClass="java.lang.String">
<entry>
<key>SPNEGO</key>

<value>org.jboss.security.negotiation.NegotiationAuthenticator</valu
e>
</entry>

The key value is arbitrary; however, if you want to use the Negotiation Toolkit to test your
server setup, make sure you use the SPNEGO value as the tool works only with the SPNEGO
authenticator with this name.

2.2. DEFINING SERVER SECURITY DOMAIN

The application server must define a security domain to be able to authenticate to the KDC for the first
time.
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IMPORTANT

Krb5LoginModule can use a local credentials cache; however, this option is incompatible
with the storeKey option, which is required by SPNEGO. Make sure the module does not
use the local credentials cache.

To define a server security domain, do the following:
1. Open the $JBOSS_HOME/server/$PROFILE/conf/login-config.xml file for editing.

2. Define the application policy element with the authentication element with the following
options:

storeKey

If true the private key is cached in the Subject (set to true).

useKeyTab
If true the key is loaded from a keyTab file (set to true).

principal

The attribute needs to state the full name of the principal to obtain from the keyTab file.

keyTab

The attribute defines the full path to the keyTab file with the server key (key for encrypting
the information between the server and KDC).

doNotPrompt

If true password prompting is turned off (as this is a server, set to true).

debug
If true the system logs additional debug information to STDOUT.

<login-module code="com.sun.security.auth.module.Krb5LoginModule"
flag="required">
<module-option name="storeKey">true</module-option>
<module-option name="useKeyTab">true</module-option>
<module-option
name="principal">HTTP/testserver@KERBEROS. JB0OSS.0RG</module-option>
<module-option
name="keyTab">/home/jboss_user/testserver.keytab</module-option>
<module-option name="doNotPrompt">true</module-option>
<module-option name="debug">true</module-option>
</login-module>
</authentication>

Example 2.1. Server security domain
<application-policy name="host">
<authentication>
</application-policy>
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2.3. DEFINING APPLICATION SECURITY DOMAIN

To allow an application to communicate with the application server through the SPNEGOLoginModule,
you need to define the application security domain on the application server.

To define the application security domain, do the following:

1. Open the $JBOSS_HOME/jboss-as/server/$PROFILE/conf/login-config.xml file for
editing.

2. Define a new application policy with the following chained configuration:
o The SPNEGOLoginModule and its configuration with the following options:

<module-option name="password-stacking">useFirstPass</module-option>

The password-stacking option activates client-side authentication of clients with other
login modules. Set the password-stacking option to useFirstPass, so the module
looks first for a shared user name and password with
javax.security.auth.login.name and
javax.security.auth.login.password respectively (for further information
refer to Password Stacking in the Security Guide).

<module-option name="serverSecurityDomain"> DomainName</module-option>

The serverSecurityDomain option defines the server security domain, which defines the
authentication module (Kerberos) and server authentication properties (refer to
Section 2.2, “Defining Server Security Domain”).

o The login module which returns the roles of the authenticated user and its configuration
options. You can make use of the UsersRolesLoginModule that obtains the user roles from
a properties file or AdvancedLdapLoginModule, which obtains user roles from an LDAP
server following GSSAPI. For further information refer to Section 2.4, “Role Mapping”.

Example 2.2. Application Security Domain

<application-policy name="SPNEGO">
<authentication>
<login-module
code="org.jboss.security.negotiation.spnego.SPNEGOLoginModule"
flag="requisite">
<module-option name="password-stacking">useFirstPass</module-
option>
<module-option name="serverSecurityDomain">host</module-
option>
</login-module>
<login-module
code="org.jboss.security.auth.spi.UsersRolesLoginModule"
flag="required">
<module-option name="password-stacking">useFirstPass</module-
option>
<module-option name="usersProperties">props/spnego-
users.properties</module-option>
<module-option name="rolesProperties">props/spnego-
roles.properties</module-option>
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</login-module>
</authentication>
</application-policy>

In Example 2.2, “Application Security Domain” we have defined an application security domain
called SPNEGO with two login modules:

e org.jboss.security.negotiation.spnego.SPNEGOLoginModule provides
SPNEGO user authentication;

e org.jboss.security.auth.spi.UsersRolesLoginModule returns the roles of the
user authenticated by the SPNEGOLoginModule (the roles are filtered from a users
properties file).

2.4. ROLE MAPPING

Once the user has been authenticated against the KDC (this occurs through
org.jboss.security.negotiation.spnego.SPNEGOLoginModule), the application server needs to obtain
the user roles. The authentication can use either the
org.jboss.security.auth.spi.UsersRolesLoginModule to obtain user roles from a roles.properties file or
the org.jboss.security.negotiation.AdvancedLdapLoginModule to obtain user roles from an LDAP
server.

2.4.1. Setting up Role Mapping with a Roles Properties File

To allow SPNEGO to obtain the roles of an authenticated user from a roles.properties file, do the
following:

1. In the application security domain, set the second login module of the SPNEGO authentication
toorg.jboss.security.auth.spi.UsersRolesLoginModule (refer to Example 2.2,
“Application Security Domain”) and provide the module options. Refer to
UsersRolesLoginModule in the Security Guide).

2. If the application security domain is defined in the
$JBOSS_HOME/server/$PROFILE/conf/login-config.xml file, define the user rolesin
the $JBOSS_HOME /server/$PROFILE/conf/props/spnego-users.properties file.
Use the following pattern: fullyQualifiedUserName=comma-separatedListOfRoles

Example 2.3. roles.properties file

# A roles.properties file for use with the UsersRolesLoginModule
darranl@KERBEROS. JBOSS.0ORG=Users, Admins

2.4.2. Setting up Role Mapping with an LDAP Server

The AdvancedlLdapLoginModule allows you to obtain the roles of a user, who was previously
authenticated against a KDC with the SPNEGOLoginModule. The AdvancedLdapLoginModule is based
on the LdapExtLoginModule and follows GSSAPI.
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NOTE

In this chapter we discuss the module in chained configuration with the
SPNEGOLoginModule; however, you can use the module for both authentication and role
look up from an LDAP server. For further details on such configuration, refer to
Appendix A, Advanced LDAP Login Module: Full LDAP Authentication

To make use of the AdvancedLdapLoginModule in the chained configuration with the
SPNEGOLoginModule, you need to chain it with the SPNEGOLoginModule in the SPNEGO application
security domain: set the second login module of SPNEGO authentication to
org.jbhoss.security.negotiation.AdvancedLdapLoginModule (refer to Example 2.2,
“Application Security Domain”).

To set up the role mapping to an LDAP server, you need to do the following:

e Define InitialLdapContext properties: these properties are used to obtain LDAP connection
(refer to Section 2.4.2.1, “Defining Initial LDAP Context with GSSAPI” ; for details on the Java
API refer to
http://download.oracle.com/javase/6/docs/api/javax/naming/Idap/InitialLdapContext.html).

e Define DN (Distinguished Name) properties: these properties are used to search for the
authenticated user on the LDAP server (refer to Section 2.4.2.2, “Defining DN Search”).

e Define role search properties: these properties govern the role search on the LDAP server
(Section 2.4.2.3, “Defining Role Search”).

The properties set on the login mode are passed into the InitialLdapContext constructor; that means
you can make use of any of the options supported by the LdapCtxFactory.

2.4.2.1. Defining Initial LDAP Context with GSSAPI

To obtain the initial LDAP Context, define the following module properties for the
AdvancedLdapLoginModule in the application security domain (Section 2.3, “Defining Application
Security Domain”):

bindAuthentication

defines the authentication type (set the property value to GSSAPTI to use GSSAPI-based
authentication).

jaasSecurityDomain

defines the security domain that is used to obtain the subject required for the connection (refer to
Section 2.2, “Defining Server Security Domain” for information defining the required
jaasSecurityDomain).

2.4.2.2. Defining DN Search

After the module has created the LDAP initial context, it takes the provided username and searches for
the user DN. To define the properties of the search, provide the following properties:
baseCtxDN

defines the fixed DN of the context to search for the user; consider that this is not the Distinguished
Name of the location where the actual users are located but DN of the location where the objects
containing the users are located (that is, for Active Directory, this is the DN with the user account).

10
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baseFilter

defines the search filter used to locate the context of the user to authenticate; the input
username/userDN as obtained from the login module callback substitutes the {0} expression. This
substitution behavior comes from the standard DirContext?.search(Name, String, Object[],
SearchControls? cons) method. A common example search filter is (uid={0})

searchTimeLimit

defines the timeout for the user and role search in milliseconds (defaults to 10000, that is 10
seconds).

NOTE

To disable the user DN search, omit the baseCtxDN property; the provided username
will be used as the DN in the login module.

2.4.2.2.1. User Authentication

If the AdvancedLdapLoginModule is not the first login module and a previous login module has already
authenticated the user, user authentication is skipped.

For user authentication, you can define the following property:

allowEmptyPassword

If empty (length==0) passwords are passed to the LDAP server. An empty password is treated as
an anonymous login by an LDAP servers. Set the property to false to reject empty passwords or
to trueto allow the LDAP server to validate an empty password (the defaultis false).

2.4.2.3. Defining Role Search

The AdvancedlLdapLoginModule passes the properties that define the search for a particular user and
its roles to the LDAP server.

IMPORTANT

The following role search settings are similar to the LdapExtLoginModule settings;
however, the recursion now finds the roles listed within a DN.

rolesCtxDN

defines the fixed DN of the context to search for user roles; consider that this is not the
Distinguished Name of the location where the actual roles are but the DN of the location where the
objects containing the user roles are (that is, for Active Directory, this is the DN where the user
account is).

roleFilter
defines the search filter used to locate the roles of the authenticated user. The input
username/userDN as obtained from the login module callback substitutes the {0} expression in
the filter definition. The authenticated userDN substitutes the {1} in the filter definition. An
example search filter that matches the input username is (member={0} ). An alternative that
matches the authenticated userDN is (member={1}).

1
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NOTE

If you omit the roleFilter attribute, the role search will use the UserDN as the DN to
obtain the roleAttributelD value.

roleAttributelD

defines the name of the role attribute of the context that corresponds to the name of the role. If the
roleAttributelsDN property is set to true, this property is the DN of the context to query for the
roleNameAttributelD attribute. If the roleAttributelsDN property is set to false, this property is
the attribute name of the role name.

roleAttributelsDN

defines if the role attribute contains the fully distinguished name of a role object or the role name. If
false, the role name is taken from the value of the user's role attribute. If true, the role attribute
represents the distinguished name of a role object. The role name is taken from the value of the
roleNameAttributeld attribute of the corresponding object. In certain directory schemas (for
example, Microsoft Active Directory), role (group)attributes in the user object are stored as DNs to
role objects and not as simple names. In such case, set this property to true. The default value of
this property is false.

roleNameAttributelD

defines the role attribute of the context which corresponds to the name of the role. If the
roleAttributelsDN property is set to true, this property is used to find the name attribute of the
role object. If the roleAttributelsDN property is set to false, this property is ignored.

recurseRoles

defines if the recursive role search is enabled. The login module tracks already added roles to
handle cyclic references.

searchScope
allows to limit the search scope to one of the following (the default value is SUBTREE_SCOPE):

o OBJECT_SCOPE - searches the named roles context only.
e ONELEVEL_SCOPE - searches directly in the named roles context.

o SUBTREE_SCOPE - searches only the object if the role context is not a DirContext?. If the
roles context is a DirContext?, the subtree rooted at the named object and the named
object itself are searched.

searchTimeLimit

defines the timeout for the user/role searches in milliseconds (defaults to 10000, that is 10
seconds).

4 NOTE

P Both searches use the same searchTimeLimit setting.

2.4.3. Examples of LDAP Configuration with the SPNEGO Module

12
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The following configurations of the SPNEGO authentication uses the SPNEGOLoginModule and LDAP
login module. This chained configuration is identical for FreelPA and Active Directory with the
exception of the baseFilter value, which defines the name to search for in LDAP identified by the
SPNEGOLoginModule (for the relevant Idiff dump refer to Section A.2.1, “Full LDAP Authentication for
Active Directory” and Section A.2.2, “Full LDAP Authentication for Free IPA” ).

Note that the password-stacking property is set to useFirstPass on both login modules to allow
the SPNEGOLoginModule to pass the name of the authenticated user to the
AdvancedLdapLoginModule.

2.4.3.1. Chained Configuration on FreelPA

The following configuration shows the AdvancedLdapLoginModule chained after the
SPNEGOLoginModule for FreelPA:

<application-policy name="SPNEGO_FREEIPA">
<authentication>
<login-module
code="org.jboss.security.negotiation.spnego.SPNEGOLoginModule"
flag="requisite">
<module-option name="password-stacking">useFirstPass</module-
option>
<module-option name="serverSecurityDomain">host</module-option>
</login-module>

<login-module
code="org.jboss.security.negotiation.spnego.AdvancedLdapLoginModule"
flag="required">
<module-option name="password-stacking">useFirstPass</module-option>

<module-option name="bindAuthentication">GSSAPI</module-option>

<module-option name="jaasSecurityDomain">host</module-option>

<module-option
name="java.naming.provider.url">1ldap://kerberos.jboss.org:389</module-
option>

<module-option
name="baseCtxDN">cn=users, cn=accounts, dc=jboss, dc=org</module-option>

<module-option name="baseFilter">(krbPrincipalName={0})</module-
option>

<module-option name="roleAttributeID">memberO0f</module-option>
<module-option name="roleAttributeIsDN">true</module-option>
<module-option name="roleNameAttributeID">cn</module-option>

<module-option name="recurseRoles">true</module-option>
</login-module>
</authentication>
</application-policy>

2.4.3.2. Chained Configuration on Active Directory

The following configuration shows the AdvancedLdapLoginModule chained after the
SPNEGOLoginModule for Active Directory:

13
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<application-policy name="SPNEGO_AD">
<authentication>

<login-module
code="org.jboss.security.negotiation.spnego.SPNEGOLoginModule"
flag="requisite">
<module-option name="password-stacking">useFirstPass</module-option>
<module-option name="serverSecurityDomain">host</module-option>

</login-module>

<login-module
code="org.jboss.security.negotiation.spnego.AdvancedLdapLoginModule"
flag="required">
<module-option name="password-stacking">useFirstPass</module-option>

<module-option name="bindAuthentication">GSSAPI</module-option>

<module-option name="jaasSecurityDomain">host</module-option>

<module-option
name="java.naming.provider.url">ldap://VM104:3268</module-option>

<module-option
name="baseCtxDN">CN=Users, DC=vm104, DC=gsslab, DC=rdu, DC=redhat, DC=com</modu
le-option>

<module-option name="baseFilter">(userPrincipalName={0})</module-
option>

<module-option name="roleAttributeID">memberO0f</module-option>
<module-option name="roleAttributeIsDN">true</module-option>
<module-option name="roleNameAttributeID">cn</module-option>

<module-option name="recurseRoles">true</module-option>
</login-module>
</authentication>
</application-policy>

14



CHAPTER 3. TRACE LOGGING

CHAPTER 3. TRACE LOGGING

To enable logging for JBoss Security and so also for the authenticator of JBoss Negotiation, do the
following:

1. Open the $JBOSS_HOME/server/$PROFILE/conf/jboss-1log4j.xml

2. Add the following to enable full TRACE logging for org. jboss.security:

<category name="org.jboss.security">
<priority value="TRACE"/>
</category>

3. Optionally allow additional logging for the
com.sun.security.auth.module.Krb5LoginModule login module. To do so, set the

debug option to true:
I <module-option name="debug">true</module-option>

4. Set the system property -Dsun.security.krb5.debug=true to get verbose output of the
entire GSSAPI negotiation process.

3.1. CONFIGURING MESSAGE TRACING

You can log the exchanged messages selectively at TRACE level. Both, the Request and Response
messages, can be logged and that either as Hex or as Base64 or both.

The base category for message tracing is org. jboss.security.negotiation.MessageTrace. If
you enable TRACE logging for this category, all request and response messages are logged at the
TRACE level in both Hex and in Base64 encoding.

Example 3.1. Configuration for tracking all messages

<priority value="TRACE"/>

<category name="org.jboss.security.negotiation.MessageTrace">
</category>

To reduce the logging to either just request or just response messages, append .Request or
.Response to the category value.

Example 3.2. Configuration for tracking only request messages (messages are logged in both
Hex and Base64)

<category name="org.jboss.security.negotiation.MessageTrace.Request'">
<priority value="TRACE"/>
</category>

Example 3.3. Configuration for tracking only response messages (messages are logged in both
Hex and Base 64)

15
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<priority value="TRACE"/>

<category name="org.jboss.security.negotiation.MessageTrace.Response">
</category>

To have messages logged in a particular encoding, append .Hex or .Base64 to the category value.

Example 3.4. Message tracking with defined encoding

<category

name="org.jboss.security.negotiation.MessageTrace.Request.Hex">
<priority value="TRACE"/>

</category>

<category

name="org.jboss.security.negotiation.MessageTrace.Request.Base64">
<priority value="TRACE"/>

</category>

<category

name="org.jboss.security.negotiation.MessageTrace.Response.Hex">
<priority value="TRACE"/>

</category>

<category

name="org.jboss.security.negotiation.MessageTrace.Response.Base64">
<priority value="TRACE"/>

</category>

16
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CHAPTER 4. PASSING AUTHENTICATION PROPERTIES TO
THE SERVER

After you have set up JBoss Negotiation, you need to make sure to pass the Kerberos realm properties
to JBoss Application Server:

java.security.krb5.realm

the Kerberos realm the server authenticates against

java.security.krb5.kdc
KDC hostname

NOTE

Skip this step if you are running your JBoss installation on a host which is already
configured to authenticate against a KDC.

For further information about the properties, refer to Java Generic Security Services (Java GSS) and
Kerberos.

You can pass the properties to the server either from the command line or add them to the server
properties.

4.1. PASSING THE PROPERTIES FROM THE COMMAND LINE

To send the properties to the server from the command line, substitute KERBEROS.JBOSS.ORG with
your realm and issue the run command with the respective Java properties:

e On Red Hat Enterprise Linux, run the following command:

./run.sh -Djava.security.krb5.realm=KERBEROS. JB0SS.ORG -
Djava.security.krb5.kdc=kerberos.security.jboss.org

e On Windows, run the following command:

run.bat Djava.security.krb5.realm=KERBEROS. JB0SS.ORG -
Djava.security.krb5.kdc=kerberos.security.jboss.org

These properties are valid only until the server shutdown and you need to pass them to the server on
every start.

4.2. ADDING THE PROPERTIES TO THE SYSTEM PROPERTIES

To make the properties permanent and have an application server start always with the SPNEGO
mechanism, define the properties in the $JB0SS_HOME/server/$PROFILE/deploy/properties-
service.xml descriptor. Make sure the properties are loaded before the first authentication attempt
(JBoss does not allow any incoming HTTP connections before the server has started up fully).

Open the descriptor and add the following attribute to the
jboss:type=Service, name=SystemProperties MBean:
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<attribute name="Properties'">
java.security.krb5.kdc=kerberos.security.jboss.org
java.security.krb5.realm=KERBEROS. JB0OSS.ORG
</attribute>

4.2.1. Multiple KDCs

If you are using one or more slave KDCs in addition to your master KDC, list the KDCs in a colon-
separated list after the java.security.krb5.kdc system property. The system will use the provided
alternative KDC if the master KDC is not available.

Example 4.1. Running a server with multiple KDCs

./run.sh -
Djava.security.krb5.realm=KERBEROS. JB0OSS.ORG:SLAVE_KDC.JB0OSS.0ORG -
Djava.security.krb5.kdc=kerberos.security.jboss.org
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CHAPTER 5. CONFIGURING MICROSOFT ACTIVE DIRECTORY

IMPORTANT

The domain details in this chapter differ from the domain details used in the rest of this
guide.

To configure Active Directory to authenticate user through JBoss Negotiation you need to do the
following:

e Create a server user account and configure it as a Service Principal Name (SPN) account: the
user of the Service Principal Name account (SPN account) acts as a connection between the
Kerberos server, the Active Directory and the JBoss web server.

o Generate a keytab file for the server user and export it to the application server. The
application server uses the keytab to authenticate to KDC in AD.

IMPORTANT

Make sure you are using an Active Directory domain controller. It is not possible to use a
Windows machine with accounts managed locally.

'E WARNING
Instructions in this guide apply to Windows 2003 and may differ from the

instructions relevant for your Windows operating system.

5.1. USER ACCOUNT FOR THE APPLICATION SERVER
To configure an SPN account for the application server on the AD domain controller, you need Setspn
and Ktpass. The command line utilities are part of Windows Server 2003 Support Tools and serve for
mapping the server user name to the application server and its HTTP service.

The utilities are available on Microsoft web pages.

You need to create a reqular user account for the server in the AD domain (make sure it is a user
account, not a computer account) and map the account to the service account.

5.1.1. Creating Server User

To create a new user for the server, do the following:
1. GotoStart - Administrative Tools — Active Directory Users and Computers

2. Inthe Active Directory Users and Computers window, goto Action - New — User
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Mew Object - User Ed |

g Create ;. wm104.gzslab rduredhat. comeld zers

Eirst narne: testzerver |nitials: I

Last name:

Full name: testzerver

Uzer logon name:

testzerver ern1 04, geslab rdu redhat. comn j

[Jzer logon name [pre-windows 2000);
Whd_ 104 testzerer

¢ Back Cancel

Figure 5.1. New User

3. Inthe New User window, enter the user details and click Next. Figure 5.1, “New User” uses the
server @vm104.gsslab.rdu.redhat.com and defines a user called testserver.

4. Enter the password for the user and select the User cannot change password and
Password never expires.

IMPORTANT

Make sure you have entered a valid password as changing the password later
can invalidate the keytab file and break your JBoss installations.
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Mew Object - User Ed |

g Create ;. wm104.gzslab rduredhat. comeld zers

Paszword: EEEERSRRRRERERORS

Coanfirm pagsword: T

[ Uszer must change password at nest logon
¥ Uszer cannot change password

v Pazzword never expires

[ Account is disabled

Cancel

< Back

Figure 5.2. New User Password

5. Click Next and Finish.
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Mew Object - User Ed |

g Create ;. wm104.gzslab rduredhat. comeld zers

When you click Finish, the following object will be created:

Full nare: testzerer :I
[Jzer logon name: testzerveri@vml 04, gzzlab.rdu redhat. com

The uzer cannot change the pazsward.
The pazswaord never expires.

[

Cancel |

< Back

Figure 5.3. New User Finish

6. Inthe Active Directory Users and Computers window, right-click the user and click
Properties.

7. In the user properties window, click the Account tab and make sure the Do not require
Kerberos preauthenticationand Use DES encryption types for this account
are selected under Account Options.
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testserver Properties E E |

tember I Dial-in I Erevironment I Seszions
Remate contral | Terminal Services Profile I COM+
General I Address  Account | Prafile I T elephones I Organization

Uzer logon name:

testzemer a1 04, gzzlab. rdu.redhat. com j
[Jzer logon name [pre-windows 2000);
Whd_ 104 testzerer

Logon Hours. . LogOn To...

[T Account is lacked out

Account options:

[ Account is trusted for delegation ;I
[ Account iz sensitive and cannot be delegated
[ Use DES encryption types for this account

—Account expires
% Mever
i End of: Wednesday,  July 16, 2003 j

ak. Cancel | Apply

Figure 5.4. User Properties

Now you need to create and export the keytab file for the created user.

5.2. EXPORTING KEYTAB

Once you have created the user account for the application server, use the Ktpass utility to map the
SPN account as a trusted host and export the keytab for the server:

1. Issue the ktpass command to map the created user as a trusted host and generate the keytab
file. The -princ option defines the service principal that is being mapped to and the -
mapuser option defines the user account being mapped to.

ktpass -princ <service principal mapping> -out <target keytab file>
-pass * -mapuser <user mapping>

Example 5.1. ktpass command
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ktpass -princ host/testserver@kerberos. jboss.org -out
C:\testeserver.host.keytab -pass * -mapuser KERBEROS\testserver

2. When prompted, enter the user password.

3. Issue the following command to display the available mappings and check if the new mapping
is enlisted:

I setspn.exe -1 <user mapping>

Example 5.2. setspn command

I setspn.exe -1 testserver
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CHAPTER 6. CONFIGURING FREEIPA

Before you configure FreelPA to use JBoss Negotiation, make sure you have FreelPA installed and
configured correctly, and the clients are able to obtain Kerberos tickets. Detailed FreelPA
documentation is available on http://www.freeipa.org/.

g WARNING
Due to the supported encryption types of FreelPA, the JBoss application server

must run on a Java 6 JVM with unlimited cryptography enabled.

To configure FreelPA to authenticate users through JBoss Negotiation you need to do the following:

e Create a service principal for the server and add the HTTP service to it. The server user acts as
a connection between FreelPA and the JBoss web server.

o Generate a keytab file for the server user and export it to the application server. The
application server uses the keytab to authenticate to KDC in FreelPA.

NOTE

These instructions apply to FreelPA 1.1.

6.1. CREATING SERVICE PRINCIPAL

You need to create the service principal, which represents the HTTP service of your JBoss Application
Server to allow the clients to request the ticket for this service.

NOTE

Full information on service principal creation is available on
http://freeipa.org/page/AdministratorsGuide#Managing_Service_Principals.

1. The simplest way to create a service principal is through the FreelPA WebUIl: access the tool as
an administrator.

2. Click the Add Service Principallink.
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Add'Service Principal - Mozilla Firefox

Hle Edit View History Bookmarks Tools Help

Legged in as: admin

g Add Service Principal I:dsLT:er
Find Users
Service Principal Details Add Principal
Add Group
Host Name: |test_server.jl:||:|55.|:|rg Find Groups

Service e: -
Typ HT":J Add Service Principal

Other Service: | Find Service Principal

Manage Policy

Self Sewvice

Add Principal Delegations

* W a _ ‘ https f/kerberos.jboss.org/fipajui/principal/new | v ] [V Google @l
{ Add Service Principal % ] v
@ freeIPA [Users > l [Type search terms here. ] [Searchl

b

|.l| Done kerberos.jboss.org &l _:;gl

Figure 6.1. Adding Service Principal

3. Set the hostname to the host name of your server (test_server. jboss.org) and the
service type to HTTP, and click Add Principal.
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View Service Principal’ - Mozilla Firefox

Hle Edit View History Bookmarks Tools Help

* v a ﬂ https:,I,,fkerberos.jbo55.org,.fipa;ui;principal;show?prin | V] [V|n::1-:--:--;|le Ii‘g]
{ View Service Principal % ] v

W freelPA

[Users > l [Type search terms here. ] [Searchl

Legged in as: admin

|£| View Service Delete Principal Tasks

Add User
Principal Find Users
Principal
Add Group
Host: test_semver. jboss.org Eindl G rolioe
Service: HTTP

Add Service Principal

Find Service Principal

Manage Policy

Self Sewvice

Delegations

b

|.l| Done kerberos.jboss.org ﬁl _:;gl

Figure 6.2. View Service Principal

NOTE

Creating the service principal requires the host name to be mapped with DNS. If
this procedure fails, on the command line, issue the following command to
create the principal: ipa-addservice

HTTP/test_server.jbhoss.org@JBOSS.0RG --force

6.2. EXPORTING KEYTAB

'@ WARNING

Exporting a new keytab resets the secret associated with the service principal and
invalidates any keytabs created previously for the principal.

To export a keytab for the server, do the following:

1. Obtain the Kerberos ticket-granting ticket for an administrator: issue the command kinit
<admin>.

2. To obtain the keytab, issue the command ipa-getkeytab with the options:
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)

FreelPA server to obtain the keytab from

P
Non-realm part of the full principal name

-k
File to append the keytab

Figure 6.3. Get Keytab

Once you have set up the service principal and exported the keytab, make sure your server security
domain uses the output keytab file (refer to Section 2.2, “Defining Server Security Domain”) and
configure the second login module to allow the client to load the roles assigned to the authenticated
user (refer to Section 2.4, “Role Mapping”).
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CHAPTER 7. CONFIGURING WEB BROWSERS

e NOTE
4
A ?x; Web browsers need to trust the application server they communicate with. To add the
25 application server to trusted resources, add the IP address of the JBoss application
( server to trusted hosts: on Red Hat Enterprise Linux, edit the /etc/hosts file and
]
s make sure the file is used for host name lookups; on Windows edit

4
: ' C:\windows\system32\drivers\etc\hosts). You can make this change either on
\ your DNS server or locally on the client machine.

]
>,
Lo o
E ' If the Kerberos realm is KERBEROS . JBOSS . ORG and the server hosting JBoss is
b 2 testserver then the IP address you need to add as a trusted host is
SO testserver.kerberos. jboss.org.

7.1. CONFIGURING INTERNET EXPLORER

The instructions on how to enable JBoss Negotiation in Internet Explorer (IE) apply to Internet
Explorer 6 on Microsoft Windows 2003.

By default Internet Explorer only performs SPNEGO authentication against sites in the Local
intranet zone. To enable the SPNEGO negotiation, add the server URL to the Local intranet sites:

1. On the Tools menu, click Internet Options.

E Megotiation Toolkit - Microsoft Internet Explorer
File  Edit “jew Fawvorites | Tools  Help

OBack » () - [x] 2] ) MalandNews rE
— —=——————— Pop-upBlocker

Address I@ http:ftestserver ke Manage Add-ons. .. T
e - =

Synchronize, ..
Windows Lpdate

Negotiation 1

Sun Java Cansole

The HegotiationT oollkat 15 a s

Figure 7.1. Tools - Internet Options
2. Inthe Internet Options dialog, click the Security tab label.

3. Inthe Security tab, make sure the Local intraneticonis selected and click the Sites
button.

29



Negotiation User Guide

ernetoptions &K

General Securty | F'rivan:_lrll Enntentl Ennnectinnsl F'ru:ugramsl .-'-‘-.::Ivann:e::ll

Select a'web content zone to specify itz secunty settings.

® 0 ¢

Lacal intranet SEERE s R Resztricted
zites

[nternet

Local intranet

"';' Thiz zone containz all Web sites that Bz
L are on pour arganization'sz intranet, —

— Secunty level for thiz zone

Custom

Custom settings.
- To change the settingz, click Custam Lewvel.
- To uze the recommended settingz, click Default Level.

Custom Lewvel... | Default Level |

ak. Cancel | Apply

Figure 7.2. Internet Options

4. Inthe Local intranet dialog, enter the URL of the server with the JBoss installation and
click Add.
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bocolntranet K|

"';' You can add and remave \Web sites Fram this zone, &l Wweb sites
i in this zone will use the zone's security setkings,

add this Web site ko the zone:
I htkp: fitestserver, kerberos, jboss,org

Web sites:

hicp: jfswstem Remove
htkp: [ flocalhost
htkps: ) flocalbost

[~ Require server verification (htkps:) For all sites in this zone

Close

Figure 7.3. Local Intranet

The server appears in the Web sites list below. Internet Explorer now trusts the JBoss installation
and performs the SPNEGO negotiation. Make sure to test the Negotiation with the Basic Negotiation
servlet (refer to Section 8.2, “Basic Negotiation”).

7.2. CONFIGURING FIREFOX

The instructions on how to enable SPNEGO negotiation in Mozilla Firefox apply to Mozilla Firefox
2.0.0.11 on Microsoft Windows 2003 and to Firefox 3.0.1 on Fedora 9.

To enable the SPNEGO negotiation, change the Mozilla Firefox configuration as follows:
1. Navigate to the about:config URL with the configuration options for Firefox.

2. Set the filter to network.negotiate to display the relevant options.
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3.'E}ahuul::cunﬁg - Mozilla Firefox

File Edit Yiew History Bookmarks Tools  Help
<f3 - - @ ﬁ | ] abouticonfig |‘| [}] '*|Gu:u:-gle

" Getting Started l__,!. Latest Headlines

Filker: Inetwurk.negutiate Shiow Al |

3

Preference Mame ‘Fl Status | Tvpe | Yalue |E|
nebwork, negotiate-auth, allow-proxies default boolean  true
nebwork, negotiate-auth, deleqation-uris default skring
nebwork, negotiate-auth, gsslib default skring
nebwork, negotiake-auth, trusted-uris default skring
nebwork, negotiake-auth, using-native-gsslib default boolean  true
| Daone i

Figure 7.4. Firefox Configuration

3. Double-click the network.negotiate-auth.delegation-uris andinthe Enter string
value dialog, enter the URI for SPNEGO negotiation. The URI can be entered as a partial URI,
for example http:// or testserver or a full URI, for example
http://testserver.jboss.org.

Enter string value Ed |

-9 network.negotiabe-auth, trusted-uris

I htkp: fitestserver, kerberos, jboss,org

(0]'4 Zancel

Figure 7.5. Firefox Configuration

IMPORTANT

The network.negotiate-auth.delegation-uris option specifies the URI
the users credentials will be delegated to. In the JBoss Negotiation version,
delegation is not yet supported.

The URI appears in the Value column. Firefox now trusts the JBoss installation and performs the
SPNEGO negotiation. Make sure to test the Negotiation with the Basic Negotiation servlet (refer to
Section 8.2, “Basic Negotiation”.
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egotiation Toolkit - Mozilla Firefox

Bile  Edit Mew Higtory Bookmarks Tools  Help

@ - - @ ﬁ " http:}itestserver kerberos.jboss.org:B0S0) boss-negotiation-toolkit}s | = | [ ' Google =

,' Getting Started L:', Latest Headlines

Negotiation Toolkit

Secured

User Principal
darranl@VMi04.G3SLAB.RDU.REDHAT. COM
Caller Principal
GF3330C7A573166E553B0OF0558CE274902
Subject

Sukbject:

Principal: darranl@vM104.GSSLAE.RDU.EEDHAT. COM

Principal: Roles (members:Users)

Principal: CallerPrincipal (mewbers:darranl@VMi0o4, G33LAE.RDU.REDHAT. COM)

| Cone

Figure 7.6. Firefox Negotiation Toolkit
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CHAPTER 8. NEGOTIATION TOOLKIT

The Negotiation Toolkit is a web application for testing of the SPNEGO configuration so you do not
need to test your configuration with your application. The jboss-negotiation-toolkit.war fileis
available at https://repository.jboss.org/nexus/content/groups/public/org/jboss/security/jboss-
negotiation-toolkit/2.0.3.SP1/jboss-negotiation-toolkit-2.0.3.SP1.war. Copy the file to the
$JBOSSHOME/server/$PROFILE/deploy directory to have the Negotiation Toolkit deployed.

The toolkit assumes that the authenticator has the name SPNEGO and that the application security
domain is named SPNEGO. If either of these have other names, deploy the web application as an
exploded archive and modify web.xml and jboss-web.xml:

e Inthe WEB-INF/web.xml file, update the authenticator key in auth-method (<auth-
method>SPNEGO</auth-method>.

e Inthe WEB-INF/jboss-web.xml file, update the name of the security domainin security-
domain (<security-domain>SPNEGO</security-domain>.

Once deployed, access the Negotiation Toolkit web application at
http://testserver.kerberos.jboss.org:8080/jboss-negotiation-toolkit

NOTE

Make sure you have set the DNS entry as described in Prerequisite: DNS Setting in
Section 2.3, “Defining Application Security Domain” .

8.1.FRONT PAGE

The main page for the Negotiation Toolkit contains links to the toolkit utilities, which test the
mechanisms of SPNEGO authentication. It is recommended that you follow the links from top to
bottom.
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3 Megotiation Taolkit - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help | ,,'J.'

OBack L |ﬂ &‘I ,:‘ | - Search = 7 Favoribes 4 | L= E

Address Iﬁj http: fitestserver kerberos, jhass, arg:&080/jboss-negatiation-toalkitf j Go |Links =
=

Negotiation Toolkit

The MegotiationT oolkit is a set of servlets that can be used to test SPNEGO.
Basic Negotiation

The Basic Megotiation servlet is a servlet that will attempt the initial stages of negotiation with the client browser.
The purpose of this servlet is to verifir that the client browser does respond with a SPNEGO token and displays the contents of the token.
Basic Megotiation

Security Domain Test

The Jecurity Dotnain Test servlet 45 a servlet that will prompt wou for the name of the security domain the server is using to authenticate itzelf
atud will then attempt the authentication.

This servlet will display the results of the authentication.

The putpose of this servlet is to verify the server can authenticate without needing a full SPNEGO request from a client.

SecurityDomainTest
Secured

The Secured servlet is a servlet that has been fully secured.

This servlet will display the users principal and the users roles.

The purpose of this servlet is to test the final stage of configuration to verify that SPNEGO authentication is working,
Secured

/&] Done l_l_l_l_l_lﬁ Inkernet
Figure 8.1. Negotiation Toolkit Front Page

c > NOTE

Make sure you have completed the installation before you use the Negotiation Toolkit as
the toolkit tests involve communication with the application server, web browser, and
the KDC.

8.2. BASIC NEGOTIATION

The Basic Negotiation servlet tests if the web browser trusts the application server: it prompts the
web browser to negotiation and checks if the application server received a negotiation token.

If the web browser failed to send a negotiation token, the servlet displays a web page similar to
Figure 8.2, “Basic Negotiation Failure”
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; Meqgotiation Toolkit - Microsoft Internet Explorer

File Edit ‘ew Favorites Tools  Help
YBack - €3 - [x] 2] n | - Search - ; Favorites 4 | - n B3

Address @http:,l',l'jl:uuss_server:8IZI8IZI,l'jI:uu:uss-negu:utiatiDn-tu:u:ulkjt,l'BasicNegu:utiatiu:un ﬂ Go | Links **

Negotiation Toolkit
NTLM Negotiation

WO - Authenticate - MNegotiate
TERIMTVINTITAARA AL ABATog A A AL ALALALALALALLALAMNELACLS LA Dv—

NTLM - Negotiate Message
Warning, this is NTLM, only SPNEGO is supported!

Negotiate Flags - (encryptionS 6Bt (sessionk evExchange 1 28Bit)(negotiate Verston) (ntlm ) always Sign) (nthm)
irecquestTarget){oem)(unicode)

Domain Name = mill - flengeh=0}max Length=0}Hoffcei =0}

Workstation Mame = mll - flengeh=0}maxLangth=0} affeei=0

Version - 00700

€] Dane DT T [ mnternet

| K0

Figure 8.2. Basic Negotiation Failure

If the web browser successfully sends a negotiation token, the servlet displays a web page similar to
Figure 8.3, “Basic Negotiation Success”
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3 Megotiation Taolkit - Microsoft Internet Explorer

File  Edit Wew Favorites Tools  Help | qﬂ'

QBack - €3 - [x] ] | - Search =7 Favorikes 42 | =

Address Iﬁj http: fitestserver kerberos, jhass, arg: 080/ jboss-negatiation-toalkit  Basichegatiation j a Go |Links =
1=

Negotiation Toolkit

Basic Negotiation

WA fathenticate - Hegotiate
YIIFEAYGKwYBBOUCIIFEDCCBOCID AP ekghlkiC OB A gl G Sq G S 3EsEC A gV K wYBB AGCNwICCqRCBN YEge TS YTIEzg VT Ko Ellre S AQIC A

Meg TokenInit

Message Qid - SPHEGO

Mech Types - {Ketberos V5 Legacy} {Fetheros W5} {NTLI}

Bey Flags -

Mech Token - VTIEzg¥TE o ZlbereS 8010 AQBuzgsf I Enal D AzEF oM CAQSBwhMFACL A A ACIeePUVYIDODCC A5yg
LwlBBaEdGaWT TEwNCSHUINMOQUInOERVLUFRERBYCSDT 0210 T A30 ANMC AQK WV DAGwRIVFROGyZ0
ZEMN0c2V ydr VLt T A0Lrodze2xh ViSwZH Tuem VkaGF 0Ll vhaOC A 2kwrgg Mo ANWC ARehLowl BAGKC

L1cEggN Trithrs b & SPAHFKBetwP NI zn TD2jHut 7 S5 GE TrlenDiK IgoPgz 3G N O AV plCGHHgow
imPpRspOwCEUaHINmE UdvGsdFLszkIt VHESS02E0DRAHHhAN4ZzCV 2L U E AW DgsS 72V Ogut

stilyc A K CURhsWWEBouF EbdO gy BOpfa zdywkne 2P Ther T WDt DIvIrs SR Tl 61 EXLak 9 G Ekz
KETTOjgw I yyd5t 351 0034 Fob LB TIFASSend 1JRACC 36etindl Vb fzayllal OStEvhREATE b
VIMZny Y EdofedCIpC sxD3jzC2B P Awplzen ¥ViEHWE A WaD K LE 3ilWs EnF UGS pzgenteyeheExd

kAldE &yate X+ kit VHYEL U0xDo+H4s W 9zs | PelU Y nfd YISK nFPgle &t P DE T Ll T fodre
H2z7D2+hoFlIKb+H6Tre DWVKE] 2 T X0 twH W HS 3 wgaVHHIE vBs N 0pr3 QdHEHELE WilTHelgh W12k
CrdOTW 5T VerEal I0G ¥ oF ul W31 TovPIRLB WId T FzEip] 8 224N nd P F EenOsg@ oIV foguz20px
YtoypPS+3VWLFSVzp3H Whitjo 720 cO0Mthnd TEOpwLE S0 ckanl KD FITszb N H3 VG T+HA Q20N

wphAEt I RwTFE s phfF s L Ver CF gfe N wlk-HTHIALC A on VE pZed PA0zOQOVLsBzfl cRd%%e X wx

BySovdlwisgirizwBoysSzerw i jDezxWdisj 5T I3 g WEAIOLwzmt 9N Orrdl Bt HIkwPGzebpd -
‘{ - PP S A '_I
|ﬂj Done l_ l_ l_ l_ l_ |‘:_4 Local intranek

Figure 8.3. Basic Negotiation Success

The web page shows some of the information contained within the negotiation token.

8.3. SECURITY DOMAIN TEST

The Security Domain Test tests if the application server can authenticate against the KDC through its
security domain.

First, the serviet prompts you to enter the name of the security domain (we have been using the
domain host throughout this guide; the page is shown in Figure 8.4, “Security Domain Test”).
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File Edit ‘“ew Favorites Tools Help | f

OBack L |ﬂ @ _:‘_ /':" Search 1 Favorites 4 | L= E

Address Ejhttp:,I',I'tEStSEFVEF.kErbEFDS.ijSS.Drg:E|:|8|:|,I'j|:Il:lS5-I'|El;ll:ltiatil:lI'|-tEIEIMt,I'SEELIrit‘:.-'DDmaiI'ITESt j o | Links **
[

Negotiation Toolkit

Security Domain Test

Flease enter the narne of the security-dornain nsed for the server to authenticate itself.

Security Dormain |hOSt

Tes
|E| Dare I_ I_ I_ I_ I_ |§:J Local intranet

L

Figure 8.4. Security Domain Test

If the servlet establishes the authentication successfully, it displays a page similar to Figure 8.5,
“Security Domain Test - Authenticated”.
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Figure 8.5. Security Domain Test - Authenticated

8.4. SECURED

The Secured servlet is configured to require full SPNEGO authentication. If the servlet returns a page
similar to Figure 8.6, “Secured”, its run was successful and your SPNEGO authentication is configured
correctly.
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CHAPTER 9. CONFIGURING WEB APPLICATIONS

Once you have configured JBoss Negotiation on your server and the connection to FreelPA or Active
Directory, you need to configure your web application to use JBoss Negotiation authentication.

To configure your web application to use JBoss Negotiation authentication, do the following:

1. Add the SPNEGO security domain to the WEB-INF/jboss-web.xml file:

<jboss-web>
<security-domain>java:/jaas/SPNEGO</security-domain>

</jboss-web>

2. Configure the 1login-config.xml file to use the SPNEGO authenticator:

<login-config>
<auth-method>SPNEGO</auth-method>
<realm-name>SPNEGO</realm-name>
</login-config>

The auth-method maps the key used for the authenticator.
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APPENDIX A. ADVANCED LDAP LOGIN MODULE: FULLLDAP
AUTHENTICATION

The JBoss Negotiation project includes the AdvancedLdapLoginModule to handle the LDAP role
searching requirements.

The AdvancedLdapLoginModule is based on the LdapExtLoginModule; however,
AdvancedLdapLoginModule differs in the following aspects:

e The accumulated subject roles do no include the role name of the first matching context.

o When the roleAttributelsDN module property is set to false, the recursive role search is
disabled even if the recurseRoles module option is set to true.

You can use the AdvancedLdapLoginModule module in a chained configuration with the
SPNEGOLoginModule to allow a GSSAPI authentication to allow authentication through LDAP (refer to
Section 2.4, “Role Mapping” or use the module for a full authentication through LDAP. You can also
configure it to skip the user search, the authentication, or the role search if required.

A.1. CONFIGURATION

The fully qualified classname of the new login module is
org.jbhoss.security.negotiation.AdvancedLdapLoginModule.

! WARNING
In Beta releases the class name was

org.jboss.security.negotiation.spnego.AdvancedLdapLoginModule.
The login module is still available under this name; however, it has been
deprecated and will be removed in a future release.

The AdvancedlLdapLoginModule supports password-stacking: if you want to use the module in
conjunction with other login modules, make sure the password-stacking property is set to
useFirstPass.

A.1.1. Defining Initial LDAP Context

First, you need to define the user credentials, which are used to obtain the InitialLdapContext and then
used to search for the user and the user roles.

NOTE

The login module supports obtaining this InitialLdapContext using a username and
credential or using GSSAPI for a previously authenticated user. Here we use the user
credentials. For configuration with GSSAPI, refer to Section 2.4, “Role Mapping”.

To authenticate with a username and password the following define the following settings:
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bindDN

defines the DN used to bind to the LDAP server. This is a DN with read/search permissions to the
defined baseCtxDN and rolesCtxDN.

bindCredential

defines the bindDN password. The password can be encrypted if the jaasSecurityDomain is
specified.

jaasSecurityDomain

defines the JMX ObjectName of the jaasSecurityDomain. This is the jaasSecurityDomain used to
decrypt the java.naming.security.principal. The JaasSecurityDomain#encrypté64(byte[]) method of
the domain returns the encrypted form of the password. You can use also
org.jboss.security.plugins.PBEUtils to generate the encrypted form.

A.1.2. Defining DN Search

After the module has created the LDAP initial context, it takes the provided username and searches for
the user DN. To define the properties of the search, provide the following properties:

baseCtxDN

defines the fixed DN of the context to search for user roles. Consider that this is not the
Distinguished Name of where the actual roles are located but the DN of where the objects
containing the user roles are located (that is, for active directory, this is the DN with the user
account).

baseFilter

defines the search filter used to locate the context of the user to authenticate. The input
username/userDN as obtained from the login module callback substitutes the {0} expression. This
substitution behavior comes from the standard DirContext?.search(Name, String, Object[],
SearchControls? cons) method. An common example search filter is " (uid={0})

searchTimeLimit

defines the timeout for the user and role searches in milliseconds (defaults to 10000, thatis 10
seconds).

NOTE

To disable the user DN search omit the baseCtxDN property: the provided username
will be used as the DN in this login module.

NOTE

If the LDAP login module is not the first login module and a previous login module has
already authenticated the user, the user authentication is skipped.
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If no previous login module has authenticated the user this step takes the User DN from the User DN
search and their provided credential and attempts to create a new InitialLdapContext and verify that
the User DN and credential combination is valid.

For user authentication, you can define the following property:

allowEmptyPassword

If empty (length==0) passwords are passed to the LDAP server. An empty password is treated as
an anonymous log in by an LDAP servers. Set the property to false to reject empty passwords or
to trueto allow the LDAP server to validate an empty password (the defaultis false).

A.1.4. Defining Role Search

The LDAP login module passes the properties to define the search for a particular user and its roles to
the LDAP server.

IMPORTANT

The following role search settings are similar to the LdapExtLoginModule settings;
however, the recursion now finds the roles listed within a DN.

rolesCtxDN

The fixed DN of the context to search for user roles. Consider that this is not the Distinguished
Name of where the actual roles are; rather, this is the DN of where the objects containing the user
roles are (e.q. for active directory, this is the DN where the user account is)

roleFilter
defines a search filter used to locate the roles associated with the authenticated user. The input
username/userDN as obtained from the login module callback substitutes the {0} expression in
the filter definition. The authenticated userDN substitutes the {1} in the filter definition. An
example search filter that matches the input username is (member={0} ). An alternative that
matches the authenticated userDN is (member={1}).

NOIA NOTE
%5

If you omit the roleFilter attribute, the role search will use the UserDN as the DN to
obtain the roleAttributelD value.

roleAttributelD

defines the role attribute of the context that corresponds to the name of the role. If the
roleAttributelsDN property is set to true, this property is the DN of the context to query for the
roleNameAttributelD attribute. If the roleAttributelsDN property is set to false, this property is
the attribute name of the role name.

roleAttributelsDN

defines if the role attribute contains the fully distinguished name of a role object or the role name. If
false, the role name is taken from the value of the user's role attribute. If true, the role attribute
represents the distinguished name of a role object. The role name is taken from the value of the
roleNameAttributeld attribute of the corresponding object. In certain directory schemas (for
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example, Microsoft Active Directory), role (group)attributes in the user object are stored as DNs to
role objects and not as simple names. In such case, set this property to true. The default value of
this property is false.

roleNameAttributelD

defines the role attribute of the context which corresponds to the name of the role. If the
roleAttributelsDN property is set to true, this property is used to find the name attribute of the
role object. If the roleAttributelsDN property is set to false, this property is ignored.

recurseRoles

Enables a recursive role search. The login module tracks already added roles to handle cyclic
references.

searchScope
sets the search scope to one of the following (the default value is SUBTREE_SCOPE):
o OBJECT_SCOPE - searches the named roles context only.
e ONELEVEL_SCOPE - searches directly in the named roles context.

o SUBTREE_SCOPE - searches only the object if the role context is not a DirContext?. If the
roles context is a DirContext?, the subtree rooted at the named object and the named
object itself are searched.

searchTimeLimit

defines the timeout for the user and role searches in milliseconds (defaults to 10000, thatis 10
seconds).

NOTE

R

Both searches use the same searchTimeLimit setting.

A.2. EXAMPLES OF FULL LDAP AUTHENTICATION

The following example configurations show the full LDAP authentication with
AdvancedLdapLoginModule for Active Directory and FreelPA.The configuration differ in the baseFilter
attribute as this is the name identified by the SPNEGOLoginModule.

The options bindAuthentication, jaasSecurityDomain, and java.naming.provider.url configure how the
login module connects to LDAP and how the authentication occurs.

The baseCtxDN option is the DN to start the search for the user and the baseFilter attribute in these
examples searches for the user using the sAMAccountName attribute on Active Directory and uid
attribute on FreelPA.

The memberOf attribute is read directly from the user, therefore there is no need to specify the

rolesCtxDN or roleFilter property: the attribute defined for the roleAttributelD option is read directly
from the user.
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The roleAttributelsDN option specifies that this value is a DN so the group object is retrieved and the
roleNameAttributelD option specifies that the attribute cnis read from the group. The login module
returns this role.

The recurseRoles is set to true so the DN from the located group is used to repeat the process soifa
group is configured with the memberOf attribute then this is recursively used to locate all the roles.

A.2.1. Full LDAP Authentication for Active Directory

The following is an extract of the dumped Idiff from the example Active Directory domain:

dn: CN=Darran

Lofthouse, CN=Users, DC=vm104, DC=gsslab, DC=rdu, DC=redhat, DC=com
objectClass: top

objectClass: person

objectClass: organizationalPerson

objectClass: user

cn: Darran Lofthouse

distinguishedName:

CN=Darran Lofthouse, CN=Users,DC=vm104,DC=gsslab,DC=rdu, DC=redhat, DC=com
member0f: CN=Banker, CN=Users, DC=vm104, DC=gsslab, DC=rdu, DC=redhat, DC=com
name: Darran Lofthouse
sAMAccountName: darranl
userPrincipalName: darranl@vml104.gsslab.rdu.redhat.com

dn: CN=Banker, CN=Users, DC=vm104, DC=gsslab, DC=rdu, DC=redhat, DC=com
objectClass: top

objectClass: group

cn: Banker

member :

CN=Darran Lofthouse, CN=Users, DC=vm104,DC=gsslab,DC=rdu, DC=redhat, DC=com
distinguishedName:

CN=Banker, CN=Users, DC=vm104, DC=gsslab, DC=rdu, DC=redhat, DC=com
memberO0f: CN=Trader,CN=Users, DC=vm104, DC=gsslab, DC=rdu, DC=redhat, DC=com
name: Banker
sAMAccountName: Banker

dn: CN=Trader, CN=Users, DC=vm104, DC=gsslab, DC=rdu, DC=redhat, DC=com
objectClass: top

objectClass: group

cn: Trader

member: CN=Banker, CN=Users, DC=vm104, DC=gsslab, DC=rdu, DC=redhat, DC=com
distinguishedName:

CN=Trader, CN=Users, DC=vm104, DC=gsslab, DC=rdu, DC=redhat, DC=com

name: Trader

sAMAccountName: Trader

The following configuration requires a username and password to be provided for the authentication
process:

<application-policy name="SPNEGO">
<authentication>
<login-module
code="org.jboss.security.negotiation.spnego.AdvancedLdapLoginModule"
flag="required">
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<module-option
<module-option
<module-option

name="bindAuthentication">GSSAPI</module-option>
name="jaasSecurityDomain">host</module-option>

name="java.naming.provider.url">ldap://VM104:3268</module-option>

<module-option

name="baseCtxDN">CN=Users, DC=vm104, DC=gsslab, DC=rdu, DC=redhat, DC=com</modu

le-option>
<module-option
option>

<module-option
<module-option
<module-option

<module-option
</login-module>
</authentication>

</application-policy>

name="baseFilter">(sAMAccountName={0})</module-

name="roleAttributeID">member0f</module-option>
name="roleAttributeIsDN">true</module-option>
name="roleNameAttributeID">cn</module-option>

name="recurseRoles">true</module-option>

A.2.2. Full LDAP Authentication for Free IPA

The following is an extract of the dumped Idiff from the example FreelPA domain:

dn: uid=darranl, cn=users, cn=accounts,dc=jboss, dc=org
displayName: Darran Lofthouse

uid: darranl

title: Mr

objectClass: top

objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson
objectClass: inetUser
objectClass: posixAccount
objectClass: krbPrincipalAux
objectClass: radiusprofile

sn: Lofthouse

mail: darran.lofthouse@jboss.com
krbPrincipalName: darranl@JBOSS.ORG
givenName: Darran

cn: Darran Lofthouse
initials: DL

member0f: cn=banker,cn=groups, cn=accounts, dc=jboss, dc=org
member0f: cn=Trader,cn=groups,cn=accounts, dc=jboss, dc=org

dn: cn=Banker,cn=groups, cn=accounts, dc=jboss,dc=org

objectClass: top

objectClass: groupofnames
objectClass: posixGroup

objectClass: inetUser

cn: Banker

member0f: cn=trader,cn=groups,cn=accounts, dc=jboss, dc=org
member: uid=darranl, cn=users,cn=accounts,dc=jboss, dc=org
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dn: cn=Trader,cn=grou
objectClass: top
objectClass: groupofn
objectClass: posixGro
objectClass: inetUser
cn: Trader

member: cn=Banker,cn=

The following configuration req
process:

<application-policy n
<authentication>
<login-module
code="org.jboss
flag="required"
<module-option
<module-option
<module-option

ps,cn=accounts, dc=jboss,dc=o0rg
ames

up

groups, cn=accounts,dc=jboss,dc=org

uires a username and password to be provided for the authentication

ame="SPNEGO">

.security.negotiation.spnego.AdvancedLdapLoginModule"
>

name="bindAuthentication">GSSAPI</module-option>
name="jaasSecurityDomain">host</module-option>

name="java.naming.provider.url">1ldap://kerberos.jboss.org:389</module-

option>

<module-option
name="baseCtxDN">cn=u
<module-option

<module-option
<module-option
<module-option

<module-option
</login-module>
</authentication>
</application-policy>
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name="baseFilter">(uid={0})</module-option>

name="roleAttributeID">member0f</module-option>
name="roleAttributeIsDN">true</module-option>

name="roleNameAttributeID">cn</module-option>

name="recurseRoles">true</module-option>
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