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PREFACE

Red Hat Network provides system-level support and management of Red Hat systems and networks. It
brings together the tools, services, and information repositories needed to maximize the reliability,
security, and performance of Red Hat systems. To use Red Hat Network, system administrators
register software and hardware profiles, known as System Profiles, of their client systems with Red Hat
Network. When a client system requests package updates, only the applicable packages for the client
are returned.

Red Hat Satellite (Satellite) allows organizations to use the benefits of Red Hat Network without
having to provide public Internet access to their servers or other client systems. System profiles are
stored locally on the Satellite server. The Satellite website is served from a local web server and is only
accessible to systems that can reach the Satellite. All package management tasks, including errata
updates, are performed through the Satellite server.

Satellite provides a solution for organizations that require absolute control over and privacy of the
maintenance and package deployment of their servers. It allows Red Hat Network customers the
greatest flexibility and power in keeping systems secure and updated. Modules can be added to the
Satellite server to provide extra functionality.
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CHAPTER1.INTRODUCTION

1.1. RED HAT SATELLITE PROXY SERVER

Red Hat Satellite Proxy Server is a package-caching mechanism that reduces the bandwidth
requirements for Red Hat Satellite and enables custom package deployment. Satellite Proxy
customers cache RPM packages, such as Errata Updates from Red Hat or custom packages generated
by their organization, on an internal, centrally-located server. Client systems then receive these
updates from Red Hat Satellite Proxy rather than by accessing the Internet individually.

Although the packages are served by Red Hat Satellite Proxy, clients' system profiles and user
information are stored on a secure, central Red Hat Satellite Server. The Satellite Proxy acts as a go-
between for client systems and the Red Hat Satellite Server. Only the package files are stored on the
Satellite Proxy. Every transaction is authenticated, and the Red Hat Update Agent checks the GPG
signature of each package retrieved from the local Satellite Proxy.

In addition to storing official Red Hat packages, the Satellite Proxy Server can be configured to deliver
an organization's own custom packages from private channels. For example, an organization could
develop its own software, package it in an RPM, sign it with its own GPG signature, and have the local
Satellite Proxy Server update all of the individual systems in the network with the latest versions of the
custom software.

Advantages of using Satellite Proxy Server include:
e Scalability: one organization can support multiple local Red Hat Satellite Proxies.

e Security: a secure connection is maintained from the client systems to the local Satellite
Proxy, and from there to the Red Hat Satellite servers.

e Saves time: packages are delivered significantly faster over a local area network than the
Internet.

e Saves bandwidth: packages are only downloaded once from Red Hat Satellite (using the local
Satellite Proxy Server's caching mechanism), instead of downloading each package separately
to each client system.

e Customized updates: create an automated package delivery system for custom software
packages, as well as official Red Hat packages required for the client systems. Customized,
private Red Hat Satellite channels allow an organization to automate delivery of in-house
packages.

e Customized configuration: restrict or grant updates to specific architectures and operating
system versions.

1.2. ARCHITECTURE AND OPERATIONS

The Red Hat Update Agent or Package Updater on the client systems does not directly contact a

Red Hat Satellite Server. Instead, the client (or clients) connects in turn to a Satellite Proxy Server that
connects to a Red Hat Satellite Server. Thus, the client systems do not need direct access to the
Internet. They need access only to the Satellite Proxy Server.

IMPORTANT

Red Hat strongly recommends that clients connected to a Satellite Proxy server be
running the latest update of Red Hat Enterprise Linux to ensure proper connectivity.
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Clients that access a Red Hat Satellite Proxy are still authenticated by Red Hat Satellite but in this case
the Satellite Proxy provides both authentication and route information to Red Hat Satellite. After a
successful authentication, the Red Hat Satellite Server informs the Satellite Proxy server that it is
permitted to execute a specific action for the client. The Satellite Proxy server downloads all of the
updated packages (if they are not already present in its cache) and delivers them to the client system.

Requests from the Red Hat Update Agent or Package Updater on the client systems are still
authenticated on the server side, but package delivery is significantly faster because the packages are
cached in the HTTP Proxy Caching Server or the Satellite Proxy server (for local packages). The
Satellite Proxy server and client system are connected over the LAN and transfer speeds are limited
only by the speed of the local network.

The authentication process proceeds as follows:

1. The client performs a login action at the beginning of a client session. This login is passed
through one or more Satellite Proxy Servers until it reaches a Red Hat Satellite server.

2. The Red Hat Satellite server attempts to authenticate the client. If authentication is
successful, the server returns a session token through the chain of Satellite Proxy Servers. This
token, which has a signature and expiration time, contains user information, such as channel
subscriptions, username, and so on.

3. Each Satellite Proxy Server caches this token on its local file system in the
/var/cache/rhn/ directory. Caching reduces some of the overhead of authenticating with
Red Hat Satellite servers and greatly improves the performance of Red Hat Satellite.

4. This session token is sent to the client machine and is used in subsequent actions on Red Hat
Satellite.

From the client's perspective, there is no difference between a Satellite Proxy Server and a Red Hat
Satellite server. From the Red Hat Satellite server's perspective, a Satellite Proxy Server is a special
type of Red Hat client. Clients are thus not affected by the route that a request takes to reach a

Red Hat Satellite server. All of the logic is implemented in the Satellite Proxy Servers and Red Hat
Satellite servers.

The Red Hat Network Package Manager can also be installed and configured to serve custom
packages. Any package that is not an official Red Hat package, including custom packages written
specifically for an organization, can only be served from a private software channel (also referred to as
a custom software channel). After creating a private Red Hat Satellite channel, the custom RPM
packages are associated with that channel by uploading the package headers to the Red Hat Satellite
servers. Only the headers are uploaded, not the actual package files. The headers are required because
they contain crucial RPM information, such as software dependencies, that allows Red Hat Satellite to
automate package installation. The actual custom RPM packages are stored on the Satellite Proxy
Server and sent to the client systems from inside the organization's local area network.

Configuring a computer network to use Satellite Proxy Servers is straightforward. The Red Hat
Satellite applications on the client systems must be configured to connect to the Satellite Proxy
Server instead of a Red Hat Satellite server. See the Client Configuration Guidefor details. On the proxy
side, you need to specify the next proxy in the chain (which eventually ends with a Red Hat Satellite
server). If the Red Hat Package Manager is used, the client systems must be subscribed to the private
Red Hat channel.

1.3. IMPORTANT TERMS

To better understand Red Hat Satellite Proxy, it is important to become familiar with the following
Red Hat Satellite terms:
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Channel

A channel is a list of software packages. There are two types of channels: base channels and child
channels. A base channel consists of a list of packages based on a specific architecture and Red Hat
release. A child channelis a channel associated with a base channel that contains extra packages.

Organization Administrator

An Organization Administrator is a user role with the highest level of control over an organization's
Red Hat Satellite account. Members with this role can add and remove other users, other systems,
and system groups to the organization. Each Red Hat Satellite organization requires at least one
Organization Administrator.

Channel Administrator

A Channel Administrator is a user role with full access to channel management capabilities. Channel
Administrators can create channels and assign packages to channels. Organization Administrators
can use the Users tab on the Red Hat Satellite website to assign this role to other users.

Red Hat Update Agent

The Red Hat Update Agent is the Red Hat Network client application ( yum) that allows users to
retrieve and install new or updated packages on the client system.

Traceback

A traceback is a detailed error description that is useful for troubleshooting the Satellite Proxy.
Traceback files are automatically generated when a critical error occurs, and they are then emailed
to the individuals designated in the Satellite Proxy's configuration file.

See the Red Hat Reference Guideand the Help page on the Satellite Web user interface for more
information.
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CHAPTER 2. REQUIREMENTS

This chapter focuses on the prerequisites for installing Red Hat Satellite Proxy Server. If the Satellite
Proxy connects to a Satellite Server, the version of that Satellite Server must be greater than or equal
to the version of the Satellite Proxy that is being installed. For example, Satellite Proxy Server 5.6
requires Satellite Server 5.6 or later.

2.1. SOFTWARE REQUIREMENTS
To perform an installation, the following software-related components must be available:

e Base operating system: Satellite Proxy is supported on Red Hat Enterprise Linux 5 and 6. The
operating system can be installed using any of the methods supported by Red Hat.

IMPORTANT

Red Hat Satellite Proxy Server does not currently run on Red Hat
Enterprise Linux 7. Satellite Proxy can manage Red Hat Enterprise Linux 7
clients, but only when used with Satellite 5.6. Satellite Proxy cannot manage
Red Hat Enterprise Linux 7 clients in a Red Hat Satellite Proxy-only
environment.

Satellite Proxy can be installed on Red Hat Enterprise Linux 5 and 6 in any virtualized
environment supported by Red Hat, including Xen, KVM, and VMware.

In production deployments, Red Hat recommends that you deploy Satellite Proxy as the sole
application running on the underlying physical hardware to avoid contention issues. Also, be
aware that functional support for virtualized environments does not always equal the
performance of running on physical hardware, so carefully consider the virtualized
environment of choice and any recommended tuning guidelines.

S, NOTE

[ i
Each purchased Satellite Proxy includes one supported instance of Red Hat

Ef ~ :' Enterprise Linux Server. Satellite Proxy must be installed onto a fresh
installation of Enterprise Linux where Satellite Proxy is the only application and

é% service provided by the operating system. Using the Red Hat Enterprise Linux

E -~ ]

k:gﬁ}

operating system included in Satellite Proxy to run other daemons, applications,
or services within the environment is not supported.

Each version of Red Hat Enterprise Linux requires a certain package set to support Satellite
Proxy. Adding more packages can cause errors during installation. Therefore, Red Hat
recommends obtaining the desired package set in the following ways:

A$% NoTE
For kickstarting, specify the following package group: @Base

: ' For installing Red Hat Enterprise Linux from CD or ISO image, select the
5 following package group: Minimal

e An available Satellite Proxy entitlement within the Satellite Server account.
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e An available Provisioning entitlement within the Satellite Server account (which should come
packaged with the Satellite Proxy entitlement).

e Access tothe Red Hat Network Tools channel for the installed version of Red Hat
Enterprise Linux. This channel includes the spacewalk-proxy-installer package that contains
the configure-proxy.sh installation program required to install Satellite Proxy.

e Allrhncfg* packages installed on the Satellite Proxy (from the Red Hat Network Tools
channel).

e Either the spacewalk-certs-tools package installed on the Satellite Proxy (from the Red Hat
Network Tools channel) for Hosted users, or the secure sockets layer (SSL) CA certificate
password used to generate the parent server certificate for Satellite Server users.

e Configuration of the system to accept remote commands and configuration management

through Red Hat Network if using the deprecated Web Ul installation method. See Section 3.2,
“Red Hat Satellite Proxy Server Installation Process” for instructions.

2.2. HARDWARE REQUIREMENTS
The following hardware configuration is required for the Satellite Proxy:
e A Pentium IV Processor or equivalent
e 2G of memory required; 4G of memory recommended
o Atleast 5 GB storage for base install of Red Hat Enterprise Linux
e 6 GB storage per distribution/channel
The load on the Apache Web server is directly related to the frequency with which client systems
connect to the Satellite Proxy. If the default interval of four hours (or 240 minutes) as set in the

/etc/sysconfig/rhn/rhnsd configuration file of the client systems is reduced, the load on this
component increases significantly.

NOTE

The installation procedure configures the caching abilities to be optimized for resources
available. Provide more memory and disk space prior to installation to increase active
caching within Red Hat Satellite Proxy.

2.3. DISK SPACE REQUIREMENTS

The caching mechanism used by Satellite Proxy is the Squid HTTP proxy, which saves significant
bandwidth for the clients. It should have a reasonable amount of space available. The cached packages
are stored in /var/spool/squid. The required free space allotment is 6 GB storage per
distribution/channel.

If the Satellite Proxy is configured to distribute custom, or local packages, make sure that the /var
mount point on the system storing local packages has sufficient disk space to hold all of the custom
packages, which are stored in /var/spool/rhn-proxy. The required disk space for local packages
depends on the number of custom packages served.

2.4. ADDITIONAL REQUIREMENTS
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The following additional requirements must be met before the Satellite Proxy installation can be
considered complete:

Full Access

Client systems need full network access to the Satellite Proxy services and ports.

Firewall Rules

Red Hat strongly recommends setting up a firewall between the Satellite Proxy and the Internet.
However, depending on your Satellite Proxy implementation, you need to open several TCP ports in
this firewall:

Table 2.1. Ports to Open on the Satellite Proxy

Port Direction Reason

80 Outbound The Satellite Proxy uses this port to reach your Satellite URL.

80 Inbound Client requests arrive using either HTTP or HTTPS.

443 Inbound Client requests arrive using either HTTP or HTTPS.

443 Outbound The Satellite Proxy uses this port to reach the Satellite URL.

4545 Outbound If your Satellite Proxy is connected to a Satellite Server, Monitoring

makes connections to rhnmd running on client systems through
this TCP port, if Monitoring is enabled and probes are configured to
registered systems.

5222 Inbound Allows osad client connections to thejabberd daemon on the
Satellite Proxy when using Red Hat Network Push technology.

5269 Outbound If the Satellite Proxy is connected a Satellite Server, this port must
be open to allow server-to-server connections using jabberd for
Red Hat Network Push Technology.

Synchronized System Times

Time sensitivity is a significant factor when connecting to a Web server running SSL (Secure
Sockets Layer); it is imperative the time settings on the clients and server are close together so
that the SSL certificate does not expire before or during use. It is recommended that Network Time
Protocol (NTP) be used to synchronize the clocks.

Fully Qualified Domain Name (FQDN)

The system upon which the Satellite Proxy is installed must resolve its own FQDN properly.

Backups of Login Information

It is imperative that customers keep track of all primary login information. For Satellite Proxy, this
includes user names and passwords for the Organization Administrator account and SSL certificate
generation. Red Hat strongly recommends this information be copied onto two separate back-up
disks (CD/DVD/removable hard drives), printed out on paper, and stored in a safe place.
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Distribution Locations

Because the Satellite Proxy forwards virtually all local HTTP requests to the central Red Hat
Network servers, take care in putting files destined for distribution (such as in a kickstart
installation tree) in the non-forwarding location on the Satellite Proxy: /var/www/html/pub/.
Files placed in this directory can be downloaded directly from the Satellite Proxy. This can be
especially useful for distributing GPG keys or establishing installation trees for kickstart files.

Red Hat recommends that the system running the code should not be publicly available. Only system
administrators should have shell access to these machines. All unnecessary services should be
disabled. Use ntsysv or chkconfig to disable services.
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CHAPTER 3. INSTALLING RED HAT SATELLITE PROXY

This chapter describes the initial installation of Red Hat Satellite Proxy Server. It presumes the
prerequisites listed in Chapter 2, Requirements have been met. However, if you are upgrading to a later
version of Red Hat Satellite Proxy Server, contact your Red Hat representative for assistance.

3.1.BASE INSTALL

Red Hat Satellite Proxy Server is designed to run on the Red Hat Enterprise Linux operating system.
Therefore, the first step is to install the base operating system. During and after the operating system
installation process, ensure that you:

e Allocate sufficient space to the partition that will be used to store packages according to the
hardware requirements prescribed earlier. The default location for cached Red Hat packages is
/var/spool/squid; custom packages are located in /var/spool/rhn-proxy.

NOTE

The installation program automatically calculates the available space on the
partition where /var/spool/squid is mounted and allocates up to 60 per
cent of the free space for use by Satellite Proxy.

e Ensure the firewall rules are updated to meet the requirements stated in Section 2.4,
“Additional Requirements”. Modify your iptables settings and restart the service.

e |Install the packages required by Red Hat Satellite Proxy Server.

IMPORTANT

Install only the base Satellite Proxy packages as installing additional packages
might cause the Satellite Proxy installation to fail.

See Section 2.1, “Software Requirements” for how to obtain the correct package group needed
for each version of Red Hat Enterprise Linux.

e Enable Network Time Protocol (NTP) and selectthe appropriate time zone on the
Satellite Proxy and on all client systems.

3.2. RED HAT SATELLITE PROXY SERVER INSTALLATION PROCESS

The following instructions describe the Satellite Proxy installation process:

Procedure 3.1. Configuring the Base System

1. Login as the root user on the intended Satellite Proxy system.

2. Use the rhn_register command to register the newly-installed Red Hat Enterprise Linux
system with either Red Hat Network or Red Hat Satellite Server, using the organizational
account containing the Satellite Proxy entitlement.

3. Subscribe the client to the Red Hat Network Tools channel.

10
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4. Install the Satellite Proxy installation package. This package contains the main script that
leads you through the actual Satellite Proxy installation.

I # yum install spacewalk-proxy-installer

Installing the Red Hat Satellite Proxy Server

The command-line installation program guides you through the actual Satellite Proxy installation
process. This program presents a series of prompts regarding Satellite Proxy installation and initial
configuration details, such as installation options and SSL certificate generation. You need root access
to the server to perform this step.

IMPORTANT

Before you running the installation script, the Satellite Proxy requires SSL files from
your Satellite Server. Create the /root/ssl-build directory:

I # mkdir /root/ssl-build

Then copy the public certificate and CA certificate from the desired Red Hat Satellite to
the new directory:

# scp 'root@www.satellite.com:/root/ssl-build/{RHN-ORG-PRIVATE-
SSL-KEY, RHN-ORG-TRUSTED-SSL-CERT, rhn-ca-openssl.cnf}'
/root/ssl-build

Alternatively, append the - -force-own-ca option when you run the installation script.

Run the following installation script to install Red Hat Satellite Proxy Server:

I # configure-proxy.sh

AR NOTE

You can press Enter at any prompt to use the default response enclosed in brackets.

NS Alternatively, use the - -non-interactive option with the installation script if you
Em want to use default answers without any user interaction.

Gathering Satellite Proxy Server Installation Information

The installation script requests details about the Satellite Proxy installation specific to the machine
where you are performing the installation.

Satellite Proxy version to activate [5.6]:

Request for confirmation of the version of Satellite Proxy to install.
Red Hat Network Parent [satserver.example.com]:
The Satellite Server domain name or address of the system that serves content to the Satellite

Proxy.

Traceback email []:

1
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A comma-separated list of email addresses to which error-related traceback messages are sent,
usually the email of the Satellite Proxy administrator.

Configuring SSL and Satellite Proxy Details

The installation script also requests information necessary for generating an SSL certificate, and for
configuring an HTTP proxy if required. Red Hat recommends using SSL to secure traffic to and from
the Satellite Proxy Server.

Use SSLI[Y/n]:

Press Enter or type y to configure the Satellite Proxy to use SSL.

CA Chain [/usr/share/rhn/RHN-ORG-TRUSTED-SSL-CERT]:
Press Enter to use the default path for the Certificate Authority (CA) Chain.

If the Satellite Proxy is communicating with Red Hat Satellite, then this value is usually
/usr/share/rhn/RHN-ORG-TRUSTED-SSL - CERT. Otherwise, custom SSL certificates must be
located in the /usr/share/rhn/ directory.

HTTP Proxy [1:

If the Satellite Proxy server connects through an HTTP proxy, enter the proxy host name and port
number, for example, corporate.proxy.example.com:3128

Enter the details necessary to generate a valid SSL server certificate. Example 3.1, “Example
Generation of an SSL Certificate” demonstrates generating such a certificate.

Satellite Proxy Parent

Server, you will be prompted to generate an SSL certificate.
This SSL certificate will allow client systems to connect to this
Spacewalk Proxy

securely. See the Spacewalk Proxy Installation Guide for more
information.

Organization: Example Company

Organization Unit [proxyl.example.com]:

Common Name: proxyl.example.com

City: New York

State: New York

Country code: US

Regardless of whether you enabled SSL for the connection to the
Email [admin@example.com]:

‘ Example 3.1. Example Generation of an SSL Certificate

Performing Post-installation Tasks

After the main Satellite Proxy installation tasks have been completed, the installation program
performs a number of additional tasks, such as prompting for installation of monitoring support,
creating configuration channels, and restarting modified daemons.

You do not have monitoring installed. Do you want to install it? Will run 'yum install spacewalk-
proxy-monitoring'. [Y/n]:

12
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Confirm whether or not you want to install Monitoring support on the Satellite Proxy server.

Configure SSL

The configure-proxy.sh program configures SSL, and prompts you to create a Certificate
Authority password and confirm it before generating the SSL keys and the public certificate.
Example 3.2, “Example Generation of CA Key and Public Certificate” demonstrates generatinga CA
key and public certificate.

CA password:

CA password confirmation:

Copying CA public certificate to /var/www/html/pub for distribution
to clients:

Generating SSL key and public certificate:

CA password:

Backup made: 'rhn-ca-openssl.cnf' --> 'rhn-ca-openssl.cnf.1'
Rotated: rhn-ca-openssl.cnf --> rhn-ca-openssl.cnf.1

Installing SSL certificate for Apache and Jabberd:

Preparing packages for installation...

Generating CA key and public certificate:
rhn-org-httpd-ssl-key-pair-proxyl.example-1.0-1

‘ Example 3.2. Example Generation of CA Key and Public Certificate

Create Configuration Channel

The installation program also requests confirmation that you want to create a configuration
channel based on the configuration files created while running configure-proxy.sh.

The installation program creates a Satellite Server configuration channel based on the name of the
system (the sysID) where the Satellite Proxy is installed (in the following example, the sysIDis
1000010000), and collects the various httpd, SSL, squid, and jabberd server files that will
comprise the configuration channel for the Satellite Proxy server.

An example of this configuration is shown in Example 3.3, “Example of Creating a Configuration
Channel”.

Example 3.3. Example of Creating a Configuration Channel
Create and populate configuration channel rhn_proxy_config_10000100007?
[Y]:

Using server name satserver.example.com

Red Hat Network username: admin

Password:

Creating config channel rhn_proxy_config_1000010000

Config channel rhn_proxy_config_1000010000 created

using server name satserver.example.com

Pushing to channel rhn_proxy_config_1000010000:

Local file /etc/httpd/conf.d/ssl.conf -> remote file
/etc/httpd/conf.d/ssl.conf

Local file /etc/rhn/rhn.conf -> remote file /etc/rhn/rhn.conf

Local file /etc/rhn/cluster.ini -> remote file /etc/rhn/cluster.ini
Local file /etc/squid/squid.conf -> remote file /etc/squid/squid.conf
Local file /etc/httpd/conf.d/cobbler-proxy.conf -> remote file

13
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/etc/httpd/conf.d/cobbler-proxy.conf
Local file /etc/httpd/conf.d/rhn_proxy.conf -> remote file
/etc/httpd/conf.d/rhn_proxy.conf
Local file /etc/httpd/conf.d/rhn_broker.conf -> remote file
/etc/httpd/conf.d/rhn_broker.conf
Local file /etc/httpd/conf.d/rhn_redirect.conf -> remote file
/etc/httpd/conf.d/rhn_redirect.conf

Local file /etc/jabberd/c2s.xml -> remote file /etc/jabberd/c2s.xml
Local file /etc/jabberd/sm.xml -> remote file /etc/jabberd/sm.xml

Restart services

The final step of the installation process is to restart all of the Satellite Proxy-related services. The
installation program exits when this step is completed.

Shutting down Jabber router: [ OK ]
Stopping httpd: [ OK ]
Stopping squid: [ OK ]
Done.

Starting rhn-proxy...

init_cache_dir /var/spool/squid... Starting squid: . [ OK ]
Starting httpd: [ OK ]
Starting Jabber services [ OK ]

Enabling Satellite Proxy
Shutting down rhn-proxy...
Done.

| Example 3.4. Restarting all Satellite Proxy Server-related Services

3.3. AUTOMATING SATELLITE PROXY SERVER INSTALLATION

To automate some of the process of installing Satellite Proxy on your systems, the configure-
proxy.sh script allows administrators to create answer files that contain predetermined responses to
prompts in the installation program.

The following is an example answer file that contains predetermined answers related to version
number, the Satellite Server that serves as the parent server, SSL, and other configuration
parameters. See the configure-proxy.sh manual page (man configure-proxy.sh)for more
information about creating and using answer files.

# example of answer file for configure-proxy.sh
# for full list of possible option see
# man configure-proxy.sh

VERSION=5.6
RHN_PARENT=rhn-satellite.example.com
TRACEBACK_EMAIL=jsmith@example.com
USE_SSL=1

SSL_ORG="Red Hat"
SSL_ORGUNIT="Spacewalk"
SSL_CITY=Raleigh

14
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SSL_STATE=NC

SSL_COUNTRY=US

INSTALL_MONITORING=N

ENABLE_SCOUT=N
CA_CHAIN=/usr/share/rhn/RHN-ORG-TRUSTED-SSL-CERT
POPULATE_CONFIG_CHANNEL=Y

Using Answer Files to Automate Installation

Use the - -answer -file option with the configure-proxy.sh script to use an answer file to help
automate your Satellite Proxy installation, as shown in the following example. Replace the example
answers_file. txt file name with the path to your answer file.

I # configure-proxy.sh --answer-file=/path/to/answers_file.txt
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CHAPTER 4. CONFIGURING SATELLITE PROXY TO USE
CNAME RECORDS

One of the features of Red Hat Satellite Proxy is the ability to take advantage of CNAME records, or
aliases, instead of the canonical host name. This feature is useful if there are network issues that
prevent communication with Red Hat Satellite Proxy using its normal host name or configuration.

4.1. PREREQUISITES

To use CNAME records with your Red Hat Satellite Proxy Server installation, you need to:
e Ensure that the required CNAME records have been configured for the server.
e Addthe CNAME records to the Satellite Proxy server configuration.

e Create a new multi-host certificate and install it on the Satellite Proxy.

4.2. ADDING CNAME RECORDS TO THE SATELLITE PROXY SERVER
CONFIGURATION
This section describes how to add your Satellite Proxy server's CNAME records to the Satellite Proxy

server configuration, and have those CNAMEs recognized as valid options within the Satellite Proxy
web interface.

NOTE

This document does not cover how to set up DNS CNAME records for the machine
where your Satellite Proxy server is installed. Contact your system or DNS administrator
to ensure the required CNAME records are correctly set up.

Procedure 4.1. To Configure Your Satellite Proxy Server to Use CNAME Records:

1. Add the following line to the /etc/rhn/rhn. conf file:
valid_cnames_<systemID of Proxy server> = chamel,chame2, chame3
2. Run the following command to restart the Tomcat service:

I # service tomcat6 restart

After the Tomcat service has restarted, refresh the Satellite Proxy server web interface and you should
see the CNAMEs listed on the Hardware tab of the System Details page.

Before you can use these CNAMEs, however, you need to create a new set of certificates, and
configure the Satellite Proxy to use these certificates. This is because the original certificate is only

valid for the canonical host name; you need to create new certificates that are valid for each CNAME.
This is covered in Section 4.3, “Generating and Using Multi-host SSL Certificates” .

4.3. GENERATING AND USING MULTI-HOST SSL CERTIFICATES

16



CHAPTER 4. CONFIGURING SATELLITE PROXY TO USE CNAME RECORDS

You need to generate multi-host SSL certificates to take advantage of the ability to use CNAME
records on the Satellite Proxy server. You also need to update the rhn-ca-openssl. cnf file to
ensure that the Satellite Proxy server is aware of and uses these certificates.

Procedure 4.2. To Update the SSL Configuration File to use Multi-host Certificates:

1. Edit the /root/ssl-build/rhn-ca-openssl.cnf file and locate the [CA_default] section.
2. Ensure the entry copy_extensions = copy exists and is not commented out.

3. Save and close the file.

IMPORTANT

You need to complete the above step before you run configure-proxy. sh with
SSL_CNAME set, or the installation will fail.

You also need to update your answers file so that the Satellite Proxy configuration will use the new SSL
certificates created previously.

Procedure 4.3. To Update the Answers File to Use Multi-host SSL Certificates:

1. Edit the answers. txt file that you created for the initial Satellite Proxy installation. If you did
not create such a file, you can find an example setup in /usr/share/doc/spacewalk-
setup-<version>/answers.txt.

2. Ensure the following line exists, and is not commented out:

I SSL_CNAME = (cname@1 cname@2 cname03)

3. Runthe configure-proxy.sh script with the - -answer-file option to generate the multi-
host SSL certificate. For example:

I # configure-proxy.sh --answer-file=</path/to/answers.txt>

NOTE

You can run the configure-proxy.sh script multiple times to test or update
configurations, as required.
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CHAPTER 5. UPGRADING A RED HAT PROXY SERVER
INSTALLATION

This chapter describes how to upgrade your Proxy Server installation. These instructions assume that
you have a fully functional Proxy Server and its required entitlements.

5.1. PREREQUISITES
The latest version of Red Hat Satellite Proxy Server requires:
e Red Hat Enterprise Linux 5 (64-bit only) or Red Hat Enterprise Linux 6 (64-bit only).

e Removal of the previous Proxy server's system profile from the parent Satellite server.

5.2. UPGRADING YOUR PROXY INSTALLATION

1. Back up your existing Proxy server. If applicable, restore the SSL build direction from the
backup to the directory /root/ssl-build.

2. Register the Proxy to the parent Satellite. Make sure that the Proxy is subscribed to both the
Red Hat Enterprise Linux Server base channel and the Red Hat Network Tools child channel.

3. Install the spacewalk-proxy-installer package from the Red Hat Network Tools child
channel:

I # yum install spacewalk-proxy-installer

4. Install the latest version of Proxy, as documented in Section 3.2, “Red Hat Satellite Proxy
Server Installation Process”.

NOTE

If the Proxy server is registered to Red Hat Satellite, and the Proxy previously
managed custom channels, restore the custom package repository from the pre-
upgrade backup. The permissions and ownership will also need to be set up

properly.

chmod 0750 /var/spool/rhn-proxy

chown apache:apache /var/spool/rhn-proxy
mkdir -m 0750 -p /var/spool/rhn-proxy/list
chown apache:apache /var/spool/rhn-proxy/list

H H HF H

The default custom package repository is usually /var/spool/rhn-proxy.
5. After the installation, update the server to the latest errata updates:

I # yum update
6. Restart the Proxy Server services and test the Proxy Server's functionality:

I # /usr/sbin/rhn-proxy restart
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APPENDIX A. SAMPLE SATELLITE PROXY SERVER
CONFIGURATION FILE

The /etc/rhn/rhn. conf configuration file for the Satellite Proxy provides a means for
administrators to establish key settings. Take care when making any changes, however, because any
configuration errors in this file may cause Satellite Proxy failures.

If you are also using a Red Hat Satellite server, pay close attention to the traceback_mail and
proxy.rhn_parent parameters. Review the sample and its comments (comments are identified by a
hash mark (#) in column 1), for additional details.

IMPORTANT

You can add the use_ssl option to rhn. conf for testing purposes. Set its value to 0 to
turn off SSL between the Satellite Proxy and the upstream server. Be aware that this
greatly compromises security. Reset this option to its default value of 1 to re-enable SSL,
or remove the line from the configuration file.

# Automatically generated RHN Management Proxy Server configuration file.

# SSL CA certificate location
proxy.ca_chain = /usr/share/rhn/RHNS-CA-CERT

# Corporate HTTP proxy, format: corp_gateway.example.com:8080
proxy.http_proxy =

# Password for that corporate HTTP proxy
proxy.http_proxy_password =

# Username for that corporate HTTP proxy
proxy.http_proxy_username =

# Location of locally built, custom packages
proxy.pkg_dir = /var/spool/rhn-proxy

# Hostname of RHN Server or RHN Satellite
proxy.rhn_parent = rhn.redhat.com

# Destination of all tracebacks, etc.
traceback_mail = user@@domain.com, useril@domain.com
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