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Abstract

The release notes provide high-level coverage of the improvements and additions that have been
implemented in Red Hat Directory Server 11 and document known issues in this release, as well as
notable bug fixes, technology previews, deprecated functionalities, and other details.



Table of Contents

Table of Contents

MAKING OPEN SOURCE MORE INCLUSIVE ..ttt it et eeaeeanneeaneeeaneennneeaneens 5
CHAPTER 1. GENERAL INFORMATION L.ttt ittt ettt et eeeeennneeaneeraneennneenns 6
1.1. DIRECTORY SERVER SUPPORT POLICY AND LIFE CYCLE 6
1.2. GENERAL HARDWARE REQUIREMENTS 6
1.2.1. Disc space 6
1.2.2. Required RAM 6

1.3. SOFTWARE CONFLICTS 7
1.4.NOTES ABOUT MIGRATING TO DIRECTORY SERVER 1 7
New command-line utilities in Directory Server 11 7

The Directory Server 11 default password storage scheme was changed to PBKDF2-SHAS512 7
Migration procedure 8
CHAPTER 2. RED HAT DIRECTORY SERVER 11,7 o ittt ittt et e eee e eaneennneanns 9
2.1.SYSTEM REQUIREMENTS 9
2.1.1. Hardware requirements 9
2.1.2. Software requirements 9
2.1.2.1. Supported platforms for Directory Server 9
2.1.2.2. Supported platforms for the Directory Server user interface in the web console 9
2.1.2.3. Supported platforms for the Windows Synchronization utility 9

2.2. IMPORTANT UPDATES AND NEW FEATURES 10
Directory Server rebased to version 1.4.3.34 10
Important updates and new features in the 389-ds-base packages 10
2.3.BUG FIXES 10
Bug fixes in the 389-ds-base packages 10

2.4. KNOWN ISSUES 10
Directory Server settings that are changed outside the web console’s window are not automatically visible 10
Configuring a referral for a suffix fails in Directory Server 1
Directory Server replication fails after changing password of the replication manager account 1
Known issues in the 389-ds-base packages 1
CHAPTER 3. RED HAT DIRECTORY SERVER 1.6 ... \tiittttitttti i eieeieeeieenaneennneennnenns 12
3.1. SYSTEM REQUIREMENTS 12
3.1.1. Hardware requirements 12
3.1.2. Software requirements 12
3.1.2.1. Supported platforms for Directory Server 12
3.1.2.2. Supported platforms for the Directory Server user interface in the web console 12
3.1.2.3. Supported platforms for the Windows Synchronization utility 13

3.2. HIGHLIGHTED UPDATES AND NEW FEATURES 13
Directory Server rebased to version 1.4.3.31 13
LDAP browser is now fully supported 13
Highlighted updates and new features in the 389-ds-base packages 13

3.3. KNOWN ISSUES 13
Directory Server settings that are changed outside the web console’s window are not automatically visible 13
Configuring a referral for a suffix fails in Directory Server 14
Directory Server replication fails after changing password of the replication manager account 14
Known issues in the 389-ds-base packages 14
CHAPTER 4. RED HAT DIRECTORY SERVER 115 ...ttt it e it ieie et ennneenneanns 15
4.1.SYSTEM REQUIREMENTS 15
4.1.1. Supported platforms for Directory Server 15
4.1.2. Supported platforms for the Directory Server user interface in the web console 15



Red Hat Directory Server 11 Release Notes

4.1.3. Supported platforms for the Windows Synchronization utility
4.2. HIGHLIGHTED UPDATES AND NEW FEATURES
Directory Server rebased to version 1.4.3.28
Highlighted updates and new features in the 389-ds-base packages
4.3. TECHNOLOGY PREVIEWS
The Directory Server web console provides an LDAP browser as Technology Preview
Bug fixes in the 389-ds-base packages
4.4, KNOWN ISSUES
Directory Server settings that are changed outside the web console’s window are not automatically visible
Configuring a referral for a suffix fails in Directory Server
Directory Server replication fails after changing password of the replication manager account
Known issues in the 389-ds-base packages

CHAPTER 5. RED HAT DIRECTORY SERVER T4 ... .. et

5.1. SYSTEM REQUIREMENTS
5.1.1. Supported platforms for Directory Server
5.1.2. Supported platforms for the Directory Server user interface in the web console
5.1.3. Supported platforms for the Windows Synchronization utility
5.2. HIGHLIGHTED UPDATES AND NEW FEATURES
Directory Server rebased to version 1.4.3.27
Highlighted updates and new features in the 389-ds-base packages
5.3. BUG FIXES
The dsconf utility no longer fails when using LDAPS URLs
Bug fixes in the 389-ds-base packages
5.4. KNOWN ISSUES
Directory Server settings that are changed outside the web console’s window are not automatically visible
The Directory Server Web Console does not provide an LDAP browser
Known issues in the 389-ds-base packages

CHAPTER 6. RED HAT DIRECTORY SERVER 11.3 ... .. i i

6.1. SYSTEM REQUIREMENTS
6.1.1. Supported platforms for Directory Server
6.1.2. Supported platforms for the Directory Server user interface in the web console
6.1.3. Supported platforms for the Windows Synchronization utility

6.2. HIGHLIGHTED UPDATES AND NEW FEATURES
Directory Server rebased to version 1.4.3.16
Highlighted updates and new features in the 389-ds-base packages

6.3. BUG FIXES
The lib389 library no longer fails to delete entries discovered by the Account object
Bug fixes in the 389-ds-base packages

6.4. KNOWN ISSUES
Directory Server settings that are changed outside the web console’s window are not automatically visible
The Directory Server Web Console does not provide an LDAP browser

CHAPTER 7. RED HAT DIRECTORY SERVER 112 . et ettt
7.1. SYSTEM REQUIREMENTS
7.1.1. Supported platforms for Directory Server
7.1.2. Supported platforms for the Directory Server user interface in the web console
7.1.3. Supported platforms for the Windows Synchronization utility
7.2. HIGHLIGHTED UPDATES AND NEW FEATURES
Directory Server rebased to version 1.4.3.8
Highlighted updates and new features in the 389-ds-base packages
7.3.BUG FIXES
Bug fixes in the 389-ds-base packages

21
21
21
21
21
22
22
22
22
22
22
22
23
23

24
24
24
24
24
25
25
25
25
25



Table of Contents

7.4. KNOWN ISSUES 25
Directory Server settings that are changed outside the web console’s window are not automatically visible 25
The Directory Server Web Console does not provide an LDAP browser 26

CHAPTER 8. RED HAT DIRECTORY SERVER 11T ...ttt ittt ie e ei et eeaennneenneenn, 27

8.1. SYSTEM REQUIREMENTS 27
8.1.1. Supported platforms for Directory Server 27
8.1.2. Supported platforms for the Directory Server user interface in the web console 27
8.1.3. Supported platforms for the Windows Synchronization utility 27

8.2. HIGHLIGHTED UPDATES AND NEW FEATURES 28
Directory Server rebased to version 1.4.2.4 28
A health check feature has been added to Directory Server 28
Highlighted updates and new features in the 389-ds-base packages 28

8.3. BUG FIXES 28
Bug fixes in the 389-ds-base packages 28

8.4. KNOWN ISSUES 28
Directory Server settings that are changed outside the web console’s window are not automatically visible 28
The Directory Server Web Console does not provide an LDAP browser 29
Known issues in the 389-ds-base packages 29

8.5. REMOVED FUNCTIONALITY 29
The nunc-stans framework has been removed 29

CHAPTER 9. RED HAT DIRECTORY SERVER TLO ...ttt itii e eii e eaeeaneenaneennnenns 30

9.1. SYSTEM REQUIREMENTS 30
9.1.1. Supported platforms for Directory Server 30
9.1.2. Supported platforms for the Directory Server user interface in the web console 30
9.1.3. Supported platforms for the Windows Synchronization utility 30

9.2. HIGHLIGHTED UPDATES AND NEW FEATURES 31
Directory Server introduces new command-line utilities to manage instances 31
Directory Server now provides a browser-based user interface 31
The default value of the nsslapd-unhashed-pw-switch parameter is now off 31
Highlighted updates and new features in the 389-ds-base packages 32

9.3. KNOWN ISSUES 32
Directory Server settings that are changed outside the web console’s window are not automatically visible ~ 32
The Directory Server Web Console does not provide an LDAP browser 32



Red Hat Directory Server 11 Release Notes




MAKING OPEN SOURCE MORE INCLUSIVE

MAKING OPEN SOURCE MORE INCLUSIVE

Red Hat is committed to replacing problematic language in our code, documentation, and web
properties. We are beginning with these four terms: master, slave, blacklist, and whitelist. Because of the
enormity of this endeavor, these changes will be implemented gradually over several upcoming releases.
For more details, see our CTO Chris Wright's message.


https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language

Red Hat Directory Server 11 Release Notes

CHAPTER 1. GENERAL INFORMATION

This chapter contains general information about Red Hat Directory Server 11, independent of the minor
version.

1.1. DIRECTORY SERVER SUPPORT POLICY AND LIFE CYCLE

For details, see the Red Hat Directory Server Errata Support Policy document.

1.2. GENERAL HARDWARE REQUIREMENTS
The hardware requirements are based on tests run with the following prerequisites:
® The server uses default indexes.

® FEach LDAP entry has a size of 1.5 KB and 30 or more attributes.

1.2.1. Disc space

The following table provides guidelines for the recommended disc space for Directory Server based on
the number of entries.

Table 1.1. Required disc space

Number of entries  Database size Database cache Server and logs Total disk space

10,000 - 500,000 2GB 2GB 4GB 8GB
500,000 - 5GB 2GB 4GB NGB
1,000,000

1,000,000 - 21GB 2GB 4GB 27 GB
5,000,000

5,000,000 - 42 GB 2GB 4GB 48 GB
10,000,000

The total disk space does not include space for backups and replication metadata. With enabled
replication, its metadata can require up to 10% more of the total disk space.

A replication changelog with 1 million changes can add at least 315 MB to the total disk space
requirement.

The temporary file system (tmpfs) mounted in /dev/shm/ should have at least 4 GB of available space
to store RHDS temporary files.

1.2.2. Required RAM

Make sure your system has enough RAM available to keep the entire database in cache. The required
RAM size can be higher than the recommended one depending on server configuration and usage
patterns.


https://access.redhat.com/support/policy/updates/directory
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Table 1.2. Required RAM size

Number of Entry cache  Entry cache  Database DN cache NDN cache Total RAM
entries with cache size

replication

10,000 - 4GB 5GB 1.5GB 45 MB 160 MB 7GB
500,000

500,000 - 8 GB 10 GB 1.5GB 90 MB 320 MB 12GB
1,000,000

1,000,000 - 40 GB 50 GB 1.5GB 450 MB 1.6 GB 54 GB
5,000,000

5,000,000 80 GB 100 GB 1.5GB 900 MB 3.2GB 106 GB
10,000,000

[a] Entry cache with replication includes the entry’s replication state and metadata.

[b] Total RAM size assumes you enabled replication.

1.3. SOFTWARE CONFLICTS

Directory Server cannot be installed on any system that has a Red Hat Enterprise Linux Identity
Management (IdM) server installed. Likewise, no Red Hat Enterprise Linux IdM server can be installed on
a system with a Directory Server instance.

1.4.NOTES ABOUT MIGRATING TO DIRECTORY SERVER 1

Consider the following information if you want to migrate an existing Directory Server 10 environment to
Directory Server 11.

New command-line utilities in Directory Server 11
Directory Server 11 provides new command line utilities to manage server instances and users. These
utilities replace the Perl scripts used for management tasks in Directory Server 10 and earlier versions.

For alist of commands in previous versions and their replacements in Directory Server 11, see the
Command-line utilities replaced in Red Hat Directory Server 11 appendix in the Red Hat Directory Server
Installation Guide.

IMPORTANT

The Perl scripts used for management tasks in Directory Server 10 and earlier versions are
still available in the 389-ds-base-legacy-tools package. However, Red Hat only supports
the new dsconf, dsctl, dscreate, and dsidm command-line utilities.

The Directory Server 11 default password storage scheme was changed to PBKDF2-SHA512
Directory Server 11 now uses the PBKDF2-SHA512 scheme as a default password storage scheme,


https://access.redhat.com/documentation/en-us/red_hat_directory_server/11/html/installation_guide/command-line-utilities-replaced-in-rhds11
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which is more secure than SSHA, SSHA512, and other schemes. Therefore, if some of your applications,
such as freeradius, do not support the PBKDF2-SHA512 scheme, and you must set a weaker password
storage scheme back, note that Directory Server updates user passwords not only when an application
adds or modifies the user entry, but also during a successful bind operation. However, you can disable an
update on bind operations by setting the nsslapd-enable-upgrade-hash parameter in the ch=config
entry to off.

Migration procedure

For a procedure about migrating Directory Server 10 to Directory Server 11, see the corresponding
chapter in the Red Hat Directory Server Installation Guide.


https://access.redhat.com/documentation/en-us/red_hat_directory_server/11/html/installation_guide/assembly_migrating-directory-server-10-to-directory-server-11_installation-guide
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CHAPTER 2. RED HAT DIRECTORY SERVER 11.7

Learn about new system requirements, updates and new features, known issues, and deprecated
functionality implemented in Directory Server 11.7.

2.1. SYSTEM REQUIREMENTS

2.1.1. Hardware requirements

The full list of hardware requirements is available in the Hardware requirements section of the General
information chapter.

2.1.2. Software requirements

Lean about required platforms for Directory Server packages, the web console, and windows
synchronization.

2.1.2.1. Supported platforms for Directory Server
Red Hat supports Directory Server 11.7 if it runs on the following platforms:
® A Red Hat Enterprise Linux 8.8 built for AMD64 and Intel 64 architectures.

® A Red Hat Enterprise Linux virtual guest on a certified hypervisor. For details, see the Which
hypervisors are certified to run Red Hat Enterprise Linux? solution article.
2.1.2.2. Supported platforms for the Directory Server user interface in the web console

Red Hat supports the browser-based Directory Server user interface in the web console in the following
environments:

Operating system Browser

Red Hat Enterprise Linux 8.8

® Morzilla Firefox 102.11.0 and later

® Chrome 88 and later

Windows Server 2016 and 2019: . )
® Morzilla Firefox 102.11.0 and later

® Chrome 88 and later

Windows 10 . .
® Morzilla Firefox 102.11.0 and later

® Microsoft Edge 88 and later

® Chrome 88 and later

2.1.2.3. Supported platforms for the Windows Synchronization utility


https://access.redhat.com/node/427723/
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Red Hat supports the Windows Synchronization utility for Active Directory running on:
® Microsoft Windows Server 2019

® Microsoft Windows Server 2016

2.2. IMPORTANT UPDATES AND NEW FEATURES

Learn about new features and important updates in Directory Server 11.7.

Directory Server rebased to version 1.4.3.34
The 389-ds-base packages have been upgraded to upstream version 1.4.3.34.

Important updates and new features in the 389-ds-base packages
The Red Hat Directory Server features that are included in the 389-ds-base packages are documented
in the Red Hat Enterprise Linux 8.8 Release Notes:

® New nsslapd-auditlog-display-attrs configuration parameter for the Directory Server audit log
® Directory server now supports ECDSA private keys for TLS

o New pamModulelsThreadSafe configuration option is now available

2.3. BUG FIXES

Learn about bugs fixed in Directory Server 11.7 that have a significant impact on users.

Bug fixes in the 389-ds-base packages
The Red Hat Directory Server bug fixes that are included in the 389-ds-base packages are documented
in the Red Hat Enterprise Linux 8.8 Release Notes:

® The scheduled time of the changelog compaction now works correctly

2.4. KNOWN ISSUES

Learn about known problems and, if applicable, workarounds in Directory Server 11.7.

Access log displays an error message during Directory Server installation in FIPS mode

When you install Directory Server in the FIPS mode, the access log file displays the following error
message:

[time_stamp]

- WARN - slapd_do_all_nss_ssl_init - ERROR: TLS is not enabled, and the
machine is in FIPS mode. Some functionality won’t work correctly (for
example, users with PBKDF2_SHA256 password scheme won’t be able to log
in). It's highly advisable to enable TLS on this instance.

Such behavior happens because at first, Directory Server finds that TLS is not initialized and logs the
error message. However, later when the dscreate utility completes TLS initialization and enables
security, the error message is no longer present. (BZ#2153668)

Directory Server settings that are changed outside the web console’s window are not

automatically visible
Because of the design of the Directory Server module in the Red Hat Enterprise Linux 8 web console,

10


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/8.8_release_notes/new-features#BZ-2136610
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/8.8_release_notes/new-features#BZ-2096795
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/8.8_release_notes/new-features#BZ-2142639
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/8.8_release_notes/bug-fixes-identity-management#2130276
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the web console does not automatically display the latest settings if a user changes the configuration
outside of the console’s window. For example, if you change the configuration using the command line
while the web console is open, the new settings are not automatically updated in the web console. This
applies also if you change the configuration using the web console on a different computer. To work
around the problem, manually refresh the web console in the browser if the configuration has been
changed outside the console’s window.

(BZ#1654281)

Configuring a referral for a suffix fails in Directory Server
If you set a back-end referral in Directory Server, setting the state of the backend using the dsconf
<instance_name> backend suffix set --state referral command fails with the following error:

Error: 103 - 9 - 53 - Server is unwilling to perform - [] - need to set nsslapd-referral before moving to
referral state

As a consequence, configuring a referral for suffixes fail. To work around the problem:

1. Set the nsslapd-referral parameter manually:

# ldapmodify -D "cn=Directory Manager" -W -H Idap://server.example.com

dn: cn=dc\3Dexample\2Cdc\3Dcom,ch=mapping tree,cn=config
changetype: modify

add: nsslapd-referral

nsslapd-referral: [dap://remote_server:389/dc=example,dc=com

2. Set the back-end state:

I # dsconf <instance_name> backend suffix set --state referral

As a result, with the workaround, you can configure a referral for a suffix.

(BZ#2063033)

Directory Server replication fails after changing password of the replication manager
account

After a password change, Directory Server does not properly update the password cache for the
replication agreement. As a consequence, when you change the password for the replication manager
account, the replication breaks. To work around this problem, restart the Directory Server instance. As a
result, the cache is rebuilt at start-up, and the replication connection binds with the new password
instead of the old one.

(BZ#2101473)

Known issues in the 389-ds-base packages

Red Hat Directory Server known issues that affect 389-ds-base packages are documented in Red Hat
Enterprise Linux 8.8 8.8 Release Notes:

® The default keyword for enabled ciphers in the NSS does not work in conjunction with other
ciphers (BZ#1817505)

1


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/8.8_release_notes/known-issues-identity-management#BZ-1817505
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CHAPTER 3. RED HAT DIRECTORY SERVER 11.6

Learn about new system requirements, highlighted updates and new features, known issues, and
deprecated functionality implemented in Directory Server 11.6.

3.1. SYSTEM REQUIREMENTS

Here you can find recommended hardware and software requirements for Directory Server 11.6.

3.1.1. Hardware requirements

The full list of hardware requirements is available in the Hardware requirements section of the General
information chapter.

3.1.2. Software requirements

Lean about required platforms for Directory Server packages, the web console, and windows
synchronization.

3.1.2.1. Supported platforms for Directory Server

Red Hat supports Directory Server 11.6 only on Red Hat Enterprise Linux 8.7 built for AMD64 and Intel
64 architectures.

Directory Server 11.6 is supported running on a Red Hat Enterprise Linux virtual guest on a certified
hypervisor. For details, see the Which hypervisors are certified to run Red Hat Enterprise Linux? solution
article.

3.1.2.2. Supported platforms for the Directory Server user interface in the web console

Red Hat supports the browser-based Directory Server user interface in the web console in the following
environments:

Operating system Browser

Red Hat Enterprise Linux 8.7 ) )
® Mozilla Firefox 102.3.0 and later

® Chrome 88 and later

Windows Server 2016 and 2019: . )
® Morzilla Firefox 102.3.0 and later

® Chrome 88 and later

Windows 10 . .
® Morzilla Firefox 102.3.0 and later

® Microsoft Edge 88 and later

® Chrome 88 and later

12


https://access.redhat.com/node/427723/
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3.1.2.3. Supported platforms for the Windows Synchronization utility

Red Hat supports the Windows Synchronization utility for Active Directory running on:
® Microsoft Windows Server 2019

® Microsoft Windows Server 2016

3.2. HIGHLIGHTED UPDATES AND NEW FEATURES

This section documents new features and important updates in Directory Server 11.6.

Directory Server rebased to version 1.4.3.31
The 389-ds-base packages have been upgraded to upstream version 1.4.3.31.

LDAP browser is now fully supported
With this enhancement, you can manage LDAP entries from the LDAP Browser tab in the web console.
For example, you can:

® Browse the directory using Tree or Table view.

® Manage entries, such as users, groups, roles, organizational units (OUs), and custom entries.

® Manage Access Control Instructions (AClIs).

® Manage classes of service definition (CoS).

® Search for entries.

Highlighted updates and new features in the 389-ds-base packages

Features in Red Hat Directory Server, that are included in the 389-ds-base packages, are documented
in the Red Hat Enterprise Linux 8.7 Release Notes:

® Directory Server now supports canceling the Auto Membership plug-in task
® Directory Server now supports recursive delete operations when using Idapdelete
® You can now set basic replication options during the Directory Server installation

® Replication changelog trimming is now enabled by default in Directory Server

3.3. KNOWN ISSUES

This section documents known problems and, if applicable, workarounds in Directory Server 11.6.

Directory Server settings that are changed outside the web console’s window are not
automatically visible

Because of the design of the Directory Server module in the Red Hat Enterprise Linux 8 web console,
the web console does not automatically display the latest settings if a user changes the configuration
outside of the console’s window. For example, if you change the configuration using the command line
while the web console is open, the new settings are not automatically updated in the web console. This
applies also if you change the configuration using the web console on a different computer. To work
around the problem, manually refresh the web console in the browser if the configuration has been
changed outside the console’s window.

(BZ#1654281)

13


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/8.7_release_notes/new-features#BZ-2052528
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/8.7_release_notes/new-features#BZ-2057063
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/8.7_release_notes/new-features#BZ-2057066
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/8.7_release_notes/new-features#BZ-2062679

Red Hat Directory Server 11 Release Notes

Configuring a referral for a suffix fails in Directory Server
If you set a back-end referral in Directory Server, setting the state of the backend using the dsconf
<instance_name> backend suffix set --state referral command fails with the following error:

Error: 103 - 9 - 53 - Server is unwilling to perform - [] - need to set nsslapd-referral before moving to
referral state

As a consequence, configuring a referral for suffixes fail. To work around the problem:

1. Set the nsslapd-referral parameter manually:

# Idapmodify -D "cn=Directory Manager" -W -H |dap://server.example.com

dn: cn=dc\3Dexample\2Cdc\3Dcom,ch=mapping tree,cn=config
changetype: modify

add: nsslapd-referral

nsslapd-referral: [dap://remote_server:389/dc=example,dc=com

2. Set the back-end state:

I # dsconf <instance_name> backend suffix set --state referral

As a result, with the workaround, you can configure a referral for a suffix.

(BZ#2063140)

Directory Server replication fails after changing password of the replication manager
account

After a password change, Directory Server does not properly update the password cache for the
replication agreement. As a consequence, when you change the password for the replication manager
account, the replication breaks. To work around this problem, restart the Directory Server instance. As a
result, the cache is rebuilt at start-up, and the replication connection binds with the new password
instead of the old one.

(BZ#2101473)
Known issues in the 389-ds-base packages
Known issues in Red Hat Directory Server, that are included in the 389-ds-base packages, are

documented in the Red Hat Enterprise Linux 8.7 Release Notes:

® The default keyword for enabled ciphers in the NSS does not work in conjunction with other
ciphers (BZ#1817505)

14
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CHAPTER 4. RED HAT DIRECTORY SERVER 11.5

4.1. SYSTEM REQUIREMENTS

This section contains information related to installing Directory Server 11.5, including prerequisites and
platform requirements.
4.1.1. Supported platforms for Directory Server

Red Hat supports Directory Server 11.5 only on Red Hat Enterprise Linux 8.6 built for AMD64 and Intel
64 architectures.

Directory Server 11.5 is supported running on a Red Hat Enterprise Linux virtual guest on a certified
hypervisor. For details, see the Which hypervisors are certified to run Red Hat Enterprise Linux? solution
article.

4.1.2. Supported platforms for the Directory Server user interface in the web
console

Red Hat supports the browser-based Directory Server user interface in the web console in the following
environments:

Operating system Browser

Red Hat Enterprise Linux 8.6 . .
® Morzilla Firefox 91.7.0 and later

® Chrome 88 and later

Windows Server 2016 and 2019: . )
® Morzilla Firefox 91.7.0 and later

® Chrome 88 and later

Windows 10 . .
® Morzilla Firefox 91.7.0 and later

® Microsoft Edge 88 and later

® Chrome 88 and later

4.1.3. Supported platforms for the Windows Synchronization utility

Red Hat supports the Windows Synchronization utility for Active Directory running on:
® Microsoft Windows Server 2019

® Microsoft Windows Server 2016

4.2. HIGHLIGHTED UPDATES AND NEW FEATURES

15
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This section documents new features and important updates in Directory Server 11.5.
Directory Server rebased to version 1.4.3.28
The 389-ds-base packages have been upgraded to upstream version 1.4.3.28 which provides a number
of bug fixes and enhancements over the previous version:
® A potential deadlock in replicas has been fixed.
® The server no longer terminates unexpectedly when the dnalnterval is set to 0.
® The performance of connection handling has been improved.

e |mproved performance of targetfilter in access control instructions (ACI).

Highlighted updates and new features in the 389-ds-base packages
Features in Red Hat Directory Server, that are included in the 389-ds-base packages, are documented
in the Red Hat Enterprise Linux 8.6 Release Notes:

® Directory Server now stores memory-mapped files of databases on a tmpfs file system

4.3. TECHNOLOGY PREVIEWS

This section documents unsupported Technology Previews in Directory Server 11.5.

The Directory Server web console provides an LDAP browser as Technology Preview
An LDAP browser has been added to the Directory Server web console. Using the LDAP Browser tab in
the web console, you can:

® Browse the directory
® Manage entries, such as users, groups, organizational units (OUs), and custom entries
® Manage ACI

Note that Red Hat provides this feature as an unsupported Technology Preview.

Bug fixes in the 389-ds-base packages
Bug fixes in Red Hat Directory Server, that are included in the 389-ds-base packages, are documented
in the Red Hat Enterprise Linux 8.6 Release Notes:

® Authenticating to Directory Server in FIPS mode with PBKDF2-hashed passwords now works as
expected

4.4. KNOWN ISSUES

This section documents known problems and, if applicable, workarounds in Directory Server 11.5.

Directory Server settings that are changed outside the web console’s window are not
automatically visible

Because of the design of the Directory Server module in the Red Hat Enterprise Linux 8 web console,
the web console does not automatically display the latest settings if a user changes the configuration
outside of the console’s window. For example, if you change the configuration using the command line
while the web console is open, the new settings are not automatically updated in the web console. This
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applies also if you change the configuration using the web console on a different computer. To work
around the problem, manually refresh the web console in the browser if the configuration has been
changed outside the console’s window.

Configuring a referral for a suffix fails in Directory Server
If you set a back-end referral in Directory Server, setting the state of the backend using the dsconf
<instance_name> backend suffix set --state referral command fails with the following error:

Error: 103 - 9 - 53 - Server is unwilling to perform - [] - need to set nsslapd-referral before moving to
referral state

As a consequence, configuring a referral for suffixes fail. To work around the problem:

1. Set the nsslapd-referral parameter manually:

# Idapmodify -D "cn=Directory Manager" -W -H |dap://server.example.com

dn: cn=dc\3Dexample\2Cdc\3Dcom,ch=mapping tree,cn=config
changetype: modify

add: nsslapd-referral

nsslapd-referral: [dap://remote_server:389/dc=example,dc=com

2. Set the back-end state:

I # dsconf <instance_name> backend suffix set --state referral

As a result, with the workaround, you can configure a referral for a suffix.

Directory Server replication fails after changing password of the replication manager
account

After a password change, Directory Server does not properly update the password cache for the
replication agreement. As a consequence, when you change the password for the replication manager
account, the replication breaks. To work around this problem, restart the Directory Server instance. As a
result, the cache is rebuilt at start-up, and the replication connection binds with the new password
instead of the old one.

Known issues in the 389-ds-base packages
Known issues in Red Hat Directory Server, that are included in the 389-ds-base packages, are

documented in the Red Hat Enterprise Linux 8.6 Release Notes:

® The default keyword for enabled ciphers in the NSS does not work in conjunction with other
ciphers
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CHAPTER 5. RED HAT DIRECTORY SERVER 11.4

5.1. SYSTEM REQUIREMENTS

This section contains information related to installing Directory Server 11.4, including prerequisites and
platform requirements.
5.1.1. Supported platforms for Directory Server

Red Hat supports Directory Server 11.4 only on Red Hat Enterprise Linux 8.5 built for AMD64 and Intel
64 architectures.

Directory Server 11.4 is supported running on a Red Hat Enterprise Linux virtual guest on a certified
hypervisor. For details, see the Which hypervisors are certified to run Red Hat Enterprise Linux? solution
article.

5.1.2. Supported platforms for the Directory Server user interface in the web console

Red Hat supports the browser-based Directory Server user interface in the web console in the following
environments:

Operating system Browser

Red Hat Enterprise Linux 8.5 . )
® Morzilla Firefox 78.14 and later

® Chrome 85 and later

Windows Server 2016 and 2019:
® Morzilla Firefox 78.14 and later

® Chrome 85 and later

Windows 10
® Morzilla Firefox 78.14 and later

® Microsoft Edge 85 and later

® Chrome 85 and later

5.1.3. Supported platforms for the Windows Synchronization utility

Red Hat supports the Windows Synchronization utility for Active Directory running on:
® Microsoft Windows Server 2019

® Microsoft Windows Server 2016

5.2. HIGHLIGHTED UPDATES AND NEW FEATURES

This section documents new features and important updates in Directory Server 11.4.
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Directory Server rebased to version 1.4.3.27
The 389-ds-base packages have been upgraded to upstream version 1.4.3.27, which provides a number
of bug fixes and enhancements over the previous version. For a complete list of notable changes, read
the upstream release notes before updating:

® https://directory.fedoraproject.org/docs/389ds/releases/release-1-4-3-24.html

® https:;//directory.fedoraproject.org/docs/389ds/releases/release-1-4-3-23.html

® https://directory.fedoraproject.org/docs/389ds/releases/release-1-4-3-22.html

® https://directory.fedoraproject.org/docs/389ds/releases/release-1-4-3-21.html

® https://directory.fedoraproject.org/docs/389ds/releases/release-1-4-3-20.html

® https://directory.fedoraproject.org/docs/389ds/releases/release-1-4-3-19.html

® https://directory.fedoraproject.org/docs/389ds/releases/release-1-4-3-18.html

® https://directory.fedoraproject.org/docs/389ds/releases/release-1-4-3-17.html

Highlighted updates and new features in the 389-ds-base packages
Features in Red Hat Directory Server, that are included in the 389-ds-base packages, are documented
in the Red Hat Enterprise Linux 8.5 Release Notes:

® Directory Server now supports temporary passwords

® Directory Server supports the entryUUID attribute

® The dnalnterval configuration attribute is now supported

® Directory Server can exclude attributes and suffixes from the retro changelog database

® Directory Server provides monitoring settings that can prevent database corruption caused by
lock exhaustion

® Added a new message to help set up nsSSLPersonalitySSL

5.3. BUG FIXES

This section describes bugs fixed in Directory Server 11.4 that have a significant impact on users.

The dsconf utility no longer fails when using LDAPS URLs

Previously, the dsconf utility did not correctly resolve TLS settings for remote connections. As a
consequence, even if the certificate configuration was correct, using dsconf with a remote LDAPS URL
failed with an certificate verify failed error. The dsconf connection code has been fixed. As a result,
using remote LDAPS URLs with dsconf now works as expected.

Bug fixes in the 389-ds-base packages
Bug fixes in Red Hat Directory Server, that are included in the 389-ds-base packages, are documented
in the Red Hat Enterprise Linux 8.5 Release Notes:

® The database indexes created by plug-ins are now enabled

® The replication session update speed is now enhanced
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5.4. KNOWN ISSUES

This section documents known problems and, if applicable, workarounds in Directory Server 11.4.

Directory Server settings that are changed outside the web console’s window are not
automatically visible

Because of the design of the Directory Server module in the Red Hat Enterprise Linux 8 web console,
the web console does not automatically display the latest settings if a user changes the configuration
outside of the console’s window. For example, if you change the configuration using the command line
while the web console is open, the new settings are not automatically updated in the web console. This
applies also if you change the configuration using the web console on a different computer. To work
around the problem, manually refresh the web console in the browser if the configuration has been
changed outside the console’s window.

The Directory Server Web Console does not provide an LDAP browser

The web console enables administrators to manage and configure Directory Server 11 instances.
However, it does not provide an integrated LDAP browser. To manage users and groups in Directory
Server, use the dsidm utility. To display and modify directory entries, use a third-party LDAP browser or
the OpenLDAP client utilities provided by the openldap-clients package.

Known issues in the 389-ds-base packages
Known issues in Red Hat Directory Server, that are included in the 389-ds-base packages, are
documented in the Red Hat Enterprise Linux 8.5 Release Notes:

® The default keyword for enabled ciphers in the NSS does not work in conjunction with other
ciphers
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6.1. SYSTEM REQUIREMENTS

This section contains information related to installing Directory Server 11.3, including prerequisites and
platform requirements.
6.1.1. Supported platforms for Directory Server

Red Hat supports Directory Server 11.3 on the following platforms:

® Red Hat Enterprise Linux 8.4 built for AMD64 and Intel 64 architectures.

NOTE

Directory Server 11.3 is supported running on a Red Hat Enterprise Linux virtual
guest on a certified hypervisor. For details, see the Which hypervisors are
certified to run Red Hat Enterprise Linux? solution article.

6.1.2. Supported platforms for the Directory Server user interface in the web
console

Red Hat supports the browser-based Directory Server user interface in the web console in the following
environments:

Operating system Browser

Red Hat Enterprise Linux 8.4 ) )
® Mozilla Firefox 78.7 and later

® Chrome 58 and later

Windows Server 2016 and 2019:
® Morzilla Firefox 78.7 and later

® Chrome 58 and later

Windows 10
® Morzilla Firefox 78.7 and later

® Microsoft Edge 16 and later

® Chrome 58 and later

6.1.3. Supported platforms for the Windows Synchronization utility

Red Hat supports the Windows Synchronization utility for Active Directory running on:
® Microsoft Windows Server 2019

® Microsoft Windows Server 2016
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6.2. HIGHLIGHTED UPDATES AND NEW FEATURES

This section documents new features and important updates in Directory Server 11.3.
Directory Server rebased to version 1.4.3.16
The 389-ds-base packages have been upgraded to upstream version 1.4.3.16, which provides a number
of bug fixes and enhancements over the previous version. For a complete list of notable changes, read
the upstream release notes before updating:

® https;//www.port389.org/docs/389ds/releases/release-1-4-3-16.html

® https;//www.port389.org/docs/389ds/releases/release-1-4-3-15.html

® https://www.port389.org/docs/389ds/releases/release-1-4-3-14.html

® https;//www.port389.org/docs/389ds/releases/release-1-4-3-13.html

® https://www.port389.org/docs/389ds/releases/release-1-4-3-12.html

® https;//www.port389.org/docs/389ds/releases/release-1-4-3-11.html

® https://www.port389.org/docs/389ds/releases/release-1-4-3-10.html

® https;//www.port389.org/docs/389ds/releases/release-1-4-3-9.html

Highlighted updates and new features in the 389-ds-base packages
Features in Red Hat Directory Server, that are included in the 389-ds-base packages, are documented
in the Red Hat Enterprise Linux 8.4 Release Notes:

® Directory Server can now reject internal unindexed searches

® Directory Server supports setting replication agreement bootstrap credentials
® The dsidm utility supports renaming and moving entries

® Directory Server now logs the work and operation time in RESULT entries

® The default value of nsslapd-nagle has been turned off to increase the throughput

6.3. BUG FIXES

This section describes bugs fixed in Directory Server 11.3 that have a significant impact on users.

The 1ib389 library no longer fails to delete entries discovered by the Account object
Previously, the _protected flag of the Account object in the 1ib389 Directory Server library was
enabled. As a consequence, delete operations failed. This update sets the flag to False. As a result, the
library no longer fails if you delete or rename entries discovered by the Account object.

Bug fixes in the 389-ds-base packages
Bug fixes in Red Hat Directory Server, that are included in the 389-ds-base packages, are documented
in the Red Hat Enterprise Linux 8.4 Release Notes:

® Creating replication agreements with certificate-based authentication now works as expected

6.4. KNOWN ISSUES
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This section documents known problems and, if applicable, workarounds in Directory Server 11.3.

Directory Server settings that are changed outside the web console’s window are not
automatically visible

Because of the design of the Directory Server module in the Red Hat Enterprise Linux 8 web console,
the web console does not automatically display the latest settings if a user changes the configuration
outside of the console’s window. For example, if you change the configuration using the command line
while the web console is open, the new settings are not automatically updated in the web console. This
applies also if you change the configuration using the web console on a different computer. To work
around the problem, manually refresh the web console in the browser if the configuration has been
changed outside the console’s window.

The Directory Server Web Console does not provide an LDAP browser

The web console enables administrators to manage and configure Directory Server 11 instances.
However, it does not provide an integrated LDAP browser. To manage users and groups in Directory
Server, use the dsidm utility. To display and modify directory entries, use a third-party LDAP browser or
the OpenLDAP client utilities provided by the openldap-clients package.
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CHAPTER 7. RED HAT DIRECTORY SERVER 11.2

7.1.SYSTEM REQUIREMENTS

This section contains information related to installing Directory Server 11.2, including prerequisites and
platform requirements.
7.1.1. Supported platforms for Directory Server

Red Hat supports Directory Server 11.2 on the following platforms:

® Red Hat Enterprise Linux 8.3 built for AMD64 and Intel 64 architectures.

NOTE

Directory Server 11.2 is supported running on a Red Hat Enterprise Linux virtual
guest on a certified hypervisor. For details, see the Which hypervisors are
certified to run Red Hat Enterprise Linux? solution article.

7.1.2. Supported platforms for the Directory Server user interface in the web console

Red Hat supports the browser-based Directory Server user interface in the web console in the following
environments:

Operating system Browser

Red Hat Enterprise Linux 8.3 . )
® Morzilla Firefox 68.9 and later

® Chrome 58 and later

Windows Server 2016 and 2019: . )
® Morzilla Firefox 68.9 and later

® Chrome 58 and later

Windows 10 . .
® Morzilla Firefox 68.9 and later

® Microsoft Edge 16 and later

® Chrome 58 and later

7.1.3. Supported platforms for the Windows Synchronization utility

Red Hat supports the Windows Synchronization utility for Active Directory running on:
® Microsoft Windows Server 2019

® Microsoft Windows Server 2016
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7.2. HIGHLIGHTED UPDATES AND NEW FEATURES

This section documents new features and important updates in Directory Server 11.2.
Directory Server rebased to version 1.4.3.8
The 389-ds-base packages have been upgraded to upstream version 1.4.3.8, which provides a number of
bug fixes and enhancements over the previous version. For a complete list of notable changes, read the
upstream release notes before updating:

® https;//www.port389.org/docs/389ds/releases/release-1-4-3-8.html

® https;//www.port389.org/docs/389ds/releases/release-1-4-3-7.html

® https;//www.port389.org/docs/389ds/releases/release-1-4-3-6.html

® https;//www.port389.org/docs/389ds/releases/release-1-4-3-5.html

® https;//www.port389.org/docs/389ds/releases/release-1-4-3-4.html

® https;//www.port389.org/docs/389ds/releases/release-1-4-3-3.html

® https;//www.port389.org/docs/389ds/releases/release-1-4-3-2.html

® https;//www.port389.org/docs/389ds/releases/release-1-4-3-1.html

Highlighted updates and new features in the 389-ds-base packages

Features in Red Hat Directory Server, that are included in the 389-ds-base packages, are documented
in the Red Hat Enterprise Linux 8.3 Release Notes:

® Directory Server exports the private key and certificate to a private name space when the
service starts

® Directory Server now supports the pwdReset operation attribute

® Directory Server can now turn an instance to read-only mode if the disk monitoring threshold is
reached

® Directory Server now logs the work and operation time in RESULT entries

7.3.BUG FIXES

This section describes bugs fixed in Directory Server 11.2 that have a significant impact on users.
Bug fixes in the 389-ds-base packages
Bug fixes in Red Hat Directory Server, that are included in the 389-ds-base packages, are documented

in the Red Hat Enterprise Linux 8.3 Release Notes:

® Directory Server no longer leaks memory when using indirect COS definitions

7.4. KNOWN ISSUES

This section documents known problems and, if applicable, workarounds in Directory Server 11.2.

Directory Server settings that are changed outside the web console’s window are not
automatically visible
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Because of the design of the Directory Server module in the Red Hat Enterprise Linux 8 web console,
the web console does not automatically display the latest settings if a user changes the configuration
outside of the console’s window. For example, if you change the configuration using the command line
while the web console is open, the new settings are not automatically updated in the web console. This
applies also if you change the configuration using the web console on a different computer. To work
around the problem, manually refresh the web console in the browser if the configuration has been
changed outside the console’s window.

The Directory Server Web Console does not provide an LDAP browser

The web console enables administrators to manage and configure Directory Server 11 instances.
However, it does not provide an integrated LDAP browser. To manage users and groups in Directory
Server, use the dsidm utility. To display and modify directory entries, use a third-party LDAP browser or
the OpenLDAP client utilities provided by the openldap-clients package.
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CHAPTER 8. RED HAT DIRECTORY SERVER 1.1

8.1. SYSTEM REQUIREMENTS

This section contains information related to installing Directory Server 11.1, including prerequisites and
platform requirements.
8.1.1. Supported platforms for Directory Server

Red Hat supports Directory Server 11.1 on the following platforms:

® Red Hat Enterprise Linux 8.2 built for AMD64 and Intel 64 architectures.

NOTE

Directory Server 11.1is supported running on a Red Hat Enterprise Linux virtual
guest on a certified hypervisor. For details, see the Which hypervisors are
certified to run Red Hat Enterprise Linux? solution article.

8.1.2. Supported platforms for the Directory Server user interface in the web
console

Red Hat supports the browser-based Directory Server user interface in the web console in the following
environments:

Operating system Browser

Red Hat Enterprise Linux 8.2 ) )
® Mozilla Firefox 68.3 and later

® Chrome 58 and later

Windows Server 2016 and 2019:
® Morzilla Firefox 68.3 and later

® Chrome 58 and later

Windows 10
® Morzilla Firefox 68.3 and later

® Microsoft Edge 16 and later

® Chrome 58 and later

8.1.3. Supported platforms for the Windows Synchronization utility

Red Hat supports the Windows Synchronization utility for Active Directory running on:
® Microsoft Windows Server 2019

® Microsoft Windows Server 2016
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8.2. HIGHLIGHTED UPDATES AND NEW FEATURES

This section documents new features and important updates in Directory Server 11.1.

Directory Server rebased to version 1.4.2.4

The 389-ds-base packages have been upgraded to upstream version 1.4.2.4, which provides a number of
bug fixes and enhancements over the previous version. For a complete list of notable changes, read the
upstream release notes before updating:

® https://directory.fedoraproject.org/docs/389ds/releases/release-1-4-2-4.html

® https://directory.fedoraproject.org/docs/389ds/releases/release-1-4-2-3.html

® https://directory.fedoraproject.org/docs/389ds/releases/release-1-4-2-2.html

® https://directory.fedoraproject.org/docs/389ds/releases/release-1-4-2-1.html
A health check feature has been added to Directory Server
This enhancement adds a health check feature to Directory Server. The dsctl healthcheck command
performs read-only operations on a Directory Server instance and reports, for example, if the instance is

configured properly or if replication agreements are working correctly.

Highlighted updates and new features in the 389-ds-base packages
Features in Red Hat Directory Server, that are included in the 389-ds-base packages, are documented
in the Red Hat Enterprise Linux 8.2 Release Notes:

® Certain legacy scripts have been replaced in Directory Server

® Directory Server sets the sslVersionMin parameter based on the system-wide crypto policy

8.3. BUG FIXES

This section describes bugs fixed in Directory Server 11.1 that have a significant impact on users.

Bug fixes in the 389-ds-base packages
Bug fixes in Red Hat Directory Server, that are included in the 389-ds-base packages, are documented
in the Red Hat Enterprise Linux 8.2 Release Notes:

® Directory Server instance names can now have up to 103 characters

® The dsctl utility no longer fails to manage instances with a hyphen in their name

8.4. KNOWN ISSUES

This section documents known problems and, if applicable, workarounds in Directory Server 11.1.

Directory Server settings that are changed outside the web console’s window are not
automatically visible

Because of the design of the Directory Server module in the Red Hat Enterprise Linux 8 web console,
the web console does not automatically display the latest settings if a user changes the configuration
outside of the console’s window. For example, if you change the configuration using the command line
while the web console is open, the new settings are not automatically updated in the web console. This
applies also if you change the configuration using the web console on a different computer. To work
around the problem, manually refresh the web console in the browser if the configuration has been
changed outside the console’s window.

28


https://directory.fedoraproject.org/docs/389ds/releases/release-1-4-2-4.html
https://directory.fedoraproject.org/docs/389ds/releases/release-1-4-2-3.html
https://directory.fedoraproject.org/docs/389ds/releases/release-1-4-2-2.html
https://directory.fedoraproject.org/docs/389ds/releases/release-1-4-2-1.html
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/8.2_release_notes/rhel-8-2-0-release#BZ-1739718
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/8.2_release_notes/rhel-8-2-0-release#BZ-1828727
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/8.2_release_notes/rhel-8-2-0-release#BZ-1748016
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/8.2_release_notes/rhel-8-2-0-release#BZ-1715406

CHAPTER 8. RED HAT DIRECTORY SERVER 11.1

The Directory Server Web Console does not provide an LDAP browser

The web console enables administrators to manage and configure Directory Server 11 instances.
However, it does not provide an integrated LDAP browser. To manage users and groups in Directory
Server, use the dsidm utility. To display and modify directory entries, use a third-party LDAP browser or
the OpenLDAP client utilities provided by the openldap-clients package.

Known issues in the 389-ds-base packages
Known issues in Red Hat Directory Server, that are included in the 389-ds-base packages, are
documented in the Red Hat Enterprise Linux 8.2 Release Notes:

® Directory Server warns about missing attributes in the schema if those attributes are used in a
search filter

8.5. REMOVED FUNCTIONALITY

This section documents features that have been removed from Directory Server 11.1.

The nunc-stans framework has been removed
The nunc-stans framework has been removed from Directory Server, and the server now uses the
improved core connection handling mechanism in Directory Server.

If you previously enabled the framework manually, Directory Server logs the following warning:

WARN - slapd_daemon - cn=config: nsslapd-enable-nunc-stans is on. nunc-stans has been
deprecated and this flag is now ignored.

WARN - slapd_daemon - cn=config: nsslapd-enable-nunc-stans should be set to off or deleted from
cn=config.

To prevent Directory Server from logging this warning, remove the nsslapd-enable-nunc-stans from
the cn=config entry:

$ Idapmodify -D "cn=Directory Manager" -W -p 389 -h server.example.com -x
dn: cn=config

changetype: modify

delete: nsslapd-enable-nunc-stans
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9.1. SYSTEM REQUIREMENTS

This section contains information related to installing Directory Server 11.0, including prerequisites and
platform requirements.
9.1.1. Supported platforms for Directory Server

Red Hat supports Directory Server 11.0 on the following platforms:

® Red Hat Enterprise Linux 8.1 built for AMD64 and Intel 64 architectures.

NOTE

Directory Server 11.0 is supported running on a Red Hat Enterprise Linux virtual
guest on a certified hypervisor. For details, see the Which hypervisors are
certified to run Red Hat Enterprise Linux? solution article.

9.1.2. Supported platforms for the Directory Server user interface in the web
console

Red Hat supports the browser-based Directory Server user interface in the web console in the following
environments:

Operating system Browser

Red Hat Enterprise Linux 8.1 ) )
® Mozilla Firefox 52 and later

® Chrome 57 and later

Windows Server 2016
® Morzilla Firefox 52 and later

® Microsoft Internet Explorer 11

® Chrome 57 and later

Windows 10
® Morzilla Firefox 52 and later

® Microsoft Edge 16 and later
® Microsoft Internet Explorer 11

® Chrome 57 and later

9.1.3. Supported platforms for the Windows Synchronization utility

Red Hat supports the Windows Synchronization utility for Active Directory running on:
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® Microsoft Windows Server 2016

9.2. HIGHLIGHTED UPDATES AND NEW FEATURES

This section documents new features and important updates in Directory Server 11.0.
Directory Server introduces new command-line utilities to manage instances
Red Hat Directory Server 11.0 introduces the dscreate, dsconf, and dsctl utilities. These utilities simplify
managing Directory Server using the command line. For example, you can now use a command with
parameters to configure a feature instead of sending complex LDIF statements to the server.
The following is an overview of the purpose of each utility:

® Use the dscreate utility to create new Directory Server instances using the interactive mode or

an INF file. Note that the INF file format is different from the one the installer used in previous

Directory Server versions.

® Use the dsconf utility to manage Directory Server instances during run time. For example, use
dsconf to:

o Configure settings in the cn=config entry
o Configure plug-ins

o Configure replication

o Back up and restore an instance

e Use the dsctl utility to manage Directory Server instances while they are offline. For example,
use dsctl to:

o Start and stop an instance

o Re-index the server database

o Back up and restore an instance
These utilities replace the Perl and shell scripts marked as deprecated in Directory Server 10. The scripts
are still available in the unsupported 389-ds-base-legacy-tools package, however Red Hat only

supports managing Directory Server using the new utilities.

Note that configuring Directory Server using LDIF statements is still supported, but Red Hat
recommends using the utilities.

For further details about using the utilities, see the Red Hat Directory Server 11 Documentation .
Directory Server now provides a browser-based user interface

This enhancement adds a browser-based interface to Red Hat Directory Server that replaces the Java-
based Console used in previous versions. As a result, administrators can now use the Red Hat Enterprise
Linux web console to manage Directory Server instances using a browser.

For further details, see the Red Hat Directory Server 11 Documentation .

Note that the browser-based user interface does not contain an LDAP browser.

The default value of the nsslapd-unhashed-pw-switch parameter is now off

In certain situations, for example when synchronizing passwords with Active Directory (AD), a Directory
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Server plug-in must store the unencrypted password on the hard disk. The nsslapd-unhashed-pw-
switch configuration parameter determines whether and how Directory Server stores unencrypted
passwords. To improve the security in scenarios that do not require plug-ins to store unencrypted
passwords, the default value of the nsslapd-unhashed-pw-switch parameter has been changed in
Directory Server 11.0 from on to off.

If you want to configure password synchronization with AD, manually enable nsslapd-unhashed-pw-
switch on the Directory Server instance that has the Windows synchronization agreement configured:

I # dsconf -D "cn=Directory Manager" Idap://server.example.com config replace nsslapd-unhashed-pw-
switch=on

Highlighted updates and new features in the 389-ds-base packages

Features in Red Hat Directory Server, that are included in the 389-ds-base packages, are documented
in the Red Hat Enterprise Linux 8.1 Release Notes:

® New password syntax checks in Directory Server

® Directory Server now provides improved internal operations logging support

9.3. KNOWN ISSUES

This section documents known problems and, if applicable, workarounds in Directory Server 11.0.

Directory Server settings that are changed outside the web console’s window are not
automatically visible

Because of the design of the Directory Server module in the Red Hat Enterprise Linux 8 web console,
the web console does not automatically display the latest settings if a user changes the configuration
outside of the console’s window. For example, if you change the configuration using the command line
while the web console is open, the new settings are not automatically updated in the web console. This
applies also if you change the configuration using the web console on a different computer. To work
around the problem, manually refresh the web console in the browser if the configuration has been
changed outside the console’s window.

The Directory Server Web Console does not provide an LDAP browser

The web console enables administrators to manage and configure Directory Server 11 instances.
However, it does not provide an integrated LDAP browser. To manage users and groups in Directory
Server, use the dsidm utility. To display and modify directory entries, use a third-party LDAP browser or
the OpenLDAP client utilities provided by the openldap-clients package.
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