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Abstract

This reference architecture will demonstrate 3scale APl Management Platform on-premises
installation using API gatway secure JBoss Fuse APl on Openshift.
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architecture. Although we review our papers internally, sometimes issues or typographical errors are
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allows the reader to provide their thoughts on potential improvements and topic expansion to the
papers. Feedback on the papers can be provided by emailing refarch-feedback@redhat.com.
Please refer to the title within the email.


mailto:refarch-feedback@redhat.com

Reference Architectures 2017 APl Management with Red Hat 3scale APl Management Platform

CHAPTER 1. EXECUTIVE SUMMARY

APIs are the building blocks of the digital economy. Because they are key to seizing business value,
you need a world-class API infrastructure that delivers now and into the future.

Red Hat® 3scale API Management Platform makes it easy to manage your APIsfor internal
or external users. Share, secure, distribute, control, and monetize your APIs on an infrastructure
platform built with performance, customer control, and future growth in mind. And now, with the
release of 3scale APl Management Platform 2, you can place any 3scale components on-premise,
in the cloud, or on any combination of the two.

Refer to the official Red Hat documentation for more introduction on API use cases.

This reference architecture describes the on-premise installation of Red Hat 3scale API
Management Platform on OpenShift Container Platform and demonstrates important capabilities of
the product by enhancing the functionality of an existing E-Commerce application through the
introduction of an API gateway.


https://www.3scale.net/why-manage-apis/
https://www.redhat.com/en/technologies/jboss-middleware/3scale
https://www.redhat.com/en/technologies/jboss-middleware/3scale/use-cases

CHAPTER 2. REFERENCE ARCHITECTURE ENVIRONMENT

CHAPTER 2. REFERENCE ARCHITECTURE ENVIRONMENT

This reference architecture relies on a previous reference architecture application and environment
thoroughly described in the paper titled Building Microservices on OpenShift Container Platform with
Fuse Integration Services.

This environment installs Red Hat 3scale APl Management Platform on OpenShift Container
Platform and uses 3scale APl Management Platform’s functions to control access to the Fuse
gateway service, set rate limits on certain service calls, develop ActiveDocs from the swagger file
and display them on Developer Portal of 3scale APl Management Platform. A separately deployed
Presentation application on OpenShift is used to make various calls to the Fuse gateway service
service through 3scale APl Management Platform and demonstrate the end to end integration.

The configuration of 3scale APl Management Platform for this reference architecture includes
creating three APIs in the Admin Portal, based on the Fuse gateway service. These three APIs will
be used by three different type of users:

Internal user: Access to every APl exposed by Fuse gateway service, including product, sales,
billing and fulfillment.

Partner user (third party): Access is limited to only product calls, and exclusively to inquiry, add,
delete and update of products.

Public user: Access is limited to only product inquiry, and further limited to just 5 HTTP GET
requests per minute

«internal desktop user»
Presentation application

«internal mobile user»
mobile application -.

3scale APlcast gateway

«partner user»
3rd party application

«3scale APl Management Platform»
API Daskboard

«public user»
other application

OpensShift Container Platform may be deployed with either a single, or three master hosts for this
reference architecture. In both cases, it is assumed that ocp-master1 refers to one (or the only)
OpensShift master host and that the environment includes two OpenShift node hosts with the host
names of ocp-nodel and ocp-node2.

It is further assumed that OpenShift has been installed by the root user and that a regular user has
been created with basic access to the host machine, as well as access to OpenShift through its
identity providers.


https://access.redhat.com/documentation/en-us/reference_architectures/2017/html/building_microservices_on_openshift_container_platform_with_fuse_integration_services/
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CHAPTER 3. INSTALL GUIDE

3.1. OPENSHIFT LOGIN

Log in to the master host machine as the regular user, and use the oc utility to authenticate against
Openshift:

$ oc login -u ocuser --certificate-authority=/etc/origin/master/ca.crt
--server=https://apimgmt-master.apimgmt.example.com:8443
Authentication required for https://apimgmt-
master.apimgmt.example.com:8443 (openshift)

Username: ocuser

Password: PASSWORD

Login successful.

Welcome! See 'oc help' to get started.

3.2. ON-PREMISE INSTALLATION

Please follow the On-premises Installation Guide to install 3scale APl Management Platform (AMP)
2.0 on OpensShift

Create a new project called 3scale-api.

oc new-project 3scale-api --display-name="3scale APM on OpenShift" --
description="This project demonstrates the use of 3scale APM on
OpenShift"

Next, download amp.yml and proceed with the installation. In the OpenShift environment used for
this reference architecture, the wildcard domain is set up as apimgmt.example.com.

oc new-app --file amp.yml --param WILDCARD_DOMAIN=apimgmt.example.com

--> Deploying template "3scale-api/system" for "amp.yml" to project
3scale-api

system
Login on https://3scale-admin.apimgmt.example.com as
admin/bptp5gec

* With parameters:
* AMP_RELEASE=2.0.0-CR2-redhat-1
* ADMIN_PASSWORD=bptp5gec # generated
* ADMIN_USERNAME=admin
* APICAST_ACCESS_TOKEN=sjvkpnun # generated
* ADMIN_ACCESS_TOKEN=kc2tdwoblwijaori # generated
* WILDCARD_DOMAIN=apimgmt.example.com
* TENANT_NAME=3scale
* MySQL User=mysqgl
* MySQL Password=ovixy777 # generated
* MySQL Database Name=system


https://support.3scale.net/guides/infrastructure/onpremises20-installation
https://support.3scale.net/guides/infrastructure/onpremises20-installation#import_the_amp_template
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* MySQL Root password.=hclunkck # generated

* SYSTEM_BACKEND_USERNAME=3scale_api_user

* SYSTEM_BACKEND_PASSWORD=0ghoxf8d # generated

* REDIS_IMAGE=rhscl/redis-32-rhel7:3.2-5.7

* MYSQL_IMAGE=rhscl/mysql-56-rhel7:5.6-13.14

* SYSTEM_BACKEND_SHARED_SECRET=sip7ekg4 # generated

SYSTEM_APP_SECRET_KEY_BASE=b0Ob2ec645aa60c2d47bebc817dadaddba73ea5183401
185e0060728e7e0c4aasb2adb72al12cca22568084b502¢c2212dc78b8e213187dabeb747
a0d55c8ec5c87 # generated

* APICAST_MANAGEMENT_API=status

* APICAST_OPENSSL_VERIFY=false

* APICAST_RESPONSE_CODES=true

--> Creating resources
persistentvolumeclaim "system-storage" created
persistentvolumeclaim "mysql-storage" created
persistentvolumeclaim "system-redis-storage" created
persistentvolumeclaim "backend-redis-storage" created
deploymentconfig "backend-cron" created
deploymentconfig "backend-redis" created
deploymentconfig "backend-listener" created
service "backend-redis" created
service "backend-listener" created
service '"system-provider" created
service '"system-developer" created
deploymentconfig "backend-worker" created
service "system-mysql" created
service '"system-redis" created
deploymentconfig "system-redis" created
service '"system-sphinx" created
deploymentconfig "system-sphinx" created
service '"system-memcache" created
deploymentconfig "system-memcache" created
route "system-provider-admin-route" created
route "backend-route" created
route "system-developer-route" created
deploymentconfig "apicast-staging" created
service "apicast-staging" created
deploymentconfig "apicast-production" created
service "apicast-production" created
route "api-apicast-staging-route" created
route "api-apicast-production-route" created
deploymentconfig "system-app" created
deploymentconfig "system-resque" created
deploymentconfig "system-sidekiq" created
deploymentconfig "system-mysql" created
configmap "redis-config" created
configmap "smtp" created

--> Success
Run 'oc status' to view your app.

Please record the username (admin) and password, as these will later be used to log in into 3scale
API Management Platform Admin Portal.
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Below are the commands to reset and clean up, if you ever need to do a re-installation of the 3scale-
api project.

oc delete all --all
oc delete configmap redis-config smtp

oc delete pvc system-storage mysqgl-storage system-redis-storage
backend-redis-storage

3.3. E-COMMERCE SERVICES

3.3.1. Create Project
Create the new project which will house the E-Commerce Services:

OC new-project ecom-services --display-name="E-Commerce Services Suite"
--description="Back-end logic microservice suite"

3.3.2. Template Population

Within the new project, execute the provided YAML template to configure and instantiate the full
services suite:

oc new-app -f https://raw.githubusercontent.com/RHsyseng/3scale-
apm/master/ecom-svcs/project-template.yaml
3.3.3. Persistence Data Population

Once all services are deployed and running, instantiate the e-commerce data set via a GET request
to the gateway service route:

$ curl -i http://ecom.rhmap.example.com/demo/testApi
HTTP/1.1 200 OK

3.3.4. Set Secret Token
Then use the following command to set the Secret Token for the gateway service.
oc env dc/gateway-service -e

GATEWAY_TOKEN_VALUE=Shared_secret_sent_from_proxy_to_API_backend_123456
78987654321

3.4. LOG IN TO 3SCALE AMP ADMIN PORTAL

The console URL, username and the generated password are logged during the processing of the
application template by OpenShift. Use this information to log in to the 3scale AMP console.

I Login on https://3scale-admin.apimgmt.example.com as admin/bptp5gec
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3.5. CREATE NEW ACTIVEDOCS

ActiveDocs make API documentation user friendly, interactive, intuitive, and clear. With 3scale

ActiveDocs, based on the Swagger Framework, developers can explore APIs live, straight from the
documentation web pages.

To take advantage of this feature, it is best to set up ActiveDocs before further defining the API.
Click on top menu item called API, then select ActiveDocs to bring up the ActiveDocs page. There is
one demo service spec, called Echo, already defined.

Dashboard Developers Applicati yti APl  Developer Portal Settings

Oveniew  ActiveDocs

ActiveDocs: Service Specs

Name System Name State Swagger Version © Create a new spec

Echo echo visible 20 # Edit

Click the link to Create a new spec:

Overnview ActiveDocs

ActiveDocs: New Service Spec

Mame™

System name*

Cnly ASCIl letters, numbers, dashes and underscores are allowed
Warning: With ActiveDocs 1.2 the AP will be described in your developer portal as Svsiem name:
Description

Publish?

Description

AP1 JSON Spec*

cation must comply gerl2or2.0

Skip swagger validations

After filling out all the required fields and clicking the Update Service button, the exposed services
can be viewed and tested on the next preview screen:


https://www.3scale.net/api-management/interactive-api-documentation/
http://swagger.io/
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Overview ActiveDocs ActiveDocs Spec was successfully updatea

Preview Service Spec (2.0)

@ Hide | # Edit | @Delete

E-Commerce API Gateway

Serving downstream preduct, sales, billing and fulfillment services

billing/process : billing processing & warehouse fulfillment

POST /hilling/process process transaction

billing/refund/{transactionNumber} : billing refunds endpoint

GET illing/ i } process refund

customers : customers endpoint

m Jeustomers partial update customer

POST Jeustomers save new customer
customers/authenticate : customer authentication endpoint

UES  /customers/authenticate authenticate customer

customers/{customerId} : individual customer endpoint

Jeustomers/{customerld} delete customer
GET Jeustomers/{customerld} get customer

Click on each service to reveal details, including the schema and/or model for the request and
response, and the newly added user_key, used for 3scale APl Management Platform’s
authentication.

GET feustomers/{customerld} get customer

Response Class (Status 200)

Medel Schema

{
"id": "string",
"name": "string",
"address”: *string”,
“telephone”: "string”,
"email”: "string®,
"username": "string",
"password": "string"

b

Response Content Type | application/json ¥

Parameters
Parameter Value Description Parameter Type Data Type
custonerId - =

id of customer to fetch pa string
user_key . o

Your API access key

Try it out!

Use the following values to create three sets of ActiveDocs. For API JSON Spec content, use the
corresponding swagger files from the github repository:

Service 1:

Name : Fuse-gateway-internal
System Name: Fuse-gateway-internal

Service 2:

Name: Fuse-gateway-partner
System Name: Fuse-gateway-partner

10


https://github.com/RHsyseng/3scale-apm/tree/master/samplePages
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Service 3:
Name: Fuse-gateway-public
System Name: Fuse-gateway-public

3.6. CONFIGURE NEW APIS

3.6.1. Create new APIs

Used the defined ActiveDocs as references for creating services. Click on the APIs menu, and then
click on Create Service.

Figure 3.1. Create Service

Dashboard Developers Applications Analytics APl Developer Portal Settings

© Create Service

Enter Name and System Name, then press the Create Service button. For this reference
architecture, the default configuration is valid; keep using APIcast as the gateway choice and API
Key (user_key) as the authentication option.

i3scale

Dashboard Developers Applications Analytics APIs

Overview  ActiveDocs

Create New Service
Name*

System name™*

Only ASCIl letters, numbers, dashes and underscores are allowed

Description

Production Deployment Cption

Gateway

A gateway is the most maintainable and scalable way to integrate your APl with 3scale as you won't have to touch your AFI at
all; a gateway sits in front of your APl as a completely separate entity. Developers will make requests on the gateway, the
gateway will communicate (asynchronously) with 3scale for Access Control & Traffic Reporting and forward the original
requests to your AP/

i9scale  APlcast

MginK reverse proxy server
NGiINX

11
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Authentication

Authentication

Authentication is essential to provide Access Control. The chosen authentication mode dictates how your customers will
authenticate with your API...

APl Key [user_key] App_ID and App_Key Pair

The application is identified & The application is identified via
authenticated via a single the App_ID and authenticated
string. via the App_Key.

Application Requirements

¥ p can

Developers with access to your AP will be able to manage applications and their access keys

o Require referrer filtering
Developers with access to your APl must indicate allowed domain / IP referrers

# Enable custom keys
Allows you to create custom keys for developers

Application Plan Changing

@] Developers can select a plan when creating a new application
If left unchecked, the plan marked as 'default’ will be selected.

For an application, a user can: ®' Request plan change

'/ Change plan directly

Create three services as follows:

3scale

RED HAT Dashboard

Overview  ActiveDocs

» Fuse-gateway-partner
» Fuse-gateway-public

» Fuse-gateway-internal

Use the following values:

Service 1:

Name: Fuse-gateway-internal
System Name: Fuse-gateway-internal

OAuth 2.0

The application is identified via
the elient_id and authenticated
via an access token

Developers  Applications  Analytics

APIs
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Service 2:

Name: Fuse-gateway-partner
System Name: Fuse-gateway-partner

Service 3:

Name: Fuse-gateway-public
System Name: Fuse-gateway-public

3.6.1.1. Add methods

The next step is to add methods for the newly added APlIs. Click on the Definition link.

v Fuse-gateway-internal

Definition, Integration and Setiings

Integrated through APlcast

Authenticated by API key

ID for AP calls is 6 and system name is Fuse-gateway-internal
Users can manage application keys

Users can manage applications

Users can request plan change

Users cannot select a plan when creating an application

Published Application Plans (?)

© Create Application Plan

There are no published application plans. Create one!

The methods are defined in the Definition page, click on the New method link.

Fuse-gateway-service > Definition

Fuse-gateway-senvice
Fuse-gateway-sernice

Methods
Add the methods of this API to get data on their individual usage. Method calls trigger the built-in Hits-metric. Usage limits and pricing rules for individual methods are defined from within each
Application Plan. A method needs to be mapped to one or more URL patterns in the Mapping Rules section of the integration page so specific calls to your APl up the count of specific methods

Method System Name Unit Description Mapped © New method

‘fou have no methods

Enter appropriate values for Friendly name and System name.

13
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Fuse-gateway-service > New Method

Friendly name™

System name™

Description

e.g. Create new user

.. users/create or create_user. Spaces are not permitted.

g4

Create Method

Based on the Fuse gateway service ActiveDocs, create the following methods for these three APIs:

Fuse-gateway-internal API, no limit, with access to all services:

Method
billing-get
billing-post

customer-get
customer-post
customer-put
customer-patch
customer-delete
product-get
product-post
product-put
product-patch

product-delete

System Name

Billing-get
billing-post
customer-get
customer-post
customer-put
customer-patch
customer-delete
product-get
product-post
product-put
product-patch

product-delete

Fuse-gateway-partner API, limited to only to the product service:

14
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Method System Name
product-get product-get
product-post product-post
product-put product-put
product-patch product-patch
product-delete product-delete

Fuse-gateway-public API, limited to only quries to the product service:

Method System Name

product-get product-get

3.6.2. Delete default API

Red Hat 3scale APl Management Platform installation configures a default API called echo; delete
this default APl to make future configuration steps more clear, otherwise all new accounts created
will automatically point to the default API's application plan.

Click on the APIs menu and then click the API Definition link:

igscale

Dashboard Developers Applications Analytics APIs

ActiveDocs

v API

Definition, Integration and Settings Analytics

On the Integration page, add your AP/ base URL to the Private Base URL field in the staging hox and hit Update & Test. Once
the staging box is green, hit Deploy in the production box and you have completed a basic integration

& Configure APlcast

Authenticated by AP1 key Latest alerts
1D for API calls is 2 and system name is api

Users can manage application keys

Users can manage applications

There are no alerts.

Users can request plan change
Users cannot selecta plan when creating an application

Latest Apps

On the next screen, click the edit link:

15
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AFI > Definition

API
api

= Confirm by clicking the link that says I understand the consequences, proceed to delete 'API'
service.

API > Definition

cancel
Name* APl
System name* api
Description

Update Service

Service deletion
Deleting this service will irreversibly destroy all applications, application plans, metrics, pricing rules, features, senvice plans and subscriptions of this service. Therefore all authorization and

reporting calls for this sewvice will no longer be valid
& | understand the consequences, proceed to delete 'API' service

3.6.3. Set up integration

Click on the APIs menu, and then click on Integration for each of the new services.

v Fuse-gateway-internal

Definition, Integration and Setiings

Integrated through APlcast

Authenticated by API key

ID for AP calls is 6 and system name is Fuse-gateway-internal
Users can manage application keys

Users can manage applications

Users can request plan change

Users cannot select a plan when creating an application

. L 5
Published Application Plans ‘2’ © Create Application Plan

There are no published application plans. Create one!

On the integration screen, click the button to add the base URL.

16



CHAPTER 3. INSTALL GUIDE

Fuse-gateway-service > Integration & Configuration

Integration settings

APlcast
API Key (user_key)

To get started with this service on APlcast, Bl RN 0 BT R ITTRG d ET0TE REr AER T T T T (1R

On this setup page, there are three base URLSs:

Fuse-gateway-service > Integration

Configuration: configure & test inmediately in the staging environment documentation

Private Base URL* | hitpsifecho-api.3scale.net443
Frivate address of your AP| that will be called by the API gateway.
AP| GATEWAY

Staging Public Base URL* | https:/fuse-gateway-senice-3scale-apicast-staging. middleware.ocp.cloud.lab.eng.bos redhat,

Public address of wour AFPI gateway in the staging environment.

Production Public Base URL*  httpsiffuse-gateway-senvice-3scale-apicast-production.middleware.ocp.cloud.lab.eng.bos. redr

Public address of wour AP| gateway in the production environment.

Staging Public Base URL and Production Public Base URL are two important values that need to be
recorded; these two addresses have to be added to the 3scale-api project’s router in order for
requests from clients to reach OpenShift's 3scale API gateway staging and production pod.

po/apicast-production-1-3zv6c 1/1 Running 4 3d
po/apicast-staging-1-9kf20 1/1 Running 0 3d
3.6.3.1. Create routes in OpenShift

Use the route option of the oc utility to create all three routes for staging. Setting up the routes for
production follows the same pattern.

OC expose service apicast-staging --hostname=fuse-gateway-public-

3scale-apicast-staging.apimgmt.example.com --name=fuse-gateway-staging-
public-route

17



Reference Architectures 2017 APl Management with Red Hat 3scale APl Management Platform

18

OC expose service apicast-staging --hostname=fuse-gateway-partner-
3scale-apicast-staging.apimgmt.example.com --name=fuse-gateway-staging-
partner-route

OC expose service apicast-staging --hostname=fuse-gateway-internal-
3scale-apicast-staging.apimgmt.example.com --name=fuse-gateway-staging-
internal-route

Edit each new route to secure it:
oc edit route/fuse-gateway-staging-public-route
oc edit route/fuse-gateway-staging-partner-route

oc edit route/fuse-gateway-staging-internal-route

This is done by adding two lines to the spec that defines the TLS requirement:

spec:

host: deploy.example.com
port:

targetPort: gateway
tls: termination: edge
to:

kind: Service

name: apicast-staging

weight: 100
wildcardPolicy: None

To avoid creating one route for each service, check out the option to Configure Wildcard Domains.
This feature is currently in tech preview and does not have full support yet.

3.6.3.2. Private Base URL

The Private Base URL is the address of the Fuse gateway service. Use CLI commands to get the IP
address and port of the OpenShift service:

[czhu@apimgmt-master ~]$ oc projects
You have access to the following projects and can switch between them
with 'oc project <projectname>':

* 3scale-api
default
ecom-services
kube-system
lambdaair
management-infra
openshift
openshift-infra

Using project "3scale-api" on server "https://apimgmt-
master.apimgmt.example.com:8443".

[czhu@apimgmt-master ~]$ oc get svc -n ecom-services
NAME CLUSTER-IP EXTERNAL-IP


https://support.3scale.net/guides/infrastructure/onpremises20-installation#configure_wildcard_domains_optional_tech_preview
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PORT(S) AGE
gateway-service 172.30.124.155  <none>
8778/TCP,9091/TCP 2d

In our reference environment, http://172.30.124.155:9091 is the address of the service and this value
can be used as Private Base URL for all three new APIs, since they all point to the same Fuse
gateway service.

3.6.3.3. Create Application Plans

Click on the APIs menu, and then click on Create Application Plan for each of the services.

Fuse-gateway-service

Definition, Integration and Settings

On the Integration page, add your AP/ base URL to the Private Base URL field in the staging box and hit Update & Test. Once
the staging box is green, hit Deploy in the production box and you have completed a basic integration.

& Configure APlcast

Authenticated by APl key

ID for APl calls is 3 and system name is Fuse-gateway-service
Uzers can manage application keys

Uzers can manage applications

Users can request plan change

Users cannot selecta plan when creating an application

. w N If._,'\l
Published Application Plans "2/ © Create Application Plan

There are no published application plans. Create one!

You have 0 application plans (0 published) with a total of 0 live applications.

Overview  ActiveDocs

Definition

Fuse-gateway-service > Create Application Plan
Integration

Name*
Application Plans
System name*

Settings
9 Only ASCII letters, numbers, dashes and underscores are allowed

Alerts o ~
! Applications require approval?

Set whether or not applications can be created on demand
or if approval is required from you hefore they are activated

Creaie Application Plan

Use the following values to add four plans, including two plans for the Fuse-gateway-internal API:
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Name: desktop-plan
System Name: desktop-plan
Name: mobile-plan
System Name: mobile-plan

One plan for the Fuse-gateway-partner API:

Name: partner-plan
System Name: partner-plan

One plan for the Fuse-gateway-public API:

Name: public-plan
System Name: public-plan

Also select a Default Plan for APIs. For example, two plans are defined for the Fuse-gateway-
internal API. Select desktop-plan as the Default Plan, so that new applications created from this
point on, automatically associate with the desktop-plan for this API.

Default Plan desktop-plan ¥

Default application plan (if any) is selsctad

automatically upon service subscription

Name Applications State © Create Application Plan
desktop-plan 0 hidden Publish €8 Copy W Delete
mobile-plan 0 hidden Publish €1 Copy T Delete

3.6.3.4. Add mapping rules

Next, click the Add a mapping rule link to go to Integration page and add new mapping rules for the
methods. This step is quite straight forward; just repeat it for all three APIs.



= MAPPING RULES

Verb Pattern
GET v Jhilling
POST ¥  /biling
GET ¥  Jjcustomers
POST ¥  /fcustomers
PUT ¥ Jjoustomers
PATCH ¥  /customers
DELETE *  /customers
GET ¥ /products
POST »  /products
PUT v [fproducts
PATCH ¥  /products

DELETE ¥  /products

3.6.3.5. Set up rate limits for public plan

CHAPTER 3. INSTALL GUIDE

1

Metric or Method [Defing)
billing-get * & @
billing-post ¥ & @
customer-¢ ¥ ¢ O
customer-p ¥ & °
customerp ¥ ¢ O
customer-p ¥ ¢ O
customer-c ¥ & O
product-ge ¥ ¢ O
product-po v & T
product-pu ¥ & W
product-pa ¥ &
product-de ¥ & @

© Add Mapping Rule

Set up Rate Limits for the public plan, so that anonymous public requests will not overload the
infrastructure capacity. Click on Fuse-gateway-public API's Application Plans link.

v Fuse-gateway-public

Definition, Integration and Settings

Integrated through APlcast

Authenticated by APl key

ID for AFI calls is 5 and system name is Fuse-gateway-public
Users can manage application keys

Users can manage applications

Users can request plan change

Users cannot select a plan when creating an application

Published Application Plans (?)

There are no published application plans. Create one!

You have 1 application plan (0 published) with a total of 1 live application.

Then click on New usage limit for the product-get method and add a Usage limit. For example, set a

maximum rate of 5 calls per minute:

© Create Application Plan
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Definition
Fuse-gateway-public > Application Plan Fuse-gateway-public-plan

Integration

Name* Fuse-gateway-public-plan
Application Plans

System name* Fuse-gateway-public-plan
Settings

Applications require approval?

Alerts

Set whether or not applications can be created on demand
or if approval is reguired from you before they are activated

Metrics, Methods & Limits

Metric or Method (Define) Enabled ' ? ) Visible | E‘ )
Hits il Limits (0) v L4
product-get Ll Limits (1) ' 4 v
Usage Limits ' ':’ / ©New usage limit © Close
Period Value
1 minute 5 # Edit | Delete

3.7. CREATE NEW ACCOUNTS

Click on the top menu item, titled Developers.

A default developer by the name of John Doe has been created during installation; it is best to
remove this developer to avoid future confusion.

% ascale Dashboard Developers Applications yti APl D loper Portal
Accounts Messages
Accounts
Group/Org. Admin Signup Date Apps State ©Create
[©)] v Search
Developer John Doe 18Jun, 2017 0 Approved
[3 Export all Accounts

Click on the Create link to navigate to the Create new Account page.

Create new Account

User Information

Username™
Email*

Password™

Organization Information

Organization/Group Name™*

With each new user, should an existing APl with an application plan exist, the system will create an
application to point to them. The created application will select the first available API plan by default,
which may not be appropriate, unless a Default Plan is already chosen for the API. Review the
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corresponding screen and create the needed applications, once the right APIs are defined.

Accounts = Account 'deskiop-group’ = 1

| 1User | Olnvitafions | 0 Group hlembership

| Olnvoices

Name State

All

desktop-groun's App live

Created At Traffic On

June 18, 2017

© Create Application

Search

Click on the application name to display detailed information about the application, and make

changes.

The API Credentials for this application is also displayed on this page:

API Credentials
User Key

032aceedbchGRdcBhs10b0ab7d30bedd

Regenerate

© Set Custom Key

Note the associated application plan:

Application Plan: desktop-plan

© Customize

Use below values to create four accounts:

Account 1:

Username:
Email:
Password:

Organization/Group Name:

Account 2:

Username:
Email:
Password:

Organization/Group Name:

Account 3:

desktop-user
desktop-user@test.com
password
desktop-group

mobile-user
mobile-user@test.com
password
mobile-group
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Username:
Email:
Password:

Organization/Group Name:

Account 4:

Username:
Email:
Password:

Organization/Group Name:

partner-user

partner-user@test.com

password
partner-group

public-user

public-user@test.com

password
public-group

3.7.1. Create Applications using the new APIs

This step is required to create an associated user_key for each API. Click on the top menu item,

titted Developers and choose one of the group defined earlier.

D d APIs D per Portal  Settings
Accounts  Messages
Accounts
d Group/Org. Admin Signup Date Apps State O Create
[ for aceaum E0E ? [— [ search |
a public-group public-user 22 Jun, 2017 1 Approved
a partner-group partner-user 22 Jun, 2017 1 Approved
a mobile-group mobile-user 22 Jun, 2017 1 Approved
a desktop-group desktop-user 19 Jun, 2017 1 Approved
Export all Accounts
Click on Application, then click the Create Application link:
Accounts > Account 'desktop-group’ > 1 Appl | LUser | 0 Invitations | 0 Group | Olnwoices | 1 Semice S
=] Name State Service Plan Created At Traffic On © Create Application
Select the right corresponding application plan and type an application name:
Accounts > Account ‘desktop-group’ > 1 Application | 1 User | 0 Invitations | 0 Group Memberships | 0 Invoices | 1 Semice Subscription

New Application

Application plan*

Service plan

HName*

Description*

Fuse-gateway-partner-plan

Fuse-gateway-partner

Fuse-gateway-public
Fuse-gateway-public-plan
Fuse-gateway-internal

desktop-plan

mobile-plan

Fuse-gateway-partner-plan

Repeat this step to create the follow applications:
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Applications
a Name State Account Service Plan
All v v T
o mohile-application live mobile-group Fuse-gateway-internal mobile-plan
o desktop-application live desktop-group Fuse-gateway-internal desktop-plan
o public-application live public-group Fuse-gateway-public Fuse-gateway-public-plan
o partner-application live partner-group Fuse-gateway-partner Fuse-gateway-partner-plan

3.8. FINISH INTEGRATION

Finally, click on the top AP/ menu item and from there, go to the Integration section of each defined
API. Click to edit APIcast configuration and add two more values.

First, add Shared_secret_sent_from_proxy to_API_backend_12345678987654321 to Secret Token
under AUTHENTICATION SETTINGS. For further explanation of this setting, refer to the next
chapter.

> AUTHEMTICATION SETTIMNGS

Host Header

accepts traffic from a specific host.

Secret Token  Shared_secret_sent_from_proxy_to_AP|_backend_12345678987654321

Enable

you to block any direct developer requests to your APl backend; each 3scale AP

gateway call to your APl backend contains a request header called X-3scale-proxy-

secret-token. The value of this header can be set by you here. It's up to you ensure

your backend only allows calls with this secret he

Then, add /products?featured=1 to the input field for API test Get request at the bottom of the page.
Notice that the curl command will already include the proper user_key at the end of the URL. This is
the new application’s user_key.

Iy
D CLIEMT \\?}\

AFl test GET request | jproducts?featured=1

curl "https://fuse-gateway-service-3scale-apicast-
staging.middleware.ocp.cloud.lab.eng.bos. redhat.com:443/products?

Teatured=18user_key=032acee45c566dc8b510b0ab7d30be4d)

Hit the test button to check the connections between : ] ]
yateway & API Update & test in Staging Environment
gateway & API.

Press the button to Update & test in staging Environment. If everything is set up properly, the test
will go through. The automatically generated curl command can also be used in a shell environment
to verify.

[czhu@apimgmt-master ~]$ curl "https://fuse-gateway-service-3scale-
apicast-staging.apimgmt.example.com:443/products?
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featured=1&user_key=032acee45c566dc8b510b0ab7d30be4d"

[{"sku":"5945c1b535c6850001d41aa0", "name" :"ABC HD32CS5002 32-inch LED
TV", "description":"HD LED Picture Quality

ConnectShare Movie Wide Color Enhancement Clear Motion Rate

60", "length":29.1, "width":3.7,"height":17.5, "weight":17.0, "isFeatured":
true, "availability":52,"price":249.99, "image":"TV", "keywords":
["Electronics","TV"]}, ... ..., ]

3.9. DEVELOPER PORTAL SETUP

The final step is to set up the Developer Portal. The goal is to let users sign up in the developer
portal and immediately get access to the APIs, so they can get started using the API interactive
documentation (ActiveDocs, based on Swagger spec), with their own application key.

Click on the top menu item, titled Developer Portal, then select Documentation from the left side
panel:

SC a I e Dashboard Developers  Applications  Analytics APIs  Developer Portal  Settings
ontent 0 Drafts  Redirects  Groups  Feature Visibility isit Developer Portal 2
Qi &y - , o [ page -]
Page 'Documentation
All B @ L3 w =) <
Title* Documen tation
O Root Secti Root v

[ Documentation

Does not depend on a selected section
0 Homepage
Layout Main layout ¥
= css
[3 bootstrap.css « Advanced options
System name
[ default.css
Content type
[ plans_widget_overrides css e text/ntml
Can be HTML, €S8, Javascript or an arbitrary MIME type
(= images
¥l Liquid enabled Process Liquid tags and drops?
% favicon ico
Handler* v
% deskjpy Do you use any markup language?
% mouse jpg Tag list
¥ notes.jpg
Draft Published ons (A Popup
¥ plant jpg

% powered-by-3scale-dark png
? powered-by-3scale-light.png
% powered-by-3scale.png

[= javascripts

[ 3scale js

Replace the page source with the Documentation content found in the project repository, and save
your changes.

Next, click on Homepage in the left side panel.


https://raw.githubusercontent.com/RHsyseng/3scale-apm/master/samplePages/Documentation
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Dashboard Developers Applications  Analytics  APIs Developer Portal Settings

Content 0 Drafts Redirects Groups  Feature Visibility isit Developer Portal '
(%] = o]
All - my 3scale N . N |
Page 'Homepage tew Page
Al L] LY L3 <P (=] - )
Title* Homepage
B Root Section* [ Root
[ Documentation Patn /
Does not depend on a selected section
[ Homepage
Layout [ Main layout ¥
= css

[ bootstrap.css + Advanced options

System name
[ defaultcss
Content type
[ plans_widget_overrides.css texuntml
Can be HTML, CSS, Javascript or an arbitrary MIME type
= images
“ Liquid enabled iquid tags and drops?
% faviconico
Handler
@ desk.jpg markup language?
@ mouse jpg Tag list
@ notes jpg
Draft Published
@ plantjpg

R powered-by-3scale-dark.png
Q powered-by-3scale-light.png
R powered-by-3scale png

£ javascripts

Replace the page source with the Homepage content found in the project repository, and save your
changes.

3.10. DEPLOY THE PRESENTATION APPLICATION

Deploy the Presentation service, which exposes a web tier for the desktop-user to access the
application.

Create a new project for this service:

$ oc new-project desktop-project --display-name="Desktop project for
Fuse ecom-services" --description="Desktop project for Fuse ecom-
services"

Next, use OpenShift Source-To-Image (S2l) in this project to deploy the presentation service. The
presentation_template.yaml file can be found in the project repository. Note that the
SERVICE_ADDRESS is passed in as environment variables, while user_key is referenced as an
OpensShift Secret in the template; the value for user_key is passed to the template as a parameter.

$ oc new-app -p USER_KEY_VALUE=9331104b50c0385cc64ebd72a38d4a56 -e
SERVICE_ADDRESS=fuse-gateway-internal-3scale-apicast-
staging.middleware.ocp.cloud.lab.eng.bos.redhat.com -f
https://raw.githubusercontent.com/RHsyseng/3scale-
apm/master/template/presentation_template.yaml
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4.1. USING DEVELOPER PORTAL

To navigate to the Developer Portal, click on the top menu item titled Developer Portal and then
select the Visit Developer Portal link on the next row. This will open the Developer Portal page in a
new tab.

3scale

D d  Developers icati Analyti APls  Developer Portal  Settings

Content 0 Drafts Redirects  Groups Feature Visibility Visit Developer Portal ('

By default, the Developer Portal is not visible to the public. Users other than admin will be
challenged for the Developer Portal Access Code.

Access code Enter

You can setup the site access code in your admin dashboard under 'Settings > Developer Portal'.

Please make sure that you have cookies enabled!

This Access Code can be found in the 3scale APl Management Platform Admin Portal. Click on the
top menu item, titled Settings, and then choose Developer Portal.

“ascale

Dashboard Developers icati i APIs  Developer Portal  Settings

General

er Portal Legal Terms Fields Definitions ‘Web Hooks Emails

Domains & Access

Access Control
Spam Protection

Developer Portal Access Code
SSO Integrations

ode hides your site from the world, but allows you to share
setup. Add text to the field to enable the scre

to the world

Clearing the value for the Developer Portal Access Code makes the site public, and the address can
then be bookmarked for quick access without going through the 3scale APl Management Platform
Admin Portal.

The Developer Portal allows registered users (desktop-user, mobile-user, partner-user and public-
user) to access their own corresponding ActiveDocs. Anonymous users will see the following page,
asking them to register and get an API key:
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PROVIDER NAME DOCUMEMTATION PLANS

SIGH I

‘YOU HAVE BEEN LOGGED OUT.

Fuse Gateway API

Register Get your AP| key Create your app

Register to the dewveloper portal to use the Use your API key to authenticate and report Start coding and create awesome applications
»:] Echo APl the calls you make </> with the Echo AP

Pick your plan

please click on the top menu item DOCUMENTATION to see the actual ActiveDocs (swagger) that
belongs to your account.

A further attempt by an anonymous user to access the documentation will result in the below page,

prompting the user to sign in to see ActiveDocs, but also informing the user of the credentials for the
public user account.

PROVIDER NAME DOCUMENTATION PLANS

Documentation

Use our live documentation to learn about the Fuse Gateway API

Only after sign in you can see the ActiveDocs. Visitor, please use public-user/password to sign in for trail.

Registered users who have logged in will see a page displaying their API key (user_key):
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PROVIDER NAME APPLIC 5 Y OCUMENTATICN l & SETTINGS C3

SIGHNED IN SUCCESSFULLY

Fuse Gateway API

Your API Key P

This is your API key that should be kept secret. Use it to App name  desktop-application

authenticate and report the calls you make to the Echo Key 876286f7c3cf24800c6F300464c41429
API. Add this as a user_key parameter to your AP| calls to
authenticate

desktop-user please click on the top menu item DOCUMENTATION to see the actual ActiveDocs
(swagger) that belongs to your account.

Clicking the DOCUMENTATION link takes an authenticated user to a page that displays the
ActiveDocs corresponding to their application plan. For desktop-user and mobile-user, as internal
users, this means access to the Fuse-gateway-internal ActiveDoc defined in last chapter, which has
access to all services exposed by Fuse gateway service:
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Documentation

Use our live documentation to learn about the Fuse Gateway AFI

E-Commerce API Gateway internal

Serving downstream product, sales, billing and fulfillment services

billing/process : billing processing & warehouse fulfillment
billing/refund/{transactionNumber} : billing refunds endpeint

customers : customers endpoint

customers/{customerld} : individual customer endpoint
customers/{customerld}/orders : orders endpoint
customers/{customerld}/orders/{orderld} : individual order endpoint
customers/{customerld}/orders/{orderld}/orderItems : order items endpoint

customers/{customerld}/orders/{orderld}/orderItems/{orderItemlId} : individual order item endpoint

customers/authenticate : customer authentication endpoint

For partner-user, access is limited to Fuse-gateway-partner ActiveDocs, which only exposes the

product service.

Documentation

Use our live documentation to learn about the Fuse Gateway AF|

E-Commerce API Gateway partner

Serving downstream product services

products : products endpoint

products/{sku} : individual product endpoint
products/{sku}/keywords : product keywords endpoint
products/featured : featured products endpoint
products/keywords/{keyword} : keyword lookup endpoint

products/reduction

For public-user, only access to Fuse-gateway-public ActiveDoc is provided, limiting such users to

only product queries.

List Operations

List Operations

List Operations

List Operations

List Operations

List Operations

List Operations

List Operations

how/Hide List Operations

ow/Hide List Operations

Show/Hide List Operations

how/Hide List Operations

pand Opemtions

pand Opemtions

pand Opemtions

pand Opemtions

Expand

Expand

Opemtions

Opemtions

pand Operations

pand Operations

pand Operations

nd Opemtions

nd Opemtions

nd Opemtions

nd Operatio

nd Operations
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Documentation

Use our live documentation to learn about the Fuse Gateway AP

E-Commerce API Gateway public

Serving downstream product services

products : products endpoint
products/{sku} : individual product endpoint
products/featured : featured products endpoint

products/keywords/{keyword} : keyword lookup endpoint

The ActiveDocs displayed on the DOCUMENTATION page accelerate development by allowing
users to explore services, their parameters and responses.

Show/Hide List Operations Expand Operations
products : products endpoint

/products list products

Response Class (Status 200)
Model Schema

"sku": "string",

"name": "string",

"description": "string",

"length": o,

"width": o,

"height": @,

"weight": @8,

"isFeatured": false,

"availability": o, -

RESPONSE CONTENT TYPE | application/json ¥
Try it out!

products/{sku} : individual product endpoint
products/featured : featured products endpoint

products/keywords/{keyword} : keyword lookup endpoint

4.2. ACCESSING THE WEB APPLICATION

The presentation application is accessible by the desktop-user and calls Fuse gateway service
services. The desktop-user is associated with the internal plan, and this application also makes use
of all services.

4.2.1. Browser Access
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To run the web application, simply point your browser to the address exposed by the route. This

address should ultimately resolve to the IP address of an OpenShift host where the router is

deployed.

Figure 4.1. Application Homepage before initialization

e e / [ Products x \

Demo

€« c msa.example.com

Search

Demo data is populated by hitting the demo.jsp page, for example at
http://msa.example.com/demo.jsp. After initialization, this page will show the featured products:

Figure 4.2. Application Homepage after initialization

e o / [ Products. x \ A
€« C ' msa.example.com
Search
HD LED Picture Quality
ConnectShare Movie
Product Dimensions: 29 x 3 x 17 $249.99
‘Wide Color Enhancement Product Weight: 17
Availability: 51
Clear Motion Rate 60
ABC HD42CS5002 42-inch LED TV
HD LED Picture Quality
ConnectShare Movie
Product Dimensions: 37 x 2 x 22 $424 95
Wide Color Enhancement Product Weight: 20
Availability: 63
l I Clear Motion Rate 60

Microtech MM-733N Microwave Oven; 1.6 Cubic Feet

Inverter Technology for even cooking
Inverter Turbo Defrost for quick defrosting

9-Menu Category Sensor Cook system

Product Dimensions: 22 x 19 x 12
Product Weight: 38

$178.0

Availability: 32

4.2.2. User Registration

Login | Register

Anonymous users are constrained to browsing inventory, viewing featured products and searching
the catalog. To use other features that result in calls to the Sales and Billing services, a valid

customer must be logged in.

To register a customer and log in, click on the Register button in the top-right corner of the screen

and fill out the registration form:
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Figure 4.3. Customer Registration Form

e e / [ Products x\ A

b

€« C' | msa.example.com a

Customer Registration

Name: Babak
Address: 12300 Wiishire Bivd, Los Angeles |
Telephone: 3105551234
Email: babak@redhat.com
Username: Babak
Password: [ [eesecses
Register | Cancel

After registration, the purchase button allows customers to add items to their shopping cart, to
subsequently visit the shopping cart and check out, and review their order history.

4.3. RATE LIMITS

Rate Limit is set up for the public plan. The imposed constraint is a maximum of five requests in
every one minute.

To see the effect of this Rate Limit, use the curl command example from the Fuse-gateway-public
API integration page.

Click on APIs, choose Fuse-gateway-public, click on Integration link, then click edit APICast
configuration link.

The curl command is at the bottom.

D CLIENT

APl test GET request  /products?eatured=1

a APl gateway endpoint. Il use this call to validate your AP|

on. You can try it yourself by
nmand into your shell:

curl "https://fuse-gateway-public-3scale-apicast-
staging.middleware.ocp.cloud.lab.eng.bos.redhat.com:443/products?
featured=l&user key=358fd25f5abecl0f@0fa3afa33398c3f"

Execute this command multiple times in succession to exceed the limit and a message of
Authentication failed will appear instead of the response data.
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)", "lengt
h LED TV*",

, "name"
o h'

(3 MB Cache
seruE

onn
i

:["Furniture",

4.4. ANALYTICS FEATURE

Click on the top menu item titled Analytics to view the Monitoring page, containing usage data for all
three APlIs.

3scale

Dashboard Developers Applications Analytics APIs Developer Portal Settings

Analytics Alerts  Traffic  Integration errors

Monitoring

Fuse-gateway-partner

Hits
2 hits Top
Hourly Ave
Fuse-gateway-public
Hits
32 hits
Fuse-gateway-internal
Hits

Dally Avera
"

Hourly Avera

To

plicati

Click on an APl name to view more details about it. For example, clicking on Fuse-gateway-public
should reveal a spike that results from the multiple curl command invocations intended to the rate
limit in the previous section.

35



Reference Architectures 2017 APl Management with Red Hat 3scale API Management Platform

Fuse-gateway-public > Usage

Show last 24 hours 7 days 30 days 12 months from 06/28/2017 until 06/29/20017 per hour

150

.0

50

W Hits

I product-get

00 — + + 3
Jun 28 20:00 Jun 28 23:00

Method

Hits
product-get

ing ime zone (GMT+00.00) UTC

T + +
Jun 29 02:00 Jun 29 05:00

28 Jun 2017 20:00:00 UTC

28 Jun 2017 20:00:00 UTC

+
Jun 29 11:00

To

29 Jun 2017 19:59:59 UTC

29 Jun 2017 18:59:59 UTC

Traffic

The usage graph for Fuse-gateway-internal will show multiple calls for different services. These
service calls were triggered by the web application on different Fuse gateway service operations.

Fuse-gateway-internal > Usage

Show last 24 hours 7 days 30 days 12 months from 0&/28/2017 until 06/28201 7 per hour

00 T T T
Jun 28 20:00 Jun 28 23:00

Method

Hits
product-get
customer-get
customer-post
hilling-post
product-post
customer-patch
customer-delete

billing-get

T
Jun 29 0200

From

28 Jun 2017 20:00:00 UTC

28 Jun 2017 20:00:00 UTC

28 Jun 2017 20:00:00 UTC

28 Jun 2017 20:00:00 UTC

28 Jun 2017 20:00:00 UTC

28 Jun 2017 20:00:00 UTC

28 Jun 2017 20:00:00 UTC

28 Jun 2017 20:00:00 UTC

28 Jun 2017 20:00:00 UTC

4y T y T
Jun 29 05.00 Jun 29 1100

To

29 Jun 2017 19:58:58 UTC

29 Jun 2017 19:58:58 UTC

29 Jun 2017 19:58:58 UTC

29 Jun 2017 19:58:58 UTC

29 Jun 2017 19:59:59 UTC

29 Jun 2017 19:59:59 UTC

29 Jun 2017 19:59:59 UTC

29 Jun 2017 19:59:59 UTC

29 Jun 2017 19:59:59 UTC

T T T
Jun 29 14.00

W Hits

W product-get

M customer-get

B customer-post

M billing-post

M product-post

W customer-patch

B customer-delete
billing-get

M customer-put

Traffic

135

33
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Note that registered users can view associated and accessible Analytics data from the Developer
Portal. For example, after signing in to the Developer Portal as the desktop-user, click on
STATISTICS to view a graph similar to the one displayed below:
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o SETTINGS =

desktop-application ¥

Show last 24 hours 7 days 30 days 12 months fom 060342017 wntil 07022017 per dav 608.0 Hits w
4000
3500 M Hits
M product-get
3000 B customer-get
M customer-post
2500 M billing-post
M customer-delete
2000 & product-post
B customer-patch
1500 I pilling-get
M customer-put
1000 W product-put
M product-patch
50.0 M product-delete
0o —* T T T T T T T T T T T T T T T T
Jun 300:00 Jun 7 00:00 Jun 11 00:00 Jun 15 00:00 Jun 18 00:00 Jun 23 00:00 Jun 27 00:00
Using time zome (GMT+00:00) UT
Method From To Traffic
Hits 03 Jun 2017 00:00:00 UTC 02 Jul 2017 23:59:59 UTC 608
= product-get 03 Jun 2017 00:00:00 UTC 02 Jul 2017 23:59:59 UTC 152
= customer-get 03 Jun 2017 00:00:00 UTC 02 .Jul 2017 23.59:53 UTC 122
aocLStomer-post 03 Jun 2017 00:00:00 UTC 02 Jul 2017 23:59:59 UTC 27
= billing-post 03 Jun 2017 00:00:00 UTC 02 Jul 2017 23:659:68 UTC 9
& customer-delete 03 Jun 2017 00:00:00 UTC 02 Jul 2017 23:59:59 UTC =]
s product-post 03 Jun 2017 00:00:00 UTC 02 Jul 2017 23:59:53 UTC g8
= customer-patch 03 Jun 2017 00:00:00 UTC 02 Jul 2017 23:59:698 UTC 7
= hilling-get 03 Jun 2017 00:00:00 UTC 02 Jul 2017 23:59:59 UTC o]

4.5. ACCESS CONTROL USING USER_KEY

This reference architecture uses API| Key (user_key) for authentication.

Each application has its own user_key. The keys can be found in respective application pages.

API Credentials

User Key
032aceed5c566dc8h510h0ab7d30hedd

© Set Custom Key

Each calling application uses the assigned user_key, which corresponds to an API's application
plan. The screenshot below shows an example of an HTTP GET call:
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D CLIENT @

AFl test GET request | jproducts?featured=1

Ne will use this call to validate your
st live application. ou can try it yourself by

curl "https://fuse-gateway-service-3scale-apicast-
staging.middleware.ocp.cloud.lab.eng.bos. redhat.com:443/products?
Teatured=18user_key=032acee45c566dc8b510b0ab7d30be4d)

Hit the test button to check the connections between [————————————————
client, gateway & APl Update & test in Staging Environment

The user_key and base URL should not be hard-coded in the application source code, as they are
prone to later changes. One good example is the use of OpenShift Secret to managing the user_key
in OpenShift , which is referenced in the deployment of the presentation service, for example:

The user_key value is stored in an OpenShift Secret, which is defined in the
presentation_template.yaml file:

- apiVersion: vi
kind: Secret
metadata:
name: 3scale-secret
namespace: desktop-project
stringData:
user_key: ${USER_KEY_VALUE}

Further down in the presentation_template.yaml file, content from the Secret is referenced and
made available as an environment variable.

spec:
containers:
- env:
- name: USER_KEY
valueFrom:
secretKeyRef:

name: 3scale-secret
key: user_key

The actual value for user_key is passed in as a parameter during deployment. The use of a
parameter instead of an environment variable has the advantage that parameters won’t be kept in
memory, so credentials won't be exposed. Since the base URL is not sensitive information, it can be
passed in as an environment variable during pod creation.

$ oc new-app -p USER_KEY_VALUE=9331104b50c0385cc64ebd72a38d4a56 -e
SERVICE_ADDRESS=fuse-gateway-internal-3scale-apicast-
staging.middleware.ocp.cloud.lab.eng.bos.redhat.com --
file=presentation_template.yaml

Then RestClient.java code in the service can then retrieve both data as environment variable values
and use them in the web address:

public class RestClient {
public static String userKey = System.getenv("USER_KEY");
public static String serviceAddress =
System.getenv("SERVICE_ADDRESS");
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For troubleshooting purpose, this reference architecture’s presentation layer uses the JavaScript
console to log the two variables' runtime value. This allows users to verify the actual values. To see
these two values in Google Chrome, go to setting, More tools, Developer Tools, and click Console.

| msa.example.com * a

B EAP7 Ba RedHat B8 consol le B8 webserver BN JBossIDE B testClient B8 AsciDoc B8 JDG_Spark B APl BN openShift B microservi ices B8 GoogleAppScript B Jenkins B scala (%) Py y = Trello »
‘R ﬂ Elements Console Sources Metwork Timeline Frofiles  » S ¢
® ¥ tp v [ Presene log
HCM MegaBook 14-Inch Laptop
ervice address: fuse-gateway-internal -Sscale- m:
Totel Core 542100 L7 GHz (3 MB Cache) apicast -staging. middlevare. ocp.cloud.lab.eng, bos, redhat ., con
4 GB DDR3L SDRAM
0 GB 1rpm 180 GB Solid-State Drive Product Dimensions: 20.4 x 3.1 x 11.6 $109599
Product Weight: 6.2
14-Inch Screen; Intel HD Graphics 4400 Avalabilty: 213
Fedora 21 Operating System

4.6. PREVENT BYPASSING API GATEWAY THROUGH SECRET
TOKEN

The network topology is often effective in blocking unauthorized access to internal services. When
Red Hat 3scale APl Management Platform is used to introduce a gateway, direct access to the
underlying API is often blocked through network tools. In cases where such configuration is
impossible or insufficient, the secret token feature of 3scale APl Management Platform can be used
to achieve similar results.

When enabled, 3scale APl Management Platform hard codes a token in the HTTP header of all
requests passing through the gateway. Applications exposing the managed API would then have to
check for the existence of this token and reject any requests that do not contain it. As long as the
value of this token is kept private, the only way to access such API would be through the gateway.

There are two steps to turn this feature on.

First, in 3scale APl Management Platform Admin Portal, click on the top menu item titled AP/, then
choose Integration for the API that needs to be secured. Click the AUTHENTICATION SETTINGS
drop-down list and give Secret Token a value.

~ AUTHENTICATION SETTINGS

Host Header
accepts traffic from a specific host.

Secret Token  Shared_secret_sent_from_proxy_to_AP|_backend_12345678987654321

secret-token. The value of this header can be set by you here. It's up to you ensure

d contains a request header calle

wour backend only allows calls with this secret header.

Second, in the application code for the managed API, check all request for a token name of X-
3scale-proxy-secret-token in the HTTP header. Reject any requests that do not provide a value for
this token, or have an incorrect value.

For example, the following code snippet from the Fuse gateway service shows an example of how to
enforce the Secret Token.

@value('${gateway.token.header:X-3scale-proxy-secret-token}')
String tokenHeader
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@value('${gateway.token.value:#{null}}")
String tokenValue

Logger logger = Logger.getLogger (AppRoute.class.name)

@Ooverride
void configure() throws Exception {

if (tokenvalue != null && tokenHeader !'= null) {

logger.info("AUTH TOKEN REQUIREMENT DETECTED:
[${tokenHeader}] adding security route interceptor")
interceptFrom().id("auth token interceptor").process(new
Processor() {
@Ooverride
void process(Exchange exchange) throws Exception {

if (exchange.in.getHeader (tokenHeader) == null
| | exchange.in.getHeader (tokenHeader) !=
tokenvalue) {

logger.info("Authorization token required, but
header missing or invalid")

exchange.out.setHeader (Exchange.HTTP_RESPONSE_CODE, 403)
exchange.out.setBody("Unauthorized [missing or
invalid token]")
exchange.setProperty(Exchange.ROUTE_STOP,
Boolean.TRUE)

1)

The secret token in inject into the Fuse gateway service pod as an environment variable to avoid
hard-coding it.
Deployments » gateway-service

gateway—ser\/ice created 24 days ago Deplay | | Actions v

app
History Configuration Environment Events

Container gateway-service Environment Variables

Name Value
ACTIVEMQ_BROKER_PASSWORD password = X
ACTIVEMQ_BROKER_USERNAME mguser = X
ACTIVEMQ_SERVICE_HOST broker-amg-tcp = X
ACTIVEMQ_SERVICE_PORT 61616 = X
GATEWAY_TOKEN_VALUE Shared_secret_sent_from_proxy_to_AP|_backend_12345678987654321 = X

Add Environment Variable

Save
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In this example, the token value is set to
Shared_secret_sent_from_proxy_to_API_backend_12345678987654321. Changing this value in
the 3scale APl Management Platform Admin Portal without updating it in the Fuse gateway service
code would result in the API integration test failing, since the value passed from 3scale API
Management Platform to Fuse gateway service will not match.

D CLENT @

APl test GET request  products?featured=1

curl "https://fuse-gateway-internal-3scale-apicast-
staging.middleware.ocp.cloud.lab.eng.bos. redhat .com:443/products?

featured=l&user_key=8762867c3c f24899c6F390464c414239"

Something is not quite ok. |

s your private APl host - . "
gateway? Update & test in Staging Environment

Once the security token is set up, both in 3scale APl Management Platform and Fuse gateway
service, requests to the Fuse gateway service API need to go through 3scale APl Management
Platform first; otherwise, the request will fail, as it will not have the secret security token in the
header.

reachable fro

To demonstrate this, try the two following curl commands to the same Fuse gateway service API,
where the first one bypasses the 3scale APl Management Platform and uses the Fuse gateway
service gateway IP address directly, while the second request goes through 3scale API
Management Platform as expected.

curl http://172.30.124.155:9091/products?featured=1
curl "https://fuse-gateway-internal-3scale-apicast-

staging.middleware.ocp.cloud.lab.eng.bos.redhat.com:443/products?
featured=1&user_key=876286f7c3cf24899c61390464c41429"

The first requests fails with a message of missing or invalid token, while the second command
returns the expected response.

4.7. UPDATING SWAGGER FILES

To create a new service spec, the swagger file for the new service is required. The reference
architecture’s Fuse gateway service provided a swagger file at http://api.example.com/api-
doc/swagger.json after installation. Several updates are required to this file before it can be used in
this project:

Update the host to the correct value. Red Hat 3scale APl Management Platform doesn'’t allow IP
address, so please use either the Staging Public Base URL or the Production Public Base URL
instead:

"host" : "fuse-gateway-service-3scale-apicast-
staging.apimgmt.example.com: 443",
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Update the scheme to HTTPS, as it is the default protocol used by 3scale APl Management
Platform:

I "schemes" : [ "https" ],

For each service, add one more parameter called user_key for authentication. This parameter is
not included in the Swagger file originally provided by the Fuse gateway service.

Note that only one parameter called customerld is included in the file:

"/customers/{customerId}" : {
"get" : {
"tags" : [ "customers/{customerId}" ],
"summary" : '"get customer",
"produces" : [ "application/json" ],
"parameters" : [ {
"name" : "customerId",
"in" : "path",
"description" : "id of customer to fetch",
"required" : true,
"type" : "string"
L
"responses" : {
"200" : {
"description" : "customer fetched",
"schema" : {
"$ref" : "#/definitions/Customer"
}
3
3

"x-camelContextId" : "camel-1",
"x-routeId" : "route7"

i

Add the new parameter:

"/customers/{customerId}" : {
"get" : {
"tags" : [ "customers/{customerId}" ],
"summary" : "get customer",
"produces" : [ "application/json" ],
"parameters" : [ {
"name" : "customerId",
"in" : "path",
"description" : "id of customer to fetch",
"required" : true,
"type" : "string"
3
{
"name": "user_key",
"in": "query",
"description": "Your API access key",
"required": true,
"x-data-threescale-name": "user_keys",

"type": "string"
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1

"responses" : {
"200" : {
"description" : "customer fetched",
"schema" : {
"$ref" : "#/definitions/Customer"
}
3
3
"x-camelContextId" : "camel-1",
"x-routeId" : "route7"

iy

4.8. DEVELOPER PORTAL DOCUMENTATION PAGE

Liquid is a simple programming language used for displaying and processing most of the data
from the 3scale system available for API providers.

Use Liquid control flow tags if and elsif to limit access for each registered user to their own
ActiveDocs:

{% if current_user.username == 'desktop-user' or
current_user.username == 'mobile-user' %}
{% active_docs version: "2.0" services: "Fuse-gateway-
internal" %}

{% elsif current_user.username == 'partner-user' %}
{% active_docs version: "2.0" services: "Fuse-gateway-
partner" %}

{% elsif current_user.username == 'public-user' %}
{% active_docs version: "2.0" services: "Fuse-gateway-
public" %}

{% endif %}
Refer to the product documentation on how to publish ActiveDocs in the Developer Portal.

<script type="text/javascript">
$(function () {
window.swaggerUi.options['docExpansion'] = 'none';
window.swaggerUi.options['url'] =
"https://3scale.apimgmt.example.com/swagger/spec/Fuse-gateway-
internal.json";
window.swaggerUi.load();

)

</script>

For more information on using Liquid and Developer Portal, please refer to Liquids: Developer Portal
and the Liquid Reference pages.
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