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Abstract

			This guide provides requirements and instructions for installation and initial configuration of Red Hat Satellite.
		






      ⁠Chapter 1. Introduction




		This guide provides instructions for a full installation of a Red Hat Satellite server. This includes installation, configuration, connection to Red Hat Network, subscription management and content synchronization.
	

      ⁠1.1. Red Hat Satellite 5




			Red Hat Satellite 5 is life cycle management tool that includes the ability to deploy, manage and monitor a large number of systems. Satellite 5 can be set up in a connected or disconnected mode in which Red Hat software is distributed to client systems using the original pooled subscription approach. The pooled subscription concept is similar to the way in which clients consume entitlements from Red Hat Network Classic.
		
Features and Functionality

				The popular functionality of Satellite 5 includes the ability to provision a large number of systems using kickstart files and activation keys to install and configure systems to a predictable state. This provisioning process associates systems to designated organizations, software and configuration channels, as well as placing systems in predefined system groups. The Satellite 5 provisioning functionality enables administrators to provision thousands of systems in a consistent manner.
			

			Another popular feature is the ability to manage software and configuration files across large numbers of systems in local or remote environments after those systems have been provisioned. One of the well understood concepts of managing software and configuration files in Satellite 5 is the concept of channels. All software and configuration is managed and distributed through channels, and any client needing access to software or configuration content needs to be associated with one or more relevant channels. Further, the ability to clone channels enabled administrators to create the much needed development-production environments required by most enterprises.
		
Industry Recognition

				Satellite 5 is recognized as a solid platform for managing software and configuration files for a large number of systems. It is also well known for the simplicity and consistency of the provisioning process. The Satellite 5 systems management platform is also well known for delivering the correct versions and updated versions of content to the correct systems in a very structured manner. Administrators can manage the Satellite and systems management processes through the Satellite webUI and also through the Satellite API interfaces.
			

			Red Hat Satellite 5 provides organizations with the benefits of Red Hat Network without the need for public Internet access for servers or client systems. This brings together the tools, services, and information repositories needed to maximize the reliability, security, and performance of your systems.
		


      ⁠1.2. System Overview




			Red Hat Satellite consists of the following components:
		
	Red Hat Satellite Core
	
						The core system and entry point for Red Hat Update Agent running on client systems. Red Hat Satellite also includes an Apache HTTP Server, which serves XML-RPC requests.
					

	Red Hat Satellite Web Interface
	
						A user interface for advanced system, system group, user, and channel management. The organization configures access to the Red Hat Satellite web interface from the local area network and, optionally, the Internet too. Red Hat Satellite provides an interface similar to the Red Hat Network website and allows full control over client systems, system groups, and users.
					

	Database
	
						Red Hat Satellite uses one of the following database types:
					
	
								Embedded Database - The database comes bundled with Red Hat Satellite and is installed on the same machine as the Satellite during the installation process. The included database is PostgreSQL.
							

	
								Managed Database - The database comes bundled with Red Hat Satellite and is installed on a separate machine during the installation process. The included database is PostgreSQL.
							

	
								External Database - An organization's existing database or, preferably, a database contained on a separate machine. Red Hat Satellite supports PostgreSQL, Oracle Database 11g (Standard or Enterprise Edition), or Oracle Database 10g Release 2 (Standard or Enterprise Edition) for this database installation type.
							




	RPM Repository
	
						Package repository for Red Hat RPM packages and custom RPM packages identified by the organization.
					

	Management Tools
	
						The Red Hat Satellite Management Tools synchronize the database and package repository with Red Hat Network. Red Hat Satellite also includes management tools for:
					
	
								Database and file system synchronization
							

	
								Custom RPM and repository imports
							

	
								Channel maintenance (Web-based)
							

	
								Errata management (Web-based)
							

	
								User management (Web-based)
							

	
								Client system and system grouping (Web-based)
							




	Red Hat Update Agent
	
						The Red Hat Update Agent operates on client systems to retrieve updates from the organization's internal Red Hat Satellite. System administrators also schedule these actions through the Red Hat Satellite Web Interface.
					

						When a client requests updates, the organization's internal Red Hat Satellite queries its database, authenticates the client system, identifies updated packages, and sends the requested RPMs back to the client system. The client also installs these packages if set in preferences. The client system can send an updated package profile to the database on the Red Hat Satellite.
					
Important


							Red Hat strongly recommends that clients connected to Red Hat Satellite be running the latest update of Red Hat Enterprise Linux to ensure proper connectivity.
						



	Red Hat Satellite Proxy Server
	
						Use Red Hat Satellite in conjunction with Red Hat Satellite Proxy Server to create a distributed, self-contained Satellite environment for the organization. For example, an organization can maintain one Red Hat Satellite in a secure location while systems in proximity connect to it through local network access. Other remote offices would maintain Satellite Proxy Server installations that connect to the Satellite server. The different locations inside the organization require a networked connection, but this can be a private network; an Internet connection is not required for any of the systems. See the Red Hat Satellite Proxy Installation Guide for more information on installing and configuring Satellite Proxies.
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Figure 1.1. Using Red Hat Satellite and Red Hat Satellite Proxy Server Together


	Enhanced Entitlements Reporting
	
						Red Hat Satellite 5 uses channels and system entitlement consumption to manage Red Hat content. Newer entitlement tools that integrate with the Red Hat Customer Portal, such as Red Hat Subscription Asset Manager, use certificate-based entitlements. The rules for these two types of entitlement methods differ.
					

						Red Hat Satellite 5.7 also provides an Enhanced Entitlements Reporting technology that integrates with certificate-based entitlement tools. This provides an overview of entitlement consumption from Satellite 5's system management while using newer certificate-based entitlement rules. This allows administrators to:
					
	
								Track entitlement consumption at a detailed level.
							

	
								Measure consumption based on socket count, host/guest relationships and channel usage
							

	
								Capture historical consumption data to enable system administrators to view which entitlements were consumed at a particular time as well as the status of entitlements at specific points in time.
							



Important


							The Enhanced Entitlements Reporting functionality only provides reports on content consumption. It does not manage content consumption.
						


Important


							Enhanced Entitlements Reporting is only available for Red Hat Satellite 5.6 and later.
						







      ⁠1.3. Terms to Understand




			Before using Red Hat Satellite, familiarize yourself with the following terms:
		
	Channel
	
						A Channel is a list of software packages. There are two types of channels: base channels and child channels. A base channel consists of a list of packages based on a specific architecture and Red Hat release. A child channel is a channel associated with a base channel that contains extra packages.
					

	Organization Administrator
	
						An Organization Administrator is a user role with the highest level of control over an organization's Red Hat Network account. Members of this role can add other users, systems, and system groups to the organization as well as remove them. A Red Hat Network organization must have at least one Organization Administrator.
					

	Channel Administrator
	
						A Channel Administrator is a user role with full access to channel management capabilities. Users with this role are capable of creating channels, assigning packages to channels, cloning channels, and deleting channels. This role can be assigned by an Organization Administrator through the Users tab of the Red Hat Network website.
					

	Certificate Authority
	
						A Certificate Authority distributes digital signatures to users as part of public key infrastructure for encrypted authentication and communication.
					

	Traceback
	
						A Traceback is a detailed error message for troubleshooting the Red Hat Satellite. Red Hat Satellite generates Tracebacks automatically when a critical error occurs and mails the individual(s) designated in the Red Hat Satellite configuration file.
					





      ⁠1.4. Summary of Steps




			A functional Red Hat Satellite requires more than installing software and a database. Client systems require configuration to use the Red Hat Satellite. Creation of custom channels for custom packages is also recommended. Since these tasks extend beyond the basic installation, they are covered in greater detail in other guides of the Red Hat Satellite documentation suite.
		

			This section provides a list of all required and recommended steps, from evaluation through custom package deployment. They should take place in the following order:
		
	Obtaining Red Hat Satellite
	
							After an evaluation, contact your Red Hat sales representative to purchase Red Hat Satellite.
						

	
							Receive a Red Hat Network Entitlement Certificate and login information for Red Hat Network from your sales representative.
						

	
							Log into the Red Hat Customer Portal website (access.redhat.com) and download the distribution ISOs for Red Hat Enterprise Linux and Red Hat Satellite. These can be found on the Download Software page under Downloads → Red Hat Enterprise Linux → Downloads.
						

	
							(Optional) While still logged into the Customer Portal, download the Channel Content ISOs to be served by your Red Hat Satellite. These are also available through the Download Software page under Downloads → Red Hat Enterprise Linux → Downloads. These Channel Content ISOs differ from the distribution ISOs previously mentioned in that they contain metadata necessary for parsing and serving packages by Red Hat Satellite.
						



	Preparing for Red Hat Satellite Installation
	
							Check the software, hardware, and standard database requirements. See Chapter 2, Requirements for these requirements.
						

	
							Create and download an entitlement certificate to activate the Satellite server. See Chapter 3, Entitlement Certificate for these instructions.
						



	Installing Red Hat Satellite
	
							If installing Red Hat Satellite with an Embedded Database, use the following installation scenario: Section 4.1, “Scenario 1: Installing Satellite with Embedded Database”.
						

	
							If installing Red Hat Satellite with an Managed Database, use the following installation scenario: Section 4.2, “Scenario 2: Managed Database Installation”.
						

	
							If installing Red Hat Satellite with an External Database, use the following installation scenario: Section 4.3, “Scenario 3: Installing Satellite with External Database”.
						



	Initial Use
	
							Open Red Hat Satellite's web interface in a web browser and create the first user account. This is the Administrator account (also referred to as the Organization Administrator).
						

	
							Finalize Red Hat Satellite with any post-installation steps.
						

	
							Use the Red Hat Satellite Synchronization Tool to import the channels and associated packages into the Red Hat Satellite.
						








      ⁠Chapter 2. Requirements




		This chapter contains all the requirements for a Red Hat Satellite installation. This includes variations for all database installation types.
	

      ⁠2.1. Software Requirements




			To perform an installation, the following software components must be available:
		
	Base Operating System
	
						Red Hat Satellite 5 requires a Red Hat Enterprise Linux 6 operating system with the latest packages from the @Base package group and no other package-set modifications, third-party configurations, or software not directly necessary for the operation of the server. This restriction includes hardening or other non-Red Hat security software. If such software is required in your infrastructure, first install and verify a complete working Red Hat Satellite first, then create a backup of the system before adding any non-Red Hat software.
					

						Red Hat Satellite 5 also supports installation on Red Hat Enterprise Linux to supported virtualized environments, including:
					
	
								KVM
							

	
								Xen
							

	
								VMware
							




						Performance on virtualized environments will not always equal the same performance of physical hardware. Make sure to consider your virtual environment's performance and implement any recommended tuning guidelines.
					
Important


							Each purchased Satellite product includes one supported instance of Red Hat Enterprise Linux Server. Install Satellite on a fresh installation of Enterprise Linux where Satellite is the only application and service provided by the OS. Using the Red Hat Enterprise Linux OS included with Satellite to run other daemons, applications, or services within your environment is not supported.
						


Important


							Register the base operating system through Red Hat Subscription Manager.
						



	Red Hat Satellite Installation Media
	
						Red Hat provides the installation media as a disc or ISO. It contains an Red Hat Satellite Installation Script, which installs all packages required for Red Hat Satellite.
					
Important


							The Red Hat Satellite Installation Script installs packages beyond the @Base package group. The installation script attempts to download and install these packages but prompts you to install the listed packages manually if they are unavailable. In this situation, either:
						
	
									Install these package from your Red Hat Enterprise Linux installation media, or
								

	
									Subscribe the base operating system to the Red Hat Enterprise Linux channel to resolve package dependencies during installation.
								




							The installation ISO lists the packages necessary for installation in the rhelrpms file located in the updates directory.
						



	Channel content
	
						All software packages and data exported for all entitled Red Hat channels. This content is loaded directly on the Red Hat Satellite after installation using the Red Hat Satellite Synchronization Tool.
					

	Perl Interpreter
	
						The installation program requires a Perl interpreter. To test if a Perl interpreter is already installed, run the command perl --version. If the output includes the text command not found, install a Perl interpreter.
					

# yum install perl






      ⁠2.2. Hardware Requirements




			This section specifies a Red Hat Satellite server's hardware considerations and requirements for installation.
		

			Depending on the desired use case, a Red Hat Satellite environment might require multiple machines:
		
	
					Red Hat Satellite with Embedded Database - 1 machine
				

	
					Red Hat Satellite with Embedded Database and Enhanced Reporting - 2 machines
				

	
					Red Hat Satellite with Managed/External Database - 2 machines
				

	
					Red Hat Satellite with Managed/External Database and Enhanced Reporting - 3 machines
				




      ⁠2.2.1. x86_64 Hardware Requirements




				The following list shows the required and recommended hardware configurations on the x86_64 platform for a Red Hat Satellite server:
			
CPU
	
						Required: Intel dual-core processor, 2.4GHz, 512K cache or equivalent
					

	
						Recommended: Intel quad-core processor, 2.4GHz dual processor, 512K cache or equivalent
					



Memory
	
						Required: 4 GB of memory
					

	
						Recommended: 8 GB of memory
					



Storage
	
						5 GB storage for base installation
					

	
						A minimum of 40 GB storage per software channel (including Base and child channels), in /var/satellite/, configurable at install
					

	
						A minimum of 10 GB storage for cache files stored within /var/cache/rhn. See Section 2.4.5, “Caching” for more information.
					

	
						Strongly Recommended: A SCSI drive connected to a level 5 RAID
					



Database
	
						See Section 2.3.1, “Database Sizing” for standard database requirements.
					

	
						Embedded Database: A minimum of 12 GB storage for the database repository in the /opt/rh/postgresql92/root/var/lib/pgsql/ partition on the Satellite host. This partition must be local storage only.
					
Important


							Due to an updated version of the PostgreSQL Embedded Database, the database location has changed from /var/lib/pgsql in Red Hat Satellite 5.6 to /opt/rh/postgresql92/root/var/lib/pgsql in Red Hat Satellite 5.7. Make sure to allocate enough hard disk space to this location.
						



	
						Managed Database: A minimum of 12 GB storage for the database repository in the /opt/rh/postgresql92/root/var/lib/pgsql/ partition on the Managed Database host. This partition must be local storage only. The instructions for installing this database are a part of the Managed Database installation scenario .
					

	
						External Database: See Section 4.3.1, “External Database Requirements”.
					



Backup
	
						A separate partition (or better, a separate set of physical disks) for storing backups, which can be any directory specifiable at backup time
					

	
						An external SAN for more reliable backups
					





      ⁠2.2.2. s/390x Hardware Requirements




				The following list shows the required and recommended hardware configurations on the s/390x mainframe platform for a Red Hat Satellite server:
			
CPU
	
						Required: 1 IFL, either in LPAR configuration or shared through z/VM
					

	
						Recommended: 2 or more IFLs on z9 or earlier, 1 or more IFL on z10
					



Memory
	
						Required: 4 GB of memory
					

	
						Recommended: 8 GB of memory
					



Storage
	
						Required:
					
	
								1 GB swap on ECKD DASD
							

	
								1xMod3 ECKD DASD or ≥ 2 GB FCP SCSI LUN for base installation
							

	
								A minimum of 40 GB storage per software channel (including Base and child channels), in /var/satellite/, configurable at install
							

	
								A minimum of 10 GB storage for cache files stored within /var/cache/rhn. See Section 2.4.5, “Caching” for more information.
							




	
						Recommended:
					
	
								512 MB swap on VDISK + 1 GB swap on ECKD DASD
							

	
								1xMod9 ECKD DASD or ≥ 2 GB multipathed FCP SCSI LUN for base installation
							

	
								A minimum of 40 GB storage per software channel (including Base and child channels), in /var/satellite/, configurable at install
							

	
								A minimum of 10 GB storage for cache files stored within /var/cache/rhn. See Section 2.4.5, “Caching” for more information.
							






Database
	
						See Section 2.3.1, “Database Sizing” for standard database requirements.
					

	
						Embedded Database: A minimum of 12 GB storage for the database repository in the /opt/rh/postgresql92/root/var/lib/pgsql/ partition. This partition must be local storage only.
					
Important


							Due to an updated version of the PostgreSQL Embedded Database, the database location has changed from /var/lib/pgsql in Red Hat Satellite 5.6 to /opt/rh/postgresql92/root/var/lib/pgsql in Red Hat Satellite 5.7. Make sure to allocate enough hard disk space to this location.
						



	
						Managed Database: A minimum of 12 GB storage for the database repository in the /opt/rh/postgresql92/root/var/lib/pgsql/ partition on the Managed Database host. This partition must be local storage only. The instructions for installing this database are a part of the Managed Database installation scenario .
					

	
						External Database: See Section 4.3.1, “External Database Requirements”.
					



Other
	
						z/VM 5.3 or later for kickstart and provisioning of guests.
					

	
						VSWITCH or HiperSocket LAN for high speed connections to guests
					






      ⁠2.3. General Database Requirements




			The following section contains database requirements applicable to all installation scenarios.
		

      ⁠2.3.1. Database Sizing




				A single 12 GB tablespace is recommended for most installations, although many customers will find it possible to function with a smaller tablespace. Use the following formula to determine the required size of your database:
			
	
						250 KiB per client system
					

	
						500 KiB per channel, plus 230 KiB per package in the channel (so a channel with 5000 packages would require 1.1 Gib)
					




				For example, a Red Hat Satellite serving 10,000 systems with four channels each containing 12,000 packages would require 2.5 GiB for its clients and 11 GiB for its channels. If establishing custom channels for testing and staging of packages, include them in this formula.
			

				Keep in mind that the database storage needs may grow rapidly, depending upon the variance of the following factors:
			
	
						The number of public Red Hat packages imported (typical: 5000)
					

	
						The number of private packages to be managed (typical: 500)
					

	
						The number of systems to be managed (typical: 1000)
					

	
						The number of packages installed on the average system (typical: 500)
					




				Be generous in database sizing estimates but also consider that size affects the time to conduct backups and adds load to other system resources. If the database is shared, hardware and spacing are entirely dependent on what else is using it.
			

				Ensure block sizes are a minimum of 8 KB for Red Hat Satellite to install properly.
			

				Ensure also the partition containing /opt/rh/postgresql92/root/var/lib/pgsql contains an amount of free space equal to the tablespace size. This free space is used for the db-control restore command. For example, ensure 12 GB of free space exists for a 12 GB tablespace.
			
Important


					Due to an updated version of the PostgreSQL Embedded Database, the database location has changed from /var/lib/pgsql in Red Hat Satellite 5.6 to /opt/rh/postgresql92/root/var/lib/pgsql in Red Hat Satellite 5.7. Make sure to allocate enough hard disk space to this location.
				




      ⁠2.3.2. Database Partitioning




				A mounted database partition provides various benefits such as scaling storage to accomodate a growing database, easy backup and transfer through replication, and encryption for added security.
			

				To set up a database partition mount point, follow this procedure prior to installation.
			

      ⁠Procedure 2.1. Creating and Mounting a Database Partition
	
						Log in to the database server as root. For Embedded Databases, this is the same server as the Red Hat Satellite.
					

	
						Create the postgres user.
					

# useradd -d /var/lib/pgsql -M -r -s /bin/bash -U postgres


	
						Add the mount point in /etc/fstab. For example:
					

UUID="xxxxxxxx-xxxx-xxxx" /opt/rh/postgresql92/root/var/lib/pgsql  ext4  defaults  0 0

Important


							Red Hat does not support storing the database on a network filesystem.
						



	
						Mount the partition to /opt/rh/postgresql92/root/var/lib/pgsql and change ownership to postgres:postgres:
					

# mkdir -p /opt/rh/postgresql92/root/var/lib/pgsql
# mount /opt/rh/postgresql92/root/var/lib/pgsql
# chown postgres:postgres /opt/rh/postgresql92/root/var/lib/pgsql
# chmod 700 /opt/rh/postgresql92/root/var/lib/pgsql
# restorecon -Rv /opt/rh/postgresql92/root/var/lib/pgsql





				The Red Hat Satellite Installation Script will install the database to the partition mounted at /opt/rh/postgresql92/root/var/lib/pgsql.
			
Important


					Due to an updated version of the PostgreSQL Embedded Database, the database location has changed from /var/lib/pgsql in Red Hat Satellite 5.6 to /opt/rh/postgresql92/root/var/lib/pgsql in Red Hat Satellite 5.7. Make sure to allocate enough hard disk space to this location.
				





      ⁠2.4. Additional Requirements




			Red Hat Satellite has some additional considerations before installation. These additional requirements must be met before starting the Satellite installation.
		

      ⁠2.4.1. Firewall




				Protect your Red Hat Satellite environment with a firewall by blocking all unnecessary and unused ports.
			

				The following table provides a list of port requirements for Red Hat Satellite.
			

      ⁠Table 2.1. Ports to open on the Red Hat Satellite Server
	 Port 	 Protocol 	 Direction 	 Reason 
	 67 	 TCP/UDP 	 Inbound 	 Open this port to configure the Red Hat Satellite as a DHCP server for systems requesting IP addresses. 
	 69 	 TCP/UDP 	 Inbound 	 Open this port to configure Red Hat Satellite as a PXE server and allow installation and re-installation of PXE-boot enabled systems. 
	 80 	 TCP 	 Outbound 	 Red Hat Satellite uses this port to reach Red Hat Network. 
	 80 	 TCP 	 Inbound 	 Web UI and client requests come in via http. 
	 443 	 TCP 	 Inbound 	 Web UI and client requests come in via https. 
	 443 	 TCP 	 Outbound 	 Red Hat Satellite uses this port to reach Red Hat Network (unless running in a disconnected mode for Satellite). 
	 4545 	 TCP 	 Inbound and Outbound 	 Red Hat Satellite Monitoring makes connections to rhnmd running on client systems, if Monitoring is enabled and probes are configured for registered systems. 
	 5222 	 TCP 	 Inbound 	 This port pushes actions to client systems. 
	 5269 	 TCP 	 Inbound and Outbound 	 This port pushes actions to Red Hat Proxy Server. 
	 5432 	 TCP 	 Inbound and Outbound 	 This is a requirement for communication with a PostgreSQL database server if using an External Database or Managed Database. 




				Open your firewall to the following hosts for access to Red Hat's Content Delivery Network (CDN):
			
	
						rhn.redhat.com
					

	
						xmlrpc.rhn.redhat.com
					

	
						satellite.rhn.redhat.com
					

	
						content-xmlrpc.rhn.redhat.com
					

	
						content-web.rhn.redhat.com
					

	
						content-satellite.rhn.redhat.com
					





      ⁠2.4.2. File Permissions




				The umask command sets file permissions mask for new files. This helps secure the file permissions for new files created on a system. Users with a restrictive umask value might experience problems with installation and operation of Red Hat Satellite. Use the recommended umask value of 022.
			


      ⁠2.4.3. SELinux Policy




				SELinux is a set of secure software policies that implement mandatory access control to Red Hat Enterprise Linux and other operating systems. Red Hat Satellite supports SELinux targeted policy in enforcing or permissive mode on Red Hat Enterprise Linux 5 and 6.
			


      ⁠2.4.4. Bandwidth




				Network bandwith is important for communication among Satellites, Proxies, and Clients. To accomodate high volume traffic, Red Hat recommends a high bandwidth on a network capable of delivering packages to many systems and clients. As a guide, Red Hat provides a set of estimates for package transfer from one system to another over various speeds.
			

      ⁠Table 2.2. Bandwidth estimates
	 

							

							 	 
								Single Package (10Mb)
							

							 	 
								Minor Release (750Mb)
							

							 	 
								Major Release (6Gb)
							

							 
	 
								256Kbps
							

							 	 
								5 Mins 27 Secs
							

							 	 
								6 Hrs 49 Mins 36 Secs
							

							 	 
								2 Days 7 Hrs 55 Mins
							

							 
	 
								512Kbps
							

							 	 
								2 Mins 43.84 Secs
							

							 	 
								3 Hrs 24 Mins 48 Secs
							

							 	 
								1 Day 3 Hrs 57 Mins
							

							 
	 
								T1 (1.5Mbps)
							

							 	 
								54.33 Secs
							

							 	 
								1 Hr 7 Mins 54.78 Secs
							

							 	 
								9 Hrs 16 Mins 20.57 Secs
							

							 
	 
								10Mbps
							

							 	 
								8.39 Secs
							

							 	 
								10 Mins 29.15 Secs
							

							 	 
								1 Hr 25 Mins 53.96 Secs
							

							 
	 
								100Mbps
							

							 	 
								0.84 Secs
							

							 	 
								1 Min 2.91 Secs
							

							 	 
								8 Mins 35.4 Secs
							

							 
	 
								1000Mbps
							

							 	 
								0.08 Secs
							

							 	 
								6.29 Secs
							

							 	 
								51.54 Secs
							

							 




				Red Hat recommends at least a 100Mbps network speed for minor and major releases. This avoids timeouts for transfers longer than 10 minutes. All speeds are relative to your network setup.
			


      ⁠2.4.5. Caching




				Beyond the space needed for the Red Hat Enterprise Linux installation and /var/satellite/, Red Hat Satellite requires space to generate cache files. These cache files are constantly regenerated as they become needed, even if the cache files are deleted. These cache files are stored within /var/cache/rhn, and the storage needs of this directory depend on the following factors:
			
	
						How many channels you synchronize or import from Red Hat or Channel dumps.
					

	
						How many custom packages and channels you have.
					

	
						Whether or not you are using Red Hat Satellite Synchronization.
					




				Provide at least 10 GB of space for /var/cache/rhn/ on a Red Hat Satellite server. For very large environments with numerous channels, packages, and using Inter Satellite Sync, usage can grow to as much as 100 GB of space for cache files in /var/cache/rhn.
			


      ⁠2.4.6. Synchronized System Times




				The time settings on the server and clients need to be synchronized so the SSL certificate does not expire before or during use. Red Hat requires the Red Hat Satellite and all client systems to use Network Time Protocol (NTP). This also applies to the separate database machine in Red Hat Satellite with External Database or Managed Database, which must also be set to the same time zone as the Red Hat Satellite.
			


      ⁠2.4.7. Setting System Language and Locale




				Set the UTF-8 encoding for your language and locale on your Red Hat Satellite system via the /etc/sysconfig/i18n file. The LANG setting in the file must be in the following format:
			

LANG="[language_TERRITORY].UTF-8"


				The language and TERRITORY are entered as two-letter codes. For example if your language is English and your locale is the United States, you set your LANG setting to en_US.UTF-8.
			


      ⁠2.4.8. Fully Qualified Domain Name (FQDN)




				Red Hat Satellite requires the installation to resolve its own fully qualified domain name (FQDN) properly. If this is not the case, cookies will not work properly on the web interface.
			

				Verify that the server can resolve its FQDN.
			

# hostname -f

Important


					It is important that the host name of a Red Hat Satellite contains no uppercase letters. A host name that includes uppercase letters can cause Satellite Proxy communications (through jabberd) to fail.
				

					Section 13.3, “Changing the Red Hat Satellite Host Name” contains instructions if you change your Red Hat Satellite host name in the future.
				




      ⁠2.4.9. Functioning Domain Name Service (DNS)




				Ensure all clients resolve Red Hat Satellite's domain name. All systems, both servers and clients, require connection to a working DNS server in the Satellite environment.
			


      ⁠2.4.10. Red Hat Network Account




				Customers aiming to connect with central Red Hat Network servers to receive incremental updates require an external account with Red Hat Network. This account is set up at the time of purchase with the sales representative.
			
Warning


					Do not subscribe your Red Hat Satellite to any of the following child channels:
				
	
							Red Hat Enterprise Linux - Optional Packages
						

	
							Red Hat Enterprise Linux - Supplementary Packages
						

	
							Red Hat Developer Suite
						

	
							Red Hat Application Server
						

	
							Red Hat Extras
						

	
							JBoss product channels
						




					Subscribing to these channels and updating Red Hat Satellite might install incompatible versions of critical software components, causing Red Hat Satellite to fail. Make sure to subscribe Red Hat Satellite to only the Red Hat Network Tools channel.
				




      ⁠2.4.11. Backups of Login Information




				It is imperative that customers keep track of all primary login information. For Red Hat Satellite, this includes usernames and passwords for the Organization Administrator account on access.redhat.com, the primary administrator account on the Red Hat Satellite itself, SSL certificate generation, and database connection (which also requires an SID, or net service name). Red Hat strongly recommends you copy this information to removable storage media, print out on paper, and store in a fireproof safe.
			


      ⁠2.4.12. Channel Content ISOs




				An Internet connection is not required for Red Hat Satellites running in completely disconnected environments. This feature instead uses Channel Content ISOs to synchronize Red Hat Satellite with the central Red Hat Network Servers. All other Red Hat Satellites should synchronize directly over the Internet.
			


      ⁠2.4.13. Service Access




				No system components should be directly, publicly available. No user, other than the system administrators, should have shell access to these machines.
			

				All unnecessary services should be disabled using ntsysv or chkconfig.
			

				The following services should be enabled.
			
	
						jabberd
					

	
						postgresql (for Embedded Database Installation)
					

	
						tomcat6 (for installation on Red Hat Enterprise Linux 6)
					

	
						httpd
					

	
						osa-dispatcher
					

	
						Monitoring
					

	
						MonitoringScout
					

	
						rhn-search
					

	
						cobblerd
					

	
						taskomatic
					




				If Red Hat Satellite serves Monitoring-entitled systems and you wish to acknowledge via email the alert notifications you receive, configure sendmail or postfix to properly handle incoming mail.
			




      ⁠Chapter 3. Entitlement Certificate




		Red Hat Satellite requires a copy of your Red Hat Entitlement Certificate in order to activate it. This Entitlement Certificate is included with your subscription to Red Hat Satellite and is available from the Red Hat Customer Portal.
	

		Download the Entitlement Certificate from the Red Hat Customer Portal and copy it to the Satellite server's file system in any directory. The installation program asks you for its location.
	
Important


			Check your Red Hat account has been granted the necessary entitlements to conduct the installation.
		



      ⁠Procedure 3.1. Creating a New Entitlement Certificate
	
				Navigate to access.redhat.com in your web browser.
			

	
				Log in using your Red Hat customer account details.
			

	
				Navigate to Subscriptions in the upper-left corner.
			

	
				Navigate to Subscription Allocations.
			

	
				Click New subscription allocation.
			

	
				Enter a name in the Name field, select Satellite 5.7 from the Type drop-down list, and click Create.
			

	
				Navigate to the Subscription tab and click Add subscriptions.
			

	
				For each product to be attached to the manifest, specify the desired quantity in the Entitlements field, and click Submit. It may take several minutes for the subscriptions to be attached.
			

	
				Click Export Certificate and save the Entitlement Certificate file locally.
			




		The chosen subscriptions are assigned to the Satellite distributor entered on the Customer Portal. This results in an Entitlement Certificate that users can download and use during the Satellite installation process.
	


      ⁠Chapter 4. Installation Scenarios




      ⁠4.1. Scenario 1: Installing Satellite with Embedded Database




			This scenario details the steps for an Embedded Database Installation. You would use an Embedded Database Installation to contain the whole Red Hat Satellite infrastructure within a single host.
		

			This scenario only requires a single host with Red Hat Enterprise Linux installed as the operating system.
		

      ⁠4.1.1. Downloading the Installation Media




		The Satellite 5.7 installation media is available for download from the Red Hat Customer Portal in ISO format.
	

      ⁠Procedure 4.1. Download the Installation Media
	
				Log on to the Red Hat Customer Portal.
			

	
				Click Downloads.
			

	
				Click Red Hat Satellite.
			

	
				Select 5.7 for RHEL 6 from the Version drop-down list.
			

	
				Select x86_64 or s390x from the Architecture list.
			

	
				Download the Satellite 5.7.0 Installer for RHEL-6.
			

	
				Depending on your installation requirements, either burn the DVD ISO image to DVD media, or copy it to the host on which Red Hat Satellite will be installed.
			

				Run the following command on the host containing the DVD ISO image to copy it to the Satellite host. In this example, the ISO image is copied to the directory /root.
			

# scp satellite.iso root@hostname:/root


				If you will be installing Red Hat Satellite from a DVD, burn the download ISO image to a writeable DVD.
			





      ⁠4.1.2. Mounting the Installation Media




		Once you have obtained a version of the Red Hat Satellite 5 installation media, mount the disc or ISO image on the Satellite host.
	

      ⁠Procedure 4.2. Mounting from a disc
	
				Log into the machine as root.
			

	
				Insert the Red Hat Satellite Server CD or DVD containing the installation files.
			

	
				Red Hat Enterprise Linux might automount the disc. If so, it mounts the disc to the /media/cdrom/ directory. If Red Hat Enterprise Linux does not automount the disc, manually mount it to the /media/cdrom/ directory with the following command:
			

# mkdir /media/cdrom
# mount /dev/cdrom /media/cdrom





      ⁠Procedure 4.3. Mounting from an ISO image
	
				Log into the host as root.
			

	
				Mount the ISO image to a location on your filesystem:
			

# mkdir /media/cdrom
# mount -o loop iso_filename /media/cdrom





		The installation media is mounted at /media/cdrom/. Use this location to access the Red Hat Satellite installation program.
	


      ⁠4.1.3. Installing Behind a HTTP Proxy: Pre-Configuration (Optional)



Note


			This section only applies to networks behind a HTTP proxy.
		



		The registration of the Red Hat Enterprise Linux host requires communication between itself and the Red Hat Content Delivery Network. If there is an HTTP proxy between these two, Subscription Manager must be configured with the proxy server's details, and credentials.
	

		Edit the configuration file /etc/rhsm/rhsm.conf, and edit the following lines, adding details of the HTTP proxy, and credentials.
	

proxy_hostname = proxy_hostname
proxy_port = proxy_port
proxy_user = proxy_user
proxy_password = proxy_password


      ⁠4.1.4. Registering Host with Red Hat Content Delivery Network




		Registering the host to Red Hat Content Delivery Network enables the host to subscribe to and consume content for any subscriptions available to the user. This includes content such as Red Hat Enterprise Linux, Red Hat Software Collections (RHSCL), and Red Hat Satellite.
	

		Register your system with the Red Hat Content Delivery Network, entering your Customer Portal user name and password when prompted:
	

# subscription-manager register


		The command displays output similar to the following:
	

The system has been registered with ID: 541084ff2-44cab-4eb1-9fa1-7683431bcf9a



      ⁠4.1.5. Activating the Red Hat Enterprise Linux Repository




		The installation of Red Hat Satellite 5.7 requires Red Hat Enterprise Linux repository to be enabled. The following instructions detail how to identify and attach the required subscription, and also how to enable the required repository. Note that at this stage, only the Red Hat Enterprise Linux repository needs to be enabled. The Red Hat Satellite repository needs to be enabled after the Satellite installation is complete.
	

      ⁠Procedure 4.4. Activate the Red Hat Enterprise Linux Repository
	
				List all available subscriptions, and identify the Red Hat Satellite 5 subscription.
			

				The list of available subscriptions may be long, but if you pipe the output into a pager utility, such as less or more, you can read the output one screenful at a time.
			

# subscription-manager list --all --available | less


				Note the Pool ID as this is required to attach the subscription.
			

	
				Attach the subscription to the Red Hat Satellite host.
			

# subscription-manager attach --pool=pool_id

				The output should be similar to the following:
			

Successfully attached a subscription for: Red Hat Satellite


	
				Disable all repositories.
			

# subscription-manager repos --disable "*"


	
				Enable the Red Hat Enterprise Linux 6 repository.
			

				For ⁠AMD64 and Intel 64
			

# subscription-manager repos --enable=rhel-6-server-rpms


				For IBM System z
			

# subscription-manager repos --enable=rhel-6-for-system-z-rpms






      ⁠4.1.6. Running the Installation Program




				The following procedure installs Red Hat Satellite with an Embedded Database. Ensure to run this procedure as the root user.
			
Warning


					The installation program updates all required packages, possibly including the kernel.
				



      ⁠Procedure 4.5. Running the Installation Program
	
						Run the installation program from the /media/cdrom/ directory:
					

# ./install.pl --disconnected

Note


							The --disconnected option is required to prevent the installation program attempting to connect to Red Hat Network.
						



	
						The script first verifies the prerequisites Chapter 2, Requirements are met before proceeding with the installation.
					

* Starting the Red Hat Satellite installer.
* Performing pre-install checks.
* Pre-install checks complete.  Beginning installation.


	
						The script performs host registration with Red Hat Subscription Manager (if not already done), installs and updates all required packages, and populates the database on the Managed Database host.
					

						If the installer prompts with the question, "Do you want the installer to resolve dependencies [y/N]?", reply y.
					

* RHN Registration.
** Registration: Disconnected mode.  Not registering with RHN.
* Checking for uninstalled prerequisites.
** Checking if yum is available ...
There are some packages from Red Hat Enterprise Linux that are not part
of the @base group that Satellite will require to be installed on this
system. The installer will try resolve the dependencies automatically.
However, you may want to install these prerequisites manually.
Do you want the installer to resolve dependencies [y/N]? y
* Installing RHN packages.
Warning: yum did not install the following packages:
	OpenIPMI
	OpenIPMI-libs
	lm_sensors-libs
	net-snmp-libs
* Now running spacewalk-setup.
* Setting up SELinux..
** Database: Setting up database connection for PostgreSQL backend.
** Database: Installing the database:
** Database: This is a long process that is logged in:
** Database:   /var/log/rhn/install_db.log
*** Progress: #
** Database: Installation complete.
** Database: Populating database.
** Database: Populating database.
*** Progress: ####################################






      ⁠4.1.7. Configuring the Satellite




				The Installation Script performs some basic configuration tasks on your Red Hat Satellite environment.
			

				The Red Hat Satellite installation program downloads and installs the Red Hat GPG key and sets up the /root/.gnupg/ directory, if required.
			

* Configuring tomcat.
* Setting up users and groups.
** GPG: Initializing GPG and importing key.


				To activate Red Hat Satellite, provide the location of your certificate, downloaded in Chapter 3, Entitlement Certificate.
			

* Performing initial configuration.
* Activating Red Hat Satellite.
Where is your satellite certificate file? /root//root/certificate.xml
** Loading Red Hat Satellite Certificate.
** Verifying certificate locally.
** Activating Red Hat Satellite.


				The next step is to create a CA certificate for SSL access. Answer y to the Apache SSL configuration question, then answer the CA certificate questions.
			
	CA cert
	
							Enter a password for the certificate.
						

	Organization
	
							Enter the name of your organization.
						

	Organization Unit
	
							Enter the name of your department within your organization.
						

	Email Address
	
							Enter an email address to be associated with this certificate, such as the admin email entered in the steps above.
						

	City
	
							Enter your city.
						

	State
	
							Enter your state.
						

	Country
	
							Enter your country. The country code must be exactly two letters, or the certificate generation fails. Type ? to see a list of country codes.
						




* Configuring apache SSL virtual host.
Should setup configure apache's default ssl server for you (saves original ssl.conf) [Y]? 
** /etc/httpd/conf.d/ssl.conf has been backed up to ssl.conf-swsave
* Configuring jabberd.
* Creating SSL certificates.
CA certificate password? 
Re-enter CA certificate password? 
Organization? Red Hat
Organization Unit [satellite.example.com]? Sales
Email Address [admin@example.com]? admin@example.com
City? Raleigh
State? NC
Country code (Examples: "US", "JP", "IN", or type "?" to see a list)? US
** SSL: Generating CA certificate.
** SSL: Deploying CA certificate.
** SSL: Generating server certificate.
** SSL: Storing SSL certificates.
* Deploying configuration files.
* Update configuration in database.


				After the CA certificate is created, you are asked if you want to enable the services required by Cobbler. If you will be using PXE provisioning functionality, reply y.
			

* Setting up Cobbler..
cobblerd does not appear to be running/accessible
Cobbler requires tftp and xinetd services be turned on for PXE provisioning functionality. Enable these services [Y]?


				After Cobbler is configured, the installation program restarts the associated services.
			

* Restarting services.
Installation complete.
Visit https://satellite.example.com to create the Red Hat Satellite administrator account.


				If you will be using Cobbler for provisioning hosts, grant Cobbler write access to the /tftpboot directory.
			

# setsebool -P cobbler_anon_write on



      ⁠4.1.8. Post-Installation Tasks




		Post-installation tasks include: 
			
					Activate the Satellite 5 repository.
				

	
					Update packages and the database schema.
				

	
					Switch Satellite to connected mode.
				





	

      ⁠Procedure 4.6. Activate Satellite 5 Repository
	
				Enable the Satellite 5 repository
			

				For ⁠AMD64 and Intel 64:
			

# subscription-manager repos --enable rhel-6-server-satellite-5.7-rpms


				For IBM System z:
			

# subscription-manager repos --enable=rhel-6-system-z-satellite-5.7-rpms





      ⁠Procedure 4.7. Update Packages and the Database Schema
	
				For detailed instructions, follow the procedure in Section 13.2, “Performing Critical Updates to the Server”.
			




      ⁠Procedure 4.8. Switch Satellite to Connected Mode

			The installation was completed in disconnected mode, so must be switched to connected mode.
		
	
				Edit the Red Hat Network configuration file /etc/rhn/rhn.conf and make the following changes:
			

		
						Edit the server.satellite.rhn_parent line as follows.
					

# server.satellite.rhn_parent = satellite.rhn.redhat.com


	
						Change the line disconnected=1 to disconnected=0.
					

disconnected=0




	
				Validate the configuration changes.
			
	
# spacewalk-cfg-get get server disconnected


						The expected output is 0, confirming that disconnected mode is not enabled.
					

	
# spacewalk-cfg-get get server.satellite rhn_parent


						The expected output is satellite.rhn.redhat.com.
					



	
				Reactivate the Satellite Server. The rhn-satellite-activate command requires the entitlement certificate. In this example, the certificate Satellite-57.cert is used.
			

# rhn-satellite-activate -vvv --rhn-cert=Satellite-57.cert
RHN_PARENT: satellite.rhn.redhat.com





		Continue with the instructions in Chapter 5, Configuration.
	



      ⁠4.2. Scenario 2: Managed Database Installation




			This scenario details the steps for a Managed Database installation. You would use a Managed Database Installation to create a federated Red Hat Satellite infrastructure with the database separate from the Satellite server. The Managed Database also contains basic Satellite administration tools to maintain the database.
		

			This scenario requires two hosts with Red Hat Enterprise Linux installed as the operating system:
		
	
					One host for the Satellite Server
				

	
					One host for the Managed Database
				




      ⁠4.2.1. Downloading the Installation Media




				The Satellite 5.7 installation media is available for download from the Red Hat Customer Portal in ISO format.
			

      ⁠Procedure 4.9. Download the Installation Media
	
						Log on to the Red Hat Customer Portal.
					

	
						Click Downloads.
					

	
						Click Red Hat Satellite.
					

	
						Select 5.7 for RHEL 6 from the Version drop-down list.
					

	
						Select x86_64 or s390x from the Architecture list.
					

	
						Download the Satellite 5.7.0 Installer for RHEL-6.
					

	
						Depending on your preferred installation source, either copy the DVD ISO image to the Satellite host, or burn it to DVD media.
					
	
								If you will be mounting the ISO image and running the installation program from there, copy the ISO image to both the Satellite host and the Managed DB host.
							

# scp satellite.iso root@satellite_hostname:/root
# scp satellite.iso root@manageddb_hostname:/root


	
								If you will be mounting a DVD and running the installation program from there, burn the DVD ISO image to DVD media.
							







      ⁠4.2.2. Mounting the Installation Media




				Once you have obtained a version of the Red Hat Satellite 5 installation media, mount the disc or ISO image on the host.
			
Note


					Repeat this procedure on the Satellite host and the Managed DB host.
				



      ⁠Procedure 4.10. Mounting from a disc
	
						Log into the host as root.
					

	
						Insert the Red Hat Satellite Server CD or DVD containing the installation files.
					

	
						Red Hat Enterprise Linux might automount the disc. If so, it mounts the disc to the /media/cdrom/ directory. If Red Hat Enterprise Linux does not automount the disc, manually mount it to the /media/cdrom/ directory with the following command:
					

# mkdir /media/cdrom
# mount /dev/cdrom /media/cdrom





      ⁠Procedure 4.11. Mounting from an ISO image
	
						Log into the host as root.
					

	
						Mount the ISO image to a location on your filesystem:
					

# mkdir /media/cdrom
# mount -o loop iso_filename /media/cdrom





				The installation media is mounted at /media/cdrom/. Use this location to access the Red Hat Satellite installation program.
			


      ⁠4.2.3. Installing Behind a HTTP Proxy: Pre-Configuration (Optional)



Note


					This section only applies to networks behind a HTTP proxy.
				

					Repeat this procedure on the Satellite host and the Managed DB host.
				



				The registration of the Red Hat Enterprise Linux host requires communication between itself and the Red Hat Content Delivery Network. If there is an HTTP proxy between these two, Subscription Manager must be configured with the proxy server's details, and credentials.
			

				Edit the configuration file /etc/rhsm/rhsm.conf, and edit the following lines, adding details of the HTTP proxy, and credentials.
			

proxy_hostname = proxy_hostname
proxy_port = proxy_port
proxy_user = proxy_user
proxy_password = proxy_password


      ⁠4.2.4. Registering Host with Red Hat Content Delivery Network




				Registering the host to Red Hat Content Delivery Network enables the host to subscribe to and consume content for any subscriptions available to the user. This includes content such as Red Hat Enterprise Linux, Red Hat Software Collections (RHSCL), and Red Hat Satellite.
			
Note


					Repeat this on the Satellite host and the Managed DB host.
				



				Register your host with the Red Hat Content Delivery Network, entering your Customer Portal user name and password when prompted:
			

# subscription-manager register


				The command displays output similar to the following:
			

The system has been registered with ID: 541084ff2-44cab-4eb1-9fa1-7683431bcf9a



      ⁠4.2.5. Activating the Red Hat Enterprise Linux Repository




				The installation of Red Hat Satellite 5.7 requires Red Hat Enterprise Linux repository to be enabled. The following instructions detail how to identify and attach the required subscription, and also how to enable the required repository. Note that at this stage, only the Red Hat Enterprise Linux repository needs to be enabled. The Red Hat Satellite repository needs to be enabled after the Satellite installation is complete.
			
Note


					Repeat this procedure on the Satellite host and the Managed DB host.
				



      ⁠Procedure 4.12. Activate the Red Hat Enterprise Linux Repository
	
						List all available subscriptions, and identify the Red Hat Satellite 5 subscription.
					

						The list of available subscriptions may be long, but if you pipe the output into a pager utility, such as less or more, you can read the output one screenful at a time.
					

# subscription-manager list --all --available | less


						Note the Pool ID as this is required to attach the subscription.
					

	
						Attach the subscription to the Red Hat Satellite host.
					

# subscription-manager attach --pool=pool_id

						The output should be similar to the following:
					

Successfully attached a subscription for: Red Hat Satellite


	
						Disable all repositories.
					

# subscription-manager repos --disable "*"


	
						Enable the Red Hat Enterprise Linux 6 repository.
					

						For ⁠AMD64 and Intel 64
					

# subscription-manager repos --enable=rhel-6-server-rpms


						For IBM System z
					

# subscription-manager repos --enable=rhel-6-for-system-z-rpms






      ⁠4.2.6. Installing the Managed Database




				The Managed Database component installs essential packages containing the database server and Red Hat Satellite tools to a host separate from the Red Hat Satellite server.
			
Note


					The same media used for a Red Hat Satellite installation is also used for the Managed Database installation.
				



      ⁠Procedure 4.13. Installing the Managed Database
	
						Log into the host to be used for the Managed Database as the root user.
					

	
						Navigate to the directory containing the Satellite installation program.
					

# cd /media/cdrom


	
						Run the installation program from the /media/cdrom/ directory, with the --managed-db and --disconnected options.
					

# ./install.pl --managed-db --disconnected

Note


							The --disconnected option is required to prevent the installation program attempting to connect to Red Hat Network.
						



	
						The installation program asks for the following information.
					
	
								Database name
							

	
								Database user
							

	
								Database password
							

	
								A comma-separated list of local addresses to listen. Leave blank for all addresses.
							

	
								A comma-separated list of remote addresses in address/netmask format. The Managed Database allows connections from these addresses.
							




Database name: mydb
Database user: mydbuser
Database password:  mydbpassword
Local addresses to listen on (comma-separated, RETURN for all): 127.0.0.1
Remote addresses to allow connection from (address/netmask format, comma-separated): 192.168.1.10/32
Initializing database:                                     [  OK  ]
Starting postgresql service:                               [  OK  ]


	
						The installation program installs the necessary packages for your Managed Database. This includes a set of management tools for the database.
					

	
						The installation program also prepares the database for your Red Hat Satellite installation.
					





      ⁠4.2.7. Running the Installation Script




				The following procedure starts the installation procedure for Red Hat Satellite using a Managed Database. Ensure to run this procedure as the root user.
			
Warning


					The Installation Script updates all required packages, which may include the kernel.
				



      ⁠Procedure 4.14. Running the Installation Program
	
						Run the installation program from the /media/cdrom/ directory, with the --external-postgresql and --disconnected options.
					

# ./install.pl --external-postgresql --disconnected

Note


							The --disconnected option is required to prevent the installation program attempting to connect to Red Hat Network.
						



	
						The script first verifies the prerequisites Chapter 2, Requirements are met before proceeding with the installation.
					

* Starting the Red Hat Satellite installer.
* Performing pre-install checks.
* Pre-install checks complete.  Beginning installation.


						The script performs host registration with Red Hat Subscription Manager (if not already done), installs and updates all required packages, and populates the database on the Managed Database Host.
					

	
						If the installation program prompts with the question, "Do you want the installer to resolve dependencies [y/N]?", reply y (Yes).
					

* RHN Registration.
** Registration: Disconnected mode.  Not registering with RHN.
* Checking for uninstalled prerequisites.
** Checking if yum is available ...
There are some packages from Red Hat Enterprise Linux that are not part
of the @base group that Satellite will require to be installed on this
system. The installer will try resolve the dependencies automatically.
However, you may want to install these prerequisites manually.
Do you want the installer to resolve dependencies [y/N]? y
* Installing RHN packages.
Warning: yum did not install the following packages:
	OpenIPMI
	OpenIPMI-libs
	lm_sensors-libs
	net-snmp-libs
* Now running spacewalk-setup.
* Setting up SELinux..
** Database: Setting up database connection for PostgreSQL backend.
Hostname (leave empty for local)? mydb.example.com
Port [5432]? 
Database? db
Username? dbuser
Password? password
** Database: Populating database.
*** Progress: ###################################






      ⁠4.2.8. Configuring the Satellite




				The Installation Script performs some basic configuration tasks on your Red Hat Satellite environment.
			

				The Red Hat Satellite installation program downloads and installs the Red Hat GPG key and sets up the /root/.gnupg/ directory, if required.
			

* Configuring tomcat.
* Setting up users and groups.
** GPG: Initializing GPG and importing key.


				To activate Red Hat Satellite, provide the location of your certificate, downloaded in Chapter 3, Entitlement Certificate.
			

* Activating Red Hat Satellite.
Where is your satellite certificate file? /root/certificate.xml
** Loading Red Hat Satellite Certificate.
** Verifying certificate locally.
** Activating Red Hat Satellite.


				The next step is to create a CA certificate for SSL access. Answer y to the Apache SSL configuration question, then answer the CA certificate questions.
			
	CA cert
	
							Enter a password for the certificate.
						

	Organization
	
							Enter the name of your organization.
						

	Organization Unit
	
							Enter the name of your department within your organization.
						

	Email Address
	
							Enter an email address to be associated with this certificate, such as the admin email entered in the steps above.
						

	City
	
							Enter your city.
						

	State
	
							Enter your state.
						

	Country
	
							Enter your country. The country code must be exactly two letters, or the certificate generation fails. Type ? to see a list of country codes.
						




* Configuring apache SSL virtual host.
Should setup configure apache's default ssl server for you (saves original ssl.conf) [Y]? 
** /etc/httpd/conf.d/ssl.conf has been backed up to ssl.conf-swsave
* Configuring jabberd.
* Creating SSL certificates.
CA certificate password? 
Re-enter CA certificate password? 
Organization? Red Hat
Organization Unit [satellite.example.com]? Sales
Email Address [admin@example.com]? admin@example.com
City? Raleigh
State? NC
Country code (Examples: "US", "JP", "IN", or type "?" to see a list)? US
** SSL: Generating CA certificate.
** SSL: Deploying CA certificate.
** SSL: Generating server certificate.
** SSL: Storing SSL certificates.
* Deploying configuration files.
* Update configuration in database.


				After the CA certificate is created, you are asked if you want to enable the services required by Cobbler. If you will be using PXE provisioning functionality, reply y.
			

* Setting up Cobbler..
cobblerd does not appear to be running/accessible
Cobbler requires tftp and xinetd services be turned on for PXE provisioning functionality. Enable these services [Y]?


				After Cobbler is configured, the installation program restarts the associated services.
			

* Restarting services.
Installation complete.
Visit https://satellite.example.com to create the Red Hat Satellite administrator account.


				If you will be using Cobbler for provisioning hosts, grant Cobbler write access to the /tftpboot directory.
			

# setsebool -P cobbler_anon_write on



      ⁠4.2.9. Post-Installation Tasks




		Post-installation tasks include: 
			
					Activate the Satellite 5 repository.
				

	
					Update packages and the database schema.
				

	
					Switch Satellite to connected mode.
				





	

      ⁠Procedure 4.15. Activate Satellite 5 Repository
	
				Enable the Satellite 5 repository
			

				For ⁠AMD64 and Intel 64:
			

# subscription-manager repos --enable rhel-6-server-satellite-5.7-rpms


				For IBM System z:
			

# subscription-manager repos --enable=rhel-6-system-z-satellite-5.7-rpms





      ⁠Procedure 4.16. Update Packages and the Database Schema
	
				For detailed instructions, follow the procedure in Section 13.2, “Performing Critical Updates to the Server”.
			




      ⁠Procedure 4.17. Switch Satellite to Connected Mode

			The installation was completed in disconnected mode, so must be switched to connected mode.
		
	
				Edit the Red Hat Network configuration file /etc/rhn/rhn.conf and make the following changes:
			

		
						Edit the server.satellite.rhn_parent line as follows.
					

# server.satellite.rhn_parent = satellite.rhn.redhat.com


	
						Change the line disconnected=1 to disconnected=0.
					

disconnected=0




	
				Validate the configuration changes.
			
	
# spacewalk-cfg-get get server disconnected


						The expected output is 0, confirming that disconnected mode is not enabled.
					

	
# spacewalk-cfg-get get server.satellite rhn_parent


						The expected output is satellite.rhn.redhat.com.
					



	
				Reactivate the Satellite Server. The rhn-satellite-activate command requires the entitlement certificate. In this example, the certificate Satellite-57.cert is used.
			

# rhn-satellite-activate -vvv --rhn-cert=Satellite-57.cert
RHN_PARENT: satellite.rhn.redhat.com





		Continue with the instructions in Chapter 5, Configuration.
	



      ⁠4.3. Scenario 3: Installing Satellite with External Database




			This scenario details the steps for an External Database Installation. You would use an External Database Installation to use Red Hat Satellite with existing database infrastructure and to keep the database separate from the Satellite server.
		

			This scenario requires two hosts:
		
	
					One Red Hat Enterprise Linux host for the Satellite Server
				

	
					One host containing your External Database. This database must adhere to the requirements outlined in Section 4.3.1, “External Database Requirements”.
				




      ⁠4.3.1. External Database Requirements




				The External Database version of Red Hat Satellite requires additional hardware considerations. This section specifies these requirements when installing the Red Hat Satellite server and connecting to an external database.
			

				Red Hat supports Red Hat Satellite installations on a External Database using one of the following:
			
	
						PostgreSQL 9.2
					

	
						Oracle Database 11g Standard and Enterprise Edition
					

	
						Oracle Database 10g Release 2 Standard and Enterprise Edition
					




				Ensure the External Database runs on a different server to the Red Hat Satellite.
			
Note


					Red Hat Satellite 5.7 supports various database migrations specified in Section 13.8, “Migrating the Database”.
				


Important


					Red Hat does not provide support or tools for External Database maintenance. This includes backups, upgrades, and database tuning. Customers using an External Database require their own database administrator to support and maintain the database.
				



      ⁠4.3.1.1. PostgreSQL Database Requirements




					Red Hat Satellite requires the following packages installed on the Red Hat Enterprise Linux system chosen to host the PostgreSQL External Database:
				
	
							postgresql92
						

	
							postgresql92-postgresql
						

	
							postgresql92-postgresql-contrib
						

	
							postgresql92-postgresql-libs
						

	
							postgresql92-postgresql-server
						

	
							postgresql92-postgresql-pltcl 
						



Note


						These packages may include dependencies that also need to be installed.
					



					To install these packages on Red Hat Enterpise Linux, log in to your External Database host and run the following command:
				

# subscription-manager repo --enable=rhel-server-rhscl-6-rpms
# yum install postgresql92 postgresql92-postgresql postgresql92-postgresql-contrib postgresql92-postgresql-libs postgresql92-postgresql-server postgresql92-postgresql-pltcl


					This adds the Red Hat Software Collections repository to your system. This repository contains the necessary PostgreSQL packages.
				

					Initialize and start the database:
				

# service postgresql92-postgresql initdb
# service postgresql92-postgresql start
# chkconfig postgresql92-postgresql on


					Switch to the postgres user and run PostgreSQL through the Software Collections tool:
				

# su postgres
bash-4.1$ scl enable postgresql92 'psql'


					Create the Satellite database and Satellite database user:
				

postgres=# CREATE USER mydbuser WITH PASSWORD 'mydbpassword';
postgres=# ALTER USER mydbuser WITH SUPERUSER;
postgres=# CREATE DATABASE mydb OWNER mydbuser;
postgres=# \q

Important


						The mydb, mydbuser, and mydbpassword values are used for example purposes. Substitute these values for your own to secure the database.
					



					Switch back to the root user and edit the /opt/rh/postgresql92/root/var/lib/pgsql/data/pg_hba.conf file:
				

bash-4.1$ exit
# vi /opt/rh/postgresql92/root/var/lib/pgsql/data/pg_hba.conf


					Add a line to allow access to the database from your Satellite server. For example:
				

host mydb mydbuser 192.168.1.0/24 md5


					This example allows remote access to the mydb database using the mydbuser from any system on the 192.168.1.0/24 network. The accepted authentication must also use an MD5-encrypted password.
				

					Add or edit the following parameters in the /opt/rh/postgresql92/root/var/lib/pgsql/data/postgresql.conf.
				

listen_addresses = '*'
bytea_output = 'escape'


					The listen_addresses parameter opens communication to the database from other systems. The bytea_output parameter sets the correct encoding for bytea datatypes. Without this parameter, Satellite's Taskomatic service fails.
				

					Restart the PostgreSQL server for these changes to take effect:
				

# service postgresql92-postgresql restart



      ⁠4.3.1.2. Oracle Database Requirements




					The Oracle database should have a user assigned to Red Hat Satellite with full DDL and DML access to that user's default tablespace. The user needs standard connection information for the database at the time of installation.
				

					The explicit access levels required by the Oracle database user are as follows:
				
	
							ALTER SESSION
						

	
							CREATE SEQUENCE
						

	
							CREATE SYNONYM
						

	
							CREATE TABLE
						

	
							CREATE VIEW
						

	
							CREATE PROCEDURE
						

	
							CREATE TRIGGER
						

	
							CREATE TYPE
						

	
							CREATE SESSION
						

	
							SELECT ON V_$PARAMETER
						



Warning


						Database administrators must grant these privileges explicitly to the Satellite database user and not through a role.
					



					Additional database requirements include:
				
	
							Security Identifier (SID)
						

	
							Listener Port
						

	
							Username
						

	
							UTF-8 character set
						



Important


						Ensure that the NLS_CHARACTERSET setting is set to "UTF8" when using an external database, not 'AL32UTF8' or other charsets. Using other charsets may lead to problems later.
					

						Red Hat Satellite does not use the NLS_NCHAR_CHARACTERSET setting. Leave this setting as the default 'AL16UTF16'.
					



					Two additional suggested recommendation for user's default tablespace include:
				
	
							Uniform Extent Size
						

	
							Auto Segment Space Management
						




					The disk layout on the database machine is independent of Red Hat Satellite and entirely up to the customer.
				
Important


						Red Hat supports Red Hat Satellite's interactions with an external, third-party (such as Oracle) database as long as the external, third-party database is configured per Red Hat's documentation. Red Hat supports any Red Hat Satellite version-specific schema, package, tool or instruction set provided by Red Hat and designed to be used with a third-party database.
					

						Customized database configuration can cause installation to fail. For example, the application of a strict tablespace quota on the Satellite database user can cause installation problems. As a result, Red Hat does not support general setup, maintenance, or troubleshooting of a third-party database outside of express interaction with Red Hat Satellite.
					





      ⁠4.3.2. Downloading the Installation Media




		The Satellite 5.7 installation media is available for download from the Red Hat Customer Portal in ISO format.
	

      ⁠Procedure 4.18. Download the Installation Media
	
				Log on to the Red Hat Customer Portal.
			

	
				Click Downloads.
			

	
				Click Red Hat Satellite.
			

	
				Select 5.7 for RHEL 6 from the Version drop-down list.
			

	
				Select x86_64 or s390x from the Architecture list.
			

	
				Download the Satellite 5.7.0 Installer for RHEL-6.
			

	
				Depending on your installation requirements, either burn the DVD ISO image to DVD media, or copy it to the host on which Red Hat Satellite will be installed.
			

				Run the following command on the host containing the DVD ISO image to copy it to the Satellite host. In this example, the ISO image is copied to the directory /root.
			

# scp satellite.iso root@hostname:/root


				If you will be installing Red Hat Satellite from a DVD, burn the download ISO image to a writeable DVD.
			





      ⁠4.3.3. Mounting the Installation Media




		Once you have obtained a version of the Red Hat Satellite 5 installation media, mount the disc or ISO image on the Satellite host.
	

      ⁠Procedure 4.19. Mounting from a disc
	
				Log into the machine as root.
			

	
				Insert the Red Hat Satellite Server CD or DVD containing the installation files.
			

	
				Red Hat Enterprise Linux might automount the disc. If so, it mounts the disc to the /media/cdrom/ directory. If Red Hat Enterprise Linux does not automount the disc, manually mount it to the /media/cdrom/ directory with the following command:
			

# mkdir /media/cdrom
# mount /dev/cdrom /media/cdrom





      ⁠Procedure 4.20. Mounting from an ISO image
	
				Log into the host as root.
			

	
				Mount the ISO image to a location on your filesystem:
			

# mkdir /media/cdrom
# mount -o loop iso_filename /media/cdrom





		The installation media is mounted at /media/cdrom/. Use this location to access the Red Hat Satellite installation program.
	


      ⁠4.3.4. Installing Behind a HTTP Proxy: Pre-Configuration (Optional)



Note


			This section only applies to networks behind a HTTP proxy.
		



		The registration of the Red Hat Enterprise Linux host requires communication between itself and the Red Hat Content Delivery Network. If there is an HTTP proxy between these two, Subscription Manager must be configured with the proxy server's details, and credentials.
	

		Edit the configuration file /etc/rhsm/rhsm.conf, and edit the following lines, adding details of the HTTP proxy, and credentials.
	

proxy_hostname = proxy_hostname
proxy_port = proxy_port
proxy_user = proxy_user
proxy_password = proxy_password


      ⁠4.3.5. Registering Host with Red Hat Content Delivery Network




		Registering the host to Red Hat Content Delivery Network enables the host to subscribe to and consume content for any subscriptions available to the user. This includes content such as Red Hat Enterprise Linux, Red Hat Software Collections (RHSCL), and Red Hat Satellite.
	

		Register your system with the Red Hat Content Delivery Network, entering your Customer Portal user name and password when prompted:
	

# subscription-manager register


		The command displays output similar to the following:
	

The system has been registered with ID: 541084ff2-44cab-4eb1-9fa1-7683431bcf9a



      ⁠4.3.6. Activating the Red Hat Enterprise Linux Repository




		The installation of Red Hat Satellite 5.7 requires Red Hat Enterprise Linux repository to be enabled. The following instructions detail how to identify and attach the required subscription, and also how to enable the required repository. Note that at this stage, only the Red Hat Enterprise Linux repository needs to be enabled. The Red Hat Satellite repository needs to be enabled after the Satellite installation is complete.
	

      ⁠Procedure 4.21. Activate the Red Hat Enterprise Linux Repository
	
				List all available subscriptions, and identify the Red Hat Satellite 5 subscription.
			

				The list of available subscriptions may be long, but if you pipe the output into a pager utility, such as less or more, you can read the output one screenful at a time.
			

# subscription-manager list --all --available | less


				Note the Pool ID as this is required to attach the subscription.
			

	
				Attach the subscription to the Red Hat Satellite host.
			

# subscription-manager attach --pool=pool_id

				The output should be similar to the following:
			

Successfully attached a subscription for: Red Hat Satellite


	
				Disable all repositories.
			

# subscription-manager repos --disable "*"


	
				Enable the Red Hat Enterprise Linux 6 repository.
			

				For ⁠AMD64 and Intel 64
			

# subscription-manager repos --enable=rhel-6-server-rpms


				For IBM System z
			

# subscription-manager repos --enable=rhel-6-for-system-z-rpms






      ⁠4.3.7. Running the Installation Script




				The following procedure starts the installation procedure for Red Hat Satellite using an External Database. Ensure to run this procedure as the root user.
			
Warning


					The installation program updates all required packages, possibly including the kernel.
				



      ⁠Procedure 4.22. Running the Installation Program
	
						Run the installation program from the /media/cdrom/ directory. To install to an external PostgreSQL database:
					

# ./install.pl --external-postgresql --disconnected


						Or to install to an external Oracle database:
					

# ./install.pl --external-oracle --disconnected

Note


							The --disconnected option is required to prevent the installation program attempting to connect to Red Hat Network.
						



	
						The script first verifies the prerequisites Chapter 2, Requirements are met before proceeding with the installation.
					

* Starting the Red Hat Satellite installer.
* Performing pre-install checks.
* Pre-install checks complete.  Beginning installation.


	
						The script performs host registration with Red Hat Subscription Manager (if not already done), installs and updates all required packages, and populates the database on the external database host.
					

						If the installer prompts with the question, "Do you want the installer to resolve dependencies [y/N]?", reply y.
					

* RHN Registration.
** Registration: Disconnected mode.  Not registering with RHN.
* Checking for uninstalled prerequisites.
** Checking if yum is available ...
There are some packages from Red Hat Enterprise Linux that are not part
of the @base group that Satellite will require to be installed on this
system. The installer will try resolve the dependencies automatically.
However, you may want to install these prerequisites manually.
Do you want the installer to resolve dependencies [y/N]? y
* Installing RHN packages.
Warning: yum did not install the following packages:
	OpenIPMI
	OpenIPMI-libs
	lm_sensors-libs
	net-snmp-libs
* Now running spacewalk-setup.
* Setting up SELinux..
** Database: Setting up database connection for PostgreSQL backend.
Database "rhnschema" does not exist
** Database: Installing the database:
** Database: This is a long process that is logged in:
** Database:   /var/log/rhn/install_db.log
Database name: mydb
Database user: mydbuser
Database password:  mydbpassword
Local addresses to listen on (comma-separated, RETURN for all): 127.0.0.1
Remote addresses to allow connection from (address/netmask format, comma-separated): 192.168.1.10/32
Initializing database:                                     [  OK  ]
Starting postgresql service:                               [  OK  ]
*** Progress: ###########################






      ⁠4.3.8. Configuring the Satellite




				The Installation Script performs some basic configuration tasks on your Red Hat Satellite environment.
			

				The Red Hat Satellite installation program downloads and installs the Red Hat GPG key and sets up the /root/.gnupg/ directory, if required.
			

* Configuring tomcat.
* Setting up users and groups.
** GPG: Initializing GPG and importing key.


				To activate Red Hat Satellite, provide the location of your certificate, downloaded in Chapter 3, Entitlement Certificate.
			

* Activating Red Hat Satellite.
Where is your satellite certificate file? /root/certificate.xml
** Loading Red Hat Satellite Certificate.
** Verifying certificate locally.
** Activating Red Hat Satellite.


				The next step is to create a CA certificate for SSL access. Answer y to the Apache SSL configuration question, then answer the CA certificate questions.
			
	CA cert
	
							Enter a password for the certificate.
						

	Organization
	
							Enter the name of your organization.
						

	Organization Unit
	
							Enter the name of your department within your organization.
						

	Email Address
	
							Enter an email address to be associated with this certificate, such as the admin email entered in the steps above.
						

	City
	
							Enter your city.
						

	State
	
							Enter your state.
						

	Country
	
							Enter your country. The country code must be exactly two letters, or the certificate generation fails. Type ? to see a list of country codes.
						




* Configuring apache SSL virtual host.
Should setup configure apache's default ssl server for you (saves original ssl.conf) [Y]? 
** /etc/httpd/conf.d/ssl.conf has been backed up to ssl.conf-swsave
* Configuring jabberd.
* Creating SSL certificates.
CA certificate password? 
Re-enter CA certificate password? 
Organization? Red Hat
Organization Unit [satellite.example.com]? Sales
Email Address [admin@example.com]? admin@example.com
City? Raleigh
State? NC
Country code (Examples: "US", "JP", "IN", or type "?" to see a list)? US
** SSL: Generating CA certificate.
** SSL: Deploying CA certificate.
** SSL: Generating server certificate.
** SSL: Storing SSL certificates.
* Deploying configuration files.
* Update configuration in database.


				After the CA certificate is created, you are asked if you want to enable the services required by Cobbler. If you will be using PXE provisioning functionality, reply y.
			

* Setting up Cobbler..
cobblerd does not appear to be running/accessible
Cobbler requires tftp and xinetd services be turned on for PXE provisioning functionality. Enable these services [Y]?


				After Cobbler is configured, the installation program restarts the associated services.
			

* Restarting services.
Installation complete.
Visit https://satellite.example.com to create the Red Hat Satellite administrator account.


				If you will be using Cobbler for provisioning hosts, grant Cobbler write access to the /tftpboot directory.
			

# setsebool -P cobbler_anon_write on



      ⁠4.3.9. Post-Installation Tasks




		Post-installation tasks include: 
			
					Activate the Satellite 5 repository.
				

	
					Update packages and the database schema.
				

	
					Switch Satellite to connected mode.
				





	

      ⁠Procedure 4.23. Activate Satellite 5 Repository
	
				Enable the Satellite 5 repository
			

				For ⁠AMD64 and Intel 64:
			

# subscription-manager repos --enable rhel-6-server-satellite-5.7-rpms


				For IBM System z:
			

# subscription-manager repos --enable=rhel-6-system-z-satellite-5.7-rpms





      ⁠Procedure 4.24. Update Packages and the Database Schema
	
				For detailed instructions, follow the procedure in Section 13.2, “Performing Critical Updates to the Server”.
			




      ⁠Procedure 4.25. Switch Satellite to Connected Mode

			The installation was completed in disconnected mode, so must be switched to connected mode.
		
	
				Edit the Red Hat Network configuration file /etc/rhn/rhn.conf and make the following changes:
			

		
						Edit the server.satellite.rhn_parent line as follows.
					

# server.satellite.rhn_parent = satellite.rhn.redhat.com


	
						Change the line disconnected=1 to disconnected=0.
					

disconnected=0




	
				Validate the configuration changes.
			
	
# spacewalk-cfg-get get server disconnected


						The expected output is 0, confirming that disconnected mode is not enabled.
					

	
# spacewalk-cfg-get get server.satellite rhn_parent


						The expected output is satellite.rhn.redhat.com.
					



	
				Reactivate the Satellite Server. The rhn-satellite-activate command requires the entitlement certificate. In this example, the certificate Satellite-57.cert is used.
			

# rhn-satellite-activate -vvv --rhn-cert=Satellite-57.cert
RHN_PARENT: satellite.rhn.redhat.com





		Continue with the instructions in Chapter 5, Configuration.
	




      ⁠Chapter 5. Configuration




      ⁠5.1. Create Administrator Account




			Follow the on-screen instructions and visit the FQDN of your Red Hat Satellite with your web browser. Create the Administrator account, also referred to as the Organization Administrator.
		


      ⁠5.2. Configure Red Hat Satellite




			In the Satellite web UI, click the Overview tab, then click Configure Red Hat Satellite in the Tasks list.
		

			Continue with the instructions in this chapter to complete the initial configuration of Satellite.
		

      ⁠5.2.1. General




				The General page allows you to alter the most basic settings, such as the Administrator email address and whether Monitoring is enabled.
			

				Clear the Disconnected Red Hat Satellite checkbox, then click Update.
			


      ⁠5.2.2. Certificate




				The Certificate page allows you to upload a new certificate.
			

				Click Choose file, and navigate to the directory which you copied the Satellite certificate, in Chapter 3, Entitlement Certificate, then click Update.
			


      ⁠5.2.3. Bootstrap




				The Bootstrap page allows you to generate a bootstrap script for redirecting client systems from the central Red Hat Network Servers to Red Hat Satellite. This script, to be placed in the /var/www/html/pub/bootstrap/ directory of Red Hat Satellite, significantly reduces the effort involved in reconfiguring all systems, which by default obtain packages from the central Red Hat Network Servers. The required fields are pre-populated with values derived from previous installation steps. Ensure this information is accurate.
			

				Checkboxes offer options for including built-in security SSL and GNU Privacy Guard (GPG) features. These options are recommended for security purposes. In addition, you may enable remote command acceptance and remote configuration management of the systems to be bootstrapped here. Both features are useful for completing client configuration. Finally, if you are using an HTTP proxy server, complete the related fields. When finished, click Generate Bootstrap Script. The Installation Complete page appears.
			


      ⁠5.2.4. Organizations




				The Organizations page contains configuration options for logical groupings of systems, software channels, subscriptions and entitlements. A Red Hat Satellite can manage multiple organizations, each with an individual organization administrator.
			


      ⁠5.2.5. Restart




				The Restart page contains the final step in configuring Red Hat Satellite. Click the Restart button to restart Red Hat Satellite in order to incorporate all of the configuration options added on the previous screens. Note that it will take between four and five minutes for the restart to finish.
			

				Once Red Hat Satellite has restarted, the countdown notice disappears. You are now free to begin using your Satellite.
			


      ⁠5.2.6. Cobbler Rebuild




				The Cobbler page contains options to rebuild or refresh Cobbler content if modified outside of Red Hat Satellite.
			



      ⁠5.3. Message Transfer Agent (MTA) Configuration




			If Red Hat Satellite serves Monitoring-entitled systems and you aim to acknowledge via email the alert notifications you receive, configure your Message Transfer Agent (MTA) to properly handle incoming mail. This is required by the email redirect feature, which allows you to stop notifying users about a Monitoring-related event with a single reply.
		

			Sendmail and Postfix are two options for MTAs that can be enabled in the Red Hat Satellite server.
		
Note


				Only one MTA may be enabled at one time.
			



      ⁠5.3.1. Sendmail




				To configure sendmail correctly, run the following commands as root.
			
	
						Create a symbolic link allowing sendmail to run the notification enqueuer with the following command:
					

# ln -s /usr/bin/ack_enqueuer.pl /etc/smrsh/.


	
						Edit the /etc/aliases file on the mail server and add the following line:
					

rogerthat01: "| /etc/smrsh/ack_enqueuer.pl"


	
						Edit the /etc/mail/sendmail.mc file and change:
					

"DAEMON_OPTIONS(`Port=smtp,Addr=127.0.0.1, Name=MTA')dnl"


						to:
					

"DAEMON_OPTIONS(`Port=smtp, Name=MTA')dnl"


	
						Process the alias with the following command:
					

# newaliases


	
						Update the sendmail-cf package:
					

# yum update sendmail-cf


	
						Restart sendmail:
					

# service sendmail restart






      ⁠5.3.2. Postfix




				To configure postfix correctly, run the following commands as root.
			
	
						Create a symbolic link allowing postfix to run the notification enqueuer with the following command:
					

# ln -s /usr/bin/ack_enqueuer.pl /etc/smrsh/.


	
						Edit the /etc/aliases file on the mail server and add the following line:
					

rogerthat01: "| /etc/smrsh/ack_enqueuer.pl"


	
						Ensure the following line exists in your /etc/postfix/main.cf file and change:
					

inet_interfaces = all


	
						Process the alias with the following command:
					

# newaliases


	
						Restart postfix:
					

# service postfix restart







      ⁠5.4. Monitoring Configuration




			This section only applies if your Red Hat Satellite serves Monitoring-entitled systems and you aim to run MySQL probes against them. See the Probes appendix of the Red Hat Satellite Reference Guide for a list of available probes.
		

			If you aim to run MySQL probes, subscribe the Satellite to the Red Hat Enterprise Linux channel and install the mysql-server package either through the Red Hat Network website or with yum.
		

			This transaction downloads two extra packages, which are needed for the mysql-server package to be installed and run successfully. Once finished, use your Red Hat Satellite to schedule MySQL probes.
		


      ⁠5.5. Configuring the PostgreSQL Database to use SSL




			Satellite initially connects to the PostgreSQL database through an unencrypted communication. However, you can set up your database connection to use SSL. An SSL connection encrypts the communication between the Satellite and the database, which is advantageous if using a Managed or External database over a wide area network.
		

			The process for setting up SSL database communication requires two main piece of configuration. First, the database server requires configuration to receive SSL connections. Second, the Satellite server requires configuration to send database requests over SSL. The following procedures show how to setup each server.
		

			For this procedure you need the following SSL certificate files:
		
	
					server.crt - Signed certificate
				

	
					server.key - Private key for certificate
				

	
					root-ca.cert - Certificate of root-ca that signed the certificate
				




			It is also recommended to stop all Satellite services before configuring the database to use SSL:
		

[root@satellite ~]# spacewalk-service stop


      ⁠Procedure 5.1. Configuring SSL on the database server
	
					Login to the database server as root.
				

	
					Copy your signed certificate and private key to the required locations on the database server:
				

[root@database~]# cp server.{key,crt} /opt/rh/postgresql92/root/var/lib/pgsql/data/.
[root@database~]# chown postgres:postgres /opt/rh/postgresql92/root/var/lib/pgsql/data/server.{key,crt}
[root@database~]# chmod 0400 /opt/rh/postgresql92/root/var/lib/pgsql/data/server.key


	
					Edit the postgresql.conf file and add the following option:
				

ssl=on


	
					Edit the pg_hba.conf file. This file is a permissions file for restricting access to the database. Look for a line similar to the following:
				

host    mydb mydbuser 192.168.122.0/24 md5


					This line should contain your database name, database user, and IP address or range that allows connections. Change the host option to hostssl:
				

hostssl mydb mydbuser 192.168.122.0/24 md5


					This changes the incoming communication protocol to use SSL and refuse any unencrypted PostgreSQL connections.
				

	
					Restart the postgresql service so the changes take effect:
				

[root@database~]# service postgresql92-postgresql restart





			The database server now only accepts connections from clients using SSL. The next procedure sets up the Satellite server to communicate to the database using SSL.
		

      ⁠Procedure 5.2. Configuring SSL on the Satellite server
	
					Login to the Satellite server as root.
				

	
					Copy your root-ca.cert certificate to the following location:
				

[root@satellite ~]# cp root-ca.cert /etc/rhn/postgresql-db-root-ca.cert


	
					Edit the /etc/rhn/rhn.conf file and add the following option:
				

db_ssl_enabled = 1


	
					Add the certificate to Satellite's Java web server keystore:
				

[root@satellite ~]# openssl x509 -in /etc/rhn/postgresql-db-root-ca.cert -out server.der -outform der
[root@satellite ~]# keytool -keystore /etc/rhn/javatruststore.jks -alias postgresql -import -file server.der
[root@satellite ~]# rm server.der

Important


						The /etc/rhn/javatruststore.jks requires a password for any modifications to the keystore. Change this password if necessary using the following command:
					

[root@satellite ~]# keytool -storepasswd -keystore /etc/rhn/javatruststore.jks




	
					Restore the SELinux context of the new certificate files:
				

[root@satellite ~]# restorecon -R -F -v /etc/rhn/


	
					Start the Satellite services:
				

[root@satellite ~]# spacewalk-service start





			The Satellite server now communicates with the database server using SSL.
		



      ⁠Chapter 6. Authentication




      ⁠6.1. Implementing PAM Authentication




			Red Hat Satellite supports network-based authentication systems such as LDAP and Kerberos, using Pluggable Authentication Modules (PAM). PAM is a suite of libraries that helps system administrators integrate the Satellite with a centralized authentication mechanism, thus eliminating the need for remembering multiple passwords.
		
Note


				To ensure that PAM authentication functions properly, install the pam-devel package.
			
# yum install pam-devel

				Also make sure to update to the latest selinux-policy-targeted package.
			
# yum update selinux-policy-targeted



      ⁠Procedure 6.1. Configuring Red Hat Satellite to use PAM
	
					Set the allow_httpd_mod_auth_pam SELinux boolean to on:
				
# setsebool -P allow_httpd_mod_auth_pam 1

	
					Open the /etc/rhn/rhn.conf file in your preferred text editor, and add the following line:
				
pam_auth_service = rhn-satellite

					Create a PAM service file in the /etc/pam.d/ directory:
				

# touch /etc/pam.d/rhn-satellite

	
					Edit the file and add one of the following, depending on your authentication method:
				

      ⁠Example 6.1. SSSD Authentication

#%PAM-1.0
auth        required      pam_env.so
auth        sufficient    pam_sss.so
auth        required      pam_deny.so
account     sufficient    pam_sss.so
account     required      pam_deny.so




      ⁠Example 6.2. Kerberos Authentication

#%PAM-1.0
auth        required      pam_env.so
auth        sufficient    pam_krb5.so no_user_check
auth        required      pam_deny.so
account     required      pam_krb5.so no_user_check




      ⁠Example 6.3. LDAP Authentication

#%PAM-1.0
auth          required      pam_env.so
auth          sufficient    pam_ldap.so no_user_check
auth          required      pam_deny.so
account       required      pam_ldap.so no_user_check




					For more detail about configuring PAM, see the Pluggable Authentication Modules (PAM) in the Red Hat Enterprise Linux Deployment Guide.
				
Note


						For Kerberos-authenticating users, change the password by using kpasswd. Do not change the password on Red Hat Satellite web application as this method only changes the local password on the Satellite server. Local passwords are not in use if PAM is enabled for that user.
					



	
					Restart the service to pick up the changes:
				

# rhn-satellite restart


	
					To enable a user to authenticate against PAM, select the checkbox labeled Pluggable Authentication Modules (PAM). It is positioned below the password and password confirmation fields on the Create User page.
				





      ⁠6.2. Using Identity Management for Authentication




		Satellite 5 now offers authentication through an IdM or IPA server, which provides support for:
	
	
				Kerberos authentication in the WebUI
			

	
				Users do not need to be pre-created in Satellite database
			

	
				The PAM authentication can be enabled for all users
			

	
				User roles can be derived from user group membership in the external identity provider
			

	
				System Groups administrators can be derived from user group membership in the external identity provider per Organization
			



Note


			IPA authentication configuration only works with Satellite 5's Web UI. Client tools like rhn_register, rhnreg_ks, spacecmd, rhncfg-manager and the Satellite 5 API can not use IPA authentication.
		



      ⁠6.2.1. Requirements




			Satellite Authentication through IPA has the following requirements:
		
	
					A configured Satellite Server. The following instructions will use the host name satellite.example.com to denote the Satellite server.
				

	
					A configured IPA/IdM Server on Red Hat Enterprise Linux 6 or 7. The following instructions will use the host name ipa.example.com to denote the IPA server.
				

	
					Installation of additional packages on the Satellite server. Use the following command to install these packages from the standard Red Hat Enterprise Linux 6 and 7 repositories:
				

[root@satellite ~]# yum install ipa-client ipa-admintools sssd sssd-dbus mod_auth_kerb mod_authnz_pam mod_lookup_identity mod_intercept_form_submit -y


	
					The latest version of the selinux-policy package to ensure the latest SELinux Booleans are added. You can update this package with the following command:
				

[root@satellite ~]# yum update selinux-policy -y






      ⁠6.2.2. Enrolling the Satellite Server




			Enrol the Satellite server with the IPA server using the ipa-client-install command. This will step through the required configuration options to enrol the Satellite server.
		

[root@satellite ~]# ipa-client-install
Provide the domain name of your IPA server (ex: example.com): example.com
Provide your IPA server name (ex: ipa.example.com): ipa.example.com
Hostname: satellite.example.com
Realm: EXAMPLE.COM
DNS Domain: example.com
IPA Server: ipa.example.com
BaseDN: dc=example,dc=com

Continue to configure the system with these values? [no]: yes
User authorized to enroll computers: admin
Synchronizing time with KDC...
Password for admin@EXAMPLE.COM: *********


			When complete, the Satellite server acts as an client using the IPA Server details.
		

			The IPA server also requires a HTTP Service for the Satellite server. Authenticate the Satellite server against the IPA server with the admin user and run the ipa service-add command:
		

[root@satellite ~]# kinit admin
[root@satellite ~]# ipa service-add HTTP/satellite.example.com
--------------------------------------------------
Added service "HTTP/satellite.example.com@EXAMPLE.COM"
--------------------------------------------------
  Principal: HTTP/satellite.example.com@EXAMPLE.COM
  Managed by: satellite.example.com



      ⁠6.2.3. Using the IPA Authentication Setup Tool




			Satellite contains a tool called spacewalk-setup-ipa-authentication, which configures your Satellite server to use IPA Authentication. The tool performs the following steps:
		
	
					Configures Kerberos authentication on the Satellite server
				

	
					Configures SSSD services on the Satellite server
				

	
					Configures Satellite webservers to communicate with SSSD and observe PAM authentication
				




			Run the command on the Satellite server to start the configuration:
		

[root@satellite ~]# spacewalk-setup-ipa-authentication



      ⁠6.2.4. Finalizing Authentication Configuration




			Log in as the Satellite administration user and navigate to Admin → Users → External Authentication. Set the Default organization to the default organization for new users authenticating through IPA. Click Update to save this option.
		

			Users can now login to Satellite using their IPA credentials.
		


      ⁠6.2.5. Configuring IPA to Use Multiple Organizations (Optional)




			The IPA server contains a parameter for the Organizational Unit for each user. Satellite can use this value to map to its own Organizations. This adds specific users to Organizations based upon the Organizational Unit value (ou) in the IPA server.
		

			Log in as the Satellite administration user and navigate to Admin → Users → External Authentication. Enable the Use organization unit name passed from IPA option and click Update.
		

			Satellite now adds users to Organizations based on each user's Organizational Unit in the IPA server. Users with no Organizational Unit are assigned to the default organization.
		


      ⁠6.2.6. Configuring IPA to Use Groups (Optional)




			The IPA server contains parameters for Groups, which Satellite can map to roles. This provides a method to use role-based permissions for IPA users.
		

			Log in as the Satellite administration user and navigate to Admin → Users → External Authentication → Group Role Mapping. Click the Create new external group link and enter the following details:
		
	
					External Group Name - Enter the name of the group from the IPA server.
				

	
					Administrative Roles and Roles - Select roles to assign to the group. For example, assign the Channel Administrator.
				




			Click Create to complete the group creation.
		

			Satellite now assigns permissions to users based on each user's IPA groups.
		




      ⁠Chapter 7. Entitlements




		Red Hat Satellite provides all services to customers through entitlements. Customers purchase entitlements as needed from Red Hat. For Red Hat Satellite, entitlements are part of a Red Hat contractual agreement and set at installation time. All public channels become automatically available and the Red Hat Entitlement Certificate determines the private channels available.
	

		The Entitlement Certificate contains a precise set of entitlements attributed to your organization. Red Hat reserves the right to compare the contents of that Entitlement Certificate with the database's entitlement settings at any time to ensure compliance with the terms of the customer's contract with Red Hat.
	

		The Red Hat Satellite Installation Script performs the steps referenced in this section during initial installation. As a result, customers do not require the steps in this section unless they import a new Entitlement Certificate, such as one reflecting an increase in the number of entitlements.
	

      ⁠7.1. Red Hat Satellite Activate




			For disconnected Satellites or customers who prefer to work locally, Red Hat provides a command line tool for managing your Red Hat Entitlement Certificate and activating the Red Hat Satellite using that certificate: Red Hat Satellite Activate (rhn-satellite-activate). This tool is included with the installation as part of the spacewalk-backend-tools package.
		

			The rhn-satellite-activate tool offers several command line options for activating Red Hat Satellite using its Red Hat Entitlement Certificate:
		

      ⁠Table 7.1. Red Hat Entitlement Certificate Options
	 Option 	 Description 
	 -h, --help 	 Display the help screen with a list of options. 
	 --sanity-only 	 Confirm certificate sanity. Does not activate the Red Hat Satellite locally or remotely. 
	 --disconnected 	 Activates locally but not on remote Red Hat servers. 
	 --rhn-cert=/PATH/TO/CERT 	 Uploads new certificate and activates the Red Hat Satellite based upon the other options passed (if any). 
	 --systemid=/PATH/TO/SYSTEMID 	 For testing only - Provides an alternative system ID by path and file. The system default is used if not specified. 
	 --no-ssl 	 For testing only - Disable SSL. 




			To use these options, add the required option and the appropriate value, if needed, after the rhn-satellite-activate command.
		


      ⁠7.2. Activate Red Hat Satellite with a New Entitlement Certificate




			Use the options in Section 7.1, “Red Hat Satellite Activate” to accomplish the following tasks in this order:
		
	
					Validate the Red Hat Satellite Entitlement Certificate's sanity (or usefulness).
				

	
					Insert the Red Hat Satellite Entitlement Certificate into the local database to activate the Satellite
				

	
					Activate Red Hat Satellite remotely by inserting the Red Hat Entitlement Certificate into the central Red Hat database. This is typically accomplished during local activation but might require a second step if you chose the --disconnected option.
				




			Use the following procedure's examples as a guideline for your usage.
		

      ⁠Procedure 7.1. Activating Red Hat Satellite with a New Entitlement Certificate
	
					To validate the Red Hat Entitlement Certificate's sanity only:
				

rhn-satellite-activate --sanity-only --rhn-cert=/path/to/demo.cert

	
					To validate the Red Hat Entitlement Certificate and populate the local database:
				

rhn-satellite-activate --disconnected --rhn-cert=/path/to/demo.cert

					Or to validate the Red Hat Entitlement Certificate and populate both the local and the Red Hat database:
				

rhn-satellite-activate --rhn-cert=/path/to/demo.cert




			Once you run this final command, Red Hat Satellite activates, serves packages locally and synchronizes with the central Red Hat Servers. See Chapter 9, Content and Synchronization for more information.
		


      ⁠7.3. Entitlement Certificate Expiration




			Red Hat Satellite certificates expire at 11:59:59 PM on the date listed in the certificate's expires field. The Satellite server's time zone is used. New certificates become active at 12:00:00 AM on their issued date.
		

			A standard grace period of seven (7) days exists between the date of Red Hat Satellite's certificate expiration and when the Red Hat Satellite becomes inactive. This grace period is provided in order for customers to contact Red Hat Support and obtain a new certificate. During the grace period, the following things happen:
		
	
					Red Hat Satellite remains active, but content cannot be synchronized with the Red Hat Content Delivery Network.
				

	
					A banner displays on the Overview page for each user that logs into Red Hat Satellite's web interface. This banner states the certificate has expired.
				

	
					Once a day, for all seven days, the Red Hat Satellite Administrator's receives an email notification regarding certificate expiration.
				




			After this period ends, a restricted period of 24 days begins. This period provides a means for resolution of issues reported by rhn-satellite-activate. During this period, Satellite has limited functionality mainly for entitlement changes and operates in a read only mode.
		

			After the restricted period, Red Hat Satellite disables user logins to the web interface. All client-side tools present an Expired Certificate message. Red Hat Satellite also send the Administrator a daily email alert regarding certificate expiration.
		



      ⁠Chapter 8. Virtualization Agent (virt-who)




		virt-who is an agent for reporting virtual guest IDs to Satellite. virt-who has the ability to scan for third-party hypervisors, register the hypervisors on the Satellite, and upload a list of guest UUIDs associated with the hypervisors.
	

      ⁠8.1. Setting up the Virtualization Agent




			The Virtualization Agent can be installed on the Satellite server or on a seperate host. If using a seperate host, use the following requirements guidelines for your virt-who installation:
		
	
					Red Hat Enterprise Linux 6 or above.
				

	
					Access to both the Red Hat Satellite and the hypervisor on port 443, TCP. In addition, you must create a user in your virtualization environment so that the Virtualization Agent can read information about hypervisors and guests. This can be a user with read-only permission.
				

	
					The system must be registered to either Red Hat Content Delivert Network directly or the Red Hat Satellite and subscribed to the RHN Tools channel.
				




				To set up virt-who on the Red Hat Satellite:
			
	
					Login as root on the Red Hat Satellite.
				

	
					Install the virt-who package:
				

# yum install virt-who


	
					Edit the following entries in the /etc/sysconfig/virt-who file:
				

# Start virt-who on background, perform doublefork and monitor for virtual guest
# events (if possible). It is NOT recommended to turn off this option for
# starting virt-who as service.
VIRTWHO_BACKGROUND=1

# Enable debugging output.
# optional
VIRTWHO_DEBUG=1

# virt-who subscription manager backend, enable ony one option from following 2:
# Report to Subscription Asset Manager (SAM)
VIRTWHO_SAM=0
# Report to Satellite
VIRTWHO_SATELLITE=1


					Edit the virtualization options for your virtualization environment type. For example, for Red Hat Enterprise Virtualization:
				

# Register guests using RHEV-M
VIRTWHO_RHEVM=1

# Options for RHEV-M mode
VIRTWHO_RHEVM_ENV=not-used
VIRTWHO_RHEVM_SERVER=server_hostname_or_IP
VIRTWHO_RHEVM_USERNAME=server_login
VIRTWHO_RHEVM_PASSWORD=server_password


					For VMware ESX:
				

# Register ESX machines using vCenter
VIRTWHO_ESX=1

# Option for ESX mode
VIRTWHO_ESX_ENV=not-used
VIRTWHO_ESX_OWNER=organization_id
VIRTWHO_ESX_SERVER=server_hostname_or_IP
VIRTWHO_ESX_USERNAME=server_login
VIRTWHO_ESX_PASSWORD=server_password

Note


						The user for accessing the virtualization environment only requires read-only permissions. For security, create a new user in your virtualization environment with read-only permissions and nothing else.
					



					Finally, edit the Satellite options and enter your server details:
				

# Option for Satellite backend
VIRTWHO_SATELLITE_SERVER=satellite_hostname
VIRTWHO_SATELLITE_USERNAME=username
VIRTWHO_SATELLITE_PASSWORD=password


	
					Start the virt-who service:
				

service virt-who start


					Starting the virt-who service will gather the host/guest UUID information and send the information to the Satellite. It will also scan the /var/lib/virt-who/hypervisor-systemid-[UUID] file to check if the hypervisor has already been registered to the Red Hat Satellite. If it does, the existing hypervisor system information on the Red Hat Satellite is updated. If it does not exist on the Satellite, the new hypervisor wil be registered.
				



Note


				If a hypervisor is deleted, its corresponding file needs to be removed from /var/lib/virt-who/hypervisor-systemid-UUID, and the hypervisor needs to be manually removed via the satellite web UI.
			



			If your environment contains more than one of the same virtualization environment type, add multiple configuration files to the /etc/virt-who.d/ instead of adding details for a single configuration in the /etc/sysconfig/virt-who file. For example:
		

[test-esx-1]
type=esx
server=10.1.1.1
username=admin
password=password

[test-esx-2]
type=esx
server=10.1.2.1
username=admin
password=password


      ⁠8.1.1. VMware Configuration Scenario




				The following scenario configures virt-who for use in a VMware environment. This includes creating the user in Active Directory with read-only permissions for virt-who to use.
			

				Satellite requires open access to vCenter on ports 80 and 443. Before following these steps, create a firewall exception to allow connections on port 80 and 443 from the Red Hat Satellite server to the vCenter.
			

				First, create the virtwho-readonly-user account in Active Directory and provide access to vCenter:
			
	
						Run the Active Directory Users and Computers program on your Windows machine with a user that has rights to add users into your domain. Create a user named virtwho-readonly-user.
					

	
						Log in to vSphere Web Client using an account with administrator privileges.
					

	
						Navigate to Home → Administration → Single Sign-On → Configuration.
					

      ⁠[image: Navigate to Single Sign-On Configuration]

Figure 8.1. Navigate to Single Sign-On Configuration


	
						Navigate to the Identity Sources tab, press the plus icon, and select the Active Directory identity source. This adds Active Directory identity source, including the virtwho-readonly-user user.
					

      ⁠[image: Add the Identity Source]

Figure 8.2. Add the Identity Source


	
						Navigate to Home → vCenter and select the vCenter to grant access to virtwho-readonly-user.
					

      ⁠[image: Navigate to vCenter]

Figure 8.3. Navigate to vCenter


	
						Navigate to Manage → Permissions and press the plus icon to open the Add Permission dialog.
					

      ⁠[image: Click the plus icon]

Figure 8.4. Click the plus icon


	
						Select the virtwho-readonly-user.
					

	
						Select the Read-only role.
					

	
						Click OK to save the permissions.
					

	
						Log out and test the virtwho-readonly-user in vCenter. Make sure the inventory shows the resources that virtwho-readonly-user can access.
					




				Next, install and configure virt-who to communicate with vCenter:
			
	
						Log in to the Satellite server and install virt-who:
					

# yum install virt-who


	
						Edit the /etc/sysconfig/virt-who file and use the following options:
					

# virt-who options
VIRTWHO_BACKGROUND=1
VIRTWHO_DEBUG=1

# Enable virt-who with VMware
VIRTWHO_ESX=1

# Options for ESX mode
VIRTWHO_ESX_ENV=not-used
VIRTWHO_ESX_OWNER=[organization_id]
VIRTWHO_ESX_SERVER=vcenter.example.com
VIRTWHO_ESX_USERNAME=DOMAIN\\virtwho-readonly-user
VIRTWHO_ESX_PASSWORD=*******

# Report to Satellite
VIRTWHO_SAM=0
VIRTWHO_SATELLITE=1


						Make sure to replace [organization_id] with the ID of your target organization on your Satellite server.
					

	
						Start and enable the virt-who service:
					

# service virt-who start
# chkconfig virt-who on





				virt-who now gathers host and guest UUIDs from vCenter for Satellite to use.
			



      ⁠8.2. Setting up Guests




			All virtual systems on the hypervisor need to be registered to the Satellite to make sure that virt-who links these guests to the hypervisor correctly.
		

				To register a guest on the VMWare ESX hypervisor to the Satellite:
			
	
					Download the SSL cert from the Satellite to the guest system:
				

# rpm -Uvh https://satellite_hostname.example.com/pub/rhn-org-trusted-ssl-cert-1.0-1.noarch.rpm


	
					Edit the following entries in the /etc/sysconfig/rhn/up2date:
				

serverURL=https://satellite.hostname.example.com/XMLRPC
sslCACert=/usr/share/rhn/RHN-ORG-TRUSTED-SSL-CERT


	
					Register the guest to the Satellite by running the command:
				

# rhnreg_ks --username sat_username --password sat_password






      ⁠8.3. Verifying the Setup




				Once all the configuration has been completed, the following steps should verify that virt-who is detecting all hypervisors and guest clients:
			
	
					Log in to the Satellite.
				

	
					Click on Systems to go to the Systems Overview page.
				

	
					Click on a system name.
				

	
					Check the following information on the System Details page:
				
	
							Checked-In Time - this field should update every time virt-who is run.
						

	
							System ID - this should match the system ID of the guest client in the hypervisor.
						

	
							Guests - this column is located in the Virtualization subtab. All guest machines from the hypervisor should be listed in this section:
						
	
									Systems that are not registered to the Satellite will appear as "virtual machine from [VMTYPE] hypervisor [UUID]" For example, "VM from esx hypervisor 92ffdfd8-14a2-11e3-ad37-a213e27ebfdc"
								

	
									Systems that are registered to the Satellite will reflect the name given at registration and will link to the Satellite's records of the registered system
								












      ⁠Chapter 9. Content and Synchronization




		Your Red Hat Satellite Server installation is complete. The next step is to provide it with packages and channels for use with client systems. This chapter explains how to import content and keep it up-to-date.
	

		Ensure to meet the following prerequisites before performing a Red Hat Satellite synchronization:
	
	
				A successful Red Hat Satellite installation.
			

	
				The Red Hat Satellite requires access to one of the following content sources:
			
	
						The Red Hat Network website over the Internet.
					

	
						Red Hat Network Channel Content ISOs.
					

	
						Red Hat Satellite Exporter data.
					







		The sections in this chapter explain the use of the Red Hat Satellite Synchronization Tool and its use with each content source type.
	

      ⁠9.1. Red Hat Satellite Synchronization Tool




			The Red Hat Satellite Synchronization Tool (satellite-sync) enables an Red Hat Satellite to update its database metadata and RPM packages with various sources.
		
Important


				satellite-sync imports a large amount of data, especially on newly installed Red Hat Satellite servers. If your database has performance issues after a significant amount of data changes, consider gathering statistics on the database.
			



			To launch the Red Hat Satellite Synchronization Tool, execute the following command as root:
		

# satellite-sync


			The Red Hat Satellite Synchronization Tool works incrementally. To obtain errata information, it first requires information about the packages contained. For the packages to be updated, the tool first identifies the associated channel(s). For this reason, the Red Hat Satellite Synchronization Tool performs the following actions in order:
		
	
					channel-families - Import/synchronize channel family (architecture) data.
				

	
					channels - Import/synchronize channel data.
				

	
					rpms - Import/synchronize RPMs.
				

	
					packages - Import/synchronize full package data for those RPMs retrieved successfully.
				

	
					errata - Import/synchronize errata information.
				




			Users can perform each of these steps individually for testing purposes with the effect of forcing the tool to stop when a step completes. All preceding steps, however, will execute. For example, calling the rpms step automatically ensures the channels and channel-families steps execute first. To initiate an individual step, use the --step option.
		

# satellite-sync --step=rpms

			In addition to --step, the Red Hat Satellite Synchronization Tool provides other command line options. To use them, insert the option and the appropriate value after the satellite-sync command when launching import/synchronization.
		

      ⁠Table 9.1. satellite-sync Options
	 Option 	 Description 
	 -h, --help 	 Display this list of options and exit. 
	 -d=, --db=DB 	 Include alternate database connect string: username/password@SID. 
	 -m=, --mount-point=MOUNT_POINT 	 Import/synchronization from local media mounted to the Red Hat Satellite server. Use in closed environments (such as those created during disconnected installs). 
	 --list-channels 	 List all available channels and exit. 
	 -c CHANNEL, --channel=CHANNEL_LABEL 	 Process data for this channel only. Multiple channels can be included by repeating the option. If no channels are specified, Red Hat Satellite updates all channels. 
	 -p, --print-configuration 	 Print the current configuration and exit. 
	 --no-ssl 	 Not Advisable - Turn off SSL. 
	 --step=STEP_NAME 	 Perform the synchronization process only to the step specified. Typically used in testing. 
	 --no-rpms 	 Do not retrieve actual RPMs. 
	 --no-packages 	 Do not process full package data. 
	 --no-errata 	 Do not process errata information. 
	 --no-kickstarts 	 Do not process kickstart data (provisioning only). 
	 --force-all-packages 	 Forcibly process all package data without conducting a diff. 
	 --debug-level=LEVEL_NUMBER 	 Override the amount of messaging sent to log files and generated on the screen set in /etc/rhn/rhn.conf, 0-6 (2 is default). 
	 --email 	 Email a report of what was imported/synchronized to the designated recipient of traceback email. 
	 --traceback-mail=TRACEBACK_MAIL 	 Direct synchronization output (from --email) to this email address. 
	 -s=, --server=SERVER 	 Include the host name of an alternative server to which to connect for synchronization. 
	 --http-proxy=HTTP_PROXY 	 Add an alternative HTTP proxy server in the form hostname:port. 
	 --http-proxy-username=PROXY_USERNAME 	 Include the username for the alternative HTTP proxy server. 
	 --http-proxy-password=PROXY_PASSWORD 	 Include the password for the alternative HTTP proxy server. 
	 --ca-cert=CA_CERT 	 Use an alternative SSL CA certificate by including the full path and filename. 
	 --systemid=SYSTEM_ID 	 For debugging only - Include path to alternative digital system ID. 
	 --batch-size=BATCH_SIZE 	 For debugging only - Set maximum batch size in percent for XML/database-import processing. Open man satellite-sync for more information. 





      ⁠9.2. Synchronization with Local Media




			Although it is possible to conduct the import directly from the Red Hat Network website, this should be done only if Channel Content ISOs are not available. It takes a long time to populate a channel from scratch over the Internet. For this reason, Red Hat urges you to use ISOs, if they are available, for initial import.
		

      ⁠9.2.1. Preparing for Import from Local Media




				Channel Content ISOs are special collections that contain both packages and XML dumps of metadata. Download the ISO images from the Red Hat Customer Portal website on a machine connected to the Internet and then transfer to the Red Hat Satellite.
			

      ⁠Procedure 9.1. Obtain the Channel Content ISOs
	
						Log into the web interface.
					

	
						Click Channels in the top navigation bar.
					

	
						Click on the Red Hat Satellite channel. Ensure you select the Satellite channel that corresponds to your version of Satellite.
					

	
						Click the Downloads tab and use the instructions on the page to obtain the Channel Content ISOs, available by version of Red Hat Enterprise Linux.
					

	
						If the desired Channel Content ISOs do not appear, ensure your Red Hat Entitlement Certificate has been uploaded to Red Hat Network and correctly identifies the target channels.
					




				This next procedure mounts the Channel Content ISOs and copies the contents to a temporary repository directory.
			

      ⁠Procedure 9.2. Mount and copy Channel Content ISOs
	
						Log into the machine as root.
					

	
						Create a directory in /mnt/ to store the file(s) with the command:
					

# mkdir /mnt/import/


	
						Mount the ISO file using the following command:
					

# mount [iso_filename] /mnt/import -o loop


	
						Create a target directory for the files:
					

# mkdir /var/rhn-sat-import/


	
						This sample command assumes the administrator wants to copy the contents of the ISO (mounted in /mnt/import/) into /var/rhn-sat-import/:
					

# cp -ruv /mnt/import/* /var/rhn-sat-import/


	
						Then unmount /mnt/import in preparation for the next ISO:
					

# umount /mnt/import


	
						Repeat these steps for the channel content ISO file of every channel that you need to import separately. Do not use combined full or incremental sources of channel content ISOs.
					





      ⁠9.2.2. Import from Local Media




				The following process assumes the user has completed Section 9.2.1, “Preparing for Import from Local Media” and copied all data to /var/rhn-sat-import .
			
	
						List the channels available for import.
					

# satellite-sync --list-channels --mount-point /var/rhn-sat-import


	
						Initiate the import of a specific channel using a channel label presented in the previous list.
					

# satellite-sync -c [channel-label] --mount-point /var/rhn-sat-import

Note


							Importing package data can take up to two hours per channel. Register systems to channels as soon as they appear in the Red Hat Satellite web interface. No packages are necessary for registration, although updates cannot be retrieved from the Satellite until the channel is completely populated.
						



	
						Repeat this step for each channel or include them all within a single command by passing each channel label preceded with an additional -c flag, like so:
					

# satellite-sync -c [channel-label-1] -c [channel-label-2] --mount-point /var/rhn-sat-import





				After running the preceding command, the population of the channel executes until completion. All packages move out of the repository; verify with the following command:
			

# cd /var/rhn-sat-import/; ls -alR | grep rpm


				If all RPMs are installed and moved to their permanent locations, the count appears as zero. If so, remove the temporary /var/rhn-sat-import/ repository.
			

# rm -rf /var/rhn-sat-import




      ⁠9.3. Synchronization via Export




			The Red Hat Satellite Exporter (rhn-satellite-exporter) tool exports content listing in an XML format, which a user imports into another Red Hat Satellite. Export the content into a chosen directory with the -d option, transport the directory to another Red Hat Satellite, and use the Red Hat Satellite Synchronization Tool to import the contents. This synchronizes the two Red Hat Satellites so they contain identical content.
		

			The Red Hat Satellite Exporter provides the following content:
		
	
					Channel Families
				

	
					Architectures
				

	
					Channel metadata
				

	
					Blacklists
				

	
					RPMs
				

	
					RPM metadata
				

	
					Errata
				

	
					Kickstarts
				




			To perform a Red Hat Satellite Exporter export, meet the following prerequisites:
		
	
					A successful Red Hat Satellite installation.
				

	
					Sufficient disk space in the directory specified in the -d option. This directory will contain the exported contents.
				




      ⁠9.3.1. Performing an Export




				Export the current Red Hat Satellite configuration into a backup or storage solution by executing the following command as root:
			

# rhn-satellite-exporter -d /var/rhn-sat-export --no-errata --channel [channel_name]

				When finished, move the exported directory to another Red Hat Satellite or a storage solution using rsync or scp -r.
			

				The Red Hat Satellite Exporter offers several command line options. To use them, insert the option and appropriate value after the rhn-satellite-exporter command.
			

      ⁠Table 9.2. Red Hat Satellite Exporter Options
	 Option 	 Description 
	 -d DIRECTORY, --dir=DIRECTORY 	 Place the exported information into this directory. 
	 -c CHANNEL_LABEL, --channel=CHANNEL_LABEL 	 Process data for this specific channel (specified by label) only. NOTE: the channel's *label* is NOT the same as the channel's *name*. 
	 --list-channels 	 List all available channels and exit. 
	 --list-steps 	 List all of the steps that rhn-satellite-exporter takes while exporting data. These can be used as values for --step. 
	 -p --print-configuration 	 Print the configuration and exit. 
	 --print-report 	 Print a report to the terminal when the export is complete. 
	 --no-rpms 	 Do not retrieve actual RPMs. 
	 --no-packages 	 Do not export RPM metadata. 
	 --no-errata 	 Do not process errata information. 
	 --no-kickstarts 	 Do not process kickstart data (provisioning only). 
	 --debug-level=LEVEL_NUMBER 	 Override the amount of messaging sent to log files and generated on the screen set in /etc/rhn/rhn.conf, 0-6 (2 is default). 
	 --start-date=START_DATE 	 The start date limit that the last modified dates are compared against. Must be in the format YYYYMMDDHH24MISS (for example, 20071225123000) 
	 --end-date=END_DATE 	 The end date limit that the last modified dates are compared against. Must be typed in the format YYYYMMDDHH24MISS (for example, 20071231235900) 
	 --make-isos=MAKE_ISOS 	 Create a channel dump ISO directory called satellite-isos (for example, --make-isos=cd or dvd) 
	 --email 	 Email a report of what was exported and what errors may have occurred. 
	 --traceback-mail=EMAIL 	 Alternative email address for --email. 
	 --db=DB 	 Include alternate database connect string: username/password@SID. 
	 --hard-links 	 Export the RPM and kickstart files with hard links to the original files. 




				Select the contents, such as RPMs, errata, or kickstarts, to export using these command line options.
			

				The amount of time it takes rhn-satellite-exporter to export data depends on the number and size of the exported channels. The --no-packages, --no-kickstarts, --no-errata, and --no-rpms options reduce the amount of time required for rhn-satellite-exporter to run, but also prevents export of potentially useful information. For that reason, only use these options when certain the content is not required and can be excluded. Additionally, use the matching options for satellite-sync when importing the data. For example, if you use --no-kickstarts with rhn-satellite-exporter, specify the same --no-kickstarts option when importing the data.
			

				When exporting a Red Hat Network base channel, export the tools channel associated with that base channel. The tools channels contain the auto-kickstart packages, which install packages for kickstarting a machine through the Red Hat Satellite.
			


      ⁠9.3.2. Moving Exported Data




				The following procedure copies the Red Hat Satellite Exporter data onto the local system for import.
			

      ⁠Procedure 9.3. Moving Exporter Content
	
						Log into the machine as root.
					

	
						Create a target directory for the files, such as:
					

# mkdir /var/rhn-sat-import/


	
						Make the export data available on the local machine in the directory created in the previous step. Either copy the data directly, or mount the data from another machine using NFS. Copy the data into the new directory with the following command:
					

# scp -r root@storage.example.com:/var/rhn-sat-export/* /var/rhn-sat-import





				Now that the data is available, proceed with performing the import.
			


      ⁠9.3.3. Performing an Import




				The following process assumes the user has completed Section 9.3.2, “Moving Exported Data” and copied all data to /var/rhn-sat-import.
			
	
						List the channels available for import with the command:
					

# satellite-sync --list-channels --mount-point /var/rhn-sat-import


	
						Initiate the import of a specific channel using a channel label presented in the previous list. Run the following command :
					

# satellite-sync -c [channel-label] --mount-point /var/rhn-sat-import

Note


							Importing package data can take up to two hours per channel. Register systems to channels as soon as they appear in the Red Hat Satellite web interface. No packages are necessary for registration, although updates cannot be retrieved from the Satellite until the channel is completely populated.
						



						Repeat this step for each channel or include them all within a single command by passing each channel label preceded by an additional -c flag:
					

# satellite-sync -c channel-label-1 -c channel-label-2 -mount-point /var/rhn-sat-import


	
						The population of channels executes until completion. Verify all of the packages are moved out of the repository with the following command:
					

# cd /var/rhn-sat-import/; ls -alR | grep rpm


						If all RPMs are installed and moved to their permanent locations, the count appears as zero. If so, remove the temporary /var/rhn-sat-import/ repository.
					

# rm -rf /var/rhn-sat-import







      ⁠9.4. Synchronization with Red Hat Network




			The satellite-sync command also synchronizes a connected Red Hat Satellite with Red Hat Network over the Internet. This updates database metadata and RPM packages directly from the Red Hat Network servers.
		

      ⁠Procedure 9.4. Synchronize with Red Hat Network
	
					List available channels on your connected Red Hat Satellite using the --list-channels command.
				

# satellite-sync --list-channels


	
					Synchronize with a Red Hat Network channel using the -c option.
				

# satellite-sync -c [channel-label]




			For more satellite-sync options, see Section 9.1, “Red Hat Satellite Synchronization Tool”.
		



      ⁠Chapter 10. Synchronization between Multiple Satellites




		Inter-Satellite Synchronization (ISS) allows a Satellite to synchronize content and permissions from another Satellite instance in a peer-to-peer relationship. However, in the following section, a Satellite who receives content will be referred to as a "Slave Satellite" and a Satellite who acts as the source where the content is pulled is called a "Master Satellite". When using ISS to synchronize content, the Slave Satellite instance may have a different setup from that of the Master for non-content entities such as Users and Organizations. The Satellite Administrator on the Slave instance is free to add, remove, and change entities independently from what occurs on the Master instance.
	
Note


			Master and Slave are legacy terms that carry connotations that are not enforced by the ISS protocol. Please keep their restricted meanings, as described above, in mind while studying this section.
		



		The ISS feature can be used in different ways depending on the needs of the organization. There are ISS configurations where two Satellites may act as both masters and slaves of each other. This section contains a section on use cases, and how best to set up ISS to suit your organization.
	

      ⁠ISS Requirements

			The following are the required conditions to be able to use ISS:
		
	
				Two or more Red Hat Satellite servers
			

	
				At least one Red Hat Satellite populated with at least one channel
			

	
				Satellite Administrator privileges on all Satellite systems intended for ISS
			




      ⁠10.1. Inter-Satellite Synchronization




			ISS can be configured manually or by a new tool called spacewalk-sync-setup. Both methods are effective, and it would be left to the user's choice on which one to use.
		

      ⁠10.1.1. Manual Configuration




      ⁠Procedure 10.1. Configuring the Master Satellite Server

					With Satellite 5, ISS allows the Slave Satellite to duplicate the organizational trust hierarchy and the custom channel permissions from the settings configured on the master. This is accomplished by exporting information about specific organizations from the Master Satellite to the receiving Slave Satellite. The Satellite Administrator on the Slave Satellite can then choose to map the Master Organizations to specific Slave Organizations. Future satellite-sync operations use this information to assign custom channel ownership to the Slave Organization which is mapped to a specific Master Organization. It can also map the trust relationships between the exposed Master Organization to matching Slave Organizations, creating the equivalent relationships on the Slave.
				
	
						On the Web Interface:
					
	
								Log in as the Satellite Administrator.
							

	
								Click Admin → ISS Configuration → Master Setup.
							

	
								On the top right-hand corner, click Add New Slave.
							

	
								Fill in the following information:
							
	
										Slave Fully Qualified Domain Name (FQDN)
									

	
										Allow Slave to Sync? - Choosing this field will allow the Slave Satellite to access this Master Satellite. Otherwise, contact with this Slave will be denied.
									

	
										Sync all orgs to Slave? - Checking this field will synchronize all organizations to the Slave Satellite.
									



Note


									Choosing the Sync All Orgs to Slave? option on the Master Setup page will override any specifically selected organizations in the Local Organization table below.
								



	
								Click Create.
							

	
								(Optional) Click on any local organization to be exported to the Slave Satellite.
							

	
								Click Allow Orgs.
							
Note


									In Satellite 5.5 and previous versions, the Master Satellite used the iss_slaves parameter in the /etc/rhn/rhn.conf file to identify which slaves could contact the Master Satellite. Satellite 5.6 and later uses the information in the Master Setup page to determine this information.
								





	
						On the Command Line:
					
	
								Enable the inter-satellite synchronization (ISS) feature in the /etc/rhn/rhn.conf file:
							

disable_iss=0


	
								Save the configuration file, and restart the httpd service:
							

service httpd restart







      ⁠Procedure 10.2. Configuring Slave Servers

					Slave Satellite servers are the machines that will receive content synchronized from the master server.
				
	
						In order to securely transfer content to the slave servers, the ORG-SSL certificate from the master server is needed. The certificate can be downloaded over HTTP from the /pub/ directory of any satellite. The file is called RHN-ORG-TRUSTED-SSL-CERT, but can be renamed and placed anywhere in the local filesystem of the slave, such as the /usr/share/rhn/ directory.
					

	
						Log in to the Slave Satellite as the Satellite Administrator.
					

	
						Click Admin → ISS Configuration → Slave Setup.
					

	
						On the top right-hand corner, click Add New Master.
					

	
						Fill in the following information:
					
	
								Master Fully-Qualified Domain Name
							

	
								Default Master?
							

	
								Filename of this Master's CA Certificate - Use the full path of the CA Certificate downloaded in the initial step of this procedure.
							




	
						Click Add New Master.
					




      ⁠Procedure 10.3. Performing an Inter-Satellite Synchronization

					Once the master and slave servers are configured, a synchronization can be performed between them.
				
	
						Begin the synchronization by running the satellite-sync command:
					

satellite-sync -c your-channel
Note


							Command line options that are manually provided with the satellite-sync command will override any custom settings in the /etc/rhn/rhn.conf file.
						






      ⁠Procedure 10.4. Mapping the Master Satellite's Exported Organizations to the Slave Satellite's Organizations
Prerequisite

						After following the procedures preceding this one, the Master Satellite should show up in the Slave Satellite's Slave Setup under Admin → ISS Configuration → Slave Setup. If it does not, please re-check the steps above.
					

					A mapping between organizational names on the master Satellite allows for channel access permissions to be set on the Master Satellite and propagated when content is synced to a Slave Satellite. Not all organization and channel details need to be mapped for all Slave Satellites, Satellite administrators can select which permissions and organizations can be synchronized by allowing or omitting mappings.
				

					To complete the mapping, follow this procedure on the Slave Satellite:
				
	
						Log in as the Satellite Administrator.
					

	
						Click on Admin → ISS Configuration → Slave Setup.
					

	
						Select a Master Satellite by clicking on it's name.
					

	
						Use the drop-down box to map the exported master organization name to a matching local organization in the Slave Satellite.
					

	
						Click Update Mapping.
					

	
						On the command line, issue the satellite-sync on each of the custom channels to obtain the correct trust structure and channel permissions:
					

satellite-sync -c your-channel






      ⁠10.1.2. Automated Configuration




				spacewalk-sync-setup allows users to specify a Master and Slave Satellite instance and uses configuration files to set up the information described in both the Master and Slave setup. It can create a set of default configuration files if requested. Essentially, it automates the previously setup and mapped configuration for Master-Slave relationships.
			
Prerequisites

					In order for automated configuration to succeed:
				
	
						The spacewalk-utils package needs to be installed on the system that will issue the command spacewalk-sync-setup.
					

	
						Existing organizations with custom permissions on the Master Satellite must be present.
					

	
						Existing organizations within the Slave Satellite must be present.
					




      ⁠Procedure 10.5. Configuring the Master Satellite Server
	
						Enable the inter-satellite synchronization (ISS) feature in the /etc/rhn/rhn.conf file:
					

disable_iss=0


	
						Save the configuration file, and restart the httpd service:
					

service httpd restart





      ⁠Procedure 10.6. Configuring Slave Servers

					Slave Satellite servers are the machines that will have their content synchronized to the master server.
				
	
						In order to securely transfer content to the slave servers, the ORG-SSL certificate from the master server is needed. The certificate can be downloaded over HTTP from the /pub/ directory of any satellite. The file is called RHN-ORG-TRUSTED-SSL-CERT, but can be renamed and placed anywhere in the local filesystem of the slave, such as the /usr/share/rhn/ directory.
					

	
						Log in to the Slave Satellite as the Satellite Administrator.
					

	
						Click Admin → ISS Configuration → Slave Setup.
					

	
						On the top right-hand corner, click Add New Master.
					

	
						Fill in the following information:
					
	
								Master Fully-Qualified Domain Name
							

	
								Default Master?
							

	
								Filename of this Master's CA Certificate - Use the full path of the CA Certificate downloaded in the initial step of this procedure.
							




	
						Click Add New Master.
					




      ⁠Procedure 10.7. Mapping Master Satellite Organizations to Slave Satellite Organizations with spacewalk-sync-setup
	
						Log in to a system. It does not matter if it is a Master Satellite, a Slave Satellite or a different system altogether, as long as the system can access the public XMLRPC API of the Master and Slave Satellites.
					

	
						Issue the spacewalk-sync-setup on a command line interface:
					

spacewalk-sync-setup --ms=[Master_FQDN] \
--ml=[Master_Sat_Admin_login] \
--mp=[Master_Sat_Admin_password] \
--ss=[Slave FQDN]  --sl=[Slave_Sat_Admin_login] \
--sp=[Slave_Sat_Admin_password> \
--create-templates --apply


						Where:
					
	
								--ms=MASTER, --master-server=MASTER is the FQDN of the Master to connect to
							

	
								--ml=MASTER_LOGIN, --master-login=MASTER_LOGIN is the Satellite Administrator login for the Master Satellite
							

	
								--mp=MASTER_PASSWORD, --master-password=MASTER_PASSWORD is the password for the Satellite Administrator login on the Master Satellite
							

	
								--ss=SLAVE, --slave-server=SLAVE is the FQDN of the Slave Satellite to connect to.
							

	
								--sl=SLAVE_LOGIN, --slave-login=SLAVE_LOGIN is the Satellite Administrator login for the Slave Satellite
							

	
								--sp=SLAVE_PASSWORD, --slave-password=SLAVE_PASSWORD is the password for the Satellite Administrator login on the Slave Satellite
							

	
								--ct, --create-templates is the option that creates both a master and a slave setup file for the master/slave pair we've pointed at
							

	
								--apply tells the Satellite instances to make the changes specified by the setup files to the specified Satellite instances
							



Note


							For more setup options:
						

spacewalk-sync-setup --help




						The output from this command will be as follows:
					

INFO: Connecting to [admin@master-fqdn]
INFO: Connecting to [admin@slave-fqdn]
INFO: Generating master-setup file $HOME/.spacewalk-sync-setup/master.txt
INFO: Generating slave-setup file $HOME/.spacewalk-sync-setup/slave.txt
INFO: Applying master-setup $HOME/.spacewalk-sync-setup/master.txt
INFO: Applying slave-setup $HOME/.spacewalk-sync-setup/slave.txt


	
						On the command line, issue the satellite-sync command on each of the custom channels to obtain the correct trust structure and channel permissions:
					

satellite-sync -c your-channel







      ⁠10.2. Organizational Synchronization




			Inter-Satellite Synchronization can also be used to import content to any specific organization. This can be done locally or by using remote synchronization. This function is useful for a disconnected satellite with multiple organizations, where content is retrieved through channel dumps or by exporting from connected satellites and then importing it to the disconnected satellite. Organizational synchronization can be used to export custom channels from connected satellites. It can also be used to effectively move content between multiple organizations.
		

			Organizational synchronization follows a clear set of rules in order to maintain the integrity of the source organization:
		
	
					If the source content belongs to the NULL organization (that is, it is Red Hat content) it will default to the NULL organization even if a destination organization is specified. This ensures that specified content is always in the privileged NULL organization.
				

	
					If an organization is specified at the command line, content will be imported from that organization.
				

	
					If no organization is specified, it will default to organization 1.
				




			The following are three example scenarios where organizational IDs (orgid) are used to synchronize satellites:
		

      ⁠Example 10.1. Import Content from Master to Slave Satellite

				This example imports content from master to slave satellite:
			

satellite-sync --parent-sat=master.satellite.example.com -c channel-name --orgid=2




      ⁠Example 10.2. Import Content from an Exported Dump of an Organization

				This example imports content from an exported dump of a specific organization:
			

$ satellite-sync -m /dump -c channel-name --orgid=2




      ⁠Example 10.3. Import Content from Red Hat Network Hosted

				This example imports content from Red Hat Network Hosted (assuming the system is registered and activated):
			

$ satellite-sync -c channel-name




      ⁠10.3. Inter-Satellite Synchronization Use Cases




			Inter-Satellite Synchronization (ISS) can be used in several different ways, depending on the needs of the organization. This section provides examples of how ISS can be used and the methods for setting up and operating these cases.
		

      ⁠Example 10.4. Staging Satellite

				This example uses one Satellite as a staging Satellite to prepare content and perform quality assurance on the packages to ensure they are fit for production use. When content is approved to go to production, the production satellite can synchronize the content from the stage satellite.
			

				
      ⁠[image: Staging Satellite]

Figure 10.1. Staging Satellite



			

				
      ⁠[image: Syncing from Red Hat Network Hosted and a Satellite Staging Server]

Figure 10.2. Syncing from Red Hat Network Hosted and a Satellite Staging Server



			
	
						Run the satellite-sync command to synchronize data with rhn_parent (usually Red Hat Network Hosted):
					

satellite-sync -c your-channel


	
						Run the following command to synchronize data from the staging server:
					

satellite-sync --iss-parent=staging-satellite.example.com -c custom-channel






      ⁠Example 10.5. Synchronized Slaves

				In this example, the master satellite provides data directly to the slaves and changes are regularly synchronized.
			

				
      ⁠[image: Slave Satellites are maintained exactly as the master]

Figure 10.3. Slave Satellites are maintained exactly as the master



			



      ⁠Example 10.6. Slave Custom Content

				This example uses the master satellite as a development channel, from which content is distributed to all production slave satellites. Some of the slave satellites have extra content that is not present in the master satellite channels. These packages are preserved, but all changes from the master satellite are synchronized to the slaves.
			

				
      ⁠[image: Slave Satellites that retain their own custom content]

Figure 10.4. Slave Satellites that retain their own custom content



			



      ⁠Example 10.7. Bi-directional synchronization

				In this environment, two Red Hat Satellite servers act as both master and salve to each other and can synchronize content between them.  The Satellite server where the command satellite-sync is run will pull the content from the other Satellite server and the synchronized data will depend on the options run with satellite-sync. Without any options, the synchronization will attempt to update everything that was previously synchronized.
			

				
      ⁠[image: Bi-directional synchronization]

Figure 10.5. Bi-directional synchronization



			

				See Section 10.1.1, “Manual Configuration” for configuring a Master Satellite. Configuring both Satellite servers as a Master will create a bi-directional sync.
			





      ⁠Chapter 11. Upgrades




		This chapter examines how to upgrade a pre-existing Red Hat Satellite to version 5.7. Make sure to meet the requirements listed in Section 11.1, “Upgrade Requirements” before running the upgrade procedure.
	

      ⁠11.1. Upgrade Requirements




			An upgrade from one version of Red Hat Satellite to another requires the following items:
		
	
					An updated Red Hat Satellite certificate
				

	
					The Red Hat Satellite Upgrade Package (rhn-upgrade)
				

	
					The installation media for the latest version of Red Hat Satellite
				




			The following procedure explains how to obtain these items.
		

      ⁠Procedure 11.1. Preparing for Red Hat Satellite Upgrade
	Obtain Red Hat Satellite Certificate and installation media from the Red Hat Customer Portal
	
							Obtain a Red Hat Satellite 5 entitlement certificate from the Red Hat Customer Portal by following the instructions in Chapter 3, Entitlement Certificate.
						

	
							Save this certificate on your Red Hat Satellite server.
						



	Obtain Red Hat Satellite Upgrade Package (rhn-upgrade)
	
							Ensure the Satellite is registered to the Red Hat Satellite Channel.
						

	
							Install the rhn-upgrade package with the following command:
						

# yum install rhn-upgrade


							This package installs scripts and a comprehensive set of instructions for a Red Hat Satellite upgrade within the /etc/sysconfig/rhn/satellite-upgrade directory.
						



	Obtain Installation Media
	
							Obtain a Red Hat Satellite 5.7 ISO from the Red Hat Customer Portal at https://access.redhat.com/home under Downloads.
						

	
							Download this ISO to your Red Hat Satellite server.
						



	Backup your Satellite 5 Server
	
							Backup your database. Use the following commands:
						

# db-control stop
# db-control backup $BACKUP_DIR

Important


								Due to an updated version of the PostgreSQL Embedded Database, the database location has changed from /var/lib/pgsql in Red Hat Satellite 5.6 to /opt/rh/postgresql92/root/var/lib/pgsql in Red Hat Satellite 5.7. Make sure to allocate enough hard disk space to this location.
							



	
							Backup your RPM packages. The default location is /var/satellite unless you have changed this directory in your /etc/rhn/rhn.conf configuration file.
						

	
							Backup the /etc/rhn/rhn.conf configuration file, especially if you have made any modifications to it for authentication or changing default directory locations. The upgrade process overwrites this file with new settings. Retain the old version your old file so you can reference your Satellite 5 server settings.
						







      ⁠11.2. Upgrading Red Hat Satellite to a New Version




			Once you have obtained the required items for the Red Hat Satellite upgrade, follow the next procedure to upgrade.
		
Important


				The following is a basic procedure for upgrading an Red Hat Satellite with Embedded Database to version 5.7. For comprehensive instructions and for other Satellite installations, see the /etc/sysconfig/rhn/satellite-upgrade/README file in the rhn-upgrade package.
			


Important


				Due to an updated version of the PostgreSQL Embedded Database, the database location has changed from /var/lib/pgsql in Red Hat Satellite 5.6 to /opt/rh/postgresql92/root/var/lib/pgsql in Red Hat Satellite 5.7. Make sure to allocate enough hard disk space to this location.
			



      ⁠Procedure 11.2. Upgrade Red Hat Satellite
	
					Create a backup of your database:
				

# db-control stop
# db-control backup $BACKUP_DIR


	
					Mount the ISO as specified in Section 4.1.2, “Mounting the Installation Media”
				

	
					Change your directory to the mounted ISO and run the installation program using the --upgrade and --disconnected options.
				

# cd /mount/cdrom
# ./install.pl --upgrade --disconnected

Important


						Use additional options if your Red Hat Satellite is a Managed Database or External Database.
					



	
					Disable all Satellite services except for the database:
				

# /usr/sbin/rhn-satellite stop
# db-control start


	
					Upgrade the database with spacewalk-schema-upgrade:
				

# /usr/bin/spacewalk-schema-upgrade


	
					Verify the database upgrade. The following commands should output the same version:
				

# rhn-schema-version
5.7.0.11-1.el6sat
# rpm -q --qf '%{version}-%{release}\n' satellite-schema
5.7.0.11-1.el6sat


	
					Activate the Red Hat Satellite. If using a connected Satellite:
				

# rhn-satellite-activate --rhn-cert [PATH-TO-NEW-CERT] --ignore-version-mismatch


					If disconnected, run:
				

# rhn-satellite-activate --rhn-cert [PATH-TO-NEW-CERT] --disconnected --ignore-version-mismatch


	
					Rebuild search indexes with the following command:
				

# service rhn-search cleanindex


					This command cleans the search indexes for the rhn-search service and then restart it.
				

	
					Enable Monitoring and Monitoring Scout. To enable Monitoring without enabling Monitoring Scout, run the following command:
				

# /usr/share/spacewalk/setup/upgrade/rhn-enable-monitoring.pl


					To enable both Monitoring and Monitoring Scout, run the following command:
				

# /usr/share/spacewalk/setup/upgrade/rhn-enable-monitoring.pl --enable-scout


	
					The upgrade process saves a backup of rhn.conf and other configuration files to /etc/sysconfig/rhn/backup-$DATE-$TIME. Refer to the backup copy of the rhn.conf file and ensure any previous custom values are set in the new Red Hat Satellite's /etc/rhn/rhn.conf file. For example:
				

debug = 3
pam_auth_service = rhn-satellite


	
					Restart all Red Hat Satellite services:
				

# /usr/sbin/rhn-satellite restart





			The upgrade procedure is complete and Red Hat Satellite is ready to use again.
		
Note


				Perform a database vacuum to reclaim space from obsolete tuples. See Section 13.7, “Maintaining the Database” for more information.
			




      ⁠11.3. Updating FIPS standards




			Red Hat Satellite 5.7 introduces support for Federal Information Processing Standard (FIPS) 140-2, which is a US Government standard for accrediting cryptographic module. This support includes the following changes:
		
	
					User passwords, previously encrypted with MD5 method, will be encrypted with SHA-256 algorithm
				

	
					Client certificates (/etc/sysconfig/rhn/systemid), which the registered systems use to authenticate with the parent server, are changed from MD5 to SHA-256 encryption
				




			New Red Hat Satellite installations on FIPS 140-2 enabled systems do not require any manual changes. Satellite will use FIPS 140-2 standards automatically.
		

			However, if upgrading a system and you intend to enable FIPS 140-2, you must first update existing user passwords and client certificates using MD5 encryption.
		

      ⁠Procedure 11.3. Updating User Passwords
	
					Export a list of users with MD5-encrypted passwords:
				

# spacewalk-report users-md5 > users-md5.csv


	
					Change the password of each user using the following for loop:
				

# for i in $(cat users-md5.csv | awk -F, 'NR>1 { print $4 }'); do
      echo "Changing password for user $i";
      satpasswd $i;
      echo;
done


					Alternatively, instruct all users on the users-md5.csv to log into Satellite's Web UI. Satellite will automatically change their passwords in the database to use SHA-256.
				




      ⁠Procedure 11.4. Updating Client Certificates
	
					Export a list of client systems using certificates using MD5-encryption:
				

# spacewalk-report system-md5-certificates > system-md5-certificates.csv


	
					Use the spacewalk-fips-tool to schedule an update of systems in an organization. You need to repeat this process for each organization in your Satellite environment. First use the following commands for organization with ID 1:
				

# ORG_ID=1
# for system in $(awk -F, "NR>1 { if (\$3 == $ORG_ID) print \$1 }" system-md5-certificates.csv); do systems="$systems $system"; done
# spacewalk-fips-tool -i -u admin -d "2014-12-01 14:00:00" -o /tmp/scheduled-installations.csv $systems


					This schedules the installation of packages requires for the certificate update on December 1, 2014 at 2pm.
				

					Next, Either run rhn_check -v on each client or wait until osad picks up the event.
				

					Finally, use the spacewalk-fips-tool again to schedule an update of certificates:
				

# ORG_ID=1
# for system in $(awk -F, "NR>1 { if (\$3 == $ORG_ID) print \$1 }" system-md5-certificates.csv); do systems="$systems $system"; done
# spacewalk-fips-tool -c -u admin -d "2014-12-01 14:00:00" -o /tmp/scheduled-installations.csv $systems


	
					Repeat this process for each organization ID.
				




			Once the passwords and client certificates are updated, enable FIPS 140-2 on your Satellite server's operating system.
		



      ⁠Chapter 12. Migrating from RHN to RHSM




		Red Hat Network (RHN) is to be decommissoned, and this has an impact on existing Red Hat Satellite 5 installations. All Red Hat Enterprise Linux systems must have their registration migrated to Red Hat Subscription Management (RHSM). For Satellite 5 installations, this requires the registration of the Satellite 5 system be migrated, possibly also the registration of the Managed Database system. This chapter provides the instructions for migrating the registration of an existing Red Hat Satellite 5 installation to RHSM.
	

		Red Hat Satellite 5 currently requires access to RHN for both registration and content hosting. When a system is registered to RHN, a system ID is created. The system authenticates to Red Hat Network with its system ID, entitling it to receive updates, errata, and synchronize content. Without a valid system ID, a system cannot receive updates or synchronize content.
	

		Before RHN is decommissoned, Satellite 5 systems must have their registration migrated to RHSM. When a system is migrated from RHN to RHSM, the system ID is deleted, and replaced with a subscription management UUID. Satellite 5 systems whose registration has been migrated to RHSM continue to synchronize content with RHN.
	

		Red Hat Satellite 5 can be installed in one of several configurations: embedded database, managed database, and external database. All configurations require the Satellite 5 host's registration to be migrated. In the managed database configuration, if the Managed Database host is registered with RHN, its registration must also be migrated. If the Managed Database host is registered to the Satellite server, no subscription migration is required. Hosts managed by Satellite 5 continue to get their subscriptions and content from the Satellite server.
	
Warning


			Registration migration from Red Hat Network to Red Hat Subscription Manager is a one-way process. Red Hat recommends you take a complete backup of the Satellite 5.7 system prior to proceeding.
		



		To migrate the Satellite 5 host's registration, complete the following procedures:
	
	
				Procedure 12.1, “ Upgrading the Satellite 5 Database Schema ” (if required).
			

	
				Procedure 12.2, “ Removing the Satellite 5 Subscription from Red Hat Network ”.
			

	
				Procedure 12.3, “ Migrating the Satellite 5 Registration ”.
			




		To migrate the Managed Database host's registration, complete the following procedures.
	
Warning


			If the Managed Database host is registered to the Satellite server, its subscription does not need to be migrated to Red Hat Subscription Manager.
		


	
				Procedure 12.2, “ Removing the Satellite 5 Subscription from Red Hat Network ”.
			

	
				Procedure 12.3, “ Migrating the Satellite 5 Registration ”.
			




      ⁠Procedure 12.1.  Upgrading the Satellite 5 Database Schema 

			Before proceeding with the migration, it is important that the Satellite 5 database schema be up to date.
		
	
				On the Satellite 5 server, list packages for which updates are applicable.
			

# yum check-update


				If there is an update pending for the satellite-schema package, complete the procedure detailed in How to upgrade the database schema of a Red Hat Satellite 5 server.
			




      ⁠Procedure 12.2.  Removing the Satellite 5 Subscription from Red Hat Network 

			The Satellite 5 subscription must be removed from Red Hat Network so that the subscription can be applied via Red Hat Subscription Manager.
		
	
				Open a web browser, log into the Red Hat Customer Portal, click Subscriptions, click Satellite in the list of Subscription Management Applications, then click on the Satellite tab.
			

	
				Find the desired Satellite instance in the list, and click on the host name.
			

      ⁠[image: Details of the Satellite 5 Subscription]

Figure 12.1. Details of the Satellite 5 Subscription


	
				Click the check box beside the Red Hat Satellite subscription to be migrated, click Remove Selected, then click Remove to confirm.
			
Warning


					Remove only the Red Hat Satellite subscription. All other subscriptions must remain.
				



				The successful removal of the Red Hat Satellite subscription is confirmed by the message: The subscription(s) you selected have been removed.
			

	
				In the Version drop-down list, select the version of Satellite 5 which you are  currently running.
			

	
				Click Download Satellite Certificate and save the certificate file locally.
			

				The Satellite 5 entitlement certificate, contained in the file downloaded, is required in Procedure 12.3, “ Migrating the Satellite 5 Registration ”.
			




      ⁠Procedure 12.3.  Migrating the Satellite 5 Registration 
	
				Record the Red Hat Network username which was used to register the Red Hat Enterprise Linux instance. This username and its password is required by the migration script.
			

# grep -A1 name\>username /etc/sysconfig/rhn/systemid


				In this example, the username is admin@example.com.
			

<name>username</name>
<value><string>admin@example.com</string></value>


	
				On the Satellite 5 server, ensure that all packages are current.
			

# yum update


	
				Confirm the version of the spacewalk-backend package is at version 2.0.3-42 or higher.
			
Note


					If this is the Managed DB host, skip this step.
				



# rpm -q spacewalk-backend
spacewalk-backend-2.0.3-42.el6sat.noarch

Warning


					If version 2.0.3-42 (or higher) of spacewalk-backend package is not available, or cannot be installed, do NOT proceed with the migration. Contact Red Hat Support for assistance.
				



	
				Install the packages subscription-manager and subscription-manager-migration.
			

				The subscription-manager-migration package contains the Satellite 5 subscription script.
			

# yum install subscription-manager
# yum install subscription-manager-migration


	
				Run the Satellite 5 Red Hat Network to Red Hat Subscription Manager migration script.
			

# rhn-migrate-classic-to-rhsm
Legacy username: Red Hat Network username
Legacy password:  Red Hat Network password

				The Legacy username and Legacy password are the same credentials which were used to register the server to Red Hat Network. The username was obtained in the prior step.
			

				Example output from rhn-migrate-classic-to-rhsm.
			

Retrieving existing legacy subscription information...

+-----------------------------------------------------+
System is currently subscribed to these legacy channels:
+-----------------------------------------------------+
rhel-x86_64-server-6
redhat-rhn-satellite-5.7-server-x86_64-6

+-----------------------------------------------------+
Installing product certificates for these legacy channels:
+-----------------------------------------------------+
rhel-x86_64-server-6
redhat-rhn-satellite-5.7-server-x86_64-6

Product certificates installed successfully to /etc/pki/product.

Preparing to unregister system from legacy server...
System successfully unregistered from legacy server.

Attempting to register system to destination server...
Registering to: subscription.rhsm.redhat.com:443/subscription
The system has been registered with ID: 284e025c-4a60-4084-b49c-4cb26fd7cf93

Installed Product Current Status:
Product Name: Red Hat Enterprise Linux Server
Status:       Subscribed

Product Name: Red Hat Satellite
Status:       Subscribed

System 'satellite.example.com' successfully registered.


				The message System 'satellite.example.com' successfully registered. confirms that the Satellite 5 system's migration to Red Hat Subscription Manager has been successful. In this example, the Satellite 5 server has been given a Red Hat Subscription Management UUID of 284e025c-4a60-4084-b49c-4cb26fd7cf93.
			

	
				Disable all repositories.
			

# subscription-manager repos --disable '*'


	
				Enable only the following repositories.
			

				For Red Hat Enterprise Linux 6
			

# subscription-manager repos --enable rhel-6-server-rpms
# subscription-manager repos --enable rhel-6-server-satellite-5.7-rpms


				For Red Hat Enterprise Linux 5
			

# subscription-manager repos --enable rhel-5-server-rpms
# subscription-manager repos --enable rhel-5-server-satellite-5.7-rpms


	
				Reactivate the Satellite 5 instance.
			
Note


					If this is the Managed DB host, skip this step.
				



				The rhn-satellite-activate command requires the certificate downloaded in Procedure 12.2, “ Removing the Satellite 5 Subscription from Red Hat Network ”. In this example, the certificate was saved in file Satellite-57.cert.
			

# rhn-satellite-activate -vvv --rhn-cert=Satellite-57.cert
RHN_PARENT: satellite.rhn.redhat.com


				When the Satellite Server is reactivated, you may see the following error message. This is expected, and can be safely ignored, because the systemid file is the Red Hat Network system ID. The system ID file is deleted when the host's registration is migrated to Red Hat Subscription Manager.
			

ERROR: Server not registered? No systemid: /etc/sysconfig/rhn/systemid


	
				If Satellite is installed on Red Hat Enterprise Linux 6, optionally remove the packages which were previously used to communicate with Red Hat Network.
			
Warning


					Do not remove the packages if Satellite is installed on Red Hat Enterprise Linux 5. Removing these packages from Red Hat Enterprise Linux 5 will result in the failure of Satellite.
				



# yum remove yum-rhn-plugin rhn-check rhn-setup rhnsd






      ⁠Chapter 13. Maintenance




		A Red Hat Satellite requires periodic maintenance. This chapter discusses administrative functions outside of standard use, including how to apply patches to the Red Hat Satellite Server.
	

      ⁠13.1. Managing Red Hat Satellite with rhn-satellite




			Red Hat Satellite consists of several individual services. Red Hat provides a command line tool (rhn-satellite) to stop, start, or retrieve status information from these various services. This tool accepts all of the standard service commands:
		

/usr/sbin/rhn-satellite start
/usr/sbin/rhn-satellite stop
/usr/sbin/rhn-satellite restart
/usr/sbin/rhn-satellite reload
/usr/sbin/rhn-satellite enable
/usr/sbin/rhn-satellite disable
/usr/sbin/rhn-satellite status


			Use rhn-satellite to control Red Hat Satellite's operation and retrieve status messages from all services at once.
		


      ⁠13.2. Performing Critical Updates to the Server




			Red Hat releases critical updates to Red Hat Satellite in the form of an Erratum. The method used to provide errata updates to Red Hat Satellite is determined by whether it is in online or offline mode.
		
Important


				Apache RPMs do not restart the httpd service upon installation. Conducting a full update of the Red Hat Satellite Server (such as with the command yum update) might cause Apache to fail. To avoid this, make sure to restart the httpd service after upgrading it.
			



      ⁠13.2.1. Performing Critical Updates to an Online Server




				Updates to an online Satellite Server are done using the yum tool. All Satellite services, except for the database, are shut down during the update process.
			

      ⁠Procedure 13.1. Perform Critical Updates to an Online Server
	
						Stop the Satellite services, except for the Satellite database.
					

# rhn-satellite stop --exclude postgresql


	
						Take a backup of the Satellite's database in a working state. Run the following command and replace the [FILENAME] option with the full path to the backup file that you want to create. This location needs to be writable by the PostgreSQL user:
					

# db-control online-backup FILENAME


	
						Apply the updates:
					

# yum update


						Apply all Satellite updates. Updating the schema without updating the rest of the Satellite components can cause issues with the Satellite database.
					

	
						Update the database schema using spacewalk-schema-upgrade command.
					

# spacewalk-schema-upgrade


						This process will update your database schema to latest version. The spacewalk-schema-upgrade command will inform you with the results of the upgrade and the locations of schema upgrade log files. To double-check if the schema update completed successfully, run the following commands:
					

# rpm -q satellite-schema
# rhn-schema-version


						If the output versions match, continue with the process. Otherwise restore the database with db-control restore /path/to/backup.
					

	
						Restart Red Hat Satellite:
					

# rhn-satellite start --exclude postgresql


	
						Clear the search index:
					

# service rhn-search cleanindex


						It is recommended to clean the search index. The above command triggers the creation of a new one, which in most cases completes within thirty minutes to an hour. You might experience issues with the search features of Satellite 5 if you do not clean the index.
					





      ⁠13.2.2. Performing Critical Updates to an Offline Server




				For Red Hat Satellite systems not connected to the Internet, retrieve the packages using a customer account at https://access.redhat.com. Then, apply these packages manually according to instructions in the Errata Advisory.
			
Warning


					It is very important to read the Errata Advisory before applying any Red Hat Satellite Errata Updates. Some Errata Advisories require additional configuration steps to apply certain Red Hat Satellite updates, especially updates to the database. In such cases, the Advisory contains specific and detailed information about necessary steps required.
				




      ⁠13.2.3. Updating a Satellite Server's Manifest




				If you are attempting to only update the server's manifest, such as to increase its number of client systems, see Chapter 7, Entitlements for instructions.
			



      ⁠13.3. Changing the Red Hat Satellite Host Name




			If you need to change the host name or IP address of your Red Hat Satellite server, the spacewalk-utils package contains the spacewalk-hostname-rename script.
		

			To use the spacewalk-hostname-rename script, you must first ensure that you know your SSL CA passphrase by performing the following command:
		

# openssl rsa -in path/RHN-ORG-PRIVATE-SSL-KEY


			Enter passphrase when prompted.
		

			spacewalk-hostname-rename requires one mandatory argument, which is the IP address of the Red Hat Satellite server, regardless of whether the IP address will change along with the hostname or not.
		

			The usage of spacewalk-hostname-rename is as follows:
		

spacewalk-hostname-rename <ip address> [ --ssl-country=<country> --ssl-state=<state>\
--ssl-org=<organization/company> --ssl-orgunit=<department> --ssl-email=<email address> --ssl-ca-password=<password>]


			If there is a need to generate a new SSL certificate, the script asks for all necessary information through a series of prompts, unless options are passed at the command line (as in the above example). When the system hostname has not changed, the regeneration of a new SSL server certificate is unnecessary. However, if at least one SSL option is specified, then spacewalk-hostname-rename generates a new certificate.
		

			For more information about using spacewalk-hostname-rename, see the following Red Hat Knowledgebase entry:
		

			https://access.redhat.com/site/solutions/30596
		


      ⁠13.4. Conducting Red Hat Satellite-Specific Tasks




			Using the Red Hat Satellite web interface is similar to using the hosted version of Red Hat Network. For this reason, consult the Red Hat Satellite Reference Guide to obtain detailed instructions for standard tasks, such as editing System Profiles and updating packages. Tasks directly related to managing custom channels and errata are covered in the Red Hat Satellite Channel Management Guide. This section seeks to explain activities available only to Red Hat Satellite customers.
		

      ⁠13.4.1. Deleting Users




				Due to the isolated environment in which Red Hat Satellites operate, Red Hat grants customers the ability to delete users. To delete users:
			
	
						Click Users in the top navigation bar of the Red Hat Network website.
					

	
						Click the name of the user to be removed.
					

	
						Click the delete user link at the top-right corner of the page.
					

	
						A confirmation page appears explaining that this removal is permanent. To continue, click Delete User at the bottom-right corner of the page.
					



Note


					Remove the Organization Administrator role from the user's profile before deleting the user from the Red Hat Satellite. Failing to do so causes the delete operation to fail.
				

					Any Organization Administrator may remove the Organization Administrator role provided they are not the sole Organization Administrator for the organization. To do so, click the Users tab and then click the Details subtab.
				



				Many other options exist for managing users. You can find instructions for them in the Red Hat Network website chapter of the Red Hat Satellite Reference Guide.
			


      ⁠13.4.2. Configuring Red Hat Satellite Search




				Red Hat Satellite Administrators can configure certain search options to customize search results for their own optimization requirements.
			

				Customize Red Hat Satellite search results with the /usr/share/rhn/config-defaults/rhn_search.conf file. The following list defines the search configuration and their default values in parentheses.
			
	search.index_work_dir
	
							Specifies where Lucene indexes are kept (/usr/share/rhn/search/indexes).
						

	search.rpc_handlers
	
							Semi-colon separated list of classes to act as handlers for XMLRPC calls.
						

(filename>index:com.redhat.satellite.search.rpc.handlers.IndexHandler,
db:com.redhat.satellite.search.rpc.handlers.DatabaseHandler,
admin:com.redhat.satellite.search.rpc.handlers.AdminHandler)


	search.max_hits_returned
	
							Maximum number of results which will be returned for the query (500).
						

	search.connection.driver_class
	
							JDBC driver class to conduct database searches (oracle.jdbc.driver.OracleDriver).
						

	search.score_threshold
	
							Minimum score a result needs to be returned back as query result (.10).
						

	search.system_score_threshold
	
							Minimum score a system search result needs to be returned back as a query result (.01).
						

	search.errata_score_threshold
	
							Minimum score an errata search result needs to be returned back as a query result (.20).
						

	search.errata.advisory_score_threshold
	
							Minimum score an errata advisory result needs to be returned back as a query result (.30).
						

	search.min_ngram
	
							Minimum length of n-gram characters. Note that any change to this value requires clean-index to be run, and doc-indexes need to be modified and rebuilt (1).
						

	search.max_ngram
	
							Maximum length of n-gram characters. Note that any change to this value requires clean-index to be run, and doc-indexes need to be modified and rebuilt (5).
						

	search.doc.limit_results
	
							Type true to limit the number of results both on search.score_threshold and restrict max hits to be below search.max_hits_returned; type false means to return all documentation search matches (false).
						

	search.schedule.interval
	
							Input the time in milliseconds to control the interval with which the SearchServer polls the database for changes; the default is 5 minutes (300000).
						

	search.log.explain.results
	
							Used during development and debugging. If set to true, this will log additional information showing what influences the score of each result (false).
						






      ⁠13.5. Automating Synchronization




			Manually synchronizing the Red Hat Satellite repository with Red Hat Network is a time-intensive task. United States business hours tend to be the peak usage time for Red Hat Network, so synchronization during that time can be slow. Red Hat encourages customers to automate synchronization at other times to better balance load and ensure quick synchronization. Continental United States business hours are roughly 8:00 AM to 9:00 PM EST (UTC -5), due to four time zones, Monday through Friday. These hours vary seasonally by one hour. Red Hat strongly recommends synchronization during a particular time range. This ensures better synchronization performance.
		

			Set this automation with the addition of a simple cron job. Edit the crontab as root:
		

crontab -e


			This opens the crontab in your default text editor.
		
Note


				Change your default text editor using the EDITOR variable, like so: export EDITOR=gedit. Choosing a graphical editor will require an enabled graphical interface.
			



			Once opened, use the first five fields (minute, hour, day, month, and weekday) to schedule the synchronization. Use 24-hour clock format. Edit the crontab to include random synchronization, like so:
		

0 1 * * * perl -le 'sleep rand 9000' && satellite-sync --email >/dev/null \
2>/dev/null


			This cronjob will run randomly between 1:00 a.m. and 3:30 a.m. system time each night and redirect stdout and stderr from cron to prevent duplicating the more easily read messages from satellite-sync. Use other options from Section 9.1, “Red Hat Satellite Synchronization Tool” if necessary.
		

			After saving the file and exiting the editor, the system installs the modified crontab immediately.
		


      ⁠13.6. Enabling Push to Clients




			In addition to allowing client systems to regularly poll the Satellite for scheduled actions, users can enable the Satellite to immediately initiate those actions on provisioning-entitled systems. This bypasses the typical delay between scheduling an action and the client system retrieving the action from Red Hat Network. The OSA dispatcher (osa-dispatcher) provides support for this feature.
		

			OSA dispatcher is a service that periodically runs a query to check the Red Hat Satellite server for any commands to execute on the client. If any actions exist, it sends a message through jabberd to the osad instances running on the clients.
		
Important


				It is mandatory to use SSL between the Red Hat Satellite and clients systems for this feature to work. If the SSL certificates are not available, the daemon on the client system fails to connect.
			



			To use this feature, first configure your firewall rules to allow connections on the required port(s), as described in Section 2.4, “Additional Requirements”.
		

			Install the osa-dispatcher package, which is contained in the Red Hat Satellite software channel for on the Customer Portal. Once installed, start the service on the Satellite as root using the following command:
		

service osa-dispatcher start


			Finally, install the osad package on all client systems to receive pushed actions. Find this package within the Red Hat Network Tools child channel on the Red Hat Satellite.
		
Warning


				Do not install the osad package on the Red Hat Satellite server. This package conflicts with the osa-dispatcher package installed on the server.
			



			Once installed, start the service on the client systems as root using the command:
		

service osad start


			Like other services, osa-dispatcher and osad accept stop, restart, and status commands, as well.
		

			This feature depends on client systems recognizing the fully qualified domain name (FQDN) of the Satellite. The client systems use this name and not the IP address of the server when configuring the Red Hat Update Agent. See the Red Hat Satellite Client Configuration Guide for more details.
		

			Now when you schedule actions from the Red Hat Satellite to any push-enabled system, the task begins immediately rather than waiting for the system to check with Red Hat Network.
		


      ⁠13.7. Maintaining the Database




			It is usually recommended to provide database maintenance on a regular basis. For example, you might aim to set up a cronjob to clean redundant data from the database. Accomplish this using the following commands:
		

# su postgres -
bash-4.1$ psql -d rhnschema -c 'VACUUM;'
bash-4.1$ exit


			This changes to the postgres user to access the Satellite 5 database (rhnschema) and perform a VACUUM on the database tables. This reclaims storage that dead tuples occupy. Deleted or obsolete tuples are not usually physically removed from their table and remain present until performing a VACUUM.
		


      ⁠13.8. Migrating the Database




		If you have installed Red Hat Satellite 5 but later need to transition your database, use the following sections to guide your migration process.
	

      ⁠13.8.1. Migrating from an Embedded Database to a Managed Database




		The requirements to migrate from Embedded to Managed Database are:
	
	
				The Red Hat Satellite installation ISO
			

	
				A complete installation of Red Hat Satellite server with an Embedded Database (satellite.example.com)
			

	
				A new system to host the Managed Database with Red Hat Enterprise Linux 6 installed (manageddb.example.com)
			




      ⁠Procedure 13.2. Migrating to a Managed Database
	
				Shut down the Red Hat Satellite instance:
			

[root@satellite ~]# rhn-satellite stop


	
				Remove the rhn-upgrade if it exists on your server:
			

[root@satellite ~]# yum remove rhn-upgrade


	
				Use db-control to create a database backup
			

[root@satellite ~]# mkdir ~/dbbackup
[root@satellite ~]# db-control backup ~/dbbackup


	
				Copy the database backup from the Satellite server to the Managed Database server.
			

[root@satellite ~]# scp -r ~/dbbackup root@manageddb.example.com:~/.


	
				Install the Managed Database using the Red Hat Satellite installation ISO. For full instructions, see Section 4.2.6, “Installing the Managed Database”.
			

	
				After you have installed the Managed External Database, shut it down and back up the database configuration and access control files.
			

[root@manageddb ~]# db-control stop
[root@manageddb ~]# cp /opt/rh/postgresql92/root/var/lib/pgsql/data/postgresql.conf ~/dbbackup
[root@manageddb ~]# cp /opt/rh/postgresql92/root/var/lib/pgsql/data/pg_hba.conf ~/dbbackup


				You need to backup these files because the migration process will erase them.
			

	
				Use db-control to restore the database backup to the Managed Database server.
			

[root@manageddb ~]# db-control restore ~/dbbackup


	
				Restore the database configuration and access control files from backup to the Managed Database.
			

[root@manageddb ~]# cp ~/dbbackup/postgresql.conf /opt/rh/postgresql92/root/var/lib/pgsql/data/postgresql.conf
[root@manageddb ~]# cp ~/dbbackup/pg_hba.conf /opt/rh/postgresql92/root/var/lib/pgsql/data/pg_hba.conf


	
				On the Satellite server, edit the /etc/rhn/rhn.conf file and change db_host to the domain name of the Managed Database and set the db_port to 5432. For example:
			

db_host = manageddb.example.com
db_port = 5432


	
				Remove postgresql92-postgresql from the /etc/rhn/service-list file on the Satellite server.
			

[root@satellite ~]# sed -i 's/postgresql92-postgresql //g' /etc/rhn/service-list


	
				On the Managed Database, edit the /etc/rhn/rhn.conf file and change db_name, db_user, db_password to reflect the same values in /etc/rhn/rhn.conf on the Satellite server. For example:
			

db_name = mydb
db_user = mydbuser
db_password = mydbpassword


	
				Start the Managed Database instance using db-control.
			

[root@manageddb ~]# db-control start


	
				Remove the postgresql92-server and spacewalk-dobby packages from the Satellite server.
			

[root@satellite ~]# yum remove postgresql92-server spacewalk-dobby


	
				Restart Red Hat Satellite.
			

[root@satellite ~]# rhn-satellite start





		The database is now migrated from an Embedded Database to a Managed Database.
	


      ⁠13.8.2. Migrating from an Embedded Database to an External PostgreSQL Database




		The requirements to migrate from Embedded to an External PostgreSQL Database:
	
	
				A complete installation of Red Hat Satellite server with an Embedded Database (satellite.example.com)
			

	
				A system hosting a running instance of PostgreSQL (postgresql.example.com), See Section 4.3.1.1, “PostgreSQL Database Requirements” for configuration details.
			




      ⁠Procedure 13.3. Migrating to an External PostgreSQL Database
	
				Shut down all services on the Red Hat Satellite server, but start the Embedded Database with db-control:
			

[root@satellite ~]# rhn-satellite stop
[root@satellite ~]# db-control start


	
				Remove the rhn-upgrade if it exists on your server:
			

[root@satellite ~]# yum remove rhn-upgrade


	
				Update your database to the latest schema version:
			

[root@satellite ~]# yum update satellite-schema
[root@satellite ~]# spacewalk-schema-upgrade


				This ensures that your database version matches the latest version on the External PostgreSQL Database.
			

	
				Create a directory to hold your database snapshot.
			

[root@satellite ~]# mkdir ~/dbbackup
[root@satellite ~]# cd ~/dbbackup


	
				Export the database using spacewalk-dump-schema:
			

[root@satellite dbbackup]# spacewalk-dump-schema --to=postgresql > migrate-to-postgresql.sql


	
				Stop the Embedded Database:
			

[root@satellite dbbackup]# db-control stop


	
				Use spacewalk-setup to populate the External PostgreSQL Database:
			

[root@satellite dbbackup]# spacewalk-setup --db-only --external-postgresql


				The script asks for your database details so Satellite can connect and populate the database. Enter your External PostgreSQL Database details:
			

** Database: Setting up database connection for PostgreSQL backend.
Hostname (leave empty for local)? postgresql.example.com
Port [5432]?
Database? myextdb
Username? root
Password?


				The script populates the database.
			

	
				When the script completes database population, restore the database schema
			

[root@satellite dbbackup]# spacewalk-sql -i < migrate-to-postgresql.sql


	
				Remove the postgresql92-server and spacewalk-dobby packages from the Satellite server.
			

[root@satellite ~]# yum remove postgresql92-server spacewalk-dobby


	
				Start Red Hat Satellite.
			

[root@satellite ~]# rhn-satellite start





		The database is now migrated from an Embedded Database to an External PostgreSQL Database.
	


      ⁠13.8.3. Migrating from an Embedded Database to an External Oracle Database




		The requirements to migrate from Embedded to an External Oracle Database:
	
	
				A complete installation of Red Hat Satellite server with an Embedded Database (satellite.example.com)
			

	
				A system hosting a running instance of Oracle Database (oracledb.example.com). See Section 4.3.1, “External Database Requirements” for configuration details.
			




      ⁠Procedure 13.4. Migrating to an External Oracle Database
	
				Shut down all services on the Red Hat Satellite server, but start the Embedded Database with db-control:
			

[root@satellite ~]# rhn-satellite stop
[root@satellite ~]# db-control start


	
				Remove the rhn-upgrade if it exists on your server:
			

[root@satellite ~]# yum remove rhn-upgrade


	
				Update your database to the latest schema version:
			

[root@satellite ~]# yum update satellite-schema
[root@satellite ~]# spacewalk-schema-upgrade


				This ensures that your database version matches the latest version on the External Oracle Database.
			

	
				Create a directory to hold your database snapshot.
			

[root@satellite ~]# mkdir ~/dbbackup
[root@satellite ~]# cd ~/dbbackup


	
				Export the database using spacewalk-dump-schema:
			

[root@satellite dbbackup]# spacewalk-dump-schema --to=oracle > migrate-to-oracle.sql


	
				Stop the Embedded Database:
			

[root@satellite dbbackup]# db-control stop


	
				Exchange the PostgreSQL drivers and configuration scripts with the Oracle drivers and configuration scripts on the Satellite server:
			

[root@satellite dbbackup]# yum remove -y spacewalk-postgresql
[root@satellite dbbackup]# yum install -y spacewalk-oracle
[root@satellite dbbackup]# yum remove -y spacewalk-java-postgresql spacewalk-backend-sql-postgresql


	
				Use spacewalk-setup to populate the External Oracle Database:
			

[root@satellite dbbackup]# spacewalk-setup --db-only --external-oracle


				The script asks for your database details so Satellite can connect and populate the database. Enter your External Oracle Database details:
			

** Database: Setting up database connection for Oracle backend.
Database service name (SID)? oracledb
Database hostname [localhost]? oracledb.example.com
Database (listener) port [1521]?


				The script populates the database.
			
Important


					Use the default Oracle Database port (1521) for the Red Hat Satellite database. Using an alternative port can cause SELinux errors.
				



	
				When the script completes database population, restore the database schema
			

[root@satellite dbbackup]# spacewalk-sql -i < migrate-to-oracle.sql

Important


					You might need to change SELinux context of the migration script before loading it into Oracle Database:
				

[root@satellite dbbackup]# semanage fcontext -a -t oracle_sqlplus_exec_t /root/dbbackup/migrate-to-oracle.sql
[root@satellite dbbackup]# restorecon -v /root/dbbackup/migrate-to-oracle.sql


					Similarly, you might need to change SELinux context of dumped tables:
				

[root@satellite dbbackup]# semanage fcontext -a -t oracle_tmp_t "/tmp/dumped-tables(/.*)?"
[root@satellite dbbackup]# restorecon -R -v /tmp/dumped-tables/




	
				Remove the postgresql92-server and spacewalk-dobby packages from the Satellite server.
			

[root@satellite ~]# yum remove postgresql92-server spacewalk-dobby


	
				Start Red Hat Satellite.
			

[root@satellite ~]# rhn-satellite start





		The database is now migrated from an Embedded Database to an External Oracle Database.
	


      ⁠13.8.4. Migrating from a Managed Database to an Embedded Database




		The requirements to migrate from Managed to Embedded Database are:
	
	
				The Red Hat Satellite installation ISO
			

	
				A complete installation of Red Hat Satellite server (satellite.example.com) with a Managed Database on a seperate server (manageddb.example.com)
			




      ⁠Procedure 13.5. Migrating to an Embedded Database
	
				Stop the main services on the Satellite server.
			

[root@satellite ~]# rhn-satellite stop


	
				Shut down the database on the Managed Database server.
			

[root@manageddb ~]# db-control stop


	
				Remove the rhn-upgrade if it exists on your server:
			

[root@satellite ~]# yum remove rhn-upgrade


	
				Use db-control to create a database backup on the Managed Database Server and copy that backup to the Satellite server.
			

[root@manageddb ~]# mkdir ~/dbbackup
[root@manageddb ~]# db-control backup ~/dbbackup
[root@manageddb ~]# scp -r ~/dbbackup root@satellite.example.com:~/.


				The Managed Database server is now free for other purposes. All further actions take place on the Satellite server.
			

	
				Mount the Red Hat Satellite installation ISO on the Satellite server and set and export the YUM0 variable with the Red Hat Satellite mount point value.
			

[root@satellite ~]# mkdir /media/cdrom
[root@satellite ~]# mount -o loop Red_Hat_Satellite_57.iso /media/cdrom
[root@satellite ~]# export YUM0=/media/cdrom


	
				Enable the red-hat-satellite repository. If the red-hat-satellite repository definition is not present, install the satellite-repo package found in $YUM0/Satellite. After the red-hat-satellite repository is enabled, install the @satellite-database package group and disable the red-hat-satellite repository.
			

[root@satellite ~]# yum install @satellite-database --enablerepo=red-hat-satellite


	
				Use db-control to restore the database backup.
			

[root@satellite ~]# db-control restore ~/dbbackup


	
				Edit the /etc/rhn/rhn.conf file to remove the db_port and db_host values.
			

[root@satellite ~]# sed -i 's/db_host\s*=.*/db_host = /' /etc/rhn/rhn.conf
[root@satellite ~]# sed -i 's/db_port\s*=.*/db_port = /' /etc/rhn/rhn.conf


	
				Add the postgresql92-postgresql service to the /etc/rhn/service-list file to ensure that it is started and stopped in parallel with Red Hat Satellite.
			

[root@satellite ~]# echo "SERVICES=\"postgresql92-postgresql \$SERVICES\"" >> /etc/rhn/service-list


	
				Start the Red Hat Satellite services.
			

[root@satellite ~]# rhn-satellite start





		The database is now migrated from a Managed Database to an Embedded Database.
	


      ⁠13.8.5. Migrating from an External PostgreSQL Database to an Embedded Database




		The requirements to migrate from an External PostgreSQL Database to an Embedded database:
	
	
				A complete installation of Red Hat Satellite server (satellite.example.com) using an External PostgreSQL Database (postgresql.example.com).
			




      ⁠Procedure 13.6. Migrating to an Embedded Database from an External PostgreSQL Database
	
				Shut down all services on the Red Hat Satellite server:
			

[root@satellite ~]# rhn-satellite stop


	
				Make sure your External PostgreSQL Database is still running.
			

	
				Remove the rhn-upgrade if it exists on your server:
			

[root@satellite ~]# yum remove rhn-upgrade


	
				Update the External PostgreSQL Database to the latest schema version:
			

[root@satellite ~]# yum update satellite-schema
[root@satellite ~]# spacewalk-schema-upgrade


				This ensures that your database version matches the latest version for the Embedded Database.
			

	
				Create a directory to hold your database snapshot.
			

[root@satellite ~]# mkdir ~/dbbackup
[root@satellite ~]# cd ~/dbbackup


	
				Export the database using spacewalk-dump-schema:
			

[root@satellite dbbackup]# spacewalk-dump-schema --to=postgresql > migrate-to-postgresql.sql


	
				Stop the External Database. It is no longer required.
			

	
				Install the PostgreSQL installation and Satellite database tools packages on the Satellite server:
			

[root@satellite dbbackup]# yum install -y spacewalk-setup-postgresql spacewalk-dobby


	
				Use spacewalk-setup to populate the Embedded Database:
			

[root@satellite dbbackup]# spacewalk-setup --db-only


				The script populates the database. Wait until this process completes.
			

** Database: Setting up database connection for PostgreSQL backend.
** Database: Installing the database:
** Database: This is a long process that is logged in:
** Database:   /var/log/rhn/install_db.log
*** Progress: #
** Database: Installation complete.
** Database: Populating database.
*** Progress: ####################################


	
				When the script completes database population, restore the database schema:
			

[root@satellite dbbackup]# spacewalk-sql -i < migrate-to-postgresql.sql


	
				Start Red Hat Satellite.
			

[root@satellite ~]# rhn-satellite start





		The database is now migrated from an External PostgreSQL Database to an Embedded Database.
	


      ⁠13.8.6. Migrating from an External Oracle Database to an Embedded Database




		The requirements to migrate from an External Oracle Database to an Embedded database:
	
	
				A complete installation of Red Hat Satellite server (satellite.example.com) using an External Oracle Database (oracledb.example.com).
			




      ⁠Procedure 13.7. Migrating to an Embedded Database from Oracle Database
	
				Shut down all services on the Red Hat Satellite server:
			

[root@satellite ~]# rhn-satellite stop


	
				Make sure your External Oracle Database is still running.
			

	
				Remove the rhn-upgrade if it exists on your server:
			

[root@satellite ~]# yum remove rhn-upgrade


	
				Update the External Oracle Database to the latest schema version:
			

[root@satellite ~]# yum update satellite-schema
[root@satellite ~]# spacewalk-schema-upgrade


				This ensures that your database version matches the latest version for the Embedded Database.
			

	
				Create a directory to hold your database snapshot.
			

[root@satellite ~]# mkdir ~/dbbackup
[root@satellite ~]# cd ~/dbbackup


	
				Export the database using spacewalk-dump-schema:
			

[root@satellite dbbackup]# spacewalk-dump-schema --to=postgresql > migrate-to-postgresql.sql


	
				Stop the External Oracle Database. It is no longer required.
			

	
				Exchange the Oracle drivers and configuration scripts with the PostgreSQL drivers and configuration scripts on the Satellite server:
			

[root@satellite dbbackup]# yum remove -y spacewalk-oracle
[root@satellite dbbackup]# yum install -y spacewalk-postgresql spacewalk-setup-postgresql spacewalk-dobby
[root@satellite dbbackup]# yum remove -y spacewalk-java-oracle spacewalk-backend-sql-oracle


	
				Use spacewalk-setup to populate the Embedded Database:
			

[root@satellite dbbackup]# spacewalk-setup --db-only


				The script populates the database. Wait until this process completes.
			

** Database: Setting up database connection for PostgreSQL backend.
** Database: Installing the database:
** Database: This is a long process that is logged in:
** Database:   /var/log/rhn/install_db.log
*** Progress: #
** Database: Installation complete.
** Database: Populating database.
*** Progress: ####################################


	
				When the script completes database population, restore the database schema
			

[root@satellite dbbackup]# spacewalk-sql -i < migrate-to-postgresql.sql


	
				Start Red Hat Satellite.
			

[root@satellite ~]# rhn-satellite start





		The database is now migrated from an External Oracle Database to an Embedded Database.
	


      ⁠13.8.7. Migrating from an External Oracle Database to an External PostgreSQL Database




		The requirements to migrate from an External Oracle Database to an External PostgreSQL database:
	
	
				A complete installation of Red Hat Satellite server (satellite.example.com) using an External Oracle Database (oracledb.example.com).
			

	
				A system hosting a running instance of PostgreSQL (postgresql.example.com), See Section 4.3.1.1, “PostgreSQL Database Requirements” for configuration details.
			




      ⁠Procedure 13.8. Migrating to an External Database from Oracle Database
	
				Shut down all services on the Red Hat Satellite server:
			

[root@satellite ~]# rhn-satellite stop


	
				Make sure your External Oracle Database is still running.
			

	
				Remove the rhn-upgrade if it exists on your server:
			

[root@satellite ~]# yum remove rhn-upgrade


	
				Update the External Oracle Database to the latest schema version:
			

[root@satellite ~]# yum update satellite-schema
[root@satellite ~]# spacewalk-schema-upgrade


				This ensures that your database version matches the latest version for the External Database.
			

	
				Create a directory to hold your database snapshot.
			

[root@satellite ~]# mkdir ~/dbbackup
[root@satellite ~]# cd ~/dbbackup


	
				Export the database using spacewalk-dump-schema:
			

[root@satellite dbbackup]# spacewalk-dump-schema --to=postgresql > migrate-to-postgresql.sql


	
				Stop the External Oracle Database. It is no longer required.
			

	
				Exchange the Oracle drivers and configuration scripts with the PostgreSQL drivers and configuration scripts on the Satellite server:
			

[root@satellite dbbackup]# yum remove -y spacewalk-oracle
[root@satellite dbbackup]# yum install -y spacewalk-postgresql
[root@satellite dbbackup]# yum remove -y spacewalk-java-oracle spacewalk-backend-sql-oracle


	
				Use spacewalk-setup to populate the External Database:
			

[root@satellite dbbackup]# spacewalk-setup --db-only --external-postgresql


				The script asks for your database details so Satellite can connect and populate the database. Enter your External PostgreSQL Database details:
			

** Database: Setting up database connection for PostgreSQL backend.
Hostname (leave empty for local)? postgresql.example.com
Port [5432]?
Database? myextdb
Username? root
Password?


	
				When the script completes database population, restore the database schema
			

[root@satellite dbbackup]# spacewalk-sql -i < migrate-to-postgresql.sql


	
				Start Red Hat Satellite.
			

[root@satellite ~]# rhn-satellite start





		The database is now migrated from an External Oracle Database to an External PostgreSQL Database.
	




      ⁠Appendix A. Example Red Hat Satellite Installation Topologies




		The Red Hat Satellite can be installed and configured in multiple ways. Select one method depending on the following factors:
	
	
				The total number of client systems to be served by the Red Hat Satellite.
			

	
				The maximum number of clients expected to connect concurrently to the Red Hat Satellite.
			

	
				The number of custom packages and channels to be served by the Red Hat Satellite.
			

	
				The number of Red Hat Satellites being used in the customer environment.
			

	
				The number of Red Hat Proxy Servers being used in the customer environment.
			




		The rest of this chapter describes possible configurations and explains their benefits.
	

      ⁠A.1. Single Red Hat Satellite Topology




			The simplest configuration is to use a single Red Hat Satellite to serve your entire network. This configuration is adequate to service a medium-size group of clients and network.
		

			The disadvantage of using one Red Hat Satellite is that performance will be compromised as the number of clients requesting packages grows.
		

      ⁠[image: Single Red Hat Satellite Topology]

Figure A.1. Single Red Hat Satellite Topology



      ⁠A.2. Multiple Red Hat Satellite Horizontally Tiered Topology




			For very large networks, a more distributed method may be needed, such as having multiple Red Hat Satellites in a horizontally tiered configuration and balancing the load of client requests.
		

			It is possible to synchronize content between Red Hat Satellites using the rhn-satellite-exporter and satellite-sync -m commands. Alternatively, the Inter-Satellite Sync 2 feature is designed for this purpose.
		

			Additional maintenance is the biggest disadvantage of this horizontal structure.
		

      ⁠[image: Multiple Red Hat Satellite Horizontally Tiered Topology]

Figure A.2. Multiple Red Hat Satellite Horizontally Tiered Topology



      ⁠A.3. Red Hat Satellite-to-Proxy Vertically Tiered Topology




			An alternative method to balance load is to install Red Hat Proxy Servers below a Red Hat Satellite. These Proxies connect to the Red Hat Satellite for RPMs from Red Hat Network and custom packages created locally. In essence, the Red Hat Proxy Servers act as clients of Red Hat Satellite.
		

			This vertically tiered configuration requires that channels and RPMs be created only on the Red Hat Satellite. In this manner, the Red Hat Proxy Servers inherit and then serve packages from a central location. For details, see the Red Hat Satellite Channel Management Guide.
		

			The Red Hat Proxy Servers' SSL certificates should also be set up so that the Red Hat Proxy Servers become clients of the Red Hat Satellite. These Proxy servers should also be set up to serve content out to client systems simultaneously. This process is described in the Red Hat Satellite Client Configuration Guide.
		

      ⁠[image: Red Hat Satellite-to-Proxy Vertically Tiered Topology]

Figure A.3. Red Hat Satellite-to-Proxy Vertically Tiered Topology




      ⁠Appendix B. Sample Red Hat Satellite Configuration File




		The /etc/rhn/rhn.conf configuration file for the Red Hat Satellite provides a means for you to establish key settings. Be warned, however, that errors inserted into this file may cause Satellite failures. So make configuration changes with caution.
	

		You should be particularly concerned with the following parameters: traceback_mail, default_db, and server.satellite.http_proxy. Review the sample and its comments, beginning with a hash mark (#), for additional details.
	

#/etc/rhn/rhn.conf example for a Red Hat Satellite
#-------------------------------------------------

# Destination of all tracebacks, such as crash information, etc.
traceback_mail = test@pobox.com, test@redhat.com
mount_point = /var/satellite
kickstart_mount_point = /var/satellite
repomd_cache_mount_point = /var/cache
server.satellite.rhn_parent = satellite.rhn.redhat.com

# Use proxy FQDN, or FQDN:port
server.satellite.http_proxy =
server.satellite.http_proxy_username =
server.satellite.http_proxy_password =
server.satellite.ca_chain = /usr/share/rhn/RHNS-CA-CERT

# Use these options if this server is intended to be a slave.
# Name of parent for ISS.
# # If left blank rhn_parent is taken by default.
# # This option can be overriden on satellite-sync command line.
iss_parent      =
iss_ca_chain    = /usr/share/rhn/RHN-ORG-TRUSTED-SSL-CERT

# Use this option if this server is intended to be a master
# Comma separated list of allowed iss slaves, like:
# allowed_iss_slaves=slave1-satellite.redhat.com,slave2-satellite.redhat.com
allowed_iss_slaves=

# Completely disable ISS.
# If set to 1, then no slave will be able to sync from this server
# this option does not affect ability to sync to this server from
# another spacewalk (or hosted).
disable_iss=0

db_backend = postgresql
db_user = rhnuser
db_password = rhnpw
db_name = rhnschema
db_host =
db_port =

server.nls_lang = english.UTF8

hibernate.dialect=org.hibernate.dialect.PostgreSQLDialect
hibernate.connection.driver_class=org.postgresql.Driver
hibernate.connection.driver_proto=jdbc:postgresql


web.satellite = 1
web.satellite_install =

web.session_swap_secret_1 = 9c3da20106d2968d838ee0e8a0431d25
web.session_swap_secret_2 = 9d6dcb05f90586c9aa0cba72328f9abb
web.session_swap_secret_3 = 296ddef52ea5df4bc5ee666a238c0454
web.session_swap_secret_4 = 0863e7427021c045fe4c19dbd3db1900

session_secret_1 = 2ae50e0414ecc9d42e15fece90cce4b5
session_secret_2 = da2abb2f77c328f879d7b4f24a2d68fa
session_secret_3 = 60531c88064d0d00edbfe683a1c962da
session_secret_4 = 1af4c9e335d427761d17bb93d051df87

server.secret_key = d8e7f083a9c40bf76d09c38fb5d0e52b

encrypted_passwords = 1

web.param_cleansers = RHN::Cleansers->cleanse
web.base_acls = RHN::Access

web.restrict_mail_domains =

web.ssl_available = 1

web.is_monitoring_backend = 1
web.is_monitoring_scout = 1

# OSA configuration #

server.jabber_server = sat570.example.com
osa-dispatcher.jabber_server = sat570.example.com

# set up SSL on the dispatcher
osa-dispatcher.osa_ssl_cert = /var/www/html/pub/RHN-ORG-TRUSTED-SSL-CERT

# Enable Solaris support

web.enable_solaris_support = 0

# force removing entitlements from systems when modifying multiorg entitlements
# below the current usage amount.
web.force_unentitlement=0

# system snapshots enabled
enable_snapshots = 1

#cobbler host name
cobbler.host = sat570.example.com
#option generated from rhn-config-satellite.pl
web.subscribe_proxy_channel=1

#option generated from rhn-config-satellite.pl
force_package_upload=1

#option generated from rhn-config-satellite.pl
enable_nvrea=0

#option generated from rhn-config-satellite.pl
web.default_mail_from=RHN Satellite dev-null@localhost

#option generated from rhn-config-satellite.pl
web.l10n_resourcebundles=com.redhat.rhn.frontend.strings.jsp.StringPackage,com.redhat.rhn.frontend.strings.java.StringPackage,com.redhat.rhn.frontend.strings.database.StringPackage,com.redhat.rhn.frontend.strings.nav.StringPackage,com.redhat.rhn.frontend.strings.template.StringPackage,com.redhat.rhn.branding.strings.StringPackage

#option generated from rhn-config-satellite.pl
product_name=RHN Satellite

#option generated from rhn-config-satellite.pl
web.version=5.7.0

#option generated from rhn-config-satellite.pl
disconnected=1
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/* global window document labels lang_menu_2_div hljs */
var docs = (function(docs){
    /*
     * NOTE: The docs module will not work properly unless the init function is called, as the jQuery object is dynamically
     * loaded using requirejs.
     */
    var jQuery = window.jQuery;
    var listeners = [];
    var ready = false;

    // BEGIN UTIL FUNCTIONS
    docs.utils = (function() {
        var exports = {};

        exports.setCookie = function(name, value, expires, path, domain, secure) {
            document.cookie = name + "=" + value +
            ((expires) ? ";expires=" + expires.toGMTString() : "") +
            ((path) ? ";path=" + path : "");
            // +
            //		((domain) ? ";domain=" + domain : "") +
            //		((secure) ? ";secure" : "");
        };

        exports.isSafari = function() {
            return navigator.userAgent.indexOf("Safari") != -1 && navigator.userAgent.indexOf("Chrome") == -1;
        };

        exports.scrollToTarget = function() {
            if (jQuery(window.location.hash).length > 0) {
                jQuery('html, body').animate({ scrollTop: jQuery(window.location.hash).offset().top}, 1000);
            }
        };

        exports.getCurrentPageName = function() {
            return window.location.href.substr(window.location.href.lastIndexOf("/") + 1);
        };

        exports.escapeElementId = function(elem) {
            return elem.replace('&', '\\&');
        };

        return exports;
    }());
    // END UTIL FUNCTIONS

    // BEGIN TOC FUNCTIONS
    docs.toc = (function(utils) {
        var num_days = 7;
        var name_menu = window.location.hostname + '-publican-menu';

        function init() {
            // New toc
            var navigation = jQuery('#navigation');
            if (navigation.is(":visible")) {
                initNewToc(navigation);
            }

            // Old selectbox toc
            var docToc = jQuery(".doctoc");
            if (docToc.is(":visible")) {
                initOldToc(docToc);
            }
        }

        function initOldToc(docToc) {
            checkToc();
            docToc.load('index.html .toc:eq(0)', function () {
                loadDocNav();
            });
            utils.scrollToTarget();
        }

        function initNewToc(navigation) {
            navigation.load('index.html div > div.toc:eq(0), section > div.toc:eq(0)', function () {
                // Add the close button and bind the click event
                var tocButton = jQuery('<button class="menu-toggle"><span></span></button>');
                navigation.append(tocButton);
                tocButton.click(function (e) {
                    toggleToc();
                });

                // Check the saved state and apply the toc styling
                styleToc();
                checkToc();

                // Safari has a bug in getBoundingClientRect that needs the page to be loaded to return valid info.
                if (utils.isSafari()) {
                    jQuery(window).load(function () {
                        styleToc();
                    });
                }
            });

            jQuery(window).scroll(function (e) {
                styleToc();
            }).resize(function (e) {
                styleToc();
            });

            // Add a mechanism to handle the the main menu dropdowns.
            // TODO: This is hacky and a better way should be found to handle this.
            jQuery('.primary-nav a').on('click', function () {
                setTimeout(function () {
                    styleToc();
                }, 600);
            });
        }

        function loadDocNav() {
            var topDocNav = getTopDocNav();
            var bottomDocNav = getBottomDocNav();

            updateDocNavItems(utils.getCurrentPageName(), topDocNav, bottomDocNav);

            var onChange = function () {
                var currentPage = utils.getCurrentPageName();
                var newSelection = jQuery(this).val();
                window.location = newSelection;
                if (newSelection.indexOf(currentPage) === 0) {
                    updateDocNavItems(newSelection, getTopDocNav(), getBottomDocNav());
                }
            };
            topDocNav.change(onChange);
            bottomDocNav.change(onChange);
        }

        function updateDocNavItems(filename, topDocNav, bottomDocNav) {
            topDocNav.val(filename);
            bottomDocNav.val(filename);
        }

        function getTopDocNav() {
            return jQuery(".docnav.top").find(".pageSelect");
        }

        function getBottomDocNav() {
            return jQuery(".docnav.bottom").find("select");
        }

        function styleToc() {
            /* NOTE: We need to use an absolute position due to the portal adding content (ie outage messages), which then makes the toc overlap
             * that. There is a minor effect of some flickering, but it's minimal and currently the best situation since no events are fired by the
             * portal to say it's finished.
             */
            var nav = jQuery('#navigation');
            var navToc = nav.find('.toc');

            var main = jQuery('#legacy-portal');
            var main_rect = main[0].getBoundingClientRect();
            var main_height = main.height();
            var main_bottom = main_rect.bottom;
            var main_top = main_rect.top;

            var my_top = main.offset().top - jQuery('#main').offset().top + 5;
            var height = main_height - 5;
            var pos = "absolute";
            if (main_top <= 0) {
                my_top = 0;
                pos = "fixed";
            }

            if (navToc.is(':visible')) {
                if (pos === "fixed") {
                    if (height > ((window.innerHeight || document.documentElement.clientHeight) - my_top)) {
                        height = (window.innerHeight || document.documentElement.clientHeight) - my_top;
                    }

                    if (my_top + height > main_bottom) {
                        height = main_bottom - my_top;
                    }
                } else {
                    if (height > ((window.innerHeight || document.documentElement.clientHeight) - main_top)) {
                        height = (window.innerHeight || document.documentElement.clientHeight) - main_top - 5;
                    }

                    if (height > main_bottom) {
                        height = main_bottom;
                    }
                }

                nav.attr('style', 'top: ' + my_top + 'px !important; height: ' + height + 'px; position: ' + pos);
                navToc.attr('style', 'top: 0px !important; height: ' + height + 'px;');
            } else {
                nav.attr('style', 'top: ' + my_top + 'px !important; height: 0px; position: ' + pos);
            }
        }

        function checkToc() {
            if (document.cookie) {
                var cookies = document.cookie.split(/ *; */);
                for (var i = 0; i < cookies.length; i++) {
                    var current_c = cookies[i].split("=");
                    if (current_c[0] == name_menu) {
                        var menu_status = current_c[1];
                        if (menu_status == "closed") {
                            hideToc();
                        }
                        break;
                    }
                }
            }
        }

        function toggleToc() {
            if (jQuery("#navigation .toc").is(':visible')) {
                hideToc();
            } else {
                showToc();
            }
        }

        function hideToc() {
            var nav = jQuery("#navigation");
            nav.find("button").addClass("tocClosed");
            nav.find(".toc").hide();
            jQuery("#main").addClass('noLtoc');
            styleToc();

            var expDate = new Date();
            expDate.setDate(expDate.getDate() + num_days);
            utils.setCookie(name_menu, 'closed', expDate, '/', false, false);
        }

        function showToc() {
            var nav = jQuery("#navigation");
            nav.find("button").removeClass("tocClosed");
            nav.find(".toc").show();
            jQuery("#main").removeClass('noLtoc');
            styleToc();

            var expDate = new Date();
            expDate.setDate(expDate.getDate() + num_days);
            utils.setCookie(name_menu, 'open', expDate, '/', false, false);
        }

        return {
            init: init,
            toggleToc: toggleToc,
            getTopDocNav: getTopDocNav,
            getBottomDocNav: getBottomDocNav
        };
    }(docs.utils));
    // END TOC FUNCTIONS

    // BEGIN BREADCRUMB FUNCTIONS
    docs.breadcrumbs = (function(labels, utils) {
        var work = 1;

        function init(current_product, current_version, current_book) {
            var support_label = labels["trans_strings"]["Support"];
            var doc_label = labels["trans_strings"]["Product_Documentation"];

            // Create the very basic breadcrumb array
            var doc_array = [doc_label];
            var breadcrumbs = [
                [support_label, "/support/"],
                doc_array
            ];

            // Create the base breadcrumb, which will later be replaced with the extended version
            if (typeof current_product != "undefined" && current_product != '') {
                var prod_label = getProductLabel(current_product);
                var prod_array = [prod_label];
                breadcrumbs.push(prod_array);

                doc_array[1] = "../";

                if (typeof current_version != "undefined" && current_version != '') {
                    var version_label = getVersionLabel(current_product, current_version);
                    var version_array = [version_label];
                    breadcrumbs.push(version_array);

                    doc_array[1] = "../../";
                    prod_array[1] = "../";

                    if (typeof current_book != "undefined" && current_book != '') {
                        doc_array[1] = "../../../../";
                        prod_array[1] = "../../../";
                        version_array[1] = "../../";

                        var book_label = getBookLabel(current_product, current_version, current_book);
                        breadcrumbs.push([book_label]);
                    }
                }
            }

            window.breadcrumbs = breadcrumbs;
        }

        function getProductLabel(current_product) {
            if (current_product !== 'Products') {
                return labels[current_product]["label"];
            } else {
                return labels["trans_strings"]["Products"];
            }
        }

        function getVersionLabel(current_product, current_version) {
            if (current_version !== 'Versions') {
                return labels[current_product][current_version]["label"];
            } else {
                return labels["trans_strings"]["Versions"];
            }
        }

        function getBookLabel(current_product, current_version, current_book) {
            if (current_book !== 'Books') {
                return labels[current_product][current_version][current_book]["label"];
            } else {
                return labels["trans_strings"]["Books"];
            }
        }

        function loadMenus(toc_path, current_product, current_version, current_book) {
            var breadcrumbs = jQuery("#breadcrumbs");

            // Add a small timeout, to try to fix the items not loading
            setTimeout(function () {
                // We only care about fixing up the default breadcrumbs if we have a current product
                if (typeof current_product !== "undefined" && current_product != '') {
                    // Build the new breadcrumbs html
                    var html = jQuery(buildHTML(toc_path, current_product, current_version, current_book));

                    // Remove the dummy Product Documentation text node
                    var breadcrumbsDiv = breadcrumbs.get(0);
                    while (breadcrumbsDiv.childNodes.length > 1) {
                        breadcrumbsDiv.removeChild(breadcrumbsDiv.lastChild);
                    }

                    // Add the new breadcrumbs
                    breadcrumbs.append(html);

                    // Add a small timeout, to try to fix the items not loading
                    // Load and add the hover menus
                    loadMenu("product_menu", toc_path + "/products_menu.html");
                    loadMenu("version_menu", toc_path + '/' + current_product + "/versions_menu.html");
                    if (typeof current_version !== "undefined" && current_version != '') {
                        loadMenu("book_menu", toc_path + '/' + current_product + '/' + current_version + '/' + "/books_menu.html");
                        if (typeof current_book != "undefined" && current_book != '') {
                            loadMenu("book_lang_menu", toc_path + '/' + current_product + '/' + current_version + '/' + current_book + "/lang_menu.html");
                            loadMenu("book_format_menu", toc_path + '/' + current_product + '/' + current_version + '/' + current_book + "/format_menu.html", true);
                        }
                    }
                }

                // For splash pages the language menu is loaded in a global javascript variable
                if (typeof lang_menu_2_div != "undefined" && lang_menu_2_div != '') {
                    breadcrumbs.append(lang_menu_2_div);
                    bindMouseEvents(breadcrumbs, 'lang_menu_2', 'lang_menu_list');
                }

                bindMenuEvents(breadcrumbs, current_version, current_book);
            }, 500);
        }

        function buildHTML(toc_path, current_product, current_version, current_book) {
            // Get the labels
            var prod_label = getProductLabel(current_product);

            // Convert the default menu into something we can use
            var html = '<a href="' + toc_path + '/index.html">' + labels["trans_strings"]["Product_Documentation"] + '</a>';
            html += '<div id="product_menu"><div>' + prod_label + '</div></div>';
            if (typeof current_version !== "undefined" && current_version !== '') {
                var version_label = getVersionLabel(current_product, current_version);
                html += '<div id="version_menu"><div>' + version_label + '</div></div>';
                if (typeof current_book !== "undefined" && current_book !== '') {
                    var book_label = getBookLabel(current_product, current_version, current_book);
                    html += '<div id="book_menu"><div>' + book_label + '</div></div>';

                    if (current_book !== 'Books') {
                        html += '<div id="left-menu"><div id="book_format_menu"><div>' + labels["trans_strings"]["Formats"] + '</div></div>';
                        html += '<div id="book_lang_menu"></div></div>';
                    }
                }
            }
            return html;
        }

        // Setup the menu expand/retract listeners
        function bindMenuEvents(breadcrumbs, current_version, current_book) {
            bindMouseEvents(breadcrumbs, 'product_menu', 'product_menu_list');

            if (typeof current_version !== "undefined" && current_version !== '') {
                bindMouseEvents(breadcrumbs, 'version_menu', 'version_menu_list');

                if (typeof current_book !== "undefined" && current_book !== '') {
                    bindMouseEvents(breadcrumbs, 'book_menu', 'book_menu_list');

                    if (current_book !== 'Books') {
                        bindMouseEvents(breadcrumbs, 'book_format_menu', 'book_format_menu_list');
                        bindMouseEvents(breadcrumbs, 'book_lang_menu', 'book_lang_menu_list');
                    }
                }
            }
        }

        function bindMouseEvents(parent_ele, id, menu_id) {
            var menu_ele = jQuery('#' + id, parent_ele);
            menu_ele.on('mouseout', function () {
                work = 1;
                retractMenu(menu_id);
            });
            menu_ele.on('mouseover', function () {
                work = 1;
                expandMenu(menu_id);
            });
        }

        function loadMenu(id, url, replace) {
            jQuery.get(url, function(data) {
                if (replace) {
                    jQuery('#' + id).html(data);
                } else {
                    jQuery('#' + id).append(data);
                }
            });
        }

        function expandMenu(id) {
            if (work) {
                work = 0;
                var entity = document.getElementById(id);
                if (entity) {
                    var my_class = entity.className;
                    var my_parent = entity.parentNode;
                    if (my_class.indexOf("hidden") != -1) {
                        entity.className = my_class.replace(/hidden/, "visible");
                        my_parent.className = my_parent.className.replace(/collapsed/, "expanded");
                    }
                }
            }
        }

        function retractMenu(id) {
            if (work) {
                work = 0;
                var entity = document.getElementById(id);
                if (entity) {
                    var my_class = entity.className;
                    var my_parent = entity.parentNode;
                    if (my_class.indexOf("visible") != -1) {
                        entity.className = my_class.replace(/visible/, "hidden");
                        my_parent.className = my_parent.className.replace(/expanded/, "collapsed");
                    }
                }
            }
        }

        return {
            init: init,
            loadMenus: loadMenus,
            expandMenu: expandMenu,
            retractMenu: retractMenu
        };
    }(window.labels, docs.utils));
    // END BREADCRUMBS FUNCTIONS

    // START ANALYTICS FUNCTIONS
    docs.analytics = (function() {
        function runAnalytics(ajq) {
            /*
             var pkBaseUrl = (('https:' == document.location.protocol) ? 'https://engstats.redhat.com/piwik/' : 'http://engstats.redhat.com/piwik/');
             var pkUrl = pkBaseUrl + 'piwik.js';
             ajq('body').append('<noscript><p><img src="https://engstats.redhat.com/piwik/piwik.php?idsite=3" style="border:0" alt="" /></p></noscript>');
             require([pkUrl], function() {
             try {
             var piwikTracker = Piwik.getTracker(pkBaseUrl + 'piwik.php', 3);
             if (document.location.hostname == 'access.redhat.com') {
             piwikTracker.trackPageView();
             piwikTracker.enableLinkTracking();
             }
             } catch(err) {}
             });
             */
        }

        return {
            runAnalytics: runAnalytics
        };
    }());
    // END ANALYTICS FUNCTIONS

    // START SPLASH PAGE FUNCTIONS
    docs.splash_page = (function(utils) {
        function init() {
            jQuery(window).bind('hashchange', function () {
                if (window.location.hash === "") {
                    // activate the default section
                } else {
                    //Grab what is after the # from the url bar and remove the #
                    var anchorid = window.location.hash.replace("#", "");
                    var id = anchorid;
                    if (anchorid.match("_")) {
                        id = id.replace(/_.*/g, '');
                    }
                    activateElement2(id + '-selector');
                    activateElement(id + '-categories');
                    activateElement(id);
                    if (anchorid.match("_")) {
                        activateElement2(anchorid, 1);
                    }
                }
            });
            jQuery(window).trigger('hashchange');
        }

        function _activateElement(ele) {
            ele.addClass('active');
            ele.removeClass('hidden');
            ele.siblings().addClass('hidden');
            ele.siblings().removeClass('active');
        }

        function activateElement(elem) {
            _activateElement(jQuery('#' + utils.escapeElementId(elem)));
        }

        function activateElement2(elem, focus) {
            var ele = jQuery('#' + utils.escapeElementId(elem));
            ele.addClass('active');
            ele.siblings().removeClass('active');
            if (focus) {
                jQuery('html,body').animate({scrollTop: ele.offset().top},'slow');
            }
        }

        function activateParentElement(elem) {
            _activateElement(jQuery('#' + utils.escapeElementId(elem)).parent());
        }

        function resetCategories(categ, vers, me) {
            categ = utils.escapeElementId(categ);
            vers = utils.escapeElementId(vers);
            jQuery('#' + categ).children().removeClass('active');
            jQuery(me).addClass('active');
            jQuery('#' +vers).children().removeClass('active');
            jQuery('#' +vers).children().removeClass('hidden');
        }

        return {
            init: init,
            activateElement: activateElement,
            activateElement2: activateElement2,
            activateParentElement: activateParentElement,
            resetCategories: resetCategories
        }
    }(docs.utils));
    // END SPLASH PAGE FUNCTIONS

    function _init(ajq) {
        // Update the JQuery reference, as jquery may only have been loaded during this call
        jQuery = ajq;

        // The docs module is now ready so fire an event
        fireReady();
    }

    function fireReady() {
        if (!ready) {
            ready = true;

            // Fire the ready event to any listeners
            for (var i = 0; i < listeners.length; i++) {
                listeners[i]();
            }
        }
    }

    docs.whenReady = function(callback) {
        if (ready) {
            callback();
        } else {
            listeners.push(callback);
        }
    };

    docs.isReady = function() {
        return ready;
    };

    docs.init = function(toc_path, current_product, current_version, current_book) {
        // Set the siteMapState variable so that the main tab is highlighted
        window.siteMapState = "products & services";

        // Build the core breadcrumbs window object
        docs.breadcrumbs.init(current_product, current_version, current_book);

        // Load the rest of the content when the chroming is ready
        chrometwo_require(['jquery', 'chrome_lib'], function (ajq, lib) {
            // Init the internals
            _init(ajq);

            // Initialise the table of contents
            docs.toc.init();

            // Enable highlighting
            if (typeof hljs !== "undefined") {
                ajq('pre[class*="language-"]').each(function (i, block) {
                    hljs.highlightBlock(block);
                });
            }

            // Load the breadcrumbs menu items
            lib.whenBreadcrumbsReady(function() {
                docs.breadcrumbs.loadMenus(toc_path, current_product, current_version, current_book);
            });
        });
    };

    docs.init_splash_page = function() {
        chrometwo_require(['jquery'], function (ajq) {
            // Init the internals
            _init(ajq);

            // Export some functions to the window, since the templates use window based functions
            window.activateElement = docs.splash_page.activateElement;
            window.activateElement2 = docs.splash_page.activateElement2;
            window.activateParentElement = docs.splash_page.activateParentElement;
            window.resetCategories = docs.splash_page.resetCategories;

            // Initialise the splash page functionality
            docs.splash_page.init();
        });
    };

    // Export some functions to the window for legacy purposes
    window.initializeBreadcrumbs = docs.init;
    window.runAnalytics = docs.analytics.runAnalytics;

    // jQuery may already be available, if that's the case then fire the ready event
    if (typeof jQuery !== 'undefined') {
        fireReady();
    }

    return docs;
}({}));
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/*! jQuery v1.7.1 jquery.com | jquery.org/license */
(function(a,b){function cy(a){return f.isWindow(a)?a:a.nodeType===9?a.defaultView||a.parentWindow:!1}function cv(a){if(!ck[a]){var b=c.body,d=f("<"+a+">").appendTo(b),e=d.css("display");d.remove();if(e==="none"||e===""){cl||(cl=c.createElement("iframe"),cl.frameBorder=cl.width=cl.height=0),b.appendChild(cl);if(!cm||!cl.createElement)cm=(cl.contentWindow||cl.contentDocument).document,cm.write((c.compatMode==="CSS1Compat"?"<!doctype html>":"")+"<html><body>"),cm.close();d=cm.createElement(a),cm.body.appendChild(d),e=f.css(d,"display"),b.removeChild(cl)}ck[a]=e}return ck[a]}function cu(a,b){var c={};f.each(cq.concat.apply([],cq.slice(0,b)),function(){c[this]=a});return c}function ct(){cr=b}function cs(){setTimeout(ct,0);return cr=f.now()}function cj(){try{return new a.ActiveXObject("Microsoft.XMLHTTP")}catch(b){}}function ci(){try{return new a.XMLHttpRequest}catch(b){}}function cc(a,c){a.dataFilter&&(c=a.dataFilter(c,a.dataType));var d=a.dataTypes,e={},g,h,i=d.length,j,k=d[0],l,m,n,o,p;for(g=1;g<i;g++){if(g===1)for(h in a.converters)typeof h=="string"&&(e[h.toLowerCase()]=a.converters[h]);l=k,k=d[g];if(k==="*")k=l;else if(l!=="*"&&l!==k){m=l+" "+k,n=e[m]||e["* "+k];if(!n){p=b;for(o in e){j=o.split(" ");if(j[0]===l||j[0]==="*"){p=e[j[1]+" "+k];if(p){o=e[o],o===!0?n=p:p===!0&&(n=o);break}}}}!n&&!p&&f.error("No conversion from "+m.replace(" "," to ")),n!==!0&&(c=n?n(c):p(o(c)))}}return c}function cb(a,c,d){var e=a.contents,f=a.dataTypes,g=a.responseFields,h,i,j,k;for(i in g)i in d&&(c[g[i]]=d[i]);while(f[0]==="*")f.shift(),h===b&&(h=a.mimeType||c.getResponseHeader("content-type"));if(h)for(i in e)if(e[i]&&e[i].test(h)){f.unshift(i);break}if(f[0]in d)j=f[0];else{for(i in d){if(!f[0]||a.converters[i+" "+f[0]]){j=i;break}k||(k=i)}j=j||k}if(j){j!==f[0]&&f.unshift(j);return d[j]}}function ca(a,b,c,d){if(f.isArray(b))f.each(b,function(b,e){c||bE.test(a)?d(a,e):ca(a+"["+(typeof e=="object"||f.isArray(e)?b:"")+"]",e,c,d)});else if(!c&&b!=null&&typeof b=="object")for(var e in b)ca(a+"["+e+"]",b[e],c,d);else d(a,b)}function b_(a,c){var d,e,g=f.ajaxSettings.flatOptions||{};for(d in c)c[d]!==b&&((g[d]?a:e||(e={}))[d]=c[d]);e&&f.extend(!0,a,e)}function b$(a,c,d,e,f,g){f=f||c.dataTypes[0],g=g||{},g[f]=!0;var h=a[f],i=0,j=h?h.length:0,k=a===bT,l;for(;i<j&&(k||!l);i++)l=h[i](c,d,e),typeof l=="string"&&(!k||g[l]?l=b:(c.dataTypes.unshift(l),l=b$(a,c,d,e,l,g)));(k||!l)&&!g["*"]&&(l=b$(a,c,d,e,"*",g));return l}function bZ(a){return function(b,c){typeof b!="string"&&(c=b,b="*");if(f.isFunction(c)){var d=b.toLowerCase().split(bP),e=0,g=d.length,h,i,j;for(;e<g;e++)h=d[e],j=/^\+/.test(h),j&&(h=h.substr(1)||"*"),i=a[h]=a[h]||[],i[j?"unshift":"push"](c)}}}function bC(a,b,c){var d=b==="width"?a.offsetWidth:a.offsetHeight,e=b==="width"?bx:by,g=0,h=e.length;if(d>0){if(c!=="border")for(;g<h;g++)c||(d-=parseFloat(f.css(a,"padding"+e[g]))||0),c==="margin"?d+=parseFloat(f.css(a,c+e[g]))||0:d-=parseFloat(f.css(a,"border"+e[g]+"Width"))||0;return d+"px"}d=bz(a,b,b);if(d<0||d==null)d=a.style[b]||0;d=parseFloat(d)||0;if(c)for(;g<h;g++)d+=parseFloat(f.css(a,"padding"+e[g]))||0,c!=="padding"&&(d+=parseFloat(f.css(a,"border"+e[g]+"Width"))||0),c==="margin"&&(d+=parseFloat(f.css(a,c+e[g]))||0);return d+"px"}function bp(a,b){b.src?f.ajax({url:b.src,async:!1,dataType:"script"}):f.globalEval((b.text||b.textContent||b.innerHTML||"").replace(bf,"/*$0*/")),b.parentNode&&b.parentNode.removeChild(b)}function bo(a){var b=c.createElement("div");bh.appendChild(b),b.innerHTML=a.outerHTML;return b.firstChild}function bn(a){var b=(a.nodeName||"").toLowerCase();b==="input"?bm(a):b!=="script"&&typeof a.getElementsByTagName!="undefined"&&f.grep(a.getElementsByTagName("input"),bm)}function bm(a){if(a.type==="checkbox"||a.type==="radio")a.defaultChecked=a.checked}function bl(a){return typeof a.getElementsByTagName!="undefined"?a.getElementsByTagName("*"):typeof a.querySelectorAll!="undefined"?a.querySelectorAll("*"):[]}function bk(a,b){var c;if(b.nodeType===1){b.clearAttributes&&b.clearAttributes(),b.mergeAttributes&&b.mergeAttributes(a),c=b.nodeName.toLowerCase();if(c==="object")b.outerHTML=a.outerHTML;else if(c!=="input"||a.type!=="checkbox"&&a.type!=="radio"){if(c==="option")b.selected=a.defaultSelected;else if(c==="input"||c==="textarea")b.defaultValue=a.defaultValue}else a.checked&&(b.defaultChecked=b.checked=a.checked),b.value!==a.value&&(b.value=a.value);b.removeAttribute(f.expando)}}function bj(a,b){if(b.nodeType===1&&!!f.hasData(a)){var c,d,e,g=f._data(a),h=f._data(b,g),i=g.events;if(i){delete h.handle,h.events={};for(c in i)for(d=0,e=i[c].length;d<e;d++)f.event.add(b,c+(i[c][d].namespace?".":"")+i[c][d].namespace,i[c][d],i[c][d].data)}h.data&&(h.data=f.extend({},h.data))}}function bi(a,b){return f.nodeName(a,"table")?a.getElementsByTagName("tbody")[0]||a.appendChild(a.ownerDocument.createElement("tbody")):a}function U(a){var b=V.split("|"),c=a.createDocumentFragment();if(c.createElement)while(b.length)c.createElement(b.pop());return c}function T(a,b,c){b=b||0;if(f.isFunction(b))return f.grep(a,function(a,d){var e=!!b.call(a,d,a);return e===c});if(b.nodeType)return f.grep(a,function(a,d){return a===b===c});if(typeof b=="string"){var d=f.grep(a,function(a){return a.nodeType===1});if(O.test(b))return f.filter(b,d,!c);b=f.filter(b,d)}return f.grep(a,function(a,d){return f.inArray(a,b)>=0===c})}function S(a){return!a||!a.parentNode||a.parentNode.nodeType===11}function K(){return!0}function J(){return!1}function n(a,b,c){var d=b+"defer",e=b+"queue",g=b+"mark",h=f._data(a,d);h&&(c==="queue"||!f._data(a,e))&&(c==="mark"||!f._data(a,g))&&setTimeout(function(){!f._data(a,e)&&!f._data(a,g)&&(f.removeData(a,d,!0),h.fire())},0)}function m(a){for(var b in a){if(b==="data"&&f.isEmptyObject(a[b]))continue;if(b!=="toJSON")return!1}return!0}function l(a,c,d){if(d===b&&a.nodeType===1){var e="data-"+c.replace(k,"-$1").toLowerCase();d=a.getAttribute(e);if(typeof d=="string"){try{d=d==="true"?!0:d==="false"?!1:d==="null"?null:f.isNumeric(d)?parseFloat(d):j.test(d)?f.parseJSON(d):d}catch(g){}f.data(a,c,d)}else d=b}return d}function h(a){var b=g[a]={},c,d;a=a.split(/\s+/);for(c=0,d=a.length;c<d;c++)b[a[c]]=!0;return b}var c=a.document,d=a.navigator,e=a.location,f=function(){function J(){if(!e.isReady){try{c.documentElement.doScroll("left")}catch(a){setTimeout(J,1);return}e.ready()}}var e=function(a,b){return new e.fn.init(a,b,h)},f=a.jQuery,g=a.$,h,i=/^(?:[^#<]*(<[\w\W]+>)[^>]*$|#([\w\-]*)$)/,j=/\S/,k=/^\s+/,l=/\s+$/,m=/^<(\w+)\s*\/?>(?:<\/\1>)?$/,n=/^[\],:{}\s]*$/,o=/\\(?:["\\\/bfnrt]|u[0-9a-fA-F]{4})/g,p=/"[^"\\\n\r]*"|true|false|null|-?\d+(?:\.\d*)?(?:[eE][+\-]?\d+)?/g,q=/(?:^|:|,)(?:\s*\[)+/g,r=/(webkit)[ \/]([\w.]+)/,s=/(opera)(?:.*version)?[ \/]([\w.]+)/,t=/(msie) ([\w.]+)/,u=/(mozilla)(?:.*? rv:([\w.]+))?/,v=/-([a-z]|[0-9])/ig,w=/^-ms-/,x=function(a,b){return(b+"").toUpperCase()},y=d.userAgent,z,A,B,C=Object.prototype.toString,D=Object.prototype.hasOwnProperty,E=Array.prototype.push,F=Array.prototype.slice,G=String.prototype.trim,H=Array.prototype.indexOf,I={};e.fn=e.prototype={constructor:e,init:function(a,d,f){var g,h,j,k;if(!a)return this;if(a.nodeType){this.context=this[0]=a,this.length=1;return this}if(a==="body"&&!d&&c.body){this.context=c,this[0]=c.body,this.selector=a,this.length=1;return this}if(typeof a=="string"){a.charAt(0)!=="<"||a.charAt(a.length-1)!==">"||a.length<3?g=i.exec(a):g=[null,a,null];if(g&&(g[1]||!d)){if(g[1]){d=d instanceof e?d[0]:d,k=d?d.ownerDocument||d:c,j=m.exec(a),j?e.isPlainObject(d)?(a=[c.createElement(j[1])],e.fn.attr.call(a,d,!0)):a=[k.createElement(j[1])]:(j=e.buildFragment([g[1]],[k]),a=(j.cacheable?e.clone(j.fragment):j.fragment).childNodes);return e.merge(this,a)}h=c.getElementById(g[2]);if(h&&h.parentNode){if(h.id!==g[2])return f.find(a);this.length=1,this[0]=h}this.context=c,this.selector=a;return this}return!d||d.jquery?(d||f).find(a):this.constructor(d).find(a)}if(e.isFunction(a))return f.ready(a);a.selector!==b&&(this.selector=a.selector,this.context=a.context);return e.makeArray(a,this)},selector:"",jquery:"1.7.1",length:0,size:function(){return this.length},toArray:function(){return F.call(this,0)},get:function(a){return a==null?this.toArray():a<0?this[this.length+a]:this[a]},pushStack:function(a,b,c){var d=this.constructor();e.isArray(a)?E.apply(d,a):e.merge(d,a),d.prevObject=this,d.context=this.context,b==="find"?d.selector=this.selector+(this.selector?" ":"")+c:b&&(d.selector=this.selector+"."+b+"("+c+")");return d},each:function(a,b){return e.each(this,a,b)},ready:function(a){e.bindReady(),A.add(a);return this},eq:function(a){a=+a;return a===-1?this.slice(a):this.slice(a,a+1)},first:function(){return this.eq(0)},last:function(){return this.eq(-1)},slice:function(){return this.pushStack(F.apply(this,arguments),"slice",F.call(arguments).join(","))},map:function(a){return this.pushStack(e.map(this,function(b,c){return a.call(b,c,b)}))},end:function(){return this.prevObject||this.constructor(null)},push:E,sort:[].sort,splice:[].splice},e.fn.init.prototype=e.fn,e.extend=e.fn.extend=function(){var a,c,d,f,g,h,i=arguments[0]||{},j=1,k=arguments.length,l=!1;typeof i=="boolean"&&(l=i,i=arguments[1]||{},j=2),typeof i!="object"&&!e.isFunction(i)&&(i={}),k===j&&(i=this,--j);for(;j<k;j++)if((a=arguments[j])!=null)for(c in a){d=i[c],f=a[c];if(i===f)continue;l&&f&&(e.isPlainObject(f)||(g=e.isArray(f)))?(g?(g=!1,h=d&&e.isArray(d)?d:[]):h=d&&e.isPlainObject(d)?d:{},i[c]=e.extend(l,h,f)):f!==b&&(i[c]=f)}return i},e.extend({noConflict:function(b){a.$===e&&(a.$=g),b&&a.jQuery===e&&(a.jQuery=f);return e},isReady:!1,readyWait:1,holdReady:function(a){a?e.readyWait++:e.ready(!0)},ready:function(a){if(a===!0&&!--e.readyWait||a!==!0&&!e.isReady){if(!c.body)return setTimeout(e.ready,1);e.isReady=!0;if(a!==!0&&--e.readyWait>0)return;A.fireWith(c,[e]),e.fn.trigger&&e(c).trigger("ready").off("ready")}},bindReady:function(){if(!A){A=e.Callbacks("once memory");if(c.readyState==="complete")return setTimeout(e.ready,1);if(c.addEventListener)c.addEventListener("DOMContentLoaded",B,!1),a.addEventListener("load",e.ready,!1);else if(c.attachEvent){c.attachEvent("onreadystatechange",B),a.attachEvent("onload",e.ready);var b=!1;try{b=a.frameElement==null}catch(d){}c.documentElement.doScroll&&b&&J()}}},isFunction:function(a){return e.type(a)==="function"},isArray:Array.isArray||function(a){return e.type(a)==="array"},isWindow:function(a){return a&&typeof a=="object"&&"setInterval"in a},isNumeric:function(a){return!isNaN(parseFloat(a))&&isFinite(a)},type:function(a){return a==null?String(a):I[C.call(a)]||"object"},isPlainObject:function(a){if(!a||e.type(a)!=="object"||a.nodeType||e.isWindow(a))return!1;try{if(a.constructor&&!D.call(a,"constructor")&&!D.call(a.constructor.prototype,"isPrototypeOf"))return!1}catch(c){return!1}var d;for(d in a);return d===b||D.call(a,d)},isEmptyObject:function(a){for(var b in a)return!1;return!0},error:function(a){throw new Error(a)},parseJSON:function(b){if(typeof b!="string"||!b)return null;b=e.trim(b);if(a.JSON&&a.JSON.parse)return a.JSON.parse(b);if(n.test(b.replace(o,"@").replace(p,"]").replace(q,"")))return(new Function("return "+b))();e.error("Invalid JSON: "+b)},parseXML:function(c){var d,f;try{a.DOMParser?(f=new DOMParser,d=f.parseFromString(c,"text/xml")):(d=new ActiveXObject("Microsoft.XMLDOM"),d.async="false",d.loadXML(c))}catch(g){d=b}(!d||!d.documentElement||d.getElementsByTagName("parsererror").length)&&e.error("Invalid XML: "+c);return d},noop:function(){},globalEval:function(b){b&&j.test(b)&&(a.execScript||function(b){a.eval.call(a,b)})(b)},camelCase:function(a){return a.replace(w,"ms-").replace(v,x)},nodeName:function(a,b){return a.nodeName&&a.nodeName.toUpperCase()===b.toUpperCase()},each:function(a,c,d){var f,g=0,h=a.length,i=h===b||e.isFunction(a);if(d){if(i){for(f in a)if(c.apply(a[f],d)===!1)break}else for(;g<h;)if(c.apply(a[g++],d)===!1)break}else if(i){for(f in a)if(c.call(a[f],f,a[f])===!1)break}else for(;g<h;)if(c.call(a[g],g,a[g++])===!1)break;return a},trim:G?function(a){return a==null?"":G.call(a)}:function(a){return a==null?"":(a+"").replace(k,"").replace(l,"")},makeArray:function(a,b){var c=b||[];if(a!=null){var d=e.type(a);a.length==null||d==="string"||d==="function"||d==="regexp"||e.isWindow(a)?E.call(c,a):e.merge(c,a)}return c},inArray:function(a,b,c){var d;if(b){if(H)return H.call(b,a,c);d=b.length,c=c?c<0?Math.max(0,d+c):c:0;for(;c<d;c++)if(c in b&&b[c]===a)return c}return-1},merge:function(a,c){var d=a.length,e=0;if(typeof c.length=="number")for(var f=c.length;e<f;e++)a[d++]=c[e];else while(c[e]!==b)a[d++]=c[e++];a.length=d;return a},grep:function(a,b,c){var d=[],e;c=!!c;for(var f=0,g=a.length;f<g;f++)e=!!b(a[f],f),c!==e&&d.push(a[f]);return d},map:function(a,c,d){var f,g,h=[],i=0,j=a.length,k=a instanceof e||j!==b&&typeof j=="number"&&(j>0&&a[0]&&a[j-1]||j===0||e.isArray(a));if(k)for(;i<j;i++)f=c(a[i],i,d),f!=null&&(h[h.length]=f);else for(g in a)f=c(a[g],g,d),f!=null&&(h[h.length]=f);return h.concat.apply([],h)},guid:1,proxy:function(a,c){if(typeof c=="string"){var d=a[c];c=a,a=d}if(!e.isFunction(a))return b;var f=F.call(arguments,2),g=function(){return a.apply(c,f.concat(F.call(arguments)))};g.guid=a.guid=a.guid||g.guid||e.guid++;return g},access:function(a,c,d,f,g,h){var i=a.length;if(typeof c=="object"){for(var j in c)e.access(a,j,c[j],f,g,d);return a}if(d!==b){f=!h&&f&&e.isFunction(d);for(var k=0;k<i;k++)g(a[k],c,f?d.call(a[k],k,g(a[k],c)):d,h);return a}return i?g(a[0],c):b},now:function(){return(new Date).getTime()},uaMatch:function(a){a=a.toLowerCase();var b=r.exec(a)||s.exec(a)||t.exec(a)||a.indexOf("compatible")<0&&u.exec(a)||[];return{browser:b[1]||"",version:b[2]||"0"}},sub:function(){function a(b,c){return new a.fn.init(b,c)}e.extend(!0,a,this),a.superclass=this,a.fn=a.prototype=this(),a.fn.constructor=a,a.sub=this.sub,a.fn.init=function(d,f){f&&f instanceof e&&!(f instanceof a)&&(f=a(f));return e.fn.init.call(this,d,f,b)},a.fn.init.prototype=a.fn;var b=a(c);return a},browser:{}}),e.each("Boolean Number String Function Array Date RegExp Object".split(" "),function(a,b){I["[object "+b+"]"]=b.toLowerCase()}),z=e.uaMatch(y),z.browser&&(e.browser[z.browser]=!0,e.browser.version=z.version),e.browser.webkit&&(e.browser.safari=!0),j.test(" ")&&(k=/^[\s\xA0]+/,l=/[\s\xA0]+$/),h=e(c),c.addEventListener?B=function(){c.removeEventListener("DOMContentLoaded",B,!1),e.ready()}:c.attachEvent&&(B=function(){c.readyState==="complete"&&(c.detachEvent("onreadystatechange",B),e.ready())});return e}(),g={};f.Callbacks=function(a){a=a?g[a]||h(a):{};var c=[],d=[],e,i,j,k,l,m=function(b){var d,e,g,h,i;for(d=0,e=b.length;d<e;d++)g=b[d],h=f.type(g),h==="array"?m(g):h==="function"&&(!a.unique||!o.has(g))&&c.push(g)},n=function(b,f){f=f||[],e=!a.memory||[b,f],i=!0,l=j||0,j=0,k=c.length;for(;c&&l<k;l++)if(c[l].apply(b,f)===!1&&a.stopOnFalse){e=!0;break}i=!1,c&&(a.once?e===!0?o.disable():c=[]:d&&d.length&&(e=d.shift(),o.fireWith(e[0],e[1])))},o={add:function(){if(c){var a=c.length;m(arguments),i?k=c.length:e&&e!==!0&&(j=a,n(e[0],e[1]))}return this},remove:function(){if(c){var b=arguments,d=0,e=b.length;for(;d<e;d++)for(var f=0;f<c.length;f++)if(b[d]===c[f]){i&&f<=k&&(k--,f<=l&&l--),c.splice(f--,1);if(a.unique)break}}return this},has:function(a){if(c){var b=0,d=c.length;for(;b<d;b++)if(a===c[b])return!0}return!1},empty:function(){c=[];return this},disable:function(){c=d=e=b;return this},disabled:function(){return!c},lock:function(){d=b,(!e||e===!0)&&o.disable();return this},locked:function(){return!d},fireWith:function(b,c){d&&(i?a.once||d.push([b,c]):(!a.once||!e)&&n(b,c));return this},fire:function(){o.fireWith(this,arguments);return this},fired:function(){return!!e}};return o};var i=[].slice;f.extend({Deferred:function(a){var b=f.Callbacks("once memory"),c=f.Callbacks("once memory"),d=f.Callbacks("memory"),e="pending",g={resolve:b,reject:c,notify:d},h={done:b.add,fail:c.add,progress:d.add,state:function(){return e},isResolved:b.fired,isRejected:c.fired,then:function(a,b,c){i.done(a).fail(b).progress(c);return this},always:function(){i.done.apply(i,arguments).fail.apply(i,arguments);return this},pipe:function(a,b,c){return f.Deferred(function(d){f.each({done:[a,"resolve"],fail:[b,"reject"],progress:[c,"notify"]},function(a,b){var c=b[0],e=b[1],g;f.isFunction(c)?i[a](function(){g=c.apply(this,arguments),g&&f.isFunction(g.promise)?g.promise().then(d.resolve,d.reject,d.notify):d[e+"With"](this===i?d:this,[g])}):i[a](d[e])})}).promise()},promise:function(a){if(a==null)a=h;else for(var b in h)a[b]=h[b];return a}},i=h.promise({}),j;for(j in g)i[j]=g[j].fire,i[j+"With"]=g[j].fireWith;i.done(function(){e="resolved"},c.disable,d.lock).fail(function(){e="rejected"},b.disable,d.lock),a&&a.call(i,i);return i},when:function(a){function m(a){return function(b){e[a]=arguments.length>1?i.call(arguments,0):b,j.notifyWith(k,e)}}function l(a){return function(c){b[a]=arguments.length>1?i.call(arguments,0):c,--g||j.resolveWith(j,b)}}var b=i.call(arguments,0),c=0,d=b.length,e=Array(d),g=d,h=d,j=d<=1&&a&&f.isFunction(a.promise)?a:f.Deferred(),k=j.promise();if(d>1){for(;c<d;c++)b[c]&&b[c].promise&&f.isFunction(b[c].promise)?b[c].promise().then(l(c),j.reject,m(c)):--g;g||j.resolveWith(j,b)}else j!==a&&j.resolveWith(j,d?[a]:[]);return k}}),f.support=function(){var b,d,e,g,h,i,j,k,l,m,n,o,p,q=c.createElement("div"),r=c.documentElement;q.setAttribute("className","t"),q.innerHTML="   <link/><table></table><a href='/a' style='top:1px;float:left;opacity:.55;'>a</a><input type='checkbox'/>",d=q.getElementsByTagName("*"),e=q.getElementsByTagName("a")[0];if(!d||!d.length||!e)return{};g=c.createElement("select"),h=g.appendChild(c.createElement("option")),i=q.getElementsByTagName("input")[0],b={leadingWhitespace:q.firstChild.nodeType===3,tbody:!q.getElementsByTagName("tbody").length,htmlSerialize:!!q.getElementsByTagName("link").length,style:/top/.test(e.getAttribute("style")),hrefNormalized:e.getAttribute("href")==="/a",opacity:/^0.55/.test(e.style.opacity),cssFloat:!!e.style.cssFloat,checkOn:i.value==="on",optSelected:h.selected,getSetAttribute:q.className!=="t",enctype:!!c.createElement("form").enctype,html5Clone:c.createElement("nav").cloneNode(!0).outerHTML!=="<:nav></:nav>",submitBubbles:!0,changeBubbles:!0,focusinBubbles:!1,deleteExpando:!0,noCloneEvent:!0,inlineBlockNeedsLayout:!1,shrinkWrapBlocks:!1,reliableMarginRight:!0},i.checked=!0,b.noCloneChecked=i.cloneNode(!0).checked,g.disabled=!0,b.optDisabled=!h.disabled;try{delete q.test}catch(s){b.deleteExpando=!1}!q.addEventListener&&q.attachEvent&&q.fireEvent&&(q.attachEvent("onclick",function(){b.noCloneEvent=!1}),q.cloneNode(!0).fireEvent("onclick")),i=c.createElement("input"),i.value="t",i.setAttribute("type","radio"),b.radioValue=i.value==="t",i.setAttribute("checked","checked"),q.appendChild(i),k=c.createDocumentFragment(),k.appendChild(q.lastChild),b.checkClone=k.cloneNode(!0).cloneNode(!0).lastChild.checked,b.appendChecked=i.checked,k.removeChild(i),k.appendChild(q),q.innerHTML="",a.getComputedStyle&&(j=c.createElement("div"),j.style.width="0",j.style.marginRight="0",q.style.width="2px",q.appendChild(j),b.reliableMarginRight=(parseInt((a.getComputedStyle(j,null)||{marginRight:0}).marginRight,10)||0)===0);if(q.attachEvent)for(o in{submit:1,change:1,focusin:1})n="on"+o,p=n in q,p||(q.setAttribute(n,"return;"),p=typeof q[n]=="function"),b[o+"Bubbles"]=p;k.removeChild(q),k=g=h=j=q=i=null,f(function(){var a,d,e,g,h,i,j,k,m,n,o,r=c.getElementsByTagName("body")[0];!r||(j=1,k="position:absolute;top:0;left:0;width:1px;height:1px;margin:0;",m="visibility:hidden;border:0;",n="style='"+k+"border:5px solid #000;padding:0;'",o="<div "+n+"><div></div></div>"+"<table "+n+" cellpadding='0' cellspacing='0'>"+"<tr><td></td></tr></table>",a=c.createElement("div"),a.style.cssText=m+"width:0;height:0;position:static;top:0;margin-top:"+j+"px",r.insertBefore(a,r.firstChild),q=c.createElement("div"),a.appendChild(q),q.innerHTML="<table><tr><td style='padding:0;border:0;display:none'></td><td>t</td></tr></table>",l=q.getElementsByTagName("td"),p=l[0].offsetHeight===0,l[0].style.display="",l[1].style.display="none",b.reliableHiddenOffsets=p&&l[0].offsetHeight===0,q.innerHTML="",q.style.width=q.style.paddingLeft="1px",f.boxModel=b.boxModel=q.offsetWidth===2,typeof q.style.zoom!="undefined"&&(q.style.display="inline",q.style.zoom=1,b.inlineBlockNeedsLayout=q.offsetWidth===2,q.style.display="",q.innerHTML="<div style='width:4px;'></div>",b.shrinkWrapBlocks=q.offsetWidth!==2),q.style.cssText=k+m,q.innerHTML=o,d=q.firstChild,e=d.firstChild,h=d.nextSibling.firstChild.firstChild,i={doesNotAddBorder:e.offsetTop!==5,doesAddBorderForTableAndCells:h.offsetTop===5},e.style.position="fixed",e.style.top="20px",i.fixedPosition=e.offsetTop===20||e.offsetTop===15,e.style.position=e.style.top="",d.style.overflow="hidden",d.style.position="relative",i.subtractsBorderForOverflowNotVisible=e.offsetTop===-5,i.doesNotIncludeMarginInBodyOffset=r.offsetTop!==j,r.removeChild(a),q=a=null,f.extend(b,i))});return b}();var j=/^(?:\{.*\}|\[.*\])$/,k=/([A-Z])/g;f.extend({cache:{},uuid:0,expando:"jQuery"+(f.fn.jquery+Math.random()).replace(/\D/g,""),noData:{embed:!0,object:"clsid:D27CDB6E-AE6D-11cf-96B8-444553540000",applet:!0},hasData:function(a){a=a.nodeType?f.cache[a[f.expando]]:a[f.expando];return!!a&&!m(a)},data:function(a,c,d,e){if(!!f.acceptData(a)){var g,h,i,j=f.expando,k=typeof c=="string",l=a.nodeType,m=l?f.cache:a,n=l?a[j]:a[j]&&j,o=c==="events";if((!n||!m[n]||!o&&!e&&!m[n].data)&&k&&d===b)return;n||(l?a[j]=n=++f.uuid:n=j),m[n]||(m[n]={},l||(m[n].toJSON=f.noop));if(typeof c=="object"||typeof c=="function")e?m[n]=f.extend(m[n],c):m[n].data=f.extend(m[n].data,c);g=h=m[n],e||(h.data||(h.data={}),h=h.data),d!==b&&(h[f.camelCase(c)]=d);if(o&&!h[c])return g.events;k?(i=h[c],i==null&&(i=h[f.camelCase(c)])):i=h;return i}},removeData:function(a,b,c){if(!!f.acceptData(a)){var d,e,g,h=f.expando,i=a.nodeType,j=i?f.cache:a,k=i?a[h]:h;if(!j[k])return;if(b){d=c?j[k]:j[k].data;if(d){f.isArray(b)||(b in d?b=[b]:(b=f.camelCase(b),b in d?b=[b]:b=b.split(" ")));for(e=0,g=b.length;e<g;e++)delete d[b[e]];if(!(c?m:f.isEmptyObject)(d))return}}if(!c){delete j[k].data;if(!m(j[k]))return}f.support.deleteExpando||!j.setInterval?delete j[k]:j[k]=null,i&&(f.support.deleteExpando?delete a[h]:a.removeAttribute?a.removeAttribute(h):a[h]=null)}},_data:function(a,b,c){return f.data(a,b,c,!0)},acceptData:function(a){if(a.nodeName){var b=f.noData[a.nodeName.toLowerCase()];if(b)return b!==!0&&a.getAttribute("classid")===b}return!0}}),f.fn.extend({data:function(a,c){var d,e,g,h=null;if(typeof a=="undefined"){if(this.length){h=f.data(this[0]);if(this[0].nodeType===1&&!f._data(this[0],"parsedAttrs")){e=this[0].attributes;for(var i=0,j=e.length;i<j;i++)g=e[i].name,g.indexOf("data-")===0&&(g=f.camelCase(g.substring(5)),l(this[0],g,h[g]));f._data(this[0],"parsedAttrs",!0)}}return h}if(typeof a=="object")return this.each(function(){f.data(this,a)});d=a.split("."),d[1]=d[1]?"."+d[1]:"";if(c===b){h=this.triggerHandler("getData"+d[1]+"!",[d[0]]),h===b&&this.length&&(h=f.data(this[0],a),h=l(this[0],a,h));return h===b&&d[1]?this.data(d[0]):h}return this.each(function(){var b=f(this),e=[d[0],c];b.triggerHandler("setData"+d[1]+"!",e),f.data(this,a,c),b.triggerHandler("changeData"+d[1]+"!",e)})},removeData:function(a){return this.each(function(){f.removeData(this,a)})}}),f.extend({_mark:function(a,b){a&&(b=(b||"fx")+"mark",f._data(a,b,(f._data(a,b)||0)+1))},_unmark:function(a,b,c){a!==!0&&(c=b,b=a,a=!1);if(b){c=c||"fx";var d=c+"mark",e=a?0:(f._data(b,d)||1)-1;e?f._data(b,d,e):(f.removeData(b,d,!0),n(b,c,"mark"))}},queue:function(a,b,c){var d;if(a){b=(b||"fx")+"queue",d=f._data(a,b),c&&(!d||f.isArray(c)?d=f._data(a,b,f.makeArray(c)):d.push(c));return d||[]}},dequeue:function(a,b){b=b||"fx";var c=f.queue(a,b),d=c.shift(),e={};d==="inprogress"&&(d=c.shift()),d&&(b==="fx"&&c.unshift("inprogress"),f._data(a,b+".run",e),d.call(a,function(){f.dequeue(a,b)},e)),c.length||(f.removeData(a,b+"queue "+b+".run",!0),n(a,b,"queue"))}}),f.fn.extend({queue:function(a,c){typeof a!="string"&&(c=a,a="fx");if(c===b)return f.queue(this[0],a);return this.each(function(){var b=f.queue(this,a,c);a==="fx"&&b[0]!=="inprogress"&&f.dequeue(this,a)})},dequeue:function(a){return this.each(function(){f.dequeue(this,a)})},delay:function(a,b){a=f.fx?f.fx.speeds[a]||a:a,b=b||"fx";return this.queue(b,function(b,c){var d=setTimeout(b,a);c.stop=function(){clearTimeout(d)}})},clearQueue:function(a){return this.queue(a||"fx",[])},promise:function(a,c){function m(){--h||d.resolveWith(e,[e])}typeof a!="string"&&(c=a,a=b),a=a||"fx";var d=f.Deferred(),e=this,g=e.length,h=1,i=a+"defer",j=a+"queue",k=a+"mark",l;while(g--)if(l=f.data(e[g],i,b,!0)||(f.data(e[g],j,b,!0)||f.data(e[g],k,b,!0))&&f.data(e[g],i,f.Callbacks("once memory"),!0))h++,l.add(m);m();return d.promise()}});var o=/[\n\t\r]/g,p=/\s+/,q=/\r/g,r=/^(?:button|input)$/i,s=/^(?:button|input|object|select|textarea)$/i,t=/^a(?:rea)?$/i,u=/^(?:autofocus|autoplay|async|checked|controls|defer|disabled|hidden|loop|multiple|open|readonly|required|scoped|selected)$/i,v=f.support.getSetAttribute,w,x,y;f.fn.extend({attr:function(a,b){return f.access(this,a,b,!0,f.attr)},removeAttr:function(a){return this.each(function(){f.removeAttr(this,a)})},prop:function(a,b){return f.access(this,a,b,!0,f.prop)},removeProp:function(a){a=f.propFix[a]||a;return this.each(function(){try{this[a]=b,delete this[a]}catch(c){}})},addClass:function(a){var b,c,d,e,g,h,i;if(f.isFunction(a))return this.each(function(b){f(this).addClass(a.call(this,b,this.className))});if(a&&typeof a=="string"){b=a.split(p);for(c=0,d=this.length;c<d;c++){e=this[c];if(e.nodeType===1)if(!e.className&&b.length===1)e.className=a;else{g=" "+e.className+" ";for(h=0,i=b.length;h<i;h++)~g.indexOf(" "+b[h]+" ")||(g+=b[h]+" ");e.className=f.trim(g)}}}return this},removeClass:function(a){var c,d,e,g,h,i,j;if(f.isFunction(a))return this.each(function(b){f(this).removeClass(a.call(this,b,this.className))});if(a&&typeof a=="string"||a===b){c=(a||"").split(p);for(d=0,e=this.length;d<e;d++){g=this[d];if(g.nodeType===1&&g.className)if(a){h=(" "+g.className+" ").replace(o," ");for(i=0,j=c.length;i<j;i++)h=h.replace(" "+c[i]+" "," ");g.className=f.trim(h)}else g.className=""}}return this},toggleClass:function(a,b){var c=typeof a,d=typeof b=="boolean";if(f.isFunction(a))return this.each(function(c){f(this).toggleClass(a.call(this,c,this.className,b),b)});return this.each(function(){if(c==="string"){var e,g=0,h=f(this),i=b,j=a.split(p);while(e=j[g++])i=d?i:!h.hasClass(e),h[i?"addClass":"removeClass"](e)}else if(c==="undefined"||c==="boolean")this.className&&f._data(this,"__className__",this.className),this.className=this.className||a===!1?"":f._data(this,"__className__")||""})},hasClass:function(a){var b=" "+a+" ",c=0,d=this.length;for(;c<d;c++)if(this[c].nodeType===1&&(" "+this[c].className+" ").replace(o," ").indexOf(b)>-1)return!0;return!1},val:function(a){var c,d,e,g=this[0];{if(!!arguments.length){e=f.isFunction(a);return this.each(function(d){var g=f(this),h;if(this.nodeType===1){e?h=a.call(this,d,g.val()):h=a,h==null?h="":typeof h=="number"?h+="":f.isArray(h)&&(h=f.map(h,function(a){return a==null?"":a+""})),c=f.valHooks[this.nodeName.toLowerCase()]||f.valHooks[this.type];if(!c||!("set"in c)||c.set(this,h,"value")===b)this.value=h}})}if(g){c=f.valHooks[g.nodeName.toLowerCase()]||f.valHooks[g.type];if(c&&"get"in c&&(d=c.get(g,"value"))!==b)return d;d=g.value;return typeof d=="string"?d.replace(q,""):d==null?"":d}}}}),f.extend({valHooks:{option:{get:function(a){var b=a.attributes.value;return!b||b.specified?a.value:a.text}},select:{get:function(a){var b,c,d,e,g=a.selectedIndex,h=[],i=a.options,j=a.type==="select-one";if(g<0)return null;c=j?g:0,d=j?g+1:i.length;for(;c<d;c++){e=i[c];if(e.selected&&(f.support.optDisabled?!e.disabled:e.getAttribute("disabled")===null)&&(!e.parentNode.disabled||!f.nodeName(e.parentNode,"optgroup"))){b=f(e).val();if(j)return b;h.push(b)}}if(j&&!h.length&&i.length)return f(i[g]).val();return h},set:function(a,b){var c=f.makeArray(b);f(a).find("option").each(function(){this.selected=f.inArray(f(this).val(),c)>=0}),c.length||(a.selectedIndex=-1);return c}}},attrFn:{val:!0,css:!0,html:!0,text:!0,data:!0,width:!0,height:!0,offset:!0},attr:function(a,c,d,e){var g,h,i,j=a.nodeType;if(!!a&&j!==3&&j!==8&&j!==2){if(e&&c in f.attrFn)return f(a)[c](d);if(typeof a.getAttribute=="undefined")return f.prop(a,c,d);i=j!==1||!f.isXMLDoc(a),i&&(c=c.toLowerCase(),h=f.attrHooks[c]||(u.test(c)?x:w));if(d!==b){if(d===null){f.removeAttr(a,c);return}if(h&&"set"in h&&i&&(g=h.set(a,d,c))!==b)return g;a.setAttribute(c,""+d);return d}if(h&&"get"in h&&i&&(g=h.get(a,c))!==null)return g;g=a.getAttribute(c);return g===null?b:g}},removeAttr:function(a,b){var c,d,e,g,h=0;if(b&&a.nodeType===1){d=b.toLowerCase().split(p),g=d.length;for(;h<g;h++)e=d[h],e&&(c=f.propFix[e]||e,f.attr(a,e,""),a.removeAttribute(v?e:c),u.test(e)&&c in a&&(a[c]=!1))}},attrHooks:{type:{set:function(a,b){if(r.test(a.nodeName)&&a.parentNode)f.error("type property can't be changed");else if(!f.support.radioValue&&b==="radio"&&f.nodeName(a,"input")){var c=a.value;a.setAttribute("type",b),c&&(a.value=c);return b}}},value:{get:function(a,b){if(w&&f.nodeName(a,"button"))return w.get(a,b);return b in a?a.value:null},set:function(a,b,c){if(w&&f.nodeName(a,"button"))return w.set(a,b,c);a.value=b}}},propFix:{tabindex:"tabIndex",readonly:"readOnly","for":"htmlFor","class":"className",maxlength:"maxLength",cellspacing:"cellSpacing",cellpadding:"cellPadding",rowspan:"rowSpan",colspan:"colSpan",usemap:"useMap",frameborder:"frameBorder",contenteditable:"contentEditable"},prop:function(a,c,d){var e,g,h,i=a.nodeType;if(!!a&&i!==3&&i!==8&&i!==2){h=i!==1||!f.isXMLDoc(a),h&&(c=f.propFix[c]||c,g=f.propHooks[c]);return d!==b?g&&"set"in g&&(e=g.set(a,d,c))!==b?e:a[c]=d:g&&"get"in g&&(e=g.get(a,c))!==null?e:a[c]}},propHooks:{tabIndex:{get:function(a){var c=a.getAttributeNode("tabindex");return c&&c.specified?parseInt(c.value,10):s.test(a.nodeName)||t.test(a.nodeName)&&a.href?0:b}}}}),f.attrHooks.tabindex=f.propHooks.tabIndex,x={get:function(a,c){var d,e=f.prop(a,c);return e===!0||typeof e!="boolean"&&(d=a.getAttributeNode(c))&&d.nodeValue!==!1?c.toLowerCase():b},set:function(a,b,c){var d;b===!1?f.removeAttr(a,c):(d=f.propFix[c]||c,d in a&&(a[d]=!0),a.setAttribute(c,c.toLowerCase()));return c}},v||(y={name:!0,id:!0},w=f.valHooks.button={get:function(a,c){var d;d=a.getAttributeNode(c);return d&&(y[c]?d.nodeValue!=="":d.specified)?d.nodeValue:b},set:function(a,b,d){var e=a.getAttributeNode(d);e||(e=c.createAttribute(d),a.setAttributeNode(e));return e.nodeValue=b+""}},f.attrHooks.tabindex.set=w.set,f.each(["width","height"],function(a,b){f.attrHooks[b]=f.extend(f.attrHooks[b],{set:function(a,c){if(c===""){a.setAttribute(b,"auto");return c}}})}),f.attrHooks.contenteditable={get:w.get,set:function(a,b,c){b===""&&(b="false"),w.set(a,b,c)}}),f.support.hrefNormalized||f.each(["href","src","width","height"],function(a,c){f.attrHooks[c]=f.extend(f.attrHooks[c],{get:function(a){var d=a.getAttribute(c,2);return d===null?b:d}})}),f.support.style||(f.attrHooks.style={get:function(a){return a.style.cssText.toLowerCase()||b},set:function(a,b){return a.style.cssText=""+b}}),f.support.optSelected||(f.propHooks.selected=f.extend(f.propHooks.selected,{get:function(a){var b=a.parentNode;b&&(b.selectedIndex,b.parentNode&&b.parentNode.selectedIndex);return null}})),f.support.enctype||(f.propFix.enctype="encoding"),f.support.checkOn||f.each(["radio","checkbox"],function(){f.valHooks[this]={get:function(a){return a.getAttribute("value")===null?"on":a.value}}}),f.each(["radio","checkbox"],function(){f.valHooks[this]=f.extend(f.valHooks[this],{set:function(a,b){if(f.isArray(b))return a.checked=f.inArray(f(a).val(),b)>=0}})});var z=/^(?:textarea|input|select)$/i,A=/^([^\.]*)?(?:\.(.+))?$/,B=/\bhover(\.\S+)?\b/,C=/^key/,D=/^(?:mouse|contextmenu)|click/,E=/^(?:focusinfocus|focusoutblur)$/,F=/^(\w*)(?:#([\w\-]+))?(?:\.([\w\-]+))?$/,G=function(a){var b=F.exec(a);b&&(b[1]=(b[1]||"").toLowerCase(),b[3]=b[3]&&new RegExp("(?:^|\\s)"+b[3]+"(?:\\s|$)"));return b},H=function(a,b){var c=a.attributes||{};return(!b[1]||a.nodeName.toLowerCase()===b[1])&&(!b[2]||(c.id||{}).value===b[2])&&(!b[3]||b[3].test((c["class"]||{}).value))},I=function(a){return f.event.special.hover?a:a.replace(B,"mouseenter$1 mouseleave$1")};
    f.event={add:function(a,c,d,e,g){var h,i,j,k,l,m,n,o,p,q,r,s;if(!(a.nodeType===3||a.nodeType===8||!c||!d||!(h=f._data(a)))){d.handler&&(p=d,d=p.handler),d.guid||(d.guid=f.guid++),j=h.events,j||(h.events=j={}),i=h.handle,i||(h.handle=i=function(a){return typeof f!="undefined"&&(!a||f.event.triggered!==a.type)?f.event.dispatch.apply(i.elem,arguments):b},i.elem=a),c=f.trim(I(c)).split(" ");for(k=0;k<c.length;k++){l=A.exec(c[k])||[],m=l[1],n=(l[2]||"").split(".").sort(),s=f.event.special[m]||{},m=(g?s.delegateType:s.bindType)||m,s=f.event.special[m]||{},o=f.extend({type:m,origType:l[1],data:e,handler:d,guid:d.guid,selector:g,quick:G(g),namespace:n.join(".")},p),r=j[m];if(!r){r=j[m]=[],r.delegateCount=0;if(!s.setup||s.setup.call(a,e,n,i)===!1)a.addEventListener?a.addEventListener(m,i,!1):a.attachEvent&&a.attachEvent("on"+m,i)}s.add&&(s.add.call(a,o),o.handler.guid||(o.handler.guid=d.guid)),g?r.splice(r.delegateCount++,0,o):r.push(o),f.event.global[m]=!0}a=null}},global:{},remove:function(a,b,c,d,e){var g=f.hasData(a)&&f._data(a),h,i,j,k,l,m,n,o,p,q,r,s;if(!!g&&!!(o=g.events)){b=f.trim(I(b||"")).split(" ");for(h=0;h<b.length;h++){i=A.exec(b[h])||[],j=k=i[1],l=i[2];if(!j){for(j in o)f.event.remove(a,j+b[h],c,d,!0);continue}p=f.event.special[j]||{},j=(d?p.delegateType:p.bindType)||j,r=o[j]||[],m=r.length,l=l?new RegExp("(^|\\.)"+l.split(".").sort().join("\\.(?:.*\\.)?")+"(\\.|$)"):null;for(n=0;n<r.length;n++)s=r[n],(e||k===s.origType)&&(!c||c.guid===s.guid)&&(!l||l.test(s.namespace))&&(!d||d===s.selector||d==="**"&&s.selector)&&(r.splice(n--,1),s.selector&&r.delegateCount--,p.remove&&p.remove.call(a,s));r.length===0&&m!==r.length&&((!p.teardown||p.teardown.call(a,l)===!1)&&f.removeEvent(a,j,g.handle),delete o[j])}f.isEmptyObject(o)&&(q=g.handle,q&&(q.elem=null),f.removeData(a,["events","handle"],!0))}},customEvent:{getData:!0,setData:!0,changeData:!0},trigger:function(c,d,e,g){if(!e||e.nodeType!==3&&e.nodeType!==8){var h=c.type||c,i=[],j,k,l,m,n,o,p,q,r,s;if(E.test(h+f.event.triggered))return;h.indexOf("!")>=0&&(h=h.slice(0,-1),k=!0),h.indexOf(".")>=0&&(i=h.split("."),h=i.shift(),i.sort());if((!e||f.event.customEvent[h])&&!f.event.global[h])return;c=typeof c=="object"?c[f.expando]?c:new f.Event(h,c):new f.Event(h),c.type=h,c.isTrigger=!0,c.exclusive=k,c.namespace=i.join("."),c.namespace_re=c.namespace?new RegExp("(^|\\.)"+i.join("\\.(?:.*\\.)?")+"(\\.|$)"):null,o=h.indexOf(":")<0?"on"+h:"";if(!e){j=f.cache;for(l in j)j[l].events&&j[l].events[h]&&f.event.trigger(c,d,j[l].handle.elem,!0);return}c.result=b,c.target||(c.target=e),d=d!=null?f.makeArray(d):[],d.unshift(c),p=f.event.special[h]||{};if(p.trigger&&p.trigger.apply(e,d)===!1)return;r=[[e,p.bindType||h]];if(!g&&!p.noBubble&&!f.isWindow(e)){s=p.delegateType||h,m=E.test(s+h)?e:e.parentNode,n=null;for(;m;m=m.parentNode)r.push([m,s]),n=m;n&&n===e.ownerDocument&&r.push([n.defaultView||n.parentWindow||a,s])}for(l=0;l<r.length&&!c.isPropagationStopped();l++)m=r[l][0],c.type=r[l][1],q=(f._data(m,"events")||{})[c.type]&&f._data(m,"handle"),q&&q.apply(m,d),q=o&&m[o],q&&f.acceptData(m)&&q.apply(m,d)===!1&&c.preventDefault();c.type=h,!g&&!c.isDefaultPrevented()&&(!p._default||p._default.apply(e.ownerDocument,d)===!1)&&(h!=="click"||!f.nodeName(e,"a"))&&f.acceptData(e)&&o&&e[h]&&(h!=="focus"&&h!=="blur"||c.target.offsetWidth!==0)&&!f.isWindow(e)&&(n=e[o],n&&(e[o]=null),f.event.triggered=h,e[h](),f.event.triggered=b,n&&(e[o]=n));return c.result}},dispatch:function(c){c=f.event.fix(c||a.event);var d=(f._data(this,"events")||{})[c.type]||[],e=d.delegateCount,g=[].slice.call(arguments,0),h=!c.exclusive&&!c.namespace,i=[],j,k,l,m,n,o,p,q,r,s,t;g[0]=c,c.delegateTarget=this;if(e&&!c.target.disabled&&(!c.button||c.type!=="click")){m=f(this),m.context=this.ownerDocument||this;for(l=c.target;l!=this;l=l.parentNode||this){o={},q=[],m[0]=l;for(j=0;j<e;j++)r=d[j],s=r.selector,o[s]===b&&(o[s]=r.quick?H(l,r.quick):m.is(s)),o[s]&&q.push(r);q.length&&i.push({elem:l,matches:q})}}d.length>e&&i.push({elem:this,matches:d.slice(e)});for(j=0;j<i.length&&!c.isPropagationStopped();j++){p=i[j],c.currentTarget=p.elem;for(k=0;k<p.matches.length&&!c.isImmediatePropagationStopped();k++){r=p.matches[k];if(h||!c.namespace&&!r.namespace||c.namespace_re&&c.namespace_re.test(r.namespace))c.data=r.data,c.handleObj=r,n=((f.event.special[r.origType]||{}).handle||r.handler).apply(p.elem,g),n!==b&&(c.result=n,n===!1&&(c.preventDefault(),c.stopPropagation()))}}return c.result},props:"attrChange attrName relatedNode srcElement altKey bubbles cancelable ctrlKey currentTarget eventPhase metaKey relatedTarget shiftKey target timeStamp view which".split(" "),fixHooks:{},keyHooks:{props:"char charCode key keyCode".split(" "),filter:function(a,b){a.which==null&&(a.which=b.charCode!=null?b.charCode:b.keyCode);return a}},mouseHooks:{props:"button buttons clientX clientY fromElement offsetX offsetY pageX pageY screenX screenY toElement".split(" "),filter:function(a,d){var e,f,g,h=d.button,i=d.fromElement;a.pageX==null&&d.clientX!=null&&(e=a.target.ownerDocument||c,f=e.documentElement,g=e.body,a.pageX=d.clientX+(f&&f.scrollLeft||g&&g.scrollLeft||0)-(f&&f.clientLeft||g&&g.clientLeft||0),a.pageY=d.clientY+(f&&f.scrollTop||g&&g.scrollTop||0)-(f&&f.clientTop||g&&g.clientTop||0)),!a.relatedTarget&&i&&(a.relatedTarget=i===a.target?d.toElement:i),!a.which&&h!==b&&(a.which=h&1?1:h&2?3:h&4?2:0);return a}},fix:function(a){if(a[f.expando])return a;var d,e,g=a,h=f.event.fixHooks[a.type]||{},i=h.props?this.props.concat(h.props):this.props;a=f.Event(g);for(d=i.length;d;)e=i[--d],a[e]=g[e];a.target||(a.target=g.srcElement||c),a.target.nodeType===3&&(a.target=a.target.parentNode),a.metaKey===b&&(a.metaKey=a.ctrlKey);return h.filter?h.filter(a,g):a},special:{ready:{setup:f.bindReady},load:{noBubble:!0},focus:{delegateType:"focusin"},blur:{delegateType:"focusout"},beforeunload:{setup:function(a,b,c){f.isWindow(this)&&(this.onbeforeunload=c)},teardown:function(a,b){this.onbeforeunload===b&&(this.onbeforeunload=null)}}},simulate:function(a,b,c,d){var e=f.extend(new f.Event,c,{type:a,isSimulated:!0,originalEvent:{}});d?f.event.trigger(e,null,b):f.event.dispatch.call(b,e),e.isDefaultPrevented()&&c.preventDefault()}},f.event.handle=f.event.dispatch,f.removeEvent=c.removeEventListener?function(a,b,c){a.removeEventListener&&a.removeEventListener(b,c,!1)}:function(a,b,c){a.detachEvent&&a.detachEvent("on"+b,c)},f.Event=function(a,b){if(!(this instanceof f.Event))return new f.Event(a,b);a&&a.type?(this.originalEvent=a,this.type=a.type,this.isDefaultPrevented=a.defaultPrevented||a.returnValue===!1||a.getPreventDefault&&a.getPreventDefault()?K:J):this.type=a,b&&f.extend(this,b),this.timeStamp=a&&a.timeStamp||f.now(),this[f.expando]=!0},f.Event.prototype={preventDefault:function(){this.isDefaultPrevented=K;var a=this.originalEvent;!a||(a.preventDefault?a.preventDefault():a.returnValue=!1)},stopPropagation:function(){this.isPropagationStopped=K;var a=this.originalEvent;!a||(a.stopPropagation&&a.stopPropagation(),a.cancelBubble=!0)},stopImmediatePropagation:function(){this.isImmediatePropagationStopped=K,this.stopPropagation()},isDefaultPrevented:J,isPropagationStopped:J,isImmediatePropagationStopped:J},f.each({mouseenter:"mouseover",mouseleave:"mouseout"},function(a,b){f.event.special[a]={delegateType:b,bindType:b,handle:function(a){var c=this,d=a.relatedTarget,e=a.handleObj,g=e.selector,h;if(!d||d!==c&&!f.contains(c,d))a.type=e.origType,h=e.handler.apply(this,arguments),a.type=b;return h}}}),f.support.submitBubbles||(f.event.special.submit={setup:function(){if(f.nodeName(this,"form"))return!1;f.event.add(this,"click._submit keypress._submit",function(a){var c=a.target,d=f.nodeName(c,"input")||f.nodeName(c,"button")?c.form:b;d&&!d._submit_attached&&(f.event.add(d,"submit._submit",function(a){this.parentNode&&!a.isTrigger&&f.event.simulate("submit",this.parentNode,a,!0)}),d._submit_attached=!0)})},teardown:function(){if(f.nodeName(this,"form"))return!1;f.event.remove(this,"._submit")}}),f.support.changeBubbles||(f.event.special.change={setup:function(){if(z.test(this.nodeName)){if(this.type==="checkbox"||this.type==="radio")f.event.add(this,"propertychange._change",function(a){a.originalEvent.propertyName==="checked"&&(this._just_changed=!0)}),f.event.add(this,"click._change",function(a){this._just_changed&&!a.isTrigger&&(this._just_changed=!1,f.event.simulate("change",this,a,!0))});return!1}f.event.add(this,"beforeactivate._change",function(a){var b=a.target;z.test(b.nodeName)&&!b._change_attached&&(f.event.add(b,"change._change",function(a){this.parentNode&&!a.isSimulated&&!a.isTrigger&&f.event.simulate("change",this.parentNode,a,!0)}),b._change_attached=!0)})},handle:function(a){var b=a.target;if(this!==b||a.isSimulated||a.isTrigger||b.type!=="radio"&&b.type!=="checkbox")return a.handleObj.handler.apply(this,arguments)},teardown:function(){f.event.remove(this,"._change");return z.test(this.nodeName)}}),f.support.focusinBubbles||f.each({focus:"focusin",blur:"focusout"},function(a,b){var d=0,e=function(a){f.event.simulate(b,a.target,f.event.fix(a),!0)};f.event.special[b]={setup:function(){d++===0&&c.addEventListener(a,e,!0)},teardown:function(){--d===0&&c.removeEventListener(a,e,!0)}}}),f.fn.extend({on:function(a,c,d,e,g){var h,i;if(typeof a=="object"){typeof c!="string"&&(d=c,c=b);for(i in a)this.on(i,c,d,a[i],g);return this}d==null&&e==null?(e=c,d=c=b):e==null&&(typeof c=="string"?(e=d,d=b):(e=d,d=c,c=b));if(e===!1)e=J;else if(!e)return this;g===1&&(h=e,e=function(a){f().off(a);return h.apply(this,arguments)},e.guid=h.guid||(h.guid=f.guid++));return this.each(function(){f.event.add(this,a,e,d,c)})},one:function(a,b,c,d){return this.on.call(this,a,b,c,d,1)},off:function(a,c,d){if(a&&a.preventDefault&&a.handleObj){var e=a.handleObj;f(a.delegateTarget).off(e.namespace?e.type+"."+e.namespace:e.type,e.selector,e.handler);return this}if(typeof a=="object"){for(var g in a)this.off(g,c,a[g]);return this}if(c===!1||typeof c=="function")d=c,c=b;d===!1&&(d=J);return this.each(function(){f.event.remove(this,a,d,c)})},bind:function(a,b,c){return this.on(a,null,b,c)},unbind:function(a,b){return this.off(a,null,b)},live:function(a,b,c){f(this.context).on(a,this.selector,b,c);return this},die:function(a,b){f(this.context).off(a,this.selector||"**",b);return this},delegate:function(a,b,c,d){return this.on(b,a,c,d)},undelegate:function(a,b,c){return arguments.length==1?this.off(a,"**"):this.off(b,a,c)},trigger:function(a,b){return this.each(function(){f.event.trigger(a,b,this)})},triggerHandler:function(a,b){if(this[0])return f.event.trigger(a,b,this[0],!0)},toggle:function(a){var b=arguments,c=a.guid||f.guid++,d=0,e=function(c){var e=(f._data(this,"lastToggle"+a.guid)||0)%d;f._data(this,"lastToggle"+a.guid,e+1),c.preventDefault();return b[e].apply(this,arguments)||!1};e.guid=c;while(d<b.length)b[d++].guid=c;return this.click(e)},hover:function(a,b){return this.mouseenter(a).mouseleave(b||a)}}),f.each("blur focus focusin focusout load resize scroll unload click dblclick mousedown mouseup mousemove mouseover mouseout mouseenter mouseleave change select submit keydown keypress keyup error contextmenu".split(" "),function(a,b){f.fn[b]=function(a,c){c==null&&(c=a,a=null);return arguments.length>0?this.on(b,null,a,c):this.trigger(b)},f.attrFn&&(f.attrFn[b]=!0),C.test(b)&&(f.event.fixHooks[b]=f.event.keyHooks),D.test(b)&&(f.event.fixHooks[b]=f.event.mouseHooks)}),function(){function x(a,b,c,e,f,g){for(var h=0,i=e.length;h<i;h++){var j=e[h];if(j){var k=!1;j=j[a];while(j){if(j[d]===c){k=e[j.sizset];break}if(j.nodeType===1){g||(j[d]=c,j.sizset=h);if(typeof b!="string"){if(j===b){k=!0;break}}else if(m.filter(b,[j]).length>0){k=j;break}}j=j[a]}e[h]=k}}}function w(a,b,c,e,f,g){for(var h=0,i=e.length;h<i;h++){var j=e[h];if(j){var k=!1;j=j[a];while(j){if(j[d]===c){k=e[j.sizset];break}j.nodeType===1&&!g&&(j[d]=c,j.sizset=h);if(j.nodeName.toLowerCase()===b){k=j;break}j=j[a]}e[h]=k}}}var a=/((?:\((?:\([^()]+\)|[^()]+)+\)|\[(?:\[[^\[\]]*\]|['"][^'"]*['"]|[^\[\]'"]+)+\]|\\.|[^ >+~,(\[\\]+)+|[>+~])(\s*,\s*)?((?:.|\r|\n)*)/g,d="sizcache"+(Math.random()+"").replace(".",""),e=0,g=Object.prototype.toString,h=!1,i=!0,j=/\\/g,k=/\r\n/g,l=/\W/;[0,0].sort(function(){i=!1;return 0});var m=function(b,d,e,f){e=e||[],d=d||c;var h=d;if(d.nodeType!==1&&d.nodeType!==9)return[];if(!b||typeof b!="string")return e;var i,j,k,l,n,q,r,t,u=!0,v=m.isXML(d),w=[],x=b;do{a.exec(""),i=a.exec(x);if(i){x=i[3],w.push(i[1]);if(i[2]){l=i[3];break}}}while(i);if(w.length>1&&p.exec(b))if(w.length===2&&o.relative[w[0]])j=y(w[0]+w[1],d,f);else{j=o.relative[w[0]]?[d]:m(w.shift(),d);while(w.length)b=w.shift(),o.relative[b]&&(b+=w.shift()),j=y(b,j,f)}else{!f&&w.length>1&&d.nodeType===9&&!v&&o.match.ID.test(w[0])&&!o.match.ID.test(w[w.length-1])&&(n=m.find(w.shift(),d,v),d=n.expr?m.filter(n.expr,n.set)[0]:n.set[0]);if(d){n=f?{expr:w.pop(),set:s(f)}:m.find(w.pop(),w.length===1&&(w[0]==="~"||w[0]==="+")&&d.parentNode?d.parentNode:d,v),j=n.expr?m.filter(n.expr,n.set):n.set,w.length>0?k=s(j):u=!1;while(w.length)q=w.pop(),r=q,o.relative[q]?r=w.pop():q="",r==null&&(r=d),o.relative[q](k,r,v)}else k=w=[]}k||(k=j),k||m.error(q||b);if(g.call(k)==="[object Array]")if(!u)e.push.apply(e,k);else if(d&&d.nodeType===1)for(t=0;k[t]!=null;t++)k[t]&&(k[t]===!0||k[t].nodeType===1&&m.contains(d,k[t]))&&e.push(j[t]);else for(t=0;k[t]!=null;t++)k[t]&&k[t].nodeType===1&&e.push(j[t]);else s(k,e);l&&(m(l,h,e,f),m.uniqueSort(e));return e};m.uniqueSort=function(a){if(u){h=i,a.sort(u);if(h)for(var b=1;b<a.length;b++)a[b]===a[b-1]&&a.splice(b--,1)}return a},m.matches=function(a,b){return m(a,null,null,b)},m.matchesSelector=function(a,b){return m(b,null,null,[a]).length>0},m.find=function(a,b,c){var d,e,f,g,h,i;if(!a)return[];for(e=0,f=o.order.length;e<f;e++){h=o.order[e];if(g=o.leftMatch[h].exec(a)){i=g[1],g.splice(1,1);if(i.substr(i.length-1)!=="\\"){g[1]=(g[1]||"").replace(j,""),d=o.find[h](g,b,c);if(d!=null){a=a.replace(o.match[h],"");break}}}}d||(d=typeof b.getElementsByTagName!="undefined"?b.getElementsByTagName("*"):[]);return{set:d,expr:a}},m.filter=function(a,c,d,e){var f,g,h,i,j,k,l,n,p,q=a,r=[],s=c,t=c&&c[0]&&m.isXML(c[0]);while(a&&c.length){for(h in o.filter)if((f=o.leftMatch[h].exec(a))!=null&&f[2]){k=o.filter[h],l=f[1],g=!1,f.splice(1,1);if(l.substr(l.length-1)==="\\")continue;s===r&&(r=[]);if(o.preFilter[h]){f=o.preFilter[h](f,s,d,r,e,t);if(!f)g=i=!0;else if(f===!0)continue}if(f)for(n=0;(j=s[n])!=null;n++)j&&(i=k(j,f,n,s),p=e^i,d&&i!=null?p?g=!0:s[n]=!1:p&&(r.push(j),g=!0));if(i!==b){d||(s=r),a=a.replace(o.match[h],"");if(!g)return[];break}}if(a===q)if(g==null)m.error(a);else break;q=a}return s},m.error=function(a){throw new Error("Syntax error, unrecognized expression: "+a)};var n=m.getText=function(a){var b,c,d=a.nodeType,e="";if(d){if(d===1||d===9){if(typeof a.textContent=="string")return a.textContent;if(typeof a.innerText=="string")return a.innerText.replace(k,"");for(a=a.firstChild;a;a=a.nextSibling)e+=n(a)}else if(d===3||d===4)return a.nodeValue}else for(b=0;c=a[b];b++)c.nodeType!==8&&(e+=n(c));return e},o=m.selectors={order:["ID","NAME","TAG"],match:{ID:/#((?:[\w\u00c0-\uFFFF\-]|\\.)+)/,CLASS:/\.((?:[\w\u00c0-\uFFFF\-]|\\.)+)/,NAME:/\[name=['"]*((?:[\w\u00c0-\uFFFF\-]|\\.)+)['"]*\]/,ATTR:/\[\s*((?:[\w\u00c0-\uFFFF\-]|\\.)+)\s*(?:(\S?=)\s*(?:(['"])(.*?)\3|(#?(?:[\w\u00c0-\uFFFF\-]|\\.)*)|)|)\s*\]/,TAG:/^((?:[\w\u00c0-\uFFFF\*\-]|\\.)+)/,CHILD:/:(only|nth|last|first)-child(?:\(\s*(even|odd|(?:[+\-]?\d+|(?:[+\-]?\d*)?n\s*(?:[+\-]\s*\d+)?))\s*\))?/,POS:/:(nth|eq|gt|lt|first|last|even|odd)(?:\((\d*)\))?(?=[^\-]|$)/,PSEUDO:/:((?:[\w\u00c0-\uFFFF\-]|\\.)+)(?:\((['"]?)((?:\([^\)]+\)|[^\(\)]*)+)\2\))?/},leftMatch:{},attrMap:{"class":"className","for":"htmlFor"},attrHandle:{href:function(a){return a.getAttribute("href")},type:function(a){return a.getAttribute("type")}},relative:{"+":function(a,b){var c=typeof b=="string",d=c&&!l.test(b),e=c&&!d;d&&(b=b.toLowerCase());for(var f=0,g=a.length,h;f<g;f++)if(h=a[f]){while((h=h.previousSibling)&&h.nodeType!==1);a[f]=e||h&&h.nodeName.toLowerCase()===b?h||!1:h===b}e&&m.filter(b,a,!0)},">":function(a,b){var c,d=typeof b=="string",e=0,f=a.length;if(d&&!l.test(b)){b=b.toLowerCase();for(;e<f;e++){c=a[e];if(c){var g=c.parentNode;a[e]=g.nodeName.toLowerCase()===b?g:!1}}}else{for(;e<f;e++)c=a[e],c&&(a[e]=d?c.parentNode:c.parentNode===b);d&&m.filter(b,a,!0)}},"":function(a,b,c){var d,f=e++,g=x;typeof b=="string"&&!l.test(b)&&(b=b.toLowerCase(),d=b,g=w),g("parentNode",b,f,a,d,c)},"~":function(a,b,c){var d,f=e++,g=x;typeof b=="string"&&!l.test(b)&&(b=b.toLowerCase(),d=b,g=w),g("previousSibling",b,f,a,d,c)}},find:{ID:function(a,b,c){if(typeof b.getElementById!="undefined"&&!c){var d=b.getElementById(a[1]);return d&&d.parentNode?[d]:[]}},NAME:function(a,b){if(typeof b.getElementsByName!="undefined"){var c=[],d=b.getElementsByName(a[1]);for(var e=0,f=d.length;e<f;e++)d[e].getAttribute("name")===a[1]&&c.push(d[e]);return c.length===0?null:c}},TAG:function(a,b){if(typeof b.getElementsByTagName!="undefined")return b.getElementsByTagName(a[1])}},preFilter:{CLASS:function(a,b,c,d,e,f){a=" "+a[1].replace(j,"")+" ";if(f)return a;for(var g=0,h;(h=b[g])!=null;g++)h&&(e^(h.className&&(" "+h.className+" ").replace(/[\t\n\r]/g," ").indexOf(a)>=0)?c||d.push(h):c&&(b[g]=!1));return!1},ID:function(a){return a[1].replace(j,"")},TAG:function(a,b){return a[1].replace(j,"").toLowerCase()},CHILD:function(a){if(a[1]==="nth"){a[2]||m.error(a[0]),a[2]=a[2].replace(/^\+|\s*/g,"");var b=/(-?)(\d*)(?:n([+\-]?\d*))?/.exec(a[2]==="even"&&"2n"||a[2]==="odd"&&"2n+1"||!/\D/.test(a[2])&&"0n+"+a[2]||a[2]);a[2]=b[1]+(b[2]||1)-0,a[3]=b[3]-0}else a[2]&&m.error(a[0]);a[0]=e++;return a},ATTR:function(a,b,c,d,e,f){var g=a[1]=a[1].replace(j,"");!f&&o.attrMap[g]&&(a[1]=o.attrMap[g]),a[4]=(a[4]||a[5]||"").replace(j,""),a[2]==="~="&&(a[4]=" "+a[4]+" ");return a},PSEUDO:function(b,c,d,e,f){if(b[1]==="not")if((a.exec(b[3])||"").length>1||/^\w/.test(b[3]))b[3]=m(b[3],null,null,c);else{var g=m.filter(b[3],c,d,!0^f);d||e.push.apply(e,g);return!1}else if(o.match.POS.test(b[0])||o.match.CHILD.test(b[0]))return!0;return b},POS:function(a){a.unshift(!0);return a}},filters:{enabled:function(a){return a.disabled===!1&&a.type!=="hidden"},disabled:function(a){return a.disabled===!0},checked:function(a){return a.checked===!0},selected:function(a){a.parentNode&&a.parentNode.selectedIndex;return a.selected===!0},parent:function(a){return!!a.firstChild},empty:function(a){return!a.firstChild},has:function(a,b,c){return!!m(c[3],a).length},header:function(a){return/h\d/i.test(a.nodeName)},text:function(a){var b=a.getAttribute("type"),c=a.type;return a.nodeName.toLowerCase()==="input"&&"text"===c&&(b===c||b===null)},radio:function(a){return a.nodeName.toLowerCase()==="input"&&"radio"===a.type},checkbox:function(a){return a.nodeName.toLowerCase()==="input"&&"checkbox"===a.type},file:function(a){return a.nodeName.toLowerCase()==="input"&&"file"===a.type},password:function(a){return a.nodeName.toLowerCase()==="input"&&"password"===a.type},submit:function(a){var b=a.nodeName.toLowerCase();return(b==="input"||b==="button")&&"submit"===a.type},image:function(a){return a.nodeName.toLowerCase()==="input"&&"image"===a.type},reset:function(a){var b=a.nodeName.toLowerCase();return(b==="input"||b==="button")&&"reset"===a.type},button:function(a){var b=a.nodeName.toLowerCase();return b==="input"&&"button"===a.type||b==="button"},input:function(a){return/input|select|textarea|button/i.test(a.nodeName)},focus:function(a){return a===a.ownerDocument.activeElement}},setFilters:{first:function(a,b){return b===0},last:function(a,b,c,d){return b===d.length-1},even:function(a,b){return b%2===0},odd:function(a,b){return b%2===1},lt:function(a,b,c){return b<c[3]-0},gt:function(a,b,c){return b>c[3]-0},nth:function(a,b,c){return c[3]-0===b},eq:function(a,b,c){return c[3]-0===b}},filter:{PSEUDO:function(a,b,c,d){var e=b[1],f=o.filters[e];if(f)return f(a,c,b,d);if(e==="contains")return(a.textContent||a.innerText||n([a])||"").indexOf(b[3])>=0;if(e==="not"){var g=b[3];for(var h=0,i=g.length;h<i;h++)if(g[h]===a)return!1;return!0}m.error(e)},CHILD:function(a,b){var c,e,f,g,h,i,j,k=b[1],l=a;switch(k){case"only":case"first":while(l=l.previousSibling)if(l.nodeType===1)return!1;if(k==="first")return!0;l=a;case"last":while(l=l.nextSibling)if(l.nodeType===1)return!1;return!0;case"nth":c=b[2],e=b[3];if(c===1&&e===0)return!0;f=b[0],g=a.parentNode;if(g&&(g[d]!==f||!a.nodeIndex)){i=0;for(l=g.firstChild;l;l=l.nextSibling)l.nodeType===1&&(l.nodeIndex=++i);g[d]=f}j=a.nodeIndex-e;return c===0?j===0:j%c===0&&j/c>=0}},ID:function(a,b){return a.nodeType===1&&a.getAttribute("id")===b},TAG:function(a,b){return b==="*"&&a.nodeType===1||!!a.nodeName&&a.nodeName.toLowerCase()===b},CLASS:function(a,b){return(" "+(a.className||a.getAttribute("class"))+" ").indexOf(b)>-1},ATTR:function(a,b){var c=b[1],d=m.attr?m.attr(a,c):o.attrHandle[c]?o.attrHandle[c](a):a[c]!=null?a[c]:a.getAttribute(c),e=d+"",f=b[2],g=b[4];return d==null?f==="!=":!f&&m.attr?d!=null:f==="="?e===g:f==="*="?e.indexOf(g)>=0:f==="~="?(" "+e+" ").indexOf(g)>=0:g?f==="!="?e!==g:f==="^="?e.indexOf(g)===0:f==="$="?e.substr(e.length-g.length)===g:f==="|="?e===g||e.substr(0,g.length+1)===g+"-":!1:e&&d!==!1},POS:function(a,b,c,d){var e=b[2],f=o.setFilters[e];if(f)return f(a,c,b,d)}}},p=o.match.POS,q=function(a,b){return"\\"+(b-0+1)};for(var r in o.match)o.match[r]=new RegExp(o.match[r].source+/(?![^\[]*\])(?![^\(]*\))/.source),o.leftMatch[r]=new RegExp(/(^(?:.|\r|\n)*?)/.source+o.match[r].source.replace(/\\(\d+)/g,q));var s=function(a,b){a=Array.prototype.slice.call(a,0);if(b){b.push.apply(b,a);return b}return a};try{Array.prototype.slice.call(c.documentElement.childNodes,0)[0].nodeType}catch(t){s=function(a,b){var c=0,d=b||[];if(g.call(a)==="[object Array]")Array.prototype.push.apply(d,a);else if(typeof a.length=="number")for(var e=a.length;c<e;c++)d.push(a[c]);else for(;a[c];c++)d.push(a[c]);return d}}var u,v;c.documentElement.compareDocumentPosition?u=function(a,b){if(a===b){h=!0;return 0}if(!a.compareDocumentPosition||!b.compareDocumentPosition)return a.compareDocumentPosition?-1:1;return a.compareDocumentPosition(b)&4?-1:1}:(u=function(a,b){if(a===b){h=!0;return 0}if(a.sourceIndex&&b.sourceIndex)return a.sourceIndex-b.sourceIndex;var c,d,e=[],f=[],g=a.parentNode,i=b.parentNode,j=g;if(g===i)return v(a,b);if(!g)return-1;if(!i)return 1;while(j)e.unshift(j),j=j.parentNode;j=i;while(j)f.unshift(j),j=j.parentNode;c=e.length,d=f.length;for(var k=0;k<c&&k<d;k++)if(e[k]!==f[k])return v(e[k],f[k]);return k===c?v(a,f[k],-1):v(e[k],b,1)},v=function(a,b,c){if(a===b)return c;var d=a.nextSibling;while(d){if(d===b)return-1;d=d.nextSibling}return 1}),function(){var a=c.createElement("div"),d="script"+(new Date).getTime(),e=c.documentElement;a.innerHTML="<a name='"+d+"'/>",e.insertBefore(a,e.firstChild),c.getElementById(d)&&(o.find.ID=function(a,c,d){if(typeof c.getElementById!="undefined"&&!d){var e=c.getElementById(a[1]);return e?e.id===a[1]||typeof e.getAttributeNode!="undefined"&&e.getAttributeNode("id").nodeValue===a[1]?[e]:b:[]}},o.filter.ID=function(a,b){var c=typeof a.getAttributeNode!="undefined"&&a.getAttributeNode("id");return a.nodeType===1&&c&&c.nodeValue===b}),e.removeChild(a),e=a=null}(),function(){var a=c.createElement("div");a.appendChild(c.createComment("")),a.getElementsByTagName("*").length>0&&(o.find.TAG=function(a,b){var c=b.getElementsByTagName(a[1]);if(a[1]==="*"){var d=[];for(var e=0;c[e];e++)c[e].nodeType===1&&d.push(c[e]);c=d}return c}),a.innerHTML="<a href='#'></a>",a.firstChild&&typeof a.firstChild.getAttribute!="undefined"&&a.firstChild.getAttribute("href")!=="#"&&(o.attrHandle.href=function(a){return a.getAttribute("href",2)}),a=null}(),c.querySelectorAll&&function(){var a=m,b=c.createElement("div"),d="__sizzle__";b.innerHTML="<p class='TEST'></p>";if(!b.querySelectorAll||b.querySelectorAll(".TEST").length!==0){m=function(b,e,f,g){e=e||c;if(!g&&!m.isXML(e)){var h=/^(\w+$)|^\.([\w\-]+$)|^#([\w\-]+$)/.exec(b);if(h&&(e.nodeType===1||e.nodeType===9)){if(h[1])return s(e.getElementsByTagName(b),f);if(h[2]&&o.find.CLASS&&e.getElementsByClassName)return s(e.getElementsByClassName(h[2]),f)}if(e.nodeType===9){if(b==="body"&&e.body)return s([e.body],f);if(h&&h[3]){var i=e.getElementById(h[3]);if(!i||!i.parentNode)return s([],f);if(i.id===h[3])return s([i],f)}try{return s(e.querySelectorAll(b),f)}catch(j){}}else if(e.nodeType===1&&e.nodeName.toLowerCase()!=="object"){var k=e,l=e.getAttribute("id"),n=l||d,p=e.parentNode,q=/^\s*[+~]/.test(b);l?n=n.replace(/'/g,"\\$&"):e.setAttribute("id",n),q&&p&&(e=e.parentNode);try{if(!q||p)return s(e.querySelectorAll("[id='"+n+"'] "+b),f)}catch(r){}finally{l||k.removeAttribute("id")}}}return a(b,e,f,g)};for(var e in a)m[e]=a[e];b=null}}(),function(){var a=c.documentElement,b=a.matchesSelector||a.mozMatchesSelector||a.webkitMatchesSelector||a.msMatchesSelector;if(b){var d=!b.call(c.createElement("div"),"div"),e=!1;try{b.call(c.documentElement,"[test!='']:sizzle")}catch(f){e=!0}m.matchesSelector=function(a,c){c=c.replace(/\=\s*([^'"\]]*)\s*\]/g,"='$1']");if(!m.isXML(a))try{if(e||!o.match.PSEUDO.test(c)&&!/!=/.test(c)){var f=b.call(a,c);if(f||!d||a.document&&a.document.nodeType!==11)return f}}catch(g){}return m(c,null,null,[a]).length>0}}}(),function(){var a=c.createElement("div");a.innerHTML="<div class='test e'></div><div class='test'></div>";if(!!a.getElementsByClassName&&a.getElementsByClassName("e").length!==0){a.lastChild.className="e";if(a.getElementsByClassName("e").length===1)return;o.order.splice(1,0,"CLASS"),o.find.CLASS=function(a,b,c){if(typeof b.getElementsByClassName!="undefined"&&!c)return b.getElementsByClassName(a[1])},a=null}}(),c.documentElement.contains?m.contains=function(a,b){return a!==b&&(a.contains?a.contains(b):!0)}:c.documentElement.compareDocumentPosition?m.contains=function(a,b){return!!(a.compareDocumentPosition(b)&16)}:m.contains=function(){return!1},m.isXML=function(a){var b=(a?a.ownerDocument||a:0).documentElement;return b?b.nodeName!=="HTML":!1};var y=function(a,b,c){var d,e=[],f="",g=b.nodeType?[b]:b;while(d=o.match.PSEUDO.exec(a))f+=d[0],a=a.replace(o.match.PSEUDO,"");a=o.relative[a]?a+"*":a;for(var h=0,i=g.length;h<i;h++)m(a,g[h],e,c);return m.filter(f,e)};m.attr=f.attr,m.selectors.attrMap={},f.find=m,f.expr=m.selectors,f.expr[":"]=f.expr.filters,f.unique=m.uniqueSort,f.text=m.getText,f.isXMLDoc=m.isXML,f.contains=m.contains}();var L=/Until$/,M=/^(?:parents|prevUntil|prevAll)/,N=/,/,O=/^.[^:#\[\.,]*$/,P=Array.prototype.slice,Q=f.expr.match.POS,R={children:!0,contents:!0,next:!0,prev:!0};f.fn.extend({find:function(a){var b=this,c,d;if(typeof a!="string")return f(a).filter(function(){for(c=0,d=b.length;c<d;c++)if(f.contains(b[c],this))return!0});var e=this.pushStack("","find",a),g,h,i;for(c=0,d=this.length;c<d;c++){g=e.length,f.find(a,this[c],e);if(c>0)for(h=g;h<e.length;h++)for(i=0;i<g;i++)if(e[i]===e[h]){e.splice(h--,1);break}}return e},has:function(a){var b=f(a);return this.filter(function(){for(var a=0,c=b.length;a<c;a++)if(f.contains(this,b[a]))return!0})},not:function(a){return this.pushStack(T(this,a,!1),"not",a)},filter:function(a){return this.pushStack(T(this,a,!0),"filter",a)},is:function(a){return!!a&&(typeof a=="string"?Q.test(a)?f(a,this.context).index(this[0])>=0:f.filter(a,this).length>0:this.filter(a).length>0)},closest:function(a,b){var c=[],d,e,g=this[0];if(f.isArray(a)){var h=1;while(g&&g.ownerDocument&&g!==b){for(d=0;d<a.length;d++)f(g).is(a[d])&&c.push({selector:a[d],elem:g,level:h});g=g.parentNode,h++}return c}var i=Q.test(a)||typeof a!="string"?f(a,b||this.context):0;for(d=0,e=this.length;d<e;d++){g=this[d];while(g){if(i?i.index(g)>-1:f.find.matchesSelector(g,a)){c.push(g);break}g=g.parentNode;if(!g||!g.ownerDocument||g===b||g.nodeType===11)break}}c=c.length>1?f.unique(c):c;return this.pushStack(c,"closest",a)},index:function(a){if(!a)return this[0]&&this[0].parentNode?this.prevAll().length:-1;if(typeof a=="string")return f.inArray(this[0],f(a));return f.inArray(a.jquery?a[0]:a,this)},add:function(a,b){var c=typeof a=="string"?f(a,b):f.makeArray(a&&a.nodeType?[a]:a),d=f.merge(this.get(),c);return this.pushStack(S(c[0])||S(d[0])?d:f.unique(d))},andSelf:function(){return this.add(this.prevObject)}}),f.each({parent:function(a){var b=a.parentNode;return b&&b.nodeType!==11?b:null},parents:function(a){return f.dir(a,"parentNode")},parentsUntil:function(a,b,c){return f.dir(a,"parentNode",c)},next:function(a){return f.nth(a,2,"nextSibling")},prev:function(a){return f.nth(a,2,"previousSibling")},nextAll:function(a){return f.dir(a,"nextSibling")},prevAll:function(a){return f.dir(a,"previousSibling")},nextUntil:function(a,b,c){return f.dir(a,"nextSibling",c)},prevUntil:function(a,b,c){return f.dir(a,"previousSibling",c)},siblings:function(a){return f.sibling(a.parentNode.firstChild,a)},children:function(a){return f.sibling(a.firstChild)},contents:function(a){return f.nodeName(a,"iframe")?a.contentDocument||a.contentWindow.document:f.makeArray(a.childNodes)}},function(a,b){f.fn[a]=function(c,d){var e=f.map(this,b,c);L.test(a)||(d=c),d&&typeof d=="string"&&(e=f.filter(d,e)),e=this.length>1&&!R[a]?f.unique(e):e,(this.length>1||N.test(d))&&M.test(a)&&(e=e.reverse());return this.pushStack(e,a,P.call(arguments).join(","))}}),f.extend({filter:function(a,b,c){c&&(a=":not("+a+")");return b.length===1?f.find.matchesSelector(b[0],a)?[b[0]]:[]:f.find.matches(a,b)},dir:function(a,c,d){var e=[],g=a[c];while(g&&g.nodeType!==9&&(d===b||g.nodeType!==1||!f(g).is(d)))g.nodeType===1&&e.push(g),g=g[c];return e},nth:function(a,b,c,d){b=b||1;var e=0;for(;a;a=a[c])if(a.nodeType===1&&++e===b)break;return a},sibling:function(a,b){var c=[];for(;a;a=a.nextSibling)a.nodeType===1&&a!==b&&c.push(a);return c}});var V="abbr|article|aside|audio|canvas|datalist|details|figcaption|figure|footer|header|hgroup|mark|meter|nav|output|progress|section|summary|time|video",W=/ jQuery\d+="(?:\d+|null)"/g,X=/^\s+/,Y=/<(?!area|br|col|embed|hr|img|input|link|meta|param)(([\w:]+)[^>]*)\/>/ig,Z=/<([\w:]+)/,$=/<tbody/i,_=/<|&#?\w+;/,ba=/<(?:script|style)/i,bb=/<(?:script|object|embed|option|style)/i,bc=new RegExp("<(?:"+V+")","i"),bd=/checked\s*(?:[^=]|=\s*.checked.)/i,be=/\/(java|ecma)script/i,bf=/^\s*<!(?:\[CDATA\[|\-\-)/,bg={option:[1,"<select multiple='multiple'>","</select>"],legend:[1,"<fieldset>","</fieldset>"],thead:[1,"<table>","</table>"],tr:[2,"<table><tbody>","</tbody></table>"],td:[3,"<table><tbody><tr>","</tr></tbody></table>"],col:[2,"<table><tbody></tbody><colgroup>","</colgroup></table>"],area:[1,"<map>","</map>"],_default:[0,"",""]},bh=U(c);bg.optgroup=bg.option,bg.tbody=bg.tfoot=bg.colgroup=bg.caption=bg.thead,bg.th=bg.td,f.support.htmlSerialize||(bg._default=[1,"div<div>","</div>"]),f.fn.extend({text:function(a){if(f.isFunction(a))return this.each(function(b){var c=f(this);c.text(a.call(this,b,c.text()))});if(typeof a!="object"&&a!==b)return this.empty().append((this[0]&&this[0].ownerDocument||c).createTextNode(a));return f.text(this)},wrapAll:function(a){if(f.isFunction(a))return this.each(function(b){f(this).wrapAll(a.call(this,b))});if(this[0]){var b=f(a,this[0].ownerDocument).eq(0).clone(!0);this[0].parentNode&&b.insertBefore(this[0]),b.map(function(){var a=this;while(a.firstChild&&a.firstChild.nodeType===1)a=a.firstChild;return a}).append(this)}return this},wrapInner:function(a){if(f.isFunction(a))return this.each(function(b){f(this).wrapInner(a.call(this,b))});return this.each(function(){var b=f(this),c=b.contents();c.length?c.wrapAll(a):b.append(a)})},wrap:function(a){var b=f.isFunction(a);return this.each(function(c){f(this).wrapAll(b?a.call(this,c):a)})},unwrap:function(){return this.parent().each(function(){f.nodeName(this,"body")||f(this).replaceWith(this.childNodes)}).end()},append:function(){return this.domManip(arguments,!0,function(a){this.nodeType===1&&this.appendChild(a)})},prepend:function(){return this.domManip(arguments,!0,function(a){this.nodeType===1&&this.insertBefore(a,this.firstChild)})},before:function(){if(this[0]&&this[0].parentNode)return this.domManip(arguments,!1,function(a){this.parentNode.insertBefore(a,this)});if(arguments.length){var a=f.clean(arguments);a.push.apply(a,this.toArray());return this.pushStack(a,"before",arguments)}},after:function(){if(this[0]&&this[0].parentNode)return this.domManip(arguments,!1,function(a){this.parentNode.insertBefore(a,this.nextSibling)});if(arguments.length){var a=this.pushStack(this,"after",arguments);a.push.apply(a,f.clean(arguments));return a}},remove:function(a,b){for(var c=0,d;(d=this[c])!=null;c++)if(!a||f.filter(a,[d]).length)!b&&d.nodeType===1&&(f.cleanData(d.getElementsByTagName("*")),f.cleanData([d])),d.parentNode&&d.parentNode.removeChild(d);return this},empty:function()
    {for(var a=0,b;(b=this[a])!=null;a++){b.nodeType===1&&f.cleanData(b.getElementsByTagName("*"));while(b.firstChild)b.removeChild(b.firstChild)}return this},clone:function(a,b){a=a==null?!1:a,b=b==null?a:b;return this.map(function(){return f.clone(this,a,b)})},html:function(a){if(a===b)return this[0]&&this[0].nodeType===1?this[0].innerHTML.replace(W,""):null;if(typeof a=="string"&&!ba.test(a)&&(f.support.leadingWhitespace||!X.test(a))&&!bg[(Z.exec(a)||["",""])[1].toLowerCase()]){a=a.replace(Y,"<$1></$2>");try{for(var c=0,d=this.length;c<d;c++)this[c].nodeType===1&&(f.cleanData(this[c].getElementsByTagName("*")),this[c].innerHTML=a)}catch(e){this.empty().append(a)}}else f.isFunction(a)?this.each(function(b){var c=f(this);c.html(a.call(this,b,c.html()))}):this.empty().append(a);return this},replaceWith:function(a){if(this[0]&&this[0].parentNode){if(f.isFunction(a))return this.each(function(b){var c=f(this),d=c.html();c.replaceWith(a.call(this,b,d))});typeof a!="string"&&(a=f(a).detach());return this.each(function(){var b=this.nextSibling,c=this.parentNode;f(this).remove(),b?f(b).before(a):f(c).append(a)})}return this.length?this.pushStack(f(f.isFunction(a)?a():a),"replaceWith",a):this},detach:function(a){return this.remove(a,!0)},domManip:function(a,c,d){var e,g,h,i,j=a[0],k=[];if(!f.support.checkClone&&arguments.length===3&&typeof j=="string"&&bd.test(j))return this.each(function(){f(this).domManip(a,c,d,!0)});if(f.isFunction(j))return this.each(function(e){var g=f(this);a[0]=j.call(this,e,c?g.html():b),g.domManip(a,c,d)});if(this[0]){i=j&&j.parentNode,f.support.parentNode&&i&&i.nodeType===11&&i.childNodes.length===this.length?e={fragment:i}:e=f.buildFragment(a,this,k),h=e.fragment,h.childNodes.length===1?g=h=h.firstChild:g=h.firstChild;if(g){c=c&&f.nodeName(g,"tr");for(var l=0,m=this.length,n=m-1;l<m;l++)d.call(c?bi(this[l],g):this[l],e.cacheable||m>1&&l<n?f.clone(h,!0,!0):h)}k.length&&f.each(k,bp)}return this}}),f.buildFragment=function(a,b,d){var e,g,h,i,j=a[0];b&&b[0]&&(i=b[0].ownerDocument||b[0]),i.createDocumentFragment||(i=c),a.length===1&&typeof j=="string"&&j.length<512&&i===c&&j.charAt(0)==="<"&&!bb.test(j)&&(f.support.checkClone||!bd.test(j))&&(f.support.html5Clone||!bc.test(j))&&(g=!0,h=f.fragments[j],h&&h!==1&&(e=h)),e||(e=i.createDocumentFragment(),f.clean(a,i,e,d)),g&&(f.fragments[j]=h?e:1);return{fragment:e,cacheable:g}},f.fragments={},f.each({appendTo:"append",prependTo:"prepend",insertBefore:"before",insertAfter:"after",replaceAll:"replaceWith"},function(a,b){f.fn[a]=function(c){var d=[],e=f(c),g=this.length===1&&this[0].parentNode;if(g&&g.nodeType===11&&g.childNodes.length===1&&e.length===1){e[b](this[0]);return this}for(var h=0,i=e.length;h<i;h++){var j=(h>0?this.clone(!0):this).get();f(e[h])[b](j),d=d.concat(j)}return this.pushStack(d,a,e.selector)}}),f.extend({clone:function(a,b,c){var d,e,g,h=f.support.html5Clone||!bc.test("<"+a.nodeName)?a.cloneNode(!0):bo(a);if((!f.support.noCloneEvent||!f.support.noCloneChecked)&&(a.nodeType===1||a.nodeType===11)&&!f.isXMLDoc(a)){bk(a,h),d=bl(a),e=bl(h);for(g=0;d[g];++g)e[g]&&bk(d[g],e[g])}if(b){bj(a,h);if(c){d=bl(a),e=bl(h);for(g=0;d[g];++g)bj(d[g],e[g])}}d=e=null;return h},clean:function(a,b,d,e){var g;b=b||c,typeof b.createElement=="undefined"&&(b=b.ownerDocument||b[0]&&b[0].ownerDocument||c);var h=[],i;for(var j=0,k;(k=a[j])!=null;j++){typeof k=="number"&&(k+="");if(!k)continue;if(typeof k=="string")if(!_.test(k))k=b.createTextNode(k);else{k=k.replace(Y,"<$1></$2>");var l=(Z.exec(k)||["",""])[1].toLowerCase(),m=bg[l]||bg._default,n=m[0],o=b.createElement("div");b===c?bh.appendChild(o):U(b).appendChild(o),o.innerHTML=m[1]+k+m[2];while(n--)o=o.lastChild;if(!f.support.tbody){var p=$.test(k),q=l==="table"&&!p?o.firstChild&&o.firstChild.childNodes:m[1]==="<table>"&&!p?o.childNodes:[];for(i=q.length-1;i>=0;--i)f.nodeName(q[i],"tbody")&&!q[i].childNodes.length&&q[i].parentNode.removeChild(q[i])}!f.support.leadingWhitespace&&X.test(k)&&o.insertBefore(b.createTextNode(X.exec(k)[0]),o.firstChild),k=o.childNodes}var r;if(!f.support.appendChecked)if(k[0]&&typeof (r=k.length)=="number")for(i=0;i<r;i++)bn(k[i]);else bn(k);k.nodeType?h.push(k):h=f.merge(h,k)}if(d){g=function(a){return!a.type||be.test(a.type)};for(j=0;h[j];j++)if(e&&f.nodeName(h[j],"script")&&(!h[j].type||h[j].type.toLowerCase()==="text/javascript"))e.push(h[j].parentNode?h[j].parentNode.removeChild(h[j]):h[j]);else{if(h[j].nodeType===1){var s=f.grep(h[j].getElementsByTagName("script"),g);h.splice.apply(h,[j+1,0].concat(s))}d.appendChild(h[j])}}return h},cleanData:function(a){var b,c,d=f.cache,e=f.event.special,g=f.support.deleteExpando;for(var h=0,i;(i=a[h])!=null;h++){if(i.nodeName&&f.noData[i.nodeName.toLowerCase()])continue;c=i[f.expando];if(c){b=d[c];if(b&&b.events){for(var j in b.events)e[j]?f.event.remove(i,j):f.removeEvent(i,j,b.handle);b.handle&&(b.handle.elem=null)}g?delete i[f.expando]:i.removeAttribute&&i.removeAttribute(f.expando),delete d[c]}}}});var bq=/alpha\([^)]*\)/i,br=/opacity=([^)]*)/,bs=/([A-Z]|^ms)/g,bt=/^-?\d+(?:px)?$/i,bu=/^-?\d/,bv=/^([\-+])=([\-+.\de]+)/,bw={position:"absolute",visibility:"hidden",display:"block"},bx=["Left","Right"],by=["Top","Bottom"],bz,bA,bB;f.fn.css=function(a,c){if(arguments.length===2&&c===b)return this;return f.access(this,a,c,!0,function(a,c,d){return d!==b?f.style(a,c,d):f.css(a,c)})},f.extend({cssHooks:{opacity:{get:function(a,b){if(b){var c=bz(a,"opacity","opacity");return c===""?"1":c}return a.style.opacity}}},cssNumber:{fillOpacity:!0,fontWeight:!0,lineHeight:!0,opacity:!0,orphans:!0,widows:!0,zIndex:!0,zoom:!0},cssProps:{"float":f.support.cssFloat?"cssFloat":"styleFloat"},style:function(a,c,d,e){if(!!a&&a.nodeType!==3&&a.nodeType!==8&&!!a.style){var g,h,i=f.camelCase(c),j=a.style,k=f.cssHooks[i];c=f.cssProps[i]||i;if(d===b){if(k&&"get"in k&&(g=k.get(a,!1,e))!==b)return g;return j[c]}h=typeof d,h==="string"&&(g=bv.exec(d))&&(d=+(g[1]+1)*+g[2]+parseFloat(f.css(a,c)),h="number");if(d==null||h==="number"&&isNaN(d))return;h==="number"&&!f.cssNumber[i]&&(d+="px");if(!k||!("set"in k)||(d=k.set(a,d))!==b)try{j[c]=d}catch(l){}}},css:function(a,c,d){var e,g;c=f.camelCase(c),g=f.cssHooks[c],c=f.cssProps[c]||c,c==="cssFloat"&&(c="float");if(g&&"get"in g&&(e=g.get(a,!0,d))!==b)return e;if(bz)return bz(a,c)},swap:function(a,b,c){var d={};for(var e in b)d[e]=a.style[e],a.style[e]=b[e];c.call(a);for(e in b)a.style[e]=d[e]}}),f.curCSS=f.css,f.each(["height","width"],function(a,b){f.cssHooks[b]={get:function(a,c,d){var e;if(c){if(a.offsetWidth!==0)return bC(a,b,d);f.swap(a,bw,function(){e=bC(a,b,d)});return e}},set:function(a,b){if(!bt.test(b))return b;b=parseFloat(b);if(b>=0)return b+"px"}}}),f.support.opacity||(f.cssHooks.opacity={get:function(a,b){return br.test((b&&a.currentStyle?a.currentStyle.filter:a.style.filter)||"")?parseFloat(RegExp.$1)/100+"":b?"1":""},set:function(a,b){var c=a.style,d=a.currentStyle,e=f.isNumeric(b)?"alpha(opacity="+b*100+")":"",g=d&&d.filter||c.filter||"";c.zoom=1;if(b>=1&&f.trim(g.replace(bq,""))===""){c.removeAttribute("filter");if(d&&!d.filter)return}c.filter=bq.test(g)?g.replace(bq,e):g+" "+e}}),f(function(){f.support.reliableMarginRight||(f.cssHooks.marginRight={get:function(a,b){var c;f.swap(a,{display:"inline-block"},function(){b?c=bz(a,"margin-right","marginRight"):c=a.style.marginRight});return c}})}),c.defaultView&&c.defaultView.getComputedStyle&&(bA=function(a,b){var c,d,e;b=b.replace(bs,"-$1").toLowerCase(),(d=a.ownerDocument.defaultView)&&(e=d.getComputedStyle(a,null))&&(c=e.getPropertyValue(b),c===""&&!f.contains(a.ownerDocument.documentElement,a)&&(c=f.style(a,b)));return c}),c.documentElement.currentStyle&&(bB=function(a,b){var c,d,e,f=a.currentStyle&&a.currentStyle[b],g=a.style;f===null&&g&&(e=g[b])&&(f=e),!bt.test(f)&&bu.test(f)&&(c=g.left,d=a.runtimeStyle&&a.runtimeStyle.left,d&&(a.runtimeStyle.left=a.currentStyle.left),g.left=b==="fontSize"?"1em":f||0,f=g.pixelLeft+"px",g.left=c,d&&(a.runtimeStyle.left=d));return f===""?"auto":f}),bz=bA||bB,f.expr&&f.expr.filters&&(f.expr.filters.hidden=function(a){var b=a.offsetWidth,c=a.offsetHeight;return b===0&&c===0||!f.support.reliableHiddenOffsets&&(a.style&&a.style.display||f.css(a,"display"))==="none"},f.expr.filters.visible=function(a){return!f.expr.filters.hidden(a)});var bD=/%20/g,bE=/\[\]$/,bF=/\r?\n/g,bG=/#.*$/,bH=/^(.*?):[ \t]*([^\r\n]*)\r?$/mg,bI=/^(?:color|date|datetime|datetime-local|email|hidden|month|number|password|range|search|tel|text|time|url|week)$/i,bJ=/^(?:about|app|app\-storage|.+\-extension|file|res|widget):$/,bK=/^(?:GET|HEAD)$/,bL=/^\/\//,bM=/\?/,bN=/<script\b[^<]*(?:(?!<\/script>)<[^<]*)*<\/script>/gi,bO=/^(?:select|textarea)/i,bP=/\s+/,bQ=/([?&])_=[^&]*/,bR=/^([\w\+\.\-]+:)(?:\/\/([^\/?#:]*)(?::(\d+))?)?/,bS=f.fn.load,bT={},bU={},bV,bW,bX=["*/"]+["*"];try{bV=e.href}catch(bY){bV=c.createElement("a"),bV.href="",bV=bV.href}bW=bR.exec(bV.toLowerCase())||[],f.fn.extend({load:function(a,c,d){if(typeof a!="string"&&bS)return bS.apply(this,arguments);if(!this.length)return this;var e=a.indexOf(" ");if(e>=0){var g=a.slice(e,a.length);a=a.slice(0,e)}var h="GET";c&&(f.isFunction(c)?(d=c,c=b):typeof c=="object"&&(c=f.param(c,f.ajaxSettings.traditional),h="POST"));var i=this;f.ajax({url:a,type:h,dataType:"html",data:c,complete:function(a,b,c){c=a.responseText,a.isResolved()&&(a.done(function(a){c=a}),i.html(g?f("<div>").append(c.replace(bN,"")).find(g):c)),d&&i.each(d,[c,b,a])}});return this},serialize:function(){return f.param(this.serializeArray())},serializeArray:function(){return this.map(function(){return this.elements?f.makeArray(this.elements):this}).filter(function(){return this.name&&!this.disabled&&(this.checked||bO.test(this.nodeName)||bI.test(this.type))}).map(function(a,b){var c=f(this).val();return c==null?null:f.isArray(c)?f.map(c,function(a,c){return{name:b.name,value:a.replace(bF,"\r\n")}}):{name:b.name,value:c.replace(bF,"\r\n")}}).get()}}),f.each("ajaxStart ajaxStop ajaxComplete ajaxError ajaxSuccess ajaxSend".split(" "),function(a,b){f.fn[b]=function(a){return this.on(b,a)}}),f.each(["get","post"],function(a,c){f[c]=function(a,d,e,g){f.isFunction(d)&&(g=g||e,e=d,d=b);return f.ajax({type:c,url:a,data:d,success:e,dataType:g})}}),f.extend({getScript:function(a,c){return f.get(a,b,c,"script")},getJSON:function(a,b,c){return f.get(a,b,c,"json")},ajaxSetup:function(a,b){b?b_(a,f.ajaxSettings):(b=a,a=f.ajaxSettings),b_(a,b);return a},ajaxSettings:{url:bV,isLocal:bJ.test(bW[1]),global:!0,type:"GET",contentType:"application/x-www-form-urlencoded",processData:!0,async:!0,accepts:{xml:"application/xml, text/xml",html:"text/html",text:"text/plain",json:"application/json, text/javascript","*":bX},contents:{xml:/xml/,html:/html/,json:/json/},responseFields:{xml:"responseXML",text:"responseText"},converters:{"* text":a.String,"text html":!0,"text json":f.parseJSON,"text xml":f.parseXML},flatOptions:{context:!0,url:!0}},ajaxPrefilter:bZ(bT),ajaxTransport:bZ(bU),ajax:function(a,c){function w(a,c,l,m){if(s!==2){s=2,q&&clearTimeout(q),p=b,n=m||"",v.readyState=a>0?4:0;var o,r,u,w=c,x=l?cb(d,v,l):b,y,z;if(a>=200&&a<300||a===304){if(d.ifModified){if(y=v.getResponseHeader("Last-Modified"))f.lastModified[k]=y;if(z=v.getResponseHeader("Etag"))f.etag[k]=z}if(a===304)w="notmodified",o=!0;else try{r=cc(d,x),w="success",o=!0}catch(A){w="parsererror",u=A}}else{u=w;if(!w||a)w="error",a<0&&(a=0)}v.status=a,v.statusText=""+(c||w),o?h.resolveWith(e,[r,w,v]):h.rejectWith(e,[v,w,u]),v.statusCode(j),j=b,t&&g.trigger("ajax"+(o?"Success":"Error"),[v,d,o?r:u]),i.fireWith(e,[v,w]),t&&(g.trigger("ajaxComplete",[v,d]),--f.active||f.event.trigger("ajaxStop"))}}typeof a=="object"&&(c=a,a=b),c=c||{};var d=f.ajaxSetup({},c),e=d.context||d,g=e!==d&&(e.nodeType||e instanceof f)?f(e):f.event,h=f.Deferred(),i=f.Callbacks("once memory"),j=d.statusCode||{},k,l={},m={},n,o,p,q,r,s=0,t,u,v={readyState:0,setRequestHeader:function(a,b){if(!s){var c=a.toLowerCase();a=m[c]=m[c]||a,l[a]=b}return this},getAllResponseHeaders:function(){return s===2?n:null},getResponseHeader:function(a){var c;if(s===2){if(!o){o={};while(c=bH.exec(n))o[c[1].toLowerCase()]=c[2]}c=o[a.toLowerCase()]}return c===b?null:c},overrideMimeType:function(a){s||(d.mimeType=a);return this},abort:function(a){a=a||"abort",p&&p.abort(a),w(0,a);return this}};h.promise(v),v.success=v.done,v.error=v.fail,v.complete=i.add,v.statusCode=function(a){if(a){var b;if(s<2)for(b in a)j[b]=[j[b],a[b]];else b=a[v.status],v.then(b,b)}return this},d.url=((a||d.url)+"").replace(bG,"").replace(bL,bW[1]+"//"),d.dataTypes=f.trim(d.dataType||"*").toLowerCase().split(bP),d.crossDomain==null&&(r=bR.exec(d.url.toLowerCase()),d.crossDomain=!(!r||r[1]==bW[1]&&r[2]==bW[2]&&(r[3]||(r[1]==="http:"?80:443))==(bW[3]||(bW[1]==="http:"?80:443)))),d.data&&d.processData&&typeof d.data!="string"&&(d.data=f.param(d.data,d.traditional)),b$(bT,d,c,v);if(s===2)return!1;t=d.global,d.type=d.type.toUpperCase(),d.hasContent=!bK.test(d.type),t&&f.active++===0&&f.event.trigger("ajaxStart");if(!d.hasContent){d.data&&(d.url+=(bM.test(d.url)?"&":"?")+d.data,delete d.data),k=d.url;if(d.cache===!1){var x=f.now(),y=d.url.replace(bQ,"$1_="+x);d.url=y+(y===d.url?(bM.test(d.url)?"&":"?")+"_="+x:"")}}(d.data&&d.hasContent&&d.contentType!==!1||c.contentType)&&v.setRequestHeader("Content-Type",d.contentType),d.ifModified&&(k=k||d.url,f.lastModified[k]&&v.setRequestHeader("If-Modified-Since",f.lastModified[k]),f.etag[k]&&v.setRequestHeader("If-None-Match",f.etag[k])),v.setRequestHeader("Accept",d.dataTypes[0]&&d.accepts[d.dataTypes[0]]?d.accepts[d.dataTypes[0]]+(d.dataTypes[0]!=="*"?", "+bX+"; q=0.01":""):d.accepts["*"]);for(u in d.headers)v.setRequestHeader(u,d.headers[u]);if(d.beforeSend&&(d.beforeSend.call(e,v,d)===!1||s===2)){v.abort();return!1}for(u in{success:1,error:1,complete:1})v[u](d[u]);p=b$(bU,d,c,v);if(!p)w(-1,"No Transport");else{v.readyState=1,t&&g.trigger("ajaxSend",[v,d]),d.async&&d.timeout>0&&(q=setTimeout(function(){v.abort("timeout")},d.timeout));try{s=1,p.send(l,w)}catch(z){if(s<2)w(-1,z);else throw z}}return v},param:function(a,c){var d=[],e=function(a,b){b=f.isFunction(b)?b():b,d[d.length]=encodeURIComponent(a)+"="+encodeURIComponent(b)};c===b&&(c=f.ajaxSettings.traditional);if(f.isArray(a)||a.jquery&&!f.isPlainObject(a))f.each(a,function(){e(this.name,this.value)});else for(var g in a)ca(g,a[g],c,e);return d.join("&").replace(bD,"+")}}),f.extend({active:0,lastModified:{},etag:{}});var cd=f.now(),ce=/(\=)\?(&|$)|\?\?/i;f.ajaxSetup({jsonp:"callback",jsonpCallback:function(){return f.expando+"_"+cd++}}),f.ajaxPrefilter("json jsonp",function(b,c,d){var e=b.contentType==="application/x-www-form-urlencoded"&&typeof b.data=="string";if(b.dataTypes[0]==="jsonp"||b.jsonp!==!1&&(ce.test(b.url)||e&&ce.test(b.data))){var g,h=b.jsonpCallback=f.isFunction(b.jsonpCallback)?b.jsonpCallback():b.jsonpCallback,i=a[h],j=b.url,k=b.data,l="$1"+h+"$2";b.jsonp!==!1&&(j=j.replace(ce,l),b.url===j&&(e&&(k=k.replace(ce,l)),b.data===k&&(j+=(/\?/.test(j)?"&":"?")+b.jsonp+"="+h))),b.url=j,b.data=k,a[h]=function(a){g=[a]},d.always(function(){a[h]=i,g&&f.isFunction(i)&&a[h](g[0])}),b.converters["script json"]=function(){g||f.error(h+" was not called");return g[0]},b.dataTypes[0]="json";return"script"}}),f.ajaxSetup({accepts:{script:"text/javascript, application/javascript, application/ecmascript, application/x-ecmascript"},contents:{script:/javascript|ecmascript/},converters:{"text script":function(a){f.globalEval(a);return a}}}),f.ajaxPrefilter("script",function(a){a.cache===b&&(a.cache=!1),a.crossDomain&&(a.type="GET",a.global=!1)}),f.ajaxTransport("script",function(a){if(a.crossDomain){var d,e=c.head||c.getElementsByTagName("head")[0]||c.documentElement;return{send:function(f,g){d=c.createElement("script"),d.async="async",a.scriptCharset&&(d.charset=a.scriptCharset),d.src=a.url,d.onload=d.onreadystatechange=function(a,c){if(c||!d.readyState||/loaded|complete/.test(d.readyState))d.onload=d.onreadystatechange=null,e&&d.parentNode&&e.removeChild(d),d=b,c||g(200,"success")},e.insertBefore(d,e.firstChild)},abort:function(){d&&d.onload(0,1)}}}});var cf=a.ActiveXObject?function(){for(var a in ch)ch[a](0,1)}:!1,cg=0,ch;f.ajaxSettings.xhr=a.ActiveXObject?function(){return!this.isLocal&&ci()||cj()}:ci,function(a){f.extend(f.support,{ajax:!!a,cors:!!a&&"withCredentials"in a})}(f.ajaxSettings.xhr()),f.support.ajax&&f.ajaxTransport(function(c){if(!c.crossDomain||f.support.cors){var d;return{send:function(e,g){var h=c.xhr(),i,j;c.username?h.open(c.type,c.url,c.async,c.username,c.password):h.open(c.type,c.url,c.async);if(c.xhrFields)for(j in c.xhrFields)h[j]=c.xhrFields[j];c.mimeType&&h.overrideMimeType&&h.overrideMimeType(c.mimeType),!c.crossDomain&&!e["X-Requested-With"]&&(e["X-Requested-With"]="XMLHttpRequest");try{for(j in e)h.setRequestHeader(j,e[j])}catch(k){}h.send(c.hasContent&&c.data||null),d=function(a,e){var j,k,l,m,n;try{if(d&&(e||h.readyState===4)){d=b,i&&(h.onreadystatechange=f.noop,cf&&delete ch[i]);if(e)h.readyState!==4&&h.abort();else{j=h.status,l=h.getAllResponseHeaders(),m={},n=h.responseXML,n&&n.documentElement&&(m.xml=n),m.text=h.responseText;try{k=h.statusText}catch(o){k=""}!j&&c.isLocal&&!c.crossDomain?j=m.text?200:404:j===1223&&(j=204)}}}catch(p){e||g(-1,p)}m&&g(j,k,m,l)},!c.async||h.readyState===4?d():(i=++cg,cf&&(ch||(ch={},f(a).unload(cf)),ch[i]=d),h.onreadystatechange=d)},abort:function(){d&&d(0,1)}}}});var ck={},cl,cm,cn=/^(?:toggle|show|hide)$/,co=/^([+\-]=)?([\d+.\-]+)([a-z%]*)$/i,cp,cq=[["height","marginTop","marginBottom","paddingTop","paddingBottom"],["width","marginLeft","marginRight","paddingLeft","paddingRight"],["opacity"]],cr;f.fn.extend({show:function(a,b,c){var d,e;if(a||a===0)return this.animate(cu("show",3),a,b,c);for(var g=0,h=this.length;g<h;g++)d=this[g],d.style&&(e=d.style.display,!f._data(d,"olddisplay")&&e==="none"&&(e=d.style.display=""),e===""&&f.css(d,"display")==="none"&&f._data(d,"olddisplay",cv(d.nodeName)));for(g=0;g<h;g++){d=this[g];if(d.style){e=d.style.display;if(e===""||e==="none")d.style.display=f._data(d,"olddisplay")||""}}return this},hide:function(a,b,c){if(a||a===0)return this.animate(cu("hide",3),a,b,c);var d,e,g=0,h=this.length;for(;g<h;g++)d=this[g],d.style&&(e=f.css(d,"display"),e!=="none"&&!f._data(d,"olddisplay")&&f._data(d,"olddisplay",e));for(g=0;g<h;g++)this[g].style&&(this[g].style.display="none");return this},_toggle:f.fn.toggle,toggle:function(a,b,c){var d=typeof a=="boolean";f.isFunction(a)&&f.isFunction(b)?this._toggle.apply(this,arguments):a==null||d?this.each(function(){var b=d?a:f(this).is(":hidden");f(this)[b?"show":"hide"]()}):this.animate(cu("toggle",3),a,b,c);return this},fadeTo:function(a,b,c,d){return this.filter(":hidden").css("opacity",0).show().end().animate({opacity:b},a,c,d)},animate:function(a,b,c,d){function g(){e.queue===!1&&f._mark(this);var b=f.extend({},e),c=this.nodeType===1,d=c&&f(this).is(":hidden"),g,h,i,j,k,l,m,n,o;b.animatedProperties={};for(i in a){g=f.camelCase(i),i!==g&&(a[g]=a[i],delete a[i]),h=a[g],f.isArray(h)?(b.animatedProperties[g]=h[1],h=a[g]=h[0]):b.animatedProperties[g]=b.specialEasing&&b.specialEasing[g]||b.easing||"swing";if(h==="hide"&&d||h==="show"&&!d)return b.complete.call(this);c&&(g==="height"||g==="width")&&(b.overflow=[this.style.overflow,this.style.overflowX,this.style.overflowY],f.css(this,"display")==="inline"&&f.css(this,"float")==="none"&&(!f.support.inlineBlockNeedsLayout||cv(this.nodeName)==="inline"?this.style.display="inline-block":this.style.zoom=1))}b.overflow!=null&&(this.style.overflow="hidden");for(i in a)j=new f.fx(this,b,i),h=a[i],cn.test(h)?(o=f._data(this,"toggle"+i)||(h==="toggle"?d?"show":"hide":0),o?(f._data(this,"toggle"+i,o==="show"?"hide":"show"),j[o]()):j[h]()):(k=co.exec(h),l=j.cur(),k?(m=parseFloat(k[2]),n=k[3]||(f.cssNumber[i]?"":"px"),n!=="px"&&(f.style(this,i,(m||1)+n),l=(m||1)/j.cur()*l,f.style(this,i,l+n)),k[1]&&(m=(k[1]==="-="?-1:1)*m+l),j.custom(l,m,n)):j.custom(l,h,""));return!0}var e=f.speed(b,c,d);if(f.isEmptyObject(a))return this.each(e.complete,[!1]);a=f.extend({},a);return e.queue===!1?this.each(g):this.queue(e.queue,g)},stop:function(a,c,d){typeof a!="string"&&(d=c,c=a,a=b),c&&a!==!1&&this.queue(a||"fx",[]);return this.each(function(){function h(a,b,c){var e=b[c];f.removeData(a,c,!0),e.stop(d)}var b,c=!1,e=f.timers,g=f._data(this);d||f._unmark(!0,this);if(a==null)for(b in g)g[b]&&g[b].stop&&b.indexOf(".run")===b.length-4&&h(this,g,b);else g[b=a+".run"]&&g[b].stop&&h(this,g,b);for(b=e.length;b--;)e[b].elem===this&&(a==null||e[b].queue===a)&&(d?e[b](!0):e[b].saveState(),c=!0,e.splice(b,1));(!d||!c)&&f.dequeue(this,a)})}}),f.each({slideDown:cu("show",1),slideUp:cu("hide",1),slideToggle:cu("toggle",1),fadeIn:{opacity:"show"},fadeOut:{opacity:"hide"},fadeToggle:{opacity:"toggle"}},function(a,b){f.fn[a]=function(a,c,d){return this.animate(b,a,c,d)}}),f.extend({speed:function(a,b,c){var d=a&&typeof a=="object"?f.extend({},a):{complete:c||!c&&b||f.isFunction(a)&&a,duration:a,easing:c&&b||b&&!f.isFunction(b)&&b};d.duration=f.fx.off?0:typeof d.duration=="number"?d.duration:d.duration in f.fx.speeds?f.fx.speeds[d.duration]:f.fx.speeds._default;if(d.queue==null||d.queue===!0)d.queue="fx";d.old=d.complete,d.complete=function(a){f.isFunction(d.old)&&d.old.call(this),d.queue?f.dequeue(this,d.queue):a!==!1&&f._unmark(this)};return d},easing:{linear:function(a,b,c,d){return c+d*a},swing:function(a,b,c,d){return(-Math.cos(a*Math.PI)/2+.5)*d+c}},timers:[],fx:function(a,b,c){this.options=b,this.elem=a,this.prop=c,b.orig=b.orig||{}}}),f.fx.prototype={update:function(){this.options.step&&this.options.step.call(this.elem,this.now,this),(f.fx.step[this.prop]||f.fx.step._default)(this)},cur:function(){if(this.elem[this.prop]!=null&&(!this.elem.style||this.elem.style[this.prop]==null))return this.elem[this.prop];var a,b=f.css(this.elem,this.prop);return isNaN(a=parseFloat(b))?!b||b==="auto"?0:b:a},custom:function(a,c,d){function h(a){return e.step(a)}var e=this,g=f.fx;this.startTime=cr||cs(),this.end=c,this.now=this.start=a,this.pos=this.state=0,this.unit=d||this.unit||(f.cssNumber[this.prop]?"":"px"),h.queue=this.options.queue,h.elem=this.elem,h.saveState=function(){e.options.hide&&f._data(e.elem,"fxshow"+e.prop)===b&&f._data(e.elem,"fxshow"+e.prop,e.start)},h()&&f.timers.push(h)&&!cp&&(cp=setInterval(g.tick,g.interval))},show:function(){var a=f._data(this.elem,"fxshow"+this.prop);this.options.orig[this.prop]=a||f.style(this.elem,this.prop),this.options.show=!0,a!==b?this.custom(this.cur(),a):this.custom(this.prop==="width"||this.prop==="height"?1:0,this.cur()),f(this.elem).show()},hide:function(){this.options.orig[this.prop]=f._data(this.elem,"fxshow"+this.prop)||f.style(this.elem,this.prop),this.options.hide=!0,this.custom(this.cur(),0)},step:function(a){var b,c,d,e=cr||cs(),g=!0,h=this.elem,i=this.options;if(a||e>=i.duration+this.startTime){this.now=this.end,this.pos=this.state=1,this.update(),i.animatedProperties[this.prop]=!0;for(b in i.animatedProperties)i.animatedProperties[b]!==!0&&(g=!1);if(g){i.overflow!=null&&!f.support.shrinkWrapBlocks&&f.each(["","X","Y"],function(a,b){h.style["overflow"+b]=i.overflow[a]}),i.hide&&f(h).hide();if(i.hide||i.show)for(b in i.animatedProperties)f.style(h,b,i.orig[b]),f.removeData(h,"fxshow"+b,!0),f.removeData(h,"toggle"+b,!0);d=i.complete,d&&(i.complete=!1,d.call(h))}return!1}i.duration==Infinity?this.now=e:(c=e-this.startTime,this.state=c/i.duration,this.pos=f.easing[i.animatedProperties[this.prop]](this.state,c,0,1,i.duration),this.now=this.start+(this.end-this.start)*this.pos),this.update();return!0}},f.extend(f.fx,{tick:function(){var a,b=f.timers,c=0;for(;c<b.length;c++)a=b[c],!a()&&b[c]===a&&b.splice(c--,1);b.length||f.fx.stop()},interval:13,stop:function(){clearInterval(cp),cp=null},speeds:{slow:600,fast:200,_default:400},step:{opacity:function(a){f.style(a.elem,"opacity",a.now)},_default:function(a){a.elem.style&&a.elem.style[a.prop]!=null?a.elem.style[a.prop]=a.now+a.unit:a.elem[a.prop]=a.now}}}),f.each(["width","height"],function(a,b){f.fx.step[b]=function(a){f.style(a.elem,b,Math.max(0,a.now)+a.unit)}}),f.expr&&f.expr.filters&&(f.expr.filters.animated=function(a){return f.grep(f.timers,function(b){return a===b.elem}).length});var cw=/^t(?:able|d|h)$/i,cx=/^(?:body|html)$/i;"getBoundingClientRect"in c.documentElement?f.fn.offset=function(a){var b=this[0],c;if(a)return this.each(function(b){f.offset.setOffset(this,a,b)});if(!b||!b.ownerDocument)return null;if(b===b.ownerDocument.body)return f.offset.bodyOffset(b);try{c=b.getBoundingClientRect()}catch(d){}var e=b.ownerDocument,g=e.documentElement;if(!c||!f.contains(g,b))return c?{top:c.top,left:c.left}:{top:0,left:0};var h=e.body,i=cy(e),j=g.clientTop||h.clientTop||0,k=g.clientLeft||h.clientLeft||0,l=i.pageYOffset||f.support.boxModel&&g.scrollTop||h.scrollTop,m=i.pageXOffset||f.support.boxModel&&g.scrollLeft||h.scrollLeft,n=c.top+l-j,o=c.left+m-k;return{top:n,left:o}}:f.fn.offset=function(a){var b=this[0];if(a)return this.each(function(b){f.offset.setOffset(this,a,b)});if(!b||!b.ownerDocument)return null;if(b===b.ownerDocument.body)return f.offset.bodyOffset(b);var c,d=b.offsetParent,e=b,g=b.ownerDocument,h=g.documentElement,i=g.body,j=g.defaultView,k=j?j.getComputedStyle(b,null):b.currentStyle,l=b.offsetTop,m=b.offsetLeft;while((b=b.parentNode)&&b!==i&&b!==h){if(f.support.fixedPosition&&k.position==="fixed")break;c=j?j.getComputedStyle(b,null):b.currentStyle,l-=b.scrollTop,m-=b.scrollLeft,b===d&&(l+=b.offsetTop,m+=b.offsetLeft,f.support.doesNotAddBorder&&(!f.support.doesAddBorderForTableAndCells||!cw.test(b.nodeName))&&(l+=parseFloat(c.borderTopWidth)||0,m+=parseFloat(c.borderLeftWidth)||0),e=d,d=b.offsetParent),f.support.subtractsBorderForOverflowNotVisible&&c.overflow!=="visible"&&(l+=parseFloat(c.borderTopWidth)||0,m+=parseFloat(c.borderLeftWidth)||0),k=c}if(k.position==="relative"||k.position==="static")l+=i.offsetTop,m+=i.offsetLeft;f.support.fixedPosition&&k.position==="fixed"&&(l+=Math.max(h.scrollTop,i.scrollTop),m+=Math.max(h.scrollLeft,i.scrollLeft));return{top:l,left:m}},f.offset={bodyOffset:function(a){var b=a.offsetTop,c=a.offsetLeft;f.support.doesNotIncludeMarginInBodyOffset&&(b+=parseFloat(f.css(a,"marginTop"))||0,c+=parseFloat(f.css(a,"marginLeft"))||0);return{top:b,left:c}},setOffset:function(a,b,c){var d=f.css(a,"position");d==="static"&&(a.style.position="relative");var e=f(a),g=e.offset(),h=f.css(a,"top"),i=f.css(a,"left"),j=(d==="absolute"||d==="fixed")&&f.inArray("auto",[h,i])>-1,k={},l={},m,n;j?(l=e.position(),m=l.top,n=l.left):(m=parseFloat(h)||0,n=parseFloat(i)||0),f.isFunction(b)&&(b=b.call(a,c,g)),b.top!=null&&(k.top=b.top-g.top+m),b.left!=null&&(k.left=b.left-g.left+n),"using"in b?b.using.call(a,k):e.css(k)}},f.fn.extend({position:function(){if(!this[0])return null;var a=this[0],b=this.offsetParent(),c=this.offset(),d=cx.test(b[0].nodeName)?{top:0,left:0}:b.offset();c.top-=parseFloat(f.css(a,"marginTop"))||0,c.left-=parseFloat(f.css(a,"marginLeft"))||0,d.top+=parseFloat(f.css(b[0],"borderTopWidth"))||0,d.left+=parseFloat(f.css(b[0],"borderLeftWidth"))||0;return{top:c.top-d.top,left:c.left-d.left}},offsetParent:function(){return this.map(function(){var a=this.offsetParent||c.body;while(a&&!cx.test(a.nodeName)&&f.css(a,"position")==="static")a=a.offsetParent;return a})}}),f.each(["Left","Top"],function(a,c){var d="scroll"+c;f.fn[d]=function(c){var e,g;if(c===b){e=this[0];if(!e)return null;g=cy(e);return g?"pageXOffset"in g?g[a?"pageYOffset":"pageXOffset"]:f.support.boxModel&&g.document.documentElement[d]||g.document.body[d]:e[d]}return this.each(function(){g=cy(this),g?g.scrollTo(a?f(g).scrollLeft():c,a?c:f(g).scrollTop()):this[d]=c})}}),f.each(["Height","Width"],function(a,c){var d=c.toLowerCase();f.fn["inner"+c]=function(){var a=this[0];return a?a.style?parseFloat(f.css(a,d,"padding")):this[d]():null},f.fn["outer"+c]=function(a){var b=this[0];return b?b.style?parseFloat(f.css(b,d,a?"margin":"border")):this[d]():null},f.fn[d]=function(a){var e=this[0];if(!e)return a==null?null:this;if(f.isFunction(a))return this.each(function(b){var c=f(this);c[d](a.call(this,b,c[d]()))});if(f.isWindow(e)){var g=e.document.documentElement["client"+c],h=e.document.body;return e.document.compatMode==="CSS1Compat"&&g||h&&h["client"+c]||g}if(e.nodeType===9)return Math.max(e.documentElement["client"+c],e.body["scroll"+c],e.documentElement["scroll"+c],e.body["offset"+c],e.documentElement["offset"+c]);if(a===b){var i=f.css(e,d),j=parseFloat(i);return f.isNumeric(j)?j:i}return this.css(d,typeof a=="string"?a:a+"px")}}),a.jQuery=a.$=f,typeof define=="function"&&define.amd&&define.amd.jQuery&&define("jquery",[],function(){return f})})(window);
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/*! highlight.js v9.2.0 | BSD3 License | git.io/hljslicense */
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