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Abstract

				This document describes how to deploy a variety of Red Hat Process Automation Manager environments on Red Hat OpenShift Container Platform, such as an authoring environment, a managed server environment, an immutable server environment, and other supported environment options.
			






Preface




			As a developer or system administrator, you can deploy a variety of Red Hat Process Automation Manager environments on Red Hat OpenShift Container Platform, such as an authoring environment, a managed server environment, an immutable server environment, and other supported environment options.
		

Making open source more inclusive




			Red Hat is committed to replacing problematic language in our code, documentation, and web properties. We are beginning with these four terms: master, slave, blacklist, and whitelist. Because of the enormity of this endeavor, these changes will be implemented gradually over several upcoming releases. For more details, see our CTO Chris Wright’s message.
		

Part I. Deploying a Red Hat Process Automation Manager environment on Red Hat OpenShift Container Platform using Operators





				As a system engineer, you can deploy a Red Hat Process Automation Manager environment on Red Hat OpenShift Container Platform version 4 to provide an infrastructure to develop or execute services, process applications, and other business assets. You can use OpenShift Operators to deploy the environment defined in a structured YAML file and to maintain and modify this environment as necessary.
			
Prerequisites
	
						A Red Hat OpenShift Container Platform version 4 environment is available. For the exact versions of Red Hat OpenShift Container Platform that the current release supports, see Red Hat Process Automation Manager 7 Supported Configurations.
					
	
						The OpenShift project for the deployment is created.
					
	
						You are logged into the project using the OpenShift web console.
					
	
						The following resources are available on the OpenShift cluster. Depending on the application load, higher resource allocation might be necessary for acceptable performance.
					
	
								For an authoring environment, 4 gigabytes of memory and 2 virtual CPU cores for the Business Central pod. In a high-availability deployment, these resources are required for each replica and two replicas are created by default.
							
	
								For a production or immutable environment, 2 gigabytes of memory and 1 virtual CPU core for each replica of the Business Central Monitoring pod.
							
	
								2 gigabytes of memory and 1 virtual CPU core for each replica of each KIE Server pod.
							
	
								1 gigabyte of memory and half a virtual CPU core for each replica of a Smart Router pod.
							
	
								In a high-availability authoring deployment, additional resources according to the configured defaults are required for the MySQL, Red Hat AMQ, and Red Hat Data Grid pods.
							



	
						Dynamic persistent volume (PV) provisioning is enabled. Alternatively, if dynamic PV provisioning is not enabled, enough persistent volumes must be available. By default, the deployed components require the following PV sizes:
					
	
								Each KIE Server deployment by default requires one 1Gi PV for the database. You can change the database PV size. You can deploy multiple KIE Servers; each requires a separate database PV. This requirement does not apply if you use an external database server.
							
	
								By default, Business Central requires one 1Gi PV. You can change the PV size for Business Central persistent storage.
							
	
								Business Central Monitoring requires one 64Mi PV.
							
	
								Smart Router requires one 64Mi PV.
							



	
						If you intend to deploy a high-availability authoring environment or any environment with Business Central Monitoring pods, your OpenShift environment supports persistent volumes with ReadWriteMany mode. If your environment does not support this mode, you can use NFS to provision the volumes. For information about access mode support in OpenShift public and dedicated clouds, see Access Modes in Red Hat OpenShift Container Platform documentation.
					




Chapter 1. Overview of Red Hat Process Automation Manager on Red Hat OpenShift Container Platform




				You can deploy Red Hat Process Automation Manager into a Red Hat OpenShift Container Platform environment.
			

				In this solution, components of Red Hat Process Automation Manager are deployed as separate OpenShift pods. You can scale each of the pods up and down individually to provide as few or as many containers as required for a particular component. You can use standard OpenShift methods to manage the pods and balance the load.
			

				The following key components of Red Hat Process Automation Manager are available on OpenShift:
			
	
						KIE Server, also known as Execution Server, is the infrastructure element that runs decision services, process applications, and other deployable assets (collectively referred to as services) . All logic of the services runs on execution servers.
					

						A database server is normally required for KIE Server. You can provide a database server in another OpenShift pod or configure an execution server on OpenShift to use any other database server. Alternatively, KIE Server can use an H2 database; in this case, you cannot scale the pod.
					

						In some templates, you can scale up a KIE Server pod to provide as many copies as required, running on the same host or different hosts. As you scale a pod up or down, all of its copies use the same database server and run the same services. OpenShift provides load balancing and a request can be handled by any of the pods.
					

						You can deploy a separate KIE Server pod to run a different group of services. That pod can also be scaled up or down. You can have as many separate replicated KIE Server pods as required.
					

	
						Business Central is a web-based interactive environment used for authoring services. It also provides a management and monitoring console. You can use Business Central to develop services and deploy them to KIE Servers. You can also use Business Central to monitor the execution of processes.
					

						Business Central is a centralized application. However, you can configure it for high availability, where multiple pods run and share the same data.
					

						Business Central includes a Git repository that holds the source for the services that you develop on it. It also includes a built-in Maven repository. Depending on configuration, Business Central can place the compiled services (KJAR files) into the built-in Maven repository or (if configured) into an external Maven repository.
					

	
						Business Central Monitoring is a web-based management and monitoring console. It can manage the deployment of services to KIE Servers and provide monitoring information, but does not include authoring capabilities. You can use this component to manage staging and production environments.
					
	
						Smart Router is an optional layer between KIE Servers and other components that interact with them. When your environment includes many services running on different KIE Servers, Smart Router provides a single endpoint to all client applications. A client application can make a REST API call that requires any service. Smart Router automatically calls the KIE Server that can process a particular request.
					



				You can arrange these and other components into various environment configurations within OpenShift.
			
Architecture of an authoring environment




					In Red Hat Process Automation Manager, the Business Central component provides a web-based interactive user interface for authoring services. The KIE Server component runs the services.
				

					The KIE Server uses a database server to store the state of process services.
				

					You can also use Business Central to deploy services onto a KIE Server. You can use several KIE Servers to run different services and control the servers from the same Business Central.
				
Single authoring environment

					In a single authoring environment, only one instance of Business Central is running. Multiple users can access its web interface at the same time, however the performance can be limited and there is no failover capability.
				

					Business Central includes a built-in Maven repository that stores the built versions of the services that you develop (KJAR files/artifacts). You can use your continuous integration and continuous deployment (CICD) tools to retrieve these artifacts from the repository and move them as necessary.
				

					Business Central saves the source code in a built-in Git repository, stored in the .niogit directory. It uses a built-in indexing mechanism to index the assets in your services.
				

					Business Central uses persistent storage for the Maven repository and for the Git repository.
				

					A single authoring environment, by default, includes one KIE Server. This KIE Server uses a built-in H2 database engine to store the state of process services.
				

					A single authoring environment can use the controller strategy. Business Central includes the Controller, a component that can manage KIE Servers. When you configure a KIE Server to connect to Business Central, the KIE Server uses a REST API to connect to the Controller. This connection opens a persistent WebSocket. In an OpenShift deployment that uses the controller strategy, each KIE Server is initially configured to connect to the Business Central Controller.
				

					When you use the Business Central user interface to deploy or manage a service on the KIE Server, the KIE Server receives the request through the Controller connection WebSocket. To deploy a service, the KIE Server requests the necessary artifact from the Maven repository that is a part of Business Central.
				

					Client applications use a REST API to use services that run on the KIE Server.
				
Figure 1.1. Architecture diagram for a single authoring environment



Clustering KIE Servers and using multiple KIE Servers

					You can scale a KIE Server pod to run a clustered KIE Server environment. To scale a KIE Server, you must ensure that it uses a database server in a separate pod or an external database server, and not a built-in H2 database engine.
				

					In a clustered deployment, several instances of the KIE Server run the same services. These servers can connect to the Business Central Controller using the same server ID, so they can receive the same requests from the controller. Red Hat OpenShift Container Platform provides load-balancing between the servers. Decision services and business optimizer services that run on a clustered KIE Server must be stateless, because requests from the same client might be processed by different instances.
				

					You can also deploy several independent KIE Servers to run different services. In this case, the servers connect to the Business Central Controller with different server ID values. You can use the Business Central UI to deploy services to each of the servers.
				
Smart Router

					The optional Smart Router component provides a layer between client applications and KIE Servers. It can be useful if you are using several independent KIE Servers.
				

					The client application can use services running on different KIE Servers, but always connects to the Smart Router. The Smart Router automatically passes the request to the KIE Servers that runs the required service. The Smart Router also enables management of service versions and provides an additional load-balancing layer.
				
High-availability authoring environment

					In a high-availability (HA) authoring environment, the Business Central pod is scaled, so several instances of Business Central are running. Red Hat OpenShift Container Platform provides load balancing for user requests. This environment provides optimal performance for multiple users and supports failover.
				

					Each instance of Business Central includes the Maven repository for the built artifacts and uses the .niogit Git repository for source code. The instances use shared persistent storage for the repositories. A persistent volume with ReadWriteMany access is required for this storage.
				

					An instance of Red Hat DataGrid provides indexing of all projects and assets developed in Business Central.
				

					An instance of Red Hat AMQ propagates Java CDI messages between all instances of Business Central. For example, when a new project is created or when an asset is locked or modified on one of the instances, this information is immediately reflected in all other instances.
				

					The controller strategy is not suitable for clustered deployment. In an OpenShift deployment, a high-availability Business Central must manage KIE Servers using the OpenShift startup strategy.
				

					Each KIE Server deployment (which can be scaled) creates a ConfigMap that reflects its current state. The Business Central discovers all KIE Servers by reading their ConfigMaps.
				

					When the user requests a change in KIE Server configuration (for example, deploys or undeploys a service), Business Central initiates a connection to the KIE Server and sends a REST API request. The KIE Server changes the ConfigMap to reflect the new configuration state and then triggers its own redeployment, so that all instances are redeployed and reflect the new configuration.
				

					You can deploy several independent KIE Servers in your OpenShift environment. Each of the KIE Servers has a separate ConfigMap with the necessary configuration. You can scale each of the KIE Servers separately.
				

					You can include Smart Router in the OpenShift deployment.
				
Figure 1.2. Architecture diagram for a high-availability authoring environment





Chapter 2. Preparation for deploying Red Hat Process Automation Manager in your OpenShift environment




				Before deploying Red Hat Process Automation Manager in your OpenShift environment, you must complete several procedures. You do not need to repeat these procedures if you want to deploy additional images, for example, for new versions of processes or for other processes.
			
Note

					If you are deploying a trial environment, complete the procedure described in the section called “Ensuring your environment is authenticated to the Red Hat registry” and do not complete any other preparation procedures.
				

Ensuring your environment is authenticated to the Red Hat registry




					To deploy Red Hat Process Automation Manager components of Red Hat OpenShift Container Platform, you must ensure that OpenShift can download the correct images from the Red Hat registry.
				

					OpenShift must be configured to authenticate with the Red Hat registry using your service account user name and password. This configuration is specific for a namespace, and if operators work, the configuration is already completed for the openshift namespace.
				

					However, if the image streams for Red Hat Process Automation Manager are not found in the openshift namespace or if the operator is configured to update Red Hat Process Automation Manager to a new version automatically, the operator needs to download images into the namespace of your project. You must complete the authentication configuration for this namespace.
				
Procedure
	
							Ensure you are logged in to OpenShift with the oc command and that your project is active.
						
	
							Complete the steps documented in Registry Service Accounts for Shared Environments. You must log in to Red Hat Customer Portal to access the document and to complete the steps to create a registry service account.
						
	
							Select the OpenShift Secret tab and click the link under Download secret to download the YAML secret file.
						
	
							View the downloaded file and note the name that is listed in the name: entry.
						
	
							Run the following commands:
						
oc create -f <file_name>.yaml
oc secrets link default <secret_name> --for=pull
oc secrets link builder <secret_name> --for=pull

							Replace <file_name> with the name of the downloaded file and <secret_name> with the name that is listed in the name: entry of the file.
						




Creating the secrets for KIE Server




					OpenShift uses objects called secrets to hold sensitive information such as passwords or keystores. For more information about OpenShift secrets, see What is a secret in the Red Hat OpenShift Container Platform documentation.
				

					In order to provide HTTPS access, KIE Server uses an SSL certificate. The deployment can create a sample secret automatically. However, in production environments you must create an SSL certificate for KIE Server and provide it to your OpenShift environment as a secret.
				
Procedure
	
							Generate an SSL keystore named keystore.jks with a private and public key for SSL encryption for KIE Server. For more information on how to create a keystore with self-signed or purchased SSL certificates, see Generate a SSL Encryption Key and Certificate.
						
Note

								In a production environment, generate a valid signed certificate that matches the expected URL for KIE Server.
							


	
							Record the name of the certificate. The default value for this name in Red Hat Process Automation Manager configuration is jboss.
						
	
							Record the password of the keystore file. The default value for this name in Red Hat Process Automation Manager configuration is mykeystorepass.
						
	
							Use the oc command to generate a secret named kieserver-app-secret from the new keystore file:
						
$ oc create secret generic kieserver-app-secret --from-file=keystore.jks




Creating the secrets for Business Central




					In order to provide HTTPS access, Business Central uses an SSL certificate. The deployment can create a sample secret automatically. However, in production environments you must create an SSL certificate for Business Central and provide it to your OpenShift environment as a secret.
				

					Do not use the same certificate and keystore for Business Central and KIE Server.
				
Procedure
	
							Generate an SSL keystore named keystore.jks with a private and public key for SSL encryption for KIE Server. For more information on how to create a keystore with self-signed or purchased SSL certificates, see Generate a SSL Encryption Key and Certificate.
						
Note

								In a production environment, generate a valid signed certificate that matches the expected URL for Business Central.
							


	
							Record the name of the certificate. The default value for this name in Red Hat Process Automation Manager configuration is jboss.
						
	
							Record the password of the keystore file. The default value for this name in Red Hat Process Automation Manager configuration is mykeystorepass.
						
	
							Use the oc command to generate a secret named businesscentral-app-secret from the new keystore file:
						
$ oc create secret generic businesscentral-app-secret --from-file=keystore.jks




Creating the secrets for the AMQ broker connection




					If you want to connect any KIE Server to an AMQ broker and to use SSL for the AMQ broker connection, you must create an SSL certificate for the connection and provide it to your OpenShift environment as a secret.
				
Procedure
	
							Generate an SSL keystore named keystore.jks with a private and public key for SSL encryption for KIE Server. For more information on how to create a keystore with self-signed or purchased SSL certificates, see Generate a SSL Encryption Key and Certificate.
						
Note

								In a production environment, generate a valid signed certificate that matches the expected URL for the AMQ broker connection.
							


	
							Record the name of the certificate. The default value for this name in Red Hat Process Automation Manager configuration is jboss.
						
	
							Record the password of the keystore file. The default value for this name in Red Hat Process Automation Manager configuration is mykeystorepass.
						
	
							Use the oc command to generate a secret named broker-app-secret from the new keystore file:
						
$ oc create secret generic broker-app-secret --from-file=keystore.jks




Creating the secrets for Smart Router




					In order to provide HTTPS access, Smart Router uses an SSL certificate. The deployment can create a sample secret automatically. However, in production environments you must create an SSL certificate for Smart Router and provide it to your OpenShift environment as a secret.
				

					Do not use the same certificate and keystore for Smart Router as the ones used for KIE Server or Business Central.
				
Procedure
	
							Generate an SSL keystore named keystore.jks with a private and public key for SSL encryption for KIE Server. For more information on how to create a keystore with self-signed or purchased SSL certificates, see Generate a SSL Encryption Key and Certificate.
						
Note

								In a production environment, generate a valid signed certificate that matches the expected URL for Smart Router.
							


	
							Record the name of the certificate. The default value for this name in Red Hat Process Automation Manager configuration is jboss.
						
	
							Record the password of the keystore file. The default value for this name in Red Hat Process Automation Manager configuration is mykeystorepass.
						
	
							Use the oc command to generate a secret named smartrouter-app-secret from the new keystore file:
						
$ oc create secret generic smartrouter-app-secret --from-file=keystore.jks




Building a custom KIE Server extension image for an external database




					If you want to use an external database server for a KIE Server and the database server is not a MySQL or PostgreSQL server, you must build a custom KIE Server extension image with drivers for this server before deploying your environment.
				

					Complete the steps in this build procedure to provide drivers for any of the following database servers:
				
	
							Microsoft SQL Server
						
	
							IBM DB2
						
	
							Oracle Database
						
	
							Sybase
						



					Optionally, you can use this procedure to build a new version of drivers for any of the following database servers:
				
	
							MySQL
						
	
							MariaDB
						
	
							PostgreSQL
						



					For the supported versions of the database servers, see Red Hat Process Automation Manager 7 Supported Configurations.
				

					The build procedure creates a custom extension image that extends the existing KIE Server image. You must import this custom extension image into your OpenShift environment and then reference it in the EXTENSIONS_IMAGE parameter.
				
Prerequisites
	
							You are logged in to your OpenShift environment using the oc command. Your OpenShift user must have the registry-editor role.
						
	
							For Oracle Database, IBM DB2, or Sybase, you downloaded the JDBC driver from the database server vendor.
						
	
							You have installed the following required software:
						
	
									Docker: For installation instructions, see Get Docker.
								
	
									Cekit version 3.2: For installation instructions, see Installation.
								
	
									The following libraries and extensions for Cekit. For more information, see Dependencies.
								
	
											docker, provided by the python3-docker package or similar package
										
	
											docker-squash, provided by the python3-docker-squash package or similar package
										
	
											behave, provided by the python3-behave package or similar package
										








Procedure
	
							For IBM DB2, Oracle Database, or Sybase, provide the JDBC driver JAR file in a local directory.
						
	
							Download the rhpam-7.9.1-openshift-templates.zip product deliverable file from the Software Downloads page of the Red Hat Customer Portal.
						
	
							Unzip the file and, using the command line, change to the templates/contrib/jdbc/cekit directory of the unzipped file. This directory contains the source code for the custom build.
						
	
							Enter one of the following commands, depending on the database server type:
						
	
									For Microsoft SQL Server:
								
make mssql

	
									For MySQL:
								
make mysql

	
									For PostgreSQL:
								
make postgresql

	
									For MariaDB:
								
make mariadb

	
									For IBM DB2:
								
make db2 artifact=/tmp/db2jcc4.jar version=10.2

									In this command, replace /tmp/db2jcc4.jar with the path name of the IBM DB2 driver and 10.2 with the version of the driver.
								

	
									For Oracle Database:
								
make oracle artifact=/tmp/ojdbc7.jar version=7.0

									In this command, replace /tmp/ojdbc7.jar with the path name of the Oracle Database driver and 7.0 with the version of the driver.
								

	
									For Sybase:
								
make build sybase artifact=/tmp/jconn4-16.0_PL05.jar version=16.0_PL05

									In this command, replace /tmp/jconn4-16.0_PL05.jar with the path name of the downloaded Sybase driver and 16.0_PL05 with the version of the driver.
								

									Alternatively, if you need to update the driver class or driver XA class for the Sybase driver, you can set the DRIVER_CLASS or DRIVER_XA_CLASS variable for this command, for example:
								
export DRIVER_CLASS=another.class.Sybase && make sybase artifact=/tmp/jconn4-16.0_PL05.jar version=16.0_PL05




	
							Enter the following command to list the Docker images that are available locally:
						
docker images

							Note the name of the image that was built, for example, jboss-kie-db2-extension-openshift-image, and the version tag of the image, for example, 11.1.4.4 (not the latest tag).
						

	
							Access the registry of your OpenShift environment directly and push the image to the registry. Depending on your user permissions, you can push the image into the openshift namespace or into a project namespace. For instructions about accessing the registry and pushing the images, see Accessing registry directly from the cluster in the Red Hat OpenShift Container Platform product documentation.
						



Preparing Git hooks




					In an authoring environment you can use Git hooks to execute custom operations when the source code of a project in Business Central is changed. The typical use of Git hooks is for interaction with an upstream repository.
				

					To enable Git hooks to interact with an upstream repository using SSH authentication, you must also provide a secret key and a known hosts file for authentication with the repository.
				

					Skip this procedure if you do not want to configure Git hooks.
				
Procedure
	
							Create the Git hooks files. For instructions, see the Git hooks reference documentation.
						
Note

								A pre-commit script is not supported in Business Central. Use a post-commit script.
							


	
							Create a configuration map (ConfigMap) or persistent volume with the files.
						
	
									If the Git hooks consist of one or several fixed script files, use the oc command to create a configuration map. For example:
								
oc create configmap git-hooks --from-file=post-commit=post-commit

	
									If the Git hooks consist of long files or depend on binaries, such as executable or JAR files, use a persistent volume. You must create a persistent volume, create a persistent volume claim and associate the volume with the claim, and transfer files to the volume.
								

									For instructions about persistent volumes and persistent volume claims, see Storage in the Red Hat OpenShift Container Platform documentation. For instructions about copying files onto a persistent volume, see Transferring files in and out of containers.
								




	
							If the Git hooks scripts must interact with an upstream repository using SSH authentication, prepare a secret with the necessary files:
						
	
									Prepare the id_rsa file with a private key that matches a public key stored in the repository.
								
	
									Prepare the known_hosts file with the correct name, address, and public key for the repository.
								
	
									Create a secret with the two files using the oc command, for example:
								
oc create secret git-hooks-secret --from-file=id_rsa=id_rsa --from-file=known_hosts=known_hosts
Note

										When the deployment uses this secret, it mounts the id_rsa and known_hosts files into the /home/jboss/.ssh directory on Business Central pods.
									








Provisioning persistent volumes with ReadWriteMany access mode using NFS




					If you want to deploy Business Central Monitoring or high-availability Business Central, your environment must provision persistent volumes with ReadWriteMany access mode.
				

					If your configuration requires provisioning persistent volumes with ReadWriteMany access mode but your environment does not support such provisioning, use NFS to provision the volumes. Otherwise, skip this procedure.
				
Procedure

						Deploy an NFS server and provision the persistent volumes using NFS. For information about provisioning persistent volumes using NFS, see the "Persistent storage using NFS" section of the OpenShift Container Platform Storage guide.
					

Extracting the source code from Business Central for use in an S2I build




					If you are planning to create immutable KIE servers using the source-to-image (S2I) process, you must provide the source code for your services in a Git repository. If you are using Business Central for authoring services, you can extract the source code for your service and place it into a separate Git repository, such as GitHub or an on-premise installation of GitLab, for use in the S2I build.
				

					Skip this procedure if you are not planning to use the S2I process or if you are not using Business Central for authoring services.
				
Procedure
	
							Use the following command to extract the source code:
						
git clone https://<business-central-host>:443/git/<MySpace>/<MyProject>

							In this command, replace the following variables:
						
	
									<business-central-host> with the host on which Business Central is running
								
	
									<MySpace> with the name of the Business Central space in which the project is located
								
	
									<MyProject> with the name of the project
								


Note

								To view the full Git URL for a project in Business Central, click Menu → Design → <MyProject> → Settings.
							

Note

								If you are using self-signed certificates for HTTPS communication, the command might fail with an SSL certificate problem error message. In this case, disable SSL certificate verification in git, for example, using the GIT_SSL_NO_VERIFY environment variable:
							
env GIT_SSL_NO_VERIFY=true git clone https://<business-central-host>:443/git/<MySpace>/<MyProject>


	
							Upload the source code to another Git repository, such as GitHub or GitLab, for the S2I build.
						



Preparing for deployment in a restricted network




					You can deploy Red Hat Process Automation Manager in a restricted network that is not connected to the public Internet. For instructions about operator deployment in a restricted network, see Using Operator Lifecycle Manager on restricted networks in Red Hat OpenShift Container Platform documentation.
				
Important

						In Red Hat Process Automation Manager 7.9, deployment on restricted networks is for Technology Preview only. For more information on Red Hat Technology Preview features, see Technology Preview Features Scope.
					


					In order to use a deployment that does not have outgoing access to the public Internet, you must also prepare a Maven repository with a mirror of all the necessary artifacts. For instructions about creating this repository, see the section called “Preparing a Maven mirror repository for offline use”.
				

Preparing a Maven mirror repository for offline use




					If your Red Hat OpenShift Container Platform environment does not have outgoing access to the public Internet, you must prepare a Maven repository with a mirror of all the necessary artifacts and make this repository available to your environment.
				
Note

						You do not need to complete this procedure if your Red Hat OpenShift Container Platform environment is connected to the Internet.
					

Prerequisites
	
							A computer that has outgoing access to the public Internet is available.
						


Procedure
	
							Configure a Maven release repository to which you have write access. The repository must allow read access without authentication and your OpenShift environment must have network access to this repository.
						

							You can deploy a Nexus repository manager in the OpenShift environment. For instructions about setting up Nexus on OpenShift, see Setting up Nexus in the Red Hat OpenShift Container Platform 3.11 documentation. The documented procedure is applicable to Red Hat OpenShift Container Platform version 4.
						

							Use this repository as a mirror to host the publicly available Maven artifacts. You can also provide your own services in this repository in order to deploy these services on immutable servers or to deploy them on managed servers using Business Central monitoring.
						

	
							On the computer that has an outgoing connection to the public Internet, complete the following steps:
						
	
									Click Red Hat Process Automation Manager 7.9.1 Offliner Content List to download the rhpam-7.9.1-offliner.zip product deliverable file from the Software Downloads page of the Red Hat Customer Portal.
								
	
									Extract the contents of the rhpam-7.9.1-offliner.zip file into any directory.
								
	
									Change to the directory and enter the following command:
								
./offline-repo-builder.sh offliner.txt

									This command creates a repository subdirectory and downloads the necessary artifacts into this subdirectory.
								

									If a message reports that some downloads have failed, run the same command again. If downloads fail again, contact Red Hat support.
								

	
									Upload all artifacts from the repository subdirectory to the Maven mirror repository that you prepared. You can use the Maven Repository Provisioner utility, available from the Maven repository tools Git repository, to upload the artifacts.
								



	
							If you developed services outside Business Central and they have additional dependencies, add the dependencies to the mirror repository. If you developed the services as Maven projects, you can use the following steps to prepare these dependencies automatically. Complete the steps on the computer that has an outgoing connection to the public Internet.
						
	
									Create a backup of the local Maven cache directory (~/.m2/repository) and then clear the directory.
								
	
									Build the source of your projects using the mvn clean install command.
								
	
									For every project, enter the following command to ensure that Maven downloads all runtime dependencies for all the artifacts generated by the project:
								
mvn -e -DskipTests dependency:go-offline -f /path/to/project/pom.xml --batch-mode -Djava.net.preferIPv4Stack=true

									Replace /path/to/project/pom.xml with the correct path to the pom.xml file of the project.
								

	
									Upload all artifacts from the local Maven cache directory (~/.m2/repository) to the Maven mirror repository that you prepared. You can use the Maven Repository Provisioner utility, available from the Maven repository tools Git repository, to upload the artifacts.
								







Chapter 3. Deployment and management of a Red Hat Process Automation Manager environment using OpenShift operators




				To deploy a Red Hat Process Automation Manager environment, the OpenShift operator uses a YAML source that describes the environment. Red Hat Process Automation Manager provides an installer that you can use to form the YAML source and deploy the environment.
			

				When the Business Automation operator deploys the environment, it creates a YAML description of the environment, and then ensures that the environment is consistent with the description at all times. You can edit the description to modify the environment.
			

				You can remove the environment by deleting the operator application in Red Hat OpenShift Container Platform.
			
Note

					When you remove an environment with a high-availability Business Central, the operator does not delete Persistent Volume Claims that were created as part of the JBoss Datagrid and JBoss AMQ StatefulSet creation. This behaviour is a part of Kubernetes design, as deletion of the Persistent Volume Claims could cause data loss. For more information about handling persistent volumes during deletion of a StatefulSet, see the Kubernetes documentation.
				

					If you create a new environment using the same namespace and the same application name, the environment reuses the persistent volumes for increased performance.
				

					To ensure that new deployments do not use any old data, you can delete the Persistent Volume Claims manually.
				

Subscribing to the Business Automation operator




					To be able to deploy Red Hat Process Automation Manager using operators, you must subscribe to the Business Automation operator in OpenShift.
				
Procedure
	
							Enter your project in the OpenShift Web cluster console.
						
	
							In the OpenShift Web console navigation panel, select Catalog → OperatorHub or Operators → OperatorHub.
						
	
							Search for Business Automation, select it and click Install.
						
	
							On the Create Operator Subscription page, select your target namespace and approval strategy.
						

							Optional: Set Approval strategy to Automatic to enable automatic operator updates. An operator update does not immediately update the product, but is required before you update the product. Configure automatic or manual product updates using the settings in every particular product deployment.
						

	
							Click Subscribe to create a subscription.
						



Deploying a Red Hat Process Automation Manager environment using the operator




					After you subscribe to the Business Automation operator, you can use the installer wizard to configure and deploy a Red Hat Process Automation Manager environment.
				
Important

						In Red Hat Process Automation Manager 7.9, the operator installer wizard is for Technology Preview only. For more information on Red Hat Technology Preview features, see Technology Preview Features Support Scope.
					

Starting the deployment of a Red Hat Process Automation Manager environment using the Business Automation operator




						To start deploying a Red Hat Process Automation Manager environment using the Business Automation operator, access the installer wizard. The installer wizard is deployed when you subscribe to the operator.
					
Prerequisites
	
								You subscribed to the Business Automation operator. For instructions about subscribing to the operator, see the section called “Subscribing to the Business Automation operator”.
							


Procedure
	
								In the Red Hat OpenShift Container Platform web cluster console menu, select Catalog → Installed operators or Operators → Installed operators.
							
	
								Click the name of the operator that contains businessautomation. Information about this operator is displayed.
							
	
								Click the Installer link located on the right side of the window.
							
	
								If prompted, log in with your OpenShift credentials.
							


Result

							The Installation tab of the wizard is displayed.
						

Setting the basic configuration of the environment




						After you start to deploy a Red Hat Process Automation Manager environment using the Business Automation operator, you must select the type of the environment and set other basic configuration.
					
Prerequisites
	
								You started to deploy a Red Hat Process Automation Manager environment using the Business Automation operator and accessed the installer wizard according to the instructions in the section called “Starting the deployment of a Red Hat Process Automation Manager environment using the Business Automation operator”.
							


Procedure
	
								In the Application Name field, enter a name for the OpenShift application. This name is used in the default URLs for all components.
							
	
								In the Environment list, select the type of environment. This type determines the default configuration; you can modify this configuration as necessary. The following types are available for Red Hat Process Automation Manager:
							
	
										rhpam-trial: A trial environment that you can set up quickly and use to evaluate or demonstrate developing and running assets. Includes Business Central and a KIE Server. This environment does not use any persistent storage, and any work you do in the environment is not saved.
									
	
										rhpam-authoring: An environment for creating and modifying services using Business Central. It consists of pods that provide Business Central for the authoring work and a KIE Server for test execution of the services.
									
	
										rhpam-authoring-ha: An environment for creating and modifying services using Business Central. It consists of pods that provide Business Central for the authoring work and a KIE Server for test execution of the services. This version of the authoring environment supports scaling the Business Central pod to ensure high availability.
									
Important

											In Red Hat Process Automation Manager 7.9, high-availability Business Central functionality deployment using the operator is for Technology Preview only. For more information about Red Hat Technology Preview features, see Technology Preview Features Support Scope. For a fully supported high-availability deployment, use the high-availability authoring template on Red Hat OpenShift Container Platform version 3.11. For instructions about deploying this template, see Part II, “Deploying a Red Hat Process Automation Manager environment on Red Hat OpenShift Container Platform using templates”.
										


	
										rhpam-production: An environment for running existing services for staging and production purposes. This environment includes Business Central Monitoring, Smart Router, and two groups of KIE Server pods. You can deploy and undeploy services on every such group and also scale the group up or down as necessary. Use Business Central Monitoring to deploy, run, and stop the services and to monitor their execution.
									
	
										rhpam-production-immutable: An alternate environment for running existing services for staging and production purposes. You can configure one or more KIE Server pods that build services from source or pull them from a Maven repository. You can then replicate each pod as necessary.
									

										You cannot remove any service from the pod or add any new service to the pod. If you want to use another version of a service or to modify the configuration in any other way, deploy a new server image to replace the old one. You can use any container-based integration workflows to manage the pods.
									

										When configuring this environment, in the KIE Servers tab you must customize the KIE Server and either click the Set immutable server configuration button or set the KIE_SERVER_CONTAINER_DEPLOYMENT environment variable. For instructions about configuring the KIE Server, see the section called “Setting custom KIE Server configuration of the environment”.
									

										Optionally, you can also use the Console tab to include Business Central Monitoring in this environment to monitor, stop, and restart the execution of process services. For instructions about configuring Business Central Monitoring, see the section called “Setting the Business Central configuration of the environment”.
									




	
								If you want to enable automatic upgrades to new versions, select the Enable Upgrades box. If this box is selected, when a new patch version of Red Hat Process Automation Manager 7.9 becomes available, the operator automatically upgrades your deployment to this version. All services are preserved and normally remain available throughout the upgrade process.
							

								If you also want to enable the same automatic upgrade process when a new minor version of Red Hat Process Automation Manager 7.x becomes available, select the Include minor version upgrades box.
							
Note

									Disable automatic updates if you want to use a custom image for any component of Red Hat Process Automation Manager.
								


	
								Optional: If you want to use image tags for downloading images, select the Use Image Tags box. This setting is useful if you use a custom registry or if you are directed by Red Hat support.
							
	
								If you want to use a custom image registry, under Custom registry, enter the URL of the registry in the Image registry field. If this registry does not have a properly signed and recognized SSL certificate, select the Insecure box.
							
Note

									To use particular images from the custom registry, set the image context, name, and tag in the Console and KIE Server tabs.
								


	
								Under Admin user, enter the user name and password for the administrative user for Red Hat Process Automation Manager in the Username and Password fields.
							
Important

									If you use RH-SSO or LDAP authentication, the same user must be configured in your authentication system with the kie-server,rest-all,admin roles for Red Hat Process Automation Manager.
								




Next steps

							If you want to deploy the environment with the default configuration, click Finish and then click Deploy to deploy the environment. Otherwise, continue to set other configuration parameters.
						

Setting the security configuration of the environment




						After you set the basic configuration of a Red Hat Process Automation Manager environment using the Business Automation operator, you can optionally configure authentication (security) settings for the environment.
					
Prerequisites
	
								You completed basic configuration of a Red Hat Process Automation Manager environment using the Business Automation operator in the installer wizard according to the instructions in the section called “Setting the basic configuration of the environment”.
							
	
								If you want to use RH-SSO or LDAP for authentication, you created users with the correct roles in your authentication system. You must create at least one administrative user (for example, adminUser) with the kie-server,rest-all,admin roles. This user must have the user name and password that you configured on the Installation tab.
							
	
								If you want to use RH-SSO authentication, you created the clients in your RH-SSO system for all components of your environment, specifying the correct URLs. This action ensures maximum control. Alternatively, the deployment can create the clients.
							


Procedure
	
								If the Installation tab is open, click Next to view the Security tab.
							
	
								In the Authentication mode list, select one of the following modes:
							
	
										Internal: You configure the initial administration user when deploying the environment. The user can use Business Central to set up other users as necessary.
									
	
										RH-SSO: Red Hat Process Automation Manager uses Red Hat Single Sign-On for authentication.
									
	
										LDAP: Red Hat Process Automation Manager uses LDAP for authentication
									



	
								Complete the security configuration based on the Authentication mode that you selected.
							

								If you selected RH-SSO, configure RH-SSO authentication:
							
	
										In the RH-SSO URL field, enter the RH-SSO URL.
									
	
										In the Realm field, enter the RH-SSO realm name.
									
	
										If you did not create RH-SSO clients for components of your environment enter the credentials of an administrative user for your RH-SSO system in the SSO admin user and SSO admin password fields.
									
	
										If your RH-SSO system does not have a proper signed SSL certificate, select the Disable SSL cert validation box.
									
	
										If you want to change the RH-SSO principal attribute used for the user name, in the Principal attribute field enter the name of the new attribute.
									



								If you selected LDAP, configure LDAP authentication:
							
	
										In the LDAP URL field, enter the LDAP URL.
									
	
										Configure LDAP parameters that correspond to the settings of the LdapExtended Login module of Red Hat JBoss EAP. For instructions about using these settings, see LdapExtended Login Module.
									
Note

											If you want to enable LDAP failover, you can set two or more LDAP server addresses in the AUTH_LDAP_URL parameter, separated by a space.
										





	
								If you selected RH-SSO or LDAP, if your RH-SSO or LDAP system does not define all the roles required for your deployment, you can map authentication system roles to Red Hat Process Automation Manager roles.
							

								To enable role mapping, you must provide a role mapping configuration file in an OpenShift configuration map or secret object in the project namespace. The file must contain entries in the following format:
							
ldap_role = product_role1, product_role2...

								For example:
							
admins = kie-server,rest-all,admin

								To enable the use of this file, make the following changes:
							
	
										Under RoleMapper, in the Roles properties file field, enter the fully qualified path name of the role mapping configuration file, for example, /opt/eap/standalone/configuration/rolemapping/rolemapping.properties.
									
	
										If you want to replace roles defined in the authentication system with roles that you define in the mapping file, select the Replace roles box. Otherwise, both the roles defined in RH-SSO or LDAP and the roles defined in the configuration file are available.
									
	
										In the fields under RoleMapper Configuration object, select the Kind of the object that provides the file (ConfigMap or Secret) and enter the Name of the object. This object is automatically mounted on Business Central and KIE Server pods in the path that you specified for the role mapping configuration file.
									



	
								Configure other passwords, if necessary:
							
	
										AMQ password and AMQ cluster password are passwords for interaction with ActiveMQ using the JMS API.
									
	
										Keystore password is the password for the keystore files used in secrets for HTTPS communication. Set this password if you created secrets according to instructions in the section called “Creating the secrets for KIE Server” or the section called “Creating the secrets for Business Central”.
									
	
										Database password is the password for database server pods that are a part of the environments.
									





Next steps

							If you want to deploy the environment with the default configuration of all components, click Finish and then click Deploy to deploy the environment. Otherwise, continue to set configuration parameters for Business Central, KIE Servers, and Smart Router.
						

Setting the Business Central configuration of the environment




						After you set the basic and security configuration of a Red Hat Process Automation Manager environment using the Business Automation operator, you can optionally configure settings for the Business Central or Business Central Monitoring component of the environment.
					

						All environment types except rhpam-production-immutable include this component.
					

						By default, the rhpam-production-immutable environment does not include Business Central Monitoring. To include Business Central Monitoring in this environment, you must set the number of replicas for the Business Central Monitoring pod in the Replicas field or make any other change to the Business Central configuration fields.
					
Prerequisites
	
								You completed basic configuration of a Red Hat Process Automation Manager environment using the Business Automation operator in the installer wizard according to the instructions in the section called “Setting the basic configuration of the environment”.
							
	
								If you want to use RH-SSO or LDAP for authentication, you completed security configuration according to the instructions in the section called “Setting the security configuration of the environment”.
							


Procedure
	
								If the Installation or Security tab is open, click Next until you view the Console tab.
							
	
								If you created the secret for Business Central according to the instructions in the section called “Creating the secrets for Business Central”, enter the name of the secret in the Keystore secret field.
							
	
								Optional: If you want to use a custom image for the Business Central deployment, complete the following additional steps:
							
	
										Set the custom registry in the Installation tab. If you do not set the custom registry, the installation uses the default Red Hat registry. For more information about setting the custom registry value, see the section called “Setting the basic configuration of the environment”.
									
	
										In the Console tab, set the following fields:
									
	
												Image context: The context of the image in the registry.
											
	
												Image: The name of the image.
											
	
												Image tag: The tag of the image. If you do not set this field, the installation uses the latest tag.
											

												For example, if the full address of the image is registry.example.com/mycontext/mycentral:1.0-SNAPSHOT, set the custom registry to registry.example.com, the Image context field to mycontext, the Image field to mycentral, and the Image tag field to 1.0-SNAPSHOT.
											







	
								Optional: Configure Git hooks.
							

								In an authoring environment, you can use Git hooks to facilitate interaction between the internal Git repository of Business Central and an external Git repository. If you want to use Git hooks, you must prepare a Git hooks directory in an OpenShift configuration map, secret, or persistent volume claim object in the project namespace. You can also prepare a secret with the SSH key and known hosts files for Git SSH authentication. For instructions about preparing Git hooks, see the section called “Preparing Git hooks”.
							

								To use a Git hooks directory, make the following changes:
							
	
										Under GitHooks, in the Mount path field, enter a fully qualified path for the directory, for example, /opt/kie/data/git/hooks.
									
	
										In the fields under GitHooks Configuration object, select the Kind of the object that provides the file (ConfigMap, Secret, or PersistentVolumeClaim) and enter the Name of the object. This object is automatically mounted on the Business Central pods in the path that you specified for the Git hooks directory.
									
	
										Optionally, in the SSH secret field enter the name of the secret with the SSH key and known hosts files.
									



	
								Optionally, enter the number of replicas for Business Central or Business Central monitoring in the Replicas field. Do not change this number in a rhpam-authoring environment.
							
	
								Optionally, enter requested and maximum CPU and memory limits in the fields under Resource quotas.
							
	
								If you want to customize the configuration of the Java virtual machine on the Business Central pods, select the Enable JVM configuration box and then enter information in any of the fields under Enable JVM configuration. All fields are optional. For the JVM parameters that you can configure, see the section called “JVM configuration parameters”.
							
	
								If you selected RH-SSO authentication, configure RH-SSO for Business Central:
							
	
										Enter the client name in the Client name field and the client secret in the Client secret field. If a client with this name does not exist, the deployment attempts to create a new client with this name and secret.
									
	
										If the deployment is to create a new client, enter the HTTP and HTTPS URLs that will be used for accessing the KIE Server into the SSO HTTP URL and SSO HTTPS URL fields. This information is recorded in the client.
									



	
								Optionally, depending on your needs, set environment variables. To set an environment variable, click Add new Environment variable, then enter the name and value for the variable in the Name and Value fields.
							
	
										In a rhpam-production or rhpam-production-immutable environment, if you want Business Central Monitoring to run in a simplified mode that does not use a file system, set the ORG_APPFORMER_SIMPLIFIED_MONITORING_ENABLED to true.
									

										In the simplified mode, Business Central Monitoring does not require a persistent volume claim. You can use this mode in environments that do not support ReadWriteMany access to persistent storage. You can not use Business Central Monitoring in the simplified mode to design custom dashboards.
									

	
										If you want to use an external Maven repository, set the following variables:
									
	
												MAVEN_REPO_URL: The URL for the Maven repository
											
	
												MAVEN_REPO_ID: An identifier for the Maven repository, for example, repo-custom
											
	
												MAVEN_REPO_USERNAME: The user name for the Maven repository
											
	
												MAVEN_REPO_PASSWORD The password for the Maven repository
											
Important

													In an authoring environment, if you want Business Central to push a project into an external Maven repository, you must configure this repository during deployment and also configure exporting to the repository in every project. For information about exporting Business Central projects to an external Maven repository, see Packaging and deploying a Red Hat Process Automation Manager project.
												





	
										If your OpenShift environment does not have a connection to the public Internet, configure access to a Maven mirror that you set up according to the section called “Preparing a Maven mirror repository for offline use”. Set the following variables:
									
	
												MAVEN_MIRROR_URL: The URL for the Maven mirror repository that you set up in the section called “Preparing a Maven mirror repository for offline use”. This URL must be accessible from a pod in your OpenShift environment.
											
	
												MAVEN_MIRROR_OF: The value that determines which artifacts are to be retrieved from the mirror. For instructions about setting the mirrorOf value, see Mirror Settings in the Apache Maven documentation. The default value is external:*. With this value, Maven retrieves every required artifact from the mirror and does not query any other repositories.
											

												If you configure an external Maven repository (MAVEN_REPO_URL), change MAVEN_MIRROR_OF to exclude the artifacts in this repository from the mirror, for example, external:*,!repo-custom. Replace repo-custom with the ID that you configured in MAVEN_REPO_ID.
											

												If your authoring environment uses a built-in Business Central Maven repository, change MAVEN_MIRROR_OF to exclude the artifacts in this repository from the mirror: external:*,!repo-rhpamcentr.
											




	
										In some cases, you might want to persist the Maven repository cache for Business Central. By default, the cache is not persisted, so when you restart or scale a Business Central pod, all Maven artifacts are downloaded again and all projects within Business Central must be built again. If you enable persistence for the cache, the download is not necessary and startup time can improve in some situations. However, significant additional space on the Business Central persistence volume is required.
									

										To enable persistence for the Maven repository cache, set the KIE_PERSIST_MAVEN_REPO environment variable to true.
									

										If you set KIE_PERSIST_MAVEN_REPO to true, you can optionally set a custom path for the cache using the KIE_M2_REPO_DIR variable. The default path is /opt/kie/data/m2. Files in the /opt/kie/data directory tree are persisted.
									

	
										In some authoring environments, you might need to ensure that several users can deploy services on the same KIE Server at the same time. By default, after deploying a service onto a KIE Server using Business Central, the user needs to wait for some seconds before more services can be deployed. The OpenShiftStartupStrategy setting is enabled by default and causes this limitation. To remove the limitation, you can configure an rhpam-authoring environment to use the controller strategy. Do not make this change unless a specific need for it exists; if you decide to enable controller strategy, make this change on Business Central and on all KIE Servers in the same environment.
									
Note

											Do not enable the controller strategy in an environment with a high-availability Business Central. In such environments the controller strategy does not function correctly.
										


										To enable the controller strategy on Business Central, set the KIE_SERVER_CONTROLLER_OPENSHIFT_ENABLED environment variable to false.
									






Next steps

							If you want to deploy the environment with the default configuration of KIE Servers, without Smart Router, and without Process Instance Migration, click Finish and then click Deploy to deploy the environment. Otherwise, continue to set configuration parameters for KIE Servers and Smart Router.
						

Setting custom KIE Server configuration of the environment




						Every environment type in the Business Automation operator includes one or several KIE Servers by default.
					

						Optionally, you can set custom configuration for KIE Servers. In this case, default KIE Servers are not created and only the KIE Servers that you configure are deployed.
					
Prerequisites
	
								You completed basic configuration of a Red Hat Process Automation Manager environment using the Business Automation operator in the installer wizard according to the instructions in the section called “Setting the basic configuration of the environment”.
							
	
								If you want to use RH-SSO or LDAP for authentication, you completed security configuration according to the instructions in the section called “Setting the security configuration of the environment”.
							


Procedure
	
								If the Installation, Security, or Console tab is open, click Next until you view the KIE Servers tab.
							
	
								Click Add new KIE Server to add a new KIE Server configuration.
							
	
								In the Id field, enter an identifier for the KIE Server. If the KIE Server connects to a Business Central or Business Central Monitoring instance, this identifier determines which server group the server joins.
							
	
								In the Name field, enter a name for the KIE Server.
							
	
								In the Deployments field, enter the number of similar KIE Servers that are to be deployed. The installer can deploy several KIE Servers with the same configuration. The identifiers and names of the KIE Servers are modified automatically and remain unique.
							
	
								If you created the secret for KIE Server according to the instructions in the section called “Creating the secrets for KIE Server”, enter the name of the secret in the Keystore secret field.
							
	
								Optional: Enter the number of replicas for the KIE Server deployment in the Replicas field.
							
	
								Optional: If you want to use a custom image for the KIE Server deployment, complete one the following sets of additional steps:
							
	
										If you want to use a Docker image by specifying the image in the registry:
									
	
												Set the custom registry in the Installation tab. If you do not set the custom registry, the installation uses the default Red Hat registry. For more information about setting the custom registry value, see the section called “Setting the basic configuration of the environment”.
											
	
												In the KIE Server tab, set the following fields:
											
	
														Image context: The context of the image in the registry.
													
	
														Image: The name of the image.
													
	
														Image tag: The tag of the image. If you do not set this field, the installation uses the latest tag.
													

														For example, if the full address of the image is registry.example.com/mycontext/myserver:1.0-SNAPSHOT, set the custom registry to registry.example.com, the Image context field to mycontext, the Image field to myserver, and the Image tag field to 1.0-SNAPSHOT.
													







	
										If you want to use an image from an existing OpenShift image stream:
									
	
												Click Set KIE Server image.
											
	
												Enter the name of the image stream tag in the Name field.
											
	
												If the image stream is not in the openshift namespace, enter the namespace in the Namespace field.
											

												If the image stream tag is already configured in your OpenShift environment, the installation uses this tag. If the tag is not configured, the installation creates an image stream tag with the default image names and tags.
											
Note

													Do not change the Kind value to DockerImage. This option does not work in Red Hat Process Automation Manager 7.9.1.
												


												For instructions about creating custom images, see the section called “Creating custom images for KIE Server and Smart Router”.
											







	
								If you want to configure an immutable KIE Server using a Source to Image (S2I) build, complete the following additional steps:
							
Important

									If you want to configure an immutable KIE Server that pulls services from the Maven repository, do not click Set Immutable server configuration and do not complete these steps. Instead, set the KIE_SERVER_CONTAINER_REPLOYMENT environment variable.
								

	
										Click Set Immutable server configuration.
									
	
										In the KIE Server container deployment field, enter the identifying information of the services (KJAR files) that the deployment must extract from the result of a Source to Image (S2I) build. The format is <containerId>=<groupId>:<artifactId>:<version> or, if you want to specify an alias name for the container, <containerId>(<aliasId>)=<groupId>:<artifactId>:<version>. You can provide two or more KJAR files using the | separator, as illustrated in the following example: containerId=groupId:artifactId:version|c2(alias2)=g2:a2:v2.
									
	
										If your OpenShift environment does not have a connection to the public Internet, enter the URL of the Maven mirror that you set up according to the section called “Preparing a Maven mirror repository for offline use” in the Maven mirror URL field.
									
	
										In the Artifact directory field, enter the path within the project that contains the required binary files (KJAR files and any other necessary files) after a successful Maven build. Normally this directory is the target directory of the build. However, you can provide prebuilt binaries in this directory in the Git repository.
									
	
										If you want to use a custom base KIE Server image for the S2I build, click Set Base build image and then enter the name of the image stream in the Name field. If the image stream is not in the openshift namespace, enter the namespace in the Namespace field. If you want to use a Docker image name and not an OpenShift image stream tag, change the Kind value to DockerImage.
									
	
										Click Set Git source and enter information in the following fields:
									
	
												S2I Git URI:The URI for the Git repository that contains the source for your services.
											
	
												Reference: The branch in the Git repository.
											
	
												Context directory: (Optional) The path to the source within the project downloaded from the Git repository. By default, the root directory of the downloaded project is the source directory.
											
Note

													If you do not configure a Git source, the immutable KIE Server does not use an S2I build. Instead, it pulls the artifacts that you define in the KIE Server container deployment field from the configured Maven repository.
												





	
										If you are using S2I and want to set a Git Webhook so that changes in the Git repository cause an automatic rebuild of the KIE Server, click Add new Webhook. Then select the type of the Webhook in the Type field and enter the secret string for the Webhook in the Secret field.
									
	
										If you want to set a build environment variable for the S2I build, click Add new Build Config Environment variable and then enter the name and value for the variable in the Name and Value fields.
									



	
								Optionally, enter requested and maximum CPU and memory limits in the fields under Resource quotas. If you are configuring several KIE Servers, the limits apply to each server separately.
							
	
								If you selected RH-SSO authentication, configure RH-SSO for the KIE Server:
							
	
										Enter the client name in the Client name field and the client secret in the Client secret field. If a client with this name does not exist, the deployment attempts to create a new client with this name and secret.
									
	
										If the deployment is to create a new client, enter the HTTP and HTTPS URLs that will be used for accessing the KIE Server into the SSO HTTP URL and SSO HTTPS URL fields. This information is recorded in the client.
									



	
								If you want to interact with the KIE Server through JMS API using an external AMQ message broker, enable the Enable JMS Integration setting. Additional fields for configuring JMS Integration are displayed and you must enter the values as necessary:
							
	
										User name, Password: The user name and password of a standard broker user, if user authentication in the broker is required in your environment.
									
	
										Executor: Select this setting to disable the JMS executor. The executor is enabled by default.
									
	
										Executor transacted: Select this setting to enable JMS transactions on the executor queue.
									
	
										Enable signal: Select this setting to enable signal configuration through JMS.
									
	
										Enable audit: Select this setting to enable audit logging through JMS.
									
	
										Audit transacted: Select this setting to enable JMS transactions on the audit queue.
									
	
										Queue executor, Queue request, Queue response, Queue signal, Queue audit: Custom JNDI names of the queues to use. If you set any of these values, you must also set the AMQ queues parameter.
									
	
										AMQ Queues: AMQ queue names, separated by commas. These queues are automatically created when the broker starts and are accessible as JNDI resources in the JBoss EAP server. If you are using any custom queue names, you must enter the names of all the queues uses by the server in this field.
									
	
										Enable SSL integration: Select this setting if you want to use an SSL connection to the AMQ broker. In this case you must also provide the name of the secret that you created in the section called “Creating the secrets for the AMQ broker connection” and the names and passwords of the key store and trust store that you used for the secret.
									



	
								If you want to customize the configuration of the Java virtual machine on the KIE Server pods, select the Enable JVM configuration box and then enter information in any of the fields under Enable JVM configuration. All fields are optional. For the JVM parameters that you can configure, see the section called “JVM configuration parameters”.
							
	
								In the Database type field, select the database that the KIE Server must use. The following values are available:
							
	
										mysql: A MySQL server, created in a separate pod.
									
	
										postgresql: A PostgreSQL server, created in a separate pod. Use this setting unless you have a specific reason to use any other setting.
									
	
										h2: A built-in h2 database engine that does not require a separate pod. Do not scale the KIE Server pod if you use this setting.
									
	
										external: An external database server.
									



	
								If you selected any database except external, a Persistent Volume Claim will be created to store the database. Optionally, set configuration parameters for the persistent volume:
							
	
										In the Size field, enter the size of the persistence volume.
									
	
										In the StorageClass name field, enter the storage class name for the persistent volume.
									



	
								Optionally, if you selected the external database, configure the KIE Server extension image. If you want to use any database server except PostgreSQL, MySQL, or MariaDB, you must provide a KIE Server extension image with the database server driver according to instructions in the section called “Building a custom KIE Server extension image for an external database”. To configure the KIE Server to use this extension image, make the following changes:
							
	
										Select the Enable extension image stream box.
									
	
										In the Extension image stream tag field, enter the ImageStreamTag definition for the image that you created, for example, jboss-kie-db2-extension-openshift-image:11.1.4.4
									
	
										Optionally, in the Extension image stream namespace field, enter the namespace into which you pushed the image. If you do not enter any value in this field, the operator expects the image to be in the openshift namespace.
									
	
										Optionally, in the Extension image install directory field, enter the directory within the extensions image where the extensions are located. If you used the procedure in the section called “Building a custom KIE Server extension image for an external database” to build the image, do not enter any value for this field.
									



	
								If you selected an external database server, provide the following information in additional fields:
							
	
										Driver: Enter the database server driver, depending on the server type:
									
	
												mysql
											
	
												postgresql
											
	
												mariadb
											
	
												mssql
											
	
												db2
											
	
												oracle
											
	
												sybase
											



	
										Dialect: Enter the Hibernate dialect for the server, depending on the server type. The common settings are:
									
	
												org.hibernate.dialect.MySQL5InnoDBDialect
											
	
												org.hibernate.dialect.MySQL8Dialect
											
	
												org.hibernate.dialect.MariaDB102Dialect
											
	
												org.hibernate.dialect.PostgreSQL95Dialect
											
	
												org.hibernate.dialect.PostgresPlusDialect (used for EntrepriseDB Postgres Advanced Server)
											
	
												org.hibernate.dialect.SQLServer2012Dialect (used for MS SQL)
											
	
												org.hibernate.dialect.DB2Dialect
											
	
												org.hibernate.dialect.Oracle10gDialect
											
	
												org.hibernate.dialect.SybaseASE15Dialect
											

												For a complete list of supported dialects, see the Hibernate SQL Dialects table in Hibernate properties in the Red Hat JBoss EAP documentation.
											




	
										Host: Enter the host name of the external database server.
									
	
										Port: Enter the port number of the external database server.
									
	
										Jdbc URL: Enter the JDBC URL for the external database server.
									
Note

											If you are using the EntrepriseDB Postgres database server, use an URL starting with jdbc:postgresql:// and not with jdbc:edb://. Alternatively, do not set the URL and set the host and port parameters instead.
										


	
										NonXA: Select this box if you want to configure the data source in non-XA mode.
									
	
										JNDI name: Enter the JNDI name that the application uses for the data source.
									
	
										User name and Password: Enter the user name and password for the external database server.
									
	
										Background validation: Optionally, select this box to enable background SQL validation and enter the background validation interval.
									
	
										Optionally, set the minimum and maximum connection pool sizes, valid connection checker class, and exception sorter class for the database server.
									



	
								If you are using a MySQL version 8 external database server, enable the mysql_native_password plugin and use it for authentication. For instructions about this pluding, see Native Pluggable Authentication in the MySQL 8.0 Reference Manual.
							

								If you are using a MySQL version 8 image provided by Red Hat on Red Hat OpenShift Container Platform, to enable the plugin, set the MYSQL_DEFAULT_AUTHENTICATION_PLUGIN environment variable to mysql_native_password.
							

								If you created users on the MySQL version 8 server before enabling the mysql_native_password plugin, you must update the mysql-user table after you enable the plugin.
							

	
								Optionally, depending on your needs, set environment variables. To set an environment variable, click Add new Environment variable, then enter the name and value for the variable in the Name and Value fields.
							
	
										If you want to configure an immutable KIE server that pulls services from the configured Maven repository, enter the following settings:
									
	
												Set the KIE_SERVER_CONTAINER_DEPLOYMENT environment variable. The variable must contain the identifying information of the services (KJAR files) that the deployment must pull from the Maven repository. The format is <containerId>=<groupId>:<artifactId>:<version> or, if you want to specify an alias name for the container, <containerId>(<aliasId>)=<groupId>:<artifactId>:<version>. You can provide two or more KJAR files using the | separator, as illustrated in the following example: containerId=groupId:artifactId:version|c2(alias2)=g2:a2:v2.
											
	
												Configure an external Maven repository.
											



	
										If you want to configure an external Maven repository, set the following variables:
									
	
												MAVEN_REPO_URL: The URL for the Maven repository
											
	
												MAVEN_REPO_ID: An identifier for the Maven repository, for example, repo-custom
											
	
												MAVEN_REPO_USERNAME: The user name for the Maven repository
											
	
												MAVEN_REPO_PASSWORD: The password for the Maven repository
											



	
										If your OpenShift environment does not have a connection to the public Internet, configure access to a Maven mirror that you set up according to the section called “Preparing a Maven mirror repository for offline use”. Set the following variables:
									
	
												MAVEN_MIRROR_URL: The URL for the Maven mirror repository that you set up in the section called “Preparing a Maven mirror repository for offline use”. This URL must be accessible from a pod in your OpenShift environment. If you configured this KIE Server as S2I, you already entered this URL.
											
	
												MAVEN_MIRROR_OF: The value that determines which artifacts are to be retrieved from the mirror. If you configured this KIE Server as S2I, do not set this value. For instructions about setting the mirrorOf value, see Mirror Settings in the Apache Maven documentation. The default value is external:*. With this value, Maven retrieves every required artifact from the mirror and does not query any other repositories.
											

												If you configure an external Maven repository (MAVEN_REPO_URL), change MAVEN_MIRROR_OF to exclude the artifacts in this repository from the mirror, for example, external:*,!repo-custom. Replace repo-custom with the ID that you configured in MAVEN_REPO_ID.
											

												If your authoring environment uses a built-in Business Central Maven repository, change MAVEN_MIRROR_OF to exclude the artifacts in this repository from the mirror: external:*,!repo-rhpamcentr.
											




	
										If you want to configure your KIE Server deployment to use Prometheus to collect and store metrics, set the PROMETHEUS_SERVER_EXT_DISABLED environment variable to false. For instructions about configuring Prometheus metrics collection, see Managing and monitoring KIE Server.
									
	
										If you are using Red Hat Single Sign-On authentication and the interaction of your application with Red Hat Single Sign-On requires support for CORS, set the SSO_ENABLE_CORS variable to true.
									
	
										In some authoring environments, you might need to ensure that several users can deploy services on the same KIE Server at the same time. By default, after deploying a service onto a KIE Server using Business Central, the user needs to wait for some seconds before more services can be deployed. The OpenShiftStartupStrategy setting is enabled by default and causes this limitation. To remove the limitation, you can configure an rhpam-authoring environment to use the controller strategy. Do not make this change unless a specific need for it exists; if you decide to enable controller strategy, make this change on Business Central and on all KIE Servers in the same environment.
									
Note

											Do not enable the controller strategy in an environment with a high-availability Business Central. In such environments the controller strategy does not function correctly.
										


										To enable controller strategy on a KIE Server, set the KIE_SERVER_STARTUP_STRATEGY environment variable to ControllerBasedStartupStrategy and the KIE_SERVER_CONTROLLER_OPENSHIFT_ENABLED environment variable to false.
									






Next steps

							To configure additional KIE Servers, click Add new KIE Server again and repeat the procedure for the new server configuration.
						

						If you want to deploy the environment without Smart Router and without Process Instance Migration, click Finish and then click Deploy to deploy the environment. Otherwise, continue to set configuration parameters for Smart Router.
					

Setting Smart Router configuration for the environment




						By default, the deployed environment does not include Smart Router. You can add a Smart Router to the environment. You can also set configuration options for the Smart Router.
					
Prerequisites
	
								You completed basic configuration of a Red Hat Process Automation Manager environment using the Business Automation operator in the installer wizard according to the instructions in the section called “Setting the basic configuration of the environment”.
							


Procedure
	
								If the Installation, Security, Console, or KIE Servers tab is open, click Next until you view the Smart Router tab.
							
	
								Click Set Smart Router to add Smart Router to the environment and to configure Smart Router.
							
	
								If you have created a custom Smart Router image according to the instructions in the section called “Creating a custom Smart Router image with an additional JAR file to implement custom routing”, set the following values:
							
	
										Image context: The project name, for example, rhpam-project
									
	
										Image: The custom image name, for example, rhpam-smartrouter-rhel8-custom
									

										If you used a custom tag for the image, set the Image tag field to this tag.
									




	
								If you created the secret for Smart Router according to the instructions in the section called “Creating the secrets for Smart Router”, enter the name of the secret in the Secret field.
							
	
								Optionally, enter the number of replicas for the Smart Router in the Replicas field.
							
	
								Optionally, enter requested and maximum CPU and memory limits in the fields under Resource quotas.
							
	
								Optionally, set the logging level using an environment variable:
							
	
										Click Add new Environment variable.
									
	
										In the Name field, enter LOG_LEVEL.
									
	
										In the Value field, enter a Java logging level. For a list of the available logging levels, see class Level.
									
	
										Optionally, set different logging levels for components by package name:
									
	
												Click Add new Environment variable.
											
	
												In the Name field, enter LOG_LEVEL.
											
	
												In the Value field, enter packages and logging levels for them, formatted as in the following example:
											
com.example.abc=FINEST,com.example.def=SEVERE,com.example.xyz=FINE









Next steps

							If you want to deploy the Process Instance Migration service, continue to deploy the service. Otherwise, click Finish and then click Deploy to deploy the environment.
						

Setting Process Instance Migration configuration for the environment




						You can use the operator to deploy the Process Instance Migration (PIM) service. You can use the PIM service to define the migration between two different process definitions, known as a migration plan. You can apply the migration plan to the running process instances in a specific KIE Server.
					

						The PIM service uses a database server for its operation.
					
Prerequisites
	
								You completed basic configuration of a Red Hat Process Automation Manager environment using the Business Automation operator in the installer wizard according to the instructions in the section called “Setting the basic configuration of the environment”.
							


Procedure
	
								If the Installation, Security, Console, KIE Servers, or Smart Router tab is open, click Next until you view the Process Instance Migration tab.
							
	
								Click Set Process Instance Migration to add PIM to the environment and to configure PIM.
							
	
								In the Database type field, select the database that the PIM service must use. The following values are available:
							
	
										mysql: A MySQL server, created in a separate pod.
									
	
										postgresql: A PostgreSQL server, created in a separate pod. Use this setting unless you have a specific reason to use any other setting.
									
	
										h2: A built-in h2 database engine that does not require a separate pod.
									



	
								Optionally, set configuration parameters of the persistent volume for the database:
							
	
										In the Size field, enter the size of the persistence volume
									
	
										In the StorageClass name field, enter the storage class name for the persistent volume
									





Next steps

							Click Finish and then click Deploy to deploy the environment.
						

						For instructions about using the PIM service, see Process Instance Migration in Managing and monitoring business processes in Business Central.
					


Modifying an environment that is deployed using operators




					If an environment is deployed using operators, you cannot modify it using typical OpenShift methods. For example, if you delete a deployment configuration or a service, it is re-created automatically with the same parameters.
				

					To modify the environment, you must modify the YAML description of the environment. You can change common settings such as passwords, add new KIE Servers, and scale KIE Servers.
				
Procedure
	
							Enter your project in the OpenShift web cluster console.
						
	
							In the OpenShift Web console navigation panel, select Catalog → Installed operators or Operators → Installed operators.
						
	
							Find the Business Automation operator line in the table and click KieApp in the line. Information about the environments that you deployed using this operator is displayed.
						
	
							Click the name of a deployed environment.
						
	
							Select the YAML tab.
						

							A YAML source is displayed. In this YAML source, you can edit the content under spec: to change the configuration of the environment.
						

	
							If you want to change the deployed version of Red Hat Process Automation Manager, add the following line under spec:
						
  version: 7.9.1

							You can replace 7.9.1 with another required version. Use this setting to upgrade Red Hat Process Automation Manager to a new version if automatic updates are disabled, for example, if you use a custom image.
						

	
							If you want to change common settings, such as passwords, edit the values under commonConfig:.
						
	
							If you want to add new KIE Servers, add their descriptions at the end of the block under servers:, as shown in the following examples:
						
	
									To add two servers named server-a and server-a-2, add the following lines:
								
- deployments: 2
  name: server-a

	
									To add an immutable KIE Server that includes services built from source in an S2I process, add the following lines:
								
- build:
    kieServerContainerDeployment: <deployment>
    gitSource:
      uri: <url>
      reference: <branch>
      contextDir: <directory>

									Replace the following values:
								
	
											<deployment>: The identifying information of the decision service (KJAR file) that is built from your source. The format is <containerId>=<groupId>:<artifactId>:<version>. You can provide two or more KJAR files using the | separator, for example containerId=groupId:artifactId:version|c2=g2:a2:v2. The Maven build process must produce all these files from the source in the Git repository.
										
	
											<url>: The URL for the Git repository that contains the source for your decision service.
										
	
											<branch>: The branch in the Git repository.
										
	
											<directory>: The path to the source within the project downloaded from the Git repository.
										






	
							If you want to scale a KIE Server, find the description of the server in the block under servers: and add a replicas: setting under that description. For example, replicas: 3 scales the server to three pods.
						
	
							If you want to make other changes, review the CRD source for the available settings. To view the CRD source, log in to the Red Hat OpenShift Container Platform environment with the oc command as an administrative user and then enter the following command:
						
oc get crd kieapps.app.kiegroup.org -o yaml

	
							Click Save and then wait for a has been updated pop-up message.
						
	
							Click Reload to view the new YAML description of the environment.
						



JVM configuration parameters




					When deploying Red Hat Process Automation Manager using the operator, you can optionally set a number of JVM configuration parameters for Business Central and KIE Servers. These parameters set environment variables for the corresponding containers.
				

					The following table lists all JVM configuration parameters that you can set when deploying Red Hat Process Automation Manager using the operator.
				

					The default settings are optimal for most use cases. Make any changes only when they are required.
				
Table 3.1. JVM configuration parameters
	Configuration field	Environment variable	Description	Example
	 
									Java Opts append
								

								 	 
									JAVA_OPTS_APPEND
								

								 	 
									User specified Java options to be appended to generated options in JAVA_OPTS.
								

								 	 
									-Dsome.property​=foo
								

								 
	 
									Java max memory ratio
								

								 	 
									JAVA_MAX_MEM_RATIO
								

								 	 
									The maximum percentage of container memory that can be used for the Java Virtual Machine. The remaining memory is used for the operating system. The default value is 50, for a limit of 50%. Sets the -Xmx JVM option. If you enter a value of 0, the -Xmx option is not set.
								

								 	 
									40
								

								 
	 
									Java initial memory ratio
								

								 	 
									JAVA_INITIAL_MEM_RATIO
								

								 	 
									The percentage of container memory that is initially used for the Java Virtual Machine. The default value is 25, so 25% of the pod memory is initially allocated for the JVM if this value does not exceed the Java Max Initial Memory value. Sets the -Xms JVM option. If you enter a value of 0, the -Xms option is not set.
								

								 	 
									25
								

								 
	 
									Java max initial memory
								

								 	 
									JAVA_MAX_INITIAL_MEM
								

								 	 
									The maximum amount of memory, in megabytes, that can be initially used for the Java Virtual Machine. If the initial allocated memory, as set in the Java initial memory ratio parameter, would otherwise be greater than this value, the amount of memory set in this value is allocated using the -Xms JVM option. The default value is 4096.
								

								 	 
									4096
								

								 
	 
									Java diagnostics
								

								 	 
									JAVA_DIAGNOSTICS
								

								 	 
									Enable this setting to enable output of additional JVM diagnostic information to the standard output. Disabled by default.
								

								 	 
									true
								

								 
	 
									Java debug
								

								 	 
									JAVA_DEBUG
								

								 	 
									Enable this setting to switch on remote debugging. Disabled by default. Adds the -⁠agentlib:jdwp=transport=dt_socket,server=y,suspend=n,address=${debug_port} JVM option, where ${debug_port} defaults to 5005.
								

								 	 
									true
								

								 
	 
									Java debug port
								

								 	 
									JAVA_DEBUG_PORT
								

								 	 
									The port that is used for remote debugging. The default value is 5005.
								

								 	 
									8787
								

								 
	 
									GC min heap free ratio
								

								 	 
									GC_MIN_HEAP_FREE_RATIO
								

								 	 
									Minimum percentage of heap free after garbage collection (GC) to avoid expansion. Sets the -XX:MinHeapFreeRatio JVM option.
								

								 	 
									20
								

								 
	 
									GC max heap free ratio
								

								 	 
									GC_MAX_HEAP_FREE_RATIO
								

								 	 
									Maximum percentage of heap free after GC to avoid shrinking. Sets the -XX:MaxHeapFreeRatio JVM option.
								

								 	 
									40
								

								 
	 
									GC time ratio
								

								 	 
									GC_TIME_RATIO
								

								 	 
									Specifies the ratio of the time spent outside the garbage collection (for example, the time spent for application execution) to the time spent in the garbage collection. Sets the -XX:GCTimeRatio JVM option.
								

								 	 
									4
								

								 
	 
									GC adaptive size policy weight
								

								 	 
									GC_ADAPTIVE_SIZE_POLICY_WEIGHT
								

								 	 
									The weighting given to the current GC time versus previous GC times. Sets the -XX:AdaptiveSizePolicyWeight JVM option.
								

								 	 
									90
								

								 
	 
									GC max metaspace size
								

								 	 
									GC_MAX_METASPACE_SIZE
								

								 	 
									The maximum metaspace size. Sets the -XX:MaxMetaspaceSize JVM option.
								

								 	 
									100
								

								 




Creating custom images for KIE Server and Smart Router




					You can create custom images to add files to KIE Server and Smart Router deployments. You must push the images to your own container registry. When deploying Red Hat Process Automation Manager, you can configure the operator to use the custom images.
				

					If you use a custom image, you must disable automatic version updates. When you want to install a new version, build the image with the same name as before and the new version tag and push the image into your registry. You can then change the version and the operator automatically pulls the new image. For instructions about changing the product version in the operator, see the section called “Modifying an environment that is deployed using operators”.
				

					In particular, you can create the following types of custom images:
				
	
							A custom image of KIE Server that includes an additional RPM package
						
	
							A custom image of KIE Server that includes an additional JAR class library
						
	
							A custom image of Smart Router that includes an additional JAR class library to implement custom routing
						


Creating a custom KIE Server image with an additional RPM package




						You can create a custom KIE Server image where an additional RPM package is installed. You can push this image into your custom registry and then use it to deploy the KIE Server.
					

						You can install any package from the Red Hat Enterprise Linux 8 repository. This example installs the procps-ng package, which provides the ps utility, but you can modify it to install other packages.
					
Procedure
	
								Authenticate to the registry.redhat.io registry using the podman login command. For instructions about authenticating to the registry, see Red Hat Container Registry Authentication.
							
	
								To download the supported KIE Server base image, enter the following command:
							
podman pull registry.redhat.io/rhpam-7/rhpam-kieserver-rhel8:7.9.1

	
								Create a Dockerfile that defines a custom image based on the base image. The file must change the current user to root, install the RPM package using the yum command, and then revert to USER 185, the Red Hat JBoss EAP user. The following example shows the content of the Dockerfile file:
							
FROM registry.redhat.io/rhpam-7/rhpam-kieserver-rhel8:7.9.1
USER root
RUN yum -y install procps-ng
USER 185

								Replace the name of the RPM file as necessary. The yum command automatically installs all dependencies from the Red Hat Enterprise Linux 8 repository. You might need to install several RPM files, in this case, use several RUN commands.
							

	
								Build the custom image using the Dockerfile. Supply the fully qualified name for the image, including the registry name. You must use the same version tag as the version of the base image. To build the image, enter the following command:
							
podman build . --tag registry_address/image_name:7.9.1

								For example:
							
podman build . --tag registry.example.com/custom/rhpam-kieserver-rhel8:7.9.1

	
								After the build completes, run the image, log in to it, and verify that the customization was successful. Enter the following command:
							
podman run -it --rm registry_address/image_name:7.9.1 /bin/bash

								For example:
							
podman run -it --rm registry.example.com/custom/rhpam-kieserver-rhel8:7.9.1 /bin/bash

								In the shell prompt for the image, enter the command to test that the RPM is installed, then enter exit. For example, for procps-ng, run the ps command:
							
[jboss@c2fab36b778e ~]$ ps
PID TTY          TIME CMD
  1 pts/0    00:00:00 bash
 13 pts/0    00:00:00 ps
[jboss@c2fab36b778e ~]$ exit

	
								To push the custom image into your registry, enter the following command:
							
podman push registry_address/image_name:7.9.1 docker://registry_address/image_name:7.9.1

								For example:
							
podman push registry.example.com/custom/rhpam-kieserver-rhel8:7.9.1 docker://registry.example.com/custom/rhpam-kieserver-rhel8:7.9.1



Next steps

							When deploying the KIE Server, set the image name and namespace to specify the custom image in your registry. Click Set KIE Server image, change the Kind value to DockerImage, and then provide the image name including the registry name, but without the version tag, for example:
						
registry.example.com/custom/rhpam-kieserver-rhel8

						For instructions about deploying the KIE Server using the operator, see the section called “Setting custom KIE Server configuration of the environment”.
					

Creating a custom KIE Server image with an additional JAR file




						You can create a custom KIE Server image where an additional JAR file (or several JAR files) is installed to extend the capabilities of the server. You can push this image into your custom registry and then use it to deploy the KIE Server.
					

						For example, you can create a custom class JAR to provide custom Prometheus metrics in the KIE Server. For instructions about creating the custom class, see Extending Prometheus metrics monitoring in KIE Server with custom metrics in Managing and monitoring KIE Server.
					
Procedure
	
								Develop a custom library that works with the KIE Server. You can use the following documentation and examples to develop the library:
							
	
										KIE Server capabilities and extensions in Managing and monitoring KIE Server.
									
	
										Domain-specific Prometheus metrics with Red Hat Process Automation Manager and Decision Manager
									
	
										Extend KIE Server with additional transport
									



	
								Build the library using Maven, so that the JAR file is placed in the target directory. This example uses the custom-kieserver-ext-1.0.0.Final.jar file name.
							
	
								Authenticate to the registry.redhat.io registry using the podman login command. For instructions about authenticating to the registry, see Red Hat Container Registry Authentication.
							
	
								To download the supported KIE Server base image, enter the following command:
							
podman pull registry.redhat.io/rhpam-7/rhpam-kieserver-rhel8:7.9.1

	
								Create a Dockerfile that defines a custom image based on the base image. The file must copy the JAR file (or several JAR files) into the /opt/eap/standalone/deployments/ROOT.war/WEB-INF/lib/ directory. The following example shows the content of the Dockerfile file:
							
FROM registry.redhat.io/rhpam-7/rhpam-kieserver-rhel8:7.9.1
COPY target/custom-kieserver-ext-1.0.0.Final.jar /opt/eap/standalone/deployments/ROOT.war/WEB-INF/lib/

	
								Build the custom image using the Dockerfile. Supply the fully qualified name for the image, including the registry name. You must use the same version tag as the version of the base image. To build the image, enter the following command:
							
podman build . --tag registry_address/image_name:7.9.1

								For example:
							
podman build . --tag registry.example.com/custom/rhpam-kieserver-rhel8:7.9.1

	
								To push the custom image into your registry, enter the following command:
							
podman push registry_address/image_name:7.9.1 docker://registry_address/image_name:7.9.1

								For example:
							
podman push registry.example.com/custom/rhpam-kieserver-rhel8:7.9.1 docker://registry.example.com/custom/rhpam-kieserver-rhel8:7.9.1



Next steps

							When deploying the KIE Server, set the image name and namespace to specify the custom image in your registry. Click Set KIE Server image, change the Kind value to DockerImage, and then provide the image name including the registry name, but without the version tag, for example:
						
registry.example.com/custom/rhpam-kieserver-rhel8

						For instructions about deploying the KIE Server using the operator, see the section called “Setting custom KIE Server configuration of the environment”.
					

Creating a custom Smart Router image with an additional JAR file to implement custom routing




						By default, Smart Router routes requests based on the container alias. If several KIE Servers provide a service with the same container alias, Smart Router balances the load between them.
					

						In some cases, custom routing functionality is required. You can create a custom class to implement the custom routing and then create a custom Smart Router image with the class. You can push this image into your custom registry and then use it to deploy Smart Router.
					
Prerequisites
	
								A JDK and Apache Maven are installed.
							
	
								The project for deploying Red Hat Process Automation Manager is created in your Red Hat OpenShift Container Platform environment
							
	
								You know the route for the Red Hat OpenShift Container Platform image registry and have the permission to push images into the registry. For instructions about configuring the registry, see Registry in Red Hat OpenShift Container Platform product documentation.
							


Procedure
	
								Download the sample source of the router extention from the GitHub repository.
							
	
								Modify the sample source of the router extension as necessary. The existing code implements simple routing based on the version of the container.
							
	
								Build the source code with Maven:
							
mvn clean package

								The build process generates the following JAR file: target/router-ext-0.0.1-SNAPSHOT.jar
							

	
								Create a working directory for creating the custom image, copy the generated JAR file into the directory, and then change to the directory, for example:
							
mkdir /tmp/smartrouter
cp target/router-ext-0.0.1-SNAPSHOT.jar /tmp/smartrouter
cd /tmp/smartrouter

	
								Authenticate to the registry.redhat.io registry using the podman login command. For instructions about authenticating to the registry, see Red Hat Container Registry Authentication.
							
	
								To download the supported Smart Router base image, enter the following command:
							
podman pull registry.redhat.io/rhpam-7/rhpam-smartrouter-rhel8:7.9.1

	
								Extract the openshift-launch.sh file from the official Smart Router image:
							
podman run --rm registry.redhat.io/rhpam-7/rhpam-smartrouter-rhel8:7.9.0 \
   cat /opt/rhpam-smartrouter/openshift-launch.sh > openshift-launch.sh

	
								Edit the openshift-launch.sh file. In the last line of the file, find the exec instruction that looks like the following text:
							
exec ${JAVA_HOME}/bin/java ${SHOW_JVM_SETTINGS} ${JAVA_OPTS} ${JAVA_OPTS_APPEND} ${JAVA_PROXY_OPTIONS} "${D_ARR[@]}" -jar /opt/${JBOSS_PRODUCT}/${KIE_ROUTER_DISTRIBUTION_JAR}

								Change the instruction to the following text:
							
exec ${JAVA_HOME}/bin/java ${SHOW_JVM_SETTINGS} "${D_ARR[@]}" \
    -cp /opt/${JBOSS_PRODUCT}/router-ext-0.0.1-SNAPSHOT.jar:/opt/${JBOSS_PRODUCT}/${KIE_ROUTER_DISTRIBUTION_JAR} \
    org.kie.server.router.KieServerRouter

								This change adds the extension JAR file to the Java Class Path.
							

	
								Create a Dockerfile file that defines a custom image based on the base image. The following example shows the content of the Dockerfile file:
							
FROM registry.redhat.io/rhpam-7/rhpam-smartrouter-rhel8:7.9.1
RUN rm -rfv /opt/rhpam-smartrouter/openshift-launch.sh
COPY openshift-launch.sh  /opt/rhpam-smartrouter/openshift-launch.sh
COPY router-ext-0.0.1-SNAPSHOT.jar /opt/rhpam-smartrouter/router-ext-0.0.1-SNAPSHOT.jar

USER root
RUN chown jboss. /opt/rhpam-smartrouter/router-ext-0.0.1-SNAPSHOT.jar /opt/rhpam-smartrouter/openshift-launch.sh
RUN chmod +x /opt/rhpam-smartrouter/openshift-launch.sh
USER 185

								This file includes the following actions:
							
	
										Add the JAR file and the new openshift-launch.sh file
									
	
										Change the current user to root
									
	
										Set the necessary permissions for the openshift-launch.sh file
									
	
										Revert to USER 185, the Red Hat JBoss EAP user
									



	
								Log in to your Red Hat OpenShift Container Platform cluster with the oc command.
							
	
								Log in to the Red Hat OpenShift Container Platform cluster registry with the podman login command.
							
	
								Build the custom image using the Dockerfile. Tag the image for your Red Hat OpenShift Container Platform cluster registry and your project namespace. Use a custom name for the image and the same version tag as the version of the base image. To build the image, enter the following command:
							
podman build . --tag registry-route/project-name_/image-name:7.9.1

								For example:
							
podman build . --tag route-openshift-image-registry.openshift.example.com/rhpam-project/rhpam-smartrouter-rhel8-custom:7.9.1

	
								After the build completes, run the image and verify that the customization was successful. Enter the following command:
							
podman run registry-route/project-name/image-name:7.9.1

								For example:
							
podman run route-openshift-image-registry.openshift.example.com/rhpam-project/rhpam-smartrouter-rhel8-custom:7.9.1

								Ensure that the output mentions the custom service, as in the following example:
							
INFO: Using 'LatestVersionContainerResolver' container resolver and restriction policy 'ByPassUserNotAllowedRestrictionPolicy'

	
								Push the custom image into the registry:
							
podman push registry-route/project-name/image-name:7.9.1

								For example:
							
podman push route-openshift-image-registry.openshift.example.com/rhpam-project/rhpam-smartrouter-rhel8-custom:7.9.1



Next steps

							When deploying Red Hat Process Automation Manager, set the following values in the Smart Router tab:
						
	
								Image context: The project name, for example, rhpam-project
							
	
								Image: The custom image name, for example, rhpam-smartrouter-rhel8-custom
							



						For instructions about deploying the Smart Router using the operator, see the section called “Setting Smart Router configuration for the environment”.
					
Note

							You can also use a custom tag instead of the current version tag. However, if you use the current version tag, you can later create an image for a new version using the version tag for it. Then, when you upgrade the Red Hat Process Automation Manager version, the new image is included automatically. For instructions about upgrading the Red Hat Process Automation Manager version, see the section called “Modifying an environment that is deployed using operators”.
						

							If you use a custom tag, when deploying Red Hat Process Automation Manager, in the Smart Router tab set the Image Tag value to the custom tag.
						




Chapter 4. Migration of information from a deployment on Red Hat OpenShift Container Platform version 3




				If you previously used a Red Hat Process Automation Manager deployment on Red Hat OpenShift Container Platform version 3, you can migrate the information from that deployment to a new deployment on Red Hat OpenShift Container Platform version 4.
			

				Before migrating information, you must deploy a new Red Hat Process Automation Manager infrastructure on Red Hat OpenShift Container Platform version 4 using the operator. Include the same elements in the new infrastructure as those present in the old deployment. For example:
			
	
						For any existing authoring deployment, create a new authoring infrastructure, including Business Central and at least one KIE Server.
					
	
						For any existing immutable KIE Server, deploy a new immutable KIE Server with the same artifacts.
					
	
						For any existing KIE Server with a MySQL or PostgreSQL database pod, deploy a new KIE Server with the same type of database pod.
					
	
						For any existing KIE Server that uses an external database server, deploy a new KIE Server that uses the same external database server with the same credentials. The server connects to the same database and therefore can read the process context state.
					


Note

					If a KIE Server uses the H2 built-in database, migration of the process context state is not supported.
				


				No migration is required for Smart Router. A new deployment of Smart Router automatically works with the services on the new KIE Servers.
			
Migrating information in Business Central




					If you have an existing authoring environment in Red Hat OpenShift Container Platform version 3, you can copy the .niogit repository and the Maven repository from Business Central in this environment to Business Central in a new deployment on Red Hat OpenShift Container Platform version 4. This action makes all the same projects and artifacts available in the new deployment.
				
Prerequisites
	
							You must have a machine that has network access to both the Red Hat OpenShift Container Platform version 3 and Red Hat OpenShift Container Platform version 4 infrastructures.
						
	
							The oc command-line client from Red Hat OpenShift Container Platform version 4 must be installed on the machine. For instructions about installing the command-line client, see CLI tools in Red Hat OpenShift Container Platform documentation.
						


Procedure
	
							Ensure that no web clients and no client applications are connected to any elements of the old and new deployment, including Business Central and KIE Servers.
						
	
							Create an empty temporary directory and change into it.
						
	
							Using the oc command, log in to the Red Hat OpenShift Container Platform version 3 infrastructure and switch to the project containing the old deployment.
						
	
							To view the pod names in the old deployment, run the following command:
						
oc get pods

							Find the Business Central pod. The name of this pod includes rhpamcentr. In a high-availability deployment, you can use any of the Business Central pods.
						

	
							Use the oc command to copy the the .niogit repository and the Maven repository from the pod to the local machine, for example:
						
oc cp myapp-rhpamcentr-5-689mw:/opt/kie/data/.niogit .niogit
oc cp myapp-rhpamcentr-5-689mw:/opt/kie/data/maven-repository maven-repository

	
							Using the oc command, log in to the Red Hat OpenShift Container Platform version 4 infrastructure and switch to the project containing the new deployment.
						
	
							To view the pod names in the new deployment, run the following command:
						
oc get pods

							Find the Business Central pod. The name of this pod includes rhpamcentr. In a high-availability deployment, you can use any of the Business Central pods.
						

	
							Use the oc command to copy the the .niogit repository and the Maven repository from the local machine to the pod, for example:
						
oc cp .niogit myappnew-rhpamcentr-abd24:/opt/kie/data/.niogit
oc cp maven-repository myappnew-rhpamcentr-abd24:/opt/kie/data/maven-repository




Migrating a MySQL database for a KIE Server




					If your environment in Red Hat OpenShift Container Platform version 3 includes a KIE Server that uses a MySQL database pod, copy the MySQL database content from the old deployment to the new deployment. This action copies the existing process state to the new deployment.
				
Prerequisites
	
							You must have a machine that has network access to both the Red Hat OpenShift Container Platform version 3 and Red Hat OpenShift Container Platform version 4 infrastructures.
						
	
							The oc command-line client from Red Hat OpenShift Container Platform version 4 must be installed on the machine. For instructions about installing the command-line client, see CLI tools in Red Hat OpenShift Container Platform documentation.
						
	
							The mysql and mysqldump client applications provided by MySQL version 8 or later or by MariaDB version 10 or later must be installed.
						


Procedure
	
							Ensure that no web clients and no client applications are connected to any elements of the old and new deployment, including Business Central and KIE Servers.
						
	
							Create an empty temporary directory and change into it.
						
	
							Using the oc command, log in to the Red Hat OpenShift Container Platform version 3 infrastructure and switch to the project containing the old deployment.
						
	
							To view the deployment configuration names in the old deployment, run the following command:
						
oc get dc

							Find the mysql deployment configuration that corresponds to the KIE Server.
						

	
							View the configuration YAML of the deployment configuration, for example:
						
oc edit dc/myapp-mysql

							In this file, find the user name (normally rhpam) and password for the database server, for example:
						
- name: MYSQL_USER
  value: rhpam
- name: MYSQL_PASSWORD
  value: NDaJIV7!

							Record the user name and password. Do not make any changes to the file.
						
Note

								You can also use the following commands to retrieve the user name and password:
							
oc get dc/myapp-mysql -ojsonpath='{.spec.template.spec.containers[0].env[?(@.name=="MYSQL_USER")]}'.value

oc get dc/myapp-mysql -ojsonpath='{.spec.template.spec.containers[0].env[?(@.name=="MYSQL_PASSWORD")]}'.value


	
							To view the service names in the old deployment, run the following command:
						
oc get svc

							Find the mysql service that corresponds to the KIE Server.
						

	
							In a separate terminal window, start port forwarding from the local host to the mysql service, using the name and port number displayed for the service, for example:
						
oc port-forward service/myapp-mysql 3306:3306

	
							Create a full database dump using the recorded user name, for example:
						
mysqldump --all-databases -u rhpam -p -h 127.0.0.1 > mysqldump.sql

							When prompted, enter the recorded password. The dump creation can take considerable time.
						

	
							Stop the port forwarding in the separate window using the Ctrl+C key combination.
						
	
							Using the oc command, log in to the Red Hat OpenShift Container Platform version 4 infrastructure and switch to the project containing the new deployment.
						
	
							To view the deployment configuration names in the new deployment, run the following command:
						
oc get dc

							Find the mysql deployment configuration that corresponds to the KIE Server.
						

	
							View the configuration YAML of the deployment configuration, for example:
						
oc edit dc/myappnew-mysql

							In this file, find the user name (normally rhpam) and password for the database server. Record the user name and password. Do not make any changes to the file.
						
Note

								You can also use the following commands to retrieve the user name and password:
							
oc get dc/myapp-mysql -ojsonpath='{.spec.template.spec.containers[0].env[?(@.name=="MYSQL_USER")]}'.value

oc get dc/myapp-mysql -ojsonpath='{.spec.template.spec.containers[0].env[?(@.name=="MYSQL_PASSWORD")]}'.value


	
							To view the service names in the new deployment, run the following command:
						
oc get svc

							Find the mysql service that corresponds to the KIE Server.
						

	
							In a separate terminal window, start port forwarding from the local host to the mysql service, using the name and port number displayed for the service, for example:
						
oc port-forward service/myappnew-mysql 3306:3306

	
							Restore the database dump using the recorded user name, for example:
						
mysql -u rhpam -p -h 127.0.0.1 < mysqldump.sql

							When prompted, enter the recorded password. The restoration can take considerable time.
						

	
							Stop the port forwarding in the separate window using the Ctrl+C key combination.
						



Migrating a PostgreSQL database for a KIE Server




					If your environment in Red Hat OpenShift Container Platform version 3 includes a KIE Server that uses a PostgreSQL database pod, copy the PostgreSQL database content from the old deployment to the new deployment. This action copies the existing process state to the new deployment.
				
Prerequisites
	
							You must have a machine that has network access to both the Red Hat OpenShift Container Platform version 3 and Red Hat OpenShift Container Platform version 4 infrastructures.
						
	
							The oc command-line client from Red Hat OpenShift Container Platform version 4 must be installed on the machine. For instructions about installing the command-line client, see CLI tools in Red Hat OpenShift Container Platform documentation.
						
	
							The psql and pg_dump client applications provided by PostgreSQL version 10 or later must be installed.
						


Procedure
	
							Ensure that no web clients and no client applications are connected to any elements of the old and new deployment, including Business Central and KIE Servers.
						
	
							Create an empty temporary directory and change into it.
						
	
							Using the oc command, log in to the Red Hat OpenShift Container Platform version 3 infrastructure and switch to the project containing the old deployment.
						
	
							To view the deployment configuration names in the old deployment, run the following command:
						
oc get dc

							Find the postgresql deployment configuration that corresponds to the KIE Server.
						

	
							View the configuration YAML of the deployment configuration, for example:
						
oc edit dc/myapp-postgresql

							In this file, find the user name (normally rhpam), password, and database name (normally rhpam7) for the database server, for example:
						
- name: POSTGRESQL_USER
  value: rhpam
- name: POSTGRESQL_PASSWORD
  value: NDaJIV7!
- name: POSTGRESQL_DATABASE
  value: rhpam7

							Record the user name, password, and database name. Do not make any changes to the file.
						
Note

								You can also use the following commands to retrieve the user name, password, and database name:
							
oc get dc/myapp-postgresql -ojsonpath='{.spec.template.spec.containers[0].env[?(@.name=="POSTGRESQL_USER")]}'.value

oc get dc/myapp-postgresql -ojsonpath='{.spec.template.spec.containers[0].env[?(@.name=="POSTGRESQL_PASSWORD")]}'.value

oc get dc/myapp-postgresql -ojsonpath='{.spec.template.spec.containers[0].env[?(@.name=="POSTGRESQL_DATABASE")]}'.value

								+
							


	
							To view the service names in the old deployment, run the following command:
						
oc get svc

							Find the postgresql service that corresponds to the KIE Server.
						

	
							In a separate terminal window, start port forwarding from the local host to the postgresql service, using the name and port number displayed for the service, for example:
						
oc port-forward service/myapp-postgresql 5432:5432

	
							Create a dump of the database using the recorded user name and database name, for example:
						
pg_dump rhpam7 -h 127.0.0.1 -U rhpam -W > pgdump.sql

							When prompted, enter the recorded password. The dump creation can take considerable time.
						

	
							Stop the port forwarding in the separate window using the Ctrl+C key combination.
						
	
							Using the oc command, log in to the Red Hat OpenShift Container Platform version 4 infrastructure and switch to the project containing the new deployment.
						
	
							To view the deployment configuration names in the new deployment, run the following command:
						
oc get dc

							Find the postgresql deployment configuration that corresponds to the KIE Server.
						

	
							View the configuration YAML of the deployment configuration, for example:
						
oc edit dc/myappnew-postgresql

							In this file, find the user name (normally rhpam), password, , and database name (normally rhpam7) for the database server. Record the user name, password, and database name. Do not make any changes to the file.
						
Note

								You can also use the following commands to retrieve the user name, password, and database name:
							
oc get dc/myapp-postgresql -ojsonpath='{.spec.template.spec.containers[0].env[?(@.name=="POSTGRESQL_USER")]}'.value

oc get dc/myapp-postgresql -ojsonpath='{.spec.template.spec.containers[0].env[?(@.name=="POSTGRESQL_PASSWORD")]}'.value

oc get dc/myapp-postgresql -ojsonpath='{.spec.template.spec.containers[0].env[?(@.name=="POSTGRESQL_DATABASE")]}'.value


	
							To view the service names in the new deployment, run the command:
						
oc get svc

							Find the postgresql service that corresponds to the KIE Server.
						

	
							In a separate terminal window, start port forwarding from the local host to the postgresql service, using the name and port number displayed for the service, for example:
						
oc port-forward service/myappnew-postgresql 5432:5432

	
							Restore the database dump using the recorded user name and database name, for example:
						
psql -h 127.0.0.1 -d rhpam7 -U rhpam -W < pgdump.sql

							When prompted, enter the recorded password. The restoration can take considerable time.
						

							Review any displayed database error messages. Messages about objects that already exist are normal.
						

	
							Stop the port forwarding in the separate window using the Ctrl+C key combination.
						




Part II. Deploying a Red Hat Process Automation Manager environment on Red Hat OpenShift Container Platform using templates





				As a system engineer, you can deploy a Red Hat Process Automation Manager environment on Red Hat OpenShift Container Platform version 4 to provide an infrastructure to develop or execute services, process applications, and other business assets. You can use one of the supplied templates to deploy a predefined Red Hat Process Automation Manager environment to suit your particular needs.
			
Prerequisites
	
						Red Hat OpenShift Container Platform version 3.11 is deployed.
					
	
						The following resources are available on the OpenShift cluster. Depending on the application load, higher resource allocation might be necessary for acceptable performance.
					
	
								For an authoring environment, 4 gigabytes of memory and 2 virtual CPU cores for the Business Central pod. In a high-availability deployment, these resources are required for each replica and two replicas are created by default.
							
	
								For a production or immutable environment, 2 gigabytes of memory and 1 virtual CPU core for each replica of the Business Central Monitoring pod.
							
	
								2 gigabytes of memory and 1 virtual CPU core for each replica of each KIE Server pod.
							
	
								512 megabytes of memory and half a virtual CPU core for each replica of a Smart Router pod.
							
	
								In a high-availability authoring deployment, additional resources according to the configured defaults are required for the MySQL, Red Hat AMQ, and Red Hat Data Grid pods.
							



	
						Dynamic persistent volume (PV) provisioning is enabled. Alternatively, if dynamic PV provisioning is not enabled, enough persistent volumes must be available. By default, the deployed components require the following PV sizes:
					
	
								Each KIE Server deployment by default requires one 1Gi PV for the database. You can change the database PV size. You can deploy multiple KIE Servers; each requires a separate database PV. This requirement does not apply if you use an external database server.
							
	
								By default, Business Central requires one 1Gi PV. You can change the PV size for Business Central persistent storage.
							
	
								Business Central Monitoring requires one 64Mi PV.
							
	
								Smart Router requires one 64Mi PV.
							





Note

					For instructions about checking the capacity of your cluster, see Analyzing cluster capacity in the Red Hat OpenShift Container Platform 3.11 product documentation.
				

	
						The OpenShift project for the deployment is created.
					
	
						You are logged into the project using the oc command. For more information about the oc command-line tool, see the OpenShift CLI Reference. If you want to use the OpenShift Web console to deploy templates, you must also be logged on using the Web console.
					
	
						Dynamic persistent volume (PV) provisioning is enabled. Alternatively, if dynamic PV provisioning is not enabled, enough persistent volumes must be available. By default, the deployed components require the following PV sizes:
					
	
								The replicated set of KIE Server pods requires one 1Gi PV for the database by default. You can change the database PV size in the template parameters. This requirement does not apply if you use an external database server.
							
	
								Business Central requires one 1Gi PV by default. You can change the PV size for Business Central persistent storage in the template parameters.
							



	
						If you intend to scale any of the Business Central or Business Central Monitoring pods, your OpenShift environment supports persistent volumes with ReadWriteMany mode. If your environment does not support this mode, you can use NFS to provision the volumes. However, for best performance and reliability, use GlusterFS to provision persistent volumes for a high-availability authoring environment. For information about access mode support in OpenShift public and dedicated clouds, see Access Modes.
					


Note

					Since Red Hat Process Automation Manager version 7.5, images and templates for Red Hat OpenShift Container Platform 3.x are deprecated. These images and templates do not get new features, but remain supported until the end of full support for Red Hat OpenShift Container Platform version 3.x. For more information about the full support lifecycle phase for Red Hat OpenShift Container Platform version 3.x, see Red Hat OpenShift Container Platform Life Cycle Policy (non-current versions).
				

Note

					Do not use Red Hat Process Automation Manager templates with Red Hat OpenShift Container Platform 4.x. To deploy Red Hat Process Automation Manager on Red Hat OpenShift Container Platform 4.x, see the instructions in Deploying a Red Hat Process Automation Manager environment on Red Hat OpenShift Container Platform using Operators.
				



Chapter 5. Overview of Red Hat Process Automation Manager on Red Hat OpenShift Container Platform




				You can deploy Red Hat Process Automation Manager into a Red Hat OpenShift Container Platform environment.
			

				In this solution, components of Red Hat Process Automation Manager are deployed as separate OpenShift pods. You can scale each of the pods up and down individually to provide as few or as many containers as required for a particular component. You can use standard OpenShift methods to manage the pods and balance the load.
			

				The following key components of Red Hat Process Automation Manager are available on OpenShift:
			
	
						KIE Server, also known as Execution Server, is the infrastructure element that runs decision services, process applications, and other deployable assets (collectively referred to as services) . All logic of the services runs on execution servers.
					

						A database server is normally required for KIE Server. You can provide a database server in another OpenShift pod or configure an execution server on OpenShift to use any other database server. Alternatively, KIE Server can use an H2 database; in this case, you cannot scale the pod.
					

						In some templates, you can scale up a KIE Server pod to provide as many copies as required, running on the same host or different hosts. As you scale a pod up or down, all of its copies use the same database server and run the same services. OpenShift provides load balancing and a request can be handled by any of the pods.
					

						You can deploy a separate KIE Server pod to run a different group of services. That pod can also be scaled up or down. You can have as many separate replicated KIE Server pods as required.
					

	
						Business Central is a web-based interactive environment used for authoring services. It also provides a management and monitoring console. You can use Business Central to develop services and deploy them to KIE Servers. You can also use Business Central to monitor the execution of processes.
					

						Business Central is a centralized application. However, you can configure it for high availability, where multiple pods run and share the same data.
					

						Business Central includes a Git repository that holds the source for the services that you develop on it. It also includes a built-in Maven repository. Depending on configuration, Business Central can place the compiled services (KJAR files) into the built-in Maven repository or (if configured) into an external Maven repository.
					

	
						Business Central Monitoring is a web-based management and monitoring console. It can manage the deployment of services to KIE Servers and provide monitoring information, but does not include authoring capabilities. You can use this component to manage staging and production environments.
					
	
						Smart Router is an optional layer between KIE Servers and other components that interact with them. When your environment includes many services running on different KIE Servers, Smart Router provides a single endpoint to all client applications. A client application can make a REST API call that requires any service. Smart Router automatically calls the KIE Server that can process a particular request.
					



				You can arrange these and other components into various environment configurations within OpenShift.
			

				The following environment types are typical:
			
	
						Trial: an environment for demonstration and evaluation of Red Hat Process Automation Manager. This environment includes Business Central and a KIE Server. You can set it up quickly and use it to evaluate or demonstrate developing and running assets. However, the environment does not use any persistent storage and any work you do in the environment is not saved.
					
	
						Authoring: An environment for creating and modifying services using Business Central. It consists of pods that provide Business Central for the authoring work and a KIE Server for test execution of the services.
					
	
						Managed deployment: An environment for running existing services for staging and production purposes. This environment includes several groups of KIE Server pods; you can deploy and undeploy services on every such group and also scale the group up or down as necessary. Use Business Central Monitoring to deploy, run, and stop the services and to monitor their execution.
					

						You can deploy two types of managed environment. In a freeform server environment, you initially deploy Business Central Monitoring and one KIE Server. You can additionally deploy any number of KIE Servers. Business Central Monitoring can connect to all servers in the same namespace.
					

						Alternatively, you can deploy a fixed managed server environment. A single deployment includes Business Central Monitoring, Smart Router, and a preset number of KIE Servers (by default, two servers, but you can modify the template to change the number). You cannot easily add or remove servers at a later time.
					

	
						Deployment with immutable servers: An alternate environment for running existing services for staging and production purposes. In this environment, when you deploy a KIE Server pod, it builds an image that loads and starts a service or group of services. You cannot stop any service on the pod or add any new service to the pod. If you want to use another version of a service or modify the configuration in any other way, you deploy a new server image and displace the old one. In this system, the KIE Server runs like any other pod on the OpenShift environment; you can use any container-based integration workflows and do not need to use any other tools to manage the pods.
					

						Optionally, you can use Business Central Monitoring to monitor the performance of the environment and to stop and restart some of the service instances, but not to deploy additional services to any KIE Server or undeploy any existing ones (you cannot add or remove containers).
					




				To deploy a Red Hat Process Automation Manager environment on OpenShift, you can use the templates that are provided with Red Hat Process Automation Manager. You can modify some of the templates to ensure that the configuration suits your environment.
			
Architecture of an authoring environment




					In Red Hat Process Automation Manager, the Business Central component provides a web-based interactive user interface for authoring services. The KIE Server component runs the services.
				

					The KIE Server uses a database server to store the state of process services.
				

					You can also use Business Central to deploy services onto a KIE Server. You can use several KIE Servers to run different services and control the servers from the same Business Central.
				
Single authoring environment

					In a single authoring environment, only one instance of Business Central is running. Multiple users can access its web interface at the same time, however the performance can be limited and there is no failover capability.
				

					Business Central includes a built-in Maven repository that stores the built versions of the services that you develop (KJAR files/artifacts). You can use your continuous integration and continuous deployment (CICD) tools to retrieve these artifacts from the repository and move them as necessary.
				

					Business Central saves the source code in a built-in Git repository, stored in the .niogit directory. It uses a built-in indexing mechanism to index the assets in your services.
				

					Business Central uses persistent storage for the Maven repository and for the Git repository.
				

					A single authoring environment, by default, includes one KIE Server. This KIE Server uses a built-in H2 database engine to store the state of process services.
				

					A single authoring environment, by default, uses the controller strategy. Business Central includes the Controller, a component that can manage KIE Servers. When you configure a KIE Server to connect to Business Central, the KIE Server uses a REST API to connect to the Controller. This connection opens a persistent WebSocket. In an OpenShift deployment that uses the controller strategy, each KIE Server is initially configured to connect to the Business Central Controller.
				

					When you use the Business Central user interface to deploy or manage a service on the KIE Server, the KIE Server receives the request through the Controller connection WebSocket. To deploy a service, the KIE Server requests the necessary artifact from the Maven repository that is a part of Business Central.
				

					Client applications use a REST API to use services that run on the KIE Server.
				
Figure 5.1. Architecture diagram for a single authoring environment



Clustering KIE Servers and using multiple KIE Servers

					You can scale a KIE Server pod to run a clustered KIE Server environment. To scale a KIE Server, you must ensure that it uses a database server in a separate pod or an external database server, and not a built-in H2 database engine.
				

					In a clustered deployment, several instances of the KIE Server run the same services. These servers can connect to the Business Central Controller using the same server ID, so they can receive the same requests from the controller. Red Hat OpenShift Container Platform provides load-balancing between the servers. Decision services and business optimizer services that run on a clustered KIE Server must be stateless, because requests from the same client might be processed by different instances.
				

					You can also deploy several independent KIE Servers to run different services. In this case, the servers connect to the Business Central Controller with different server ID values. You can use the Business Central UI to deploy services to each of the servers.
				
Smart Router

					The optional Smart Router component provides a layer between client applications and KIE Servers. It can be useful if you are using several independent KIE Servers.
				

					The client application can use services running on different KIE Servers, but always connects to the Smart Router. The Smart Router automatically passes the request to the KIE Servers that runs the required service. The Smart Router also enables management of service versions and provides an additional load-balancing layer.
				
High-availability authoring environment

					In a high-availability (HA) authoring environment, the Business Central pod is scaled, so several instances of Business Central are running. Red Hat OpenShift Container Platform provides load balancing for user requests. This environment provides optimal performance for multiple users and supports failover.
				

					Each instance of Business Central includes the Maven repository for the built artifacts and uses the .niogit Git repository for source code. The instances use shared persistent storage for the repositories. A persistent volume with ReadWriteMany access is required for this storage.
				

					An instance of Red Hat DataGrid provides indexing of all projects and assets developed in Business Central.
				

					An instance of Red Hat AMQ propagates Java CDI messages between all instances of Business Central. For example, when a new project is created or when an asset is locked or modified on one of the instances, this information is immediately reflected in all other instances.
				

					The controller strategy is not suitable for clustered deployment. In an OpenShift deployment, a high-availability Business Central must manage KIE Servers using the OpenShift startup strategy.
				

					Each KIE Server deployment (which can be scaled) creates a ConfigMap that reflects its current state. The Business Central discovers all KIE Servers by reading their ConfigMaps.
				

					When the user requests a change in KIE Server configuration (for example, deploys or undeploys a service), Business Central initiates a connection to the KIE Server and sends a REST API request. The KIE Server changes the ConfigMap to reflect the new configuration state and then triggers its own redeployment, so that all instances are redeployed and reflect the new configuration.
				

					You can deploy several independent KIE Servers in your OpenShift environment. Each of the KIE Servers has a separate ConfigMap with the necessary configuration. You can scale each of the KIE Servers separately.
				

					You can include Smart Router in the OpenShift deployment.
				
Figure 5.2. Architecture diagram for a high-availability authoring environment





Chapter 6. Preparation for deploying Red Hat Process Automation Manager in your OpenShift environment




				Before deploying Red Hat Process Automation Manager in your OpenShift environment, you must complete several procedures. You do not need to repeat these procedures if you want to deploy additional images, for example, for new versions of processes or for other processes.
			
Note

					If you are deploying a trial environment, complete the procedure described in the section called “Ensuring the availability of image streams and the image registry” and do not complete any other preparation procedures.
				

Ensuring the availability of image streams and the image registry




					To deploy Red Hat Process Automation Manager components on Red Hat OpenShift Container Platform, you must ensure that OpenShift can download the correct images from the Red Hat registry. To download the images, OpenShift requires image streams, which contain the information about the location of images. OpenShift also must be configured to authenticate with the Red Hat registry using your service account user name and password.
				

					Some versions of the OpenShift environment include the required image streams. You must check if they are available. If image streams are available in OpenShift by default, you can use them if the OpenShift infrastructure is configured for registry authentication server. The administrator must complete the registry authentication configuration when installing the OpenShift environment.
				

					Otherwise, you can configure registry authentication in your own project and install the image streams in that project.
				
Procedure
	
							Determine whether Red Hat OpenShift Container Platform is configured with the user name and password for Red Hat registry access. For details about the required configuration, see Configuring a Registry Location. If you are using an OpenShift Online subscription, it is configured for Red Hat registry access.
						
	
							If Red Hat OpenShift Container Platform is configured with the user name and password for Red Hat registry access, enter the following commands:
						
$ oc get imagestreamtag -n openshift | grep -F rhpam-businesscentral | grep -F 7.9
$ oc get imagestreamtag -n openshift | grep -F rhpam-kieserver | grep -F 7.9

							If the outputs of both commands are not empty, the required image streams are available in the openshift namespace and no further action is required.
						

	
							If the output of one or both of the commands is empty or if OpenShift is not configured with the user name and password for Red Hat registry access, complete the following steps:
						
	
									Ensure you are logged in to OpenShift with the oc command and that your project is active.
								
	
									Complete the steps documented in Registry Service Accounts for Shared Environments. You must log in to the Red Hat Customer Portal to access the document and to complete the steps to create a registry service account.
								
	
									Select the OpenShift Secret tab and click the link under Download secret to download the YAML secret file.
								
	
									View the downloaded file and note the name that is listed in the name: entry.
								
	
									Enter the following commands:
								
oc create -f <file_name>.yaml
oc secrets link default <secret_name> --for=pull
oc secrets link builder <secret_name> --for=pull

									Replace <file_name> with the name of the downloaded file and <secret_name> with the name that is listed in the name: entry of the file.
								

	
									Download the rhpam-7.9.1-openshift-templates.zip product deliverable file from the Software Downloads page and extract the rhpam79-image-streams.yaml file.
								
	
									Enter the following command:
								
$ oc apply -f rhpam79-image-streams.yaml
Note

										If you complete these steps, you install the image streams into the namespace of your project. In this case, when you deploy the templates, you must set the IMAGE_STREAM_NAMESPACE parameter to the name of this project.
									








Creating the secrets for KIE Server




					OpenShift uses objects called secrets to hold sensitive information such as passwords or keystores. For more information about OpenShift secrets, see the Secrets chapter in the Red Hat OpenShift Container Platform documentation.
				

					You must create an SSL certificate for HTTP access to KIE Server and provide it to your OpenShift environment as a secret.
				
Procedure
	
							Generate an SSL keystore named keystore.jks with a private and public key for SSL encryption for KIE Server. For more information on how to create a keystore with self-signed or purchased SSL certificates, see Generate a SSL Encryption Key and Certificate.
						
Note

								In a production environment, generate a valid signed certificate that matches the expected URL for KIE Server.
							


	
							Record the name of the certificate. The default value for this name in Red Hat Process Automation Manager configuration is jboss.
						
	
							Record the password of the keystore file. The default value for this name in Red Hat Process Automation Manager configuration is mykeystorepass.
						
	
							Use the oc command to generate a secret named kieserver-app-secret from the new keystore file:
						
$ oc create secret generic kieserver-app-secret --from-file=keystore.jks




Creating the secrets for Business Central




					If your environment includes Business Central or Business Central Monitoring, you must create an SSL certificate for HTTP access to Business Central and provide it to your OpenShift environment as a secret.
				

					Do not use the same certificate and keystore for Business Central and KIE Server.
				
Procedure
	
							Generate an SSL keystore named keystore.jks with a private and public key for SSL encryption for KIE Server. For more information on how to create a keystore with self-signed or purchased SSL certificates, see Generate a SSL Encryption Key and Certificate.
						
Note

								In a production environment, generate a valid signed certificate that matches the expected URL for Business Central.
							


	
							Record the name of the certificate. The default value for this name in Red Hat Process Automation Manager configuration is jboss.
						
	
							Record the password of the keystore file. The default value for this name in Red Hat Process Automation Manager configuration is mykeystorepass.
						
	
							Use the oc command to generate a secret named businesscentral-app-secret from the new keystore file:
						
$ oc create secret generic businesscentral-app-secret --from-file=keystore.jks




Creating the secrets for Smart Router




					If your environment includes Smart Router, you must create an SSL certificate for HTTP access to Smart Router and provide it to your OpenShift environment as a secret.
				

					Do not use the same certificate and keystore for Smart Router as the ones used for KIE Server or Business Central.
				
Procedure
	
							Generate an SSL keystore named keystore.jks with a private and public key for SSL encryption for KIE Server. For more information on how to create a keystore with self-signed or purchased SSL certificates, see Generate a SSL Encryption Key and Certificate.
						
Note

								In a production environment, generate a valid signed certificate that matches the expected URL for Smart Router.
							


	
							Record the name of the certificate. The default value for this name in Red Hat Process Automation Manager configuration is jboss.
						
	
							Record the password of the keystore file. The default value for this name in Red Hat Process Automation Manager configuration is mykeystorepass.
						
	
							Use the oc command to generate a secret named smartrouter-app-secret from the new keystore file:
						
$ oc create secret generic smartrouter-app-secret --from-file=keystore.jks




Creating the secret for the administrative user




					You must create a generic secret that contains the user name and password for a Red Hat Process Automation Manager administrative user account. This secret is required for deploying Red Hat Process Automation Manager using any template except the trial template.
				

					The secret must contain the user name and password as literals. The key name for the user name is KIE_ADMIN_USER. The key name for the password is KIE_ADMIN_PWD.
				

					If you are using multiple templates to deploy components of Red Hat Process Automation Manager, use the same secret for all these deployments. The components utilize this user account to communicate with each other.
				

					If your environment includes Business Central or Business Central Monitoring, you can also use this user account to log in to Business Central or Business Central Monitoring.
				
Important

						If you use RH-SSO or LDAP authentication, the same user with the same password must be configured in your authentication system with the kie-server,rest-all,admin roles for Red Hat Process Automation Manager.
					

Procedure

						Use the oc command to generate a generic secret named kie-admin-user-secret from the user name and password:
					
$ oc create secret generic rhpam-credentials --from-literal=KIE_ADMIN_USER=adminUser --from-literal=KIE_ADMIN_PWD=adminPassword

					In this command, replace adminPassword with the password for the administrative user. Optionally, you can replace adminUser with another user name for the administrative user.
				

Changing GlusterFS configuration




					If you are deploying an authoring environment, you must check whether your OpenShift environment uses GlusterFS to provide permanent storage volumes. If it uses GlusterFS, to ensure optimal performance of Business Central, you must tune your GlusterFS storage by changing the storage class configuration.
				
Procedure
	
							To check whether your environment uses GlusterFS, enter the following command:
						
oc get storageclass

							In the results, check whether the (default) marker is on the storage class that lists glusterfs. For example, in the following output the default storage class is gluster-container, which does list glusterfs:
						
NAME              PROVISIONER                       AGE
gluster-block     gluster.org/glusterblock          8d
gluster-container (default) kubernetes.io/glusterfs 8d

							If the result has a default storage class that does not list glusterfs or if the result is empty, you do not need to make any changes. In this case, skip the rest of this procedure.
						

	
							To save the configuration of the default storage class into a YAML file, enter the following command:
						
oc get storageclass <class-name> -o yaml >storage_config.yaml

							Replace <class-name> with the name of the default storage class. Example:
						
oc get storageclass gluster-container -o yaml >storage_config.yaml

	
							Edit the storage_config.yaml file:
						
	
									Remove the lines with the following keys:
								
	
											creationTimestamp
										
	
											resourceVersion
										
	
											selfLink
										
	
											uid
										



	
									If you are planning to use Business Central only as a single pod, without high-availability configuration, on the line with the volumeoptions key, add the following options:
								
features.cache-invalidation on
performance.nl-cache on

									For example:
								

									volumeoptions: client.ssl off, server.ssl off, features.cache-invalidation on, performance.nl-cache on
								

	
									If you are planning to use Business Central in a high-availability configuration, on the line with the volumeoptions key, add the following options:
								
features.cache-invalidation on
nfs.trusted-write on
nfs.trusted-sync on
performance.nl-cache on
performance.stat-prefetch off
performance.read-ahead off
performance.write-behind off
performance.readdir-ahead off
performance.io-cache off
performance.quick-read off
performance.open-behind off
locks.mandatory-locking off
performance.strict-o-direct on

									For example:
								

									volumeoptions: client.ssl off, server.ssl off, features.cache-invalidation on, nfs.trusted-write on, nfs.trusted-sync on, performance.nl-cache on, performance.stat-prefetch off, performance.read-ahead off, performance.write-behind off, performance.readdir-ahead off, performance.io-cache off, performance.quick-read off, performance.open-behind off, locks.mandatory-locking off, performance.strict-o-direct on
								




	
							To remove the existing default storage class, enter the following command:
						
oc delete storageclass <class-name>

							Replace <class-name> with the name of the default storage class. Example:
						
oc delete storageclass gluster-container

	
							To re-create the storage class using the new configuration, enter the following command:
						
oc create -f storage_config.yaml




Provisioning persistent volumes with ReadWriteMany access mode using NFS




					If you want to deploy Business Central Monitoring or high-availability Business Central, your environment must provision persistent volumes with ReadWriteMany access mode.
				
Note

						If you want to deploy a high-availability authoring environment, for optimal performance and reliability, provision persistent volumes using GlusterFS. Configure the GlusterFS storage class as described in the section called “Changing GlusterFS configuration”.
					


					If your configuration requires provisioning persistent volumes with ReadWriteMany access mode but your environment does not support such provisioning, use NFS to provision the volumes. Otherwise, skip this procedure.
				
Procedure

						Deploy an NFS server and provision the persistent volumes using NFS. For information about provisioning persistent volumes using NFS, see the "Persistent storage using NFS" section of the Configuring Clusters guide in the Red Hat OpenShift Container Platform 3.11 documentation.
					

Extracting the source code from Business Central for use in an S2I build




					If you are planning to create immutable KIE servers using the source-to-image (S2I) process, you must provide the source code for your services in a Git repository. If you are using Business Central for authoring services, you can extract the source code for your service and place it into a separate Git repository, such as GitHub or an on-premise installation of GitLab, for use in the S2I build.
				

					Skip this procedure if you are not planning to use the S2I process or if you are not using Business Central for authoring services.
				
Procedure
	
							Use the following command to extract the source code:
						
git clone https://<business-central-host>:443/git/<MySpace>/<MyProject>

							In this command, replace the following variables:
						
	
									<business-central-host> with the host on which Business Central is running
								
	
									<MySpace> with the name of the Business Central space in which the project is located
								
	
									<MyProject> with the name of the project
								


Note

								To view the full Git URL for a project in Business Central, click Menu → Design → <MyProject> → Settings.
							

Note

								If you are using self-signed certificates for HTTPS communication, the command might fail with an SSL certificate problem error message. In this case, disable SSL certificate verification in git, for example, using the GIT_SSL_NO_VERIFY environment variable:
							
env GIT_SSL_NO_VERIFY=true git clone https://<business-central-host>:443/git/<MySpace>/<MyProject>


	
							Upload the source code to another Git repository, such as GitHub or GitLab, for the S2I build.
						



Preparing a Maven mirror repository for offline use




					If your Red Hat OpenShift Container Platform environment does not have outgoing access to the public Internet, you must prepare a Maven repository with a mirror of all the necessary artifacts and make this repository available to your environment.
				
Note

						You do not need to complete this procedure if your Red Hat OpenShift Container Platform environment is connected to the Internet.
					

Prerequisites
	
							A computer that has outgoing access to the public Internet is available.
						


Procedure
	
							Configure a Maven release repository to which you have write access. The repository must allow read access without authentication and your OpenShift environment must have network access to this repository.
						

							You can deploy a Nexus repository manager in the OpenShift environment. For instructions about setting up Nexus on OpenShift, see Setting up Nexus in the Red Hat OpenShift Container Platform 3.11 documentation.
						

							Use this repository as a mirror to host the publicly available Maven artifacts. You can also provide your own services in this repository in order to deploy these services on immutable servers or to deploy them on managed servers using Business Central monitoring.
						

	
							On the computer that has an outgoing connection to the public Internet, complete the following steps:
						
	
									Click Red Hat Process Automation Manager 7.9.1 Offliner Content List to download the rhpam-7.9.1-offliner.zip product deliverable file from the Software Downloads page of the Red Hat Customer Portal.
								
	
									Extract the contents of the rhpam-7.9.1-offliner.zip file into any directory.
								
	
									Change to the directory and enter the following command:
								
./offline-repo-builder.sh offliner.txt

									This command creates a repository subdirectory and downloads the necessary artifacts into this subdirectory.
								

									If a message reports that some downloads have failed, run the same command again. If downloads fail again, contact Red Hat support.
								

	
									Upload all artifacts from the repository subdirectory to the Maven mirror repository that you prepared. You can use the Maven Repository Provisioner utility, available from the Maven repository tools Git repository, to upload the artifacts.
								



	
							If you developed services outside Business Central and they have additional dependencies, add the dependencies to the mirror repository. If you developed the services as Maven projects, you can use the following steps to prepare these dependencies automatically. Complete the steps on the computer that has an outgoing connection to the public Internet.
						
	
									Create a backup of the local Maven cache directory (~/.m2/repository) and then clear the directory.
								
	
									Build the source of your projects using the mvn clean install command.
								
	
									For every project, enter the following command to ensure that Maven downloads all runtime dependencies for all the artifacts generated by the project:
								
mvn -e -DskipTests dependency:go-offline -f /path/to/project/pom.xml --batch-mode -Djava.net.preferIPv4Stack=true

									Replace /path/to/project/pom.xml with the correct path to the pom.xml file of the project.
								

	
									Upload all artifacts from the local Maven cache directory (~/.m2/repository) to the Maven mirror repository that you prepared. You can use the Maven Repository Provisioner utility, available from the Maven repository tools Git repository, to upload the artifacts.
								






Building a custom KIE Server extension image for an external database




					If you want to use an external database server for a KIE Server and the database server is not a MySQL or PostgreSQL server, you must build a custom KIE Server extension image with drivers for this server before deploying your environment.
				

					Complete the steps in this build procedure to provide drivers for any of the following database servers:
				
	
							Microsoft SQL Server
						
	
							IBM DB2
						
	
							Oracle Database
						
	
							Sybase
						



					Optionally, you can use this procedure to build a new version of drivers for any of the following database servers:
				
	
							MySQL
						
	
							MariaDB
						
	
							PostgreSQL
						



					For the supported versions of the database servers, see Red Hat Process Automation Manager 7 Supported Configurations.
				

					The build procedure creates a custom extension image that extends the existing KIE Server image. You must import this custom extension image into your OpenShift environment and then reference it in the EXTENSIONS_IMAGE parameter.
				
Prerequisites
	
							You are logged in to your OpenShift environment using the oc command. Your OpenShift user must have the registry-editor role.
						
	
							For Oracle Database, IBM DB2, or Sybase, you downloaded the JDBC driver from the database server vendor.
						
	
							You have installed the following required software:
						
	
									Docker: For installation instructions, see Get Docker.
								
	
									Cekit version 3.2: For installation instructions, see Installation.
								
	
									The following libraries and extensions for Cekit. For more information, see Dependencies.
								
	
											docker, provided by the python3-docker package or similar package
										
	
											docker-squash, provided by the python3-docker-squash package or similar package
										
	
											behave, provided by the python3-behave package or similar package
										








Procedure
	
							For IBM DB2, Oracle Database, or Sybase, provide the JDBC driver JAR file in a local directory.
						
	
							Download the rhpam-7.9.1-openshift-templates.zip product deliverable file from the Software Downloads page of the Red Hat Customer Portal.
						
	
							Unzip the file and, using the command line, change to the templates/contrib/jdbc/cekit directory of the unzipped file. This directory contains the source code for the custom build.
						
	
							Enter one of the following commands, depending on the database server type:
						
	
									For Microsoft SQL Server:
								
make mssql

	
									For MySQL:
								
make mysql

	
									For PostgreSQL:
								
make postgresql

	
									For MariaDB:
								
make mariadb

	
									For IBM DB2:
								
make db2 artifact=/tmp/db2jcc4.jar version=10.2

									In this command, replace /tmp/db2jcc4.jar with the path name of the IBM DB2 driver and 10.2 with the version of the driver.
								

	
									For Oracle Database:
								
make oracle artifact=/tmp/ojdbc7.jar version=7.0

									In this command, replace /tmp/ojdbc7.jar with the path name of the Oracle Database driver and 7.0 with the version of the driver.
								

	
									For Sybase:
								
make build sybase artifact=/tmp/jconn4-16.0_PL05.jar version=16.0_PL05

									In this command, replace /tmp/jconn4-16.0_PL05.jar with the path name of the downloaded Sybase driver and 16.0_PL05 with the version of the driver.
								

									Alternatively, if you need to update the driver class or driver XA class for the Sybase driver, you can set the DRIVER_CLASS or DRIVER_XA_CLASS variable for this command, for example:
								
export DRIVER_CLASS=another.class.Sybase && make sybase artifact=/tmp/jconn4-16.0_PL05.jar version=16.0_PL05




	
							Enter the following command to list the Docker images that are available locally:
						
docker images

							Note the name of the image that was built, for example, jboss-kie-db2-extension-openshift-image, and the version tag of the image, for example, 11.1.4.4 (not the latest tag).
						

	
							Access the registry of your OpenShift environment directly and push the image to the registry. Depending on your user permissions, you can push the image into the openshift namespace or into a project namespace. For instructions about accessing the registry and pushing the images, see Accessing the Registry Directly in the Red Hat OpenShift Container Platform product documentation.
						
	
							When configuring your KIE Server deployment with a template that supports an external database server, set the following parameters:
						
	
									Drivers Extension Image (EXTENSIONS_IMAGE): The ImageStreamTag definition of the extension image, for example, jboss-kie-db2-extension-openshift-image:11.1.4.4
								
	
									Drivers ImageStream Namespace (EXTENSIONS_IMAGE_NAMESPACE): The namespace to which you uploaded the extension image, for example, openshift or your project namespace.
								







Chapter 7. Trial environment




				You can deploy a trial (evaluation) Red Hat Process Automation Manager environment. It consists of Business Central for authoring or managing services and KIE Server for test execution of services.
			

				This environment does not include permanent storage. Assets that you create or modify in a trial environment are not saved.
			

				This environment is intended for test and demonstration access. It supports cross-origin resource sharing (CORS). This means that KIE Server endpoints can be accessed using a browser when other resources on the page are provided by other servers. KIE Server endpoints are normally intended for REST calls, but browser access can be needed in some demonstration configurations.
			
Deploying a trial environment




					The procedure to deploy a trial environment is minimal. There are no required settings and all passwords are set to a single value. The default password is RedHat.
				
Procedure
	
							Download the rhpam-7.9.1-openshift-templates.zip product deliverable file from the Software Downloads page of the Red Hat Customer Portal.
						
	
							Extract the rhpam79-trial-ephemeral.yaml template file.
						
	
							Use one of the following methods to deploy the template:
						
	
									In the OpenShift Web UI, select Add to Project → Import YAML / JSON and then select or paste the rhpam79-trial-ephemeral.yaml file. In the Add Template window, ensure Process the template is selected and click Continue.
								
	
									To use the OpenShift command line console, prepare the following command line:
								
oc new-app -f <template-path>/rhpam79-trial-ephemeral.yaml

									In this command line, replace <template-path> with the path to the downloaded template file.
								




	
							Optionally, set any parameters as described in the template. A typical trial deployment requires only the following parameter:
						
	
									ImageStream Namespace (IMAGE_STREAM_NAMESPACE): The namespace where the image streams are available. If the image streams were already available in your OpenShift environment (see the section called “Ensuring the availability of image streams and the image registry”), the namespace is openshift. If you installed the image streams file, the namespace is the name of the OpenShift project.
								



	
							Complete the creation of the environment, depending on the method that you are using:
						
	
									In the OpenShift Web UI, click Create.
								
	
											A This will create resources that may have security or project behavior implications pop-up message might be displayed. If it is displayed, click Create Anyway.
										



	
									Complete and run the command line.
								







Chapter 8. Authoring environment




				You can deploy an environment for creating and modifying processes using Business Central. It consists of Business Central for the authoring work and KIE Server for test execution of the processes. If necessary, you can connect additional KIE Servers to the Business Central.
			

				Depending on your needs, you can deploy either a single authoring environment template or a high-availability (HA) authoring environment template.
			

				A single authoring environment contains two pods. One of the pods runs Business Central, the other runs KIE Server. The KIE Server by default includes an embedded H2 database engine. This environment is most suitable for single-user authoring or when your OpenShift infrastructure has limited resources. It does not require persistent volumes that support the ReadWriteMany access mode.
			

				In a single authoring environment, you cannot scale Business Central. By default, you also cannot scale KIE Server, as the H2 database engine does not support scaling. However, you can modify the template to use a separate MySQL or PostgreSQL database server pod; in this case, you can scale KIE Server. For instructions about modifying the single authoring environment template, see the section called “Modifying the template for the single authoring environment”.
			

				In an HA authoring environment, both Business Central and KIE Server are provided in scalable pods. When pods are scaled, persistent storage is shared between the copies. The database is provided by a separate pod.
			

				To enable high-availability functionality in Business Central, additional pods with AMQ and Data Grid are required. These pods are configured and deployed by the high-availability authoring template. Use a high-availability authoring environment to provide maximum reliability and responsiveness, especially if several users are involved in authoring at the same time.
			

				In the current version of Red Hat Process Automation Manager, an HA authoring environment is supported with certain limitations:
			
	
						If a Business Central pod crashes while a user works with it, the user can get an error message and then is redirected to another pod. Logging on again is not required.
					
	
						If a Business Central pod crashes during a user operation, data that was not committed (saved) might be lost.
					
	
						If a Business Central pod crashes during creation of a project, an unusable project might be created.
					
	
						If a Business Central pod crashes during creation of an asset, the asset might be created but not indexed, so it cannot be used. The user can open the asset in Business Central and save it again to make it indexed.
					
	
						When a user deploys a service to the KIE Server, the KIE Server deployment is rolled out again. Users can not deploy another service to the same KIE Server until the roll-out completes.
					



				In a high-availability authoring environment you can also deploy additional managed or immutable KIE Servers, if required. Business Central can automatically discover any KIE Servers in the same namespace, including immutable KIE Servers and managed KIE Servers.
			

				If you want to deploy additional managed or immutable KIE Servers in a single authoring environment, you must complete an additional manual step to enable the OpenShiftStartupStrategy setting in the environment, as described in ]. This setting enables the discovery of other KIE Servers.
			

				For instructions about deploying managed KIE Servers, see the section called “Deploying an additional managed KIE Server for a freeform environment”.
			

				For instructions about deploying immutable KIE Servers, see the section called “Deploying an immutable KIE Server using an S2I build” and the section called “Deploying an immutable KIE Server from KJAR services”.
			
Deploying an authoring environment




					You can use OpenShift templates to deploy a single or high-availability authoring environment. This environment consists of Business Central and a single KIE Server.
				
Starting configuration of the template for an authoring environment




						If you want to deploy a single authoring environment, use the rhpam79-authoring.yaml template file. By default, the single authoring template uses the H2 database with permanent storage. If you prefer to create a MySQL or PostgreSQL pod or to use an external database server (outside the OpenShift project), modify the template before deploying the environment. For instructions about modifying the template, see the section called “Modifying the template for the single authoring environment”.
					

						If you want to deploy a high-availability authoring environment, use the rhpam79-authoring-ha.yaml template file. By default, the high-availability authoring template creates a MySQL pod to provide the database server for the KIE Server. If you prefer to use PostgreSQL or to use an external server (outside the OpenShift project) you need to modify the template before deploying the environment. You can also modify the template to change the number of replicas initially created for Business Central. For instructions about modifying the template, see the section called “Modifying the template for the High Availability authoring environment”.
					
Procedure
	
								Download the rhpam-7.9.1-openshift-templates.zip product deliverable file from the Software Downloads page of the Red Hat Customer Portal.
							
	
								Extract the required template file.
							
	
								Use one of the following methods to start deploying the template:
							
	
										To use the OpenShift Web UI, in the OpenShift application console select Add to Project → Import YAML / JSON and then select or paste the <template-file-name>.yaml file. In the Add Template window, ensure Process the template is selected and click Continue.
									
	
										To use the OpenShift command line console, prepare the following command line:
									
oc new-app -f <template-path>/<template-file-name>.yaml -p BUSINESS_CENTRAL_HTTPS_SECRET=businesscentral-app-secret -p KIE_SERVER_HTTPS_SECRET=kieserver-app-secret -p PARAMETER=value

										In this command line, make the following changes:
									
	
												Replace <template-path> with the path to the downloaded template file.
											
	
												Replace <template-file-name> with the name of the template file.
											
	
												Use as many -p PARAMETER=value pairs as needed to set the required parameters.
											








Next steps

							Set the parameters for the template. Follow the steps in the section called “Setting required parameters for an authoring environment” to set common parameters. You can view the template file to see descriptions for all parameters.
						

Setting required parameters for an authoring environment




						When configuring the template to deploy an authoring environment, you must set the following parameters in all cases.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for an authoring environment”.
							


Procedure
	
								Set the following parameters:
							
	
										Credentials secret (CREDENTIALS_SECRET): The name of the secret containing the administrative user credentials, as created in the section called “Creating the secret for the administrative user”.
									
	
										Business Central Server Keystore Secret Name (BUSINESS_CENTRAL_HTTPS_SECRET): The name of the secret for Business Central, as created in the section called “Creating the secrets for Business Central”.
									
	
										KIE Server Keystore Secret Name (KIE_SERVER_HTTPS_SECRET): The name of the secret for KIE Server, as created in the section called “Creating the secrets for KIE Server”.
									
	
										Business Central Server Certificate Name (BUSINESS_CENTRAL_HTTPS_NAME): The name of the certificate in the keystore that you created in the section called “Creating the secrets for Business Central”.
									
	
										Business Central Server Keystore Password (BUSINESS_CENTRAL_HTTPS_PASSWORD): The password for the keystore that you created in the section called “Creating the secrets for Business Central”.
									
	
										KIE Server Certificate Name (KIE_SERVER_HTTPS_NAME): The name of the certificate in the keystore that you created in the section called “Creating the secrets for KIE Server”.
									
	
										KIE Server Keystore Password (KIE_SERVER_HTTPS_PASSWORD): The password for the keystore that you created in the section called “Creating the secrets for KIE Server”.
									
	
										Application Name (APPLICATION_NAME): The name of the OpenShift application. It is used in the default URLs for Business Central Monitoring and KIE Server. OpenShift uses the application name to create a separate set of deployment configurations, services, routes, labels, and artifacts.
									
	
										ImageStream Namespace (IMAGE_STREAM_NAMESPACE): The namespace where the image streams are available. If the image streams were already available in your OpenShift environment (see the section called “Ensuring the availability of image streams and the image registry”), the namespace is openshift. If you have installed the image streams file, the namespace is the name of the OpenShift project.
									





Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for an authoring environment”.
					

Configuring the image stream namespace for an authoring environment




						If you created image streams in a namespace that is not openshift, you must configure the namespace in the template.
					

						If all image streams were already available in your Red Hat OpenShift Container Platform environment, you can skip this procedure.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for an authoring environment”.
							


Procedure

							If you installed an image streams file according to instructions in the section called “Ensuring the availability of image streams and the image registry”, set the ImageStream Namespace (IMAGE_STREAM_NAMESPACE) parameter to the name of your OpenShift project.
						

Setting an optional Maven repository for an authoring environment




						When configuring the template to deploy an authoring environment, if you want to place the built KJAR files into an external Maven repository, you must set parameters to access the repository.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for an authoring environment”.
							


Procedure

							To configure access to a custom Maven repository, set the following parameters:
						
	
								Maven repository URL (MAVEN_REPO_URL): The URL for the Maven repository.
							
	
								Maven repository ID (MAVEN_REPO_ID): An identifier for the Maven repository. The default value is repo-custom.
							
	
								Maven repository username (MAVEN_REPO_USERNAME): The user name for the Maven repository.
							
	
								Maven repository password (MAVEN_REPO_PASSWORD): The password for the Maven repository.
							


Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for an authoring environment”.
					
Important

							To export or push Business Central projects as KJAR artifacts to the external Maven repository, you must also add the repository information in the pom.xml file for every project. For information about exporting Business Central projects to an external repository, see Packaging and deploying a Red Hat Process Automation Manager project.
						


Configuring access to a Maven mirror in an environment without a connection to the public Internet for an authoring environment




						When configuring the template to deploy an authoring environment, if your OpenShift environment does not have a connection to the public Internet, you must configure access to a Maven mirror that you set up according to the section called “Preparing a Maven mirror repository for offline use”.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for an authoring environment”.
							


Procedure

							To configure access to the Maven mirror, set the following parameters:
						
	
								Maven mirror URL (MAVEN_MIRROR_URL): The URL for the Maven mirror repository that you set up in the section called “Preparing a Maven mirror repository for offline use”. This URL must be accessible from a pod in your OpenShift environment.
							
	
								Maven mirror of (MAVEN_MIRROR_OF): The value that determines which artifacts are to be retrieved from the mirror. For instructions about setting the mirrorOf value, see Mirror Settings in the Apache Maven documentation. The default value is external:*,!repo-rhpamcentr; with this value, Maven retrieves artifacts from the built-in Maven repository of Business Central directly and retrieves any other required artifacts from the mirror. If you configure an external Maven repository (MAVEN_REPO_URL), change MAVEN_MIRROR_OF to exclude the artifacts in this repository, for example, external:*,!repo-custom. Replace repo-custom with the ID that you configured in MAVEN_REPO_ID. The default value is external:*. With this value, Maven retrieves every required artifact from the mirror and does not query any other repositories.
							
	
										If you configure an external Maven repository (MAVEN_REPO_URL), change MAVEN_MIRROR_OF to exclude the artifacts in this repository from the mirror, for example, external:*,!repo-custom. Replace repo-custom with the ID that you configured in MAVEN_REPO_ID.
									
	
										If you configure a built-in Business Central Maven repository (BUSINESS_CENTRAL_MAVEN_SERVICE), change MAVEN_MIRROR_OF to exclude the artifacts in this repository from the mirror: external:*,!repo-rhpamcentr.
									
	
										If you configure both repositories, change MAVEN_MIRROR_OF to exclude the artifacts in both repositories from the mirror: external:*,!repo-rhpamcentr,!repo-custom. Replace repo-custom with the ID that you configured in MAVEN_REPO_ID.
									





Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for an authoring environment”.
					

Configuring Business Central and KIE Server replicas for a high-availability authoring environment




						If you are deploying a high-availability authoring environment, by default two replicas of Business Central and two replicas of the KIE Server are initially created.
					

						Optionally, you can modify the number of replicas.
					

						Skip this procedure for a single authoring environment.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for an authoring environment”.
							


Procedure

							To modify the numbers of initial replicas, set the following parameters:
						
	
								Business Central Container Replicas (BUSINESS_CENTRAL_CONTAINER_REPLICAS): The number of replicas that the deployment initially creates for Business Central.
							
	
								KIE Server Container Replicas (KIE_SERVER_CONTAINER_REPLICAS): The number of replicas that the deployment initially creates for the KIE Server.
							


Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for an authoring environment”.
					

Specifying the Git hooks directory for an authoring environment




						You can use Git hooks to facilitate interaction between the internal Git repository of Business Central and an external Git repository.
					

						If you want to use Git hooks, you must configure a Git hooks directory.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for an authoring environment”.
							


Procedure

							To configure a Git hooks directory, set the following parameter:
						
	
								Git hooks directory (GIT_HOOKS_DIR): The fully qualified path to a Git hooks directory, for example, /opt/kie/data/git/hooks. You must provide the content of this directory and mount it at the specified path. For instructions about providing and mounting the Git hooks directory using a configuration map or a persistent volume, see the section called “(Optional) Providing the Git hooks directory”.
							


Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for an authoring environment”.
					

Configuring resource usage for a high-availability deployment




						If you are deploying the high-availability template (rhpam79-authoring-ha.yaml), you can optionally configure resource usage to optimize performance for your requirements.
					

						If you are deploying the single authoring environment template (rhpam79-authoring.yaml), skip this procedure.
					

						For more information about sizing resources, see the following sections in the Red Hat OpenShift Container Platform 3.11 product documentation:
					
	
								Application memory sizing
							
	
								Compute resources
							


Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for an authoring environment”.
							


Procedure

							Set the following parameters of the template as applicable:
						
	
								Business Central Container Memory Limit (BUSINESS_CENTRAL_MEMORY_LIMIT): The amount of memory requested in the OpenShift environment for the Business Central container. The default value is 8Gi.
							
	
								Business Central JVM Max Memory Ratio (BUSINESS_CENTRAL_JAVA_MAX_MEM_RATIO): The percentage of container memory that is used for the Java Virtual Machine for Business Central. The remaining memory is used for the operating system. The default value is 80, for a limit of 80%.
							
	
								Business Central Container CPU Limit (BUSINESS_CENTRAL_CPU_LIMIT): The maximum CPU usage for Business Central. The default value is 2000m.
							
	
								KIE Server Container Memory Limit (KIE_SERVER_MEMORY_LIMIT): The amount of memory requested in the OpenShift environment for the KIE Server container. The default value is 1Gi.
							
	
								KIE Server Container CPU Limit (KIE_SERVER_CPU_LIMIT): The maximum CPU usage for KIE Server. The default value is 1000m.
							
	
								DataGrid Container Memory Limit (DATAGRID_MEMORY_LIMIT): The amount of memory requested in the OpenShift environment for the Red Hat Data Grid container. The default value is 2Gi.
							
	
								DataGrid Container CPU Limit (DATAGRID_CPU_LIMIT): The maximum CPU usage for Red Hat Data Grid. The default value is 1000m.
							



Setting parameters for RH-SSO authentication for an authoring environment




						If you want to use RH-SSO authentication, complete the following additional configuration when configuring the template to deploy an authoring environment.
					
Important

							Do not configure LDAP authentication and RH-SSO authentication in the same deployment.
						

Prerequisites
	
								A realm for Red Hat Process Automation Manager is created in the RH-SSO authentication system.
							
	
								User names and passwords for Red Hat Process Automation Manager are created in the RH-SSO authentication system. For a list of the available roles, see Chapter 13, Red Hat Process Automation Manager roles and users.
							

								You must create a user with the username and password configured in the secret for the administrative user, as described in the section called “Creating the secret for the administrative user”. This user must have the kie-server,rest-all,admin roles.
							

	
								Clients are created in the RH-SSO authentication system for all components of the Red Hat Process Automation Manager environment that you are deploying. The client setup contains the URLs for the components. You can review and edit the URLs after deploying the environment. Alternatively, the Red Hat Process Automation Manager deployment can create the clients. However, this option provides less detailed control over the environment.
							
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for an authoring environment”.
							


Procedure
	
								Set the following parameters:
							
	
										RH-SSO URL (SSO_URL): The URL for RH-SSO.
									
	
										RH-SSO Realm name (SSO_REALM): The RH-SSO realm for Red Hat Process Automation Manager.
									
	
										RH-SSO Disable SSL Certificate Validation (SSO_DISABLE_SSL_CERTIFICATE_VALIDATION): Set to true if your RH-SSO installation does not use a valid HTTPS certificate.
									



	
								Complete one of the following procedures:
							
	
										If you created the clients for Red Hat Process Automation Manager within RH-SSO, set the following parameters in the template:
									
	
												Business Central RH-SSO Client name (BUSINESS_CENTRAL_SSO_CLIENT): The RH-SSO client name for Business Central.
											
	
												Business Central RH-SSO Client Secret (BUSINESS_CENTRAL_SSO_SECRET): The secret string that is set in RH-SSO for the client for Business Central.
											
	
												KIE Server RH-SSO Client name (KIE_SERVER_SSO_CLIENT): The RH-SSO client name for KIE Server.
											
	
												KIE Server RH-SSO Client Secret (KIE_SERVER_SSO_SECRET): The secret string that is set in RH-SSO for the client for KIE Server.
											



	
										To create the clients for Red Hat Process Automation Manager within RH-SSO, set the following parameters in the template:
									
	
												Business Central RH-SSO Client name (BUSINESS_CENTRAL_SSO_CLIENT): The name of the client to create in RH-SSO for Business Central.
											
	
												Business Central RH-SSO Client Secret (BUSINESS_CENTRAL_SSO_SECRET): The secret string to set in RH-SSO for the client for Business Central.
											
	
												KIE Server RH-SSO Client name (KIE_SERVER_SSO_CLIENT): The name of the client to create in RH-SSO for KIE Server.
											
	
												KIE Server RH-SSO Client Secret (KIE_SERVER_SSO_SECRET): The secret string to set in RH-SSO for the client for KIE Server.
											
	
												RH-SSO Realm Admin Username (SSO_USERNAME) and RH-SSO Realm Admin Password (SSO_PASSWORD): The user name and password for the realm administrator user for the RH-SSO realm for Red Hat Process Automation Manager. You must provide this user name and password in order to create the required clients.
											








Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for an authoring environment”.
					

						After completing the deployment, review the URLs for components of Red Hat Process Automation Manager in the RH-SSO authentication system to ensure they are correct.
					

Setting parameters for LDAP authentication for an authoring environment




						If you want to use LDAP authentication, complete the following additional configuration when configuring the template to deploy an authoring environment.
					
Important

							Do not configure LDAP authentication and RH-SSO authentication in the same deployment.
						

Prerequisites
	
								You created user names and passwords for Red Hat Process Automation Manager in the LDAP system. For a list of the available roles, see Chapter 13, Red Hat Process Automation Manager roles and users.
							

								You must create a user with the username and password configured in the secret for the administrative user, as described in the section called “Creating the secret for the administrative user”. This user must have the kie-server,rest-all,admin roles.
							

	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for an authoring environment”.
							


Procedure
	
								Set the AUTH_LDAP* parameters of the template. These parameters correspond to the settings of the LdapExtended Login module of Red Hat JBoss EAP. For instructions about using these settings, see LdapExtended login module.
							
Note

									If you want to enable LDAP failover, you can put set or more LDAP server addresses in the AUTH_LDAP_URL parameter, separated by a space.
								


								If the LDAP server does not define all the roles required for your deployment, you can map LDAP groups to Red Hat Process Automation Manager roles. To enable LDAP role mapping, set the following parameters:
							
	
										RoleMapping rolesProperties file path (AUTH_ROLE_MAPPER_ROLES_PROPERTIES): The fully qualified path name of a file that defines role mapping, for example, /opt/eap/standalone/configuration/rolemapping/rolemapping.properties. You must provide this file and mount it at this path in all applicable deployment configurations; for instructions, see the section called “(Optional) Providing the LDAP role mapping file”.
									
	
										RoleMapping replaceRole property (AUTH_ROLE_MAPPER_REPLACE_ROLE): If set to true, mapped roles replace the roles defined on the LDAP server; if set to false, both mapped roles and roles defined on the LDAP server are set as user application roles. The default setting is false.
									





Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for an authoring environment”.
					

Setting parameters for using an external database server for an authoring environment




						If you modified the template to use an external database server for the KIE Server, as described in the section called “Modifying the template for the single authoring environment” or the section called “Modifying the template for the High Availability authoring environment”, complete the following additional configuration when configuring the template to deploy an authoring environment.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for an authoring environment”.
							


Procedure
	
								Set the following parameters:
							
	
										KIE Server External Database Driver (KIE_SERVER_EXTERNALDB_DRIVER): The driver for the server, depending on the server type:
									
	
												mysql
											
	
												postgresql
											
	
												mariadb
											
	
												mssql
											
	
												db2
											
	
												oracle
											
	
												sybase
											



	
										KIE Server External Database User (KIE_SERVER_EXTERNALDB_USER) and KIE Server External Database Password (KIE_SERVER_EXTERNALDB_PWD): The user name and password for the external database server
									
	
										KIE Server External Database URL (KIE_SERVER_EXTERNALDB_URL): The JDBC URL for the external database server
									
Note

											If you are using the EntrepriseDB Postgres database server, use an URL starting with jdbc:postgresql:// and not with jdbc:edb://. Alternatively, do not set the URL and set the host and port parameters instead.
										


	
										KIE Server External Database Host (KIE_SERVER_EXTERNALDB_SERVICE_HOST) and KIE Server External Database Port (KIE_SERVER_EXTERNALDB_SERVICE_PORT): The host name and port number of the external database server. You can set these parameters as an alternative to setting the KIE_SERVER_EXTERNALDB_URL parameter.
									
	
										KIE Server External Database Dialect (KIE_SERVER_EXTERNALDB_DIALECT): The Hibernate dialect for the server, depending on the server type. The common settings are:
									
	
												org.hibernate.dialect.MySQL5InnoDBDialect
											
	
												org.hibernate.dialect.MySQL8Dialect
											
	
												org.hibernate.dialect.MariaDB102Dialect
											
	
												org.hibernate.dialect.PostgreSQL95Dialect
											
	
												org.hibernate.dialect.PostgresPlusDialect (used for EntrepriseDB Postgres Advanced Server)
											
	
												org.hibernate.dialect.SQLServer2012Dialect (used for MS SQL)
											
	
												org.hibernate.dialect.DB2Dialect
											
	
												org.hibernate.dialect.Oracle10gDialect
											
	
												org.hibernate.dialect.SybaseASE15Dialect
											

												For a complete list of supported dialects, see the Hibernate SQL Dialects table in Hibernate properties in the Red Hat JBoss EAP documentation.
											




	
										KIE Server External Database name (KIE_SERVER_EXTERNALDB_DB): The database name to use on the external database server
									
	
										JDBC Connection Checker class (KIE_SERVER_EXTERNALDB_CONNECTION_CHECKER): The name of the JDBC connection checker class for the database server. Without this information, a database server connection cannot be restored after it is lost, for example, if the database server is rebooted.
									
	
										JDBC Exception Sorter class (KIE_SERVER_EXTERNALDB_EXCEPTION_SORTER): The name of the JDBC exception sorter class for the database server. Without this information, a database server connection cannot be restored after it is lost, for example, if the database server is rebooted.
									



	
								If you created a custom image for using an external database server, as described in the section called “Building a custom KIE Server extension image for an external database”, set the following parameters:
							
	
										Drivers Extension Image (EXTENSIONS_IMAGE): The ImageStreamTag definition of the extension image, for example, jboss-kie-db2-extension-openshift-image:11.1.4.4
									
	
										Drivers ImageStream Namespace (EXTENSIONS_IMAGE_NAMESPACE): The namespace to which you uploaded the extension image, for example, openshift or your project namespace.
									



	
								If you are using a MySQL version 8 external database server, enable the mysql_native_password plugin and use it for authentication. For instructions about this pluding, see Native Pluggable Authentication in the MySQL 8.0 Reference Manual.
							

								If you are using a MySQL version 8 image provided by Red Hat on Red Hat OpenShift Container Platform, to enable the plugin, set the MYSQL_DEFAULT_AUTHENTICATION_PLUGIN environment variable to mysql_native_password.
							

								If you created users on the MySQL version 8 server before enabling the mysql_native_password plugin, you must update the mysql-user table after you enable the plugin.
							



Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for an authoring environment”.
					

Enabling Prometheus metric collection for an authoring environment




						If you want to configure your KIE Server deployment to use Prometheus to collect and store metrics, enable support for this feature in KIE Server at deployment time.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for an authoring environment”.
							


Procedure

							To enable support for Prometheus metric collection, set the Prometheus Server Extension Disabled (PROMETHEUS_SERVER_EXT_DISABLED) parameter to false.
						
Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for an authoring environment”.
					

						For instructions about configuring Prometheus metrics collection, see Managing and monitoring KIE Server.
					

Completing deployment of the template for an authoring environment




						After setting all the required parameters in the OpenShift Web UI or in the command line, complete deployment of the template.
					
Procedure

							Depending on the method that you are using, complete the following steps:
						
	
								In the OpenShift Web UI, click Create.
							
	
										If the This will create resources that may have security or project behavior implications message appears, click Create Anyway.
									



	
								Complete the command line and press Enter.
							


Next steps

							Depending on your needs for the environment, optionally complete procedures described in Chapter 12, Optional procedures after deploying your environment.
						


Enabling the OpenShiftStartupStrategy setting to connect additional KIE Servers to Business Central




					In an environment deployed using Red Hat Process Automation Manager authoring templates, Business Central manages one KIE Server. If you use the high-avalability authoring template or if you modified the single authoring template to use a database server other than an embedded H2 database, you can scale the KIE Server pod, but all the copies execute the same services.
				

					You can connect additional KIE Servers to Business Central. However, if you deployed a single authoring environment using the rhpam79-authoring.yaml, you must enable the OpenShiftStartupStrategy setting in the environment. When OpenShiftStartupStrategy is enabled, Business Central automatically discovers KIE Servers in the same namespace and these KIE Servers can be configured to connect to the Business Central.
				

					With the OpenShiftStartupStrategy setting, when a user deploys a service to the KIE Server, the KIE Server deployment is rolled out again. Users can not deploy another service to the same KIE Server until the roll-out completes. Because the roll-out might take noticeable time, the OpenShiftStartupStrategy setting might not be suitable for some authoring environments.
				

					Do not complete this procedure if you deployed a high-availability authoring environment using the rhpam79-authoring-ha.yaml template. In this environment, the OpenShiftStartupStrategy setting is enabled by default.
				

					Do not complete this procedure unless you want to connect additional KIE Servers to Business Central.
				
Prerequisites
	
							You deployed an authoring environment using the rhpam79-authoring.yaml template.
						
	
							You are logged in to the OpenShift project where the environment is deployed using the oc tool.
						


Procedure
	
							Enter the following command to view the deployment configurations that are deployed in the project:
						
$ oc get dc

	
							In the output of the command, find the deployment configuration names for the Business Central and KIE Server pods:
						
	
									The name of the deployment configuration for Business Central is myapp-rhpamcentr. Replace myapp with the application name of the environment, which is set in the APPLICATION_NAME parameter of the template.
								
	
									The name of the deployment configuration for KIE Server is myapp-kieserver. Replace myapp with the application name.
								



	
							Enter the following commands to enable the OpenShiftStartupStrategy setting on the pods:
						
$ oc env myapp-rhpamcentr KIE_SERVER_CONTROLLER_OPENSHIFT_ENABLED=true
$ oc env myapp-kieserver KIE_SERVER_STARTUP_STRATEGY=OpenShiftStartupStrategy

							In these commands, replace myapp-rhpamcentr with the Business Central deployment configuration name and myapp-kieserver with the KIE Server deployment configuration name.
						

	
							When you enable the OpenShiftStartupStrategy setting, by default Business Central discovers only KIE Servers that are deployed with the same value of the APPLICATION_NAME parameter as the authoring template. If you want to connect KIE Servers with any other application names to the Business Central, enter the following command:
						
$ oc env myapp-rhpamcentr KIE_SERVER_CONTROLLER_OPENSHIFT_GLOBAL_DISCOVERY_ENABLED=true

							In this command, replace myapp-rhpamcentr with the Business Central deployment configuration name.
						




Modifying the template for the single authoring environment




					By default, the single authoring template uses the H2 database with permanent storage. If you prefer to create a MySQL or PostgreSQL pod or to use an external database server (outside the OpenShift project), modify the template before deploying the environment.
				

					You must use a MySQL or PostgreSQL pod or an external database server if you want to scale the KIE Server pod. An OpenShift template defines a set of objects that can be created by OpenShift. To change an environment configuration, you need to modify, add, or delete these objects. To simplify this task, comments are provided in the Red Hat Process Automation Manager templates.
				

					Some comments mark blocks within the template, staring with BEGIN and ending with END. For example, the following block is named Sample block:
				
## Sample block BEGIN
sample line 1
sample line 2
sample line 3
## Sample block END

					For some changes, you might need to replace a block in one template file with a block from another template file provided with Red Hat Process Automation Manager. In this case, delete the block, then paste the new block in its exact location.
				
Procedure

						Edit the rhpam79-authoring.yaml template file to make any of the following changes as necessary.
					
	
							If you want to use MySQL instead of the H2 database, you need to replace several blocks of the file, marked with comments from BEGIN to END, with blocks from the rhpam79-kieserver-mysql.yaml file that are also marked with comments. You also need to remove several other blocks and to add blocks in designated locations:
						
	
									Replace the block named H2 database parameters with the block named MySQL database parameters. (Take this block and all subsequent replacement blocks from the rhpam79-kieserver-mysql.yaml file.)
								
	
									Replace the block named H2 driver settings with the block named MySQL driver settings.
								
	
									Replace the block named H2 persistent volume claim with the block named MySQL persistent volume claim.
								
	
									Remove the blocks named H2 volume mount and H2 volume settings.
								
	
									Under the comment Place to add database service, add the block named MySQL service.
								
	
									Under the comment Place to add database deployment config, add the block named MySQL deployment config.
								



	
							If you want to use PostgreSQL instead of the H2 database, you need to replace several blocks of the file, marked with comments from BEGIN to END, with blocks from the rhpam79-kieserver-postgresql.yaml file that are also marked with comments. You also need to remove several other blocks and to add blocks in designated locations:
						
	
									Replace the block named H2 database parameters with the block named PostgreSQL database parameters. (Take this block and all subsequent replacement blocks from the rhpam79-kieserver-postgresql.yaml file.)
								
	
									Replace the block named H2 driver settings with the block named PostgreSQL driver settings.
								
	
									Replace the block named H2 persistent volume claim with the block named PostgreSQL persistent volume claim.
								
	
									Remove the blocks named H2 volume mount and H2 volume settings.
								
	
									Under the comment Place to add database service, add the block named PostgreSQL service.
								
	
									Under the comment Place to add database deployment config, add the block named PostgreSQL deployment config.
								



	
							If you want to use an external database server, replace several blocks of the file, marked with comments from BEGIN to END, with blocks from the rhpam79-kieserver-externaldb.yaml file, and also remove some blocks:
						
	
									Replace the block named H2 database parameters with the block named External database parameters. (Take this block and all subsequent replacement blocks from the rhpam79-kieserver-externaldb.yaml file.)
								
	
									Replace the block named H2 driver settings with the block named External database driver settings.
								
	
									Remove the following blocks of the file, marked with comments from BEGIN to END:
								
	
											H2 persistent volume claim
										
	
											H2 volume mount
										
	
											H2 volume settings
										








Important

						The standard KIE Server image includes drivers for MySQL, MariaDB, and PostgreSQL external database servers. If you want to use another database server, you must build a custom KIE Server image. For instructions, see the section called “Building a custom KIE Server extension image for an external database”.
					


Modifying the template for the High Availability authoring environment




					By default, the high-availability authoring template creates a MySQL pod to provide the database server for the KIE Server. If you prefer to use PostgreSQL or to use an external server (outside the OpenShift project), you need to modify the template before deploying the environment.
				

					You can also modify the High Availability authoring template to change the number of replicas initially created for Business Central.
				

					An OpenShift template defines a set of objects that can be created by OpenShift. To change an environment configuration, you need to modify, add, or delete these objects. To simplify this task, comments are provided in the Red Hat Process Automation Manager templates.
				

					Some comments mark blocks within the template, staring with BEGIN and ending with END. For example, the following block is named Sample block:
				
## Sample block BEGIN
sample line 1
sample line 2
sample line 3
## Sample block END

					For some changes, you might need to replace a block in one template file with a block from another template file provided with Red Hat Process Automation Manager. In this case, delete the block, then paste the new block in its exact location.
				
Procedure

						Edit the rhpam79-authoring-ha.yaml template file to make any of the following changes as necessary.
					
	
							If you want to use PostgreSQL instead of MySQL, replace several blocks of the file, marked with comments from BEGIN to END, with blocks from the rhpam79-kieserver-postgresql.yaml file:
						
	
									Replace the block named MySQL database parameters with the block named PostgreSQL database parameters. (Take this block and all subsequent replacement blocks from the rhpam79-kieserver-postgresql.yaml file.)
								
	
									Replace the block named MySQL service with the block named PostgreSQL service.
								
	
									Replace the block named MySQL driver settings with the block named PostgreSQL driver settings.
								
	
									Replace the block named MySQL deployment config with the block named PostgreSQL deployment config.
								
	
									Replace the block named MySQL persistent volume claim with the block named PostgreSQL persistent volume claim.
								



	
							If you want to use an external database server, replace several blocks of the file, marked with comments from BEGIN to END, with blocks from the rhpam79-kieserver-externaldb.yaml file, and also remove some blocks:
						
	
									Replace the block named MySQL database parameters with the block named External database parameters. (Take this block and all subsequent replacement blocks from the rhpam79-kieserver-externaldb.yaml file.)
								
	
									Replace the block named MySQL driver settings with the block named External database driver settings.
								
	
									Remove the following blocks of the file, marked with comments from BEGIN to END:
								
	
											MySQL service
										
	
											MySQL deployment config
										
	
											MySQL persistent volume claim
										








Important

						The standard KIE Server image includes drivers for MySQL, MariaDB, and PostgreSQL external database servers. If you want to use another database server, you must build a custom KIE Server image. For instructions, see the section called “Building a custom KIE Server extension image for an external database”.
					

	
							If you want to change the number of replicas initially created for Business Central, on the line below the comment ## Replicas for Business Central, change the number of replicas to the desired value.
						




Chapter 9. Environment with immutable servers




				You can deploy an environment that includes one or more pods running immutable KIE Server with preloaded services. The database servers are, by default, also run in pods. Each KIE Server pod can be separately scaled as necessary.
			

				On an immutable KIE Server, any services must be loaded onto the server at the time the image is created. You cannot deploy or undeploy services on a running immutable KIE Server. The advantage of this approach is that the KIE Server with the services in it runs like any other containerized service and does not require specialized management. The KIE Server runs like any other pod on the OpenShift environment; you can use any container-based integration workflows as necessary.
			

				When you create a KIE Server image, you can build your services using S2I (Source to Image). Provide a Git repository with the source of your services and other business assets; if you develop the services or assets in Business Central, copy the source into a separate repository for the S2I build. OpenShift automatically builds the source, installs the services into the KIE Server image, and starts the containers with the services.
			

				If you are using Business Central for authoring services, you can extract the source for your process and place it into a separate Git repository (such as GitHub or an on-premise installation of GitLab) for use in the S2I build.
			

				Alternatively, you can create a similar KIE Server deployment using services that are already built as KJAR files. In this case, you must provide the services in a Maven repository. You can use the built-in repository of the Business Central or your own repository (for example, a Nexus deployment). When the server pod starts, it retrieves the KJAR services from the Maven repository. Services on the pod are never updated or changed. At every restart or scaling of the pod, the server retrieves the files from the repository, so you must ensure they do not change on the Maven repository to keep the deployment immutable.
			

				With both methods of creating immutable images, no further management of the image is required. If you want to use a new version of a service, you can build a new image.
			

				Optionally, you can add Business Central Monitoring and Smart Router to your environment. Use Business Central Monitoring to start, stop, and monitor services on KIE Servers.
			
Deploying Business Central Monitoring and Smart Router for an environment with immutable servers




					You can deploy Business Central Monitoring and Smart Router for an environment with immutable servers.
				

					You can use Business Central Monitoring to start and stop (but not deploy) services on your KIE Servers and to view monitoring data. The Business Central Monitoring automatically discovers any KIE Servers in the same namespace, including immutable KIE Servers and managed KIE Servers. This feature requires the OpenShiftStartupStrategy setting, which is enabled by default for all KIE Servers except those deployed in a fixed managed infrastructure. For instructions about deploying managed KIE Servers with the OpenShiftStartupStrategy setting enabled, see the section called “Deploying an additional managed KIE Server for a freeform environment”.
				

					Smart Router is a single endpoint that can receive calls from client applications to any of your services and route each call automatically to the server that runs the service.
				

					If you want to use Business Central Monitoring, you must provide a Maven repository. Your integration process must ensure that all the versions of KJAR files built into any KIE Server image are also available in the Maven repository.
				
Starting configuration of the template for monitoring and Smart Router




						To deploy monitoring and Smart Router for an environment with immutable servers, use the rhpam79-immutable-monitor.yaml template file.
					
Procedure
	
								Download the rhpam-7.9.1-openshift-templates.zip product deliverable file from the Software Downloads page of the Red Hat Customer Portal.
							
	
								Extract the rhpam79-immutable-monitor.yaml template file.
							
	
								Use one of the following methods to start deploying the template:
							
	
										To use the OpenShift Web UI, in the OpenShift application console select Add to Project → Import YAML / JSON and then select or paste the rhpam79-immutable-monitor.yaml file. In the Add Template window, ensure Process the template is selected and click Continue.
									
	
										To use the OpenShift command line console, prepare the following command line:
									
oc new-app -f <template-path>/rhpam79-immutable-monitor.yaml -p BUSINESS_CENTRAL_HTTPS_SECRET=businesscentral-app-secret -p PARAMETER=value

										In this command line, make the following changes:
									
	
												Replace <template-path> with the path to the downloaded template file.
											
	
												Use as many -p PARAMETER=value pairs as needed to set the required parameters.
											








Next steps

							Set the parameters for the template. Follow the steps in the section called “Setting required parameters for monitoring and Smart Router” to set common parameters. You can view the template file to see descriptions for all parameters.
						

Setting required parameters for monitoring and Smart Router




						When configuring the template to deploy monitoring and Smart Router for an environment with immutable servers, you must set the following parameters in all cases.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for monitoring and Smart Router”.
							


Procedure
	
								Set the following parameters:
							
	
										Credentials secret (CREDENTIALS_SECRET): The name of the secret containing the administrative user credentials, as created in the section called “Creating the secret for the administrative user”.
									
	
										Business Central Monitoring Server Keystore Secret Name (BUSINESS_CENTRAL_HTTPS_SECRET): The name of the secret for Business Central, as created in the section called “Creating the secrets for Business Central”.
									
	
										Smart Router Keystore Secret Name (KIE_SERVER_ROUTER_HTTPS_SECRET): The name of the secret for Smart Router, as created in the section called “Creating the secrets for Smart Router”.
									
	
										Business Central Monitoring Server Certificate Name (BUSINESS_CENTRAL_HTTPS_NAME): The name of the certificate in the keystore that you created in the section called “Creating the secrets for Business Central”.
									
	
										Business Central Monitoring Server Keystore Password (BUSINESS_CENTRAL_HTTPS_PASSWORD): The password for the keystore that you created in the section called “Creating the secrets for Business Central”.
									
	
										Smart Router Certificate Name (KIE_SERVER_ROUTER_HTTPS_NAME): The name of the certificate in the keystore that you created in the section called “Creating the secrets for Smart Router”.
									
	
										Smart Router Keystore Password (KIE_SERVER_ROUTER_HTTPS_PASSWORD): The password for the keystore that you created in the section called “Creating the secrets for Smart Router”.
									
	
										Application Name (APPLICATION_NAME): The name of the OpenShift application. It is used in the default URLs for Business Central Monitoring and KIE Server. OpenShift uses the application name to create a separate set of deployment configurations, services, routes, labels, and artifacts.
									
	
										Enable KIE server global discovery (KIE_SERVER_CONTROLLER_OPENSHIFT_GLOBAL_DISCOVERY_ENABLED): Set this parameter to true if you want Business Central Monitoring to discover all KIE Servers with the OpenShiftStartupStrategy in the same namespace. By default, Business Central Monitoring discovers only KIE Servers that are deployed with the same value of the APPLICATION_NAME parameter as Business Central Monitoring itself.
									
	
										Maven repository URL (MAVEN_REPO_URL): A URL for a Maven repository. You must upload all the processes (KJAR files) that are to be deployed on any KIE Servers in your environment into this repository.
									
	
										Maven repository ID (MAVEN_REPO_ID): An identifier for the Maven repository. The default value is repo-custom.
									
	
										Maven repository username (MAVEN_REPO_USERNAME): The user name for the Maven repository.
									
	
										Maven repository password (MAVEN_REPO_PASSWORD): The password for the Maven repository.
									
	
										ImageStream Namespace (IMAGE_STREAM_NAMESPACE): The namespace where the image streams are available. If the image streams were already available in your OpenShift environment (see the section called “Ensuring the availability of image streams and the image registry”), the namespace is openshift. If you have installed the image streams file, the namespace is the name of the OpenShift project.
									





Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for monitoring and Smart Router”.
					

Configuring the image stream namespace for monitoring and Smart Router




						If you created image streams in a namespace that is not openshift, you must configure the namespace in the template.
					

						If all image streams were already available in your Red Hat OpenShift Container Platform environment, you can skip this procedure.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for monitoring and Smart Router”.
							


Procedure

							If you installed an image streams file according to instructions in the section called “Ensuring the availability of image streams and the image registry”, set the ImageStream Namespace (IMAGE_STREAM_NAMESPACE) parameter to the name of your OpenShift project.
						

Setting parameters for RH-SSO authentication for monitoring and Smart Router




						If you want to use RH-SSO authentication, complete the following additional configuration when configuring the template to deploy monitoring and Smart Router for an environment with immutable servers.
					
Important

							Do not configure LDAP authentication and RH-SSO authentication in the same deployment.
						

Prerequisites
	
								A realm for Red Hat Process Automation Manager is created in the RH-SSO authentication system.
							
	
								User names and passwords for Red Hat Process Automation Manager are created in the RH-SSO authentication system. For a list of the available roles, see Chapter 13, Red Hat Process Automation Manager roles and users.
							

								You must create a user with the username and password configured in the secret for the administrative user, as described in the section called “Creating the secret for the administrative user”. This user must have the kie-server,rest-all,admin roles.
							

	
								Clients are created in the RH-SSO authentication system for all components of the Red Hat Process Automation Manager environment that you are deploying. The client setup contains the URLs for the components. You can review and edit the URLs after deploying the environment. Alternatively, the Red Hat Process Automation Manager deployment can create the clients. However, this option provides less detailed control over the environment.
							
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for monitoring and Smart Router”.
							


Procedure
	
								Set the following parameters:
							
	
										RH-SSO URL (SSO_URL): The URL for RH-SSO.
									
	
										RH-SSO Realm name (SSO_REALM): The RH-SSO realm for Red Hat Process Automation Manager.
									
	
										RH-SSO Disable SSL Certificate Validation (SSO_DISABLE_SSL_CERTIFICATE_VALIDATION): Set to true if your RH-SSO installation does not use a valid HTTPS certificate.
									



	
								Complete one of the following procedures:
							
	
										If you created the client for Red Hat Process Automation Manager within RH-SSO, set the following parameters in the template:
									
	
												Business Central Monitoring RH-SSO Client name (BUSINESS_CENTRAL_SSO_CLIENT): The RH-SSO client name for Business Central Monitoring.
											
	
												Business Central Monitoring RH-SSO Client Secret (BUSINESS_CENTRAL_SSO_SECRET): The secret string that is set in RH-SSO for the client for Business Central Monitoring.
											



	
										To create the clients for Red Hat Process Automation Manager within RH-SSO, set the following parameters in the template:
									
	
												Business Central Monitoring RH-SSO Client name (BUSINESS_CENTRAL_SSO_CLIENT): The name of the client to create in RH-SSO for Business Central Monitoring.
											
	
												Business Central Monitoring RH-SSO Client Secret (BUSINESS_CENTRAL_SSO_SECRET): The secret string to set in RH-SSO for the client for Business Central Monitoring.
											
	
												RH-SSO Realm Admin Username (SSO_USERNAME) and RH-SSO Realm Admin Password (SSO_PASSWORD): The user name and password for the realm administrator user for the RH-SSO realm for Red Hat Process Automation Manager. You must provide this user name and password in order to create the required clients.
											








Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for monitoring and Smart Router”.
					

						After completing the deployment, review the URLs for components of Red Hat Process Automation Manager in the RH-SSO authentication system to ensure they are correct.
					

Setting parameters for LDAP authentication for monitoring and Smart Router




						If you want to use LDAP authentication, complete the following additional configuration when configuring the template to deploy monitoring and Smart Router for an environment with immutable servers.
					
Important

							Do not configure LDAP authentication and RH-SSO authentication in the same deployment.
						

Prerequisites
	
								You created user names and passwords for Red Hat Process Automation Manager in the LDAP system. For a list of the available roles, see Chapter 13, Red Hat Process Automation Manager roles and users.
							

								You must create a user with the username and password configured in the secret for the administrative user, as described in the section called “Creating the secret for the administrative user”. This user must have the kie-server,rest-all,admin roles.
							

	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for monitoring and Smart Router”.
							


Procedure
	
								Set the AUTH_LDAP* parameters of the template. These parameters correspond to the settings of the LdapExtended Login module of Red Hat JBoss EAP. For instructions about using these settings, see LdapExtended login module.
							
Note

									If you want to enable LDAP failover, you can put set or more LDAP server addresses in the AUTH_LDAP_URL parameter, separated by a space.
								


								If the LDAP server does not define all the roles required for your deployment, you can map LDAP groups to Red Hat Process Automation Manager roles. To enable LDAP role mapping, set the following parameters:
							
	
										RoleMapping rolesProperties file path (AUTH_ROLE_MAPPER_ROLES_PROPERTIES): The fully qualified path name of a file that defines role mapping, for example, /opt/eap/standalone/configuration/rolemapping/rolemapping.properties. You must provide this file and mount it at this path in all applicable deployment configurations; for instructions, see the section called “(Optional) Providing the LDAP role mapping file”.
									
	
										RoleMapping replaceRole property (AUTH_ROLE_MAPPER_REPLACE_ROLE): If set to true, mapped roles replace the roles defined on the LDAP server; if set to false, both mapped roles and roles defined on the LDAP server are set as user application roles. The default setting is false.
									





Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for monitoring and Smart Router”.
					

Completing deployment of the template for monitoring and Smart Router




						After setting all the required parameters in the OpenShift Web UI or in the command line, complete deployment of the template.
					
Procedure

							Depending on the method that you are using, complete the following steps:
						
	
								In the OpenShift Web UI, click Create.
							
	
										If the This will create resources that may have security or project behavior implications message appears, click Create Anyway.
									



	
								Complete the command line and press Enter.
							


Next steps

							Depending on your needs for the environment, optionally complete procedures described in Chapter 12, Optional procedures after deploying your environment.
						


Deploying an immutable KIE Server using an S2I build




					You can deploy an immutable KIE Server using an S2I build. When you deploy the server, the deployment procedure retrieves the source code for any services that must run on this server, builds the services, and includes them in the server image.
				

					You cannot deploy or undeploy services on a running immutable KIE Server. You can use Business Central or Business Central Monitoring to view monitoring information. The KIE Server runs like any other pod on the OpenShift environment; you can use any container-based integration workflows as necessary.
				

					You can enable JMS capabilities of the immutable KIE Server. With JMS capabilities you can interact with the server through JMS API using an external AMQ message broker.
				

					By default, this server uses a PostgreSQL database server in a pod. To use a MySQL database server in a pod or an external database server, you can modify the template. For instructions about modifying the template, see the section called “Modifying the template for deploying an immutable KIE Server using S2I”.
				

					If a Business Central or Business Central Monitoring is deployed in the same namespace, it discovers the immutable KIE Server automatically. You can use Business Central or Business Central Monitoring to start and stop (but not deploy) services on the immutable KIE Server and to view monitoring data.
				
Starting configuration of the template for an immutable KIE Server using S2I




						To deploy an immutable KIE Server using an S2I build, use the rhpam79-prod-immutable-kieserver-amq.yaml template file if you want to enable JMS capabilities. Otherwise, use the rhpam79-prod-immutable-kieserver.yaml template file.
					
Procedure
	
								Download the rhpam-7.9.1-openshift-templates.zip product deliverable file from the Software Downloads page of the Red Hat Customer Portal.
							
	
								Extract the required template file.
							
	
								By default, the template includes two KIE Servers. Each of the serves uses a PostgreSQL database server in a pod. To change the number of KIE Servers or to use a MySQL database server in a pod or an external database server, modify the template as described in the section called “Modifying the template for deploying an immutable KIE Server using S2I”.
							
	
								Use one of the following methods to start deploying the template:
							
	
										To use the OpenShift Web UI, in the OpenShift application console select Add to Project → Import YAML / JSON and then select or paste the <template-file-name>.yaml file. In the Add Template window, ensure Process the template is selected and click Continue.
									
	
										To use the OpenShift command line console, prepare the following command line:
									
oc new-app -f <template-path>/<template-file-name>.yaml -p KIE_SERVER_HTTPS_SECRET=kieserver-app-secret -p PARAMETER=value

										In this command line, make the following changes:
									
	
												Replace <template-path> with the path to the downloaded template file.
											
	
												Replace <template-file-name> with the name of the template file.
											
	
												Use as many -p PARAMETER=value pairs as needed to set the required parameters.
											








Next steps

							Set the parameters for the template. Follow the steps in the section called “Setting required parameters for an immutable KIE Server using S2I” to set common parameters. You can view the template file to see descriptions for all parameters.
						

Setting required parameters for an immutable KIE Server using S2I




						When configuring the template to deploy an immutable KIE Server using an S2I build, you must set the following parameters in all cases.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for an immutable KIE Server using S2I”.
							


Procedure
	
								Set the following parameters:
							
	
										Credentials secret (CREDENTIALS_SECRET): The name of the secret containing the administrative user credentials, as created in the section called “Creating the secret for the administrative user”.
									
	
										KIE Server Keystore Secret Name (KIE_SERVER_HTTPS_SECRET): The name of the secret for KIE Server, as created in the section called “Creating the secrets for KIE Server”.
									
	
										KIE Server Certificate Name (KIE_SERVER_HTTPS_NAME): The name of the certificate in the keystore that you created in the section called “Creating the secrets for KIE Server”.
									
	
										KIE Server Keystore Password (KIE_SERVER_HTTPS_PASSWORD): The password for the keystore that you created in the section called “Creating the secrets for KIE Server”.
									
	
										Application Name (APPLICATION_NAME): The name of the OpenShift application. It is used in the default URLs for Business Central Monitoring and KIE Server. OpenShift uses the application name to create a separate set of deployment configurations, services, routes, labels, and artifacts. You can deploy several applications using the same template into the same project, as long as you use different application names. Also, the application name determines the name of the server configuration (server template) that the KIE Server joins on Business Central or Business Central Monitoring. If you are deploying several KIE Servers, you must ensure each of the servers has a different application name.
									
	
										KIE Server Container Deployment (KIE_SERVER_CONTAINER_DEPLOYMENT): The identifying information of the decision service (KJAR file) that the deployment must pull from the local or external repository after building your source. The format is <containerId>=<groupId>:<artifactId>:<version> or, if you want to specify an alias name for the container, <containerId>(<aliasId>)=<groupId>:<artifactId>:<version>. You can provide two or more KJAR files using the | separator, as illustrated in the following example:
									
containerId=groupId:artifactId:version|c2(alias2)=g2:a2:v2

										To avoid duplicate container IDs, the artifact ID must be unique for each artifact built or used in your project.
									

	
										Git Repository URL (SOURCE_REPOSITORY_URL): The URL for the Git repository that contains the source for your services.
									
	
										Git Reference (SOURCE_REPOSITORY_REF): The branch in the Git repository.
									
	
										Context Directory (CONTEXT_DIR): The path to the source within the project downloaded from the Git repository.
									
	
										Artifact Directory (ARTIFACT_DIR): The path within the project that contains the required binary files (KJAR files and any other necessary files) after a successful Maven build. Normally this directory is the target directory of the build. However, you can provide prebuilt binaries in this directory in the Git repository.
									
	
										ImageStream Namespace (IMAGE_STREAM_NAMESPACE): The namespace where the image streams are available. If the image streams were already available in your OpenShift environment (see the section called “Ensuring the availability of image streams and the image registry”), the namespace is openshift. If you have installed the image streams file, the namespace is the name of the OpenShift project.
									





Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for an immutable KIE Server using S2I”.
					

Configuring the image stream namespace for an immutable KIE Server using S2I




						If you created image streams in a namespace that is not openshift, you must configure the namespace in the template.
					

						If all image streams were already available in your Red Hat OpenShift Container Platform environment, you can skip this procedure.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for an immutable KIE Server using S2I”.
							


Procedure

							If you installed an image streams file according to instructions in the section called “Ensuring the availability of image streams and the image registry”, set the ImageStream Namespace (IMAGE_STREAM_NAMESPACE) parameter to the name of your OpenShift project.
						

Configuring information about a Business Central or Business Central Monitoring instance for an immutable KIE Server using S2I




						If you want to enable a connection from a Business Central or Business Central Monitoring instance in the same namespace to the KIE Server, you must configure information about the Business Central or Business Central Monitoring instance.
					

						The Business Central or Business Central Monitoring instance must be configured with the same credentials secret (CREDENTIALS_SECRET) as the KIE Server.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for an immutable KIE Server using S2I”.
							


Procedure
	
								Set the following parameters:
							
	
										Name of the Business Central service (BUSINESS_CENTRAL_SERVICE): The OpenShift service name for the Business Central or Business Central Monitoring.
									





Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for an immutable KIE Server using S2I”.
					

Setting an optional Maven repository for an immutable KIE Server using S2I




						When configuring the template to deploy an immutable KIE Server using an S2I build, if your source build includes dependencies that are not available on the public Maven tree and require a separate custom Maven repository, you must set parameters to access the repository.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for an immutable KIE Server using S2I”.
							


Procedure

							To configure access to a custom Maven repository, set the following parameters:
						
	
								Maven repository URL (MAVEN_REPO_URL): The URL for the Maven repository.
							
	
								Maven repository ID (MAVEN_REPO_ID): An identifier for the Maven repository. The default value is repo-custom.
							
	
								Maven repository username (MAVEN_REPO_USERNAME): The user name for the Maven repository.
							
	
								Maven repository password (MAVEN_REPO_PASSWORD): The password for the Maven repository.
							


Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for an immutable KIE Server using S2I”.
					

Configuring access to a Maven mirror in an environment without a connection to the public Internet for an immutable KIE Server using S2I




						When configuring the template to deploy an immutable KIE Server using an S2I build, if your OpenShift environment does not have a connection to the public Internet, you must configure access to a Maven mirror that you set up according to the section called “Preparing a Maven mirror repository for offline use”.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for an immutable KIE Server using S2I”.
							


Procedure

							To configure access to the Maven mirror, set the following parameters:
						
	
								Maven mirror URL (MAVEN_MIRROR_URL): The URL for the Maven mirror repository that you set up in the section called “Preparing a Maven mirror repository for offline use”. This URL must be accessible from a pod in your OpenShift environment.
							
	
								Maven mirror of (MAVEN_MIRROR_OF): The value that determines which artifacts are to be retrieved from the mirror. For instructions about setting the mirrorOf value, see Mirror Settings in the Apache Maven documentation. The default value is external:*. With this value, Maven retrieves every required artifact from the mirror and does not query any other repositories.
							
	
										If you configure an external Maven repository (MAVEN_REPO_URL), change MAVEN_MIRROR_OF to exclude the artifacts in this repository from the mirror, for example, external:*,!repo-custom. Replace repo-custom with the ID that you configured in MAVEN_REPO_ID.
									
	
										If you configure a built-in Business Central Maven repository (BUSINESS_CENTRAL_MAVEN_SERVICE), change MAVEN_MIRROR_OF to exclude the artifacts in this repository from the mirror: external:*,!repo-rhpamcentr.
									
	
										If you configure both repositories, change MAVEN_MIRROR_OF to exclude the artifacts in both repositories from the mirror: external:*,!repo-rhpamcentr,!repo-custom. Replace repo-custom with the ID that you configured in MAVEN_REPO_ID.
									





Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for an immutable KIE Server using S2I”.
					

Configuring communication with an AMQ server for an immutable KIE Server using S2I




						If you use the rhpam79-prod-immutable-kieserver-amq.yaml template file, JMS capabilities of the KIE Server are enabled. You can interact with the server through JMS API, using an external AMQ message broker.
					

						If necessary for your environment, you can modify the JMS configuration.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for an immutable KIE Server using S2I”, using the rhpam79-prod-immutable-kieserver-amq.yaml template file.
							


Procedure

							Set any of the following parameters as required for your environment:
						
	
								AMQ Username (AMQ_USERNAME) and AMQ Password (AMQ_PASSWORD): The user name and password of a standard broker user, if user authentication in the broker is required in your environment.
							
	
								AMQ Role (AMQ_ROLE): The user role for the standard broker user. The default role is admin.
							
	
								AMQ Queues (AMQ_QUEUES): AMQ queue names, separated by commas. These queues are automatically created when the broker starts and are accessible as JNDI resources in the JBoss EAP server. If you use custom queue names, you must also set the same queue names in the KIE_SERVER_JMS_QUEUE_RESPONSE, KIE_SERVER_JMS_QUEUE_REQUEST, KIE_SERVER_JMS_QUEUE_SIGNAL, KIE_SERVER_JMS_QUEUE_AUDIT, and KIE_SERVER_JMS_QUEUE_EXECUTOR parameters.
							
	
								AMQ Global Max Size (AMQ_GLOBAL_MAX_SIZE): The maximum amount of memory that message data can consume. If no value is specified, half of the memory available in the pod is allocated.
							
	
								AMQ Protocols (AMQ_PROTOCOL): Broker protocols that the KIE Server can use to communicate with the AMQ server, separated by commas. Allowed values are openwire, amqp, stomp, and mqtt. Only openwire is supported by JBoss EAP. The default value is openwire.
							
	
								AMQ Broker Image (AMQ_BROKER_IMAGESTREAM_NAME): The image stream name for the AMQ broker image.
							


Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for an immutable KIE Server using S2I”.
					

Setting parameters for RH-SSO authentication for an immutable KIE Server using S2I




						If you want to use RH-SSO authentication, complete the following additional configuration when configuring the template to deploy an immutable KIE Server using an S2I build.
					
Important

							Do not configure LDAP authentication and RH-SSO authentication in the same deployment.
						

Prerequisites
	
								A realm for Red Hat Process Automation Manager is created in the RH-SSO authentication system.
							
	
								User names and passwords for Red Hat Process Automation Manager are created in the RH-SSO authentication system. For a list of the available roles, see Chapter 13, Red Hat Process Automation Manager roles and users.
							

								You must create a user with the username and password configured in the secret for the administrative user, as described in the section called “Creating the secret for the administrative user”. This user must have the kie-server,rest-all,admin roles.
							

	
								Clients are created in the RH-SSO authentication system for all components of the Red Hat Process Automation Manager environment that you are deploying. The client setup contains the URLs for the components. You can review and edit the URLs after deploying the environment. Alternatively, the Red Hat Process Automation Manager deployment can create the clients. However, this option provides less detailed control over the environment.
							
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for an immutable KIE Server using S2I”.
							


Procedure
	
								Set the following parameters:
							
	
										RH-SSO URL (SSO_URL): The URL for RH-SSO.
									
	
										RH-SSO Realm name (SSO_REALM): The RH-SSO realm for Red Hat Process Automation Manager.
									
	
										RH-SSO Disable SSL Certificate Validation (SSO_DISABLE_SSL_CERTIFICATE_VALIDATION): Set to true if your RH-SSO installation does not use a valid HTTPS certificate.
									



	
								Complete one of the following procedures:
							
	
										If you created the client for Red Hat Process Automation Manager within RH-SSO, set the following parameters in the template:
									
	
												Business Central or Business Central Monitoring RH-SSO Client name (BUSINESS_CENTRAL_SSO_CLIENT): The RH-SSO client name for Business Central or Business Central Monitoring.
											
	
												KIE Server RH-SSO Client name (KIE_SERVER_SSO_CLIENT): The RH-SSO client name for KIE Server.
											
	
												KIE Server RH-SSO Client Secret (KIE_SERVER_SSO_SECRET): The secret string that is set in RH-SSO for the client for KIE Server.
											



	
										To create the clients for Red Hat Process Automation Manager within RH-SSO, set the following parameters in the template:
									
	
												KIE Server RH-SSO Client name (KIE_SERVER_SSO_CLIENT): The name of the client to create in RH-SSO for KIE Server.
											
	
												KIE Server RH-SSO Client Secret (KIE_SERVER_SSO_SECRET): The secret string to set in RH-SSO for the client for KIE Server.
											
	
												RH-SSO Realm Admin Username (SSO_USERNAME) and RH-SSO Realm Admin Password (SSO_PASSWORD): The user name and password for the realm administrator user for the RH-SSO realm for Red Hat Process Automation Manager. You must provide this user name and password in order to create the required clients.
											








Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for an immutable KIE Server using S2I”.
					

						After completing the deployment, review the URLs for components of Red Hat Process Automation Manager in the RH-SSO authentication system to ensure they are correct.
					

Setting parameters for LDAP authentication for an immutable KIE Server using S2I




						If you want to use LDAP authentication, complete the following additional configuration when configuring the template to deploy an immutable KIE Server using an S2I build.
					
Important

							Do not configure LDAP authentication and RH-SSO authentication in the same deployment.
						

Prerequisites
	
								You created user names and passwords for Red Hat Process Automation Manager in the LDAP system. For a list of the available roles, see Chapter 13, Red Hat Process Automation Manager roles and users.
							

								You must create a user with the username and password configured in the secret for the administrative user, as described in the section called “Creating the secret for the administrative user”. This user must have the kie-server,rest-all,admin roles.
							

	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for an immutable KIE Server using S2I”.
							


Procedure
	
								Set the AUTH_LDAP* parameters of the template. These parameters correspond to the settings of the LdapExtended Login module of Red Hat JBoss EAP. For instructions about using these settings, see LdapExtended login module.
							
Note

									If you want to enable LDAP failover, you can put set or more LDAP server addresses in the AUTH_LDAP_URL parameter, separated by a space.
								


								If the LDAP server does not define all the roles required for your deployment, you can map LDAP groups to Red Hat Process Automation Manager roles. To enable LDAP role mapping, set the following parameters:
							
	
										RoleMapping rolesProperties file path (AUTH_ROLE_MAPPER_ROLES_PROPERTIES): The fully qualified path name of a file that defines role mapping, for example, /opt/eap/standalone/configuration/rolemapping/rolemapping.properties. You must provide this file and mount it at this path in all applicable deployment configurations; for instructions, see the section called “(Optional) Providing the LDAP role mapping file”.
									
	
										RoleMapping replaceRole property (AUTH_ROLE_MAPPER_REPLACE_ROLE): If set to true, mapped roles replace the roles defined on the LDAP server; if set to false, both mapped roles and roles defined on the LDAP server are set as user application roles. The default setting is false.
									





Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for an immutable KIE Server using S2I”.
					

Setting parameters for using an external database server for an immutable KIE Server using S2I




						If you modified the template to use an external database server for the KIE Server, as described in the section called “Modifying the template for deploying an immutable KIE Server using S2I”, complete the following additional configuration when configuring the template to deploy an immutable KIE Server using an S2I build.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for an immutable KIE Server using S2I”.
							


Procedure
	
								Set the following parameters:
							
	
										KIE Server External Database Driver (KIE_SERVER_EXTERNALDB_DRIVER): The driver for the server, depending on the server type:
									
	
												mysql
											
	
												postgresql
											
	
												mariadb
											
	
												mssql
											
	
												db2
											
	
												oracle
											
	
												sybase
											



	
										KIE Server External Database User (KIE_SERVER_EXTERNALDB_USER) and KIE Server External Database Password (KIE_SERVER_EXTERNALDB_PWD): The user name and password for the external database server
									
	
										KIE Server External Database URL (KIE_SERVER_EXTERNALDB_URL): The JDBC URL for the external database server
									
Note

											If you are using the EntrepriseDB Postgres database server, use an URL starting with jdbc:postgresql:// and not with jdbc:edb://. Alternatively, do not set the URL and set the host and port parameters instead.
										


	
										KIE Server External Database Host (KIE_SERVER_EXTERNALDB_SERVICE_HOST) and KIE Server External Database Port (KIE_SERVER_EXTERNALDB_SERVICE_PORT): The host name and port number of the external database server. You can set these parameters as an alternative to setting the KIE_SERVER_EXTERNALDB_URL parameter.
									
	
										KIE Server External Database Dialect (KIE_SERVER_EXTERNALDB_DIALECT): The Hibernate dialect for the server, depending on the server type. The common settings are:
									
	
												org.hibernate.dialect.MySQL5InnoDBDialect
											
	
												org.hibernate.dialect.MySQL8Dialect
											
	
												org.hibernate.dialect.MariaDB102Dialect
											
	
												org.hibernate.dialect.PostgreSQL95Dialect
											
	
												org.hibernate.dialect.PostgresPlusDialect (used for EntrepriseDB Postgres Advanced Server)
											
	
												org.hibernate.dialect.SQLServer2012Dialect (used for MS SQL)
											
	
												org.hibernate.dialect.DB2Dialect
											
	
												org.hibernate.dialect.Oracle10gDialect
											
	
												org.hibernate.dialect.SybaseASE15Dialect
											

												For a complete list of supported dialects, see the Hibernate SQL Dialects table in Hibernate properties in the Red Hat JBoss EAP documentation.
											




	
										KIE Server External Database name (KIE_SERVER_EXTERNALDB_DB): The database name to use on the external database server
									
	
										JDBC Connection Checker class (KIE_SERVER_EXTERNALDB_CONNECTION_CHECKER): The name of the JDBC connection checker class for the database server. Without this information, a database server connection cannot be restored after it is lost, for example, if the database server is rebooted.
									
	
										JDBC Exception Sorter class (KIE_SERVER_EXTERNALDB_EXCEPTION_SORTER): The name of the JDBC exception sorter class for the database server. Without this information, a database server connection cannot be restored after it is lost, for example, if the database server is rebooted.
									



	
								If you created a custom image for using an external database server, as described in the section called “Building a custom KIE Server extension image for an external database”, set the following parameters:
							
	
										Drivers Extension Image (EXTENSIONS_IMAGE): The ImageStreamTag definition of the extension image, for example, jboss-kie-db2-extension-openshift-image:11.1.4.4
									
	
										Drivers ImageStream Namespace (EXTENSIONS_IMAGE_NAMESPACE): The namespace to which you uploaded the extension image, for example, openshift or your project namespace.
									



	
								If you are using a MySQL version 8 external database server, enable the mysql_native_password plugin and use it for authentication. For instructions about this pluding, see Native Pluggable Authentication in the MySQL 8.0 Reference Manual.
							

								If you are using a MySQL version 8 image provided by Red Hat on Red Hat OpenShift Container Platform, to enable the plugin, set the MYSQL_DEFAULT_AUTHENTICATION_PLUGIN environment variable to mysql_native_password.
							

								If you created users on the MySQL version 8 server before enabling the mysql_native_password plugin, you must update the mysql-user table after you enable the plugin.
							



Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for an immutable KIE Server using S2I”.
					

Enabling Prometheus metric collection for an immutable KIE Server using S2I




						If you want to configure your KIE Server deployment to use Prometheus to collect and store metrics, enable support for this feature in KIE Server at deployment time.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for an immutable KIE Server using S2I”.
							


Procedure

							To enable support for Prometheus metric collection, set the Prometheus Server Extension Disabled (PROMETHEUS_SERVER_EXT_DISABLED) parameter to false.
						
Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for an immutable KIE Server using S2I”.
					

						For instructions about configuring Prometheus metrics collection, see Managing and monitoring KIE Server.
					

Completing deployment of the template for an immutable KIE Server using S2I




						After setting all the required parameters in the OpenShift Web UI or in the command line, complete deployment of the template.
					
Procedure

							Depending on the method that you are using, complete the following steps:
						
	
								In the OpenShift Web UI, click Create.
							
	
										If the This will create resources that may have security or project behavior implications message appears, click Create Anyway.
									



	
								Complete the command line and press Enter.
							


Next steps

							Depending on your needs for the environment, optionally complete procedures described in Chapter 12, Optional procedures after deploying your environment.
						


Modifying the template for deploying an immutable KIE Server using S2I




					By default, the template for deploying an immutable server using S2I creates a separate PostgreSQL pod to provide the database server for each replicable KIE Server. If you prefer to use MySQL or an external server (outside the OpenShift project), modify the rhpam79-prod-immutable-kieserver.yaml or rhpam79-prod-immutable-kieserver-amq.yaml template file before deploying the server.
				

					An OpenShift template defines a set of objects that can be created by OpenShift. To change an environment configuration, you need to modify, add, or delete these objects. To simplify this task, comments are provided in the Red Hat Process Automation Manager templates.
				

					Some comments mark blocks within the template, staring with BEGIN and ending with END. For example, the following block is named Sample block:
				
## Sample block BEGIN
sample line 1
sample line 2
sample line 3
## Sample block END

					For some changes, you might need to replace a block in one template file with a block from another template file provided with Red Hat Process Automation Manager. In this case, delete the block, then paste the new block in its exact location.
				
Procedure
	
							If you want to use MySQL instead of PostgreSQL, replace several blocks of the file, marked with comments from BEGIN to END, with blocks from the rhpam79-kieserver-mysql.yaml file:
						
	
									Replace the block named PostgreSQL database parameters with the block named MySQL database parameters. (Take this block and all subsequent replacement blocks from the rhpam79-kieserver-postgresql.yaml file.)
								
	
									Replace the block named PostgreSQL service with the block named MySQL service.
								
	
									Replace the block named PostgreSQL driver settings with the block named MySQL driver settings.
								
	
									Replace the block named PostgreSQL deployment config with the block named MySQL deployment config.
								
	
									Replace the block named PostgreSQL persistent volume claim with the block named MySQL persistent volume claim.
								



	
							If you want to use an external database server, replace several blocks of the file, marked with comments from BEGIN to END, with blocks from the rhpam79-kieserver-externaldb.yaml file, and also remove some blocks:
						
	
									Replace the block named PostgreSQL database parameters with the block named External database parameters. (Take this block and all subsequent replacement blocks from the rhpam79-kieserver-externaldb.yaml file.)
								
	
									Replace the block named PostgreSQL driver settings with the block named External database driver settings.
								
	
									Remove the following blocks of the file, marked with comments from BEGIN to END:
								
	
											PostgreSQL service
										
	
											PostgreSQL deployment config
										
	
											PostgreSQL persistent volume claim
										








Important

						The standard KIE Server image includes drivers for MySQL, MariaDB, and PostgreSQL external database servers. If you want to use another database server, you must build a custom KIE Server image. For instructions, see the section called “Building a custom KIE Server extension image for an external database”.
					


Deploying an immutable KIE Server from KJAR services




					You can deploy an immutable KIE Server using services that are already built as KJAR files.
				

					You must provide the services in a Maven repository. You can use the built-in repository of the Business Central or your own repository (for example, a Nexus deployment). When the server pod starts, it retrieves the KJAR services from the Maven repository. Services on the pod are never updated or changed. At every restart or scaling of the pod, the server retrieves the files from the repository, so you must ensure they do not change on the Maven repository to keep the deployment immutable.
				

					You cannot deploy or undeploy services on a running immutable KIE Server. You can use Business Central or Business Central Monitoring to view monitoring information. The KIE Server runs like any other pod on the OpenShift environment; you can use any container-based integration workflows as necessary.
				

					If a Business Central or Business Central Monitoring is deployed in the same namespace, it discovers the immutable KIE Server automatically. You can use Business Central or Business Central Monitoring to start and stop (but not deploy) services on the immutable KIE Server and to view monitoring data.
				
Starting configuration of the template for an immutable KIE Server from KJAR services




						To deploy an immutable KIE Server from KJAR services, use one of the following template files:
					
	
								rhpam79-kieserver-postgresql.yaml to use a PostgreSQL pod for persistent storage. Use this template unless you have a specific reason to use another template.
							
	
								rhpam79-kieserver-mysql.yaml to use a MySQL pod for persistent storage.
							
	
								rhpam79-kieserver-externaldb.yaml to use an external database server for persistent storage.
							
Important

									The standard KIE Server image for an external database server includes drivers for MySQL and PostgreSQL external database servers. If you want to use another database server, you must build a custom KIE Server image. For instructions, see the section called “Building a custom KIE Server extension image for an external database”.
								




Procedure
	
								Download the rhpam-7.9.1-openshift-templates.zip product deliverable file from the Software Downloads page of the Red Hat Customer Portal.
							
	
								Extract the required template file.
							
	
								Use one of the following methods to start deploying the template:
							
	
										To use the OpenShift Web UI, in the OpenShift application console select Add to Project → Import YAML / JSON and then select or paste the <template-file-name>.yaml file. In the Add Template window, ensure Process the template is selected and click Continue.
									
	
										To use the OpenShift command line console, prepare the following command line:
									
oc new-app -f <template-path>/<template-file-name>.yaml -p KIE_SERVER_HTTPS_SECRET=kieserver-app-secret -p PARAMETER=value

										In this command line, make the following changes:
									
	
												Replace <template-path> with the path to the downloaded template file.
											
	
												Replace <template-file-name> with the name of the template file.
											
	
												Use as many -p PARAMETER=value pairs as needed to set the required parameters.
											








Next steps

							Set the parameters for the template. Follow the steps in the section called “Setting required parameters for an immutable KIE Server from KJAR services” to set common parameters. You can view the template file to see descriptions for all parameters.
						

Setting required parameters for an immutable KIE Server from KJAR services




						When configuring the template to deploy an immutable KIE Server from KJAR services, you must set the following parameters in all cases.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for an immutable KIE Server from KJAR services”.
							


Procedure
	
								Set the following parameters:
							
	
										Credentials secret (CREDENTIALS_SECRET): The name of the secret containing the administrative user credentials, as created in the section called “Creating the secret for the administrative user”.
									
	
										KIE Server Keystore Secret Name (KIE_SERVER_HTTPS_SECRET): The name of the secret for KIE Server, as created in the section called “Creating the secrets for KIE Server”.
									
	
										KIE Server Certificate Name (KIE_SERVER_HTTPS_NAME): The name of the certificate in the keystore that you created in the section called “Creating the secrets for KIE Server”.
									
	
										KIE Server Keystore Password (KIE_SERVER_HTTPS_PASSWORD): The password for the keystore that you created in the section called “Creating the secrets for KIE Server”.
									
	
										Application Name (APPLICATION_NAME): The name of the OpenShift application. It is used in the default URLs for Business Central Monitoring and KIE Server. OpenShift uses the application name to create a separate set of deployment configurations, services, routes, labels, and artifacts. You can deploy several applications using the same template into the same project, as long as you use different application names. Also, the application name determines the name of the server configuration (server template) that the KIE Server joins on Business Central or Business Central Monitoring. If you are deploying several KIE Servers, you must ensure each of the servers has a different application name.
									
	
										Maven repository URL (MAVEN_REPO_URL): A URL for a Maven repository. You must upload all the processes (KJAR files) that are to be deployed on the KIE Server into this repository.
									
	
										Maven repository ID (MAVEN_REPO_ID): An identifier for the Maven repository. The default value is repo-custom.
									
	
										Maven repository username (MAVEN_REPO_USERNAME): The user name for the Maven repository.
									
	
										Maven repository password (MAVEN_REPO_PASSWORD): The password for the Maven repository.
									
	
										KIE Server Container Deployment (KIE_SERVER_CONTAINER_DEPLOYMENT): The identifying information of the decision services (KJAR files) that the deployment must pull from the Maven repository. The format is <containerId>=<groupId>:<artifactId>:<version> or, if you want to specify an alias name for the container, <containerId>(<aliasId>)=<groupId>:<artifactId>:<version>. You can provide two or more KJAR files using the | separator, as illustrated in the following example:
									
containerId=groupId:artifactId:version|c2(alias2)=g2:a2:v2

	
										KIE Server Mode (KIE_SERVER_MODE): In the rhpam79-kieserver-*.yaml templates the default value is PRODUCTION. In PRODUCTION mode, you cannot deploy SNAPSHOT versions of KJAR artifacts on the KIE Server and cannot change versions of an artifact in an existing container. To deploy a new version with PRODUCTION mode, create a new container on the same KIE Server. To deploy SNAPSHOT versions or to change versions of an artifact in an existing container, set this parameter to DEVELOPMENT.
									
	
										ImageStream Namespace (IMAGE_STREAM_NAMESPACE): The namespace where the image streams are available. If the image streams were already available in your OpenShift environment (see the section called “Ensuring the availability of image streams and the image registry”), the namespace is openshift. If you have installed the image streams file, the namespace is the name of the OpenShift project.
									





Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for an immutable KIE Server from KJAR services”.
					

Configuring the image stream namespace for an immutable KIE Server from KJAR services




						If you created image streams in a namespace that is not openshift, you must configure the namespace in the template.
					

						If all image streams were already available in your Red Hat OpenShift Container Platform environment, you can skip this procedure.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for an immutable KIE Server from KJAR services”.
							


Procedure

							If you installed an image streams file according to instructions in the section called “Ensuring the availability of image streams and the image registry”, set the ImageStream Namespace (IMAGE_STREAM_NAMESPACE) parameter to the name of your OpenShift project.
						

Configuring information about a Business Central or Business Central Monitoring instance for an immutable KIE Server from KJAR services




						If you want to enable a connection from a Business Central or Business Central Monitoring instance in the same namespace to the KIE Server, you must configure information about the Business Central or Business Central Monitoring instance.
					

						The Business Central or Business Central Monitoring instance must be configured with the same credentials secret (CREDENTIALS_SECRET) as the KIE Server.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for an immutable KIE Server from KJAR services”.
							


Procedure
	
								Set the following parameters:
							
	
										Name of the Business Central service (BUSINESS_CENTRAL_SERVICE): The OpenShift service name for the Business Central or Business Central Monitoring.
									



	
								Ensure that the following settings are set to the same value as the same settings for the Business Central or Business Central Monitoring:
							
	
										Maven repository URL (MAVEN_REPO_URL): A URL for the external Maven repository from which services must be deployed.
									
	
										Maven repository username (MAVEN_REPO_USERNAME): The user name for the Maven repository.
									
	
										Maven repository password (MAVEN_REPO_PASSWORD): The password for the Maven repository.
									





Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for an immutable KIE Server from KJAR services”.
					

Configuring access to a Maven mirror in an environment without a connection to the public Internet for an immutable KIE Server from KJAR services




						When configuring the template to deploy an immutable KIE Server from KJAR services, if your OpenShift environment does not have a connection to the public Internet, you must configure access to a Maven mirror that you set up according to the section called “Preparing a Maven mirror repository for offline use”.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for an immutable KIE Server from KJAR services”.
							


Procedure

							To configure access to the Maven mirror, set the following parameters:
						
	
								Maven mirror URL (MAVEN_MIRROR_URL): The URL for the Maven mirror repository that you set up in the section called “Preparing a Maven mirror repository for offline use”. This URL must be accessible from a pod in your OpenShift environment.
							
	
								Maven mirror of (MAVEN_MIRROR_OF): The value that determines which artifacts are to be retrieved from the mirror. For instructions about setting the mirrorOf value, see Mirror Settings in the Apache Maven documentation. The default value is external:*. With this value, Maven retrieves every required artifact from the mirror and does not query any other repositories.
							
	
										If you configure an external Maven repository (MAVEN_REPO_URL), change MAVEN_MIRROR_OF to exclude the artifacts in this repository from the mirror, for example, external:*,!repo-custom. Replace repo-custom with the ID that you configured in MAVEN_REPO_ID.
									
	
										If you configure a built-in Business Central Maven repository (BUSINESS_CENTRAL_MAVEN_SERVICE), change MAVEN_MIRROR_OF to exclude the artifacts in this repository from the mirror: external:*,!repo-rhpamcentr.
									
	
										If you configure both repositories, change MAVEN_MIRROR_OF to exclude the artifacts in both repositories from the mirror: external:*,!repo-rhpamcentr,!repo-custom. Replace repo-custom with the ID that you configured in MAVEN_REPO_ID.
									





Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for an immutable KIE Server from KJAR services”.
					

Setting parameters for RH-SSO authentication for an immutable KIE Server from KJAR services




						If you want to use RH-SSO authentication, complete the following additional configuration when configuring the template to deploy an immutable KIE Server from KJAR services.
					
Important

							Do not configure LDAP authentication and RH-SSO authentication in the same deployment.
						

Prerequisites
	
								A realm for Red Hat Process Automation Manager is created in the RH-SSO authentication system.
							
	
								User names and passwords for Red Hat Process Automation Manager are created in the RH-SSO authentication system. For a list of the available roles, see Chapter 13, Red Hat Process Automation Manager roles and users.
							

								You must create a user with the username and password configured in the secret for the administrative user, as described in the section called “Creating the secret for the administrative user”. This user must have the kie-server,rest-all,admin roles.
							

	
								Clients are created in the RH-SSO authentication system for all components of the Red Hat Process Automation Manager environment that you are deploying. The client setup contains the URLs for the components. You can review and edit the URLs after deploying the environment. Alternatively, the Red Hat Process Automation Manager deployment can create the clients. However, this option provides less detailed control over the environment.
							
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for an immutable KIE Server from KJAR services”.
							


Procedure
	
								Set the following parameters:
							
	
										RH-SSO URL (SSO_URL): The URL for RH-SSO.
									
	
										RH-SSO Realm name (SSO_REALM): The RH-SSO realm for Red Hat Process Automation Manager.
									
	
										RH-SSO Disable SSL Certificate Validation (SSO_DISABLE_SSL_CERTIFICATE_VALIDATION): Set to true if your RH-SSO installation does not use a valid HTTPS certificate.
									



	
								Complete one of the following procedures:
							
	
										If you created the client for Red Hat Process Automation Manager within RH-SSO, set the following parameters in the template:
									
	
												Business Central or Business Central Monitoring RH-SSO Client name (BUSINESS_CENTRAL_SSO_CLIENT): The RH-SSO client name for Business Central or Business Central Monitoring.
											
	
												KIE Server RH-SSO Client name (KIE_SERVER_SSO_CLIENT): The RH-SSO client name for KIE Server.
											
	
												KIE Server RH-SSO Client Secret (KIE_SERVER_SSO_SECRET): The secret string that is set in RH-SSO for the client for KIE Server.
											



	
										To create the clients for Red Hat Process Automation Manager within RH-SSO, set the following parameters in the template:
									
	
												KIE Server RH-SSO Client name (KIE_SERVER_SSO_CLIENT): The name of the client to create in RH-SSO for KIE Server.
											
	
												KIE Server RH-SSO Client Secret (KIE_SERVER_SSO_SECRET): The secret string to set in RH-SSO for the client for KIE Server.
											
	
												RH-SSO Realm Admin Username (SSO_USERNAME) and RH-SSO Realm Admin Password (SSO_PASSWORD): The user name and password for the realm administrator user for the RH-SSO realm for Red Hat Process Automation Manager. You must provide this user name and password in order to create the required clients.
											








Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for an immutable KIE Server from KJAR services”.
					

						After completing the deployment, review the URLs for components of Red Hat Process Automation Manager in the RH-SSO authentication system to ensure they are correct.
					

Setting parameters for LDAP authentication for an immutable KIE Server from KJAR services




						If you want to use LDAP authentication, complete the following additional configuration when configuring the template to deploy an immutable KIE Server from KJAR services.
					
Important

							Do not configure LDAP authentication and RH-SSO authentication in the same deployment.
						

Prerequisites
	
								You created user names and passwords for Red Hat Process Automation Manager in the LDAP system. For a list of the available roles, see Chapter 13, Red Hat Process Automation Manager roles and users.
							

								You must create a user with the username and password configured in the secret for the administrative user, as described in the section called “Creating the secret for the administrative user”. This user must have the kie-server,rest-all,admin roles.
							

	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for an immutable KIE Server from KJAR services”.
							


Procedure
	
								Set the AUTH_LDAP* parameters of the template. These parameters correspond to the settings of the LdapExtended Login module of Red Hat JBoss EAP. For instructions about using these settings, see LdapExtended login module.
							
Note

									If you want to enable LDAP failover, you can put set or more LDAP server addresses in the AUTH_LDAP_URL parameter, separated by a space.
								


								If the LDAP server does not define all the roles required for your deployment, you can map LDAP groups to Red Hat Process Automation Manager roles. To enable LDAP role mapping, set the following parameters:
							
	
										RoleMapping rolesProperties file path (AUTH_ROLE_MAPPER_ROLES_PROPERTIES): The fully qualified path name of a file that defines role mapping, for example, /opt/eap/standalone/configuration/rolemapping/rolemapping.properties. You must provide this file and mount it at this path in all applicable deployment configurations; for instructions, see the section called “(Optional) Providing the LDAP role mapping file”.
									
	
										RoleMapping replaceRole property (AUTH_ROLE_MAPPER_REPLACE_ROLE): If set to true, mapped roles replace the roles defined on the LDAP server; if set to false, both mapped roles and roles defined on the LDAP server are set as user application roles. The default setting is false.
									





Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for an immutable KIE Server from KJAR services”.
					

Setting parameters for using an external database server for an immutable KIE Server from KJAR services




						If you are using the rhpam79-kieserver-externaldb.yaml template to use an external database server for the KIE Server, complete the following additional configuration when configuring the template to deploy an immutable KIE Server from KJAR services.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for an immutable KIE Server from KJAR services”.
							


Procedure
	
								Set the following parameters:
							
	
										KIE Server External Database Driver (KIE_SERVER_EXTERNALDB_DRIVER): The driver for the server, depending on the server type:
									
	
												mysql
											
	
												postgresql
											
	
												mariadb
											
	
												mssql
											
	
												db2
											
	
												oracle
											
	
												sybase
											



	
										KIE Server External Database User (KIE_SERVER_EXTERNALDB_USER) and KIE Server External Database Password (KIE_SERVER_EXTERNALDB_PWD): The user name and password for the external database server
									
	
										KIE Server External Database URL (KIE_SERVER_EXTERNALDB_URL): The JDBC URL for the external database server
									
Note

											If you are using the EntrepriseDB Postgres database server, use an URL starting with jdbc:postgresql:// and not with jdbc:edb://. Alternatively, do not set the URL and set the host and port parameters instead.
										


	
										KIE Server External Database Host (KIE_SERVER_EXTERNALDB_SERVICE_HOST) and KIE Server External Database Port (KIE_SERVER_EXTERNALDB_SERVICE_PORT): The host name and port number of the external database server. You can set these parameters as an alternative to setting the KIE_SERVER_EXTERNALDB_URL parameter.
									
	
										KIE Server External Database Dialect (KIE_SERVER_EXTERNALDB_DIALECT): The Hibernate dialect for the server, depending on the server type. The common settings are:
									
	
												org.hibernate.dialect.MySQL5InnoDBDialect
											
	
												org.hibernate.dialect.MySQL8Dialect
											
	
												org.hibernate.dialect.MariaDB102Dialect
											
	
												org.hibernate.dialect.PostgreSQL95Dialect
											
	
												org.hibernate.dialect.PostgresPlusDialect (used for EntrepriseDB Postgres Advanced Server)
											
	
												org.hibernate.dialect.SQLServer2012Dialect (used for MS SQL)
											
	
												org.hibernate.dialect.DB2Dialect
											
	
												org.hibernate.dialect.Oracle10gDialect
											
	
												org.hibernate.dialect.SybaseASE15Dialect
											

												For a complete list of supported dialects, see the Hibernate SQL Dialects table in Hibernate properties in the Red Hat JBoss EAP documentation.
											




	
										KIE Server External Database name (KIE_SERVER_EXTERNALDB_DB): The database name to use on the external database server
									
	
										JDBC Connection Checker class (KIE_SERVER_EXTERNALDB_CONNECTION_CHECKER): The name of the JDBC connection checker class for the database server. Without this information, a database server connection cannot be restored after it is lost, for example, if the database server is rebooted.
									
	
										JDBC Exception Sorter class (KIE_SERVER_EXTERNALDB_EXCEPTION_SORTER): The name of the JDBC exception sorter class for the database server. Without this information, a database server connection cannot be restored after it is lost, for example, if the database server is rebooted.
									



	
								If you created a custom image for using an external database server, as described in the section called “Building a custom KIE Server extension image for an external database”, set the following parameters:
							
	
										Drivers Extension Image (EXTENSIONS_IMAGE): The ImageStreamTag definition of the extension image, for example, jboss-kie-db2-extension-openshift-image:11.1.4.4
									
	
										Drivers ImageStream Namespace (EXTENSIONS_IMAGE_NAMESPACE): The namespace to which you uploaded the extension image, for example, openshift or your project namespace.
									



	
								If you are using a MySQL version 8 external database server, enable the mysql_native_password plugin and use it for authentication. For instructions about this pluding, see Native Pluggable Authentication in the MySQL 8.0 Reference Manual.
							

								If you are using a MySQL version 8 image provided by Red Hat on Red Hat OpenShift Container Platform, to enable the plugin, set the MYSQL_DEFAULT_AUTHENTICATION_PLUGIN environment variable to mysql_native_password.
							

								If you created users on the MySQL version 8 server before enabling the mysql_native_password plugin, you must update the mysql-user table after you enable the plugin.
							



Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for an immutable KIE Server from KJAR services”.
					

Enabling Prometheus metric collection for an immutable KIE Server from KJAR services




						If you want to configure your KIE Server deployment to use Prometheus to collect and store metrics, enable support for this feature in KIE Server at deployment time.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for an immutable KIE Server from KJAR services”.
							


Procedure

							To enable support for Prometheus metric collection, set the Prometheus Server Extension Disabled (PROMETHEUS_SERVER_EXT_DISABLED) parameter to false.
						
Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for an immutable KIE Server from KJAR services”.
					

						For instructions about configuring Prometheus metrics collection, see Managing and monitoring KIE Server.
					

Completing deployment of the template for an immutable KIE Server from KJAR services




						After setting all the required parameters in the OpenShift Web UI or in the command line, complete deployment of the template.
					
Procedure

							Depending on the method that you are using, complete the following steps:
						
	
								In the OpenShift Web UI, click Create.
							
	
										If the This will create resources that may have security or project behavior implications message appears, click Create Anyway.
									



	
								Complete the command line and press Enter.
							


Next steps

							Depending on your needs for the environment, optionally complete procedures described in Chapter 12, Optional procedures after deploying your environment.
						



Chapter 10. Freeform managed server environment




				You can deploy a freeform server environment that includes several different pods running KIE Server. These KIE Servers can run different services for staging or production purposes. You can add and remove servers as necessary at any time.
			

				You start deploying a freeform managed server environment by deploying Business Central Monitoring and one managed KIE Server. You can use Business Central Monitoring to monitor and, when necessary, manage the execution of services on KIE Servers. This environment does not include Smart Router.
			

				You can also deploy additional managed KIE Servers. Each KIE Server can be separately scaled as necessary.
			

				On a managed KIE Server, no services are initially loaded. Use Business Central Monitoring or the REST API of the KIE Server to deploy and undeploy processes on the server.
			

				You must provide a Maven repository with the processes (KJAR files) that you want to deploy on the servers. Your integration process must ensure that the required versions of the processes are uploaded to the Maven repository. You can use Business Central in a development environment to create the processes and upload them to the Maven repository.
			

				Each KIE Server uses a database server. Usually, the database servers also run in pods, although you can set up a KIE Server to use an external database server.
			

				You can also deploy immutable KIE Servers in the same namespace. You can use Business Central Monitoring to view monitoring information for all KIE Servers in the environment, including immutable servers. For instructions about deploying immutable KIE Servers, see the section called “Deploying an immutable KIE Server using an S2I build” and the section called “Deploying an immutable KIE Server from KJAR services”..
			
Deploying monitoring and a single KIE Server for a freeform environment




					To start deploying a freeform environment, deploy Business Central Monitoring and a single managed KIE Server, which uses a PostgreSQL database server in a pod. No services are loaded on the KIE Server. Use Business Central Monitoring to deploy and undeploy services on the server.
				

					You can then add more KIE Servers as necessary.
				
Starting configuration of the template for monitoring and a single KIE Server




						To deploy Business Central Monitoring and a single managed KIE Server, use the rhpam79-managed.yaml template file.
					
Procedure
	
								Download the rhpam-7.9.1-openshift-templates.zip product deliverable file from the Software Downloads page of the Red Hat Customer Portal.
							
	
								Extract the rhpam79-managed.yaml template file.
							
	
								Use one of the following methods to start deploying the template:
							
	
										To use the OpenShift Web UI, in the OpenShift application console select Add to Project → Import YAML / JSON and then select or paste the rhpam79-managed.yaml file. In the Add Template window, ensure Process the template is selected and click Continue.
									
	
										To use the OpenShift command line console, prepare the following command line:
									
oc new-app -f <template-path>/rhpam79-managed.yaml -p BUSINESS_CENTRAL_HTTPS_SECRET=businesscentral-app-secret -p KIE_SERVER_HTTPS_SECRET=kieserver-app-secret -p PARAMETER=value

										In this command line, make the following changes:
									
	
												Replace <template-path> with the path to the downloaded template file.
											
	
												Use as many -p PARAMETER=value pairs as needed to set the required parameters.
											








Next steps

							Set the parameters for the template. Follow the steps in the section called “Setting required parameters for monitoring and a single KIE Server” to set common parameters. You can view the template file to see descriptions for all parameters.
						

Setting required parameters for monitoring and a single KIE Server




						When configuring the template to deploy Business Central Monitoring and a single managed KIE Server, you must set the following parameters in all cases.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for monitoring and a single KIE Server”.
							


Procedure
	
								Set the following parameters:
							
	
										Credentials secret (CREDENTIALS_SECRET): The name of the secret containing the administrative user credentials, as created in the section called “Creating the secret for the administrative user”.
									
	
										Business Central Monitoring Server Keystore Secret Name (BUSINESS_CENTRAL_HTTPS_SECRET): The name of the secret for Business Central, as created in the section called “Creating the secrets for Business Central”.
									
	
										KIE Server Keystore Secret Name (KIE_SERVER_HTTPS_SECRET): The name of the secret for KIE Server, as created in the section called “Creating the secrets for KIE Server”.
									
	
										Business Central Monitoring Server Certificate Name (BUSINESS_CENTRAL_HTTPS_NAME): The name of the certificate in the keystore that you created in the section called “Creating the secrets for Business Central”.
									
	
										Business Central Monitoring Server Keystore Password (BUSINESS_CENTRAL_HTTPS_PASSWORD): The password for the keystore that you created in the section called “Creating the secrets for Business Central”.
									
	
										KIE Server Certificate Name (KIE_SERVER_HTTPS_NAME): The name of the certificate in the keystore that you created in the section called “Creating the secrets for KIE Server”.
									
	
										KIE Server Keystore Password (KIE_SERVER_HTTPS_PASSWORD): The password for the keystore that you created in the section called “Creating the secrets for KIE Server”.
									
	
										Application Name (APPLICATION_NAME): The name of the OpenShift application. It is used in the default URLs for Business Central Monitoring and KIE Server. OpenShift uses the application name to create a separate set of deployment configurations, services, routes, labels, and artifacts.
									
	
										Enable KIE server global discovery (KIE_SERVER_CONTROLLER_OPENSHIFT_GLOBAL_DISCOVERY_ENABLED): Set this parameter to true if you want Business Central Monitoring to discover all KIE Servers with the OpenShiftStartupStrategy in the same namespace. By default, Business Central Monitoring discovers only KIE Servers that are deployed with the same value of the APPLICATION_NAME parameter as Business Central Monitoring itself.
									
	
										Maven repository URL (MAVEN_REPO_URL): A URL for a Maven repository. You must upload all the processes (KJAR files) that are to be deployed on any KIE Servers in your environment into this repository.
									
	
										Maven repository ID (MAVEN_REPO_ID): An identifier for the Maven repository. The default value is repo-custom.
									
	
										Maven repository username (MAVEN_REPO_USERNAME): The user name for the Maven repository.
									
	
										Maven repository password (MAVEN_REPO_PASSWORD): The password for the Maven repository.
									
	
										KIE Server Mode (KIE_SERVER_MODE): In the rhpam79-managed.yaml template the default value is PRODUCTION. In PRODUCTION mode, you cannot deploy SNAPSHOT versions of KJAR artifacts on the KIE Server and cannot change versions of an artifact in an existing container. To deploy a new version with PRODUCTION mode, create a new container on the same KIE Server. To deploy SNAPSHOT versions or to change versions of an artifact in an existing container, set this parameter to DEVELOPMENT.
									
	
										ImageStream Namespace (IMAGE_STREAM_NAMESPACE): The namespace where the image streams are available. If the image streams were already available in your OpenShift environment (see the section called “Ensuring the availability of image streams and the image registry”), the namespace is openshift. If you have installed the image streams file, the namespace is the name of the OpenShift project.
									





Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for monitoring and a single KIE Server”.
					

Configuring pod replica numbers for monitoring and a single KIE Server




						When configuring the template to deploy Business Central Monitoring and a single managed KIE Server, you can set the initial number of replicas for KIE Server and Business Central Monitoring.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for monitoring and a single KIE Server”.
							


Procedure

							To configure the numbers of replicas, set the following parameters:
						
	
								Business Central Monitoring Container Replicas (BUSINESS_CENTRAL_MONITORING_CONTAINER_REPLICAS): The number of replicas that the deployment initially creates for Business Central Monitoring. If you do not want to use a high-availability configuration for Business Central Monitoring, set this number to 1.
							
	
								KIE Server Container Replicas (KIE_SERVER_CONTAINER_REPLICAS): The number of replicas that the deployment initially creates for KIE Server.
							


Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for monitoring and a single KIE Server”.
					

Configuring access to a Maven mirror in an environment without a connection to the public Internet for monitoring and a single KIE Server




						When configuring the template to deploy Business Central Monitoring and a single managed KIE Server, if your OpenShift environment does not have a connection to the public Internet, you must configure access to a Maven mirror that you set up according to the section called “Preparing a Maven mirror repository for offline use”.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for monitoring and a single KIE Server”.
							


Procedure

							To configure access to the Maven mirror, set the following parameters:
						
	
								Maven mirror URL (MAVEN_MIRROR_URL): The URL for the Maven mirror repository that you set up in the section called “Preparing a Maven mirror repository for offline use”. This URL must be accessible from a pod in your OpenShift environment.
							
	
								Maven mirror of (MAVEN_MIRROR_OF): The value that determines which artifacts are to be retrieved from the mirror. For instructions about setting the mirrorOf value, see Mirror Settings in the Apache Maven documentation. The default value is external:*. With this value, Maven retrieves every required artifact from the mirror and does not query any other repositories.
							
	
										If you configure an external Maven repository (MAVEN_REPO_URL), change MAVEN_MIRROR_OF to exclude the artifacts in this repository from the mirror, for example, external:*,!repo-custom. Replace repo-custom with the ID that you configured in MAVEN_REPO_ID.
									
	
										If you configure a built-in Business Central Maven repository (BUSINESS_CENTRAL_MAVEN_SERVICE), change MAVEN_MIRROR_OF to exclude the artifacts in this repository from the mirror: external:*,!repo-rhpamcentr.
									
	
										If you configure both repositories, change MAVEN_MIRROR_OF to exclude the artifacts in both repositories from the mirror: external:*,!repo-rhpamcentr,!repo-custom. Replace repo-custom with the ID that you configured in MAVEN_REPO_ID.
									





Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for monitoring and a single KIE Server”.
					

Setting parameters for RH-SSO authentication for monitoring and a single KIE Server




						If you want to use RH-SSO authentication, complete the following additional configuration when configuring the template to deploy Business Central Monitoring and a single managed KIE Server.
					
Important

							Do not configure LDAP authentication and RH-SSO authentication in the same deployment.
						

Prerequisites
	
								A realm for Red Hat Process Automation Manager is created in the RH-SSO authentication system.
							
	
								User names and passwords for Red Hat Process Automation Manager are created in the RH-SSO authentication system. For a list of the available roles, see Chapter 13, Red Hat Process Automation Manager roles and users.
							

								You must create a user with the username and password configured in the secret for the administrative user, as described in the section called “Creating the secret for the administrative user”. This user must have the kie-server,rest-all,admin roles.
							

	
								Clients are created in the RH-SSO authentication system for all components of the Red Hat Process Automation Manager environment that you are deploying. The client setup contains the URLs for the components. You can review and edit the URLs after deploying the environment. Alternatively, the Red Hat Process Automation Manager deployment can create the clients. However, this option provides less detailed control over the environment.
							
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for monitoring and a single KIE Server”.
							


Procedure
	
								Set the following parameters:
							
	
										RH-SSO URL (SSO_URL): The URL for RH-SSO.
									
	
										RH-SSO Realm name (SSO_REALM): The RH-SSO realm for Red Hat Process Automation Manager.
									
	
										RH-SSO Disable SSL Certificate Validation (SSO_DISABLE_SSL_CERTIFICATE_VALIDATION): Set to true if your RH-SSO installation does not use a valid HTTPS certificate.
									



	
								Complete one of the following procedures:
							
	
										If you created the clients for Red Hat Process Automation Manager within RH-SSO, set the following parameters in the template:
									
	
												Business Central Monitoring RH-SSO Client name (BUSINESS_CENTRAL_SSO_CLIENT): The RH-SSO client name for Business Central Monitoring.
											
	
												Business Central Monitoring RH-SSO Client Secret (BUSINESS_CENTRAL_SSO_SECRET): The secret string that is set in RH-SSO for the client for Business Central Monitoring.
											
	
												KIE Server RH-SSO Client name (KIE_SERVER_SSO_CLIENT): The RH-SSO client name for KIE Server.
											
	
												KIE Server RH-SSO Client Secret (KIE_SERVER_SSO_SECRET): The secret string that is set in RH-SSO for the client for KIE Server.
											



	
										To create the clients for Red Hat Process Automation Manager within RH-SSO, set the following parameters in the template:
									
	
												Business Central Monitoring RH-SSO Client name (BUSINESS_CENTRAL_SSO_CLIENT): The name of the client to create in RH-SSO for Business Central Monitoring.
											
	
												Business Central Monitoring RH-SSO Client Secret (BUSINESS_CENTRAL_SSO_SECRET): The secret string to set in RH-SSO for the client for Business Central Monitoring.
											
	
												KIE Server RH-SSO Client name (KIE_SERVER_SSO_CLIENT): The name of the client to create in RH-SSO for KIE Server.
											
	
												KIE Server RH-SSO Client Secret (KIE_SERVER_SSO_SECRET): The secret string to set in RH-SSO for the client for KIE Server.
											
	
												RH-SSO Realm Admin Username (SSO_USERNAME) and RH-SSO Realm Admin Password (SSO_PASSWORD): The user name and password for the realm administrator user for the RH-SSO realm for Red Hat Process Automation Manager. You must provide this user name and password in order to create the required clients.
											








Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for monitoring and a single KIE Server”.
					

						After completing the deployment, review the URLs for components of Red Hat Process Automation Manager in the RH-SSO authentication system to ensure they are correct.
					

Setting parameters for LDAP authentication for monitoring and a single KIE Server




						If you want to use LDAP authentication, complete the following additional configuration when configuring the template to deploy Business Central Monitoring and a single managed KIE Server.
					
Important

							Do not configure LDAP authentication and RH-SSO authentication in the same deployment.
						

Prerequisites
	
								You created user names and passwords for Red Hat Process Automation Manager in the LDAP system. For a list of the available roles, see Chapter 13, Red Hat Process Automation Manager roles and users.
							

								You must create a user with the username and password configured in the secret for the administrative user, as described in the section called “Creating the secret for the administrative user”. This user must have the kie-server,rest-all,admin roles.
							

	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for monitoring and a single KIE Server”.
							


Procedure
	
								Set the AUTH_LDAP* parameters of the template. These parameters correspond to the settings of the LdapExtended Login module of Red Hat JBoss EAP. For instructions about using these settings, see LdapExtended login module.
							
Note

									If you want to enable LDAP failover, you can put set or more LDAP server addresses in the AUTH_LDAP_URL parameter, separated by a space.
								


								If the LDAP server does not define all the roles required for your deployment, you can map LDAP groups to Red Hat Process Automation Manager roles. To enable LDAP role mapping, set the following parameters:
							
	
										RoleMapping rolesProperties file path (AUTH_ROLE_MAPPER_ROLES_PROPERTIES): The fully qualified path name of a file that defines role mapping, for example, /opt/eap/standalone/configuration/rolemapping/rolemapping.properties. You must provide this file and mount it at this path in all applicable deployment configurations; for instructions, see the section called “(Optional) Providing the LDAP role mapping file”.
									
	
										RoleMapping replaceRole property (AUTH_ROLE_MAPPER_REPLACE_ROLE): If set to true, mapped roles replace the roles defined on the LDAP server; if set to false, both mapped roles and roles defined on the LDAP server are set as user application roles. The default setting is false.
									





Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for monitoring and a single KIE Server”.
					

Enabling Prometheus metric collection for monitoring and a single KIE Server




						If you want to configure your KIE Server deployment to use Prometheus to collect and store metrics, enable support for this feature in KIE Server at deployment time.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for monitoring and a single KIE Server”.
							


Procedure

							To enable support for Prometheus metric collection, set the Prometheus Server Extension Disabled (PROMETHEUS_SERVER_EXT_DISABLED) parameter to false.
						
Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for monitoring and a single KIE Server”.
					

						For instructions about configuring Prometheus metrics collection, see Managing and monitoring KIE Server.
					

Completing deployment of the template for monitoring and a single KIE Server




						After setting all the required parameters in the OpenShift Web UI or in the command line, complete deployment of the template.
					
Procedure

							Depending on the method that you are using, complete the following steps:
						
	
								In the OpenShift Web UI, click Create.
							
	
										If the This will create resources that may have security or project behavior implications message appears, click Create Anyway.
									



	
								Complete the command line and press Enter.
							


Next steps

							Depending on your needs for the environment, optionally complete procedures described in Chapter 12, Optional procedures after deploying your environment.
						


Deploying an additional managed KIE Server for a freeform environment




					You can add a managed KIE Server to a freeform environment. This server can use a PostgreSQL or MySQL database server in a pod or an external database server.
				

					Deploy the server in the same project as the Business Central Monitoring deployment.
				

					The KIE Server loads services from a Maven repository.
				

					The server starts with no loaded services. Use Business Central Monitoring or the REST API of the KIE Server to deploy and undeploy services on the server.
				
Starting configuration of the template for an additional managed KIE Server




						To deploy an additional managed KIE Server, use the {template_name} template file.
					
Procedure
	
								Download the rhpam-7.9.1-openshift-templates.zip product deliverable file from the Software Downloads page of the Red Hat Customer Portal.
							
	
								Extract the {template_name} template file.
							
	
								Use one of the following methods to start deploying the template:
							
	
										To use the OpenShift Web UI, in the OpenShift application console select Add to Project → Import YAML / JSON and then select or paste the {template_name} file. In the Add Template window, ensure Process the template is selected and click Continue.
									
	
										To use the OpenShift command line console, prepare the following command line:
									
oc new-app -f <template-path>/{template_name}  -p PARAMETER=value

										In this command line, make the following changes:
									
	
												Replace <template-path> with the path to the downloaded template file.
											
	
												Use as many -p PARAMETER=value pairs as needed to set the required parameters.
											








Next steps

							Set the parameters for the template. Follow the steps in the section called “Setting required parameters for an additional managed KIE Server” to set common parameters. You can view the template file to see descriptions for all parameters.
						

Setting required parameters for an additional managed KIE Server




						When configuring the template to deploy an additional managed KIE Server, you must set the following parameters in all cases.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for an additional managed KIE Server”.
							


Procedure
	
								Set the following parameters:
							
	
										Credentials secret (CREDENTIALS_SECRET): The name of the secret containing the administrative user credentials, as created in the section called “Creating the secret for the administrative user”.
									
	
										Application Name (APPLICATION_NAME): The name of the OpenShift application. It is used in the default URLs for Business Central Monitoring and KIE Server. OpenShift uses the application name to create a separate set of deployment configurations, services, routes, labels, and artifacts.
									
	
										ImageStream Namespace (IMAGE_STREAM_NAMESPACE): The namespace where the image streams are available. If the image streams were already available in your OpenShift environment (see the section called “Ensuring the availability of image streams and the image registry”), the namespace is openshift. If you have installed the image streams file, the namespace is the name of the OpenShift project.
									





Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for an additional managed KIE Server”.
					

Configuring the image stream namespace for an additional managed KIE Server




						If you created image streams in a namespace that is not openshift, you must configure the namespace in the template.
					

						If all image streams were already available in your Red Hat OpenShift Container Platform environment, you can skip this procedure.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for an additional managed KIE Server”.
							


Procedure

							If you installed an image streams file according to instructions in the section called “Ensuring the availability of image streams and the image registry”, set the ImageStream Namespace (IMAGE_STREAM_NAMESPACE) parameter to the name of your OpenShift project.
						

Configuring information about a Business Central Monitoring instance for an additional managed KIE Server




						If you want to enable a connection from a Business Central Monitoring instance in the same namespace to the KIE Server, you must configure information about the Business Central Monitoring instance.
					

						The Business Central Monitoring instance must be configured with the same credentials secret (CREDENTIALS_SECRET) as the KIE Server.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for an additional managed KIE Server”.
							


Procedure
	
								Set the following parameters:
							
	
										Name of the Business Central service (BUSINESS_CENTRAL_SERVICE): The OpenShift service name for the Business Central Monitoring.
									





Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for an additional managed KIE Server”.
					

Configuring access to a Maven mirror in an environment without a connection to the public Internet for an additional managed KIE Server




						When configuring the template to deploy an additional managed KIE Server, if your OpenShift environment does not have a connection to the public Internet, you must configure access to a Maven mirror that you set up according to the section called “Preparing a Maven mirror repository for offline use”.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for an additional managed KIE Server”.
							


Procedure

							To configure access to the Maven mirror, set the following parameters:
						
	
								Maven mirror URL (MAVEN_MIRROR_URL): The URL for the Maven mirror repository that you set up in the section called “Preparing a Maven mirror repository for offline use”. This URL must be accessible from a pod in your OpenShift environment.
							
	
								Maven mirror of (MAVEN_MIRROR_OF): The value that determines which artifacts are to be retrieved from the mirror. For instructions about setting the mirrorOf value, see Mirror Settings in the Apache Maven documentation. The default value is external:*. With this value, Maven retrieves every required artifact from the mirror and does not query any other repositories.
							
	
										If you configure an external Maven repository (MAVEN_REPO_URL), change MAVEN_MIRROR_OF to exclude the artifacts in this repository from the mirror, for example, external:*,!repo-custom. Replace repo-custom with the ID that you configured in MAVEN_REPO_ID.
									
	
										If you configure a built-in Business Central Maven repository (BUSINESS_CENTRAL_MAVEN_SERVICE), change MAVEN_MIRROR_OF to exclude the artifacts in this repository from the mirror: external:*,!repo-rhpamcentr.
									
	
										If you configure both repositories, change MAVEN_MIRROR_OF to exclude the artifacts in both repositories from the mirror: external:*,!repo-rhpamcentr,!repo-custom. Replace repo-custom with the ID that you configured in MAVEN_REPO_ID.
									





Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for an additional managed KIE Server”.
					

Setting parameters for RH-SSO authentication for an additional managed KIE Server




						If you want to use RH-SSO authentication, complete the following additional configuration when configuring the template to deploy an additional managed KIE Server.
					
Important

							Do not configure LDAP authentication and RH-SSO authentication in the same deployment.
						

Prerequisites
	
								A realm for Red Hat Process Automation Manager is created in the RH-SSO authentication system.
							
	
								User names and passwords for Red Hat Process Automation Manager are created in the RH-SSO authentication system. For a list of the available roles, see Chapter 13, Red Hat Process Automation Manager roles and users.
							

								You must create a user with the username and password configured in the secret for the administrative user, as described in the section called “Creating the secret for the administrative user”. This user must have the kie-server,rest-all,admin roles.
							

	
								Clients are created in the RH-SSO authentication system for all components of the Red Hat Process Automation Manager environment that you are deploying. The client setup contains the URLs for the components. You can review and edit the URLs after deploying the environment. Alternatively, the Red Hat Process Automation Manager deployment can create the clients. However, this option provides less detailed control over the environment.
							
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for an additional managed KIE Server”.
							


Procedure
	
								Set the following parameters:
							
	
										RH-SSO URL (SSO_URL): The URL for RH-SSO.
									
	
										RH-SSO Realm name (SSO_REALM): The RH-SSO realm for Red Hat Process Automation Manager.
									
	
										RH-SSO Disable SSL Certificate Validation (SSO_DISABLE_SSL_CERTIFICATE_VALIDATION): Set to true if your RH-SSO installation does not use a valid HTTPS certificate.
									



	
								Complete one of the following procedures:
							
	
										If you created the clients for Red Hat Process Automation Manager within RH-SSO, set the following parameters in the template:
									
	
												Business Central Monitoring RH-SSO Client name (BUSINESS_CENTRAL_SSO_CLIENT): The RH-SSO client name for Business Central Monitoring.
											



	
										To create the clients for Red Hat Process Automation Manager within RH-SSO, set the following parameters in the template:
									
	
												RH-SSO Realm Admin Username (SSO_USERNAME) and RH-SSO Realm Admin Password (SSO_PASSWORD): The user name and password for the realm administrator user for the RH-SSO realm for Red Hat Process Automation Manager. You must provide this user name and password in order to create the required clients.
											








Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for an additional managed KIE Server”.
					

						After completing the deployment, review the URLs for components of Red Hat Process Automation Manager in the RH-SSO authentication system to ensure they are correct.
					

Setting parameters for LDAP authentication for an additional managed KIE Server




						If you want to use LDAP authentication, complete the following additional configuration when configuring the template to deploy an additional managed KIE Server.
					
Important

							Do not configure LDAP authentication and RH-SSO authentication in the same deployment.
						

Prerequisites
	
								You created user names and passwords for Red Hat Process Automation Manager in the LDAP system. For a list of the available roles, see Chapter 13, Red Hat Process Automation Manager roles and users.
							

								You must create a user with the username and password configured in the secret for the administrative user, as described in the section called “Creating the secret for the administrative user”. This user must have the kie-server,rest-all,admin roles.
							

	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for an additional managed KIE Server”.
							


Procedure
	
								Set the AUTH_LDAP* parameters of the template. These parameters correspond to the settings of the LdapExtended Login module of Red Hat JBoss EAP. For instructions about using these settings, see LdapExtended login module.
							
Note

									If you want to enable LDAP failover, you can put set or more LDAP server addresses in the AUTH_LDAP_URL parameter, separated by a space.
								


								If the LDAP server does not define all the roles required for your deployment, you can map LDAP groups to Red Hat Process Automation Manager roles. To enable LDAP role mapping, set the following parameters:
							
	
										RoleMapping rolesProperties file path (AUTH_ROLE_MAPPER_ROLES_PROPERTIES): The fully qualified path name of a file that defines role mapping, for example, /opt/eap/standalone/configuration/rolemapping/rolemapping.properties. You must provide this file and mount it at this path in all applicable deployment configurations; for instructions, see the section called “(Optional) Providing the LDAP role mapping file”.
									
	
										RoleMapping replaceRole property (AUTH_ROLE_MAPPER_REPLACE_ROLE): If set to true, mapped roles replace the roles defined on the LDAP server; if set to false, both mapped roles and roles defined on the LDAP server are set as user application roles. The default setting is false.
									





Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for an additional managed KIE Server”.
					

Setting parameters for using an external database server for an additional managed KIE Server




						If you are using the rhpam79-kieserver-externaldb.yaml template to use an external database server for the KIE Server, complete the following additional configuration when configuring the template to deploy an additional managed KIE Server.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for an additional managed KIE Server”.
							


Procedure
	
								Set the following parameters:
							
	
										KIE Server External Database Driver (KIE_SERVER_EXTERNALDB_DRIVER): The driver for the server, depending on the server type:
									
	
												mysql
											
	
												postgresql
											
	
												mariadb
											
	
												mssql
											
	
												db2
											
	
												oracle
											
	
												sybase
											



	
										KIE Server External Database User (KIE_SERVER_EXTERNALDB_USER) and KIE Server External Database Password (KIE_SERVER_EXTERNALDB_PWD): The user name and password for the external database server
									
	
										KIE Server External Database URL (KIE_SERVER_EXTERNALDB_URL): The JDBC URL for the external database server
									
Note

											If you are using the EntrepriseDB Postgres database server, use an URL starting with jdbc:postgresql:// and not with jdbc:edb://. Alternatively, do not set the URL and set the host and port parameters instead.
										


	
										KIE Server External Database Host (KIE_SERVER_EXTERNALDB_SERVICE_HOST) and KIE Server External Database Port (KIE_SERVER_EXTERNALDB_SERVICE_PORT): The host name and port number of the external database server. You can set these parameters as an alternative to setting the KIE_SERVER_EXTERNALDB_URL parameter.
									
	
										KIE Server External Database Dialect (KIE_SERVER_EXTERNALDB_DIALECT): The Hibernate dialect for the server, depending on the server type. The common settings are:
									
	
												org.hibernate.dialect.MySQL5InnoDBDialect
											
	
												org.hibernate.dialect.MySQL8Dialect
											
	
												org.hibernate.dialect.MariaDB102Dialect
											
	
												org.hibernate.dialect.PostgreSQL95Dialect
											
	
												org.hibernate.dialect.PostgresPlusDialect (used for EntrepriseDB Postgres Advanced Server)
											
	
												org.hibernate.dialect.SQLServer2012Dialect (used for MS SQL)
											
	
												org.hibernate.dialect.DB2Dialect
											
	
												org.hibernate.dialect.Oracle10gDialect
											
	
												org.hibernate.dialect.SybaseASE15Dialect
											

												For a complete list of supported dialects, see the Hibernate SQL Dialects table in Hibernate properties in the Red Hat JBoss EAP documentation.
											




	
										KIE Server External Database name (KIE_SERVER_EXTERNALDB_DB): The database name to use on the external database server
									
	
										JDBC Connection Checker class (KIE_SERVER_EXTERNALDB_CONNECTION_CHECKER): The name of the JDBC connection checker class for the database server. Without this information, a database server connection cannot be restored after it is lost, for example, if the database server is rebooted.
									
	
										JDBC Exception Sorter class (KIE_SERVER_EXTERNALDB_EXCEPTION_SORTER): The name of the JDBC exception sorter class for the database server. Without this information, a database server connection cannot be restored after it is lost, for example, if the database server is rebooted.
									



	
								If you created a custom image for using an external database server, as described in the section called “Building a custom KIE Server extension image for an external database”, set the following parameters:
							
	
										Drivers Extension Image (EXTENSIONS_IMAGE): The ImageStreamTag definition of the extension image, for example, jboss-kie-db2-extension-openshift-image:11.1.4.4
									
	
										Drivers ImageStream Namespace (EXTENSIONS_IMAGE_NAMESPACE): The namespace to which you uploaded the extension image, for example, openshift or your project namespace.
									



	
								If you are using a MySQL version 8 external database server, enable the mysql_native_password plugin and use it for authentication. For instructions about this pluding, see Native Pluggable Authentication in the MySQL 8.0 Reference Manual.
							

								If you are using a MySQL version 8 image provided by Red Hat on Red Hat OpenShift Container Platform, to enable the plugin, set the MYSQL_DEFAULT_AUTHENTICATION_PLUGIN environment variable to mysql_native_password.
							

								If you created users on the MySQL version 8 server before enabling the mysql_native_password plugin, you must update the mysql-user table after you enable the plugin.
							



Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for an additional managed KIE Server”.
					

Enabling Prometheus metric collection for an additional managed KIE Server




						If you want to configure your KIE Server deployment to use Prometheus to collect and store metrics, enable support for this feature in KIE Server at deployment time.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for an additional managed KIE Server”.
							


Procedure

							To enable support for Prometheus metric collection, set the Prometheus Server Extension Disabled (PROMETHEUS_SERVER_EXT_DISABLED) parameter to false.
						
Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for an additional managed KIE Server”.
					

						For instructions about configuring Prometheus metrics collection, see Managing and monitoring KIE Server.
					

Completing deployment of the template for an additional managed KIE Server




						After setting all the required parameters in the OpenShift Web UI or in the command line, complete deployment of the template.
					
Procedure

							Depending on the method that you are using, complete the following steps:
						
	
								In the OpenShift Web UI, click Create.
							
	
										If the This will create resources that may have security or project behavior implications message appears, click Create Anyway.
									



	
								Complete the command line and press Enter.
							


Next steps

							Depending on your needs for the environment, optionally complete procedures described in Chapter 12, Optional procedures after deploying your environment.
						



Chapter 11. Fixed managed server environment




				You can deploy a fixed managed server environment that, in a single deployment, includes several different pods running KIE Server. No processes are initially loaded on the servers. The database servers are, by default, also run in pods. Each KIE Server pod can be separately scaled as necessary.
			

				A pod with Business Central Monitoring and a pod with Smart Router are also deployed. You must use Business Central Monitoring to deploy, load, and unload processes on your KIE Servers. You can also use it to view monitoring information.
			

				Smart Router is a single endpoint that can receive calls from client applications to any of your processes and route each call automatically to the server that runs the process.
			

				By default, the templates create two independent KIE Servers. You can modify the template to change the number of KIE Servers before deployment. You cannot easily add or remove KIE Servers at a later time.
			

				You must provide a Maven repository with the processes (KJAR files) that you want to deploy on the servers. Your integration process must ensure that the required versions of the processes are uploaded to the Maven repository. You can use Business Central in a development environment to create the processes and upload them to the Maven repository.
			
Deploying a fixed managed server environment




					You can deploy a fixed managed server environment using a single template. The name of the template file is rhpam79-prod.yaml.
				

					The template includes two KIE Server pods (with PostgreSQL database pods), Smart Router in a high-availability configuration, and Business Central Monitoring in a high-availability configuration.
				

					You can change the number of replicas of all components when configuring the deployment. If you want to modify the number of independent KIE Server pods or to use a different database server, you must modify the template. For instructions about modifying the template, see the section called “Modifying a template for a fixed managed environment”.
				
Note

						The fixed managed environment template is deprecated in Red Hat Process Automation Manager 7.9. It will be removed in a future release.
					

Starting configuration of the template for a fixed managed server environment




						To deploy a fixed managed server environment, use the rhpam79-prod.yaml template file.
					
Procedure
	
								Download the rhpam-7.9.1-openshift-templates.zip product deliverable file from the Software Downloads page of the Red Hat Customer Portal.
							
	
								Extract the rhpam79-prod.yaml template file.
							
	
								By default, the template includes two KIE Servers. Each of the serves uses a PostgreSQL database server in a pod. To change the number of KIE Servers or to use a MySQL database server in a pod or an external database server, modify the template as described in the section called “Modifying a template for a fixed managed environment”.
							
	
								Use one of the following methods to start deploying the template:
							
	
										To use the OpenShift Web UI, in the OpenShift application console select Add to Project → Import YAML / JSON and then select or paste the rhpam79-prod.yaml file. In the Add Template window, ensure Process the template is selected and click Continue.
									
	
										To use the OpenShift command line console, prepare the following command line:
									
oc new-app -f <template-path>/rhpam79-prod.yaml -p BUSINESS_CENTRAL_HTTPS_SECRET=businesscentral-app-secret -p KIE_SERVER_HTTPS_SECRET=kieserver-app-secret -p PARAMETER=value

										In this command line, make the following changes:
									
	
												Replace <template-path> with the path to the downloaded template file.
											
	
												Use as many -p PARAMETER=value pairs as needed to set the required parameters.
											








Next steps

							Set the parameters for the template. Follow the steps in the section called “Setting required parameters for a fixed managed server environment” to set common parameters. You can view the template file to see descriptions for all parameters.
						

Setting required parameters for a fixed managed server environment




						When configuring the template to deploy a fixed managed server environment, you must set the following parameters in all cases.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for a fixed managed server environment”.
							


Procedure
	
								Set the following parameters:
							
	
										Credentials secret (CREDENTIALS_SECRET): The name of the secret containing the administrative user credentials, as created in the section called “Creating the secret for the administrative user”.
									
	
										Business Central Monitoring Server Keystore Secret Name (BUSINESS_CENTRAL_HTTPS_SECRET): The name of the secret for Business Central, as created in the section called “Creating the secrets for Business Central”.
									
	
										KIE Server Keystore Secret Name (KIE_SERVER_HTTPS_SECRET): The name of the secret for KIE Server, as created in the section called “Creating the secrets for KIE Server”.
									
	
										Smart Router Keystore Secret Name (KIE_SERVER_ROUTER_HTTPS_SECRET): The name of the secret for Smart Router, as created in the section called “Creating the secrets for Smart Router”.
									
	
										Business Central Monitoring Server Certificate Name (BUSINESS_CENTRAL_HTTPS_NAME): The name of the certificate in the keystore that you created in the section called “Creating the secrets for Business Central”.
									
	
										Business Central Monitoring Server Keystore Password (BUSINESS_CENTRAL_HTTPS_PASSWORD): The password for the keystore that you created in the section called “Creating the secrets for Business Central”.
									
	
										KIE Server Certificate Name (KIE_SERVER_HTTPS_NAME): The name of the certificate in the keystore that you created in the section called “Creating the secrets for KIE Server”.
									
	
										KIE Server Keystore Password (KIE_SERVER_HTTPS_PASSWORD): The password for the keystore that you created in the section called “Creating the secrets for KIE Server”.
									
	
										Smart Router Certificate Name (KIE_SERVER_ROUTER_HTTPS_NAME): The name of the certificate in the keystore that you created in the section called “Creating the secrets for Smart Router”.
									
	
										Smart Router Keystore Password (KIE_SERVER_ROUTER_HTTPS_PASSWORD): The password for the keystore that you created in the section called “Creating the secrets for Smart Router”.
									
	
										Application Name (APPLICATION_NAME): The name of the OpenShift application. It is used in the default URLs for Business Central Monitoring and KIE Server. OpenShift uses the application name to create a separate set of deployment configurations, services, routes, labels, and artifacts. You can deploy several applications using the same template into the same project, as long as you use different application names. Also, the application name determines the name of the server configuration (server template) that the KIE Server joins on Business Central Monitoring. If you are deploying several KIE Servers, you must ensure each of the servers has a different application name.
									
	
										Maven repository URL (MAVEN_REPO_URL): A URL for a Maven repository. You must upload all the processes (KJAR files) that are to be deployed on the KIE Server into this repository.
									
	
										Maven repository ID (MAVEN_REPO_ID): An identifier for the Maven repository. The default value is repo-custom.
									
	
										Maven repository username (MAVEN_REPO_USERNAME): The user name for the Maven repository.
									
	
										Maven repository password (MAVEN_REPO_PASSWORD): The password for the Maven repository.
									
	
										KIE Server Mode (KIE_SERVER_MODE): In the rhpam79-kieserver-*.yaml templates the default value is PRODUCTION. In PRODUCTION mode, you cannot deploy SNAPSHOT versions of KJAR artifacts on the KIE Server and cannot change versions of an artifact in an existing container. To deploy a new version with PRODUCTION mode, create a new container on the same KIE Server. To deploy SNAPSHOT versions or to change versions of an artifact in an existing container, set this parameter to DEVELOPMENT.
									
	
										ImageStream Namespace (IMAGE_STREAM_NAMESPACE): The namespace where the image streams are available. If the image streams were already available in your OpenShift environment (see the section called “Ensuring the availability of image streams and the image registry”), the namespace is openshift. If you have installed the image streams file, the namespace is the name of the OpenShift project.
									





Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for a fixed managed server environment”.
					

Configuring the image stream namespace for a fixed managed server environment




						If you created image streams in a namespace that is not openshift, you must configure the namespace in the template.
					

						If all image streams were already available in your Red Hat OpenShift Container Platform environment, you can skip this procedure.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for a fixed managed server environment”.
							


Procedure

							If you installed an image streams file according to instructions in the section called “Ensuring the availability of image streams and the image registry”, set the ImageStream Namespace (IMAGE_STREAM_NAMESPACE) parameter to the name of your OpenShift project.
						

Configuring pod replica numbers for a fixed managed server environment




						When configuring the template to deploy a fixed managed server environment, you can set the initial number of replicas for KIE Server, Business Central Monitoring, and Smart Router.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for a fixed managed server environment”.
							


Procedure

							To configure the numbers of replicas, set the following parameters:
						
	
								Business Central Monitoring Container Replicas (BUSINESS_CENTRAL_MONITORING_CONTAINER_REPLICAS): The number of replicas that the deployment initially creates for Business Central Monitoring. If you do not want to use a high-availability configuration for Business Central Monitoring, set this number to 1.
							
	
								KIE Server Container Replicas (KIE_SERVER_CONTAINER_REPLICAS): The number of replicas that the deployment initially creates for KIE Server.
							
	
								Smart Router Container Replicas (SMART_ROUTER_CONTAINER_REPLICAS): The number of replicas that the deployment initially creates for Smart Router.
							


Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for a fixed managed server environment”.
					

Configuring access to a Maven mirror in an environment without a connection to the public Internet for a fixed managed server environment




						When configuring the template to deploy a fixed managed server environment, if your OpenShift environment does not have a connection to the public Internet, you must configure access to a Maven mirror that you set up according to the section called “Preparing a Maven mirror repository for offline use”.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for a fixed managed server environment”.
							


Procedure

							To configure access to the Maven mirror, set the following parameters:
						
	
								Maven mirror URL (MAVEN_MIRROR_URL): The URL for the Maven mirror repository that you set up in the section called “Preparing a Maven mirror repository for offline use”. This URL must be accessible from a pod in your OpenShift environment.
							
	
								Maven mirror of (MAVEN_MIRROR_OF): The value that determines which artifacts are to be retrieved from the mirror. For instructions about setting the mirrorOf value, see Mirror Settings in the Apache Maven documentation. The default value is external:*. With this value, Maven retrieves every required artifact from the mirror and does not query any other repositories.
							
	
										If you configure an external Maven repository (MAVEN_REPO_URL), change MAVEN_MIRROR_OF to exclude the artifacts in this repository from the mirror, for example, external:*,!repo-custom. Replace repo-custom with the ID that you configured in MAVEN_REPO_ID.
									
	
										If you configure a built-in Business Central Maven repository (BUSINESS_CENTRAL_MAVEN_SERVICE), change MAVEN_MIRROR_OF to exclude the artifacts in this repository from the mirror: external:*,!repo-rhpamcentr.
									
	
										If you configure both repositories, change MAVEN_MIRROR_OF to exclude the artifacts in both repositories from the mirror: external:*,!repo-rhpamcentr,!repo-custom. Replace repo-custom with the ID that you configured in MAVEN_REPO_ID.
									





Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for a fixed managed server environment”.
					

Setting parameters for RH-SSO authentication for a fixed managed server environment




						If you want to use RH-SSO authentication, complete the following additional configuration when configuring the template to deploy a fixed managed server environment.
					
Important

							Do not configure LDAP authentication and RH-SSO authentication in the same deployment.
						

Prerequisites
	
								A realm for Red Hat Process Automation Manager is created in the RH-SSO authentication system.
							
	
								User names and passwords for Red Hat Process Automation Manager are created in the RH-SSO authentication system. For a list of the available roles, see Chapter 13, Red Hat Process Automation Manager roles and users.
							

								You must create a user with the username and password configured in the secret for the administrative user, as described in the section called “Creating the secret for the administrative user”. This user must have the kie-server,rest-all,admin roles.
							

	
								Clients are created in the RH-SSO authentication system for all components of the Red Hat Process Automation Manager environment that you are deploying. The client setup contains the URLs for the components. You can review and edit the URLs after deploying the environment. Alternatively, the Red Hat Process Automation Manager deployment can create the clients. However, this option provides less detailed control over the environment.
							
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for a fixed managed server environment”.
							


Procedure
	
								Set the following parameters:
							
	
										RH-SSO URL (SSO_URL): The URL for RH-SSO.
									
	
										RH-SSO Realm name (SSO_REALM): The RH-SSO realm for Red Hat Process Automation Manager.
									
	
										RH-SSO Disable SSL Certificate Validation (SSO_DISABLE_SSL_CERTIFICATE_VALIDATION): Set to true if your RH-SSO installation does not use a valid HTTPS certificate.
									



	
								Complete one of the following procedures:
							
	
										If you created the client for Red Hat Process Automation Manager within RH-SSO, set the following parameters in the template:
									
	
												Business Central Monitoring RH-SSO Client name (BUSINESS_CENTRAL_SSO_CLIENT): The RH-SSO client name for Business Central Monitoring.
											
	
												For each KIE Server defined in the template:
											
	
														KIE Server n RH-SSO Client name (KIE_SERVERn_SSO_CLIENT): The RH-SSO client name for this KIE Server.
													
	
														KIE Server n RH-SSO Client Secret (KIE_SERVERn_SSO_SECRET): The secret string that is set in RH-SSO for the client for this KIE Server.
													






	
										To create the clients for Red Hat Process Automation Manager within RH-SSO, set the following parameters in the template:
									
	
												For each KIE Server defined in the template:
											
	
														KIE Server n RH-SSO Client name (KIE_SERVERn_SSO_CLIENT): The name of the client to create in RH-SSO for this KIE Server.
													
	
														KIE Server n RH-SSO Client Secret (KIE_SERVERn_SSO_SECRET): The secret string to set in RH-SSO for the client for this KIE Server.
													



	
												RH-SSO Realm Admin Username (SSO_USERNAME) and RH-SSO Realm Admin Password (SSO_PASSWORD): The user name and password for the realm administrator user for the RH-SSO realm for Red Hat Process Automation Manager. You must provide this user name and password in order to create the required clients.
											








Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for a fixed managed server environment”.
					

						After completing the deployment, review the URLs for components of Red Hat Process Automation Manager in the RH-SSO authentication system to ensure they are correct.
					

Setting parameters for LDAP authentication for a fixed managed server environment




						If you want to use LDAP authentication, complete the following additional configuration when configuring the template to deploy a fixed managed server environment.
					
Important

							Do not configure LDAP authentication and RH-SSO authentication in the same deployment.
						

Prerequisites
	
								You created user names and passwords for Red Hat Process Automation Manager in the LDAP system. For a list of the available roles, see Chapter 13, Red Hat Process Automation Manager roles and users.
							

								You must create a user with the username and password configured in the secret for the administrative user, as described in the section called “Creating the secret for the administrative user”. This user must have the kie-server,rest-all,admin roles.
							

	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for a fixed managed server environment”.
							


Procedure
	
								Set the AUTH_LDAP* parameters of the template. These parameters correspond to the settings of the LdapExtended Login module of Red Hat JBoss EAP. For instructions about using these settings, see LdapExtended login module.
							
Note

									If you want to enable LDAP failover, you can put set or more LDAP server addresses in the AUTH_LDAP_URL parameter, separated by a space.
								


								If the LDAP server does not define all the roles required for your deployment, you can map LDAP groups to Red Hat Process Automation Manager roles. To enable LDAP role mapping, set the following parameters:
							
	
										RoleMapping rolesProperties file path (AUTH_ROLE_MAPPER_ROLES_PROPERTIES): The fully qualified path name of a file that defines role mapping, for example, /opt/eap/standalone/configuration/rolemapping/rolemapping.properties. You must provide this file and mount it at this path in all applicable deployment configurations; for instructions, see the section called “(Optional) Providing the LDAP role mapping file”.
									
	
										RoleMapping replaceRole property (AUTH_ROLE_MAPPER_REPLACE_ROLE): If set to true, mapped roles replace the roles defined on the LDAP server; if set to false, both mapped roles and roles defined on the LDAP server are set as user application roles. The default setting is false.
									





Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for a fixed managed server environment”.
					

Setting parameters for using an external database server for a fixed managed server environment




						If you modified the template to use an external database server for the KIE Server, as described in the section called “Modifying a template for a fixed managed environment”, complete the following additional configuration when configuring the template to deploy a fixed managed server environment.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for a fixed managed server environment”.
							


Procedure
	
								Set the following parameters:
							
	
										KIE Server External Database Driver (KIE_SERVER_EXTERNALDB_DRIVER): The driver for the server, depending on the server type:
									
	
												mysql
											
	
												postgresql
											
	
												mariadb
											
	
												mssql
											
	
												db2
											
	
												oracle
											
	
												sybase
											



	
										KIE Server External Database User (KIE_SERVER_EXTERNALDB_USER) and KIE Server External Database Password (KIE_SERVER_EXTERNALDB_PWD): The user name and password for the external database server
									
	
										KIE Server External Database URL (KIE_SERVER_EXTERNALDB_URL): The JDBC URL for the external database server
									
Note

											If you are using the EntrepriseDB Postgres database server, use an URL starting with jdbc:postgresql:// and not with jdbc:edb://. Alternatively, do not set the URL and set the host and port parameters instead.
										


	
										KIE Server External Database Host (KIE_SERVER_EXTERNALDB_SERVICE_HOST) and KIE Server External Database Port (KIE_SERVER_EXTERNALDB_SERVICE_PORT): The host name and port number of the external database server. You can set these parameters as an alternative to setting the KIE_SERVER_EXTERNALDB_URL parameter.
									
	
										KIE Server External Database Dialect (KIE_SERVER_EXTERNALDB_DIALECT): The Hibernate dialect for the server, depending on the server type. The common settings are:
									
	
												org.hibernate.dialect.MySQL5InnoDBDialect
											
	
												org.hibernate.dialect.MySQL8Dialect
											
	
												org.hibernate.dialect.MariaDB102Dialect
											
	
												org.hibernate.dialect.PostgreSQL95Dialect
											
	
												org.hibernate.dialect.PostgresPlusDialect (used for EntrepriseDB Postgres Advanced Server)
											
	
												org.hibernate.dialect.SQLServer2012Dialect (used for MS SQL)
											
	
												org.hibernate.dialect.DB2Dialect
											
	
												org.hibernate.dialect.Oracle10gDialect
											
	
												org.hibernate.dialect.SybaseASE15Dialect
											

												For a complete list of supported dialects, see the Hibernate SQL Dialects table in Hibernate properties in the Red Hat JBoss EAP documentation.
											




	
										KIE Server External Database name (KIE_SERVER_EXTERNALDB_DB): The database name to use on the external database server
									
	
										JDBC Connection Checker class (KIE_SERVER_EXTERNALDB_CONNECTION_CHECKER): The name of the JDBC connection checker class for the database server. Without this information, a database server connection cannot be restored after it is lost, for example, if the database server is rebooted.
									
	
										JDBC Exception Sorter class (KIE_SERVER_EXTERNALDB_EXCEPTION_SORTER): The name of the JDBC exception sorter class for the database server. Without this information, a database server connection cannot be restored after it is lost, for example, if the database server is rebooted.
									



	
								If you created a custom image for using an external database server, as described in the section called “Building a custom KIE Server extension image for an external database”, set the following parameters:
							
	
										Drivers Extension Image (EXTENSIONS_IMAGE): The ImageStreamTag definition of the extension image, for example, jboss-kie-db2-extension-openshift-image:11.1.4.4
									
	
										Drivers ImageStream Namespace (EXTENSIONS_IMAGE_NAMESPACE): The namespace to which you uploaded the extension image, for example, openshift or your project namespace.
									



	
								If you are using a MySQL version 8 external database server, enable the mysql_native_password plugin and use it for authentication. For instructions about this pluding, see Native Pluggable Authentication in the MySQL 8.0 Reference Manual.
							

								If you are using a MySQL version 8 image provided by Red Hat on Red Hat OpenShift Container Platform, to enable the plugin, set the MYSQL_DEFAULT_AUTHENTICATION_PLUGIN environment variable to mysql_native_password.
							

								If you created users on the MySQL version 8 server before enabling the mysql_native_password plugin, you must update the mysql-user table after you enable the plugin.
							



Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for a fixed managed server environment”.
					

Enabling Prometheus metric collection for a fixed managed server environment




						If you want to configure your KIE Server deployment to use Prometheus to collect and store metrics, enable support for this feature in KIE Server at deployment time.
					
Prerequisites
	
								You started the configuration of the template, as described in the section called “Starting configuration of the template for a fixed managed server environment”.
							


Procedure

							To enable support for Prometheus metric collection, set the Prometheus Server Extension Disabled (PROMETHEUS_SERVER_EXT_DISABLED) parameter to false.
						
Next steps

							If necessary, set additional parameters.
						

						To complete the deployment, follow the procedure in the section called “Completing deployment of the template for a fixed managed server environment”.
					

						For instructions about configuring Prometheus metrics collection, see Managing and monitoring KIE Server.
					

Completing deployment of the template for a fixed managed server environment




						After setting all the required parameters in the OpenShift Web UI or in the command line, complete deployment of the template.
					
Procedure

							Depending on the method that you are using, complete the following steps:
						
	
								In the OpenShift Web UI, click Create.
							
	
										If the This will create resources that may have security or project behavior implications message appears, click Create Anyway.
									



	
								Complete the command line and press Enter.
							


Next steps

							Depending on your needs for the environment, optionally complete procedures described in Chapter 12, Optional procedures after deploying your environment.
						


Modifying a template for a fixed managed environment




					To adjust the fixed managed environment to your needs, you need to modify the rhpam79-prod.yaml template before deploying the environment.
				

					By default, the templates create two replicated KIE Server pods. You can deploy separate processes on each of the pods. To add more replicated KIE Server pods, you need to modify the template before deploying the environment.
				

					By default, the templates create a PostgreSQL pod to provide the database server for each replicated KIE Server. If you prefer to use PostgreSQL or to use an external server (outside the OpenShift project), you need to modify the template before deploying the environment.
				

					For the rhpam79-prod.yaml template you can also adjust the initial number of replicas for Business Central Monitoring.
				

					An OpenShift template defines a set of objects that can be created by OpenShift. To change an environment configuration, you need to modify, add, or delete these objects. To simplify this task, comments are provided in the Red Hat Process Automation Manager templates.
				

					Some comments mark blocks within the template, staring with BEGIN and ending with END. For example, the following block is named Sample block:
				
## Sample block BEGIN
sample line 1
sample line 2
sample line 3
## Sample block END

					For some changes, you might need to replace a block in one template file with a block from another template file provided with Red Hat Process Automation Manager. In this case, delete the block, then paste the new block in its exact location.
				

					Note that named blocks can be nested.
				
Procedure
	
							If you want to add more replicated KIE Server pods, repeat the following actions for every additional pod:
						
	
									Pick a number for the new pod. The default pods have the numbers 1 and 2, so you can use 3 for the first new pod, then 4 and so on.
								
	
									Copy the following blocks of the file, marked with comments from BEGIN to END, into the end of the file:
								
	
											KIE server services 1
										
	
											PostgreSQL service 1
										
	
											KIE server routes 1
										
	
											KIE server deployment config 1
										
	
											PostgreSQL deployment config 1
										
	
											PostgreSQL persistent volume claim 1
										



	
									In the new copies, replace all instances of -1 with the new pod number, for example, -3.
								



	
							If you want to use MySQL instead of PostgreSQL, replace several blocks of the file, marked with comments from BEGIN to END, with blocks from the rhpam79-kieserver-postgresql.yaml file, then modify some of the newly added blocks:
						
	
									Replace the block named MySQL database parameters with the block named PostgreSQL database parameters. (Take this block and all subsequent replacement blocks from the rhpam79-kieserver-postgresql.yaml file.)
								

									Repeat the following actions for every replicated KIE Server pod number, for example, 1 and 2 in the unmodified template. N refers to the pod number, for example, 1.
								
	
											Replace the block named PostgreSQL service N with the block named MySQL service.
										
	
											Replace the block named PostgreSQL driver settings N with the block named MySQL driver settings.
										
	
											Replace the block named PostgreSQL deployment config N with the block named MySQL deployment config.
										
	
											Replace the block named PostgreSQL persistent volume claim N with the block named MySQL persistent volume claim.
										
	
											In all the newly added blocks, make the following replacements manually, where N is the pod number:
										
	
													-mysql with -mysql-N, except in -mysql-pvol and in -mysql-claim
												
	
													-mysql-claim with -mysql-claim-N
												









	
							If you want to use an external database server, replace several blocks of the file, marked with comments from BEGIN to END, with blocks from the rhpam79-kieserver-externaldb.yaml file, remove some blocks, and modify some of the newly added blocks:
						
	
									Replace the block named MySQL database parameters with the block named External database parameters. (Take this block and all subsequent replacement blocks from the rhpam79-kieserver-external.yaml file.)
								

									Repeat the following actions for every replicated KIE Server pod number, for example, 1 and 2 in the unmodified template. N refers to the pod number, for example, 1.
								
	
											Remove the block named PostgreSQL service N
										
	
											Remove the block named PostgreSQL deployment config N
										
	
											Remove the block named PostgreSQL persistent volume claim N
										
	
											Replace the block named PostgreSQL driver settings N with the block named External database driver settings.
										
	
											In the new External database driver settings block, if any of the following values are different for different KIE Server pods in the infrastructure, set the values for this particular pod:
										
	
													RHPAM_USERNAME: The user name for logging in to the database server
												
	
													RHPAM_PASSWORD: The password for logging in to the database server
												
	
													RHPAM_XA_CONNECTION_PROPERTY_URL: The full URL for logging in to the database server
												
	
													RHPAM_SERVICE_HOST: The host name of the database server
												
	
													RHPAM_DATABASE: The database name
												











Important

						The standard KIE Server image includes drivers for MySQL, MariaDB, and PostgreSQL external database servers. If you want to use another database server, you must build a custom KIE Server image. For instructions, see the section called “Building a custom KIE Server extension image for an external database”.
					

	
							If you want to change the number of replicas initially created for Business Central Monitoring, on the line below the comment ## Replicas for Business Central Monitoring, change the number of replicas to the desired value.
						




Chapter 12. Optional procedures after deploying your environment




				Depending on the needs for your environment, you might need to complete certain optional procedures after deploying it.
			
(Optional) Providing the Git hooks directory




					If you deploy an authoring enviropnent and configure the GIT_HOOKS_DIR parameter, you must provide a directory of Git hooks and must mount this directory on the Business Central deployment.
				

					The typical use of Git hooks is interaction with an upstream repository. To enable Git hooks to push commits into an upstream repository, you must also provide a secret key that corresponds to a public key configured on the upstream repository.
				
Prerequisites
	
							You deployed a Red Hat Process Automation Manager authoring environment using templates
						
	
							You set the GIT_HOOKS_DIR parameter in the deployment
						


Procedure
	
							If interaction with an upstream repository using SSH authentication is required, complete the following steps to prepare and mount a secret with the necessary files:
						
	
									Prepare the id_rsa file with a private key that matches a public key stored in the repository.
								
	
									Prepare the known_hosts file with the correct name, address, and public key for the repository.
								
	
									Create a secret with the two files using the oc command, for example:
								
oc create secret git-hooks-secret --from-file=id_rsa=id_rsa --from-file=known_hosts=known_hosts

	
									Mount the secret in the SSH key path of the Business Central deployment, for example:
								
oc set volume dc/<myapp>-rhpamcentr --add --type secret --secret-name git-hooks-secret --mount-path=/home/jboss/.ssh --name=ssh-key

									Replace <myapp> with the application name that you set when configuring the template.
								




	
							Create the Git hooks directory. For instructions, see the Git hooks reference documentation.
						

							For example, a simple Git hooks directory can provide a post-commit hook that pushes the changes upstream. If the project was imported into Business Central from a repository, this repository remains configured as the upstream repository. Create a file named post-commit with permission values 755 and the following content:
						
git push
Note

								A pre-commit script is not supported in Business Central. Use a post-commit script.
							


	
							Supply the Git hooks directory to the Business Central deployment. You can use a configuration map or a persistent volume.
						
	
									If the Git hooks consist of one or several fixed script files, use a configuration map. Complete the following steps:
								
	
											Change into the Git hooks directory that you have created.
										
	
											Create an OpenShift configuration map from the files in the directory. Run the following command:
										
oc create configmap git-hooks --from-file=<file_1>=<file_1> --from-file=<file_2>=<file_2> ...

											Replace file_1, file_2, and so on with Git hook script file names. Example:
										
oc create configmap git-hooks --from-file=post-commit=post-commit

	
											Mount the configuration map on the Business Central deployment in the path that you have configured:
										
oc set volume dc/<myapp>-rhpamcentr --add --type configmap --configmap-name git-hooks  --mount-path=<git_hooks_dir> --name=git-hooks

											Replace <myapp> with the application name that was set when configuring the template and <git_hooks_dir> is the value of GIT_HOOKS_DIR that was set when configuring the template.
										




	
									If the Git hooks consist of long files or depend on binaries, such as executable or KJAR files, use a persistence volume. You must create a persistent volume, create a persistent volume claim and associate the volume with the claim, transfer files to the volume, and mount the volume in the myapp-rhpamcentr deployment configuration (replace myapp with the application name). For instructions about creating and mounting persistence volumes, see Using persistent volumes. For instructions about copying files onto a persistent volume, see Transferring files in and out of containers.
								



	
							Wait a few minutes, then review the list and status of pods in your project. Because Business Central does not start until you provide the Git hooks directory, the KIE Server might not start at all. To see if it has started, check the output of the following command:
						
oc get pods

							If a working KIE Server pod is not present, start it:
						
oc rollout latest dc/<myapp>-kieserver

							Replace <myapp> with the application name that was set when configuring the template.
						




(Optional) Providing a truststore for accessing HTTPS servers with self-signed certificates




					Components of your Red Hat Process Automation Manager infrastructure might need to use HTTPS access to servers that have a self-signed HTTPS certificate. For example, Business Central, Business Central Monitoring, and KIE Server might need to interact with an internal Nexus repository that uses a self-signed HTTPS server certificate.
				

					In this case, to ensure that HTTPS connections complete successfully, you must provide client certificates for these services using a truststore.
				

					Skip this procedure if you do not need Red Hat Process Automation Manager components to communicate with servers that use self-signed HTTPS server certificates.
				
Prerequisites
	
							You deployed a Red Hat Process Automation Manager environment using templates
						
	
							You have the client certificates that you want to add to the deployment
						


Procedure
	
							Prepare a truststore with the certificates. Use the following command to create a truststore or to add a certificate to an existing truststore. Add all the necessary certificates to one truststore.
						
keytool -importcert -file certificate-file -alias alias -keyalg algorithm -keysize size -trustcacerts -noprompt -storetype JKS -keypass truststore-password -storepass truststore-password -keystore keystore-file

							Replace the following values:
						
	
									certificate-file: The pathname of the certificate that you want to add to the truststore.
								
	
									alias: The alias for the certificate in the truststore. If you are adding more than one certificate to the truststore, every certificate must have a unique alias.
								
	
									algorithm: The encryption algorithm used for the certificate, typically RSA.
								
	
									size: The size of the certificate key in bytes, for example, 2048.
								
	
									truststore-password: The password for the truststore.
								
	
									keystore-file: The pathname of the truststore file. If the file does not exist, the command creates a new truststore.
								

									The following example command adds a certificate from the /var/certs/nexus.cer file to a truststore in the /var/keystores/custom-trustore.jks file. The truststore password is mykeystorepass.
								
keytool -importcert -file /var/certs/nexus.cer -alias nexus-cert -keyalg RSA -keysize 2048 -trustcacerts -noprompt -storetype JKS -keypass mykeystorepass -storepass mykeystorepass -keystore /var/keystores/custom-trustore.jks




	
							Create a secret with the truststore file using the oc command, for example:
						
oc create secret generic truststore-secret --from-file=/var/keystores/custom-trustore.jks

	
							In the deployment for the necessary components of your infrastructure, mount the secret and then set the JAVA_OPTS_APPEND option to enable the Java application infrastructure to use the trast store, for example:
						
oc set volume dc/myapp-rhpamcentr --add --overwrite --name=custom-trustore-volume --mount-path /etc/custom-secret-volume --secret-name=custom-secret

oc set env dc/myapp-rhpamcentr JAVA_OPTS_APPEND='-Djavax.net.ssl.trustStore=/etc/custom-secret-volume/custom-trustore.jks -Djavax.net.ssl.trustStoreType=jks -Djavax.net.ssl.trustStorePassword=mykeystorepass'
oc set volume dc/myapp-kieserver --add --overwrite --name=custom-trustore-volume --mount-path /etc/custom-secret-volume --secret-name=custom-secret

oc set env dc/myapp-kieserver JAVA_OPTS_APPEND='-Djavax.net.ssl.trustStore=/etc/custom-secret-volume/custom-trustore.jks -Djavax.net.ssl.trustStoreType=jks -Djavax.net.ssl.trustStorePassword=mykeystorepass'

							Replace myapp with the application name that you set when configuring the template.
						




(Optional) Providing the LDAP role mapping file




					If you configure the AUTH_ROLE_MAPPER_ROLES_PROPERTIES parameter, you must provide a file that defines the role mapping. Mount this file on all affected deployment configurations.
				
Prerequisites
	
							You deployed a Red Hat Process Automation Manager environment using templates
						
	
							You set the AUTH_ROLE_MAPPER_ROLES_PROPERTIES parameter in the deployment
						


Procedure
	
							Create the role mapping properties file, for example, my-role-map. The file must contain entries in the following format:
						
ldap_role = product_role1, product_role2...

							For example:
						
admins = kie-server,rest-all,admin

	
							Create an OpenShift configuration map from the file by entering the following command:
						
oc create configmap ldap-role-mapping --from-file=<new_name>=<existing_name>

							Replace <new_name> with the name that the file is to have on the pods (it must be the same as the name specified in the AUTH_ROLE_MAPPER_ROLES_PROPERTIES file) and <existing_name> with the name of the file that you created. Example:
						
oc create configmap ldap-role-mapping --from-file=rolemapping.properties=my-role-map

	
							Mount the configuration map on every deployment configuration that is configured for role mapping.
						

							The following deployment configurations can be affected in this environment:
						

							Replace myapp with the application name. Sometimes, several KIE Server deployments can be present under different application names.
						

							For every deployment configuration, run the command:
						
 oc set volume dc/<deployment_config_name> --add --type configmap --configmap-name ldap-role-mapping --mount-path=<mapping_dir> --name=ldap-role-mapping

							Replace <mapping_dir> with the directory name (without file name) set in the AUTH_ROLE_MAPPER_ROLES_PROPERTIES parameter, for example, /opt/eap/standalone/configuration/rolemapping .
						





Chapter 13. Red Hat Process Automation Manager roles and users




				To access Business Central or KIE Server, you must create users and assign them appropriate roles before the servers are started.
			

				The Business Central and KIE Server use Java Authentication and Authorization Service (JAAS) login module to authenticate the users. If both Business Central and KIE Server are running on a single instance, then they share the same JAAS subject and security domain. Therefore, a user, who is authenticated for Business Central can also access KIE Server.
			

				However, if Business Central and KIE Server are running on different instances, then the JAAS login module is triggered for both individually. Therefore, a user, who is authenticated for Business Central, needs to be authenticated separately to access the KIE Server (for example, to view or manage process definitions in Business Central). In case, the user is not authenticated on the KIE Server, then 401 error is logged in the log file, displaying Invalid credentials to load data from remote server. Contact your system administrator. message in Business Central.
			

				This section describes available Red Hat Process Automation Manager user roles.
			
Note

					The admin, analyst, developer, manager, process-admin, user, and rest-all roles are reserved for Business Central. The kie-server role is reserved for KIE Server. For this reason, the available roles can differ depending on whether Business Central, KIE Server, or both are installed.
				

	
						admin: Users with the admin role are the Business Central administrators. They can manage users and create, clone, and manage the repositories. They have full access to make required changes in the application. Users with the admin role have access to all areas within Red Hat Process Automation Manager.
					
	
						analyst: Users with the analyst role have access to all high-level features. They can model and execute their projects. However, these users cannot add contributors to spaces or delete spaces in the Design → Projects view. Access to the Deploy → Execution Servers view, which is intended for administrators, is not available to users with the analyst role. However, the Deploy button is available to these users when they access the Library perspective.
					
	
						developer: Users with the developer role have access to almost all features and can manage rules, models, process flows, forms, and dashboards. They can manage the asset repository, they can create, build, and deploy projects, and they can use Red Hat CodeReady Studio to view processes. Only certain administrative functions such as creating and cloning a new repository are hidden from users with the developer role.
					
	
						manager: Users with the manager role can view reports. These users are usually interested in statistics about the business processes and their performance, business indicators, and other business-related reporting. A user with this role has access only to process and task reports.
					
	
						process-admin: Users with the process-admin role are business process administrators. They have full access to business processes, business tasks, and execution errors. These users can also view business reports and have access to the Task Inbox list.
					
	
						user: Users with the user role can work on the Task Inbox list, which contains business tasks that are part of currently running processes. Users with this role can view process and task reports and manage processes.
					
	
						rest-all: Users with the rest-all role can access Business Central REST capabilities.
					
	
						kie-server: Users with the kie-server role can access KIE Server (KIE Server) REST capabilities. This role is mandatory for users to have access to Manage and Track views in Business Central.
					



Chapter 14. OpenShift template reference information




				Red Hat Process Automation Manager provides the following OpenShift templates. To access the templates, download and extract the rhpam-7.9.1-openshift-templates.zip product deliverable file from the Software Downloads page of the Red Hat customer portal.
			
	
						rhpam79-trial-ephemeral.yaml provides a Business Central and a KIE Server connected to the Business Central. This environment uses an ephemeral configuration without any persistent storage. For details about this template, see the section called “rhpam79-trial-ephemeral.yaml template”.
					
	
						rhpam79-authoring.yaml provides a Business Central and a KIE Server connected to the Business Central. The KIE Server uses an H2 database with persistent storage. You can use this environment to author processes, services, and other business assets. For details about this template, see the section called “rhpam79-authoring.yaml template”.
					
	
						rhpam79-authoring-ha.yaml provides a high-availability Business Central, a KIE Server connected to the Business Central, and a MySQL instance that the KIE Server uses. You can use this environment to author processes, services, and other business assets. For details about this template, see the section called “rhpam79-authoring-ha.yaml template”.
					
	
						rhpam79-prod-immutable-monitor.yaml provides a Business Central Monitoring instance and a Smart Router that you can use with immutable KIE Servers. When you deploy this template, OpenShift displays the settings that you must then use for deploying the rhpam79-prod-immutable-kieserver.yaml template. For details about this template, see the section called “rhpam79-prod-immutable-monitor.yaml template”.
					
	
						rhpam79-prod-immutable-kieserver.yaml provides an immutable KIE Server. When you deploy this template, a source-to-image (S2I) build is triggered for one or several services that are to run on the KIE Server. The KIE Server can optionally be configured to connect to the Business Central Monitoring and Smart Router provided by rhpam79-prod-immutable-monitor.yaml. For details about this template, see the section called “rhpam79-prod-immutable-kieserver.yaml template”.
					
	
						rhpam79-prod-immutable-kieserver-amq.yaml provides an immutable KIE Server. When you deploy this template, a source-to-image (S2I) build is triggered for one or several services that are to run on the KIE Server. The KIE Server can optionally be configured to connect to the Business Central Monitoring and Smart Router provided by rhpam79-prod-immutable-monitor.yaml. This version of the template includes JMS integration. For details about this template, see the section called “rhpam79-prod-immutable-kieserver-amq.yaml template”.
					
	
						rhpam79-kieserver-externaldb.yaml provides a KIE Server that uses an external database. You can configure the KIE Server to connect to a Business Central. Also, you can copy sections from this template into another template to configure a KIE Server in the other template to use an external database. For details about this template, see the section called “rhpam79-kieserver-externaldb.yaml template”.
					
	
						rhpam79-kieserver-mysql.yaml provides a KIE Server and a MySQL instance that the KIE Server uses. You can configure the KIE Server to connect to a Business Central. Also, you can copy sections from this template into another template to configure a KIE Server in the other template to use MySQL and to provide the MySQL instance. For details about this template, see the section called “rhpam79-kieserver-mysql.yaml template”.
					
	
						rhpam79-kieserver-postgresql.yaml provides a KIE Server and a PostgreSQL instance that the KIE Server uses. You can configure the KIE Server to connect to a Business Central. Also, you can copy sections from this template into another template to configure a KIE Server in the other template to use PostgreSQL and to provide the PostgreSQL instance. For details about this template, see the section called “rhpam79-kieserver-mysql.yaml template”.
					
	
						rhpam79-managed.yaml provides a high-availability Business Central Monitoring instance, a KIE Server, and a PostgreSQL instance that the KIE Server uses. OpenShiftStartupStrategy is enabled, ensuring that the Business Central Monitoring instance can connect to other KIE Server instances in the same project automatically, as long as these instances have OpenShiftStartupStrategy enabled as well.
					
	
						rhpam79-prod.yaml provides a high-availability Business Central Monitoring instance, a Smart Router, two distinct KIE Servers connected to the Business Central and to the Smart Router, and two PostgreSQL instances. Each KIE Server uses its own PostgreSQL instance. You can use this environment to execute business assets in a production or staging environment. You can configure the number of replicas for each component. For details about this template, see the section called “rhpam79-prod.yaml template”.
					


rhpam79-trial-ephemeral.yaml template




					Application template for an ephemeral authoring and testing environment, for Red Hat Process Automation Manager 7.9 - Deprecated
				
Parameters




						Templates allow you to define parameters that take on a value. That value is then substituted wherever the parameter is referenced. References can be defined in any text field in the objects list field. See the Openshift documentation for more information.
					
	Variable name	Image Environment Variable	Description	Example value	Required
	 
										APPLICATION_NAME
									

									 	 
										 — 
									

									 	 
										The name for the application.
									

									 	 
										myapp
									

									 	 
										True
									

									 
	 
										DEFAULT_PASSWORD
									

									 	 
										KIE_ADMIN_PWD
									

									 	 
										Default password used for multiple components for user convenience in this trial environment.
									

									 	 
										RedHat
									

									 	 
										True
									

									 
	 
										KIE_ADMIN_USER
									

									 	 
										KIE_ADMIN_USER
									

									 	 
										KIE administrator user name.
									

									 	 
										adminUser
									

									 	 
										False
									

									 
	 
										KIE_SERVER_BYPASS_AUTH_USER
									

									 	 
										KIE_SERVER_BYPASS_AUTH_USER
									

									 	 
										Allows the KIE server to bypass the authenticated user for task-related operations e.g. queries. (Sets the org.kie.server.bypass.auth.user system property)
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										KIE_SERVER_MODE
									

									 	 
										KIE_SERVER_MODE
									

									 	 
										The KIE Server mode. Valid values are 'DEVELOPMENT' or 'PRODUCTION'. In production mode, you can not deploy SNAPSHOT versions of artifacts on the KIE server and can not change the version of an artifact in an existing container. (Sets the org.kie.server.mode system property).
									

									 	 
										DEVELOPMENT
									

									 	 
										False
									

									 
	 
										KIE_MBEANS
									

									 	 
										KIE_MBEANS
									

									 	 
										KIE server mbeans enabled/disabled. (Sets the kie.mbeans and kie.scanner.mbeans system properties)
									

									 	 
										enabled
									

									 	 
										False
									

									 
	 
										DROOLS_SERVER_FILTER_CLASSES
									

									 	 
										DROOLS_SERVER_FILTER_CLASSES
									

									 	 
										KIE server class filtering. (Sets the org.drools.server.filter.classes system property)
									

									 	 
										true
									

									 	 
										False
									

									 
	 
										PROMETHEUS_SERVER_EXT_DISABLED
									

									 	 
										PROMETHEUS_SERVER_EXT_DISABLED
									

									 	 
										If set to false, the prometheus server extension will be enabled. (Sets the org.kie.prometheus.server.ext.disabled system property)
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HOSTNAME_HTTP
									

									 	 
										HOSTNAME_HTTP
									

									 	 
										Custom hostname for http service route. Leave blank for default hostname, e.g.: insecure-<application-name>-kieserver-<project>.<default-domain-suffix>
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_ACCESS_CONTROL_ALLOW_ORIGIN
									

									 	 
										AC_ALLOW_ORIGIN_FILTER_RESPONSE_HEADER_VALUE
									

									 	 
										Sets the Access-Control-Allow-Origin response header value in the KIE Server (useful for CORS support).
									

									 	 
										*
									

									 	 
										False
									

									 
	 
										KIE_SERVER_ACCESS_CONTROL_ALLOW_METHODS
									

									 	 
										AC_ALLOW_METHODS_FILTER_RESPONSE_HEADER_VALUE
									

									 	 
										Sets the Access-Control-Allow-Methods response header value in the KIE Server (useful for CORS support).
									

									 	 
										GET, POST, OPTIONS, PUT
									

									 	 
										False
									

									 
	 
										KIE_SERVER_ACCESS_CONTROL_ALLOW_HEADERS
									

									 	 
										AC_ALLOW_HEADERS_FILTER_RESPONSE_HEADER_VALUE
									

									 	 
										Sets the Access-Control-Allow-Headers response header value in the KIE Server (useful for CORS support).
									

									 	 
										Accept, Authorization, Content-Type, X-Requested-With
									

									 	 
										False
									

									 
	 
										KIE_SERVER_ACCESS_CONTROL_ALLOW_CREDENTIALS
									

									 	 
										AC_ALLOW_CREDENTIALS_FILTER_RESPONSE_HEADER_VALUE
									

									 	 
										Sets the Access-Control-Allow-Credentials response header value in the KIE Server (useful for CORS support).
									

									 	 
										true
									

									 	 
										False
									

									 
	 
										KIE_SERVER_ACCESS_CONTROL_MAX_AGE
									

									 	 
										AC_MAX_AGE_FILTER_RESPONSE_HEADER_VALUE
									

									 	 
										Sets the Access-Control-Max-Age response header value in the KIE Server (useful for CORS support).
									

									 	 
										1
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_HOSTNAME_HTTP
									

									 	 
										HOSTNAME_HTTP
									

									 	 
										Custom hostname for http service route for Business Central. Leave blank for default hostname, e.g.: insecure-<application-name>-rhpamcentr-<project>.<default-domain-suffix>
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_CONTROLLER_OPENSHIFT_GLOBAL_DISCOVERY_ENABLED
									

									 	 
										KIE_SERVER_CONTROLLER_OPENSHIFT_GLOBAL_DISCOVERY_ENABLED
									

									 	 
										If set to true, turns on KIE server global discovery feature (Sets the org.kie.server.controller.openshift.global.discovery.enabled system property)
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										KIE_SERVER_CONTROLLER_OPENSHIFT_PREFER_KIESERVER_SERVICE
									

									 	 
										KIE_SERVER_CONTROLLER_OPENSHIFT_PREFER_KIESERVER_SERVICE
									

									 	 
										If OpenShift integration of Business Central is turned on, setting this parameter to true enables connection to KIE Server via an OpenShift internal Service endpoint. (Sets the org.kie.server.controller.openshift.prefer.kieserver.service system property)
									

									 	 
										true
									

									 	 
										False
									

									 
	 
										KIE_SERVER_CONTROLLER_TEMPLATE_CACHE_TTL
									

									 	 
										KIE_SERVER_CONTROLLER_TEMPLATE_CACHE_TTL
									

									 	 
										KIE ServerTemplate Cache TTL in milliseconds. (Sets the org.kie.server.controller.template.cache.ttl system property)
									

									 	 
										5000
									

									 	 
										False
									

									 
	 
										IMAGE_STREAM_NAMESPACE
									

									 	 
										 — 
									

									 	 
										Namespace in which the ImageStreams for Red Hat Process Automation Manager images are installed. These ImageStreams are normally installed in the openshift namespace. You need to modify this parameter only if you installed the ImageStream in a different namespace/project. Default is "openshift".
									

									 	 
										openshift
									

									 	 
										True
									

									 
	 
										KIE_SERVER_IMAGE_STREAM_NAME
									

									 	 
										 — 
									

									 	 
										The name of the image stream to use for KIE server. Default is "rhpam-kieserver-rhel8".
									

									 	 
										rhpam-kieserver-rhel8
									

									 	 
										True
									

									 
	 
										IMAGE_STREAM_TAG
									

									 	 
										 — 
									

									 	 
										A named pointer to an image in an image stream. Default is "7.9.0".
									

									 	 
										7.9.0
									

									 	 
										True
									

									 
	 
										KIE_SERVER_CONTAINER_DEPLOYMENT
									

									 	 
										KIE_SERVER_CONTAINER_DEPLOYMENT
									

									 	 
										KIE Server Container deployment configuration with optional alias. Format: containerId=groupId:artifactId:version|c2(alias2)=g2:a2:v2
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_ID
									

									 	 
										MAVEN_REPO_ID
									

									 	 
										The id to use for the maven repository, if set. Default is generated randomly.
									

									 	 
										repo-custom
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_URL
									

									 	 
										MAVEN_REPO_URL
									

									 	 
										Fully qualified URL to a Maven repository or service.
									

									 	 
										http://nexus.nexus-project.svc.cluster.local:8081/nexus/content/groups/public/
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_USERNAME
									

									 	 
										MAVEN_REPO_USERNAME
									

									 	 
										User name for accessing the Maven repository, if required.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_PASSWORD
									

									 	 
										MAVEN_REPO_PASSWORD
									

									 	 
										Password to access the Maven repository, if required.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										GIT_HOOKS_DIR
									

									 	 
										GIT_HOOKS_DIR
									

									 	 
										The directory to use for git hooks, if required.
									

									 	 
										/opt/kie/data/git/hooks
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_MEMORY_LIMIT
									

									 	 
										 — 
									

									 	 
										Business Central Container memory limit.
									

									 	 
										2Gi
									

									 	 
										False
									

									 
	 
										KIE_SERVER_MEMORY_LIMIT
									

									 	 
										 — 
									

									 	 
										KIE server Container memory limit.
									

									 	 
										1Gi
									

									 	 
										False
									

									 
	 
										SSO_URL
									

									 	 
										SSO_URL
									

									 	 
										RH-SSO URL.
									

									 	 
										https://rh-sso.example.com/auth
									

									 	 
										False
									

									 
	 
										SSO_REALM
									

									 	 
										SSO_REALM
									

									 	 
										RH-SSO Realm name.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_SSO_CLIENT
									

									 	 
										SSO_CLIENT
									

									 	 
										Business Central RH-SSO Client name.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_SSO_SECRET
									

									 	 
										SSO_SECRET
									

									 	 
										Business Central RH-SSO Client Secret.
									

									 	 
										252793ed-7118-4ca8-8dab-5622fa97d892
									

									 	 
										False
									

									 
	 
										KIE_SERVER_SSO_CLIENT
									

									 	 
										SSO_CLIENT
									

									 	 
										KIE Server RH-SSO Client name.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_SSO_SECRET
									

									 	 
										SSO_SECRET
									

									 	 
										KIE Server RH-SSO Client Secret.
									

									 	 
										252793ed-7118-4ca8-8dab-5622fa97d892
									

									 	 
										False
									

									 
	 
										SSO_USERNAME
									

									 	 
										SSO_USERNAME
									

									 	 
										RH-SSO Realm admin user name for creating the Client if it doesn’t exist.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										SSO_PASSWORD
									

									 	 
										SSO_PASSWORD
									

									 	 
										RH-SSO Realm Admin Password used to create the Client.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
									

									 	 
										SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
									

									 	 
										RH-SSO Disable SSL Certificate Validation.
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										SSO_PRINCIPAL_ATTRIBUTE
									

									 	 
										SSO_PRINCIPAL_ATTRIBUTE
									

									 	 
										RH-SSO Principal Attribute to use as user name.
									

									 	 
										preferred_username
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_URL
									

									 	 
										AUTH_LDAP_URL
									

									 	 
										LDAP endpoint to connect for authentication. For failover, set two or more LDAP endpoints separated by space.
									

									 	 
										ldap://myldap.example.com:389
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BIND_DN
									

									 	 
										AUTH_LDAP_BIND_DN
									

									 	 
										Bind DN used for authentication.
									

									 	 
										uid=admin,ou=users,ou=example,ou=com
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BIND_CREDENTIAL
									

									 	 
										AUTH_LDAP_BIND_CREDENTIAL
									

									 	 
										LDAP Credentials used for authentication.
									

									 	 
										Password
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_JAAS_SECURITY_DOMAIN
									

									 	 
										AUTH_LDAP_JAAS_SECURITY_DOMAIN
									

									 	 
										The JMX ObjectName of the JaasSecurityDomain used to decrypt the password.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BASE_CTX_DN
									

									 	 
										AUTH_LDAP_BASE_CTX_DN
									

									 	 
										LDAP Base DN of the top-level context to begin the user search.
									

									 	 
										ou=users,ou=example,ou=com
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BASE_FILTER
									

									 	 
										AUTH_LDAP_BASE_FILTER
									

									 	 
										LDAP search filter used to locate the context of the user to authenticate. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. A common example for the search filter is (uid={0}).
									

									 	 
										(uid={0})
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_SEARCH_SCOPE
									

									 	 
										AUTH_LDAP_SEARCH_SCOPE
									

									 	 
										The search scope to use.
									

									 	 
										SUBTREE_SCOPE
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_SEARCH_TIME_LIMIT
									

									 	 
										AUTH_LDAP_SEARCH_TIME_LIMIT
									

									 	 
										The timeout in milliseconds for user or role searches.
									

									 	 
										10000
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
									

									 	 
										AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
									

									 	 
										The name of the attribute in the user entry that contains the DN of the user. This may be necessary if the DN of the user itself contains special characters, backslash for example, that prevent correct user mapping. If the attribute does not exist, the entry’s DN is used.
									

									 	 
										distinguishedName
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_PARSE_USERNAME
									

									 	 
										AUTH_LDAP_PARSE_USERNAME
									

									 	 
										A flag indicating if the DN is to be parsed for the user name. If set to true, the DN is parsed for the user name. If set to false the DN is not parsed for the user name. This option is used together with usernameBeginString and usernameEndString.
									

									 	 
										true
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_USERNAME_BEGIN_STRING
									

									 	 
										AUTH_LDAP_USERNAME_BEGIN_STRING
									

									 	 
										Defines the String which is to be removed from the start of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_USERNAME_END_STRING
									

									 	 
										AUTH_LDAP_USERNAME_END_STRING
									

									 	 
										Defines the String which is to be removed from the end of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_ATTRIBUTE_ID
									

									 	 
										AUTH_LDAP_ROLE_ATTRIBUTE_ID
									

									 	 
										Name of the attribute containing the user roles.
									

									 	 
										memberOf
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLES_CTX_DN
									

									 	 
										AUTH_LDAP_ROLES_CTX_DN
									

									 	 
										The fixed DN of the context to search for user roles. This is not the DN where the actual roles are, but the DN where the objects containing the user roles are. For example, in a Microsoft Active Directory server, this is the DN where the user account is.
									

									 	 
										ou=groups,ou=example,ou=com
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_FILTER
									

									 	 
										AUTH_LDAP_ROLE_FILTER
									

									 	 
										A search filter used to locate the roles associated with the authenticated user. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. The authenticated userDN is substituted into the filter anywhere a {1} is used. An example search filter that matches on the input username is (member={0}). An alternative that matches on the authenticated userDN is (member={1}).
									

									 	 
										(memberOf={1})
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_RECURSION
									

									 	 
										AUTH_LDAP_ROLE_RECURSION
									

									 	 
										The number of levels of recursion the role search will go below a matching context. Disable recursion by setting this to 0.
									

									 	 
										1
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_DEFAULT_ROLE
									

									 	 
										AUTH_LDAP_DEFAULT_ROLE
									

									 	 
										A role included for all authenticated users.
									

									 	 
										user
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
									

									 	 
										AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
									

									 	 
										Name of the attribute within the roleCtxDN context which contains the role name. If the roleAttributeIsDN property is set to true, this property is used to find the role object’s name attribute.
									

									 	 
										name
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
									

									 	 
										AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
									

									 	 
										A flag indicating if the DN returned by a query contains the roleNameAttributeID. If set to true, the DN is checked for the roleNameAttributeID. If set to false, the DN is not checked for the roleNameAttributeID. This flag can improve the performance of LDAP queries.
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
									

									 	 
										AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
									

									 	 
										Whether or not the roleAttributeID contains the fully-qualified DN of a role object. If false, the role name is taken from the value of the roleNameAttributeId attribute of the context name. Certain directory schemas, such as Microsoft Active Directory, require this attribute to be set to true.
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
									

									 	 
										AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
									

									 	 
										If you are not using referrals, you can ignore this option. When using referrals, this option denotes the attribute name which contains users defined for a certain role, for example member, if the role object is inside the referral. Users are checked against the content of this attribute name. If this option is not set, the check will always fail, so role objects cannot be stored in a referral tree.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_ROLE_MAPPER_ROLES_PROPERTIES
									

									 	 
										AUTH_ROLE_MAPPER_ROLES_PROPERTIES
									

									 	 
										When present, the RoleMapping Login Module will be configured to use the provided file. This parameter defines the fully-qualified file path and name of a properties file or resource which maps roles to replacement roles. The format is original_role=role1,role2,role3
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_ROLE_MAPPER_REPLACE_ROLE
									

									 	 
										AUTH_ROLE_MAPPER_REPLACE_ROLE
									

									 	 
										Whether to add to the current roles, or replace the current roles with the mapped ones. Replaces if set to true.
									

									 	 
										 — 
									

									 	 
										False
									

									 



Objects




						The CLI supports various object types. A list of these object types as well as their abbreviations can be found in the Openshift documentation.
					
Services




							A service is an abstraction which defines a logical set of pods and a policy by which to access them. See the container-engine documentation for more information.
						
	Service	Port	Name	Description
	 
											${APPLICATION_NAME}-rhpamcentr
										

										 	 
											8080
										

										 	 
											http
										

										 	 
											All the Business Central web server’s ports.
										

										 
	 
											${APPLICATION_NAME}-kieserver
										

										 	 
											8080
										

										 	 
											 — 
										

										 	 
											All the KIE server web server’s ports.
										

										 



Routes




							A route is a way to expose a service by giving it an externally reachable hostname such as www.example.com. A defined route and the endpoints identified by its service can be consumed by a router to provide named connectivity from external clients to your applications. Each route consists of a route name, service selector, and (optionally) security configuration. See the Openshift documentation for more information.
						
	Service	Security	Hostname
	 
											insecure-${APPLICATION_NAME}-rhpamcentr-http
										

										 	 
											none
										

										 	 
											${BUSINESS_CENTRAL_HOSTNAME_HTTP}
										

										 
	 
											insecure-${APPLICATION_NAME}-kieserver-http
										

										 	 
											none
										

										 	 
											${KIE_SERVER_HOSTNAME_HTTP}
										

										 



Deployment Configurations




							A deployment in OpenShift is a replication controller based on a user-defined template called a deployment configuration. Deployments are created manually or in response to triggered events. See the Openshift documentation for more information.
						
Triggers




								A trigger drives the creation of new deployments in response to events, both inside and outside OpenShift. See the Openshift documentation for more information.
							
	Deployment	Triggers
	 
												${APPLICATION_NAME}-rhpamcentr
											

											 	 
												ImageChange
											

											 
	 
												${APPLICATION_NAME}-kieserver
											

											 	 
												ImageChange
											

											 



Replicas




								A replication controller ensures that a specified number of pod "replicas" are running at any one time. If there are too many, the replication controller kills some pods. If there are too few, it starts more. See the container-engine documentation for more information.
							
	Deployment	Replicas
	 
												${APPLICATION_NAME}-rhpamcentr
											

											 	 
												1
											

											 
	 
												${APPLICATION_NAME}-kieserver
											

											 	 
												1
											

											 



Pod Template



Service Accounts




									Service accounts are API objects that exist within each project. They can be created or deleted like any other API object. See the Openshift documentation for more information.
								
	Deployment	Service Account
	 
													${APPLICATION_NAME}-rhpamcentr
												

												 	 
													${APPLICATION_NAME}-rhpamsvc
												

												 
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													${APPLICATION_NAME}-rhpamsvc
												

												 



Image



	Deployment	Image
	 
													${APPLICATION_NAME}-rhpamcentr
												

												 	 
													rhpam-businesscentral-rhel8
												

												 
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													${KIE_SERVER_IMAGE_STREAM_NAME}
												

												 



Readiness Probe



${APPLICATION_NAME}-rhpamcentr

										

Http Get on http://localhost:8080/rest/ready


									
${APPLICATION_NAME}-kieserver

										

Http Get on http://localhost:8080/services/rest/server/readycheck


									

Liveness Probe



${APPLICATION_NAME}-rhpamcentr

										

Http Get on http://localhost:8080/rest/healthy


									
${APPLICATION_NAME}-kieserver

										

Http Get on http://localhost:8080/services/rest/server/healthcheck


									

Exposed Ports



	Deployments	Name	Port	Protocol
	 
													${APPLICATION_NAME}-rhpamcentr
												

												 	 
													jolokia
												

												 	 
													8778
												

												 	 
													TCP
												

												 
	 
													http
												

												 	 
													8080
												

												 	 
													TCP
												

												 
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													jolokia
												

												 	 
													8778
												

												 	 
													TCP
												

												 
	 
													http
												

												 	 
													8080
												

												 	 
													TCP
												

												 



Image Environment Variables



	Deployment	Variable name	Description	Example value
	 
													${APPLICATION_NAME}-rhpamcentr
												

												 	 
													WORKBENCH_ROUTE_NAME
												

												 	 
													 — 
												

												 	 
													insecure-${APPLICATION_NAME}-rhpamcentr
												

												 
	 
													KIE_ADMIN_USER
												

												 	 
													KIE administrator user name.
												

												 	 
													${KIE_ADMIN_USER}
												

												 
	 
													KIE_ADMIN_PWD
												

												 	 
													Default password used for multiple components for user convenience in this trial environment.
												

												 	 
													${DEFAULT_PASSWORD}
												

												 
	 
													KIE_MBEANS
												

												 	 
													KIE server mbeans enabled/disabled. (Sets the kie.mbeans and kie.scanner.mbeans system properties)
												

												 	 
													${KIE_MBEANS}
												

												 
	 
													KIE_SERVER_CONTROLLER_OPENSHIFT_ENABLED
												

												 	 
													 — 
												

												 	 
													true
												

												 
	 
													KIE_SERVER_CONTROLLER_OPENSHIFT_GLOBAL_DISCOVERY_ENABLED
												

												 	 
													If set to true, turns on KIE server global discovery feature (Sets the org.kie.server.controller.openshift.global.discovery.enabled system property)
												

												 	 
													${KIE_SERVER_CONTROLLER_OPENSHIFT_GLOBAL_DISCOVERY_ENABLED}
												

												 
	 
													KIE_SERVER_CONTROLLER_OPENSHIFT_PREFER_KIESERVER_SERVICE
												

												 	 
													If OpenShift integration of Business Central is turned on, setting this parameter to true enables connection to KIE Server via an OpenShift internal Service endpoint. (Sets the org.kie.server.controller.openshift.prefer.kieserver.service system property)
												

												 	 
													${KIE_SERVER_CONTROLLER_OPENSHIFT_PREFER_KIESERVER_SERVICE}
												

												 
	 
													KIE_SERVER_CONTROLLER_TEMPLATE_CACHE_TTL
												

												 	 
													KIE ServerTemplate Cache TTL in milliseconds. (Sets the org.kie.server.controller.template.cache.ttl system property)
												

												 	 
													${KIE_SERVER_CONTROLLER_TEMPLATE_CACHE_TTL}
												

												 
	 
													MAVEN_REPO_ID
												

												 	 
													The id to use for the maven repository, if set. Default is generated randomly.
												

												 	 
													${MAVEN_REPO_ID}
												

												 
	 
													MAVEN_REPO_URL
												

												 	 
													Fully qualified URL to a Maven repository or service.
												

												 	 
													${MAVEN_REPO_URL}
												

												 
	 
													MAVEN_REPO_USERNAME
												

												 	 
													User name for accessing the Maven repository, if required.
												

												 	 
													${MAVEN_REPO_USERNAME}
												

												 
	 
													MAVEN_REPO_PASSWORD
												

												 	 
													Password to access the Maven repository, if required.
												

												 	 
													${MAVEN_REPO_PASSWORD}
												

												 
	 
													GIT_HOOKS_DIR
												

												 	 
													The directory to use for git hooks, if required.
												

												 	 
													${GIT_HOOKS_DIR}
												

												 
	 
													KUBERNETES_NAMESPACE
												

												 	 
													 — 
												

												 	 
													 — 
												

												 
	 
													SSO_URL
												

												 	 
													RH-SSO URL.
												

												 	 
													${SSO_URL}
												

												 
	 
													SSO_OPENIDCONNECT_DEPLOYMENTS
												

												 	 
													 — 
												

												 	 
													ROOT.war
												

												 
	 
													SSO_REALM
												

												 	 
													RH-SSO Realm name.
												

												 	 
													${SSO_REALM}
												

												 
	 
													SSO_SECRET
												

												 	 
													Business Central RH-SSO Client Secret.
												

												 	 
													${BUSINESS_CENTRAL_SSO_SECRET}
												

												 
	 
													SSO_CLIENT
												

												 	 
													Business Central RH-SSO Client name.
												

												 	 
													${BUSINESS_CENTRAL_SSO_CLIENT}
												

												 
	 
													SSO_USERNAME
												

												 	 
													RH-SSO Realm admin user name for creating the Client if it doesn’t exist.
												

												 	 
													${SSO_USERNAME}
												

												 
	 
													SSO_PASSWORD
												

												 	 
													RH-SSO Realm Admin Password used to create the Client.
												

												 	 
													${SSO_PASSWORD}
												

												 
	 
													SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
												

												 	 
													RH-SSO Disable SSL Certificate Validation.
												

												 	 
													${SSO_DISABLE_SSL_CERTIFICATE_VALIDATION}
												

												 
	 
													SSO_PRINCIPAL_ATTRIBUTE
												

												 	 
													RH-SSO Principal Attribute to use as user name.
												

												 	 
													${SSO_PRINCIPAL_ATTRIBUTE}
												

												 
	 
													HOSTNAME_HTTP
												

												 	 
													Custom hostname for http service route for Business Central. Leave blank for default hostname, e.g.: insecure-<application-name>-rhpamcentr-<project>.<default-domain-suffix>
												

												 	 
													${BUSINESS_CENTRAL_HOSTNAME_HTTP}
												

												 
	 
													AUTH_LDAP_URL
												

												 	 
													LDAP endpoint to connect for authentication. For failover, set two or more LDAP endpoints separated by space.
												

												 	 
													${AUTH_LDAP_URL}
												

												 
	 
													AUTH_LDAP_BIND_DN
												

												 	 
													Bind DN used for authentication.
												

												 	 
													${AUTH_LDAP_BIND_DN}
												

												 
	 
													AUTH_LDAP_BIND_CREDENTIAL
												

												 	 
													LDAP Credentials used for authentication.
												

												 	 
													${AUTH_LDAP_BIND_CREDENTIAL}
												

												 
	 
													AUTH_LDAP_JAAS_SECURITY_DOMAIN
												

												 	 
													The JMX ObjectName of the JaasSecurityDomain used to decrypt the password.
												

												 	 
													${AUTH_LDAP_JAAS_SECURITY_DOMAIN}
												

												 
	 
													AUTH_LDAP_BASE_CTX_DN
												

												 	 
													LDAP Base DN of the top-level context to begin the user search.
												

												 	 
													${AUTH_LDAP_BASE_CTX_DN}
												

												 
	 
													AUTH_LDAP_BASE_FILTER
												

												 	 
													LDAP search filter used to locate the context of the user to authenticate. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. A common example for the search filter is (uid={0}).
												

												 	 
													${AUTH_LDAP_BASE_FILTER}
												

												 
	 
													AUTH_LDAP_SEARCH_SCOPE
												

												 	 
													The search scope to use.
												

												 	 
													${AUTH_LDAP_SEARCH_SCOPE}
												

												 
	 
													AUTH_LDAP_SEARCH_TIME_LIMIT
												

												 	 
													The timeout in milliseconds for user or role searches.
												

												 	 
													${AUTH_LDAP_SEARCH_TIME_LIMIT}
												

												 
	 
													AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
												

												 	 
													The name of the attribute in the user entry that contains the DN of the user. This may be necessary if the DN of the user itself contains special characters, backslash for example, that prevent correct user mapping. If the attribute does not exist, the entry’s DN is used.
												

												 	 
													${AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE}
												

												 
	 
													AUTH_LDAP_PARSE_USERNAME
												

												 	 
													A flag indicating if the DN is to be parsed for the user name. If set to true, the DN is parsed for the user name. If set to false the DN is not parsed for the user name. This option is used together with usernameBeginString and usernameEndString.
												

												 	 
													${AUTH_LDAP_PARSE_USERNAME}
												

												 
	 
													AUTH_LDAP_USERNAME_BEGIN_STRING
												

												 	 
													Defines the String which is to be removed from the start of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
												

												 	 
													${AUTH_LDAP_USERNAME_BEGIN_STRING}
												

												 
	 
													AUTH_LDAP_USERNAME_END_STRING
												

												 	 
													Defines the String which is to be removed from the end of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
												

												 	 
													${AUTH_LDAP_USERNAME_END_STRING}
												

												 
	 
													AUTH_LDAP_ROLE_ATTRIBUTE_ID
												

												 	 
													Name of the attribute containing the user roles.
												

												 	 
													${AUTH_LDAP_ROLE_ATTRIBUTE_ID}
												

												 
	 
													AUTH_LDAP_ROLES_CTX_DN
												

												 	 
													The fixed DN of the context to search for user roles. This is not the DN where the actual roles are, but the DN where the objects containing the user roles are. For example, in a Microsoft Active Directory server, this is the DN where the user account is.
												

												 	 
													${AUTH_LDAP_ROLES_CTX_DN}
												

												 
	 
													AUTH_LDAP_ROLE_FILTER
												

												 	 
													A search filter used to locate the roles associated with the authenticated user. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. The authenticated userDN is substituted into the filter anywhere a {1} is used. An example search filter that matches on the input username is (member={0}). An alternative that matches on the authenticated userDN is (member={1}).
												

												 	 
													${AUTH_LDAP_ROLE_FILTER}
												

												 
	 
													AUTH_LDAP_ROLE_RECURSION
												

												 	 
													The number of levels of recursion the role search will go below a matching context. Disable recursion by setting this to 0.
												

												 	 
													${AUTH_LDAP_ROLE_RECURSION}
												

												 
	 
													AUTH_LDAP_DEFAULT_ROLE
												

												 	 
													A role included for all authenticated users.
												

												 	 
													${AUTH_LDAP_DEFAULT_ROLE}
												

												 
	 
													AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
												

												 	 
													Name of the attribute within the roleCtxDN context which contains the role name. If the roleAttributeIsDN property is set to true, this property is used to find the role object’s name attribute.
												

												 	 
													${AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID}
												

												 
	 
													AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
												

												 	 
													A flag indicating if the DN returned by a query contains the roleNameAttributeID. If set to true, the DN is checked for the roleNameAttributeID. If set to false, the DN is not checked for the roleNameAttributeID. This flag can improve the performance of LDAP queries.
												

												 	 
													${AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN}
												

												 
	 
													AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
												

												 	 
													Whether or not the roleAttributeID contains the fully-qualified DN of a role object. If false, the role name is taken from the value of the roleNameAttributeId attribute of the context name. Certain directory schemas, such as Microsoft Active Directory, require this attribute to be set to true.
												

												 	 
													${AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN}
												

												 
	 
													AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
												

												 	 
													If you are not using referrals, you can ignore this option. When using referrals, this option denotes the attribute name which contains users defined for a certain role, for example member, if the role object is inside the referral. Users are checked against the content of this attribute name. If this option is not set, the check will always fail, so role objects cannot be stored in a referral tree.
												

												 	 
													${AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK}
												

												 
	 
													AUTH_ROLE_MAPPER_ROLES_PROPERTIES
												

												 	 
													When present, the RoleMapping Login Module will be configured to use the provided file. This parameter defines the fully-qualified file path and name of a properties file or resource which maps roles to replacement roles. The format is original_role=role1,role2,role3
												

												 	 
													${AUTH_ROLE_MAPPER_ROLES_PROPERTIES}
												

												 
	 
													AUTH_ROLE_MAPPER_REPLACE_ROLE
												

												 	 
													Whether to add to the current roles, or replace the current roles with the mapped ones. Replaces if set to true.
												

												 	 
													${AUTH_ROLE_MAPPER_REPLACE_ROLE}
												

												 
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													WORKBENCH_SERVICE_NAME
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-rhpamcentr
												

												 
	 
													KIE_ADMIN_USER
												

												 	 
													KIE administrator user name.
												

												 	 
													${KIE_ADMIN_USER}
												

												 
	 
													KIE_ADMIN_PWD
												

												 	 
													Default password used for multiple components for user convenience in this trial environment.
												

												 	 
													${DEFAULT_PASSWORD}
												

												 
	 
													KIE_SERVER_MODE
												

												 	 
													The KIE Server mode. Valid values are 'DEVELOPMENT' or 'PRODUCTION'. In production mode, you can not deploy SNAPSHOT versions of artifacts on the KIE server and can not change the version of an artifact in an existing container. (Sets the org.kie.server.mode system property).
												

												 	 
													${KIE_SERVER_MODE}
												

												 
	 
													KIE_MBEANS
												

												 	 
													KIE server mbeans enabled/disabled. (Sets the kie.mbeans and kie.scanner.mbeans system properties)
												

												 	 
													${KIE_MBEANS}
												

												 
	 
													DROOLS_SERVER_FILTER_CLASSES
												

												 	 
													KIE server class filtering. (Sets the org.drools.server.filter.classes system property)
												

												 	 
													${DROOLS_SERVER_FILTER_CLASSES}
												

												 
	 
													PROMETHEUS_SERVER_EXT_DISABLED
												

												 	 
													If set to false, the prometheus server extension will be enabled. (Sets the org.kie.prometheus.server.ext.disabled system property)
												

												 	 
													${PROMETHEUS_SERVER_EXT_DISABLED}
												

												 
	 
													KIE_SERVER_BYPASS_AUTH_USER
												

												 	 
													Allows the KIE server to bypass the authenticated user for task-related operations e.g. queries. (Sets the org.kie.server.bypass.auth.user system property)
												

												 	 
													${KIE_SERVER_BYPASS_AUTH_USER}
												

												 
	 
													KIE_SERVER_ID
												

												 	 
													 — 
												

												 	 
													 — 
												

												 
	 
													KIE_SERVER_ROUTE_NAME
												

												 	 
													 — 
												

												 	 
													insecure-${APPLICATION_NAME}-kieserver
												

												 
	 
													KIE_SERVER_STARTUP_STRATEGY
												

												 	 
													 — 
												

												 	 
													OpenShiftStartupStrategy
												

												 
	 
													KIE_SERVER_CONTAINER_DEPLOYMENT
												

												 	 
													KIE Server Container deployment configuration with optional alias. Format: containerId=groupId:artifactId:version|c2(alias2)=g2:a2:v2
												

												 	 
													${KIE_SERVER_CONTAINER_DEPLOYMENT}
												

												 
	 
													MAVEN_REPOS
												

												 	 
													 — 
												

												 	 
													RHPAMCENTR,EXTERNAL
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_ID
												

												 	 
													 — 
												

												 	 
													repo-rhpamcentr
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_SERVICE
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-rhpamcentr
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_PATH
												

												 	 
													 — 
												

												 	 
													/maven2/
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_USERNAME
												

												 	 
													KIE administrator user name.
												

												 	 
													${KIE_ADMIN_USER}
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_PASSWORD
												

												 	 
													Default password used for multiple components for user convenience in this trial environment.
												

												 	 
													${DEFAULT_PASSWORD}
												

												 
	 
													EXTERNAL_MAVEN_REPO_ID
												

												 	 
													The id to use for the maven repository, if set. Default is generated randomly.
												

												 	 
													${MAVEN_REPO_ID}
												

												 
	 
													EXTERNAL_MAVEN_REPO_URL
												

												 	 
													Fully qualified URL to a Maven repository or service.
												

												 	 
													${MAVEN_REPO_URL}
												

												 
	 
													EXTERNAL_MAVEN_REPO_USERNAME
												

												 	 
													User name for accessing the Maven repository, if required.
												

												 	 
													${MAVEN_REPO_USERNAME}
												

												 
	 
													EXTERNAL_MAVEN_REPO_PASSWORD
												

												 	 
													Password to access the Maven repository, if required.
												

												 	 
													${MAVEN_REPO_PASSWORD}
												

												 
	 
													KUBERNETES_NAMESPACE
												

												 	 
													 — 
												

												 	 
													 — 
												

												 
	 
													SSO_URL
												

												 	 
													RH-SSO URL.
												

												 	 
													${SSO_URL}
												

												 
	 
													SSO_OPENIDCONNECT_DEPLOYMENTS
												

												 	 
													 — 
												

												 	 
													ROOT.war
												

												 
	 
													SSO_REALM
												

												 	 
													RH-SSO Realm name.
												

												 	 
													${SSO_REALM}
												

												 
	 
													SSO_SECRET
												

												 	 
													KIE Server RH-SSO Client Secret.
												

												 	 
													${KIE_SERVER_SSO_SECRET}
												

												 
	 
													SSO_CLIENT
												

												 	 
													KIE Server RH-SSO Client name.
												

												 	 
													${KIE_SERVER_SSO_CLIENT}
												

												 
	 
													SSO_USERNAME
												

												 	 
													RH-SSO Realm admin user name for creating the Client if it doesn’t exist.
												

												 	 
													${SSO_USERNAME}
												

												 
	 
													SSO_PASSWORD
												

												 	 
													RH-SSO Realm Admin Password used to create the Client.
												

												 	 
													${SSO_PASSWORD}
												

												 
	 
													SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
												

												 	 
													RH-SSO Disable SSL Certificate Validation.
												

												 	 
													${SSO_DISABLE_SSL_CERTIFICATE_VALIDATION}
												

												 
	 
													SSO_PRINCIPAL_ATTRIBUTE
												

												 	 
													RH-SSO Principal Attribute to use as user name.
												

												 	 
													${SSO_PRINCIPAL_ATTRIBUTE}
												

												 
	 
													HOSTNAME_HTTP
												

												 	 
													Custom hostname for http service route. Leave blank for default hostname, e.g.: insecure-<application-name>-kieserver-<project>.<default-domain-suffix>
												

												 	 
													${KIE_SERVER_HOSTNAME_HTTP}
												

												 
	 
													AUTH_LDAP_URL
												

												 	 
													LDAP endpoint to connect for authentication. For failover, set two or more LDAP endpoints separated by space.
												

												 	 
													${AUTH_LDAP_URL}
												

												 
	 
													AUTH_LDAP_BIND_DN
												

												 	 
													Bind DN used for authentication.
												

												 	 
													${AUTH_LDAP_BIND_DN}
												

												 
	 
													AUTH_LDAP_BIND_CREDENTIAL
												

												 	 
													LDAP Credentials used for authentication.
												

												 	 
													${AUTH_LDAP_BIND_CREDENTIAL}
												

												 
	 
													AUTH_LDAP_JAAS_SECURITY_DOMAIN
												

												 	 
													The JMX ObjectName of the JaasSecurityDomain used to decrypt the password.
												

												 	 
													${AUTH_LDAP_JAAS_SECURITY_DOMAIN}
												

												 
	 
													AUTH_LDAP_BASE_CTX_DN
												

												 	 
													LDAP Base DN of the top-level context to begin the user search.
												

												 	 
													${AUTH_LDAP_BASE_CTX_DN}
												

												 
	 
													AUTH_LDAP_BASE_FILTER
												

												 	 
													LDAP search filter used to locate the context of the user to authenticate. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. A common example for the search filter is (uid={0}).
												

												 	 
													${AUTH_LDAP_BASE_FILTER}
												

												 
	 
													AUTH_LDAP_SEARCH_SCOPE
												

												 	 
													The search scope to use.
												

												 	 
													${AUTH_LDAP_SEARCH_SCOPE}
												

												 
	 
													AUTH_LDAP_SEARCH_TIME_LIMIT
												

												 	 
													The timeout in milliseconds for user or role searches.
												

												 	 
													${AUTH_LDAP_SEARCH_TIME_LIMIT}
												

												 
	 
													AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
												

												 	 
													The name of the attribute in the user entry that contains the DN of the user. This may be necessary if the DN of the user itself contains special characters, backslash for example, that prevent correct user mapping. If the attribute does not exist, the entry’s DN is used.
												

												 	 
													${AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE}
												

												 
	 
													AUTH_LDAP_PARSE_USERNAME
												

												 	 
													A flag indicating if the DN is to be parsed for the user name. If set to true, the DN is parsed for the user name. If set to false the DN is not parsed for the user name. This option is used together with usernameBeginString and usernameEndString.
												

												 	 
													${AUTH_LDAP_PARSE_USERNAME}
												

												 
	 
													AUTH_LDAP_USERNAME_BEGIN_STRING
												

												 	 
													Defines the String which is to be removed from the start of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
												

												 	 
													${AUTH_LDAP_USERNAME_BEGIN_STRING}
												

												 
	 
													AUTH_LDAP_USERNAME_END_STRING
												

												 	 
													Defines the String which is to be removed from the end of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
												

												 	 
													${AUTH_LDAP_USERNAME_END_STRING}
												

												 
	 
													AUTH_LDAP_ROLE_ATTRIBUTE_ID
												

												 	 
													Name of the attribute containing the user roles.
												

												 	 
													${AUTH_LDAP_ROLE_ATTRIBUTE_ID}
												

												 
	 
													AUTH_LDAP_ROLES_CTX_DN
												

												 	 
													The fixed DN of the context to search for user roles. This is not the DN where the actual roles are, but the DN where the objects containing the user roles are. For example, in a Microsoft Active Directory server, this is the DN where the user account is.
												

												 	 
													${AUTH_LDAP_ROLES_CTX_DN}
												

												 
	 
													AUTH_LDAP_ROLE_FILTER
												

												 	 
													A search filter used to locate the roles associated with the authenticated user. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. The authenticated userDN is substituted into the filter anywhere a {1} is used. An example search filter that matches on the input username is (member={0}). An alternative that matches on the authenticated userDN is (member={1}).
												

												 	 
													${AUTH_LDAP_ROLE_FILTER}
												

												 
	 
													AUTH_LDAP_ROLE_RECURSION
												

												 	 
													The number of levels of recursion the role search will go below a matching context. Disable recursion by setting this to 0.
												

												 	 
													${AUTH_LDAP_ROLE_RECURSION}
												

												 
	 
													AUTH_LDAP_DEFAULT_ROLE
												

												 	 
													A role included for all authenticated users.
												

												 	 
													${AUTH_LDAP_DEFAULT_ROLE}
												

												 
	 
													AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
												

												 	 
													Name of the attribute within the roleCtxDN context which contains the role name. If the roleAttributeIsDN property is set to true, this property is used to find the role object’s name attribute.
												

												 	 
													${AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID}
												

												 
	 
													AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
												

												 	 
													A flag indicating if the DN returned by a query contains the roleNameAttributeID. If set to true, the DN is checked for the roleNameAttributeID. If set to false, the DN is not checked for the roleNameAttributeID. This flag can improve the performance of LDAP queries.
												

												 	 
													${AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN}
												

												 
	 
													AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
												

												 	 
													Whether or not the roleAttributeID contains the fully-qualified DN of a role object. If false, the role name is taken from the value of the roleNameAttributeId attribute of the context name. Certain directory schemas, such as Microsoft Active Directory, require this attribute to be set to true.
												

												 	 
													${AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN}
												

												 
	 
													AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
												

												 	 
													If you are not using referrals, you can ignore this option. When using referrals, this option denotes the attribute name which contains users defined for a certain role, for example member, if the role object is inside the referral. Users are checked against the content of this attribute name. If this option is not set, the check will always fail, so role objects cannot be stored in a referral tree.
												

												 	 
													${AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK}
												

												 
	 
													AUTH_ROLE_MAPPER_ROLES_PROPERTIES
												

												 	 
													When present, the RoleMapping Login Module will be configured to use the provided file. This parameter defines the fully-qualified file path and name of a properties file or resource which maps roles to replacement roles. The format is original_role=role1,role2,role3
												

												 	 
													${AUTH_ROLE_MAPPER_ROLES_PROPERTIES}
												

												 
	 
													AUTH_ROLE_MAPPER_REPLACE_ROLE
												

												 	 
													Whether to add to the current roles, or replace the current roles with the mapped ones. Replaces if set to true.
												

												 	 
													${AUTH_ROLE_MAPPER_REPLACE_ROLE}
												

												 
	 
													FILTERS
												

												 	 
													 — 
												

												 	 
													AC_ALLOW_ORIGIN,AC_ALLOW_METHODS,AC_ALLOW_HEADERS,AC_ALLOW_CREDENTIALS,AC_MAX_AGE
												

												 
	 
													AC_ALLOW_ORIGIN_FILTER_RESPONSE_HEADER_NAME
												

												 	 
													 — 
												

												 	 
													Access-Control-Allow-Origin
												

												 
	 
													AC_ALLOW_ORIGIN_FILTER_RESPONSE_HEADER_VALUE
												

												 	 
													Sets the Access-Control-Allow-Origin response header value in the KIE Server (useful for CORS support).
												

												 	 
													${KIE_SERVER_ACCESS_CONTROL_ALLOW_ORIGIN}
												

												 
	 
													AC_ALLOW_METHODS_FILTER_RESPONSE_HEADER_NAME
												

												 	 
													 — 
												

												 	 
													Access-Control-Allow-Methods
												

												 
	 
													AC_ALLOW_METHODS_FILTER_RESPONSE_HEADER_VALUE
												

												 	 
													Sets the Access-Control-Allow-Methods response header value in the KIE Server (useful for CORS support).
												

												 	 
													${KIE_SERVER_ACCESS_CONTROL_ALLOW_METHODS}
												

												 
	 
													AC_ALLOW_HEADERS_FILTER_RESPONSE_HEADER_NAME
												

												 	 
													 — 
												

												 	 
													Access-Control-Allow-Headers
												

												 
	 
													AC_ALLOW_HEADERS_FILTER_RESPONSE_HEADER_VALUE
												

												 	 
													Sets the Access-Control-Allow-Headers response header value in the KIE Server (useful for CORS support).
												

												 	 
													${KIE_SERVER_ACCESS_CONTROL_ALLOW_HEADERS}
												

												 
	 
													AC_ALLOW_CREDENTIALS_FILTER_RESPONSE_HEADER_NAME
												

												 	 
													 — 
												

												 	 
													Access-Control-Allow-Credentials
												

												 
	 
													AC_ALLOW_CREDENTIALS_FILTER_RESPONSE_HEADER_VALUE
												

												 	 
													Sets the Access-Control-Allow-Credentials response header value in the KIE Server (useful for CORS support).
												

												 	 
													${KIE_SERVER_ACCESS_CONTROL_ALLOW_CREDENTIALS}
												

												 
	 
													AC_MAX_AGE_FILTER_RESPONSE_HEADER_NAME
												

												 	 
													 — 
												

												 	 
													Access-Control-Max-Age
												

												 
	 
													AC_MAX_AGE_FILTER_RESPONSE_HEADER_VALUE
												

												 	 
													Sets the Access-Control-Max-Age response header value in the KIE Server (useful for CORS support).
												

												 	 
													${KIE_SERVER_ACCESS_CONTROL_MAX_AGE}
												

												 





External Dependencies



Secrets




								This template requires the following secrets to be installed for the application to run.
							




rhpam79-authoring.yaml template




					Application template for a non-HA persistent authoring environment, for Red Hat Process Automation Manager 7.9 - Deprecated
				
Parameters




						Templates allow you to define parameters that take on a value. That value is then substituted wherever the parameter is referenced. References can be defined in any text field in the objects list field. See the Openshift documentation for more information.
					
	Variable name	Image Environment Variable	Description	Example value	Required
	 
										APPLICATION_NAME
									

									 	 
										 — 
									

									 	 
										The name for the application.
									

									 	 
										myapp
									

									 	 
										True
									

									 
	 
										CREDENTIALS_SECRET
									

									 	 
										 — 
									

									 	 
										Secret containing the KIE_ADMIN_USER and KIE_ADMIN_PWD values.
									

									 	 
										rhpam-credentials
									

									 	 
										True
									

									 
	 
										KIE_SERVER_CONTROLLER_TOKEN
									

									 	 
										KIE_SERVER_CONTROLLER_TOKEN
									

									 	 
										KIE server controller token for bearer authentication. (Sets the org.kie.server.controller.token system property)
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_BYPASS_AUTH_USER
									

									 	 
										KIE_SERVER_BYPASS_AUTH_USER
									

									 	 
										Allows the KIE server to bypass the authenticated user for task-related operations, for example, queries. (Sets the org.kie.server.bypass.auth.user system property)
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										KIE_SERVER_PERSISTENCE_DS
									

									 	 
										RHPAM_JNDI
									

									 	 
										KIE server persistence datasource. (Sets the org.kie.server.persistence.ds system property)
									

									 	 
										java:/jboss/datasources/rhpam
									

									 	 
										False
									

									 
	 
										KIE_SERVER_H2_USER
									

									 	 
										RHPAM_USERNAME
									

									 	 
										KIE server H2 database user name.
									

									 	 
										sa
									

									 	 
										False
									

									 
	 
										KIE_SERVER_H2_PWD
									

									 	 
										RHPAM_PASSWORD
									

									 	 
										KIE server H2 database password.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_MODE
									

									 	 
										KIE_SERVER_MODE
									

									 	 
										The KIE Server mode. Valid values are 'DEVELOPMENT' or 'PRODUCTION'. In production mode, you can not deploy SNAPSHOT versions of artifacts on the KIE server and can not change the version of an artifact in an existing container. (Sets the org.kie.server.mode system property)
									

									 	 
										DEVELOPMENT
									

									 	 
										False
									

									 
	 
										KIE_MBEANS
									

									 	 
										KIE_MBEANS
									

									 	 
										KIE server mbeans enabled/disabled. (Sets the kie.mbeans and kie.scanner.mbeans system properties)
									

									 	 
										enabled
									

									 	 
										False
									

									 
	 
										DROOLS_SERVER_FILTER_CLASSES
									

									 	 
										DROOLS_SERVER_FILTER_CLASSES
									

									 	 
										KIE server class filtering. (Sets the org.drools.server.filter.classes system property)
									

									 	 
										true
									

									 	 
										False
									

									 
	 
										PROMETHEUS_SERVER_EXT_DISABLED
									

									 	 
										PROMETHEUS_SERVER_EXT_DISABLED
									

									 	 
										If set to false, the prometheus server extension will be enabled. (Sets the org.kie.prometheus.server.ext.disabled system property)
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_HOSTNAME_HTTP
									

									 	 
										HOSTNAME_HTTP
									

									 	 
										Custom hostname for the http service route for Business Central. Leave blank for default hostname, e.g.: insecure-<application-name>-rhpamcentr-<project>.<default-domain-suffix>
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_HOSTNAME_HTTPS
									

									 	 
										HOSTNAME_HTTPS
									

									 	 
										Custom hostname for the https service route for Business Central. Leave blank for default hostname, e.g.: <application-name>-rhpamcentr-<project>.<default-domain-suffix>
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HOSTNAME_HTTP
									

									 	 
										HOSTNAME_HTTP
									

									 	 
										Custom hostname for the http service route for KIE Server. Leave blank for default hostname, e.g.: insecure-<application-name>-kieserver-<project>.<default-domain-suffix>
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HOSTNAME_HTTPS
									

									 	 
										HOSTNAME_HTTPS
									

									 	 
										Custom hostname for the https service route for KIE Server. Leave blank for default hostname, e.g.: <application-name>-kieserver-<project>.<default-domain-suffix>
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_HTTPS_SECRET
									

									 	 
										 — 
									

									 	 
										The name of the secret containing the keystore file for Business Central.
									

									 	 
										businesscentral-app-secret
									

									 	 
										True
									

									 
	 
										BUSINESS_CENTRAL_HTTPS_KEYSTORE
									

									 	 
										HTTPS_KEYSTORE
									

									 	 
										The name of the keystore file within the secret.
									

									 	 
										keystore.jks
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_HTTPS_NAME
									

									 	 
										HTTPS_NAME
									

									 	 
										The name associated with the server certificate.
									

									 	 
										jboss
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_HTTPS_PASSWORD
									

									 	 
										HTTPS_PASSWORD
									

									 	 
										The password for the keystore and certificate.
									

									 	 
										mykeystorepass
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HTTPS_SECRET
									

									 	 
										 — 
									

									 	 
										The name of the secret containing the keystore file for KIE server.
									

									 	 
										kieserver-app-secret
									

									 	 
										True
									

									 
	 
										KIE_SERVER_HTTPS_KEYSTORE
									

									 	 
										HTTPS_KEYSTORE
									

									 	 
										The name of the keystore file within the secret.
									

									 	 
										keystore.jks
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HTTPS_NAME
									

									 	 
										HTTPS_NAME
									

									 	 
										The name associated with the server certificate.
									

									 	 
										jboss
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HTTPS_PASSWORD
									

									 	 
										HTTPS_PASSWORD
									

									 	 
										The password for the keystore and certificate.
									

									 	 
										mykeystorepass
									

									 	 
										False
									

									 
	 
										DB_VOLUME_CAPACITY
									

									 	 
										 — 
									

									 	 
										Size of persistent storage for the database volume.
									

									 	 
										1Gi
									

									 	 
										True
									

									 
	 
										KIE_SERVER_CONTROLLER_OPENSHIFT_GLOBAL_DISCOVERY_ENABLED
									

									 	 
										KIE_SERVER_CONTROLLER_OPENSHIFT_GLOBAL_DISCOVERY_ENABLED
									

									 	 
										If set to true, turns on KIE server global discovery feature (Sets the org.kie.server.controller.openshift.global.discovery.enabled system property)
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										KIE_SERVER_CONTROLLER_OPENSHIFT_PREFER_KIESERVER_SERVICE
									

									 	 
										KIE_SERVER_CONTROLLER_OPENSHIFT_PREFER_KIESERVER_SERVICE
									

									 	 
										If OpenShift integration of Business Central is turned on, setting this parameter to true enables connection to KIE Server via an OpenShift internal Service endpoint. (Sets the org.kie.server.controller.openshift.prefer.kieserver.service system property)
									

									 	 
										true
									

									 	 
										False
									

									 
	 
										KIE_SERVER_CONTROLLER_TEMPLATE_CACHE_TTL
									

									 	 
										KIE_SERVER_CONTROLLER_TEMPLATE_CACHE_TTL
									

									 	 
										KIE ServerTemplate Cache TTL in milliseconds. (Sets the org.kie.server.controller.template.cache.ttl system property)
									

									 	 
										5000
									

									 	 
										False
									

									 
	 
										IMAGE_STREAM_NAMESPACE
									

									 	 
										 — 
									

									 	 
										Namespace in which the ImageStreams for Red Hat Process Automation Manager images are installed. These ImageStreams are normally installed in the openshift namespace. You need to modify this parameter only if you installed the ImageStream in a different namespace/project. Default is "openshift".
									

									 	 
										openshift
									

									 	 
										True
									

									 
	 
										KIE_SERVER_IMAGE_STREAM_NAME
									

									 	 
										 — 
									

									 	 
										The name of the image stream to use for KIE server. Default is "rhpam-kieserver-rhel8".
									

									 	 
										rhpam-kieserver-rhel8
									

									 	 
										True
									

									 
	 
										IMAGE_STREAM_TAG
									

									 	 
										 — 
									

									 	 
										A named pointer to an image in an image stream. Default is "7.9.0".
									

									 	 
										7.9.0
									

									 	 
										True
									

									 
	 
										MAVEN_MIRROR_URL
									

									 	 
										MAVEN_MIRROR_URL
									

									 	 
										Maven mirror that Business Central and KIE server must use. If you configure a mirror, this mirror must contain all artifacts that are required for building and deploying your services.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										MAVEN_MIRROR_OF
									

									 	 
										MAVEN_MIRROR_OF
									

									 	 
										Maven mirror configuration for KIE server.
									

									 	 
										external:*,!repo-rhpamcentr
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_ID
									

									 	 
										MAVEN_REPO_ID
									

									 	 
										The id to use for the maven repository. If set, it can be excluded from the optionally configured mirror by adding it to MAVEN_MIRROR_OF. For example: external:*,!repo-rhpamcentr,!repo-custom. If MAVEN_MIRROR_URL is set but MAVEN_MIRROR_ID is not set, an id will be generated randomly, but won’t be usable in MAVEN_MIRROR_OF.
									

									 	 
										repo-custom
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_URL
									

									 	 
										MAVEN_REPO_URL
									

									 	 
										Fully qualified URL to a Maven repository or service.
									

									 	 
										http://nexus.nexus-project.svc.cluster.local:8081/nexus/content/groups/public/
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_USERNAME
									

									 	 
										MAVEN_REPO_USERNAME
									

									 	 
										User name for accessing the Maven repository, if required.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_PASSWORD
									

									 	 
										MAVEN_REPO_PASSWORD
									

									 	 
										Password to access the Maven repository, if required.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										GIT_HOOKS_DIR
									

									 	 
										GIT_HOOKS_DIR
									

									 	 
										The directory to use for git hooks, if required.
									

									 	 
										/opt/kie/data/git/hooks
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_VOLUME_CAPACITY
									

									 	 
										 — 
									

									 	 
										Size of the persistent storage for Business Central runtime data.
									

									 	 
										1Gi
									

									 	 
										True
									

									 
	 
										BUSINESS_CENTRAL_MEMORY_LIMIT
									

									 	 
										 — 
									

									 	 
										Business Central Container memory limit.
									

									 	 
										2Gi
									

									 	 
										False
									

									 
	 
										KIE_SERVER_MEMORY_LIMIT
									

									 	 
										 — 
									

									 	 
										KIE server Container memory limit.
									

									 	 
										1Gi
									

									 	 
										False
									

									 
	 
										SSO_URL
									

									 	 
										SSO_URL
									

									 	 
										RH-SSO URL.
									

									 	 
										https://rh-sso.example.com/auth
									

									 	 
										False
									

									 
	 
										SSO_REALM
									

									 	 
										SSO_REALM
									

									 	 
										RH-SSO Realm name.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_SSO_CLIENT
									

									 	 
										SSO_CLIENT
									

									 	 
										Business Central RH-SSO Client name.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_SSO_SECRET
									

									 	 
										SSO_SECRET
									

									 	 
										Business Central RH-SSO Client Secret.
									

									 	 
										252793ed-7118-4ca8-8dab-5622fa97d892
									

									 	 
										False
									

									 
	 
										KIE_SERVER_SSO_CLIENT
									

									 	 
										SSO_CLIENT
									

									 	 
										KIE Server RH-SSO Client name.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_SSO_SECRET
									

									 	 
										SSO_SECRET
									

									 	 
										KIE Server RH-SSO Client Secret.
									

									 	 
										252793ed-7118-4ca8-8dab-5622fa97d892
									

									 	 
										False
									

									 
	 
										SSO_USERNAME
									

									 	 
										SSO_USERNAME
									

									 	 
										RH-SSO Realm admin user name for creating the Client if it doesn’t exist.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										SSO_PASSWORD
									

									 	 
										SSO_PASSWORD
									

									 	 
										RH-SSO Realm Admin Password used to create the Client.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
									

									 	 
										SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
									

									 	 
										RH-SSO Disable SSL Certificate Validation.
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										SSO_PRINCIPAL_ATTRIBUTE
									

									 	 
										SSO_PRINCIPAL_ATTRIBUTE
									

									 	 
										RH-SSO Principal Attribute to use as user name.
									

									 	 
										preferred_username
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_URL
									

									 	 
										AUTH_LDAP_URL
									

									 	 
										LDAP endpoint to connect for authentication. For failover, set two or more LDAP endpoints separated by space.
									

									 	 
										ldap://myldap.example.com:389
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BIND_DN
									

									 	 
										AUTH_LDAP_BIND_DN
									

									 	 
										Bind DN used for authentication.
									

									 	 
										uid=admin,ou=users,ou=example,ou=com
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BIND_CREDENTIAL
									

									 	 
										AUTH_LDAP_BIND_CREDENTIAL
									

									 	 
										LDAP Credentials used for authentication.
									

									 	 
										Password
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_JAAS_SECURITY_DOMAIN
									

									 	 
										AUTH_LDAP_JAAS_SECURITY_DOMAIN
									

									 	 
										The JMX ObjectName of the JaasSecurityDomain used to decrypt the password.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BASE_CTX_DN
									

									 	 
										AUTH_LDAP_BASE_CTX_DN
									

									 	 
										LDAP Base DN of the top-level context to begin the user search.
									

									 	 
										ou=users,ou=example,ou=com
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BASE_FILTER
									

									 	 
										AUTH_LDAP_BASE_FILTER
									

									 	 
										LDAP search filter used to locate the context of the user to authenticate. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. A common example for the search filter is (uid={0}).
									

									 	 
										(uid={0})
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_SEARCH_SCOPE
									

									 	 
										AUTH_LDAP_SEARCH_SCOPE
									

									 	 
										The search scope to use.
									

									 	 
										SUBTREE_SCOPE
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_SEARCH_TIME_LIMIT
									

									 	 
										AUTH_LDAP_SEARCH_TIME_LIMIT
									

									 	 
										The timeout in milliseconds for user or role searches.
									

									 	 
										10000
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
									

									 	 
										AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
									

									 	 
										The name of the attribute in the user entry that contains the DN of the user. This may be necessary if the DN of the user itself contains special characters, backslash for example, that prevent correct user mapping. If the attribute does not exist, the entry’s DN is used.
									

									 	 
										distinguishedName
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_PARSE_USERNAME
									

									 	 
										AUTH_LDAP_PARSE_USERNAME
									

									 	 
										A flag indicating if the DN is to be parsed for the user name. If set to true, the DN is parsed for the user name. If set to false the DN is not parsed for the user name. This option is used together with usernameBeginString and usernameEndString.
									

									 	 
										true
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_USERNAME_BEGIN_STRING
									

									 	 
										AUTH_LDAP_USERNAME_BEGIN_STRING
									

									 	 
										Defines the String which is to be removed from the start of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_USERNAME_END_STRING
									

									 	 
										AUTH_LDAP_USERNAME_END_STRING
									

									 	 
										Defines the String which is to be removed from the end of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_ATTRIBUTE_ID
									

									 	 
										AUTH_LDAP_ROLE_ATTRIBUTE_ID
									

									 	 
										Name of the attribute containing the user roles.
									

									 	 
										memberOf
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLES_CTX_DN
									

									 	 
										AUTH_LDAP_ROLES_CTX_DN
									

									 	 
										The fixed DN of the context to search for user roles. This is not the DN where the actual roles are, but the DN where the objects containing the user roles are. For example, in a Microsoft Active Directory server, this is the DN where the user account is.
									

									 	 
										ou=groups,ou=example,ou=com
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_FILTER
									

									 	 
										AUTH_LDAP_ROLE_FILTER
									

									 	 
										A search filter used to locate the roles associated with the authenticated user. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. The authenticated userDN is substituted into the filter anywhere a {1} is used. An example search filter that matches on the input username is (member={0}). An alternative that matches on the authenticated userDN is (member={1}).
									

									 	 
										(memberOf={1})
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_RECURSION
									

									 	 
										AUTH_LDAP_ROLE_RECURSION
									

									 	 
										The number of levels of recursion the role search will go below a matching context. Disable recursion by setting this to 0.
									

									 	 
										1
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_DEFAULT_ROLE
									

									 	 
										AUTH_LDAP_DEFAULT_ROLE
									

									 	 
										A role included for all authenticated users
									

									 	 
										user
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
									

									 	 
										AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
									

									 	 
										Name of the attribute within the roleCtxDN context which contains the role name. If the roleAttributeIsDN property is set to true, this property is used to find the role object’s name attribute.
									

									 	 
										name
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
									

									 	 
										AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
									

									 	 
										A flag indicating if the DN returned by a query contains the roleNameAttributeID. If set to true, the DN is checked for the roleNameAttributeID. If set to false, the DN is not checked for the roleNameAttributeID. This flag can improve the performance of LDAP queries.
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
									

									 	 
										AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
									

									 	 
										Whether or not the roleAttributeID contains the fully-qualified DN of a role object. If false, the role name is taken from the value of the roleNameAttributeId attribute of the context name. Certain directory schemas, such as Microsoft Active Directory, require this attribute to be set to true.
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
									

									 	 
										AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
									

									 	 
										If you are not using referrals, you can ignore this option. When using referrals, this option denotes the attribute name which contains users defined for a certain role, for example member, if the role object is inside the referral. Users are checked against the content of this attribute name. If this option is not set, the check will always fail, so role objects cannot be stored in a referral tree.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_ROLE_MAPPER_ROLES_PROPERTIES
									

									 	 
										AUTH_ROLE_MAPPER_ROLES_PROPERTIES
									

									 	 
										When present, the RoleMapping Login Module will be configured to use the provided file. This parameter defines the fully-qualified file path and name of a properties file or resource which maps roles to replacement roles. The format is original_role=role1,role2,role3
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_ROLE_MAPPER_REPLACE_ROLE
									

									 	 
										AUTH_ROLE_MAPPER_REPLACE_ROLE
									

									 	 
										Whether to add to the current roles, or replace the current roles with the mapped ones. Replaces if set to true.
									

									 	 
										 — 
									

									 	 
										False
									

									 



Objects




						The CLI supports various object types. A list of these object types as well as their abbreviations can be found in the Openshift documentation.
					
Services




							A service is an abstraction which defines a logical set of pods and a policy by which to access them. See the container-engine documentation for more information.
						
	Service	Port	Name	Description
	 
											${APPLICATION_NAME}-rhpamcentr
										

										 	 
											8080
										

										 	 
											http
										

										 	 
											All the Business Central web server’s ports.
										

										 
	 
											8443
										

										 	 
											https
										

										 
	 
											${APPLICATION_NAME}-kieserver
										

										 	 
											8080
										

										 	 
											http
										

										 	 
											All the KIE server web server’s ports.
										

										 
	 
											8443
										

										 	 
											https
										

										 



Routes




							A route is a way to expose a service by giving it an externally reachable hostname such as www.example.com. A defined route and the endpoints identified by its service can be consumed by a router to provide named connectivity from external clients to your applications. Each route consists of a route name, service selector, and (optionally) security configuration. See the Openshift documentation for more information.
						
	Service	Security	Hostname
	 
											insecure-${APPLICATION_NAME}-rhpamcentr-http
										

										 	 
											none
										

										 	 
											${BUSINESS_CENTRAL_HOSTNAME_HTTP}
										

										 
	 
											${APPLICATION_NAME}-rhpamcentr-https
										

										 	 
											TLS passthrough
										

										 	 
											${BUSINESS_CENTRAL_HOSTNAME_HTTPS}
										

										 
	 
											insecure-${APPLICATION_NAME}-kieserver-http
										

										 	 
											none
										

										 	 
											${KIE_SERVER_HOSTNAME_HTTP}
										

										 
	 
											${APPLICATION_NAME}-kieserver-https
										

										 	 
											TLS passthrough
										

										 	 
											${KIE_SERVER_HOSTNAME_HTTPS}
										

										 



Deployment Configurations




							A deployment in OpenShift is a replication controller based on a user-defined template called a deployment configuration. Deployments are created manually or in response to triggered events. See the Openshift documentation for more information.
						
Triggers




								A trigger drives the creation of new deployments in response to events, both inside and outside OpenShift. See the Openshift documentation for more information.
							
	Deployment	Triggers
	 
												${APPLICATION_NAME}-rhpamcentr
											

											 	 
												ImageChange
											

											 
	 
												${APPLICATION_NAME}-kieserver
											

											 	 
												ImageChange
											

											 



Replicas




								A replication controller ensures that a specified number of pod "replicas" are running at any one time. If there are too many, the replication controller kills some pods. If there are too few, it starts more. See the container-engine documentation for more information.
							
	Deployment	Replicas
	 
												${APPLICATION_NAME}-rhpamcentr
											

											 	 
												1
											

											 
	 
												${APPLICATION_NAME}-kieserver
											

											 	 
												1
											

											 



Pod Template



Service Accounts




									Service accounts are API objects that exist within each project. They can be created or deleted like any other API object. See the Openshift documentation for more information.
								
	Deployment	Service Account
	 
													${APPLICATION_NAME}-rhpamcentr
												

												 	 
													${APPLICATION_NAME}-rhpamsvc
												

												 
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													${APPLICATION_NAME}-rhpamsvc
												

												 



Image



	Deployment	Image
	 
													${APPLICATION_NAME}-rhpamcentr
												

												 	 
													rhpam-businesscentral-rhel8
												

												 
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													${KIE_SERVER_IMAGE_STREAM_NAME}
												

												 



Readiness Probe



${APPLICATION_NAME}-rhpamcentr

										

Http Get on http://localhost:8080/rest/ready


									
${APPLICATION_NAME}-kieserver

										

Http Get on http://localhost:8080/services/rest/server/readycheck


									

Liveness Probe



${APPLICATION_NAME}-rhpamcentr

										

Http Get on http://localhost:8080/rest/healthy


									
${APPLICATION_NAME}-kieserver

										

Http Get on http://localhost:8080/services/rest/server/healthcheck


									

Exposed Ports



	Deployments	Name	Port	Protocol
	 
													${APPLICATION_NAME}-rhpamcentr
												

												 	 
													jolokia
												

												 	 
													8778
												

												 	 
													TCP
												

												 
	 
													http
												

												 	 
													8080
												

												 	 
													TCP
												

												 
	 
													https
												

												 	 
													8443
												

												 	 
													TCP
												

												 
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													jolokia
												

												 	 
													8778
												

												 	 
													TCP
												

												 
	 
													http
												

												 	 
													8080
												

												 	 
													TCP
												

												 
	 
													https
												

												 	 
													8443
												

												 	 
													TCP
												

												 



Image Environment Variables



	Deployment	Variable name	Description	Example value
	 
													${APPLICATION_NAME}-rhpamcentr
												

												 	 
													APPLICATION_USERS_PROPERTIES
												

												 	 
													 — 
												

												 	 
													/opt/kie/data/configuration/application-users.properties
												

												 
	 
													APPLICATION_ROLES_PROPERTIES
												

												 	 
													 — 
												

												 	 
													/opt/kie/data/configuration/application-roles.properties
												

												 
	 
													KIE_ADMIN_USER
												

												 	 
													Admin user name
												

												 	 
													Set according to the credentials secret
												

												 
	 
													KIE_ADMIN_PWD
												

												 	 
													Admin user password
												

												 	 
													Set according to the credentials secret
												

												 
	 
													KIE_MBEANS
												

												 	 
													KIE server mbeans enabled/disabled. (Sets the kie.mbeans and kie.scanner.mbeans system properties)
												

												 	 
													${KIE_MBEANS}
												

												 
	 
													KIE_SERVER_CONTROLLER_OPENSHIFT_ENABLED
												

												 	 
													 — 
												

												 	 
													false
												

												 
	 
													KIE_SERVER_CONTROLLER_OPENSHIFT_GLOBAL_DISCOVERY_ENABLED
												

												 	 
													If set to true, turns on KIE server global discovery feature (Sets the org.kie.server.controller.openshift.global.discovery.enabled system property)
												

												 	 
													${KIE_SERVER_CONTROLLER_OPENSHIFT_GLOBAL_DISCOVERY_ENABLED}
												

												 
	 
													KIE_SERVER_CONTROLLER_OPENSHIFT_PREFER_KIESERVER_SERVICE
												

												 	 
													If OpenShift integration of Business Central is turned on, setting this parameter to true enables connection to KIE Server via an OpenShift internal Service endpoint. (Sets the org.kie.server.controller.openshift.prefer.kieserver.service system property)
												

												 	 
													${KIE_SERVER_CONTROLLER_OPENSHIFT_PREFER_KIESERVER_SERVICE}
												

												 
	 
													KIE_SERVER_CONTROLLER_TEMPLATE_CACHE_TTL
												

												 	 
													KIE ServerTemplate Cache TTL in milliseconds. (Sets the org.kie.server.controller.template.cache.ttl system property)
												

												 	 
													${KIE_SERVER_CONTROLLER_TEMPLATE_CACHE_TTL}
												

												 
	 
													KIE_SERVER_CONTROLLER_TOKEN
												

												 	 
													KIE server controller token for bearer authentication. (Sets the org.kie.server.controller.token system property)
												

												 	 
													${KIE_SERVER_CONTROLLER_TOKEN}
												

												 
	 
													MAVEN_MIRROR_URL
												

												 	 
													Maven mirror that Business Central and KIE server must use. If you configure a mirror, this mirror must contain all artifacts that are required for building and deploying your services.
												

												 	 
													${MAVEN_MIRROR_URL}
												

												 
	 
													MAVEN_REPO_ID
												

												 	 
													The id to use for the maven repository. If set, it can be excluded from the optionally configured mirror by adding it to MAVEN_MIRROR_OF. For example: external:*,!repo-rhpamcentr,!repo-custom. If MAVEN_MIRROR_URL is set but MAVEN_MIRROR_ID is not set, an id will be generated randomly, but won’t be usable in MAVEN_MIRROR_OF.
												

												 	 
													${MAVEN_REPO_ID}
												

												 
	 
													MAVEN_REPO_URL
												

												 	 
													Fully qualified URL to a Maven repository or service.
												

												 	 
													${MAVEN_REPO_URL}
												

												 
	 
													MAVEN_REPO_USERNAME
												

												 	 
													User name for accessing the Maven repository, if required.
												

												 	 
													${MAVEN_REPO_USERNAME}
												

												 
	 
													MAVEN_REPO_PASSWORD
												

												 	 
													Password to access the Maven repository, if required.
												

												 	 
													${MAVEN_REPO_PASSWORD}
												

												 
	 
													GIT_HOOKS_DIR
												

												 	 
													The directory to use for git hooks, if required.
												

												 	 
													${GIT_HOOKS_DIR}
												

												 
	 
													HTTPS_KEYSTORE_DIR
												

												 	 
													 — 
												

												 	 
													/etc/businesscentral-secret-volume
												

												 
	 
													HTTPS_KEYSTORE
												

												 	 
													The name of the keystore file within the secret.
												

												 	 
													${BUSINESS_CENTRAL_HTTPS_KEYSTORE}
												

												 
	 
													HTTPS_NAME
												

												 	 
													The name associated with the server certificate.
												

												 	 
													${BUSINESS_CENTRAL_HTTPS_NAME}
												

												 
	 
													HTTPS_PASSWORD
												

												 	 
													The password for the keystore and certificate.
												

												 	 
													${BUSINESS_CENTRAL_HTTPS_PASSWORD}
												

												 
	 
													WORKBENCH_ROUTE_NAME
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-rhpamcentr
												

												 
	 
													KUBERNETES_NAMESPACE
												

												 	 
													 — 
												

												 	 
													 — 
												

												 
	 
													SSO_URL
												

												 	 
													RH-SSO URL.
												

												 	 
													${SSO_URL}
												

												 
	 
													SSO_OPENIDCONNECT_DEPLOYMENTS
												

												 	 
													 — 
												

												 	 
													ROOT.war
												

												 
	 
													SSO_REALM
												

												 	 
													RH-SSO Realm name.
												

												 	 
													${SSO_REALM}
												

												 
	 
													SSO_SECRET
												

												 	 
													Business Central RH-SSO Client Secret.
												

												 	 
													${BUSINESS_CENTRAL_SSO_SECRET}
												

												 
	 
													SSO_CLIENT
												

												 	 
													Business Central RH-SSO Client name.
												

												 	 
													${BUSINESS_CENTRAL_SSO_CLIENT}
												

												 
	 
													SSO_USERNAME
												

												 	 
													RH-SSO Realm admin user name for creating the Client if it doesn’t exist.
												

												 	 
													${SSO_USERNAME}
												

												 
	 
													SSO_PASSWORD
												

												 	 
													RH-SSO Realm Admin Password used to create the Client.
												

												 	 
													${SSO_PASSWORD}
												

												 
	 
													SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
												

												 	 
													RH-SSO Disable SSL Certificate Validation.
												

												 	 
													${SSO_DISABLE_SSL_CERTIFICATE_VALIDATION}
												

												 
	 
													SSO_PRINCIPAL_ATTRIBUTE
												

												 	 
													RH-SSO Principal Attribute to use as user name.
												

												 	 
													${SSO_PRINCIPAL_ATTRIBUTE}
												

												 
	 
													HOSTNAME_HTTP
												

												 	 
													Custom hostname for the http service route for Business Central. Leave blank for default hostname, e.g.: insecure-<application-name>-rhpamcentr-<project>.<default-domain-suffix>
												

												 	 
													${BUSINESS_CENTRAL_HOSTNAME_HTTP}
												

												 
	 
													HOSTNAME_HTTPS
												

												 	 
													Custom hostname for the https service route for Business Central. Leave blank for default hostname, e.g.: <application-name>-rhpamcentr-<project>.<default-domain-suffix>
												

												 	 
													${BUSINESS_CENTRAL_HOSTNAME_HTTPS}
												

												 
	 
													AUTH_LDAP_URL
												

												 	 
													LDAP endpoint to connect for authentication. For failover, set two or more LDAP endpoints separated by space.
												

												 	 
													${AUTH_LDAP_URL}
												

												 
	 
													AUTH_LDAP_BIND_DN
												

												 	 
													Bind DN used for authentication.
												

												 	 
													${AUTH_LDAP_BIND_DN}
												

												 
	 
													AUTH_LDAP_BIND_CREDENTIAL
												

												 	 
													LDAP Credentials used for authentication.
												

												 	 
													${AUTH_LDAP_BIND_CREDENTIAL}
												

												 
	 
													AUTH_LDAP_JAAS_SECURITY_DOMAIN
												

												 	 
													The JMX ObjectName of the JaasSecurityDomain used to decrypt the password.
												

												 	 
													${AUTH_LDAP_JAAS_SECURITY_DOMAIN}
												

												 
	 
													AUTH_LDAP_BASE_CTX_DN
												

												 	 
													LDAP Base DN of the top-level context to begin the user search.
												

												 	 
													${AUTH_LDAP_BASE_CTX_DN}
												

												 
	 
													AUTH_LDAP_BASE_FILTER
												

												 	 
													LDAP search filter used to locate the context of the user to authenticate. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. A common example for the search filter is (uid={0}).
												

												 	 
													${AUTH_LDAP_BASE_FILTER}
												

												 
	 
													AUTH_LDAP_SEARCH_SCOPE
												

												 	 
													The search scope to use.
												

												 	 
													${AUTH_LDAP_SEARCH_SCOPE}
												

												 
	 
													AUTH_LDAP_SEARCH_TIME_LIMIT
												

												 	 
													The timeout in milliseconds for user or role searches.
												

												 	 
													${AUTH_LDAP_SEARCH_TIME_LIMIT}
												

												 
	 
													AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
												

												 	 
													The name of the attribute in the user entry that contains the DN of the user. This may be necessary if the DN of the user itself contains special characters, backslash for example, that prevent correct user mapping. If the attribute does not exist, the entry’s DN is used.
												

												 	 
													${AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE}
												

												 
	 
													AUTH_LDAP_PARSE_USERNAME
												

												 	 
													A flag indicating if the DN is to be parsed for the user name. If set to true, the DN is parsed for the user name. If set to false the DN is not parsed for the user name. This option is used together with usernameBeginString and usernameEndString.
												

												 	 
													${AUTH_LDAP_PARSE_USERNAME}
												

												 
	 
													AUTH_LDAP_USERNAME_BEGIN_STRING
												

												 	 
													Defines the String which is to be removed from the start of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
												

												 	 
													${AUTH_LDAP_USERNAME_BEGIN_STRING}
												

												 
	 
													AUTH_LDAP_USERNAME_END_STRING
												

												 	 
													Defines the String which is to be removed from the end of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
												

												 	 
													${AUTH_LDAP_USERNAME_END_STRING}
												

												 
	 
													AUTH_LDAP_ROLE_ATTRIBUTE_ID
												

												 	 
													Name of the attribute containing the user roles.
												

												 	 
													${AUTH_LDAP_ROLE_ATTRIBUTE_ID}
												

												 
	 
													AUTH_LDAP_ROLES_CTX_DN
												

												 	 
													The fixed DN of the context to search for user roles. This is not the DN where the actual roles are, but the DN where the objects containing the user roles are. For example, in a Microsoft Active Directory server, this is the DN where the user account is.
												

												 	 
													${AUTH_LDAP_ROLES_CTX_DN}
												

												 
	 
													AUTH_LDAP_ROLE_FILTER
												

												 	 
													A search filter used to locate the roles associated with the authenticated user. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. The authenticated userDN is substituted into the filter anywhere a {1} is used. An example search filter that matches on the input username is (member={0}). An alternative that matches on the authenticated userDN is (member={1}).
												

												 	 
													${AUTH_LDAP_ROLE_FILTER}
												

												 
	 
													AUTH_LDAP_ROLE_RECURSION
												

												 	 
													The number of levels of recursion the role search will go below a matching context. Disable recursion by setting this to 0.
												

												 	 
													${AUTH_LDAP_ROLE_RECURSION}
												

												 
	 
													AUTH_LDAP_DEFAULT_ROLE
												

												 	 
													A role included for all authenticated users
												

												 	 
													${AUTH_LDAP_DEFAULT_ROLE}
												

												 
	 
													AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
												

												 	 
													Name of the attribute within the roleCtxDN context which contains the role name. If the roleAttributeIsDN property is set to true, this property is used to find the role object’s name attribute.
												

												 	 
													${AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID}
												

												 
	 
													AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
												

												 	 
													A flag indicating if the DN returned by a query contains the roleNameAttributeID. If set to true, the DN is checked for the roleNameAttributeID. If set to false, the DN is not checked for the roleNameAttributeID. This flag can improve the performance of LDAP queries.
												

												 	 
													${AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN}
												

												 
	 
													AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
												

												 	 
													Whether or not the roleAttributeID contains the fully-qualified DN of a role object. If false, the role name is taken from the value of the roleNameAttributeId attribute of the context name. Certain directory schemas, such as Microsoft Active Directory, require this attribute to be set to true.
												

												 	 
													${AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN}
												

												 
	 
													AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
												

												 	 
													If you are not using referrals, you can ignore this option. When using referrals, this option denotes the attribute name which contains users defined for a certain role, for example member, if the role object is inside the referral. Users are checked against the content of this attribute name. If this option is not set, the check will always fail, so role objects cannot be stored in a referral tree.
												

												 	 
													${AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK}
												

												 
	 
													AUTH_ROLE_MAPPER_ROLES_PROPERTIES
												

												 	 
													When present, the RoleMapping Login Module will be configured to use the provided file. This parameter defines the fully-qualified file path and name of a properties file or resource which maps roles to replacement roles. The format is original_role=role1,role2,role3
												

												 	 
													${AUTH_ROLE_MAPPER_ROLES_PROPERTIES}
												

												 
	 
													AUTH_ROLE_MAPPER_REPLACE_ROLE
												

												 	 
													Whether to add to the current roles, or replace the current roles with the mapped ones. Replaces if set to true.
												

												 	 
													${AUTH_ROLE_MAPPER_REPLACE_ROLE}
												

												 
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													WORKBENCH_SERVICE_NAME
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-rhpamcentr
												

												 
	 
													DATASOURCES
												

												 	 
													 — 
												

												 	 
													RHPAM
												

												 
	 
													RHPAM_DATABASE
												

												 	 
													 — 
												

												 	 
													rhpam7
												

												 
	 
													RHPAM_JNDI
												

												 	 
													KIE server persistence datasource. (Sets the org.kie.server.persistence.ds system property)
												

												 	 
													${KIE_SERVER_PERSISTENCE_DS}
												

												 
	 
													RHPAM_JTA
												

												 	 
													 — 
												

												 	 
													true
												

												 
	 
													RHPAM_DRIVER
												

												 	 
													 — 
												

												 	 
													h2
												

												 
	 
													RHPAM_USERNAME
												

												 	 
													KIE server H2 database user name.
												

												 	 
													${KIE_SERVER_H2_USER}
												

												 
	 
													RHPAM_PASSWORD
												

												 	 
													KIE server H2 database password.
												

												 	 
													${KIE_SERVER_H2_PWD}
												

												 
	 
													RHPAM_NONXA
												

												 	 
													 — 
												

												 	 
													false
												

												 
	 
													RHPAM_XA_CONNECTION_PROPERTY_URL
												

												 	 
													 — 
												

												 	 
													jdbc:h2:/opt/kie/data/h2/rhpam;AUTO_SERVER=TRUE
												

												 
	 
													KIE_SERVER_PERSISTENCE_DIALECT
												

												 	 
													 — 
												

												 	 
													org.hibernate.dialect.H2Dialect
												

												 
	 
													KIE_ADMIN_USER
												

												 	 
													Admin user name
												

												 	 
													Set according to the credentials secret
												

												 
	 
													KIE_ADMIN_PWD
												

												 	 
													Admin user password
												

												 	 
													Set according to the credentials secret
												

												 
	 
													KIE_SERVER_MODE
												

												 	 
													The KIE Server mode. Valid values are 'DEVELOPMENT' or 'PRODUCTION'. In production mode, you can not deploy SNAPSHOT versions of artifacts on the KIE server and can not change the version of an artifact in an existing container. (Sets the org.kie.server.mode system property)
												

												 	 
													${KIE_SERVER_MODE}
												

												 
	 
													KIE_MBEANS
												

												 	 
													KIE server mbeans enabled/disabled. (Sets the kie.mbeans and kie.scanner.mbeans system properties)
												

												 	 
													${KIE_MBEANS}
												

												 
	 
													DROOLS_SERVER_FILTER_CLASSES
												

												 	 
													KIE server class filtering. (Sets the org.drools.server.filter.classes system property)
												

												 	 
													${DROOLS_SERVER_FILTER_CLASSES}
												

												 
	 
													PROMETHEUS_SERVER_EXT_DISABLED
												

												 	 
													If set to false, the prometheus server extension will be enabled. (Sets the org.kie.prometheus.server.ext.disabled system property)
												

												 	 
													${PROMETHEUS_SERVER_EXT_DISABLED}
												

												 
	 
													KIE_SERVER_BYPASS_AUTH_USER
												

												 	 
													Allows the KIE server to bypass the authenticated user for task-related operations, for example, queries. (Sets the org.kie.server.bypass.auth.user system property)
												

												 	 
													${KIE_SERVER_BYPASS_AUTH_USER}
												

												 
	 
													KIE_SERVER_CONTROLLER_SERVICE
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-rhpamcentr
												

												 
	 
													KIE_SERVER_CONTROLLER_PROTOCOL
												

												 	 
													 — 
												

												 	 
													ws
												

												 
	 
													KIE_SERVER_ID
												

												 	 
													 — 
												

												 	 
													 — 
												

												 
	 
													KIE_SERVER_ROUTE_NAME
												

												 	 
													 — 
												

												 	 
													insecure-${APPLICATION_NAME}-kieserver
												

												 
	 
													KIE_SERVER_PERSISTENCE_DS
												

												 	 
													KIE server persistence datasource. (Sets the org.kie.server.persistence.ds system property)
												

												 	 
													${KIE_SERVER_PERSISTENCE_DS}
												

												 
	 
													KIE_SERVER_STARTUP_STRATEGY
												

												 	 
													 — 
												

												 	 
													ControllerBasedStartupStrategy
												

												 
	 
													MAVEN_MIRROR_URL
												

												 	 
													Maven mirror that Business Central and KIE server must use. If you configure a mirror, this mirror must contain all artifacts that are required for building and deploying your services.
												

												 	 
													${MAVEN_MIRROR_URL}
												

												 
	 
													MAVEN_MIRROR_OF
												

												 	 
													Maven mirror configuration for KIE server.
												

												 	 
													${MAVEN_MIRROR_OF}
												

												 
	 
													MAVEN_REPOS
												

												 	 
													 — 
												

												 	 
													RHPAMCENTR,EXTERNAL
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_ID
												

												 	 
													 — 
												

												 	 
													repo-rhpamcentr
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_SERVICE
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-rhpamcentr
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_PATH
												

												 	 
													 — 
												

												 	 
													/maven2/
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_USERNAME
												

												 	 
													 — 
												

												 	 
													Set according to the credentials secret
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_PASSWORD
												

												 	 
													 — 
												

												 	 
													Set according to the credentials secret
												

												 
	 
													EXTERNAL_MAVEN_REPO_ID
												

												 	 
													The id to use for the maven repository. If set, it can be excluded from the optionally configured mirror by adding it to MAVEN_MIRROR_OF. For example: external:*,!repo-rhpamcentr,!repo-custom. If MAVEN_MIRROR_URL is set but MAVEN_MIRROR_ID is not set, an id will be generated randomly, but won’t be usable in MAVEN_MIRROR_OF.
												

												 	 
													${MAVEN_REPO_ID}
												

												 
	 
													EXTERNAL_MAVEN_REPO_URL
												

												 	 
													Fully qualified URL to a Maven repository or service.
												

												 	 
													${MAVEN_REPO_URL}
												

												 
	 
													EXTERNAL_MAVEN_REPO_USERNAME
												

												 	 
													User name for accessing the Maven repository, if required.
												

												 	 
													${MAVEN_REPO_USERNAME}
												

												 
	 
													EXTERNAL_MAVEN_REPO_PASSWORD
												

												 	 
													Password to access the Maven repository, if required.
												

												 	 
													${MAVEN_REPO_PASSWORD}
												

												 
	 
													HTTPS_KEYSTORE_DIR
												

												 	 
													 — 
												

												 	 
													/etc/kieserver-secret-volume
												

												 
	 
													HTTPS_KEYSTORE
												

												 	 
													The name of the keystore file within the secret.
												

												 	 
													${KIE_SERVER_HTTPS_KEYSTORE}
												

												 
	 
													HTTPS_NAME
												

												 	 
													The name associated with the server certificate.
												

												 	 
													${KIE_SERVER_HTTPS_NAME}
												

												 
	 
													HTTPS_PASSWORD
												

												 	 
													The password for the keystore and certificate.
												

												 	 
													${KIE_SERVER_HTTPS_PASSWORD}
												

												 
	 
													KUBERNETES_NAMESPACE
												

												 	 
													 — 
												

												 	 
													 — 
												

												 
	 
													SSO_URL
												

												 	 
													RH-SSO URL.
												

												 	 
													${SSO_URL}
												

												 
	 
													SSO_OPENIDCONNECT_DEPLOYMENTS
												

												 	 
													 — 
												

												 	 
													ROOT.war
												

												 
	 
													SSO_REALM
												

												 	 
													RH-SSO Realm name.
												

												 	 
													${SSO_REALM}
												

												 
	 
													SSO_SECRET
												

												 	 
													KIE Server RH-SSO Client Secret.
												

												 	 
													${KIE_SERVER_SSO_SECRET}
												

												 
	 
													SSO_CLIENT
												

												 	 
													KIE Server RH-SSO Client name.
												

												 	 
													${KIE_SERVER_SSO_CLIENT}
												

												 
	 
													SSO_USERNAME
												

												 	 
													RH-SSO Realm admin user name for creating the Client if it doesn’t exist.
												

												 	 
													${SSO_USERNAME}
												

												 
	 
													SSO_PASSWORD
												

												 	 
													RH-SSO Realm Admin Password used to create the Client.
												

												 	 
													${SSO_PASSWORD}
												

												 
	 
													SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
												

												 	 
													RH-SSO Disable SSL Certificate Validation.
												

												 	 
													${SSO_DISABLE_SSL_CERTIFICATE_VALIDATION}
												

												 
	 
													SSO_PRINCIPAL_ATTRIBUTE
												

												 	 
													RH-SSO Principal Attribute to use as user name.
												

												 	 
													${SSO_PRINCIPAL_ATTRIBUTE}
												

												 
	 
													HOSTNAME_HTTP
												

												 	 
													Custom hostname for the http service route for KIE Server. Leave blank for default hostname, e.g.: insecure-<application-name>-kieserver-<project>.<default-domain-suffix>
												

												 	 
													${KIE_SERVER_HOSTNAME_HTTP}
												

												 
	 
													HOSTNAME_HTTPS
												

												 	 
													Custom hostname for the https service route for KIE Server. Leave blank for default hostname, e.g.: <application-name>-kieserver-<project>.<default-domain-suffix>
												

												 	 
													${KIE_SERVER_HOSTNAME_HTTPS}
												

												 
	 
													AUTH_LDAP_URL
												

												 	 
													LDAP endpoint to connect for authentication. For failover, set two or more LDAP endpoints separated by space.
												

												 	 
													${AUTH_LDAP_URL}
												

												 
	 
													AUTH_LDAP_BIND_DN
												

												 	 
													Bind DN used for authentication.
												

												 	 
													${AUTH_LDAP_BIND_DN}
												

												 
	 
													AUTH_LDAP_BIND_CREDENTIAL
												

												 	 
													LDAP Credentials used for authentication.
												

												 	 
													${AUTH_LDAP_BIND_CREDENTIAL}
												

												 
	 
													AUTH_LDAP_JAAS_SECURITY_DOMAIN
												

												 	 
													The JMX ObjectName of the JaasSecurityDomain used to decrypt the password.
												

												 	 
													${AUTH_LDAP_JAAS_SECURITY_DOMAIN}
												

												 
	 
													AUTH_LDAP_BASE_CTX_DN
												

												 	 
													LDAP Base DN of the top-level context to begin the user search.
												

												 	 
													${AUTH_LDAP_BASE_CTX_DN}
												

												 
	 
													AUTH_LDAP_BASE_FILTER
												

												 	 
													LDAP search filter used to locate the context of the user to authenticate. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. A common example for the search filter is (uid={0}).
												

												 	 
													${AUTH_LDAP_BASE_FILTER}
												

												 
	 
													AUTH_LDAP_SEARCH_SCOPE
												

												 	 
													The search scope to use.
												

												 	 
													${AUTH_LDAP_SEARCH_SCOPE}
												

												 
	 
													AUTH_LDAP_SEARCH_TIME_LIMIT
												

												 	 
													The timeout in milliseconds for user or role searches.
												

												 	 
													${AUTH_LDAP_SEARCH_TIME_LIMIT}
												

												 
	 
													AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
												

												 	 
													The name of the attribute in the user entry that contains the DN of the user. This may be necessary if the DN of the user itself contains special characters, backslash for example, that prevent correct user mapping. If the attribute does not exist, the entry’s DN is used.
												

												 	 
													${AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE}
												

												 
	 
													AUTH_LDAP_PARSE_USERNAME
												

												 	 
													A flag indicating if the DN is to be parsed for the user name. If set to true, the DN is parsed for the user name. If set to false the DN is not parsed for the user name. This option is used together with usernameBeginString and usernameEndString.
												

												 	 
													${AUTH_LDAP_PARSE_USERNAME}
												

												 
	 
													AUTH_LDAP_USERNAME_BEGIN_STRING
												

												 	 
													Defines the String which is to be removed from the start of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
												

												 	 
													${AUTH_LDAP_USERNAME_BEGIN_STRING}
												

												 
	 
													AUTH_LDAP_USERNAME_END_STRING
												

												 	 
													Defines the String which is to be removed from the end of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
												

												 	 
													${AUTH_LDAP_USERNAME_END_STRING}
												

												 
	 
													AUTH_LDAP_ROLE_ATTRIBUTE_ID
												

												 	 
													Name of the attribute containing the user roles.
												

												 	 
													${AUTH_LDAP_ROLE_ATTRIBUTE_ID}
												

												 
	 
													AUTH_LDAP_ROLES_CTX_DN
												

												 	 
													The fixed DN of the context to search for user roles. This is not the DN where the actual roles are, but the DN where the objects containing the user roles are. For example, in a Microsoft Active Directory server, this is the DN where the user account is.
												

												 	 
													${AUTH_LDAP_ROLES_CTX_DN}
												

												 
	 
													AUTH_LDAP_ROLE_FILTER
												

												 	 
													A search filter used to locate the roles associated with the authenticated user. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. The authenticated userDN is substituted into the filter anywhere a {1} is used. An example search filter that matches on the input username is (member={0}). An alternative that matches on the authenticated userDN is (member={1}).
												

												 	 
													${AUTH_LDAP_ROLE_FILTER}
												

												 
	 
													AUTH_LDAP_ROLE_RECURSION
												

												 	 
													The number of levels of recursion the role search will go below a matching context. Disable recursion by setting this to 0.
												

												 	 
													${AUTH_LDAP_ROLE_RECURSION}
												

												 
	 
													AUTH_LDAP_DEFAULT_ROLE
												

												 	 
													A role included for all authenticated users
												

												 	 
													${AUTH_LDAP_DEFAULT_ROLE}
												

												 
	 
													AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
												

												 	 
													Name of the attribute within the roleCtxDN context which contains the role name. If the roleAttributeIsDN property is set to true, this property is used to find the role object’s name attribute.
												

												 	 
													${AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID}
												

												 
	 
													AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
												

												 	 
													A flag indicating if the DN returned by a query contains the roleNameAttributeID. If set to true, the DN is checked for the roleNameAttributeID. If set to false, the DN is not checked for the roleNameAttributeID. This flag can improve the performance of LDAP queries.
												

												 	 
													${AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN}
												

												 
	 
													AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
												

												 	 
													Whether or not the roleAttributeID contains the fully-qualified DN of a role object. If false, the role name is taken from the value of the roleNameAttributeId attribute of the context name. Certain directory schemas, such as Microsoft Active Directory, require this attribute to be set to true.
												

												 	 
													${AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN}
												

												 
	 
													AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
												

												 	 
													If you are not using referrals, you can ignore this option. When using referrals, this option denotes the attribute name which contains users defined for a certain role, for example member, if the role object is inside the referral. Users are checked against the content of this attribute name. If this option is not set, the check will always fail, so role objects cannot be stored in a referral tree.
												

												 	 
													${AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK}
												

												 
	 
													AUTH_ROLE_MAPPER_ROLES_PROPERTIES
												

												 	 
													When present, the RoleMapping Login Module will be configured to use the provided file. This parameter defines the fully-qualified file path and name of a properties file or resource which maps roles to replacement roles. The format is original_role=role1,role2,role3
												

												 	 
													${AUTH_ROLE_MAPPER_ROLES_PROPERTIES}
												

												 
	 
													AUTH_ROLE_MAPPER_REPLACE_ROLE
												

												 	 
													Whether to add to the current roles, or replace the current roles with the mapped ones. Replaces if set to true.
												

												 	 
													${AUTH_ROLE_MAPPER_REPLACE_ROLE}
												

												 



Volumes



	Deployment	Name	mountPath	Purpose	readOnly
	 
													${APPLICATION_NAME}-rhpamcentr
												

												 	 
													businesscentral-keystore-volume
												

												 	 
													/etc/businesscentral-secret-volume
												

												 	 
													ssl certs
												

												 	 
													True
												

												 
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													kieserver-keystore-volume
												

												 	 
													/etc/kieserver-secret-volume
												

												 	 
													ssl certs
												

												 	 
													True
												

												 





External Dependencies



Volume Claims




								A PersistentVolume object is a storage resource in an OpenShift cluster. Storage is provisioned by an administrator by creating PersistentVolume objects from sources such as GCE Persistent Disks, AWS Elastic Block Stores (EBS), and NFS mounts. See the Openshift documentation for more information.
							
	Name	Access Mode
	 
												${APPLICATION_NAME}-rhpamcentr-claim
											

											 	 
												ReadWriteOnce
											

											 
	 
												${APPLICATION_NAME}-kie-claim
											

											 	 
												ReadWriteOnce
											

											 



Secrets




								This template requires the following secrets to be installed for the application to run.
							

								businesscentral-app-secret kieserver-app-secret
							




rhpam79-authoring-ha.yaml template




					Application template for a HA persistent authoring environment, for Red Hat Process Automation Manager 7.9 - Deprecated
				
Parameters




						Templates allow you to define parameters that take on a value. That value is then substituted wherever the parameter is referenced. References can be defined in any text field in the objects list field. See the Openshift documentation for more information.
					
	Variable name	Image Environment Variable	Description	Example value	Required
	 
										APPLICATION_NAME
									

									 	 
										 — 
									

									 	 
										The name for the application.
									

									 	 
										myapp
									

									 	 
										True
									

									 
	 
										CREDENTIALS_SECRET
									

									 	 
										 — 
									

									 	 
										Secret containing the KIE_ADMIN_USER and KIE_ADMIN_PWD values.
									

									 	 
										rhpam-credentials
									

									 	 
										True
									

									 
	 
										KIE_SERVER_CONTROLLER_TOKEN
									

									 	 
										KIE_SERVER_CONTROLLER_TOKEN
									

									 	 
										KIE server controller token for bearer authentication. (Sets the org.kie.server.controller.token system property)
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_BYPASS_AUTH_USER
									

									 	 
										KIE_SERVER_BYPASS_AUTH_USER
									

									 	 
										Allows the KIE server to bypass the authenticated user for task-related operations, for example, queries. (Sets the org.kie.server.bypass.auth.user system property)
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										KIE_SERVER_PERSISTENCE_DS
									

									 	 
										KIE_SERVER_PERSISTENCE_DS
									

									 	 
										KIE server persistence datasource. (Sets the org.kie.server.persistence.ds system property)
									

									 	 
										java:/jboss/datasources/rhpam
									

									 	 
										False
									

									 
	 
										MYSQL_USER
									

									 	 
										RHPAM_USERNAME
									

									 	 
										MySQL database user name.
									

									 	 
										rhpam
									

									 	 
										False
									

									 
	 
										MYSQL_PWD
									

									 	 
										RHPAM_PASSWORD
									

									 	 
										MySQL database password.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										MYSQL_DB
									

									 	 
										RHPAM_DATABASE
									

									 	 
										MySQL database name.
									

									 	 
										rhpam7
									

									 	 
										False
									

									 
	 
										MYSQL_DB_VOLUME_CAPACITY
									

									 	 
										 — 
									

									 	 
										Size of persistent storage for the KIE server database volume.
									

									 	 
										1Gi
									

									 	 
										True
									

									 
	 
										MYSQL_IMAGE_STREAM_NAMESPACE
									

									 	 
										 — 
									

									 	 
										Namespace in which the ImageStream for the MySQL image is installed. The ImageStream is already installed in the openshift namespace. You need to modify this parameter only if you installed the ImageStream in a different namespace/project. Default is "openshift".
									

									 	 
										openshift
									

									 	 
										False
									

									 
	 
										MYSQL_IMAGE_STREAM_TAG
									

									 	 
										 — 
									

									 	 
										The MySQL image version, which is intended to correspond to the MySQL version. Default is "8.0".
									

									 	 
										8.0
									

									 	 
										False
									

									 
	 
										KIE_SERVER_MYSQL_DIALECT
									

									 	 
										KIE_SERVER_PERSISTENCE_DIALECT
									

									 	 
										KIE server MySQL Hibernate dialect.
									

									 	 
										org.hibernate.dialect.MySQL8Dialect
									

									 	 
										True
									

									 
	 
										KIE_SERVER_MODE
									

									 	 
										KIE_SERVER_MODE
									

									 	 
										The KIE Server mode. Valid values are 'DEVELOPMENT' or 'PRODUCTION'. In production mode, you can not deploy SNAPSHOT versions of artifacts on the KIE server and can not change the version of an artifact in an existing container. (Sets the org.kie.server.mode system property).
									

									 	 
										DEVELOPMENT
									

									 	 
										False
									

									 
	 
										KIE_MBEANS
									

									 	 
										KIE_MBEANS
									

									 	 
										KIE server mbeans enabled/disabled. (Sets the kie.mbeans and kie.scanner.mbeans system properties)
									

									 	 
										enabled
									

									 	 
										False
									

									 
	 
										DROOLS_SERVER_FILTER_CLASSES
									

									 	 
										DROOLS_SERVER_FILTER_CLASSES
									

									 	 
										KIE server class filtering. (Sets the org.drools.server.filter.classes system property)
									

									 	 
										true
									

									 	 
										False
									

									 
	 
										PROMETHEUS_SERVER_EXT_DISABLED
									

									 	 
										PROMETHEUS_SERVER_EXT_DISABLED
									

									 	 
										If set to false, the prometheus server extension will be enabled. (Sets the org.kie.prometheus.server.ext.disabled system property)
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_HOSTNAME_HTTP
									

									 	 
										HOSTNAME_HTTP
									

									 	 
										Custom hostname for http service route for Business Central. Leave blank for default hostname, e.g.: insecure-<application-name>-rhpamcentr-<project>.<default-domain-suffix>
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_HOSTNAME_HTTPS
									

									 	 
										HOSTNAME_HTTPS
									

									 	 
										Custom hostname for https service route for Business Central. Leave blank for default hostname, e.g.: <application-name>-rhpamcentr-<project>.<default-domain-suffix>
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HOSTNAME_HTTP
									

									 	 
										HOSTNAME_HTTP
									

									 	 
										Custom hostname for http service route for KIE Server. Leave blank for default hostname, e.g.: insecure-<application-name>-kieserver-<project>.<default-domain-suffix>
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HOSTNAME_HTTPS
									

									 	 
										HOSTNAME_HTTPS
									

									 	 
										Custom hostname for https service route for KIE Server. Leave blank for default hostname, e.g.: <application-name>-kieserver-<project>.<default-domain-suffix>
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_HTTPS_SECRET
									

									 	 
										 — 
									

									 	 
										The name of the secret containing the keystore file for Business Central.
									

									 	 
										businesscentral-app-secret
									

									 	 
										True
									

									 
	 
										BUSINESS_CENTRAL_HTTPS_KEYSTORE
									

									 	 
										HTTPS_KEYSTORE
									

									 	 
										The name of the keystore file within the secret for Business Central.
									

									 	 
										keystore.jks
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_HTTPS_NAME
									

									 	 
										HTTPS_NAME
									

									 	 
										The name associated with the server certificate for Business Central.
									

									 	 
										jboss
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_HTTPS_PASSWORD
									

									 	 
										HTTPS_PASSWORD
									

									 	 
										The password for the keystore and certificate for Business Central.
									

									 	 
										mykeystorepass
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HTTPS_SECRET
									

									 	 
										 — 
									

									 	 
										The name of the secret containing the keystore file for KIE Server.
									

									 	 
										kieserver-app-secret
									

									 	 
										True
									

									 
	 
										KIE_SERVER_HTTPS_KEYSTORE
									

									 	 
										HTTPS_KEYSTORE
									

									 	 
										The name of the keystore file within the secret for KIE Server.
									

									 	 
										keystore.jks
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HTTPS_NAME
									

									 	 
										HTTPS_NAME
									

									 	 
										The name associated with the server certificate for KIE Server.
									

									 	 
										jboss
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HTTPS_PASSWORD
									

									 	 
										HTTPS_PASSWORD
									

									 	 
										The password for the keystore and certificate for KIE Server.
									

									 	 
										mykeystorepass
									

									 	 
										False
									

									 
	 
										APPFORMER_JMS_BROKER_USER
									

									 	 
										APPFORMER_JMS_BROKER_USER
									

									 	 
										The user name for connecting to the JMS broker.
									

									 	 
										jmsBrokerUser
									

									 	 
										True
									

									 
	 
										APPFORMER_JMS_BROKER_PASSWORD
									

									 	 
										APPFORMER_JMS_BROKER_PASSWORD
									

									 	 
										The password to connect to the JMS broker.
									

									 	 
										 — 
									

									 	 
										True
									

									 
	 
										DATAGRID_IMAGE
									

									 	 
										 — 
									

									 	 
										DataGrid image.
									

									 	 
										registry.redhat.io/jboss-datagrid-7/datagrid73-openshift:1.6
									

									 	 
										True
									

									 
	 
										DATAGRID_CPU_LIMIT
									

									 	 
										 — 
									

									 	 
										DataGrid Container CPU limit.
									

									 	 
										1000m
									

									 	 
										True
									

									 
	 
										DATAGRID_MEMORY_LIMIT
									

									 	 
										 — 
									

									 	 
										DataGrid Container memory limit.
									

									 	 
										2Gi
									

									 	 
										True
									

									 
	 
										DATAGRID_VOLUME_CAPACITY
									

									 	 
										 — 
									

									 	 
										Size of the persistent storage for DataGrid’s runtime data.
									

									 	 
										1Gi
									

									 	 
										True
									

									 
	 
										AMQ_BROKER_IMAGE
									

									 	 
										 — 
									

									 	 
										AMQ Broker Image.
									

									 	 
										registry.redhat.io/amq7/amq-broker:7.7
									

									 	 
										True
									

									 
	 
										AMQ_ROLE
									

									 	 
										 — 
									

									 	 
										User role for standard broker user.
									

									 	 
										admin
									

									 	 
										True
									

									 
	 
										AMQ_NAME
									

									 	 
										 — 
									

									 	 
										The name of the broker.
									

									 	 
										broker
									

									 	 
										True
									

									 
	 
										AMQ_GLOBAL_MAX_SIZE
									

									 	 
										 — 
									

									 	 
										Specifies the maximum amount of memory that message data can consume. If no value is specified, half of the system’s memory is allocated.
									

									 	 
										10 gb
									

									 	 
										False
									

									 
	 
										AMQ_VOLUME_CAPACITY
									

									 	 
										 — 
									

									 	 
										Size of persistent storage for AMQ broker volume.
									

									 	 
										1Gi
									

									 	 
										True
									

									 
	 
										AMQ_REPLICAS
									

									 	 
										 — 
									

									 	 
										Number of broker replicas for a cluster.
									

									 	 
										2
									

									 	 
										True
									

									 
	 
										KIE_SERVER_CONTROLLER_OPENSHIFT_GLOBAL_DISCOVERY_ENABLED
									

									 	 
										KIE_SERVER_CONTROLLER_OPENSHIFT_GLOBAL_DISCOVERY_ENABLED
									

									 	 
										If set to true, turns on KIE server global discovery feature (Sets the org.kie.server.controller.openshift.global.discovery.enabled system property)
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										KIE_SERVER_CONTROLLER_OPENSHIFT_PREFER_KIESERVER_SERVICE
									

									 	 
										KIE_SERVER_CONTROLLER_OPENSHIFT_PREFER_KIESERVER_SERVICE
									

									 	 
										Enables connection to KIE Server via OpenShift internal Service endpoint. (Sets the org.kie.server.controller.openshift.prefer.kieserver.service system property)
									

									 	 
										true
									

									 	 
										False
									

									 
	 
										KIE_SERVER_CONTROLLER_TEMPLATE_CACHE_TTL
									

									 	 
										KIE_SERVER_CONTROLLER_TEMPLATE_CACHE_TTL
									

									 	 
										KIE ServerTemplate Cache TTL in milliseconds. (Sets the org.kie.server.controller.template.cache.ttl system property)
									

									 	 
										5000
									

									 	 
										False
									

									 
	 
										IMAGE_STREAM_NAMESPACE
									

									 	 
										 — 
									

									 	 
										Namespace in which the ImageStreams for Red Hat Process Automation Manager images are installed. These ImageStreams are normally installed in the openshift namespace. You need to modify this parameter only if you installed the ImageStreams in a different namespace/project.
									

									 	 
										openshift
									

									 	 
										True
									

									 
	 
										BUSINESS_CENTRAL_IMAGE_STREAM_NAME
									

									 	 
										 — 
									

									 	 
										The name of the image stream to use for Business Central. Default is "rhpam-businesscentral-rhel8".
									

									 	 
										rhpam-businesscentral-rhel8
									

									 	 
										True
									

									 
	 
										KIE_SERVER_IMAGE_STREAM_NAME
									

									 	 
										 — 
									

									 	 
										The name of the image stream to use for KIE server. Default is "rhpam-kieserver-rhel8".
									

									 	 
										rhpam-kieserver-rhel8
									

									 	 
										True
									

									 
	 
										IMAGE_STREAM_TAG
									

									 	 
										 — 
									

									 	 
										A named pointer to an image in an image stream. Default is "7.9.0".
									

									 	 
										7.9.0
									

									 	 
										True
									

									 
	 
										MAVEN_MIRROR_URL
									

									 	 
										MAVEN_MIRROR_URL
									

									 	 
										Maven mirror that Business Central and KIE server must use. If you configure a mirror, this mirror must contain all artifacts that are required for building and deploying your services.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										MAVEN_MIRROR_OF
									

									 	 
										MAVEN_MIRROR_OF
									

									 	 
										Maven mirror configuration for KIE server.
									

									 	 
										external:*,!repo-rhpamcentr
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_ID
									

									 	 
										MAVEN_REPO_ID
									

									 	 
										The id to use for the maven repository. If set, it can be excluded from the optionally configured mirror by adding it to MAVEN_MIRROR_OF. For example: external:*,!repo-rhpamcentr,!repo-custom. If MAVEN_MIRROR_URL is set but MAVEN_MIRROR_ID is not set, an id will be generated randomly, but won’t be usable in MAVEN_MIRROR_OF.
									

									 	 
										repo-custom
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_URL
									

									 	 
										MAVEN_REPO_URL
									

									 	 
										Fully qualified URL to a Maven repository or service.
									

									 	 
										http://nexus.nexus-project.svc.cluster.local:8081/nexus/content/groups/public/
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_USERNAME
									

									 	 
										MAVEN_REPO_USERNAME
									

									 	 
										User name for accessing the Maven repository, if required.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_PASSWORD
									

									 	 
										MAVEN_REPO_PASSWORD
									

									 	 
										Password to access the Maven repository, if required.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										GIT_HOOKS_DIR
									

									 	 
										GIT_HOOKS_DIR
									

									 	 
										The directory to use for git hooks, if required.
									

									 	 
										/opt/kie/data/git/hooks
									

									 	 
										False
									

									 
	 
										TIMER_SERVICE_DATA_STORE_REFRESH_INTERVAL
									

									 	 
										TIMER_SERVICE_DATA_STORE_REFRESH_INTERVAL
									

									 	 
										Sets refresh-interval for the EJB timer database data-store service.
									

									 	 
										60000
									

									 	 
										True
									

									 
	 
										BUSINESS_CENTRAL_VOLUME_CAPACITY
									

									 	 
										 — 
									

									 	 
										Size of the persistent storage for Business Central runtime data.
									

									 	 
										1Gi
									

									 	 
										True
									

									 
	 
										BUSINESS_CENTRAL_MEMORY_LIMIT
									

									 	 
										 — 
									

									 	 
										Business Central Container memory limit.
									

									 	 
										8Gi
									

									 	 
										True
									

									 
	 
										BUSINESS_CENTRAL_JAVA_MAX_MEM_RATIO
									

									 	 
										JAVA_MAX_MEM_RATIO
									

									 	 
										Business Central Container JVM max memory ratio. -Xmx is set to a ratio of the memory available on the container. The default is 80, which means the upper boundary is 80% of the available memory. To skip adding the -Xmx option, set this value to 0.
									

									 	 
										80
									

									 	 
										True
									

									 
	 
										BUSINESS_CENTRAL_CPU_LIMIT
									

									 	 
										 — 
									

									 	 
										Business Central Container CPU limit.
									

									 	 
										2000m
									

									 	 
										True
									

									 
	 
										KIE_SERVER_MEMORY_LIMIT
									

									 	 
										 — 
									

									 	 
										KIE server Container memory limit.
									

									 	 
										1Gi
									

									 	 
										True
									

									 
	 
										KIE_SERVER_CPU_LIMIT
									

									 	 
										 — 
									

									 	 
										KIE server Container CPU limit.
									

									 	 
										1000m
									

									 	 
										True
									

									 
	 
										BUSINESS_CENTRAL_CONTAINER_REPLICAS
									

									 	 
										 — 
									

									 	 
										Business Central Container Replicas, defines how many Business Central containers will be started.
									

									 	 
										2
									

									 	 
										True
									

									 
	 
										KIE_SERVER_CONTAINER_REPLICAS
									

									 	 
										 — 
									

									 	 
										KIE Server Container Replicas, defines how many KIE Server containers will be started.
									

									 	 
										2
									

									 	 
										True
									

									 
	 
										SSO_URL
									

									 	 
										SSO_URL
									

									 	 
										RH-SSO URL.
									

									 	 
										https://rh-sso.example.com/auth
									

									 	 
										False
									

									 
	 
										SSO_REALM
									

									 	 
										SSO_REALM
									

									 	 
										RH-SSO Realm name.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_SSO_CLIENT
									

									 	 
										SSO_CLIENT
									

									 	 
										Business Central RH-SSO Client name.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_SSO_SECRET
									

									 	 
										SSO_SECRET
									

									 	 
										Business Central RH-SSO Client Secret.
									

									 	 
										252793ed-7118-4ca8-8dab-5622fa97d892
									

									 	 
										False
									

									 
	 
										KIE_SERVER_SSO_CLIENT
									

									 	 
										SSO_CLIENT
									

									 	 
										KIE Server RH-SSO Client name.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_SSO_SECRET
									

									 	 
										SSO_SECRET
									

									 	 
										KIE Server RH-SSO Client Secret.
									

									 	 
										252793ed-7118-4ca8-8dab-5622fa97d892
									

									 	 
										False
									

									 
	 
										SSO_USERNAME
									

									 	 
										SSO_USERNAME
									

									 	 
										RH-SSO Realm admin user name for creating the Client if it doesn’t exist.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										SSO_PASSWORD
									

									 	 
										SSO_PASSWORD
									

									 	 
										RH-SSO Realm Admin Password used to create the Client.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
									

									 	 
										SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
									

									 	 
										RH-SSO Disable SSL Certificate Validation.
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										SSO_PRINCIPAL_ATTRIBUTE
									

									 	 
										SSO_PRINCIPAL_ATTRIBUTE
									

									 	 
										RH-SSO Principal Attribute to use as user name.
									

									 	 
										preferred_username
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_URL
									

									 	 
										AUTH_LDAP_URL
									

									 	 
										LDAP endpoint to connect for authentication. For failover, set two or more LDAP endpoints separated by space.
									

									 	 
										ldap://myldap.example.com:389
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BIND_DN
									

									 	 
										AUTH_LDAP_BIND_DN
									

									 	 
										Bind DN used for authentication.
									

									 	 
										uid=admin,ou=users,ou=example,ou=com
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BIND_CREDENTIAL
									

									 	 
										AUTH_LDAP_BIND_CREDENTIAL
									

									 	 
										LDAP Credentials used for authentication.
									

									 	 
										Password
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_JAAS_SECURITY_DOMAIN
									

									 	 
										AUTH_LDAP_JAAS_SECURITY_DOMAIN
									

									 	 
										The JMX ObjectName of the JaasSecurityDomain used to decrypt the password.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BASE_CTX_DN
									

									 	 
										AUTH_LDAP_BASE_CTX_DN
									

									 	 
										LDAP Base DN of the top-level context to begin the user search.
									

									 	 
										ou=users,ou=example,ou=com
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BASE_FILTER
									

									 	 
										AUTH_LDAP_BASE_FILTER
									

									 	 
										LDAP search filter used to locate the context of the user to authenticate. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. A common example for the search filter is (uid={0}).
									

									 	 
										(uid={0})
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_SEARCH_SCOPE
									

									 	 
										AUTH_LDAP_SEARCH_SCOPE
									

									 	 
										The search scope to use.
									

									 	 
										SUBTREE_SCOPE
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_SEARCH_TIME_LIMIT
									

									 	 
										AUTH_LDAP_SEARCH_TIME_LIMIT
									

									 	 
										The timeout in milliseconds for user or role searches.
									

									 	 
										10000
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
									

									 	 
										AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
									

									 	 
										The name of the attribute in the user entry that contains the DN of the user. This may be necessary if the DN of the user itself contains special characters, backslash for example, that prevent correct user mapping. If the attribute does not exist, the entry’s DN is used.
									

									 	 
										distinguishedName
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_PARSE_USERNAME
									

									 	 
										AUTH_LDAP_PARSE_USERNAME
									

									 	 
										A flag indicating if the DN is to be parsed for the user name. If set to true, the DN is parsed for the user name. If set to false the DN is not parsed for the user name. This option is used together with usernameBeginString and usernameEndString.
									

									 	 
										true
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_USERNAME_BEGIN_STRING
									

									 	 
										AUTH_LDAP_USERNAME_BEGIN_STRING
									

									 	 
										Defines the String which is to be removed from the start of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_USERNAME_END_STRING
									

									 	 
										AUTH_LDAP_USERNAME_END_STRING
									

									 	 
										Defines the String which is to be removed from the end of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_ATTRIBUTE_ID
									

									 	 
										AUTH_LDAP_ROLE_ATTRIBUTE_ID
									

									 	 
										Name of the attribute containing the user roles.
									

									 	 
										memberOf
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLES_CTX_DN
									

									 	 
										AUTH_LDAP_ROLES_CTX_DN
									

									 	 
										The fixed DN of the context to search for user roles. This is not the DN where the actual roles are, but the DN where the objects containing the user roles are. For example, in a Microsoft Active Directory server, this is the DN where the user account is.
									

									 	 
										ou=groups,ou=example,ou=com
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_FILTER
									

									 	 
										AUTH_LDAP_ROLE_FILTER
									

									 	 
										A search filter used to locate the roles associated with the authenticated user. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. The authenticated userDN is substituted into the filter anywhere a {1} is used. An example search filter that matches on the input username is (member={0}). An alternative that matches on the authenticated userDN is (member={1}).
									

									 	 
										(memberOf={1})
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_RECURSION
									

									 	 
										AUTH_LDAP_ROLE_RECURSION
									

									 	 
										The number of levels of recursion the role search will go below a matching context. Disable recursion by setting this to 0.
									

									 	 
										1
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_DEFAULT_ROLE
									

									 	 
										AUTH_LDAP_DEFAULT_ROLE
									

									 	 
										A role included for all authenticated users
									

									 	 
										user
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
									

									 	 
										AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
									

									 	 
										Name of the attribute within the roleCtxDN context which contains the role name. If the roleAttributeIsDN property is set to true, this property is used to find the role object’s name attribute.
									

									 	 
										name
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
									

									 	 
										AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
									

									 	 
										A flag indicating if the DN returned by a query contains the roleNameAttributeID. If set to true, the DN is checked for the roleNameAttributeID. If set to false, the DN is not checked for the roleNameAttributeID. This flag can improve the performance of LDAP queries.
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
									

									 	 
										AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
									

									 	 
										Whether or not the roleAttributeID contains the fully-qualified DN of a role object. If false, the role name is taken from the value of the roleNameAttributeId attribute of the context name. Certain directory schemas, such as Microsoft Active Directory, require this attribute to be set to true.
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
									

									 	 
										AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
									

									 	 
										If you are not using referrals, you can ignore this option. When using referrals, this option denotes the attribute name which contains users defined for a certain role, for example member, if the role object is inside the referral. Users are checked against the content of this attribute name. If this option is not set, the check will always fail, so role objects cannot be stored in a referral tree.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_ROLE_MAPPER_ROLES_PROPERTIES
									

									 	 
										AUTH_ROLE_MAPPER_ROLES_PROPERTIES
									

									 	 
										When present, the RoleMapping Login Module will be configured to use the provided file. This parameter defines the fully-qualified file path and name of a properties file or resource which maps roles to replacement roles. The format of every entry in the file is original_role=role1,role2,role3
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_ROLE_MAPPER_REPLACE_ROLE
									

									 	 
										AUTH_ROLE_MAPPER_REPLACE_ROLE
									

									 	 
										Whether to add to the current roles, or replace the current roles with the mapped ones. Replaces if set to true.
									

									 	 
										 — 
									

									 	 
										False
									

									 



Objects




						The CLI supports various object types. A list of these object types as well as their abbreviations can be found in the Openshift documentation.
					
Services




							A service is an abstraction which defines a logical set of pods and a policy by which to access them. See the container-engine documentation for more information.
						
	Service	Port	Name	Description
	 
											${APPLICATION_NAME}-rhpamcentr
										

										 	 
											8080
										

										 	 
											http
										

										 	 
											All the Business Central web server’s ports.
										

										 
	 
											8443
										

										 	 
											https
										

										 
	 
											${APPLICATION_NAME}-rhpamcentr-ping
										

										 	 
											8888
										

										 	 
											ping
										

										 	 
											The JGroups ping port for rhpamcentr clustering.
										

										 
	 
											${APPLICATION_NAME}-datagrid-ping
										

										 	 
											8888
										

										 	 
											ping
										

										 	 
											The JGroups ping port for clustering.
										

										 
	 
											${APPLICATION_NAME}-datagrid
										

										 	 
											11222
										

										 	 
											hotrod
										

										 	 
											Provides a service for accessing the application over Hot Rod protocol.
										

										 
	 
											${APPLICATION_NAME}-kieserver
										

										 	 
											8080
										

										 	 
											http
										

										 	 
											All the KIE server web server’s ports.
										

										 
	 
											8443
										

										 	 
											https
										

										 
	 
											${APPLICATION_NAME}-amq-tcp
										

										 	 
											61616
										

										 	 
											 — 
										

										 	 
											The broker’s OpenWire port.
										

										 
	 
											ping
										

										 	 
											8888
										

										 	 
											 — 
										

										 	 
											The JGroups ping port for amq clustering.
										

										 
	 
											${APPLICATION_NAME}-mysql
										

										 	 
											3306
										

										 	 
											 — 
										

										 	 
											The MySQL server’s port.
										

										 



Routes




							A route is a way to expose a service by giving it an externally reachable hostname such as www.example.com. A defined route and the endpoints identified by its service can be consumed by a router to provide named connectivity from external clients to your applications. Each route consists of a route name, service selector, and (optionally) security configuration. See the Openshift documentation for more information.
						
	Service	Security	Hostname
	 
											insecure-${APPLICATION_NAME}-rhpamcentr-http
										

										 	 
											none
										

										 	 
											${BUSINESS_CENTRAL_HOSTNAME_HTTP}
										

										 
	 
											${APPLICATION_NAME}-rhpamcentr-https
										

										 	 
											TLS passthrough
										

										 	 
											${BUSINESS_CENTRAL_HOSTNAME_HTTPS}
										

										 
	 
											insecure-${APPLICATION_NAME}-kieserver-http
										

										 	 
											none
										

										 	 
											${KIE_SERVER_HOSTNAME_HTTP}
										

										 
	 
											${APPLICATION_NAME}-kieserver-https
										

										 	 
											TLS passthrough
										

										 	 
											${KIE_SERVER_HOSTNAME_HTTPS}
										

										 



Deployment Configurations




							A deployment in OpenShift is a replication controller based on a user-defined template called a deployment configuration. Deployments are created manually or in response to triggered events. See the Openshift documentation for more information.
						
Triggers




								A trigger drives the creation of new deployments in response to events, both inside and outside OpenShift. See the Openshift documentation for more information.
							
	Deployment	Triggers
	 
												${APPLICATION_NAME}-rhpamcentr
											

											 	 
												ImageChange
											

											 
	 
												${APPLICATION_NAME}-kieserver
											

											 	 
												ImageChange
											

											 
	 
												${APPLICATION_NAME}-mysql
											

											 	 
												ImageChange
											

											 



Replicas




								A replication controller ensures that a specified number of pod "replicas" are running at any one time. If there are too many, the replication controller kills some pods. If there are too few, it starts more. See the container-engine documentation for more information.
							
	Deployment	Replicas
	 
												${APPLICATION_NAME}-rhpamcentr
											

											 	 
												2
											

											 
	 
												${APPLICATION_NAME}-kieserver
											

											 	 
												2
											

											 
	 
												${APPLICATION_NAME}-mysql
											

											 	 
												1
											

											 



Pod Template



Service Accounts




									Service accounts are API objects that exist within each project. They can be created or deleted like any other API object. See the Openshift documentation for more information.
								
	Deployment	Service Account
	 
													${APPLICATION_NAME}-rhpamcentr
												

												 	 
													${APPLICATION_NAME}-rhpamsvc
												

												 
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													${APPLICATION_NAME}-rhpamsvc
												

												 



Image



	Deployment	Image
	 
													${APPLICATION_NAME}-rhpamcentr
												

												 	 
													${BUSINESS_CENTRAL_IMAGE_STREAM_NAME}
												

												 
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													${KIE_SERVER_IMAGE_STREAM_NAME}
												

												 
	 
													${APPLICATION_NAME}-mysql
												

												 	 
													mysql
												

												 



Readiness Probe



${APPLICATION_NAME}-rhpamcentr

										

Http Get on http://localhost:8080/rest/ready


									
${APPLICATION_NAME}-kieserver

										

Http Get on http://localhost:8080/services/rest/server/readycheck


									
${APPLICATION_NAME}-mysql

										

/bin/sh -i -c MYSQL_PWD="$MYSQL_PASSWORD" mysql -h 127.0.0.1 -u $MYSQL_USER -D $MYSQL_DATABASE -e 'SELECT 1'


									

Liveness Probe



${APPLICATION_NAME}-rhpamcentr

										

Http Get on http://localhost:8080/rest/healthy


									
${APPLICATION_NAME}-kieserver

										

Http Get on http://localhost:8080/services/rest/server/healthcheck


									
${APPLICATION_NAME}-mysql

										

tcpSocket on port 3306


									

Exposed Ports



	Deployments	Name	Port	Protocol
	 
													${APPLICATION_NAME}-rhpamcentr
												

												 	 
													jolokia
												

												 	 
													8778
												

												 	 
													TCP
												

												 
	 
													http
												

												 	 
													8080
												

												 	 
													TCP
												

												 
	 
													https
												

												 	 
													8443
												

												 	 
													TCP
												

												 
	 
													ping
												

												 	 
													8888
												

												 	 
													TCP
												

												 
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													jolokia
												

												 	 
													8778
												

												 	 
													TCP
												

												 
	 
													http
												

												 	 
													8080
												

												 	 
													TCP
												

												 
	 
													https
												

												 	 
													8443
												

												 	 
													TCP
												

												 
	 
													${APPLICATION_NAME}-mysql
												

												 	 
													 — 
												

												 	 
													3306
												

												 	 
													TCP
												

												 



Image Environment Variables



	Deployment	Variable name	Description	Example value
	 
													${APPLICATION_NAME}-rhpamcentr
												

												 	 
													APPLICATION_USERS_PROPERTIES
												

												 	 
													 — 
												

												 	 
													/opt/kie/data/configuration/application-users.properties
												

												 
	 
													APPLICATION_ROLES_PROPERTIES
												

												 	 
													 — 
												

												 	 
													/opt/kie/data/configuration/application-roles.properties
												

												 
	 
													KIE_ADMIN_USER
												

												 	 
													Admin user name
												

												 	 
													Set according to the credentials secret
												

												 
	 
													KIE_ADMIN_PWD
												

												 	 
													Admin user password
												

												 	 
													Set according to the credentials secret
												

												 
	 
													KIE_MBEANS
												

												 	 
													KIE server mbeans enabled/disabled. (Sets the kie.mbeans and kie.scanner.mbeans system properties)
												

												 	 
													${KIE_MBEANS}
												

												 
	 
													KIE_SERVER_CONTROLLER_OPENSHIFT_ENABLED
												

												 	 
													 — 
												

												 	 
													true
												

												 
	 
													KIE_SERVER_CONTROLLER_OPENSHIFT_GLOBAL_DISCOVERY_ENABLED
												

												 	 
													If set to true, turns on KIE server global discovery feature (Sets the org.kie.server.controller.openshift.global.discovery.enabled system property)
												

												 	 
													${KIE_SERVER_CONTROLLER_OPENSHIFT_GLOBAL_DISCOVERY_ENABLED}
												

												 
	 
													KIE_SERVER_CONTROLLER_OPENSHIFT_PREFER_KIESERVER_SERVICE
												

												 	 
													Enables connection to KIE Server via OpenShift internal Service endpoint. (Sets the org.kie.server.controller.openshift.prefer.kieserver.service system property)
												

												 	 
													${KIE_SERVER_CONTROLLER_OPENSHIFT_PREFER_KIESERVER_SERVICE}
												

												 
	 
													KIE_SERVER_CONTROLLER_TEMPLATE_CACHE_TTL
												

												 	 
													KIE ServerTemplate Cache TTL in milliseconds. (Sets the org.kie.server.controller.template.cache.ttl system property)
												

												 	 
													${KIE_SERVER_CONTROLLER_TEMPLATE_CACHE_TTL}
												

												 
	 
													KIE_SERVER_CONTROLLER_TOKEN
												

												 	 
													KIE server controller token for bearer authentication. (Sets the org.kie.server.controller.token system property)
												

												 	 
													${KIE_SERVER_CONTROLLER_TOKEN}
												

												 
	 
													WORKBENCH_ROUTE_NAME
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-rhpamcentr
												

												 
	 
													MAVEN_MIRROR_URL
												

												 	 
													Maven mirror that Business Central and KIE server must use. If you configure a mirror, this mirror must contain all artifacts that are required for building and deploying your services.
												

												 	 
													${MAVEN_MIRROR_URL}
												

												 
	 
													MAVEN_REPO_ID
												

												 	 
													The id to use for the maven repository. If set, it can be excluded from the optionally configured mirror by adding it to MAVEN_MIRROR_OF. For example: external:*,!repo-rhpamcentr,!repo-custom. If MAVEN_MIRROR_URL is set but MAVEN_MIRROR_ID is not set, an id will be generated randomly, but won’t be usable in MAVEN_MIRROR_OF.
												

												 	 
													${MAVEN_REPO_ID}
												

												 
	 
													MAVEN_REPO_URL
												

												 	 
													Fully qualified URL to a Maven repository or service.
												

												 	 
													${MAVEN_REPO_URL}
												

												 
	 
													MAVEN_REPO_USERNAME
												

												 	 
													User name for accessing the Maven repository, if required.
												

												 	 
													${MAVEN_REPO_USERNAME}
												

												 
	 
													MAVEN_REPO_PASSWORD
												

												 	 
													Password to access the Maven repository, if required.
												

												 	 
													${MAVEN_REPO_PASSWORD}
												

												 
	 
													GIT_HOOKS_DIR
												

												 	 
													The directory to use for git hooks, if required.
												

												 	 
													${GIT_HOOKS_DIR}
												

												 
	 
													HTTPS_KEYSTORE_DIR
												

												 	 
													 — 
												

												 	 
													/etc/businesscentral-secret-volume
												

												 
	 
													HTTPS_KEYSTORE
												

												 	 
													The name of the keystore file within the secret for Business Central.
												

												 	 
													${BUSINESS_CENTRAL_HTTPS_KEYSTORE}
												

												 
	 
													HTTPS_NAME
												

												 	 
													The name associated with the server certificate for Business Central.
												

												 	 
													${BUSINESS_CENTRAL_HTTPS_NAME}
												

												 
	 
													HTTPS_PASSWORD
												

												 	 
													The password for the keystore and certificate for Business Central.
												

												 	 
													${BUSINESS_CENTRAL_HTTPS_PASSWORD}
												

												 
	 
													JGROUPS_PING_PROTOCOL
												

												 	 
													 — 
												

												 	 
													openshift.DNS_PING
												

												 
	 
													OPENSHIFT_DNS_PING_SERVICE_NAME
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-rhpamcentr-ping
												

												 
	 
													OPENSHIFT_DNS_PING_SERVICE_PORT
												

												 	 
													 — 
												

												 	 
													8888
												

												 
	 
													APPFORMER_INFINISPAN_SERVICE_NAME
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-datagrid
												

												 
	 
													APPFORMER_INFINISPAN_PORT
												

												 	 
													 — 
												

												 	 
													11222
												

												 
	 
													APPFORMER_JMS_BROKER_ADDRESS
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-amq-tcp
												

												 
	 
													APPFORMER_JMS_BROKER_PORT
												

												 	 
													 — 
												

												 	 
													61616
												

												 
	 
													APPFORMER_JMS_BROKER_USER
												

												 	 
													The user name for connecting to the JMS broker.
												

												 	 
													${APPFORMER_JMS_BROKER_USER}
												

												 
	 
													APPFORMER_JMS_BROKER_PASSWORD
												

												 	 
													The password to connect to the JMS broker.
												

												 	 
													${APPFORMER_JMS_BROKER_PASSWORD}
												

												 
	 
													JAVA_MAX_MEM_RATIO
												

												 	 
													Business Central Container JVM max memory ratio. -Xmx is set to a ratio of the memory available on the container. The default is 80, which means the upper boundary is 80% of the available memory. To skip adding the -Xmx option, set this value to 0.
												

												 	 
													${BUSINESS_CENTRAL_JAVA_MAX_MEM_RATIO}
												

												 
	 
													SSO_URL
												

												 	 
													RH-SSO URL.
												

												 	 
													${SSO_URL}
												

												 
	 
													SSO_OPENIDCONNECT_DEPLOYMENTS
												

												 	 
													 — 
												

												 	 
													ROOT.war
												

												 
	 
													SSO_REALM
												

												 	 
													RH-SSO Realm name.
												

												 	 
													${SSO_REALM}
												

												 
	 
													SSO_SECRET
												

												 	 
													Business Central RH-SSO Client Secret.
												

												 	 
													${BUSINESS_CENTRAL_SSO_SECRET}
												

												 
	 
													SSO_CLIENT
												

												 	 
													Business Central RH-SSO Client name.
												

												 	 
													${BUSINESS_CENTRAL_SSO_CLIENT}
												

												 
	 
													SSO_USERNAME
												

												 	 
													RH-SSO Realm admin user name for creating the Client if it doesn’t exist.
												

												 	 
													${SSO_USERNAME}
												

												 
	 
													SSO_PASSWORD
												

												 	 
													RH-SSO Realm Admin Password used to create the Client.
												

												 	 
													${SSO_PASSWORD}
												

												 
	 
													SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
												

												 	 
													RH-SSO Disable SSL Certificate Validation.
												

												 	 
													${SSO_DISABLE_SSL_CERTIFICATE_VALIDATION}
												

												 
	 
													SSO_PRINCIPAL_ATTRIBUTE
												

												 	 
													RH-SSO Principal Attribute to use as user name.
												

												 	 
													${SSO_PRINCIPAL_ATTRIBUTE}
												

												 
	 
													HOSTNAME_HTTP
												

												 	 
													Custom hostname for http service route for Business Central. Leave blank for default hostname, e.g.: insecure-<application-name>-rhpamcentr-<project>.<default-domain-suffix>
												

												 	 
													${BUSINESS_CENTRAL_HOSTNAME_HTTP}
												

												 
	 
													HOSTNAME_HTTPS
												

												 	 
													Custom hostname for https service route for Business Central. Leave blank for default hostname, e.g.: <application-name>-rhpamcentr-<project>.<default-domain-suffix>
												

												 	 
													${BUSINESS_CENTRAL_HOSTNAME_HTTPS}
												

												 
	 
													AUTH_LDAP_URL
												

												 	 
													LDAP endpoint to connect for authentication. For failover, set two or more LDAP endpoints separated by space.
												

												 	 
													${AUTH_LDAP_URL}
												

												 
	 
													AUTH_LDAP_BIND_DN
												

												 	 
													Bind DN used for authentication.
												

												 	 
													${AUTH_LDAP_BIND_DN}
												

												 
	 
													AUTH_LDAP_BIND_CREDENTIAL
												

												 	 
													LDAP Credentials used for authentication.
												

												 	 
													${AUTH_LDAP_BIND_CREDENTIAL}
												

												 
	 
													AUTH_LDAP_JAAS_SECURITY_DOMAIN
												

												 	 
													The JMX ObjectName of the JaasSecurityDomain used to decrypt the password.
												

												 	 
													${AUTH_LDAP_JAAS_SECURITY_DOMAIN}
												

												 
	 
													AUTH_LDAP_BASE_CTX_DN
												

												 	 
													LDAP Base DN of the top-level context to begin the user search.
												

												 	 
													${AUTH_LDAP_BASE_CTX_DN}
												

												 
	 
													AUTH_LDAP_BASE_FILTER
												

												 	 
													LDAP search filter used to locate the context of the user to authenticate. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. A common example for the search filter is (uid={0}).
												

												 	 
													${AUTH_LDAP_BASE_FILTER}
												

												 
	 
													AUTH_LDAP_SEARCH_SCOPE
												

												 	 
													The search scope to use.
												

												 	 
													${AUTH_LDAP_SEARCH_SCOPE}
												

												 
	 
													AUTH_LDAP_SEARCH_TIME_LIMIT
												

												 	 
													The timeout in milliseconds for user or role searches.
												

												 	 
													${AUTH_LDAP_SEARCH_TIME_LIMIT}
												

												 
	 
													AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
												

												 	 
													The name of the attribute in the user entry that contains the DN of the user. This may be necessary if the DN of the user itself contains special characters, backslash for example, that prevent correct user mapping. If the attribute does not exist, the entry’s DN is used.
												

												 	 
													${AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE}
												

												 
	 
													AUTH_LDAP_PARSE_USERNAME
												

												 	 
													A flag indicating if the DN is to be parsed for the user name. If set to true, the DN is parsed for the user name. If set to false the DN is not parsed for the user name. This option is used together with usernameBeginString and usernameEndString.
												

												 	 
													${AUTH_LDAP_PARSE_USERNAME}
												

												 
	 
													AUTH_LDAP_USERNAME_BEGIN_STRING
												

												 	 
													Defines the String which is to be removed from the start of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
												

												 	 
													${AUTH_LDAP_USERNAME_BEGIN_STRING}
												

												 
	 
													AUTH_LDAP_USERNAME_END_STRING
												

												 	 
													Defines the String which is to be removed from the end of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
												

												 	 
													${AUTH_LDAP_USERNAME_END_STRING}
												

												 
	 
													AUTH_LDAP_ROLE_ATTRIBUTE_ID
												

												 	 
													Name of the attribute containing the user roles.
												

												 	 
													${AUTH_LDAP_ROLE_ATTRIBUTE_ID}
												

												 
	 
													AUTH_LDAP_ROLES_CTX_DN
												

												 	 
													The fixed DN of the context to search for user roles. This is not the DN where the actual roles are, but the DN where the objects containing the user roles are. For example, in a Microsoft Active Directory server, this is the DN where the user account is.
												

												 	 
													${AUTH_LDAP_ROLES_CTX_DN}
												

												 
	 
													AUTH_LDAP_ROLE_FILTER
												

												 	 
													A search filter used to locate the roles associated with the authenticated user. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. The authenticated userDN is substituted into the filter anywhere a {1} is used. An example search filter that matches on the input username is (member={0}). An alternative that matches on the authenticated userDN is (member={1}).
												

												 	 
													${AUTH_LDAP_ROLE_FILTER}
												

												 
	 
													AUTH_LDAP_ROLE_RECURSION
												

												 	 
													The number of levels of recursion the role search will go below a matching context. Disable recursion by setting this to 0.
												

												 	 
													${AUTH_LDAP_ROLE_RECURSION}
												

												 
	 
													AUTH_LDAP_DEFAULT_ROLE
												

												 	 
													A role included for all authenticated users
												

												 	 
													${AUTH_LDAP_DEFAULT_ROLE}
												

												 
	 
													AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
												

												 	 
													Name of the attribute within the roleCtxDN context which contains the role name. If the roleAttributeIsDN property is set to true, this property is used to find the role object’s name attribute.
												

												 	 
													${AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID}
												

												 
	 
													AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
												

												 	 
													A flag indicating if the DN returned by a query contains the roleNameAttributeID. If set to true, the DN is checked for the roleNameAttributeID. If set to false, the DN is not checked for the roleNameAttributeID. This flag can improve the performance of LDAP queries.
												

												 	 
													${AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN}
												

												 
	 
													AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
												

												 	 
													Whether or not the roleAttributeID contains the fully-qualified DN of a role object. If false, the role name is taken from the value of the roleNameAttributeId attribute of the context name. Certain directory schemas, such as Microsoft Active Directory, require this attribute to be set to true.
												

												 	 
													${AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN}
												

												 
	 
													AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
												

												 	 
													If you are not using referrals, you can ignore this option. When using referrals, this option denotes the attribute name which contains users defined for a certain role, for example member, if the role object is inside the referral. Users are checked against the content of this attribute name. If this option is not set, the check will always fail, so role objects cannot be stored in a referral tree.
												

												 	 
													${AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK}
												

												 
	 
													AUTH_ROLE_MAPPER_ROLES_PROPERTIES
												

												 	 
													When present, the RoleMapping Login Module will be configured to use the provided file. This parameter defines the fully-qualified file path and name of a properties file or resource which maps roles to replacement roles. The format of every entry in the file is original_role=role1,role2,role3
												

												 	 
													${AUTH_ROLE_MAPPER_ROLES_PROPERTIES}
												

												 
	 
													AUTH_ROLE_MAPPER_REPLACE_ROLE
												

												 	 
													Whether to add to the current roles, or replace the current roles with the mapped ones. Replaces if set to true.
												

												 	 
													${AUTH_ROLE_MAPPER_REPLACE_ROLE}
												

												 
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													WORKBENCH_SERVICE_NAME
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-rhpamcentr
												

												 
	 
													TIMER_SERVICE_DATA_STORE_REFRESH_INTERVAL
												

												 	 
													Sets refresh-interval for the EJB timer database data-store service.
												

												 	 
													${TIMER_SERVICE_DATA_STORE_REFRESH_INTERVAL}
												

												 
	 
													DATASOURCES
												

												 	 
													 — 
												

												 	 
													RHPAM
												

												 
	 
													RHPAM_DATABASE
												

												 	 
													MySQL database name.
												

												 	 
													${MYSQL_DB}
												

												 
	 
													RHPAM_DRIVER
												

												 	 
													 — 
												

												 	 
													mariadb
												

												 
	 
													RHPAM_USERNAME
												

												 	 
													MySQL database user name.
												

												 	 
													${MYSQL_USER}
												

												 
	 
													RHPAM_PASSWORD
												

												 	 
													MySQL database password.
												

												 	 
													${MYSQL_PWD}
												

												 
	 
													RHPAM_SERVICE_HOST
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-mysql
												

												 
	 
													RHPAM_SERVICE_PORT
												

												 	 
													 — 
												

												 	 
													3306
												

												 
	 
													KIE_SERVER_PERSISTENCE_DIALECT
												

												 	 
													KIE server MySQL Hibernate dialect.
												

												 	 
													${KIE_SERVER_MYSQL_DIALECT}
												

												 
	 
													KIE_SERVER_PERSISTENCE_DS
												

												 	 
													KIE server persistence datasource. (Sets the org.kie.server.persistence.ds system property)
												

												 	 
													${KIE_SERVER_PERSISTENCE_DS}
												

												 
	 
													RHPAM_JNDI
												

												 	 
													KIE server persistence datasource. (Sets the org.kie.server.persistence.ds system property)
												

												 	 
													${KIE_SERVER_PERSISTENCE_DS}
												

												 
	 
													RHPAM_JTA
												

												 	 
													 — 
												

												 	 
													true
												

												 
	 
													KIE_ADMIN_USER
												

												 	 
													Admin user name
												

												 	 
													Set according to the credentials secret
												

												 
	 
													KIE_ADMIN_PWD
												

												 	 
													Admin user password
												

												 	 
													Set according to the credentials secret
												

												 
	 
													KIE_MBEANS
												

												 	 
													KIE server mbeans enabled/disabled. (Sets the kie.mbeans and kie.scanner.mbeans system properties)
												

												 	 
													${KIE_MBEANS}
												

												 
	 
													KIE_SERVER_MODE
												

												 	 
													The KIE Server mode. Valid values are 'DEVELOPMENT' or 'PRODUCTION'. In production mode, you can not deploy SNAPSHOT versions of artifacts on the KIE server and can not change the version of an artifact in an existing container. (Sets the org.kie.server.mode system property).
												

												 	 
													${KIE_SERVER_MODE}
												

												 
	 
													DROOLS_SERVER_FILTER_CLASSES
												

												 	 
													KIE server class filtering. (Sets the org.drools.server.filter.classes system property)
												

												 	 
													${DROOLS_SERVER_FILTER_CLASSES}
												

												 
	 
													PROMETHEUS_SERVER_EXT_DISABLED
												

												 	 
													If set to false, the prometheus server extension will be enabled. (Sets the org.kie.prometheus.server.ext.disabled system property)
												

												 	 
													${PROMETHEUS_SERVER_EXT_DISABLED}
												

												 
	 
													KIE_SERVER_BYPASS_AUTH_USER
												

												 	 
													Allows the KIE server to bypass the authenticated user for task-related operations, for example, queries. (Sets the org.kie.server.bypass.auth.user system property)
												

												 	 
													${KIE_SERVER_BYPASS_AUTH_USER}
												

												 
	 
													KIE_SERVER_CONTROLLER_SERVICE
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-rhpamcentr
												

												 
	 
													KIE_SERVER_CONTROLLER_PROTOCOL
												

												 	 
													 — 
												

												 	 
													ws
												

												 
	 
													KIE_SERVER_ID
												

												 	 
													 — 
												

												 	 
													 — 
												

												 
	 
													KIE_SERVER_ROUTE_NAME
												

												 	 
													 — 
												

												 	 
													insecure-${APPLICATION_NAME}-kieserver
												

												 
	 
													KIE_SERVER_STARTUP_STRATEGY
												

												 	 
													 — 
												

												 	 
													OpenShiftStartupStrategy
												

												 
	 
													MAVEN_MIRROR_URL
												

												 	 
													Maven mirror that Business Central and KIE server must use. If you configure a mirror, this mirror must contain all artifacts that are required for building and deploying your services.
												

												 	 
													${MAVEN_MIRROR_URL}
												

												 
	 
													MAVEN_MIRROR_OF
												

												 	 
													Maven mirror configuration for KIE server.
												

												 	 
													${MAVEN_MIRROR_OF}
												

												 
	 
													MAVEN_REPOS
												

												 	 
													 — 
												

												 	 
													RHPAMCENTR,EXTERNAL
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_ID
												

												 	 
													 — 
												

												 	 
													repo-rhpamcentr
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_SERVICE
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-rhpamcentr
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_PATH
												

												 	 
													 — 
												

												 	 
													/maven2/
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_USERNAME
												

												 	 
													 — 
												

												 	 
													Set according to the credentials secret
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_PASSWORD
												

												 	 
													 — 
												

												 	 
													Set according to the credentials secret
												

												 
	 
													EXTERNAL_MAVEN_REPO_ID
												

												 	 
													The id to use for the maven repository. If set, it can be excluded from the optionally configured mirror by adding it to MAVEN_MIRROR_OF. For example: external:*,!repo-rhpamcentr,!repo-custom. If MAVEN_MIRROR_URL is set but MAVEN_MIRROR_ID is not set, an id will be generated randomly, but won’t be usable in MAVEN_MIRROR_OF.
												

												 	 
													${MAVEN_REPO_ID}
												

												 
	 
													EXTERNAL_MAVEN_REPO_URL
												

												 	 
													Fully qualified URL to a Maven repository or service.
												

												 	 
													${MAVEN_REPO_URL}
												

												 
	 
													EXTERNAL_MAVEN_REPO_USERNAME
												

												 	 
													User name for accessing the Maven repository, if required.
												

												 	 
													${MAVEN_REPO_USERNAME}
												

												 
	 
													EXTERNAL_MAVEN_REPO_PASSWORD
												

												 	 
													Password to access the Maven repository, if required.
												

												 	 
													${MAVEN_REPO_PASSWORD}
												

												 
	 
													HTTPS_KEYSTORE_DIR
												

												 	 
													 — 
												

												 	 
													/etc/kieserver-secret-volume
												

												 
	 
													HTTPS_KEYSTORE
												

												 	 
													The name of the keystore file within the secret for KIE Server.
												

												 	 
													${KIE_SERVER_HTTPS_KEYSTORE}
												

												 
	 
													HTTPS_NAME
												

												 	 
													The name associated with the server certificate for KIE Server.
												

												 	 
													${KIE_SERVER_HTTPS_NAME}
												

												 
	 
													HTTPS_PASSWORD
												

												 	 
													The password for the keystore and certificate for KIE Server.
												

												 	 
													${KIE_SERVER_HTTPS_PASSWORD}
												

												 
	 
													KUBERNETES_NAMESPACE
												

												 	 
													 — 
												

												 	 
													 — 
												

												 
	 
													SSO_URL
												

												 	 
													RH-SSO URL.
												

												 	 
													${SSO_URL}
												

												 
	 
													SSO_OPENIDCONNECT_DEPLOYMENTS
												

												 	 
													 — 
												

												 	 
													ROOT.war
												

												 
	 
													SSO_REALM
												

												 	 
													RH-SSO Realm name.
												

												 	 
													${SSO_REALM}
												

												 
	 
													SSO_SECRET
												

												 	 
													KIE Server RH-SSO Client Secret.
												

												 	 
													${KIE_SERVER_SSO_SECRET}
												

												 
	 
													SSO_CLIENT
												

												 	 
													KIE Server RH-SSO Client name.
												

												 	 
													${KIE_SERVER_SSO_CLIENT}
												

												 
	 
													SSO_USERNAME
												

												 	 
													RH-SSO Realm admin user name for creating the Client if it doesn’t exist.
												

												 	 
													${SSO_USERNAME}
												

												 
	 
													SSO_PASSWORD
												

												 	 
													RH-SSO Realm Admin Password used to create the Client.
												

												 	 
													${SSO_PASSWORD}
												

												 
	 
													SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
												

												 	 
													RH-SSO Disable SSL Certificate Validation.
												

												 	 
													${SSO_DISABLE_SSL_CERTIFICATE_VALIDATION}
												

												 
	 
													SSO_PRINCIPAL_ATTRIBUTE
												

												 	 
													RH-SSO Principal Attribute to use as user name.
												

												 	 
													${SSO_PRINCIPAL_ATTRIBUTE}
												

												 
	 
													HOSTNAME_HTTP
												

												 	 
													Custom hostname for http service route for KIE Server. Leave blank for default hostname, e.g.: insecure-<application-name>-kieserver-<project>.<default-domain-suffix>
												

												 	 
													${KIE_SERVER_HOSTNAME_HTTP}
												

												 
	 
													HOSTNAME_HTTPS
												

												 	 
													Custom hostname for https service route for KIE Server. Leave blank for default hostname, e.g.: <application-name>-kieserver-<project>.<default-domain-suffix>
												

												 	 
													${KIE_SERVER_HOSTNAME_HTTPS}
												

												 
	 
													AUTH_LDAP_URL
												

												 	 
													LDAP endpoint to connect for authentication. For failover, set two or more LDAP endpoints separated by space.
												

												 	 
													${AUTH_LDAP_URL}
												

												 
	 
													AUTH_LDAP_BIND_DN
												

												 	 
													Bind DN used for authentication.
												

												 	 
													${AUTH_LDAP_BIND_DN}
												

												 
	 
													AUTH_LDAP_BIND_CREDENTIAL
												

												 	 
													LDAP Credentials used for authentication.
												

												 	 
													${AUTH_LDAP_BIND_CREDENTIAL}
												

												 
	 
													AUTH_LDAP_JAAS_SECURITY_DOMAIN
												

												 	 
													The JMX ObjectName of the JaasSecurityDomain used to decrypt the password.
												

												 	 
													${AUTH_LDAP_JAAS_SECURITY_DOMAIN}
												

												 
	 
													AUTH_LDAP_BASE_CTX_DN
												

												 	 
													LDAP Base DN of the top-level context to begin the user search.
												

												 	 
													${AUTH_LDAP_BASE_CTX_DN}
												

												 
	 
													AUTH_LDAP_BASE_FILTER
												

												 	 
													LDAP search filter used to locate the context of the user to authenticate. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. A common example for the search filter is (uid={0}).
												

												 	 
													${AUTH_LDAP_BASE_FILTER}
												

												 
	 
													AUTH_LDAP_SEARCH_SCOPE
												

												 	 
													The search scope to use.
												

												 	 
													${AUTH_LDAP_SEARCH_SCOPE}
												

												 
	 
													AUTH_LDAP_SEARCH_TIME_LIMIT
												

												 	 
													The timeout in milliseconds for user or role searches.
												

												 	 
													${AUTH_LDAP_SEARCH_TIME_LIMIT}
												

												 
	 
													AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
												

												 	 
													The name of the attribute in the user entry that contains the DN of the user. This may be necessary if the DN of the user itself contains special characters, backslash for example, that prevent correct user mapping. If the attribute does not exist, the entry’s DN is used.
												

												 	 
													${AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE}
												

												 
	 
													AUTH_LDAP_PARSE_USERNAME
												

												 	 
													A flag indicating if the DN is to be parsed for the user name. If set to true, the DN is parsed for the user name. If set to false the DN is not parsed for the user name. This option is used together with usernameBeginString and usernameEndString.
												

												 	 
													${AUTH_LDAP_PARSE_USERNAME}
												

												 
	 
													AUTH_LDAP_USERNAME_BEGIN_STRING
												

												 	 
													Defines the String which is to be removed from the start of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
												

												 	 
													${AUTH_LDAP_USERNAME_BEGIN_STRING}
												

												 
	 
													AUTH_LDAP_USERNAME_END_STRING
												

												 	 
													Defines the String which is to be removed from the end of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
												

												 	 
													${AUTH_LDAP_USERNAME_END_STRING}
												

												 
	 
													AUTH_LDAP_ROLE_ATTRIBUTE_ID
												

												 	 
													Name of the attribute containing the user roles.
												

												 	 
													${AUTH_LDAP_ROLE_ATTRIBUTE_ID}
												

												 
	 
													AUTH_LDAP_ROLES_CTX_DN
												

												 	 
													The fixed DN of the context to search for user roles. This is not the DN where the actual roles are, but the DN where the objects containing the user roles are. For example, in a Microsoft Active Directory server, this is the DN where the user account is.
												

												 	 
													${AUTH_LDAP_ROLES_CTX_DN}
												

												 
	 
													AUTH_LDAP_ROLE_FILTER
												

												 	 
													A search filter used to locate the roles associated with the authenticated user. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. The authenticated userDN is substituted into the filter anywhere a {1} is used. An example search filter that matches on the input username is (member={0}). An alternative that matches on the authenticated userDN is (member={1}).
												

												 	 
													${AUTH_LDAP_ROLE_FILTER}
												

												 
	 
													AUTH_LDAP_ROLE_RECURSION
												

												 	 
													The number of levels of recursion the role search will go below a matching context. Disable recursion by setting this to 0.
												

												 	 
													${AUTH_LDAP_ROLE_RECURSION}
												

												 
	 
													AUTH_LDAP_DEFAULT_ROLE
												

												 	 
													A role included for all authenticated users
												

												 	 
													${AUTH_LDAP_DEFAULT_ROLE}
												

												 
	 
													AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
												

												 	 
													Name of the attribute within the roleCtxDN context which contains the role name. If the roleAttributeIsDN property is set to true, this property is used to find the role object’s name attribute.
												

												 	 
													${AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID}
												

												 
	 
													AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
												

												 	 
													A flag indicating if the DN returned by a query contains the roleNameAttributeID. If set to true, the DN is checked for the roleNameAttributeID. If set to false, the DN is not checked for the roleNameAttributeID. This flag can improve the performance of LDAP queries.
												

												 	 
													${AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN}
												

												 
	 
													AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
												

												 	 
													Whether or not the roleAttributeID contains the fully-qualified DN of a role object. If false, the role name is taken from the value of the roleNameAttributeId attribute of the context name. Certain directory schemas, such as Microsoft Active Directory, require this attribute to be set to true.
												

												 	 
													${AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN}
												

												 
	 
													AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
												

												 	 
													If you are not using referrals, you can ignore this option. When using referrals, this option denotes the attribute name which contains users defined for a certain role, for example member, if the role object is inside the referral. Users are checked against the content of this attribute name. If this option is not set, the check will always fail, so role objects cannot be stored in a referral tree.
												

												 	 
													${AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK}
												

												 
	 
													AUTH_ROLE_MAPPER_ROLES_PROPERTIES
												

												 	 
													When present, the RoleMapping Login Module will be configured to use the provided file. This parameter defines the fully-qualified file path and name of a properties file or resource which maps roles to replacement roles. The format of every entry in the file is original_role=role1,role2,role3
												

												 	 
													${AUTH_ROLE_MAPPER_ROLES_PROPERTIES}
												

												 
	 
													AUTH_ROLE_MAPPER_REPLACE_ROLE
												

												 	 
													Whether to add to the current roles, or replace the current roles with the mapped ones. Replaces if set to true.
												

												 	 
													${AUTH_ROLE_MAPPER_REPLACE_ROLE}
												

												 
	 
													${APPLICATION_NAME}-mysql
												

												 	 
													MYSQL_USER
												

												 	 
													MySQL database user name.
												

												 	 
													${MYSQL_USER}
												

												 
	 
													MYSQL_PASSWORD
												

												 	 
													MySQL database password.
												

												 	 
													${MYSQL_PWD}
												

												 
	 
													MYSQL_DATABASE
												

												 	 
													MySQL database name.
												

												 	 
													${MYSQL_DB}
												

												 
	 
													MYSQL_DEFAULT_AUTHENTICATION_PLUGIN
												

												 	 
													 — 
												

												 	 
													mysql_native_password
												

												 



Volumes



	Deployment	Name	mountPath	Purpose	readOnly
	 
													${APPLICATION_NAME}-rhpamcentr
												

												 	 
													businesscentral-keystore-volume
												

												 	 
													/etc/businesscentral-secret-volume
												

												 	 
													ssl certs
												

												 	 
													True
												

												 
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													kieserver-keystore-volume
												

												 	 
													/etc/kieserver-secret-volume
												

												 	 
													ssl certs
												

												 	 
													True
												

												 
	 
													${APPLICATION_NAME}-mysql
												

												 	 
													${APPLICATION_NAME}-mysql-pvol
												

												 	 
													/var/lib/mysql/data
												

												 	 
													mysql
												

												 	 
													false
												

												 





External Dependencies



Volume Claims




								A PersistentVolume object is a storage resource in an OpenShift cluster. Storage is provisioned by an administrator by creating PersistentVolume objects from sources such as GCE Persistent Disks, AWS Elastic Block Stores (EBS), and NFS mounts. See the Openshift documentation for more information.
							
	Name	Access Mode
	 
												${APPLICATION_NAME}-rhpamcentr-claim
											

											 	 
												ReadWriteMany
											

											 
	 
												${APPLICATION_NAME}-mysql-claim
											

											 	 
												ReadWriteOnce
											

											 



Secrets




								This template requires the following secrets to be installed for the application to run.
							

								businesscentral-app-secret kieserver-app-secret
							

Clustering




								Clustering in OpenShift EAP is achieved through one of two discovery mechanisms: Kubernetes or DNS. This is done by configuring the JGroups protocol stack in standalone-openshift.xml with either the <openshift.KUBE_PING/> or <openshift.DNS_PING/> elements. The templates are configured to use DNS_PING, however `KUBE_PING`is the default used by the image.
							

								The discovery mechanism used is specified by the JGROUPS_PING_PROTOCOL environment variable which can be set to either openshift.DNS_PING or openshift.KUBE_PING. openshift.KUBE_PING is the default used by the image if no value is specified for JGROUPS_PING_PROTOCOL.
							

								For DNS_PING to work, the following steps must be taken:
							
	
										The OPENSHIFT_DNS_PING_SERVICE_NAME environment variable must be set to the name of the ping service for the cluster (see table above). If not set, the server will act as if it is a single-node cluster (a "cluster of one").
									
	
										The OPENSHIFT_DNS_PING_SERVICE_PORT environment variables should be set to the port number on which the ping service is exposed (see table above). The DNS_PING protocol will attempt to discern the port from the SRV records, if it can, otherwise it will default to 8888.
									
	
										A ping service which exposes the ping port must be defined. This service should be "headless" (ClusterIP=None) and must have the following:
									
	
												The port must be named for port discovery to work.
											
	
												It must be annotated with service.alpha.kubernetes.io/tolerate-unready-endpoints set to "true". Omitting this annotation will result in each node forming their own "cluster of one" during startup, then merging their cluster into the other nodes' clusters after startup (as the other nodes are not detected until after they have started).
											





Example ping service for use with DNS_PING

									

kind: Service
apiVersion: v1
spec:
    clusterIP: None
    ports:
    - name: ping
      port: 8888
    selector:
        deploymentConfig: eap-app
metadata:
    name: eap-app-ping
    annotations:
        service.alpha.kubernetes.io/tolerate-unready-endpoints: "true"
        description: "The JGroups ping port for clustering."


								

								For KUBE_PING to work, the following steps must be taken:
							
	
										The OPENSHIFT_KUBE_PING_NAMESPACE environment variable must be set (see table above). If not set, the server will act as if it is a single-node cluster (a "cluster of one").
									
	
										The OPENSHIFT_KUBE_PING_LABELS environment variables should be set (see table above). If not set, pods outside of your application (albeit in your namespace) will try to join.
									
	
										Authorization must be granted to the service account the pod is running under to be allowed to access Kubernetes' REST api. This is done on the command line.
									


Example 14.1. Policy commands

									Using the default service account in the myproject namespace:
								
oc policy add-role-to-user view system:serviceaccount:myproject:default -n myproject

									Using the eap-service-account in the myproject namespace:
								
oc policy add-role-to-user view system:serviceaccount:myproject:eap-service-account -n myproject






rhpam79-prod-immutable-monitor.yaml template




					Application template for a router and monitoring console in a production environment, for Red Hat Process Automation Manager 7.9 - Deprecated
				
Parameters




						Templates allow you to define parameters that take on a value. That value is then substituted wherever the parameter is referenced. References can be defined in any text field in the objects list field. See the Openshift documentation for more information.
					
	Variable name	Image Environment Variable	Description	Example value	Required
	 
										APPLICATION_NAME
									

									 	 
										 — 
									

									 	 
										The name for the application.
									

									 	 
										myapp
									

									 	 
										True
									

									 
	 
										MAVEN_REPO_ID
									

									 	 
										EXTERNAL_MAVEN_REPO_ID
									

									 	 
										The id to use for the maven repository, if set. Default is generated randomly.
									

									 	 
										repo-custom
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_URL
									

									 	 
										EXTERNAL_MAVEN_REPO_URL
									

									 	 
										Fully qualified URL to a Maven repository or service.
									

									 	 
										http://nexus.nexus-project.svc.cluster.local:8081/nexus/content/groups/public/
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_USERNAME
									

									 	 
										EXTERNAL_MAVEN_REPO_USERNAME
									

									 	 
										User name for accessing the Maven repository, if required.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_PASSWORD
									

									 	 
										EXTERNAL_MAVEN_REPO_PASSWORD
									

									 	 
										Password to access the Maven repository, if required.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_SERVICE
									

									 	 
										RHPAMCENTR_MAVEN_REPO_SERVICE
									

									 	 
										The Service name for the optional Business Central, where it can be reached, to allow service lookups (for example, maven repo usage), if required.
									

									 	 
										myapp-rhpamcentr
									

									 	 
										False
									

									 
	 
										CREDENTIALS_SECRET
									

									 	 
										 — 
									

									 	 
										Secret containing the KIE_ADMIN_USER and KIE_ADMIN_PWD values
									

									 	 
										rhpam-credentials
									

									 	 
										True
									

									 
	 
										KIE_SERVER_CONTROLLER_OPENSHIFT_GLOBAL_DISCOVERY_ENABLED
									

									 	 
										KIE_SERVER_CONTROLLER_OPENSHIFT_GLOBAL_DISCOVERY_ENABLED
									

									 	 
										If set to true, turns on KIE server global discovery feature (Sets the org.kie.server.controller.openshift.global.discovery.enabled system property)
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										KIE_SERVER_CONTROLLER_OPENSHIFT_PREFER_KIESERVER_SERVICE
									

									 	 
										KIE_SERVER_CONTROLLER_OPENSHIFT_PREFER_KIESERVER_SERVICE
									

									 	 
										If OpenShift integration of Business Central is turned on, setting this parameter to true enables connection to KIE Server via an OpenShift internal Service endpoint. (Sets the org.kie.server.controller.openshift.prefer.kieserver.service system property)
									

									 	 
										true
									

									 	 
										False
									

									 
	 
										KIE_SERVER_CONTROLLER_TEMPLATE_CACHE_TTL
									

									 	 
										KIE_SERVER_CONTROLLER_TEMPLATE_CACHE_TTL
									

									 	 
										KIE ServerTemplate Cache TTL in milliseconds (Sets the org.kie.server.controller.template.cache.ttl system property)
									

									 	 
										5000
									

									 	 
										False
									

									 
	 
										IMAGE_STREAM_NAMESPACE
									

									 	 
										 — 
									

									 	 
										Namespace in which the ImageStreams for Red Hat Process Automation Manager images are installed. These ImageStreams are normally installed in the openshift namespace. You need to modify this parameter only if you installed the ImageStream in a different namespace/project. Default is "openshift".
									

									 	 
										openshift
									

									 	 
										True
									

									 
	 
										IMAGE_STREAM_TAG
									

									 	 
										 — 
									

									 	 
										A named pointer to an image in an image stream. Default is "7.9.0".
									

									 	 
										7.9.0
									

									 	 
										False
									

									 
	 
										SMART_ROUTER_HOSTNAME_HTTP
									

									 	 
										 — 
									

									 	 
										Custom hostname for http service route. Leave blank for default hostname, e.g.: insecure-<application-name>-smartrouter-<project>.<default-domain-suffix>
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										SMART_ROUTER_HOSTNAME_HTTPS
									

									 	 
										 — 
									

									 	 
										Custom hostname for https service route. Leave blank for default hostname, e.g.: <application-name>-smartrouter-<project>.<default-domain-suffix>
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_ROUTER_ID
									

									 	 
										KIE_SERVER_ROUTER_ID
									

									 	 
										Router ID used in API communication. (Router property org.kie.server.router.id)
									

									 	 
										kie-server-router
									

									 	 
										True
									

									 
	 
										KIE_SERVER_ROUTER_PROTOCOL
									

									 	 
										KIE_SERVER_ROUTER_PROTOCOL
									

									 	 
										KIE server router protocol. (Used to build the org.kie.server.router.url.external property)
									

									 	 
										http
									

									 	 
										False
									

									 
	 
										KIE_SERVER_ROUTER_URL_EXTERNAL
									

									 	 
										KIE_SERVER_ROUTER_URL_EXTERNAL
									

									 	 
										Public URL where the router can be found. Format http://<host>:<port> (Router property org.kie.server.router.url.external)
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_ROUTER_NAME
									

									 	 
										KIE_SERVER_ROUTER_NAME
									

									 	 
										Router name used in the Business Central user interface. (Router property org.kie.server.router.name)
									

									 	 
										KIE Server Router
									

									 	 
										True
									

									 
	 
										KIE_SERVER_ROUTER_HTTPS_SECRET
									

									 	 
										 — 
									

									 	 
										The name of the secret containing the keystore file.
									

									 	 
										smartrouter-app-secret
									

									 	 
										True
									

									 
	 
										KIE_SERVER_ROUTER_HTTPS_KEYSTORE
									

									 	 
										 — 
									

									 	 
										The name of the keystore file within the secret.
									

									 	 
										keystore.jks
									

									 	 
										False
									

									 
	 
										KIE_SERVER_ROUTER_HTTPS_NAME
									

									 	 
										KIE_SERVER_ROUTER_TLS_KEYSTORE_KEYALIAS
									

									 	 
										The name associated with the server certificate.
									

									 	 
										jboss
									

									 	 
										False
									

									 
	 
										KIE_SERVER_ROUTER_HTTPS_PASSWORD
									

									 	 
										KIE_SERVER_ROUTER_TLS_KEYSTORE_PASSWORD
									

									 	 
										The password for the keystore and certificate.
									

									 	 
										mykeystorepass
									

									 	 
										False
									

									 
	 
										KIE_SERVER_MONITOR_TOKEN
									

									 	 
										KIE_SERVER_CONTROLLER_TOKEN
									

									 	 
										KIE server monitor token for bearer authentication. (Sets the org.kie.server.controller.token system property)
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_HOSTNAME_HTTP
									

									 	 
										HOSTNAME_HTTP
									

									 	 
										Custom hostname for http service route. Leave blank for default hostname, e.g.: insecure-<application-name>-rhpamcentrmon-<project>.<default-domain-suffix>
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_HOSTNAME_HTTPS
									

									 	 
										HOSTNAME_HTTPS
									

									 	 
										Custom hostname for https service route. Leave blank for default hostname, e.g.: <application-name>-rhpamcentrmon-<project>.<default-domain-suffix>
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_HTTPS_SECRET
									

									 	 
										 — 
									

									 	 
										The name of the secret containing the keystore file.
									

									 	 
										businesscentral-app-secret
									

									 	 
										True
									

									 
	 
										BUSINESS_CENTRAL_HTTPS_KEYSTORE
									

									 	 
										HTTPS_KEYSTORE
									

									 	 
										The name of the keystore file within the secret.
									

									 	 
										keystore.jks
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_HTTPS_NAME
									

									 	 
										HTTPS_NAME
									

									 	 
										The name associated with the server certificate.
									

									 	 
										jboss
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_HTTPS_PASSWORD
									

									 	 
										HTTPS_PASSWORD
									

									 	 
										The password for the keystore and certificate.
									

									 	 
										mykeystorepass
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_MEMORY_LIMIT
									

									 	 
										 — 
									

									 	 
										Business Central Container memory limit.
									

									 	 
										2Gi
									

									 	 
										False
									

									 
	 
										SMART_ROUTER_MEMORY_LIMIT
									

									 	 
										 — 
									

									 	 
										Smart Router Container memory limit.
									

									 	 
										512Mi
									

									 	 
										False
									

									 
	 
										SSO_URL
									

									 	 
										SSO_URL
									

									 	 
										RH-SSO URL.
									

									 	 
										https://rh-sso.example.com/auth
									

									 	 
										False
									

									 
	 
										SSO_REALM
									

									 	 
										SSO_REALM
									

									 	 
										RH-SSO Realm name.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_SSO_CLIENT
									

									 	 
										SSO_CLIENT
									

									 	 
										Business Central Monitoring RH-SSO Client name.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_SSO_SECRET
									

									 	 
										SSO_SECRET
									

									 	 
										Business Central Monitoring RH-SSO Client Secret.
									

									 	 
										252793ed-7118-4ca8-8dab-5622fa97d892
									

									 	 
										False
									

									 
	 
										SSO_USERNAME
									

									 	 
										SSO_USERNAME
									

									 	 
										RH-SSO Realm admin user name for creating the Client if it doesn’t exist.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										SSO_PASSWORD
									

									 	 
										SSO_PASSWORD
									

									 	 
										RH-SSO Realm Admin Password used to create the Client.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
									

									 	 
										SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
									

									 	 
										RH-SSO Disable SSL Certificate Validation.
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										SSO_PRINCIPAL_ATTRIBUTE
									

									 	 
										SSO_PRINCIPAL_ATTRIBUTE
									

									 	 
										RH-SSO Principal Attribute to use as user name.
									

									 	 
										preferred_username
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_URL
									

									 	 
										AUTH_LDAP_URL
									

									 	 
										LDAP endpoint to connect for authentication. For failover, set two or more LDAP endpoints separated by space.
									

									 	 
										ldap://myldap.example.com:389
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BIND_DN
									

									 	 
										AUTH_LDAP_BIND_DN
									

									 	 
										Bind DN used for authentication.
									

									 	 
										uid=admin,ou=users,ou=example,ou=com
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BIND_CREDENTIAL
									

									 	 
										AUTH_LDAP_BIND_CREDENTIAL
									

									 	 
										LDAP Credentials used for authentication.
									

									 	 
										Password
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_JAAS_SECURITY_DOMAIN
									

									 	 
										AUTH_LDAP_JAAS_SECURITY_DOMAIN
									

									 	 
										The JMX ObjectName of the JaasSecurityDomain used to decrypt the password.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BASE_CTX_DN
									

									 	 
										AUTH_LDAP_BASE_CTX_DN
									

									 	 
										LDAP Base DN of the top-level context to begin the user search.
									

									 	 
										ou=users,ou=example,ou=com
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BASE_FILTER
									

									 	 
										AUTH_LDAP_BASE_FILTER
									

									 	 
										LDAP search filter used to locate the context of the user to authenticate. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. A common example for the search filter is (uid={0}).
									

									 	 
										(uid={0})
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_SEARCH_SCOPE
									

									 	 
										AUTH_LDAP_SEARCH_SCOPE
									

									 	 
										The search scope to use.
									

									 	 
										SUBTREE_SCOPE
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_SEARCH_TIME_LIMIT
									

									 	 
										AUTH_LDAP_SEARCH_TIME_LIMIT
									

									 	 
										The timeout in milliseconds for user or role searches.
									

									 	 
										10000
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
									

									 	 
										AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
									

									 	 
										The name of the attribute in the user entry that contains the DN of the user. This may be necessary if the DN of the user itself contains special characters, backslash for example, that prevent correct user mapping. If the attribute does not exist, the entry’s DN is used.
									

									 	 
										distinguishedName
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_PARSE_USERNAME
									

									 	 
										AUTH_LDAP_PARSE_USERNAME
									

									 	 
										A flag indicating if the DN is to be parsed for the user name. If set to true, the DN is parsed for the user name. If set to false the DN is not parsed for the user name. This option is used together with usernameBeginString and usernameEndString.
									

									 	 
										true
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_USERNAME_BEGIN_STRING
									

									 	 
										AUTH_LDAP_USERNAME_BEGIN_STRING
									

									 	 
										Defines the String which is to be removed from the start of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_USERNAME_END_STRING
									

									 	 
										AUTH_LDAP_USERNAME_END_STRING
									

									 	 
										Defines the String which is to be removed from the end of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_ATTRIBUTE_ID
									

									 	 
										AUTH_LDAP_ROLE_ATTRIBUTE_ID
									

									 	 
										Name of the attribute containing the user roles.
									

									 	 
										memberOf
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLES_CTX_DN
									

									 	 
										AUTH_LDAP_ROLES_CTX_DN
									

									 	 
										The fixed DN of the context to search for user roles. This is not the DN where the actual roles are, but the DN where the objects containing the user roles are. For example, in a Microsoft Active Directory server, this is the DN where the user account is.
									

									 	 
										ou=groups,ou=example,ou=com
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_FILTER
									

									 	 
										AUTH_LDAP_ROLE_FILTER
									

									 	 
										A search filter used to locate the roles associated with the authenticated user. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. The authenticated userDN is substituted into the filter anywhere a {1} is used. An example search filter that matches on the input username is (member={0}). An alternative that matches on the authenticated userDN is (member={1}).
									

									 	 
										(memberOf={1})
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_RECURSION
									

									 	 
										AUTH_LDAP_ROLE_RECURSION
									

									 	 
										The number of levels of recursion the role search will go below a matching context. Disable recursion by setting this to 0.
									

									 	 
										1
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_DEFAULT_ROLE
									

									 	 
										AUTH_LDAP_DEFAULT_ROLE
									

									 	 
										A role included for all authenticated users.
									

									 	 
										user
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
									

									 	 
										AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
									

									 	 
										Name of the attribute within the roleCtxDN context which contains the role name. If the roleAttributeIsDN property is set to true, this property is used to find the role object’s name attribute.
									

									 	 
										name
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
									

									 	 
										AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
									

									 	 
										A flag indicating if the DN returned by a query contains the roleNameAttributeID. If set to true, the DN is checked for the roleNameAttributeID. If set to false, the DN is not checked for the roleNameAttributeID. This flag can improve the performance of LDAP queries.
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
									

									 	 
										AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
									

									 	 
										Whether or not the roleAttributeID contains the fully-qualified DN of a role object. If false, the role name is taken from the value of the roleNameAttributeId attribute of the context name. Certain directory schemas, such as Microsoft Active Directory, require this attribute to be set to true.
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
									

									 	 
										AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
									

									 	 
										If you are not using referrals, you can ignore this option. When using referrals, this option denotes the attribute name which contains users defined for a certain role, for example member, if the role object is inside the referral. Users are checked against the content of this attribute name. If this option is not set, the check will always fail, so role objects cannot be stored in a referral tree.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_ROLE_MAPPER_ROLES_PROPERTIES
									

									 	 
										AUTH_ROLE_MAPPER_ROLES_PROPERTIES
									

									 	 
										When present, the RoleMapping Login Module will be configured to use the provided file. This parameter defines the fully-qualified file path and name of a properties file or resource which maps roles to replacement roles. The format is original_role=role1,role2,role3
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_ROLE_MAPPER_REPLACE_ROLE
									

									 	 
										AUTH_ROLE_MAPPER_REPLACE_ROLE
									

									 	 
										Whether to add to the current roles, or replace the current roles with the mapped ones. Replaces if set to true.
									

									 	 
										 — 
									

									 	 
										False
									

									 



Objects




						The CLI supports various object types. A list of these object types as well as their abbreviations can be found in the Openshift documentation.
					
Services




							A service is an abstraction which defines a logical set of pods and a policy by which to access them. See the container-engine documentation for more information.
						
	Service	Port	Name	Description
	 
											${APPLICATION_NAME}-rhpamcentrmon
										

										 	 
											8080
										

										 	 
											http
										

										 	 
											All the Business Central Monitoring web server’s ports.
										

										 
	 
											8443
										

										 	 
											https
										

										 
	 
											${APPLICATION_NAME}-rhpamcentrmon-ping
										

										 	 
											8888
										

										 	 
											ping
										

										 	 
											The JGroups ping port for clustering.
										

										 
	 
											${APPLICATION_NAME}-smartrouter
										

										 	 
											9000
										

										 	 
											http
										

										 	 
											The smart router server http and https ports.
										

										 
	 
											9443
										

										 	 
											https
										

										 



Routes




							A route is a way to expose a service by giving it an externally reachable hostname such as www.example.com. A defined route and the endpoints identified by its service can be consumed by a router to provide named connectivity from external clients to your applications. Each route consists of a route name, service selector, and (optionally) security configuration. See the Openshift documentation for more information.
						
	Service	Security	Hostname
	 
											insecure-${APPLICATION_NAME}-rhpamcentrmon-http
										

										 	 
											none
										

										 	 
											${BUSINESS_CENTRAL_HOSTNAME_HTTP}
										

										 
	 
											${APPLICATION_NAME}-rhpamcentrmon-https
										

										 	 
											TLS passthrough
										

										 	 
											${BUSINESS_CENTRAL_HOSTNAME_HTTPS}
										

										 
	 
											insecure-${APPLICATION_NAME}-smartrouter-http
										

										 	 
											none
										

										 	 
											${SMART_ROUTER_HOSTNAME_HTTP}
										

										 
	 
											${APPLICATION_NAME}-smartrouter-https
										

										 	 
											TLS passthrough
										

										 	 
											${SMART_ROUTER_HOSTNAME_HTTPS}
										

										 



Deployment Configurations




							A deployment in OpenShift is a replication controller based on a user-defined template called a deployment configuration. Deployments are created manually or in response to triggered events. See the Openshift documentation for more information.
						
Triggers




								A trigger drives the creation of new deployments in response to events, both inside and outside OpenShift. See the Openshift documentation for more information.
							
	Deployment	Triggers
	 
												${APPLICATION_NAME}-rhpamcentrmon
											

											 	 
												ImageChange
											

											 
	 
												${APPLICATION_NAME}-smartrouter
											

											 	 
												ImageChange
											

											 



Replicas




								A replication controller ensures that a specified number of pod "replicas" are running at any one time. If there are too many, the replication controller kills some pods. If there are too few, it starts more. See the container-engine documentation for more information.
							
	Deployment	Replicas
	 
												${APPLICATION_NAME}-rhpamcentrmon
											

											 	 
												1
											

											 
	 
												${APPLICATION_NAME}-smartrouter
											

											 	 
												2
											

											 



Pod Template



Service Accounts




									Service accounts are API objects that exist within each project. They can be created or deleted like any other API object. See the Openshift documentation for more information.
								
	Deployment	Service Account
	 
													${APPLICATION_NAME}-rhpamcentrmon
												

												 	 
													${APPLICATION_NAME}-rhpamsvc
												

												 
	 
													${APPLICATION_NAME}-smartrouter
												

												 	 
													${APPLICATION_NAME}-smartrouter
												

												 



Image



	Deployment	Image
	 
													${APPLICATION_NAME}-rhpamcentrmon
												

												 	 
													rhpam-businesscentral-monitoring-rhel8
												

												 
	 
													${APPLICATION_NAME}-smartrouter
												

												 	 
													rhpam-smartrouter-rhel8
												

												 



Readiness Probe



${APPLICATION_NAME}-rhpamcentrmon

										

Http Get on http://localhost:8080/rest/ready


									

Liveness Probe



${APPLICATION_NAME}-rhpamcentrmon

										

Http Get on http://localhost:8080/rest/healthy


									

Exposed Ports



	Deployments	Name	Port	Protocol
	 
													${APPLICATION_NAME}-rhpamcentrmon
												

												 	 
													jolokia
												

												 	 
													8778
												

												 	 
													TCP
												

												 
	 
													http
												

												 	 
													8080
												

												 	 
													TCP
												

												 
	 
													https
												

												 	 
													8443
												

												 	 
													TCP
												

												 
	 
													ping
												

												 	 
													8888
												

												 	 
													TCP
												

												 
	 
													${APPLICATION_NAME}-smartrouter
												

												 	 
													http
												

												 	 
													9000
												

												 	 
													TCP
												

												 



Image Environment Variables



	Deployment	Variable name	Description	Example value
	 
													${APPLICATION_NAME}-rhpamcentrmon
												

												 	 
													APPLICATION_USERS_PROPERTIES
												

												 	 
													 — 
												

												 	 
													/opt/kie/data/configuration/application-users.properties
												

												 
	 
													APPLICATION_ROLES_PROPERTIES
												

												 	 
													 — 
												

												 	 
													/opt/kie/data/configuration/application-roles.properties
												

												 
	 
													KIE_ADMIN_USER
												

												 	 
													Admin user name
												

												 	 
													Set according to the credentials secret
												

												 
	 
													KIE_ADMIN_PWD
												

												 	 
													Admin user password
												

												 	 
													Set according to the credentials secret
												

												 
	 
													MAVEN_REPOS
												

												 	 
													 — 
												

												 	 
													RHPAMCENTR,EXTERNAL
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_ID
												

												 	 
													 — 
												

												 	 
													repo-rhpamcentr
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_SERVICE
												

												 	 
													The Service name for the optional Business Central, where it can be reached, to allow service lookups (for example, maven repo usage), if required.
												

												 	 
													${BUSINESS_CENTRAL_SERVICE}
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_PATH
												

												 	 
													 — 
												

												 	 
													/maven2/
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_USERNAME
												

												 	 
													 — 
												

												 	 
													Set according to the credentials secret
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_PASSWORD
												

												 	 
													 — 
												

												 	 
													Set according to the credentials secret
												

												 
	 
													EXTERNAL_MAVEN_REPO_ID
												

												 	 
													The id to use for the maven repository, if set. Default is generated randomly.
												

												 	 
													${MAVEN_REPO_ID}
												

												 
	 
													EXTERNAL_MAVEN_REPO_URL
												

												 	 
													Fully qualified URL to a Maven repository or service.
												

												 	 
													${MAVEN_REPO_URL}
												

												 
	 
													EXTERNAL_MAVEN_REPO_USERNAME
												

												 	 
													User name for accessing the Maven repository, if required.
												

												 	 
													${MAVEN_REPO_USERNAME}
												

												 
	 
													EXTERNAL_MAVEN_REPO_PASSWORD
												

												 	 
													Password to access the Maven repository, if required.
												

												 	 
													${MAVEN_REPO_PASSWORD}
												

												 
	 
													KIE_SERVER_CONTROLLER_OPENSHIFT_ENABLED
												

												 	 
													 — 
												

												 	 
													true
												

												 
	 
													KIE_SERVER_CONTROLLER_OPENSHIFT_GLOBAL_DISCOVERY_ENABLED
												

												 	 
													If set to true, turns on KIE server global discovery feature (Sets the org.kie.server.controller.openshift.global.discovery.enabled system property)
												

												 	 
													${KIE_SERVER_CONTROLLER_OPENSHIFT_GLOBAL_DISCOVERY_ENABLED}
												

												 
	 
													KIE_SERVER_CONTROLLER_OPENSHIFT_PREFER_KIESERVER_SERVICE
												

												 	 
													If OpenShift integration of Business Central is turned on, setting this parameter to true enables connection to KIE Server via an OpenShift internal Service endpoint. (Sets the org.kie.server.controller.openshift.prefer.kieserver.service system property)
												

												 	 
													${KIE_SERVER_CONTROLLER_OPENSHIFT_PREFER_KIESERVER_SERVICE}
												

												 
	 
													KIE_SERVER_CONTROLLER_TEMPLATE_CACHE_TTL
												

												 	 
													KIE ServerTemplate Cache TTL in milliseconds (Sets the org.kie.server.controller.template.cache.ttl system property)
												

												 	 
													${KIE_SERVER_CONTROLLER_TEMPLATE_CACHE_TTL}
												

												 
	 
													KIE_SERVER_CONTROLLER_TOKEN
												

												 	 
													KIE server monitor token for bearer authentication. (Sets the org.kie.server.controller.token system property)
												

												 	 
													${KIE_SERVER_MONITOR_TOKEN}
												

												 
	 
													HTTPS_KEYSTORE_DIR
												

												 	 
													 — 
												

												 	 
													/etc/businesscentral-secret-volume
												

												 
	 
													HTTPS_KEYSTORE
												

												 	 
													The name of the keystore file within the secret.
												

												 	 
													${BUSINESS_CENTRAL_HTTPS_KEYSTORE}
												

												 
	 
													HTTPS_NAME
												

												 	 
													The name associated with the server certificate.
												

												 	 
													${BUSINESS_CENTRAL_HTTPS_NAME}
												

												 
	 
													HTTPS_PASSWORD
												

												 	 
													The password for the keystore and certificate.
												

												 	 
													${BUSINESS_CENTRAL_HTTPS_PASSWORD}
												

												 
	 
													JGROUPS_PING_PROTOCOL
												

												 	 
													 — 
												

												 	 
													openshift.DNS_PING
												

												 
	 
													OPENSHIFT_DNS_PING_SERVICE_NAME
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-rhpamcentrmon-ping
												

												 
	 
													OPENSHIFT_DNS_PING_SERVICE_PORT
												

												 	 
													 — 
												

												 	 
													8888
												

												 
	 
													SSO_URL
												

												 	 
													RH-SSO URL.
												

												 	 
													${SSO_URL}
												

												 
	 
													SSO_OPENIDCONNECT_DEPLOYMENTS
												

												 	 
													 — 
												

												 	 
													ROOT.war
												

												 
	 
													SSO_REALM
												

												 	 
													RH-SSO Realm name.
												

												 	 
													${SSO_REALM}
												

												 
	 
													SSO_SECRET
												

												 	 
													Business Central Monitoring RH-SSO Client Secret.
												

												 	 
													${BUSINESS_CENTRAL_SSO_SECRET}
												

												 
	 
													SSO_CLIENT
												

												 	 
													Business Central Monitoring RH-SSO Client name.
												

												 	 
													${BUSINESS_CENTRAL_SSO_CLIENT}
												

												 
	 
													SSO_USERNAME
												

												 	 
													RH-SSO Realm admin user name for creating the Client if it doesn’t exist.
												

												 	 
													${SSO_USERNAME}
												

												 
	 
													SSO_PASSWORD
												

												 	 
													RH-SSO Realm Admin Password used to create the Client.
												

												 	 
													${SSO_PASSWORD}
												

												 
	 
													SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
												

												 	 
													RH-SSO Disable SSL Certificate Validation.
												

												 	 
													${SSO_DISABLE_SSL_CERTIFICATE_VALIDATION}
												

												 
	 
													SSO_PRINCIPAL_ATTRIBUTE
												

												 	 
													RH-SSO Principal Attribute to use as user name.
												

												 	 
													${SSO_PRINCIPAL_ATTRIBUTE}
												

												 
	 
													HOSTNAME_HTTP
												

												 	 
													Custom hostname for http service route. Leave blank for default hostname, e.g.: insecure-<application-name>-rhpamcentrmon-<project>.<default-domain-suffix>
												

												 	 
													${BUSINESS_CENTRAL_HOSTNAME_HTTP}
												

												 
	 
													HOSTNAME_HTTPS
												

												 	 
													Custom hostname for https service route. Leave blank for default hostname, e.g.: <application-name>-rhpamcentrmon-<project>.<default-domain-suffix>
												

												 	 
													${BUSINESS_CENTRAL_HOSTNAME_HTTPS}
												

												 
	 
													AUTH_LDAP_URL
												

												 	 
													LDAP endpoint to connect for authentication. For failover, set two or more LDAP endpoints separated by space.
												

												 	 
													${AUTH_LDAP_URL}
												

												 
	 
													AUTH_LDAP_BIND_DN
												

												 	 
													Bind DN used for authentication.
												

												 	 
													${AUTH_LDAP_BIND_DN}
												

												 
	 
													AUTH_LDAP_BIND_CREDENTIAL
												

												 	 
													LDAP Credentials used for authentication.
												

												 	 
													${AUTH_LDAP_BIND_CREDENTIAL}
												

												 
	 
													AUTH_LDAP_JAAS_SECURITY_DOMAIN
												

												 	 
													The JMX ObjectName of the JaasSecurityDomain used to decrypt the password.
												

												 	 
													${AUTH_LDAP_JAAS_SECURITY_DOMAIN}
												

												 
	 
													AUTH_LDAP_BASE_CTX_DN
												

												 	 
													LDAP Base DN of the top-level context to begin the user search.
												

												 	 
													${AUTH_LDAP_BASE_CTX_DN}
												

												 
	 
													AUTH_LDAP_BASE_FILTER
												

												 	 
													LDAP search filter used to locate the context of the user to authenticate. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. A common example for the search filter is (uid={0}).
												

												 	 
													${AUTH_LDAP_BASE_FILTER}
												

												 
	 
													AUTH_LDAP_SEARCH_SCOPE
												

												 	 
													The search scope to use.
												

												 	 
													${AUTH_LDAP_SEARCH_SCOPE}
												

												 
	 
													AUTH_LDAP_SEARCH_TIME_LIMIT
												

												 	 
													The timeout in milliseconds for user or role searches.
												

												 	 
													${AUTH_LDAP_SEARCH_TIME_LIMIT}
												

												 
	 
													AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
												

												 	 
													The name of the attribute in the user entry that contains the DN of the user. This may be necessary if the DN of the user itself contains special characters, backslash for example, that prevent correct user mapping. If the attribute does not exist, the entry’s DN is used.
												

												 	 
													${AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE}
												

												 
	 
													AUTH_LDAP_PARSE_USERNAME
												

												 	 
													A flag indicating if the DN is to be parsed for the user name. If set to true, the DN is parsed for the user name. If set to false the DN is not parsed for the user name. This option is used together with usernameBeginString and usernameEndString.
												

												 	 
													${AUTH_LDAP_PARSE_USERNAME}
												

												 
	 
													AUTH_LDAP_USERNAME_BEGIN_STRING
												

												 	 
													Defines the String which is to be removed from the start of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
												

												 	 
													${AUTH_LDAP_USERNAME_BEGIN_STRING}
												

												 
	 
													AUTH_LDAP_USERNAME_END_STRING
												

												 	 
													Defines the String which is to be removed from the end of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
												

												 	 
													${AUTH_LDAP_USERNAME_END_STRING}
												

												 
	 
													AUTH_LDAP_ROLE_ATTRIBUTE_ID
												

												 	 
													Name of the attribute containing the user roles.
												

												 	 
													${AUTH_LDAP_ROLE_ATTRIBUTE_ID}
												

												 
	 
													AUTH_LDAP_ROLES_CTX_DN
												

												 	 
													The fixed DN of the context to search for user roles. This is not the DN where the actual roles are, but the DN where the objects containing the user roles are. For example, in a Microsoft Active Directory server, this is the DN where the user account is.
												

												 	 
													${AUTH_LDAP_ROLES_CTX_DN}
												

												 
	 
													AUTH_LDAP_ROLE_FILTER
												

												 	 
													A search filter used to locate the roles associated with the authenticated user. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. The authenticated userDN is substituted into the filter anywhere a {1} is used. An example search filter that matches on the input username is (member={0}). An alternative that matches on the authenticated userDN is (member={1}).
												

												 	 
													${AUTH_LDAP_ROLE_FILTER}
												

												 
	 
													AUTH_LDAP_ROLE_RECURSION
												

												 	 
													The number of levels of recursion the role search will go below a matching context. Disable recursion by setting this to 0.
												

												 	 
													${AUTH_LDAP_ROLE_RECURSION}
												

												 
	 
													AUTH_LDAP_DEFAULT_ROLE
												

												 	 
													A role included for all authenticated users.
												

												 	 
													${AUTH_LDAP_DEFAULT_ROLE}
												

												 
	 
													AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
												

												 	 
													Name of the attribute within the roleCtxDN context which contains the role name. If the roleAttributeIsDN property is set to true, this property is used to find the role object’s name attribute.
												

												 	 
													${AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID}
												

												 
	 
													AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
												

												 	 
													A flag indicating if the DN returned by a query contains the roleNameAttributeID. If set to true, the DN is checked for the roleNameAttributeID. If set to false, the DN is not checked for the roleNameAttributeID. This flag can improve the performance of LDAP queries.
												

												 	 
													${AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN}
												

												 
	 
													AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
												

												 	 
													Whether or not the roleAttributeID contains the fully-qualified DN of a role object. If false, the role name is taken from the value of the roleNameAttributeId attribute of the context name. Certain directory schemas, such as Microsoft Active Directory, require this attribute to be set to true.
												

												 	 
													${AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN}
												

												 
	 
													AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
												

												 	 
													If you are not using referrals, you can ignore this option. When using referrals, this option denotes the attribute name which contains users defined for a certain role, for example member, if the role object is inside the referral. Users are checked against the content of this attribute name. If this option is not set, the check will always fail, so role objects cannot be stored in a referral tree.
												

												 	 
													${AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK}
												

												 
	 
													AUTH_ROLE_MAPPER_ROLES_PROPERTIES
												

												 	 
													When present, the RoleMapping Login Module will be configured to use the provided file. This parameter defines the fully-qualified file path and name of a properties file or resource which maps roles to replacement roles. The format is original_role=role1,role2,role3
												

												 	 
													${AUTH_ROLE_MAPPER_ROLES_PROPERTIES}
												

												 
	 
													AUTH_ROLE_MAPPER_REPLACE_ROLE
												

												 	 
													Whether to add to the current roles, or replace the current roles with the mapped ones. Replaces if set to true.
												

												 	 
													${AUTH_ROLE_MAPPER_REPLACE_ROLE}
												

												 
	 
													${APPLICATION_NAME}-smartrouter
												

												 	 
													KIE_SERVER_ROUTER_HOST
												

												 	 
													 — 
												

												 	 
													 — 
												

												 
	 
													KIE_SERVER_ROUTER_PORT
												

												 	 
													 — 
												

												 	 
													9000
												

												 
	 
													KIE_SERVER_ROUTER_PORT_TLS
												

												 	 
													 — 
												

												 	 
													9443
												

												 
	 
													KIE_SERVER_ROUTER_URL_EXTERNAL
												

												 	 
													Public URL where the router can be found. Format http://<host>:<port> (Router property org.kie.server.router.url.external)
												

												 	 
													${KIE_SERVER_ROUTER_URL_EXTERNAL}
												

												 
	 
													KIE_SERVER_ROUTER_ID
												

												 	 
													Router ID used in API communication. (Router property org.kie.server.router.id)
												

												 	 
													${KIE_SERVER_ROUTER_ID}
												

												 
	 
													KIE_SERVER_ROUTER_NAME
												

												 	 
													Router name used in the Business Central user interface. (Router property org.kie.server.router.name)
												

												 	 
													${KIE_SERVER_ROUTER_NAME}
												

												 
	 
													KIE_SERVER_ROUTER_ROUTE_NAME
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-smartrouter
												

												 
	 
													KIE_SERVER_ROUTER_SERVICE
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-smartrouter
												

												 
	 
													KIE_SERVER_ROUTER_PROTOCOL
												

												 	 
													KIE server router protocol. (Used to build the org.kie.server.router.url.external property)
												

												 	 
													${KIE_SERVER_ROUTER_PROTOCOL}
												

												 
	 
													KIE_SERVER_ROUTER_TLS_KEYSTORE_KEYALIAS
												

												 	 
													The name associated with the server certificate.
												

												 	 
													${KIE_SERVER_ROUTER_HTTPS_NAME}
												

												 
	 
													KIE_SERVER_ROUTER_TLS_KEYSTORE_PASSWORD
												

												 	 
													The password for the keystore and certificate.
												

												 	 
													${KIE_SERVER_ROUTER_HTTPS_PASSWORD}
												

												 
	 
													KIE_SERVER_ROUTER_TLS_KEYSTORE
												

												 	 
													 — 
												

												 	 
													/etc/smartrouter-secret-volume/${KIE_SERVER_ROUTER_HTTPS_KEYSTORE}
												

												 
	 
													KIE_ADMIN_USER
												

												 	 
													Admin user name
												

												 	 
													Set according to the credentials secret
												

												 
	 
													KIE_ADMIN_PWD
												

												 	 
													Admin user password
												

												 	 
													Set according to the credentials secret
												

												 
	 
													KIE_SERVER_CONTROLLER_TOKEN
												

												 	 
													KIE server monitor token for bearer authentication. (Sets the org.kie.server.controller.token system property)
												

												 	 
													${KIE_SERVER_MONITOR_TOKEN}
												

												 
	 
													KIE_SERVER_CONTROLLER_SERVICE
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-rhpamcentrmon
												

												 
	 
													KIE_SERVER_CONTROLLER_PROTOCOL
												

												 	 
													 — 
												

												 	 
													http
												

												 
	 
													KIE_SERVER_ROUTER_REPO
												

												 	 
													 — 
												

												 	 
													/opt/rhpam-smartrouter/data
												

												 
	 
													KIE_SERVER_ROUTER_CONFIG_WATCHER_ENABLED
												

												 	 
													 — 
												

												 	 
													true
												

												 



Volumes



	Deployment	Name	mountPath	Purpose	readOnly
	 
													${APPLICATION_NAME}-rhpamcentrmon
												

												 	 
													businesscentral-keystore-volume
												

												 	 
													/etc/businesscentral-secret-volume
												

												 	 
													ssl certs
												

												 	 
													True
												

												 
	 
													${APPLICATION_NAME}-smartrouter
												

												 	 
													${APPLICATION_NAME}-smartrouter
												

												 	 
													/opt/rhpam-smartrouter/data
												

												 	 
													 — 
												

												 	 
													false
												

												 





External Dependencies



Volume Claims




								A PersistentVolume object is a storage resource in an OpenShift cluster. Storage is provisioned by an administrator by creating PersistentVolume objects from sources such as GCE Persistent Disks, AWS Elastic Block Stores (EBS), and NFS mounts. See the Openshift documentation for more information.
							
	Name	Access Mode
	 
												${APPLICATION_NAME}-smartrouter-claim
											

											 	 
												ReadWriteMany
											

											 
	 
												${APPLICATION_NAME}-rhpamcentr-claim
											

											 	 
												ReadWriteMany
											

											 



Secrets




								This template requires the following secrets to be installed for the application to run.
							

								smartrouter-app-secret businesscentral-app-secret
							




rhpam79-prod-immutable-kieserver.yaml template




					Application template for an immutable KIE server in a production environment, for Red Hat Process Automation Manager 7.9 - Deprecated
				
Parameters




						Templates allow you to define parameters that take on a value. That value is then substituted wherever the parameter is referenced. References can be defined in any text field in the objects list field. See the Openshift documentation for more information.
					
	Variable name	Image Environment Variable	Description	Example value	Required
	 
										APPLICATION_NAME
									

									 	 
										 — 
									

									 	 
										The name for the application.
									

									 	 
										myapp
									

									 	 
										True
									

									 
	 
										CREDENTIALS_SECRET
									

									 	 
										 — 
									

									 	 
										Secret containing the KIE_ADMIN_USER and KIE_ADMIN_PWD values
									

									 	 
										rhpam-credentials
									

									 	 
										True
									

									 
	 
										IMAGE_STREAM_NAMESPACE
									

									 	 
										 — 
									

									 	 
										Namespace in which the ImageStreams for Red Hat Process Automation Manager images are installed. These ImageStreams are normally installed in the openshift namespace. You need to modify this parameter only if you installed the ImageStream in a different namespace/project. Default is "openshift".
									

									 	 
										openshift
									

									 	 
										True
									

									 
	 
										KIE_SERVER_IMAGE_STREAM_NAME
									

									 	 
										 — 
									

									 	 
										The name of the image stream to use for KIE server. Default is "rhpam-kieserver-rhel8".
									

									 	 
										rhpam-kieserver-rhel8
									

									 	 
										True
									

									 
	 
										IMAGE_STREAM_TAG
									

									 	 
										 — 
									

									 	 
										A named pointer to an image in an image stream. Default is "7.9.0".
									

									 	 
										7.9.0
									

									 	 
										True
									

									 
	 
										KIE_SERVER_PERSISTENCE_DS
									

									 	 
										KIE_SERVER_PERSISTENCE_DS
									

									 	 
										KIE server persistence datasource. (Sets the org.kie.server.persistence.ds system property)
									

									 	 
										java:/jboss/datasources/rhpam
									

									 	 
										False
									

									 
	 
										POSTGRESQL_IMAGE_STREAM_NAMESPACE
									

									 	 
										 — 
									

									 	 
										Namespace in which the ImageStream for the PostgreSQL image is installed. The ImageStream is already installed in the openshift namespace. You need to modify this parameter only if you installed the ImageStream in a different namespace/project. Default is "openshift".
									

									 	 
										openshift
									

									 	 
										False
									

									 
	 
										POSTGRESQL_IMAGE_STREAM_TAG
									

									 	 
										 — 
									

									 	 
										The PostgreSQL image version, which is intended to correspond to the PostgreSQL version. Default is "10".
									

									 	 
										10
									

									 	 
										False
									

									 
	 
										KIE_SERVER_POSTGRESQL_USER
									

									 	 
										RHPAM_USERNAME
									

									 	 
										KIE server PostgreSQL database user name.
									

									 	 
										rhpam
									

									 	 
										False
									

									 
	 
										KIE_SERVER_POSTGRESQL_PWD
									

									 	 
										RHPAM_PASSWORD
									

									 	 
										KIE server PostgreSQL database password.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_POSTGRESQL_DB
									

									 	 
										RHPAM_DATABASE
									

									 	 
										KIE server PostgreSQL database name.
									

									 	 
										rhpam7
									

									 	 
										False
									

									 
	 
										POSTGRESQL_MAX_PREPARED_TRANSACTIONS
									

									 	 
										POSTGRESQL_MAX_PREPARED_TRANSACTIONS
									

									 	 
										Allows the PostgreSQL to handle XA transactions.
									

									 	 
										100
									

									 	 
										True
									

									 
	 
										DB_VOLUME_CAPACITY
									

									 	 
										 — 
									

									 	 
										Size of persistent storage for the database volume.
									

									 	 
										1Gi
									

									 	 
										True
									

									 
	 
										KIE_SERVER_POSTGRESQL_DIALECT
									

									 	 
										KIE_SERVER_PERSISTENCE_DIALECT
									

									 	 
										KIE server PostgreSQL Hibernate dialect.
									

									 	 
										org.hibernate.dialect.PostgreSQLDialect
									

									 	 
										True
									

									 
	 
										KIE_MBEANS
									

									 	 
										KIE_MBEANS
									

									 	 
										KIE server mbeans enabled/disabled. (Sets the kie.mbeans and kie.scanner.mbeans system properties)
									

									 	 
										enabled
									

									 	 
										False
									

									 
	 
										DROOLS_SERVER_FILTER_CLASSES
									

									 	 
										DROOLS_SERVER_FILTER_CLASSES
									

									 	 
										KIE server class filtering. (Sets the org.drools.server.filter.classes system property)
									

									 	 
										true
									

									 	 
										False
									

									 
	 
										PROMETHEUS_SERVER_EXT_DISABLED
									

									 	 
										PROMETHEUS_SERVER_EXT_DISABLED
									

									 	 
										If set to false, the prometheus server extension will be enabled. (Sets the org.kie.prometheus.server.ext.disabled system property)
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HOSTNAME_HTTP
									

									 	 
										HOSTNAME_HTTP
									

									 	 
										Custom hostname for http service route. Leave blank for default hostname, e.g.: insecure-<application-name>-kieserver-<project>.<default-domain-suffix>
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HOSTNAME_HTTPS
									

									 	 
										HOSTNAME_HTTPS
									

									 	 
										Custom hostname for https service route. Leave blank for default hostname, e.g.: <application-name>-kieserver-<project>.<default-domain-suffix>
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HTTPS_SECRET
									

									 	 
										 — 
									

									 	 
										The name of the secret containing the keystore file.
									

									 	 
										kieserver-app-secret
									

									 	 
										True
									

									 
	 
										KIE_SERVER_HTTPS_KEYSTORE
									

									 	 
										HTTPS_KEYSTORE
									

									 	 
										The name of the keystore file within the secret.
									

									 	 
										keystore.jks
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HTTPS_NAME
									

									 	 
										HTTPS_NAME
									

									 	 
										The name associated with the server certificate.
									

									 	 
										jboss
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HTTPS_PASSWORD
									

									 	 
										HTTPS_PASSWORD
									

									 	 
										The password for the keystore and certificate.
									

									 	 
										mykeystorepass
									

									 	 
										False
									

									 
	 
										KIE_SERVER_BYPASS_AUTH_USER
									

									 	 
										KIE_SERVER_BYPASS_AUTH_USER
									

									 	 
										Allows the KIE server to bypass the authenticated user for task-related operations, for example, queries. (Sets the org.kie.server.bypass.auth.user system property)
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										KIE_SERVER_CONTAINER_DEPLOYMENT
									

									 	 
										KIE_SERVER_CONTAINER_DEPLOYMENT
									

									 	 
										KIE Server Container deployment configuration with optional alias. Format: containerId=groupId:artifactId:version|c2(alias2)=g2:a2:v2
									

									 	 
										rhpam-kieserver-library=org.openshift.quickstarts:rhpam-kieserver-library:1.6.0-SNAPSHOT
									

									 	 
										True
									

									 
	 
										SOURCE_REPOSITORY_URL
									

									 	 
										 — 
									

									 	 
										Git source URI for application.
									

									 	 
										https://github.com/jboss-container-images/rhpam-7-openshift-image.git
									

									 	 
										True
									

									 
	 
										SOURCE_REPOSITORY_REF
									

									 	 
										 — 
									

									 	 
										Git branch/tag reference.
									

									 	 
										master
									

									 	 
										False
									

									 
	 
										CONTEXT_DIR
									

									 	 
										 — 
									

									 	 
										Path within Git project to build; empty for root project directory.
									

									 	 
										quickstarts/library-process/library
									

									 	 
										False
									

									 
	 
										GITHUB_WEBHOOK_SECRET
									

									 	 
										 — 
									

									 	 
										GitHub trigger secret.
									

									 	 
										 — 
									

									 	 
										True
									

									 
	 
										GENERIC_WEBHOOK_SECRET
									

									 	 
										 — 
									

									 	 
										Generic build trigger secret.
									

									 	 
										 — 
									

									 	 
										True
									

									 
	 
										MAVEN_MIRROR_URL
									

									 	 
										MAVEN_MIRROR_URL
									

									 	 
										Maven mirror to use for S2I builds. If enabled, the mirror must contain all the artifacts necessary for building and running the required services.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										MAVEN_MIRROR_OF
									

									 	 
										MAVEN_MIRROR_OF
									

									 	 
										Maven mirror configuration for KIE server.
									

									 	 
										external:*
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_ID
									

									 	 
										EXTERNAL_MAVEN_REPO_ID
									

									 	 
										The id to use for the maven repository. If set, it can be excluded from the optionally configured mirror by adding it to MAVEN_MIRROR_OF. For example: external:*,!repo-rhpamcentr,!repo-custom. If MAVEN_MIRROR_URL is set but MAVEN_MIRROR_ID is not set, an id will be generated randomly, but won’t be usable in MAVEN_MIRROR_OF.
									

									 	 
										repo-custom
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_URL
									

									 	 
										EXTERNAL_MAVEN_REPO_URL
									

									 	 
										Fully qualified URL to a Maven repository.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_USERNAME
									

									 	 
										EXTERNAL_MAVEN_REPO_USERNAME
									

									 	 
										User name for accessing the Maven repository, if required.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_PASSWORD
									

									 	 
										EXTERNAL_MAVEN_REPO_PASSWORD
									

									 	 
										Password to access the Maven repository, if required.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_SERVICE
									

									 	 
										WORKBENCH_SERVICE_NAME
									

									 	 
										The Service name for the optional Business Central, where it can be reached, to allow service lookups (for example, maven repo usage), if required.
									

									 	 
										myapp-rhpamcentr
									

									 	 
										False
									

									 
	 
										ARTIFACT_DIR
									

									 	 
										 — 
									

									 	 
										List of directories from which archives will be copied into the deployment folder. If unspecified, all archives in /target will be copied.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										TIMER_SERVICE_DATA_STORE_REFRESH_INTERVAL
									

									 	 
										TIMER_SERVICE_DATA_STORE_REFRESH_INTERVAL
									

									 	 
										Sets refresh-interval for the EJB timer service database-data-store.
									

									 	 
										30000
									

									 	 
										False
									

									 
	 
										KIE_SERVER_MEMORY_LIMIT
									

									 	 
										 — 
									

									 	 
										KIE server Container memory limit.
									

									 	 
										1Gi
									

									 	 
										False
									

									 
	 
										KIE_SERVER_MGMT_DISABLED
									

									 	 
										KIE_SERVER_MGMT_DISABLED
									

									 	 
										Disable management api and don’t allow KIE containers to be deployed/undeployed or started/stopped. (Sets the property org.kie.server.mgmt.api.disabled to true)
									

									 	 
										true
									

									 	 
										True
									

									 
	 
										SSO_URL
									

									 	 
										SSO_URL
									

									 	 
										RH-SSO URL.
									

									 	 
										https://rh-sso.example.com/auth
									

									 	 
										False
									

									 
	 
										SSO_REALM
									

									 	 
										SSO_REALM
									

									 	 
										RH-SSO Realm name.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_SSO_CLIENT
									

									 	 
										SSO_CLIENT
									

									 	 
										KIE Server RH-SSO Client name.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_SSO_SECRET
									

									 	 
										SSO_SECRET
									

									 	 
										KIE Server RH-SSO Client Secret.
									

									 	 
										252793ed-7118-4ca8-8dab-5622fa97d892
									

									 	 
										False
									

									 
	 
										SSO_USERNAME
									

									 	 
										SSO_USERNAME
									

									 	 
										RH-SSO Realm admin user name for creating the Client if it doesn’t exist.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										SSO_PASSWORD
									

									 	 
										SSO_PASSWORD
									

									 	 
										RH-SSO Realm Admin Password used to create the Client.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
									

									 	 
										SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
									

									 	 
										RH-SSO Disable SSL Certificate Validation.
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										SSO_PRINCIPAL_ATTRIBUTE
									

									 	 
										SSO_PRINCIPAL_ATTRIBUTE
									

									 	 
										RH-SSO Principal Attribute to use as user name.
									

									 	 
										preferred_username
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_URL
									

									 	 
										AUTH_LDAP_URL
									

									 	 
										LDAP endpoint to connect for authentication. For failover, set two or more LDAP endpoints separated by space.
									

									 	 
										ldap://myldap.example.com:389
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BIND_DN
									

									 	 
										AUTH_LDAP_BIND_DN
									

									 	 
										Bind DN used for authentication.
									

									 	 
										uid=admin,ou=users,ou=example,ou=com
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BIND_CREDENTIAL
									

									 	 
										AUTH_LDAP_BIND_CREDENTIAL
									

									 	 
										LDAP Credentials used for authentication.
									

									 	 
										Password
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_JAAS_SECURITY_DOMAIN
									

									 	 
										AUTH_LDAP_JAAS_SECURITY_DOMAIN
									

									 	 
										The JMX ObjectName of the JaasSecurityDomain used to decrypt the password.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BASE_CTX_DN
									

									 	 
										AUTH_LDAP_BASE_CTX_DN
									

									 	 
										LDAP Base DN of the top-level context to begin the user search.
									

									 	 
										ou=users,ou=example,ou=com
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BASE_FILTER
									

									 	 
										AUTH_LDAP_BASE_FILTER
									

									 	 
										LDAP search filter used to locate the context of the user to authenticate. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. A common example for the search filter is (uid={0}).
									

									 	 
										(uid={0})
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_SEARCH_SCOPE
									

									 	 
										AUTH_LDAP_SEARCH_SCOPE
									

									 	 
										The search scope to use.
									

									 	 
										SUBTREE_SCOPE
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_SEARCH_TIME_LIMIT
									

									 	 
										AUTH_LDAP_SEARCH_TIME_LIMIT
									

									 	 
										The timeout in milliseconds for user or role searches.
									

									 	 
										10000
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
									

									 	 
										AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
									

									 	 
										The name of the attribute in the user entry that contains the DN of the user. This may be necessary if the DN of the user itself contains special characters, backslash for example, that prevent correct user mapping. If the attribute does not exist, the entry’s DN is used.
									

									 	 
										distinguishedName
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_PARSE_USERNAME
									

									 	 
										AUTH_LDAP_PARSE_USERNAME
									

									 	 
										A flag indicating if the DN is to be parsed for the user name. If set to true, the DN is parsed for the user name. If set to false the DN is not parsed for the user name. This option is used together with usernameBeginString and usernameEndString.
									

									 	 
										true
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_USERNAME_BEGIN_STRING
									

									 	 
										AUTH_LDAP_USERNAME_BEGIN_STRING
									

									 	 
										Defines the String which is to be removed from the start of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_USERNAME_END_STRING
									

									 	 
										AUTH_LDAP_USERNAME_END_STRING
									

									 	 
										Defines the String which is to be removed from the end of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_ATTRIBUTE_ID
									

									 	 
										AUTH_LDAP_ROLE_ATTRIBUTE_ID
									

									 	 
										Name of the attribute containing the user roles.
									

									 	 
										memberOf
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLES_CTX_DN
									

									 	 
										AUTH_LDAP_ROLES_CTX_DN
									

									 	 
										The fixed DN of the context to search for user roles. This is not the DN where the actual roles are, but the DN where the objects containing the user roles are. For example, in a Microsoft Active Directory server, this is the DN where the user account is.
									

									 	 
										ou=groups,ou=example,ou=com
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_FILTER
									

									 	 
										AUTH_LDAP_ROLE_FILTER
									

									 	 
										A search filter used to locate the roles associated with the authenticated user. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. The authenticated userDN is substituted into the filter anywhere a {1} is used. An example search filter that matches on the input username is (member={0}). An alternative that matches on the authenticated userDN is (member={1}).
									

									 	 
										(memberOf={1})
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_RECURSION
									

									 	 
										AUTH_LDAP_ROLE_RECURSION
									

									 	 
										The number of levels of recursion the role search will go below a matching context. Disable recursion by setting this to 0.
									

									 	 
										1
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_DEFAULT_ROLE
									

									 	 
										AUTH_LDAP_DEFAULT_ROLE
									

									 	 
										A role included for all authenticated users
									

									 	 
										user
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
									

									 	 
										AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
									

									 	 
										Name of the attribute within the roleCtxDN context which contains the role name. If the roleAttributeIsDN property is set to true, this property is used to find the role object’s name attribute.
									

									 	 
										name
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
									

									 	 
										AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
									

									 	 
										A flag indicating if the DN returned by a query contains the roleNameAttributeID. If set to true, the DN is checked for the roleNameAttributeID. If set to false, the DN is not checked for the roleNameAttributeID. This flag can improve the performance of LDAP queries.
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
									

									 	 
										AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
									

									 	 
										Whether or not the roleAttributeID contains the fully-qualified DN of a role object. If false, the role name is taken from the value of the roleNameAttributeId attribute of the context name. Certain directory schemas, such as Microsoft Active Directory, require this attribute to be set to true.
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
									

									 	 
										AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
									

									 	 
										If you are not using referrals, you can ignore this option. When using referrals, this option denotes the attribute name which contains users defined for a certain role, for example member, if the role object is inside the referral. Users are checked against the content of this attribute name. If this option is not set, the check will always fail, so role objects cannot be stored in a referral tree.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_ROLE_MAPPER_ROLES_PROPERTIES
									

									 	 
										AUTH_ROLE_MAPPER_ROLES_PROPERTIES
									

									 	 
										When present, the RoleMapping Login Module will be configured to use the provided file. This parameter defines the fully-qualified file path and name of a properties file or resource which maps roles to replacement roles. The format is original_role=role1,role2,role3
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_ROLE_MAPPER_REPLACE_ROLE
									

									 	 
										AUTH_ROLE_MAPPER_REPLACE_ROLE
									

									 	 
										Whether to add to the current roles, or replace the current roles with the mapped ones. Replaces if set to true.
									

									 	 
										 — 
									

									 	 
										False
									

									 



Objects




						The CLI supports various object types. A list of these object types as well as their abbreviations can be found in the Openshift documentation.
					
Services




							A service is an abstraction which defines a logical set of pods and a policy by which to access them. See the container-engine documentation for more information.
						
	Service	Port	Name	Description
	 
											${APPLICATION_NAME}-kieserver
										

										 	 
											8080
										

										 	 
											http
										

										 	 
											All the KIE server web server’s ports.
										

										 
	 
											8443
										

										 	 
											https
										

										 
	 
											${APPLICATION_NAME}-kieserver-ping
										

										 	 
											8888
										

										 	 
											ping
										

										 	 
											The JGroups ping port for clustering.
										

										 
	 
											${APPLICATION_NAME}-postgresql
										

										 	 
											5432
										

										 	 
											 — 
										

										 	 
											The database server’s port.
										

										 



Routes




							A route is a way to expose a service by giving it an externally reachable hostname such as www.example.com. A defined route and the endpoints identified by its service can be consumed by a router to provide named connectivity from external clients to your applications. Each route consists of a route name, service selector, and (optionally) security configuration. See the Openshift documentation for more information.
						
	Service	Security	Hostname
	 
											insecure-${APPLICATION_NAME}-kieserver-http
										

										 	 
											none
										

										 	 
											${KIE_SERVER_HOSTNAME_HTTP}
										

										 
	 
											${APPLICATION_NAME}-kieserver-https
										

										 	 
											TLS passthrough
										

										 	 
											${KIE_SERVER_HOSTNAME_HTTPS}
										

										 



Build Configurations




							A buildConfig describes a single build definition and a set of triggers for when a new build should be created. A buildConfig is a REST object, which can be used in a POST to the API server to create a new instance. Refer to the Openshift documentation for more information.
						
	S2I image	link	Build output	BuildTriggers and Settings
	 
											rhpam-kieserver-rhel8:7.9.0
										

										 	 
											rhpam-7/rhpam-kieserver-rhel8
										

										 	 
											${APPLICATION_NAME}-kieserver:latest
										

										 	 
											GitHub, Generic, ImageChange, ConfigChange
										

										 



Deployment Configurations




							A deployment in OpenShift is a replication controller based on a user-defined template called a deployment configuration. Deployments are created manually or in response to triggered events. See the Openshift documentation for more information.
						
Triggers




								A trigger drives the creation of new deployments in response to events, both inside and outside OpenShift. See the Openshift documentation for more information.
							
	Deployment	Triggers
	 
												${APPLICATION_NAME}-kieserver
											

											 	 
												ImageChange
											

											 
	 
												${APPLICATION_NAME}-postgresql
											

											 	 
												ImageChange
											

											 



Replicas




								A replication controller ensures that a specified number of pod "replicas" are running at any one time. If there are too many, the replication controller kills some pods. If there are too few, it starts more. See the container-engine documentation for more information.
							
	Deployment	Replicas
	 
												${APPLICATION_NAME}-kieserver
											

											 	 
												2
											

											 
	 
												${APPLICATION_NAME}-postgresql
											

											 	 
												1
											

											 



Pod Template



Service Accounts




									Service accounts are API objects that exist within each project. They can be created or deleted like any other API object. See the Openshift documentation for more information.
								
	Deployment	Service Account
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													${APPLICATION_NAME}-kieserver
												

												 



Image



	Deployment	Image
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													${APPLICATION_NAME}-kieserver
												

												 
	 
													${APPLICATION_NAME}-postgresql
												

												 	 
													postgresql
												

												 



Readiness Probe



${APPLICATION_NAME}-kieserver

										

Http Get on http://localhost:8080/services/rest/server/readycheck


									
${APPLICATION_NAME}-postgresql

										

/usr/libexec/check-container


									

Liveness Probe



${APPLICATION_NAME}-kieserver

										

Http Get on http://localhost:8080/services/rest/server/healthcheck


									
${APPLICATION_NAME}-postgresql

										

/usr/libexec/check-container --live


									

Exposed Ports



	Deployments	Name	Port	Protocol
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													jolokia
												

												 	 
													8778
												

												 	 
													TCP
												

												 
	 
													http
												

												 	 
													8080
												

												 	 
													TCP
												

												 
	 
													https
												

												 	 
													8443
												

												 	 
													TCP
												

												 
	 
													ping
												

												 	 
													8888
												

												 	 
													TCP
												

												 
	 
													${APPLICATION_NAME}-postgresql
												

												 	 
													 — 
												

												 	 
													5432
												

												 	 
													TCP
												

												 



Image Environment Variables



	Deployment	Variable name	Description	Example value
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													WORKBENCH_SERVICE_NAME
												

												 	 
													The Service name for the optional Business Central, where it can be reached, to allow service lookups (for example, maven repo usage), if required.
												

												 	 
													${BUSINESS_CENTRAL_SERVICE}
												

												 
	 
													KIE_ADMIN_USER
												

												 	 
													Admin user name
												

												 	 
													Set according to the credentials secret
												

												 
	 
													KIE_ADMIN_PWD
												

												 	 
													Admin user password
												

												 	 
													Set according to the credentials secret
												

												 
	 
													KIE_SERVER_MODE
												

												 	 
													 — 
												

												 	 
													DEVELOPMENT
												

												 
	 
													KIE_MBEANS
												

												 	 
													KIE server mbeans enabled/disabled. (Sets the kie.mbeans and kie.scanner.mbeans system properties)
												

												 	 
													${KIE_MBEANS}
												

												 
	 
													DROOLS_SERVER_FILTER_CLASSES
												

												 	 
													KIE server class filtering. (Sets the org.drools.server.filter.classes system property)
												

												 	 
													${DROOLS_SERVER_FILTER_CLASSES}
												

												 
	 
													PROMETHEUS_SERVER_EXT_DISABLED
												

												 	 
													If set to false, the prometheus server extension will be enabled. (Sets the org.kie.prometheus.server.ext.disabled system property)
												

												 	 
													${PROMETHEUS_SERVER_EXT_DISABLED}
												

												 
	 
													KIE_SERVER_BYPASS_AUTH_USER
												

												 	 
													Allows the KIE server to bypass the authenticated user for task-related operations, for example, queries. (Sets the org.kie.server.bypass.auth.user system property)
												

												 	 
													${KIE_SERVER_BYPASS_AUTH_USER}
												

												 
	 
													KIE_SERVER_ID
												

												 	 
													 — 
												

												 	 
													 — 
												

												 
	 
													KIE_SERVER_ROUTE_NAME
												

												 	 
													 — 
												

												 	 
													insecure-${APPLICATION_NAME}-kieserver
												

												 
	 
													KIE_SERVER_ROUTER_SERVICE
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-smartrouter
												

												 
	 
													KIE_SERVER_CONTAINER_DEPLOYMENT
												

												 	 
													KIE Server Container deployment configuration with optional alias. Format: containerId=groupId:artifactId:version|c2(alias2)=g2:a2:v2
												

												 	 
													${KIE_SERVER_CONTAINER_DEPLOYMENT}
												

												 
	 
													MAVEN_MIRROR_URL
												

												 	 
													Maven mirror to use for S2I builds. If enabled, the mirror must contain all the artifacts necessary for building and running the required services.
												

												 	 
													${MAVEN_MIRROR_URL}
												

												 
	 
													MAVEN_MIRROR_OF
												

												 	 
													Maven mirror configuration for KIE server.
												

												 	 
													${MAVEN_MIRROR_OF}
												

												 
	 
													MAVEN_REPOS
												

												 	 
													 — 
												

												 	 
													RHPAMCENTR,EXTERNAL
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_ID
												

												 	 
													 — 
												

												 	 
													repo-rhpamcentr
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_SERVICE
												

												 	 
													The Service name for the optional Business Central, where it can be reached, to allow service lookups (for example, maven repo usage), if required.
												

												 	 
													${BUSINESS_CENTRAL_SERVICE}
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_PATH
												

												 	 
													 — 
												

												 	 
													/maven2/
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_USERNAME
												

												 	 
													 — 
												

												 	 
													Set according to the credentials secret
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_PASSWORD
												

												 	 
													 — 
												

												 	 
													Set according to the credentials secret
												

												 
	 
													EXTERNAL_MAVEN_REPO_ID
												

												 	 
													The id to use for the maven repository. If set, it can be excluded from the optionally configured mirror by adding it to MAVEN_MIRROR_OF. For example: external:*,!repo-rhpamcentr,!repo-custom. If MAVEN_MIRROR_URL is set but MAVEN_MIRROR_ID is not set, an id will be generated randomly, but won’t be usable in MAVEN_MIRROR_OF.
												

												 	 
													${MAVEN_REPO_ID}
												

												 
	 
													EXTERNAL_MAVEN_REPO_URL
												

												 	 
													Fully qualified URL to a Maven repository.
												

												 	 
													${MAVEN_REPO_URL}
												

												 
	 
													EXTERNAL_MAVEN_REPO_USERNAME
												

												 	 
													User name for accessing the Maven repository, if required.
												

												 	 
													${MAVEN_REPO_USERNAME}
												

												 
	 
													EXTERNAL_MAVEN_REPO_PASSWORD
												

												 	 
													Password to access the Maven repository, if required.
												

												 	 
													${MAVEN_REPO_PASSWORD}
												

												 
	 
													KIE_SERVER_PERSISTENCE_DS
												

												 	 
													KIE server persistence datasource. (Sets the org.kie.server.persistence.ds system property)
												

												 	 
													${KIE_SERVER_PERSISTENCE_DS}
												

												 
	 
													DATASOURCES
												

												 	 
													 — 
												

												 	 
													RHPAM
												

												 
	 
													RHPAM_DATABASE
												

												 	 
													KIE server PostgreSQL database name.
												

												 	 
													${KIE_SERVER_POSTGRESQL_DB}
												

												 
	 
													RHPAM_JNDI
												

												 	 
													KIE server persistence datasource. (Sets the org.kie.server.persistence.ds system property)
												

												 	 
													${KIE_SERVER_PERSISTENCE_DS}
												

												 
	 
													RHPAM_JTA
												

												 	 
													 — 
												

												 	 
													true
												

												 
	 
													RHPAM_DRIVER
												

												 	 
													 — 
												

												 	 
													postgresql
												

												 
	 
													KIE_SERVER_PERSISTENCE_DIALECT
												

												 	 
													KIE server PostgreSQL Hibernate dialect.
												

												 	 
													${KIE_SERVER_POSTGRESQL_DIALECT}
												

												 
	 
													RHPAM_USERNAME
												

												 	 
													KIE server PostgreSQL database user name.
												

												 	 
													${KIE_SERVER_POSTGRESQL_USER}
												

												 
	 
													RHPAM_PASSWORD
												

												 	 
													KIE server PostgreSQL database password.
												

												 	 
													${KIE_SERVER_POSTGRESQL_PWD}
												

												 
	 
													RHPAM_SERVICE_HOST
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-postgresql
												

												 
	 
													RHPAM_SERVICE_PORT
												

												 	 
													 — 
												

												 	 
													5432
												

												 
	 
													TIMER_SERVICE_DATA_STORE_REFRESH_INTERVAL
												

												 	 
													Sets refresh-interval for the EJB timer service database-data-store.
												

												 	 
													${TIMER_SERVICE_DATA_STORE_REFRESH_INTERVAL}
												

												 
	 
													HTTPS_KEYSTORE_DIR
												

												 	 
													 — 
												

												 	 
													/etc/kieserver-secret-volume
												

												 
	 
													HTTPS_KEYSTORE
												

												 	 
													The name of the keystore file within the secret.
												

												 	 
													${KIE_SERVER_HTTPS_KEYSTORE}
												

												 
	 
													HTTPS_NAME
												

												 	 
													The name associated with the server certificate.
												

												 	 
													${KIE_SERVER_HTTPS_NAME}
												

												 
	 
													HTTPS_PASSWORD
												

												 	 
													The password for the keystore and certificate.
												

												 	 
													${KIE_SERVER_HTTPS_PASSWORD}
												

												 
	 
													KIE_SERVER_MGMT_DISABLED
												

												 	 
													Disable management api and don’t allow KIE containers to be deployed/undeployed or started/stopped. (Sets the property org.kie.server.mgmt.api.disabled to true)
												

												 	 
													${KIE_SERVER_MGMT_DISABLED}
												

												 
	 
													KIE_SERVER_STARTUP_STRATEGY
												

												 	 
													 — 
												

												 	 
													OpenShiftStartupStrategy
												

												 
	 
													JGROUPS_PING_PROTOCOL
												

												 	 
													 — 
												

												 	 
													openshift.DNS_PING
												

												 
	 
													OPENSHIFT_DNS_PING_SERVICE_NAME
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-kieserver-ping
												

												 
	 
													OPENSHIFT_DNS_PING_SERVICE_PORT
												

												 	 
													 — 
												

												 	 
													8888
												

												 
	 
													SSO_URL
												

												 	 
													RH-SSO URL.
												

												 	 
													${SSO_URL}
												

												 
	 
													SSO_OPENIDCONNECT_DEPLOYMENTS
												

												 	 
													 — 
												

												 	 
													ROOT.war
												

												 
	 
													SSO_REALM
												

												 	 
													RH-SSO Realm name.
												

												 	 
													${SSO_REALM}
												

												 
	 
													SSO_SECRET
												

												 	 
													KIE Server RH-SSO Client Secret.
												

												 	 
													${KIE_SERVER_SSO_SECRET}
												

												 
	 
													SSO_CLIENT
												

												 	 
													KIE Server RH-SSO Client name.
												

												 	 
													${KIE_SERVER_SSO_CLIENT}
												

												 
	 
													SSO_USERNAME
												

												 	 
													RH-SSO Realm admin user name for creating the Client if it doesn’t exist.
												

												 	 
													${SSO_USERNAME}
												

												 
	 
													SSO_PASSWORD
												

												 	 
													RH-SSO Realm Admin Password used to create the Client.
												

												 	 
													${SSO_PASSWORD}
												

												 
	 
													SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
												

												 	 
													RH-SSO Disable SSL Certificate Validation.
												

												 	 
													${SSO_DISABLE_SSL_CERTIFICATE_VALIDATION}
												

												 
	 
													SSO_PRINCIPAL_ATTRIBUTE
												

												 	 
													RH-SSO Principal Attribute to use as user name.
												

												 	 
													${SSO_PRINCIPAL_ATTRIBUTE}
												

												 
	 
													HOSTNAME_HTTP
												

												 	 
													Custom hostname for http service route. Leave blank for default hostname, e.g.: insecure-<application-name>-kieserver-<project>.<default-domain-suffix>
												

												 	 
													${KIE_SERVER_HOSTNAME_HTTP}
												

												 
	 
													HOSTNAME_HTTPS
												

												 	 
													Custom hostname for https service route. Leave blank for default hostname, e.g.: <application-name>-kieserver-<project>.<default-domain-suffix>
												

												 	 
													${KIE_SERVER_HOSTNAME_HTTPS}
												

												 
	 
													AUTH_LDAP_URL
												

												 	 
													LDAP endpoint to connect for authentication. For failover, set two or more LDAP endpoints separated by space.
												

												 	 
													${AUTH_LDAP_URL}
												

												 
	 
													AUTH_LDAP_BIND_DN
												

												 	 
													Bind DN used for authentication.
												

												 	 
													${AUTH_LDAP_BIND_DN}
												

												 
	 
													AUTH_LDAP_BIND_CREDENTIAL
												

												 	 
													LDAP Credentials used for authentication.
												

												 	 
													${AUTH_LDAP_BIND_CREDENTIAL}
												

												 
	 
													AUTH_LDAP_JAAS_SECURITY_DOMAIN
												

												 	 
													The JMX ObjectName of the JaasSecurityDomain used to decrypt the password.
												

												 	 
													${AUTH_LDAP_JAAS_SECURITY_DOMAIN}
												

												 
	 
													AUTH_LDAP_BASE_CTX_DN
												

												 	 
													LDAP Base DN of the top-level context to begin the user search.
												

												 	 
													${AUTH_LDAP_BASE_CTX_DN}
												

												 
	 
													AUTH_LDAP_BASE_FILTER
												

												 	 
													LDAP search filter used to locate the context of the user to authenticate. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. A common example for the search filter is (uid={0}).
												

												 	 
													${AUTH_LDAP_BASE_FILTER}
												

												 
	 
													AUTH_LDAP_SEARCH_SCOPE
												

												 	 
													The search scope to use.
												

												 	 
													${AUTH_LDAP_SEARCH_SCOPE}
												

												 
	 
													AUTH_LDAP_SEARCH_TIME_LIMIT
												

												 	 
													The timeout in milliseconds for user or role searches.
												

												 	 
													${AUTH_LDAP_SEARCH_TIME_LIMIT}
												

												 
	 
													AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
												

												 	 
													The name of the attribute in the user entry that contains the DN of the user. This may be necessary if the DN of the user itself contains special characters, backslash for example, that prevent correct user mapping. If the attribute does not exist, the entry’s DN is used.
												

												 	 
													${AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE}
												

												 
	 
													AUTH_LDAP_PARSE_USERNAME
												

												 	 
													A flag indicating if the DN is to be parsed for the user name. If set to true, the DN is parsed for the user name. If set to false the DN is not parsed for the user name. This option is used together with usernameBeginString and usernameEndString.
												

												 	 
													${AUTH_LDAP_PARSE_USERNAME}
												

												 
	 
													AUTH_LDAP_USERNAME_BEGIN_STRING
												

												 	 
													Defines the String which is to be removed from the start of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
												

												 	 
													${AUTH_LDAP_USERNAME_BEGIN_STRING}
												

												 
	 
													AUTH_LDAP_USERNAME_END_STRING
												

												 	 
													Defines the String which is to be removed from the end of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
												

												 	 
													${AUTH_LDAP_USERNAME_END_STRING}
												

												 
	 
													AUTH_LDAP_ROLE_ATTRIBUTE_ID
												

												 	 
													Name of the attribute containing the user roles.
												

												 	 
													${AUTH_LDAP_ROLE_ATTRIBUTE_ID}
												

												 
	 
													AUTH_LDAP_ROLES_CTX_DN
												

												 	 
													The fixed DN of the context to search for user roles. This is not the DN where the actual roles are, but the DN where the objects containing the user roles are. For example, in a Microsoft Active Directory server, this is the DN where the user account is.
												

												 	 
													${AUTH_LDAP_ROLES_CTX_DN}
												

												 
	 
													AUTH_LDAP_ROLE_FILTER
												

												 	 
													A search filter used to locate the roles associated with the authenticated user. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. The authenticated userDN is substituted into the filter anywhere a {1} is used. An example search filter that matches on the input username is (member={0}). An alternative that matches on the authenticated userDN is (member={1}).
												

												 	 
													${AUTH_LDAP_ROLE_FILTER}
												

												 
	 
													AUTH_LDAP_ROLE_RECURSION
												

												 	 
													The number of levels of recursion the role search will go below a matching context. Disable recursion by setting this to 0.
												

												 	 
													${AUTH_LDAP_ROLE_RECURSION}
												

												 
	 
													AUTH_LDAP_DEFAULT_ROLE
												

												 	 
													A role included for all authenticated users
												

												 	 
													${AUTH_LDAP_DEFAULT_ROLE}
												

												 
	 
													AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
												

												 	 
													Name of the attribute within the roleCtxDN context which contains the role name. If the roleAttributeIsDN property is set to true, this property is used to find the role object’s name attribute.
												

												 	 
													${AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID}
												

												 
	 
													AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
												

												 	 
													A flag indicating if the DN returned by a query contains the roleNameAttributeID. If set to true, the DN is checked for the roleNameAttributeID. If set to false, the DN is not checked for the roleNameAttributeID. This flag can improve the performance of LDAP queries.
												

												 	 
													${AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN}
												

												 
	 
													AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
												

												 	 
													Whether or not the roleAttributeID contains the fully-qualified DN of a role object. If false, the role name is taken from the value of the roleNameAttributeId attribute of the context name. Certain directory schemas, such as Microsoft Active Directory, require this attribute to be set to true.
												

												 	 
													${AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN}
												

												 
	 
													AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
												

												 	 
													If you are not using referrals, you can ignore this option. When using referrals, this option denotes the attribute name which contains users defined for a certain role, for example member, if the role object is inside the referral. Users are checked against the content of this attribute name. If this option is not set, the check will always fail, so role objects cannot be stored in a referral tree.
												

												 	 
													${AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK}
												

												 
	 
													AUTH_ROLE_MAPPER_ROLES_PROPERTIES
												

												 	 
													When present, the RoleMapping Login Module will be configured to use the provided file. This parameter defines the fully-qualified file path and name of a properties file or resource which maps roles to replacement roles. The format is original_role=role1,role2,role3
												

												 	 
													${AUTH_ROLE_MAPPER_ROLES_PROPERTIES}
												

												 
	 
													AUTH_ROLE_MAPPER_REPLACE_ROLE
												

												 	 
													Whether to add to the current roles, or replace the current roles with the mapped ones. Replaces if set to true.
												

												 	 
													${AUTH_ROLE_MAPPER_REPLACE_ROLE}
												

												 
	 
													${APPLICATION_NAME}-postgresql
												

												 	 
													POSTGRESQL_USER
												

												 	 
													KIE server PostgreSQL database user name.
												

												 	 
													${KIE_SERVER_POSTGRESQL_USER}
												

												 
	 
													POSTGRESQL_PASSWORD
												

												 	 
													KIE server PostgreSQL database password.
												

												 	 
													${KIE_SERVER_POSTGRESQL_PWD}
												

												 
	 
													POSTGRESQL_DATABASE
												

												 	 
													KIE server PostgreSQL database name.
												

												 	 
													${KIE_SERVER_POSTGRESQL_DB}
												

												 
	 
													POSTGRESQL_MAX_PREPARED_TRANSACTIONS
												

												 	 
													Allows the PostgreSQL to handle XA transactions.
												

												 	 
													${POSTGRESQL_MAX_PREPARED_TRANSACTIONS}
												

												 



Volumes



	Deployment	Name	mountPath	Purpose	readOnly
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													kieserver-keystore-volume
												

												 	 
													/etc/kieserver-secret-volume
												

												 	 
													ssl certs
												

												 	 
													True
												

												 
	 
													${APPLICATION_NAME}-postgresql
												

												 	 
													${APPLICATION_NAME}-postgresql-pvol
												

												 	 
													/var/lib/pgsql/data
												

												 	 
													postgresql
												

												 	 
													false
												

												 





External Dependencies



Volume Claims




								A PersistentVolume object is a storage resource in an OpenShift cluster. Storage is provisioned by an administrator by creating PersistentVolume objects from sources such as GCE Persistent Disks, AWS Elastic Block Stores (EBS), and NFS mounts. See the Openshift documentation for more information.
							
	Name	Access Mode
	 
												${APPLICATION_NAME}-postgresql-claim
											

											 	 
												ReadWriteOnce
											

											 



Secrets




								This template requires the following secrets to be installed for the application to run.
							

								kieserver-app-secret
							




rhpam79-prod-immutable-kieserver-amq.yaml template




					Application template for an immutable KIE server in a production environment integrated with ActiveMQ, for Red Hat Process Automation Manager 7.9 - Deprecated
				
Parameters




						Templates allow you to define parameters that take on a value. That value is then substituted wherever the parameter is referenced. References can be defined in any text field in the objects list field. See the Openshift documentation for more information.
					
	Variable name	Image Environment Variable	Description	Example value	Required
	 
										APPLICATION_NAME
									

									 	 
										 — 
									

									 	 
										The name for the application.
									

									 	 
										myapp
									

									 	 
										True
									

									 
	 
										CREDENTIALS_SECRET
									

									 	 
										 — 
									

									 	 
										Secret containing the KIE_ADMIN_USER and KIE_ADMIN_PWD values
									

									 	 
										rhpam-credentials
									

									 	 
										True
									

									 
	 
										IMAGE_STREAM_NAMESPACE
									

									 	 
										 — 
									

									 	 
										Namespace in which the ImageStreams for Red Hat Process Automation Manager images are installed. These ImageStreams are normally installed in the openshift namespace. You need to modify this parameter only if you installed the ImageStream in a different namespace/project. Default is "openshift".
									

									 	 
										openshift
									

									 	 
										True
									

									 
	 
										KIE_SERVER_IMAGE_STREAM_NAME
									

									 	 
										 — 
									

									 	 
										The name of the image stream to use for KIE server. Default is "rhpam-kieserver-rhel8".
									

									 	 
										rhpam-kieserver-rhel8
									

									 	 
										True
									

									 
	 
										IMAGE_STREAM_TAG
									

									 	 
										 — 
									

									 	 
										A named pointer to an image in an image stream. Default is "7.9.0".
									

									 	 
										7.9.0
									

									 	 
										True
									

									 
	 
										KIE_SERVER_PERSISTENCE_DS
									

									 	 
										KIE_SERVER_PERSISTENCE_DS
									

									 	 
										KIE server persistence datasource (Sets the org.kie.server.persistence.ds system property)
									

									 	 
										java:/jboss/datasources/rhpam
									

									 	 
										False
									

									 
	 
										POSTGRESQL_IMAGE_STREAM_NAMESPACE
									

									 	 
										 — 
									

									 	 
										Namespace in which the ImageStream for the PostgreSQL image is installed. The ImageStream is already installed in the openshift namespace. You need to modify this parameter only if you installed the ImageStream in a different namespace/project. Default is "openshift".
									

									 	 
										openshift
									

									 	 
										False
									

									 
	 
										POSTGRESQL_IMAGE_STREAM_TAG
									

									 	 
										 — 
									

									 	 
										The PostgreSQL image version, which is intended to correspond to the PostgreSQL version. Default is "10".
									

									 	 
										10
									

									 	 
										False
									

									 
	 
										KIE_SERVER_POSTGRESQL_USER
									

									 	 
										RHPAM_USERNAME
									

									 	 
										KIE server PostgreSQL database user name
									

									 	 
										rhpam
									

									 	 
										False
									

									 
	 
										KIE_SERVER_POSTGRESQL_PWD
									

									 	 
										RHPAM_PASSWORD
									

									 	 
										KIE server PostgreSQL database password
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_POSTGRESQL_DB
									

									 	 
										RHPAM_DATABASE
									

									 	 
										KIE server PostgreSQL database name
									

									 	 
										rhpam7
									

									 	 
										False
									

									 
	 
										POSTGRESQL_MAX_PREPARED_TRANSACTIONS
									

									 	 
										POSTGRESQL_MAX_PREPARED_TRANSACTIONS
									

									 	 
										Allows the PostgreSQL to handle XA transactions.
									

									 	 
										100
									

									 	 
										True
									

									 
	 
										DB_VOLUME_CAPACITY
									

									 	 
										 — 
									

									 	 
										Size of persistent storage for the database volume.
									

									 	 
										1Gi
									

									 	 
										True
									

									 
	 
										KIE_MBEANS
									

									 	 
										KIE_MBEANS
									

									 	 
										KIE server mbeans enabled/disabled (Sets the kie.mbeans and kie.scanner.mbeans system properties)
									

									 	 
										enabled
									

									 	 
										False
									

									 
	 
										DROOLS_SERVER_FILTER_CLASSES
									

									 	 
										DROOLS_SERVER_FILTER_CLASSES
									

									 	 
										KIE server class filtering (Sets the org.drools.server.filter.classes system property)
									

									 	 
										true
									

									 	 
										False
									

									 
	 
										PROMETHEUS_SERVER_EXT_DISABLED
									

									 	 
										PROMETHEUS_SERVER_EXT_DISABLED
									

									 	 
										If set to false, the prometheus server extension will be enabled. (Sets the org.kie.prometheus.server.ext.disabled system property)
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HOSTNAME_HTTP
									

									 	 
										HOSTNAME_HTTP
									

									 	 
										Custom hostname for http service route. Leave blank for default hostname, e.g.: insecure-<application-name>-kieserver-<project>.<default-domain-suffix>
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HOSTNAME_HTTPS
									

									 	 
										HOSTNAME_HTTPS
									

									 	 
										Custom hostname for https service route. Leave blank for default hostname, e.g.: <application-name>-kieserver-<project>.<default-domain-suffix>
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HTTPS_SECRET
									

									 	 
										 — 
									

									 	 
										The name of the secret containing the keystore file
									

									 	 
										kieserver-app-secret
									

									 	 
										True
									

									 
	 
										KIE_SERVER_HTTPS_KEYSTORE
									

									 	 
										HTTPS_KEYSTORE
									

									 	 
										The name of the keystore file within the secret
									

									 	 
										keystore.jks
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HTTPS_NAME
									

									 	 
										HTTPS_NAME
									

									 	 
										The name associated with the server certificate
									

									 	 
										jboss
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HTTPS_PASSWORD
									

									 	 
										HTTPS_PASSWORD
									

									 	 
										The password for the keystore and certificate
									

									 	 
										mykeystorepass
									

									 	 
										False
									

									 
	 
										KIE_SERVER_BYPASS_AUTH_USER
									

									 	 
										KIE_SERVER_BYPASS_AUTH_USER
									

									 	 
										Allows the KIE server to bypass the authenticated user for task-related operations, for example, queries. (Sets the org.kie.server.bypass.auth.user system property)
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										KIE_SERVER_CONTAINER_DEPLOYMENT
									

									 	 
										KIE_SERVER_CONTAINER_DEPLOYMENT
									

									 	 
										KIE Server Container deployment configuration with optional alias. Format: containerId=groupId:artifactId:version|c2(alias2)=g2:a2:v2
									

									 	 
										rhpam-kieserver-library=org.openshift.quickstarts:rhpam-kieserver-library:1.6.0-SNAPSHOT
									

									 	 
										True
									

									 
	 
										SOURCE_REPOSITORY_URL
									

									 	 
										 — 
									

									 	 
										Git source URI for application
									

									 	 
										https://github.com/jboss-container-images/rhpam-7-openshift-image.git
									

									 	 
										True
									

									 
	 
										SOURCE_REPOSITORY_REF
									

									 	 
										 — 
									

									 	 
										Git branch/tag reference
									

									 	 
										master
									

									 	 
										False
									

									 
	 
										CONTEXT_DIR
									

									 	 
										 — 
									

									 	 
										Path within Git project to build; empty for root project directory.
									

									 	 
										quickstarts/library-process/library
									

									 	 
										False
									

									 
	 
										GITHUB_WEBHOOK_SECRET
									

									 	 
										 — 
									

									 	 
										GitHub trigger secret
									

									 	 
										 — 
									

									 	 
										True
									

									 
	 
										GENERIC_WEBHOOK_SECRET
									

									 	 
										 — 
									

									 	 
										Generic build trigger secret
									

									 	 
										 — 
									

									 	 
										True
									

									 
	 
										MAVEN_MIRROR_URL
									

									 	 
										 — 
									

									 	 
										Maven mirror to use for S2I builds
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_ID
									

									 	 
										EXTERNAL_MAVEN_REPO_ID
									

									 	 
										The id to use for the maven repository, if set. Default is generated randomly.
									

									 	 
										my-repo-id
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_URL
									

									 	 
										EXTERNAL_MAVEN_REPO_URL
									

									 	 
										Fully qualified URL to a Maven repository.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_USERNAME
									

									 	 
										EXTERNAL_MAVEN_REPO_USERNAME
									

									 	 
										User name for accessing the Maven repository, if required.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_PASSWORD
									

									 	 
										EXTERNAL_MAVEN_REPO_PASSWORD
									

									 	 
										Password to access the Maven repository, if required.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_SERVICE
									

									 	 
										WORKBENCH_SERVICE_NAME
									

									 	 
										The Service name for the optional Business Central, where it can be reached, to allow service lookups (for example, maven repo usage), if required.
									

									 	 
										myapp-rhpamcentr
									

									 	 
										False
									

									 
	 
										ARTIFACT_DIR
									

									 	 
										 — 
									

									 	 
										List of directories from which archives will be copied into the deployment folder. If unspecified, all archives in /target will be copied.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										TIMER_SERVICE_DATA_STORE_REFRESH_INTERVAL
									

									 	 
										TIMER_SERVICE_DATA_STORE_REFRESH_INTERVAL
									

									 	 
										Sets refresh-interval for the EJB timer service database-data-store.
									

									 	 
										30000
									

									 	 
										False
									

									 
	 
										KIE_SERVER_MEMORY_LIMIT
									

									 	 
										 — 
									

									 	 
										KIE server Container memory limit
									

									 	 
										1Gi
									

									 	 
										False
									

									 
	 
										KIE_SERVER_MGMT_DISABLED
									

									 	 
										KIE_SERVER_MGMT_DISABLED
									

									 	 
										Disable management api and don’t allow KIE containers to be deployed/undeployed or started/stopped. (Sets the property org.kie.server.mgmt.api.disabled to true)
									

									 	 
										true
									

									 	 
										True
									

									 
	 
										KIE_SERVER_EXECUTOR_JMS
									

									 	 
										KIE_SERVER_EXECUTOR_JMS
									

									 	 
										Enables the JMS executor, set false to disable it.
									

									 	 
										true
									

									 	 
										False
									

									 
	 
										KIE_SERVER_EXECUTOR_JMS_TRANSACTED
									

									 	 
										KIE_SERVER_EXECUTOR_JMS_TRANSACTED
									

									 	 
										Enable transactions for JMS executor, disabled by default
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										KIE_SERVER_JMS_QUEUE_REQUEST
									

									 	 
										KIE_SERVER_JMS_QUEUE_REQUEST
									

									 	 
										JNDI name of request queue for JMS. The default value is queue/KIE.SERVER.REQUEST
									

									 	 
										queue/KIE.SERVER.REQUEST
									

									 	 
										False
									

									 
	 
										KIE_SERVER_JMS_QUEUE_RESPONSE
									

									 	 
										KIE_SERVER_JMS_QUEUE_RESPONSE
									

									 	 
										JNDI name of response queue for JMS. The default value is queue/KIE.SERVER.RESPONSE
									

									 	 
										queue/KIE.SERVER.RESPONSE
									

									 	 
										False
									

									 
	 
										KIE_SERVER_JMS_QUEUE_EXECUTOR
									

									 	 
										KIE_SERVER_JMS_QUEUE_EXECUTOR
									

									 	 
										JNDI name of response queue for JMS. The default value is queue/KIE.SERVER.RESPONSE
									

									 	 
										queue/KIE.SERVER.EXECUTOR
									

									 	 
										False
									

									 
	 
										KIE_SERVER_JMS_ENABLE_SIGNAL
									

									 	 
										KIE_SERVER_JMS_ENABLE_SIGNAL
									

									 	 
										Enable the Signal configuration through JMS
									

									 	 
										true
									

									 	 
										False
									

									 
	 
										KIE_SERVER_JMS_QUEUE_SIGNAL
									

									 	 
										KIE_SERVER_JMS_QUEUE_SIGNAL
									

									 	 
										JMS queue for signals
									

									 	 
										queue/KIE.SERVER.SIGNAL
									

									 	 
										False
									

									 
	 
										KIE_SERVER_JMS_ENABLE_AUDIT
									

									 	 
										KIE_SERVER_JMS_ENABLE_AUDIT
									

									 	 
										Enable the Audit logging through JMS
									

									 	 
										true
									

									 	 
										False
									

									 
	 
										KIE_SERVER_JMS_QUEUE_AUDIT
									

									 	 
										KIE_SERVER_JMS_QUEUE_AUDIT
									

									 	 
										JMS queue for audit logging
									

									 	 
										queue/KIE.SERVER.AUDIT
									

									 	 
										False
									

									 
	 
										KIE_SERVER_JMS_AUDIT_TRANSACTED
									

									 	 
										KIE_SERVER_JMS_AUDIT_TRANSACTED
									

									 	 
										determines if JMS session is transacted or not - default true.
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										AMQ_USERNAME
									

									 	 
										AMQ_USERNAME
									

									 	 
										User name for standard broker user. It is required for connecting to the broker. If left empty, it will be generated.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AMQ_PASSWORD
									

									 	 
										AMQ_PASSWORD
									

									 	 
										Password for standard broker user. It is required for connecting to the broker. If left empty, it will be generated.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AMQ_ROLE
									

									 	 
										AMQ_ROLE
									

									 	 
										User role for standard broker user.
									

									 	 
										admin
									

									 	 
										True
									

									 
	 
										AMQ_QUEUES
									

									 	 
										AMQ_QUEUES
									

									 	 
										Queue names, separated by commas. These queues will be automatically created when the broker starts. Also, they will be made accessible as JNDI resources in EAP. These are the default queues needed by KIE Server. If using custom Queues, use the same values here as in the KIE_SERVER_JMS_QUEUE_RESPONSE, KIE_SERVER_JMS_QUEUE_REQUEST, KIE_SERVER_JMS_QUEUE_SIGNAL, KIE_SERVER_JMS_QUEUE_AUDIT and KIE_SERVER_JMS_QUEUE_EXECUTOR parameters.
									

									 	 
										queue/KIE.SERVER.REQUEST,queue/KIE.SERVER.RESPONSE,queue/KIE.SERVER.EXECUTOR,queue/KIE.SERVER.SIGNAL,queue/KIE.SERVER.AUDIT
									

									 	 
										False
									

									 
	 
										AMQ_GLOBAL_MAX_SIZE
									

									 	 
										AMQ_GLOBAL_MAX_SIZE
									

									 	 
										Specifies the maximum amount of memory that message data can consume. If no value is specified, half of the system’s memory is allocated.
									

									 	 
										10 gb
									

									 	 
										False
									

									 
	 
										AMQ_SECRET
									

									 	 
										 — 
									

									 	 
										The name of a secret containing AMQ SSL related files.
									

									 	 
										broker-app-secret
									

									 	 
										True
									

									 
	 
										AMQ_TRUSTSTORE
									

									 	 
										AMQ_TRUSTSTORE
									

									 	 
										The name of the AMQ SSL Trust Store file.
									

									 	 
										broker.ts
									

									 	 
										False
									

									 
	 
										AMQ_TRUSTSTORE_PASSWORD
									

									 	 
										AMQ_TRUSTSTORE_PASSWORD
									

									 	 
										The password for the AMQ Trust Store.
									

									 	 
										changeit
									

									 	 
										False
									

									 
	 
										AMQ_KEYSTORE
									

									 	 
										AMQ_KEYSTORE
									

									 	 
										The name of the AMQ keystore file.
									

									 	 
										broker.ks
									

									 	 
										False
									

									 
	 
										AMQ_KEYSTORE_PASSWORD
									

									 	 
										AMQ_KEYSTORE_PASSWORD
									

									 	 
										The password for the AMQ keystore and certificate.
									

									 	 
										changeit
									

									 	 
										False
									

									 
	 
										AMQ_PROTOCOL
									

									 	 
										AMQ_PROTOCOL
									

									 	 
										Broker protocols to configure, separated by commas. Allowed values are: openwire, amqp, stomp and mqtt. Only openwire is supported by EAP.
									

									 	 
										openwire
									

									 	 
										False
									

									 
	 
										AMQ_BROKER_IMAGESTREAM_NAME
									

									 	 
										 — 
									

									 	 
										AMQ Broker Image
									

									 	 
										amq-broker:7.7
									

									 	 
										True
									

									 
	 
										AMQ_IMAGE_STREAM_NAMESPACE
									

									 	 
										 — 
									

									 	 
										Namespace in which the ImageStreams for Red Hat AMQ images are installed. These ImageStreams are normally installed in the openshift namespace. You need to modify this parameter only if you installed the ImageStream in a different namespace/project. Default is "openshift".
									

									 	 
										openshift
									

									 	 
										True
									

									 
	 
										SSO_URL
									

									 	 
										SSO_URL
									

									 	 
										RH-SSO URL
									

									 	 
										https://rh-sso.example.com/auth
									

									 	 
										False
									

									 
	 
										SSO_REALM
									

									 	 
										SSO_REALM
									

									 	 
										RH-SSO Realm name
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_SSO_CLIENT
									

									 	 
										SSO_CLIENT
									

									 	 
										KIE Server RH-SSO Client name
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_SSO_SECRET
									

									 	 
										SSO_SECRET
									

									 	 
										KIE Server RH-SSO Client Secret
									

									 	 
										252793ed-7118-4ca8-8dab-5622fa97d892
									

									 	 
										False
									

									 
	 
										SSO_USERNAME
									

									 	 
										SSO_USERNAME
									

									 	 
										RH-SSO Realm admin user name for creating the Client if it doesn’t exist
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										SSO_PASSWORD
									

									 	 
										SSO_PASSWORD
									

									 	 
										RH-SSO Realm Admin Password used to create the Client
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
									

									 	 
										SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
									

									 	 
										RH-SSO Disable SSL Certificate Validation
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										SSO_PRINCIPAL_ATTRIBUTE
									

									 	 
										SSO_PRINCIPAL_ATTRIBUTE
									

									 	 
										RH-SSO Principal Attribute to use as user name.
									

									 	 
										preferred_username
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_URL
									

									 	 
										AUTH_LDAP_URL
									

									 	 
										LDAP endpoint to connect for authentication. For failover, set two or more LDAP endpoints separated by space.
									

									 	 
										ldap://myldap.example.com:389
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BIND_DN
									

									 	 
										AUTH_LDAP_BIND_DN
									

									 	 
										Bind DN used for authentication
									

									 	 
										uid=admin,ou=users,ou=example,ou=com
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BIND_CREDENTIAL
									

									 	 
										AUTH_LDAP_BIND_CREDENTIAL
									

									 	 
										LDAP Credentials used for authentication
									

									 	 
										Password
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_JAAS_SECURITY_DOMAIN
									

									 	 
										AUTH_LDAP_JAAS_SECURITY_DOMAIN
									

									 	 
										The JMX ObjectName of the JaasSecurityDomain used to decrypt the password.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BASE_CTX_DN
									

									 	 
										AUTH_LDAP_BASE_CTX_DN
									

									 	 
										LDAP Base DN of the top-level context to begin the user search.
									

									 	 
										ou=users,ou=example,ou=com
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BASE_FILTER
									

									 	 
										AUTH_LDAP_BASE_FILTER
									

									 	 
										LDAP search filter used to locate the context of the user to authenticate. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. A common example for the search filter is (uid={0}).
									

									 	 
										(uid={0})
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_SEARCH_SCOPE
									

									 	 
										AUTH_LDAP_SEARCH_SCOPE
									

									 	 
										The search scope to use.
									

									 	 
										SUBTREE_SCOPE
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_SEARCH_TIME_LIMIT
									

									 	 
										AUTH_LDAP_SEARCH_TIME_LIMIT
									

									 	 
										The timeout in milliseconds for user or role searches.
									

									 	 
										10000
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
									

									 	 
										AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
									

									 	 
										The name of the attribute in the user entry that contains the DN of the user. This may be necessary if the DN of the user itself contains special characters, backslash for example, that prevent correct user mapping. If the attribute does not exist, the entry’s DN is used.
									

									 	 
										distinguishedName
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_PARSE_USERNAME
									

									 	 
										AUTH_LDAP_PARSE_USERNAME
									

									 	 
										A flag indicating if the DN is to be parsed for the user name. If set to true, the DN is parsed for the user name. If set to false the DN is not parsed for the user name. This option is used together with usernameBeginString and usernameEndString.
									

									 	 
										true
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_USERNAME_BEGIN_STRING
									

									 	 
										AUTH_LDAP_USERNAME_BEGIN_STRING
									

									 	 
										Defines the String which is to be removed from the start of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_USERNAME_END_STRING
									

									 	 
										AUTH_LDAP_USERNAME_END_STRING
									

									 	 
										Defines the String which is to be removed from the end of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_ATTRIBUTE_ID
									

									 	 
										AUTH_LDAP_ROLE_ATTRIBUTE_ID
									

									 	 
										Name of the attribute containing the user roles.
									

									 	 
										memberOf
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLES_CTX_DN
									

									 	 
										AUTH_LDAP_ROLES_CTX_DN
									

									 	 
										The fixed DN of the context to search for user roles. This is not the DN where the actual roles are, but the DN where the objects containing the user roles are. For example, in a Microsoft Active Directory server, this is the DN where the user account is.
									

									 	 
										ou=groups,ou=example,ou=com
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_FILTER
									

									 	 
										AUTH_LDAP_ROLE_FILTER
									

									 	 
										A search filter used to locate the roles associated with the authenticated user. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. The authenticated userDN is substituted into the filter anywhere a {1} is used. An example search filter that matches on the input username is (member={0}). An alternative that matches on the authenticated userDN is (member={1}).
									

									 	 
										(memberOf={1})
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_RECURSION
									

									 	 
										AUTH_LDAP_ROLE_RECURSION
									

									 	 
										The number of levels of recursion the role search will go below a matching context. Disable recursion by setting this to 0.
									

									 	 
										1
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_DEFAULT_ROLE
									

									 	 
										AUTH_LDAP_DEFAULT_ROLE
									

									 	 
										A role included for all authenticated users
									

									 	 
										user
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
									

									 	 
										AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
									

									 	 
										Name of the attribute within the roleCtxDN context which contains the role name. If the roleAttributeIsDN property is set to true, this property is used to find the role object’s name attribute.
									

									 	 
										name
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
									

									 	 
										AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
									

									 	 
										A flag indicating if the DN returned by a query contains the roleNameAttributeID. If set to true, the DN is checked for the roleNameAttributeID. If set to false, the DN is not checked for the roleNameAttributeID. This flag can improve the performance of LDAP queries.
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
									

									 	 
										AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
									

									 	 
										Whether or not the roleAttributeID contains the fully-qualified DN of a role object. If false, the role name is taken from the value of the roleNameAttributeId attribute of the context name. Certain directory schemas, such as Microsoft Active Directory, require this attribute to be set to true.
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
									

									 	 
										AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
									

									 	 
										If you are not using referrals, you can ignore this option. When using referrals, this option denotes the attribute name which contains users defined for a certain role, for example member, if the role object is inside the referral. Users are checked against the content of this attribute name. If this option is not set, the check will always fail, so role objects cannot be stored in a referral tree.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_ROLE_MAPPER_ROLES_PROPERTIES
									

									 	 
										AUTH_ROLE_MAPPER_ROLES_PROPERTIES
									

									 	 
										When present, the RoleMapping Login Module will be configured to use the provided file. This property defines the fully-qualified file path and name of a properties file or resource which maps roles to replacement roles. The format is original_role=role1,role2,role3
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_ROLE_MAPPER_REPLACE_ROLE
									

									 	 
										AUTH_ROLE_MAPPER_REPLACE_ROLE
									

									 	 
										Whether to add to the current roles, or replace the current roles with the mapped ones. Replaces if set to true.
									

									 	 
										 — 
									

									 	 
										False
									

									 



Objects




						The CLI supports various object types. A list of these object types as well as their abbreviations can be found in the Openshift documentation.
					
Services




							A service is an abstraction which defines a logical set of pods and a policy by which to access them. See the container-engine documentation for more information.
						
	Service	Port	Name	Description
	 
											${APPLICATION_NAME}-kieserver
										

										 	 
											8080
										

										 	 
											http
										

										 	 
											All the KIE server web server’s ports.
										

										 
	 
											8443
										

										 	 
											https
										

										 
	 
											${APPLICATION_NAME}-kieserver-ping
										

										 	 
											8888
										

										 	 
											ping
										

										 	 
											The JGroups ping port for clustering.
										

										 
	 
											${APPLICATION_NAME}-amq-jolokia
										

										 	 
											8161
										

										 	 
											amq-jolokia
										

										 	 
											The broker’s console and Jolokia port.
										

										 
	 
											${APPLICATION_NAME}-amq-amqp
										

										 	 
											5672
										

										 	 
											amq-amqp
										

										 	 
											The broker’s AMQP port.
										

										 
	 
											${APPLICATION_NAME}-amq-amqp-ssl
										

										 	 
											5671
										

										 	 
											amq-amqp-ssl
										

										 	 
											The broker’s AMQP SSL port.
										

										 
	 
											${APPLICATION_NAME}-amq-mqtt
										

										 	 
											1883
										

										 	 
											amq-mqtt
										

										 	 
											The broker’s MQTT port.
										

										 
	 
											${APPLICATION_NAME}-amq-mqtt-ssl
										

										 	 
											8883
										

										 	 
											amq-mqtt-ssl
										

										 	 
											The broker’s MQTT SSL port.
										

										 
	 
											${APPLICATION_NAME}-amq-stomp
										

										 	 
											61613
										

										 	 
											amq-stomp
										

										 	 
											The broker’s STOMP port.
										

										 
	 
											${APPLICATION_NAME}-amq-stomp-ssl
										

										 	 
											61612
										

										 	 
											amq-stomp-ssl
										

										 	 
											The broker’s STOMP SSL port.
										

										 
	 
											${APPLICATION_NAME}-amq-tcp
										

										 	 
											61616
										

										 	 
											amq-tcp
										

										 	 
											The broker’s OpenWire port.
										

										 
	 
											${APPLICATION_NAME}-amq-tcp-ssl
										

										 	 
											61617
										

										 	 
											amq-tcp-ssl
										

										 	 
											The broker’s OpenWire (SSL) port.
										

										 
	 
											${APPLICATION_NAME}-postgresql
										

										 	 
											5432
										

										 	 
											 — 
										

										 	 
											The database server’s port.
										

										 



Routes




							A route is a way to expose a service by giving it an externally reachable hostname such as www.example.com. A defined route and the endpoints identified by its service can be consumed by a router to provide named connectivity from external clients to your applications. Each route consists of a route name, service selector, and (optionally) security configuration. See the Openshift documentation for more information.
						
	Service	Security	Hostname
	 
											${APPLICATION_NAME}-kieserver-http
										

										 	 
											none
										

										 	 
											${KIE_SERVER_HOSTNAME_HTTP}
										

										 
	 
											${APPLICATION_NAME}-kieserver-https
										

										 	 
											TLS passthrough
										

										 	 
											${KIE_SERVER_HOSTNAME_HTTPS}
										

										 
	 
											${APPLICATION_NAME}-amq-jolokia-console
										

										 	 
											TLS passthrough
										

										 	 
											<default>
										

										 
	 
											${APPLICATION_NAME}-amq-tcp-ssl
										

										 	 
											TLS passthrough
										

										 	 
											<default>
										

										 



Build Configurations




							A buildConfig describes a single build definition and a set of triggers for when a new build should be created. A buildConfig is a REST object, which can be used in a POST to the API server to create a new instance. Refer to the Openshift documentation for more information.
						
	S2I image	link	Build output	BuildTriggers and Settings
	 
											rhpam-kieserver-rhel8:7.9.0
										

										 	 
											rhpam-7/rhpam-kieserver-rhel8
										

										 	 
											${APPLICATION_NAME}-kieserver:latest
										

										 	 
											GitHub, Generic, ImageChange, ConfigChange
										

										 



Deployment Configurations




							A deployment in OpenShift is a replication controller based on a user-defined template called a deployment configuration. Deployments are created manually or in response to triggered events. See the Openshift documentation for more information.
						
Triggers




								A trigger drives the creation of new deployments in response to events, both inside and outside OpenShift. See the Openshift documentation for more information.
							
	Deployment	Triggers
	 
												${APPLICATION_NAME}-kieserver
											

											 	 
												ImageChange
											

											 
	 
												${APPLICATION_NAME}-postgresql
											

											 	 
												ImageChange
											

											 
	 
												${APPLICATION_NAME}-amq
											

											 	 
												ImageChange
											

											 



Replicas




								A replication controller ensures that a specified number of pod "replicas" are running at any one time. If there are too many, the replication controller kills some pods. If there are too few, it starts more. See the container-engine documentation for more information.
							
	Deployment	Replicas
	 
												${APPLICATION_NAME}-kieserver
											

											 	 
												2
											

											 
	 
												${APPLICATION_NAME}-postgresql
											

											 	 
												1
											

											 
	 
												${APPLICATION_NAME}-amq
											

											 	 
												1
											

											 



Pod Template



Service Accounts




									Service accounts are API objects that exist within each project. They can be created or deleted like any other API object. See the Openshift documentation for more information.
								
	Deployment	Service Account
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													${APPLICATION_NAME}-kieserver
												

												 



Image



	Deployment	Image
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													${APPLICATION_NAME}-kieserver
												

												 
	 
													${APPLICATION_NAME}-postgresql
												

												 	 
													postgresql
												

												 
	 
													${APPLICATION_NAME}-amq
												

												 	 
													${AMQ_BROKER_IMAGESTREAM_NAME}
												

												 



Readiness Probe



${APPLICATION_NAME}-kieserver

										

Http Get on http://localhost:8080/services/rest/server/readycheck


									
${APPLICATION_NAME}-postgresql

										

/usr/libexec/check-container


									
${APPLICATION_NAME}-amq

										

/bin/bash -c /opt/amq/bin/readinessProbe.sh


									

Liveness Probe



${APPLICATION_NAME}-kieserver

										

Http Get on http://localhost:8080/services/rest/server/healthcheck


									
${APPLICATION_NAME}-postgresql

										

/usr/libexec/check-container --live


									

Exposed Ports



	Deployments	Name	Port	Protocol
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													jolokia
												

												 	 
													8778
												

												 	 
													TCP
												

												 
	 
													http
												

												 	 
													8080
												

												 	 
													TCP
												

												 
	 
													https
												

												 	 
													8443
												

												 	 
													TCP
												

												 
	 
													ping
												

												 	 
													8888
												

												 	 
													TCP
												

												 
	 
													${APPLICATION_NAME}-postgresql
												

												 	 
													 — 
												

												 	 
													5432
												

												 	 
													TCP
												

												 
	 
													${APPLICATION_NAME}-amq
												

												 	 
													console-jolokia
												

												 	 
													8161
												

												 	 
													TCP
												

												 
	 
													amqp
												

												 	 
													5672
												

												 	 
													TCP
												

												 
	 
													amqp-ssl
												

												 	 
													5671
												

												 	 
													TCP
												

												 
	 
													mqtt
												

												 	 
													1883
												

												 	 
													TCP
												

												 
	 
													mqtt-ssl
												

												 	 
													8883
												

												 	 
													TCP
												

												 
	 
													stomp
												

												 	 
													61613
												

												 	 
													TCP
												

												 
	 
													stomp-ssl
												

												 	 
													61612
												

												 	 
													TCP
												

												 
	 
													artemis
												

												 	 
													61616
												

												 	 
													TCP
												

												 
	 
													amq-tcp-ssl
												

												 	 
													61617
												

												 	 
													TCP
												

												 



Image Environment Variables



	Deployment	Variable name	Description	Example value
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													WORKBENCH_SERVICE_NAME
												

												 	 
													The Service name for the optional Business Central, where it can be reached, to allow service lookups (for example, maven repo usage), if required.
												

												 	 
													${BUSINESS_CENTRAL_SERVICE}
												

												 
	 
													KIE_ADMIN_USER
												

												 	 
													Admin user name
												

												 	 
													Set according to the credentials secret
												

												 
	 
													KIE_ADMIN_PWD
												

												 	 
													Admin user password
												

												 	 
													Set according to the credentials secret
												

												 
	 
													KIE_SERVER_MODE
												

												 	 
													 — 
												

												 	 
													DEVELOPMENT
												

												 
	 
													KIE_MBEANS
												

												 	 
													KIE server mbeans enabled/disabled (Sets the kie.mbeans and kie.scanner.mbeans system properties)
												

												 	 
													${KIE_MBEANS}
												

												 
	 
													DROOLS_SERVER_FILTER_CLASSES
												

												 	 
													KIE server class filtering (Sets the org.drools.server.filter.classes system property)
												

												 	 
													${DROOLS_SERVER_FILTER_CLASSES}
												

												 
	 
													PROMETHEUS_SERVER_EXT_DISABLED
												

												 	 
													If set to false, the prometheus server extension will be enabled. (Sets the org.kie.prometheus.server.ext.disabled system property)
												

												 	 
													${PROMETHEUS_SERVER_EXT_DISABLED}
												

												 
	 
													KIE_SERVER_BYPASS_AUTH_USER
												

												 	 
													Allows the KIE server to bypass the authenticated user for task-related operations, for example, queries. (Sets the org.kie.server.bypass.auth.user system property)
												

												 	 
													${KIE_SERVER_BYPASS_AUTH_USER}
												

												 
	 
													KIE_SERVER_ID
												

												 	 
													 — 
												

												 	 
													 — 
												

												 
	 
													KIE_SERVER_ROUTE_NAME
												

												 	 
													 — 
												

												 	 
													insecure-${APPLICATION_NAME}-kieserver
												

												 
	 
													KIE_SERVER_ROUTER_SERVICE
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-smartrouter
												

												 
	 
													KIE_SERVER_CONTAINER_DEPLOYMENT
												

												 	 
													KIE Server Container deployment configuration with optional alias. Format: containerId=groupId:artifactId:version|c2(alias2)=g2:a2:v2
												

												 	 
													${KIE_SERVER_CONTAINER_DEPLOYMENT}
												

												 
	 
													MAVEN_REPOS
												

												 	 
													 — 
												

												 	 
													RHPAMCENTR,EXTERNAL
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_SERVICE
												

												 	 
													The Service name for the optional Business Central, where it can be reached, to allow service lookups (for example, maven repo usage), if required.
												

												 	 
													${BUSINESS_CENTRAL_SERVICE}
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_PATH
												

												 	 
													 — 
												

												 	 
													/maven2/
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_USERNAME
												

												 	 
													 — 
												

												 	 
													Set according to the credentials secret
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_PASSWORD
												

												 	 
													 — 
												

												 	 
													Set according to the credentials secret
												

												 
	 
													EXTERNAL_MAVEN_REPO_ID
												

												 	 
													The id to use for the maven repository, if set. Default is generated randomly.
												

												 	 
													${MAVEN_REPO_ID}
												

												 
	 
													EXTERNAL_MAVEN_REPO_URL
												

												 	 
													Fully qualified URL to a Maven repository.
												

												 	 
													${MAVEN_REPO_URL}
												

												 
	 
													EXTERNAL_MAVEN_REPO_USERNAME
												

												 	 
													User name for accessing the Maven repository, if required.
												

												 	 
													${MAVEN_REPO_USERNAME}
												

												 
	 
													EXTERNAL_MAVEN_REPO_PASSWORD
												

												 	 
													Password to access the Maven repository, if required.
												

												 	 
													${MAVEN_REPO_PASSWORD}
												

												 
	 
													KIE_SERVER_PERSISTENCE_DS
												

												 	 
													KIE server persistence datasource (Sets the org.kie.server.persistence.ds system property)
												

												 	 
													${KIE_SERVER_PERSISTENCE_DS}
												

												 
	 
													DATASOURCES
												

												 	 
													 — 
												

												 	 
													RHPAM
												

												 
	 
													RHPAM_DATABASE
												

												 	 
													KIE server PostgreSQL database name
												

												 	 
													${KIE_SERVER_POSTGRESQL_DB}
												

												 
	 
													RHPAM_JNDI
												

												 	 
													KIE server persistence datasource (Sets the org.kie.server.persistence.ds system property)
												

												 	 
													${KIE_SERVER_PERSISTENCE_DS}
												

												 
	 
													RHPAM_JTA
												

												 	 
													 — 
												

												 	 
													true
												

												 
	 
													RHPAM_DRIVER
												

												 	 
													 — 
												

												 	 
													postgresql
												

												 
	 
													KIE_SERVER_PERSISTENCE_DIALECT
												

												 	 
													 — 
												

												 	 
													org.hibernate.dialect.PostgreSQLDialect
												

												 
	 
													RHPAM_USERNAME
												

												 	 
													KIE server PostgreSQL database user name
												

												 	 
													${KIE_SERVER_POSTGRESQL_USER}
												

												 
	 
													RHPAM_PASSWORD
												

												 	 
													KIE server PostgreSQL database password
												

												 	 
													${KIE_SERVER_POSTGRESQL_PWD}
												

												 
	 
													RHPAM_SERVICE_HOST
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-postgresql
												

												 
	 
													RHPAM_SERVICE_PORT
												

												 	 
													 — 
												

												 	 
													5432
												

												 
	 
													TIMER_SERVICE_DATA_STORE
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-postgresql
												

												 
	 
													TIMER_SERVICE_DATA_STORE_REFRESH_INTERVAL
												

												 	 
													Sets refresh-interval for the EJB timer service database-data-store.
												

												 	 
													${TIMER_SERVICE_DATA_STORE_REFRESH_INTERVAL}
												

												 
	 
													KIE_SERVER_EXECUTOR_JMS
												

												 	 
													Enables the JMS executor, set false to disable it.
												

												 	 
													${KIE_SERVER_EXECUTOR_JMS}
												

												 
	 
													KIE_SERVER_EXECUTOR_JMS_TRANSACTED
												

												 	 
													Enable transactions for JMS executor, disabled by default
												

												 	 
													${KIE_SERVER_EXECUTOR_JMS_TRANSACTED}
												

												 
	 
													KIE_SERVER_JMS_QUEUE_REQUEST
												

												 	 
													JNDI name of request queue for JMS. The default value is queue/KIE.SERVER.REQUEST
												

												 	 
													${KIE_SERVER_JMS_QUEUE_REQUEST}
												

												 
	 
													KIE_SERVER_JMS_QUEUE_RESPONSE
												

												 	 
													JNDI name of response queue for JMS. The default value is queue/KIE.SERVER.RESPONSE
												

												 	 
													${KIE_SERVER_JMS_QUEUE_RESPONSE}
												

												 
	 
													KIE_SERVER_JMS_QUEUE_EXECUTOR
												

												 	 
													JNDI name of response queue for JMS. The default value is queue/KIE.SERVER.RESPONSE
												

												 	 
													${KIE_SERVER_JMS_QUEUE_EXECUTOR}
												

												 
	 
													KIE_SERVER_JMS_ENABLE_SIGNAL
												

												 	 
													Enable the Signal configuration through JMS
												

												 	 
													${KIE_SERVER_JMS_ENABLE_SIGNAL}
												

												 
	 
													KIE_SERVER_JMS_QUEUE_SIGNAL
												

												 	 
													JMS queue for signals
												

												 	 
													${KIE_SERVER_JMS_QUEUE_SIGNAL}
												

												 
	 
													KIE_SERVER_JMS_ENABLE_AUDIT
												

												 	 
													Enable the Audit logging through JMS
												

												 	 
													${KIE_SERVER_JMS_ENABLE_AUDIT}
												

												 
	 
													KIE_SERVER_JMS_QUEUE_AUDIT
												

												 	 
													JMS queue for audit logging
												

												 	 
													${KIE_SERVER_JMS_QUEUE_AUDIT}
												

												 
	 
													KIE_SERVER_JMS_AUDIT_TRANSACTED
												

												 	 
													determines if JMS session is transacted or not - default true.
												

												 	 
													${KIE_SERVER_JMS_AUDIT_TRANSACTED}
												

												 
	 
													MQ_SERVICE_PREFIX_MAPPING
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-amq7=AMQ
												

												 
	 
													AMQ_USERNAME
												

												 	 
													User name for standard broker user. It is required for connecting to the broker. If left empty, it will be generated.
												

												 	 
													${AMQ_USERNAME}
												

												 
	 
													AMQ_PASSWORD
												

												 	 
													Password for standard broker user. It is required for connecting to the broker. If left empty, it will be generated.
												

												 	 
													${AMQ_PASSWORD}
												

												 
	 
													AMQ_PROTOCOL
												

												 	 
													Broker protocols to configure, separated by commas. Allowed values are: openwire, amqp, stomp and mqtt. Only openwire is supported by EAP.
												

												 	 
													tcp
												

												 
	 
													AMQ_QUEUES
												

												 	 
													Queue names, separated by commas. These queues will be automatically created when the broker starts. Also, they will be made accessible as JNDI resources in EAP. These are the default queues needed by KIE Server. If using custom Queues, use the same values here as in the KIE_SERVER_JMS_QUEUE_RESPONSE, KIE_SERVER_JMS_QUEUE_REQUEST, KIE_SERVER_JMS_QUEUE_SIGNAL, KIE_SERVER_JMS_QUEUE_AUDIT and KIE_SERVER_JMS_QUEUE_EXECUTOR parameters.
												

												 	 
													${AMQ_QUEUES}
												

												 
	 
													HTTPS_KEYSTORE_DIR
												

												 	 
													 — 
												

												 	 
													/etc/kieserver-secret-volume
												

												 
	 
													HTTPS_KEYSTORE
												

												 	 
													The name of the keystore file within the secret
												

												 	 
													${KIE_SERVER_HTTPS_KEYSTORE}
												

												 
	 
													HTTPS_NAME
												

												 	 
													The name associated with the server certificate
												

												 	 
													${KIE_SERVER_HTTPS_NAME}
												

												 
	 
													HTTPS_PASSWORD
												

												 	 
													The password for the keystore and certificate
												

												 	 
													${KIE_SERVER_HTTPS_PASSWORD}
												

												 
	 
													KIE_SERVER_MGMT_DISABLED
												

												 	 
													Disable management api and don’t allow KIE containers to be deployed/undeployed or started/stopped. (Sets the property org.kie.server.mgmt.api.disabled to true)
												

												 	 
													${KIE_SERVER_MGMT_DISABLED}
												

												 
	 
													KIE_SERVER_STARTUP_STRATEGY
												

												 	 
													 — 
												

												 	 
													OpenShiftStartupStrategy
												

												 
	 
													JGROUPS_PING_PROTOCOL
												

												 	 
													 — 
												

												 	 
													openshift.DNS_PING
												

												 
	 
													OPENSHIFT_DNS_PING_SERVICE_NAME
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-kieserver-ping
												

												 
	 
													OPENSHIFT_DNS_PING_SERVICE_PORT
												

												 	 
													 — 
												

												 	 
													8888
												

												 
	 
													SSO_URL
												

												 	 
													RH-SSO URL
												

												 	 
													${SSO_URL}
												

												 
	 
													SSO_OPENIDCONNECT_DEPLOYMENTS
												

												 	 
													 — 
												

												 	 
													ROOT.war
												

												 
	 
													SSO_REALM
												

												 	 
													RH-SSO Realm name
												

												 	 
													${SSO_REALM}
												

												 
	 
													SSO_SECRET
												

												 	 
													KIE Server RH-SSO Client Secret
												

												 	 
													${KIE_SERVER_SSO_SECRET}
												

												 
	 
													SSO_CLIENT
												

												 	 
													KIE Server RH-SSO Client name
												

												 	 
													${KIE_SERVER_SSO_CLIENT}
												

												 
	 
													SSO_USERNAME
												

												 	 
													RH-SSO Realm admin user name for creating the Client if it doesn’t exist
												

												 	 
													${SSO_USERNAME}
												

												 
	 
													SSO_PASSWORD
												

												 	 
													RH-SSO Realm Admin Password used to create the Client
												

												 	 
													${SSO_PASSWORD}
												

												 
	 
													SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
												

												 	 
													RH-SSO Disable SSL Certificate Validation
												

												 	 
													${SSO_DISABLE_SSL_CERTIFICATE_VALIDATION}
												

												 
	 
													SSO_PRINCIPAL_ATTRIBUTE
												

												 	 
													RH-SSO Principal Attribute to use as user name.
												

												 	 
													${SSO_PRINCIPAL_ATTRIBUTE}
												

												 
	 
													HOSTNAME_HTTP
												

												 	 
													Custom hostname for http service route. Leave blank for default hostname, e.g.: insecure-<application-name>-kieserver-<project>.<default-domain-suffix>
												

												 	 
													${KIE_SERVER_HOSTNAME_HTTP}
												

												 
	 
													HOSTNAME_HTTPS
												

												 	 
													Custom hostname for https service route. Leave blank for default hostname, e.g.: <application-name>-kieserver-<project>.<default-domain-suffix>
												

												 	 
													${KIE_SERVER_HOSTNAME_HTTPS}
												

												 
	 
													AUTH_LDAP_URL
												

												 	 
													LDAP endpoint to connect for authentication. For failover, set two or more LDAP endpoints separated by space.
												

												 	 
													${AUTH_LDAP_URL}
												

												 
	 
													AUTH_LDAP_BIND_DN
												

												 	 
													Bind DN used for authentication
												

												 	 
													${AUTH_LDAP_BIND_DN}
												

												 
	 
													AUTH_LDAP_BIND_CREDENTIAL
												

												 	 
													LDAP Credentials used for authentication
												

												 	 
													${AUTH_LDAP_BIND_CREDENTIAL}
												

												 
	 
													AUTH_LDAP_JAAS_SECURITY_DOMAIN
												

												 	 
													The JMX ObjectName of the JaasSecurityDomain used to decrypt the password.
												

												 	 
													${AUTH_LDAP_JAAS_SECURITY_DOMAIN}
												

												 
	 
													AUTH_LDAP_BASE_CTX_DN
												

												 	 
													LDAP Base DN of the top-level context to begin the user search.
												

												 	 
													${AUTH_LDAP_BASE_CTX_DN}
												

												 
	 
													AUTH_LDAP_BASE_FILTER
												

												 	 
													LDAP search filter used to locate the context of the user to authenticate. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. A common example for the search filter is (uid={0}).
												

												 	 
													${AUTH_LDAP_BASE_FILTER}
												

												 
	 
													AUTH_LDAP_SEARCH_SCOPE
												

												 	 
													The search scope to use.
												

												 	 
													${AUTH_LDAP_SEARCH_SCOPE}
												

												 
	 
													AUTH_LDAP_SEARCH_TIME_LIMIT
												

												 	 
													The timeout in milliseconds for user or role searches.
												

												 	 
													${AUTH_LDAP_SEARCH_TIME_LIMIT}
												

												 
	 
													AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
												

												 	 
													The name of the attribute in the user entry that contains the DN of the user. This may be necessary if the DN of the user itself contains special characters, backslash for example, that prevent correct user mapping. If the attribute does not exist, the entry’s DN is used.
												

												 	 
													${AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE}
												

												 
	 
													AUTH_LDAP_PARSE_USERNAME
												

												 	 
													A flag indicating if the DN is to be parsed for the user name. If set to true, the DN is parsed for the user name. If set to false the DN is not parsed for the user name. This option is used together with usernameBeginString and usernameEndString.
												

												 	 
													${AUTH_LDAP_PARSE_USERNAME}
												

												 
	 
													AUTH_LDAP_USERNAME_BEGIN_STRING
												

												 	 
													Defines the String which is to be removed from the start of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
												

												 	 
													${AUTH_LDAP_USERNAME_BEGIN_STRING}
												

												 
	 
													AUTH_LDAP_USERNAME_END_STRING
												

												 	 
													Defines the String which is to be removed from the end of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
												

												 	 
													${AUTH_LDAP_USERNAME_END_STRING}
												

												 
	 
													AUTH_LDAP_ROLE_ATTRIBUTE_ID
												

												 	 
													Name of the attribute containing the user roles.
												

												 	 
													${AUTH_LDAP_ROLE_ATTRIBUTE_ID}
												

												 
	 
													AUTH_LDAP_ROLES_CTX_DN
												

												 	 
													The fixed DN of the context to search for user roles. This is not the DN where the actual roles are, but the DN where the objects containing the user roles are. For example, in a Microsoft Active Directory server, this is the DN where the user account is.
												

												 	 
													${AUTH_LDAP_ROLES_CTX_DN}
												

												 
	 
													AUTH_LDAP_ROLE_FILTER
												

												 	 
													A search filter used to locate the roles associated with the authenticated user. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. The authenticated userDN is substituted into the filter anywhere a {1} is used. An example search filter that matches on the input username is (member={0}). An alternative that matches on the authenticated userDN is (member={1}).
												

												 	 
													${AUTH_LDAP_ROLE_FILTER}
												

												 
	 
													AUTH_LDAP_ROLE_RECURSION
												

												 	 
													The number of levels of recursion the role search will go below a matching context. Disable recursion by setting this to 0.
												

												 	 
													${AUTH_LDAP_ROLE_RECURSION}
												

												 
	 
													AUTH_LDAP_DEFAULT_ROLE
												

												 	 
													A role included for all authenticated users
												

												 	 
													${AUTH_LDAP_DEFAULT_ROLE}
												

												 
	 
													AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
												

												 	 
													Name of the attribute within the roleCtxDN context which contains the role name. If the roleAttributeIsDN property is set to true, this property is used to find the role object’s name attribute.
												

												 	 
													${AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID}
												

												 
	 
													AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
												

												 	 
													A flag indicating if the DN returned by a query contains the roleNameAttributeID. If set to true, the DN is checked for the roleNameAttributeID. If set to false, the DN is not checked for the roleNameAttributeID. This flag can improve the performance of LDAP queries.
												

												 	 
													${AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN}
												

												 
	 
													AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
												

												 	 
													Whether or not the roleAttributeID contains the fully-qualified DN of a role object. If false, the role name is taken from the value of the roleNameAttributeId attribute of the context name. Certain directory schemas, such as Microsoft Active Directory, require this attribute to be set to true.
												

												 	 
													${AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN}
												

												 
	 
													AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
												

												 	 
													If you are not using referrals, you can ignore this option. When using referrals, this option denotes the attribute name which contains users defined for a certain role, for example member, if the role object is inside the referral. Users are checked against the content of this attribute name. If this option is not set, the check will always fail, so role objects cannot be stored in a referral tree.
												

												 	 
													${AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK}
												

												 
	 
													AUTH_ROLE_MAPPER_ROLES_PROPERTIES
												

												 	 
													When present, the RoleMapping Login Module will be configured to use the provided file. This property defines the fully-qualified file path and name of a properties file or resource which maps roles to replacement roles. The format is original_role=role1,role2,role3
												

												 	 
													${AUTH_ROLE_MAPPER_ROLES_PROPERTIES}
												

												 
	 
													AUTH_ROLE_MAPPER_REPLACE_ROLE
												

												 	 
													Whether to add to the current roles, or replace the current roles with the mapped ones. Replaces if set to true.
												

												 	 
													${AUTH_ROLE_MAPPER_REPLACE_ROLE}
												

												 
	 
													${APPLICATION_NAME}-postgresql
												

												 	 
													POSTGRESQL_USER
												

												 	 
													KIE server PostgreSQL database user name
												

												 	 
													${KIE_SERVER_POSTGRESQL_USER}
												

												 
	 
													POSTGRESQL_PASSWORD
												

												 	 
													KIE server PostgreSQL database password
												

												 	 
													${KIE_SERVER_POSTGRESQL_PWD}
												

												 
	 
													POSTGRESQL_DATABASE
												

												 	 
													KIE server PostgreSQL database name
												

												 	 
													${KIE_SERVER_POSTGRESQL_DB}
												

												 
	 
													POSTGRESQL_MAX_PREPARED_TRANSACTIONS
												

												 	 
													Allows the PostgreSQL to handle XA transactions.
												

												 	 
													${POSTGRESQL_MAX_PREPARED_TRANSACTIONS}
												

												 
	 
													${APPLICATION_NAME}-amq
												

												 	 
													AMQ_USER
												

												 	 
													User name for standard broker user. It is required for connecting to the broker. If left empty, it will be generated.
												

												 	 
													${AMQ_USERNAME}
												

												 
	 
													AMQ_PASSWORD
												

												 	 
													Password for standard broker user. It is required for connecting to the broker. If left empty, it will be generated.
												

												 	 
													${AMQ_PASSWORD}
												

												 
	 
													AMQ_ROLE
												

												 	 
													User role for standard broker user.
												

												 	 
													${AMQ_ROLE}
												

												 
	 
													AMQ_NAME
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-broker
												

												 
	 
													AMQ_TRANSPORTS
												

												 	 
													Broker protocols to configure, separated by commas. Allowed values are: openwire, amqp, stomp and mqtt. Only openwire is supported by EAP.
												

												 	 
													${AMQ_PROTOCOL}
												

												 
	 
													AMQ_QUEUES
												

												 	 
													Queue names, separated by commas. These queues will be automatically created when the broker starts. Also, they will be made accessible as JNDI resources in EAP. These are the default queues needed by KIE Server. If using custom Queues, use the same values here as in the KIE_SERVER_JMS_QUEUE_RESPONSE, KIE_SERVER_JMS_QUEUE_REQUEST, KIE_SERVER_JMS_QUEUE_SIGNAL, KIE_SERVER_JMS_QUEUE_AUDIT and KIE_SERVER_JMS_QUEUE_EXECUTOR parameters.
												

												 	 
													${AMQ_QUEUES}
												

												 
	 
													AMQ_GLOBAL_MAX_SIZE
												

												 	 
													Specifies the maximum amount of memory that message data can consume. If no value is specified, half of the system’s memory is allocated.
												

												 	 
													${AMQ_GLOBAL_MAX_SIZE}
												

												 
	 
													AMQ_REQUIRE_LOGIN
												

												 	 
													 — 
												

												 	 
													true
												

												 
	 
													AMQ_ANYCAST_PREFIX
												

												 	 
													 — 
												

												 	 
													 — 
												

												 
	 
													AMQ_MULTICAST_PREFIX
												

												 	 
													 — 
												

												 	 
													 — 
												

												 
	 
													AMQ_KEYSTORE_TRUSTSTORE_DIR
												

												 	 
													 — 
												

												 	 
													/etc/amq-secret-volume
												

												 
	 
													AMQ_TRUSTSTORE
												

												 	 
													The name of the AMQ SSL Trust Store file.
												

												 	 
													${AMQ_TRUSTSTORE}
												

												 
	 
													AMQ_TRUSTSTORE_PASSWORD
												

												 	 
													The password for the AMQ Trust Store.
												

												 	 
													${AMQ_TRUSTSTORE_PASSWORD}
												

												 
	 
													AMQ_KEYSTORE
												

												 	 
													The name of the AMQ keystore file.
												

												 	 
													${AMQ_KEYSTORE}
												

												 
	 
													AMQ_KEYSTORE_PASSWORD
												

												 	 
													The password for the AMQ keystore and certificate.
												

												 	 
													${AMQ_KEYSTORE_PASSWORD}
												

												 



Volumes



	Deployment	Name	mountPath	Purpose	readOnly
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													kieserver-keystore-volume
												

												 	 
													/etc/kieserver-secret-volume
												

												 	 
													ssl certs
												

												 	 
													True
												

												 
	 
													${APPLICATION_NAME}-postgresql
												

												 	 
													${APPLICATION_NAME}-postgresql-pvol
												

												 	 
													/var/lib/pgsql/data
												

												 	 
													postgresql
												

												 	 
													false
												

												 
	 
													${APPLICATION_NAME}-amq
												

												 	 
													broker-secret-volume
												

												 	 
													/etc/amq-secret-volume
												

												 	 
													ssl certs
												

												 	 
													True
												

												 





External Dependencies



Volume Claims




								A PersistentVolume object is a storage resource in an OpenShift cluster. Storage is provisioned by an administrator by creating PersistentVolume objects from sources such as GCE Persistent Disks, AWS Elastic Block Stores (EBS), and NFS mounts. See the Openshift documentation for more information.
							
	Name	Access Mode
	 
												${APPLICATION_NAME}-postgresql-claim
											

											 	 
												ReadWriteOnce
											

											 



Secrets




								This template requires the following secrets to be installed for the application to run.
							

								kieserver-app-secret broker-app-secret
							




rhpam79-kieserver-externaldb.yaml template




					Application template for a managed KIE Server with an external database, for Red Hat Process Automation Manager 7.9 - Deprecated
				
Parameters




						Templates allow you to define parameters that take on a value. That value is then substituted wherever the parameter is referenced. References can be defined in any text field in the objects list field. See the Openshift documentation for more information.
					
	Variable name	Image Environment Variable	Description	Example value	Required
	 
										APPLICATION_NAME
									

									 	 
										 — 
									

									 	 
										The name for the application.
									

									 	 
										myapp
									

									 	 
										True
									

									 
	 
										MAVEN_MIRROR_URL
									

									 	 
										MAVEN_MIRROR_URL
									

									 	 
										Maven mirror that the KIE server must use. If you configure a mirror, this mirror must contain all artifacts that are required for deploying your services.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										MAVEN_MIRROR_OF
									

									 	 
										MAVEN_MIRROR_OF
									

									 	 
										Maven mirror configuration for KIE server.
									

									 	 
										external:*
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_ID
									

									 	 
										EXTERNAL_MAVEN_REPO_ID
									

									 	 
										The id to use for the maven repository. If set, it can be excluded from the optionally configured mirror by adding it to MAVEN_MIRROR_OF. For example: external:*,!repo-rhpamcentr,!repo-custom. If MAVEN_MIRROR_URL is set but MAVEN_MIRROR_ID is not set, an id will be generated randomly, but won’t be usable in MAVEN_MIRROR_OF.
									

									 	 
										repo-custom
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_URL
									

									 	 
										EXTERNAL_MAVEN_REPO_URL
									

									 	 
										Fully qualified URL to a Maven repository or service.
									

									 	 
										http://nexus.nexus-project.svc.cluster.local:8081/nexus/content/groups/public/
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_USERNAME
									

									 	 
										EXTERNAL_MAVEN_REPO_USERNAME
									

									 	 
										User name for accessing the Maven repository, if required.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_PASSWORD
									

									 	 
										EXTERNAL_MAVEN_REPO_PASSWORD
									

									 	 
										Password to access the Maven repository, if required.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_SERVICE
									

									 	 
										WORKBENCH_SERVICE_NAME
									

									 	 
										The Service name for the optional Business Central, where it can be reached, to allow service lookups (for example, maven repo usage), if required.
									

									 	 
										myapp-rhpamcentr
									

									 	 
										False
									

									 
	 
										CREDENTIALS_SECRET
									

									 	 
										 — 
									

									 	 
										Secret containing the KIE_ADMIN_USER and KIE_ADMIN_PWD values
									

									 	 
										rhpam-credentials
									

									 	 
										True
									

									 
	 
										IMAGE_STREAM_NAMESPACE
									

									 	 
										 — 
									

									 	 
										Namespace in which the ImageStreams for Red Hat Process Automation Manager images are installed. These ImageStreams are normally installed in the openshift namespace. You need to modify this parameter only if you installed the ImageStream in a different namespace/project. Default is "openshift".
									

									 	 
										openshift
									

									 	 
										True
									

									 
	 
										KIE_SERVER_IMAGE_STREAM_NAME
									

									 	 
										 — 
									

									 	 
										The name of the image stream to use for KIE server. Default is "rhpam-kieserver-rhel8".
									

									 	 
										rhpam-kieserver-rhel8
									

									 	 
										True
									

									 
	 
										IMAGE_STREAM_TAG
									

									 	 
										 — 
									

									 	 
										A named pointer to an image in an image stream. Default is "7.9.0".
									

									 	 
										7.9.0
									

									 	 
										True
									

									 
	 
										KIE_SERVER_PERSISTENCE_SCHEMA
									

									 	 
										KIE_SERVER_PERSISTENCE_SCHEMA
									

									 	 
										Hibernate persistence schema.
									

									 	 
										bd.schema
									

									 	 
										False
									

									 
	 
										KIE_SERVER_EXTERNALDB_DIALECT
									

									 	 
										KIE_SERVER_PERSISTENCE_DIALECT
									

									 	 
										KIE server external database Hibernate dialect.
									

									 	 
										org.hibernate.dialect.MySQL57Dialect
									

									 	 
										True
									

									 
	 
										KIE_SERVER_EXTERNALDB_SERVICE_HOST
									

									 	 
										RHPAM_SERVICE_HOST
									

									 	 
										Sets the datasource service host. Use this if you want to use the predefined mysql or postgresql datasource properties. Leave blank if the KIE_SERVER_EXTERNALDB_URL parameter is set.
									

									 	 
										10.10.10.1
									

									 	 
										False
									

									 
	 
										KIE_SERVER_EXTERNALDB_SERVICE_PORT
									

									 	 
										RHPAM_SERVICE_PORT
									

									 	 
										Sets the datasource service port. Use this if you want to use the predefined mysql or postgresql datasource properties. Leave blank if the KIE_SERVER_EXTERNALDB_URL parameter is set.
									

									 	 
										4321
									

									 	 
										False
									

									 
	 
										KIE_SERVER_EXTERNALDB_NONXA
									

									 	 
										RHPAM_NONXA
									

									 	 
										Sets the datasources type. It can be XA or NONXA. For non XA set it to true. Default value is true.
									

									 	 
										True
									

									 	 
										False
									

									 
	 
										KIE_SERVER_EXTERNALDB_URL
									

									 	 
										RHPAM_URL
									

									 	 
										Sets the datasource jdbc connection url. Note that, if you are using PostgreSQL do not use this field, use the SERVICE_HOST and PORT. If using SERVICE_PORT and HOST there is no need to fill this parameter.
									

									 	 
										jdbc:mysql://127.0.0.1:3306/rhpam
									

									 	 
										False
									

									 
	 
										KIE_SERVER_EXTERNALDB_DRIVER
									

									 	 
										RHPAM_DRIVER
									

									 	 
										The predefined driver name, available values are mysql, postgresql or the preferred name for the external driver.
									

									 	 
										mariadb
									

									 	 
										True
									

									 
	 
										KIE_SERVER_EXTERNALDB_JNDI
									

									 	 
										KIE_SERVER_PERSISTENCE_DS
									

									 	 
										Database JNDI name used by application to resolve the datasource, e.g. java:/jboss/datasources/ExampleDS.
									

									 	 
										java:jboss/datasources/jbpmDS
									

									 	 
										True
									

									 
	 
										KIE_SERVER_EXTERNALDB_DB
									

									 	 
										RHPAM_DATABASE
									

									 	 
										KIE server external database name. Leave blank if the KIE_SERVER_EXTERNALDB_URL is set.
									

									 	 
										rhpam
									

									 	 
										False
									

									 
	 
										KIE_SERVER_EXTERNALDB_USER
									

									 	 
										RHPAM_USERNAME
									

									 	 
										KIE server external database user name.
									

									 	 
										rhpam
									

									 	 
										True
									

									 
	 
										KIE_SERVER_EXTERNALDB_PWD
									

									 	 
										RHPAM_PASSWORD
									

									 	 
										KIE server external database password.
									

									 	 
										 — 
									

									 	 
										True
									

									 
	 
										KIE_SERVER_EXTERNALDB_MIN_POOL_SIZE
									

									 	 
										RHPAM_MIN_POOL_SIZE
									

									 	 
										Sets xa-pool/min-pool-size for the configured datasource.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_EXTERNALDB_MAX_POOL_SIZE
									

									 	 
										RHPAM_MAX_POOL_SIZE
									

									 	 
										Sets xa-pool/max-pool-size for the configured datasource.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_EXTERNALDB_CONNECTION_CHECKER
									

									 	 
										RHPAM_CONNECTION_CHECKER
									

									 	 
										An org.jboss.jca.adapters.jdbc.ValidConnectionChecker that provides a SQLException isValidConnection(Connection e) method to validate if a connection is valid.
									

									 	 
										org.jboss.jca.adapters.jdbc.extensions.mysql.MySQLValidConnectionChecker
									

									 	 
										False
									

									 
	 
										KIE_SERVER_EXTERNALDB_EXCEPTION_SORTER
									

									 	 
										RHPAM_EXCEPTION_SORTER
									

									 	 
										An org.jboss.jca.adapters.jdbc.ExceptionSorter that provides a boolean isExceptionFatal(SQLException e) method to validate if an exception should be broadcast to all javax.resource.spi.ConnectionEventListener as a connectionErrorOccurred.
									

									 	 
										org.jboss.jca.adapters.jdbc.extensions.mysql.MySQLExceptionSorter
									

									 	 
										False
									

									 
	 
										KIE_SERVER_EXTERNALDB_BACKGROUND_VALIDATION
									

									 	 
										RHPAM_BACKGROUND_VALIDATION
									

									 	 
										Sets the sql validation method to background-validation, if set to false the validate-on-match method will be used.
									

									 	 
										true
									

									 	 
										False
									

									 
	 
										KIE_SERVER_EXTERNALDB_BACKGROUND_VALIDATION_MILLIS
									

									 	 
										RHPAM_VALIDATION_MILLIS
									

									 	 
										Defines the interval for the background-validation check for the jdbc connections.
									

									 	 
										10000
									

									 	 
										False
									

									 
	 
										KIE_SERVER_EXTERNALDB_DRIVER_TYPE
									

									 	 
										RHPAM_DRIVER_TYPE
									

									 	 
										KIE server external database driver type, applicable only for DB2, possible values are 4 (default) or 2.
									

									 	 
										4
									

									 	 
										False
									

									 
	 
										EXTENSIONS_IMAGE
									

									 	 
										 — 
									

									 	 
										ImageStreamTag definition for the image containing the drivers and configuration. For example, custom-driver-image:7.9.0.
									

									 	 
										custom-driver-extension:7.9.0
									

									 	 
										True
									

									 
	 
										EXTENSIONS_IMAGE_NAMESPACE
									

									 	 
										 — 
									

									 	 
										Namespace within which the ImageStream definition for the image containing the drivers and configuration is located.
									

									 	 
										openshift
									

									 	 
										True
									

									 
	 
										EXTENSIONS_INSTALL_DIR
									

									 	 
										 — 
									

									 	 
										Full path to the directory within the extensions image where the extensions are located (e.g. install.sh, modules/, etc.).
									

									 	 
										/extensions
									

									 	 
										True
									

									 
	 
										KIE_SERVER_MODE
									

									 	 
										KIE_SERVER_MODE
									

									 	 
										The KIE Server mode. Valid values are 'DEVELOPMENT' or 'PRODUCTION'. In production mode, you can not deploy SNAPSHOT versions of artifacts on the KIE server and can not change the version of an artifact in an existing container. (Sets the org.kie.server.mode system property).
									

									 	 
										PRODUCTION
									

									 	 
										False
									

									 
	 
										KIE_MBEANS
									

									 	 
										KIE_MBEANS
									

									 	 
										KIE server mbeans enabled/disabled (Sets the kie.mbeans and kie.scanner.mbeans system properties).
									

									 	 
										enabled
									

									 	 
										False
									

									 
	 
										DROOLS_SERVER_FILTER_CLASSES
									

									 	 
										DROOLS_SERVER_FILTER_CLASSES
									

									 	 
										KIE server class filtering (Sets the org.drools.server.filter.classes system property).
									

									 	 
										true
									

									 	 
										False
									

									 
	 
										PROMETHEUS_SERVER_EXT_DISABLED
									

									 	 
										PROMETHEUS_SERVER_EXT_DISABLED
									

									 	 
										If set to false, the prometheus server extension will be enabled. (Sets the org.kie.prometheus.server.ext.disabled system property)
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HOSTNAME_HTTP
									

									 	 
										HOSTNAME_HTTP
									

									 	 
										Custom hostname for http service route. Leave blank for default hostname, e.g.: insecure-<application-name>-kieserver-<project>.<default-domain-suffix>
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HOSTNAME_HTTPS
									

									 	 
										HOSTNAME_HTTPS
									

									 	 
										Custom hostname for https service route. Leave blank for default hostname, e.g.: <application-name>-kieserver-<project>.<default-domain-suffix>
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HTTPS_SECRET
									

									 	 
										 — 
									

									 	 
										The name of the secret containing the keystore file.
									

									 	 
										kieserver-app-secret
									

									 	 
										True
									

									 
	 
										KIE_SERVER_HTTPS_KEYSTORE
									

									 	 
										HTTPS_KEYSTORE
									

									 	 
										The name of the keystore file within the secret.
									

									 	 
										keystore.jks
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HTTPS_NAME
									

									 	 
										HTTPS_NAME
									

									 	 
										The name associated with the server certificate.
									

									 	 
										jboss
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HTTPS_PASSWORD
									

									 	 
										HTTPS_PASSWORD
									

									 	 
										The password for the keystore and certificate.
									

									 	 
										mykeystorepass
									

									 	 
										False
									

									 
	 
										KIE_SERVER_BYPASS_AUTH_USER
									

									 	 
										KIE_SERVER_BYPASS_AUTH_USER
									

									 	 
										Allows the KIE server to bypass the authenticated user for task-related operations, for example, queries. (Sets the org.kie.server.bypass.auth.user system property)
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										TIMER_SERVICE_DATA_STORE_REFRESH_INTERVAL
									

									 	 
										TIMER_SERVICE_DATA_STORE_REFRESH_INTERVAL
									

									 	 
										Sets refresh-interval for the EJB timer database data-store service.
									

									 	 
										30000
									

									 	 
										False
									

									 
	 
										KIE_SERVER_MEMORY_LIMIT
									

									 	 
										 — 
									

									 	 
										KIE server Container memory limit.
									

									 	 
										1Gi
									

									 	 
										False
									

									 
	 
										KIE_SERVER_CONTAINER_DEPLOYMENT
									

									 	 
										KIE_SERVER_CONTAINER_DEPLOYMENT
									

									 	 
										KIE Server Container deployment configuration with optional alias. Format: containerId=groupId:artifactId:version|c2(alias2)=g2:a2:v2
									

									 	 
										rhpam-kieserver-library=org.openshift.quickstarts:rhpam-kieserver-library:1.6.0-SNAPSHOT
									

									 	 
										False
									

									 
	 
										KIE_SERVER_MGMT_DISABLED
									

									 	 
										KIE_SERVER_MGMT_DISABLED
									

									 	 
										Disable management api and don’t allow KIE containers to be deployed/undeployed or started/stopped. Sets the property org.kie.server.mgmt.api.disabled to true and org.kie.server.startup.strategy to LocalContainersStartupStrategy.
									

									 	 
										true
									

									 	 
										False
									

									 
	 
										SSO_URL
									

									 	 
										SSO_URL
									

									 	 
										RH-SSO URL.
									

									 	 
										https://rh-sso.example.com/auth
									

									 	 
										False
									

									 
	 
										SSO_REALM
									

									 	 
										SSO_REALM
									

									 	 
										RH-SSO Realm name.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_SSO_CLIENT
									

									 	 
										SSO_CLIENT
									

									 	 
										KIE Server RH-SSO Client name.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_SSO_SECRET
									

									 	 
										SSO_SECRET
									

									 	 
										KIE Server RH-SSO Client Secret.
									

									 	 
										252793ed-7118-4ca8-8dab-5622fa97d892
									

									 	 
										False
									

									 
	 
										SSO_USERNAME
									

									 	 
										SSO_USERNAME
									

									 	 
										RH-SSO Realm admin user name for creating the Client if it doesn’t exist.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										SSO_PASSWORD
									

									 	 
										SSO_PASSWORD
									

									 	 
										RH-SSO Realm Admin Password used to create the Client.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
									

									 	 
										SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
									

									 	 
										RH-SSO Disable SSL Certificate Validation.
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										SSO_PRINCIPAL_ATTRIBUTE
									

									 	 
										SSO_PRINCIPAL_ATTRIBUTE
									

									 	 
										RH-SSO Principal Attribute to use as user name.
									

									 	 
										preferred_username
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_URL
									

									 	 
										AUTH_LDAP_URL
									

									 	 
										LDAP endpoint to connect for authentication. For failover, set two or more LDAP endpoints separated by space.
									

									 	 
										ldap://myldap.example.com:389
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BIND_DN
									

									 	 
										AUTH_LDAP_BIND_DN
									

									 	 
										Bind DN used for authentication.
									

									 	 
										uid=admin,ou=users,ou=example,ou=com
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BIND_CREDENTIAL
									

									 	 
										AUTH_LDAP_BIND_CREDENTIAL
									

									 	 
										LDAP Credentials used for authentication.
									

									 	 
										Password
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_JAAS_SECURITY_DOMAIN
									

									 	 
										AUTH_LDAP_JAAS_SECURITY_DOMAIN
									

									 	 
										The JMX ObjectName of the JaasSecurityDomain used to decrypt the password.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BASE_CTX_DN
									

									 	 
										AUTH_LDAP_BASE_CTX_DN
									

									 	 
										LDAP Base DN of the top-level context to begin the user search.
									

									 	 
										ou=users,ou=example,ou=com
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BASE_FILTER
									

									 	 
										AUTH_LDAP_BASE_FILTER
									

									 	 
										LDAP search filter used to locate the context of the user to authenticate. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. A common example for the search filter is (uid={0}).
									

									 	 
										(uid={0})
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_SEARCH_SCOPE
									

									 	 
										AUTH_LDAP_SEARCH_SCOPE
									

									 	 
										The search scope to use.
									

									 	 
										SUBTREE_SCOPE
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_SEARCH_TIME_LIMIT
									

									 	 
										AUTH_LDAP_SEARCH_TIME_LIMIT
									

									 	 
										The timeout in milliseconds for user or role searches.
									

									 	 
										10000
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
									

									 	 
										AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
									

									 	 
										The name of the attribute in the user entry that contains the DN of the user. This may be necessary if the DN of the user itself contains special characters, backslash for example, that prevent correct user mapping. If the attribute does not exist, the entry’s DN is used.
									

									 	 
										distinguishedName
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_PARSE_USERNAME
									

									 	 
										AUTH_LDAP_PARSE_USERNAME
									

									 	 
										A flag indicating if the DN is to be parsed for the user name. If set to true, the DN is parsed for the user name. If set to false the DN is not parsed for the user name. This option is used together with usernameBeginString and usernameEndString.
									

									 	 
										true
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_USERNAME_BEGIN_STRING
									

									 	 
										AUTH_LDAP_USERNAME_BEGIN_STRING
									

									 	 
										Defines the String which is to be removed from the start of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_USERNAME_END_STRING
									

									 	 
										AUTH_LDAP_USERNAME_END_STRING
									

									 	 
										Defines the String which is to be removed from the end of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_ATTRIBUTE_ID
									

									 	 
										AUTH_LDAP_ROLE_ATTRIBUTE_ID
									

									 	 
										Name of the attribute containing the user roles.
									

									 	 
										memberOf
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLES_CTX_DN
									

									 	 
										AUTH_LDAP_ROLES_CTX_DN
									

									 	 
										The fixed DN of the context to search for user roles. This is not the DN where the actual roles are, but the DN where the objects containing the user roles are. For example, in a Microsoft Active Directory server, this is the DN where the user account is.
									

									 	 
										ou=groups,ou=example,ou=com
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_FILTER
									

									 	 
										AUTH_LDAP_ROLE_FILTER
									

									 	 
										A search filter used to locate the roles associated with the authenticated user. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. The authenticated userDN is substituted into the filter anywhere a {1} is used. An example search filter that matches on the input username is (member={0}). An alternative that matches on the authenticated userDN is (member={1}).
									

									 	 
										(memberOf={1})
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_RECURSION
									

									 	 
										AUTH_LDAP_ROLE_RECURSION
									

									 	 
										The number of levels of recursion the role search will go below a matching context. Disable recursion by setting this to 0.
									

									 	 
										1
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_DEFAULT_ROLE
									

									 	 
										AUTH_LDAP_DEFAULT_ROLE
									

									 	 
										A role included for all authenticated users.
									

									 	 
										user
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
									

									 	 
										AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
									

									 	 
										Name of the attribute within the roleCtxDN context which contains the role name. If the roleAttributeIsDN property is set to true, this property is used to find the role object’s name attribute.
									

									 	 
										name
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
									

									 	 
										AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
									

									 	 
										A flag indicating if the DN returned by a query contains the roleNameAttributeID. If set to true, the DN is checked for the roleNameAttributeID. If set to false, the DN is not checked for the roleNameAttributeID. This flag can improve the performance of LDAP queries.
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
									

									 	 
										AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
									

									 	 
										Whether or not the roleAttributeID contains the fully-qualified DN of a role object. If false, the role name is taken from the value of the roleNameAttributeId attribute of the context name. Certain directory schemas, such as Microsoft Active Directory, require this attribute to be set to true.
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
									

									 	 
										AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
									

									 	 
										If you are not using referrals, you can ignore this option. When using referrals, this option denotes the attribute name which contains users defined for a certain role, for example member, if the role object is inside the referral. Users are checked against the content of this attribute name. If this option is not set, the check will always fail, so role objects cannot be stored in a referral tree.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_ROLE_MAPPER_ROLES_PROPERTIES
									

									 	 
										AUTH_ROLE_MAPPER_ROLES_PROPERTIES
									

									 	 
										When present, the RoleMapping Login Module will be configured to use the provided file. This property defines the fully-qualified file path and name of a properties file or resource which maps roles to replacement roles. The format is original_role=role1,role2,role3
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_ROLE_MAPPER_REPLACE_ROLE
									

									 	 
										AUTH_ROLE_MAPPER_REPLACE_ROLE
									

									 	 
										Whether to add to the current roles, or replace the current roles with the mapped ones. Replaces if set to true.
									

									 	 
										 — 
									

									 	 
										False
									

									 



Objects




						The CLI supports various object types. A list of these object types as well as their abbreviations can be found in the Openshift documentation.
					
Services




							A service is an abstraction which defines a logical set of pods and a policy by which to access them. See the container-engine documentation for more information.
						
	Service	Port	Name	Description
	 
											${APPLICATION_NAME}-kieserver
										

										 	 
											8080
										

										 	 
											http
										

										 	 
											All the KIE server web server’s ports.
										

										 
	 
											8443
										

										 	 
											https
										

										 
	 
											${APPLICATION_NAME}-kieserver-ping
										

										 	 
											8888
										

										 	 
											ping
										

										 	 
											The JGroups ping port for clustering.
										

										 



Routes




							A route is a way to expose a service by giving it an externally reachable hostname such as www.example.com. A defined route and the endpoints identified by its service can be consumed by a router to provide named connectivity from external clients to your applications. Each route consists of a route name, service selector, and (optionally) security configuration. See the Openshift documentation for more information.
						
	Service	Security	Hostname
	 
											insecure-${APPLICATION_NAME}-kieserver-http
										

										 	 
											none
										

										 	 
											${KIE_SERVER_HOSTNAME_HTTP}
										

										 
	 
											${APPLICATION_NAME}-kieserver-https
										

										 	 
											TLS passthrough
										

										 	 
											${KIE_SERVER_HOSTNAME_HTTPS}
										

										 



Build Configurations




							A buildConfig describes a single build definition and a set of triggers for when a new build should be created. A buildConfig is a REST object, which can be used in a POST to the API server to create a new instance. Refer to the Openshift documentation for more information.
						
	S2I image	link	Build output	BuildTriggers and Settings
	 
											rhpam-kieserver-rhel8:7.9.0
										

										 	 
											rhpam-7/rhpam-kieserver-rhel8
										

										 	 
											${APPLICATION_NAME}-kieserver:latest
										

										 	 
											ImageChange, ImageChange, ConfigChange
										

										 



Deployment Configurations




							A deployment in OpenShift is a replication controller based on a user-defined template called a deployment configuration. Deployments are created manually or in response to triggered events. See the Openshift documentation for more information.
						
Triggers




								A trigger drives the creation of new deployments in response to events, both inside and outside OpenShift. See the Openshift documentation for more information.
							
	Deployment	Triggers
	 
												${APPLICATION_NAME}-kieserver
											

											 	 
												ImageChange
											

											 



Replicas




								A replication controller ensures that a specified number of pod "replicas" are running at any one time. If there are too many, the replication controller kills some pods. If there are too few, it starts more. See the container-engine documentation for more information.
							
	Deployment	Replicas
	 
												${APPLICATION_NAME}-kieserver
											

											 	 
												1
											

											 



Pod Template



Service Accounts




									Service accounts are API objects that exist within each project. They can be created or deleted like any other API object. See the Openshift documentation for more information.
								
	Deployment	Service Account
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													${APPLICATION_NAME}-kieserver
												

												 



Image



	Deployment	Image
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													${KIE_SERVER_IMAGE_STREAM_NAME}
												

												 



Readiness Probe



${APPLICATION_NAME}-kieserver

										

Http Get on http://localhost:8080/services/rest/server/readycheck


									

Liveness Probe



${APPLICATION_NAME}-kieserver

										

Http Get on http://localhost:8080/services/rest/server/healthcheck


									

Exposed Ports



	Deployments	Name	Port	Protocol
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													jolokia
												

												 	 
													8778
												

												 	 
													TCP
												

												 
	 
													http
												

												 	 
													8080
												

												 	 
													TCP
												

												 
	 
													https
												

												 	 
													8443
												

												 	 
													TCP
												

												 
	 
													ping
												

												 	 
													8888
												

												 	 
													TCP
												

												 



Image Environment Variables



	Deployment	Variable name	Description	Example value
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													WORKBENCH_SERVICE_NAME
												

												 	 
													The Service name for the optional Business Central, where it can be reached, to allow service lookups (for example, maven repo usage), if required.
												

												 	 
													${BUSINESS_CENTRAL_SERVICE}
												

												 
	 
													KIE_ADMIN_USER
												

												 	 
													Admin user name
												

												 	 
													Set according to the credentials secret
												

												 
	 
													KIE_ADMIN_PWD
												

												 	 
													Admin user password
												

												 	 
													Set according to the credentials secret
												

												 
	 
													KIE_SERVER_MODE
												

												 	 
													The KIE Server mode. Valid values are 'DEVELOPMENT' or 'PRODUCTION'. In production mode, you can not deploy SNAPSHOT versions of artifacts on the KIE server and can not change the version of an artifact in an existing container. (Sets the org.kie.server.mode system property).
												

												 	 
													${KIE_SERVER_MODE}
												

												 
	 
													KIE_MBEANS
												

												 	 
													KIE server mbeans enabled/disabled (Sets the kie.mbeans and kie.scanner.mbeans system properties).
												

												 	 
													${KIE_MBEANS}
												

												 
	 
													DROOLS_SERVER_FILTER_CLASSES
												

												 	 
													KIE server class filtering (Sets the org.drools.server.filter.classes system property).
												

												 	 
													${DROOLS_SERVER_FILTER_CLASSES}
												

												 
	 
													PROMETHEUS_SERVER_EXT_DISABLED
												

												 	 
													If set to false, the prometheus server extension will be enabled. (Sets the org.kie.prometheus.server.ext.disabled system property)
												

												 	 
													${PROMETHEUS_SERVER_EXT_DISABLED}
												

												 
	 
													KIE_SERVER_BYPASS_AUTH_USER
												

												 	 
													Allows the KIE server to bypass the authenticated user for task-related operations, for example, queries. (Sets the org.kie.server.bypass.auth.user system property)
												

												 	 
													${KIE_SERVER_BYPASS_AUTH_USER}
												

												 
	 
													KIE_SERVER_ID
												

												 	 
													 — 
												

												 	 
													 — 
												

												 
	 
													KIE_SERVER_ROUTE_NAME
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-kieserver
												

												 
	 
													KIE_SERVER_CONTAINER_DEPLOYMENT
												

												 	 
													KIE Server Container deployment configuration with optional alias. Format: containerId=groupId:artifactId:version|c2(alias2)=g2:a2:v2
												

												 	 
													${KIE_SERVER_CONTAINER_DEPLOYMENT}
												

												 
	 
													MAVEN_MIRROR_URL
												

												 	 
													Maven mirror that the KIE server must use. If you configure a mirror, this mirror must contain all artifacts that are required for deploying your services.
												

												 	 
													${MAVEN_MIRROR_URL}
												

												 
	 
													MAVEN_MIRROR_OF
												

												 	 
													Maven mirror configuration for KIE server.
												

												 	 
													${MAVEN_MIRROR_OF}
												

												 
	 
													MAVEN_REPOS
												

												 	 
													 — 
												

												 	 
													RHPAMCENTR,EXTERNAL
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_ID
												

												 	 
													 — 
												

												 	 
													repo-rhpamcentr
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_SERVICE
												

												 	 
													The Service name for the optional Business Central, where it can be reached, to allow service lookups (for example, maven repo usage), if required.
												

												 	 
													${BUSINESS_CENTRAL_SERVICE}
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_PATH
												

												 	 
													 — 
												

												 	 
													/maven2/
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_USERNAME
												

												 	 
													 — 
												

												 	 
													Set according to the credentials secret
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_PASSWORD
												

												 	 
													 — 
												

												 	 
													Set according to the credentials secret
												

												 
	 
													EXTERNAL_MAVEN_REPO_ID
												

												 	 
													The id to use for the maven repository. If set, it can be excluded from the optionally configured mirror by adding it to MAVEN_MIRROR_OF. For example: external:*,!repo-rhpamcentr,!repo-custom. If MAVEN_MIRROR_URL is set but MAVEN_MIRROR_ID is not set, an id will be generated randomly, but won’t be usable in MAVEN_MIRROR_OF.
												

												 	 
													${MAVEN_REPO_ID}
												

												 
	 
													EXTERNAL_MAVEN_REPO_URL
												

												 	 
													Fully qualified URL to a Maven repository or service.
												

												 	 
													${MAVEN_REPO_URL}
												

												 
	 
													EXTERNAL_MAVEN_REPO_USERNAME
												

												 	 
													User name for accessing the Maven repository, if required.
												

												 	 
													${MAVEN_REPO_USERNAME}
												

												 
	 
													EXTERNAL_MAVEN_REPO_PASSWORD
												

												 	 
													Password to access the Maven repository, if required.
												

												 	 
													${MAVEN_REPO_PASSWORD}
												

												 
	 
													KIE_SERVER_MGMT_DISABLED
												

												 	 
													Disable management api and don’t allow KIE containers to be deployed/undeployed or started/stopped. Sets the property org.kie.server.mgmt.api.disabled to true and org.kie.server.startup.strategy to LocalContainersStartupStrategy.
												

												 	 
													${KIE_SERVER_MGMT_DISABLED}
												

												 
	 
													KIE_SERVER_STARTUP_STRATEGY
												

												 	 
													 — 
												

												 	 
													OpenShiftStartupStrategy
												

												 
	 
													KIE_SERVER_PERSISTENCE_DS
												

												 	 
													Database JNDI name used by application to resolve the datasource, e.g. java:/jboss/datasources/ExampleDS.
												

												 	 
													${KIE_SERVER_EXTERNALDB_JNDI}
												

												 
	 
													KIE_SERVER_PERSISTENCE_SCHEMA
												

												 	 
													Hibernate persistence schema.
												

												 	 
													${KIE_SERVER_PERSISTENCE_SCHEMA}
												

												 
	 
													KIE_SERVER_PERSISTENCE_DIALECT
												

												 	 
													KIE server external database Hibernate dialect.
												

												 	 
													${KIE_SERVER_EXTERNALDB_DIALECT}
												

												 
	 
													DATASOURCES
												

												 	 
													 — 
												

												 	 
													RHPAM
												

												 
	 
													RHPAM_DATABASE
												

												 	 
													KIE server external database name. Leave blank if the KIE_SERVER_EXTERNALDB_URL is set.
												

												 	 
													${KIE_SERVER_EXTERNALDB_DB}
												

												 
	 
													RHPAM_SERVICE_HOST
												

												 	 
													Sets the datasource service host. Use this if you want to use the predefined mysql or postgresql datasource properties. Leave blank if the KIE_SERVER_EXTERNALDB_URL parameter is set.
												

												 	 
													${KIE_SERVER_EXTERNALDB_SERVICE_HOST}
												

												 
	 
													RHPAM_SERVICE_PORT
												

												 	 
													Sets the datasource service port. Use this if you want to use the predefined mysql or postgresql datasource properties. Leave blank if the KIE_SERVER_EXTERNALDB_URL parameter is set.
												

												 	 
													${KIE_SERVER_EXTERNALDB_SERVICE_PORT}
												

												 
	 
													RHPAM_JNDI
												

												 	 
													Database JNDI name used by application to resolve the datasource, e.g. java:/jboss/datasources/ExampleDS.
												

												 	 
													${KIE_SERVER_EXTERNALDB_JNDI}
												

												 
	 
													RHPAM_DRIVER
												

												 	 
													The predefined driver name, available values are mysql, postgresql or the preferred name for the external driver.
												

												 	 
													${KIE_SERVER_EXTERNALDB_DRIVER}
												

												 
	 
													RHPAM_USERNAME
												

												 	 
													KIE server external database user name.
												

												 	 
													${KIE_SERVER_EXTERNALDB_USER}
												

												 
	 
													RHPAM_PASSWORD
												

												 	 
													KIE server external database password.
												

												 	 
													${KIE_SERVER_EXTERNALDB_PWD}
												

												 
	 
													RHPAM_NONXA
												

												 	 
													Sets the datasources type. It can be XA or NONXA. For non XA set it to true. Default value is true.
												

												 	 
													${KIE_SERVER_EXTERNALDB_NONXA}
												

												 
	 
													RHPAM_URL
												

												 	 
													Sets the datasource jdbc connection url. Note that, if you are using PostgreSQL do not use this field, use the SERVICE_HOST and PORT. If using SERVICE_PORT and HOST there is no need to fill this parameter.
												

												 	 
													${KIE_SERVER_EXTERNALDB_URL}
												

												 
	 
													RHPAM_XA_CONNECTION_PROPERTY_URL
												

												 	 
													Sets the datasource jdbc connection url. Note that, if you are using PostgreSQL do not use this field, use the SERVICE_HOST and PORT. If using SERVICE_PORT and HOST there is no need to fill this parameter.
												

												 	 
													${KIE_SERVER_EXTERNALDB_URL}
												

												 
	 
													RHPAM_MIN_POOL_SIZE
												

												 	 
													Sets xa-pool/min-pool-size for the configured datasource.
												

												 	 
													${KIE_SERVER_EXTERNALDB_MIN_POOL_SIZE}
												

												 
	 
													RHPAM_MAX_POOL_SIZE
												

												 	 
													Sets xa-pool/max-pool-size for the configured datasource.
												

												 	 
													${KIE_SERVER_EXTERNALDB_MAX_POOL_SIZE}
												

												 
	 
													RHPAM_CONNECTION_CHECKER
												

												 	 
													An org.jboss.jca.adapters.jdbc.ValidConnectionChecker that provides a SQLException isValidConnection(Connection e) method to validate if a connection is valid.
												

												 	 
													${KIE_SERVER_EXTERNALDB_CONNECTION_CHECKER}
												

												 
	 
													RHPAM_EXCEPTION_SORTER
												

												 	 
													An org.jboss.jca.adapters.jdbc.ExceptionSorter that provides a boolean isExceptionFatal(SQLException e) method to validate if an exception should be broadcast to all javax.resource.spi.ConnectionEventListener as a connectionErrorOccurred.
												

												 	 
													${KIE_SERVER_EXTERNALDB_EXCEPTION_SORTER}
												

												 
	 
													RHPAM_BACKGROUND_VALIDATION
												

												 	 
													Sets the sql validation method to background-validation, if set to false the validate-on-match method will be used.
												

												 	 
													${KIE_SERVER_EXTERNALDB_BACKGROUND_VALIDATION}
												

												 
	 
													RHPAM_VALIDATION_MILLIS
												

												 	 
													Defines the interval for the background-validation check for the jdbc connections.
												

												 	 
													${KIE_SERVER_EXTERNALDB_BACKGROUND_VALIDATION_MILLIS}
												

												 
	 
													RHPAM_DRIVER_TYPE
												

												 	 
													KIE server external database driver type, applicable only for DB2, possible values are 4 (default) or 2.
												

												 	 
													${KIE_SERVER_EXTERNALDB_DRIVER_TYPE}
												

												 
	 
													RHPAM_JTA
												

												 	 
													 — 
												

												 	 
													true
												

												 
	 
													TIMER_SERVICE_DATA_STORE_REFRESH_INTERVAL
												

												 	 
													Sets refresh-interval for the EJB timer database data-store service.
												

												 	 
													${TIMER_SERVICE_DATA_STORE_REFRESH_INTERVAL}
												

												 
	 
													HTTPS_KEYSTORE_DIR
												

												 	 
													 — 
												

												 	 
													/etc/kieserver-secret-volume
												

												 
	 
													HTTPS_KEYSTORE
												

												 	 
													The name of the keystore file within the secret.
												

												 	 
													${KIE_SERVER_HTTPS_KEYSTORE}
												

												 
	 
													HTTPS_NAME
												

												 	 
													The name associated with the server certificate.
												

												 	 
													${KIE_SERVER_HTTPS_NAME}
												

												 
	 
													HTTPS_PASSWORD
												

												 	 
													The password for the keystore and certificate.
												

												 	 
													${KIE_SERVER_HTTPS_PASSWORD}
												

												 
	 
													JGROUPS_PING_PROTOCOL
												

												 	 
													 — 
												

												 	 
													openshift.DNS_PING
												

												 
	 
													OPENSHIFT_DNS_PING_SERVICE_NAME
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-kieserver-ping
												

												 
	 
													OPENSHIFT_DNS_PING_SERVICE_PORT
												

												 	 
													 — 
												

												 	 
													8888
												

												 
	 
													SSO_URL
												

												 	 
													RH-SSO URL.
												

												 	 
													${SSO_URL}
												

												 
	 
													SSO_OPENIDCONNECT_DEPLOYMENTS
												

												 	 
													 — 
												

												 	 
													ROOT.war
												

												 
	 
													SSO_REALM
												

												 	 
													RH-SSO Realm name.
												

												 	 
													${SSO_REALM}
												

												 
	 
													SSO_SECRET
												

												 	 
													KIE Server RH-SSO Client Secret.
												

												 	 
													${KIE_SERVER_SSO_SECRET}
												

												 
	 
													SSO_CLIENT
												

												 	 
													KIE Server RH-SSO Client name.
												

												 	 
													${KIE_SERVER_SSO_CLIENT}
												

												 
	 
													SSO_USERNAME
												

												 	 
													RH-SSO Realm admin user name for creating the Client if it doesn’t exist.
												

												 	 
													${SSO_USERNAME}
												

												 
	 
													SSO_PASSWORD
												

												 	 
													RH-SSO Realm Admin Password used to create the Client.
												

												 	 
													${SSO_PASSWORD}
												

												 
	 
													SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
												

												 	 
													RH-SSO Disable SSL Certificate Validation.
												

												 	 
													${SSO_DISABLE_SSL_CERTIFICATE_VALIDATION}
												

												 
	 
													SSO_PRINCIPAL_ATTRIBUTE
												

												 	 
													RH-SSO Principal Attribute to use as user name.
												

												 	 
													${SSO_PRINCIPAL_ATTRIBUTE}
												

												 
	 
													HOSTNAME_HTTP
												

												 	 
													Custom hostname for http service route. Leave blank for default hostname, e.g.: insecure-<application-name>-kieserver-<project>.<default-domain-suffix>
												

												 	 
													${KIE_SERVER_HOSTNAME_HTTP}
												

												 
	 
													HOSTNAME_HTTPS
												

												 	 
													Custom hostname for https service route. Leave blank for default hostname, e.g.: <application-name>-kieserver-<project>.<default-domain-suffix>
												

												 	 
													${KIE_SERVER_HOSTNAME_HTTPS}
												

												 
	 
													AUTH_LDAP_URL
												

												 	 
													LDAP endpoint to connect for authentication. For failover, set two or more LDAP endpoints separated by space.
												

												 	 
													${AUTH_LDAP_URL}
												

												 
	 
													AUTH_LDAP_BIND_DN
												

												 	 
													Bind DN used for authentication.
												

												 	 
													${AUTH_LDAP_BIND_DN}
												

												 
	 
													AUTH_LDAP_BIND_CREDENTIAL
												

												 	 
													LDAP Credentials used for authentication.
												

												 	 
													${AUTH_LDAP_BIND_CREDENTIAL}
												

												 
	 
													AUTH_LDAP_JAAS_SECURITY_DOMAIN
												

												 	 
													The JMX ObjectName of the JaasSecurityDomain used to decrypt the password.
												

												 	 
													${AUTH_LDAP_JAAS_SECURITY_DOMAIN}
												

												 
	 
													AUTH_LDAP_BASE_CTX_DN
												

												 	 
													LDAP Base DN of the top-level context to begin the user search.
												

												 	 
													${AUTH_LDAP_BASE_CTX_DN}
												

												 
	 
													AUTH_LDAP_BASE_FILTER
												

												 	 
													LDAP search filter used to locate the context of the user to authenticate. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. A common example for the search filter is (uid={0}).
												

												 	 
													${AUTH_LDAP_BASE_FILTER}
												

												 
	 
													AUTH_LDAP_SEARCH_SCOPE
												

												 	 
													The search scope to use.
												

												 	 
													${AUTH_LDAP_SEARCH_SCOPE}
												

												 
	 
													AUTH_LDAP_SEARCH_TIME_LIMIT
												

												 	 
													The timeout in milliseconds for user or role searches.
												

												 	 
													${AUTH_LDAP_SEARCH_TIME_LIMIT}
												

												 
	 
													AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
												

												 	 
													The name of the attribute in the user entry that contains the DN of the user. This may be necessary if the DN of the user itself contains special characters, backslash for example, that prevent correct user mapping. If the attribute does not exist, the entry’s DN is used.
												

												 	 
													${AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE}
												

												 
	 
													AUTH_LDAP_PARSE_USERNAME
												

												 	 
													A flag indicating if the DN is to be parsed for the user name. If set to true, the DN is parsed for the user name. If set to false the DN is not parsed for the user name. This option is used together with usernameBeginString and usernameEndString.
												

												 	 
													${AUTH_LDAP_PARSE_USERNAME}
												

												 
	 
													AUTH_LDAP_USERNAME_BEGIN_STRING
												

												 	 
													Defines the String which is to be removed from the start of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
												

												 	 
													${AUTH_LDAP_USERNAME_BEGIN_STRING}
												

												 
	 
													AUTH_LDAP_USERNAME_END_STRING
												

												 	 
													Defines the String which is to be removed from the end of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
												

												 	 
													${AUTH_LDAP_USERNAME_END_STRING}
												

												 
	 
													AUTH_LDAP_ROLE_ATTRIBUTE_ID
												

												 	 
													Name of the attribute containing the user roles.
												

												 	 
													${AUTH_LDAP_ROLE_ATTRIBUTE_ID}
												

												 
	 
													AUTH_LDAP_ROLES_CTX_DN
												

												 	 
													The fixed DN of the context to search for user roles. This is not the DN where the actual roles are, but the DN where the objects containing the user roles are. For example, in a Microsoft Active Directory server, this is the DN where the user account is.
												

												 	 
													${AUTH_LDAP_ROLES_CTX_DN}
												

												 
	 
													AUTH_LDAP_ROLE_FILTER
												

												 	 
													A search filter used to locate the roles associated with the authenticated user. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. The authenticated userDN is substituted into the filter anywhere a {1} is used. An example search filter that matches on the input username is (member={0}). An alternative that matches on the authenticated userDN is (member={1}).
												

												 	 
													${AUTH_LDAP_ROLE_FILTER}
												

												 
	 
													AUTH_LDAP_ROLE_RECURSION
												

												 	 
													The number of levels of recursion the role search will go below a matching context. Disable recursion by setting this to 0.
												

												 	 
													${AUTH_LDAP_ROLE_RECURSION}
												

												 
	 
													AUTH_LDAP_DEFAULT_ROLE
												

												 	 
													A role included for all authenticated users.
												

												 	 
													${AUTH_LDAP_DEFAULT_ROLE}
												

												 
	 
													AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
												

												 	 
													Name of the attribute within the roleCtxDN context which contains the role name. If the roleAttributeIsDN property is set to true, this property is used to find the role object’s name attribute.
												

												 	 
													${AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID}
												

												 
	 
													AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
												

												 	 
													A flag indicating if the DN returned by a query contains the roleNameAttributeID. If set to true, the DN is checked for the roleNameAttributeID. If set to false, the DN is not checked for the roleNameAttributeID. This flag can improve the performance of LDAP queries.
												

												 	 
													${AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN}
												

												 
	 
													AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
												

												 	 
													Whether or not the roleAttributeID contains the fully-qualified DN of a role object. If false, the role name is taken from the value of the roleNameAttributeId attribute of the context name. Certain directory schemas, such as Microsoft Active Directory, require this attribute to be set to true.
												

												 	 
													${AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN}
												

												 
	 
													AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
												

												 	 
													If you are not using referrals, you can ignore this option. When using referrals, this option denotes the attribute name which contains users defined for a certain role, for example member, if the role object is inside the referral. Users are checked against the content of this attribute name. If this option is not set, the check will always fail, so role objects cannot be stored in a referral tree.
												

												 	 
													${AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK}
												

												 
	 
													AUTH_ROLE_MAPPER_ROLES_PROPERTIES
												

												 	 
													When present, the RoleMapping Login Module will be configured to use the provided file. This property defines the fully-qualified file path and name of a properties file or resource which maps roles to replacement roles. The format is original_role=role1,role2,role3
												

												 	 
													${AUTH_ROLE_MAPPER_ROLES_PROPERTIES}
												

												 
	 
													AUTH_ROLE_MAPPER_REPLACE_ROLE
												

												 	 
													Whether to add to the current roles, or replace the current roles with the mapped ones. Replaces if set to true.
												

												 	 
													${AUTH_ROLE_MAPPER_REPLACE_ROLE}
												

												 



Volumes



	Deployment	Name	mountPath	Purpose	readOnly
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													kieserver-keystore-volume
												

												 	 
													/etc/kieserver-secret-volume
												

												 	 
													ssl certs
												

												 	 
													True
												

												 





External Dependencies



Secrets




								This template requires the following secrets to be installed for the application to run.
							

								kieserver-app-secret
							




rhpam79-kieserver-mysql.yaml template




					Application template for a managed KIE Server with a MySQL database, for Red Hat Process Automation Manager 7.9 - Deprecated
				
Parameters




						Templates allow you to define parameters that take on a value. That value is then substituted wherever the parameter is referenced. References can be defined in any text field in the objects list field. See the Openshift documentation for more information.
					
	Variable name	Image Environment Variable	Description	Example value	Required
	 
										APPLICATION_NAME
									

									 	 
										 — 
									

									 	 
										The name for the application.
									

									 	 
										myapp
									

									 	 
										True
									

									 
	 
										MAVEN_MIRROR_URL
									

									 	 
										MAVEN_MIRROR_URL
									

									 	 
										Maven mirror that the KIE server must use. If you configure a mirror, this mirror must contain all artifacts that are required for deploying your services.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										MAVEN_MIRROR_OF
									

									 	 
										MAVEN_MIRROR_OF
									

									 	 
										Maven mirror configuration for KIE server.
									

									 	 
										external:*
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_ID
									

									 	 
										EXTERNAL_MAVEN_REPO_ID
									

									 	 
										The id to use for the maven repository. If set, it can be excluded from the optionally configured mirror by adding it to MAVEN_MIRROR_OF. For example: external:*,!repo-rhpamcentr,!repo-custom. If MAVEN_MIRROR_URL is set but MAVEN_MIRROR_ID is not set, an id will be generated randomly, but won’t be usable in MAVEN_MIRROR_OF.
									

									 	 
										repo-custom
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_URL
									

									 	 
										EXTERNAL_MAVEN_REPO_URL
									

									 	 
										Fully qualified URL to a Maven repository or service.
									

									 	 
										http://nexus.nexus-project.svc.cluster.local:8081/nexus/content/groups/public/
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_USERNAME
									

									 	 
										EXTERNAL_MAVEN_REPO_USERNAME
									

									 	 
										User name for accessing the Maven repository, if required.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_PASSWORD
									

									 	 
										EXTERNAL_MAVEN_REPO_PASSWORD
									

									 	 
										Password to access the Maven repository, if required.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_SERVICE
									

									 	 
										WORKBENCH_SERVICE_NAME
									

									 	 
										The Service name for the optional Business Central, where it can be reached, to allow service lookups (for example, maven repo usage), if required.
									

									 	 
										myapp-rhpamcentr
									

									 	 
										False
									

									 
	 
										CREDENTIALS_SECRET
									

									 	 
										 — 
									

									 	 
										Secret containing the KIE_ADMIN_USER and KIE_ADMIN_PWD values
									

									 	 
										rhpam-credentials
									

									 	 
										True
									

									 
	 
										IMAGE_STREAM_NAMESPACE
									

									 	 
										 — 
									

									 	 
										Namespace in which the ImageStreams for Red Hat Process Automation Manager images are installed. These ImageStreams are normally installed in the openshift namespace. You need to modify this parameter only if you installed the ImageStream in a different namespace/project. Default is "openshift".
									

									 	 
										openshift
									

									 	 
										True
									

									 
	 
										KIE_SERVER_IMAGE_STREAM_NAME
									

									 	 
										 — 
									

									 	 
										The name of the image stream to use for KIE server. Default is "rhpam-kieserver-rhel8".
									

									 	 
										rhpam-kieserver-rhel8
									

									 	 
										True
									

									 
	 
										IMAGE_STREAM_TAG
									

									 	 
										 — 
									

									 	 
										A named pointer to an image in an image stream. Default is "7.9.0".
									

									 	 
										7.9.0
									

									 	 
										True
									

									 
	 
										KIE_SERVER_PERSISTENCE_DS
									

									 	 
										KIE_SERVER_PERSISTENCE_DS
									

									 	 
										KIE server persistence datasource. (Sets the org.kie.server.persistence.ds system property)
									

									 	 
										java:/jboss/datasources/rhpam
									

									 	 
										False
									

									 
	 
										MYSQL_IMAGE_STREAM_NAMESPACE
									

									 	 
										 — 
									

									 	 
										Namespace in which the ImageStream for the MySQL image is installed. The ImageStream is already installed in the openshift namespace. You need to modify this parameter only if you installed the ImageStream in a different namespace/project. Default is "openshift".
									

									 	 
										openshift
									

									 	 
										False
									

									 
	 
										MYSQL_IMAGE_STREAM_TAG
									

									 	 
										 — 
									

									 	 
										The MySQL image version, which is intended to correspond to the MySQL version. Default is "8.0".
									

									 	 
										8.0
									

									 	 
										False
									

									 
	 
										KIE_SERVER_MYSQL_USER
									

									 	 
										RHPAM_USERNAME
									

									 	 
										KIE server MySQL database user name.
									

									 	 
										rhpam
									

									 	 
										False
									

									 
	 
										KIE_SERVER_MYSQL_PWD
									

									 	 
										RHPAM_PASSWORD
									

									 	 
										KIE server MySQL database password.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_MYSQL_DB
									

									 	 
										RHPAM_DATABASE
									

									 	 
										KIE server MySQL database name.
									

									 	 
										rhpam7
									

									 	 
										False
									

									 
	 
										DB_VOLUME_CAPACITY
									

									 	 
										 — 
									

									 	 
										Size of persistent storage for the database volume.
									

									 	 
										1Gi
									

									 	 
										True
									

									 
	 
										KIE_SERVER_MYSQL_DIALECT
									

									 	 
										KIE_SERVER_PERSISTENCE_DIALECT
									

									 	 
										KIE server MySQL Hibernate dialect.
									

									 	 
										org.hibernate.dialect.MySQL8Dialect
									

									 	 
										True
									

									 
	 
										KIE_SERVER_MODE
									

									 	 
										KIE_SERVER_MODE
									

									 	 
										The KIE Server mode. Valid values are 'DEVELOPMENT' or 'PRODUCTION'. In production mode, you can not deploy SNAPSHOT versions of artifacts on the KIE server and can not change the version of an artifact in an existing container. (Sets the org.kie.server.mode system property).
									

									 	 
										PRODUCTION
									

									 	 
										False
									

									 
	 
										KIE_MBEANS
									

									 	 
										KIE_MBEANS
									

									 	 
										KIE server mbeans enabled/disabled. (Sets the kie.mbeans and kie.scanner.mbeans system properties)
									

									 	 
										enabled
									

									 	 
										False
									

									 
	 
										DROOLS_SERVER_FILTER_CLASSES
									

									 	 
										DROOLS_SERVER_FILTER_CLASSES
									

									 	 
										KIE server class filtering. (Sets the org.drools.server.filter.classes system property)
									

									 	 
										true
									

									 	 
										False
									

									 
	 
										PROMETHEUS_SERVER_EXT_DISABLED
									

									 	 
										PROMETHEUS_SERVER_EXT_DISABLED
									

									 	 
										If set to false, the prometheus server extension will be enabled. (Sets the org.kie.prometheus.server.ext.disabled system property)
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HOSTNAME_HTTP
									

									 	 
										HOSTNAME_HTTP
									

									 	 
										Custom hostname for http service route. Leave blank for default hostname, e.g.: insecure-<application-name>-kieserver-<project>.<default-domain-suffix>
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HOSTNAME_HTTPS
									

									 	 
										HOSTNAME_HTTPS
									

									 	 
										Custom hostname for https service route. Leave blank for default hostname, e.g.: <application-name>-kieserver-<project>.<default-domain-suffix>
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HTTPS_SECRET
									

									 	 
										 — 
									

									 	 
										The name of the secret containing the keystore file.
									

									 	 
										kieserver-app-secret
									

									 	 
										True
									

									 
	 
										KIE_SERVER_HTTPS_KEYSTORE
									

									 	 
										HTTPS_KEYSTORE
									

									 	 
										The name of the keystore file within the secret.
									

									 	 
										keystore.jks
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HTTPS_NAME
									

									 	 
										HTTPS_NAME
									

									 	 
										The name associated with the server certificate.
									

									 	 
										jboss
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HTTPS_PASSWORD
									

									 	 
										HTTPS_PASSWORD
									

									 	 
										The password for the keystore and certificate.
									

									 	 
										mykeystorepass
									

									 	 
										False
									

									 
	 
										KIE_SERVER_BYPASS_AUTH_USER
									

									 	 
										KIE_SERVER_BYPASS_AUTH_USER
									

									 	 
										Allows the KIE server to bypass the authenticated user for task-related operations, for example, queries. (Sets the org.kie.server.bypass.auth.user system property)
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										TIMER_SERVICE_DATA_STORE_REFRESH_INTERVAL
									

									 	 
										TIMER_SERVICE_DATA_STORE_REFRESH_INTERVAL
									

									 	 
										Sets refresh-interval for the EJB timer database data-store service.
									

									 	 
										30000
									

									 	 
										False
									

									 
	 
										KIE_SERVER_MEMORY_LIMIT
									

									 	 
										 — 
									

									 	 
										KIE server Container memory limit.
									

									 	 
										1Gi
									

									 	 
										False
									

									 
	 
										KIE_SERVER_CONTAINER_DEPLOYMENT
									

									 	 
										KIE_SERVER_CONTAINER_DEPLOYMENT
									

									 	 
										KIE Server Container deployment configuration with optional alias. Format: containerId=groupId:artifactId:version|c2(alias2)=g2:a2:v2
									

									 	 
										rhpam-kieserver-library=org.openshift.quickstarts:rhpam-kieserver-library:1.6.0-SNAPSHOT
									

									 	 
										False
									

									 
	 
										KIE_SERVER_MGMT_DISABLED
									

									 	 
										KIE_SERVER_MGMT_DISABLED
									

									 	 
										Disable management api and don’t allow KIE containers to be deployed/undeployed or started/stopped sets the property org.kie.server.mgmt.api.disabled to true and org.kie.server.startup.strategy to LocalContainersStartupStrategy.
									

									 	 
										true
									

									 	 
										False
									

									 
	 
										SSO_URL
									

									 	 
										SSO_URL
									

									 	 
										RH-SSO URL.
									

									 	 
										https://rh-sso.example.com/auth
									

									 	 
										False
									

									 
	 
										SSO_REALM
									

									 	 
										SSO_REALM
									

									 	 
										RH-SSO Realm name.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_SSO_CLIENT
									

									 	 
										SSO_CLIENT
									

									 	 
										KIE Server RH-SSO Client name.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_SSO_SECRET
									

									 	 
										SSO_SECRET
									

									 	 
										KIE Server RH-SSO Client Secret.
									

									 	 
										252793ed-7118-4ca8-8dab-5622fa97d892
									

									 	 
										False
									

									 
	 
										SSO_USERNAME
									

									 	 
										SSO_USERNAME
									

									 	 
										RH-SSO Realm admin user name for creating the Client if it doesn’t exist.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										SSO_PASSWORD
									

									 	 
										SSO_PASSWORD
									

									 	 
										RH-SSO Realm Admin Password used to create the Client.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
									

									 	 
										SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
									

									 	 
										RH-SSO Disable SSL Certificate Validation.
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										SSO_PRINCIPAL_ATTRIBUTE
									

									 	 
										SSO_PRINCIPAL_ATTRIBUTE
									

									 	 
										RH-SSO Principal Attribute to use as user name.
									

									 	 
										preferred_username
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_URL
									

									 	 
										AUTH_LDAP_URL
									

									 	 
										LDAP endpoint to connect for authentication. For failover, set two or more LDAP endpoints separated by space.
									

									 	 
										ldap://myldap.example.com:389
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BIND_DN
									

									 	 
										AUTH_LDAP_BIND_DN
									

									 	 
										Bind DN used for authentication.
									

									 	 
										uid=admin,ou=users,ou=example,ou=com
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BIND_CREDENTIAL
									

									 	 
										AUTH_LDAP_BIND_CREDENTIAL
									

									 	 
										LDAP Credentials used for authentication.
									

									 	 
										Password
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_JAAS_SECURITY_DOMAIN
									

									 	 
										AUTH_LDAP_JAAS_SECURITY_DOMAIN
									

									 	 
										The JMX ObjectName of the JaasSecurityDomain used to decrypt the password.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BASE_CTX_DN
									

									 	 
										AUTH_LDAP_BASE_CTX_DN
									

									 	 
										LDAP Base DN of the top-level context to begin the user search.
									

									 	 
										ou=users,ou=example,ou=com
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BASE_FILTER
									

									 	 
										AUTH_LDAP_BASE_FILTER
									

									 	 
										LDAP search filter used to locate the context of the user to authenticate. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. A common example for the search filter is (uid={0}).
									

									 	 
										(uid={0})
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_SEARCH_SCOPE
									

									 	 
										AUTH_LDAP_SEARCH_SCOPE
									

									 	 
										The search scope to use.
									

									 	 
										SUBTREE_SCOPE
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_SEARCH_TIME_LIMIT
									

									 	 
										AUTH_LDAP_SEARCH_TIME_LIMIT
									

									 	 
										The timeout in milliseconds for user or role searches.
									

									 	 
										10000
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
									

									 	 
										AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
									

									 	 
										The name of the attribute in the user entry that contains the DN of the user. This may be necessary if the DN of the user itself contains special characters, backslash for example, that prevent correct user mapping. If the attribute does not exist, the entry’s DN is used.
									

									 	 
										distinguishedName
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_PARSE_USERNAME
									

									 	 
										AUTH_LDAP_PARSE_USERNAME
									

									 	 
										A flag indicating if the DN is to be parsed for the user name. If set to true, the DN is parsed for the user name. If set to false the DN is not parsed for the user name. This option is used together with usernameBeginString and usernameEndString.
									

									 	 
										true
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_USERNAME_BEGIN_STRING
									

									 	 
										AUTH_LDAP_USERNAME_BEGIN_STRING
									

									 	 
										Defines the String which is to be removed from the start of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_USERNAME_END_STRING
									

									 	 
										AUTH_LDAP_USERNAME_END_STRING
									

									 	 
										Defines the String which is to be removed from the end of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_ATTRIBUTE_ID
									

									 	 
										AUTH_LDAP_ROLE_ATTRIBUTE_ID
									

									 	 
										Name of the attribute containing the user roles.
									

									 	 
										memberOf
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLES_CTX_DN
									

									 	 
										AUTH_LDAP_ROLES_CTX_DN
									

									 	 
										The fixed DN of the context to search for user roles. This is not the DN where the actual roles are, but the DN where the objects containing the user roles are. For example, in a Microsoft Active Directory server, this is the DN where the user account is.
									

									 	 
										ou=groups,ou=example,ou=com
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_FILTER
									

									 	 
										AUTH_LDAP_ROLE_FILTER
									

									 	 
										A search filter used to locate the roles associated with the authenticated user. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. The authenticated userDN is substituted into the filter anywhere a {1} is used. An example search filter that matches on the input username is (member={0}). An alternative that matches on the authenticated userDN is (member={1}).
									

									 	 
										(memberOf={1})
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_RECURSION
									

									 	 
										AUTH_LDAP_ROLE_RECURSION
									

									 	 
										The number of levels of recursion the role search will go below a matching context. Disable recursion by setting this to 0.
									

									 	 
										1
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_DEFAULT_ROLE
									

									 	 
										AUTH_LDAP_DEFAULT_ROLE
									

									 	 
										A role included for all authenticated users.
									

									 	 
										user
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
									

									 	 
										AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
									

									 	 
										Name of the attribute within the roleCtxDN context which contains the role name. If the roleAttributeIsDN property is set to true, this property is used to find the role object’s name attribute.
									

									 	 
										name
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
									

									 	 
										AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
									

									 	 
										A flag indicating if the DN returned by a query contains the roleNameAttributeID. If set to true, the DN is checked for the roleNameAttributeID. If set to false, the DN is not checked for the roleNameAttributeID. This flag can improve the performance of LDAP queries.
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
									

									 	 
										AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
									

									 	 
										Whether or not the roleAttributeID contains the fully-qualified DN of a role object. If false, the role name is taken from the value of the roleNameAttributeId attribute of the context name. Certain directory schemas, such as Microsoft Active Directory, require this attribute to be set to true.
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
									

									 	 
										AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
									

									 	 
										If you are not using referrals, you can ignore this option. When using referrals, this option denotes the attribute name which contains users defined for a certain role, for example member, if the role object is inside the referral. Users are checked against the content of this attribute name. If this option is not set, the check will always fail, so role objects cannot be stored in a referral tree.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_ROLE_MAPPER_ROLES_PROPERTIES
									

									 	 
										AUTH_ROLE_MAPPER_ROLES_PROPERTIES
									

									 	 
										When present, the RoleMapping Login Module will be configured to use the provided file. This parameter defines the fully-qualified file path and name of a properties file or resource which maps roles to replacement roles. The format is original_role=role1,role2,role3
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_ROLE_MAPPER_REPLACE_ROLE
									

									 	 
										AUTH_ROLE_MAPPER_REPLACE_ROLE
									

									 	 
										Whether to add to the current roles, or replace the current roles with the mapped ones. Replaces if set to true.
									

									 	 
										 — 
									

									 	 
										False
									

									 



Objects




						The CLI supports various object types. A list of these object types as well as their abbreviations can be found in the Openshift documentation.
					
Services




							A service is an abstraction which defines a logical set of pods and a policy by which to access them. See the container-engine documentation for more information.
						
	Service	Port	Name	Description
	 
											${APPLICATION_NAME}-kieserver
										

										 	 
											8080
										

										 	 
											http
										

										 	 
											All the KIE server web server’s ports.
										

										 
	 
											8443
										

										 	 
											https
										

										 
	 
											${APPLICATION_NAME}-kieserver-ping
										

										 	 
											8888
										

										 	 
											ping
										

										 	 
											The JGroups ping port for clustering.
										

										 
	 
											${APPLICATION_NAME}-mysql
										

										 	 
											3306
										

										 	 
											 — 
										

										 	 
											The database server’s port.
										

										 



Routes




							A route is a way to expose a service by giving it an externally reachable hostname such as www.example.com. A defined route and the endpoints identified by its service can be consumed by a router to provide named connectivity from external clients to your applications. Each route consists of a route name, service selector, and (optionally) security configuration. See the Openshift documentation for more information.
						
	Service	Security	Hostname
	 
											insecure-${APPLICATION_NAME}-kieserver-http
										

										 	 
											none
										

										 	 
											${KIE_SERVER_HOSTNAME_HTTP}
										

										 
	 
											${APPLICATION_NAME}-kieserver-https
										

										 	 
											TLS passthrough
										

										 	 
											${KIE_SERVER_HOSTNAME_HTTPS}
										

										 



Deployment Configurations




							A deployment in OpenShift is a replication controller based on a user-defined template called a deployment configuration. Deployments are created manually or in response to triggered events. See the Openshift documentation for more information.
						
Triggers




								A trigger drives the creation of new deployments in response to events, both inside and outside OpenShift. See the Openshift documentation for more information.
							
	Deployment	Triggers
	 
												${APPLICATION_NAME}-kieserver
											

											 	 
												ImageChange
											

											 
	 
												${APPLICATION_NAME}-mysql
											

											 	 
												ImageChange
											

											 



Replicas




								A replication controller ensures that a specified number of pod "replicas" are running at any one time. If there are too many, the replication controller kills some pods. If there are too few, it starts more. See the container-engine documentation for more information.
							
	Deployment	Replicas
	 
												${APPLICATION_NAME}-kieserver
											

											 	 
												1
											

											 
	 
												${APPLICATION_NAME}-mysql
											

											 	 
												1
											

											 



Pod Template



Service Accounts




									Service accounts are API objects that exist within each project. They can be created or deleted like any other API object. See the Openshift documentation for more information.
								
	Deployment	Service Account
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													${APPLICATION_NAME}-kieserver
												

												 



Image



	Deployment	Image
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													${KIE_SERVER_IMAGE_STREAM_NAME}
												

												 
	 
													${APPLICATION_NAME}-mysql
												

												 	 
													mysql
												

												 



Readiness Probe



${APPLICATION_NAME}-kieserver

										

Http Get on http://localhost:8080/services/rest/server/readycheck


									
${APPLICATION_NAME}-mysql

										

/bin/sh -i -c MYSQL_PWD="$MYSQL_PASSWORD" mysql -h 127.0.0.1 -u $MYSQL_USER -D $MYSQL_DATABASE -e 'SELECT 1'


									

Liveness Probe



${APPLICATION_NAME}-kieserver

										

Http Get on http://localhost:8080/services/rest/server/healthcheck


									
${APPLICATION_NAME}-mysql

										

tcpSocket on port 3306


									

Exposed Ports



	Deployments	Name	Port	Protocol
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													jolokia
												

												 	 
													8778
												

												 	 
													TCP
												

												 
	 
													http
												

												 	 
													8080
												

												 	 
													TCP
												

												 
	 
													https
												

												 	 
													8443
												

												 	 
													TCP
												

												 
	 
													ping
												

												 	 
													8888
												

												 	 
													TCP
												

												 
	 
													${APPLICATION_NAME}-mysql
												

												 	 
													 — 
												

												 	 
													3306
												

												 	 
													TCP
												

												 



Image Environment Variables



	Deployment	Variable name	Description	Example value
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													WORKBENCH_SERVICE_NAME
												

												 	 
													The Service name for the optional Business Central, where it can be reached, to allow service lookups (for example, maven repo usage), if required.
												

												 	 
													${BUSINESS_CENTRAL_SERVICE}
												

												 
	 
													KIE_ADMIN_USER
												

												 	 
													Admin user name
												

												 	 
													Set according to the credentials secret
												

												 
	 
													KIE_ADMIN_PWD
												

												 	 
													Admin user password
												

												 	 
													Set according to the credentials secret
												

												 
	 
													KIE_SERVER_MODE
												

												 	 
													The KIE Server mode. Valid values are 'DEVELOPMENT' or 'PRODUCTION'. In production mode, you can not deploy SNAPSHOT versions of artifacts on the KIE server and can not change the version of an artifact in an existing container. (Sets the org.kie.server.mode system property).
												

												 	 
													${KIE_SERVER_MODE}
												

												 
	 
													KIE_MBEANS
												

												 	 
													KIE server mbeans enabled/disabled. (Sets the kie.mbeans and kie.scanner.mbeans system properties)
												

												 	 
													${KIE_MBEANS}
												

												 
	 
													DROOLS_SERVER_FILTER_CLASSES
												

												 	 
													KIE server class filtering. (Sets the org.drools.server.filter.classes system property)
												

												 	 
													${DROOLS_SERVER_FILTER_CLASSES}
												

												 
	 
													PROMETHEUS_SERVER_EXT_DISABLED
												

												 	 
													If set to false, the prometheus server extension will be enabled. (Sets the org.kie.prometheus.server.ext.disabled system property)
												

												 	 
													${PROMETHEUS_SERVER_EXT_DISABLED}
												

												 
	 
													KIE_SERVER_BYPASS_AUTH_USER
												

												 	 
													Allows the KIE server to bypass the authenticated user for task-related operations, for example, queries. (Sets the org.kie.server.bypass.auth.user system property)
												

												 	 
													${KIE_SERVER_BYPASS_AUTH_USER}
												

												 
	 
													KIE_SERVER_ID
												

												 	 
													 — 
												

												 	 
													 — 
												

												 
	 
													KIE_SERVER_ROUTE_NAME
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-kieserver
												

												 
	 
													KIE_SERVER_CONTAINER_DEPLOYMENT
												

												 	 
													KIE Server Container deployment configuration with optional alias. Format: containerId=groupId:artifactId:version|c2(alias2)=g2:a2:v2
												

												 	 
													${KIE_SERVER_CONTAINER_DEPLOYMENT}
												

												 
	 
													MAVEN_MIRROR_URL
												

												 	 
													Maven mirror that the KIE server must use. If you configure a mirror, this mirror must contain all artifacts that are required for deploying your services.
												

												 	 
													${MAVEN_MIRROR_URL}
												

												 
	 
													MAVEN_MIRROR_OF
												

												 	 
													Maven mirror configuration for KIE server.
												

												 	 
													${MAVEN_MIRROR_OF}
												

												 
	 
													MAVEN_REPOS
												

												 	 
													 — 
												

												 	 
													RHPAMCENTR,EXTERNAL
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_ID
												

												 	 
													 — 
												

												 	 
													repo-rhpamcentr
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_SERVICE
												

												 	 
													The Service name for the optional Business Central, where it can be reached, to allow service lookups (for example, maven repo usage), if required.
												

												 	 
													${BUSINESS_CENTRAL_SERVICE}
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_PATH
												

												 	 
													 — 
												

												 	 
													/maven2/
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_USERNAME
												

												 	 
													 — 
												

												 	 
													Set according to the credentials secret
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_PASSWORD
												

												 	 
													 — 
												

												 	 
													Set according to the credentials secret
												

												 
	 
													EXTERNAL_MAVEN_REPO_ID
												

												 	 
													The id to use for the maven repository. If set, it can be excluded from the optionally configured mirror by adding it to MAVEN_MIRROR_OF. For example: external:*,!repo-rhpamcentr,!repo-custom. If MAVEN_MIRROR_URL is set but MAVEN_MIRROR_ID is not set, an id will be generated randomly, but won’t be usable in MAVEN_MIRROR_OF.
												

												 	 
													${MAVEN_REPO_ID}
												

												 
	 
													EXTERNAL_MAVEN_REPO_URL
												

												 	 
													Fully qualified URL to a Maven repository or service.
												

												 	 
													${MAVEN_REPO_URL}
												

												 
	 
													EXTERNAL_MAVEN_REPO_USERNAME
												

												 	 
													User name for accessing the Maven repository, if required.
												

												 	 
													${MAVEN_REPO_USERNAME}
												

												 
	 
													EXTERNAL_MAVEN_REPO_PASSWORD
												

												 	 
													Password to access the Maven repository, if required.
												

												 	 
													${MAVEN_REPO_PASSWORD}
												

												 
	 
													KIE_SERVER_MGMT_DISABLED
												

												 	 
													Disable management api and don’t allow KIE containers to be deployed/undeployed or started/stopped sets the property org.kie.server.mgmt.api.disabled to true and org.kie.server.startup.strategy to LocalContainersStartupStrategy.
												

												 	 
													${KIE_SERVER_MGMT_DISABLED}
												

												 
	 
													KIE_SERVER_STARTUP_STRATEGY
												

												 	 
													 — 
												

												 	 
													OpenShiftStartupStrategy
												

												 
	 
													KIE_SERVER_PERSISTENCE_DS
												

												 	 
													KIE server persistence datasource. (Sets the org.kie.server.persistence.ds system property)
												

												 	 
													${KIE_SERVER_PERSISTENCE_DS}
												

												 
	 
													DATASOURCES
												

												 	 
													 — 
												

												 	 
													RHPAM
												

												 
	 
													RHPAM_JNDI
												

												 	 
													KIE server persistence datasource. (Sets the org.kie.server.persistence.ds system property)
												

												 	 
													${KIE_SERVER_PERSISTENCE_DS}
												

												 
	 
													RHPAM_CONNECTION_CHECKER
												

												 	 
													 — 
												

												 	 
													org.jboss.jca.adapters.jdbc.extensions.mysql.MySQLValidConnectionChecker
												

												 
	 
													RHPAM_EXCEPTION_SORTER
												

												 	 
													 — 
												

												 	 
													org.jboss.jca.adapters.jdbc.extensions.mysql.MySQLExceptionSorter
												

												 
	 
													RHPAM_DATABASE
												

												 	 
													KIE server MySQL database name.
												

												 	 
													${KIE_SERVER_MYSQL_DB}
												

												 
	 
													RHPAM_DRIVER
												

												 	 
													 — 
												

												 	 
													mariadb
												

												 
	 
													KIE_SERVER_PERSISTENCE_DIALECT
												

												 	 
													KIE server MySQL Hibernate dialect.
												

												 	 
													${KIE_SERVER_MYSQL_DIALECT}
												

												 
	 
													RHPAM_USERNAME
												

												 	 
													KIE server MySQL database user name.
												

												 	 
													${KIE_SERVER_MYSQL_USER}
												

												 
	 
													RHPAM_PASSWORD
												

												 	 
													KIE server MySQL database password.
												

												 	 
													${KIE_SERVER_MYSQL_PWD}
												

												 
	 
													RHPAM_SERVICE_HOST
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-mysql
												

												 
	 
													RHPAM_SERVICE_PORT
												

												 	 
													 — 
												

												 	 
													3306
												

												 
	 
													RHPAM_JTA
												

												 	 
													 — 
												

												 	 
													true
												

												 
	 
													TIMER_SERVICE_DATA_STORE_REFRESH_INTERVAL
												

												 	 
													Sets refresh-interval for the EJB timer database data-store service.
												

												 	 
													${TIMER_SERVICE_DATA_STORE_REFRESH_INTERVAL}
												

												 
	 
													HTTPS_KEYSTORE_DIR
												

												 	 
													 — 
												

												 	 
													/etc/kieserver-secret-volume
												

												 
	 
													HTTPS_KEYSTORE
												

												 	 
													The name of the keystore file within the secret.
												

												 	 
													${KIE_SERVER_HTTPS_KEYSTORE}
												

												 
	 
													HTTPS_NAME
												

												 	 
													The name associated with the server certificate.
												

												 	 
													${KIE_SERVER_HTTPS_NAME}
												

												 
	 
													HTTPS_PASSWORD
												

												 	 
													The password for the keystore and certificate.
												

												 	 
													${KIE_SERVER_HTTPS_PASSWORD}
												

												 
	 
													JGROUPS_PING_PROTOCOL
												

												 	 
													 — 
												

												 	 
													openshift.DNS_PING
												

												 
	 
													OPENSHIFT_DNS_PING_SERVICE_NAME
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-kieserver-ping
												

												 
	 
													OPENSHIFT_DNS_PING_SERVICE_PORT
												

												 	 
													 — 
												

												 	 
													8888
												

												 
	 
													SSO_URL
												

												 	 
													RH-SSO URL.
												

												 	 
													${SSO_URL}
												

												 
	 
													SSO_OPENIDCONNECT_DEPLOYMENTS
												

												 	 
													 — 
												

												 	 
													ROOT.war
												

												 
	 
													SSO_REALM
												

												 	 
													RH-SSO Realm name.
												

												 	 
													${SSO_REALM}
												

												 
	 
													SSO_SECRET
												

												 	 
													KIE Server RH-SSO Client Secret.
												

												 	 
													${KIE_SERVER_SSO_SECRET}
												

												 
	 
													SSO_CLIENT
												

												 	 
													KIE Server RH-SSO Client name.
												

												 	 
													${KIE_SERVER_SSO_CLIENT}
												

												 
	 
													SSO_USERNAME
												

												 	 
													RH-SSO Realm admin user name for creating the Client if it doesn’t exist.
												

												 	 
													${SSO_USERNAME}
												

												 
	 
													SSO_PASSWORD
												

												 	 
													RH-SSO Realm Admin Password used to create the Client.
												

												 	 
													${SSO_PASSWORD}
												

												 
	 
													SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
												

												 	 
													RH-SSO Disable SSL Certificate Validation.
												

												 	 
													${SSO_DISABLE_SSL_CERTIFICATE_VALIDATION}
												

												 
	 
													SSO_PRINCIPAL_ATTRIBUTE
												

												 	 
													RH-SSO Principal Attribute to use as user name.
												

												 	 
													${SSO_PRINCIPAL_ATTRIBUTE}
												

												 
	 
													HOSTNAME_HTTP
												

												 	 
													Custom hostname for http service route. Leave blank for default hostname, e.g.: insecure-<application-name>-kieserver-<project>.<default-domain-suffix>
												

												 	 
													${KIE_SERVER_HOSTNAME_HTTP}
												

												 
	 
													HOSTNAME_HTTPS
												

												 	 
													Custom hostname for https service route. Leave blank for default hostname, e.g.: <application-name>-kieserver-<project>.<default-domain-suffix>
												

												 	 
													${KIE_SERVER_HOSTNAME_HTTPS}
												

												 
	 
													AUTH_LDAP_URL
												

												 	 
													LDAP endpoint to connect for authentication. For failover, set two or more LDAP endpoints separated by space.
												

												 	 
													${AUTH_LDAP_URL}
												

												 
	 
													AUTH_LDAP_BIND_DN
												

												 	 
													Bind DN used for authentication.
												

												 	 
													${AUTH_LDAP_BIND_DN}
												

												 
	 
													AUTH_LDAP_BIND_CREDENTIAL
												

												 	 
													LDAP Credentials used for authentication.
												

												 	 
													${AUTH_LDAP_BIND_CREDENTIAL}
												

												 
	 
													AUTH_LDAP_JAAS_SECURITY_DOMAIN
												

												 	 
													The JMX ObjectName of the JaasSecurityDomain used to decrypt the password.
												

												 	 
													${AUTH_LDAP_JAAS_SECURITY_DOMAIN}
												

												 
	 
													AUTH_LDAP_BASE_CTX_DN
												

												 	 
													LDAP Base DN of the top-level context to begin the user search.
												

												 	 
													${AUTH_LDAP_BASE_CTX_DN}
												

												 
	 
													AUTH_LDAP_BASE_FILTER
												

												 	 
													LDAP search filter used to locate the context of the user to authenticate. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. A common example for the search filter is (uid={0}).
												

												 	 
													${AUTH_LDAP_BASE_FILTER}
												

												 
	 
													AUTH_LDAP_SEARCH_SCOPE
												

												 	 
													The search scope to use.
												

												 	 
													${AUTH_LDAP_SEARCH_SCOPE}
												

												 
	 
													AUTH_LDAP_SEARCH_TIME_LIMIT
												

												 	 
													The timeout in milliseconds for user or role searches.
												

												 	 
													${AUTH_LDAP_SEARCH_TIME_LIMIT}
												

												 
	 
													AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
												

												 	 
													The name of the attribute in the user entry that contains the DN of the user. This may be necessary if the DN of the user itself contains special characters, backslash for example, that prevent correct user mapping. If the attribute does not exist, the entry’s DN is used.
												

												 	 
													${AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE}
												

												 
	 
													AUTH_LDAP_PARSE_USERNAME
												

												 	 
													A flag indicating if the DN is to be parsed for the user name. If set to true, the DN is parsed for the user name. If set to false the DN is not parsed for the user name. This option is used together with usernameBeginString and usernameEndString.
												

												 	 
													${AUTH_LDAP_PARSE_USERNAME}
												

												 
	 
													AUTH_LDAP_USERNAME_BEGIN_STRING
												

												 	 
													Defines the String which is to be removed from the start of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
												

												 	 
													${AUTH_LDAP_USERNAME_BEGIN_STRING}
												

												 
	 
													AUTH_LDAP_USERNAME_END_STRING
												

												 	 
													Defines the String which is to be removed from the end of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
												

												 	 
													${AUTH_LDAP_USERNAME_END_STRING}
												

												 
	 
													AUTH_LDAP_ROLE_ATTRIBUTE_ID
												

												 	 
													Name of the attribute containing the user roles.
												

												 	 
													${AUTH_LDAP_ROLE_ATTRIBUTE_ID}
												

												 
	 
													AUTH_LDAP_ROLES_CTX_DN
												

												 	 
													The fixed DN of the context to search for user roles. This is not the DN where the actual roles are, but the DN where the objects containing the user roles are. For example, in a Microsoft Active Directory server, this is the DN where the user account is.
												

												 	 
													${AUTH_LDAP_ROLES_CTX_DN}
												

												 
	 
													AUTH_LDAP_ROLE_FILTER
												

												 	 
													A search filter used to locate the roles associated with the authenticated user. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. The authenticated userDN is substituted into the filter anywhere a {1} is used. An example search filter that matches on the input username is (member={0}). An alternative that matches on the authenticated userDN is (member={1}).
												

												 	 
													${AUTH_LDAP_ROLE_FILTER}
												

												 
	 
													AUTH_LDAP_ROLE_RECURSION
												

												 	 
													The number of levels of recursion the role search will go below a matching context. Disable recursion by setting this to 0.
												

												 	 
													${AUTH_LDAP_ROLE_RECURSION}
												

												 
	 
													AUTH_LDAP_DEFAULT_ROLE
												

												 	 
													A role included for all authenticated users.
												

												 	 
													${AUTH_LDAP_DEFAULT_ROLE}
												

												 
	 
													AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
												

												 	 
													Name of the attribute within the roleCtxDN context which contains the role name. If the roleAttributeIsDN property is set to true, this property is used to find the role object’s name attribute.
												

												 	 
													${AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID}
												

												 
	 
													AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
												

												 	 
													A flag indicating if the DN returned by a query contains the roleNameAttributeID. If set to true, the DN is checked for the roleNameAttributeID. If set to false, the DN is not checked for the roleNameAttributeID. This flag can improve the performance of LDAP queries.
												

												 	 
													${AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN}
												

												 
	 
													AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
												

												 	 
													Whether or not the roleAttributeID contains the fully-qualified DN of a role object. If false, the role name is taken from the value of the roleNameAttributeId attribute of the context name. Certain directory schemas, such as Microsoft Active Directory, require this attribute to be set to true.
												

												 	 
													${AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN}
												

												 
	 
													AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
												

												 	 
													If you are not using referrals, you can ignore this option. When using referrals, this option denotes the attribute name which contains users defined for a certain role, for example member, if the role object is inside the referral. Users are checked against the content of this attribute name. If this option is not set, the check will always fail, so role objects cannot be stored in a referral tree.
												

												 	 
													${AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK}
												

												 
	 
													AUTH_ROLE_MAPPER_ROLES_PROPERTIES
												

												 	 
													When present, the RoleMapping Login Module will be configured to use the provided file. This parameter defines the fully-qualified file path and name of a properties file or resource which maps roles to replacement roles. The format is original_role=role1,role2,role3
												

												 	 
													${AUTH_ROLE_MAPPER_ROLES_PROPERTIES}
												

												 
	 
													AUTH_ROLE_MAPPER_REPLACE_ROLE
												

												 	 
													Whether to add to the current roles, or replace the current roles with the mapped ones. Replaces if set to true.
												

												 	 
													${AUTH_ROLE_MAPPER_REPLACE_ROLE}
												

												 
	 
													${APPLICATION_NAME}-mysql
												

												 	 
													MYSQL_USER
												

												 	 
													KIE server MySQL database user name.
												

												 	 
													${KIE_SERVER_MYSQL_USER}
												

												 
	 
													MYSQL_PASSWORD
												

												 	 
													KIE server MySQL database password.
												

												 	 
													${KIE_SERVER_MYSQL_PWD}
												

												 
	 
													MYSQL_DATABASE
												

												 	 
													KIE server MySQL database name.
												

												 	 
													${KIE_SERVER_MYSQL_DB}
												

												 
	 
													MYSQL_DEFAULT_AUTHENTICATION_PLUGIN
												

												 	 
													 — 
												

												 	 
													mysql_native_password
												

												 



Volumes



	Deployment	Name	mountPath	Purpose	readOnly
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													kieserver-keystore-volume
												

												 	 
													/etc/kieserver-secret-volume
												

												 	 
													ssl certs
												

												 	 
													True
												

												 
	 
													${APPLICATION_NAME}-mysql
												

												 	 
													${APPLICATION_NAME}-mysql-pvol
												

												 	 
													/var/lib/mysql/data
												

												 	 
													mysql
												

												 	 
													false
												

												 





External Dependencies



Volume Claims




								A PersistentVolume object is a storage resource in an OpenShift cluster. Storage is provisioned by an administrator by creating PersistentVolume objects from sources such as GCE Persistent Disks, AWS Elastic Block Stores (EBS), and NFS mounts. See the Openshift documentation for more information.
							
	Name	Access Mode
	 
												${APPLICATION_NAME}-mysql-claim
											

											 	 
												ReadWriteOnce
											

											 



Secrets




								This template requires the following secrets to be installed for the application to run.
							

								kieserver-app-secret
							




rhpam79-kieserver-postgresql.yaml template




					Application template for a managed KIE Server with a PostgreSQL database, for Red Hat Process Automation Manager 7.9 - Deprecated
				
Parameters




						Templates allow you to define parameters that take on a value. That value is then substituted wherever the parameter is referenced. References can be defined in any text field in the objects list field. See the Openshift documentation for more information.
					
	Variable name	Image Environment Variable	Description	Example value	Required
	 
										APPLICATION_NAME
									

									 	 
										 — 
									

									 	 
										The name for the application.
									

									 	 
										myapp
									

									 	 
										True
									

									 
	 
										MAVEN_MIRROR_URL
									

									 	 
										MAVEN_MIRROR_URL
									

									 	 
										Maven mirror that the KIE server must use. If you configure a mirror, this mirror must contain all artifacts that are required for deploying your services.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										MAVEN_MIRROR_OF
									

									 	 
										MAVEN_MIRROR_OF
									

									 	 
										Maven mirror configuration for KIE server.
									

									 	 
										external:*
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_ID
									

									 	 
										EXTERNAL_MAVEN_REPO_ID
									

									 	 
										The id to use for the maven repository. If set, it can be excluded from the optionally configured mirror by adding it to MAVEN_MIRROR_OF. For example: external:*,!repo-rhpamcentr,!repo-custom. If MAVEN_MIRROR_URL is set but MAVEN_MIRROR_ID is not set, an id will be generated randomly, but won’t be usable in MAVEN_MIRROR_OF.
									

									 	 
										repo-custom
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_URL
									

									 	 
										EXTERNAL_MAVEN_REPO_URL
									

									 	 
										Fully qualified URL to a Maven repository or service.
									

									 	 
										http://nexus.nexus-project.svc.cluster.local:8081/nexus/content/groups/public/
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_USERNAME
									

									 	 
										EXTERNAL_MAVEN_REPO_USERNAME
									

									 	 
										User name for accessing the Maven repository, if required.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_PASSWORD
									

									 	 
										EXTERNAL_MAVEN_REPO_PASSWORD
									

									 	 
										Password to access the Maven repository, if required.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_SERVICE
									

									 	 
										WORKBENCH_SERVICE_NAME
									

									 	 
										The Service name for the optional Business Central, where it can be reached, to allow service lookups (for example, maven repo usage), if required.
									

									 	 
										myapp-rhpamcentr
									

									 	 
										False
									

									 
	 
										CREDENTIALS_SECRET
									

									 	 
										 — 
									

									 	 
										Secret containing the KIE_ADMIN_USER and KIE_ADMIN_PWD values
									

									 	 
										rhpam-credentials
									

									 	 
										True
									

									 
	 
										IMAGE_STREAM_NAMESPACE
									

									 	 
										 — 
									

									 	 
										Namespace in which the ImageStreams for Red Hat Process Automation Manager images are installed. These ImageStreams are normally installed in the openshift namespace. You need to modify this parameter only if you installed the ImageStream in a different namespace/project. Default is "openshift".
									

									 	 
										openshift
									

									 	 
										True
									

									 
	 
										KIE_SERVER_IMAGE_STREAM_NAME
									

									 	 
										 — 
									

									 	 
										The name of the image stream to use for KIE server. Default is "rhpam-kieserver-rhel8".
									

									 	 
										rhpam-kieserver-rhel8
									

									 	 
										True
									

									 
	 
										IMAGE_STREAM_TAG
									

									 	 
										 — 
									

									 	 
										A named pointer to an image in an image stream. Default is "7.9.0".
									

									 	 
										7.9.0
									

									 	 
										True
									

									 
	 
										KIE_SERVER_PERSISTENCE_DS
									

									 	 
										KIE_SERVER_PERSISTENCE_DS
									

									 	 
										KIE server persistence datasource. (Sets the org.kie.server.persistence.ds system property)
									

									 	 
										java:/jboss/datasources/rhpam
									

									 	 
										False
									

									 
	 
										KIE_SERVER_POSTGRESQL_USER
									

									 	 
										RHPAM_USERNAME
									

									 	 
										KIE server PostgreSQL database user name.
									

									 	 
										rhpam
									

									 	 
										False
									

									 
	 
										KIE_SERVER_POSTGRESQL_PWD
									

									 	 
										RHPAM_PASSWORD
									

									 	 
										KIE server PostgreSQL database password.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_POSTGRESQL_DB
									

									 	 
										RHPAM_DATABASE
									

									 	 
										KIE server PostgreSQL database name.
									

									 	 
										rhpam7
									

									 	 
										False
									

									 
	 
										POSTGRESQL_IMAGE_STREAM_NAMESPACE
									

									 	 
										 — 
									

									 	 
										Namespace in which the ImageStream for the PostgreSQL image is installed. The ImageStream is already installed in the openshift namespace. You need to modify this parameter only if you installed the ImageStream in a different namespace/project. Default is "openshift".
									

									 	 
										openshift
									

									 	 
										False
									

									 
	 
										POSTGRESQL_IMAGE_STREAM_TAG
									

									 	 
										 — 
									

									 	 
										The PostgreSQL image version, which is intended to correspond to the PostgreSQL version. Default is "10".
									

									 	 
										10
									

									 	 
										False
									

									 
	 
										POSTGRESQL_MAX_PREPARED_TRANSACTIONS
									

									 	 
										POSTGRESQL_MAX_PREPARED_TRANSACTIONS
									

									 	 
										Allows the PostgreSQL to handle XA transactions.
									

									 	 
										100
									

									 	 
										True
									

									 
	 
										DB_VOLUME_CAPACITY
									

									 	 
										 — 
									

									 	 
										Size of persistent storage for the database volume.
									

									 	 
										1Gi
									

									 	 
										True
									

									 
	 
										KIE_SERVER_POSTGRESQL_DIALECT
									

									 	 
										KIE_SERVER_PERSISTENCE_DIALECT
									

									 	 
										KIE server PostgreSQL Hibernate dialect.
									

									 	 
										org.hibernate.dialect.PostgreSQLDialect
									

									 	 
										True
									

									 
	 
										KIE_SERVER_MODE
									

									 	 
										KIE_SERVER_MODE
									

									 	 
										The KIE Server mode. Valid values are 'DEVELOPMENT' or 'PRODUCTION'. In production mode, you can not deploy SNAPSHOT versions of artifacts on the KIE server and can not change the version of an artifact in an existing container. (Sets the org.kie.server.mode system property).
									

									 	 
										PRODUCTION
									

									 	 
										False
									

									 
	 
										KIE_MBEANS
									

									 	 
										KIE_MBEANS
									

									 	 
										KIE server mbeans enabled/disabled. (Sets the kie.mbeans and kie.scanner.mbeans system properties)
									

									 	 
										enabled
									

									 	 
										False
									

									 
	 
										DROOLS_SERVER_FILTER_CLASSES
									

									 	 
										DROOLS_SERVER_FILTER_CLASSES
									

									 	 
										KIE server class filtering. (Sets the org.drools.server.filter.classes system property)
									

									 	 
										true
									

									 	 
										False
									

									 
	 
										PROMETHEUS_SERVER_EXT_DISABLED
									

									 	 
										PROMETHEUS_SERVER_EXT_DISABLED
									

									 	 
										If set to false, the prometheus server extension will be enabled. (Sets the org.kie.prometheus.server.ext.disabled system property)
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HOSTNAME_HTTP
									

									 	 
										HOSTNAME_HTTP
									

									 	 
										Custom hostname for http service route. Leave blank for default hostname, e.g.: insecure-<application-name>-kieserver-<project>.<default-domain-suffix>
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HOSTNAME_HTTPS
									

									 	 
										HOSTNAME_HTTPS
									

									 	 
										Custom hostname for https service route. Leave blank for default hostname, e.g.: <application-name>-kieserver-<project>.<default-domain-suffix>
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HTTPS_SECRET
									

									 	 
										 — 
									

									 	 
										The name of the secret containing the keystore file.
									

									 	 
										kieserver-app-secret
									

									 	 
										True
									

									 
	 
										KIE_SERVER_HTTPS_KEYSTORE
									

									 	 
										HTTPS_KEYSTORE
									

									 	 
										The name of the keystore file within the secret.
									

									 	 
										keystore.jks
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HTTPS_NAME
									

									 	 
										HTTPS_NAME
									

									 	 
										The name associated with the server certificate.
									

									 	 
										jboss
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HTTPS_PASSWORD
									

									 	 
										HTTPS_PASSWORD
									

									 	 
										The password for the keystore and certificate.
									

									 	 
										mykeystorepass
									

									 	 
										False
									

									 
	 
										KIE_SERVER_BYPASS_AUTH_USER
									

									 	 
										KIE_SERVER_BYPASS_AUTH_USER
									

									 	 
										Allows the KIE server to bypass the authenticated user for task-related operations, for example, queries. (Sets the org.kie.server.bypass.auth.user system property)
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										TIMER_SERVICE_DATA_STORE_REFRESH_INTERVAL
									

									 	 
										TIMER_SERVICE_DATA_STORE_REFRESH_INTERVAL
									

									 	 
										Sets refresh-interval for the EJB timer database data-store service.
									

									 	 
										30000
									

									 	 
										False
									

									 
	 
										KIE_SERVER_MEMORY_LIMIT
									

									 	 
										 — 
									

									 	 
										KIE server Container memory limit.
									

									 	 
										1Gi
									

									 	 
										False
									

									 
	 
										KIE_SERVER_CONTAINER_DEPLOYMENT
									

									 	 
										KIE_SERVER_CONTAINER_DEPLOYMENT
									

									 	 
										KIE Server Container deployment configuration with optional alias. Format: containerId=groupId:artifactId:version|c2(alias2)=g2:a2:v2
									

									 	 
										rhpam-kieserver-library=org.openshift.quickstarts:rhpam-kieserver-library:1.6.0-SNAPSHOT
									

									 	 
										False
									

									 
	 
										KIE_SERVER_MGMT_DISABLED
									

									 	 
										KIE_SERVER_MGMT_DISABLED
									

									 	 
										Disable management api and don’t allow KIE containers to be deployed/undeployed or started/stopped sets the property org.kie.server.mgmt.api.disabled to true and org.kie.server.startup.strategy to LocalContainersStartupStrategy.
									

									 	 
										true
									

									 	 
										False
									

									 
	 
										SSO_URL
									

									 	 
										SSO_URL
									

									 	 
										RH-SSO URL.
									

									 	 
										https://rh-sso.example.com/auth
									

									 	 
										False
									

									 
	 
										SSO_REALM
									

									 	 
										SSO_REALM
									

									 	 
										RH-SSO Realm name.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_SSO_CLIENT
									

									 	 
										SSO_CLIENT
									

									 	 
										KIE Server RH-SSO Client name.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_SSO_SECRET
									

									 	 
										SSO_SECRET
									

									 	 
										KIE Server RH-SSO Client Secret.
									

									 	 
										252793ed-7118-4ca8-8dab-5622fa97d892
									

									 	 
										False
									

									 
	 
										SSO_USERNAME
									

									 	 
										SSO_USERNAME
									

									 	 
										RH-SSO Realm admin user name for creating the Client if it doesn’t exist.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										SSO_PASSWORD
									

									 	 
										SSO_PASSWORD
									

									 	 
										RH-SSO Realm Admin Password used to create the Client.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
									

									 	 
										SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
									

									 	 
										RH-SSO Disable SSL Certificate Validation.
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										SSO_PRINCIPAL_ATTRIBUTE
									

									 	 
										SSO_PRINCIPAL_ATTRIBUTE
									

									 	 
										RH-SSO Principal Attribute to use as user name.
									

									 	 
										preferred_username
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_URL
									

									 	 
										AUTH_LDAP_URL
									

									 	 
										LDAP endpoint to connect for authentication. For failover, set two or more LDAP endpoints separated by space.
									

									 	 
										ldap://myldap.example.com:389
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BIND_DN
									

									 	 
										AUTH_LDAP_BIND_DN
									

									 	 
										Bind DN used for authentication.
									

									 	 
										uid=admin,ou=users,ou=example,ou=com
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BIND_CREDENTIAL
									

									 	 
										AUTH_LDAP_BIND_CREDENTIAL
									

									 	 
										LDAP Credentials used for authentication.
									

									 	 
										Password
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_JAAS_SECURITY_DOMAIN
									

									 	 
										AUTH_LDAP_JAAS_SECURITY_DOMAIN
									

									 	 
										The JMX ObjectName of the JaasSecurityDomain used to decrypt the password.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BASE_CTX_DN
									

									 	 
										AUTH_LDAP_BASE_CTX_DN
									

									 	 
										LDAP Base DN of the top-level context to begin the user search.
									

									 	 
										ou=users,ou=example,ou=com
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BASE_FILTER
									

									 	 
										AUTH_LDAP_BASE_FILTER
									

									 	 
										LDAP search filter used to locate the context of the user to authenticate. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. A common example for the search filter is (uid={0}).
									

									 	 
										(uid={0})
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_SEARCH_SCOPE
									

									 	 
										AUTH_LDAP_SEARCH_SCOPE
									

									 	 
										The search scope to use.
									

									 	 
										SUBTREE_SCOPE
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_SEARCH_TIME_LIMIT
									

									 	 
										AUTH_LDAP_SEARCH_TIME_LIMIT
									

									 	 
										The timeout in milliseconds for user or role searches.
									

									 	 
										10000
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
									

									 	 
										AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
									

									 	 
										The name of the attribute in the user entry that contains the DN of the user. This may be necessary if the DN of the user itself contains special characters, backslash for example, that prevent correct user mapping. If the attribute does not exist, the entry’s DN is used.
									

									 	 
										distinguishedName
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_PARSE_USERNAME
									

									 	 
										AUTH_LDAP_PARSE_USERNAME
									

									 	 
										A flag indicating if the DN is to be parsed for the user name. If set to true, the DN is parsed for the user name. If set to false the DN is not parsed for the user name. This option is used together with usernameBeginString and usernameEndString.
									

									 	 
										true
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_USERNAME_BEGIN_STRING
									

									 	 
										AUTH_LDAP_USERNAME_BEGIN_STRING
									

									 	 
										Defines the String which is to be removed from the start of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_USERNAME_END_STRING
									

									 	 
										AUTH_LDAP_USERNAME_END_STRING
									

									 	 
										Defines the String which is to be removed from the end of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_ATTRIBUTE_ID
									

									 	 
										AUTH_LDAP_ROLE_ATTRIBUTE_ID
									

									 	 
										Name of the attribute containing the user roles.
									

									 	 
										memberOf
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLES_CTX_DN
									

									 	 
										AUTH_LDAP_ROLES_CTX_DN
									

									 	 
										The fixed DN of the context to search for user roles. This is not the DN where the actual roles are, but the DN where the objects containing the user roles are. For example, in a Microsoft Active Directory server, this is the DN where the user account is.
									

									 	 
										ou=groups,ou=example,ou=com
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_FILTER
									

									 	 
										AUTH_LDAP_ROLE_FILTER
									

									 	 
										A search filter used to locate the roles associated with the authenticated user. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. The authenticated userDN is substituted into the filter anywhere a {1} is used. An example search filter that matches on the input username is (member={0}). An alternative that matches on the authenticated userDN is (member={1}).
									

									 	 
										(memberOf={1})
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_RECURSION
									

									 	 
										AUTH_LDAP_ROLE_RECURSION
									

									 	 
										The number of levels of recursion the role search will go below a matching context. Disable recursion by setting this to 0.
									

									 	 
										1
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_DEFAULT_ROLE
									

									 	 
										AUTH_LDAP_DEFAULT_ROLE
									

									 	 
										A role included for all authenticated users
									

									 	 
										user
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
									

									 	 
										AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
									

									 	 
										Name of the attribute within the roleCtxDN context which contains the role name. If the roleAttributeIsDN property is set to true, this property is used to find the role object’s name attribute.
									

									 	 
										name
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
									

									 	 
										AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
									

									 	 
										A flag indicating if the DN returned by a query contains the roleNameAttributeID. If set to true, the DN is checked for the roleNameAttributeID. If set to false, the DN is not checked for the roleNameAttributeID. This flag can improve the performance of LDAP queries.
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
									

									 	 
										AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
									

									 	 
										Whether or not the roleAttributeID contains the fully-qualified DN of a role object. If false, the role name is taken from the value of the roleNameAttributeId attribute of the context name. Certain directory schemas, such as Microsoft Active Directory, require this attribute to be set to true.
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
									

									 	 
										AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
									

									 	 
										If you are not using referrals, you can ignore this option. When using referrals, this option denotes the attribute name which contains users defined for a certain role, for example member, if the role object is inside the referral. Users are checked against the content of this attribute name. If this option is not set, the check will always fail, so role objects cannot be stored in a referral tree.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_ROLE_MAPPER_ROLES_PROPERTIES
									

									 	 
										AUTH_ROLE_MAPPER_ROLES_PROPERTIES
									

									 	 
										When present, the RoleMapping Login Module will be configured to use the provided file. This parameter defines the fully-qualified file path and name of a properties file or resource which maps roles to replacement roles. The format is original_role=role1,role2,role3
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_ROLE_MAPPER_REPLACE_ROLE
									

									 	 
										AUTH_ROLE_MAPPER_REPLACE_ROLE
									

									 	 
										Whether to add to the current roles, or replace the current roles with the mapped ones. Replaces if set to true.
									

									 	 
										 — 
									

									 	 
										False
									

									 



Objects




						The CLI supports various object types. A list of these object types as well as their abbreviations can be found in the Openshift documentation.
					
Services




							A service is an abstraction which defines a logical set of pods and a policy by which to access them. See the container-engine documentation for more information.
						
	Service	Port	Name	Description
	 
											${APPLICATION_NAME}-kieserver
										

										 	 
											8080
										

										 	 
											http
										

										 	 
											All the KIE server web server’s ports.
										

										 
	 
											8443
										

										 	 
											https
										

										 
	 
											${APPLICATION_NAME}-kieserver-ping
										

										 	 
											8888
										

										 	 
											ping
										

										 	 
											The JGroups ping port for clustering.
										

										 
	 
											${APPLICATION_NAME}-postgresql
										

										 	 
											5432
										

										 	 
											 — 
										

										 	 
											The database server’s port.
										

										 



Routes




							A route is a way to expose a service by giving it an externally reachable hostname such as www.example.com. A defined route and the endpoints identified by its service can be consumed by a router to provide named connectivity from external clients to your applications. Each route consists of a route name, service selector, and (optionally) security configuration. See the Openshift documentation for more information.
						
	Service	Security	Hostname
	 
											insecure-${APPLICATION_NAME}-kieserver-http
										

										 	 
											none
										

										 	 
											${KIE_SERVER_HOSTNAME_HTTP}
										

										 
	 
											${APPLICATION_NAME}-kieserver-https
										

										 	 
											TLS passthrough
										

										 	 
											${KIE_SERVER_HOSTNAME_HTTPS}
										

										 



Deployment Configurations




							A deployment in OpenShift is a replication controller based on a user-defined template called a deployment configuration. Deployments are created manually or in response to triggered events. See the Openshift documentation for more information.
						
Triggers




								A trigger drives the creation of new deployments in response to events, both inside and outside OpenShift. See the Openshift documentation for more information.
							
	Deployment	Triggers
	 
												${APPLICATION_NAME}-kieserver
											

											 	 
												ImageChange
											

											 
	 
												${APPLICATION_NAME}-postgresql
											

											 	 
												ImageChange
											

											 



Replicas




								A replication controller ensures that a specified number of pod "replicas" are running at any one time. If there are too many, the replication controller kills some pods. If there are too few, it starts more. See the container-engine documentation for more information.
							
	Deployment	Replicas
	 
												${APPLICATION_NAME}-kieserver
											

											 	 
												1
											

											 
	 
												${APPLICATION_NAME}-postgresql
											

											 	 
												1
											

											 



Pod Template



Service Accounts




									Service accounts are API objects that exist within each project. They can be created or deleted like any other API object. See the Openshift documentation for more information.
								
	Deployment	Service Account
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													${APPLICATION_NAME}-kieserver
												

												 



Image



	Deployment	Image
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													${KIE_SERVER_IMAGE_STREAM_NAME}
												

												 
	 
													${APPLICATION_NAME}-postgresql
												

												 	 
													postgresql
												

												 



Readiness Probe



${APPLICATION_NAME}-kieserver

										

Http Get on http://localhost:8080/services/rest/server/readycheck


									
${APPLICATION_NAME}-postgresql

										

/usr/libexec/check-container


									

Liveness Probe



${APPLICATION_NAME}-kieserver

										

Http Get on http://localhost:8080/services/rest/server/healthcheck


									
${APPLICATION_NAME}-postgresql

										

/usr/libexec/check-container --live


									

Exposed Ports



	Deployments	Name	Port	Protocol
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													jolokia
												

												 	 
													8778
												

												 	 
													TCP
												

												 
	 
													http
												

												 	 
													8080
												

												 	 
													TCP
												

												 
	 
													https
												

												 	 
													8443
												

												 	 
													TCP
												

												 
	 
													ping
												

												 	 
													8888
												

												 	 
													TCP
												

												 
	 
													${APPLICATION_NAME}-postgresql
												

												 	 
													 — 
												

												 	 
													5432
												

												 	 
													TCP
												

												 



Image Environment Variables



	Deployment	Variable name	Description	Example value
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													WORKBENCH_SERVICE_NAME
												

												 	 
													The Service name for the optional Business Central, where it can be reached, to allow service lookups (for example, maven repo usage), if required.
												

												 	 
													${BUSINESS_CENTRAL_SERVICE}
												

												 
	 
													KIE_ADMIN_USER
												

												 	 
													Admin user name
												

												 	 
													Set according to the credentials secret
												

												 
	 
													KIE_ADMIN_PWD
												

												 	 
													Admin user password
												

												 	 
													Set according to the credentials secret
												

												 
	 
													KIE_SERVER_MODE
												

												 	 
													The KIE Server mode. Valid values are 'DEVELOPMENT' or 'PRODUCTION'. In production mode, you can not deploy SNAPSHOT versions of artifacts on the KIE server and can not change the version of an artifact in an existing container. (Sets the org.kie.server.mode system property).
												

												 	 
													${KIE_SERVER_MODE}
												

												 
	 
													KIE_MBEANS
												

												 	 
													KIE server mbeans enabled/disabled. (Sets the kie.mbeans and kie.scanner.mbeans system properties)
												

												 	 
													${KIE_MBEANS}
												

												 
	 
													DROOLS_SERVER_FILTER_CLASSES
												

												 	 
													KIE server class filtering. (Sets the org.drools.server.filter.classes system property)
												

												 	 
													${DROOLS_SERVER_FILTER_CLASSES}
												

												 
	 
													PROMETHEUS_SERVER_EXT_DISABLED
												

												 	 
													If set to false, the prometheus server extension will be enabled. (Sets the org.kie.prometheus.server.ext.disabled system property)
												

												 	 
													${PROMETHEUS_SERVER_EXT_DISABLED}
												

												 
	 
													KIE_SERVER_BYPASS_AUTH_USER
												

												 	 
													Allows the KIE server to bypass the authenticated user for task-related operations, for example, queries. (Sets the org.kie.server.bypass.auth.user system property)
												

												 	 
													${KIE_SERVER_BYPASS_AUTH_USER}
												

												 
	 
													KIE_SERVER_ID
												

												 	 
													 — 
												

												 	 
													 — 
												

												 
	 
													KIE_SERVER_ROUTE_NAME
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-kieserver
												

												 
	 
													KIE_SERVER_CONTAINER_DEPLOYMENT
												

												 	 
													KIE Server Container deployment configuration with optional alias. Format: containerId=groupId:artifactId:version|c2(alias2)=g2:a2:v2
												

												 	 
													${KIE_SERVER_CONTAINER_DEPLOYMENT}
												

												 
	 
													MAVEN_MIRROR_URL
												

												 	 
													Maven mirror that the KIE server must use. If you configure a mirror, this mirror must contain all artifacts that are required for deploying your services.
												

												 	 
													${MAVEN_MIRROR_URL}
												

												 
	 
													MAVEN_MIRROR_OF
												

												 	 
													Maven mirror configuration for KIE server.
												

												 	 
													${MAVEN_MIRROR_OF}
												

												 
	 
													MAVEN_REPOS
												

												 	 
													 — 
												

												 	 
													RHPAMCENTR,EXTERNAL
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_ID
												

												 	 
													 — 
												

												 	 
													repo-rhpamcentr
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_SERVICE
												

												 	 
													The Service name for the optional Business Central, where it can be reached, to allow service lookups (for example, maven repo usage), if required.
												

												 	 
													${BUSINESS_CENTRAL_SERVICE}
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_PATH
												

												 	 
													 — 
												

												 	 
													/maven2/
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_USERNAME
												

												 	 
													 — 
												

												 	 
													Set according to the credentials secret
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_PASSWORD
												

												 	 
													 — 
												

												 	 
													Set according to the credentials secret
												

												 
	 
													EXTERNAL_MAVEN_REPO_ID
												

												 	 
													The id to use for the maven repository. If set, it can be excluded from the optionally configured mirror by adding it to MAVEN_MIRROR_OF. For example: external:*,!repo-rhpamcentr,!repo-custom. If MAVEN_MIRROR_URL is set but MAVEN_MIRROR_ID is not set, an id will be generated randomly, but won’t be usable in MAVEN_MIRROR_OF.
												

												 	 
													${MAVEN_REPO_ID}
												

												 
	 
													EXTERNAL_MAVEN_REPO_URL
												

												 	 
													Fully qualified URL to a Maven repository or service.
												

												 	 
													${MAVEN_REPO_URL}
												

												 
	 
													EXTERNAL_MAVEN_REPO_USERNAME
												

												 	 
													User name for accessing the Maven repository, if required.
												

												 	 
													${MAVEN_REPO_USERNAME}
												

												 
	 
													EXTERNAL_MAVEN_REPO_PASSWORD
												

												 	 
													Password to access the Maven repository, if required.
												

												 	 
													${MAVEN_REPO_PASSWORD}
												

												 
	 
													KIE_SERVER_MGMT_DISABLED
												

												 	 
													Disable management api and don’t allow KIE containers to be deployed/undeployed or started/stopped sets the property org.kie.server.mgmt.api.disabled to true and org.kie.server.startup.strategy to LocalContainersStartupStrategy.
												

												 	 
													${KIE_SERVER_MGMT_DISABLED}
												

												 
	 
													KIE_SERVER_STARTUP_STRATEGY
												

												 	 
													 — 
												

												 	 
													OpenShiftStartupStrategy
												

												 
	 
													KIE_SERVER_PERSISTENCE_DS
												

												 	 
													KIE server persistence datasource. (Sets the org.kie.server.persistence.ds system property)
												

												 	 
													${KIE_SERVER_PERSISTENCE_DS}
												

												 
	 
													DATASOURCES
												

												 	 
													 — 
												

												 	 
													RHPAM
												

												 
	 
													RHPAM_DATABASE
												

												 	 
													KIE server PostgreSQL database name.
												

												 	 
													${KIE_SERVER_POSTGRESQL_DB}
												

												 
	 
													RHPAM_DRIVER
												

												 	 
													 — 
												

												 	 
													postgresql
												

												 
	 
													RHPAM_USERNAME
												

												 	 
													KIE server PostgreSQL database user name.
												

												 	 
													${KIE_SERVER_POSTGRESQL_USER}
												

												 
	 
													RHPAM_PASSWORD
												

												 	 
													KIE server PostgreSQL database password.
												

												 	 
													${KIE_SERVER_POSTGRESQL_PWD}
												

												 
	 
													RHPAM_SERVICE_HOST
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-postgresql
												

												 
	 
													RHPAM_SERVICE_PORT
												

												 	 
													 — 
												

												 	 
													5432
												

												 
	 
													KIE_SERVER_PERSISTENCE_DIALECT
												

												 	 
													KIE server PostgreSQL Hibernate dialect.
												

												 	 
													${KIE_SERVER_POSTGRESQL_DIALECT}
												

												 
	 
													RHPAM_JTA
												

												 	 
													 — 
												

												 	 
													true
												

												 
	 
													RHPAM_JNDI
												

												 	 
													KIE server persistence datasource. (Sets the org.kie.server.persistence.ds system property)
												

												 	 
													${KIE_SERVER_PERSISTENCE_DS}
												

												 
	 
													RHPAM_CONNECTION_CHECKER
												

												 	 
													 — 
												

												 	 
													org.jboss.jca.adapters.jdbc.extensions.postgres.PostgreSQLValidConnectionChecker
												

												 
	 
													RHPAM_EXCEPTION_SORTER
												

												 	 
													 — 
												

												 	 
													org.jboss.jca.adapters.jdbc.extensions.postgres.PostgreSQLExceptionSorter
												

												 
	 
													TIMER_SERVICE_DATA_STORE_REFRESH_INTERVAL
												

												 	 
													Sets refresh-interval for the EJB timer database data-store service.
												

												 	 
													${TIMER_SERVICE_DATA_STORE_REFRESH_INTERVAL}
												

												 
	 
													HTTPS_KEYSTORE_DIR
												

												 	 
													 — 
												

												 	 
													/etc/kieserver-secret-volume
												

												 
	 
													HTTPS_KEYSTORE
												

												 	 
													The name of the keystore file within the secret.
												

												 	 
													${KIE_SERVER_HTTPS_KEYSTORE}
												

												 
	 
													HTTPS_NAME
												

												 	 
													The name associated with the server certificate.
												

												 	 
													${KIE_SERVER_HTTPS_NAME}
												

												 
	 
													HTTPS_PASSWORD
												

												 	 
													The password for the keystore and certificate.
												

												 	 
													${KIE_SERVER_HTTPS_PASSWORD}
												

												 
	 
													JGROUPS_PING_PROTOCOL
												

												 	 
													 — 
												

												 	 
													openshift.DNS_PING
												

												 
	 
													OPENSHIFT_DNS_PING_SERVICE_NAME
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-kieserver-ping
												

												 
	 
													OPENSHIFT_DNS_PING_SERVICE_PORT
												

												 	 
													 — 
												

												 	 
													8888
												

												 
	 
													SSO_URL
												

												 	 
													RH-SSO URL.
												

												 	 
													${SSO_URL}
												

												 
	 
													SSO_OPENIDCONNECT_DEPLOYMENTS
												

												 	 
													 — 
												

												 	 
													ROOT.war
												

												 
	 
													SSO_REALM
												

												 	 
													RH-SSO Realm name.
												

												 	 
													${SSO_REALM}
												

												 
	 
													SSO_SECRET
												

												 	 
													KIE Server RH-SSO Client Secret.
												

												 	 
													${KIE_SERVER_SSO_SECRET}
												

												 
	 
													SSO_CLIENT
												

												 	 
													KIE Server RH-SSO Client name.
												

												 	 
													${KIE_SERVER_SSO_CLIENT}
												

												 
	 
													SSO_USERNAME
												

												 	 
													RH-SSO Realm admin user name for creating the Client if it doesn’t exist.
												

												 	 
													${SSO_USERNAME}
												

												 
	 
													SSO_PASSWORD
												

												 	 
													RH-SSO Realm Admin Password used to create the Client.
												

												 	 
													${SSO_PASSWORD}
												

												 
	 
													SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
												

												 	 
													RH-SSO Disable SSL Certificate Validation.
												

												 	 
													${SSO_DISABLE_SSL_CERTIFICATE_VALIDATION}
												

												 
	 
													SSO_PRINCIPAL_ATTRIBUTE
												

												 	 
													RH-SSO Principal Attribute to use as user name.
												

												 	 
													${SSO_PRINCIPAL_ATTRIBUTE}
												

												 
	 
													HOSTNAME_HTTP
												

												 	 
													Custom hostname for http service route. Leave blank for default hostname, e.g.: insecure-<application-name>-kieserver-<project>.<default-domain-suffix>
												

												 	 
													${KIE_SERVER_HOSTNAME_HTTP}
												

												 
	 
													HOSTNAME_HTTPS
												

												 	 
													Custom hostname for https service route. Leave blank for default hostname, e.g.: <application-name>-kieserver-<project>.<default-domain-suffix>
												

												 	 
													${KIE_SERVER_HOSTNAME_HTTPS}
												

												 
	 
													AUTH_LDAP_URL
												

												 	 
													LDAP endpoint to connect for authentication. For failover, set two or more LDAP endpoints separated by space.
												

												 	 
													${AUTH_LDAP_URL}
												

												 
	 
													AUTH_LDAP_BIND_DN
												

												 	 
													Bind DN used for authentication.
												

												 	 
													${AUTH_LDAP_BIND_DN}
												

												 
	 
													AUTH_LDAP_BIND_CREDENTIAL
												

												 	 
													LDAP Credentials used for authentication.
												

												 	 
													${AUTH_LDAP_BIND_CREDENTIAL}
												

												 
	 
													AUTH_LDAP_JAAS_SECURITY_DOMAIN
												

												 	 
													The JMX ObjectName of the JaasSecurityDomain used to decrypt the password.
												

												 	 
													${AUTH_LDAP_JAAS_SECURITY_DOMAIN}
												

												 
	 
													AUTH_LDAP_BASE_CTX_DN
												

												 	 
													LDAP Base DN of the top-level context to begin the user search.
												

												 	 
													${AUTH_LDAP_BASE_CTX_DN}
												

												 
	 
													AUTH_LDAP_BASE_FILTER
												

												 	 
													LDAP search filter used to locate the context of the user to authenticate. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. A common example for the search filter is (uid={0}).
												

												 	 
													${AUTH_LDAP_BASE_FILTER}
												

												 
	 
													AUTH_LDAP_SEARCH_SCOPE
												

												 	 
													The search scope to use.
												

												 	 
													${AUTH_LDAP_SEARCH_SCOPE}
												

												 
	 
													AUTH_LDAP_SEARCH_TIME_LIMIT
												

												 	 
													The timeout in milliseconds for user or role searches.
												

												 	 
													${AUTH_LDAP_SEARCH_TIME_LIMIT}
												

												 
	 
													AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
												

												 	 
													The name of the attribute in the user entry that contains the DN of the user. This may be necessary if the DN of the user itself contains special characters, backslash for example, that prevent correct user mapping. If the attribute does not exist, the entry’s DN is used.
												

												 	 
													${AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE}
												

												 
	 
													AUTH_LDAP_PARSE_USERNAME
												

												 	 
													A flag indicating if the DN is to be parsed for the user name. If set to true, the DN is parsed for the user name. If set to false the DN is not parsed for the user name. This option is used together with usernameBeginString and usernameEndString.
												

												 	 
													${AUTH_LDAP_PARSE_USERNAME}
												

												 
	 
													AUTH_LDAP_USERNAME_BEGIN_STRING
												

												 	 
													Defines the String which is to be removed from the start of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
												

												 	 
													${AUTH_LDAP_USERNAME_BEGIN_STRING}
												

												 
	 
													AUTH_LDAP_USERNAME_END_STRING
												

												 	 
													Defines the String which is to be removed from the end of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
												

												 	 
													${AUTH_LDAP_USERNAME_END_STRING}
												

												 
	 
													AUTH_LDAP_ROLE_ATTRIBUTE_ID
												

												 	 
													Name of the attribute containing the user roles.
												

												 	 
													${AUTH_LDAP_ROLE_ATTRIBUTE_ID}
												

												 
	 
													AUTH_LDAP_ROLES_CTX_DN
												

												 	 
													The fixed DN of the context to search for user roles. This is not the DN where the actual roles are, but the DN where the objects containing the user roles are. For example, in a Microsoft Active Directory server, this is the DN where the user account is.
												

												 	 
													${AUTH_LDAP_ROLES_CTX_DN}
												

												 
	 
													AUTH_LDAP_ROLE_FILTER
												

												 	 
													A search filter used to locate the roles associated with the authenticated user. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. The authenticated userDN is substituted into the filter anywhere a {1} is used. An example search filter that matches on the input username is (member={0}). An alternative that matches on the authenticated userDN is (member={1}).
												

												 	 
													${AUTH_LDAP_ROLE_FILTER}
												

												 
	 
													AUTH_LDAP_ROLE_RECURSION
												

												 	 
													The number of levels of recursion the role search will go below a matching context. Disable recursion by setting this to 0.
												

												 	 
													${AUTH_LDAP_ROLE_RECURSION}
												

												 
	 
													AUTH_LDAP_DEFAULT_ROLE
												

												 	 
													A role included for all authenticated users
												

												 	 
													${AUTH_LDAP_DEFAULT_ROLE}
												

												 
	 
													AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
												

												 	 
													Name of the attribute within the roleCtxDN context which contains the role name. If the roleAttributeIsDN property is set to true, this property is used to find the role object’s name attribute.
												

												 	 
													${AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID}
												

												 
	 
													AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
												

												 	 
													A flag indicating if the DN returned by a query contains the roleNameAttributeID. If set to true, the DN is checked for the roleNameAttributeID. If set to false, the DN is not checked for the roleNameAttributeID. This flag can improve the performance of LDAP queries.
												

												 	 
													${AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN}
												

												 
	 
													AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
												

												 	 
													Whether or not the roleAttributeID contains the fully-qualified DN of a role object. If false, the role name is taken from the value of the roleNameAttributeId attribute of the context name. Certain directory schemas, such as Microsoft Active Directory, require this attribute to be set to true.
												

												 	 
													${AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN}
												

												 
	 
													AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
												

												 	 
													If you are not using referrals, you can ignore this option. When using referrals, this option denotes the attribute name which contains users defined for a certain role, for example member, if the role object is inside the referral. Users are checked against the content of this attribute name. If this option is not set, the check will always fail, so role objects cannot be stored in a referral tree.
												

												 	 
													${AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK}
												

												 
	 
													AUTH_ROLE_MAPPER_ROLES_PROPERTIES
												

												 	 
													When present, the RoleMapping Login Module will be configured to use the provided file. This parameter defines the fully-qualified file path and name of a properties file or resource which maps roles to replacement roles. The format is original_role=role1,role2,role3
												

												 	 
													${AUTH_ROLE_MAPPER_ROLES_PROPERTIES}
												

												 
	 
													AUTH_ROLE_MAPPER_REPLACE_ROLE
												

												 	 
													Whether to add to the current roles, or replace the current roles with the mapped ones. Replaces if set to true.
												

												 	 
													${AUTH_ROLE_MAPPER_REPLACE_ROLE}
												

												 
	 
													${APPLICATION_NAME}-postgresql
												

												 	 
													POSTGRESQL_USER
												

												 	 
													KIE server PostgreSQL database user name.
												

												 	 
													${KIE_SERVER_POSTGRESQL_USER}
												

												 
	 
													POSTGRESQL_PASSWORD
												

												 	 
													KIE server PostgreSQL database password.
												

												 	 
													${KIE_SERVER_POSTGRESQL_PWD}
												

												 
	 
													POSTGRESQL_DATABASE
												

												 	 
													KIE server PostgreSQL database name.
												

												 	 
													${KIE_SERVER_POSTGRESQL_DB}
												

												 
	 
													POSTGRESQL_MAX_PREPARED_TRANSACTIONS
												

												 	 
													Allows the PostgreSQL to handle XA transactions.
												

												 	 
													${POSTGRESQL_MAX_PREPARED_TRANSACTIONS}
												

												 



Volumes



	Deployment	Name	mountPath	Purpose	readOnly
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													kieserver-keystore-volume
												

												 	 
													/etc/kieserver-secret-volume
												

												 	 
													ssl certs
												

												 	 
													True
												

												 
	 
													${APPLICATION_NAME}-postgresql
												

												 	 
													${APPLICATION_NAME}-postgresql-pvol
												

												 	 
													/var/lib/pgsql/data
												

												 	 
													postgresql
												

												 	 
													false
												

												 





External Dependencies



Volume Claims




								A PersistentVolume object is a storage resource in an OpenShift cluster. Storage is provisioned by an administrator by creating PersistentVolume objects from sources such as GCE Persistent Disks, AWS Elastic Block Stores (EBS), and NFS mounts. See the Openshift documentation for more information.
							
	Name	Access Mode
	 
												${APPLICATION_NAME}-postgresql-claim
											

											 	 
												ReadWriteOnce
											

											 



Secrets




								This template requires the following secrets to be installed for the application to run.
							

								kieserver-app-secret
							




rhpam79-managed.yaml template




					Application template for a managed HA production runtime environment, for Red Hat Process Automation Manager 7.9 - Deprecated
				
Parameters




						Templates allow you to define parameters that take on a value. That value is then substituted wherever the parameter is referenced. References can be defined in any text field in the objects list field. See the Openshift documentation for more information.
					
	Variable name	Image Environment Variable	Description	Example value	Required
	 
										APPLICATION_NAME
									

									 	 
										 — 
									

									 	 
										The name for the application.
									

									 	 
										myapp
									

									 	 
										True
									

									 
	 
										MAVEN_MIRROR_URL
									

									 	 
										MAVEN_MIRROR_URL
									

									 	 
										Maven mirror that the KIE server must use. If you configure a mirror, this mirror must contain all artifacts that are required for deploying your services.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										MAVEN_MIRROR_OF
									

									 	 
										MAVEN_MIRROR_OF
									

									 	 
										Maven mirror configuration for KIE server.
									

									 	 
										external:*
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_ID
									

									 	 
										MAVEN_REPO_ID
									

									 	 
										The id to use for the maven repository. If set, it can be excluded from the optionally configured mirror by adding it to MAVEN_MIRROR_OF. For example: external:*,!repo-rhpamcentr,!repo-custom. If MAVEN_MIRROR_URL is set but MAVEN_MIRROR_ID is not set, an id will be generated randomly, but won’t be usable in MAVEN_MIRROR_OF.
									

									 	 
										repo-custom
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_URL
									

									 	 
										MAVEN_REPO_URL
									

									 	 
										Fully qualified URL to a Maven repository or service.
									

									 	 
										http://nexus.nexus-project.svc.cluster.local:8081/nexus/content/groups/public/
									

									 	 
										True
									

									 
	 
										MAVEN_REPO_USERNAME
									

									 	 
										MAVEN_REPO_USERNAME
									

									 	 
										User name for accessing the Maven repository, if required.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_PASSWORD
									

									 	 
										MAVEN_REPO_PASSWORD
									

									 	 
										Password to access the Maven repository, if required.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_SERVICE
									

									 	 
										RHPAMCENTR_MAVEN_REPO_SERVICE
									

									 	 
										The Service name for the optional Business Central, where it can be reached, to allow service lookups (for example, maven repo usage), if required.
									

									 	 
										myapp-rhpamcentrmon
									

									 	 
										False
									

									 
	 
										CREDENTIALS_SECRET
									

									 	 
										 — 
									

									 	 
										Secret containing the KIE_ADMIN_USER and KIE_ADMIN_PWD values
									

									 	 
										rhpam-credentials
									

									 	 
										True
									

									 
	 
										KIE_SERVER_CONTROLLER_OPENSHIFT_GLOBAL_DISCOVERY_ENABLED
									

									 	 
										KIE_SERVER_CONTROLLER_OPENSHIFT_GLOBAL_DISCOVERY_ENABLED
									

									 	 
										If set to true, turns on KIE server global discovery feature (Sets the org.kie.server.controller.openshift.global.discovery.enabled system property)
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										KIE_SERVER_CONTROLLER_OPENSHIFT_PREFER_KIESERVER_SERVICE
									

									 	 
										KIE_SERVER_CONTROLLER_OPENSHIFT_PREFER_KIESERVER_SERVICE
									

									 	 
										If OpenShift integration of Business Central is turned on, setting this parameter to true enables connection to KIE Server via an OpenShift internal Service endpoint. (Sets the org.kie.server.controller.openshift.prefer.kieserver.service system property)
									

									 	 
										true
									

									 	 
										False
									

									 
	 
										KIE_SERVER_CONTROLLER_TEMPLATE_CACHE_TTL
									

									 	 
										KIE_SERVER_CONTROLLER_TEMPLATE_CACHE_TTL
									

									 	 
										KIE ServerTemplate Cache TTL in milliseconds. (Sets the org.kie.server.controller.template.cache.ttl system property)
									

									 	 
										5000
									

									 	 
										False
									

									 
	 
										IMAGE_STREAM_NAMESPACE
									

									 	 
										 — 
									

									 	 
										Namespace in which the ImageStreams for Red Hat Process Automation Manager images are installed. These ImageStreams are normally installed in the openshift namespace. You need to modify this parameter only if you installed the ImageStream in a different namespace/project. Default is "openshift".
									

									 	 
										openshift
									

									 	 
										True
									

									 
	 
										KIE_SERVER_IMAGE_STREAM_NAME
									

									 	 
										 — 
									

									 	 
										The name of the image stream to use for KIE server. Default is "rhpam-kieserver-rhel8".
									

									 	 
										rhpam-kieserver-rhel8
									

									 	 
										True
									

									 
	 
										IMAGE_STREAM_TAG
									

									 	 
										 — 
									

									 	 
										A named pointer to an image in an image stream. Default is "7.9.0".
									

									 	 
										7.9.0
									

									 	 
										True
									

									 
	 
										KIE_SERVER_CONTROLLER_TOKEN
									

									 	 
										KIE_SERVER_CONTROLLER_TOKEN
									

									 	 
										KIE server controller token for bearer authentication. (Sets the org.kie.server.controller.token system property)
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_PERSISTENCE_DS
									

									 	 
										KIE_SERVER_PERSISTENCE_DS
									

									 	 
										KIE server persistence datasource. (Sets the org.kie.server.persistence.ds system property)
									

									 	 
										java:/jboss/datasources/rhpam
									

									 	 
										False
									

									 
	 
										POSTGRESQL_IMAGE_STREAM_NAMESPACE
									

									 	 
										 — 
									

									 	 
										Namespace in which the ImageStream for the PostgreSQL image is installed. The ImageStream is already installed in the openshift namespace. You need to modify this parameter only if you installed the ImageStream in a different namespace/project. Default is "openshift".
									

									 	 
										openshift
									

									 	 
										False
									

									 
	 
										POSTGRESQL_IMAGE_STREAM_TAG
									

									 	 
										 — 
									

									 	 
										The PostgreSQL image version, which is intended to correspond to the PostgreSQL version. Default is "10".
									

									 	 
										10
									

									 	 
										False
									

									 
	 
										KIE_SERVER_POSTGRESQL_USER
									

									 	 
										RHPAM_USERNAME
									

									 	 
										KIE server PostgreSQL database user name.
									

									 	 
										rhpam
									

									 	 
										False
									

									 
	 
										KIE_SERVER_POSTGRESQL_PWD
									

									 	 
										RHPAM_PASSWORD
									

									 	 
										KIE server PostgreSQL database password.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_POSTGRESQL_DB
									

									 	 
										RHPAM_DATABASE
									

									 	 
										KIE server PostgreSQL database name.
									

									 	 
										rhpam7
									

									 	 
										False
									

									 
	 
										POSTGRESQL_MAX_PREPARED_TRANSACTIONS
									

									 	 
										POSTGRESQL_MAX_PREPARED_TRANSACTIONS
									

									 	 
										Allows the PostgreSQL to handle XA transactions.
									

									 	 
										100
									

									 	 
										True
									

									 
	 
										DB_VOLUME_CAPACITY
									

									 	 
										 — 
									

									 	 
										Size of persistent storage for the database volume.
									

									 	 
										1Gi
									

									 	 
										True
									

									 
	 
										KIE_SERVER_POSTGRESQL_DIALECT
									

									 	 
										KIE_SERVER_PERSISTENCE_DIALECT
									

									 	 
										KIE server PostgreSQL Hibernate dialect.
									

									 	 
										org.hibernate.dialect.PostgreSQLDialect
									

									 	 
										True
									

									 
	 
										KIE_SERVER_MODE
									

									 	 
										KIE_SERVER_MODE
									

									 	 
										The KIE Server mode. Valid values are 'DEVELOPMENT' or 'PRODUCTION'. In production mode, you can not deploy SNAPSHOT versions of artifacts on the KIE server and can not change the version of an artifact in an existing container. (Sets the org.kie.server.mode system property).
									

									 	 
										PRODUCTION
									

									 	 
										False
									

									 
	 
										KIE_MBEANS
									

									 	 
										KIE_MBEANS
									

									 	 
										KIE server mbeans enabled/disabled (Sets the kie.mbeans and kie.scanner.mbeans system properties)
									

									 	 
										enabled
									

									 	 
										False
									

									 
	 
										DROOLS_SERVER_FILTER_CLASSES
									

									 	 
										DROOLS_SERVER_FILTER_CLASSES
									

									 	 
										KIE server class filtering. (Sets the org.drools.server.filter.classes system property)
									

									 	 
										true
									

									 	 
										False
									

									 
	 
										PROMETHEUS_SERVER_EXT_DISABLED
									

									 	 
										PROMETHEUS_SERVER_EXT_DISABLED
									

									 	 
										If set to false, the prometheus server extension will be enabled. (Sets the org.kie.prometheus.server.ext.disabled system property)
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_HOSTNAME_HTTP
									

									 	 
										HOSTNAME_HTTP
									

									 	 
										Custom hostname for http service route. Leave blank for default hostname, e.g.: insecure-<application-name>-rhpamcentrmon-<project>.<default-domain-suffix>
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_HOSTNAME_HTTPS
									

									 	 
										HOSTNAME_HTTPS
									

									 	 
										Custom hostname for https service route. Leave blank for default hostname, e.g.: <application-name>-rhpamcentrmon-<project>.<default-domain-suffix>
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HOSTNAME_HTTP
									

									 	 
										HOSTNAME_HTTP
									

									 	 
										Custom hostname for http service route. Leave blank for default hostname, e.g.: insecure-<application-name>-kieserver-<project>.<default-domain-suffix>
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HOSTNAME_HTTPS
									

									 	 
										HOSTNAME_HTTPS
									

									 	 
										Custom hostname for https service route. Leave blank for default hostname, e.g.: <application-name>-kieserver-<project>.<default-domain-suffix>
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_HTTPS_SECRET
									

									 	 
										 — 
									

									 	 
										The name of the secret containing the keystore file for Business Central.
									

									 	 
										businesscentral-app-secret
									

									 	 
										True
									

									 
	 
										BUSINESS_CENTRAL_HTTPS_KEYSTORE
									

									 	 
										HTTPS_KEYSTORE
									

									 	 
										The name of the keystore file within the secret.
									

									 	 
										keystore.jks
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_HTTPS_NAME
									

									 	 
										HTTPS_NAME
									

									 	 
										The name associated with the server certificate.
									

									 	 
										jboss
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_HTTPS_PASSWORD
									

									 	 
										HTTPS_PASSWORD
									

									 	 
										The password for the keystore and certificate.
									

									 	 
										mykeystorepass
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HTTPS_SECRET
									

									 	 
										 — 
									

									 	 
										The name of the secret containing the keystore file for KIE server.
									

									 	 
										kieserver-app-secret
									

									 	 
										True
									

									 
	 
										KIE_SERVER_HTTPS_KEYSTORE
									

									 	 
										HTTPS_KEYSTORE
									

									 	 
										The name of the keystore file within the secret.
									

									 	 
										keystore.jks
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HTTPS_NAME
									

									 	 
										HTTPS_NAME
									

									 	 
										The name associated with the server certificate.
									

									 	 
										jboss
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HTTPS_PASSWORD
									

									 	 
										HTTPS_PASSWORD
									

									 	 
										The password for the keystore and certificate.
									

									 	 
										mykeystorepass
									

									 	 
										False
									

									 
	 
										KIE_SERVER_BYPASS_AUTH_USER
									

									 	 
										KIE_SERVER_BYPASS_AUTH_USER
									

									 	 
										Allows the KIE server to bypass the authenticated user for task-related operations, for example, queries. (Sets the org.kie.server.bypass.auth.user system property)
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										TIMER_SERVICE_DATA_STORE_REFRESH_INTERVAL
									

									 	 
										TIMER_SERVICE_DATA_STORE_REFRESH_INTERVAL
									

									 	 
										Sets refresh-interval for the EJB timer service database-data-store.
									

									 	 
										30000
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_MEMORY_LIMIT
									

									 	 
										 — 
									

									 	 
										Business Central Monitoring Container memory limit.
									

									 	 
										2Gi
									

									 	 
										False
									

									 
	 
										KIE_SERVER_MEMORY_LIMIT
									

									 	 
										 — 
									

									 	 
										KIE server Container memory limit.
									

									 	 
										1Gi
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_MONITORING_CONTAINER_REPLICAS
									

									 	 
										 — 
									

									 	 
										Business Central Monitoring Container Replicas, will define how much Business Central Monitoring containers will be started.
									

									 	 
										3
									

									 	 
										True
									

									 
	 
										KIE_SERVER_CONTAINER_REPLICAS
									

									 	 
										 — 
									

									 	 
										KIE Server Container Replicas, will define how much KIE Server containers will be started.
									

									 	 
										3
									

									 	 
										True
									

									 
	 
										SSO_URL
									

									 	 
										SSO_URL
									

									 	 
										RH-SSO URL.
									

									 	 
										https://rh-sso.example.com/auth
									

									 	 
										False
									

									 
	 
										SSO_REALM
									

									 	 
										SSO_REALM
									

									 	 
										RH-SSO Realm name.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_SSO_CLIENT
									

									 	 
										SSO_CLIENT
									

									 	 
										Business Central Monitoring RH-SSO Client name.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_SSO_SECRET
									

									 	 
										SSO_SECRET
									

									 	 
										Business Central Monitoring RH-SSO Client Secret.
									

									 	 
										252793ed-7118-4ca8-8dab-5622fa97d892
									

									 	 
										False
									

									 
	 
										KIE_SERVER_SSO_CLIENT
									

									 	 
										SSO_CLIENT
									

									 	 
										KIE Server RH-SSO Client name.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_SSO_SECRET
									

									 	 
										SSO_SECRET
									

									 	 
										KIE Server RH-SSO Client Secret.
									

									 	 
										252793ed-7118-4ca8-8dab-5622fa97d892
									

									 	 
										False
									

									 
	 
										SSO_USERNAME
									

									 	 
										SSO_USERNAME
									

									 	 
										RH-SSO Realm admin user name for creating the Client if it doesn’t exist.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										SSO_PASSWORD
									

									 	 
										SSO_PASSWORD
									

									 	 
										RH-SSO Realm Admin Password used to create the Client.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
									

									 	 
										SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
									

									 	 
										RH-SSO Disable SSL Certificate Validation.
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										SSO_PRINCIPAL_ATTRIBUTE
									

									 	 
										SSO_PRINCIPAL_ATTRIBUTE
									

									 	 
										RH-SSO Principal Attribute to use as user name.
									

									 	 
										preferred_username
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_URL
									

									 	 
										AUTH_LDAP_URL
									

									 	 
										LDAP endpoint to connect for authentication. For failover, set two or more LDAP endpoints separated by space.
									

									 	 
										ldap://myldap.example.com:389
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BIND_DN
									

									 	 
										AUTH_LDAP_BIND_DN
									

									 	 
										Bind DN used for authentication.
									

									 	 
										uid=admin,ou=users,ou=example,ou=com
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BIND_CREDENTIAL
									

									 	 
										AUTH_LDAP_BIND_CREDENTIAL
									

									 	 
										LDAP Credentials used for authentication.
									

									 	 
										Password
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_JAAS_SECURITY_DOMAIN
									

									 	 
										AUTH_LDAP_JAAS_SECURITY_DOMAIN
									

									 	 
										The JMX ObjectName of the JaasSecurityDomain used to decrypt the password.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BASE_CTX_DN
									

									 	 
										AUTH_LDAP_BASE_CTX_DN
									

									 	 
										LDAP Base DN of the top-level context to begin the user search.
									

									 	 
										ou=users,ou=example,ou=com
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BASE_FILTER
									

									 	 
										AUTH_LDAP_BASE_FILTER
									

									 	 
										LDAP search filter used to locate the context of the user to authenticate. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. A common example for the search filter is (uid={0}).
									

									 	 
										(uid={0})
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_SEARCH_SCOPE
									

									 	 
										AUTH_LDAP_SEARCH_SCOPE
									

									 	 
										The search scope to use.
									

									 	 
										SUBTREE_SCOPE
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_SEARCH_TIME_LIMIT
									

									 	 
										AUTH_LDAP_SEARCH_TIME_LIMIT
									

									 	 
										The timeout in milliseconds for user or role searches.
									

									 	 
										10000
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
									

									 	 
										AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
									

									 	 
										The name of the attribute in the user entry that contains the DN of the user. This may be necessary if the DN of the user itself contains special characters, backslash for example, that prevent correct user mapping. If the attribute does not exist, the entry’s DN is used.
									

									 	 
										distinguishedName
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_PARSE_USERNAME
									

									 	 
										AUTH_LDAP_PARSE_USERNAME
									

									 	 
										A flag indicating if the DN is to be parsed for the user name. If set to true, the DN is parsed for the user name. If set to false the DN is not parsed for the user name. This option is used together with usernameBeginString and usernameEndString.
									

									 	 
										true
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_USERNAME_BEGIN_STRING
									

									 	 
										AUTH_LDAP_USERNAME_BEGIN_STRING
									

									 	 
										Defines the String which is to be removed from the start of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_USERNAME_END_STRING
									

									 	 
										AUTH_LDAP_USERNAME_END_STRING
									

									 	 
										Defines the String which is to be removed from the end of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_ATTRIBUTE_ID
									

									 	 
										AUTH_LDAP_ROLE_ATTRIBUTE_ID
									

									 	 
										Name of the attribute containing the user roles.
									

									 	 
										memberOf
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLES_CTX_DN
									

									 	 
										AUTH_LDAP_ROLES_CTX_DN
									

									 	 
										The fixed DN of the context to search for user roles. This is not the DN where the actual roles are, but the DN where the objects containing the user roles are. For example, in a Microsoft Active Directory server, this is the DN where the user account is.
									

									 	 
										ou=groups,ou=example,ou=com
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_FILTER
									

									 	 
										AUTH_LDAP_ROLE_FILTER
									

									 	 
										A search filter used to locate the roles associated with the authenticated user. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. The authenticated userDN is substituted into the filter anywhere a {1} is used. An example search filter that matches on the input username is (member={0}). An alternative that matches on the authenticated userDN is (member={1}).
									

									 	 
										(memberOf={1})
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_RECURSION
									

									 	 
										AUTH_LDAP_ROLE_RECURSION
									

									 	 
										The number of levels of recursion the role search will go below a matching context. Disable recursion by setting this to 0.
									

									 	 
										1
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_DEFAULT_ROLE
									

									 	 
										AUTH_LDAP_DEFAULT_ROLE
									

									 	 
										A role included for all authenticated users
									

									 	 
										user
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
									

									 	 
										AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
									

									 	 
										Name of the attribute within the roleCtxDN context which contains the role name. If the roleAttributeIsDN property is set to true, this property is used to find the role object’s name attribute.
									

									 	 
										name
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
									

									 	 
										AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
									

									 	 
										A flag indicating if the DN returned by a query contains the roleNameAttributeID. If set to true, the DN is checked for the roleNameAttributeID. If set to false, the DN is not checked for the roleNameAttributeID. This flag can improve the performance of LDAP queries.
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
									

									 	 
										AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
									

									 	 
										Whether or not the roleAttributeID contains the fully-qualified DN of a role object. If false, the role name is taken from the value of the roleNameAttributeId attribute of the context name. Certain directory schemas, such as Microsoft Active Directory, require this attribute to be set to true.
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
									

									 	 
										AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
									

									 	 
										If you are not using referrals, you can ignore this option. When using referrals, this option denotes the attribute name which contains users defined for a certain role, for example member, if the role object is inside the referral. Users are checked against the content of this attribute name. If this option is not set, the check will always fail, so role objects cannot be stored in a referral tree.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_ROLE_MAPPER_ROLES_PROPERTIES
									

									 	 
										AUTH_ROLE_MAPPER_ROLES_PROPERTIES
									

									 	 
										When present, the RoleMapping Login Module will be configured to use the provided file. This parameter defines the fully-qualified file path and name of a properties file or resource which maps roles to replacement roles. The format is original_role=role1,role2,role3
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_ROLE_MAPPER_REPLACE_ROLE
									

									 	 
										AUTH_ROLE_MAPPER_REPLACE_ROLE
									

									 	 
										Whether to add to the current roles, or replace the current roles with the mapped ones. Replaces if set to true.
									

									 	 
										 — 
									

									 	 
										False
									

									 



Objects




						The CLI supports various object types. A list of these object types as well as their abbreviations can be found in the Openshift documentation.
					
Services




							A service is an abstraction which defines a logical set of pods and a policy by which to access them. See the container-engine documentation for more information.
						
	Service	Port	Name	Description
	 
											${APPLICATION_NAME}-rhpamcentrmon
										

										 	 
											8080
										

										 	 
											http
										

										 	 
											All the Business Central Monitoring web server’s ports.
										

										 
	 
											8443
										

										 	 
											https
										

										 
	 
											${APPLICATION_NAME}-rhpamcentrmon-ping
										

										 	 
											8888
										

										 	 
											ping
										

										 	 
											The JGroups ping port for clustering.
										

										 
	 
											${APPLICATION_NAME}-kieserver
										

										 	 
											8080
										

										 	 
											http
										

										 	 
											All the KIE server web server’s ports. (First KIE server)
										

										 
	 
											8443
										

										 	 
											https
										

										 
	 
											${APPLICATION_NAME}-kieserver-ping
										

										 	 
											8888
										

										 	 
											ping
										

										 	 
											The JGroups ping port for clustering.
										

										 
	 
											${APPLICATION_NAME}-postgresql
										

										 	 
											5432
										

										 	 
											 — 
										

										 	 
											The first database server’s port.
										

										 



Routes




							A route is a way to expose a service by giving it an externally reachable hostname such as www.example.com. A defined route and the endpoints identified by its service can be consumed by a router to provide named connectivity from external clients to your applications. Each route consists of a route name, service selector, and (optionally) security configuration. See the Openshift documentation for more information.
						
	Service	Security	Hostname
	 
											insecure-${APPLICATION_NAME}-rhpamcentrmon-http
										

										 	 
											none
										

										 	 
											${BUSINESS_CENTRAL_HOSTNAME_HTTP}
										

										 
	 
											${APPLICATION_NAME}-rhpamcentrmon-https
										

										 	 
											TLS passthrough
										

										 	 
											${BUSINESS_CENTRAL_HOSTNAME_HTTPS}
										

										 
	 
											insecure-${APPLICATION_NAME}-kieserver-http
										

										 	 
											none
										

										 	 
											${KIE_SERVER_HOSTNAME_HTTP}
										

										 
	 
											${APPLICATION_NAME}-kieserver-https
										

										 	 
											TLS passthrough
										

										 	 
											${KIE_SERVER_HOSTNAME_HTTPS}
										

										 



Deployment Configurations




							A deployment in OpenShift is a replication controller based on a user-defined template called a deployment configuration. Deployments are created manually or in response to triggered events. See the Openshift documentation for more information.
						
Triggers




								A trigger drives the creation of new deployments in response to events, both inside and outside OpenShift. See the Openshift documentation for more information.
							
	Deployment	Triggers
	 
												${APPLICATION_NAME}-rhpamcentrmon
											

											 	 
												ImageChange
											

											 
	 
												${APPLICATION_NAME}-kieserver
											

											 	 
												ImageChange
											

											 
	 
												${APPLICATION_NAME}-postgresql
											

											 	 
												ImageChange
											

											 



Replicas




								A replication controller ensures that a specified number of pod "replicas" are running at any one time. If there are too many, the replication controller kills some pods. If there are too few, it starts more. See the container-engine documentation for more information.
							
	Deployment	Replicas
	 
												${APPLICATION_NAME}-rhpamcentrmon
											

											 	 
												3
											

											 
	 
												${APPLICATION_NAME}-kieserver
											

											 	 
												3
											

											 
	 
												${APPLICATION_NAME}-postgresql
											

											 	 
												1
											

											 



Pod Template



Service Accounts




									Service accounts are API objects that exist within each project. They can be created or deleted like any other API object. See the Openshift documentation for more information.
								
	Deployment	Service Account
	 
													${APPLICATION_NAME}-rhpamcentrmon
												

												 	 
													${APPLICATION_NAME}-rhpamsvc
												

												 
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													${APPLICATION_NAME}-rhpamsvc
												

												 



Image



	Deployment	Image
	 
													${APPLICATION_NAME}-rhpamcentrmon
												

												 	 
													rhpam-businesscentral-monitoring-rhel8
												

												 
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													${KIE_SERVER_IMAGE_STREAM_NAME}
												

												 
	 
													${APPLICATION_NAME}-postgresql
												

												 	 
													postgresql
												

												 



Readiness Probe



${APPLICATION_NAME}-rhpamcentrmon

										

Http Get on http://localhost:8080/rest/ready


									
${APPLICATION_NAME}-kieserver

										

Http Get on http://localhost:8080/services/rest/server/readycheck


									
${APPLICATION_NAME}-postgresql

										

/usr/libexec/check-container


									

Liveness Probe



${APPLICATION_NAME}-rhpamcentrmon

										

Http Get on http://localhost:8080/rest/healthy


									
${APPLICATION_NAME}-kieserver

										

Http Get on http://localhost:8080/services/rest/server/healthcheck


									
${APPLICATION_NAME}-postgresql

										

/usr/libexec/check-container --live


									

Exposed Ports



	Deployments	Name	Port	Protocol
	 
													${APPLICATION_NAME}-rhpamcentrmon
												

												 	 
													jolokia
												

												 	 
													8778
												

												 	 
													TCP
												

												 
	 
													http
												

												 	 
													8080
												

												 	 
													TCP
												

												 
	 
													https
												

												 	 
													8443
												

												 	 
													TCP
												

												 
	 
													ping
												

												 	 
													8888
												

												 	 
													TCP
												

												 
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													jolokia
												

												 	 
													8778
												

												 	 
													TCP
												

												 
	 
													http
												

												 	 
													8080
												

												 	 
													TCP
												

												 
	 
													https
												

												 	 
													8443
												

												 	 
													TCP
												

												 
	 
													ping
												

												 	 
													8888
												

												 	 
													TCP
												

												 
	 
													${APPLICATION_NAME}-postgresql
												

												 	 
													 — 
												

												 	 
													5432
												

												 	 
													TCP
												

												 



Image Environment Variables



	Deployment	Variable name	Description	Example value
	 
													${APPLICATION_NAME}-rhpamcentrmon
												

												 	 
													APPLICATION_USERS_PROPERTIES
												

												 	 
													 — 
												

												 	 
													/opt/kie/data/configuration/application-users.properties
												

												 
	 
													APPLICATION_ROLES_PROPERTIES
												

												 	 
													 — 
												

												 	 
													/opt/kie/data/configuration/application-roles.properties
												

												 
	 
													KIE_ADMIN_USER
												

												 	 
													Admin user name
												

												 	 
													Set according to the credentials secret
												

												 
	 
													KIE_ADMIN_PWD
												

												 	 
													Admin user password
												

												 	 
													Set according to the credentials secret
												

												 
	 
													MAVEN_MIRROR_URL
												

												 	 
													Maven mirror that the KIE server must use. If you configure a mirror, this mirror must contain all artifacts that are required for deploying your services.
												

												 	 
													${MAVEN_MIRROR_URL}
												

												 
	 
													MAVEN_REPO_ID
												

												 	 
													The id to use for the maven repository. If set, it can be excluded from the optionally configured mirror by adding it to MAVEN_MIRROR_OF. For example: external:*,!repo-rhpamcentr,!repo-custom. If MAVEN_MIRROR_URL is set but MAVEN_MIRROR_ID is not set, an id will be generated randomly, but won’t be usable in MAVEN_MIRROR_OF.
												

												 	 
													${MAVEN_REPO_ID}
												

												 
	 
													MAVEN_REPO_URL
												

												 	 
													Fully qualified URL to a Maven repository or service.
												

												 	 
													${MAVEN_REPO_URL}
												

												 
	 
													MAVEN_REPO_USERNAME
												

												 	 
													User name for accessing the Maven repository, if required.
												

												 	 
													${MAVEN_REPO_USERNAME}
												

												 
	 
													MAVEN_REPO_PASSWORD
												

												 	 
													Password to access the Maven repository, if required.
												

												 	 
													${MAVEN_REPO_PASSWORD}
												

												 
	 
													KIE_SERVER_CONTROLLER_OPENSHIFT_ENABLED
												

												 	 
													 — 
												

												 	 
													true
												

												 
	 
													KIE_SERVER_CONTROLLER_OPENSHIFT_GLOBAL_DISCOVERY_ENABLED
												

												 	 
													If set to true, turns on KIE server global discovery feature (Sets the org.kie.server.controller.openshift.global.discovery.enabled system property)
												

												 	 
													${KIE_SERVER_CONTROLLER_OPENSHIFT_GLOBAL_DISCOVERY_ENABLED}
												

												 
	 
													KIE_SERVER_CONTROLLER_OPENSHIFT_PREFER_KIESERVER_SERVICE
												

												 	 
													If OpenShift integration of Business Central is turned on, setting this parameter to true enables connection to KIE Server via an OpenShift internal Service endpoint. (Sets the org.kie.server.controller.openshift.prefer.kieserver.service system property)
												

												 	 
													${KIE_SERVER_CONTROLLER_OPENSHIFT_PREFER_KIESERVER_SERVICE}
												

												 
	 
													KIE_SERVER_CONTROLLER_TEMPLATE_CACHE_TTL
												

												 	 
													KIE ServerTemplate Cache TTL in milliseconds. (Sets the org.kie.server.controller.template.cache.ttl system property)
												

												 	 
													${KIE_SERVER_CONTROLLER_TEMPLATE_CACHE_TTL}
												

												 
	 
													KIE_SERVER_CONTROLLER_TOKEN
												

												 	 
													KIE server controller token for bearer authentication. (Sets the org.kie.server.controller.token system property)
												

												 	 
													${KIE_SERVER_CONTROLLER_TOKEN}
												

												 
	 
													HTTPS_KEYSTORE_DIR
												

												 	 
													 — 
												

												 	 
													/etc/businesscentral-secret-volume
												

												 
	 
													HTTPS_KEYSTORE
												

												 	 
													The name of the keystore file within the secret.
												

												 	 
													${BUSINESS_CENTRAL_HTTPS_KEYSTORE}
												

												 
	 
													HTTPS_NAME
												

												 	 
													The name associated with the server certificate.
												

												 	 
													${BUSINESS_CENTRAL_HTTPS_NAME}
												

												 
	 
													HTTPS_PASSWORD
												

												 	 
													The password for the keystore and certificate.
												

												 	 
													${BUSINESS_CENTRAL_HTTPS_PASSWORD}
												

												 
	 
													JGROUPS_PING_PROTOCOL
												

												 	 
													 — 
												

												 	 
													openshift.DNS_PING
												

												 
	 
													OPENSHIFT_DNS_PING_SERVICE_NAME
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-rhpamcentrmon-ping
												

												 
	 
													OPENSHIFT_DNS_PING_SERVICE_PORT
												

												 	 
													 — 
												

												 	 
													8888
												

												 
	 
													SSO_URL
												

												 	 
													RH-SSO URL.
												

												 	 
													${SSO_URL}
												

												 
	 
													SSO_OPENIDCONNECT_DEPLOYMENTS
												

												 	 
													 — 
												

												 	 
													ROOT.war
												

												 
	 
													SSO_REALM
												

												 	 
													RH-SSO Realm name.
												

												 	 
													${SSO_REALM}
												

												 
	 
													SSO_SECRET
												

												 	 
													Business Central Monitoring RH-SSO Client Secret.
												

												 	 
													${BUSINESS_CENTRAL_SSO_SECRET}
												

												 
	 
													SSO_CLIENT
												

												 	 
													Business Central Monitoring RH-SSO Client name.
												

												 	 
													${BUSINESS_CENTRAL_SSO_CLIENT}
												

												 
	 
													SSO_USERNAME
												

												 	 
													RH-SSO Realm admin user name for creating the Client if it doesn’t exist.
												

												 	 
													${SSO_USERNAME}
												

												 
	 
													SSO_PASSWORD
												

												 	 
													RH-SSO Realm Admin Password used to create the Client.
												

												 	 
													${SSO_PASSWORD}
												

												 
	 
													SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
												

												 	 
													RH-SSO Disable SSL Certificate Validation.
												

												 	 
													${SSO_DISABLE_SSL_CERTIFICATE_VALIDATION}
												

												 
	 
													SSO_PRINCIPAL_ATTRIBUTE
												

												 	 
													RH-SSO Principal Attribute to use as user name.
												

												 	 
													${SSO_PRINCIPAL_ATTRIBUTE}
												

												 
	 
													HOSTNAME_HTTP
												

												 	 
													Custom hostname for http service route. Leave blank for default hostname, e.g.: insecure-<application-name>-rhpamcentrmon-<project>.<default-domain-suffix>
												

												 	 
													${BUSINESS_CENTRAL_HOSTNAME_HTTP}
												

												 
	 
													HOSTNAME_HTTPS
												

												 	 
													Custom hostname for https service route. Leave blank for default hostname, e.g.: <application-name>-rhpamcentrmon-<project>.<default-domain-suffix>
												

												 	 
													${BUSINESS_CENTRAL_HOSTNAME_HTTPS}
												

												 
	 
													AUTH_LDAP_URL
												

												 	 
													LDAP endpoint to connect for authentication. For failover, set two or more LDAP endpoints separated by space.
												

												 	 
													${AUTH_LDAP_URL}
												

												 
	 
													AUTH_LDAP_BIND_DN
												

												 	 
													Bind DN used for authentication.
												

												 	 
													${AUTH_LDAP_BIND_DN}
												

												 
	 
													AUTH_LDAP_BIND_CREDENTIAL
												

												 	 
													LDAP Credentials used for authentication.
												

												 	 
													${AUTH_LDAP_BIND_CREDENTIAL}
												

												 
	 
													AUTH_LDAP_JAAS_SECURITY_DOMAIN
												

												 	 
													The JMX ObjectName of the JaasSecurityDomain used to decrypt the password.
												

												 	 
													${AUTH_LDAP_JAAS_SECURITY_DOMAIN}
												

												 
	 
													AUTH_LDAP_BASE_CTX_DN
												

												 	 
													LDAP Base DN of the top-level context to begin the user search.
												

												 	 
													${AUTH_LDAP_BASE_CTX_DN}
												

												 
	 
													AUTH_LDAP_BASE_FILTER
												

												 	 
													LDAP search filter used to locate the context of the user to authenticate. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. A common example for the search filter is (uid={0}).
												

												 	 
													${AUTH_LDAP_BASE_FILTER}
												

												 
	 
													AUTH_LDAP_SEARCH_SCOPE
												

												 	 
													The search scope to use.
												

												 	 
													${AUTH_LDAP_SEARCH_SCOPE}
												

												 
	 
													AUTH_LDAP_SEARCH_TIME_LIMIT
												

												 	 
													The timeout in milliseconds for user or role searches.
												

												 	 
													${AUTH_LDAP_SEARCH_TIME_LIMIT}
												

												 
	 
													AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
												

												 	 
													The name of the attribute in the user entry that contains the DN of the user. This may be necessary if the DN of the user itself contains special characters, backslash for example, that prevent correct user mapping. If the attribute does not exist, the entry’s DN is used.
												

												 	 
													${AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE}
												

												 
	 
													AUTH_LDAP_PARSE_USERNAME
												

												 	 
													A flag indicating if the DN is to be parsed for the user name. If set to true, the DN is parsed for the user name. If set to false the DN is not parsed for the user name. This option is used together with usernameBeginString and usernameEndString.
												

												 	 
													${AUTH_LDAP_PARSE_USERNAME}
												

												 
	 
													AUTH_LDAP_USERNAME_BEGIN_STRING
												

												 	 
													Defines the String which is to be removed from the start of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
												

												 	 
													${AUTH_LDAP_USERNAME_BEGIN_STRING}
												

												 
	 
													AUTH_LDAP_USERNAME_END_STRING
												

												 	 
													Defines the String which is to be removed from the end of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
												

												 	 
													${AUTH_LDAP_USERNAME_END_STRING}
												

												 
	 
													AUTH_LDAP_ROLE_ATTRIBUTE_ID
												

												 	 
													Name of the attribute containing the user roles.
												

												 	 
													${AUTH_LDAP_ROLE_ATTRIBUTE_ID}
												

												 
	 
													AUTH_LDAP_ROLES_CTX_DN
												

												 	 
													The fixed DN of the context to search for user roles. This is not the DN where the actual roles are, but the DN where the objects containing the user roles are. For example, in a Microsoft Active Directory server, this is the DN where the user account is.
												

												 	 
													${AUTH_LDAP_ROLES_CTX_DN}
												

												 
	 
													AUTH_LDAP_ROLE_FILTER
												

												 	 
													A search filter used to locate the roles associated with the authenticated user. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. The authenticated userDN is substituted into the filter anywhere a {1} is used. An example search filter that matches on the input username is (member={0}). An alternative that matches on the authenticated userDN is (member={1}).
												

												 	 
													${AUTH_LDAP_ROLE_FILTER}
												

												 
	 
													AUTH_LDAP_ROLE_RECURSION
												

												 	 
													The number of levels of recursion the role search will go below a matching context. Disable recursion by setting this to 0.
												

												 	 
													${AUTH_LDAP_ROLE_RECURSION}
												

												 
	 
													AUTH_LDAP_DEFAULT_ROLE
												

												 	 
													A role included for all authenticated users
												

												 	 
													${AUTH_LDAP_DEFAULT_ROLE}
												

												 
	 
													AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
												

												 	 
													Name of the attribute within the roleCtxDN context which contains the role name. If the roleAttributeIsDN property is set to true, this property is used to find the role object’s name attribute.
												

												 	 
													${AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID}
												

												 
	 
													AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
												

												 	 
													A flag indicating if the DN returned by a query contains the roleNameAttributeID. If set to true, the DN is checked for the roleNameAttributeID. If set to false, the DN is not checked for the roleNameAttributeID. This flag can improve the performance of LDAP queries.
												

												 	 
													${AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN}
												

												 
	 
													AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
												

												 	 
													Whether or not the roleAttributeID contains the fully-qualified DN of a role object. If false, the role name is taken from the value of the roleNameAttributeId attribute of the context name. Certain directory schemas, such as Microsoft Active Directory, require this attribute to be set to true.
												

												 	 
													${AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN}
												

												 
	 
													AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
												

												 	 
													If you are not using referrals, you can ignore this option. When using referrals, this option denotes the attribute name which contains users defined for a certain role, for example member, if the role object is inside the referral. Users are checked against the content of this attribute name. If this option is not set, the check will always fail, so role objects cannot be stored in a referral tree.
												

												 	 
													${AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK}
												

												 
	 
													AUTH_ROLE_MAPPER_ROLES_PROPERTIES
												

												 	 
													When present, the RoleMapping Login Module will be configured to use the provided file. This parameter defines the fully-qualified file path and name of a properties file or resource which maps roles to replacement roles. The format is original_role=role1,role2,role3
												

												 	 
													${AUTH_ROLE_MAPPER_ROLES_PROPERTIES}
												

												 
	 
													AUTH_ROLE_MAPPER_REPLACE_ROLE
												

												 	 
													Whether to add to the current roles, or replace the current roles with the mapped ones. Replaces if set to true.
												

												 	 
													${AUTH_ROLE_MAPPER_REPLACE_ROLE}
												

												 
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													WORKBENCH_SERVICE_NAME
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-rhpamcentrmon
												

												 
	 
													KIE_ADMIN_USER
												

												 	 
													Admin user name
												

												 	 
													Set according to the credentials secret
												

												 
	 
													KIE_ADMIN_PWD
												

												 	 
													Admin user password
												

												 	 
													Set according to the credentials secret
												

												 
	 
													KIE_SERVER_MODE
												

												 	 
													The KIE Server mode. Valid values are 'DEVELOPMENT' or 'PRODUCTION'. In production mode, you can not deploy SNAPSHOT versions of artifacts on the KIE server and can not change the version of an artifact in an existing container. (Sets the org.kie.server.mode system property).
												

												 	 
													${KIE_SERVER_MODE}
												

												 
	 
													KIE_MBEANS
												

												 	 
													KIE server mbeans enabled/disabled (Sets the kie.mbeans and kie.scanner.mbeans system properties)
												

												 	 
													${KIE_MBEANS}
												

												 
	 
													DROOLS_SERVER_FILTER_CLASSES
												

												 	 
													KIE server class filtering. (Sets the org.drools.server.filter.classes system property)
												

												 	 
													${DROOLS_SERVER_FILTER_CLASSES}
												

												 
	 
													PROMETHEUS_SERVER_EXT_DISABLED
												

												 	 
													If set to false, the prometheus server extension will be enabled. (Sets the org.kie.prometheus.server.ext.disabled system property)
												

												 	 
													${PROMETHEUS_SERVER_EXT_DISABLED}
												

												 
	 
													KIE_SERVER_BYPASS_AUTH_USER
												

												 	 
													Allows the KIE server to bypass the authenticated user for task-related operations, for example, queries. (Sets the org.kie.server.bypass.auth.user system property)
												

												 	 
													${KIE_SERVER_BYPASS_AUTH_USER}
												

												 
	 
													KIE_SERVER_ID
												

												 	 
													 — 
												

												 	 
													 — 
												

												 
	 
													KIE_SERVER_ROUTE_NAME
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-kieserver
												

												 
	 
													KIE_SERVER_STARTUP_STRATEGY
												

												 	 
													 — 
												

												 	 
													OpenShiftStartupStrategy
												

												 
	 
													MAVEN_MIRROR_URL
												

												 	 
													Maven mirror that the KIE server must use. If you configure a mirror, this mirror must contain all artifacts that are required for deploying your services.
												

												 	 
													${MAVEN_MIRROR_URL}
												

												 
	 
													MAVEN_MIRROR_OF
												

												 	 
													Maven mirror configuration for KIE server.
												

												 	 
													${MAVEN_MIRROR_OF}
												

												 
	 
													MAVEN_REPOS
												

												 	 
													 — 
												

												 	 
													RHPAMCENTR,EXTERNAL
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_ID
												

												 	 
													 — 
												

												 	 
													repo-rhpamcentr
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_SERVICE
												

												 	 
													The Service name for the optional Business Central, where it can be reached, to allow service lookups (for example, maven repo usage), if required.
												

												 	 
													${BUSINESS_CENTRAL_SERVICE}
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_PATH
												

												 	 
													 — 
												

												 	 
													/maven2/
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_USERNAME
												

												 	 
													 — 
												

												 	 
													Set according to the credentials secret
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_PASSWORD
												

												 	 
													 — 
												

												 	 
													Set according to the credentials secret
												

												 
	 
													EXTERNAL_MAVEN_REPO_ID
												

												 	 
													The id to use for the maven repository. If set, it can be excluded from the optionally configured mirror by adding it to MAVEN_MIRROR_OF. For example: external:*,!repo-rhpamcentr,!repo-custom. If MAVEN_MIRROR_URL is set but MAVEN_MIRROR_ID is not set, an id will be generated randomly, but won’t be usable in MAVEN_MIRROR_OF.
												

												 	 
													${MAVEN_REPO_ID}
												

												 
	 
													EXTERNAL_MAVEN_REPO_URL
												

												 	 
													Fully qualified URL to a Maven repository or service.
												

												 	 
													${MAVEN_REPO_URL}
												

												 
	 
													EXTERNAL_MAVEN_REPO_USERNAME
												

												 	 
													User name for accessing the Maven repository, if required.
												

												 	 
													${MAVEN_REPO_USERNAME}
												

												 
	 
													EXTERNAL_MAVEN_REPO_PASSWORD
												

												 	 
													Password to access the Maven repository, if required.
												

												 	 
													${MAVEN_REPO_PASSWORD}
												

												 
	 
													KIE_SERVER_PERSISTENCE_DS
												

												 	 
													KIE server persistence datasource. (Sets the org.kie.server.persistence.ds system property)
												

												 	 
													${KIE_SERVER_PERSISTENCE_DS}
												

												 
	 
													DATASOURCES
												

												 	 
													 — 
												

												 	 
													RHPAM
												

												 
	 
													RHPAM_JNDI
												

												 	 
													KIE server persistence datasource. (Sets the org.kie.server.persistence.ds system property)
												

												 	 
													${KIE_SERVER_PERSISTENCE_DS}
												

												 
	 
													RHPAM_JTA
												

												 	 
													 — 
												

												 	 
													true
												

												 
	 
													RHPAM_DATABASE
												

												 	 
													KIE server PostgreSQL database name.
												

												 	 
													${KIE_SERVER_POSTGRESQL_DB}
												

												 
	 
													RHPAM_DRIVER
												

												 	 
													 — 
												

												 	 
													postgresql
												

												 
	 
													KIE_SERVER_PERSISTENCE_DIALECT
												

												 	 
													KIE server PostgreSQL Hibernate dialect.
												

												 	 
													${KIE_SERVER_POSTGRESQL_DIALECT}
												

												 
	 
													RHPAM_USERNAME
												

												 	 
													KIE server PostgreSQL database user name.
												

												 	 
													${KIE_SERVER_POSTGRESQL_USER}
												

												 
	 
													RHPAM_PASSWORD
												

												 	 
													KIE server PostgreSQL database password.
												

												 	 
													${KIE_SERVER_POSTGRESQL_PWD}
												

												 
	 
													RHPAM_SERVICE_HOST
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-postgresql
												

												 
	 
													RHPAM_SERVICE_PORT
												

												 	 
													 — 
												

												 	 
													5432
												

												 
	 
													TIMER_SERVICE_DATA_STORE_REFRESH_INTERVAL
												

												 	 
													Sets refresh-interval for the EJB timer service database-data-store.
												

												 	 
													${TIMER_SERVICE_DATA_STORE_REFRESH_INTERVAL}
												

												 
	 
													HTTPS_KEYSTORE_DIR
												

												 	 
													 — 
												

												 	 
													/etc/kieserver-secret-volume
												

												 
	 
													HTTPS_KEYSTORE
												

												 	 
													The name of the keystore file within the secret.
												

												 	 
													${KIE_SERVER_HTTPS_KEYSTORE}
												

												 
	 
													HTTPS_NAME
												

												 	 
													The name associated with the server certificate.
												

												 	 
													${KIE_SERVER_HTTPS_NAME}
												

												 
	 
													HTTPS_PASSWORD
												

												 	 
													The password for the keystore and certificate.
												

												 	 
													${KIE_SERVER_HTTPS_PASSWORD}
												

												 
	 
													JGROUPS_PING_PROTOCOL
												

												 	 
													 — 
												

												 	 
													openshift.DNS_PING
												

												 
	 
													OPENSHIFT_DNS_PING_SERVICE_NAME
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-kieserver-ping
												

												 
	 
													OPENSHIFT_DNS_PING_SERVICE_PORT
												

												 	 
													 — 
												

												 	 
													8888
												

												 
	 
													SSO_URL
												

												 	 
													RH-SSO URL.
												

												 	 
													${SSO_URL}
												

												 
	 
													SSO_OPENIDCONNECT_DEPLOYMENTS
												

												 	 
													 — 
												

												 	 
													ROOT.war
												

												 
	 
													SSO_REALM
												

												 	 
													RH-SSO Realm name.
												

												 	 
													${SSO_REALM}
												

												 
	 
													SSO_SECRET
												

												 	 
													KIE Server RH-SSO Client Secret.
												

												 	 
													${KIE_SERVER_SSO_SECRET}
												

												 
	 
													SSO_CLIENT
												

												 	 
													KIE Server RH-SSO Client name.
												

												 	 
													${KIE_SERVER_SSO_CLIENT}
												

												 
	 
													SSO_USERNAME
												

												 	 
													RH-SSO Realm admin user name for creating the Client if it doesn’t exist.
												

												 	 
													${SSO_USERNAME}
												

												 
	 
													SSO_PASSWORD
												

												 	 
													RH-SSO Realm Admin Password used to create the Client.
												

												 	 
													${SSO_PASSWORD}
												

												 
	 
													SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
												

												 	 
													RH-SSO Disable SSL Certificate Validation.
												

												 	 
													${SSO_DISABLE_SSL_CERTIFICATE_VALIDATION}
												

												 
	 
													SSO_PRINCIPAL_ATTRIBUTE
												

												 	 
													RH-SSO Principal Attribute to use as user name.
												

												 	 
													${SSO_PRINCIPAL_ATTRIBUTE}
												

												 
	 
													HOSTNAME_HTTP
												

												 	 
													Custom hostname for http service route. Leave blank for default hostname, e.g.: insecure-<application-name>-kieserver-<project>.<default-domain-suffix>
												

												 	 
													${KIE_SERVER_HOSTNAME_HTTP}
												

												 
	 
													HOSTNAME_HTTPS
												

												 	 
													Custom hostname for https service route. Leave blank for default hostname, e.g.: <application-name>-kieserver-<project>.<default-domain-suffix>
												

												 	 
													${KIE_SERVER_HOSTNAME_HTTPS}
												

												 
	 
													AUTH_LDAP_URL
												

												 	 
													LDAP endpoint to connect for authentication. For failover, set two or more LDAP endpoints separated by space.
												

												 	 
													${AUTH_LDAP_URL}
												

												 
	 
													AUTH_LDAP_BIND_DN
												

												 	 
													Bind DN used for authentication.
												

												 	 
													${AUTH_LDAP_BIND_DN}
												

												 
	 
													AUTH_LDAP_BIND_CREDENTIAL
												

												 	 
													LDAP Credentials used for authentication.
												

												 	 
													${AUTH_LDAP_BIND_CREDENTIAL}
												

												 
	 
													AUTH_LDAP_JAAS_SECURITY_DOMAIN
												

												 	 
													The JMX ObjectName of the JaasSecurityDomain used to decrypt the password.
												

												 	 
													${AUTH_LDAP_JAAS_SECURITY_DOMAIN}
												

												 
	 
													AUTH_LDAP_BASE_CTX_DN
												

												 	 
													LDAP Base DN of the top-level context to begin the user search.
												

												 	 
													${AUTH_LDAP_BASE_CTX_DN}
												

												 
	 
													AUTH_LDAP_BASE_FILTER
												

												 	 
													LDAP search filter used to locate the context of the user to authenticate. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. A common example for the search filter is (uid={0}).
												

												 	 
													${AUTH_LDAP_BASE_FILTER}
												

												 
	 
													AUTH_LDAP_SEARCH_SCOPE
												

												 	 
													The search scope to use.
												

												 	 
													${AUTH_LDAP_SEARCH_SCOPE}
												

												 
	 
													AUTH_LDAP_SEARCH_TIME_LIMIT
												

												 	 
													The timeout in milliseconds for user or role searches.
												

												 	 
													${AUTH_LDAP_SEARCH_TIME_LIMIT}
												

												 
	 
													AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
												

												 	 
													The name of the attribute in the user entry that contains the DN of the user. This may be necessary if the DN of the user itself contains special characters, backslash for example, that prevent correct user mapping. If the attribute does not exist, the entry’s DN is used.
												

												 	 
													${AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE}
												

												 
	 
													AUTH_LDAP_PARSE_USERNAME
												

												 	 
													A flag indicating if the DN is to be parsed for the user name. If set to true, the DN is parsed for the user name. If set to false the DN is not parsed for the user name. This option is used together with usernameBeginString and usernameEndString.
												

												 	 
													${AUTH_LDAP_PARSE_USERNAME}
												

												 
	 
													AUTH_LDAP_USERNAME_BEGIN_STRING
												

												 	 
													Defines the String which is to be removed from the start of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
												

												 	 
													${AUTH_LDAP_USERNAME_BEGIN_STRING}
												

												 
	 
													AUTH_LDAP_USERNAME_END_STRING
												

												 	 
													Defines the String which is to be removed from the end of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
												

												 	 
													${AUTH_LDAP_USERNAME_END_STRING}
												

												 
	 
													AUTH_LDAP_ROLE_ATTRIBUTE_ID
												

												 	 
													Name of the attribute containing the user roles.
												

												 	 
													${AUTH_LDAP_ROLE_ATTRIBUTE_ID}
												

												 
	 
													AUTH_LDAP_ROLES_CTX_DN
												

												 	 
													The fixed DN of the context to search for user roles. This is not the DN where the actual roles are, but the DN where the objects containing the user roles are. For example, in a Microsoft Active Directory server, this is the DN where the user account is.
												

												 	 
													${AUTH_LDAP_ROLES_CTX_DN}
												

												 
	 
													AUTH_LDAP_ROLE_FILTER
												

												 	 
													A search filter used to locate the roles associated with the authenticated user. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. The authenticated userDN is substituted into the filter anywhere a {1} is used. An example search filter that matches on the input username is (member={0}). An alternative that matches on the authenticated userDN is (member={1}).
												

												 	 
													${AUTH_LDAP_ROLE_FILTER}
												

												 
	 
													AUTH_LDAP_ROLE_RECURSION
												

												 	 
													The number of levels of recursion the role search will go below a matching context. Disable recursion by setting this to 0.
												

												 	 
													${AUTH_LDAP_ROLE_RECURSION}
												

												 
	 
													AUTH_LDAP_DEFAULT_ROLE
												

												 	 
													A role included for all authenticated users
												

												 	 
													${AUTH_LDAP_DEFAULT_ROLE}
												

												 
	 
													AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
												

												 	 
													Name of the attribute within the roleCtxDN context which contains the role name. If the roleAttributeIsDN property is set to true, this property is used to find the role object’s name attribute.
												

												 	 
													${AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID}
												

												 
	 
													AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
												

												 	 
													A flag indicating if the DN returned by a query contains the roleNameAttributeID. If set to true, the DN is checked for the roleNameAttributeID. If set to false, the DN is not checked for the roleNameAttributeID. This flag can improve the performance of LDAP queries.
												

												 	 
													${AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN}
												

												 
	 
													AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
												

												 	 
													Whether or not the roleAttributeID contains the fully-qualified DN of a role object. If false, the role name is taken from the value of the roleNameAttributeId attribute of the context name. Certain directory schemas, such as Microsoft Active Directory, require this attribute to be set to true.
												

												 	 
													${AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN}
												

												 
	 
													AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
												

												 	 
													If you are not using referrals, you can ignore this option. When using referrals, this option denotes the attribute name which contains users defined for a certain role, for example member, if the role object is inside the referral. Users are checked against the content of this attribute name. If this option is not set, the check will always fail, so role objects cannot be stored in a referral tree.
												

												 	 
													${AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK}
												

												 
	 
													AUTH_ROLE_MAPPER_ROLES_PROPERTIES
												

												 	 
													When present, the RoleMapping Login Module will be configured to use the provided file. This parameter defines the fully-qualified file path and name of a properties file or resource which maps roles to replacement roles. The format is original_role=role1,role2,role3
												

												 	 
													${AUTH_ROLE_MAPPER_ROLES_PROPERTIES}
												

												 
	 
													AUTH_ROLE_MAPPER_REPLACE_ROLE
												

												 	 
													Whether to add to the current roles, or replace the current roles with the mapped ones. Replaces if set to true.
												

												 	 
													${AUTH_ROLE_MAPPER_REPLACE_ROLE}
												

												 
	 
													${APPLICATION_NAME}-postgresql
												

												 	 
													POSTGRESQL_USER
												

												 	 
													KIE server PostgreSQL database user name.
												

												 	 
													${KIE_SERVER_POSTGRESQL_USER}
												

												 
	 
													POSTGRESQL_PASSWORD
												

												 	 
													KIE server PostgreSQL database password.
												

												 	 
													${KIE_SERVER_POSTGRESQL_PWD}
												

												 
	 
													POSTGRESQL_DATABASE
												

												 	 
													KIE server PostgreSQL database name.
												

												 	 
													${KIE_SERVER_POSTGRESQL_DB}
												

												 
	 
													POSTGRESQL_MAX_PREPARED_TRANSACTIONS
												

												 	 
													Allows the PostgreSQL to handle XA transactions.
												

												 	 
													${POSTGRESQL_MAX_PREPARED_TRANSACTIONS}
												

												 



Volumes



	Deployment	Name	mountPath	Purpose	readOnly
	 
													${APPLICATION_NAME}-rhpamcentrmon
												

												 	 
													businesscentral-keystore-volume
												

												 	 
													/etc/businesscentral-secret-volume
												

												 	 
													ssl certs
												

												 	 
													True
												

												 
	 
													${APPLICATION_NAME}-kieserver
												

												 	 
													kieserver-keystore-volume
												

												 	 
													/etc/kieserver-secret-volume
												

												 	 
													ssl certs
												

												 	 
													True
												

												 
	 
													${APPLICATION_NAME}-postgresql
												

												 	 
													${APPLICATION_NAME}-postgresql-pvol
												

												 	 
													/var/lib/pgsql/data
												

												 	 
													postgresql
												

												 	 
													false
												

												 





External Dependencies



Volume Claims




								A PersistentVolume object is a storage resource in an OpenShift cluster. Storage is provisioned by an administrator by creating PersistentVolume objects from sources such as GCE Persistent Disks, AWS Elastic Block Stores (EBS), and NFS mounts. See the Openshift documentation for more information.
							
	Name	Access Mode
	 
												${APPLICATION_NAME}-postgresql-claim
											

											 	 
												ReadWriteOnce
											

											 
	 
												${APPLICATION_NAME}-rhpamcentr-claim
											

											 	 
												ReadWriteMany
											

											 



Secrets




								This template requires the following secrets to be installed for the application to run.
							

								businesscentral-app-secret kieserver-app-secret
							




rhpam79-prod.yaml template




					Application template for a managed HA production runtime environment, for Red Hat Process Automation Manager 7.9 - Deprecated
				
Parameters




						Templates allow you to define parameters that take on a value. That value is then substituted wherever the parameter is referenced. References can be defined in any text field in the objects list field. See the Openshift documentation for more information.
					
	Variable name	Image Environment Variable	Description	Example value	Required
	 
										APPLICATION_NAME
									

									 	 
										 — 
									

									 	 
										The name for the application.
									

									 	 
										myapp
									

									 	 
										True
									

									 
	 
										MAVEN_MIRROR_URL
									

									 	 
										MAVEN_MIRROR_URL
									

									 	 
										Maven mirror that the KIE server must use. If you configure a mirror, this mirror must contain all artifacts that are required for deploying your services.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										MAVEN_MIRROR_OF
									

									 	 
										MAVEN_MIRROR_OF
									

									 	 
										Maven mirror configuration for KIE server.
									

									 	 
										external:*
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_ID
									

									 	 
										MAVEN_REPO_ID
									

									 	 
										The id to use for the maven repository. If set, it can be excluded from the optionally configured mirror by adding it to MAVEN_MIRROR_OF. For example: external:*,!repo-rhpamcentr,!repo-custom. If MAVEN_MIRROR_URL is set but MAVEN_MIRROR_ID is not set, an id will be generated randomly, but won’t be usable in MAVEN_MIRROR_OF.
									

									 	 
										repo-custom
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_URL
									

									 	 
										MAVEN_REPO_URL
									

									 	 
										Fully qualified URL to a Maven repository or service.
									

									 	 
										http://nexus.nexus-project.svc.cluster.local:8081/nexus/content/groups/public/
									

									 	 
										True
									

									 
	 
										MAVEN_REPO_USERNAME
									

									 	 
										MAVEN_REPO_USERNAME
									

									 	 
										User name for accessing the Maven repository, if required.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										MAVEN_REPO_PASSWORD
									

									 	 
										MAVEN_REPO_PASSWORD
									

									 	 
										Password to access the Maven repository, if required.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_MAVEN_SERVICE
									

									 	 
										RHPAMCENTR_MAVEN_REPO_SERVICE
									

									 	 
										The service name for the optional Business Central, where it can be reached, to allow service lookups (for maven repo usage), if required.
									

									 	 
										myapp-rhpamcentr
									

									 	 
										False
									

									 
	 
										CREDENTIALS_SECRET
									

									 	 
										 — 
									

									 	 
										Secret containing the KIE_ADMIN_USER and KIE_ADMIN_PWD values
									

									 	 
										rhpam-credentials
									

									 	 
										True
									

									 
	 
										IMAGE_STREAM_NAMESPACE
									

									 	 
										 — 
									

									 	 
										Namespace in which the ImageStreams for Red Hat Process Automation Manager images are installed. These ImageStreams are normally installed in the openshift namespace. You need to modify this parameter only if you installed the ImageStream in a different namespace/project. Default is "openshift".
									

									 	 
										openshift
									

									 	 
										True
									

									 
	 
										KIE_SERVER_IMAGE_STREAM_NAME
									

									 	 
										 — 
									

									 	 
										The name of the image stream to use for KIE server. Default is "rhpam-kieserver-rhel8".
									

									 	 
										rhpam-kieserver-rhel8
									

									 	 
										True
									

									 
	 
										IMAGE_STREAM_TAG
									

									 	 
										 — 
									

									 	 
										A named pointer to an image in an image stream. Default is "7.9.0".
									

									 	 
										7.9.0
									

									 	 
										True
									

									 
	 
										SMART_ROUTER_HOSTNAME_HTTP
									

									 	 
										 — 
									

									 	 
										Custom hostname for http service route. Leave blank for default hostname, e.g. <application-name>-smartrouter-<project>.<default-domain-suffix>'
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										SMART_ROUTER_HOSTNAME_HTTPS
									

									 	 
										 — 
									

									 	 
										Custom hostname for https service route. Leave blank for default hostname, e.g. secure-<application-name>-smartrouter-<project>.<default-domain-suffix>'
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_ROUTER_ID
									

									 	 
										KIE_SERVER_ROUTER_ID
									

									 	 
										Router ID used when connecting to the controller. (router property org.kie.server.router.id)
									

									 	 
										kie-server-router
									

									 	 
										True
									

									 
	 
										KIE_SERVER_ROUTER_PROTOCOL
									

									 	 
										KIE_SERVER_ROUTER_PROTOCOL
									

									 	 
										KIE server router protocol. (Used to build the org.kie.server.router.url.external property)
									

									 	 
										http
									

									 	 
										False
									

									 
	 
										KIE_SERVER_ROUTER_URL_EXTERNAL
									

									 	 
										KIE_SERVER_ROUTER_URL_EXTERNAL
									

									 	 
										Public URL where the router can be found. Format http://<host>:<port> (router property org.kie.server.router.url.external)
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_ROUTER_NAME
									

									 	 
										KIE_SERVER_ROUTER_NAME
									

									 	 
										Router name used when connecting to the controller. (router property org.kie.server.router.name)
									

									 	 
										KIE Server Router
									

									 	 
										True
									

									 
	 
										KIE_SERVER_CONTROLLER_TOKEN
									

									 	 
										KIE_SERVER_CONTROLLER_TOKEN
									

									 	 
										KIE server controller token for bearer authentication. (Sets the org.kie.server.controller.token system property)
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_PERSISTENCE_DS
									

									 	 
										KIE_SERVER_PERSISTENCE_DS
									

									 	 
										KIE server persistence datasource. (Sets the org.kie.server.persistence.ds system property)
									

									 	 
										java:/jboss/datasources/rhpam
									

									 	 
										False
									

									 
	 
										POSTGRESQL_IMAGE_STREAM_NAMESPACE
									

									 	 
										 — 
									

									 	 
										Namespace in which the ImageStream for the PostgreSQL image is installed. The ImageStream is already installed in the openshift namespace. You need to modify this parameter only if you installed the ImageStream in a different namespace/project. Default is "openshift".
									

									 	 
										openshift
									

									 	 
										False
									

									 
	 
										POSTGRESQL_IMAGE_STREAM_TAG
									

									 	 
										 — 
									

									 	 
										The PostgreSQL image version, which is intended to correspond to the PostgreSQL version. Default is "10".
									

									 	 
										10
									

									 	 
										False
									

									 
	 
										KIE_SERVER_POSTGRESQL_USER
									

									 	 
										RHPAM_USERNAME
									

									 	 
										KIE server PostgreSQL database user name.
									

									 	 
										rhpam
									

									 	 
										False
									

									 
	 
										KIE_SERVER_POSTGRESQL_PWD
									

									 	 
										RHPAM_PASSWORD
									

									 	 
										KIE server PostgreSQL database password.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER_POSTGRESQL_DB
									

									 	 
										RHPAM_DATABASE
									

									 	 
										KIE server PostgreSQL database name.
									

									 	 
										rhpam7
									

									 	 
										False
									

									 
	 
										POSTGRESQL_MAX_PREPARED_TRANSACTIONS
									

									 	 
										POSTGRESQL_MAX_PREPARED_TRANSACTIONS
									

									 	 
										Allows the PostgreSQL to handle XA transactions.
									

									 	 
										100
									

									 	 
										True
									

									 
	 
										DB_VOLUME_CAPACITY
									

									 	 
										 — 
									

									 	 
										Size of persistent storage for the database volume.
									

									 	 
										1Gi
									

									 	 
										True
									

									 
	 
										KIE_SERVER_POSTGRESQL_DIALECT
									

									 	 
										KIE_SERVER_PERSISTENCE_DIALECT
									

									 	 
										KIE server PostgreSQL Hibernate dialect.
									

									 	 
										org.hibernate.dialect.PostgreSQLDialect
									

									 	 
										True
									

									 
	 
										KIE_SERVER_MODE
									

									 	 
										KIE_SERVER_MODE
									

									 	 
										The KIE Server mode. Valid values are 'DEVELOPMENT' or 'PRODUCTION'. In production mode, you can not deploy SNAPSHOT versions of artifacts on the KIE server and can not change the version of an artifact in an existing container. (Sets the org.kie.server.mode system property).
									

									 	 
										PRODUCTION
									

									 	 
										False
									

									 
	 
										KIE_MBEANS
									

									 	 
										KIE_MBEANS
									

									 	 
										KIE server mbeans enabled/disabled. (Sets the kie.mbeans and kie.scanner.mbeans system properties)
									

									 	 
										enabled
									

									 	 
										False
									

									 
	 
										DROOLS_SERVER_FILTER_CLASSES
									

									 	 
										DROOLS_SERVER_FILTER_CLASSES
									

									 	 
										KIE server class filtering. (Sets the org.drools.server.filter.classes system property)
									

									 	 
										true
									

									 	 
										False
									

									 
	 
										PROMETHEUS_SERVER_EXT_DISABLED
									

									 	 
										PROMETHEUS_SERVER_EXT_DISABLED
									

									 	 
										If set to false, the prometheus server extension will be enabled. (Sets the org.kie.prometheus.server.ext.disabled system property)
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_HOSTNAME_HTTP
									

									 	 
										HOSTNAME_HTTP
									

									 	 
										Custom hostname for http service route. Leave blank for default hostname, e.g.: <application-name>-rhpamcentrmon-<project>.<default-domain-suffix>
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_HOSTNAME_HTTPS
									

									 	 
										HOSTNAME_HTTPS
									

									 	 
										Custom hostname for https service route. Leave blank for default hostname, e.g.: secure-<application-name>-rhpamcentrmon-<project>.<default-domain-suffix>
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER1_HOSTNAME_HTTP
									

									 	 
										HOSTNAME_HTTP
									

									 	 
										Custom hostname for http service route. Leave blank for default hostname, e.g.: <application-name>-kieserver-<project>.<default-domain-suffix>
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER1_HOSTNAME_HTTPS
									

									 	 
										HOSTNAME_HTTPS
									

									 	 
										Custom hostname for https service route. Leave blank for default hostname, e.g.: secure-<application-name>-kieserver-<project>.<default-domain-suffix>
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER1_USE_SECURE_ROUTE_NAME
									

									 	 
										KIE_SERVER_USE_SECURE_ROUTE_NAME
									

									 	 
										If true, the KIE server will use secure-<application-name>-kieserver vs. <application-name>-kieserver as the KIE server route endpoint for Business Central to report. Therefore, Business Central displays the secure link to the user.
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										KIE_SERVER2_HOSTNAME_HTTP
									

									 	 
										HOSTNAME_HTTP
									

									 	 
										Custom hostname for http service route. Leave blank for default hostname, e.g.: <application-name>-kieserver-<project>.<default-domain-suffix>
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER2_HOSTNAME_HTTPS
									

									 	 
										HOSTNAME_HTTPS
									

									 	 
										Custom hostname for https service route. Leave blank for default hostname, e.g.: secure-<application-name>-kieserver-<project>.<default-domain-suffix>
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER2_USE_SECURE_ROUTE_NAME
									

									 	 
										KIE_SERVER_USE_SECURE_ROUTE_NAME
									

									 	 
										If true, will use secure-APPLICATION_NAME-kieserver-2 vs. APPLICATION_NAME-kieserver-2 as the route name.
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_HTTPS_SECRET
									

									 	 
										 — 
									

									 	 
										The name of the secret containing the keystore file for Business Central.
									

									 	 
										businesscentral-app-secret
									

									 	 
										True
									

									 
	 
										BUSINESS_CENTRAL_HTTPS_KEYSTORE
									

									 	 
										HTTPS_KEYSTORE
									

									 	 
										The name of the keystore file within the secret.
									

									 	 
										keystore.jks
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_HTTPS_NAME
									

									 	 
										HTTPS_NAME
									

									 	 
										The name associated with the server certificate.
									

									 	 
										jboss
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_HTTPS_PASSWORD
									

									 	 
										HTTPS_PASSWORD
									

									 	 
										The password for the keystore and certificate.
									

									 	 
										mykeystorepass
									

									 	 
										False
									

									 
	 
										KIE_SERVER_ROUTER_HTTPS_SECRET
									

									 	 
										 — 
									

									 	 
										The name of the secret containing the keystore file for Smart Router.
									

									 	 
										smartrouter-app-secret
									

									 	 
										True
									

									 
	 
										KIE_SERVER_ROUTER_HTTPS_KEYSTORE
									

									 	 
										 — 
									

									 	 
										The name of the keystore file within the secret.
									

									 	 
										keystore.jks
									

									 	 
										False
									

									 
	 
										KIE_SERVER_ROUTER_HTTPS_NAME
									

									 	 
										KIE_SERVER_ROUTER_TLS_KEYSTORE_KEYALIAS
									

									 	 
										The name associated with the server certificate.
									

									 	 
										jboss
									

									 	 
										False
									

									 
	 
										KIE_SERVER_ROUTER_HTTPS_PASSWORD
									

									 	 
										KIE_SERVER_ROUTER_TLS_KEYSTORE_PASSWORD
									

									 	 
										The password for the keystore and certificate.
									

									 	 
										mykeystorepass
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HTTPS_SECRET
									

									 	 
										 — 
									

									 	 
										The name of the secret containing the keystore file for KIE Server.
									

									 	 
										kieserver-app-secret
									

									 	 
										True
									

									 
	 
										KIE_SERVER_HTTPS_KEYSTORE
									

									 	 
										HTTPS_KEYSTORE
									

									 	 
										The name of the keystore file within the secret.
									

									 	 
										keystore.jks
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HTTPS_NAME
									

									 	 
										HTTPS_NAME
									

									 	 
										The name associated with the server certificate.
									

									 	 
										jboss
									

									 	 
										False
									

									 
	 
										KIE_SERVER_HTTPS_PASSWORD
									

									 	 
										HTTPS_PASSWORD
									

									 	 
										The password for the keystore and certificate.
									

									 	 
										mykeystorepass
									

									 	 
										False
									

									 
	 
										KIE_SERVER_BYPASS_AUTH_USER
									

									 	 
										KIE_SERVER_BYPASS_AUTH_USER
									

									 	 
										Allows the KIE server to bypass the authenticated user for task-related operations, for example, queries. (Sets the org.kie.server.bypass.auth.user system property)
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										TIMER_SERVICE_DATA_STORE_REFRESH_INTERVAL
									

									 	 
										TIMER_SERVICE_DATA_STORE_REFRESH_INTERVAL
									

									 	 
										Sets refresh-interval for the EJB timer service database-data-store.
									

									 	 
										30000
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_MEMORY_LIMIT
									

									 	 
										 — 
									

									 	 
										Business Central Monitoring Container memory limit.
									

									 	 
										2Gi
									

									 	 
										False
									

									 
	 
										KIE_SERVER_MEMORY_LIMIT
									

									 	 
										 — 
									

									 	 
										KIE server Container memory limit.
									

									 	 
										1Gi
									

									 	 
										False
									

									 
	 
										SMART_ROUTER_MEMORY_LIMIT
									

									 	 
										 — 
									

									 	 
										Smart Router Container memory limit
									

									 	 
										512Mi
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_MONITORING_CONTAINER_REPLICAS
									

									 	 
										 — 
									

									 	 
										Business Central Monitoring Container Replicas, defines how many Business Central Monitoring containers will be started.
									

									 	 
										3
									

									 	 
										True
									

									 
	 
										SMART_ROUTER_CONTAINER_REPLICAS
									

									 	 
										 — 
									

									 	 
										Smart Router Container Replicas, defines how many smart router containers will be started.
									

									 	 
										2
									

									 	 
										True
									

									 
	 
										KIE_SERVER_CONTAINER_REPLICAS
									

									 	 
										 — 
									

									 	 
										KIE Server Container Replicas, defines how many KIE Server containers will be started.
									

									 	 
										3
									

									 	 
										True
									

									 
	 
										SSO_URL
									

									 	 
										SSO_URL
									

									 	 
										RH-SSO URL.
									

									 	 
										https://rh-sso.example.com/auth
									

									 	 
										False
									

									 
	 
										SSO_REALM
									

									 	 
										SSO_REALM
									

									 	 
										RH-SSO Realm name.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_SSO_CLIENT
									

									 	 
										SSO_CLIENT
									

									 	 
										Business Central Monitoring RH-SSO Client name.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										BUSINESS_CENTRAL_SSO_SECRET
									

									 	 
										SSO_SECRET
									

									 	 
										Business Central Monitoring RH-SSO Client Secret.
									

									 	 
										252793ed-7118-4ca8-8dab-5622fa97d892
									

									 	 
										False
									

									 
	 
										KIE_SERVER1_SSO_CLIENT
									

									 	 
										SSO_CLIENT
									

									 	 
										KIE Server 1 RH-SSO Client name.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER1_SSO_SECRET
									

									 	 
										SSO_SECRET
									

									 	 
										KIE Server 1 RH-SSO Client Secret.
									

									 	 
										252793ed-7118-4ca8-8dab-5622fa97d892
									

									 	 
										False
									

									 
	 
										KIE_SERVER2_SSO_CLIENT
									

									 	 
										SSO_CLIENT
									

									 	 
										KIE Server 2 RH-SSO Client name.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										KIE_SERVER2_SSO_SECRET
									

									 	 
										SSO_SECRET
									

									 	 
										KIE Server 2 RH-SSO Client Secret.
									

									 	 
										252793ed-7118-4ca8-8dab-5622fa97d892
									

									 	 
										False
									

									 
	 
										SSO_USERNAME
									

									 	 
										SSO_USERNAME
									

									 	 
										RH-SSO Realm admin user name for creating the Client if it doesn’t exist.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										SSO_PASSWORD
									

									 	 
										SSO_PASSWORD
									

									 	 
										RH-SSO Realm Admin Password used to create the Client.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
									

									 	 
										SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
									

									 	 
										RH-SSO Disable SSL Certificate Validation.
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										SSO_PRINCIPAL_ATTRIBUTE
									

									 	 
										SSO_PRINCIPAL_ATTRIBUTE
									

									 	 
										RH-SSO Principal Attribute to use as user name.
									

									 	 
										preferred_username
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_URL
									

									 	 
										AUTH_LDAP_URL
									

									 	 
										LDAP endpoint to connect for authentication. For failover, set two or more LDAP endpoints separated by space.
									

									 	 
										ldap://myldap.example.com:389
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BIND_DN
									

									 	 
										AUTH_LDAP_BIND_DN
									

									 	 
										Bind DN used for authentication.
									

									 	 
										uid=admin,ou=users,ou=example,ou=com
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BIND_CREDENTIAL
									

									 	 
										AUTH_LDAP_BIND_CREDENTIAL
									

									 	 
										LDAP Credentials used for authentication.
									

									 	 
										Password
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_JAAS_SECURITY_DOMAIN
									

									 	 
										AUTH_LDAP_JAAS_SECURITY_DOMAIN
									

									 	 
										The JMX ObjectName of the JaasSecurityDomain used to decrypt the password.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BASE_CTX_DN
									

									 	 
										AUTH_LDAP_BASE_CTX_DN
									

									 	 
										LDAP Base DN of the top-level context to begin the user search.
									

									 	 
										ou=users,ou=example,ou=com
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_BASE_FILTER
									

									 	 
										AUTH_LDAP_BASE_FILTER
									

									 	 
										LDAP search filter used to locate the context of the user to authenticate. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. A common example for the search filter is (uid={0}).
									

									 	 
										(uid={0})
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_SEARCH_SCOPE
									

									 	 
										AUTH_LDAP_SEARCH_SCOPE
									

									 	 
										The search scope to use.
									

									 	 
										SUBTREE_SCOPE
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_SEARCH_TIME_LIMIT
									

									 	 
										AUTH_LDAP_SEARCH_TIME_LIMIT
									

									 	 
										The timeout in milliseconds for user or role searches.
									

									 	 
										10000
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
									

									 	 
										AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
									

									 	 
										The name of the attribute in the user entry that contains the DN of the user. This may be necessary if the DN of the user itself contains special characters, backslash for example, that prevent correct user mapping. If the attribute does not exist, the entry’s DN is used.
									

									 	 
										distinguishedName
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_PARSE_USERNAME
									

									 	 
										AUTH_LDAP_PARSE_USERNAME
									

									 	 
										A flag indicating if the DN is to be parsed for the user name. If set to true, the DN is parsed for the user name. If set to false the DN is not parsed for the user name. This option is used together with usernameBeginString and usernameEndString.
									

									 	 
										true
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_USERNAME_BEGIN_STRING
									

									 	 
										AUTH_LDAP_USERNAME_BEGIN_STRING
									

									 	 
										Defines the String which is to be removed from the start of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_USERNAME_END_STRING
									

									 	 
										AUTH_LDAP_USERNAME_END_STRING
									

									 	 
										Defines the String which is to be removed from the end of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_ATTRIBUTE_ID
									

									 	 
										AUTH_LDAP_ROLE_ATTRIBUTE_ID
									

									 	 
										Name of the attribute containing the user roles.
									

									 	 
										memberOf
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLES_CTX_DN
									

									 	 
										AUTH_LDAP_ROLES_CTX_DN
									

									 	 
										The fixed DN of the context to search for user roles. This is not the DN where the actual roles are, but the DN where the objects containing the user roles are. For example, in a Microsoft Active Directory server, this is the DN where the user account is.
									

									 	 
										ou=groups,ou=example,ou=com
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_FILTER
									

									 	 
										AUTH_LDAP_ROLE_FILTER
									

									 	 
										A search filter used to locate the roles associated with the authenticated user. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. The authenticated userDN is substituted into the filter anywhere a {1} is used. An example search filter that matches on the input username is (member={0}). An alternative that matches on the authenticated userDN is (member={1}).
									

									 	 
										(memberOf={1})
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_RECURSION
									

									 	 
										AUTH_LDAP_ROLE_RECURSION
									

									 	 
										The number of levels of recursion the role search will go below a matching context. Disable recursion by setting this to 0.
									

									 	 
										1
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_DEFAULT_ROLE
									

									 	 
										AUTH_LDAP_DEFAULT_ROLE
									

									 	 
										A role included for all authenticated users.
									

									 	 
										user
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
									

									 	 
										AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
									

									 	 
										Name of the attribute within the roleCtxDN context which contains the role name. If the roleAttributeIsDN property is set to true, this property is used to find the role object’s name attribute.
									

									 	 
										name
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
									

									 	 
										AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
									

									 	 
										A flag indicating if the DN returned by a query contains the roleNameAttributeID. If set to true, the DN is checked for the roleNameAttributeID. If set to false, the DN is not checked for the roleNameAttributeID. This flag can improve the performance of LDAP queries.
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
									

									 	 
										AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
									

									 	 
										Whether or not the roleAttributeID contains the fully-qualified DN of a role object. If false, the role name is taken from the value of the roleNameAttributeId attribute of the context name. Certain directory schemas, such as Microsoft Active Directory, require this attribute to be set to true.
									

									 	 
										false
									

									 	 
										False
									

									 
	 
										AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
									

									 	 
										AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
									

									 	 
										If you are not using referrals, you can ignore this option. When using referrals, this option denotes the attribute name which contains users defined for a certain role, for example member, if the role object is inside the referral. Users are checked against the content of this attribute name. If this option is not set, the check will always fail, so role objects cannot be stored in a referral tree.
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_ROLE_MAPPER_ROLES_PROPERTIES
									

									 	 
										AUTH_ROLE_MAPPER_ROLES_PROPERTIES
									

									 	 
										When present, the RoleMapping Login Module will be configured to use the provided file. This parameter defines the fully-qualified file path and name of a properties file or resource which maps roles to replacement roles. The format is original_role=role1,role2,role3
									

									 	 
										 — 
									

									 	 
										False
									

									 
	 
										AUTH_ROLE_MAPPER_REPLACE_ROLE
									

									 	 
										AUTH_ROLE_MAPPER_REPLACE_ROLE
									

									 	 
										Whether to add to the current roles, or replace the current roles with the mapped ones. Replaces if set to true.
									

									 	 
										 — 
									

									 	 
										False
									

									 



Objects




						The CLI supports various object types. A list of these object types as well as their abbreviations can be found in the Openshift documentation.
					
Services




							A service is an abstraction which defines a logical set of pods and a policy by which to access them. See the container-engine documentation for more information.
						
	Service	Port	Name	Description
	 
											${APPLICATION_NAME}-rhpamcentrmon
										

										 	 
											8080
										

										 	 
											http
										

										 	 
											All the Business Central Monitoring web server’s ports.
										

										 
	 
											8443
										

										 	 
											https
										

										 
	 
											${APPLICATION_NAME}-rhpamcentrmon-ping
										

										 	 
											8888
										

										 	 
											ping
										

										 	 
											The JGroups ping port for clustering.
										

										 
	 
											${APPLICATION_NAME}-smartrouter
										

										 	 
											9000
										

										 	 
											http
										

										 	 
											The smart router server http and https ports.
										

										 
	 
											9443
										

										 	 
											https
										

										 
	 
											${APPLICATION_NAME}-kieserver-1
										

										 	 
											8080
										

										 	 
											http
										

										 	 
											All the KIE server web server’s ports. (First KIE server)
										

										 
	 
											8443
										

										 	 
											https
										

										 
	 
											${APPLICATION_NAME}-kieserver-1-ping
										

										 	 
											8888
										

										 	 
											ping
										

										 	 
											The JGroups ping port for clustering.
										

										 
	 
											${APPLICATION_NAME}-kieserver-2
										

										 	 
											8080
										

										 	 
											http
										

										 	 
											All the KIE server web server’s ports. (Second KIE server)
										

										 
	 
											8443
										

										 	 
											https
										

										 
	 
											${APPLICATION_NAME}-kieserver-2-ping
										

										 	 
											8888
										

										 	 
											ping
										

										 	 
											The JGroups ping port for clustering.
										

										 
	 
											${APPLICATION_NAME}-postgresql-1
										

										 	 
											5432
										

										 	 
											 — 
										

										 	 
											The first database server’s port.
										

										 
	 
											${APPLICATION_NAME}-postgresql-2
										

										 	 
											5432
										

										 	 
											 — 
										

										 	 
											The second database server’s port.
										

										 



Routes




							A route is a way to expose a service by giving it an externally reachable hostname such as www.example.com. A defined route and the endpoints identified by its service can be consumed by a router to provide named connectivity from external clients to your applications. Each route consists of a route name, service selector, and (optionally) security configuration. See the Openshift documentation for more information.
						
	Service	Security	Hostname
	 
											${APPLICATION_NAME}-rhpamcentrmon-http
										

										 	 
											none
										

										 	 
											${BUSINESS_CENTRAL_HOSTNAME_HTTP}
										

										 
	 
											${APPLICATION_NAME}-rhpamcentrmon-https
										

										 	 
											TLS passthrough
										

										 	 
											${BUSINESS_CENTRAL_HOSTNAME_HTTPS}
										

										 
	 
											${APPLICATION_NAME}-kieserver-1-http
										

										 	 
											none
										

										 	 
											${KIE_SERVER1_HOSTNAME_HTTP}
										

										 
	 
											${APPLICATION_NAME}-kieserver-1-https
										

										 	 
											TLS passthrough
										

										 	 
											${KIE_SERVER1_HOSTNAME_HTTPS}
										

										 
	 
											${APPLICATION_NAME}-kieserver-2-http
										

										 	 
											none
										

										 	 
											${KIE_SERVER2_HOSTNAME_HTTP}
										

										 
	 
											${APPLICATION_NAME}-kieserver-2-https
										

										 	 
											TLS passthrough
										

										 	 
											${KIE_SERVER2_HOSTNAME_HTTPS}
										

										 
	 
											${APPLICATION_NAME}-smartrouter-http
										

										 	 
											none
										

										 	 
											${SMART_ROUTER_HOSTNAME_HTTP}
										

										 
	 
											${APPLICATION_NAME}-smartrouter-https
										

										 	 
											TLS passthrough
										

										 	 
											${SMART_ROUTER_HOSTNAME_HTTPS}
										

										 



Deployment Configurations




							A deployment in OpenShift is a replication controller based on a user-defined template called a deployment configuration. Deployments are created manually or in response to triggered events. See the Openshift documentation for more information.
						
Triggers




								A trigger drives the creation of new deployments in response to events, both inside and outside OpenShift. See the Openshift documentation for more information.
							
	Deployment	Triggers
	 
												${APPLICATION_NAME}-rhpamcentrmon
											

											 	 
												ImageChange
											

											 
	 
												${APPLICATION_NAME}-smartrouter
											

											 	 
												ImageChange
											

											 
	 
												${APPLICATION_NAME}-kieserver-1
											

											 	 
												ImageChange
											

											 
	 
												${APPLICATION_NAME}-postgresql-1
											

											 	 
												ImageChange
											

											 
	 
												${APPLICATION_NAME}-kieserver-2
											

											 	 
												ImageChange
											

											 
	 
												${APPLICATION_NAME}-postgresql-2
											

											 	 
												ImageChange
											

											 



Replicas




								A replication controller ensures that a specified number of pod "replicas" are running at any one time. If there are too many, the replication controller kills some pods. If there are too few, it starts more. See the container-engine documentation for more information.
							
	Deployment	Replicas
	 
												${APPLICATION_NAME}-rhpamcentrmon
											

											 	 
												3
											

											 
	 
												${APPLICATION_NAME}-smartrouter
											

											 	 
												2
											

											 
	 
												${APPLICATION_NAME}-kieserver-1
											

											 	 
												3
											

											 
	 
												${APPLICATION_NAME}-postgresql-1
											

											 	 
												1
											

											 
	 
												${APPLICATION_NAME}-kieserver-2
											

											 	 
												3
											

											 
	 
												${APPLICATION_NAME}-postgresql-2
											

											 	 
												1
											

											 



Pod Template



Service Accounts




									Service accounts are API objects that exist within each project. They can be created or deleted like any other API object. See the Openshift documentation for more information.
								
	Deployment	Service Account
	 
													${APPLICATION_NAME}-smartrouter
												

												 	 
													${APPLICATION_NAME}-smartrouter
												

												 
	 
													${APPLICATION_NAME}-kieserver-1
												

												 	 
													${APPLICATION_NAME}-kieserver
												

												 
	 
													${APPLICATION_NAME}-kieserver-2
												

												 	 
													${APPLICATION_NAME}-kieserver
												

												 



Image



	Deployment	Image
	 
													${APPLICATION_NAME}-rhpamcentrmon
												

												 	 
													rhpam-businesscentral-monitoring-rhel8
												

												 
	 
													${APPLICATION_NAME}-smartrouter
												

												 	 
													rhpam-smartrouter-rhel8
												

												 
	 
													${APPLICATION_NAME}-kieserver-1
												

												 	 
													${KIE_SERVER_IMAGE_STREAM_NAME}
												

												 
	 
													${APPLICATION_NAME}-postgresql-1
												

												 	 
													postgresql
												

												 
	 
													${APPLICATION_NAME}-kieserver-2
												

												 	 
													${KIE_SERVER_IMAGE_STREAM_NAME}
												

												 
	 
													${APPLICATION_NAME}-postgresql-2
												

												 	 
													postgresql
												

												 



Readiness Probe



${APPLICATION_NAME}-rhpamcentrmon

										

Http Get on http://localhost:8080/rest/ready


									
${APPLICATION_NAME}-kieserver-1

										

Http Get on http://localhost:8080/services/rest/server/readycheck


									
${APPLICATION_NAME}-postgresql-1

										

/usr/libexec/check-container


									
${APPLICATION_NAME}-kieserver-2

										

Http Get on http://localhost:8080/services/rest/server/readycheck


									
${APPLICATION_NAME}-postgresql-2

										

/usr/libexec/check-container


									

Liveness Probe



${APPLICATION_NAME}-rhpamcentrmon

										

Http Get on http://localhost:8080/rest/healthy


									
${APPLICATION_NAME}-kieserver-1

										

Http Get on http://localhost:8080/services/rest/server/healthcheck


									
${APPLICATION_NAME}-postgresql-1

										

/usr/libexec/check-container --live


									
${APPLICATION_NAME}-kieserver-2

										

Http Get on http://localhost:8080/services/rest/server/healthcheck


									
${APPLICATION_NAME}-postgresql-2

										

/usr/libexec/check-container --live


									

Exposed Ports



	Deployments	Name	Port	Protocol
	 
													${APPLICATION_NAME}-rhpamcentrmon
												

												 	 
													jolokia
												

												 	 
													8778
												

												 	 
													TCP
												

												 
	 
													http
												

												 	 
													8080
												

												 	 
													TCP
												

												 
	 
													https
												

												 	 
													8443
												

												 	 
													TCP
												

												 
	 
													ping
												

												 	 
													8888
												

												 	 
													TCP
												

												 
	 
													${APPLICATION_NAME}-smartrouter
												

												 	 
													http
												

												 	 
													9000
												

												 	 
													TCP
												

												 
	 
													${APPLICATION_NAME}-kieserver-1
												

												 	 
													jolokia
												

												 	 
													8778
												

												 	 
													TCP
												

												 
	 
													http
												

												 	 
													8080
												

												 	 
													TCP
												

												 
	 
													https
												

												 	 
													8443
												

												 	 
													TCP
												

												 
	 
													ping
												

												 	 
													8888
												

												 	 
													TCP
												

												 
	 
													${APPLICATION_NAME}-postgresql-1
												

												 	 
													 — 
												

												 	 
													5432
												

												 	 
													TCP
												

												 
	 
													${APPLICATION_NAME}-kieserver-2
												

												 	 
													jolokia
												

												 	 
													8778
												

												 	 
													TCP
												

												 
	 
													http
												

												 	 
													8080
												

												 	 
													TCP
												

												 
	 
													https
												

												 	 
													8443
												

												 	 
													TCP
												

												 
	 
													ping
												

												 	 
													8888
												

												 	 
													TCP
												

												 
	 
													${APPLICATION_NAME}-postgresql-2
												

												 	 
													 — 
												

												 	 
													5432
												

												 	 
													TCP
												

												 



Image Environment Variables



	Deployment	Variable name	Description	Example value
	 
													${APPLICATION_NAME}-rhpamcentrmon
												

												 	 
													APPLICATION_USERS_PROPERTIES
												

												 	 
													 — 
												

												 	 
													/opt/kie/data/configuration/application-users.properties
												

												 
	 
													APPLICATION_ROLES_PROPERTIES
												

												 	 
													 — 
												

												 	 
													/opt/kie/data/configuration/application-roles.properties
												

												 
	 
													KIE_ADMIN_USER
												

												 	 
													Admin user name
												

												 	 
													Set according to the credentials secret
												

												 
	 
													KIE_ADMIN_PWD
												

												 	 
													Admin user password
												

												 	 
													Set according to the credentials secret
												

												 
	 
													MAVEN_MIRROR_URL
												

												 	 
													Maven mirror that the KIE server must use. If you configure a mirror, this mirror must contain all artifacts that are required for deploying your services.
												

												 	 
													${MAVEN_MIRROR_URL}
												

												 
	 
													MAVEN_REPO_ID
												

												 	 
													The id to use for the maven repository. If set, it can be excluded from the optionally configured mirror by adding it to MAVEN_MIRROR_OF. For example: external:*,!repo-rhpamcentr,!repo-custom. If MAVEN_MIRROR_URL is set but MAVEN_MIRROR_ID is not set, an id will be generated randomly, but won’t be usable in MAVEN_MIRROR_OF.
												

												 	 
													${MAVEN_REPO_ID}
												

												 
	 
													MAVEN_REPO_URL
												

												 	 
													Fully qualified URL to a Maven repository or service.
												

												 	 
													${MAVEN_REPO_URL}
												

												 
	 
													MAVEN_REPO_USERNAME
												

												 	 
													User name for accessing the Maven repository, if required.
												

												 	 
													${MAVEN_REPO_USERNAME}
												

												 
	 
													MAVEN_REPO_PASSWORD
												

												 	 
													Password to access the Maven repository, if required.
												

												 	 
													${MAVEN_REPO_PASSWORD}
												

												 
	 
													KIE_SERVER_CONTROLLER_TOKEN
												

												 	 
													KIE server controller token for bearer authentication. (Sets the org.kie.server.controller.token system property)
												

												 	 
													${KIE_SERVER_CONTROLLER_TOKEN}
												

												 
	 
													HTTPS_KEYSTORE_DIR
												

												 	 
													 — 
												

												 	 
													/etc/businesscentral-secret-volume
												

												 
	 
													HTTPS_KEYSTORE
												

												 	 
													The name of the keystore file within the secret.
												

												 	 
													${BUSINESS_CENTRAL_HTTPS_KEYSTORE}
												

												 
	 
													HTTPS_NAME
												

												 	 
													The name associated with the server certificate.
												

												 	 
													${BUSINESS_CENTRAL_HTTPS_NAME}
												

												 
	 
													HTTPS_PASSWORD
												

												 	 
													The password for the keystore and certificate.
												

												 	 
													${BUSINESS_CENTRAL_HTTPS_PASSWORD}
												

												 
	 
													JGROUPS_PING_PROTOCOL
												

												 	 
													 — 
												

												 	 
													openshift.DNS_PING
												

												 
	 
													OPENSHIFT_DNS_PING_SERVICE_NAME
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-rhpamcentrmon-ping
												

												 
	 
													OPENSHIFT_DNS_PING_SERVICE_PORT
												

												 	 
													 — 
												

												 	 
													8888
												

												 
	 
													SSO_URL
												

												 	 
													RH-SSO URL.
												

												 	 
													${SSO_URL}
												

												 
	 
													SSO_OPENIDCONNECT_DEPLOYMENTS
												

												 	 
													 — 
												

												 	 
													ROOT.war
												

												 
	 
													SSO_REALM
												

												 	 
													RH-SSO Realm name.
												

												 	 
													${SSO_REALM}
												

												 
	 
													SSO_SECRET
												

												 	 
													Business Central Monitoring RH-SSO Client Secret.
												

												 	 
													${BUSINESS_CENTRAL_SSO_SECRET}
												

												 
	 
													SSO_CLIENT
												

												 	 
													Business Central Monitoring RH-SSO Client name.
												

												 	 
													${BUSINESS_CENTRAL_SSO_CLIENT}
												

												 
	 
													SSO_USERNAME
												

												 	 
													RH-SSO Realm admin user name for creating the Client if it doesn’t exist.
												

												 	 
													${SSO_USERNAME}
												

												 
	 
													SSO_PASSWORD
												

												 	 
													RH-SSO Realm Admin Password used to create the Client.
												

												 	 
													${SSO_PASSWORD}
												

												 
	 
													SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
												

												 	 
													RH-SSO Disable SSL Certificate Validation.
												

												 	 
													${SSO_DISABLE_SSL_CERTIFICATE_VALIDATION}
												

												 
	 
													SSO_PRINCIPAL_ATTRIBUTE
												

												 	 
													RH-SSO Principal Attribute to use as user name.
												

												 	 
													${SSO_PRINCIPAL_ATTRIBUTE}
												

												 
	 
													HOSTNAME_HTTP
												

												 	 
													Custom hostname for http service route. Leave blank for default hostname, e.g.: <application-name>-rhpamcentrmon-<project>.<default-domain-suffix>
												

												 	 
													${BUSINESS_CENTRAL_HOSTNAME_HTTP}
												

												 
	 
													HOSTNAME_HTTPS
												

												 	 
													Custom hostname for https service route. Leave blank for default hostname, e.g.: secure-<application-name>-rhpamcentrmon-<project>.<default-domain-suffix>
												

												 	 
													${BUSINESS_CENTRAL_HOSTNAME_HTTPS}
												

												 
	 
													AUTH_LDAP_URL
												

												 	 
													LDAP endpoint to connect for authentication. For failover, set two or more LDAP endpoints separated by space.
												

												 	 
													${AUTH_LDAP_URL}
												

												 
	 
													AUTH_LDAP_BIND_DN
												

												 	 
													Bind DN used for authentication.
												

												 	 
													${AUTH_LDAP_BIND_DN}
												

												 
	 
													AUTH_LDAP_BIND_CREDENTIAL
												

												 	 
													LDAP Credentials used for authentication.
												

												 	 
													${AUTH_LDAP_BIND_CREDENTIAL}
												

												 
	 
													AUTH_LDAP_JAAS_SECURITY_DOMAIN
												

												 	 
													The JMX ObjectName of the JaasSecurityDomain used to decrypt the password.
												

												 	 
													${AUTH_LDAP_JAAS_SECURITY_DOMAIN}
												

												 
	 
													AUTH_LDAP_BASE_CTX_DN
												

												 	 
													LDAP Base DN of the top-level context to begin the user search.
												

												 	 
													${AUTH_LDAP_BASE_CTX_DN}
												

												 
	 
													AUTH_LDAP_BASE_FILTER
												

												 	 
													LDAP search filter used to locate the context of the user to authenticate. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. A common example for the search filter is (uid={0}).
												

												 	 
													${AUTH_LDAP_BASE_FILTER}
												

												 
	 
													AUTH_LDAP_SEARCH_SCOPE
												

												 	 
													The search scope to use.
												

												 	 
													${AUTH_LDAP_SEARCH_SCOPE}
												

												 
	 
													AUTH_LDAP_SEARCH_TIME_LIMIT
												

												 	 
													The timeout in milliseconds for user or role searches.
												

												 	 
													${AUTH_LDAP_SEARCH_TIME_LIMIT}
												

												 
	 
													AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
												

												 	 
													The name of the attribute in the user entry that contains the DN of the user. This may be necessary if the DN of the user itself contains special characters, backslash for example, that prevent correct user mapping. If the attribute does not exist, the entry’s DN is used.
												

												 	 
													${AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE}
												

												 
	 
													AUTH_LDAP_PARSE_USERNAME
												

												 	 
													A flag indicating if the DN is to be parsed for the user name. If set to true, the DN is parsed for the user name. If set to false the DN is not parsed for the user name. This option is used together with usernameBeginString and usernameEndString.
												

												 	 
													${AUTH_LDAP_PARSE_USERNAME}
												

												 
	 
													AUTH_LDAP_USERNAME_BEGIN_STRING
												

												 	 
													Defines the String which is to be removed from the start of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
												

												 	 
													${AUTH_LDAP_USERNAME_BEGIN_STRING}
												

												 
	 
													AUTH_LDAP_USERNAME_END_STRING
												

												 	 
													Defines the String which is to be removed from the end of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
												

												 	 
													${AUTH_LDAP_USERNAME_END_STRING}
												

												 
	 
													AUTH_LDAP_ROLE_ATTRIBUTE_ID
												

												 	 
													Name of the attribute containing the user roles.
												

												 	 
													${AUTH_LDAP_ROLE_ATTRIBUTE_ID}
												

												 
	 
													AUTH_LDAP_ROLES_CTX_DN
												

												 	 
													The fixed DN of the context to search for user roles. This is not the DN where the actual roles are, but the DN where the objects containing the user roles are. For example, in a Microsoft Active Directory server, this is the DN where the user account is.
												

												 	 
													${AUTH_LDAP_ROLES_CTX_DN}
												

												 
	 
													AUTH_LDAP_ROLE_FILTER
												

												 	 
													A search filter used to locate the roles associated with the authenticated user. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. The authenticated userDN is substituted into the filter anywhere a {1} is used. An example search filter that matches on the input username is (member={0}). An alternative that matches on the authenticated userDN is (member={1}).
												

												 	 
													${AUTH_LDAP_ROLE_FILTER}
												

												 
	 
													AUTH_LDAP_ROLE_RECURSION
												

												 	 
													The number of levels of recursion the role search will go below a matching context. Disable recursion by setting this to 0.
												

												 	 
													${AUTH_LDAP_ROLE_RECURSION}
												

												 
	 
													AUTH_LDAP_DEFAULT_ROLE
												

												 	 
													A role included for all authenticated users.
												

												 	 
													${AUTH_LDAP_DEFAULT_ROLE}
												

												 
	 
													AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
												

												 	 
													Name of the attribute within the roleCtxDN context which contains the role name. If the roleAttributeIsDN property is set to true, this property is used to find the role object’s name attribute.
												

												 	 
													${AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID}
												

												 
	 
													AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
												

												 	 
													A flag indicating if the DN returned by a query contains the roleNameAttributeID. If set to true, the DN is checked for the roleNameAttributeID. If set to false, the DN is not checked for the roleNameAttributeID. This flag can improve the performance of LDAP queries.
												

												 	 
													${AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN}
												

												 
	 
													AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
												

												 	 
													Whether or not the roleAttributeID contains the fully-qualified DN of a role object. If false, the role name is taken from the value of the roleNameAttributeId attribute of the context name. Certain directory schemas, such as Microsoft Active Directory, require this attribute to be set to true.
												

												 	 
													${AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN}
												

												 
	 
													AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
												

												 	 
													If you are not using referrals, you can ignore this option. When using referrals, this option denotes the attribute name which contains users defined for a certain role, for example member, if the role object is inside the referral. Users are checked against the content of this attribute name. If this option is not set, the check will always fail, so role objects cannot be stored in a referral tree.
												

												 	 
													${AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK}
												

												 
	 
													AUTH_ROLE_MAPPER_ROLES_PROPERTIES
												

												 	 
													When present, the RoleMapping Login Module will be configured to use the provided file. This parameter defines the fully-qualified file path and name of a properties file or resource which maps roles to replacement roles. The format is original_role=role1,role2,role3
												

												 	 
													${AUTH_ROLE_MAPPER_ROLES_PROPERTIES}
												

												 
	 
													AUTH_ROLE_MAPPER_REPLACE_ROLE
												

												 	 
													Whether to add to the current roles, or replace the current roles with the mapped ones. Replaces if set to true.
												

												 	 
													${AUTH_ROLE_MAPPER_REPLACE_ROLE}
												

												 
	 
													${APPLICATION_NAME}-smartrouter
												

												 	 
													KIE_ADMIN_USER
												

												 	 
													Admin user name
												

												 	 
													Set according to the credentials secret
												

												 
	 
													KIE_ADMIN_PWD
												

												 	 
													Admin user password
												

												 	 
													Set according to the credentials secret
												

												 
	 
													KIE_SERVER_ROUTER_HOST
												

												 	 
													 — 
												

												 	 
													 — 
												

												 
	 
													KIE_SERVER_ROUTER_PORT
												

												 	 
													 — 
												

												 	 
													9000
												

												 
	 
													KIE_SERVER_ROUTER_PORT_TLS
												

												 	 
													 — 
												

												 	 
													9443
												

												 
	 
													KIE_SERVER_ROUTER_URL_EXTERNAL
												

												 	 
													Public URL where the router can be found. Format http://<host>:<port> (router property org.kie.server.router.url.external)
												

												 	 
													${KIE_SERVER_ROUTER_URL_EXTERNAL}
												

												 
	 
													KIE_SERVER_ROUTER_ID
												

												 	 
													Router ID used when connecting to the controller. (router property org.kie.server.router.id)
												

												 	 
													${KIE_SERVER_ROUTER_ID}
												

												 
	 
													KIE_SERVER_ROUTER_NAME
												

												 	 
													Router name used when connecting to the controller. (router property org.kie.server.router.name)
												

												 	 
													${KIE_SERVER_ROUTER_NAME}
												

												 
	 
													KIE_SERVER_ROUTER_ROUTE_NAME
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-smartrouter
												

												 
	 
													KIE_SERVER_ROUTER_SERVICE
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-smartrouter
												

												 
	 
													KIE_SERVER_ROUTER_PROTOCOL
												

												 	 
													KIE server router protocol. (Used to build the org.kie.server.router.url.external property)
												

												 	 
													${KIE_SERVER_ROUTER_PROTOCOL}
												

												 
	 
													KIE_SERVER_ROUTER_TLS_KEYSTORE_KEYALIAS
												

												 	 
													The name associated with the server certificate.
												

												 	 
													${KIE_SERVER_ROUTER_HTTPS_NAME}
												

												 
	 
													KIE_SERVER_ROUTER_TLS_KEYSTORE_PASSWORD
												

												 	 
													The password for the keystore and certificate.
												

												 	 
													${KIE_SERVER_ROUTER_HTTPS_PASSWORD}
												

												 
	 
													KIE_SERVER_ROUTER_TLS_KEYSTORE
												

												 	 
													 — 
												

												 	 
													/etc/smartrouter-secret-volume/${KIE_SERVER_ROUTER_HTTPS_KEYSTORE}
												

												 
	 
													KIE_SERVER_CONTROLLER_TOKEN
												

												 	 
													KIE server controller token for bearer authentication. (Sets the org.kie.server.controller.token system property)
												

												 	 
													${KIE_SERVER_CONTROLLER_TOKEN}
												

												 
	 
													KIE_SERVER_CONTROLLER_SERVICE
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-rhpamcentrmon
												

												 
	 
													KIE_SERVER_CONTROLLER_PROTOCOL
												

												 	 
													 — 
												

												 	 
													http
												

												 
	 
													KIE_SERVER_ROUTER_REPO
												

												 	 
													 — 
												

												 	 
													/opt/rhpam-smartrouter/data
												

												 
	 
													KIE_SERVER_ROUTER_CONFIG_WATCHER_ENABLED
												

												 	 
													 — 
												

												 	 
													true
												

												 
	 
													${APPLICATION_NAME}-kieserver-1
												

												 	 
													KIE_ADMIN_USER
												

												 	 
													Admin user name
												

												 	 
													Set according to the credentials secret
												

												 
	 
													KIE_ADMIN_PWD
												

												 	 
													Admin user password
												

												 	 
													Set according to the credentials secret
												

												 
	 
													KIE_SERVER_MODE
												

												 	 
													The KIE Server mode. Valid values are 'DEVELOPMENT' or 'PRODUCTION'. In production mode, you can not deploy SNAPSHOT versions of artifacts on the KIE server and can not change the version of an artifact in an existing container. (Sets the org.kie.server.mode system property).
												

												 	 
													${KIE_SERVER_MODE}
												

												 
	 
													KIE_MBEANS
												

												 	 
													KIE server mbeans enabled/disabled. (Sets the kie.mbeans and kie.scanner.mbeans system properties)
												

												 	 
													${KIE_MBEANS}
												

												 
	 
													DROOLS_SERVER_FILTER_CLASSES
												

												 	 
													KIE server class filtering. (Sets the org.drools.server.filter.classes system property)
												

												 	 
													${DROOLS_SERVER_FILTER_CLASSES}
												

												 
	 
													PROMETHEUS_SERVER_EXT_DISABLED
												

												 	 
													If set to false, the prometheus server extension will be enabled. (Sets the org.kie.prometheus.server.ext.disabled system property)
												

												 	 
													${PROMETHEUS_SERVER_EXT_DISABLED}
												

												 
	 
													KIE_SERVER_BYPASS_AUTH_USER
												

												 	 
													Allows the KIE server to bypass the authenticated user for task-related operations, for example, queries. (Sets the org.kie.server.bypass.auth.user system property)
												

												 	 
													${KIE_SERVER_BYPASS_AUTH_USER}
												

												 
	 
													KIE_SERVER_CONTROLLER_TOKEN
												

												 	 
													KIE server controller token for bearer authentication. (Sets the org.kie.server.controller.token system property)
												

												 	 
													${KIE_SERVER_CONTROLLER_TOKEN}
												

												 
	 
													KIE_SERVER_CONTROLLER_SERVICE
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-rhpamcentrmon
												

												 
	 
													KIE_SERVER_CONTROLLER_PROTOCOL
												

												 	 
													 — 
												

												 	 
													ws
												

												 
	 
													KIE_SERVER_ID
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-kieserver-1
												

												 
	 
													KIE_SERVER_ROUTE_NAME
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-kieserver-1
												

												 
	 
													KIE_SERVER_USE_SECURE_ROUTE_NAME
												

												 	 
													If true, the KIE server will use secure-<application-name>-kieserver vs. <application-name>-kieserver as the KIE server route endpoint for Business Central to report. Therefore, Business Central displays the secure link to the user.
												

												 	 
													${KIE_SERVER1_USE_SECURE_ROUTE_NAME}
												

												 
	 
													KIE_SERVER_CONTAINER_DEPLOYMENT
												

												 	 
													 — 
												

												 	 
	 
													MAVEN_MIRROR_URL
												

												 	 
													Maven mirror that the KIE server must use. If you configure a mirror, this mirror must contain all artifacts that are required for deploying your services.
												

												 	 
													${MAVEN_MIRROR_URL}
												

												 
	 
													MAVEN_MIRROR_OF
												

												 	 
													Maven mirror configuration for KIE server.
												

												 	 
													${MAVEN_MIRROR_OF}
												

												 
	 
													MAVEN_REPOS
												

												 	 
													 — 
												

												 	 
													RHPAMCENTR,EXTERNAL
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_ID
												

												 	 
													 — 
												

												 	 
													repo-rhpamcentr
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_SERVICE
												

												 	 
													The service name for the optional Business Central, where it can be reached, to allow service lookups (for maven repo usage), if required.
												

												 	 
													${BUSINESS_CENTRAL_MAVEN_SERVICE}
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_PATH
												

												 	 
													 — 
												

												 	 
													/maven2/
												

												 
	 
													EXTERNAL_MAVEN_REPO_ID
												

												 	 
													The id to use for the maven repository. If set, it can be excluded from the optionally configured mirror by adding it to MAVEN_MIRROR_OF. For example: external:*,!repo-rhpamcentr,!repo-custom. If MAVEN_MIRROR_URL is set but MAVEN_MIRROR_ID is not set, an id will be generated randomly, but won’t be usable in MAVEN_MIRROR_OF.
												

												 	 
													${MAVEN_REPO_ID}
												

												 
	 
													EXTERNAL_MAVEN_REPO_URL
												

												 	 
													Fully qualified URL to a Maven repository or service.
												

												 	 
													${MAVEN_REPO_URL}
												

												 
	 
													EXTERNAL_MAVEN_REPO_USERNAME
												

												 	 
													User name for accessing the Maven repository, if required.
												

												 	 
													${MAVEN_REPO_USERNAME}
												

												 
	 
													EXTERNAL_MAVEN_REPO_PASSWORD
												

												 	 
													Password to access the Maven repository, if required.
												

												 	 
													${MAVEN_REPO_PASSWORD}
												

												 
	 
													KIE_SERVER_ROUTER_SERVICE
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-smartrouter
												

												 
	 
													KIE_SERVER_ROUTER_PORT
												

												 	 
													 — 
												

												 	 
													9000
												

												 
	 
													KIE_SERVER_ROUTER_PROTOCOL
												

												 	 
													KIE server router protocol. (Used to build the org.kie.server.router.url.external property)
												

												 	 
													${KIE_SERVER_ROUTER_PROTOCOL}
												

												 
	 
													KIE_SERVER_PERSISTENCE_DS
												

												 	 
													KIE server persistence datasource. (Sets the org.kie.server.persistence.ds system property)
												

												 	 
													${KIE_SERVER_PERSISTENCE_DS}
												

												 
	 
													DATASOURCES
												

												 	 
													 — 
												

												 	 
													RHPAM
												

												 
	 
													RHPAM_JNDI
												

												 	 
													KIE server persistence datasource. (Sets the org.kie.server.persistence.ds system property)
												

												 	 
													${KIE_SERVER_PERSISTENCE_DS}
												

												 
	 
													RHPAM_JTA
												

												 	 
													 — 
												

												 	 
													true
												

												 
	 
													RHPAM_DATABASE
												

												 	 
													KIE server PostgreSQL database name.
												

												 	 
													${KIE_SERVER_POSTGRESQL_DB}
												

												 
	 
													RHPAM_DRIVER
												

												 	 
													 — 
												

												 	 
													postgresql
												

												 
	 
													KIE_SERVER_PERSISTENCE_DIALECT
												

												 	 
													KIE server PostgreSQL Hibernate dialect.
												

												 	 
													${KIE_SERVER_POSTGRESQL_DIALECT}
												

												 
	 
													RHPAM_USERNAME
												

												 	 
													KIE server PostgreSQL database user name.
												

												 	 
													${KIE_SERVER_POSTGRESQL_USER}
												

												 
	 
													RHPAM_PASSWORD
												

												 	 
													KIE server PostgreSQL database password.
												

												 	 
													${KIE_SERVER_POSTGRESQL_PWD}
												

												 
	 
													RHPAM_SERVICE_HOST
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-postgresql-1
												

												 
	 
													RHPAM_SERVICE_PORT
												

												 	 
													 — 
												

												 	 
													5432
												

												 
	 
													TIMER_SERVICE_DATA_STORE
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-postgresql-1
												

												 
	 
													TIMER_SERVICE_DATA_STORE_REFRESH_INTERVAL
												

												 	 
													Sets refresh-interval for the EJB timer service database-data-store.
												

												 	 
													${TIMER_SERVICE_DATA_STORE_REFRESH_INTERVAL}
												

												 
	 
													HTTPS_KEYSTORE_DIR
												

												 	 
													 — 
												

												 	 
													/etc/kieserver-secret-volume
												

												 
	 
													HTTPS_KEYSTORE
												

												 	 
													The name of the keystore file within the secret.
												

												 	 
													${KIE_SERVER_HTTPS_KEYSTORE}
												

												 
	 
													HTTPS_NAME
												

												 	 
													The name associated with the server certificate.
												

												 	 
													${KIE_SERVER_HTTPS_NAME}
												

												 
	 
													HTTPS_PASSWORD
												

												 	 
													The password for the keystore and certificate.
												

												 	 
													${KIE_SERVER_HTTPS_PASSWORD}
												

												 
	 
													JGROUPS_PING_PROTOCOL
												

												 	 
													 — 
												

												 	 
													openshift.DNS_PING
												

												 
	 
													OPENSHIFT_DNS_PING_SERVICE_NAME
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-kieserver-1-ping
												

												 
	 
													OPENSHIFT_DNS_PING_SERVICE_PORT
												

												 	 
													 — 
												

												 	 
													8888
												

												 
	 
													SSO_URL
												

												 	 
													RH-SSO URL.
												

												 	 
													${SSO_URL}
												

												 
	 
													SSO_OPENIDCONNECT_DEPLOYMENTS
												

												 	 
													 — 
												

												 	 
													ROOT.war
												

												 
	 
													SSO_REALM
												

												 	 
													RH-SSO Realm name.
												

												 	 
													${SSO_REALM}
												

												 
	 
													SSO_SECRET
												

												 	 
													KIE Server 1 RH-SSO Client Secret.
												

												 	 
													${KIE_SERVER1_SSO_SECRET}
												

												 
	 
													SSO_CLIENT
												

												 	 
													KIE Server 1 RH-SSO Client name.
												

												 	 
													${KIE_SERVER1_SSO_CLIENT}
												

												 
	 
													SSO_USERNAME
												

												 	 
													RH-SSO Realm admin user name for creating the Client if it doesn’t exist.
												

												 	 
													${SSO_USERNAME}
												

												 
	 
													SSO_PASSWORD
												

												 	 
													RH-SSO Realm Admin Password used to create the Client.
												

												 	 
													${SSO_PASSWORD}
												

												 
	 
													SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
												

												 	 
													RH-SSO Disable SSL Certificate Validation.
												

												 	 
													${SSO_DISABLE_SSL_CERTIFICATE_VALIDATION}
												

												 
	 
													SSO_PRINCIPAL_ATTRIBUTE
												

												 	 
													RH-SSO Principal Attribute to use as user name.
												

												 	 
													${SSO_PRINCIPAL_ATTRIBUTE}
												

												 
	 
													HOSTNAME_HTTP
												

												 	 
													Custom hostname for http service route. Leave blank for default hostname, e.g.: <application-name>-kieserver-<project>.<default-domain-suffix>
												

												 	 
													${KIE_SERVER1_HOSTNAME_HTTP}
												

												 
	 
													HOSTNAME_HTTPS
												

												 	 
													Custom hostname for https service route. Leave blank for default hostname, e.g.: secure-<application-name>-kieserver-<project>.<default-domain-suffix>
												

												 	 
													${KIE_SERVER1_HOSTNAME_HTTPS}
												

												 
	 
													AUTH_LDAP_URL
												

												 	 
													LDAP endpoint to connect for authentication. For failover, set two or more LDAP endpoints separated by space.
												

												 	 
													${AUTH_LDAP_URL}
												

												 
	 
													AUTH_LDAP_BIND_DN
												

												 	 
													Bind DN used for authentication.
												

												 	 
													${AUTH_LDAP_BIND_DN}
												

												 
	 
													AUTH_LDAP_BIND_CREDENTIAL
												

												 	 
													LDAP Credentials used for authentication.
												

												 	 
													${AUTH_LDAP_BIND_CREDENTIAL}
												

												 
	 
													AUTH_LDAP_JAAS_SECURITY_DOMAIN
												

												 	 
													The JMX ObjectName of the JaasSecurityDomain used to decrypt the password.
												

												 	 
													${AUTH_LDAP_JAAS_SECURITY_DOMAIN}
												

												 
	 
													AUTH_LDAP_BASE_CTX_DN
												

												 	 
													LDAP Base DN of the top-level context to begin the user search.
												

												 	 
													${AUTH_LDAP_BASE_CTX_DN}
												

												 
	 
													AUTH_LDAP_BASE_FILTER
												

												 	 
													LDAP search filter used to locate the context of the user to authenticate. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. A common example for the search filter is (uid={0}).
												

												 	 
													${AUTH_LDAP_BASE_FILTER}
												

												 
	 
													AUTH_LDAP_SEARCH_SCOPE
												

												 	 
													The search scope to use.
												

												 	 
													${AUTH_LDAP_SEARCH_SCOPE}
												

												 
	 
													AUTH_LDAP_SEARCH_TIME_LIMIT
												

												 	 
													The timeout in milliseconds for user or role searches.
												

												 	 
													${AUTH_LDAP_SEARCH_TIME_LIMIT}
												

												 
	 
													AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
												

												 	 
													The name of the attribute in the user entry that contains the DN of the user. This may be necessary if the DN of the user itself contains special characters, backslash for example, that prevent correct user mapping. If the attribute does not exist, the entry’s DN is used.
												

												 	 
													${AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE}
												

												 
	 
													AUTH_LDAP_PARSE_USERNAME
												

												 	 
													A flag indicating if the DN is to be parsed for the user name. If set to true, the DN is parsed for the user name. If set to false the DN is not parsed for the user name. This option is used together with usernameBeginString and usernameEndString.
												

												 	 
													${AUTH_LDAP_PARSE_USERNAME}
												

												 
	 
													AUTH_LDAP_USERNAME_BEGIN_STRING
												

												 	 
													Defines the String which is to be removed from the start of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
												

												 	 
													${AUTH_LDAP_USERNAME_BEGIN_STRING}
												

												 
	 
													AUTH_LDAP_USERNAME_END_STRING
												

												 	 
													Defines the String which is to be removed from the end of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
												

												 	 
													${AUTH_LDAP_USERNAME_END_STRING}
												

												 
	 
													AUTH_LDAP_ROLE_ATTRIBUTE_ID
												

												 	 
													Name of the attribute containing the user roles.
												

												 	 
													${AUTH_LDAP_ROLE_ATTRIBUTE_ID}
												

												 
	 
													AUTH_LDAP_ROLES_CTX_DN
												

												 	 
													The fixed DN of the context to search for user roles. This is not the DN where the actual roles are, but the DN where the objects containing the user roles are. For example, in a Microsoft Active Directory server, this is the DN where the user account is.
												

												 	 
													${AUTH_LDAP_ROLES_CTX_DN}
												

												 
	 
													AUTH_LDAP_ROLE_FILTER
												

												 	 
													A search filter used to locate the roles associated with the authenticated user. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. The authenticated userDN is substituted into the filter anywhere a {1} is used. An example search filter that matches on the input username is (member={0}). An alternative that matches on the authenticated userDN is (member={1}).
												

												 	 
													${AUTH_LDAP_ROLE_FILTER}
												

												 
	 
													AUTH_LDAP_ROLE_RECURSION
												

												 	 
													The number of levels of recursion the role search will go below a matching context. Disable recursion by setting this to 0.
												

												 	 
													${AUTH_LDAP_ROLE_RECURSION}
												

												 
	 
													AUTH_LDAP_DEFAULT_ROLE
												

												 	 
													A role included for all authenticated users.
												

												 	 
													${AUTH_LDAP_DEFAULT_ROLE}
												

												 
	 
													AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
												

												 	 
													Name of the attribute within the roleCtxDN context which contains the role name. If the roleAttributeIsDN property is set to true, this property is used to find the role object’s name attribute.
												

												 	 
													${AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID}
												

												 
	 
													AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
												

												 	 
													A flag indicating if the DN returned by a query contains the roleNameAttributeID. If set to true, the DN is checked for the roleNameAttributeID. If set to false, the DN is not checked for the roleNameAttributeID. This flag can improve the performance of LDAP queries.
												

												 	 
													${AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN}
												

												 
	 
													AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
												

												 	 
													Whether or not the roleAttributeID contains the fully-qualified DN of a role object. If false, the role name is taken from the value of the roleNameAttributeId attribute of the context name. Certain directory schemas, such as Microsoft Active Directory, require this attribute to be set to true.
												

												 	 
													${AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN}
												

												 
	 
													AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
												

												 	 
													If you are not using referrals, you can ignore this option. When using referrals, this option denotes the attribute name which contains users defined for a certain role, for example member, if the role object is inside the referral. Users are checked against the content of this attribute name. If this option is not set, the check will always fail, so role objects cannot be stored in a referral tree.
												

												 	 
													${AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK}
												

												 
	 
													AUTH_ROLE_MAPPER_ROLES_PROPERTIES
												

												 	 
													When present, the RoleMapping Login Module will be configured to use the provided file. This parameter defines the fully-qualified file path and name of a properties file or resource which maps roles to replacement roles. The format is original_role=role1,role2,role3
												

												 	 
													${AUTH_ROLE_MAPPER_ROLES_PROPERTIES}
												

												 
	 
													AUTH_ROLE_MAPPER_REPLACE_ROLE
												

												 	 
													Whether to add to the current roles, or replace the current roles with the mapped ones. Replaces if set to true.
												

												 	 
													${AUTH_ROLE_MAPPER_REPLACE_ROLE}
												

												 
	 
													${APPLICATION_NAME}-postgresql-1
												

												 	 
													POSTGRESQL_USER
												

												 	 
													KIE server PostgreSQL database user name.
												

												 	 
													${KIE_SERVER_POSTGRESQL_USER}
												

												 
	 
													POSTGRESQL_PASSWORD
												

												 	 
													KIE server PostgreSQL database password.
												

												 	 
													${KIE_SERVER_POSTGRESQL_PWD}
												

												 
	 
													POSTGRESQL_DATABASE
												

												 	 
													KIE server PostgreSQL database name.
												

												 	 
													${KIE_SERVER_POSTGRESQL_DB}
												

												 
	 
													POSTGRESQL_MAX_PREPARED_TRANSACTIONS
												

												 	 
													Allows the PostgreSQL to handle XA transactions.
												

												 	 
													${POSTGRESQL_MAX_PREPARED_TRANSACTIONS}
												

												 
	 
													${APPLICATION_NAME}-kieserver-2
												

												 	 
													KIE_ADMIN_USER
												

												 	 
													Admin user name
												

												 	 
													Set according to the credentials secret
												

												 
	 
													KIE_ADMIN_PWD
												

												 	 
													Admin user password
												

												 	 
													Set according to the credentials secret
												

												 
	 
													KIE_SERVER_MODE
												

												 	 
													The KIE Server mode. Valid values are 'DEVELOPMENT' or 'PRODUCTION'. In production mode, you can not deploy SNAPSHOT versions of artifacts on the KIE server and can not change the version of an artifact in an existing container. (Sets the org.kie.server.mode system property).
												

												 	 
													${KIE_SERVER_MODE}
												

												 
	 
													KIE_MBEANS
												

												 	 
													KIE server mbeans enabled/disabled. (Sets the kie.mbeans and kie.scanner.mbeans system properties)
												

												 	 
													${KIE_MBEANS}
												

												 
	 
													DROOLS_SERVER_FILTER_CLASSES
												

												 	 
													KIE server class filtering. (Sets the org.drools.server.filter.classes system property)
												

												 	 
													${DROOLS_SERVER_FILTER_CLASSES}
												

												 
	 
													PROMETHEUS_SERVER_EXT_DISABLED
												

												 	 
													If set to false, the prometheus server extension will be enabled. (Sets the org.kie.prometheus.server.ext.disabled system property)
												

												 	 
													${PROMETHEUS_SERVER_EXT_DISABLED}
												

												 
	 
													KIE_SERVER_BYPASS_AUTH_USER
												

												 	 
													Allows the KIE server to bypass the authenticated user for task-related operations, for example, queries. (Sets the org.kie.server.bypass.auth.user system property)
												

												 	 
													${KIE_SERVER_BYPASS_AUTH_USER}
												

												 
	 
													KIE_SERVER_CONTROLLER_TOKEN
												

												 	 
													KIE server controller token for bearer authentication. (Sets the org.kie.server.controller.token system property)
												

												 	 
													${KIE_SERVER_CONTROLLER_TOKEN}
												

												 
	 
													KIE_SERVER_CONTROLLER_SERVICE
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-rhpamcentrmon
												

												 
	 
													KIE_SERVER_CONTROLLER_PROTOCOL
												

												 	 
													 — 
												

												 	 
													ws
												

												 
	 
													KIE_SERVER_ID
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-kieserver-2
												

												 
	 
													KIE_SERVER_ROUTE_NAME
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-kieserver-2
												

												 
	 
													KIE_SERVER_USE_SECURE_ROUTE_NAME
												

												 	 
													If true, will use secure-APPLICATION_NAME-kieserver-2 vs. APPLICATION_NAME-kieserver-2 as the route name.
												

												 	 
													${KIE_SERVER2_USE_SECURE_ROUTE_NAME}
												

												 
	 
													KIE_SERVER_CONTAINER_DEPLOYMENT
												

												 	 
													 — 
												

												 	 
	 
													MAVEN_MIRROR_URL
												

												 	 
													Maven mirror that the KIE server must use. If you configure a mirror, this mirror must contain all artifacts that are required for deploying your services.
												

												 	 
													${MAVEN_MIRROR_URL}
												

												 
	 
													MAVEN_MIRROR_OF
												

												 	 
													Maven mirror configuration for KIE server.
												

												 	 
													${MAVEN_MIRROR_OF}
												

												 
	 
													MAVEN_REPOS
												

												 	 
													 — 
												

												 	 
													RHPAMCENTR,EXTERNAL
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_ID
												

												 	 
													 — 
												

												 	 
													repo-rhpamcentr
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_SERVICE
												

												 	 
													The service name for the optional Business Central, where it can be reached, to allow service lookups (for maven repo usage), if required.
												

												 	 
													${BUSINESS_CENTRAL_MAVEN_SERVICE}
												

												 
	 
													RHPAMCENTR_MAVEN_REPO_PATH
												

												 	 
													 — 
												

												 	 
													/maven2/
												

												 
	 
													EXTERNAL_MAVEN_REPO_ID
												

												 	 
													The id to use for the maven repository. If set, it can be excluded from the optionally configured mirror by adding it to MAVEN_MIRROR_OF. For example: external:*,!repo-rhpamcentr,!repo-custom. If MAVEN_MIRROR_URL is set but MAVEN_MIRROR_ID is not set, an id will be generated randomly, but won’t be usable in MAVEN_MIRROR_OF.
												

												 	 
													${MAVEN_REPO_ID}
												

												 
	 
													EXTERNAL_MAVEN_REPO_URL
												

												 	 
													Fully qualified URL to a Maven repository or service.
												

												 	 
													${MAVEN_REPO_URL}
												

												 
	 
													EXTERNAL_MAVEN_REPO_USERNAME
												

												 	 
													User name for accessing the Maven repository, if required.
												

												 	 
													${MAVEN_REPO_USERNAME}
												

												 
	 
													EXTERNAL_MAVEN_REPO_PASSWORD
												

												 	 
													Password to access the Maven repository, if required.
												

												 	 
													${MAVEN_REPO_PASSWORD}
												

												 
	 
													KIE_SERVER_ROUTER_SERVICE
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-smartrouter
												

												 
	 
													KIE_SERVER_ROUTER_PORT
												

												 	 
													 — 
												

												 	 
													9000
												

												 
	 
													KIE_SERVER_ROUTER_PROTOCOL
												

												 	 
													KIE server router protocol. (Used to build the org.kie.server.router.url.external property)
												

												 	 
													${KIE_SERVER_ROUTER_PROTOCOL}
												

												 
	 
													KIE_SERVER_PERSISTENCE_DS
												

												 	 
													KIE server persistence datasource. (Sets the org.kie.server.persistence.ds system property)
												

												 	 
													${KIE_SERVER_PERSISTENCE_DS}
												

												 
	 
													DATASOURCES
												

												 	 
													 — 
												

												 	 
													RHPAM
												

												 
	 
													RHPAM_JNDI
												

												 	 
													KIE server persistence datasource. (Sets the org.kie.server.persistence.ds system property)
												

												 	 
													${KIE_SERVER_PERSISTENCE_DS}
												

												 
	 
													RHPAM_JTA
												

												 	 
													 — 
												

												 	 
													true
												

												 
	 
													RHPAM_DATABASE
												

												 	 
													KIE server PostgreSQL database name.
												

												 	 
													${KIE_SERVER_POSTGRESQL_DB}
												

												 
	 
													RHPAM_DRIVER
												

												 	 
													 — 
												

												 	 
													postgresql
												

												 
	 
													KIE_SERVER_PERSISTENCE_DIALECT
												

												 	 
													KIE server PostgreSQL Hibernate dialect.
												

												 	 
													${KIE_SERVER_POSTGRESQL_DIALECT}
												

												 
	 
													RHPAM_USERNAME
												

												 	 
													KIE server PostgreSQL database user name.
												

												 	 
													${KIE_SERVER_POSTGRESQL_USER}
												

												 
	 
													RHPAM_PASSWORD
												

												 	 
													KIE server PostgreSQL database password.
												

												 	 
													${KIE_SERVER_POSTGRESQL_PWD}
												

												 
	 
													RHPAM_SERVICE_HOST
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-postgresql-2
												

												 
	 
													RHPAM_SERVICE_PORT
												

												 	 
													 — 
												

												 	 
													5432
												

												 
	 
													TIMER_SERVICE_DATA_STORE
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-postgresql-2
												

												 
	 
													TIMER_SERVICE_DATA_STORE_REFRESH_INTERVAL
												

												 	 
													Sets refresh-interval for the EJB timer service database-data-store.
												

												 	 
													${TIMER_SERVICE_DATA_STORE_REFRESH_INTERVAL}
												

												 
	 
													HTTPS_KEYSTORE_DIR
												

												 	 
													 — 
												

												 	 
													/etc/kieserver-secret-volume
												

												 
	 
													HTTPS_KEYSTORE
												

												 	 
													The name of the keystore file within the secret.
												

												 	 
													${KIE_SERVER_HTTPS_KEYSTORE}
												

												 
	 
													HTTPS_NAME
												

												 	 
													The name associated with the server certificate.
												

												 	 
													${KIE_SERVER_HTTPS_NAME}
												

												 
	 
													HTTPS_PASSWORD
												

												 	 
													The password for the keystore and certificate.
												

												 	 
													${KIE_SERVER_HTTPS_PASSWORD}
												

												 
	 
													JGROUPS_PING_PROTOCOL
												

												 	 
													 — 
												

												 	 
													openshift.DNS_PING
												

												 
	 
													OPENSHIFT_DNS_PING_SERVICE_NAME
												

												 	 
													 — 
												

												 	 
													${APPLICATION_NAME}-kieserver-2-ping
												

												 
	 
													OPENSHIFT_DNS_PING_SERVICE_PORT
												

												 	 
													 — 
												

												 	 
													8888
												

												 
	 
													SSO_URL
												

												 	 
													RH-SSO URL.
												

												 	 
													${SSO_URL}
												

												 
	 
													SSO_OPENIDCONNECT_DEPLOYMENTS
												

												 	 
													 — 
												

												 	 
													ROOT.war
												

												 
	 
													SSO_REALM
												

												 	 
													RH-SSO Realm name.
												

												 	 
													${SSO_REALM}
												

												 
	 
													SSO_SECRET
												

												 	 
													KIE Server 2 RH-SSO Client Secret.
												

												 	 
													${KIE_SERVER2_SSO_SECRET}
												

												 
	 
													SSO_CLIENT
												

												 	 
													KIE Server 2 RH-SSO Client name.
												

												 	 
													${KIE_SERVER2_SSO_CLIENT}
												

												 
	 
													SSO_USERNAME
												

												 	 
													RH-SSO Realm admin user name for creating the Client if it doesn’t exist.
												

												 	 
													${SSO_USERNAME}
												

												 
	 
													SSO_PASSWORD
												

												 	 
													RH-SSO Realm Admin Password used to create the Client.
												

												 	 
													${SSO_PASSWORD}
												

												 
	 
													SSO_DISABLE_SSL_CERTIFICATE_VALIDATION
												

												 	 
													RH-SSO Disable SSL Certificate Validation.
												

												 	 
													${SSO_DISABLE_SSL_CERTIFICATE_VALIDATION}
												

												 
	 
													SSO_PRINCIPAL_ATTRIBUTE
												

												 	 
													RH-SSO Principal Attribute to use as user name.
												

												 	 
													${SSO_PRINCIPAL_ATTRIBUTE}
												

												 
	 
													HOSTNAME_HTTP
												

												 	 
													Custom hostname for http service route. Leave blank for default hostname, e.g.: <application-name>-kieserver-<project>.<default-domain-suffix>
												

												 	 
													${KIE_SERVER2_HOSTNAME_HTTP}
												

												 
	 
													HOSTNAME_HTTPS
												

												 	 
													Custom hostname for https service route. Leave blank for default hostname, e.g.: secure-<application-name>-kieserver-<project>.<default-domain-suffix>
												

												 	 
													${KIE_SERVER2_HOSTNAME_HTTPS}
												

												 
	 
													AUTH_LDAP_URL
												

												 	 
													LDAP endpoint to connect for authentication. For failover, set two or more LDAP endpoints separated by space.
												

												 	 
													${AUTH_LDAP_URL}
												

												 
	 
													AUTH_LDAP_BIND_DN
												

												 	 
													Bind DN used for authentication.
												

												 	 
													${AUTH_LDAP_BIND_DN}
												

												 
	 
													AUTH_LDAP_BIND_CREDENTIAL
												

												 	 
													LDAP Credentials used for authentication.
												

												 	 
													${AUTH_LDAP_BIND_CREDENTIAL}
												

												 
	 
													AUTH_LDAP_JAAS_SECURITY_DOMAIN
												

												 	 
													The JMX ObjectName of the JaasSecurityDomain used to decrypt the password.
												

												 	 
													${AUTH_LDAP_JAAS_SECURITY_DOMAIN}
												

												 
	 
													AUTH_LDAP_BASE_CTX_DN
												

												 	 
													LDAP Base DN of the top-level context to begin the user search.
												

												 	 
													${AUTH_LDAP_BASE_CTX_DN}
												

												 
	 
													AUTH_LDAP_BASE_FILTER
												

												 	 
													LDAP search filter used to locate the context of the user to authenticate. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. A common example for the search filter is (uid={0}).
												

												 	 
													${AUTH_LDAP_BASE_FILTER}
												

												 
	 
													AUTH_LDAP_SEARCH_SCOPE
												

												 	 
													The search scope to use.
												

												 	 
													${AUTH_LDAP_SEARCH_SCOPE}
												

												 
	 
													AUTH_LDAP_SEARCH_TIME_LIMIT
												

												 	 
													The timeout in milliseconds for user or role searches.
												

												 	 
													${AUTH_LDAP_SEARCH_TIME_LIMIT}
												

												 
	 
													AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE
												

												 	 
													The name of the attribute in the user entry that contains the DN of the user. This may be necessary if the DN of the user itself contains special characters, backslash for example, that prevent correct user mapping. If the attribute does not exist, the entry’s DN is used.
												

												 	 
													${AUTH_LDAP_DISTINGUISHED_NAME_ATTRIBUTE}
												

												 
	 
													AUTH_LDAP_PARSE_USERNAME
												

												 	 
													A flag indicating if the DN is to be parsed for the user name. If set to true, the DN is parsed for the user name. If set to false the DN is not parsed for the user name. This option is used together with usernameBeginString and usernameEndString.
												

												 	 
													${AUTH_LDAP_PARSE_USERNAME}
												

												 
	 
													AUTH_LDAP_USERNAME_BEGIN_STRING
												

												 	 
													Defines the String which is to be removed from the start of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
												

												 	 
													${AUTH_LDAP_USERNAME_BEGIN_STRING}
												

												 
	 
													AUTH_LDAP_USERNAME_END_STRING
												

												 	 
													Defines the String which is to be removed from the end of the DN to reveal the user name. This option is used together with usernameEndString and only taken into account if parseUsername is set to true.
												

												 	 
													${AUTH_LDAP_USERNAME_END_STRING}
												

												 
	 
													AUTH_LDAP_ROLE_ATTRIBUTE_ID
												

												 	 
													Name of the attribute containing the user roles.
												

												 	 
													${AUTH_LDAP_ROLE_ATTRIBUTE_ID}
												

												 
	 
													AUTH_LDAP_ROLES_CTX_DN
												

												 	 
													The fixed DN of the context to search for user roles. This is not the DN where the actual roles are, but the DN where the objects containing the user roles are. For example, in a Microsoft Active Directory server, this is the DN where the user account is.
												

												 	 
													${AUTH_LDAP_ROLES_CTX_DN}
												

												 
	 
													AUTH_LDAP_ROLE_FILTER
												

												 	 
													A search filter used to locate the roles associated with the authenticated user. The input username or userDN obtained from the login module callback is substituted into the filter anywhere a {0} expression is used. The authenticated userDN is substituted into the filter anywhere a {1} is used. An example search filter that matches on the input username is (member={0}). An alternative that matches on the authenticated userDN is (member={1}).
												

												 	 
													${AUTH_LDAP_ROLE_FILTER}
												

												 
	 
													AUTH_LDAP_ROLE_RECURSION
												

												 	 
													The number of levels of recursion the role search will go below a matching context. Disable recursion by setting this to 0.
												

												 	 
													${AUTH_LDAP_ROLE_RECURSION}
												

												 
	 
													AUTH_LDAP_DEFAULT_ROLE
												

												 	 
													A role included for all authenticated users.
												

												 	 
													${AUTH_LDAP_DEFAULT_ROLE}
												

												 
	 
													AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID
												

												 	 
													Name of the attribute within the roleCtxDN context which contains the role name. If the roleAttributeIsDN property is set to true, this property is used to find the role object’s name attribute.
												

												 	 
													${AUTH_LDAP_ROLE_NAME_ATTRIBUTE_ID}
												

												 
	 
													AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN
												

												 	 
													A flag indicating if the DN returned by a query contains the roleNameAttributeID. If set to true, the DN is checked for the roleNameAttributeID. If set to false, the DN is not checked for the roleNameAttributeID. This flag can improve the performance of LDAP queries.
												

												 	 
													${AUTH_LDAP_PARSE_ROLE_NAME_FROM_DN}
												

												 
	 
													AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN
												

												 	 
													Whether or not the roleAttributeID contains the fully-qualified DN of a role object. If false, the role name is taken from the value of the roleNameAttributeId attribute of the context name. Certain directory schemas, such as Microsoft Active Directory, require this attribute to be set to true.
												

												 	 
													${AUTH_LDAP_ROLE_ATTRIBUTE_IS_DN}
												

												 
	 
													AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK
												

												 	 
													If you are not using referrals, you can ignore this option. When using referrals, this option denotes the attribute name which contains users defined for a certain role, for example member, if the role object is inside the referral. Users are checked against the content of this attribute name. If this option is not set, the check will always fail, so role objects cannot be stored in a referral tree.
												

												 	 
													${AUTH_LDAP_REFERRAL_USER_ATTRIBUTE_ID_TO_CHECK}
												

												 
	 
													AUTH_ROLE_MAPPER_ROLES_PROPERTIES
												

												 	 
													When present, the RoleMapping Login Module will be configured to use the provided file. This parameter defines the fully-qualified file path and name of a properties file or resource which maps roles to replacement roles. The format is original_role=role1,role2,role3
												

												 	 
													${AUTH_ROLE_MAPPER_ROLES_PROPERTIES}
												

												 
	 
													AUTH_ROLE_MAPPER_REPLACE_ROLE
												

												 	 
													Whether to add to the current roles, or replace the current roles with the mapped ones. Replaces if set to true.
												

												 	 
													${AUTH_ROLE_MAPPER_REPLACE_ROLE}
												

												 
	 
													${APPLICATION_NAME}-postgresql-2
												

												 	 
													POSTGRESQL_USER
												

												 	 
													KIE server PostgreSQL database user name.
												

												 	 
													${KIE_SERVER_POSTGRESQL_USER}
												

												 
	 
													POSTGRESQL_PASSWORD
												

												 	 
													KIE server PostgreSQL database password.
												

												 	 
													${KIE_SERVER_POSTGRESQL_PWD}
												

												 
	 
													POSTGRESQL_DATABASE
												

												 	 
													KIE server PostgreSQL database name.
												

												 	 
													${KIE_SERVER_POSTGRESQL_DB}
												

												 
	 
													POSTGRESQL_MAX_PREPARED_TRANSACTIONS
												

												 	 
													Allows the PostgreSQL to handle XA transactions.
												

												 	 
													${POSTGRESQL_MAX_PREPARED_TRANSACTIONS}
												

												 



Volumes



	Deployment	Name	mountPath	Purpose	readOnly
	 
													${APPLICATION_NAME}-rhpamcentrmon
												

												 	 
													businesscentral-keystore-volume
												

												 	 
													/etc/businesscentral-secret-volume
												

												 	 
													ssl certs
												

												 	 
													True
												

												 
	 
													${APPLICATION_NAME}-smartrouter
												

												 	 
													${APPLICATION_NAME}-smartrouter
												

												 	 
													/opt/rhpam-smartrouter/data
												

												 	 
													 — 
												

												 	 
													false
												

												 
	 
													${APPLICATION_NAME}-kieserver-1
												

												 	 
													kieserver-keystore-volume
												

												 	 
													/etc/kieserver-secret-volume
												

												 	 
													ssl certs
												

												 	 
													True
												

												 
	 
													${APPLICATION_NAME}-postgresql-1
												

												 	 
													${APPLICATION_NAME}-postgresql-pvol
												

												 	 
													/var/lib/pgsql/data
												

												 	 
													postgresql
												

												 	 
													false
												

												 
	 
													${APPLICATION_NAME}-kieserver-2
												

												 	 
													kieserver-keystore-volume
												

												 	 
													/etc/kieserver-secret-volume
												

												 	 
													ssl certs
												

												 	 
													True
												

												 
	 
													${APPLICATION_NAME}-postgresql-2
												

												 	 
													${APPLICATION_NAME}-postgresql-pvol
												

												 	 
													/var/lib/pgsql/data
												

												 	 
													postgresql
												

												 	 
													false
												

												 





External Dependencies



Volume Claims




								A PersistentVolume object is a storage resource in an OpenShift cluster. Storage is provisioned by an administrator by creating PersistentVolume objects from sources such as GCE Persistent Disks, AWS Elastic Block Stores (EBS), and NFS mounts. See the Openshift documentation for more information.
							
	Name	Access Mode
	 
												${APPLICATION_NAME}-postgresql-claim-1
											

											 	 
												ReadWriteOnce
											

											 
	 
												${APPLICATION_NAME}-postgresql-claim-2
											

											 	 
												ReadWriteOnce
											

											 
	 
												${APPLICATION_NAME}-smartrouter-claim
											

											 	 
												ReadWriteMany
											

											 
	 
												${APPLICATION_NAME}-rhpamcentr-claim
											

											 	 
												ReadWriteMany
											

											 



Secrets




								This template requires the following secrets to be installed for the application to run.
							

								businesscentral-app-secret smartrouter-app-secret kieserver-app-secret
							




OpenShift usage quick reference




					To deploy, monitor, manage, and undeploy Red Hat Process Automation Manager templates on Red Hat OpenShift Container Platform, you can use the OpenShift Web console or the oc command.
				

					For instructions about using the Web console, see Create and build an image using the Web console.
				

					For detailed instructions about using the oc command, see CLI Reference. The following commands are likely to be required:
				
	
							To create a project, use the following command:
						
$ oc new-project <project-name>

							For more information, see Creating a project using the CLI.
						

	
							To deploy a template (create an application from a template), use the following command:
						
$ oc new-app -f <template-name> -p <parameter>=<value> -p <parameter>=<value> ...

							For more information, see Creating an application using the CLI.
						

	
							To view a list of the active pods in the project, use the following command:
						
$ oc get pods

	
							To view the current status of a pod, including information whether or not the pod deployment has completed and it is now in a running state, use the following command:
						
$ oc describe pod <pod-name>

							You can also use the oc describe command to view the current status of other objects. For more information, see Application modification operations.
						

	
							To view the logs for a pod, use the following command:
						
$ oc logs <pod-name>

	
							To view deployment logs, look up a DeploymentConfig name in the template reference and enter the following command:
						
$ oc logs -f dc/<deployment-config-name>

							For more information, see Viewing deployment logs.
						

	
							To view build logs, look up a BuildConfig name in the template reference and enter the command:
						
$ oc logs -f bc/<build-config-name>

							For more information, see Accessing build logs.
						

	
							To scale a pod in the application, look up a DeploymentConfig name in the template reference and enter the command:
						
$ oc scale dc/<deployment-config-name> --replicas=<number>

							For more information, see Manual scaling.
						

	
							To undeploy the application, you can delete the project by using the command:
						
$ oc delete project <project-name>

							Alternatively, you can use the oc delete command to remove any part of the application, such as a pod or replication controller. For details, see Application modification operations.
						





Part III. Implementing high available event-driven decisioning using the decision engine on Red Hat OpenShift Container Platform





				As a business rules developer, you can use high available event-driven decisioning, including Complex Event Processing (CEP), in your code that uses the decision engine. You can implement high available event-driven decisioning on Red Hat OpenShift Container Platform.
			

				You cannot use a standard deployment of Red Hat Process Automation Manager on Red Hat OpenShift Container Platform, as described in Deploying a Red Hat Process Automation Manager environment on Red Hat OpenShift Container Platform using Operators, to implement high available event-driven decisioning, because the standard deployment supports only stateless processing. You must therefore create a custom implementation using the provided reference implementation.
			
Prerequisites
	
						A Red Hat OpenShift Container Platform version 4 environment is available. For the exact versions of Red Hat OpenShift Container Platform that the current release supports, see Red Hat Process Automation Manager 7 Supported Configurations.
					
	
						A Kafka Cluster is deployed in the OpenShift environment with Red Hat AMQ Streams.
					
	
						The OpenJDK Java development environment is installed.
					
	
						Maven, Docker, and kubectl are installed.
					
	
						The oc OpenShift command line tool is installed.
					




Chapter 15. High available event-driven decisioning on Red Hat OpenShift Container Platform




				Use the decision engine to implement high available event-driven decisioning on Red Hat OpenShift Container Platform.
			

				An event models a fact that happened in a specific point in time. The decision engine offers a rich set of temporal operators to compare, correlate, and accumulate events. In event-driven decisioning, the decision engine processes complex series of decisions based on events. Every event can alter the state of the engine, influencing decisions for subsequent events.
			

				You cannot use a standard deployment of Red Hat Process Automation Manager on Red Hat OpenShift Container Platform, as described in Part I, “Deploying a Red Hat Process Automation Manager environment on Red Hat OpenShift Container Platform using Operators”, to run high available event-driven decisioning. The deployment includes KIE Server pods, which remain independent of each other when scaled. The states of the pods are not synchronized. Therefore, only stateless calls can be processed reliably.
			

				The Complex Event Processing (CEP) API is useful for event-driven decisioning with the decision engine. The decision engine uses CEP to detect and process multiple events within a collection of events, to uncover relationships that exist between events, and to infer new data from the events and their relationships. For more information about CEP in the decision engine, see Decision engine in Red Hat Process Automation Manager.
			

				Implement high available event-driven decisioning on Red Hat OpenShift Container Platform based on the reference implementation provided with Red Hat Process Automation Manager. This implementation provides an environment with safe failover.
			

				In this reference implementation, you can scale the pod with the processing code. The replicas of the pod are not independent. One of the replicas is automatically designated leader. If the leader ceases to function, another replica is automatically made leader and the processing continues without interruption or data loss.
			

				The election of the leader is implemented with Kubernetes ConfigMaps. Coordination of the leader with other replicas is performed with exchanged messages through Kafka. The leader is always the first to process an event. When processing is complete, the leader notifies other replicas. A replica that is not the leader starts executing an event only after it has been completely processed on the leader.
			

				When a new replica joins the cluster, this replica requests a snapshot of the current Drools session from the leader. The leader can use a recent existing snapshot if one is available in a Kafka topic. If a recent snapshot is not available, the leader produces a new snapshot on demand. After receiving the snapshot, the new replica deserializes it and eventually executes the last events not included in the snapshot before starting to process new events in coordination with the leader.
			

				With the default implementation method, the service is built into the HA CEP server as a fat KJAR. In this case, build and deploy the server again to change the version of the service. The content of the working memory is lost when you switch to the new version. For instructions about the default implementation method, see Chapter 16, Implementing the HA CEP server.
			

				If you require upgrading versions of the service without losing the content of the working memory, use an alternate implementation method and provide the KJAR and all dependencies in a Maven repository. In this implementation method, use an UpdateKJarGAV call from the client code to trigger deployment of a new KJAR version. This call is processed by the leader and then other replicas, and each of the pods then loads the new KJAR. The contents of the working memory remain in place. For instructions about this implementation method, see Chapter 17, Implementing the HA CEP server with a Maven repository for updating the KJAR service.
			

Chapter 16. Implementing the HA CEP server




				The high-availability (HA) CEP server runs on the Red Hat OpenShift Container Platform environment. It includes all necessary Drools rules and other code required to process events.
			

				Prepare the source, build it, and then deploy it on Red Hat OpenShift Container Platform.
			

				Alternatively, use a different process to deploy the HA CEP server where you can update the KJAR service at any time. For instructions about this process, see Chapter 17, Implementing the HA CEP server with a Maven repository for updating the KJAR service.
			
Prerequisites
	
						You are logged into the project with administrator privilege using the oc command-line tool.
					


Procedure
	
						Download the rhpam-7.9.1-reference-implementation.zip product deliverable file from the Software Downloads page of the Red Hat Customer Portal.
					
	
						Extract the contents of the file and then uncompress the rhpam-7.9.1-openshift-drools-hacep-distribution.zip file.
					
	
						Change to the openshift-drools-hacep-distribution/sources directory.
					
	
						Review and modify the server code based on the sample project in the sample-hacep-project/sample-hacep-project-kjar directory. The complex event processing logic is defined by the DRL rules in the src/main/resources/org/drools/cep subdirectory.
					
	
						Build the project using the standard Maven command:
					
mvn clean install -DskipTests

	
						Enable the OpenShift operator for Red Hat AMQ Streams and then create an AMQ Streams (kafka) cluster in the project. For information about installing Red Hat AMQ Streams, see Using AMQ Streams on OpenShift.
					
	
						To create the kafka topics that are required for operation of the server, remain in the openshift-drools-hacep-distribution/sources directory and run the following commands:
					
oc apply -f kafka-topics/control.yaml
oc apply -f kafka-topics/events.yaml
oc apply -f kafka-topics/kiesessioninfos.yaml
oc apply -f kafka-topics/snapshot.yaml

	
						In order to enable application access to the ConfigMap that is used in the leader election, configure role-based access control. Change to the springboot directory and enter the following commands:
					
oc create -f kubernetes/service-account.yaml
oc create -f kubernetes/role.yaml
oc create -f kubernetes/role-binding.yaml

						For more information about configuring role-based access control in Red Hat OpenShift Container Platform, see Using RBAC to define and apply permissions in the Red Hat OpenShift Container Platform product documentation.
					

	
						In the springboot directory, enter the following commands to create the image for deployment and push it into the repository configured for your OpenShift environment:
					
oc new-build --binary --strategy=docker --name openshift-kie-springboot
oc start-build openshift-kie-springboot --from-dir=. --follow

	
						Enter the following command to detect the name of the image that was built:
					
oc get is/openshift-kie-springboot -o template --template='{{range .status.tags}}{{range .items}}{{.dockerImageReference}}{{end}}{{end}}'

	
						Open the kubernetes/deployment.yaml file in a text editor.
					
	
						Replace the existing image URL with the result of the previous command.
					
	
						Remove all characters at the end of the line starting with the @ symbol, then add :latest to the line. For example:
					
image: image-registry.openshift-image-registry.svc:5000/hacep/openshift-kie-springboot:latest

	
						Save the file.
					
	
						Enter the following command to deploy the image:
					
oc apply -f kubernetes/deployment.yaml




Chapter 17. Implementing the HA CEP server with a Maven repository for updating the KJAR service




				You can implement the HA CEP server that retrieves the KJAR service and all dependencies from a Maven repository that you provide. In this case, you can update the KJAR service at any time by updating it in the Maven repository and then making a call from the client code.
			

				Prepare the source, build it, and then deploy it on Red Hat OpenShift Container Platform. Set certain environment variables in the deployment.yaml file before deploying the server. To use a Maven repository, you must set the UPDATABLEKJAR variable to true.
			
Prerequisites
	
						You are logged into the project with administrator privilege using the oc command-line tool.
					
	
						You configured a Maven repository that is accessible from your Red Hat OpenShift Container Platform environment.
					


Procedure
	
						Download the rhpam-7.9.1-reference-implementation.zip product deliverable file from the Software Downloads page of the Red Hat Customer Portal.
					
	
						Extract the contents of the file and then uncompress the rhpam-7.9.1-openshift-drools-hacep-distribution.zip file.
					
	
						Change to the openshift-drools-hacep-distribution/sources directory.
					
	
						Review and modify the server code based on the sample project in the sample-hacep-project/sample-hacep-project-kjar directory. The complex event processing logic is defined by the DRL rules in the src/main/resources/org/drools/cep subdirectory.
					
	
						Build the project using the standard Maven command:
					
mvn clean install -DskipTests

						Upload the resulting KJAR and any required dependencies to the Maven repository.
					

	
						Enable the OpenShift operator for Red Hat AMQ Streams and then create an AMQ Streams (kafka) cluster in the project. For information about installing Red Hat AMQ Streams, see Using AMQ Streams on OpenShift.
					
	
						To create the kafka topics that are required for operation of the server, remain in the openshift-drools-hacep-distribution/sources directory and run the following commands:
					
oc apply -f kafka-topics/control.yaml
oc apply -f kafka-topics/events.yaml
oc apply -f kafka-topics/kiesessioninfos.yaml
oc apply -f kafka-topics/snapshot.yaml

	
						In order to enable application access to the ConfigMap that is used in the leader election, configure role-based access control. Change to the springboot directory and enter the following commands:
					
oc create -f kubernetes/service-account.yaml
oc create -f kubernetes/role.yaml
oc create -f kubernetes/role-binding.yaml

						For more information about configuring role-based access control in Red Hat OpenShift Container Platform, see Using RBAC to define and apply permissions in the Red Hat OpenShift Container Platform product documentation.
					

	
						In the springboot directory, edit the pom.xml file to remove the following dependency:
					
<dependency>
      <groupId>org.kie</groupId>
      <artifactId>sample-hacep-project-kjar</artifactId>
</dependency>

	
						In the springboot directory, enter the following commands to create the image for deployment and push it into the repository configured for your OpenShift environment:
					
oc new-build --binary --strategy=docker --name openshift-kie-springboot
oc start-build openshift-kie-springboot --from-dir=. --follow

	
						Enter the following command to detect the name of the image that was built:
					
oc get is/openshift-kie-springboot -o template --template='{{range .status.tags}}{{range .items}}{{.dockerImageReference}}{{end}}{{end}}'

	
						Open the kubernetes/deployment.yaml file in a text editor.
					
	
						Replace the existing image URL with the result of the previous command.
					
	
						Remove all characters at the end of the line starting with the @ symbol, then add :latest to the line. For example:
					
image: image-registry.openshift-image-registry.svc:5000/hacep/openshift-kie-springboot:latest

	
						Under the containers: line and the env: line, set environment variables as in the following example:
					
containers:
  - env:
    - name: UPDATABLEKJAR
      value: "true"
    - name: KJARGAV
      value: <GroupID>:<ArtifactID>:<Version>
    - name: MAVEN_LOCAL_REPO
      value: /app/.m2/repository
    - name: MAVEN_MIRROR_URL
      value: http://<nexus_url>/repository/maven-releases/
    - name: MAVEN_SETTINGS_XML
      value: /app/.m2/settings.xml

						In this example, replace the value of the KJARGAV variable with the group, artifact, and version (GAV) of your KJAR service and the value of the MAVEN_MIRROR_URL variable with the URL to the Maven repository that contains your KJAR service.
					

						Optionally, set other variables. For a list of supported environment variables, see the section called “Optional environment variables supported by the HA CEP server”.
					

	
						Save the file.
					
	
						Enter the following command to deploy the image:
					
oc apply -f kubernetes/deployment.yaml




				For instructions about triggering a KJAR update from the client code, see Chapter 18, Creating the HA CEP client.
			
Optional environment variables supported by the HA CEP server




					The following table lists optional environment variables that you can set for an HA CEP server that is configured to use a Maven repository. Add these variables to the deployment.yaml file to set them at deployment time.
				
Note

						To use a Maven repository, ensure that you set the UPDATABLEKJAR and KJARGAV environment variables for the server, as described in Chapter 17, Implementing the HA CEP server with a Maven repository for updating the KJAR service.
					

Table 17.1. Optional environment variables supported by the HA CEP server
	Name	Description	Example
	 
									MAVEN_LOCAL_REPO
								

								 	 
									Directory to use as the local Maven repository.
								

								 	 
									/root/.m2/repository
								

								 
	 
									MAVEN_MIRROR_URL
								

								 	 
									The base URL of a Maven mirror that can be used for retrieving artifacts.
								

								 	 
									http://nexus3-my-kafka-project.192.168.99.133.nip.io/repository/maven-public/
								

								 
	 
									MAVEN_MIRRORS
								

								 	 
									If set, multi-mirror support is enabled. The value contains a list of mirror prefixes, divided by commas. If this variable is set, the names of other MAVEN_MIRROR_* variables must contain a prefix, for example, DEV_MAVEN_MIRROR_URL and QE_MAVEN_MIRROR_URL
								

								 	 
									DEV,QE
								

								 
	 
									MAVEN_REPOS
								

								 	 
									If set, multi-repo support is enabled. The value contains a list of repo prefixes, divided by commas. If this variable is set, the names of other MAVEN_REPO_* variables must contain a prefix, for example, DEV_MAVEN_REPO_URL and QE_MAVEN_REPO_URL.
								

								 	 
									DEV,QE
								

								 
	 
									MAVEN_SETTINGS_XML
								

								 	 
									The location of a custom Maven settings.xml file to use
								

								 	 
									/root/.m2/settings.xml
								

								 
	 
									prefix_MAVEN_MIRROR_ID
								

								 	 
									Identifier to be used for the specified mirror. If omitted, a unique ID is generated.
								

								 	 
									internal-mirror
								

								 
	 
									prefix_MAVEN_MIRROR_OF
								

								 	 
									Repository IDs mirrored by this mirror. Defaults to external:*
								

								 	 
									external:*,!my-repo
								

								 
	 
									prefix_MAVEN_MIRROR_URL
								

								 	 
									The URL of the mirror
								

								 	 
									http://10.0.0.1:8080/repository/internal
								

								 
	 
									prefix_MAVEN_REPO_HOST
								

								 	 
									Maven repository host name
								

								 	 
									repo.example.com
								

								 
	 
									prefix_MAVEN_REPO_ID
								

								 	 
									Maven repository ID
								

								 	 
									my-repo
								

								 
	 
									prefix_MAVEN_REPO_LAYOUT
								

								 	 
									Maven repository layout
								

								 	 
									default
								

								 
	 
									prefix_MAVEN_REPO_USERNAME
								

								 	 
									Maven repository username
								

								 	 
									mavenUser
								

								 
	 
									prefix_MAVEN_REPO_PASSPHRASE
								

								 	 
									Maven repository passphrase
								

								 	 
									maven1!
								

								 
	 
									prefix_MAVEN_REPO_PASSWORD
								

								 	 
									Maven repository password
								

								 	 
									maven1!
								

								 
	 
									prefix_MAVEN_REPO_PATH
								

								 	 
									Maven repository path
								

								 	 
									/maven2/
								

								 
	 
									prefix_MAVEN_REPO_PORT
								

								 	 
									Maven repository port
								

								 	 
									8080
								

								 
	 
									prefix_MAVEN_REPO_PRIVATE_KEY
								

								 	 
									Local path to a private key for connecting to the Maven repository
								

								 	 
									${user.home}/.ssh/id_dsa
								

								 
	 
									prefix_MAVEN_REPO_PROTOCOL
								

								 	 
									Maven repository protocol
								

								 	 
									http
								

								 
	 
									prefix_MAVEN_REPO_RELEASES_ENABLED
								

								 	 
									Maven repository releases enabled
								

								 	 
									true
								

								 
	 
									prefix_MAVEN_REPO_RELEASES_UPDATE_POLICY
								

								 	 
									Maven repository releases update policy
								

								 	 
									always
								

								 
	 
									prefix_MAVEN_REPO_SERVICE
								

								 	 
									Maven repository OpenShift service. This value is used if a URL or host/port/protocol is not specified.
								

								 	 
									buscentr-myapp
								

								 
	 
									prefix_MAVEN_REPO_SNAPSHOTS_ENABLED
								

								 	 
									Maven repository snapshots enabled
								

								 	 
									true
								

								 
	 
									prefix_MAVEN_REPO_SNAPSHOTS_UPDATE_POLICY
								

								 	 
									Maven repository snapshots update policy
								

								 	 
									always
								

								 
	 
									prefix_MAVEN_REPO_URL
								

								 	 
									Fully qualified URL for the Maven repository
								

								 	 
									http://repo.example.com:8080/maven2/
								

								 





Chapter 18. Creating the HA CEP client




				You must adapt your CEP client code to communicate with the HA CEP server image. Use the sample project included in the reference implementation for your client code. You can run your client code inside or outside the OpenShift environment.
			
Procedure
	
						Download the rhpam-7.9.1-reference-implementation.zip product deliverable file from the Software Downloads page of the Red Hat Customer Portal.
					
	
						Extract the contents of the file and then uncompress the rhpam-7.9.1-openshift-drools-hacep-distribution.zip file.
					
	
						Change to the openshift-drools-hacep-distribution/sources directory.
					
	
						Review and modify the client code based on the sample project in the sample-hacep-project/sample-hacep-project-client directory. Ensure that the code fulfills the additional requirements described in Chapter 19, Requirements for HA CEP client and server code.
					
	
						To update the KJAR version in an implementation that uses the method described in Chapter 17, Implementing the HA CEP server with a Maven repository for updating the KJAR service, add an UpdateKJarGAV call to the client, similar to the following code:
					
        TopicsConfig envConfig = TopicsConfig.getDefaultTopicsConfig();
        Properties props = getProperties();
        try (RemoteStreamingKieSession producer = RemoteStreamingKieSession.create(props, envConfig)){
            producer.updateKJarGAV("org.kie:fake-jar:0.1");
        }

						Ensure that a KJAR with the specified GAV is available in the Maven repository when this call is executed.
					

	
						In the sample-hacep-project/sample-hacep-project-client directory, generate a keystore, using password as a password. Enter the following command:
					
keytool -genkeypair -keyalg RSA -keystore src/main/resources/keystore.jks

	
						Extract the HTTPS certificate from the OpenShift environment and add it to the keystore. Enter the following commands:
					
oc extract secret/my-cluster-cluster-ca-cert --keys=ca.crt --to=- > src/main/resources/ca.crt
keytool -import -trustcacerts -alias root -file src/main/resources/ca.crt -keystore src/main/resources/keystore.jks -storepass password -noprompt

	
						In the src/main/resources subdirectory of the project, open the configuration.properties file and replace <bootstrap-hostname> with the address that the route for the Kafka server provides.
					
	
						Build the project using the standard Maven command:
					
mvn clean install

	
						Change the sample-hacep-project-client project directory and enter the following command to run the client:
					
mvn exec:java -Dexec.mainClass="org.kie.hacep.sample.client.ClientProducerDemo"

						This command executes the main method of the ClientProducerDemo class.
					




Chapter 19. Requirements for HA CEP client and server code




				When developing client and server code for high-availability CEP, follow certain additional requirements.
			
kie-remote API

				The client code must use the kie-remote API and not the kie API. The kie-remote API is specified in the org.kie:kie-remote Maven artifact. You can find the source code in the kie-remote Maven module.
			
Explicit timestamps

				The decision engine needs to determine the sequence in which events happen. For this reason, every event must have an associated timestamp assigned to it. In a high-availability environment, make this timestamp a property of the JavaBean that models the event. Annotate the event class with the @Timestamp annotation, where the name of the timestamp attribute itself is the parameter, as in the following example:
			
@Role(Role.Type.EVENT)
@Timestamp("myTime")
public class StockTickEvent implements Serializable {

    private String company;
    private double price;
    private long myTime;
}

				If you do not provide a timestamp attribute, Drools assigns a timestamp to every event based on the time when the event is inserted by the client into a remote session. However, this mechanism depends on the clocks on the client machines. If clocks between different clients diverge, inconsistencies can occur between events inserted by these hosts.
			
Lambda expressions for non-memory actions

				Working memory actions (actions to insert, modify, or delete information in the working memory of the decision engine) must be processed on every node of the cluster. Actions that are not memory actions must be executed only on the leader.
			

				For example, the code might include the following rule:
			
rule FindAdult when
  $p : Person(age >= 18)
then
  modify($p) { setAdult(true) }; // working memory action
  sendEmailTo($p); // side effect
end

				When this rule is triggered, the person must be marked as an adult on every node. However, only the leader must send the email, so that only one copy of the email is sent.
			

				Therefore, in your code, wrap the email action (called a side effect) in a lambda expression, as shown in the following example:
			
rule FindAdult when
  $p : Person(age >= 18)
then
  modify($p) { setAdult(true) };
  DroolsExecutor.getInstance().execute( () -> sendEmailTo($p) );
end

Appendix A. Versioning information




			Documentation last updated on Tuesday, March 8, 2022.
		

Appendix B. Contact information




			Red Hat Process Automation Manager documentation team: brms-docs@redhat.com
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# Highlight.js

Highlight.js — это подсветчик синтаксиса, написанный на JavaScript. Он работает
и в браузере, и на сервере. Он работает с практически любой HTML разметкой, не
зависит от каких-либо фреймворков и умеет автоматически определять язык.


## Начало работы

Минимум, что нужно сделать для использования highlight.js на веб-странице — это
подключить библиотеку, CSS-стили и вызывать [`initHighlightingOnLoad`][1]:

```html
<link rel="stylesheet" href="/path/to/styles/default.css">
<script src="/path/to/highlight.pack.js"></script>
<script>hljs.initHighlightingOnLoad();</script>
```

Библиотека найдёт и раскрасит код внутри тегов `<pre><code>`, попытавшись
автоматически определить язык. Когда автоопределение не срабатывает, можно явно
указать язык в атрибуте class:

```html
<pre><code class="html">...</code></pre>
```

Список поддерживаемых классов языков доступен в [справочнике по классам][8].
Класс также можно предваоить префиксами `language-` или `lang-`.

Чтобы отключить подсветку для какого-то блока, используйте класс `nohighlight`:

```html
<pre><code class="nohighlight">...</code></pre>
```

## Инициализация вручную

Чтобы иметь чуть больше контроля за инициализацией подсветки, вы можете
использовать функции [`highlightBlock`][2] и [`configure`][3]. Таким образом
можно управлять тем, *что* подсвечивать и *когда*.

Вот пример инициализация, эквивалентной вызову [`initHighlightingOnLoad`][1], но
с использованием jQuery:

```javascript
$(document).ready(function() {
  $('pre code').each(function(i, block) {
    hljs.highlightBlock(block);
  });
});
```

Вы можете использовать любые теги разметки вместо `<pre><code>`. Если
используете контейнер, не сохраняющий переводы строк, вам нужно сказать
highlight.js использовать для них тег `<br>`:

```javascript
hljs.configure({useBR: true});

$('div.code').each(function(i, block) {
  hljs.highlightBlock(block);
});
```

Другие опции можно найти в документации функции [`configure`][3].


## Установка библиотеки

Highlight.js можно использовать в браузере прямо с CDN хостинга или скачать
индивидуальную сборку, а также установив модуль на сервере. На
[страница загрузки][4] подробно описаны все варианты.

Обратите внимание, что библиотека не предназначена для использования в виде
исходного кода на GitHub, а требует отдельной сборки. Если вам не подходит ни
один из готовых вариантов, читайте [документацию по сборке][5].


## Лицензия

Highlight.js распространяется под лицензией BSD. Подробнее читайте файл
[LICENSE][10].


## Ссылки

Официальный сайт билиотеки расположен по адресу <https://highlightjs.org/>.

Более подробная документация по API и другим темам расположена на
<http://highlightjs.readthedocs.org/>.

Авторы и контрибьютора перечислена в файле [AUTHORS.ru.txt][9] file.

[1]: http://highlightjs.readthedocs.org/en/latest/api.html#inithighlightingonload
[2]: http://highlightjs.readthedocs.org/en/latest/api.html#highlightblock-block
[3]: http://highlightjs.readthedocs.org/en/latest/api.html#configure-options
[4]: https://highlightjs.org/download/
[5]: http://highlightjs.readthedocs.org/en/latest/building-testing.html
[8]: http://highlightjs.readthedocs.org/en/latest/css-classes-reference.html
[9]: https://github.com/isagalaev/highlight.js/blob/master/AUTHORS.ru.txt
[10]: https://github.com/isagalaev/highlight.js/blob/master/LICENSE
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/*! jQuery v1.7.1 jquery.com | jquery.org/license */
(function(a,b){function cy(a){return f.isWindow(a)?a:a.nodeType===9?a.defaultView||a.parentWindow:!1}function cv(a){if(!ck[a]){var b=c.body,d=f("<"+a+">").appendTo(b),e=d.css("display");d.remove();if(e==="none"||e===""){cl||(cl=c.createElement("iframe"),cl.frameBorder=cl.width=cl.height=0),b.appendChild(cl);if(!cm||!cl.createElement)cm=(cl.contentWindow||cl.contentDocument).document,cm.write((c.compatMode==="CSS1Compat"?"<!doctype html>":"")+"<html><body>"),cm.close();d=cm.createElement(a),cm.body.appendChild(d),e=f.css(d,"display"),b.removeChild(cl)}ck[a]=e}return ck[a]}function cu(a,b){var c={};f.each(cq.concat.apply([],cq.slice(0,b)),function(){c[this]=a});return c}function ct(){cr=b}function cs(){setTimeout(ct,0);return cr=f.now()}function cj(){try{return new a.ActiveXObject("Microsoft.XMLHTTP")}catch(b){}}function ci(){try{return new a.XMLHttpRequest}catch(b){}}function cc(a,c){a.dataFilter&&(c=a.dataFilter(c,a.dataType));var d=a.dataTypes,e={},g,h,i=d.length,j,k=d[0],l,m,n,o,p;for(g=1;g<i;g++){if(g===1)for(h in a.converters)typeof h=="string"&&(e[h.toLowerCase()]=a.converters[h]);l=k,k=d[g];if(k==="*")k=l;else if(l!=="*"&&l!==k){m=l+" "+k,n=e[m]||e["* "+k];if(!n){p=b;for(o in e){j=o.split(" ");if(j[0]===l||j[0]==="*"){p=e[j[1]+" "+k];if(p){o=e[o],o===!0?n=p:p===!0&&(n=o);break}}}}!n&&!p&&f.error("No conversion from "+m.replace(" "," to ")),n!==!0&&(c=n?n(c):p(o(c)))}}return c}function cb(a,c,d){var e=a.contents,f=a.dataTypes,g=a.responseFields,h,i,j,k;for(i in g)i in d&&(c[g[i]]=d[i]);while(f[0]==="*")f.shift(),h===b&&(h=a.mimeType||c.getResponseHeader("content-type"));if(h)for(i in e)if(e[i]&&e[i].test(h)){f.unshift(i);break}if(f[0]in d)j=f[0];else{for(i in d){if(!f[0]||a.converters[i+" "+f[0]]){j=i;break}k||(k=i)}j=j||k}if(j){j!==f[0]&&f.unshift(j);return d[j]}}function ca(a,b,c,d){if(f.isArray(b))f.each(b,function(b,e){c||bE.test(a)?d(a,e):ca(a+"["+(typeof e=="object"||f.isArray(e)?b:"")+"]",e,c,d)});else if(!c&&b!=null&&typeof b=="object")for(var e in b)ca(a+"["+e+"]",b[e],c,d);else d(a,b)}function b_(a,c){var d,e,g=f.ajaxSettings.flatOptions||{};for(d in c)c[d]!==b&&((g[d]?a:e||(e={}))[d]=c[d]);e&&f.extend(!0,a,e)}function b$(a,c,d,e,f,g){f=f||c.dataTypes[0],g=g||{},g[f]=!0;var h=a[f],i=0,j=h?h.length:0,k=a===bT,l;for(;i<j&&(k||!l);i++)l=h[i](c,d,e),typeof l=="string"&&(!k||g[l]?l=b:(c.dataTypes.unshift(l),l=b$(a,c,d,e,l,g)));(k||!l)&&!g["*"]&&(l=b$(a,c,d,e,"*",g));return l}function bZ(a){return function(b,c){typeof b!="string"&&(c=b,b="*");if(f.isFunction(c)){var d=b.toLowerCase().split(bP),e=0,g=d.length,h,i,j;for(;e<g;e++)h=d[e],j=/^\+/.test(h),j&&(h=h.substr(1)||"*"),i=a[h]=a[h]||[],i[j?"unshift":"push"](c)}}}function bC(a,b,c){var d=b==="width"?a.offsetWidth:a.offsetHeight,e=b==="width"?bx:by,g=0,h=e.length;if(d>0){if(c!=="border")for(;g<h;g++)c||(d-=parseFloat(f.css(a,"padding"+e[g]))||0),c==="margin"?d+=parseFloat(f.css(a,c+e[g]))||0:d-=parseFloat(f.css(a,"border"+e[g]+"Width"))||0;return d+"px"}d=bz(a,b,b);if(d<0||d==null)d=a.style[b]||0;d=parseFloat(d)||0;if(c)for(;g<h;g++)d+=parseFloat(f.css(a,"padding"+e[g]))||0,c!=="padding"&&(d+=parseFloat(f.css(a,"border"+e[g]+"Width"))||0),c==="margin"&&(d+=parseFloat(f.css(a,c+e[g]))||0);return d+"px"}function bp(a,b){b.src?f.ajax({url:b.src,async:!1,dataType:"script"}):f.globalEval((b.text||b.textContent||b.innerHTML||"").replace(bf,"/*$0*/")),b.parentNode&&b.parentNode.removeChild(b)}function bo(a){var b=c.createElement("div");bh.appendChild(b),b.innerHTML=a.outerHTML;return b.firstChild}function bn(a){var b=(a.nodeName||"").toLowerCase();b==="input"?bm(a):b!=="script"&&typeof a.getElementsByTagName!="undefined"&&f.grep(a.getElementsByTagName("input"),bm)}function bm(a){if(a.type==="checkbox"||a.type==="radio")a.defaultChecked=a.checked}function bl(a){return typeof a.getElementsByTagName!="undefined"?a.getElementsByTagName("*"):typeof a.querySelectorAll!="undefined"?a.querySelectorAll("*"):[]}function bk(a,b){var c;if(b.nodeType===1){b.clearAttributes&&b.clearAttributes(),b.mergeAttributes&&b.mergeAttributes(a),c=b.nodeName.toLowerCase();if(c==="object")b.outerHTML=a.outerHTML;else if(c!=="input"||a.type!=="checkbox"&&a.type!=="radio"){if(c==="option")b.selected=a.defaultSelected;else if(c==="input"||c==="textarea")b.defaultValue=a.defaultValue}else a.checked&&(b.defaultChecked=b.checked=a.checked),b.value!==a.value&&(b.value=a.value);b.removeAttribute(f.expando)}}function bj(a,b){if(b.nodeType===1&&!!f.hasData(a)){var c,d,e,g=f._data(a),h=f._data(b,g),i=g.events;if(i){delete h.handle,h.events={};for(c in i)for(d=0,e=i[c].length;d<e;d++)f.event.add(b,c+(i[c][d].namespace?".":"")+i[c][d].namespace,i[c][d],i[c][d].data)}h.data&&(h.data=f.extend({},h.data))}}function bi(a,b){return f.nodeName(a,"table")?a.getElementsByTagName("tbody")[0]||a.appendChild(a.ownerDocument.createElement("tbody")):a}function U(a){var b=V.split("|"),c=a.createDocumentFragment();if(c.createElement)while(b.length)c.createElement(b.pop());return c}function T(a,b,c){b=b||0;if(f.isFunction(b))return f.grep(a,function(a,d){var e=!!b.call(a,d,a);return e===c});if(b.nodeType)return f.grep(a,function(a,d){return a===b===c});if(typeof b=="string"){var d=f.grep(a,function(a){return a.nodeType===1});if(O.test(b))return f.filter(b,d,!c);b=f.filter(b,d)}return f.grep(a,function(a,d){return f.inArray(a,b)>=0===c})}function S(a){return!a||!a.parentNode||a.parentNode.nodeType===11}function K(){return!0}function J(){return!1}function n(a,b,c){var d=b+"defer",e=b+"queue",g=b+"mark",h=f._data(a,d);h&&(c==="queue"||!f._data(a,e))&&(c==="mark"||!f._data(a,g))&&setTimeout(function(){!f._data(a,e)&&!f._data(a,g)&&(f.removeData(a,d,!0),h.fire())},0)}function m(a){for(var b in a){if(b==="data"&&f.isEmptyObject(a[b]))continue;if(b!=="toJSON")return!1}return!0}function l(a,c,d){if(d===b&&a.nodeType===1){var e="data-"+c.replace(k,"-$1").toLowerCase();d=a.getAttribute(e);if(typeof d=="string"){try{d=d==="true"?!0:d==="false"?!1:d==="null"?null:f.isNumeric(d)?parseFloat(d):j.test(d)?f.parseJSON(d):d}catch(g){}f.data(a,c,d)}else d=b}return d}function h(a){var b=g[a]={},c,d;a=a.split(/\s+/);for(c=0,d=a.length;c<d;c++)b[a[c]]=!0;return b}var c=a.document,d=a.navigator,e=a.location,f=function(){function J(){if(!e.isReady){try{c.documentElement.doScroll("left")}catch(a){setTimeout(J,1);return}e.ready()}}var e=function(a,b){return new e.fn.init(a,b,h)},f=a.jQuery,g=a.$,h,i=/^(?:[^#<]*(<[\w\W]+>)[^>]*$|#([\w\-]*)$)/,j=/\S/,k=/^\s+/,l=/\s+$/,m=/^<(\w+)\s*\/?>(?:<\/\1>)?$/,n=/^[\],:{}\s]*$/,o=/\\(?:["\\\/bfnrt]|u[0-9a-fA-F]{4})/g,p=/"[^"\\\n\r]*"|true|false|null|-?\d+(?:\.\d*)?(?:[eE][+\-]?\d+)?/g,q=/(?:^|:|,)(?:\s*\[)+/g,r=/(webkit)[ \/]([\w.]+)/,s=/(opera)(?:.*version)?[ \/]([\w.]+)/,t=/(msie) ([\w.]+)/,u=/(mozilla)(?:.*? rv:([\w.]+))?/,v=/-([a-z]|[0-9])/ig,w=/^-ms-/,x=function(a,b){return(b+"").toUpperCase()},y=d.userAgent,z,A,B,C=Object.prototype.toString,D=Object.prototype.hasOwnProperty,E=Array.prototype.push,F=Array.prototype.slice,G=String.prototype.trim,H=Array.prototype.indexOf,I={};e.fn=e.prototype={constructor:e,init:function(a,d,f){var g,h,j,k;if(!a)return this;if(a.nodeType){this.context=this[0]=a,this.length=1;return this}if(a==="body"&&!d&&c.body){this.context=c,this[0]=c.body,this.selector=a,this.length=1;return this}if(typeof a=="string"){a.charAt(0)!=="<"||a.charAt(a.length-1)!==">"||a.length<3?g=i.exec(a):g=[null,a,null];if(g&&(g[1]||!d)){if(g[1]){d=d instanceof e?d[0]:d,k=d?d.ownerDocument||d:c,j=m.exec(a),j?e.isPlainObject(d)?(a=[c.createElement(j[1])],e.fn.attr.call(a,d,!0)):a=[k.createElement(j[1])]:(j=e.buildFragment([g[1]],[k]),a=(j.cacheable?e.clone(j.fragment):j.fragment).childNodes);return e.merge(this,a)}h=c.getElementById(g[2]);if(h&&h.parentNode){if(h.id!==g[2])return f.find(a);this.length=1,this[0]=h}this.context=c,this.selector=a;return this}return!d||d.jquery?(d||f).find(a):this.constructor(d).find(a)}if(e.isFunction(a))return f.ready(a);a.selector!==b&&(this.selector=a.selector,this.context=a.context);return e.makeArray(a,this)},selector:"",jquery:"1.7.1",length:0,size:function(){return this.length},toArray:function(){return F.call(this,0)},get:function(a){return a==null?this.toArray():a<0?this[this.length+a]:this[a]},pushStack:function(a,b,c){var d=this.constructor();e.isArray(a)?E.apply(d,a):e.merge(d,a),d.prevObject=this,d.context=this.context,b==="find"?d.selector=this.selector+(this.selector?" ":"")+c:b&&(d.selector=this.selector+"."+b+"("+c+")");return d},each:function(a,b){return e.each(this,a,b)},ready:function(a){e.bindReady(),A.add(a);return this},eq:function(a){a=+a;return a===-1?this.slice(a):this.slice(a,a+1)},first:function(){return this.eq(0)},last:function(){return this.eq(-1)},slice:function(){return this.pushStack(F.apply(this,arguments),"slice",F.call(arguments).join(","))},map:function(a){return this.pushStack(e.map(this,function(b,c){return a.call(b,c,b)}))},end:function(){return this.prevObject||this.constructor(null)},push:E,sort:[].sort,splice:[].splice},e.fn.init.prototype=e.fn,e.extend=e.fn.extend=function(){var a,c,d,f,g,h,i=arguments[0]||{},j=1,k=arguments.length,l=!1;typeof i=="boolean"&&(l=i,i=arguments[1]||{},j=2),typeof i!="object"&&!e.isFunction(i)&&(i={}),k===j&&(i=this,--j);for(;j<k;j++)if((a=arguments[j])!=null)for(c in a){d=i[c],f=a[c];if(i===f)continue;l&&f&&(e.isPlainObject(f)||(g=e.isArray(f)))?(g?(g=!1,h=d&&e.isArray(d)?d:[]):h=d&&e.isPlainObject(d)?d:{},i[c]=e.extend(l,h,f)):f!==b&&(i[c]=f)}return i},e.extend({noConflict:function(b){a.$===e&&(a.$=g),b&&a.jQuery===e&&(a.jQuery=f);return e},isReady:!1,readyWait:1,holdReady:function(a){a?e.readyWait++:e.ready(!0)},ready:function(a){if(a===!0&&!--e.readyWait||a!==!0&&!e.isReady){if(!c.body)return setTimeout(e.ready,1);e.isReady=!0;if(a!==!0&&--e.readyWait>0)return;A.fireWith(c,[e]),e.fn.trigger&&e(c).trigger("ready").off("ready")}},bindReady:function(){if(!A){A=e.Callbacks("once memory");if(c.readyState==="complete")return setTimeout(e.ready,1);if(c.addEventListener)c.addEventListener("DOMContentLoaded",B,!1),a.addEventListener("load",e.ready,!1);else if(c.attachEvent){c.attachEvent("onreadystatechange",B),a.attachEvent("onload",e.ready);var b=!1;try{b=a.frameElement==null}catch(d){}c.documentElement.doScroll&&b&&J()}}},isFunction:function(a){return e.type(a)==="function"},isArray:Array.isArray||function(a){return e.type(a)==="array"},isWindow:function(a){return a&&typeof a=="object"&&"setInterval"in a},isNumeric:function(a){return!isNaN(parseFloat(a))&&isFinite(a)},type:function(a){return a==null?String(a):I[C.call(a)]||"object"},isPlainObject:function(a){if(!a||e.type(a)!=="object"||a.nodeType||e.isWindow(a))return!1;try{if(a.constructor&&!D.call(a,"constructor")&&!D.call(a.constructor.prototype,"isPrototypeOf"))return!1}catch(c){return!1}var d;for(d in a);return d===b||D.call(a,d)},isEmptyObject:function(a){for(var b in a)return!1;return!0},error:function(a){throw new Error(a)},parseJSON:function(b){if(typeof b!="string"||!b)return null;b=e.trim(b);if(a.JSON&&a.JSON.parse)return a.JSON.parse(b);if(n.test(b.replace(o,"@").replace(p,"]").replace(q,"")))return(new Function("return "+b))();e.error("Invalid JSON: "+b)},parseXML:function(c){var d,f;try{a.DOMParser?(f=new DOMParser,d=f.parseFromString(c,"text/xml")):(d=new ActiveXObject("Microsoft.XMLDOM"),d.async="false",d.loadXML(c))}catch(g){d=b}(!d||!d.documentElement||d.getElementsByTagName("parsererror").length)&&e.error("Invalid XML: "+c);return d},noop:function(){},globalEval:function(b){b&&j.test(b)&&(a.execScript||function(b){a.eval.call(a,b)})(b)},camelCase:function(a){return a.replace(w,"ms-").replace(v,x)},nodeName:function(a,b){return a.nodeName&&a.nodeName.toUpperCase()===b.toUpperCase()},each:function(a,c,d){var f,g=0,h=a.length,i=h===b||e.isFunction(a);if(d){if(i){for(f in a)if(c.apply(a[f],d)===!1)break}else for(;g<h;)if(c.apply(a[g++],d)===!1)break}else if(i){for(f in a)if(c.call(a[f],f,a[f])===!1)break}else for(;g<h;)if(c.call(a[g],g,a[g++])===!1)break;return a},trim:G?function(a){return a==null?"":G.call(a)}:function(a){return a==null?"":(a+"").replace(k,"").replace(l,"")},makeArray:function(a,b){var c=b||[];if(a!=null){var d=e.type(a);a.length==null||d==="string"||d==="function"||d==="regexp"||e.isWindow(a)?E.call(c,a):e.merge(c,a)}return c},inArray:function(a,b,c){var d;if(b){if(H)return H.call(b,a,c);d=b.length,c=c?c<0?Math.max(0,d+c):c:0;for(;c<d;c++)if(c in b&&b[c]===a)return c}return-1},merge:function(a,c){var d=a.length,e=0;if(typeof c.length=="number")for(var f=c.length;e<f;e++)a[d++]=c[e];else while(c[e]!==b)a[d++]=c[e++];a.length=d;return a},grep:function(a,b,c){var d=[],e;c=!!c;for(var f=0,g=a.length;f<g;f++)e=!!b(a[f],f),c!==e&&d.push(a[f]);return d},map:function(a,c,d){var f,g,h=[],i=0,j=a.length,k=a instanceof e||j!==b&&typeof j=="number"&&(j>0&&a[0]&&a[j-1]||j===0||e.isArray(a));if(k)for(;i<j;i++)f=c(a[i],i,d),f!=null&&(h[h.length]=f);else for(g in a)f=c(a[g],g,d),f!=null&&(h[h.length]=f);return h.concat.apply([],h)},guid:1,proxy:function(a,c){if(typeof c=="string"){var d=a[c];c=a,a=d}if(!e.isFunction(a))return b;var f=F.call(arguments,2),g=function(){return a.apply(c,f.concat(F.call(arguments)))};g.guid=a.guid=a.guid||g.guid||e.guid++;return g},access:function(a,c,d,f,g,h){var i=a.length;if(typeof c=="object"){for(var j in c)e.access(a,j,c[j],f,g,d);return a}if(d!==b){f=!h&&f&&e.isFunction(d);for(var k=0;k<i;k++)g(a[k],c,f?d.call(a[k],k,g(a[k],c)):d,h);return a}return i?g(a[0],c):b},now:function(){return(new Date).getTime()},uaMatch:function(a){a=a.toLowerCase();var b=r.exec(a)||s.exec(a)||t.exec(a)||a.indexOf("compatible")<0&&u.exec(a)||[];return{browser:b[1]||"",version:b[2]||"0"}},sub:function(){function a(b,c){return new a.fn.init(b,c)}e.extend(!0,a,this),a.superclass=this,a.fn=a.prototype=this(),a.fn.constructor=a,a.sub=this.sub,a.fn.init=function(d,f){f&&f instanceof e&&!(f instanceof a)&&(f=a(f));return e.fn.init.call(this,d,f,b)},a.fn.init.prototype=a.fn;var b=a(c);return a},browser:{}}),e.each("Boolean Number String Function Array Date RegExp Object".split(" "),function(a,b){I["[object "+b+"]"]=b.toLowerCase()}),z=e.uaMatch(y),z.browser&&(e.browser[z.browser]=!0,e.browser.version=z.version),e.browser.webkit&&(e.browser.safari=!0),j.test(" ")&&(k=/^[\s\xA0]+/,l=/[\s\xA0]+$/),h=e(c),c.addEventListener?B=function(){c.removeEventListener("DOMContentLoaded",B,!1),e.ready()}:c.attachEvent&&(B=function(){c.readyState==="complete"&&(c.detachEvent("onreadystatechange",B),e.ready())});return e}(),g={};f.Callbacks=function(a){a=a?g[a]||h(a):{};var c=[],d=[],e,i,j,k,l,m=function(b){var d,e,g,h,i;for(d=0,e=b.length;d<e;d++)g=b[d],h=f.type(g),h==="array"?m(g):h==="function"&&(!a.unique||!o.has(g))&&c.push(g)},n=function(b,f){f=f||[],e=!a.memory||[b,f],i=!0,l=j||0,j=0,k=c.length;for(;c&&l<k;l++)if(c[l].apply(b,f)===!1&&a.stopOnFalse){e=!0;break}i=!1,c&&(a.once?e===!0?o.disable():c=[]:d&&d.length&&(e=d.shift(),o.fireWith(e[0],e[1])))},o={add:function(){if(c){var a=c.length;m(arguments),i?k=c.length:e&&e!==!0&&(j=a,n(e[0],e[1]))}return this},remove:function(){if(c){var b=arguments,d=0,e=b.length;for(;d<e;d++)for(var f=0;f<c.length;f++)if(b[d]===c[f]){i&&f<=k&&(k--,f<=l&&l--),c.splice(f--,1);if(a.unique)break}}return this},has:function(a){if(c){var b=0,d=c.length;for(;b<d;b++)if(a===c[b])return!0}return!1},empty:function(){c=[];return this},disable:function(){c=d=e=b;return this},disabled:function(){return!c},lock:function(){d=b,(!e||e===!0)&&o.disable();return this},locked:function(){return!d},fireWith:function(b,c){d&&(i?a.once||d.push([b,c]):(!a.once||!e)&&n(b,c));return this},fire:function(){o.fireWith(this,arguments);return this},fired:function(){return!!e}};return o};var i=[].slice;f.extend({Deferred:function(a){var b=f.Callbacks("once memory"),c=f.Callbacks("once memory"),d=f.Callbacks("memory"),e="pending",g={resolve:b,reject:c,notify:d},h={done:b.add,fail:c.add,progress:d.add,state:function(){return e},isResolved:b.fired,isRejected:c.fired,then:function(a,b,c){i.done(a).fail(b).progress(c);return this},always:function(){i.done.apply(i,arguments).fail.apply(i,arguments);return this},pipe:function(a,b,c){return f.Deferred(function(d){f.each({done:[a,"resolve"],fail:[b,"reject"],progress:[c,"notify"]},function(a,b){var c=b[0],e=b[1],g;f.isFunction(c)?i[a](function(){g=c.apply(this,arguments),g&&f.isFunction(g.promise)?g.promise().then(d.resolve,d.reject,d.notify):d[e+"With"](this===i?d:this,[g])}):i[a](d[e])})}).promise()},promise:function(a){if(a==null)a=h;else for(var b in h)a[b]=h[b];return a}},i=h.promise({}),j;for(j in g)i[j]=g[j].fire,i[j+"With"]=g[j].fireWith;i.done(function(){e="resolved"},c.disable,d.lock).fail(function(){e="rejected"},b.disable,d.lock),a&&a.call(i,i);return i},when:function(a){function m(a){return function(b){e[a]=arguments.length>1?i.call(arguments,0):b,j.notifyWith(k,e)}}function l(a){return function(c){b[a]=arguments.length>1?i.call(arguments,0):c,--g||j.resolveWith(j,b)}}var b=i.call(arguments,0),c=0,d=b.length,e=Array(d),g=d,h=d,j=d<=1&&a&&f.isFunction(a.promise)?a:f.Deferred(),k=j.promise();if(d>1){for(;c<d;c++)b[c]&&b[c].promise&&f.isFunction(b[c].promise)?b[c].promise().then(l(c),j.reject,m(c)):--g;g||j.resolveWith(j,b)}else j!==a&&j.resolveWith(j,d?[a]:[]);return k}}),f.support=function(){var b,d,e,g,h,i,j,k,l,m,n,o,p,q=c.createElement("div"),r=c.documentElement;q.setAttribute("className","t"),q.innerHTML="   <link/><table></table><a href='/a' style='top:1px;float:left;opacity:.55;'>a</a><input type='checkbox'/>",d=q.getElementsByTagName("*"),e=q.getElementsByTagName("a")[0];if(!d||!d.length||!e)return{};g=c.createElement("select"),h=g.appendChild(c.createElement("option")),i=q.getElementsByTagName("input")[0],b={leadingWhitespace:q.firstChild.nodeType===3,tbody:!q.getElementsByTagName("tbody").length,htmlSerialize:!!q.getElementsByTagName("link").length,style:/top/.test(e.getAttribute("style")),hrefNormalized:e.getAttribute("href")==="/a",opacity:/^0.55/.test(e.style.opacity),cssFloat:!!e.style.cssFloat,checkOn:i.value==="on",optSelected:h.selected,getSetAttribute:q.className!=="t",enctype:!!c.createElement("form").enctype,html5Clone:c.createElement("nav").cloneNode(!0).outerHTML!=="<:nav></:nav>",submitBubbles:!0,changeBubbles:!0,focusinBubbles:!1,deleteExpando:!0,noCloneEvent:!0,inlineBlockNeedsLayout:!1,shrinkWrapBlocks:!1,reliableMarginRight:!0},i.checked=!0,b.noCloneChecked=i.cloneNode(!0).checked,g.disabled=!0,b.optDisabled=!h.disabled;try{delete q.test}catch(s){b.deleteExpando=!1}!q.addEventListener&&q.attachEvent&&q.fireEvent&&(q.attachEvent("onclick",function(){b.noCloneEvent=!1}),q.cloneNode(!0).fireEvent("onclick")),i=c.createElement("input"),i.value="t",i.setAttribute("type","radio"),b.radioValue=i.value==="t",i.setAttribute("checked","checked"),q.appendChild(i),k=c.createDocumentFragment(),k.appendChild(q.lastChild),b.checkClone=k.cloneNode(!0).cloneNode(!0).lastChild.checked,b.appendChecked=i.checked,k.removeChild(i),k.appendChild(q),q.innerHTML="",a.getComputedStyle&&(j=c.createElement("div"),j.style.width="0",j.style.marginRight="0",q.style.width="2px",q.appendChild(j),b.reliableMarginRight=(parseInt((a.getComputedStyle(j,null)||{marginRight:0}).marginRight,10)||0)===0);if(q.attachEvent)for(o in{submit:1,change:1,focusin:1})n="on"+o,p=n in q,p||(q.setAttribute(n,"return;"),p=typeof q[n]=="function"),b[o+"Bubbles"]=p;k.removeChild(q),k=g=h=j=q=i=null,f(function(){var a,d,e,g,h,i,j,k,m,n,o,r=c.getElementsByTagName("body")[0];!r||(j=1,k="position:absolute;top:0;left:0;width:1px;height:1px;margin:0;",m="visibility:hidden;border:0;",n="style='"+k+"border:5px solid #000;padding:0;'",o="<div "+n+"><div></div></div>"+"<table "+n+" cellpadding='0' cellspacing='0'>"+"<tr><td></td></tr></table>",a=c.createElement("div"),a.style.cssText=m+"width:0;height:0;position:static;top:0;margin-top:"+j+"px",r.insertBefore(a,r.firstChild),q=c.createElement("div"),a.appendChild(q),q.innerHTML="<table><tr><td style='padding:0;border:0;display:none'></td><td>t</td></tr></table>",l=q.getElementsByTagName("td"),p=l[0].offsetHeight===0,l[0].style.display="",l[1].style.display="none",b.reliableHiddenOffsets=p&&l[0].offsetHeight===0,q.innerHTML="",q.style.width=q.style.paddingLeft="1px",f.boxModel=b.boxModel=q.offsetWidth===2,typeof q.style.zoom!="undefined"&&(q.style.display="inline",q.style.zoom=1,b.inlineBlockNeedsLayout=q.offsetWidth===2,q.style.display="",q.innerHTML="<div style='width:4px;'></div>",b.shrinkWrapBlocks=q.offsetWidth!==2),q.style.cssText=k+m,q.innerHTML=o,d=q.firstChild,e=d.firstChild,h=d.nextSibling.firstChild.firstChild,i={doesNotAddBorder:e.offsetTop!==5,doesAddBorderForTableAndCells:h.offsetTop===5},e.style.position="fixed",e.style.top="20px",i.fixedPosition=e.offsetTop===20||e.offsetTop===15,e.style.position=e.style.top="",d.style.overflow="hidden",d.style.position="relative",i.subtractsBorderForOverflowNotVisible=e.offsetTop===-5,i.doesNotIncludeMarginInBodyOffset=r.offsetTop!==j,r.removeChild(a),q=a=null,f.extend(b,i))});return b}();var j=/^(?:\{.*\}|\[.*\])$/,k=/([A-Z])/g;f.extend({cache:{},uuid:0,expando:"jQuery"+(f.fn.jquery+Math.random()).replace(/\D/g,""),noData:{embed:!0,object:"clsid:D27CDB6E-AE6D-11cf-96B8-444553540000",applet:!0},hasData:function(a){a=a.nodeType?f.cache[a[f.expando]]:a[f.expando];return!!a&&!m(a)},data:function(a,c,d,e){if(!!f.acceptData(a)){var g,h,i,j=f.expando,k=typeof c=="string",l=a.nodeType,m=l?f.cache:a,n=l?a[j]:a[j]&&j,o=c==="events";if((!n||!m[n]||!o&&!e&&!m[n].data)&&k&&d===b)return;n||(l?a[j]=n=++f.uuid:n=j),m[n]||(m[n]={},l||(m[n].toJSON=f.noop));if(typeof c=="object"||typeof c=="function")e?m[n]=f.extend(m[n],c):m[n].data=f.extend(m[n].data,c);g=h=m[n],e||(h.data||(h.data={}),h=h.data),d!==b&&(h[f.camelCase(c)]=d);if(o&&!h[c])return g.events;k?(i=h[c],i==null&&(i=h[f.camelCase(c)])):i=h;return i}},removeData:function(a,b,c){if(!!f.acceptData(a)){var d,e,g,h=f.expando,i=a.nodeType,j=i?f.cache:a,k=i?a[h]:h;if(!j[k])return;if(b){d=c?j[k]:j[k].data;if(d){f.isArray(b)||(b in d?b=[b]:(b=f.camelCase(b),b in d?b=[b]:b=b.split(" ")));for(e=0,g=b.length;e<g;e++)delete d[b[e]];if(!(c?m:f.isEmptyObject)(d))return}}if(!c){delete j[k].data;if(!m(j[k]))return}f.support.deleteExpando||!j.setInterval?delete j[k]:j[k]=null,i&&(f.support.deleteExpando?delete a[h]:a.removeAttribute?a.removeAttribute(h):a[h]=null)}},_data:function(a,b,c){return f.data(a,b,c,!0)},acceptData:function(a){if(a.nodeName){var b=f.noData[a.nodeName.toLowerCase()];if(b)return b!==!0&&a.getAttribute("classid")===b}return!0}}),f.fn.extend({data:function(a,c){var d,e,g,h=null;if(typeof a=="undefined"){if(this.length){h=f.data(this[0]);if(this[0].nodeType===1&&!f._data(this[0],"parsedAttrs")){e=this[0].attributes;for(var i=0,j=e.length;i<j;i++)g=e[i].name,g.indexOf("data-")===0&&(g=f.camelCase(g.substring(5)),l(this[0],g,h[g]));f._data(this[0],"parsedAttrs",!0)}}return h}if(typeof a=="object")return this.each(function(){f.data(this,a)});d=a.split("."),d[1]=d[1]?"."+d[1]:"";if(c===b){h=this.triggerHandler("getData"+d[1]+"!",[d[0]]),h===b&&this.length&&(h=f.data(this[0],a),h=l(this[0],a,h));return h===b&&d[1]?this.data(d[0]):h}return this.each(function(){var b=f(this),e=[d[0],c];b.triggerHandler("setData"+d[1]+"!",e),f.data(this,a,c),b.triggerHandler("changeData"+d[1]+"!",e)})},removeData:function(a){return this.each(function(){f.removeData(this,a)})}}),f.extend({_mark:function(a,b){a&&(b=(b||"fx")+"mark",f._data(a,b,(f._data(a,b)||0)+1))},_unmark:function(a,b,c){a!==!0&&(c=b,b=a,a=!1);if(b){c=c||"fx";var d=c+"mark",e=a?0:(f._data(b,d)||1)-1;e?f._data(b,d,e):(f.removeData(b,d,!0),n(b,c,"mark"))}},queue:function(a,b,c){var d;if(a){b=(b||"fx")+"queue",d=f._data(a,b),c&&(!d||f.isArray(c)?d=f._data(a,b,f.makeArray(c)):d.push(c));return d||[]}},dequeue:function(a,b){b=b||"fx";var c=f.queue(a,b),d=c.shift(),e={};d==="inprogress"&&(d=c.shift()),d&&(b==="fx"&&c.unshift("inprogress"),f._data(a,b+".run",e),d.call(a,function(){f.dequeue(a,b)},e)),c.length||(f.removeData(a,b+"queue "+b+".run",!0),n(a,b,"queue"))}}),f.fn.extend({queue:function(a,c){typeof a!="string"&&(c=a,a="fx");if(c===b)return f.queue(this[0],a);return this.each(function(){var b=f.queue(this,a,c);a==="fx"&&b[0]!=="inprogress"&&f.dequeue(this,a)})},dequeue:function(a){return this.each(function(){f.dequeue(this,a)})},delay:function(a,b){a=f.fx?f.fx.speeds[a]||a:a,b=b||"fx";return this.queue(b,function(b,c){var d=setTimeout(b,a);c.stop=function(){clearTimeout(d)}})},clearQueue:function(a){return this.queue(a||"fx",[])},promise:function(a,c){function m(){--h||d.resolveWith(e,[e])}typeof a!="string"&&(c=a,a=b),a=a||"fx";var d=f.Deferred(),e=this,g=e.length,h=1,i=a+"defer",j=a+"queue",k=a+"mark",l;while(g--)if(l=f.data(e[g],i,b,!0)||(f.data(e[g],j,b,!0)||f.data(e[g],k,b,!0))&&f.data(e[g],i,f.Callbacks("once memory"),!0))h++,l.add(m);m();return d.promise()}});var o=/[\n\t\r]/g,p=/\s+/,q=/\r/g,r=/^(?:button|input)$/i,s=/^(?:button|input|object|select|textarea)$/i,t=/^a(?:rea)?$/i,u=/^(?:autofocus|autoplay|async|checked|controls|defer|disabled|hidden|loop|multiple|open|readonly|required|scoped|selected)$/i,v=f.support.getSetAttribute,w,x,y;f.fn.extend({attr:function(a,b){return f.access(this,a,b,!0,f.attr)},removeAttr:function(a){return this.each(function(){f.removeAttr(this,a)})},prop:function(a,b){return f.access(this,a,b,!0,f.prop)},removeProp:function(a){a=f.propFix[a]||a;return this.each(function(){try{this[a]=b,delete this[a]}catch(c){}})},addClass:function(a){var b,c,d,e,g,h,i;if(f.isFunction(a))return this.each(function(b){f(this).addClass(a.call(this,b,this.className))});if(a&&typeof a=="string"){b=a.split(p);for(c=0,d=this.length;c<d;c++){e=this[c];if(e.nodeType===1)if(!e.className&&b.length===1)e.className=a;else{g=" "+e.className+" ";for(h=0,i=b.length;h<i;h++)~g.indexOf(" "+b[h]+" ")||(g+=b[h]+" ");e.className=f.trim(g)}}}return this},removeClass:function(a){var c,d,e,g,h,i,j;if(f.isFunction(a))return this.each(function(b){f(this).removeClass(a.call(this,b,this.className))});if(a&&typeof a=="string"||a===b){c=(a||"").split(p);for(d=0,e=this.length;d<e;d++){g=this[d];if(g.nodeType===1&&g.className)if(a){h=(" "+g.className+" ").replace(o," ");for(i=0,j=c.length;i<j;i++)h=h.replace(" "+c[i]+" "," ");g.className=f.trim(h)}else g.className=""}}return this},toggleClass:function(a,b){var c=typeof a,d=typeof b=="boolean";if(f.isFunction(a))return this.each(function(c){f(this).toggleClass(a.call(this,c,this.className,b),b)});return this.each(function(){if(c==="string"){var e,g=0,h=f(this),i=b,j=a.split(p);while(e=j[g++])i=d?i:!h.hasClass(e),h[i?"addClass":"removeClass"](e)}else if(c==="undefined"||c==="boolean")this.className&&f._data(this,"__className__",this.className),this.className=this.className||a===!1?"":f._data(this,"__className__")||""})},hasClass:function(a){var b=" "+a+" ",c=0,d=this.length;for(;c<d;c++)if(this[c].nodeType===1&&(" "+this[c].className+" ").replace(o," ").indexOf(b)>-1)return!0;return!1},val:function(a){var c,d,e,g=this[0];{if(!!arguments.length){e=f.isFunction(a);return this.each(function(d){var g=f(this),h;if(this.nodeType===1){e?h=a.call(this,d,g.val()):h=a,h==null?h="":typeof h=="number"?h+="":f.isArray(h)&&(h=f.map(h,function(a){return a==null?"":a+""})),c=f.valHooks[this.nodeName.toLowerCase()]||f.valHooks[this.type];if(!c||!("set"in c)||c.set(this,h,"value")===b)this.value=h}})}if(g){c=f.valHooks[g.nodeName.toLowerCase()]||f.valHooks[g.type];if(c&&"get"in c&&(d=c.get(g,"value"))!==b)return d;d=g.value;return typeof d=="string"?d.replace(q,""):d==null?"":d}}}}),f.extend({valHooks:{option:{get:function(a){var b=a.attributes.value;return!b||b.specified?a.value:a.text}},select:{get:function(a){var b,c,d,e,g=a.selectedIndex,h=[],i=a.options,j=a.type==="select-one";if(g<0)return null;c=j?g:0,d=j?g+1:i.length;for(;c<d;c++){e=i[c];if(e.selected&&(f.support.optDisabled?!e.disabled:e.getAttribute("disabled")===null)&&(!e.parentNode.disabled||!f.nodeName(e.parentNode,"optgroup"))){b=f(e).val();if(j)return b;h.push(b)}}if(j&&!h.length&&i.length)return f(i[g]).val();return h},set:function(a,b){var c=f.makeArray(b);f(a).find("option").each(function(){this.selected=f.inArray(f(this).val(),c)>=0}),c.length||(a.selectedIndex=-1);return c}}},attrFn:{val:!0,css:!0,html:!0,text:!0,data:!0,width:!0,height:!0,offset:!0},attr:function(a,c,d,e){var g,h,i,j=a.nodeType;if(!!a&&j!==3&&j!==8&&j!==2){if(e&&c in f.attrFn)return f(a)[c](d);if(typeof a.getAttribute=="undefined")return f.prop(a,c,d);i=j!==1||!f.isXMLDoc(a),i&&(c=c.toLowerCase(),h=f.attrHooks[c]||(u.test(c)?x:w));if(d!==b){if(d===null){f.removeAttr(a,c);return}if(h&&"set"in h&&i&&(g=h.set(a,d,c))!==b)return g;a.setAttribute(c,""+d);return d}if(h&&"get"in h&&i&&(g=h.get(a,c))!==null)return g;g=a.getAttribute(c);return g===null?b:g}},removeAttr:function(a,b){var c,d,e,g,h=0;if(b&&a.nodeType===1){d=b.toLowerCase().split(p),g=d.length;for(;h<g;h++)e=d[h],e&&(c=f.propFix[e]||e,f.attr(a,e,""),a.removeAttribute(v?e:c),u.test(e)&&c in a&&(a[c]=!1))}},attrHooks:{type:{set:function(a,b){if(r.test(a.nodeName)&&a.parentNode)f.error("type property can't be changed");else if(!f.support.radioValue&&b==="radio"&&f.nodeName(a,"input")){var c=a.value;a.setAttribute("type",b),c&&(a.value=c);return b}}},value:{get:function(a,b){if(w&&f.nodeName(a,"button"))return w.get(a,b);return b in a?a.value:null},set:function(a,b,c){if(w&&f.nodeName(a,"button"))return w.set(a,b,c);a.value=b}}},propFix:{tabindex:"tabIndex",readonly:"readOnly","for":"htmlFor","class":"className",maxlength:"maxLength",cellspacing:"cellSpacing",cellpadding:"cellPadding",rowspan:"rowSpan",colspan:"colSpan",usemap:"useMap",frameborder:"frameBorder",contenteditable:"contentEditable"},prop:function(a,c,d){var e,g,h,i=a.nodeType;if(!!a&&i!==3&&i!==8&&i!==2){h=i!==1||!f.isXMLDoc(a),h&&(c=f.propFix[c]||c,g=f.propHooks[c]);return d!==b?g&&"set"in g&&(e=g.set(a,d,c))!==b?e:a[c]=d:g&&"get"in g&&(e=g.get(a,c))!==null?e:a[c]}},propHooks:{tabIndex:{get:function(a){var c=a.getAttributeNode("tabindex");return c&&c.specified?parseInt(c.value,10):s.test(a.nodeName)||t.test(a.nodeName)&&a.href?0:b}}}}),f.attrHooks.tabindex=f.propHooks.tabIndex,x={get:function(a,c){var d,e=f.prop(a,c);return e===!0||typeof e!="boolean"&&(d=a.getAttributeNode(c))&&d.nodeValue!==!1?c.toLowerCase():b},set:function(a,b,c){var d;b===!1?f.removeAttr(a,c):(d=f.propFix[c]||c,d in a&&(a[d]=!0),a.setAttribute(c,c.toLowerCase()));return c}},v||(y={name:!0,id:!0},w=f.valHooks.button={get:function(a,c){var d;d=a.getAttributeNode(c);return d&&(y[c]?d.nodeValue!=="":d.specified)?d.nodeValue:b},set:function(a,b,d){var e=a.getAttributeNode(d);e||(e=c.createAttribute(d),a.setAttributeNode(e));return e.nodeValue=b+""}},f.attrHooks.tabindex.set=w.set,f.each(["width","height"],function(a,b){f.attrHooks[b]=f.extend(f.attrHooks[b],{set:function(a,c){if(c===""){a.setAttribute(b,"auto");return c}}})}),f.attrHooks.contenteditable={get:w.get,set:function(a,b,c){b===""&&(b="false"),w.set(a,b,c)}}),f.support.hrefNormalized||f.each(["href","src","width","height"],function(a,c){f.attrHooks[c]=f.extend(f.attrHooks[c],{get:function(a){var d=a.getAttribute(c,2);return d===null?b:d}})}),f.support.style||(f.attrHooks.style={get:function(a){return a.style.cssText.toLowerCase()||b},set:function(a,b){return a.style.cssText=""+b}}),f.support.optSelected||(f.propHooks.selected=f.extend(f.propHooks.selected,{get:function(a){var b=a.parentNode;b&&(b.selectedIndex,b.parentNode&&b.parentNode.selectedIndex);return null}})),f.support.enctype||(f.propFix.enctype="encoding"),f.support.checkOn||f.each(["radio","checkbox"],function(){f.valHooks[this]={get:function(a){return a.getAttribute("value")===null?"on":a.value}}}),f.each(["radio","checkbox"],function(){f.valHooks[this]=f.extend(f.valHooks[this],{set:function(a,b){if(f.isArray(b))return a.checked=f.inArray(f(a).val(),b)>=0}})});var z=/^(?:textarea|input|select)$/i,A=/^([^\.]*)?(?:\.(.+))?$/,B=/\bhover(\.\S+)?\b/,C=/^key/,D=/^(?:mouse|contextmenu)|click/,E=/^(?:focusinfocus|focusoutblur)$/,F=/^(\w*)(?:#([\w\-]+))?(?:\.([\w\-]+))?$/,G=function(a){var b=F.exec(a);b&&(b[1]=(b[1]||"").toLowerCase(),b[3]=b[3]&&new RegExp("(?:^|\\s)"+b[3]+"(?:\\s|$)"));return b},H=function(a,b){var c=a.attributes||{};return(!b[1]||a.nodeName.toLowerCase()===b[1])&&(!b[2]||(c.id||{}).value===b[2])&&(!b[3]||b[3].test((c["class"]||{}).value))},I=function(a){return f.event.special.hover?a:a.replace(B,"mouseenter$1 mouseleave$1")};
f.event={add:function(a,c,d,e,g){var h,i,j,k,l,m,n,o,p,q,r,s;if(!(a.nodeType===3||a.nodeType===8||!c||!d||!(h=f._data(a)))){d.handler&&(p=d,d=p.handler),d.guid||(d.guid=f.guid++),j=h.events,j||(h.events=j={}),i=h.handle,i||(h.handle=i=function(a){return typeof f!="undefined"&&(!a||f.event.triggered!==a.type)?f.event.dispatch.apply(i.elem,arguments):b},i.elem=a),c=f.trim(I(c)).split(" ");for(k=0;k<c.length;k++){l=A.exec(c[k])||[],m=l[1],n=(l[2]||"").split(".").sort(),s=f.event.special[m]||{},m=(g?s.delegateType:s.bindType)||m,s=f.event.special[m]||{},o=f.extend({type:m,origType:l[1],data:e,handler:d,guid:d.guid,selector:g,quick:G(g),namespace:n.join(".")},p),r=j[m];if(!r){r=j[m]=[],r.delegateCount=0;if(!s.setup||s.setup.call(a,e,n,i)===!1)a.addEventListener?a.addEventListener(m,i,!1):a.attachEvent&&a.attachEvent("on"+m,i)}s.add&&(s.add.call(a,o),o.handler.guid||(o.handler.guid=d.guid)),g?r.splice(r.delegateCount++,0,o):r.push(o),f.event.global[m]=!0}a=null}},global:{},remove:function(a,b,c,d,e){var g=f.hasData(a)&&f._data(a),h,i,j,k,l,m,n,o,p,q,r,s;if(!!g&&!!(o=g.events)){b=f.trim(I(b||"")).split(" ");for(h=0;h<b.length;h++){i=A.exec(b[h])||[],j=k=i[1],l=i[2];if(!j){for(j in o)f.event.remove(a,j+b[h],c,d,!0);continue}p=f.event.special[j]||{},j=(d?p.delegateType:p.bindType)||j,r=o[j]||[],m=r.length,l=l?new RegExp("(^|\\.)"+l.split(".").sort().join("\\.(?:.*\\.)?")+"(\\.|$)"):null;for(n=0;n<r.length;n++)s=r[n],(e||k===s.origType)&&(!c||c.guid===s.guid)&&(!l||l.test(s.namespace))&&(!d||d===s.selector||d==="**"&&s.selector)&&(r.splice(n--,1),s.selector&&r.delegateCount--,p.remove&&p.remove.call(a,s));r.length===0&&m!==r.length&&((!p.teardown||p.teardown.call(a,l)===!1)&&f.removeEvent(a,j,g.handle),delete o[j])}f.isEmptyObject(o)&&(q=g.handle,q&&(q.elem=null),f.removeData(a,["events","handle"],!0))}},customEvent:{getData:!0,setData:!0,changeData:!0},trigger:function(c,d,e,g){if(!e||e.nodeType!==3&&e.nodeType!==8){var h=c.type||c,i=[],j,k,l,m,n,o,p,q,r,s;if(E.test(h+f.event.triggered))return;h.indexOf("!")>=0&&(h=h.slice(0,-1),k=!0),h.indexOf(".")>=0&&(i=h.split("."),h=i.shift(),i.sort());if((!e||f.event.customEvent[h])&&!f.event.global[h])return;c=typeof c=="object"?c[f.expando]?c:new f.Event(h,c):new f.Event(h),c.type=h,c.isTrigger=!0,c.exclusive=k,c.namespace=i.join("."),c.namespace_re=c.namespace?new RegExp("(^|\\.)"+i.join("\\.(?:.*\\.)?")+"(\\.|$)"):null,o=h.indexOf(":")<0?"on"+h:"";if(!e){j=f.cache;for(l in j)j[l].events&&j[l].events[h]&&f.event.trigger(c,d,j[l].handle.elem,!0);return}c.result=b,c.target||(c.target=e),d=d!=null?f.makeArray(d):[],d.unshift(c),p=f.event.special[h]||{};if(p.trigger&&p.trigger.apply(e,d)===!1)return;r=[[e,p.bindType||h]];if(!g&&!p.noBubble&&!f.isWindow(e)){s=p.delegateType||h,m=E.test(s+h)?e:e.parentNode,n=null;for(;m;m=m.parentNode)r.push([m,s]),n=m;n&&n===e.ownerDocument&&r.push([n.defaultView||n.parentWindow||a,s])}for(l=0;l<r.length&&!c.isPropagationStopped();l++)m=r[l][0],c.type=r[l][1],q=(f._data(m,"events")||{})[c.type]&&f._data(m,"handle"),q&&q.apply(m,d),q=o&&m[o],q&&f.acceptData(m)&&q.apply(m,d)===!1&&c.preventDefault();c.type=h,!g&&!c.isDefaultPrevented()&&(!p._default||p._default.apply(e.ownerDocument,d)===!1)&&(h!=="click"||!f.nodeName(e,"a"))&&f.acceptData(e)&&o&&e[h]&&(h!=="focus"&&h!=="blur"||c.target.offsetWidth!==0)&&!f.isWindow(e)&&(n=e[o],n&&(e[o]=null),f.event.triggered=h,e[h](),f.event.triggered=b,n&&(e[o]=n));return c.result}},dispatch:function(c){c=f.event.fix(c||a.event);var d=(f._data(this,"events")||{})[c.type]||[],e=d.delegateCount,g=[].slice.call(arguments,0),h=!c.exclusive&&!c.namespace,i=[],j,k,l,m,n,o,p,q,r,s,t;g[0]=c,c.delegateTarget=this;if(e&&!c.target.disabled&&(!c.button||c.type!=="click")){m=f(this),m.context=this.ownerDocument||this;for(l=c.target;l!=this;l=l.parentNode||this){o={},q=[],m[0]=l;for(j=0;j<e;j++)r=d[j],s=r.selector,o[s]===b&&(o[s]=r.quick?H(l,r.quick):m.is(s)),o[s]&&q.push(r);q.length&&i.push({elem:l,matches:q})}}d.length>e&&i.push({elem:this,matches:d.slice(e)});for(j=0;j<i.length&&!c.isPropagationStopped();j++){p=i[j],c.currentTarget=p.elem;for(k=0;k<p.matches.length&&!c.isImmediatePropagationStopped();k++){r=p.matches[k];if(h||!c.namespace&&!r.namespace||c.namespace_re&&c.namespace_re.test(r.namespace))c.data=r.data,c.handleObj=r,n=((f.event.special[r.origType]||{}).handle||r.handler).apply(p.elem,g),n!==b&&(c.result=n,n===!1&&(c.preventDefault(),c.stopPropagation()))}}return c.result},props:"attrChange attrName relatedNode srcElement altKey bubbles cancelable ctrlKey currentTarget eventPhase metaKey relatedTarget shiftKey target timeStamp view which".split(" "),fixHooks:{},keyHooks:{props:"char charCode key keyCode".split(" "),filter:function(a,b){a.which==null&&(a.which=b.charCode!=null?b.charCode:b.keyCode);return a}},mouseHooks:{props:"button buttons clientX clientY fromElement offsetX offsetY pageX pageY screenX screenY toElement".split(" "),filter:function(a,d){var e,f,g,h=d.button,i=d.fromElement;a.pageX==null&&d.clientX!=null&&(e=a.target.ownerDocument||c,f=e.documentElement,g=e.body,a.pageX=d.clientX+(f&&f.scrollLeft||g&&g.scrollLeft||0)-(f&&f.clientLeft||g&&g.clientLeft||0),a.pageY=d.clientY+(f&&f.scrollTop||g&&g.scrollTop||0)-(f&&f.clientTop||g&&g.clientTop||0)),!a.relatedTarget&&i&&(a.relatedTarget=i===a.target?d.toElement:i),!a.which&&h!==b&&(a.which=h&1?1:h&2?3:h&4?2:0);return a}},fix:function(a){if(a[f.expando])return a;var d,e,g=a,h=f.event.fixHooks[a.type]||{},i=h.props?this.props.concat(h.props):this.props;a=f.Event(g);for(d=i.length;d;)e=i[--d],a[e]=g[e];a.target||(a.target=g.srcElement||c),a.target.nodeType===3&&(a.target=a.target.parentNode),a.metaKey===b&&(a.metaKey=a.ctrlKey);return h.filter?h.filter(a,g):a},special:{ready:{setup:f.bindReady},load:{noBubble:!0},focus:{delegateType:"focusin"},blur:{delegateType:"focusout"},beforeunload:{setup:function(a,b,c){f.isWindow(this)&&(this.onbeforeunload=c)},teardown:function(a,b){this.onbeforeunload===b&&(this.onbeforeunload=null)}}},simulate:function(a,b,c,d){var e=f.extend(new f.Event,c,{type:a,isSimulated:!0,originalEvent:{}});d?f.event.trigger(e,null,b):f.event.dispatch.call(b,e),e.isDefaultPrevented()&&c.preventDefault()}},f.event.handle=f.event.dispatch,f.removeEvent=c.removeEventListener?function(a,b,c){a.removeEventListener&&a.removeEventListener(b,c,!1)}:function(a,b,c){a.detachEvent&&a.detachEvent("on"+b,c)},f.Event=function(a,b){if(!(this instanceof f.Event))return new f.Event(a,b);a&&a.type?(this.originalEvent=a,this.type=a.type,this.isDefaultPrevented=a.defaultPrevented||a.returnValue===!1||a.getPreventDefault&&a.getPreventDefault()?K:J):this.type=a,b&&f.extend(this,b),this.timeStamp=a&&a.timeStamp||f.now(),this[f.expando]=!0},f.Event.prototype={preventDefault:function(){this.isDefaultPrevented=K;var a=this.originalEvent;!a||(a.preventDefault?a.preventDefault():a.returnValue=!1)},stopPropagation:function(){this.isPropagationStopped=K;var a=this.originalEvent;!a||(a.stopPropagation&&a.stopPropagation(),a.cancelBubble=!0)},stopImmediatePropagation:function(){this.isImmediatePropagationStopped=K,this.stopPropagation()},isDefaultPrevented:J,isPropagationStopped:J,isImmediatePropagationStopped:J},f.each({mouseenter:"mouseover",mouseleave:"mouseout"},function(a,b){f.event.special[a]={delegateType:b,bindType:b,handle:function(a){var c=this,d=a.relatedTarget,e=a.handleObj,g=e.selector,h;if(!d||d!==c&&!f.contains(c,d))a.type=e.origType,h=e.handler.apply(this,arguments),a.type=b;return h}}}),f.support.submitBubbles||(f.event.special.submit={setup:function(){if(f.nodeName(this,"form"))return!1;f.event.add(this,"click._submit keypress._submit",function(a){var c=a.target,d=f.nodeName(c,"input")||f.nodeName(c,"button")?c.form:b;d&&!d._submit_attached&&(f.event.add(d,"submit._submit",function(a){this.parentNode&&!a.isTrigger&&f.event.simulate("submit",this.parentNode,a,!0)}),d._submit_attached=!0)})},teardown:function(){if(f.nodeName(this,"form"))return!1;f.event.remove(this,"._submit")}}),f.support.changeBubbles||(f.event.special.change={setup:function(){if(z.test(this.nodeName)){if(this.type==="checkbox"||this.type==="radio")f.event.add(this,"propertychange._change",function(a){a.originalEvent.propertyName==="checked"&&(this._just_changed=!0)}),f.event.add(this,"click._change",function(a){this._just_changed&&!a.isTrigger&&(this._just_changed=!1,f.event.simulate("change",this,a,!0))});return!1}f.event.add(this,"beforeactivate._change",function(a){var b=a.target;z.test(b.nodeName)&&!b._change_attached&&(f.event.add(b,"change._change",function(a){this.parentNode&&!a.isSimulated&&!a.isTrigger&&f.event.simulate("change",this.parentNode,a,!0)}),b._change_attached=!0)})},handle:function(a){var b=a.target;if(this!==b||a.isSimulated||a.isTrigger||b.type!=="radio"&&b.type!=="checkbox")return a.handleObj.handler.apply(this,arguments)},teardown:function(){f.event.remove(this,"._change");return z.test(this.nodeName)}}),f.support.focusinBubbles||f.each({focus:"focusin",blur:"focusout"},function(a,b){var d=0,e=function(a){f.event.simulate(b,a.target,f.event.fix(a),!0)};f.event.special[b]={setup:function(){d++===0&&c.addEventListener(a,e,!0)},teardown:function(){--d===0&&c.removeEventListener(a,e,!0)}}}),f.fn.extend({on:function(a,c,d,e,g){var h,i;if(typeof a=="object"){typeof c!="string"&&(d=c,c=b);for(i in a)this.on(i,c,d,a[i],g);return this}d==null&&e==null?(e=c,d=c=b):e==null&&(typeof c=="string"?(e=d,d=b):(e=d,d=c,c=b));if(e===!1)e=J;else if(!e)return this;g===1&&(h=e,e=function(a){f().off(a);return h.apply(this,arguments)},e.guid=h.guid||(h.guid=f.guid++));return this.each(function(){f.event.add(this,a,e,d,c)})},one:function(a,b,c,d){return this.on.call(this,a,b,c,d,1)},off:function(a,c,d){if(a&&a.preventDefault&&a.handleObj){var e=a.handleObj;f(a.delegateTarget).off(e.namespace?e.type+"."+e.namespace:e.type,e.selector,e.handler);return this}if(typeof a=="object"){for(var g in a)this.off(g,c,a[g]);return this}if(c===!1||typeof c=="function")d=c,c=b;d===!1&&(d=J);return this.each(function(){f.event.remove(this,a,d,c)})},bind:function(a,b,c){return this.on(a,null,b,c)},unbind:function(a,b){return this.off(a,null,b)},live:function(a,b,c){f(this.context).on(a,this.selector,b,c);return this},die:function(a,b){f(this.context).off(a,this.selector||"**",b);return this},delegate:function(a,b,c,d){return this.on(b,a,c,d)},undelegate:function(a,b,c){return arguments.length==1?this.off(a,"**"):this.off(b,a,c)},trigger:function(a,b){return this.each(function(){f.event.trigger(a,b,this)})},triggerHandler:function(a,b){if(this[0])return f.event.trigger(a,b,this[0],!0)},toggle:function(a){var b=arguments,c=a.guid||f.guid++,d=0,e=function(c){var e=(f._data(this,"lastToggle"+a.guid)||0)%d;f._data(this,"lastToggle"+a.guid,e+1),c.preventDefault();return b[e].apply(this,arguments)||!1};e.guid=c;while(d<b.length)b[d++].guid=c;return this.click(e)},hover:function(a,b){return this.mouseenter(a).mouseleave(b||a)}}),f.each("blur focus focusin focusout load resize scroll unload click dblclick mousedown mouseup mousemove mouseover mouseout mouseenter mouseleave change select submit keydown keypress keyup error contextmenu".split(" "),function(a,b){f.fn[b]=function(a,c){c==null&&(c=a,a=null);return arguments.length>0?this.on(b,null,a,c):this.trigger(b)},f.attrFn&&(f.attrFn[b]=!0),C.test(b)&&(f.event.fixHooks[b]=f.event.keyHooks),D.test(b)&&(f.event.fixHooks[b]=f.event.mouseHooks)}),function(){function x(a,b,c,e,f,g){for(var h=0,i=e.length;h<i;h++){var j=e[h];if(j){var k=!1;j=j[a];while(j){if(j[d]===c){k=e[j.sizset];break}if(j.nodeType===1){g||(j[d]=c,j.sizset=h);if(typeof b!="string"){if(j===b){k=!0;break}}else if(m.filter(b,[j]).length>0){k=j;break}}j=j[a]}e[h]=k}}}function w(a,b,c,e,f,g){for(var h=0,i=e.length;h<i;h++){var j=e[h];if(j){var k=!1;j=j[a];while(j){if(j[d]===c){k=e[j.sizset];break}j.nodeType===1&&!g&&(j[d]=c,j.sizset=h);if(j.nodeName.toLowerCase()===b){k=j;break}j=j[a]}e[h]=k}}}var a=/((?:\((?:\([^()]+\)|[^()]+)+\)|\[(?:\[[^\[\]]*\]|['"][^'"]*['"]|[^\[\]'"]+)+\]|\\.|[^ >+~,(\[\\]+)+|[>+~])(\s*,\s*)?((?:.|\r|\n)*)/g,d="sizcache"+(Math.random()+"").replace(".",""),e=0,g=Object.prototype.toString,h=!1,i=!0,j=/\\/g,k=/\r\n/g,l=/\W/;[0,0].sort(function(){i=!1;return 0});var m=function(b,d,e,f){e=e||[],d=d||c;var h=d;if(d.nodeType!==1&&d.nodeType!==9)return[];if(!b||typeof b!="string")return e;var i,j,k,l,n,q,r,t,u=!0,v=m.isXML(d),w=[],x=b;do{a.exec(""),i=a.exec(x);if(i){x=i[3],w.push(i[1]);if(i[2]){l=i[3];break}}}while(i);if(w.length>1&&p.exec(b))if(w.length===2&&o.relative[w[0]])j=y(w[0]+w[1],d,f);else{j=o.relative[w[0]]?[d]:m(w.shift(),d);while(w.length)b=w.shift(),o.relative[b]&&(b+=w.shift()),j=y(b,j,f)}else{!f&&w.length>1&&d.nodeType===9&&!v&&o.match.ID.test(w[0])&&!o.match.ID.test(w[w.length-1])&&(n=m.find(w.shift(),d,v),d=n.expr?m.filter(n.expr,n.set)[0]:n.set[0]);if(d){n=f?{expr:w.pop(),set:s(f)}:m.find(w.pop(),w.length===1&&(w[0]==="~"||w[0]==="+")&&d.parentNode?d.parentNode:d,v),j=n.expr?m.filter(n.expr,n.set):n.set,w.length>0?k=s(j):u=!1;while(w.length)q=w.pop(),r=q,o.relative[q]?r=w.pop():q="",r==null&&(r=d),o.relative[q](k,r,v)}else k=w=[]}k||(k=j),k||m.error(q||b);if(g.call(k)==="[object Array]")if(!u)e.push.apply(e,k);else if(d&&d.nodeType===1)for(t=0;k[t]!=null;t++)k[t]&&(k[t]===!0||k[t].nodeType===1&&m.contains(d,k[t]))&&e.push(j[t]);else for(t=0;k[t]!=null;t++)k[t]&&k[t].nodeType===1&&e.push(j[t]);else s(k,e);l&&(m(l,h,e,f),m.uniqueSort(e));return e};m.uniqueSort=function(a){if(u){h=i,a.sort(u);if(h)for(var b=1;b<a.length;b++)a[b]===a[b-1]&&a.splice(b--,1)}return a},m.matches=function(a,b){return m(a,null,null,b)},m.matchesSelector=function(a,b){return m(b,null,null,[a]).length>0},m.find=function(a,b,c){var d,e,f,g,h,i;if(!a)return[];for(e=0,f=o.order.length;e<f;e++){h=o.order[e];if(g=o.leftMatch[h].exec(a)){i=g[1],g.splice(1,1);if(i.substr(i.length-1)!=="\\"){g[1]=(g[1]||"").replace(j,""),d=o.find[h](g,b,c);if(d!=null){a=a.replace(o.match[h],"");break}}}}d||(d=typeof b.getElementsByTagName!="undefined"?b.getElementsByTagName("*"):[]);return{set:d,expr:a}},m.filter=function(a,c,d,e){var f,g,h,i,j,k,l,n,p,q=a,r=[],s=c,t=c&&c[0]&&m.isXML(c[0]);while(a&&c.length){for(h in o.filter)if((f=o.leftMatch[h].exec(a))!=null&&f[2]){k=o.filter[h],l=f[1],g=!1,f.splice(1,1);if(l.substr(l.length-1)==="\\")continue;s===r&&(r=[]);if(o.preFilter[h]){f=o.preFilter[h](f,s,d,r,e,t);if(!f)g=i=!0;else if(f===!0)continue}if(f)for(n=0;(j=s[n])!=null;n++)j&&(i=k(j,f,n,s),p=e^i,d&&i!=null?p?g=!0:s[n]=!1:p&&(r.push(j),g=!0));if(i!==b){d||(s=r),a=a.replace(o.match[h],"");if(!g)return[];break}}if(a===q)if(g==null)m.error(a);else break;q=a}return s},m.error=function(a){throw new Error("Syntax error, unrecognized expression: "+a)};var n=m.getText=function(a){var b,c,d=a.nodeType,e="";if(d){if(d===1||d===9){if(typeof a.textContent=="string")return a.textContent;if(typeof a.innerText=="string")return a.innerText.replace(k,"");for(a=a.firstChild;a;a=a.nextSibling)e+=n(a)}else if(d===3||d===4)return a.nodeValue}else for(b=0;c=a[b];b++)c.nodeType!==8&&(e+=n(c));return e},o=m.selectors={order:["ID","NAME","TAG"],match:{ID:/#((?:[\w\u00c0-\uFFFF\-]|\\.)+)/,CLASS:/\.((?:[\w\u00c0-\uFFFF\-]|\\.)+)/,NAME:/\[name=['"]*((?:[\w\u00c0-\uFFFF\-]|\\.)+)['"]*\]/,ATTR:/\[\s*((?:[\w\u00c0-\uFFFF\-]|\\.)+)\s*(?:(\S?=)\s*(?:(['"])(.*?)\3|(#?(?:[\w\u00c0-\uFFFF\-]|\\.)*)|)|)\s*\]/,TAG:/^((?:[\w\u00c0-\uFFFF\*\-]|\\.)+)/,CHILD:/:(only|nth|last|first)-child(?:\(\s*(even|odd|(?:[+\-]?\d+|(?:[+\-]?\d*)?n\s*(?:[+\-]\s*\d+)?))\s*\))?/,POS:/:(nth|eq|gt|lt|first|last|even|odd)(?:\((\d*)\))?(?=[^\-]|$)/,PSEUDO:/:((?:[\w\u00c0-\uFFFF\-]|\\.)+)(?:\((['"]?)((?:\([^\)]+\)|[^\(\)]*)+)\2\))?/},leftMatch:{},attrMap:{"class":"className","for":"htmlFor"},attrHandle:{href:function(a){return a.getAttribute("href")},type:function(a){return a.getAttribute("type")}},relative:{"+":function(a,b){var c=typeof b=="string",d=c&&!l.test(b),e=c&&!d;d&&(b=b.toLowerCase());for(var f=0,g=a.length,h;f<g;f++)if(h=a[f]){while((h=h.previousSibling)&&h.nodeType!==1);a[f]=e||h&&h.nodeName.toLowerCase()===b?h||!1:h===b}e&&m.filter(b,a,!0)},">":function(a,b){var c,d=typeof b=="string",e=0,f=a.length;if(d&&!l.test(b)){b=b.toLowerCase();for(;e<f;e++){c=a[e];if(c){var g=c.parentNode;a[e]=g.nodeName.toLowerCase()===b?g:!1}}}else{for(;e<f;e++)c=a[e],c&&(a[e]=d?c.parentNode:c.parentNode===b);d&&m.filter(b,a,!0)}},"":function(a,b,c){var d,f=e++,g=x;typeof b=="string"&&!l.test(b)&&(b=b.toLowerCase(),d=b,g=w),g("parentNode",b,f,a,d,c)},"~":function(a,b,c){var d,f=e++,g=x;typeof b=="string"&&!l.test(b)&&(b=b.toLowerCase(),d=b,g=w),g("previousSibling",b,f,a,d,c)}},find:{ID:function(a,b,c){if(typeof b.getElementById!="undefined"&&!c){var d=b.getElementById(a[1]);return d&&d.parentNode?[d]:[]}},NAME:function(a,b){if(typeof b.getElementsByName!="undefined"){var c=[],d=b.getElementsByName(a[1]);for(var e=0,f=d.length;e<f;e++)d[e].getAttribute("name")===a[1]&&c.push(d[e]);return c.length===0?null:c}},TAG:function(a,b){if(typeof b.getElementsByTagName!="undefined")return b.getElementsByTagName(a[1])}},preFilter:{CLASS:function(a,b,c,d,e,f){a=" "+a[1].replace(j,"")+" ";if(f)return a;for(var g=0,h;(h=b[g])!=null;g++)h&&(e^(h.className&&(" "+h.className+" ").replace(/[\t\n\r]/g," ").indexOf(a)>=0)?c||d.push(h):c&&(b[g]=!1));return!1},ID:function(a){return a[1].replace(j,"")},TAG:function(a,b){return a[1].replace(j,"").toLowerCase()},CHILD:function(a){if(a[1]==="nth"){a[2]||m.error(a[0]),a[2]=a[2].replace(/^\+|\s*/g,"");var b=/(-?)(\d*)(?:n([+\-]?\d*))?/.exec(a[2]==="even"&&"2n"||a[2]==="odd"&&"2n+1"||!/\D/.test(a[2])&&"0n+"+a[2]||a[2]);a[2]=b[1]+(b[2]||1)-0,a[3]=b[3]-0}else a[2]&&m.error(a[0]);a[0]=e++;return a},ATTR:function(a,b,c,d,e,f){var g=a[1]=a[1].replace(j,"");!f&&o.attrMap[g]&&(a[1]=o.attrMap[g]),a[4]=(a[4]||a[5]||"").replace(j,""),a[2]==="~="&&(a[4]=" "+a[4]+" ");return a},PSEUDO:function(b,c,d,e,f){if(b[1]==="not")if((a.exec(b[3])||"").length>1||/^\w/.test(b[3]))b[3]=m(b[3],null,null,c);else{var g=m.filter(b[3],c,d,!0^f);d||e.push.apply(e,g);return!1}else if(o.match.POS.test(b[0])||o.match.CHILD.test(b[0]))return!0;return b},POS:function(a){a.unshift(!0);return a}},filters:{enabled:function(a){return a.disabled===!1&&a.type!=="hidden"},disabled:function(a){return a.disabled===!0},checked:function(a){return a.checked===!0},selected:function(a){a.parentNode&&a.parentNode.selectedIndex;return a.selected===!0},parent:function(a){return!!a.firstChild},empty:function(a){return!a.firstChild},has:function(a,b,c){return!!m(c[3],a).length},header:function(a){return/h\d/i.test(a.nodeName)},text:function(a){var b=a.getAttribute("type"),c=a.type;return a.nodeName.toLowerCase()==="input"&&"text"===c&&(b===c||b===null)},radio:function(a){return a.nodeName.toLowerCase()==="input"&&"radio"===a.type},checkbox:function(a){return a.nodeName.toLowerCase()==="input"&&"checkbox"===a.type},file:function(a){return a.nodeName.toLowerCase()==="input"&&"file"===a.type},password:function(a){return a.nodeName.toLowerCase()==="input"&&"password"===a.type},submit:function(a){var b=a.nodeName.toLowerCase();return(b==="input"||b==="button")&&"submit"===a.type},image:function(a){return a.nodeName.toLowerCase()==="input"&&"image"===a.type},reset:function(a){var b=a.nodeName.toLowerCase();return(b==="input"||b==="button")&&"reset"===a.type},button:function(a){var b=a.nodeName.toLowerCase();return b==="input"&&"button"===a.type||b==="button"},input:function(a){return/input|select|textarea|button/i.test(a.nodeName)},focus:function(a){return a===a.ownerDocument.activeElement}},setFilters:{first:function(a,b){return b===0},last:function(a,b,c,d){return b===d.length-1},even:function(a,b){return b%2===0},odd:function(a,b){return b%2===1},lt:function(a,b,c){return b<c[3]-0},gt:function(a,b,c){return b>c[3]-0},nth:function(a,b,c){return c[3]-0===b},eq:function(a,b,c){return c[3]-0===b}},filter:{PSEUDO:function(a,b,c,d){var e=b[1],f=o.filters[e];if(f)return f(a,c,b,d);if(e==="contains")return(a.textContent||a.innerText||n([a])||"").indexOf(b[3])>=0;if(e==="not"){var g=b[3];for(var h=0,i=g.length;h<i;h++)if(g[h]===a)return!1;return!0}m.error(e)},CHILD:function(a,b){var c,e,f,g,h,i,j,k=b[1],l=a;switch(k){case"only":case"first":while(l=l.previousSibling)if(l.nodeType===1)return!1;if(k==="first")return!0;l=a;case"last":while(l=l.nextSibling)if(l.nodeType===1)return!1;return!0;case"nth":c=b[2],e=b[3];if(c===1&&e===0)return!0;f=b[0],g=a.parentNode;if(g&&(g[d]!==f||!a.nodeIndex)){i=0;for(l=g.firstChild;l;l=l.nextSibling)l.nodeType===1&&(l.nodeIndex=++i);g[d]=f}j=a.nodeIndex-e;return c===0?j===0:j%c===0&&j/c>=0}},ID:function(a,b){return a.nodeType===1&&a.getAttribute("id")===b},TAG:function(a,b){return b==="*"&&a.nodeType===1||!!a.nodeName&&a.nodeName.toLowerCase()===b},CLASS:function(a,b){return(" "+(a.className||a.getAttribute("class"))+" ").indexOf(b)>-1},ATTR:function(a,b){var c=b[1],d=m.attr?m.attr(a,c):o.attrHandle[c]?o.attrHandle[c](a):a[c]!=null?a[c]:a.getAttribute(c),e=d+"",f=b[2],g=b[4];return d==null?f==="!=":!f&&m.attr?d!=null:f==="="?e===g:f==="*="?e.indexOf(g)>=0:f==="~="?(" "+e+" ").indexOf(g)>=0:g?f==="!="?e!==g:f==="^="?e.indexOf(g)===0:f==="$="?e.substr(e.length-g.length)===g:f==="|="?e===g||e.substr(0,g.length+1)===g+"-":!1:e&&d!==!1},POS:function(a,b,c,d){var e=b[2],f=o.setFilters[e];if(f)return f(a,c,b,d)}}},p=o.match.POS,q=function(a,b){return"\\"+(b-0+1)};for(var r in o.match)o.match[r]=new RegExp(o.match[r].source+/(?![^\[]*\])(?![^\(]*\))/.source),o.leftMatch[r]=new RegExp(/(^(?:.|\r|\n)*?)/.source+o.match[r].source.replace(/\\(\d+)/g,q));var s=function(a,b){a=Array.prototype.slice.call(a,0);if(b){b.push.apply(b,a);return b}return a};try{Array.prototype.slice.call(c.documentElement.childNodes,0)[0].nodeType}catch(t){s=function(a,b){var c=0,d=b||[];if(g.call(a)==="[object Array]")Array.prototype.push.apply(d,a);else if(typeof a.length=="number")for(var e=a.length;c<e;c++)d.push(a[c]);else for(;a[c];c++)d.push(a[c]);return d}}var u,v;c.documentElement.compareDocumentPosition?u=function(a,b){if(a===b){h=!0;return 0}if(!a.compareDocumentPosition||!b.compareDocumentPosition)return a.compareDocumentPosition?-1:1;return a.compareDocumentPosition(b)&4?-1:1}:(u=function(a,b){if(a===b){h=!0;return 0}if(a.sourceIndex&&b.sourceIndex)return a.sourceIndex-b.sourceIndex;var c,d,e=[],f=[],g=a.parentNode,i=b.parentNode,j=g;if(g===i)return v(a,b);if(!g)return-1;if(!i)return 1;while(j)e.unshift(j),j=j.parentNode;j=i;while(j)f.unshift(j),j=j.parentNode;c=e.length,d=f.length;for(var k=0;k<c&&k<d;k++)if(e[k]!==f[k])return v(e[k],f[k]);return k===c?v(a,f[k],-1):v(e[k],b,1)},v=function(a,b,c){if(a===b)return c;var d=a.nextSibling;while(d){if(d===b)return-1;d=d.nextSibling}return 1}),function(){var a=c.createElement("div"),d="script"+(new Date).getTime(),e=c.documentElement;a.innerHTML="<a name='"+d+"'/>",e.insertBefore(a,e.firstChild),c.getElementById(d)&&(o.find.ID=function(a,c,d){if(typeof c.getElementById!="undefined"&&!d){var e=c.getElementById(a[1]);return e?e.id===a[1]||typeof e.getAttributeNode!="undefined"&&e.getAttributeNode("id").nodeValue===a[1]?[e]:b:[]}},o.filter.ID=function(a,b){var c=typeof a.getAttributeNode!="undefined"&&a.getAttributeNode("id");return a.nodeType===1&&c&&c.nodeValue===b}),e.removeChild(a),e=a=null}(),function(){var a=c.createElement("div");a.appendChild(c.createComment("")),a.getElementsByTagName("*").length>0&&(o.find.TAG=function(a,b){var c=b.getElementsByTagName(a[1]);if(a[1]==="*"){var d=[];for(var e=0;c[e];e++)c[e].nodeType===1&&d.push(c[e]);c=d}return c}),a.innerHTML="<a href='#'></a>",a.firstChild&&typeof a.firstChild.getAttribute!="undefined"&&a.firstChild.getAttribute("href")!=="#"&&(o.attrHandle.href=function(a){return a.getAttribute("href",2)}),a=null}(),c.querySelectorAll&&function(){var a=m,b=c.createElement("div"),d="__sizzle__";b.innerHTML="<p class='TEST'></p>";if(!b.querySelectorAll||b.querySelectorAll(".TEST").length!==0){m=function(b,e,f,g){e=e||c;if(!g&&!m.isXML(e)){var h=/^(\w+$)|^\.([\w\-]+$)|^#([\w\-]+$)/.exec(b);if(h&&(e.nodeType===1||e.nodeType===9)){if(h[1])return s(e.getElementsByTagName(b),f);if(h[2]&&o.find.CLASS&&e.getElementsByClassName)return s(e.getElementsByClassName(h[2]),f)}if(e.nodeType===9){if(b==="body"&&e.body)return s([e.body],f);if(h&&h[3]){var i=e.getElementById(h[3]);if(!i||!i.parentNode)return s([],f);if(i.id===h[3])return s([i],f)}try{return s(e.querySelectorAll(b),f)}catch(j){}}else if(e.nodeType===1&&e.nodeName.toLowerCase()!=="object"){var k=e,l=e.getAttribute("id"),n=l||d,p=e.parentNode,q=/^\s*[+~]/.test(b);l?n=n.replace(/'/g,"\\$&"):e.setAttribute("id",n),q&&p&&(e=e.parentNode);try{if(!q||p)return s(e.querySelectorAll("[id='"+n+"'] "+b),f)}catch(r){}finally{l||k.removeAttribute("id")}}}return a(b,e,f,g)};for(var e in a)m[e]=a[e];b=null}}(),function(){var a=c.documentElement,b=a.matchesSelector||a.mozMatchesSelector||a.webkitMatchesSelector||a.msMatchesSelector;if(b){var d=!b.call(c.createElement("div"),"div"),e=!1;try{b.call(c.documentElement,"[test!='']:sizzle")}catch(f){e=!0}m.matchesSelector=function(a,c){c=c.replace(/\=\s*([^'"\]]*)\s*\]/g,"='$1']");if(!m.isXML(a))try{if(e||!o.match.PSEUDO.test(c)&&!/!=/.test(c)){var f=b.call(a,c);if(f||!d||a.document&&a.document.nodeType!==11)return f}}catch(g){}return m(c,null,null,[a]).length>0}}}(),function(){var a=c.createElement("div");a.innerHTML="<div class='test e'></div><div class='test'></div>";if(!!a.getElementsByClassName&&a.getElementsByClassName("e").length!==0){a.lastChild.className="e";if(a.getElementsByClassName("e").length===1)return;o.order.splice(1,0,"CLASS"),o.find.CLASS=function(a,b,c){if(typeof b.getElementsByClassName!="undefined"&&!c)return b.getElementsByClassName(a[1])},a=null}}(),c.documentElement.contains?m.contains=function(a,b){return a!==b&&(a.contains?a.contains(b):!0)}:c.documentElement.compareDocumentPosition?m.contains=function(a,b){return!!(a.compareDocumentPosition(b)&16)}:m.contains=function(){return!1},m.isXML=function(a){var b=(a?a.ownerDocument||a:0).documentElement;return b?b.nodeName!=="HTML":!1};var y=function(a,b,c){var d,e=[],f="",g=b.nodeType?[b]:b;while(d=o.match.PSEUDO.exec(a))f+=d[0],a=a.replace(o.match.PSEUDO,"");a=o.relative[a]?a+"*":a;for(var h=0,i=g.length;h<i;h++)m(a,g[h],e,c);return m.filter(f,e)};m.attr=f.attr,m.selectors.attrMap={},f.find=m,f.expr=m.selectors,f.expr[":"]=f.expr.filters,f.unique=m.uniqueSort,f.text=m.getText,f.isXMLDoc=m.isXML,f.contains=m.contains}();var L=/Until$/,M=/^(?:parents|prevUntil|prevAll)/,N=/,/,O=/^.[^:#\[\.,]*$/,P=Array.prototype.slice,Q=f.expr.match.POS,R={children:!0,contents:!0,next:!0,prev:!0};f.fn.extend({find:function(a){var b=this,c,d;if(typeof a!="string")return f(a).filter(function(){for(c=0,d=b.length;c<d;c++)if(f.contains(b[c],this))return!0});var e=this.pushStack("","find",a),g,h,i;for(c=0,d=this.length;c<d;c++){g=e.length,f.find(a,this[c],e);if(c>0)for(h=g;h<e.length;h++)for(i=0;i<g;i++)if(e[i]===e[h]){e.splice(h--,1);break}}return e},has:function(a){var b=f(a);return this.filter(function(){for(var a=0,c=b.length;a<c;a++)if(f.contains(this,b[a]))return!0})},not:function(a){return this.pushStack(T(this,a,!1),"not",a)},filter:function(a){return this.pushStack(T(this,a,!0),"filter",a)},is:function(a){return!!a&&(typeof a=="string"?Q.test(a)?f(a,this.context).index(this[0])>=0:f.filter(a,this).length>0:this.filter(a).length>0)},closest:function(a,b){var c=[],d,e,g=this[0];if(f.isArray(a)){var h=1;while(g&&g.ownerDocument&&g!==b){for(d=0;d<a.length;d++)f(g).is(a[d])&&c.push({selector:a[d],elem:g,level:h});g=g.parentNode,h++}return c}var i=Q.test(a)||typeof a!="string"?f(a,b||this.context):0;for(d=0,e=this.length;d<e;d++){g=this[d];while(g){if(i?i.index(g)>-1:f.find.matchesSelector(g,a)){c.push(g);break}g=g.parentNode;if(!g||!g.ownerDocument||g===b||g.nodeType===11)break}}c=c.length>1?f.unique(c):c;return this.pushStack(c,"closest",a)},index:function(a){if(!a)return this[0]&&this[0].parentNode?this.prevAll().length:-1;if(typeof a=="string")return f.inArray(this[0],f(a));return f.inArray(a.jquery?a[0]:a,this)},add:function(a,b){var c=typeof a=="string"?f(a,b):f.makeArray(a&&a.nodeType?[a]:a),d=f.merge(this.get(),c);return this.pushStack(S(c[0])||S(d[0])?d:f.unique(d))},andSelf:function(){return this.add(this.prevObject)}}),f.each({parent:function(a){var b=a.parentNode;return b&&b.nodeType!==11?b:null},parents:function(a){return f.dir(a,"parentNode")},parentsUntil:function(a,b,c){return f.dir(a,"parentNode",c)},next:function(a){return f.nth(a,2,"nextSibling")},prev:function(a){return f.nth(a,2,"previousSibling")},nextAll:function(a){return f.dir(a,"nextSibling")},prevAll:function(a){return f.dir(a,"previousSibling")},nextUntil:function(a,b,c){return f.dir(a,"nextSibling",c)},prevUntil:function(a,b,c){return f.dir(a,"previousSibling",c)},siblings:function(a){return f.sibling(a.parentNode.firstChild,a)},children:function(a){return f.sibling(a.firstChild)},contents:function(a){return f.nodeName(a,"iframe")?a.contentDocument||a.contentWindow.document:f.makeArray(a.childNodes)}},function(a,b){f.fn[a]=function(c,d){var e=f.map(this,b,c);L.test(a)||(d=c),d&&typeof d=="string"&&(e=f.filter(d,e)),e=this.length>1&&!R[a]?f.unique(e):e,(this.length>1||N.test(d))&&M.test(a)&&(e=e.reverse());return this.pushStack(e,a,P.call(arguments).join(","))}}),f.extend({filter:function(a,b,c){c&&(a=":not("+a+")");return b.length===1?f.find.matchesSelector(b[0],a)?[b[0]]:[]:f.find.matches(a,b)},dir:function(a,c,d){var e=[],g=a[c];while(g&&g.nodeType!==9&&(d===b||g.nodeType!==1||!f(g).is(d)))g.nodeType===1&&e.push(g),g=g[c];return e},nth:function(a,b,c,d){b=b||1;var e=0;for(;a;a=a[c])if(a.nodeType===1&&++e===b)break;return a},sibling:function(a,b){var c=[];for(;a;a=a.nextSibling)a.nodeType===1&&a!==b&&c.push(a);return c}});var V="abbr|article|aside|audio|canvas|datalist|details|figcaption|figure|footer|header|hgroup|mark|meter|nav|output|progress|section|summary|time|video",W=/ jQuery\d+="(?:\d+|null)"/g,X=/^\s+/,Y=/<(?!area|br|col|embed|hr|img|input|link|meta|param)(([\w:]+)[^>]*)\/>/ig,Z=/<([\w:]+)/,$=/<tbody/i,_=/<|&#?\w+;/,ba=/<(?:script|style)/i,bb=/<(?:script|object|embed|option|style)/i,bc=new RegExp("<(?:"+V+")","i"),bd=/checked\s*(?:[^=]|=\s*.checked.)/i,be=/\/(java|ecma)script/i,bf=/^\s*<!(?:\[CDATA\[|\-\-)/,bg={option:[1,"<select multiple='multiple'>","</select>"],legend:[1,"<fieldset>","</fieldset>"],thead:[1,"<table>","</table>"],tr:[2,"<table><tbody>","</tbody></table>"],td:[3,"<table><tbody><tr>","</tr></tbody></table>"],col:[2,"<table><tbody></tbody><colgroup>","</colgroup></table>"],area:[1,"<map>","</map>"],_default:[0,"",""]},bh=U(c);bg.optgroup=bg.option,bg.tbody=bg.tfoot=bg.colgroup=bg.caption=bg.thead,bg.th=bg.td,f.support.htmlSerialize||(bg._default=[1,"div<div>","</div>"]),f.fn.extend({text:function(a){if(f.isFunction(a))return this.each(function(b){var c=f(this);c.text(a.call(this,b,c.text()))});if(typeof a!="object"&&a!==b)return this.empty().append((this[0]&&this[0].ownerDocument||c).createTextNode(a));return f.text(this)},wrapAll:function(a){if(f.isFunction(a))return this.each(function(b){f(this).wrapAll(a.call(this,b))});if(this[0]){var b=f(a,this[0].ownerDocument).eq(0).clone(!0);this[0].parentNode&&b.insertBefore(this[0]),b.map(function(){var a=this;while(a.firstChild&&a.firstChild.nodeType===1)a=a.firstChild;return a}).append(this)}return this},wrapInner:function(a){if(f.isFunction(a))return this.each(function(b){f(this).wrapInner(a.call(this,b))});return this.each(function(){var b=f(this),c=b.contents();c.length?c.wrapAll(a):b.append(a)})},wrap:function(a){var b=f.isFunction(a);return this.each(function(c){f(this).wrapAll(b?a.call(this,c):a)})},unwrap:function(){return this.parent().each(function(){f.nodeName(this,"body")||f(this).replaceWith(this.childNodes)}).end()},append:function(){return this.domManip(arguments,!0,function(a){this.nodeType===1&&this.appendChild(a)})},prepend:function(){return this.domManip(arguments,!0,function(a){this.nodeType===1&&this.insertBefore(a,this.firstChild)})},before:function(){if(this[0]&&this[0].parentNode)return this.domManip(arguments,!1,function(a){this.parentNode.insertBefore(a,this)});if(arguments.length){var a=f.clean(arguments);a.push.apply(a,this.toArray());return this.pushStack(a,"before",arguments)}},after:function(){if(this[0]&&this[0].parentNode)return this.domManip(arguments,!1,function(a){this.parentNode.insertBefore(a,this.nextSibling)});if(arguments.length){var a=this.pushStack(this,"after",arguments);a.push.apply(a,f.clean(arguments));return a}},remove:function(a,b){for(var c=0,d;(d=this[c])!=null;c++)if(!a||f.filter(a,[d]).length)!b&&d.nodeType===1&&(f.cleanData(d.getElementsByTagName("*")),f.cleanData([d])),d.parentNode&&d.parentNode.removeChild(d);return this},empty:function()
{for(var a=0,b;(b=this[a])!=null;a++){b.nodeType===1&&f.cleanData(b.getElementsByTagName("*"));while(b.firstChild)b.removeChild(b.firstChild)}return this},clone:function(a,b){a=a==null?!1:a,b=b==null?a:b;return this.map(function(){return f.clone(this,a,b)})},html:function(a){if(a===b)return this[0]&&this[0].nodeType===1?this[0].innerHTML.replace(W,""):null;if(typeof a=="string"&&!ba.test(a)&&(f.support.leadingWhitespace||!X.test(a))&&!bg[(Z.exec(a)||["",""])[1].toLowerCase()]){a=a.replace(Y,"<$1></$2>");try{for(var c=0,d=this.length;c<d;c++)this[c].nodeType===1&&(f.cleanData(this[c].getElementsByTagName("*")),this[c].innerHTML=a)}catch(e){this.empty().append(a)}}else f.isFunction(a)?this.each(function(b){var c=f(this);c.html(a.call(this,b,c.html()))}):this.empty().append(a);return this},replaceWith:function(a){if(this[0]&&this[0].parentNode){if(f.isFunction(a))return this.each(function(b){var c=f(this),d=c.html();c.replaceWith(a.call(this,b,d))});typeof a!="string"&&(a=f(a).detach());return this.each(function(){var b=this.nextSibling,c=this.parentNode;f(this).remove(),b?f(b).before(a):f(c).append(a)})}return this.length?this.pushStack(f(f.isFunction(a)?a():a),"replaceWith",a):this},detach:function(a){return this.remove(a,!0)},domManip:function(a,c,d){var e,g,h,i,j=a[0],k=[];if(!f.support.checkClone&&arguments.length===3&&typeof j=="string"&&bd.test(j))return this.each(function(){f(this).domManip(a,c,d,!0)});if(f.isFunction(j))return this.each(function(e){var g=f(this);a[0]=j.call(this,e,c?g.html():b),g.domManip(a,c,d)});if(this[0]){i=j&&j.parentNode,f.support.parentNode&&i&&i.nodeType===11&&i.childNodes.length===this.length?e={fragment:i}:e=f.buildFragment(a,this,k),h=e.fragment,h.childNodes.length===1?g=h=h.firstChild:g=h.firstChild;if(g){c=c&&f.nodeName(g,"tr");for(var l=0,m=this.length,n=m-1;l<m;l++)d.call(c?bi(this[l],g):this[l],e.cacheable||m>1&&l<n?f.clone(h,!0,!0):h)}k.length&&f.each(k,bp)}return this}}),f.buildFragment=function(a,b,d){var e,g,h,i,j=a[0];b&&b[0]&&(i=b[0].ownerDocument||b[0]),i.createDocumentFragment||(i=c),a.length===1&&typeof j=="string"&&j.length<512&&i===c&&j.charAt(0)==="<"&&!bb.test(j)&&(f.support.checkClone||!bd.test(j))&&(f.support.html5Clone||!bc.test(j))&&(g=!0,h=f.fragments[j],h&&h!==1&&(e=h)),e||(e=i.createDocumentFragment(),f.clean(a,i,e,d)),g&&(f.fragments[j]=h?e:1);return{fragment:e,cacheable:g}},f.fragments={},f.each({appendTo:"append",prependTo:"prepend",insertBefore:"before",insertAfter:"after",replaceAll:"replaceWith"},function(a,b){f.fn[a]=function(c){var d=[],e=f(c),g=this.length===1&&this[0].parentNode;if(g&&g.nodeType===11&&g.childNodes.length===1&&e.length===1){e[b](this[0]);return this}for(var h=0,i=e.length;h<i;h++){var j=(h>0?this.clone(!0):this).get();f(e[h])[b](j),d=d.concat(j)}return this.pushStack(d,a,e.selector)}}),f.extend({clone:function(a,b,c){var d,e,g,h=f.support.html5Clone||!bc.test("<"+a.nodeName)?a.cloneNode(!0):bo(a);if((!f.support.noCloneEvent||!f.support.noCloneChecked)&&(a.nodeType===1||a.nodeType===11)&&!f.isXMLDoc(a)){bk(a,h),d=bl(a),e=bl(h);for(g=0;d[g];++g)e[g]&&bk(d[g],e[g])}if(b){bj(a,h);if(c){d=bl(a),e=bl(h);for(g=0;d[g];++g)bj(d[g],e[g])}}d=e=null;return h},clean:function(a,b,d,e){var g;b=b||c,typeof b.createElement=="undefined"&&(b=b.ownerDocument||b[0]&&b[0].ownerDocument||c);var h=[],i;for(var j=0,k;(k=a[j])!=null;j++){typeof k=="number"&&(k+="");if(!k)continue;if(typeof k=="string")if(!_.test(k))k=b.createTextNode(k);else{k=k.replace(Y,"<$1></$2>");var l=(Z.exec(k)||["",""])[1].toLowerCase(),m=bg[l]||bg._default,n=m[0],o=b.createElement("div");b===c?bh.appendChild(o):U(b).appendChild(o),o.innerHTML=m[1]+k+m[2];while(n--)o=o.lastChild;if(!f.support.tbody){var p=$.test(k),q=l==="table"&&!p?o.firstChild&&o.firstChild.childNodes:m[1]==="<table>"&&!p?o.childNodes:[];for(i=q.length-1;i>=0;--i)f.nodeName(q[i],"tbody")&&!q[i].childNodes.length&&q[i].parentNode.removeChild(q[i])}!f.support.leadingWhitespace&&X.test(k)&&o.insertBefore(b.createTextNode(X.exec(k)[0]),o.firstChild),k=o.childNodes}var r;if(!f.support.appendChecked)if(k[0]&&typeof (r=k.length)=="number")for(i=0;i<r;i++)bn(k[i]);else bn(k);k.nodeType?h.push(k):h=f.merge(h,k)}if(d){g=function(a){return!a.type||be.test(a.type)};for(j=0;h[j];j++)if(e&&f.nodeName(h[j],"script")&&(!h[j].type||h[j].type.toLowerCase()==="text/javascript"))e.push(h[j].parentNode?h[j].parentNode.removeChild(h[j]):h[j]);else{if(h[j].nodeType===1){var s=f.grep(h[j].getElementsByTagName("script"),g);h.splice.apply(h,[j+1,0].concat(s))}d.appendChild(h[j])}}return h},cleanData:function(a){var b,c,d=f.cache,e=f.event.special,g=f.support.deleteExpando;for(var h=0,i;(i=a[h])!=null;h++){if(i.nodeName&&f.noData[i.nodeName.toLowerCase()])continue;c=i[f.expando];if(c){b=d[c];if(b&&b.events){for(var j in b.events)e[j]?f.event.remove(i,j):f.removeEvent(i,j,b.handle);b.handle&&(b.handle.elem=null)}g?delete i[f.expando]:i.removeAttribute&&i.removeAttribute(f.expando),delete d[c]}}}});var bq=/alpha\([^)]*\)/i,br=/opacity=([^)]*)/,bs=/([A-Z]|^ms)/g,bt=/^-?\d+(?:px)?$/i,bu=/^-?\d/,bv=/^([\-+])=([\-+.\de]+)/,bw={position:"absolute",visibility:"hidden",display:"block"},bx=["Left","Right"],by=["Top","Bottom"],bz,bA,bB;f.fn.css=function(a,c){if(arguments.length===2&&c===b)return this;return f.access(this,a,c,!0,function(a,c,d){return d!==b?f.style(a,c,d):f.css(a,c)})},f.extend({cssHooks:{opacity:{get:function(a,b){if(b){var c=bz(a,"opacity","opacity");return c===""?"1":c}return a.style.opacity}}},cssNumber:{fillOpacity:!0,fontWeight:!0,lineHeight:!0,opacity:!0,orphans:!0,widows:!0,zIndex:!0,zoom:!0},cssProps:{"float":f.support.cssFloat?"cssFloat":"styleFloat"},style:function(a,c,d,e){if(!!a&&a.nodeType!==3&&a.nodeType!==8&&!!a.style){var g,h,i=f.camelCase(c),j=a.style,k=f.cssHooks[i];c=f.cssProps[i]||i;if(d===b){if(k&&"get"in k&&(g=k.get(a,!1,e))!==b)return g;return j[c]}h=typeof d,h==="string"&&(g=bv.exec(d))&&(d=+(g[1]+1)*+g[2]+parseFloat(f.css(a,c)),h="number");if(d==null||h==="number"&&isNaN(d))return;h==="number"&&!f.cssNumber[i]&&(d+="px");if(!k||!("set"in k)||(d=k.set(a,d))!==b)try{j[c]=d}catch(l){}}},css:function(a,c,d){var e,g;c=f.camelCase(c),g=f.cssHooks[c],c=f.cssProps[c]||c,c==="cssFloat"&&(c="float");if(g&&"get"in g&&(e=g.get(a,!0,d))!==b)return e;if(bz)return bz(a,c)},swap:function(a,b,c){var d={};for(var e in b)d[e]=a.style[e],a.style[e]=b[e];c.call(a);for(e in b)a.style[e]=d[e]}}),f.curCSS=f.css,f.each(["height","width"],function(a,b){f.cssHooks[b]={get:function(a,c,d){var e;if(c){if(a.offsetWidth!==0)return bC(a,b,d);f.swap(a,bw,function(){e=bC(a,b,d)});return e}},set:function(a,b){if(!bt.test(b))return b;b=parseFloat(b);if(b>=0)return b+"px"}}}),f.support.opacity||(f.cssHooks.opacity={get:function(a,b){return br.test((b&&a.currentStyle?a.currentStyle.filter:a.style.filter)||"")?parseFloat(RegExp.$1)/100+"":b?"1":""},set:function(a,b){var c=a.style,d=a.currentStyle,e=f.isNumeric(b)?"alpha(opacity="+b*100+")":"",g=d&&d.filter||c.filter||"";c.zoom=1;if(b>=1&&f.trim(g.replace(bq,""))===""){c.removeAttribute("filter");if(d&&!d.filter)return}c.filter=bq.test(g)?g.replace(bq,e):g+" "+e}}),f(function(){f.support.reliableMarginRight||(f.cssHooks.marginRight={get:function(a,b){var c;f.swap(a,{display:"inline-block"},function(){b?c=bz(a,"margin-right","marginRight"):c=a.style.marginRight});return c}})}),c.defaultView&&c.defaultView.getComputedStyle&&(bA=function(a,b){var c,d,e;b=b.replace(bs,"-$1").toLowerCase(),(d=a.ownerDocument.defaultView)&&(e=d.getComputedStyle(a,null))&&(c=e.getPropertyValue(b),c===""&&!f.contains(a.ownerDocument.documentElement,a)&&(c=f.style(a,b)));return c}),c.documentElement.currentStyle&&(bB=function(a,b){var c,d,e,f=a.currentStyle&&a.currentStyle[b],g=a.style;f===null&&g&&(e=g[b])&&(f=e),!bt.test(f)&&bu.test(f)&&(c=g.left,d=a.runtimeStyle&&a.runtimeStyle.left,d&&(a.runtimeStyle.left=a.currentStyle.left),g.left=b==="fontSize"?"1em":f||0,f=g.pixelLeft+"px",g.left=c,d&&(a.runtimeStyle.left=d));return f===""?"auto":f}),bz=bA||bB,f.expr&&f.expr.filters&&(f.expr.filters.hidden=function(a){var b=a.offsetWidth,c=a.offsetHeight;return b===0&&c===0||!f.support.reliableHiddenOffsets&&(a.style&&a.style.display||f.css(a,"display"))==="none"},f.expr.filters.visible=function(a){return!f.expr.filters.hidden(a)});var bD=/%20/g,bE=/\[\]$/,bF=/\r?\n/g,bG=/#.*$/,bH=/^(.*?):[ \t]*([^\r\n]*)\r?$/mg,bI=/^(?:color|date|datetime|datetime-local|email|hidden|month|number|password|range|search|tel|text|time|url|week)$/i,bJ=/^(?:about|app|app\-storage|.+\-extension|file|res|widget):$/,bK=/^(?:GET|HEAD)$/,bL=/^\/\//,bM=/\?/,bN=/<script\b[^<]*(?:(?!<\/script>)<[^<]*)*<\/script>/gi,bO=/^(?:select|textarea)/i,bP=/\s+/,bQ=/([?&])_=[^&]*/,bR=/^([\w\+\.\-]+:)(?:\/\/([^\/?#:]*)(?::(\d+))?)?/,bS=f.fn.load,bT={},bU={},bV,bW,bX=["*/"]+["*"];try{bV=e.href}catch(bY){bV=c.createElement("a"),bV.href="",bV=bV.href}bW=bR.exec(bV.toLowerCase())||[],f.fn.extend({load:function(a,c,d){if(typeof a!="string"&&bS)return bS.apply(this,arguments);if(!this.length)return this;var e=a.indexOf(" ");if(e>=0){var g=a.slice(e,a.length);a=a.slice(0,e)}var h="GET";c&&(f.isFunction(c)?(d=c,c=b):typeof c=="object"&&(c=f.param(c,f.ajaxSettings.traditional),h="POST"));var i=this;f.ajax({url:a,type:h,dataType:"html",data:c,complete:function(a,b,c){c=a.responseText,a.isResolved()&&(a.done(function(a){c=a}),i.html(g?f("<div>").append(c.replace(bN,"")).find(g):c)),d&&i.each(d,[c,b,a])}});return this},serialize:function(){return f.param(this.serializeArray())},serializeArray:function(){return this.map(function(){return this.elements?f.makeArray(this.elements):this}).filter(function(){return this.name&&!this.disabled&&(this.checked||bO.test(this.nodeName)||bI.test(this.type))}).map(function(a,b){var c=f(this).val();return c==null?null:f.isArray(c)?f.map(c,function(a,c){return{name:b.name,value:a.replace(bF,"\r\n")}}):{name:b.name,value:c.replace(bF,"\r\n")}}).get()}}),f.each("ajaxStart ajaxStop ajaxComplete ajaxError ajaxSuccess ajaxSend".split(" "),function(a,b){f.fn[b]=function(a){return this.on(b,a)}}),f.each(["get","post"],function(a,c){f[c]=function(a,d,e,g){f.isFunction(d)&&(g=g||e,e=d,d=b);return f.ajax({type:c,url:a,data:d,success:e,dataType:g})}}),f.extend({getScript:function(a,c){return f.get(a,b,c,"script")},getJSON:function(a,b,c){return f.get(a,b,c,"json")},ajaxSetup:function(a,b){b?b_(a,f.ajaxSettings):(b=a,a=f.ajaxSettings),b_(a,b);return a},ajaxSettings:{url:bV,isLocal:bJ.test(bW[1]),global:!0,type:"GET",contentType:"application/x-www-form-urlencoded",processData:!0,async:!0,accepts:{xml:"application/xml, text/xml",html:"text/html",text:"text/plain",json:"application/json, text/javascript","*":bX},contents:{xml:/xml/,html:/html/,json:/json/},responseFields:{xml:"responseXML",text:"responseText"},converters:{"* text":a.String,"text html":!0,"text json":f.parseJSON,"text xml":f.parseXML},flatOptions:{context:!0,url:!0}},ajaxPrefilter:bZ(bT),ajaxTransport:bZ(bU),ajax:function(a,c){function w(a,c,l,m){if(s!==2){s=2,q&&clearTimeout(q),p=b,n=m||"",v.readyState=a>0?4:0;var o,r,u,w=c,x=l?cb(d,v,l):b,y,z;if(a>=200&&a<300||a===304){if(d.ifModified){if(y=v.getResponseHeader("Last-Modified"))f.lastModified[k]=y;if(z=v.getResponseHeader("Etag"))f.etag[k]=z}if(a===304)w="notmodified",o=!0;else try{r=cc(d,x),w="success",o=!0}catch(A){w="parsererror",u=A}}else{u=w;if(!w||a)w="error",a<0&&(a=0)}v.status=a,v.statusText=""+(c||w),o?h.resolveWith(e,[r,w,v]):h.rejectWith(e,[v,w,u]),v.statusCode(j),j=b,t&&g.trigger("ajax"+(o?"Success":"Error"),[v,d,o?r:u]),i.fireWith(e,[v,w]),t&&(g.trigger("ajaxComplete",[v,d]),--f.active||f.event.trigger("ajaxStop"))}}typeof a=="object"&&(c=a,a=b),c=c||{};var d=f.ajaxSetup({},c),e=d.context||d,g=e!==d&&(e.nodeType||e instanceof f)?f(e):f.event,h=f.Deferred(),i=f.Callbacks("once memory"),j=d.statusCode||{},k,l={},m={},n,o,p,q,r,s=0,t,u,v={readyState:0,setRequestHeader:function(a,b){if(!s){var c=a.toLowerCase();a=m[c]=m[c]||a,l[a]=b}return this},getAllResponseHeaders:function(){return s===2?n:null},getResponseHeader:function(a){var c;if(s===2){if(!o){o={};while(c=bH.exec(n))o[c[1].toLowerCase()]=c[2]}c=o[a.toLowerCase()]}return c===b?null:c},overrideMimeType:function(a){s||(d.mimeType=a);return this},abort:function(a){a=a||"abort",p&&p.abort(a),w(0,a);return this}};h.promise(v),v.success=v.done,v.error=v.fail,v.complete=i.add,v.statusCode=function(a){if(a){var b;if(s<2)for(b in a)j[b]=[j[b],a[b]];else b=a[v.status],v.then(b,b)}return this},d.url=((a||d.url)+"").replace(bG,"").replace(bL,bW[1]+"//"),d.dataTypes=f.trim(d.dataType||"*").toLowerCase().split(bP),d.crossDomain==null&&(r=bR.exec(d.url.toLowerCase()),d.crossDomain=!(!r||r[1]==bW[1]&&r[2]==bW[2]&&(r[3]||(r[1]==="http:"?80:443))==(bW[3]||(bW[1]==="http:"?80:443)))),d.data&&d.processData&&typeof d.data!="string"&&(d.data=f.param(d.data,d.traditional)),b$(bT,d,c,v);if(s===2)return!1;t=d.global,d.type=d.type.toUpperCase(),d.hasContent=!bK.test(d.type),t&&f.active++===0&&f.event.trigger("ajaxStart");if(!d.hasContent){d.data&&(d.url+=(bM.test(d.url)?"&":"?")+d.data,delete d.data),k=d.url;if(d.cache===!1){var x=f.now(),y=d.url.replace(bQ,"$1_="+x);d.url=y+(y===d.url?(bM.test(d.url)?"&":"?")+"_="+x:"")}}(d.data&&d.hasContent&&d.contentType!==!1||c.contentType)&&v.setRequestHeader("Content-Type",d.contentType),d.ifModified&&(k=k||d.url,f.lastModified[k]&&v.setRequestHeader("If-Modified-Since",f.lastModified[k]),f.etag[k]&&v.setRequestHeader("If-None-Match",f.etag[k])),v.setRequestHeader("Accept",d.dataTypes[0]&&d.accepts[d.dataTypes[0]]?d.accepts[d.dataTypes[0]]+(d.dataTypes[0]!=="*"?", "+bX+"; q=0.01":""):d.accepts["*"]);for(u in d.headers)v.setRequestHeader(u,d.headers[u]);if(d.beforeSend&&(d.beforeSend.call(e,v,d)===!1||s===2)){v.abort();return!1}for(u in{success:1,error:1,complete:1})v[u](d[u]);p=b$(bU,d,c,v);if(!p)w(-1,"No Transport");else{v.readyState=1,t&&g.trigger("ajaxSend",[v,d]),d.async&&d.timeout>0&&(q=setTimeout(function(){v.abort("timeout")},d.timeout));try{s=1,p.send(l,w)}catch(z){if(s<2)w(-1,z);else throw z}}return v},param:function(a,c){var d=[],e=function(a,b){b=f.isFunction(b)?b():b,d[d.length]=encodeURIComponent(a)+"="+encodeURIComponent(b)};c===b&&(c=f.ajaxSettings.traditional);if(f.isArray(a)||a.jquery&&!f.isPlainObject(a))f.each(a,function(){e(this.name,this.value)});else for(var g in a)ca(g,a[g],c,e);return d.join("&").replace(bD,"+")}}),f.extend({active:0,lastModified:{},etag:{}});var cd=f.now(),ce=/(\=)\?(&|$)|\?\?/i;f.ajaxSetup({jsonp:"callback",jsonpCallback:function(){return f.expando+"_"+cd++}}),f.ajaxPrefilter("json jsonp",function(b,c,d){var e=b.contentType==="application/x-www-form-urlencoded"&&typeof b.data=="string";if(b.dataTypes[0]==="jsonp"||b.jsonp!==!1&&(ce.test(b.url)||e&&ce.test(b.data))){var g,h=b.jsonpCallback=f.isFunction(b.jsonpCallback)?b.jsonpCallback():b.jsonpCallback,i=a[h],j=b.url,k=b.data,l="$1"+h+"$2";b.jsonp!==!1&&(j=j.replace(ce,l),b.url===j&&(e&&(k=k.replace(ce,l)),b.data===k&&(j+=(/\?/.test(j)?"&":"?")+b.jsonp+"="+h))),b.url=j,b.data=k,a[h]=function(a){g=[a]},d.always(function(){a[h]=i,g&&f.isFunction(i)&&a[h](g[0])}),b.converters["script json"]=function(){g||f.error(h+" was not called");return g[0]},b.dataTypes[0]="json";return"script"}}),f.ajaxSetup({accepts:{script:"text/javascript, application/javascript, application/ecmascript, application/x-ecmascript"},contents:{script:/javascript|ecmascript/},converters:{"text script":function(a){f.globalEval(a);return a}}}),f.ajaxPrefilter("script",function(a){a.cache===b&&(a.cache=!1),a.crossDomain&&(a.type="GET",a.global=!1)}),f.ajaxTransport("script",function(a){if(a.crossDomain){var d,e=c.head||c.getElementsByTagName("head")[0]||c.documentElement;return{send:function(f,g){d=c.createElement("script"),d.async="async",a.scriptCharset&&(d.charset=a.scriptCharset),d.src=a.url,d.onload=d.onreadystatechange=function(a,c){if(c||!d.readyState||/loaded|complete/.test(d.readyState))d.onload=d.onreadystatechange=null,e&&d.parentNode&&e.removeChild(d),d=b,c||g(200,"success")},e.insertBefore(d,e.firstChild)},abort:function(){d&&d.onload(0,1)}}}});var cf=a.ActiveXObject?function(){for(var a in ch)ch[a](0,1)}:!1,cg=0,ch;f.ajaxSettings.xhr=a.ActiveXObject?function(){return!this.isLocal&&ci()||cj()}:ci,function(a){f.extend(f.support,{ajax:!!a,cors:!!a&&"withCredentials"in a})}(f.ajaxSettings.xhr()),f.support.ajax&&f.ajaxTransport(function(c){if(!c.crossDomain||f.support.cors){var d;return{send:function(e,g){var h=c.xhr(),i,j;c.username?h.open(c.type,c.url,c.async,c.username,c.password):h.open(c.type,c.url,c.async);if(c.xhrFields)for(j in c.xhrFields)h[j]=c.xhrFields[j];c.mimeType&&h.overrideMimeType&&h.overrideMimeType(c.mimeType),!c.crossDomain&&!e["X-Requested-With"]&&(e["X-Requested-With"]="XMLHttpRequest");try{for(j in e)h.setRequestHeader(j,e[j])}catch(k){}h.send(c.hasContent&&c.data||null),d=function(a,e){var j,k,l,m,n;try{if(d&&(e||h.readyState===4)){d=b,i&&(h.onreadystatechange=f.noop,cf&&delete ch[i]);if(e)h.readyState!==4&&h.abort();else{j=h.status,l=h.getAllResponseHeaders(),m={},n=h.responseXML,n&&n.documentElement&&(m.xml=n),m.text=h.responseText;try{k=h.statusText}catch(o){k=""}!j&&c.isLocal&&!c.crossDomain?j=m.text?200:404:j===1223&&(j=204)}}}catch(p){e||g(-1,p)}m&&g(j,k,m,l)},!c.async||h.readyState===4?d():(i=++cg,cf&&(ch||(ch={},f(a).unload(cf)),ch[i]=d),h.onreadystatechange=d)},abort:function(){d&&d(0,1)}}}});var ck={},cl,cm,cn=/^(?:toggle|show|hide)$/,co=/^([+\-]=)?([\d+.\-]+)([a-z%]*)$/i,cp,cq=[["height","marginTop","marginBottom","paddingTop","paddingBottom"],["width","marginLeft","marginRight","paddingLeft","paddingRight"],["opacity"]],cr;f.fn.extend({show:function(a,b,c){var d,e;if(a||a===0)return this.animate(cu("show",3),a,b,c);for(var g=0,h=this.length;g<h;g++)d=this[g],d.style&&(e=d.style.display,!f._data(d,"olddisplay")&&e==="none"&&(e=d.style.display=""),e===""&&f.css(d,"display")==="none"&&f._data(d,"olddisplay",cv(d.nodeName)));for(g=0;g<h;g++){d=this[g];if(d.style){e=d.style.display;if(e===""||e==="none")d.style.display=f._data(d,"olddisplay")||""}}return this},hide:function(a,b,c){if(a||a===0)return this.animate(cu("hide",3),a,b,c);var d,e,g=0,h=this.length;for(;g<h;g++)d=this[g],d.style&&(e=f.css(d,"display"),e!=="none"&&!f._data(d,"olddisplay")&&f._data(d,"olddisplay",e));for(g=0;g<h;g++)this[g].style&&(this[g].style.display="none");return this},_toggle:f.fn.toggle,toggle:function(a,b,c){var d=typeof a=="boolean";f.isFunction(a)&&f.isFunction(b)?this._toggle.apply(this,arguments):a==null||d?this.each(function(){var b=d?a:f(this).is(":hidden");f(this)[b?"show":"hide"]()}):this.animate(cu("toggle",3),a,b,c);return this},fadeTo:function(a,b,c,d){return this.filter(":hidden").css("opacity",0).show().end().animate({opacity:b},a,c,d)},animate:function(a,b,c,d){function g(){e.queue===!1&&f._mark(this);var b=f.extend({},e),c=this.nodeType===1,d=c&&f(this).is(":hidden"),g,h,i,j,k,l,m,n,o;b.animatedProperties={};for(i in a){g=f.camelCase(i),i!==g&&(a[g]=a[i],delete a[i]),h=a[g],f.isArray(h)?(b.animatedProperties[g]=h[1],h=a[g]=h[0]):b.animatedProperties[g]=b.specialEasing&&b.specialEasing[g]||b.easing||"swing";if(h==="hide"&&d||h==="show"&&!d)return b.complete.call(this);c&&(g==="height"||g==="width")&&(b.overflow=[this.style.overflow,this.style.overflowX,this.style.overflowY],f.css(this,"display")==="inline"&&f.css(this,"float")==="none"&&(!f.support.inlineBlockNeedsLayout||cv(this.nodeName)==="inline"?this.style.display="inline-block":this.style.zoom=1))}b.overflow!=null&&(this.style.overflow="hidden");for(i in a)j=new f.fx(this,b,i),h=a[i],cn.test(h)?(o=f._data(this,"toggle"+i)||(h==="toggle"?d?"show":"hide":0),o?(f._data(this,"toggle"+i,o==="show"?"hide":"show"),j[o]()):j[h]()):(k=co.exec(h),l=j.cur(),k?(m=parseFloat(k[2]),n=k[3]||(f.cssNumber[i]?"":"px"),n!=="px"&&(f.style(this,i,(m||1)+n),l=(m||1)/j.cur()*l,f.style(this,i,l+n)),k[1]&&(m=(k[1]==="-="?-1:1)*m+l),j.custom(l,m,n)):j.custom(l,h,""));return!0}var e=f.speed(b,c,d);if(f.isEmptyObject(a))return this.each(e.complete,[!1]);a=f.extend({},a);return e.queue===!1?this.each(g):this.queue(e.queue,g)},stop:function(a,c,d){typeof a!="string"&&(d=c,c=a,a=b),c&&a!==!1&&this.queue(a||"fx",[]);return this.each(function(){function h(a,b,c){var e=b[c];f.removeData(a,c,!0),e.stop(d)}var b,c=!1,e=f.timers,g=f._data(this);d||f._unmark(!0,this);if(a==null)for(b in g)g[b]&&g[b].stop&&b.indexOf(".run")===b.length-4&&h(this,g,b);else g[b=a+".run"]&&g[b].stop&&h(this,g,b);for(b=e.length;b--;)e[b].elem===this&&(a==null||e[b].queue===a)&&(d?e[b](!0):e[b].saveState(),c=!0,e.splice(b,1));(!d||!c)&&f.dequeue(this,a)})}}),f.each({slideDown:cu("show",1),slideUp:cu("hide",1),slideToggle:cu("toggle",1),fadeIn:{opacity:"show"},fadeOut:{opacity:"hide"},fadeToggle:{opacity:"toggle"}},function(a,b){f.fn[a]=function(a,c,d){return this.animate(b,a,c,d)}}),f.extend({speed:function(a,b,c){var d=a&&typeof a=="object"?f.extend({},a):{complete:c||!c&&b||f.isFunction(a)&&a,duration:a,easing:c&&b||b&&!f.isFunction(b)&&b};d.duration=f.fx.off?0:typeof d.duration=="number"?d.duration:d.duration in f.fx.speeds?f.fx.speeds[d.duration]:f.fx.speeds._default;if(d.queue==null||d.queue===!0)d.queue="fx";d.old=d.complete,d.complete=function(a){f.isFunction(d.old)&&d.old.call(this),d.queue?f.dequeue(this,d.queue):a!==!1&&f._unmark(this)};return d},easing:{linear:function(a,b,c,d){return c+d*a},swing:function(a,b,c,d){return(-Math.cos(a*Math.PI)/2+.5)*d+c}},timers:[],fx:function(a,b,c){this.options=b,this.elem=a,this.prop=c,b.orig=b.orig||{}}}),f.fx.prototype={update:function(){this.options.step&&this.options.step.call(this.elem,this.now,this),(f.fx.step[this.prop]||f.fx.step._default)(this)},cur:function(){if(this.elem[this.prop]!=null&&(!this.elem.style||this.elem.style[this.prop]==null))return this.elem[this.prop];var a,b=f.css(this.elem,this.prop);return isNaN(a=parseFloat(b))?!b||b==="auto"?0:b:a},custom:function(a,c,d){function h(a){return e.step(a)}var e=this,g=f.fx;this.startTime=cr||cs(),this.end=c,this.now=this.start=a,this.pos=this.state=0,this.unit=d||this.unit||(f.cssNumber[this.prop]?"":"px"),h.queue=this.options.queue,h.elem=this.elem,h.saveState=function(){e.options.hide&&f._data(e.elem,"fxshow"+e.prop)===b&&f._data(e.elem,"fxshow"+e.prop,e.start)},h()&&f.timers.push(h)&&!cp&&(cp=setInterval(g.tick,g.interval))},show:function(){var a=f._data(this.elem,"fxshow"+this.prop);this.options.orig[this.prop]=a||f.style(this.elem,this.prop),this.options.show=!0,a!==b?this.custom(this.cur(),a):this.custom(this.prop==="width"||this.prop==="height"?1:0,this.cur()),f(this.elem).show()},hide:function(){this.options.orig[this.prop]=f._data(this.elem,"fxshow"+this.prop)||f.style(this.elem,this.prop),this.options.hide=!0,this.custom(this.cur(),0)},step:function(a){var b,c,d,e=cr||cs(),g=!0,h=this.elem,i=this.options;if(a||e>=i.duration+this.startTime){this.now=this.end,this.pos=this.state=1,this.update(),i.animatedProperties[this.prop]=!0;for(b in i.animatedProperties)i.animatedProperties[b]!==!0&&(g=!1);if(g){i.overflow!=null&&!f.support.shrinkWrapBlocks&&f.each(["","X","Y"],function(a,b){h.style["overflow"+b]=i.overflow[a]}),i.hide&&f(h).hide();if(i.hide||i.show)for(b in i.animatedProperties)f.style(h,b,i.orig[b]),f.removeData(h,"fxshow"+b,!0),f.removeData(h,"toggle"+b,!0);d=i.complete,d&&(i.complete=!1,d.call(h))}return!1}i.duration==Infinity?this.now=e:(c=e-this.startTime,this.state=c/i.duration,this.pos=f.easing[i.animatedProperties[this.prop]](this.state,c,0,1,i.duration),this.now=this.start+(this.end-this.start)*this.pos),this.update();return!0}},f.extend(f.fx,{tick:function(){var a,b=f.timers,c=0;for(;c<b.length;c++)a=b[c],!a()&&b[c]===a&&b.splice(c--,1);b.length||f.fx.stop()},interval:13,stop:function(){clearInterval(cp),cp=null},speeds:{slow:600,fast:200,_default:400},step:{opacity:function(a){f.style(a.elem,"opacity",a.now)},_default:function(a){a.elem.style&&a.elem.style[a.prop]!=null?a.elem.style[a.prop]=a.now+a.unit:a.elem[a.prop]=a.now}}}),f.each(["width","height"],function(a,b){f.fx.step[b]=function(a){f.style(a.elem,b,Math.max(0,a.now)+a.unit)}}),f.expr&&f.expr.filters&&(f.expr.filters.animated=function(a){return f.grep(f.timers,function(b){return a===b.elem}).length});var cw=/^t(?:able|d|h)$/i,cx=/^(?:body|html)$/i;"getBoundingClientRect"in c.documentElement?f.fn.offset=function(a){var b=this[0],c;if(a)return this.each(function(b){f.offset.setOffset(this,a,b)});if(!b||!b.ownerDocument)return null;if(b===b.ownerDocument.body)return f.offset.bodyOffset(b);try{c=b.getBoundingClientRect()}catch(d){}var e=b.ownerDocument,g=e.documentElement;if(!c||!f.contains(g,b))return c?{top:c.top,left:c.left}:{top:0,left:0};var h=e.body,i=cy(e),j=g.clientTop||h.clientTop||0,k=g.clientLeft||h.clientLeft||0,l=i.pageYOffset||f.support.boxModel&&g.scrollTop||h.scrollTop,m=i.pageXOffset||f.support.boxModel&&g.scrollLeft||h.scrollLeft,n=c.top+l-j,o=c.left+m-k;return{top:n,left:o}}:f.fn.offset=function(a){var b=this[0];if(a)return this.each(function(b){f.offset.setOffset(this,a,b)});if(!b||!b.ownerDocument)return null;if(b===b.ownerDocument.body)return f.offset.bodyOffset(b);var c,d=b.offsetParent,e=b,g=b.ownerDocument,h=g.documentElement,i=g.body,j=g.defaultView,k=j?j.getComputedStyle(b,null):b.currentStyle,l=b.offsetTop,m=b.offsetLeft;while((b=b.parentNode)&&b!==i&&b!==h){if(f.support.fixedPosition&&k.position==="fixed")break;c=j?j.getComputedStyle(b,null):b.currentStyle,l-=b.scrollTop,m-=b.scrollLeft,b===d&&(l+=b.offsetTop,m+=b.offsetLeft,f.support.doesNotAddBorder&&(!f.support.doesAddBorderForTableAndCells||!cw.test(b.nodeName))&&(l+=parseFloat(c.borderTopWidth)||0,m+=parseFloat(c.borderLeftWidth)||0),e=d,d=b.offsetParent),f.support.subtractsBorderForOverflowNotVisible&&c.overflow!=="visible"&&(l+=parseFloat(c.borderTopWidth)||0,m+=parseFloat(c.borderLeftWidth)||0),k=c}if(k.position==="relative"||k.position==="static")l+=i.offsetTop,m+=i.offsetLeft;f.support.fixedPosition&&k.position==="fixed"&&(l+=Math.max(h.scrollTop,i.scrollTop),m+=Math.max(h.scrollLeft,i.scrollLeft));return{top:l,left:m}},f.offset={bodyOffset:function(a){var b=a.offsetTop,c=a.offsetLeft;f.support.doesNotIncludeMarginInBodyOffset&&(b+=parseFloat(f.css(a,"marginTop"))||0,c+=parseFloat(f.css(a,"marginLeft"))||0);return{top:b,left:c}},setOffset:function(a,b,c){var d=f.css(a,"position");d==="static"&&(a.style.position="relative");var e=f(a),g=e.offset(),h=f.css(a,"top"),i=f.css(a,"left"),j=(d==="absolute"||d==="fixed")&&f.inArray("auto",[h,i])>-1,k={},l={},m,n;j?(l=e.position(),m=l.top,n=l.left):(m=parseFloat(h)||0,n=parseFloat(i)||0),f.isFunction(b)&&(b=b.call(a,c,g)),b.top!=null&&(k.top=b.top-g.top+m),b.left!=null&&(k.left=b.left-g.left+n),"using"in b?b.using.call(a,k):e.css(k)}},f.fn.extend({position:function(){if(!this[0])return null;var a=this[0],b=this.offsetParent(),c=this.offset(),d=cx.test(b[0].nodeName)?{top:0,left:0}:b.offset();c.top-=parseFloat(f.css(a,"marginTop"))||0,c.left-=parseFloat(f.css(a,"marginLeft"))||0,d.top+=parseFloat(f.css(b[0],"borderTopWidth"))||0,d.left+=parseFloat(f.css(b[0],"borderLeftWidth"))||0;return{top:c.top-d.top,left:c.left-d.left}},offsetParent:function(){return this.map(function(){var a=this.offsetParent||c.body;while(a&&!cx.test(a.nodeName)&&f.css(a,"position")==="static")a=a.offsetParent;return a})}}),f.each(["Left","Top"],function(a,c){var d="scroll"+c;f.fn[d]=function(c){var e,g;if(c===b){e=this[0];if(!e)return null;g=cy(e);return g?"pageXOffset"in g?g[a?"pageYOffset":"pageXOffset"]:f.support.boxModel&&g.document.documentElement[d]||g.document.body[d]:e[d]}return this.each(function(){g=cy(this),g?g.scrollTo(a?f(g).scrollLeft():c,a?c:f(g).scrollTop()):this[d]=c})}}),f.each(["Height","Width"],function(a,c){var d=c.toLowerCase();f.fn["inner"+c]=function(){var a=this[0];return a?a.style?parseFloat(f.css(a,d,"padding")):this[d]():null},f.fn["outer"+c]=function(a){var b=this[0];return b?b.style?parseFloat(f.css(b,d,a?"margin":"border")):this[d]():null},f.fn[d]=function(a){var e=this[0];if(!e)return a==null?null:this;if(f.isFunction(a))return this.each(function(b){var c=f(this);c[d](a.call(this,b,c[d]()))});if(f.isWindow(e)){var g=e.document.documentElement["client"+c],h=e.document.body;return e.document.compatMode==="CSS1Compat"&&g||h&&h["client"+c]||g}if(e.nodeType===9)return Math.max(e.documentElement["client"+c],e.body["scroll"+c],e.documentElement["scroll"+c],e.body["offset"+c],e.documentElement["offset"+c]);if(a===b){var i=f.css(e,d),j=parseFloat(i);return f.isNumeric(j)?j:i}return this.css(d,typeof a=="string"?a:a+"px")}}),a.jQuery=a.$=f,typeof define=="function"&&define.amd&&define.amd.jQuery&&define("jquery",[],function(){return f})})(window);
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OEBPS/Common_Content/scripts/highlight.js/CHANGES.md
## Version 8.4

We've got the new [demo page][]! The obvious new feature is the new look, but
apart from that it's got smarter: by presenting languages in groups it avoids
running 10000 highlighting attempts after first load which was slowing it down
and giving bad overall impression. It is now also being generated from test
code snippets so the authors of new languages don't have to update both tests
and the demo page with the same thing.

Other notable changes:

- The `template_comment` class is gone in favor of the more general `comment`.
- Number parsing unified and improved across languages.
- C++, Java and C# now use unified grammar to highlight titles in
  function/method definitions.
- The browser build is now usable as an AMD module, there's no separate build
  target for that anymore.
- OCaml has got a [comprehensive overhaul][ocaml] by [Mickaël Delahaye][].
- Clojure's data structures and literals are now highlighted outside of lists
  and we can now highlight Clojure's REPL sessions.

New languages:

- *AspectJ* by [Hakan Özler][]
- *STEP Part 21* by [Adam Joseph Cook][]
- *SML* derived by [Edwin Dalorzo][] from OCaml definition
- *Mercury* by [mucaho][]
- *Smali* by [Dennis Titze][]
- *Verilog* by [Jon Evans][]
- *Stata* by [Brian Quistorff][]

[Hakan Özler]: https://github.com/ozlerhakan
[Adam Joseph Cook]: https://github.com/adamjcook
[demo page]: https://highlightjs.org/static/demo/
[Ivan Sagalaev]: https://github.com/isagalaev
[Edwin Dalorzo]: https://github.com/edalorzo
[mucaho]: https://github.com/mucaho
[Dennis Titze]: https://github.com/titze
[Jon Evans]: https://github.com/craftyjon
[Brian Quistorff]: https://github.com/bquistorff
[ocaml]: https://github.com/isagalaev/highlight.js/pull/608#issue-46190207
[Mickaël Delahaye]: https://github.com/polazarus


## Version 8.3

We streamlined our tool chain, it is now based entirely on node.js instead of
being a mix of node.js, Python and Java. The build script options and arguments
remained the same, and we've noted all the changes in the [documentation][b].
Apart from reducing complexity, the new build script is also faster from not
having to start Java machine repeatedly. The credits for the work go to [Jeremy
Hull][].

Some notable fixes:

- PHP and JavaScript mixed in HTML now live happily with each other.
- JavaScript regexes now understand ES6 flags "u" and "y".
- `throw` keyword is no longer detected as a method name in Java.
- Fixed parsing of numbers and symbols in Clojure thanks to [input from Ivan
  Kleshnin][ik].

New languages in this release:

- *Less* by [Max Mikhailov][]
- *Stylus* by [Bryant Williams][]
- *Tcl* by [Radek Liska][]
- *Puppet* by [Jose Molina Colmenero][]
- *Processing* by [Erik Paluka][]
- *Twig* templates by [Luke Holder][]
- *PowerShell* by [David Mohundro][], based on [the work of Nicholas
  Blumhardt][ps]
- *XL* by [Christophe de Dinechin][]
- *LiveScript* by [Taneli Vatanen][] and [Jen Evers-Corvina][]
- *ERB* (Ruby in HTML) by [Lucas Mazza][]
- *Roboconf* by [Vincent Zurczak][]

[b]: http://highlightjs.readthedocs.org/en/latest/building-testing.html
[Jeremy Hull]: https://github.com/sourrust
[ik]: https://twitter.com/IvanKleshnin/status/514041599484231680
[Max Mikhailov]: https://github.com/seven-phases-max
[Bryant Williams]: https://github.com/scien
[Radek Liska]: https://github.com/Nindaleth
[Jose Molina Colmenero]: https://github.com/Moliholy
[Erik Paluka]: https://github.com/paluka
[Luke Holder]: https://github.com/lukeholder
[David Mohundro]: https://github.com/drmohundro
[ps]: https://github.com/OctopusDeploy/Library/blob/master/app/shared/presentation/highlighting/powershell.js
[Christophe de Dinechin]: https://github.com/c3d
[Taneli Vatanen]: https://github.com/Daiz-
[Jen Evers-Corvina]: https://github.com/sevvie
[Lucas Mazza]: https://github.com/lucasmazza
[Vincent Zurczak]: https://github.com/vincent-zurczak

## Version 8.2

We've finally got [real tests][test] and [continuous testing on Travis][ci]
thanks to [Jeremy Hull][] and [Chris Eidhof][]. The tests designed to cover
everything: language detection, correct parsing of individual language features
and various special cases. This is a very important change that gives us
confidence in extending language definitions and refactoring library core.

We're going to redesign the old [demo/test suite][demo] into an interactive
demo web app. If you're confident front-end developer or designer and want to
help us with it, drop a comment into [the issue][#542] on GitHub.

[test]: https://github.com/isagalaev/highlight.js/tree/master/test
[demo]: https://highlightjs.org/static/test.html
[#542]: https://github.com/isagalaev/highlight.js/issues/542
[ci]: https://travis-ci.org/isagalaev/highlight.js
[Jeremy Hull]: https://github.com/sourrust
[Chris Eidhof]: https://github.com/chriseidhof

As usually there's a handful of new languages in this release:

- *Groovy* by [Guillaume Laforge][]
- *Dart* by [Maxim Dikun][]
- *Dust* by [Michael Allen][]
- *Scheme* by [JP Verkamp][]
- *G-Code* by [Adam Joseph Cook][]
- *Q* from Kx Systems by [Sergey Vidyuk][]

[Guillaume Laforge]: https://github.com/glaforge
[Maxim Dikun]: https://github.com/dikmax
[Michael Allen]: https://github.com/bfui
[JP Verkamp]: https://github.com/jpverkamp
[Adam Joseph Cook]: https://github.com/adamjcook
[Sergey Vidyuk]: https://github.com/sv

Other improvements:

- [Erik Osheim][] heavily reworked Scala definitions making it richer.
- [Lucas Mazza][] fixed Ruby hashes highlighting
- Lisp variants (Lisp, Clojure and Scheme) are unified in regard to naming
  the first symbol in parentheses: it's "keyword" in general case and also
  "built_in" for built-in functions in Clojure and Scheme.

[Erik Osheim]: https://github.com/non
[Lucas Mazza]: https://github.com/lucasmazza

## Version 8.1

New languages:

- *Gherkin* by [Sam Pikesley][]
- *Elixir* by [Josh Adams][]
- *NSIS* by [Jan T. Sott][]
- *VIM script* by [Jun Yang][]
- *Protocol Buffers* by [Dan Tao][]
- *Nix* by [Domen Kožar][]
- *x86asm* by [innocenat][]
- *Cap’n Proto* and *Thrift* by [Oleg Efimov][]
- *Monkey* by [Arthur Bikmullin][]
- *TypeScript* by [Panu Horsmalahti][]
- *Nimrod* by [Flaviu Tamas][]
- *Gradle* by [Damian Mee][]
- *Haxe* by [Christopher Kaster][]
- *Swift* by [Chris Eidhof][] and [Nate Cook][]

New styles:

- *Kimbie*, light and dark variants by [Jan T. Sott][]
- *Color brewer* by [Fabrício Tavares de Oliveira][]
- *Codepen.io embed* by [Justin Perry][]
- *Hybrid* by [Nic West][]

[Sam Pikesley]: https://github.com/pikesley
[Sindre Sorhus]: https://github.com/sindresorhus
[Josh Adams]: https://github.com/knewter
[Jan T. Sott]: https://github.com/idleberg
[Jun Yang]: https://github.com/harttle
[Dan Tao]: https://github.com/dtao
[Domen Kožar]: https://github.com/iElectric
[innocenat]: https://github.com/innocenat
[Oleg Efimov]: https://github.com/Sannis
[Arthur Bikmullin]: https://github.com/devolonter
[Panu Horsmalahti]: https://github.com/panuhorsmalahti
[Flaviu Tamas]: https://github.com/flaviut
[Damian Mee]: https://github.com/chester1000
[Christopher Kaster]: http://christopher.kaster.ws
[Fabrício Tavares de Oliveira]: https://github.com/fabriciotav
[Justin Perry]: https://github.com/ourmaninamsterdam
[Nic West]: https://github.com/nicwest
[Chris Eidhof]: https://github.com/chriseidhof
[Nate Cook]: https://github.com/natecook1000

Other improvements:

- The README is heavily reworked and brought up to date by [Jeremy Hull][].
- Added [`listLanguages()`][ll] method in the API.
- Improved C/C++/C# detection.
- Added a bunch of new language aliases, documented the existing ones. Thanks to
  [Sindre Sorhus][] for background research.
- Added phrasal English words to boost relevance in comments.
- Many improvements to SQL definition made by [Heiko August][],
  [Nikolay Lisienko][] and [Travis Odom][].
- The shorter `lang-` prefix for language names in HTML classes supported
  alongside `language-`. Thanks to [Jeff Escalante][].
- Ruby's got support for interactive console sessions. Thanks to
  [Pascal Hurni][].
- Added built-in functions for R language. Thanks to [Artem A. Klevtsov][].
- Rust's got definition for lifetime parameters and improved string syntax.
  Thanks to [Roman Shmatov][].
- Various improvements to Objective-C definition by [Matt Diephouse][].
- Fixed highlighting of generics in Java.

[ll]: http://highlightjs.readthedocs.org/en/latest/api.html#listlanguages
[Sindre Sorhus]: https://github.com/sindresorhus
[Heiko August]: https://github.com/auge8472
[Nikolay Lisienko]: https://github.com/neor-ru
[Travis Odom]: https://github.com/Burstaholic
[Jeff Escalante]: https://github.com/jenius
[Pascal Hurni]: https://github.com/phurni
[Jiyin Yiyong]: https://github.com/jiyinyiyong
[Artem A. Klevtsov]: https://github.com/unikum
[Roman Shmatov]: https://github.com/shmatov
[Jeremy Hull]: https://github.com/sourrust
[Matt Diephouse]: https://github.com/mdiep


## Version 8.0

This new major release is quite a big overhaul bringing both new features and
some backwards incompatible changes. However, chances are that the majority of
users won't be affected by the latter: the basic scenario described in the
README is left intact.

Here's what did change in an incompatible way:

- We're now prefixing all classes located in [CSS classes reference][cr] with
  `hljs-`, by default, because some class names would collide with other
  people's stylesheets. If you were using an older version, you might still want
  the previous behavior, but still want to upgrade. To suppress this new
  behavior, you would initialize like so:

  ```html
  <script type="text/javascript">
    hljs.configure({classPrefix: ''});
    hljs.initHighlightingOnLoad();
  </script>
  ```

- `tabReplace` and `useBR` that were used in different places are also unified
  into the global options object and are to be set using `configure(options)`.
  This function is documented in our [API docs][]. Also note that these
  parameters are gone from `highlightBlock` and `fixMarkup` which are now also
  rely on `configure`.

- We removed public-facing (though undocumented) object `hljs.LANGUAGES` which
  was used to register languages with the library in favor of two new methods:
  `registerLanguage` and `getLanguage`. Both are documented in our [API docs][].

- Result returned from `highlight` and `highlightAuto` no longer contains two
  separate attributes contributing to relevance score, `relevance` and
  `keyword_count`. They are now unified in `relevance`.

Another technically compatible change that nonetheless might need attention:

- The structure of the NPM package was refactored, so if you had installed it
  locally, you'll have to update your paths. The usual `require('highlight.js')`
  works as before. This is contributed by [Dmitry Smolin][].

New features:

- Languages now can be recognized by multiple names like "js" for JavaScript or
  "html" for, well, HTML (which earlier insisted on calling it "xml"). These
  aliases can be specified in the class attribute of the code container in your
  HTML as well as in various API calls. For now there are only a few very common
  aliases but we'll expand it in the future. All of them are listed in the
  [class reference][cr].

- Language detection can now be restricted to a subset of languages relevant in
  a given context — a web page or even a single highlighting call. This is
  especially useful for node.js build that includes all the known languages.
  Another example is a StackOverflow-style site where users specify languages
  as tags rather than in the markdown-formatted code snippets. This is
  documented in the [API reference][] (see methods `highlightAuto` and
  `configure`).

- Language definition syntax streamlined with [variants][] and
  [beginKeywords][].

New languages and styles:

- *Oxygene* by [Carlo Kok][]
- *Mathematica* by [Daniel Kvasnička][]
- *Autohotkey* by [Seongwon Lee][]
- *Atelier* family of styles in 10 variants by [Bram de Haan][]
- *Paraíso* styles by [Jan T. Sott][]

Miscellaneous improvements:

- Highlighting `=>` prompts in Clojure.
- [Jeremy Hull][] fixed a lot of styles for consistency.
- Finally, highlighting PHP and HTML [mixed in peculiar ways][php-html].
- Objective C and C# now properly highlight titles in method definition.
- Big overhaul of relevance counting for a number of languages. Please do report
  bugs about mis-detection of non-trivial code snippets!

[API reference]: http://highlightjs.readthedocs.org/en/latest/api.html

[cr]: http://highlightjs.readthedocs.org/en/latest/css-classes-reference.html
[api docs]: http://highlightjs.readthedocs.org/en/latest/api.html
[variants]: https://groups.google.com/d/topic/highlightjs/VoGC9-1p5vk/discussion
[beginKeywords]: https://github.com/isagalaev/highlight.js/commit/6c7fdea002eb3949577a85b3f7930137c7c3038d
[php-html]: https://twitter.com/highlightjs/status/408890903017689088

[Carlo Kok]: https://github.com/carlokok
[Bram de Haan]: https://github.com/atelierbram
[Daniel Kvasnička]: https://github.com/dkvasnicka
[Dmitry Smolin]: https://github.com/dimsmol
[Jeremy Hull]: https://github.com/sourrust
[Seongwon Lee]: https://github.com/dlimpid
[Jan T. Sott]: https://github.com/idleberg


## Version 7.5

A catch-up release dealing with some of the accumulated contributions. This one
is probably will be the last before the 8.0 which will be slightly backwards
incompatible regarding some advanced use-cases.

One outstanding change in this version is the addition of 6 languages to the
[hosted script][d]: Markdown, ObjectiveC, CoffeeScript, Apache, Nginx and
Makefile. It now weighs about 6K more but we're going to keep it under 30K.

New languages:

- OCaml by [Mehdi Dogguy][mehdid] and [Nicolas Braud-Santoni][nbraud]
- [LiveCode Server][lcs] by [Ralf Bitter][revig]
- Scilab by [Sylvestre Ledru][sylvestre]
- basic support for Makefile by [Ivan Sagalaev][isagalaev]

Improvements:

- Ruby's got support for characters like `?A`, `?1`, `?\012` etc. and `%r{..}`
  regexps.
- Clojure now allows a function call in the beginning of s-expressions
  `(($filter "myCount") (arr 1 2 3 4 5))`.
- Haskell's got new keywords and now recognizes more things like pragmas,
  preprocessors, modules, containers, FFIs etc. Thanks to [Zena Treep][treep]
  for the implementation and to [Jeremy Hull][sourrust] for guiding it.
- Miscellaneous fixes in PHP, Brainfuck, SCSS, Asciidoc, CMake, Python and F#.

[mehdid]: https://github.com/mehdid
[nbraud]: https://github.com/nbraud
[revig]: https://github.com/revig
[lcs]: http://livecode.com/developers/guides/server/
[sylvestre]: https://github.com/sylvestre
[isagalaev]: https://github.com/isagalaev
[treep]: https://github.com/treep
[sourrust]: https://github.com/sourrust
[d]: http://highlightjs.org/download/


## New core developers

The latest long period of almost complete inactivity in the project coincided
with growing interest to it led to a decision that now seems completely obvious:
we need more core developers.

So without further ado let me welcome to the core team two long-time
contributors: [Jeremy Hull][] and [Oleg
Efimov][].

Hope now we'll be able to work through stuff faster!

P.S. The historical commit is [here][1] for the record.

[Jeremy Hull]: https://github.com/sourrust
[Oleg Efimov]: https://github.com/sannis
[1]: https://github.com/isagalaev/highlight.js/commit/f3056941bda56d2b72276b97bc0dd5f230f2473f


## Version 7.4

This long overdue version is a snapshot of the current source tree with all the
changes that happened during the past year. Sorry for taking so long!

Along with the changes in code highlight.js has finally got its new home at
<http://highlightjs.org/>, moving from its cradle on Software Maniacs which it
outgrew a long time ago. Be sure to report any bugs about the site to
<mailto:info@highlightjs.org>.

On to what's new…

New languages:

- Handlebars templates by [Robin Ward][]
- Oracle Rules Language by [Jason Jacobson][]
- F# by [Joans Follesø][]
- AsciiDoc and Haml by [Dan Allen][]
- Lasso by [Eric Knibbe][]
- SCSS by [Kurt Emch][]
- VB.NET by [Poren Chiang][]
- Mizar by [Kelley van Evert][]

[Robin Ward]: https://github.com/eviltrout
[Jason Jacobson]: https://github.com/jayce7
[Joans Follesø]: https://github.com/follesoe
[Dan Allen]: https://github.com/mojavelinux
[Eric Knibbe]: https://github.com/EricFromCanada
[Kurt Emch]: https://github.com/kemch
[Poren Chiang]: https://github.com/rschiang
[Kelley van Evert]: https://github.com/kelleyvanevert

New style themes:

- Monokai Sublime by [noformnocontent][]
- Railscasts by [Damien White][]
- Obsidian by [Alexander Marenin][]
- Docco by [Simon Madine][]
- Mono Blue by [Ivan Sagalaev][] (uses a single color hue for everything)
- Foundation by [Dan Allen][]

[noformnocontent]: http://nn.mit-license.org/
[Damien White]: https://github.com/visoft
[Alexander Marenin]: https://github.com/ioncreature
[Simon Madine]: https://github.com/thingsinjars
[Ivan Sagalaev]: https://github.com/isagalaev

Other notable changes:

- Corrected many corner cases in CSS.
- Dropped Python 2 version of the build tool.
- Implemented building for the AMD format.
- Updated Rust keywords (thanks to [Dmitry Medvinsky][]).
- Literal regexes can now be used in language definitions.
- CoffeeScript highlighting is now significantly more robust and rich due to
  input from [Cédric Néhémie][].

[Dmitry Medvinsky]: https://github.com/dmedvinsky
[Cédric Néhémie]: https://github.com/abe33


## Version 7.3

- Since this version highlight.js no longer works in IE version 8 and older.
  It's made it possible to reduce the library size and dramatically improve code
  readability and made it easier to maintain. Time to go forward!

- New languages: AppleScript (by [Nathan Grigg][ng] and [Dr. Drang][dd]) and
  Brainfuck (by [Evgeny Stepanischev][bolk]).

- Improvements to existing languages:

    - interpreter prompt in Python (`>>>` and `...`)
    - @-properties and classes in CoffeeScript
    - E4X in JavaScript (by [Oleg Efimov][oe])
    - new keywords in Perl (by [Kirk Kimmel][kk])
    - big Ruby syntax update (by [Vasily Polovnyov][vast])
    - small fixes in Bash

- Also Oleg Efimov did a great job of moving all the docs for language and style
  developers and contributors from the old wiki under the source code in the
  "docs" directory. Now these docs are nicely presented at
  <http://highlightjs.readthedocs.org/>.

[ng]: https://github.com/nathan11g
[dd]: https://github.com/drdrang
[bolk]: https://github.com/bolknote
[oe]: https://github.com/Sannis
[kk]: https://github.com/kimmel
[vast]: https://github.com/vast


## Version 7.2

A regular bug-fix release without any significant new features. Enjoy!


## Version 7.1

A Summer crop:

- [Marc Fornos][mf] made the definition for Clojure along with the matching
  style Rainbow (which, of course, works for other languages too).
- CoffeeScript support continues to improve getting support for regular
  expressions.
- Yoshihide Jimbo ported to highlight.js [five Tomorrow styles][tm] from the
  [project by Chris Kempson][tm0].
- Thanks to [Casey Duncun][cd] the library can now be built in the popular
  [AMD format][amd].
- And last but not least, we've got a fair number of correctness and consistency
  fixes, including a pretty significant refactoring of Ruby.

[mf]: https://github.com/mfornos
[tm]: http://jmblog.github.com/color-themes-for-highlightjs/
[tm0]: https://github.com/ChrisKempson/Tomorrow-Theme
[cd]: https://github.com/caseman
[amd]: http://requirejs.org/docs/whyamd.html


## Version 7.0

The reason for the new major version update is a global change of keyword syntax
which resulted in the library getting smaller once again. For example, the
hosted build is 2K less than at the previous version while supporting two new
languages.

Notable changes:

- The library now works not only in a browser but also with [node.js][]. It is
  installable with `npm install highlight.js`. [API][] docs are available on our
  wiki.

- The new unique feature (apparently) among syntax highlighters is highlighting
  *HTTP* headers and an arbitrary language in the request body. The most useful
  languages here are *XML* and *JSON* both of which highlight.js does support.
  Here's [the detailed post][p] about the feature.

- Two new style themes: a dark "south" *[Pojoaque][]* by Jason Tate and an
  emulation of*XCode* IDE by [Angel Olloqui][ao].

- Three new languages: *D* by [Aleksandar Ružičić][ar], *R* by [Joe Cheng][jc]
  and *GLSL* by [Sergey Tikhomirov][st].

- *Nginx* syntax has become a million times smaller and more universal thanks to
  remaking it in a more generic manner that doesn't require listing all the
  directives in the known universe.

- Function titles are now highlighted in *PHP*.

- *Haskell* and *VHDL* were significantly reworked to be more rich and correct
  by their respective maintainers [Jeremy Hull][sr] and [Igor Kalnitsky][ik].

And last but not least, many bugs have been fixed around correctness and
language detection.

Overall highlight.js currently supports 51 languages and 20 style themes.

[node.js]: http://nodejs.org/
[api]: http://softwaremaniacs.org/wiki/doku.php/highlight.js:api
[p]: http://softwaremaniacs.org/blog/2012/05/10/http-and-json-in-highlight-js/en/
[pojoaque]: http://web-cms-designs.com/ftopict-10-pojoaque-style-for-highlight-js-code-highlighter.html
[ao]: https://github.com/angelolloqui
[ar]: https://github.com/raleksandar
[jc]: https://github.com/jcheng5
[st]: https://github.com/tikhomirov
[sr]: https://github.com/sourrust
[ik]: https://github.com/ikalnitsky


## Version 6.2

A lot of things happened in highlight.js since the last version! We've got nine
new contributors, the discussion group came alive, and the main branch on GitHub
now counts more than 350 followers. Here are most significant results coming
from all this activity:

- 5 (five!) new languages: Rust, ActionScript, CoffeeScript, MatLab and
  experimental support for markdown. Thanks go to [Andrey Vlasovskikh][av],
  [Alexander Myadzel][am], [Dmytrii Nagirniak][dn], [Oleg Efimov][oe], [Denis
  Bardadym][db] and [John Crepezzi][jc].

- 2 new style themes: Monokai by [Luigi Maselli][lm] and stylistic imitation of
  another well-known highlighter Google Code Prettify by [Aahan Krish][ak].

- A vast number of [correctness fixes and code refactorings][log], mostly made
  by [Oleg Efimov][oe] and [Evgeny Stepanischev][es].

[av]: https://github.com/vlasovskikh
[am]: https://github.com/myadzel
[dn]: https://github.com/dnagir
[oe]: https://github.com/Sannis
[db]: https://github.com/btd
[jc]: https://github.com/seejohnrun
[lm]: http://grigio.org/
[ak]: https://github.com/geekpanth3r
[es]: https://github.com/bolknote
[log]: https://github.com/isagalaev/highlight.js/commits/


## Version 6.1 — Solarized

[Jeremy Hull][jh] has implemented my dream feature — a port of [Solarized][]
style theme famous for being based on the intricate color theory to achieve
correct contrast and color perception. It is now available for highlight.js in
both variants — light and dark.

This version also adds a new original style Arta. Its author pumbur maintains a
[heavily modified fork of highlight.js][pb] on GitHub.

[jh]: https://github.com/sourrust
[solarized]: http://ethanschoonover.com/solarized
[pb]: https://github.com/pumbur/highlight.js


## Version 6.0

New major version of the highlighter has been built on a significantly
refactored syntax. Due to this it's even smaller than the previous one while
supporting more languages!

New languages are:

- Haskell by [Jeremy Hull][sourrust]
- Erlang in two varieties — module and REPL — made collectively by [Nikolay
  Zakharov][desh], [Dmitry Kovega][arhibot] and [Sergey Ignatov][ignatov]
- Objective C by [Valerii Hiora][vhbit]
- Vala by [Antono Vasiljev][antono]
- Go by [Stephan Kountso][steplg]

[sourrust]: https://github.com/sourrust
[desh]: http://desh.su/
[arhibot]: https://github.com/arhibot
[ignatov]: https://github.com/ignatov
[vhbit]: https://github.com/vhbit
[antono]: https://github.com/antono
[steplg]: https://github.com/steplg

Also this version is marginally faster and fixes a number of small long-standing
bugs.

Developer overview of the new language syntax is available in a [blog post about
recent beta release][beta].

[beta]: http://softwaremaniacs.org/blog/2011/04/25/highlight-js-60-beta/en/

P.S. New version is not yet available on a Yandex CDN, so for now you have to
download [your own copy][d].

[d]: /soft/highlight/en/download/


## Version 5.14

Fixed bugs in HTML/XML detection and relevance introduced in previous
refactoring.

Also test.html now shows the second best result of language detection by
relevance.


## Version 5.13

Past weekend began with a couple of simple additions for existing languages but
ended up in a big code refactoring bringing along nice improvements for language
developers.

### For users

- Description of C++ has got new keywords from the upcoming [C++ 0x][] standard.
- Description of HTML has got new tags from [HTML 5][].
- CSS-styles have been unified to use consistent padding and also have lost
  pop-outs with names of detected languages.
- [Igor Kalnitsky][ik] has sent two new language descriptions: CMake & VHDL.

This makes total number of languages supported by highlight.js to reach 35.

Bug fixes:

- Custom classes on `<pre>` tags are not being overridden anymore
- More correct highlighting of code blocks inside non-`<pre>` containers:
  highlighter now doesn't insist on replacing them with its own container and
  just replaces the contents.
- Small fixes in browser compatibility and heuristics.

[c++ 0x]: http://ru.wikipedia.org/wiki/C%2B%2B0x
[html 5]: http://en.wikipedia.org/wiki/HTML5
[ik]: http://kalnitsky.org.ua/

### For developers

The most significant change is the ability to include language submodes right
under `contains` instead of defining explicit named submodes in the main array:

    contains: [
      'string',
      'number',
      {begin: '\\n', end: hljs.IMMEDIATE_RE}
    ]

This is useful for auxiliary modes needed only in one place to define parsing.
Note that such modes often don't have `className` and hence won't generate a
separate `<span>` in the resulting markup. This is similar in effect to
`noMarkup: true`. All existing languages have been refactored accordingly.

Test file test.html has at last become a real test. Now it not only puts the
detected language name under the code snippet but also tests if it matches the
expected one. Test summary is displayed right above all language snippets.


## CDN

Fine people at [Yandex][] agreed to host highlight.js on their big fast servers.
[Link up][l]!

[yandex]: http://yandex.com/
[l]: http://softwaremaniacs.org/soft/highlight/en/download/


## Version 5.10 — "Paris".

Though I'm on a vacation in Paris, I decided to release a new version with a
couple of small fixes:

- Tomas Vitvar discovered that TAB replacement doesn't always work when used
  with custom markup in code
- SQL parsing is even more rigid now and doesn't step over SmallTalk in tests


## Version 5.9

A long-awaited version is finally released.

New languages:

- Andrew Fedorov made a definition for Lua
- a long-time highlight.js contributor [Peter Leonov][pl] made a definition for
  Nginx config
- [Vladimir Moskva][vm] made a definition for TeX

[pl]: http://kung-fu-tzu.ru/
[vm]: http://fulc.ru/

Fixes for existing languages:

- [Loren Segal][ls] reworked the Ruby definition and added highlighting for
  [YARD][] inline documentation
- the definition of SQL has become more solid and now it shouldn't be overly
  greedy when it comes to language detection

[ls]: http://gnuu.org/
[yard]: http://yardoc.org/

The highlighter has become more usable as a library allowing to do highlighting
from initialization code of JS frameworks and in ajax methods (see.
readme.eng.txt).

Also this version drops support for the [WordPress][wp] plugin. Everyone is
welcome to [pick up its maintenance][p] if needed.

[wp]: http://wordpress.org/
[p]: http://bazaar.launchpad.net/~isagalaev/+junk/highlight/annotate/342/src/wp_highlight.js.php


## Version 5.8

- Jan Berkel has contributed a definition for Scala. +1 to hotness!
- All CSS-styles are rewritten to work only inside `<pre>` tags to avoid
  conflicts with host site styles.


## Version 5.7.

Fixed escaping of quotes in VBScript strings.


## Version 5.5

This version brings a small change: now .ini-files allow digits, underscores and
square brackets in key names.


## Version 5.4

Fixed small but upsetting bug in the packer which caused incorrect highlighting
of explicitly specified languages. Thanks to Andrew Fedorov for precise
diagnostics!


## Version 5.3

The version to fulfil old promises.

The most significant change is that highlight.js now preserves custom user
markup in code along with its own highlighting markup. This means that now it's
possible to use, say, links in code. Thanks to [Vladimir Dolzhenko][vd] for the
[initial proposal][1] and for making a proof-of-concept patch.

Also in this version:

- [Vasily Polovnyov][vp] has sent a GitHub-like style and has implemented
  support for CSS @-rules and Ruby symbols.
- Yura Zaripov has sent two styles: Brown Paper and School Book.
- Oleg Volchkov has sent a definition for [Parser 3][p3].

[1]: http://softwaremaniacs.org/forum/highlightjs/6612/
[p3]: http://www.parser.ru/
[vp]: http://vasily.polovnyov.ru/
[vd]: http://dolzhenko.blogspot.com/


## Version 5.2

- at last it's possible to replace indentation TABs with something sensible
  (e.g. 2 or 4 spaces)
- new keywords and built-ins for 1C by Sergey Baranov
- a couple of small fixes to Apache highlighting


## Version 5.1

This is one of those nice version consisting entirely of new and shiny
contributions!

- [Vladimir Ermakov][vooon] created highlighting for AVR Assembler
- [Ruslan Keba][rukeba] created highlighting for Apache config file. Also his
  original visual style for it is now available for all highlight.js languages
  under the name "Magula".
- [Shuen-Huei Guan][drake] (aka Drake) sent new keywords for RenderMan
  languages. Also thanks go to [Konstantin Evdokimenko][ke] for his advice on
  the matter.

[vooon]: http://vehq.ru/about/
[rukeba]: http://rukeba.com/
[drake]: http://drakeguan.org/
[ke]: http://k-evdokimenko.moikrug.ru/


## Version 5.0

The main change in the new major version of highlight.js is a mechanism for
packing several languages along with the library itself into a single compressed
file. Now sites using several languages will load considerably faster because
the library won't dynamically include additional files while loading.

Also this version fixes a long-standing bug with Javascript highlighting that
couldn't distinguish between regular expressions and division operations.

And as usually there were a couple of minor correctness fixes.

Great thanks to all contributors! Keep using highlight.js.


## Version 4.3

This version comes with two contributions from [Jason Diamond][jd]:

- language definition for C# (yes! it was a long-missed thing!)
- Visual Studio-like highlighting style

Plus there are a couple of minor bug fixes for parsing HTML and XML attributes.

[jd]: http://jason.diamond.name/weblog/


## Version 4.2

The biggest news is highlighting for Lisp, courtesy of Vasily Polovnyov. It's
somewhat experimental meaning that for highlighting "keywords" it doesn't use
any pre-defined set of a Lisp dialect. Instead it tries to highlight first word
in parentheses wherever it makes sense. I'd like to ask people programming in
Lisp to confirm if it's a good idea and send feedback to [the forum][f].

Other changes:

- Smalltalk was excluded from DEFAULT_LANGUAGES to save traffic
- [Vladimir Epifanov][voldmar] has implemented javascript style switcher for
  test.html
- comments now allowed inside Ruby function definition
- [MEL][] language from [Shuen-Huei Guan][drake]
- whitespace now allowed between `<pre>` and `<code>`
- better auto-detection of C++ and PHP
- HTML allows embedded VBScript (`<% .. %>`)

[f]: http://softwaremaniacs.org/forum/highlightjs/
[voldmar]: http://voldmar.ya.ru/
[mel]: http://en.wikipedia.org/wiki/Maya_Embedded_Language
[drake]: http://drakeguan.org/


## Version 4.1

Languages:

- Bash from Vah
- DOS bat-files from Alexander Makarov (Sam)
- Diff files from Vasily Polovnyov
- Ini files from myself though initial idea was from Sam

Styles:

- Zenburn from Vladimir Epifanov, this is an imitation of a
  [well-known theme for Vim][zenburn].
- Ascetic from myself, as a realization of ideals of non-flashy highlighting:
  just one color in only three gradations :-)

In other news. [One small bug][bug] was fixed, built-in keywords were added for
Python and C++ which improved auto-detection for the latter (it was shame that
[my wife's blog][alenacpp] had issues with it from time to time). And lastly
thanks go to Sam for getting rid of my stylistic comments in code that were
getting in the way of [JSMin][].

[zenburn]: http://en.wikipedia.org/wiki/Zenburn
[alenacpp]: http://alenacpp.blogspot.com/
[bug]: http://softwaremaniacs.org/forum/viewtopic.php?id=1823
[jsmin]: http://code.google.com/p/jsmin-php/


## Version 4.0

New major version is a result of vast refactoring and of many contributions.

Visible new features:

- Highlighting of embedded languages. Currently is implemented highlighting of
  Javascript and CSS inside HTML.
- Bundled 5 ready-made style themes!

Invisible new features:

- Highlight.js no longer pollutes global namespace. Only one object and one
  function for backward compatibility.
- Performance is further increased by about 15%.

Changing of a major version number caused by a new format of language definition
files. If you use some third-party language files they should be updated.


## Version 3.5

A very nice version in my opinion fixing a number of small bugs and slightly
increased speed in a couple of corner cases. Thanks to everybody who reports
bugs in he [forum][f] and by email!

There is also a new language — XML. A custom XML formerly was detected as HTML
and didn't highlight custom tags. In this version I tried to make custom XML to
be detected and highlighted by its own rules. Which by the way include such
things as CDATA sections and processing instructions (`<? ... ?>`).

[f]: http://softwaremaniacs.org/forum/viewforum.php?id=6


## Version 3.3

[Vladimir Gubarkov][xonix] has provided an interesting and useful addition.
File export.html contains a little program that shows and allows to copy and
paste an HTML code generated by the highlighter for any code snippet. This can
be useful in situations when one can't use the script itself on a site.


[xonix]: http://xonixx.blogspot.com/


## Version 3.2 consists completely of contributions:

- Vladimir Gubarkov has described SmallTalk
- Yuri Ivanov has described 1C
- Peter Leonov has packaged the highlighter as a Firefox extension
- Vladimir Ermakov has compiled a mod for phpBB

Many thanks to you all!


## Version 3.1

Three new languages are available: Django templates, SQL and Axapta. The latter
two are sent by [Dmitri Roudakov][1]. However I've almost entirely rewrote an
SQL definition but I'd never started it be it from the ground up :-)

The engine itself has got a long awaited feature of grouping keywords
("keyword", "built-in function", "literal"). No more hacks!

[1]: http://roudakov.ru/


## Version 3.0

It is major mainly because now highlight.js has grown large and has become
modular. Now when you pass it a list of languages to highlight it will
dynamically load into a browser only those languages.

Also:

- Konstantin Evdokimenko of [RibKit][] project has created a highlighting for
  RenderMan Shading Language and RenderMan Interface Bytestream. Yay for more
  languages!
- Heuristics for C++ and HTML got better.
- I've implemented (at last) a correct handling of backslash escapes in C-like
  languages.

There is also a small backwards incompatible change in the new version. The
function initHighlighting that was used to initialize highlighting instead of
initHighlightingOnLoad a long time ago no longer works. If you by chance still
use it — replace it with the new one.

[RibKit]: http://ribkit.sourceforge.net/


## Version 2.9

Highlight.js is a parser, not just a couple of regular expressions. That said
I'm glad to announce that in the new version 2.9 has support for:

- in-string substitutions for Ruby -- `#{...}`
- strings from from numeric symbol codes (like #XX) for Delphi


## Version 2.8

A maintenance release with more tuned heuristics. Fully backwards compatible.


## Version 2.7

- Nikita Ledyaev presents highlighting for VBScript, yay!
- A couple of bugs with escaping in strings were fixed thanks to Mickle
- Ongoing tuning of heuristics

Fixed bugs were rather unpleasant so I encourage everyone to upgrade!


## Version 2.4

- Peter Leonov provides another improved highlighting for Perl
- Javascript gets a new kind of keywords — "literals". These are the words
  "true", "false" and "null"

Also highlight.js homepage now lists sites that use the library. Feel free to
add your site by [dropping me a message][mail] until I find the time to build a
submit form.

[mail]: mailto:Maniac@SoftwareManiacs.Org


## Version 2.3

This version fixes IE breakage in previous version. My apologies to all who have
already downloaded that one!


## Version 2.2

- added highlighting for Javascript
- at last fixed parsing of Delphi's escaped apostrophes in strings
- in Ruby fixed highlighting of keywords 'def' and 'class', same for 'sub' in
  Perl


## Version 2.0

- Ruby support by [Anton Kovalyov][ak]
- speed increased by orders of magnitude due to new way of parsing
- this same way allows now correct highlighting of keywords in some tricky
  places (like keyword "End" at the end of Delphi classes)

[ak]: http://anton.kovalyov.net/


## Version 1.0

Version 1.0 of javascript syntax highlighter is released!

It's the first version available with English description. Feel free to post
your comments and question to [highlight.js forum][forum]. And don't be afraid
if you find there some fancy Cyrillic letters -- it's for Russian users too :-)

[forum]: http://softwaremaniacs.org/forum/viewforum.php?id=6
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# Highlight.js

[![Build Status](https://travis-ci.org/isagalaev/highlight.js.svg?branch=master)](https://travis-ci.org/isagalaev/highlight.js)

Highlight.js is a syntax highlighter written in JavaScript. It works in the
browser as well as on the server. It works with pretty much any markup,
doesn't depend on any framework and has automatic language detection.


## Getting Started

The bare minimum for using highlight.js on a web page is linking to the library
along with one of the styles and calling [`initHighlightingOnLoad`][1]:

```html
<link rel="stylesheet" href="/path/to/styles/default.css">
<script src="/path/to/highlight.pack.js"></script>
<script>hljs.initHighlightingOnLoad();</script>
```

This will find and highlight code inside of `<pre><code>` tags trying to detect
the language automatically. If automatic detection doesn't work for you, you can
specify the language in the class attribute:

```html
<pre><code class="html">...</code></pre>
```

The list of supported language classes is available in the [class reference][8].
Classes can also be prefixed with either `language-` or `lang-`.

To disable highlighting altogether use the `nohighlight` class:

```html
<pre><code class="nohighlight">...</code></pre>
```

## Custom Initialization

When you need a bit more control over the initialization of
highlight.js, you can use the [`highlightBlock`][2] and [`configure`][3]
functions. This allows you to control *what* to highlight and *when*.

Here's an equivalent way to calling [`initHighlightingOnLoad`][1] using jQuery:

```javascript
$(document).ready(function() {
  $('pre code').each(function(i, block) {
    hljs.highlightBlock(block);
  });
});
```

You can use any tags instead of `<pre><code>` to mark up your code. If you don't
use a container that preserve line breaks you will need to configure
highlight.js to use the `<br>` tag:

```javascript
hljs.configure({useBR: true});

$('div.code').each(function(i, block) {
  hljs.highlightBlock(block);
});
```

For other options refer to the documentation for [`configure`][3].


## Getting the Library

You can get highlight.js as a hosted or custom-build browser script or as a
server module. Head over to the [download page][4] for all the options.

Note, that the library is not supposed to work straight from the source on
GitHub, it requires building. If none of the pre-packaged options work for you
refer to the [building documentation][5].


## License

Highlight.js is released under the BSD License. See [LICENSE][10] file for
details.


## Links

The official site for the library is at <https://highlightjs.org/>.

Further in-depth documentation for the API and other topics is at
<http://highlightjs.readthedocs.org/>.

Authors and contributors are listed in the [AUTHORS.en.txt][9] file.

[1]: http://highlightjs.readthedocs.org/en/latest/api.html#inithighlightingonload
[2]: http://highlightjs.readthedocs.org/en/latest/api.html#highlightblock-block
[3]: http://highlightjs.readthedocs.org/en/latest/api.html#configure-options
[4]: https://highlightjs.org/download/
[5]: http://highlightjs.readthedocs.org/en/latest/building-testing.html
[8]: http://highlightjs.readthedocs.org/en/latest/css-classes-reference.html
[9]: https://github.com/isagalaev/highlight.js/blob/master/AUTHORS.en.txt
[10]: https://github.com/isagalaev/highlight.js/blob/master/LICENSE
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/*! highlight.js v9.2.0 | BSD3 License | git.io/hljslicense */
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OEBPS/Common_Content/scripts/highlight.js/LICENSE
Copyright (c) 2006, Ivan Sagalaev
All rights reserved.
Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

    * Redistributions of source code must retain the above copyright
      notice, this list of conditions and the following disclaimer.
    * Redistributions in binary form must reproduce the above copyright
      notice, this list of conditions and the following disclaimer in the
      documentation and/or other materials provided with the distribution.
    * Neither the name of highlight.js nor the names of its contributors 
      may be used to endorse or promote products derived from this software 
      without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS ``AS IS'' AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE REGENTS AND CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND
ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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OEBPS/Common_Content/scripts/utils.js
var work = 1;

function pop(entity) {
	if(entity) {
		var my_parent = entity.parentNode;
		var my_class = my_parent.className;
		my_parent.className = my_class.replace(/popper/,"popped");
	}
}
function unpop(entity) {
	if(entity) {
		var my_parent = entity.parentNode;
		var my_class = my_parent.className;
		my_parent.className = my_class.replace(/popped/,"popper");
	}
}

function siblings(entity){
	var r = [];
	for ( var n = entity.parentNode.firstChild; n; n = n.nextSibling ) 
		if ( n.nodeType == 1 && n != entity)
			r.push( n );		
	return r;
}

/* This activates an element and deactivates all it's siblings */
function activateElement(id) {
	var entity = document.getElementById(id);
	if(entity.className.indexOf("active") == -1) {
		entity.className = entity.className + " active";
	}
	var sibs = siblings(entity);

	for(var i=0; i < sibs.length; i++) {
		if(sibs[i].className.indexOf("active") != -1) {
			deactivateElement(sibs[i]);
		}
	}
}

function deactivateElement(entity) {
	if(entity.className.indexOf("active") != -1) {
		 entity.className = entity.className.replace(/[ ]*active/, '');
	}
}

function getCookie(name) {
	var name_c = window.location.hostname + '-' + name;

	if(document.cookie) {
		var cookies = document.cookie.split(/ *; */);
		for(var i=0; i < cookies.length; i++) {
			var current_c = cookies[i].split("=");
			if(current_c[0] == name_c) {
				return(current_c[1]);
				break;
			}
		}
	}
	return('');
}

function setCookie(name, value, expires, path) {
	name = window.location.hostname + '-' + name;

	var curCookie = name + "=" + value + 
		((expires) ? ";expires=" + expires.toGMTString() : "") + 
		((path) ? ";path=" + path : "");
	document.cookie = curCookie; 
}

function setDefLangCookie(entity) {
	setCookie('switchery', entity.options[entity.selectedIndex].value, '', '/');
}

function initSwitchery() {
	var divs = document.getElementsByTagName('div');
	for(i in divs) {
		if(typeof(divs[i].className) != 'undefined' && divs[i].className.indexOf("switchery") != -1) {
			var lang = getCookie('switchery');
			if(lang != '') {
				var entity = document.getElementById(divs[i].id + '-' + lang);
				if(entity) {
					entity.onclick();
					entity.parentNode.lastChild.value = lang;
				} else {
					divs[i].firstChild.firstChild.onclick();
				}
			} else {
				divs[i].firstChild.firstChild.onclick();
			}
		}
	}

}

function showhide(id) {
	if(work) {
		work = 0;
		var entity = document.getElementById(id);
		if(entity) {
			var my_class = entity.className;
			if(my_class.indexOf("hidden") != -1) {
				entity.className = my_class.replace(/hidden/,"visible");
			}
			else if(my_class.indexOf("visible") != -1) {
				entity.className = my_class.replace(/visible/,"hidden");
			}
		}
	}

	return false;
}

function hide(id) {
	if(work) {
		work = 0;
		var entity = document.getElementById(id);
		if(entity) {
			var my_class = entity.className;
			if(my_class.indexOf("visible") != -1) {
				entity.className = my_class.replace(/visible/,"hidden");
			}
		}
	} else {
		work=1;
	}
}

var preventReset = 0;

function dehighlightTarget(entity) {
	if(preventReset == 0 && entity) {
		var id = entity.href;
		if(id.indexOf("#") != -1) {
			id = id.substr(id.indexOf('#')+1);
		}
		var target = document.getElementById(id);
		if(target) {
			deactivateElement(target);
		}
		}
}

function highlightTarget(entity, norefresh) {
	if(entity) {
		var id = entity.href;
		if(id.indexOf("#") != -1) {
			id = id.substr(id.indexOf('#')+1);
		}
		activateElement(id);
		preventReset = 0;
	} 
	if(norefresh == 1) {
		preventReset=1;
	}
}
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