
    
      
      

    

      

      


        
        

            Skip to navigation
            Skip to main content            
                Utilities
                

                	
                        Subscriptions
                        
                    
	
                        Downloads
                        
                    
	
                        Containers
                        
                    
	
                        Support Cases
                        
                    


            

            
                
                    
                        [image: Red Hat Customer Portal]
                    
                


                
                    	
                            Subscriptions
                            
                        
	
                            Downloads
                            
                        
	
                            Containers
                            
                        
	
                            Support Cases
                            
                        
	
                            Products & Services
                            
                                                            
                                    
                                        Products
                                        
                                    

                                    
                                
                                
                                    
                                        Support
                                        
                                    

                                    	Production Support
                                            
	Development Support
                                                
	Product Life Cycles
                                                    



                                    
                                        Services
                                        
                                    

                                    	Consulting
                                            
	Technical Account Management
                                                
	Training & Certifications
                                                    


                                
                                
                                    
                                        Documentation
                                        
                                    

                                    	Red Hat Enterprise Linux
                                            
	Red Hat JBoss Enterprise Application Platform
                                                
	Red Hat OpenStack Platform
                                                    
	Red Hat OpenShift Container Platform
                                                        


                                    
                                        All Documentation
                                        
                                    

                                    Ecosystem Catalog
                                        

                                        	Red Hat Partner Ecosystem
                                                
	Partner Resources
                                                    


                                

                            

                        
	
                            Tools
                            
                                                            
                                    Tools
                                    

                                    	Troubleshoot a product issue
                                            
	Packages
                                                
	Errata
                                                    


                                
                                
                                    
                                        Customer Portal Labs
                                        
                                    

                                    	Configuration
                                            
	Deployment
                                                
	Security
                                                    
	Troubleshoot
                                                        


                                    
                                        All labs
                                        
                                    
                                
                                
                                    
                                        Red Hat Insights
                                        
                                    

                                    Increase visibility into IT operations to detect and resolve technical issues before they impact your business.

                                    Learn More
                                    
                                    

                                    Go to Insights
                                    
                                

                            

                        
	
                            Security
                            
                                                            
                                    
                                        Red Hat Product Security Center
                                        
                                    

                                    Engage with our Red Hat Product Security team, access security updates, and ensure your environments are not exposed to any known security vulnerabilities.
                                    

                                    
                                        Product Security Center
                                        
                                    
                                
                                
                                    
                                        Security Updates
                                        
                                    

                                    	Security Advisories
                                            
	Red Hat CVE Database
                                                
	Security Labs
                                                    


                                    Keep your systems secure with Red Hat's specialized responses to security vulnerabilities.
                                    

                                    
                                        View Responses
                                        
                                    
                                
                                
                                    
                                        Resources
                                        
                                    

                                    	Security Blog
                                                
	Security Measurement
                                                    
	Severity Ratings
                                                        
	Backporting Policies
                                                            
	Product Signing (GPG) Keys
                                                                


                                


                            

                        
	
                            Community
                            
                                                            
                                    
                                        Customer Portal Community
                                        
                                    

                                    	Discussions
                                            
	Private Groups
                                                    



                                    
                                        Community Activity
                                        
                                    
                                
                                
                                    Customer Events
                                    

                                    	Red Hat Summit
                                                


                                
                                
                                    Stories
                                    

                                    	Red Hat Subscription Value
                                            
	You Asked. We Acted.
                                                
	Open Source Communities
                                                    


                                

                            

                        

                                
                    
                        
                                                        Or troubleshoot an issue.
                            

                        

                    

                



                
                    
                        English
                    

                    
                        Select Your Language
                        

                        	English
	Français
	한국어
	日本語
	中文 (中国)



                    
                
                                
                    Infrastructure and Management                    

                    
                        	
                                Red Hat Enterprise Linux
                                
                            
	
                                Red Hat Satellite
                                
                            
	
                                Red Hat Subscription Management
                                
                            
	
                                Red Hat Insights
                                
                            
	Red Hat Ansible Automation Platform
                                


                    


                    Cloud Computing                    

                    
                        	
                                Red Hat OpenShift
                                
                            
	
                                Red Hat OpenStack Platform
                                
                            
	
                                Red Hat OpenShift Container Platform
                                
                            
	
                                Red Hat OpenShift AI
                                
                            
	
                                Red Hat OpenShift Dedicated
                                
                            
	
                                Red Hat Advanced Cluster Security for Kubernetes
                                
                            
	
                                Red Hat Advanced Cluster Management for Kubernetes
                                
                            
	
                                Red Hat Quay
                                
                            
	
                                OpenShift Dev Spaces
                                
                            
	
                                Red Hat OpenShift Service on AWS
                                
                            


                    


                    Storage                    

                    
                        	
                                Red Hat Gluster Storage
                                
                            
	
                                Red Hat Hyperconverged Infrastructure
                                
                            
	
                                Red Hat Ceph Storage
                                
                            
	
                                Red Hat OpenShift Data Foundation
                                
                            


                    


                    Runtimes                    

                    
                        	
                                Red Hat Runtimes
                                
                            
	
                                Red Hat JBoss Enterprise Application Platform
                                
                            
	
                                Red Hat Data Grid
                                
                            
	
                                Red Hat JBoss Web Server
                                
                            
	
                                Red Hat build of Keycloak
                                
                            
	
                                Red Hat support for Spring Boot
                                
                            
	
                                Red Hat build of Node.js
                                
                            
	
                                Red Hat build of Quarkus
                                
                            


                    


                    Integration and Automation                    

                    
                        	
                                Red Hat Application Foundations
                                
                            
	
                                Red Hat Fuse
                                
                            
	
                                Red Hat AMQ
                                
                            
	
                                Red Hat 3scale API Management
                                
                            


                    

                    
                        
                            All Products
                            
                        
                    

                

            

            


            
            
            

        
        

        
                                        

      
        

                                                                        





    

        
        

    

  Product Documentation for Red Hat Insights for RHEL 1-latest




      
      
                  Select

          

  
  Product

      	Red Hat Insights for RHEL


          View Another Product
  




  
  Product Version

  
    	
          1-latest
        


  






  
  Category

  
    	
          Getting Started
        
	
          Deployment
        
	
          Inventory
        
	
          Content
        
	
          Operations
        
	
          Security
        
	
          Business
        
	
          Automation Toolkit
        
	
          Reference
        
	
          Hybrid Cloud Console
        
	
          Subscriptions
        
	
          Red Hat Insights with FedRAMP
        


  






  
  Language

  
    English
한국어
简体中文
日本語
Español
Русский
Português
Italian
Deutsch
Français
繁體中文
Bahasa Indonesia
ไทย
Tiếng Việt


  





              

      
                  

  
  Getting Started

        	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Getting Started with Red Hat Insights

                      
              How to start using Red Hat Insights
            

                  
	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Release Notes

                      
              Release Notes for Red Hat Insights
            

                  
	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Remote Host Configuration and Management

                      
              Using the remote host configuration and management features for Red Hat Insights
            

                  


  


  Deployment

        	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Client Configuration Guide for Red Hat Insights

                      
              Configuration options and use cases for the Insights client
            

                  
	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Deploying Red Hat Insights on existing RHEL systems managed by Red Hat Cloud Access

                  
	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Deploying Red Hat Insights on existing RHEL systems managed by Red Hat Update Infrastructure

                  
	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Deploying and managing RHEL systems in hybrid clouds

                      
              Deploying and managing your customized RHEL system images in hybrid clouds
            

                  


  


  Inventory

        	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Viewing and managing system inventory

                      
              Using inventory groups to organize system inventory and manage user access
            

                  
	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Creating customized images by using Insights image builder

                      
              Creating customized system images with Insights image builder and uploading them to cloud environments
            

                  


  


  Content

        	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    System Patching Using Remediation Playbooks

                      
              How to review applicable advisories and affected systems and remediate using Ansible playbooks
            

                  


  


  Operations

        	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Assessing RHEL Configuration Issues Using the Red Hat Insights Advisor Service

                      
              Assess and monitor the configuration issues impacting your RHEL systems
            

                  
	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Generating Advisor Service Reports

                      
              Share reporting from advisor about the conditions affecting your RHEL infrastructure.
            

                  
	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Comparing System Configurations and Baselines in Red Hat Insights Inventory

                      
              Using drift service comparisons and baselines for system analysis
            

                  
	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    System Comparison API Documentation

                      
              Using the REST API for the Insights for Red Hat Enterprise Linux drift service
            

                  
	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Monitoring and Reacting to Configuration Changes Using Policies

                      
              How to create policies to detect inventory configuration changes and send email notifications
            

                  


  


  Security

      Security

        	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Assessing and Monitoring Security Vulnerabilities on RHEL Systems

                      
              Understanding your Environmental Exposure to Potential Security Threats
            

                  
	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Generating Vulnerability Service Reports

                      
              Communicate the Exposure of RHEL Systems to CVE Security Vulnerabilities
            

                  
	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Assessing and Monitoring Security Policy Compliance of RHEL Systems

                      
              Understanding the Security Compliance Status of your Red Hat Enterprise Linux Infrastructure
            

                  
	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Generating Compliance Service Reports

                      
              Communicate the compliance status of your RHEL infrastructure to security stakeholders
            

                  
	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Assessing and Reporting Malware Signatures on RHEL Systems

                      
              Know when systems in your RHEL infrastructure are exposed to malware risks
            

                  


  


  Business

        	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Assessing and Monitoring RHEL Resource Optimization with Insights for Red Hat Enterprise Linux

                      
              Understanding RHEL resource-usage statistics
            

                  


  


  Automation Toolkit

        	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Red Hat Insights Remediations Guide

                      
              Fixing issues on RHEL systems with remediation playbooks
            

                  
	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Converting from an RPM-based Linux distribution to RHEL using Red Hat Insights

                      
              Instructions for a conversion from CentOS Linux 7 to Red Hat Enterprise Linux 7 using Red Hat Insights
            

                  
	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Assessing and remediating system issues using Red Hat Insights Tasks

                      
              Use predefined Insights Tasks playbooks to resolve issues on your systems
            

                  


  


  Reference

        	
                    Insights API Reference Guides

                      
              Reference Information for Red Hat Insights APIs 
            

                  


  


  Hybrid Cloud Console

        	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    User Access Configuration Guide for Role-based Access Control (RBAC)

                      
              How to use the User Access feature to configure RBAC for services hosted on the Red Hat Hybrid Cloud Console
            

                  
	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Configuring notifications on the Red Hat Hybrid Cloud Console

                      
              Configuring Hybrid Cloud Console settings so that account users receive event-triggered notifications
            

                  
	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Integrating the Red Hat Hybrid Cloud Console with third-party applications

                      
              Configuring integrations between third-party tools and the Red Hat Hybrid Cloud Console
            

                  


  


  Subscriptions

        	
                    Subscription Central Documentation

                      
              Learn about subscriptions tools on the Red Hat Hybrid Cloud Console
            

                  


  


  Red Hat Insights with FedRAMP

        	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Release Notes with FedRAMP

                      
              Release Notes for Red Hat Insights with FedRAMP
            

                  
	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Getting Started with Red Hat Insights with FedRAMP

                      
              How to start using Red Hat Insights
            

                  
	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Assessing and Monitoring RHEL Resource Optimization with Insights for Red Hat Enterprise Linux with FedRAMP

                      
              Understanding RHEL resource-usage statistics
            

                  
	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Assessing and Monitoring Security Policy Compliance of RHEL Systems with FedRAMP

                      
              Understanding the Security Compliance Status of your Red Hat Enterprise Linux Infrastructure
            

                  
	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Assessing and Monitoring Security Vulnerabilities on RHEL Systems with FedRAMP

                      
              Understanding your Environmental Exposure to Potential Security Threats
            

                  
	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Assessing and Reporting Malware Signatures on RHEL Systems with FedRAMP

                      
              Know when systems in your RHEL infrastructure are exposed to malware risks
            

                  
	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Assessing RHEL Configuration Issues Using the Red Hat Insights Advisor Service with FedRAMP

                      
              Assess and monitor the configuration issues impacting your RHEL systems
            

                  
	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Client Configuration Guide for Red Hat Insights with FedRAMP

                      
              Configuration options and use cases for the Insights client
            

                  
	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Comparing System Configurations and Baselines in Red Hat Insights Inventory with FedRAMP

                      
              Using drift service comparisons and baselines for system analysis
            

                  
	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Generating Advisor Service Reports with FedRAMP

                      
              Share reporting from advisor with FedRAMP® about the conditions affecting your RHEL infrastructure.
            

                  
	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Generating Compliance Service Reports with FedRAMP

                      
              Communicate the compliance status of your RHEL infrastructure to security stakeholders
            

                  
	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Generating Vulnerability Service Reports with FedRAMP

                      
              Communicate the Exposure of RHEL Systems to CVE Security Vulnerabilities
            

                  
	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Monitoring and Reacting to Configuration Changes Using Policies with FedRAMP

                      
              How to create policies to detect inventory configuration changes and send email notifications
            

                  
	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    Red Hat Insights Remediations Guide with FedRAMP

                      
              Fixing issues on RHEL systems with remediation playbooks
            

                  
	
                    
            Available Formats
            	Single-page HTML
	Multi-page HTML
	PDF


          

                    System Patching Using Remediation Playbooks with FedRAMP

                      
              How to review applicable advisories and affected systems
            

                  


  




  

              

    

  




    

                  

        
    

    
    


    

        
          [image: Red Hat]
        

        
            
            
                X (formerly Twitter)
                
                
                    
                    
                    
                    
                    
                    
                    
                    
                
              
        
        

        Quick Links


        	Downloads
	Subscriptions
	Support Cases
	Customer Service
	Product Documentation



        Help


        	Contact Customer Portal
	Customer Portal FAQ
	Log-in Assistance



        Site Info


        	Trust Red Hat
	Browser Support Policy
	Accessibility
	Awards and Recognition
	Colophon



        Related Sites


        	redhat.com
	developers.redhat.com
	connect.redhat.com
	cloud.redhat.com




        Systems Status


        	
                
                    
                        
                        
                    
                

            



        

          About


            	Red Hat Subscription Value
	About Red Hat
	Red Hat Jobs



        

        
            
                
                    
                    
                
            

        
    
        
        
            Red Hat legal and privacy links


            	About Red Hat
	Jobs
	Events
	Locations
	Contact Red Hat
	Red Hat Blog
	Diversity, equity, and inclusion
	Cool Stuff Store
	Red Hat Summit



            Copyright © 2024 Red Hat, Inc.

            Red Hat legal and privacy links


            	Privacy statement
	Terms of use
	All policies and guidelines
	Digital accessibility
	


          
      
    
    
 
    





  


    
  