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      ⁠Abstract

			This guide is a step-by-step guide for users to configure and manage Red Hat Gluster Storage environment using the Administration Portal.
		

			This guide is intended for advanced users, and assumes that you have successfully installed the Red Hat Gluster Storage Console and have an understanding of your storage server resources. It describes how to use the Administration Portal, and manage system components and storage infrastructure.
		






      ⁠Chapter 1. Introduction




		Red Hat Gluster Storage Console is management infrastructure that enables you to create a powerful, scalable storage environment.
	

		It provides IT departments with the tools to meet the challenges of managing complex environments, and enables administrators to reduce the cost and complexity of large deployments. Red Hat Gluster Storage Console includes:
	
	
				Support to quickly create and manage Red Hat Gluster Storage trusted storage pool and volumes.
			

	
				Multilevel administration to enable administration of physical infrastructure and virtual objects.
			



Note


			As of Red Hat Gluster Storage 3.4, the existing Red Hat Gluster Storage Console management infrastructure is supported through the current Red Hat Gluster Storage 3.x life cycle, which ends on October 31, 2019. Red Hat Gluster Storage Web Administration is now the recommended monitoring tool for Red Hat Storage Gluster Clusters. For more information regarding Red Hat Gluster life cycle, see Red Hat Gluster Storage life Cycle
		

			For Red Hat Gluster Storage Web Administration installation instructions, see the Red Hat Gluster Storage Web Administration Quick Start Guide and for instructions to monitor your Gluster servers, see the Red Hat Gluster Storage Web Administration Monitoring Guide
		



      ⁠1.1. System Components




			The various components work together seamlessly to enable the system administrator to set up, configure, and maintain the storage environment via an intuitive graphical user interface.
		

      ⁠1.1.1. Components




				Red Hat Gluster Storage consists of one or more servers and at least one console. The system and all its components are managed through a centralized management system.
			


      ⁠1.1.2. The Console




				Red Hat Gluster Storage Console is a service that runs on a Red Hat Enterprise Linux 6.5, Red Hat Enterprise Linux 6.6, and Red Hat Enterprise Linux 6.7 servers, providing interfaces for controlling the Red Hat Gluster Storage. It manages user session login and logout, high availability and clustering systems. This is also referred to as the engine.
			


      ⁠1.1.3. Hosts




				Red Hat Gluster Storage Server is a trusted network of storage servers. When you start the first host, the storage pool consists of that host alone. You can add additional storage hosts to the cluster. Red Hat Gluster Storage volumes are created on these clusters. A cluster and all its components can be managed through the Console when a console agent (the VDSM service) is running on each member of the cluster.
			



      ⁠1.2. Red Hat Gluster Storage Console Resources




			The Red Hat Gluster Storage Console manages the following resources within the management infrastructure to create a powerful, scalable storage environment.
		
	
					Hosts - A host is a physical host (a physical machine) running Red Hat Gluster Storage 3.4. Servers are grouped into storage clusters. Red Hat Gluster Storage volumes are created on these clusters. The system and all its components are managed through a centralized management system.
				

	
					Clusters - A cluster is a group of linked computers that work together closely, thus in many respects forming a single computer. Hosts in a cluster share the same network infrastructure and the same storage.
				

	
					User - Red Hat Gluster Storage supports multiple levels of administrators and users with distinct levels of permissions. System administrators can manage and administer objects of the physical infrastructure, such as clusters, hosts, and volume.
				

	
					Events and Monitors - Alerts, warnings, and other notices about activities within the system help the administrator to monitor the performance and operation of various resources.
				





      ⁠1.3. Administration of the Red Hat Gluster Storage Console




			This section provides a high level overview of the tasks and responsibilities of a system administrator for the Red Hat Gluster Storage Console. The tasks are divided into two general groups:
		
	
					Configuring a new logical cluster is the most important task of the system administrator. Designing a new cluster requires an understanding of capacity planning and definition of requirements. This is typically determined by the solution architect, who provides the requirements to the system architect. Preparing to set up the storage environment is a significant part of the setup, and is usually part of the system administrator's role.
				

	
					Maintaining the cluster, including performing updates and monitoring usage and performance to keep the cluster responsive to changing needs and loads.
				




			The procedures to complete these tasks are described in detail in later sections of this guide.
		

			It is assumed that you have already read the material in Red Hat Gluster Storage Console 3.4 Installation Guide.
		

      ⁠1.3.1. Maintaining the Red Hat Gluster Storage Console




				This section describes how to maintain a Red Hat Gluster Storage Console.
			

				The administrator's tasks include:
			
	
						Managing hosts and other physical resources.
					

	
						Managing the storage environment. This includes creating, deleting, expanding and shrinking volumes and clusters.
					

	
						Monitoring overall system resources for potential problems such as an extreme load on one of the hosts, insufficient memory or disk space, and taking any necessary actions.
					

	
						Managing user setup and access, and setting user and administrator permission levels. This includes assigning or customizing roles to suit the needs of the enterprise.
					

	
						Troubleshooting for specific users or hosts or for overall system functionality.
					




				These tasks are described in detail in later sections of this guide.
			




      ⁠Part I. The Red Hat Gluster Storage Console Interface





      ⁠Chapter 2. Getting Started




		The Administration Portal allows you to create, monitor and maintain your Red Hat Gluster Storage using an interactive graphical user interface (GUI). The GUI functions in two modes - tree, or flat - allowing you to navigate the system's resources either hierarchically or directly. The powerful search feature enables you to locate any resource in the enterprise, wherever it may be in the hierarchy, and you can use tags and bookmarks to help you to store the results of your searches for later reference.
	

		It is assumed that you have correctly installed Red Hat Gluster Storage Console, including hosts, and have logged into the Administration Portal. If you are attempting to set up Red Hat Gluster Storage Console, see Red Hat Gluster Storage Console 3.4 Installation Guide.
	

      ⁠2.1. Graphical User Interface




			After you have successfully logged into Red Hat Gluster Storage Console, the Administration Portal displays. The GUI consists of a number of contextual panes and menus, and can be used in two modes - tree mode, and flat mode. Tree mode allows you to browse the object hierarchy of a cluster, and is the recommended manner of operation. The elements of the GUI are shown in the figure below.
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Figure 2.1. Graphical User Interface Elements of the Administration Portal

Graphical User Interface Elements
	
					[image: Graphical User Interface Elements]
					 Header 	 The Header bar contains the name of the current logged-in user, the Sign Out button, the About button, and the Configure button. The About button provides access to version information. The Configure button allows you to configure user roles. 



				

	
					[image: Graphical User Interface Elements]
					 Search Bar 	 The Search bar allows you to quickly search for resources such as hosts and volumes. You can build queries to find the resources that you need. Queries can be as simple as a list of all the hosts in the system, or much more complex. As you type each part of the search query, you will be offered choices to assist you in building the search. The star icon can be used to save the search as a bookmark. 



				

	
					[image: Graphical User Interface Elements]
					 Resource Tabs 	 All resources, such as hosts and clusters, can be managed using the appropriate tab. Additionally, the Events tab allows you to manage and view events across the entire system. 
	 Clicking a tab displays the results of the most recent search query on the selected object. For example, if you recently searched for all hosts starting with "M", clicking the Hosts tab displays a list of all hosts starting with "M". 
	 The Administration Portal provides the following tabs: Clusters, Hosts, Volumes, Users, and Events. 



				

	
					[image: Graphical User Interface Elements]
					 Results List 	 Perform a task on an individual item, multiple items, or all the items in the results list, by selecting the items and then clicking the relevant action button. If multiple selection is not possible, the button is disabled. 
	 Details of a selected item display in the details pane. 



				

	
					[image: Graphical User Interface Elements]
					 Details Pane 	 The Details pane displays detailed information about a selected item in the Results Grid. If multiple items are selected, the Details pane displays information on the first selected item only. 



				

	
					[image: Graphical User Interface Elements]
					 Bookmarks Pane 	 Bookmarks are used to save frequently used or complicated searches for repeated use. Bookmarks can be added, edited, or removed. 



				

	
					[image: Graphical User Interface Elements]
					 Alerts/Events Pane 	 The Alerts pane lists all events with a severity of Error or Warning. The system records all events, which are listed as audits in the Alerts section. Like events, alerts can also be viewed in the lowermost panel of the Events tab by resizing the panel and clicking the Alerts tab. This tabbed panel also appears in other tabs, such as the Hosts tab. 



				



Important


				The minimum supported resolution for viewing the Administration Portal in a web browser is 1024 x 768. When viewed at a lower resolution, the Administration Portal will not render correctly.
			



      ⁠2.1.1. Tree Mode and Flat Mode




				The Administration Portal provides two different modes for managing your resources - tree mode, and flat mode.
			

				Tree mode displays resources in a hierarchical view for each cluster, from the highest level of the cluster down to the individual volumes. Tree mode provides a visual representation of the storage system. Working in tree mode is recommended for most operations.
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Figure 2.2. Tree Mode


				Flat mode offers powerful search functionality, and allows you to customize how you manage your system. It gives you access to any resource, regardless of its position in the enterprise. In this mode, the full power of the search feature can be used. Flat mode does not limit you to viewing the resources of a single hierarchy, allowing you to search across clusters. For example, flat mode makes it possible to find all hosts that are using more than 80% CPU across clusters, or locate all hosts that have the highest utilization. In addition, certain objects are not in the cluster hierarchy, so they will not appear in tree mode. For example, users are not part of the cluster hierarchy, and can be accessed only in flat mode.
			

				To access flat mode, click System in the pane on the left-hand side of the screen.
			

      ⁠[image: Flat Mode]

Figure 2.3. Flat Mode




      ⁠2.2. Search




			The Administration Portal is designed to enable the management of thousands of resources, such as volumes, hosts, and clusters. When managing the storage environment, it is recommended that large lists of resources, such as volumes, are reduced to a manageable number (for example, 10). This allows tasks to be performed on a smaller list, or to select specific items on the list on which to perform a given task.
		

			To perform a search, enter the search query (free-text or syntax-based) in the Search bar at the top of the Administration Portal. Search queries can be saved as bookmarks for future reuse (Section C.3, “Saving and Accessing Queries as Bookmarks”). This eliminates the need to re-enter a search query each time specific search results are required.
		

      ⁠2.2.1. Search Syntax




				The syntax of search queries for Red Hat Gluster Storage Console resources is as follows:
			

				result-type: {criteria} [sortby sort_spec]
			
Syntax Examples

					The following examples describe how search queries are used, and help you to understand how Red Hat Gluster Storage Console assists with building search queries.
				

      ⁠Table 2.1. Example Search Queries
	 Example 	 Result 
	 Volumes: status = up 	 Displays a list of all volumes that are up. 
	 Volumes: cluster = data 	 Displays a list of all volumes of the cluster data. 
	 Events: severity > normal sortby time 	 Displays the list of all events whose severity is higher than Normal, sorted by time. 




      ⁠2.2.1.1. Auto-Completion




					The Administration Portal provides auto-completion to help you create valid and powerful search queries. As you type each part of a search query, a drop-down list of choices for the next part of the search opens below the Search bar. You can select from the list and then continue typing or selecting the next part of the search, or ignore the options and continue entering your query manually.
				

					The following table provides examples of how Administration Portal auto-completion assists in constructing a query:
				

					Volumes: status = down
				

      ⁠Table 2.2. Example Search Queries using Auto-Completion
	 Input 	 List Items Displayed 	 Action 
	 v 	Volumes (1 option only) 	 
									Select Volumes or;
								

								 
									Type Volumes
								

								 
	 Volumes: 	 
									All volumes properties
								

								 	 Type s
	 Volumes: s 	 volume properties starting with s	 Select status or type status
	 Volumes: status 	 
									=
								

								 
									!=
								

								 	 Select or type  = 
	 Volumes: status =  	 All status values 	 Select or type down





      ⁠2.2.1.2. Result-Type Options




					The result type allows you to search for resources of any of the following types:
				
	
							Host for a list of hosts
						

	
							Event for a list of events
						

	
							Users for a list of users
						

	
							Cluster for a list of clusters
						

	
							Volumes for a list of volumes
						




					Each type of resource has a unique set of properties and a set of other resource types that it is associated with, so each search type has a set of valid syntax combinations. However, using the auto-complete feature helps you to easily create valid queries.
				


      ⁠2.2.1.3. Search Criteria




					You can specify the search criteria after the colon in the query. The syntax of {criteria} is as follows:
				

					 <prop> <operator> <value> 
				

					or
				

					 <obj-type>.<prop> <operator> <value> 
				
Examples

						The following table describes the parts of the syntax:
					

      ⁠Table 2.3. Example Search Criteria
	 Part 	 Description 	 Values 	 Example 	 Note 
	 prop 	 The property of the searched-for resource. Can also be the property of a resource type (see obj-type), or tag (custom tag). 	 See the information for each of the search types in Section 2.2.1.3.1, “Wildcards and Multiple Criteria”. 	 Status 	 -- 
	 obj-type 	 A resource type that can be associated with the searched-for resource. 	 See the explanation of each of the search types in Section 2.2.1.3.1, “Wildcards and Multiple Criteria”. 	 Users 	 -- 
	 operator 	 Comparison operators. 	 
									=
								

								 
									!= (not equal)
								

								 
									>
								

								 
									<
								

								 
									>=
								

								 
									<=
								

								 	 -- 	 Value options depend on obj-type. 
	 Value 	 What the expression is being compared to. 	 
									String
								

								 
									Integer
								

								 
									Ranking
								

								 
									Date (formatted according to regional settings)
								

								 	 
									Jones
								

								 
									256
								

								 
									normal
								

								 	 	
											Wildcards can be used within strings.
										

	
											"" (two sets of quotation marks with no space between them) can be used to represent an un-initialized (empty) string.
										

	
											Double quotation marks should be used around a string or date that contains spaces.
										




								 




      ⁠2.2.1.3.1. Wildcards and Multiple Criteria




						Wildcards can be used in the <value> part of the syntax for strings. For example, to find all users beginning with m, enter m*.
					

						You can perform a search with two criteria by using the Boolean operators AND and OR. For example:
					

						Volumes: name = m* AND status = Up
					

						This query returns all volumes whose names begin with "m".
					

						When two criteria are specified without AND or OR, AND is implied. AND precedes OR, and OR precedes implied AND.
					



      ⁠2.2.1.4. Determining Sort Order




					You can determine the sort order of the returned information by using sortby. Sort direction (asc for ascending, desc for descending) can be included.
				

					For example:
				

					events: severity > normal sortby time desc
				

					This query returns all events whose severity is higher than Normal, sorted by time (descending order).
				



      ⁠2.2.2. Saving Queries as Bookmarks




				Search queries can be saved as bookmarks. This allows you to sort and display results lists with a single click. You can save, edit and remove bookmarks with the Bookmarks pane. See Section C.3, “Saving and Accessing Queries as Bookmarks” for details.
			



      ⁠2.3. Tags




			After your Red Hat Gluster Storage is set up and configured to your requirements, you can customize the way you work with it using tags.  Tags provide one key advantage to system administrators - they allow system resources to be arranged into groups or categories. This is useful when many objects exist in the storage environment and the administrator would like to concentrate on a specific set of them.
		

			This section describes how to create and edit tags, assign them to hosts and search using the tags as criteria. Tags can be arranged in a hierarchy that matches a structure, to fit the requirements of the enterprise.
		

			Administration Portal tags can be created, modified, and removed using the Tags pane. 
		

      ⁠Procedure 2.1. Creating a tag
	
					In tree mode or flat mode, click the resource tab for which you wish to create a tag. For example, Hosts.
				

	
					Click the Tags tab. Select the node under which you wish to create the tag. For example, click the root node to create it at the highest level. The New button is enabled.
				

	
					Click New at the top of the Tags pane. The New Tag dialog box displays.
				

	
					Enter the Name and Description of the new tag.
				

	
					Click OK. The new tag is created and displays on the Tags tab.
				




      ⁠Procedure 2.2. Modifying a tag
	
					Click the Tags tab. Select the tag that you wish to modify. The buttons on the Tags tab are enabled.
				

	
					Click Edit on the Tags pane. The Edit Tag dialog box displays.
				

	
					You can change the Name and Description of the tag.
				

	
					Click OK. The changes in the tag display on the Tags tab.
				




      ⁠Procedure 2.3. Deleting a tag
	
					Click the Tags tab. The list of tags will display.
				

	
					Select the tags to be deleted and click Remove. The Remove Tag(s) dialog box displays.
				

	
					The tags are displayed in the dialog box. Check that you are sure about the removal. The message warns you that removing the tags will also remove all descendants of the tags.
				

	
					Click OK. The tags are removed and no longer display on the Tags tab. The tags are also removed from all the objects to which they were attached.
				




			Tags can be attached to hosts and users.
		

      ⁠Procedure 2.4. Adding or removing a tag to or from one or more object instances
	
					Search for the objects that you wish to tag or untag so that they are among the objects displayed in the results list.
				

	
					Select one or more objects on the results list.
				

	
					Click the Assign Tags button on the tool bar or right-click menu option. 
				

	
					A dialog box provides a list of tags. Select the check box to assign a tag to the object, or deselect the check box to detach the tag from the object.
				

	
					Click OK. The specified tag is now added or removed as a custom property of the selected objects.
				




			A user-defined tag can be a property of any object (for example, a host), and a search can be conducted to find it.
		

			To search for objects using tags:
		
	
					Follow the search instructions in Section 2.2, “Search” , and enter a search query using “tag” as the property and the desired value or set of values as criteria for the search.
				

					The objects tagged with the tag criteria that you specified are listed in the results list.
				






      ⁠Chapter 3. Dashboard Overview




		Red Hat Gluster Storage Console Dashboard displays an overview of all the entities in Red Hat Gluster Storage like Hosts, Volumes, Bricks, and Clusters. The Dashboard shows a consolidated view of the system and helps the administrator to know the status of the system. Listed below are the Dashboard items in Red Hat Gluster Storage Console:
	
	
				Capacity: Displays the Total, Used and Available storage capacity in the system. Its calculated by aggregating data from all the hosts in the System.
			

	
				Utilization: Displays the average usage percentage of CPU, Memory. This is averaged across all the hosts in system.
			

	
				Alerts : Displays the number of alerts in the system. The Alerts tab will display a red exclamation icon if there is an alert ot alerts. Click on the alerts arrow icon to open the alerts dialog box. To delete the alert/alerts, click the cross icon at the right hand side of the dialogue box.
			

	
				Hosts: Displays the total number of Hosts in the system and the number of hosts in down state.
			

	
				Volumes:Displays the total number of volumes in the system across all cluster and number of them in UP, DOWN, Degraded, Partial, or Stopped status.
			

	
				NICs: Displays the number of network interfaces in the hosts.
			

	
				Network: Displays the transmission and receiving rate of the NICs.
			



Note


			Top Utilization popup: To see the top utlizers for Capacity, Utilization, and Network, hover over the individual tabs and a popup will appear with the top utilization data.
		



      ⁠3.1. Viewing Cluster Summary




      ⁠Procedure 3.1. Viewing Cluster Summary
	
					In Dashboard tab, select the cluster name from drop-down list to view cluster capacity details of a specific cluster.
				

					Select All Clusters to view cluster capacity details of all clusters.
				

      ⁠[image: Dashboard Overview]

Figure 3.1. Dashboard Overview


	
					View the cluster and volume details by hovering over each dashboard item.
				

	
					Click CAPACITY or VOLUMES to view the cluster and volume details respectively.
				

	
					Click UTILIZATION, HOST, NIC, or NETWORK to view the host and network details.
				
Note


						Clicking each item takes you to corresponding tab in Red Hat Gluster Storage Console.
					








      ⁠Part II. Managing System Components





      ⁠Chapter 4. Managing Clusters




		The cluster is the highest level entity for all physical and logical resources within a storage environment. This chapter describes how to create and manage clusters.
	

      ⁠4.1. Cluster Properties




			Use the Clusters tab in the Administration Portal to define, manage, and view clusters.
		

      ⁠[image: Clusters Tab]

Figure 4.1. Clusters Tab


			The following table describes the cluster properties displayed in the New Cluster and Edit Cluster dialog boxes. Missing mandatory fields and invalid entries are outlined in red when you click OK to close the New Cluster or Edit Cluster dialog box.
		

      ⁠Table 4.1. Cluster Properties
	 
							Field
						

						 	 
							Description
						

						 
	 
							Name
						

						 	 
							The name of the cluster. This must be a unique name and may use any combination of uppercase or lowercase letters, numbers, hyphens and underscores. Maximum length is 40 characters. The name can start with a number and this field is mandatory.
						

						 
	 
							Description
						

						 	 
							The description of the cluster. This field is optional, but recommended.
						

						 
	 
							Compatibility Version
						

						 	 
							The version of Red Hat Gluster Storage Console with which the cluster is compatible. All hosts in the cluster must support the indicated version. 
								
										Clusters with compatibility version 3.2 can manage Red Hat Gluster Storage 2.1 nodes.
									

	
										Clusters with compatibility version 3.4 can manage Red Hat Gluster Storage 2.1 Update 2 nodes.
									

	
										Clusters with compatibility version 3.4 can manage Red Hat Gluster Storage 3.0 nodes.
									




							 Note


									The default compatibility version is 3.4.
								




						

						 




      ⁠Table 4.2. Compatibility Matrix
	 Feature 	 Compatibility Version 3.2 	 Compatibility Version 3.3 	 Compatibility Version 3.4 
	 
							View advanced details of a particular brick of the volume through the Red Hat Gluster Storage Console.
						

						 	 
							Supported
						

						 	 
							Supported
						

						 	 
							Supported
						

						 
	 
							Synchronize brick status with the engine database.
						

						 	 
							Supported
						

						 	 
							Supported
						

						 	 
							Supported
						

						 
	 
							Manage glusterFS hooks through the Red Hat Gluster Storage Console. View the list of hooks available in the hosts, view the contents and status of hooks, enable or disable hooks, and resolve hook conflicts.
						

						 	 
							Supported
						

						 	 
							Supported
						

						 	 
							Supported
						

						 
	 
							Display Services tab with NFS and SHD service status.
						

						 	 
							Supported
						

						 	 
							Supported
						

						 	 
							Supported
						

						 
	 
							Manage volume rebalance through the Red Hat Gluster Storage Console. Rebalance volume, stop rebalance, and view rebalance status.
						

						 	 
							Not Supported
						

						 	 
							Supported
						

						 	 
							Supported
						

						 
	 
							Manage remove-brick operations through the Red Hat Gluster Storage Console. Remove-brick, stop remove-brick, view remove-brick status, and retain the brick being removed.
						

						 	 
							Not Supported
						

						 	 
							Supported
						

						 	 
							Supported
						

						 
	 
							Allow using system's root partition for bricks and and re-using the bricks by clearing the extended attributes.
						

						 	 
							Not Supported
						

						 	 
							Supported
						

						 	 
							Supported
						

						 
	 
							Addition of RHS U2 nodes
						

						 	 
							Not Supported
						

						 	 
							Supported
						

						 	 
							Supported
						

						 
	 
							Viewing Nagios Monitoring Trends
						

						 	 
							Not Supported
						

						 	 
							Not Supported
						

						 	 
							Supported
						

						 





      ⁠4.2. Cluster Operations




      ⁠4.2.1. Creating a New Cluster




				You can create a new cluster using the New option in the Clusters tab.
			

      ⁠Procedure 4.1. To Create a New Cluster
	
						Open the Clusters view by expanding the System tab and selecting the Cluster tab in the Tree pane. Alternatively, select Clusters from the Details pane.
					

	
						Click New to open the New Cluster dialog box. 
						
      ⁠[image: New Cluster Dialog Box]

Figure 4.2. New Cluster Dialog Box



					

	
						Enter the cluster Name, Description and Compatibility Version. The name cannot include spaces. When the user selects Import existing gluster configuration and enters the Address, fingerprint will be fetched automatically by the Red Hat Gluster Storage Console.
					

	
						Click OK to create the cluster. The new cluster displays in the Clusters tab.
					

	
						Click Guide Me to configure the cluster. The Guide Me window lists the entities you need to configure for the cluster. Configure these entities or postpone configuration by clicking Configure Later. You can resume the configuration process by selecting the cluster and clicking Guide Me. To import an existing cluster, see Section 4.2.2, “Importing an Existing Cluster”.
					



Gluster Tuned Profile

					Tuned profiles helps to enhance the performance of the system by applying some predefined set of system parameters. We have two tuned profiles for Red Hat Gluster Storage:
				
	
						rhs-high-throughput: It is a default profile which will be applied on the RHGS nodes. This helps to enhance the performance of RHGS Volume.
					

	
						rhs-virtualization: If the number of clients is greater than 100, you must switch to the rhs-virtualization tuned profile. For more information, see Number of Clients in Red Hat Gluster Storage Administration Guide.
					





      ⁠4.2.2. Importing an Existing Cluster




				You can import a Red Hat Gluster Storage cluster and all the hosts belonging to the cluster into the Red Hat Gluster Storage Console.
			

				When you provide details such as the IP address or host name and password of any host in the cluster, the gluster peer status command executes on that host through SSH, then displays a list of hosts that are part of the cluster. You must manually verify the fingerprint of each host and provide passwords for them. If some hosts are not reachable, then import cluster will not add these hosts to the cluster during import.
			

      ⁠Procedure 4.2. To Import an Existing Cluster
	
						In the Tree pane, click System tab, then click the Clusters tab.
					

	
						Click New to open the New Cluster dialog box.
					

	
						Enter the cluster Name, Description and Compatibility Version. The name cannot include spaces.
					

	
						Select Import existing gluster configuration to import the cluster.
					

	
						In the Address field, enter the host name or IP address of a host in the cluster.
					

						The host Fingerprint displays to indicate the connection host. If a host in unreachable or if there is a network error, Error in fetching fingerprint displays in the Fingerprint field.
					

	
						Enter the Root Password for the host in the Password field and click OK.
					

	
						The Add Hosts window opens, and a list of hosts that are part of the cluster displays.
					

	
						For each host, enter the Name and Root Password. If you wish to use the same password for all hosts, check Use a common password and enter a password.
					

	
						Click Apply to set the password for all hosts then click OK to submit the changes.
					





      ⁠4.2.3. Editing a Cluster




      ⁠Procedure 4.3. To Edit a Cluster
	
						Click the Clusters tab to display the list of host clusters. Select the cluster that you want to edit.
					

	
						Click Edit to open the Edit Cluster dialog box.
					

	
						Enter a Name and Description for the cluster and select the compatibility version from the Compatibility Version drop down list.
					

	
						Click OK to confirm the changes and display the host cluster details.
					





      ⁠4.2.4. Viewing Hosts in a Cluster




      ⁠Procedure 4.4. To View Hosts in a Cluster
	
						Click the Clusters tab to display a list of host clusters. Select the desired cluster to display the Details pane.
					

	
						Click the Hosts tab to display a list of hosts.
					

      ⁠[image: The Hosts tab on the Cluster Details pane]

Figure 4.3. The Hosts tab on the Cluster Details pane






      ⁠4.2.5. Removing a Cluster




				You can permanently remove clusters that are not in use. Deleting unused clusters saves system resources, as existing hosts are contacted at regular intervals.
			
Warning


					Red Hat recommends that you do not remove the default cluster.
				



      ⁠Procedure 4.5. To Remove a Cluster
	
						Click the Clusters tab to display a list of clusters. If the required cluster is not visible, perform a search.
					

	
						Select the cluster to be removed. Ensure that there are no running hosts or volumes.
					

	
						Click the Remove button.
					

	
						A dialog box lists all the clusters selected for removal. Click OK to confirm the removal.
					






      ⁠4.3. Cluster Entities




			You can configure cluster entities using the Console.
		
Cluster Entities

				A cluster is a collection of hosts. The Hosts tab displays all information related to the hosts in a cluster.
			

      ⁠Table 4.3. Host Tab Properties
	 
							Field
						

						 	 
							Description
						

						 
	 
							Name
						

						 	 
							The name of the host.
						

						 
	 
							Hostname/IP
						

						 	 
							The name of the host/IP address.
						

						 
	 
							Status
						

						 	 
							The status of the host.
						

						 



Cluster Logical Networks Entities

				Logical networks enable hosts to communicate with other hosts, and for the Console to communicate with cluster entities. You must define logical networks for each cluster.
			

      ⁠Table 4.4. Cluster Logical Networks Tab Properties
	 
							Field
						

						 	 
							Description
						

						 
	 
							Name
						

						 	 The name of the logical networks in a cluster. 
	 
							Status
						

						 	 The status of the logical networks. 
	 
							Role
						

						 	 The hierarchical permissions available to the logical network. 
	 
							Description
						

						 	 The description of the logical networks. 



Cluster Permissions Entities

				Cluster permissions define which users and roles can work in a cluster, and what operations the users and roles can perform.
			

      ⁠Table 4.5. Cluster Permissions Tab Properties
	 
							Field
						

						 	 
							Description
						

						 
	 
							User
						

						 	 The user name of an existing user in the directory services. 
	 
							Role
						

						 	 The role of the user. The role comprises of user, permission level and object. Roles can be default or customized roles. 
	 
							Inherited Permissions
						

						 	 The hierarchical permissions available to the user. 



Gluster Hooks

				Gluster Hooks are volume lifecycle extensions. You can manage the Gluster Hooks from Red Hat Gluster Storage Console.
			

      ⁠Table 4.6. Gluster Hooks Tab Properties
	 
							Field
						

						 	 
							Description
						

						 
	 
							Name
						

						 	 The name of the hook. 
	 
							Volume Event
						

						 	 Events are instances in the execution of volume commands like create, start, stop, add-brick, remove-brick, set and so on. Each of the volume commands have two instances during their execution, namely Pre and Post. 
						
							Pre and Post refers to the time just before and after the corresponding volume command has taken effect on a peer respectively.
						

						 
	 
							Stage
						

						 	 When the event should be executed. For example, if the event is Start Volume and the Stage is Post, the hook will be executed after the start of the volume. 
	 
							Status
						

						 	 
							Status of the gluster hook.
						

						 
	 
							Content Type
						

						 	 
							Content type of the gluster hook.
						

						 



Services

				The service running on a host can be searched using the Services tab.
			

      ⁠Table 4.7. Services Tab Properties
	 
							Field
						

						 	 
							Description
						

						 
	 
							Host
						

						 	 The ip of the host. 
	 
							Service
						

						 	 The name of the service. 
	 
							Port
						

						 	 The port number of the host. 
	 
							Status
						

						 	 
							The status of the host.
						

						 
	 
							Process Id
						

						 	 
							The process id of the host.
						

						 





      ⁠4.4. Cluster Permissions




			A cluster administrator has system administrator permissions for a specific cluster only. This is a hierarchical model, which means that a user assigned the cluster administrator role for a cluster can manage all objects in that cluster. The cluster administrator role permits the following actions:
		
	
					Creation and removal of specific clusters.
				

	
					Addition and removal of hosts.
				

	
					Permission to attach users to hosts within a single cluster.
				




			This is useful when there are multiple clusters, each of which require their own system administrators. A cluster administrator has permissions for the assigned cluster only, not for all clusters.
		
Note


				You can only assign roles and permissions to existing users.
			



      ⁠Procedure 4.6. To Add a Cluster Administrator Role
	
					Click the Clusters tab to display the list of clusters. If the required cluster is not visible, perform a search.
				

	
					Select the cluster that you want to edit. Click the Permissions tab in the Details pane to display a list of existing users and their current roles and inherited permissions.
				

	
					Click Add to display the Add Permission to User dialog box. Enter all or part of a name or user name in the Search box, then click Go. A list of possible matches displays in the results list.
				

	
					Select the user you want to modify. Scroll through the Role to Assign list and select ClusterAdmin.
				

	
					Click OK to display the name of the user and their assigned role in the Permissions tab.
				




      ⁠Procedure 4.7. To Remove a Cluster Administrator Role
	
					Click the Clusters tab to display a list of clusters. If the required cluster is not visible, perform a search.
				

	
					Select the cluster that you want to edit. Click the Permissions tab in the Details pane to display a list of existing users and their current roles and inherited permissions.
				

	
					Select the user you want to modify and click Remove. This removes the user from the Permissions tab and from associated hosts and volumes.
				






      ⁠Chapter 5. Logical Networks




      ⁠5.1. Introduction to Logical Networks




			A logical network is a named set of global network connectivity properties in your system. When a logical network is added to a host, it may be further configured with host-specific network parameters. Logical networks optimize network flow by grouping network traffic by usage, type, and requirements.
		

			Logical networks allow both connectivity and segregation. You can create a logical network for gluster storage communication to optimize network traffic between hosts and gluster bricks, a logical network specifically for all network traffic, or multiple logical networks to carry the traffic of groups of networks.
		

			The default logical network is the management network called ovirtmgmt. The ovirtmgmt network carries all traffic, until another logical network is created. It is meant especially for management communication between the Red Hat Gluster Storage Console and hosts.
		

			When a host has multiple interfaces, user can choose the interface to be used while adding the brick, by tagging one of the host's interface with the Gluster Network role. A logical network that has been designated as Required must be configured in all of a cluster's hosts before it is operational. Optional networks can be used by any host they have been added to.
		

      ⁠[image: Logical Network architecture]

Figure 5.1. Logical Network architecture


			Warning


					Do not change networking in a cluster if any hosts are running as this risks making the host unreachable.
				




		


      ⁠5.2. Required Networks, Optional Networks




			Red Hat Gluster Storage Console distinguishes between required networks and optional networks.
		

			Required networks must be applied to all hosts in a cluster for the cluster and network to be Operational. By default, Logical networks are added to clusters as Required networks.
		

			Click Manage Networks to change a network's Required designation. Optional networks are those logical networks that have not been explicitly declared Required networks. Optional networks can be implemented on only the hosts that use them. The presence or absence of these networks does not affect the Operational status of a host.
		


      ⁠5.3. Logical Network Tasks




      ⁠5.3.1. Using the Networks Tab




				The Networks resource tab provides a central location for users to perform network-related operations and search for networks based on each network's property or association with other resources.
			

				All networks in the Red Hat Gluster Storage environment display in the results list of the Networks tab. The New, Edit and Remove buttons allow you to create, change the properties of, and delete logical networks within the system.
			

				Click on each network name and click Clusters, Hosts, and Permissions tabs in the details pane to perform functions including:
			
	
						Attaching or detaching the networks to clusters and hosts
					

	
						Adding and removing permissions for users to access and manage networks
					




				These functions are also accessible through each individual resource tab.
			


      ⁠5.3.2. Creating a New Logical Network in Cluster



Summary

					Create a logical network and define its use in a cluster.
				

      ⁠Procedure 5.1. Creating a New Logical Network in a Cluster
	
						Click the Networks or Clusters tab in tree mode and select a network or cluster.
					

	
						Click the Logical Networks tab of the details pane to list the existing logical networks.
					

		
								From the Clusters tab, select Logical Networks sub-tab and click Add Network to open the New Logical Network window.
							

	
								From the Networks tab, click New to open the New Logical Network window.
							

      ⁠[image: New Logical Network]

Figure 5.2. New Logical Network





	
						Enter a Name, Description, and Comment for the logical network.
					

	
						From the Cluster tab, select the clusters to which the network will be assigned. You can also specify whether the logical network will be a required network.
					

      ⁠[image: New Logical Network - Cluster]

Figure 5.3. New Logical Network - Cluster


	
						Click OK.
					



Result

					You have defined a logical network as a resource required by a cluster or clusters in the Network. If you entered a label for the logical network, it will be automatically added to all host network interfaces with that label.
				


      ⁠5.3.3. Editing a Logical Network



Summary

					Edit the settings of a logical network.
				

      ⁠Procedure 5.2. Editing a Logical Network
	
						Click Networks tab in tree mode and select a Network.
					

	
						Select a logical network and click Edit to open the Edit Logical Network window.
					

      ⁠[image: New Logical Network - Cluster]

Figure 5.4. New Logical Network - Cluster


	
						Edit the necessary settings.
					

	
						Click OK to save the changes.
					



Result

					You have updated the settings of your logical network.
				
Note


					You cannot rename a logical network that is already configured on a host.
				




      ⁠5.3.4. Explanation of Settings and Controls in the New Logical Network and Edit Logical Network Windows




      ⁠5.3.4.1. Logical Network General Settings Explained




					The table below describes the settings for the General tab of the New Logical Network and Edit Logical Network window.
				

					
      ⁠Table 5.1. New Logical Network and Edit Logical Network Settings
	 
										Field Name
									

									 	 
										Description
									

									 
	 
										Name
									

									 	 
										The name of the logical network. This text field has a 15-character limit and must be a unique name with any combination of uppercase and lowercase letters, numbers, hyphens, and underscores.
									

									 
	 
										Description
									

									 	 
										The description of the logical network. This text field has a 40-character limit.
									

									 
	 
										Comment
									

									 	 
										A field for adding plain text, human-readable comments regarding the logical network.
									

									 
	 
										Network Label
									

									 	 
										Allows you to specify a new label for the network or select from existing labels already attached to host network interfaces. If you select an existing label, the logical network will be automatically assigned to all host network interfaces with that label.
									

									 





				


      ⁠5.3.4.2. Logical Network Cluster Settings Explained




					The table below describes the settings for the Cluster tab of the New Logical Network window.
				

					
      ⁠Table 5.2. New Logical Network Settings
	 
										Field Name
									

									 	 
										Description
									

									 
	 
										Attach/Detach Network to/from Cluster(s)
									

									 	 
										Allows you to attach or detach the logical network from clusters and specify whether the logical network will be a required network for individual clusters.
									

									 
										Name - the name of the cluster to which the settings will apply. This value cannot be edited.
									

									 
										Attach All - Allows you to attach or detach the logical network to or from all clusters. Alternatively, select or clear the Attach check box next to the name of each cluster to attach or detach the logical network to or from a given cluster.
									

									 
										Required All - Allows you to specify whether the logical network is a required network on all clusters. Alternatively, select or clear the Required check box next to the name of each cluster to specify whether the logical network is a required network for a given cluster.
									

									 





				



      ⁠5.3.5. Designate a Specific Traffic Type for a Logical Network with the Manage Networks Window



Summary

					Specify the traffic type for the logical network to optimize the network traffic flow.
				

      ⁠Procedure 5.3. Specifying Traffic Types for Logical Networks
	
						Click Clusters tab in tree mode and select the cluster in the results list.
					

	
						Select the Logical Networks tab in the details pane to list the logical networks assigned to the cluster.
					

	
						Click Manage Networks to open the Manage Networks window.
					

      ⁠[image: Manage Networks Window]

Figure 5.5. Manage Networks Window


	
						Select appropriate check boxes.
					

	
						Click OK to save the changes and close the window.
					



Result

					You have optimized the network traffic flow by assigning a specific type of traffic to be carried on a specific logical network.
				


      ⁠5.3.6. Explanation of Settings in the Manage Networks Window




				The table below describes the settings for the Manage Networks window.
			

      ⁠Table 5.3. Manage Networks Settings
	 
								Field
							

							 	 
								Description/Action
							

							 
	 
								Assign
							

							 	 
								Assigns the logical network to all hosts in the cluster.
							

							 
	 
								Required
							

							 	 
								A Network marked "required" must remain operational in order for the hosts associated with it to function properly. If a required network ceases to function, any hosts associated with it become non-operational.
							

							 
	 
								Gluster Network
							

							 	 A logical network marked "Gluster Network" carries gluster network traffic.





      ⁠5.3.7. Network Labels




				Network labels can be used to greatly simplify several administrative tasks associated with creating and administering logical networks and associating those logical networks with physical host network interfaces and bonds.
			

				A network label is a plain text, human readable label that can be attached to a logical network or a physical host network interface. There is no strict limit on the length of label, but you must use a combination of lowercase and uppercase letters, underscores and hyphens; no spaces or special characters are allowed.
			

				Attaching a label to a logical network or physical host network interface creates an association with other logical networks or physical host network interfaces to which the same label has been attached, as follows:
			
Network Label Associations
	
						When you attach a label to a logical network, that logical network will be automatically associated with any physical host network interfaces with the given label.
					

	
						When you attach a label to a physical host network interface, any logical networks with the given label will be automatically associated with that physical host network interface.
					

	
						Changing the label attached to a logical network or physical host network interface acts in the same way as removing a label and adding a new label. The association between related logical networks or physical host network interfaces is updated.
					



Network Labels and Clusters
	
						When a labeled logical network is added to a cluster and there is a physical host network interface in that cluster with the same label, the logical network is automatically added to that physical host network interface.
					

	
						When a labeled logical network is detached from a cluster and there is a physical host network interface in that cluster with the same label, the logical network is automatically detached from that physical host network interface.
					



Network Labels and Logical Networks With Roles
	
						When a labeled logical network is assigned to act as a display network or migration network, that logical network is then configured on the physical host network interface using DHCP so that the logical network can be assigned an IP address.
					






      ⁠5.4. Logical Networks and Permissions




      ⁠5.4.1. Managing System Permissions for a Network




				As the SuperUser, the system administrator manages all aspects of the Administration Portal. More specific administrative roles can be assigned to other users. These restricted administrator roles are useful for granting a user administrative privileges that limit them to a specific resource. For example ClusterAdmin has administrator privileges only for the assigned cluster.
			

				A network administrator is a system administration role that can be applied for a specific network, or for all networks on a storage device, cluster or host. A network user can perform limited administration roles, such as viewing and attaching networks on a specific storage device or template. You can click the Configure button in the header bar to assign a network administrator for all networks in the environment.
			

				The network administrator role permits the following actions: 
					
							Create, edit and remove networks.
						

	
							Edit the configuration of the network, including configuring port mirroring.
						

	
							Attach and detach networks from resources including clusters and host.
						





			

				The user who creates a network is automatically assigned NetworkAdmin permissions on the created network. You can also change the administrator of a network by removing the existing administrator and adding the new administrator.
			


      ⁠5.4.2. Network Administrator and User Roles Explained



Network Permission Roles

					The table below describes the administrator and user roles and privileges applicable to network administration.
				

      ⁠Table 5.4. Red Hat Gluster Storage Network Administrator and User Roles
	 Role 	 Privileges 	 Notes 
	 NetworkAdmin 	 Network Administrator for cluster or host. The user who creates a network is automatically assigned NetworkAdmin permissions on the created network. 	 Can configure and manage the network of a particular cluster or host. A network administrator of a cluster inherits network permissions for storage devices within the cluster. To configure port mirroring on a storage device network, apply the NetworkAdmin role on the network.
	 NetworkUser 	 Logical network and network interface user for virtual machine and template. 	 Can attach or detach network interfaces from specific logical networks. 







      ⁠Chapter 6. Managing Red Hat Gluster Storage Hosts




		A host is a physical, 64-bit server with an Intel or AMD chipset running Red Hat Gluster Storage 3.4. You can add new hosts to a storage cluster to expand the amount of available storage.
	

		A host on the Red Hat Gluster Storage: 
			
					Must belong to only one cluster in the system.
				

	
					Can have an assigned system administrator with system permissions.
				





	
Important


			Red Hat Gluster Storage Console uses various network ports for management. These ports must be open on Red Hat Gluster Storage hosts. For a full list of ports, see the Red Hat Gluster Storage Console Installation Guide.
		



      ⁠6.1. Hosts Properties




			The Hosts tab provides a graphical view of all the hosts in the system.
		

      ⁠[image: Hosts Details Pane]

Figure 6.1. Hosts Details Pane


      ⁠Table 6.1. Hosts Properties
	 
							Field
						

						 	 
							Description
						

						 
	 
							Cluster
						

						 	 The selected cluster. 
	 
							Name
						

						 	 The host name. 
	 
							Address
						

						 	 The IP address or resolvable hostname of the host. 





      ⁠6.2. Hosts Operations




      ⁠6.2.1. Adding Hosts




				You must install hosts and configure them with a name and IP address before you can add them to the Red Hat Gluster Storage Console.
			
Important


					If you re-install the Red Hat Gluster Storage Console, you must remove all hosts and reconnect them with the correct SSH keys for the new installation of Red Hat Gluster Storage Console.
				


Prerequisites

					Before you can add a host to Red Hat Gluster Storage, ensure your environment meets the following criteria:
				
	
						The host hardware is Red Hat Enterprise Linux certified. See https://access.redhat.com/ecosystem/#certifiedHardware to confirm that the host has Red Hat certification.
					

	
						The host should have a resolvable hostname or static IP address.
					

	
						On Red Hat Enterprise Linux 7 nodes, register to the Red Hat Gluster Storage Server Channels if firewall needs to be configured automatically as iptables-service package is required.
					




      ⁠Procedure 6.1. To Add a Host

					Before adding a host, ensure you have the correct IP and password for the host. The process of adding a new host can take some time; you can follow its progress in the Events pane.
				
	
						Click the Hosts tab to list available hosts.
					

	
						Click New to open the New Host window.
					

      ⁠[image: New Host Window]

Figure 6.2. New Host Window


	
						Select the Host Cluster for the new host from the drop-down menu.
					

      ⁠Table 6.2. Add Hosts Properties
	 
										Field
									

									 	 
										Description
									

									 
	 
										Host Cluster
									

									 	 The cluster to which the host belongs. 
	 
										Name
									

									 	 
										The name of the host. This text field has a 40-character limit and must be a unique name with any combination of uppercase and lowercase letters, numbers, hyphens, and underscores.
									

									 
										If Nagios is enabled, the host name given in Name field of Add Host window should match the host name given while configuring Nagios.
									

									 
	 
										Address
									

									 	 The IP address or resolvable hostname of the host. 
	 
										Root Password
									

									 	 The password of the host's root user. This can only be given when you add the host, it cannot be edited afterwards. 
	 
										SSH Public Key
									

									 	 Copy the contents in the text box to the /root/.ssh/authorized_keys file on the host if you'd like to use the Manager's ssh key instead of using a password to authenticate with the host. 
	 
										Automatically configure host firewall 
									

									 	 
										When adding a new host, the Manager can open the required ports on the host's firewall. This is enabled by default. This is an Advanced Parameter.
									

									 
										The required ports are opened if this option is selected.
									

									 
	 
										SSH Fingerprint 
									

									 	 You can fetch the host's ssh fingerprint, and compare it with the fingerprint you expect the host to return, ensuring that they match. This is an Advanced Parameter. 



Note


							For Red Hat Enterprise Linux 7 hosts, iptables-service is used to manage firewall and existing firewalld configurations will not be enforced if "Automatically configure host firewall is chosen."
						



	
						Enter the Name, and Address of the new host.
					

	
						Select an authentication method to use with the host:
					
	
								Enter the root user's password to use password authentication.
							

	
								Copy the key displayed in the SSH PublicKey field to /root/.ssh/authorized_keys on the host to use public key authentication.
							



	
						The mandatory steps for adding a Red Hat Gluster Storage host are complete. Click Advanced Parameters to show the advanced host settings:
					
	
								Optionally disable automatic firewall configuration.
							

	
								Optionally disable use of JSON protocol.
							
Note


									With Red Hat Gluster Storage Console, the communication model between the engine and VDSM now uses JSON protocol, which reduces parsing time. As a result, the communication message format has changed from XML format to JSON format. Web requests have changed from synchronous HTTP requests to asynchronous TCP requests.
								



	
								Optionally add a host SSH fingerprint to increase security. You can add it manually, or fetch it automatically.
							



	
						Click OK to add the host and close the window.
					

						The new host displays in the list of hosts with a status of "Installing" and then it goes to "Initialization" state and the host comes up. 
						Note


								The host will be in Up status after the status of "Installing" and "Initialization" state. The host will have Non-Operational status when the host is not compatible with the cluster compatibility version. The Non-Responsive status will be displayed if the host is down or is unreachable.
							




					

						You can view the progress of the host installation in the Details pane.
					





      ⁠6.2.2. Activating Hosts




				After taking down a host for maintenance, you must reactivate it before using it. When you activate a host, the host's networks are checked and glusterd service is restarted.
			

      ⁠Procedure 6.2. To Activate a Host
	
						In the Hosts tab, select the host you want to activate.
					

	
						Click Activate. The host status changes to Up.
					





      ⁠6.2.3. Managing Host Network Interfaces




				The Network Interfaces tab in Details pane of Hosts enables you to attach a logical network to a host's physical network interface cards. The management network is defined, by default in the cluster. The administration portal automatically assigns the management network to the network interface which has the host address that was provided while adding a host.
			
Note


					Interface with gluster network role should have an IP address configured. Ensure this by clicking Refresh Host Capabilities once host networks are setup.
				



      ⁠6.2.3.1. Editing Host Network Interfaces




					The Network Interfaces tab displays the name, network name, address, MAC address, speed, and link status for each interface. It also provides several options for managing host network interface cards.
				

      ⁠Procedure 6.3. To Edit a Host Network Interface
	
							Click the Hosts tab to display a list of hosts. Select the desired host to display the Details pane.
						

	
							Click Setup Host Networks to open the Setup Host Networks window. 
							
      ⁠[image: Setup Host Networks Window]

Figure 6.3. Setup Host Networks Window



						

	
							Attach a logical network to a physical host network interface by selecting and dragging the logical network into the Assigned Logical Networks area next to the physical host network interface.
						

	
							If your logical network definition is not synchronized with the network configuration on the host, select the Sync network check box. A logical network cannot be edited or moved to another interface until it is synchronized.
						

							Alternatively, right-click the logical network and select a network interface from the drop-down menu.
						

	
							Configure the logical network:
						
	
									Hover your cursor over an assigned logical network and click the pencil icon to open the Edit Network window.
								

	
									Select a Boot Protocol: 
										
												None
											

	
												DHCP
											

	
												Static - provide the IP and Subnet Mask.
											





								




	
							Click OK.
						

	
							Select Verify connectivity between Host and Engine to run a network check.
						

	
							Select Save network configuration if you want the network changes to be persistent when you reboot the environment.
						

	
							Click OK to implement the changes and close the window.
						





      ⁠6.2.3.2. Editing Management/Gluster Network Interfaces




					The Network Interfaces tab displays the name, network name, address, MAC address, speed, and link status for each interface. In the course of editing the host network interface cards, you may need to check or edit the management network interface. Similar procedure is applicable to Gluster network interface as well.
				
Note


						Interface with gluster network role cannot be changed if gluster bricks are using it.
					


Important


						Clusters and hosts communicate through the management interface. Changing the properties of the management interface can cause the host to become unreachable.
					



      ⁠Procedure 6.4. To Edit a Management Network Interface
	
							Click the Hosts tab to display a list of hosts. Select the desired host to display the Details pane.
						

	
							Edit the logical networks by hovering over an assigned logical network and clicking the pencil icon to open the Edit Management Network window.
						

      ⁠[image: Edit Management Network Dialog Box]

Figure 6.4. Edit Management Network Dialog Box


	
							If your logical network definition is not synchronized with the network configuration on the host, select the Sync network check box.
						

	
							Select a Boot Protocol:
						
	
									None
								

	
									DHCP
								

	
									Static - provide the IP and Subnet Mask.
								




	
							Make the required changes to the management network interface:
						
	
									To attach the ovirtmgmt management network to a different network interface card, select a different interface from the Interface drop-down list.
								

	
									Select the network setting from None, DHCP or Static. For the Static setting, provide the IP, Subnet and Default Gateway information for the host.
								

	
									Click OK to confirm the changes.
								

	
									Select Verify connectivity between host and engine if required.
								

	
									Select Save network configuration to make the changes persistent when you reboot the environment.
								



	
							Click OK.
						

	
							Activate the host. See Section 6.2.2, “Activating Hosts”.
						






      ⁠6.2.4. Managing Gluster Sync




				Gluster Sync periodically fetches the latest cluster configuration from glusterFS and synchronizes it with the engine database. The Red Hat Gluster Storage Console continuously monitors storage clusters for the addition and removal of hosts. If a change is detected, an action item displays in the Cluster tab with the option to Import or Detach the host.
			

      ⁠Procedure 6.5. To Import a Host to a Cluster
	
						Click the Cluster tab and select a cluster to display the General tab with details of the cluster.
					

	
						In Action Items, click Import to display the Add Hosts window.
					

      ⁠[image: Add Hosts Window]

Figure 6.5. Add Hosts Window


	
						Enter the Name and Root Password. Select Use a common password if you want to use the same password for all hosts.
					

	
						Click Apply.
					

	
						Click OK to add the host to the cluster.
					




      ⁠Procedure 6.6. To Detach a Host from a Cluster
	
						Click the Cluster tab and select a cluster to display the General tab with details of the cluster.
					

	
						In Action Items, click Detach to display the Detach Hosts window.
					

	
						Select the host you want to detach and click OK. Select Force Detach if you want to perform force removal of the host from the cluster.
					





      ⁠6.2.5. Deleting Hosts




				You can permanently remove hosts that are not in use. Deleting unused hosts saves system resources, as existing hosts are contacted at regular intervals.
			
Note


					You can not remove hosts if it has volumes in it. Removing a host will detach the host from the cluster.
				



      ⁠Procedure 6.7. To Delete a Host
	
						Click the Hosts tab to display a list of hosts. Select the host you want to remove. If the required host is not visible, perform a search.
					

	
						Click Maintenance to place the host into maintenance. Click OK to confirm the action. The Status field of the host changes to Preparing for Maintenance, followed by Maintenance. The icon changes to indicate that the host is in maintenance mode.
					
Important


							If you move the Hosts under Maintenance mode, it stops all gluster process such as brick, self-heal, and geo-replication. If you wish to reuse this host, ensure to remove the gluster related information stored in /var/lib/glusterd manually.
						



	
						Click Remove.
					

	
						Click OK to confirm.
					





      ⁠6.2.6. Managing Storage Devices




				You can view the list of storage devices and create bricks through Red Hat Gluster Storage Console.
			
Note


					Click Sync to synchronize the storage devices from the selected host. By default, the synchronization will happen after every 2 hour.
				


Important


					RAID volumes must be provisioned externally before creating bricks. RAID configuration(RAID Type, No if disks, strip size) entered in the create brick dialog should match exactly with values used while creating RAID volume for better performance.
				



      ⁠Procedure 6.8. Creating Bricks
	
						Click the Hosts tab to display a list of hosts.
					

	
						Select a host and select the Storage Devices sub-tab. The list of storage devices is displayed.
					

	
						Select a storage device from the list and click Create Brick. The Create Brick page is displayed..
					

	
						Enter the Brick Name, Mount Point name, and the No. of Physical Disks in RAID Volume.
					

						The Mount Point is auto-suggested and can be edited.
					

	
						Confirm the Raid Type.
					

	
						Click OK. A new thinly provisioned logical volume is created with recommended Red Hat Gluster Storage configurations using the selected storage devices. This Logical Volume will be mounted at the specified mount point and this mount point can be used as brick in gluster volume.
					



Important


					Once the bricks are created from the UI and before using them to create a volume perform the following on all the nodes in the cluster:
				
	
							semanage fcontext -a -t glusterd_brick_t '/rhgs/brick1(/.*)?'
						

	
							restorecon -Rv /rhgs/brick1
						




					Replace /rhgs/brick1 with your actual brick path.
				





      ⁠6.3. Maintaining Hosts




			You can use the Administration Portal to perform host maintenance tasks, for example changing the network configuration details of a host. 
			Warning


					Editing a host may require shutting down and restarting the host. Plan ahead when performing maintenance actions.
				




		

      ⁠6.3.1. Moving Hosts into Maintenance Mode




				To perform certain actions, you need to move hosts into maintenance mode.
			
Important


					If you move the Host under Maintenance mode, it will stop all gluster process such as brick, self-heal, and geo-replication. Once the Host is activated, all gluster processes will be restarted automatically.
				



      ⁠Procedure 6.9. To Move a Host into Maintenance Mode
	
						Click the Hosts tab to display a list of hosts.
					

	
						Click Maintenance to place the host into maintenance. Click OK to confirm the action. The Status field of the host changes to Preparing for Maintenance, followed by Maintenance. The icon changes to indicate that the host is in maintenance mode.
					

	
						Perform required tasks. When you are ready to reactivate the host, click Activate.
					

	
						After the host reactivates, the Status field of the host changes to Up. If the Red Hat Gluster Storage Console is unable to contact or control the host, the Status field displays Non-responsive.
					





      ⁠6.3.2. Editing Host Details




				You can edit the details of a host, such as its name, network configuration, and cluster.
			

      ⁠Procedure 6.10. To Edit Host Details
	
						Click the Hosts tab to display a list of hosts.
					

	
						If you are moving the host to a different cluster, first place it in maintenance mode by clicking Maintenance. Click OK to confirm the action. The Status field of the host changes to Preparing for Maintenance, followed by Maintenance. The icon changes to indicate that the host is in maintenance mode.
					

	
						Click Edit to open the Edit Host dialog box.
					

	
						To move the host to a different cluster, select the cluster from the Host Cluster drop-down list.
					

	
						Make the required edits and click OK. Activate the host to start using it. See Section 6.2.2, “Activating Hosts”
					





      ⁠6.3.3. Customizing Hosts




				You can assign tags to help you organize hosts. For example, you can create a group of hosts running in a department or location.
			
Note


					You can assign tags to a host only if a tag is present. You can not assign the root tag to a host. To create a new tag, see Section 2.3, “Tags”.
				



      ⁠Procedure 6.11. To Tag a Host
	
						Click the Hosts tab to display a list of hosts. Select the desired host to display the Details pane.
					

	
						Click Assign Tags to open the Assign Tags dialog box.
					

	
						Select the required tags and click OK.
					






      ⁠6.4. Hosts Entities




      ⁠6.4.1. Viewing General Host Information




				The General tab on the Details pane provides information on individual hosts, including hardware and software versions, and available updates.
			

      ⁠Procedure 6.12. To View General Host Information
	
						Click the Hosts tab to display a list of hosts. If the required host is not visible, perform a search.
					

	
						Select the desired host to display general information, network interface information and host information in the Details pane.
					

	
						Click General to display the following information: 
							
									Version information for OS, Kernel, VDSM, and RHS.
								

	
									Status of memory page sharing (Active/Inactive) and automatic large pages (Always).
								

	
									CPU information: number of CPUs attached, CPU name and type, total physical memory allocated to the selected host, swap size, and shared memory.
								

	
									An alert if the host is in Non-Operational or Install-Failed state.
								





					





      ⁠6.4.2. Viewing Network Interfaces on Hosts




				The Network Interfaces tab on the Details pane provides information about the logical and physical networks on a host. This view enables you to define the attachment of the logical network in the Administration Portal to the physical network interface cards of the host. See Section 6.2.3, “Managing Host Network Interfaces” for more information on network interfaces.
			

      ⁠Procedure 6.13. To View Network Interfaces on a Host
	
						Click the Hosts tab to display a list of hosts. If the required host is not visible, perform a search.
					

	
						Select the desired host to display the Details pane.
					

	
						Click the Network Interfaces tab.
					





      ⁠6.4.3. Viewing Permissions on Hosts




				The Permissions tab on the Details pane provides information about user roles and their inherited permissions.
			

      ⁠Procedure 6.14. To View Permissions on a Host
	
						Click the Hosts tab to display a list of hosts. If the required host is not visible, perform a search.
					

	
						Select the desired host to display the Details pane.
					

	
						Click the Permissions tab.
					





      ⁠6.4.4. Viewing Events from a Host




				The Events tab on the Details pane provides information about important events such as notifications and errors.
			

      ⁠Procedure 6.15. To View Events from a Host
	
						Click the Hosts tab to display a list of hosts. If the required host is not visible, perform a search.
					

	
						Select the desired host to display the Details pane.
					

	
						Click the Events tab.
					





      ⁠6.4.5. Viewing Bricks




				The Bricks tab on the Details pane provides information about the bricks as the volume name and the brick directory.
			

      ⁠Procedure 6.16. To View Bricks on a Host
	
						Click the Hosts tab to display a list of hosts. If the required host is not visible, perform a search.
					

	
						Select the desired host to display the Details pane.
					

	
						Click the Bricks tab.
					






      ⁠6.5. Hosts Permissions




			A host administrator has system administrator permissions for a specific host only. This role is useful when there are multiple hosts, each of which require their own system administrators. A host administrator has permissions for the assigned host only, not for all hosts in the cluster.
		
Note


				You can only assign roles and permissions to existing users.
			



      ⁠Procedure 6.17. To Add a Host Administrator Role
	
					Click the Hosts tab to display a list of hosts. If the required host is not visible, perform a search.
				

	
					Select the desired host to display the Details pane.
				

	
					Click the Permissions tab to display a list of users and their current roles.
				

      ⁠[image: Host Permissions Window]

Figure 6.6. Host Permissions Window


	
					Click Add to display the Add Permission to User dialog box. Enter all or part of a name or user name in the Search box, then click Go. A list of possible matches displays in the results list.
				

	
					Select the user you want to modify. Scroll through the Role to Assign list and select HostAdmin.
				

	
					Click OK to display the name of the user and their assigned role in the Permissions tab.
				




      ⁠Procedure 6.18. To Remove a Host Administrator Role
	
					Click the Hosts tab to display a list of hosts. If the required host is not visible, perform a search.
				

	
					Select the desired host to display the Details pane.
				

	
					Click the Permissions tab to display a list of users and their current roles.
				

	
					Select the desired user and click Remove
				






      ⁠Chapter 7. Managing Volumes




		You can use the console to create and start new volumes featuring a single global namespace. A volume is a logical collection of bricks where each brick is an export directory on a host in the trusted storage pool. Most of the management operations of Red Hat Gluster Storage Console happen on the volume.
	

		A volume is the designated unit of administration in Red Hat Gluster Storage, so managing them is a large part of the administrator's duties.
	

		The console also enables you to monitor the volumes in your cluster from the Volumes tab. To display the volumes, click the Volumes node from the Tree pane of the console window. The list of volumes is displayed in the right pane of the console window. It also displays the tasks and events for all volumes.
	

		This chapter describes how to manage volumes stored on storage host machines.
	
Note


			RDMA volumes can be managed through Red Hat Gluster Storage Console using the glusternw feature.
		


Note


			Red Hat Gluster Storage Console does not support Dispersed volumes. If a Dispersed volume is created from the Gluster CLI, the details would be synchronized properly and listed in the Red Hat Gluster Storage Console. But users cannot manage Dispersed volumes from the Console.
		



      ⁠7.1. Creating a Volume




			You can create new volumes in your storage environment. When creating a new volume, you must specify the bricks that comprise the volume and specify whether the volume is to be Distribute, Replicate or Distributed Replicate.
		

      ⁠Procedure 7.1. Creating a Volume
	
					Click the Volumes tab. The Volumes tab lists all volumes in the system.
				

	
					Click the New. The New Volume window is displayed.
				

      ⁠[image: New Volume]

Figure 7.1. New Volume


	
					Select the cluster from the Volume Cluster drop-down list.
				

	
					In the Name field, enter the name of the volume.
				
Note


						You can not create a volume with the name volume.
					



	
					Select the type of the volume from the Type drop-down list. You can set the volume type to Distribute, Replicate or Distributed Replicate.
				
Note

	
								Creating replicated volumes with replica count more than 3 is under technology preview.
							






	
					As necessary, click Add Bricks to add bricks to your volume.
				
Note


						At least one brick is required to create a volume. The number of bricks required depends on the type of the volume.
					



					For more information on adding bricks to a volume, see Section 7.6.1, “Adding Bricks”.
				

	
					Configure the Access Protocol for the new volume by selecting NFS, or CIFS, or both check boxes.
				

	
					In the Allow Access From field, specify the volume access control as a comma-separated list of IP addresses or hostnames.
				

					You can use wildcards to specify ranges of addresses. For example, an asterisk (*) specifies all IP addresses or hostnames. You need to use IP-based authentication for Gluster Filesystem and NFS exports.
				

					You can optimize volumes for virt-store by selecting Optimize for Virt Store.
				

	
					Click OK to create the volume. The new volume is added and displays on the Volume tab. The volume is configured, and group and storage-owner-gid options are set.
				





      ⁠7.2. Starting Volumes




			After a volume has been created or an existing volume has been stopped, it needs to be started before it can be used.
		

      ⁠Procedure 7.2. Starting a Volume
	
					In the Volumes tab, select the volume to be started.
				

					You can select multiple volumes to start by using the Shift or Ctrl key.
				

	
					Click the Start button.
				





      ⁠7.3. Configuring Volume Options




			Perform the following steps to configure volume options.
		

      ⁠Procedure 7.3. Configuring Volume Options
	
					Click the Volumes tab.
				

					A list of volumes displays.
				

	
					Select the volume to tune, and click the Volume Options tab from the Details pane.
				

					The Volume Options tab lists the options set for the volume.
				

	
					Click Add to set an option. The Add Option window is displayed. Select the option key from the drop-down list and enter the option value.
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Figure 7.2. Add Option 


	
					Click OK.
				

					The option is set and displays in the Volume Options tab.
				




			For more information about volume options, see Tuning Volume Options in Red Hat Gluster Storage Administration Guide.
		

      ⁠7.3.1. Edit Volume Options




      ⁠Procedure 7.4. Editing Volume Options
	
						Click the Volumes tab.
					

						A list of volumes displays.
					

	
						Select the volume to edit, and click the Volume Options tab from the Details pane.
					

						The Volume Options tab lists the options set for the volume.
					

	
						Select the option to edit. Click Edit. The Edit Option window is displayed. Enter a new value for the option in the Option Value field.
					

	
						Click OK.
					

						The edited option displays in the Volume Options tab.
					





      ⁠7.3.2. Resetting Volume Options




      ⁠Procedure 7.5. Resetting Volume Options
	
						Click the Volumes tab.
					

						A list of volumes is displayed.
					

	
						Select the volume and click the Volume Options tab from the Details pane.
					

						The Volume Options tab lists the options set for the volume.
					

	
						Select the option to reset. Click Reset. Reset Option window is displayed, prompting to confirm the reset.
					

	
						Click OK.
					

						The selected option is reset. The name of the volume option reset is displayed in the Events tab.
					



Note


					You can reset all volume options by clicking the Reset All button. A window is displayed, prompting to confirm the reset option. Click OK. All volume options are reset for the selected volume. A message that all volume options have been reset is displayed in the Events tab.
				





      ⁠7.4. Stopping Volumes




			After a volume has been started, it can be stopped.
		
Note


				You cannot stop a volume if there are any asynchronous tasks such as Rebalance or Remove Brick which are in progress.
			



      ⁠Procedure 7.6. Stopping a Volume
	
					In the Volumes tab, select the volume to be stopped.
				

					You can select multiple volumes to stop by using the Shift or Ctrl key.
				

	
					Click Stop. A window is displayed, prompting to confirm the stop.
				
Note


						Stopping volume will make its data inaccessible.
					



	
					Click OK.
				





      ⁠7.5. Deleting Volumes




			You can delete a volume or multiple volumes from your cluster.
		

      ⁠Procedure 7.7. Deleting a Volume
	
					In the Volumes tab, select the volume to be deleted.
				

	
					Click Stop. The volume stops.
				

	
					Click Remove. A window is displayed, prompting to confirm the deletion. Click OK. The volume is removed from the cluster.
				





      ⁠7.6. Managing Bricks




			A brick is the basic unit of storage, represented by an export directory on a host in the storage cluster. You can expand or shrink your cluster by adding new bricks or deleting existing bricks.
		
Note


				When expanding distributed replicated volumes, the number of bricks being added must be a multiple of the replica count. For example, to expand a distributed replicated volume with a replica count of 2, you need to add bricks in multiples of 2 (such as 2, 4, 6, 8, etc.).
			



      ⁠7.6.1. Adding Bricks




				You can expand a volume by adding new bricks to an existing volume.
			

      ⁠Procedure 7.8. Adding a Brick
	
						Click the Volumes tab.
					

						A list of volumes displays.
					

	
						Select the volume to which the new bricks are to be added. Click the Bricks tab from the Details pane.
					

						The Bricks tab lists the bricks of the selected volume.
					

	
						Click Add to add new bricks. The Add Bricks window is displayed.
					

      ⁠[image: Add Bricks]

Figure 7.3. Add Bricks


      ⁠Table 7.1. Add Bricks Tab Properties
	 
										Field/Tab
									

									 	 
										Description/Action
									

									 
	 
										Volume Type
									

									 	 
										The type of volume.
									

									 
	 
										Replica Count
									

									 	 
										Number of replicas to keep for each stored item.
									

									 
	 
										Host
									

									 	 
										The selected host from which new bricks are to be added.
									

									 
	 Brick Directory 	 
										The directory in the host.
									

									 




	
						Use the Host drop-down menu to select the host on which the brick resides.
					

	
						Select the brick directory from the Brick Directory drop-down menu.
					
Note


							Uncheck Show available bricks from host to type the brick directory path since the brick is not shown in the brick directory drop-down.
						



	
						Select the Allow bricks in root partition and re-use the bricks by clearing xattrs to use the system's root partition for storage and to re-use the existing bricks by clearing the extended attributes.
					
Note


							It is not recommended to reuse bricks of restored volume as is. In case of reusing the brick, delete the logical volume and recreate it from the same or different pool (the data on the logical volume will be lost). Otherwise there would be some performance penalty on copy-on-write because the original brick and the restored brick shares the block.
						


Note


							Using the system's root partition for storage backend is not recommended. Original bricks of snapshot restored volume is not recommended to be used as a new brick
						



	
						Click Add and click OK. The new bricks are added to the volume and is displayed in the Bricks tab.
					





      ⁠7.6.2. Removing Bricks




				You can shrink volumes as needed while the cluster is online and available. For example, to remove a brick that has become inaccessible in a distributed volume due to hardware or network failure.
			
Note

	
							When shrinking distributed replicated volumes, the number of bricks being removed must be a multiple of the replica count. For example, to shrink a distributed replicated volume with a replica count of 2, you need to remove bricks in multiples of 2 (such as 2, 4, 6, 8). In addition, the bricks you are removing must be from the same replica set. In a non-replicated volume, all bricks must be available in order to migrate data and perform the remove brick operation. In a replicated volume, at least one of the bricks in the replica must be available.
						

	
							You can monitor the status of Remove Bricks operation from the Tasks pane.
						

	
							You can perform Commit, Retain, view Status and Stop from remove-brick icon in the Activities column of Volumes and Bricks sub-tab.
						






      ⁠Procedure 7.9. Removing Bricks from an Existing Volume
	
						Click the Volumes tab.
					

						A list of volumes is displayed.
					

	
						Select the volume from which bricks are to be removed. Click the Bricks tab from the Details pane.
					

						The Bricks tab lists the bricks for the volume.
					

	
						Select the brick to remove. Click Remove. The Remove Bricks window is displayed, prompting to confirm the removal of the bricks.
					
Warning


							If the brick is removed without selecting the Migrate Data from the bricks check box, the data on the brick which is being removed will not be accessible on the glusterFS mount point. If the Migrate Data from the bricks check box is selected, the data is migrated to other bricks and on a successful commit, the information of the removed bricks is deleted from the volume configuration. Data can still be accessed directly from the brick.
						



	
						Click OK, remove brick starts.
					
Note

	
									Once remove-brick starts, remove-brick icon is displayed in Activities column of both Volumes and Bricks sub-tab.
								

	
									After completion of the remove brick operation, the remove brick icon disappears after 10 minutes.
								






	
						In the Activities column, ensure that data migration is completed and select the drop down of the remove-brick icon corresponding to the volume from which bricks are to be removed.
					

	
						Click Commit to perform the remove brick operation.
					

      ⁠[image: Remove Bricks Commit]

Figure 7.4. Remove Bricks Commit

Note


							The Commit option is enabled only if the data migration is completed.
						



						The remove brick operation is completed and the status is displayed in the Activities column. You can check the status of the remove brick operation by selecting Status from the activities column.
					




      ⁠7.6.2.1. Stopping a Remove Brick Operation




					You can stop a remove brick operation after starting the remove brick operation. The remove brick operation is stopped and the migration of data is stopped.
				
Note

	
								Stop remove-brick operation is a technology preview feature. Technology Preview features are not fully supported under Red Hat subscription level agreements (SLAs), may not be functionally complete, and are not intended for production use. However, these features provide early access to upcoming product innovations, enabling customers to test functionality and provide feedback during the development process. As Red Hat considers making future iterations of Technology Preview features generally available, we will provide commercially reasonable efforts to resolve any reported issues that customers experience when using these features.
							

	
								Files which were migrated during Remove Brick operation are not migrated to the same brick when the operation is stopped.
							






      ⁠Procedure 7.10. Stopping a Remove Brick Operation
	
							Click the Volumes tab. A list of volumes displays.
						

	
							In the Activities column, select the drop down of the remove-brick icon corresponding to the volume to stop remove brick.
						

	
							Click Stop to stop remove brick operation. The remove brick operation is stopped and remove-brick icon in the activities column is updated. The remove brick status is displayed after stopping the remove brick.
						

							You can also view the status of the Remove Brick operation by selecting Status from the drop down of the remove-brick icon in the Activities column of Volumes and Bricks sub-tab..
						





      ⁠7.6.2.2. Viewing Remove Brick Status




					You can view the status of a remove brick operation when the remove brick operation is in progress.
				

      ⁠Procedure 7.11. Viewing Remove Brick Status
	
							Click the Volumes tab. A list of volumes displays.
						

	
							In the Activities column, click the arrow corresponding to the volume.
						

	
							Click Status to view the status of the remove brick operation. The Remove Bricks Status window displays.
						

      ⁠[image: Remove Brick Status]

Figure 7.5. Remove Brick Status


	
							Click one of the options below for the corresponding results
						
	
									Stop to stop the remove brick operation
								

	
									Commit to commit the remove brick operation
								

	
									Retain to retain the brick selected for removal
								

	
									Close to close the remove-brick status popup
								








      ⁠7.6.2.3. Retaining a brick selected for Removal




					You can retain a brick selected for removal operation when the remove brick operation is in progress. The brick that was selected to be removed will be retained and will not be removed from the volume.
				

					The  Retain option is enabled only after migration of data to other brick is completed.
				
Note


						When a brick is retained, already migrated data is not migrated back.
					



      ⁠Procedure 7.12. Retaining a Brick selected for Removal
	
							Click the Volumes tab. A list of volumes displays.
						

	
							In the Activities column, click the arrow corresponding to the volume.
						

	
							Click Retain to retain the brick selected for removal. The brick is not removed and the status of the operation is displayed in the remove brick icon in the Activities column.
						

							You can also check the status by selecting the Status option from the drop down of remove-brick icon in the activities column.
						






      ⁠7.6.3. Viewing Advanced Details




				You can view the advanced details of a particular brick of the volume through Red Hat Gluster Storage Console. The advanced view displays the details of the brick, and is divided into four parts. Namely, General, Clients, Memory Statistics, and Memory Pools.
			

      ⁠Procedure 7.13. Viewing Advanced Details
	
						Click the Volumes tab. A list of volumes displays.
					

	
						Select the required volume and click the Bricks tab from the Details pane.
					

	
						Select the brick and click Advanced Details. The Brick Advanced Details window displays.
					

      ⁠[image: Brick Advanced Details]

Figure 7.6. Brick Advanced Details





      ⁠Table 7.2. Brick Details
	 
								Field/Tab
							

							 	 
								Description/Action
							

							 
	 
								General
							

							 	 
								Displays additional information about the bricks.
							

							 
	 
								Clients
							

							 	 
								Displays a list of clients accessing the volumes.
							

							 
	 
								Memory Statistics/Memory Pool
							

							 	 
								Displays the details of memory usage and memory pool for the bricks.
							

							 




				You can view the advanced details of Red Hat Gluster Storage volumes through Red Hat Gluster Storage Console.
			



      ⁠7.7. Volumes Permissions




			While the superuser or system administrator of the Red Hat Gluster Storage has the full range of permissions, a Storage Administrator is a system administration role for a specific volume only. This is a hierarchical model, meaning that the Cluster Administrator has permissions to manage volumes. However, Storage Administrators have permission for the assigned volumes only, and not for all volumes in the cluster.
		

      ⁠Procedure 7.14. Assigning a System Administrator Role for a Volume
	
					Click the Volumes tab. A list of volumes displays.
				

	
					Select the volume to edit, and click the Permissions tab from the Details pane.
				

					The Permissions tab lists users and their current roles and permissions, if any.
				

      ⁠[image: Volume Permissions]

Figure 7.7. Volume Permissions


	
					Click Add to add an existing user. The Add Permission to User window is displayed. Enter a name, a user name, or part thereof in the Search text box, and click Go. A list of possible matches displays in the results list.
				

	
					Select the check box of the user to be assigned the permissions. Scroll through the Role to Assign list and select GlusterAdmin.
				

      ⁠[image: Assign GlusterAdmin Permission]

Figure 7.8. Assign GlusterAdmin Permission


	
					Click OK.
				

					The name of the user displays in the Permissions tab, with an icon and the assigned role.
				



Note


				You can only assign roles and permissions to existing users.
			



			You can also change the system administrator of a volume by removing the existing system administrator and adding a new system administrator as described in the previous procedure.
		

      ⁠Procedure 7.15. Removing a System Administrator Role
	
					Click the Volumes tab. A list of volumes displays.
				

	
					Select the required volume and click the Permissions tab from the Details pane.
				

					The Permissions tab lists users and their current roles and permissions, if any. The Super User and Cluster Administrator, if any, will display in the Inherited Permissions tab. However, none of these higher level roles can be removed.
				

	
					Select the appropriate user.
				

	
					Click Remove. A window is displayed, prompting to confirm removing the user. Click OK. The user is removed from the Permissions tab.
				





      ⁠7.8. Rebalancing Volume




			Storage volumes are abstracted from hardware, allowing each to be managed independently. Storage can be added or removed from the storage pools while data continues to be available, with no application interruption. Volumes can be expanded or shrunk across machines by adding or removing bricks.
		

			After expanding or shrinking a volume (without migrating data), you need to rebalance the data among the hosts. In a non-replicated volume, all bricks should be online to perform the rebalance operation. In a replicated volume, at least one of the bricks in the replica should be online.
		

			Through Red Hat Gluster Storage Console, you can perform the following:
		

				
						Start Rebalance
					

	
						Stop Rebalance
					

	
						View Rebalance Status
					




			 Note


					You can monitor the status of Rebalance operation from the Tasks pane.
				




		

      ⁠7.8.1. Start Rebalance



	
						Click the Volumes tab. The Volumes tab is displayed with the list of all volumes in the system.
					

	
						Select the volume that you want to Rebalance.
					

	
						Click the Rebalance. The Rebalance process starts and the rebalance icon is displayed in the Activities column of the volume. A mouseover script is displayed mentioning that the rebalance is in progress. You can view the rebalance status by selecting status from the rebalance drop-down list .
					
Note


							After completion of the rebalance operation, the rebalance icon disappears after 10 minutes.
						







      ⁠7.8.2. Stop Rebalance



	
						Click the Volumes tab. The Volumes tab is displayed with the list of all volumes in the system.
					

	
						Select a volume on which Rebalance need to be stopped. 
						Note

	
										You can not stop rebalance for multiple volumes.
									

	
										Rebalance can be stopped for volumes only if it is in progress
									







					

	
						In the Activities column, select the drop-down of the Rebalance icon corresponding to the volume.
					

	
						Click Stop. The Stop Rebalance window is displayed.
					

	
						Click OK to stop rebalance. The Rebalance is stopped and the status window is displayed.
					

						You can also check the status of the Rebalance operation by selecting Status option from the drop down of Rebalance icon in the activities column.
					





      ⁠7.8.3. View Rebalance Status



	
						Click the Volumes tab. The Volumes tab is displayed with the list of all volumes in the system.
					

	
						Select the volume on which Rebalance is in progress, stopped, completed.
					

	
						Click Status option from the Rebalance icon drop down list. The Rebalance Status page is displayed.
					

      ⁠[image: Rebalance Status]

Figure 7.9. Rebalance Status

Note


							If the Rebalance Status window is open while Rebalance is stopped using the CLI, the status is displayed as Stopped. If the Rebalance Status window is not open, the task status is displayed as Unknown as the status update depends on gluster CLI.
						



						You can also stop Rebalance operation by clicking Stop in the Rebalance Status window.
					







      ⁠Chapter 8. Managing Gluster Hooks




		Gluster hooks are volume lifecycle extensions. You can manage Gluster hooks from Red Hat Gluster Storage Console. The content of the hook can be viewed if the hook content type is Text. Through Red Hat Gluster Storage Console, you can perform the following:
	
	
				View a list of hooks available in the hosts.
			

	
				View the content and status of hooks.
			

	
				Enable or disable hooks.
			

	
				Resolve hook conflicts.
			




      ⁠8.1. Viewing the list of Hooks




			Click the Cluster tab and select a cluster. A Gluster Hooks sub-tab displays, listing the hooks in the cluster.
		

      ⁠[image: Gluster Hooks]

Figure 8.1. Gluster Hooks



      ⁠8.2. Viewing the Content of Hooks




      ⁠Procedure 8.1. Viewing the Content of a Hook
	
					Click the Cluster tab and select a cluster. A Gluster Hooks sub-tab displays, listing the hooks in the cluster.
				

	
					Select a hook with content type Text and click View Content. The Hook Content window displays with the content of the hook.
				

      ⁠[image: Hook Content]

Figure 8.2. Hook Content






      ⁠8.3. Enabling or Disabling Hooks




      ⁠Procedure 8.2. Enabling or Disabling a Hook
	
					Click the Cluster tab and select a cluster. A Gluster Hooks sub-tab displays, listing the hooks in the cluster.
				

	
					Select the hook and click Enable or Disable.
				

					If Disable is selected, Disable Gluster Hooks dialog box displays, prompting you to confirm disabling hook. Click OK to confirm disabling.
				

					The hook is enabled or disabled on all nodes of the cluster.
				

					The enabled or disabled hooks status update displays in the Gluster Hooks sub-tab.
				





      ⁠8.4. Refreshing Hooks




			By default, the Red Hat Gluster Storage Console checks for the status of installed hooks on all hosts in the cluster and detects new hooks by running a periodic job every hour. If the user wishes to trigger this job, they can choose to do so by clicking Sync.
		

      ⁠Procedure 8.3. Refreshing a Hook
	
					Click the Cluster tab and select a cluster. A Gluster Hooks sub-tab displays, listing the hooks in the cluster.
				

	
					Click Sync. The hooks are synchronized and displayed.
				





      ⁠8.5. Resolving Conflicts




			The hooks are displayed in the Gluster Hooks sub-tab of the Cluster tab. Hooks causing a conflict are displayed with an exclamation mark. This denotes either that there is a conflict in the content or status of the hook across the servers in the cluster, or that the hook script is missing in one or more servers. These conflicts can be resolved via the console. The hooks in the servers are periodically synchronized with engine database and the following conflicts can occur for the hooks:
		

				
						Content Conflict - the content of the hook is different across servers.
					

	
						Status Conflict - the status of the hook is different across servers.
					

	
						Missing Conflict - one or more servers of the cluster do not have the hook.
					

	
						Content + Status Conflict - both the content and status of the hook are different across servers.
					

	
						Content + Status + Missing Conflict - both the content and status of the hook are different across servers, or one or more servers of the cluster do not have the hook.
					





		

      ⁠8.5.1. Resolving Missing Hook Conflicts




      ⁠Procedure 8.4. Resolving a Missing Hook Conflict
	
						Click the Cluster tab and select a cluster. A Gluster Hooks sub-tab displays, listing the hooks in the cluster.
					

	
						Select a hook causing a conflict and click Resolve Conflicts. The Resolve Conflicts window displays.
					

      ⁠[image: Missing Hook Conflict]

Figure 8.3. Missing Hook Conflict


	
						Select one of the options give below:
					
	
								Copy the hook to all the servers to copy the hook to all servers.
							

	
								Remove the missing hook to remove the hook from all servers and the engine.
							




	
						Click OK. The conflict is resolved.
					





      ⁠8.5.2. Resolving Content Conflicts




      ⁠Procedure 8.5. Resolving a Content Conflict
	
						Click the Cluster tab and select a cluster. A Gluster Hooks sub-tab displays, listing the hooks in the cluster.
					

	
						Select the conflicted hook and click Resolve Conflicts. The Resolve Conflicts window displays.
					

      ⁠[image: Content Conflict]

Figure 8.4. Content Conflict


	
						Select an option from the Use Content from drop-down list: 
							
									Select a server to copy the content of the hook from the selected server.
								

									Or
								

	
									Select Engine (Master) to copy the content of the hook from the engine copy.
								





					
Note


							The content of the hook will be overwritten in all servers and in the engine.
						



	
						Click OK. The conflict is resolved.
					





      ⁠8.5.3. Resolving Status Conflicts




      ⁠Procedure 8.6. Resolving a Status Conflict
	
						Click the Cluster tab and select a cluster. A Gluster Hooks sub-tab displays, listing the hooks in the cluster.
					

	
						Select the conflicted hook and click Resolve Conflicts. The Resolve Conflicts window displays.
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Figure 8.5. Status Conflict


	
						Set Hook Status to Enable or Disable.
					

	
						Click OK. The conflict is resolved.
					





      ⁠8.5.4. Resolving Content and Status Conflicts




      ⁠Procedure 8.7. Resolving a Content and Status Conflict
	
						Click the Cluster tab and select a cluster. A Gluster Hooks sub-tab displays, listing the hooks in the cluster.
					

	
						Select a hook causing a conflict and click Resolve Conflicts. The Resolve Conflicts window displays.
					

	
						Select an option from the Use Content from drop-down list to resolve the content conflict: 
							
									Select a server to copy the content of the hook from the selected server.
								

									Or
								

	
									Select Engine (Master)  to copy the content of the hook from the engine copy.
								





					
Note


							The content of the hook will be overwritten in all the servers and in engine.
						



	
						Set Hook Status to Enable or Disable to resolve the status conflict.
					

	
						Click OK. The conflict is resolved.
					





      ⁠8.5.5. Resolving Content, Status, and Missing Conflicts




      ⁠Procedure 8.8. Resolving a Content, Status and Missing Conflict
	
						Click the Cluster tab and select a cluster. A Gluster Hooks sub-tab displays, listing the hooks in the cluster.
					

	
						Select the conflicted hook and click Resolve Conflicts. The Resolve Conflicts window displays.
					

	
						Select one of the options given below to resolve the missing conflict:
					
	
								Copy the hook to all the servers.
							

	
								Remove the missing hook.
							




	
						Select an option from the Use Content from drop-down list to resolve the content conflict: 
							
									Select a server to copy the content of the hook from the selected server.
								

									Or
								

	
									Select Engine (Master)  to copy the content of the hook from the engine copy.
								





					
Note


							The content of the hook will be overwritten in all the servers and in Engine.
						



	
						Set Hook Status to Enable or Disable to resolve the status conflict.
					

	
						Click OK. The conflict is resolved.
					







      ⁠Chapter 9. Managing Snapshots




		Red Hat Gluster Storage Console Snapshot feature enables you to create point-in-time copies of Red Hat Gluster Storage volumes, which you can use to protect data. You can directly access read-only Snapshot copies to recover from accidental deletion or modification of the data. Through Red Hat Gluster Storage Console, you can view the list of snapshots and snapshot status, create, delete, activate, deactivate and restore to a given snapshot.
	

		For more information on the highlights of Snapshot feature and prerequisites, refer Managing Snapshots chapter of Red Hat Gluster Storage Administration Guide.
	

      ⁠9.1. Creating Snapshots




			You can create snapshots of Red Hat Gluster Storage Volumes to preserve its contents at a single point in time. This enables you to recover data from accidental deletion or modification.
		

      ⁠Procedure 9.1. Creating Snapshots 
	
					Click the Volumes tab. The list of all volumes is displayed.
				

	
					Select the volume of which you want to create Snapshot.
				

	
					Click Snapshot and click New to open the Create Snapshot page.
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Figure 9.1. Creating Snapshots


	
					Enter the Snapshot Name Prefix and Description.
				

	
					Click OK to create Snapshot.
				

					The format of the snapshot is <Snapshot name prefix>_<Timezone of RHS node>-<yyyy>.<MM>.<dd>-<hh>.<mm>.<ss>
				




			For information on scheduling a snapshot creation, see Section 9.3, “Scheduling Snapshots”.
		


      ⁠9.2. Configuring Snapshots




			You can set the following configuration parameters related to Snapshot for a specific volume or cluster:
		

			Clusters 	
						Hard Limit: If the snapshot count in a volume reaches this limit then no further snapshot creation is allowed. The range is from 1 to 256. Once this limit is reached you have to remove the snapshots to create further snapshots. This limit can be set for the system or per volume. If both system limit and volume limit is configured then the effective max limit would be the lowest of the two value.
					

	
						Soft limit: This is a percentage value. The default value is 90%. This configuration works along with auto-delete feature. If auto-delete is enabled then it will delete the oldest snapshot when snapshot count in a volume crosses this limit. When auto-delete is disabled it will not delete any snapshot, but it will display a warning message to the user.
					

	
						Auto deletion flag: This will enable or disable auto-delete feature. By default auto-delete is disabled. When enabled it will delete the oldest snapshot when snapshot count in a volume crosses the snap-max-soft-limit. When disabled it will not delete any snapshot, but it will display a warning message to the user.
					

	
						Activate-on-Create: Volume snapshots would be auto activated after creation.
					





		

			Volumes
		

			Hard Limit: If the snapshot count in a volume reaches this limit then no further snapshot creation is allowed. The range is from 1 to 256. Once this limit is reached you have to remove the snapshots to create further snapshots. This limit can be set for the system or per volume. If both system limit and volume limit is configured then the effective max limit would be the lowest of the two value.
		

      ⁠Procedure 9.2. Configuring Snapshots 
	
					Click the Volumes tab. The list of all volumes in the system is displayed.
				

	
					Select the volume for which you want to configure Snapshot.
				

					If a volume is not selected from the list, only the cluster level parameters can be modified and set.
				

	
					Click Snapshot.
				

	
					Click Options - Clusters or Options - Volume to configure Snapshot for Cluster or Volume respectively.
				




			Configuring Snapshot configurations for Cluster
		

			If a volume is not selected, the cluster level parameters can be modified.
		
	
					Click Snapshot and select Options- Clusters.
				

	
					Select the cluster from the drop down list.
				

	
					Modify the Snapshot Options. You can set the hard limit, soft limit percentage and enable or disable auto deletion of Snapshots for Clusters.
				

	
					Click Update to update the details.
				




			Configuring Snapshot configurations for Volume
		
	
					Click Snapshot and select Options- Volume.
				

	
					Modify the Snapshot Options. You can set maximum number of Snapshots for selected volume.
				

	
					Click Update to update the details.
				




			For information on Configuring Snapshot behavior see, Configuring Snapshot behavior section in the Red Hat Gluster Storage Administration Guide.
		


      ⁠9.3. Scheduling Snapshots




			When a snapshot is scheduled, an icon is displayed in the info column of the volumes main tab which shows that snapshot scheduling is done. Once the scheule expires, the icon will be removed from the info column. You can schedule the snapshot creation for the selected volume using (recurrence type) option. By default, the recurrence type value is set to None.
		
Note


				You can delete existing Snapshot schedule by changing the recurrence type to None.
			



      ⁠Procedure 9.3. Scheduling Snapshots
	
					Click the Volumes tab. The list of all volumes in the system is displayed.
				

	
					Select the volume of which you want to schedule Snapshot.
				

	
					Click Snapshot and click New to open Create/Schedule Snapshot page.
				

	
					In General tab, enter Snapshot Name Prefix and Description.
				

	
					Click Schedule tab.
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Figure 9.2. Scheduling Snapshots


	
					Select the recurrence schedule for the Snapshot. You can schedule the snapshot to recur at intervals of a specified number of minutes, hours, days, weeks, or months; either perpetually, or between specified dates.
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Figure 9.3. Recurrence Schedule


					Set Recurrence to the unit of time that you want to use as an interval between snapshots. If you do not want to set up recurring snapshots, leave this field set to None.
				
	Minutes
	
								Takes a snapshot every N minutes, where N is the value of the Interval field, with the first snapshot being taken at the time specified in the Start Schedule by field.
							

	Hours
	
								Takes a snapshot every N hours, where N is the value of the Interval field, with the first snapshot being taken after the time specified in the Start Schedule by field. Subsequent snapshots will be taken at the start of the hour. For example, if snapshots are to recur every 2 hours, and the first snapshot occurs at 2.20 PM, the next snapshot will occur at 4.00 PM.
							

	Days
	
								Takes a snapshot at the time specified in the Execute At field every N days, where N is the value of the Interval field, with the first snapshot being taken after the time specified in the Start Schedule by field.
							

	Weeks
	
								Takes a snapshot at the time specified in the Execute At field every N weeks, where N is the value of the Interval field, with the first snapshot being taken after the time specified in the Start Schedule by field.
							

	Months
	
								Takes a snapshot at the time specified in the Execute At field every N months, where N is the value of the Interval field, with the first snapshot being taken at the time specified in the Start Schedule by field.
							




					The End by option determines whether snapshots will stop after a certain date. To set an end date, set End by to Date, and use the fields beside End Schedule By to enter a date and time at which snapshots should stop. To take snapshots continuously with no end date, set End by to No End Date.
				

	
					Click OK to set the snapshot recurrence schedules.
				




			If a soft limit or a hard limit for the number of shapshots of a volume reaches a limit, an alert is generated.
		
Note


				Syncing of shapshots takes 5 minutes from the CLI.
			


Important


				Scheduling of snapshots cannot be done from CLI once it is scheduled from Red Hat Gluster Storage Console. In the case of Red Hat Gluster Storage Nodes are no longer managed by Red Hat Gluster Storage Console, snapshot scheduling could be done using gluster CLI as well by running the command echo "none" > /var/run/gluster/shared_storage/snaps/current_scheduler.
			




      ⁠9.4. Restoring Snapshots




			You can restore Red Hat Gluster Storage volume to the state of a specific snapshot.
		

      ⁠Procedure 9.4. Restoring Snapshots 
	
					Click the Volumes tab. The list of all volumes in the system is displayed.
				

	
					Select the volume for which you want to restore the Snapshot.
				

	
					Click Snapshots sub-tab and select the Snapshot.
				

	
					Click Restore and click OK to confirm Snapshot restore.
				
Note


						While restoring a snapshot, you will lose current state and the volume will be brought down and restored to the state of the selected snapshot.
					







      ⁠9.5. Activating Snapshots




			To use a snapshot, you must make the snapshots online by activating snapshot.
		

      ⁠Procedure 9.5. Activating Snapshots
	
					Click the Volumes tab. The list of all volumes in the system is displayed.
				

	
					Select the volume for which you want to activate the Snapshot.
				

	
					Click Snapshots sub-tab and select the Snapshot.
				

	
					Click Activate and click OK to confirm activation of the Snapshot.
				





      ⁠9.6. Deactivating Snapshots




			You can deactivate an active snapshot of a volume if it is not required to be in active state anymore.
		

      ⁠Procedure 9.6. Deactivating Snapshots
	
					Click the Volumes tab. The list of all volumes in the system is displayed.
				

	
					Select the volume for which you want to deactivate the Snapshot.
				

	
					Click Snapshots sub-tab and select the Snapshot.
				

	
					Click Deactivate and click OK to confirm Snapshot deactivation.
				





      ⁠9.7. Deleting Snapshots




			You can delete existing snapshot if the snapshot will not be used any further.
		

      ⁠Procedure 9.7. Deleting Snapshots
	
					Click the Volumes tab. The list of all volumes in the system is displayed.
				

	
					Select the volume for which you want to delete the Snapshot.
				

	
					Click Snapshots sub-tab and select the Snapshot.
				

	
					Click Delete and click OK confirm deleting the selected Snapshot.
				

					To delete all Snapshots for the selected volume, click Delete All.
				






      ⁠Chapter 10. Managing Geo-replication




		Geo-replication provides a distributed, continuous, asynchronous, and incremental replication service from one site to another over Local Area Networks (LANs), Wide Area Networks (WANs), and the Internet.
	

		Geo-replication uses a source-destination model, where replication and mirroring occurs between the following partners:
	
	
				Source – a Red Hat Gluster Storage volume.
			

	
				Destination - a Red Hat Gluster Storage volume.
			



Note


			Red Hat Gluster Storage recommends the usage of meta-volume for geo-replication sessions. For information on meta-volume see Configuring a Meta-Volume section in Red Hat Gluster Storage Administration Guide.
		



      ⁠10.1. Geo-replication Operations




			You can perform Geo-replication operations and also manage source and destination volumes through Red Hat Gluster Storage Console. The Info column in Volumes tab displays icon which indicates the presence of a Geo-replication session and also if the volume is source or a destination volume. Hovering over the icon also provides information about if the volume is source or destination.
		
Important


					
							Manually set the cluster option "cluster.enable-shared-storage" from CLI.
						

	
							Set the option use_meta_volume to true.
						

	
							For every new node added to the cluster ensure that the cluster option "cluster.enable-shared-storage" is set to the cluster and the meta-volume is mounted.
						





			



      ⁠10.1.1. Creating a Geo-replication session




				You can create geo-replication sessions for volumes eligible for geo-replication. You can select “Show volumes eligible for geo-replication” option, to view the list of volumes eligible for geo-replication. If the “Show volumes eligible for geo-replication” option is not selected, all the volumes are displayed. Geo-replication session creation may fail if you select volumes which are not eligible for geo-replication session.
			
Destination volume eligibility criteria

						
								Destination and source volumes should not be from same cluster.
							

	
								Capacity of destination volume should be greater than or equal to that of source volume.
							

	
								Cluster Compatibility version of destination and source volumes should be same.
							

	
								Destination volume should not already be a part of another geo replication session.
							

	
								Destination volume should be up.
							

	
								Destination volume should be empty.
							





				

      ⁠Procedure 10.1. Creating a Geo-replication session
	
						Click the Volumes tab. The list of volumes in the system is displayed.
					

	
						Select the volume for which the geo-replication is to be created and click the Geo-replication option.
					

	
						Click New option. The New Geo-Replication Session page is displayed. 
						Note


									
											You can also create Geo-Replication session from Geo-Replication sub-tab.
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Figure 10.1. New Geo-replication session


	
						Select the Destination Cluster, Destination Volume, and Destination Host.
					

	
						Select Show volumes eligible for geo-replication option to view the list of volumes eligible for geo-replication.
					

	
						Enter the User Name. For non-root user, enter the corresponding User roup.
					

	
						Select Auto-start geo-replication session after creation option to start the session immediately after creation and click OK.
					





      ⁠10.1.2. Viewing Geo-replication session Details




				You can view the list of all the individual nodes, their status, Up time, and also the detailed status for each node.
			

				The status of a Geo-replication session can be one of the following: 
					
							Initializing: This is the initial phase of the Geo-replication session; it remains in this state for a minute in order to make sure no abnormalities are present.
						

	
							Created: The geo-replication session is created, but not started.
						

	
							Active: The gsync daemon in this node is active and syncing the data.
						

	
							Passive: A replica pair of the active node. The data synchronization is handled by active node. Hence, this node does not sync any data.
						

	
							Faulty: The geo-replication session has experienced a problem, and the issue needs to be investigated further.
						

	
							Stopped: The geo-replication session has stopped, but has not been deleted.
						

	
							Crawl Status
						
	
									Changelog Crawl: The changelog translator has produced the changelog and that is being consumed by gsyncd daemon to sync data.
								

	
									Hybrid Crawl: The gsyncd daemon is crawling the glusterFS file system and generating pseudo changelog to sync data.
								




	
							Checkpoint Status: Displays the status of the checkpoint, if set. Otherwise, it displays as N/A.
						





			

      ⁠Procedure 10.2. Viewing a Geo-replication session Details

					To view the geo-replication session details, follow the steps given below:
				
	
						Click the Volumes tab. The list of volumes is displayed.
					

	
						Select the desired volume and click Geo-Replication sub-tab.
					

	
						Select the session from the Geo-Replication sub-tab.
					

	
						Click View Details. The Geo-replication details, Destination Host, Destination Volume, User Name, and Status are displayed.
					





      ⁠10.1.3. Starting or Stopping a Geo-replication session



Important


					You must create the geo-replication session before starting geo-replication. For more information, see Section 10.1.1, “Creating a Geo-replication session”
				


Note


					Stopping Geo-replication session will fail if:
				
	
							any node that is a part of the volume is offline.
						

	
							if it is unable to stop the geo-replication session on any particular node.
						

	
							if the geo-replication session between the master and slave is not active.
						






				To start geo-replication, follow the steps given below:
			

      ⁠Procedure 10.3. Starting and Stopping Geo-replication session
	
						Click the Volumes tab. The list of volumes is displayed.
					

	
						Select the desired volume and click the Geo-Replication sub-tab.
					

	
						Select the session from the Geo-Replication sub-tab.
					

	
						Click Start or Stop to start or stop the session respectively.
					
Note


							Click Force start session to force the operation on geo-replication session on the nodes that are part of the master volume. If it is unable to successfully perform the operation on any node which is online and part of the master volume, the command will still perform the operation on as many nodes as it can. This command can also be used to re-perform the operation on the nodes where the session has died, or the operation has not been executed.
						







      ⁠10.1.4. Pausing or Resuming a Geo-replication session




      ⁠Procedure 10.4. Pausing or Resuming Geo-replication session
	
						Click the Volumes tab. The list of volumes is displayed.
					

	
						Select the desired volume and click the Geo-Replication sub-tab.
					

	
						Select the session from the Geo-Replication sub-tab.
					

	
						Click Pause or Resume to pause or resume the Geo-replication session.
					





      ⁠10.1.5. Removing a Geo-replication session



Note


					You must first stop a geo-replication session before it can be deleted. For more information, see Starting or Stopping Geo-replication session section.
				



      ⁠Procedure 10.5. Removing Geo-replication session

					To remove/delete a geo-replication session, follow the steps given below:
				
	
						Click the Volumes tab. The list of volumes is displayed.
					

	
						Select the desired volume and click the Geo-Replication sub-tab.
					

	
						Select the session from the Geo-Replication sub-tab.
					

	
						Click Remove to remove the Geo-replication session.
					





      ⁠10.1.6. Synchronizing a Geo-replication session




      ⁠Procedure 10.6. Synchronizing a Geo-replication session

					To synchronize a geo-replication session, follow the steps given below:
				
	
						Click the Volumes tab. The list of volumes is displayed.
					

	
						Select the desired volume and click the Geo-Replication sub-tab.
					

	
						Select the session from the Geo-Replication sub-tab.
					

	
						Click Sync. The geo-replication session is synchronized.
					



Note


					By default: 
						
								New Sessions and Config options for a session are synced every 1 hour.
							

	
								Existing sessions status are updated every 5 minutes.
							

	
								Session configs are also automatically synchronized whenever a config is set/reset from the Console.
							





				




      ⁠10.1.7. Configuring Options for a Geo-replication




				You can change the values of the geo-replication options at any point of time after creating the geo-replication session. The geo-replication session will be restarted automatically if the user changes any configuration.
			

      ⁠Procedure 10.7. Configuring Options for a Geo-replication

					To configure options for geo-replication, follow the steps given below:
				
	
						Click the Volumes tab. The list of volumes is displayed.
					

	
						Select the desired volume and click the Geo-Replication sub-tab.
					

	
						Select the session from the Geo-Replication sub-tab.
					

	
						Click Options. The Geo-Replication Options page is displayed.
					

	
						To set the config, modify the Option Value. To reset, select reset check box corresponding to the Option Key.
					

	
						Click OK. The Option Keys are modified for the Geo-Replication session.
					





      ⁠10.1.8. Non-root Geo-replication




				Geo-replication supports access to Red Hat Gluster Storage slaves through SSH using an unprivileged account (user account with non-zero UID). This method is recommended as it is more secure and it reduces the master's capabilities over slave to the minimum. This feature relies on mountbroker, an internal service of glusterd which manages the mounts for unprivileged slave accounts.
			
Prerequisites

						
								Ensure to create the geo-replication users and groups using CLI. Currently, creation of users and groups using Red Hat Gluster Storage Console is not supported.
							

	
								Ensure the presence of a home directory corresponding to the geo-rep user in every destination node.
							

	
								A user with the same user name should always exist under the home directory. If user was created using useradd command through CLI, then that user will automatically get synchronized in Red Hat Gluster Storage Console.
							





				

				For more information on Geo-replication see the Geo-replication section in Red Hat Gluster Storage Administration Guide.
			




      ⁠Chapter 11. Users




		This section describes the users in Red Hat Gluster Storage Console, how to set up user roles that control user permission levels, and how to manage users on the Red Hat Gluster Storage. Red Hat Gluster Storage Console relies on directory services for user authentication and information.
	

		Users are assigned roles that allow them to perform their tasks as required. The role with the highest level of permissions is the admin role, which allows a user to set up, manage, and optimize all aspects of the Red Hat Gluster Storage Console. By setting up and configuring roles with permissions to perform actions and create objects, users can be provided with a range of permissions that allow the safe delegation of some administrative tasks to users without granting them complete administrative control.
	

		Red Hat Gluster Storage Console provides a rich user interface that allows an administrator to manage their storage infrastructure from a web browser allowing even the most advanced configurations such as network bonding and VLANs to be centrally managed from a graphical console. 
	
Note


			Users are not created in Red Hat Gluster Storage Console, but in the Directory Services domain. Red Hat Gluster Storage Console can be configured to use multiple Directory Services domains.
		



      ⁠11.1. Directory Services Support in Red Hat Gluster Storage Console




			During installation, Red Hat Gluster Storage Console creates its own internal administration user, admin. This account is intended for use when initially configuring the environment, and for troubleshooting. To add other users to Red Hat Gluster Storage Console you will need to attach a directory server to the Console using the Domain Management Tool, rhsc-manage-domains.
		

			Once at least one directory server has been attached to the Console you will be able to add users that exist in the directory server and assign roles to them using the Administration Portal. Users will be identified by their User Principle Name (UPN) of the form user@domain. Attachment of more than one directory server to the Console is also supported.
		

			The directory servers currently supported for use with Red Hat Gluster Storage Console are: 
				
						Active Directory;
					

	
						Identity Management (IdM); and
					

	
						Red Hat Directory Server(RHDS).
					





		

			You must ensure that the correct DNS records exist for your directory server. In particular you must ensure that the DNS records for the directory server include: 
				
						A valid pointer record (PTR) for the directory server's reverse look-up address.
					

	
						A valid service record (SRV) for LDAP over TCP port 389.
					

	
						A valid service record (SRV) for Kerberos over TCP port 88.
					

	
						A valid service record (SRV) for Kerberos over UDP port 88.
					




			 If these records do not exist in DNS then you will be unable to add the domain to the Red Hat Gluster Storage Console configuration using rhsc-manage-domains.
		

			For more detailed information on installing and configuring a supported directory server, refer to the vendor's documentation: 
				
						Active Directory - http://technet.microsoft.com/en-us/windowsserver/dd448614.
					

	
						Identity Management (IdM) - https://access.redhat.com/site/documentation/en-US/Red_Hat_Enterprise_Linux/6/html/Identity_Management_Guide/index.html
					

	
						Red Hat Directory Server (RHDS) Documentation - https://access.redhat.com/site/documentation/en-US/Red_Hat_Directory_Server/
					





		
Important


				A user must be created in the directory server specifically for use as the Red Hat Gluster Storage administrative user. Do not use the administrative user for the directory server as the Red Hat Gluster Storage administrative user.
			


Important


				It is not possible to install Red Hat Gluster Storage Console (RHGSC) and IdM (ipa-server) on the same system. IdM is incompatible with the mod_ssl package, which is required by Red Hat Gluster Storage Console.
			



			For information on creation of user accounts in Active Directory refer to http://technet.microsoft.com/en-us/library/cc732336.aspx.
		

			For information on delegation of control in Active Directory refer to http://technet.microsoft.com/en-us/library/cc732524.aspx.
		
Note


				Red Hat Gluster Storage Console uses Kerberos to authenticate with directory servers. RHDS does not provide native support for Kerberos. If you are using RHDS as your directory server then you must ensure that the directory server is made a service within a valid Kerberos domain. To do this you will need to perform these steps while referring to the relevant directory server documentation: 
					
							Configure the memberOf plug-in for RHDS to allow group membership. In particular ensure that the value of the memberofgroupattr attribute of the memberOf plug-in is set to uniqueMember.
						

							Consult the Red Hat Directory Server Plug-in Guide for more information on configuring the memberOf plug-in.
						

	
							Define the directory server as a service of the form ldap/hostname@REALMNAME in the Kerberos realm. Replace hostname with the fully qualified domain name associated with the directory server and REALMNAME with the fully qualified Kerberos realm name. The Kerberos realm name must be specified in capital letters.
						

	
							Generate a keytab file for the directory server in the Kerberos realm. The keytab file contains pairs of Kerberos principals and their associated encrypted keys. These keys will allow the directory server to authenticate itself with the Kerberos realm.
						

							Consult the documentation for your Kerberos principle for more information on generating a keytab file.
						

	
							Install the keytab file on the directory server. Then configure RHDS to recognize the keytab file and accept Kerberos authentication using GSSAPI.
						

							Consult the Red Hat Directory Server Administration Guide for more information on configuring RHDS to use an external keytab file.
						

	
							Test the configuration on the directory server by using the kinit command to authenticate as a user defined in the Kerberos realm. Once authenticated run the ldapsearch command against the directory server. Use the -Y GSSAPI parameters to ensure the use of Kerberos for authentication.
						





			




      ⁠11.2. Authorization Model




			Red Hat Gluster Storage Console applies authorization controls to each action performed in the system. Authorization is applied based on the combination of the three components in any action:
		
	
					The user performing the action
				

	
					The type of action being performed
				

	
					The object on which the action is being performed
				




      ⁠Actions

				For an action to be successfully performed, the user must have the appropriate permission for the object being acted upon. Each type of action corresponds to a permission. There are many different permissions in the system, so for simplicity they are grouped together in roles.
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Figure 11.1. Actions


      ⁠Permissions

				Permissions enable users to perform actions on objects, where objects are either individual objects or container objects.
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Figure 11.2. Permissions & Roles


			Any permissions that apply to a container object also apply to all members of that container.
		
Important


				Some actions are performed on more than one object.
			




      ⁠11.3. User Properties




			Roles and Permissions can be considered as the properties of the User object. Roles are predefined sets of privileges that can be configured from Red Hat Gluster Storage Console, permitting access and management to different levels of resources in the cluster, to specific physical and virtual resources. Multilevel administration includes a hierarchy of permissions that can be configured to provide a finely grained model of permissions, or a wider level of permissions as required by your enterprise. For example, a cluster administrator has permissions to manage all servers in the cluster, while a server administrator has system administrator permissions to a single server. A user can have permissions to log into and use a single server but not make any changes to the server configurations, while another user can be assigned system permissions to a server, effectively acting as system administrator on the server.
		

      ⁠11.3.1. Roles




				Red Hat Gluster Storage provides a range of pre-configured or default roles, from the Superuser or system administration, to an end user with permissions to access a single volume only. There are two types of system administration roles: roles with system permissions to physical resources, such as hosts and storage; and roles with system permissions to virtual resources such as volumes. While you cannot change the default roles, you can clone them, and then customize the new roles as required.
			

				Red Hat Gluster Storage Console has an administrator role. The privileges provided by this role are shown in this section.
			
Note


					The default roles cannot be removed from the Red Hat Gluster Storage, or privileges cannot be modified; however the name and descriptions can be changed.
				


Administrator Role
	
						Allows access to the Administration Portal for managing servers and volumes.
					

						For example, if a user has an administrator role on a cluster, they could manage all servers in the cluster using the Administration Portal.
					




      ⁠Table 11.1. Red Hat Gluster Storage Console System Administrator Roles
	 Role 	 Privileges 	 Notes 
	 SuperUser 	 Full permissions across all objects and levels 	 Can manage all objects across all clusters. 
	 ClusterAdmin 	 Cluster Administrator 	 Can use, create, delete, and manage all resources in a specific cluster, including servers and volumes. 
	 GlusterAdmin 	 Gluster Administrator 	 Can create, delete, configure and manage a specific volume. Can also add or remove host. 
	 HostAdmin 	 Host Administrator 	 Can configure, manage, and remove a specific host. Can also perform network-related operations on a specific host. 
	 NetworkAdmin 	 Network Administrator 	 Can configure and manage networks attached to servers. 





      ⁠11.3.2. Permissions




				The following table details the actions for each object in the cluster, for each of which permission may be assigned. This results in a high level of control over actions at multiple levels.
			

      ⁠Table 11.2. Permissions Actions on Objects
	 Object 	 Action 
	 System - Configure RHS-C 	 Manipulate Users, Manipulate Permissions, Manipulate Roles, Generic Configuration 
	 Cluster - Configure Cluster 	 Create, Delete, Edit Cluster Properties, Edit Network 
	 Server - Configure Server 	 Create, Delete, Edit Host Properties, Manipulate Status, Edit Network 
	 Gluster Storage - Configure Gluster Storage 	 Create, Delete, Edit Volumes, Volume Options, Manipulate Status 






      ⁠11.4. Assigning an Administrator or User Role to a Resource



Summary

				Assign administrator or user roles to resources to allow users to access or manage that resource.
			

      ⁠Procedure 11.1. Assigning a Role to a Resource
	
					Click Networks tab and select a network from the results list.
				

	
					Click Permissions sub-tab of the details pane to list the assigned users, the user's role, and the inherited permissions for the selected resource.
				

	
					Click Add to open the Add Permission to User window.
				

      ⁠[image: Add Permission to User]

Figure 11.3. Add Permission to User


	
					Enter the name or user name of an existing user into the Search text box and click Go. Select a user from the resulting list of possible matches.
				

	
					Select a role from the Role to Assign: drop-down menu.
				

	
					Click OK to assign the role and close the window.
				



Result

				You have assigned a role to a user; the user now has the inherited permissions of that role enabled for that resource.
			


      ⁠11.5. Removing an Administrator or User Role from a Resource



Summary

				Remove an administrator or user role from a resource; the user loses the inherited permissions associated with the role for that resource.
			

      ⁠Procedure 11.2. Removing a Role from a Resource
	
					Click Networks tab and select a network from the results list.
				

	
					Click Permissions sub-tab of the details pane to list the assigned users, the user's role, and the inherited permissions for the selected resource.
				

	
					Select the user to remove from the resource.
				

	
					Click Remove. The Remove Permission window opens to confirm permissions removal.
				

	
					Click OK to remove the user role.
				



Result

				You have removed the user's role, and the associated permissions, from the resource.
			


      ⁠11.6. Users Operations




			Users can be added or removed from the system, assigned roles, and given permissions to various objects, enabling them to effectively perform their required work. The Users Details pane displays information on the status and privileges of users, enabling the system administrator to assign or change roles, allot servers, set up event notifications and allocate Directory Service groups. Because of the level of detail that is possible, a multi-level administration system can be defined.
		
Note


				Login to the system is verified against the Directory Service records of the organization.
			



      ⁠11.6.1. Adding Users and Groups




				Existing users must be added to the Administration Portal before being assigned roles.
			
Adding Users
	
						Click the Users tab. The list of authorized users for Red Hat Gluster Storage Console displays.
					

	
						Click Add. The Add Users and Groups dialog box displays.
					

      ⁠[image: Add Users and Groups Dialog Box]

Figure 11.4. Add Users and Groups Dialog Box


	
						The default Search domain displays. If there are multiple search domains, select the appropriate search domain. Enter a name or part of a name in the search text field, and click GO. Alternatively, click GO to view a list of all users and groups.
					

	
						Select the group, user or users check boxes.  The added user displays on the Users tab.
					



Viewing User Information

					Users are not created from within the Red Hat Gluster Storage; Red Hat Gluster Storage Console accesses user information from the organization's Directory Service. This means that you can only assign roles to users who already exist in your Directory Services domain. To assign permissions to users, use the Permissions tab on the Details pane of the relevant resource.
				

      ⁠Example 11.1. Assigning a user permissions to use a particular server

					To assign a user to a particular server, use the Permissions tab on the Details pane of the selected server.
				


To view general user information:
	
						Click the Users tab. The list of authorized users for Red Hat Gluster Storage Console displays.
					

	
						Select the user, or perform a search if the user is not visible on the results list. 
					

	
						The Details pane displays for the selected user, usually with the General tab displaying general information, such as the domain name, email, and status of the user.
					

	
						The other tabs allow you to view groups, permissions, and events for the user.
					

						For example, to view the groups to which the user belongs, click the Directory Groups tab.
					





      ⁠11.6.2. Removing Users




				A system administrator will need to remove users, for example, when they leave the company.
			
To remove a user:
	
						Click the Users tab. The list of authorized users for Red Hat Gluster Storage Console displays. 
						
      ⁠[image: Users Tab]

Figure 11.5. Users Tab



					

	
						Select the user to be removed.
					

	
						Click the Remove button. A message displays prompting you to confirm the removal.
					

	
						Click OK.
					

	
						The user is removed from Red Hat Gluster Storage Console.
					



Note


					All user information is read from the Directory Service. Removing a user from the Red Hat Gluster Storage Console system deletes the record in the Red Hat Gluster Storage Console database, denying the user the ability to log on to the console. It removes the association in the Directory Service between the console and the user. All other user properties remain intact.
				





      ⁠11.7. Event Notifications




			When troubleshooting problems related to users, the first thing to recall is that users must be correctly added to and authenticated at the Directory Services level, not on the Red Hat Gluster Storage Console. Problems with permissions can occur when adequate levels of permissions to all required objects have not been assigned. Users, particularly those with administrator roles, require to be notified when events or triggers occur.
		

      ⁠11.7.1. Managing Event Notifiers




				This section describes how to set up and manage event notifications for users. Events are displayed on the Events tab, however, users can be notified by email about selected events. For example, a system administrator might like to know when there is a problem with storage, or a team lead may want to be notified if a volume is down.
			
To set up event notifications:
	
						Click the Users tab. The list of authorized users for Red Hat Gluster Storage Console displays.
					

	
						Select the user who requires notification, or perform a search if the user is not visible on the results list.
					

	
						Click the Event Notifier tab. The Event Notifier tab displays a list of events for which the user will be notified, if any.
					

	
						Click the Manage Events button. The Add Event Notification dialog box displays a list of events for Services, Hosts, Volumes, Hooks, and General Management events. You can select all, or pick individual events from the list. Click the Expand All button to see complete lists of events.
					

      ⁠[image: The Add Events Dialog Box]

Figure 11.6. The Add Events Dialog Box


	
						Enter an email address in the Mail Recipient: field.
					

	
						Click OK to save changes and close the window. The selected events display on the Event Notifier tab for the user.
					

	
						Configure the ovirt-engine-notifier service on the Red Hat Gluster Storage Console.
					
Important


							The MAIL_SERVER parameter is mandatory.
						



						The event notifier configuration file can be found in /usr/share/ovirt-engine/services/ovirt-engine-notifier/ovirt-engine-notifier.conf. The parameters for event notifications in ovirt-engine-notifier.conf are listed in Table 11.3, “ovirt-engine-notifier.conf variables”
					

      ⁠Table 11.3. ovirt-engine-notifier.conf variables
	 Variable name 	 Default 	 Remarks 
	 INTERVAL_IN_SECONDS 	 120 	 The interval in seconds between instances of dispatching messages to subscribers. 
	 MAIL_SERVER 	 none 	 The SMTP mail server address. Required. 
	 MAIL_PORT 	 25 	 The default port of a non-secured SMTP server is 25. The default port of a secured SMTP server (one with SSL enabled) is 465. 
	 MAIL_USER 	 none 	 If SSL is enabled to authenticate the user, then this variable must be set. This variable is also used to specify the "from" user address when the MAIL_FROM variable is not set. Some mail servers do not support this functionality. The address is in RFC822 format. 
	 MAIL_PASSWORD 	 none 	 This variable is required to authenticate the user if the mail server requires authentication or if SSL is enabled. 
	 MAIL_ENABLE_SSL 	 false 	 This indicates whether SSL should be used to communicate with the mail server. 
	 HTML_MESSAGE_FORMAT 	 false 	 The mail server sends messages in HTML format if this variable is set to "true". 
	 MAIL_FROM 	 none 	 This variable specifies a "from" address in RFC822 format, if supported by the mail server. 
	 MAIL_REPLY_TO 	 none 	 This variable specifies "reply-to" addresses in RFC822 format on sent mail, if supported by the mail server. 
	 DAYS_TO_KEEP_HISTORY 	 none 	 This variable sets the number of days dispatched events will be preserved in the history table. If this variable is not set, events remain on the history table indefinitely. 
	 DAYS_TO_SEND_ON_STARTUP 	 0 	 This variable specifies the number of days of old events that are processed and sent when the notifier starts. If set to 2, for example, the notifier will process and send the events of the last two days. Older events will just be marked as processed and won't be sent. The default is 0, so no old messages will be sent at all during startup. 




	
						Start the ovirt-engine-notifier service on the Red Hat Gluster Storage Console. This activates the changes you have made: 
# /etc/init.d/ovirt-engine-notifier start


					




				You now receive emails based on events in your Red Hat Gluster Storage Environment. The selected events display on the Event Notifier tab for the user.
			

      ⁠To cancel event notification:
	
						In the Users tab, select the user or the user group.
					

	
						Select the Event Notifier tab. The Details pane displays the events for which the user will receive notifications.
					

	
						Click the Manage Events button. The Add Event Notification dialog box displays a list of events for Servers, Gluster Volume, and General Management events. To remove an event notification, deselect events from the list. Click the Expand All button to see the complete lists of events.
					

	
						Click OK. The deselected events are removed from the display on the Event Notifier tab for the user.
					







      ⁠Part III. Monitoring





      ⁠Chapter 12. Monitoring Red Hat Gluster Storage Console




		System administrators monitor the management environment to view the overall performance of cluster infrastructure. This helps identify key areas in the cluster environment that require attention or optimization. System administrators gain up-to-date information on the performance and status of storage environment components with the Events list.
	

		The Events list lists all warnings, errors, and other events that occur in the system.
	

      ⁠12.1. Viewing the Event List




			The Events list displays all system events. You can view the events by clicking on Events tab. The type of events that appear in the Events tab are audits, warnings, and errors. The names of the user, host, cluster, and Gluster volume involved in the event are also listed. This information helps determine the cause of the event. Click column headers to sort the event list. 
			
      ⁠[image: Event List - Advanced View]

Figure 12.1. Event List - Advanced View



		

			The following table describes the different columns of the Event list:
		
	 Column 	 Description 
	 Event 	 
							The type of event. The possible event types are:
						

						 
							[image: Event List - Advanced View]
							 Audit notification (e.g. log on).
						

						 
							[image: Event List - Advanced View]
							 Warning notification.
						

						 
							[image: Event List - Advanced View]
							 Error notification.
						

						 
	 Time 	 
							The time that the event occurred.
						

						 
	 Message 	 
							The message describing that an event occurred.
						

						 
	 User 	 
							The user that received the event.
						

						 
	 Host 	 
							The host on which the event occurred.
						

						 
	 Cluster 	 
							The cluster on which the event occurred.
						

						 




      ⁠12.2. Viewing Alert Information




			The Alerts pane lists all important notifications regarding the cluster environment.
		

			Alerts display in the lowermost panel on top of the manager interface. Drag the top of the Alert pane to resize it or click the minimize/maximize icon in the top right of the pane to show or hide it.
		

			The Alerts pane also contains an Events list. Click the Events tab in the Alerts pane to display the Events list. See Section 12.1, “Viewing the Event List” for more information about the Events list.
		



      ⁠Chapter 13. Monitoring Red Hat Gluster Storage using Nagios




		Red Hat Gluster Storage Console provides monitoring of Red Hat Gluster Storage trusted storage pool by building on the Nagios platform. You can view the physical and logical resource utilization and status (CPU, Memory, Disk, Network, Swap, Cluster, Volume, Brick) in Trends tab of Red Hat Gluster Storage Console. Nagios is installed and enabled in Red Hat Gluster Storage Console Server by default to monitor Red Hat Gluster Storage nodes. To monitor using Nagios, add hosts to Red Hat Gluster Storage Console and configure Nagios using auto-discovery. For more information about adding hosts, see Section 6.2.1, “Adding Hosts”. This chapter describes the procedures for deploying Nagios on Red Hat Gluster Storage Console node
	

		For more information on Nagios, see Nagios Documentation.
	

		For more information on Changing Nagios Password and Creating Nagios User, see the corresponding sections in Red Hat Gluster Storage Administration Guide.
	

		The following diagram illustrates deployment of Nagios on Red Hat Gluster Storage Console Server.
	

		
      ⁠[image: Nagios deployed on Red Hat Gluster Storage Console Server]

Figure 13.1. Nagios deployed on Red Hat Gluster Storage Console Server



	

      ⁠13.1. Configuring Nagios




			Auto-Discovery is a python script which automatically discovers all the nodes and volumes in the cluster. It also creates Nagios configuration to monitor them. By default, it runs once in 24 hours to synchronize the Nagios configuration from Red Hat Gluster Storage Trusted Storage Pool configuration.
		

			For more information on Nagios Configuration files, see Section D.1, “Nagios Configuration Files”
		

			Note


					Before configuring Nagios using configure-gluster-nagios command, ensure that all the Red Hat Gluster Storage nodes are configured.
				




		
	
					Execute configure-gluster-nagios command manually only the first time with cluster name and host address on the Nagios server using the following command: 
 # configure-gluster-nagios -c cluster-name -H HostName-or-IP-address


				

					For -c, provide a cluster name (a logical name for the cluster) and for -H, provide the host name or ip address of a node in the Red Hat Gluster Storage trusted storage pool.
				

	
					Perform the steps given below when configure-gluster-nagios command runs:
				
	
							Confirm the configuration when prompted.
						

	
							Enter the current Nagios server host name or IP address to be configured all the nodes.
						

	
							Confirm restarting Nagios server when prompted.
						
# configure-gluster-nagios -c demo-cluster -H HostName-or-IP-address
Cluster configurations changed
Changes :
Hostgroup demo-cluster - ADD
Host demo-cluster - ADD
 Service - Volume Utilization - vol-1 -ADD
 Service - Volume Split-Brain - vol-1 -ADD
 Service - Volume Status - vol-1 -ADD
 Service - Volume Utilization - vol-2 -ADD
 Service - Volume Status - vol-2 -ADD
 Service - Cluster Utilization -ADD
 Service - Cluster - Quorum -ADD
 Service - Cluster Auto Config -ADD
Host Host_Name - ADD
 Service - Brick Utilization - /bricks/vol-1-5 -ADD
 Service - Brick - /bricks/vol-1-5 -ADD
 Service - Brick Utilization - /bricks/vol-1-6 -ADD
 Service - Brick - /bricks/vol-1-6 -ADD
 Service - Brick Utilization - /bricks/vol-2-3 -ADD
 Service - Brick - /bricks/vol-2-3 -ADD
Are you sure, you want to commit the changes? (Yes, No) [Yes]:
Enter Nagios server address [Nagios_Server_Address]:
Cluster configurations synced successfully from host ip-address
Do you want to restart Nagios to start monitoring newly discovered entities? (Yes, No) [Yes]:
Nagios re-started successfully

							All the hosts, volumes and bricks are added and displayed.
						




	
					Login to the Nagios server GUI using the following URL.
				
https://NagiosServer-HostName-or-IPaddress/nagios
Note

	
								The default Nagios user name and password is nagiosadmin / nagiosadmin.
							

	
								You can manually update/discover the services by executing the configure-gluster-nagios command or by running Cluster Auto Config service through Nagios Server GUI.
							

	
								If the node with which auto-discovery was performed is down or removed from the cluster, run the configure-gluster-nagios command with a different node address to continue discovering or monitoring the nodes and services.
							

	
								If new nodes or services are added, removed, or if snapshot restore was performed on Red Hat Gluster Storage node, run configure-gluster-nagios command.
							










      ⁠13.2. Configuring Nagios Server for Send Mail Notifications




				
						In the /etc/nagios/gluster/gluster-contacts.cfg file, add contacts to send mail in the format shown below:
					

						Modify contact_name, alias, and email.
					
define contact {
        contact_name                            Contact1
        alias                                   ContactNameAlias
        email                                   email-address
        service_notification_period             24x7
        service_notification_options            w,u,c,r,f,s
        service_notification_commands           notify-service-by-email
        host_notification_period                24x7
        host_notification_options               d,u,r,f,s
        host_notification_commands              notify-host-by-email
}
define contact {
        contact_name                            Contact2
        alias                                   ContactNameAlias2
        email                                   email-address
        service_notification_period             24x7
        service_notification_options            w,u,c,r,f,s
        service_notification_commands           notify-service-by-email
        host_notification_period                24x7
        host_notification_options               d,u,r,f,s
        host_notification_commands              notify-host-by-email
}


						The service_notification_options directive is used to define the service states for which notifications can be sent out to this contact. Valid options are a combination of one or more of the following: 
							
									w: Notify on WARNING service states
								

	
									u: Notify on UNKNOWN service states
								

	
									c: Notify on CRITICAL service states
								

	
									r: Notify on service RECOVERY (OK states)
								

	
									f: Notify when the service starts and stops FLAPPING
								

	
									n (none): Do not notify the contact on any type of service notifications
								





					

						The host_notification_options directive is used to define the host states for which notifications can be sent out to this contact. Valid options are a combination of one or more of the following: 
							
									d: Notify on DOWN host states
								

	
									u: Notify on UNREACHABLE host states
								

	
									r: Notify on host RECOVERY (UP states)
								

	
									f: Notify when the host starts and stops FLAPPING
								

	
									s: Send notifications when host or service scheduled downtime starts and ends
								

	
									n (none): Do not notify the contact on any type of host notifications.
								





					
Note


							By default, a contact and a contact group are defined for administrators in contacts.cfg and all the services and hosts will notify the administrators. Add suitable email id for administrator in contacts.cfg file.
						



	
						To add a group to which the mail need to be sent, add the details as given below: 

  define contactgroup{
        contactgroup_name                   Group1
        alias                               GroupAlias
        members                             Contact1,Contact2
}


					

	
						In the /etc/nagios/gluster/gluster-templates.cfg file specify the contact name and contact group name for the services for which the notification need to be sent, as shown below:
					

						Add contact_groups name and contacts name. 
define host{
   name                         gluster-generic-host
   use                          linux-server
   notifications_enabled        1
   notification_period          24x7
   notification_interval        120
   notification_options         d,u,r,f,s
   register                     0
   contact_groups        Group1
   contacts                     Contact1,Contact2
   }

 define service {
   name                         gluster-service
   use                          generic-service
   notifications_enabled       1
   notification_period          24x7
   notification_options         w,u,c,r,f,s
   notification_interval        120
   register                     0
   _gluster_entity              Service
   contact_groups      Group1
   contacts                 Contact1,Contact2

}



					

						You can configure notification for individual services by editing the corresponding node configuration file. For example, to configure notification for brick service, edit the corresponding node configuration file as shown below: 

define service {
 use                            brick-service
 _VOL_NAME                      VolumeName
 __GENERATED_BY_AUTOCONFIG      1
 notes                          Volume : VolumeName
 host_name                      RedHatStorageNodeName
 _BRICK_DIR                     brickpath
 service_description            Brick Utilization - brickpath
 contact_groups        Group1
   contacts               Contact1,Contact2
}



					

	
						To receive detailed information on every update when Cluster Auto-Config is run, edit /etc/nagios/objects/commands.cfg file add $NOTIFICATIONCOMMENT$\n after $SERVICEOUTPUT$\n option in notify-service-by-email and  notify-host-by-emailcommand definition as shown below:
					
# 'notify-service-by-email' command definition
define command{
        command_name    notify-service-by-email
        command_line    /usr/bin/printf "%b" "***** Nagios *****\n\nNotification Type: $NOTIFICATIONTYPE$\n\nService: $SERVICEDESC$\nHost: $HOSTALIAS$\nAddress: $HOSTADDRESS$\nState: $SERVICESTATE$\n\nDate/Time: $LONGDATETIME$\n\nAdditional Info:\n\n$SERVICEOUTPUT$\n $NOTIFICATIONCOMMENT$\n" | /bin/mail -s "** $NOTIFICATIONTYPE$ Service Alert: $HOSTALIAS$/$SERVICEDESC$ is $SERVICESTATE$ **" $CONTACTEMAIL$
        }


						This will send emails similar to the following when the service alert is triggered.
					
** PROBLEM Service Alert: vm912_6313/Volume Heal info - dist-rep3 is WARNING **
***** Nagios *****

Notification Type: PROBLEM

Service: Volume Heal info - dist-rep3
Host: vm912_6313 (--for services, host is the cluster name)
Address: vm912_6313
State: WARNING

Date/Time: Sun May 15 15:03:39 IST 2016

Additional Info:

Unsynced entries found.

	
						Restart the Nagios server using the following command:
					
# service nagios restart





		

			The Nagios server sends notifications during status changes to the mail addresses specified in the file.
		
Note

	
						By default, the system ensures three occurrences of the event before sending mail notifications.
					

	
						By default, Nagios Mail notification is sent using /bin/mail command. To change this, modify the definition for notify-host-by-email command and notify-service-by-email command in /etc/nagios/objects/commands.cfg file and configure the mail server accordingly.
					







      ⁠13.3. Verifying the Configuration



	
					Verify the updated configurations using the following command: 
# nagios -v /etc/nagios/nagios.cfg


				

					If error occurs, verify the parameters set in /etc/nagios/nagios.cfg and update the configuration files.
				

	
					Restart Nagios server using the following command: 
# service nagios restart


				

	
					Log into the Nagios server GUI using the following URL with the Nagios Administrator user name and password. 
https://NagiosServer-HostName-or-IPaddress/nagios

					 Note


							To change the default password, see Changing Nagios Password section in Red Hat Gluster Storage Administration Guide.
						




				

	
					Click Services in the left pane of the Nagios server GUI and verify the list of hosts and services displayed. 
					
      ⁠[image: Nagios Services]

Figure 13.2. Nagios Services



				





      ⁠13.4. Using Nagios Server GUI




			You can monitor Red Hat Gluster Storage trusted storage pool through Nagios Server GUI.
		

			To view the details, log into the Nagios Server GUI by using the following URL. 
https://NagiosServer-HostName-or-IPaddress/nagios


		

      ⁠[image: Description]

Figure 13.3. Nagios Login

Cluster Overview

				To view the overview of the hosts and services being monitored, click Tactical Overview in the left pane. The overview of Network Outages, Hosts, Services, and Monitoring Features are displayed. 
				
      ⁠[image: Description]

Figure 13.4. Tactical Overview



			
Host Status

				To view the status summary of all the hosts, click Summary under Host Groups in the left pane. 
				
      ⁠[image: Description]

Figure 13.5. Host Groups Summary


				 To view the list of all hosts and their status, click Hosts in the left pane. 
				
      ⁠[image: Host Status]

Figure 13.6. Host Status



			
Service Status

				To view the list of all hosts and their service status click Services in the left pane. 
				
      ⁠[image: Service Status]

Figure 13.7. Service Status


				 Note


						In the left pane of Nagios Server GUI, click Availability and Trends under the Reports field to view the Host and Services Availability and Trends.
					




			
Host Services

					
							Click Hosts in the left pane. The list of hosts are displayed.
						

	
							Click 
							[image: Host Services]
							 corresponding to the host name to view the host details.
						

	
							Select the service name to view the Service State Information. You can view the utilization of the following services: 
								
										Memory
									

	
										Swap
									

	
										CPU
									

	
										Network
									

	
										Brick
									

	
										Disk
									

										The Brick/Disk Utilization Performance data has four sets of information for every mount point which are brick/disk space detail, inode detail of a brick/disk, thin pool utilization and thin pool metadata utilization if brick/disk is made up of thin LV.
									

										The Performance data for services is displayed in the following format: value[UnitOfMeasurement];warningthreshold;criticalthreshold;min;max.
									

										For Example,
									

										Performance Data: /bricks/brick2=31.596%;80;90;0;0.990 /bricks/brick2.inode=0.003%;80;90;0;1048064 /bricks/brick2.thinpool=19.500%;80;90;0;1.500 /bricks/brick2.thinpool-metadata=4.100%;80;90;0;0.004
									

										As part of disk utilization service, the following mount points will be monitored: / , /boot, /home, /var and /usr if available.
									





						

	
							To view the utilization graph, click 
							[image: Host Services]
							 corresponding to the service name. The utilization graph is displayed. 
							
      ⁠[image: CPU Utilization]

Figure 13.8. CPU Utilization



						

	
							To monitor status, click on the service name. You can monitor the status for the following resources: 
								
										Disk
									

	
										Network
									





						

	
							To monitor process, click on the process name. You can monitor the following processes: 
								
										Gluster NFS (Network File System)
									

	
										Self-Heal (Self Heal)
									

	
										Gluster Management (glusterd)
									

	
										Quota (Quota daemon)
									

	
										CTDB
									

	
										SMB
									




							 Note


									Monitoring Openstack Swift operations is not supported.
								




						





			
Cluster Services

					
							Click Hosts in the left pane. The list of hosts and clusters are displayed.
						

	
							Click 
							[image: Cluster Services]
							 corresponding to the cluster name to view the cluster details.
						

	
							To view utilization graph, click 
							[image: Cluster Services]
							 corresponding to the service name. You can monitor the following utilizations: 
								
										Cluster
									

	
										Volume
									

      ⁠[image: Cluster Utilization]

Figure 13.9. Cluster Utilization






						

	
							To monitor status, click on the service name. You can monitor the status for the following resources: 
								
										Host
									

	
										Volume
									

	
										Brick
									





						

	
							To monitor cluster services, click on the service name. You can monitor the following: 
								
										Volume Quota
									

	
										Volume Geo-replication
									

	
										Volume Split-Brain
									

	
										Cluster Quorum (A cluster quorum service would be present only when there are volumes in the cluster.)
									





						





			
Rescheduling Cluster Auto config using Nagios Server GUI

				If new nodes or services are added or removed, or if snapshot restore is performed on Red Hat Gluster Storage node, reschedule the Cluster Auto config service using Nagios Server GUI or execute the configure-gluster-nagios command. To synchronize the configurations using Nagios Server GUI, perform the steps given below: 
					
							Login to the Nagios Server GUI using the following URL in your browser with nagiosadmin user name and password.
						
https://NagiosServer-HostName-or-IPaddress/nagios

	
							Click Services in left pane of Nagios server GUI and click Cluster Auto Config. 
							
      ⁠[image: Nagios Services]

Figure 13.10. Nagios Services



						

	
							In Service Commands, click Re-schedule the next check of this service. The Command Options window is displayed. 
							
      ⁠[image: Service Commands]

Figure 13.11. Service Commands



						

	
							In Command Options window, click Commit. 
							
      ⁠[image: Command Options]

Figure 13.12. Command Options



						





			
Enabling and Disabling Notifications using Nagios GUI

				You can enable or disable Host and Service notifications through Nagios GUI. 
					
							To enable and disable Host Notifications: 
								
										Login to the Nagios Server GUI using the following URL in your browser with nagiosadmin user name and password. 
https://NagiosServer-HostName-or-IPaddress/nagios


									

	
										Click Hosts in left pane of Nagios server GUI and select the host.
									

	
										Click Enable notifications for this host or Disable notifications for this host in Host Commands section.
									

	
										Click Commit to enable or disable notification for the selected host.
									





						

	
							To enable and disable Service Notification: 
								
										Login to the Nagios Server GUI.
									

	
										Click Services in left pane of Nagios server GUI and select the service to enable or disable.
									

	
										Click Enable notifications for this service or Disable notifications for this service from the Service Commands section.
									

	
										Click Commit to enable or disable the selected service notification.
									





						

	
							To enable and disable all Service Notifications for a host: 
								
										Login to the Nagios Server GUI.
									

	
										Click Hosts in left pane of Nagios server GUI and select the host to enable or disable all services notifications.
									

	
										Click Enable notifications for all services on this host or Disable notifications for all services on this host from the Service Commands section.
									

	
										Click Commit to enable or disable all service notifications for the selected host.
									





						

	
							To enable or disable all Notifications: 
								
										Login to the Nagios Server GUI.
									

	
										Click Process Info under Systems section from left pane of Nagios server GUI.
									

	
										Click Enable notifications or Disable notifications in Process Commands section.
									

	
										Click Commit.
									





						





			
Enabling and Disabling Service Monitoring using Nagios GUI

				You can enable a service to monitor or disable a service you have been monitoring using the Nagios GUI. 
					
							To enable Service Monitoring: 
								
										Login to the Nagios Server GUI using the following URL in your browser with nagiosadmin user name and password. 
https://NagiosServer-HostName-or-IPaddress/nagios


									

	
										Click Services in left pane of Nagios server GUI and select the service to enable monitoring.
									

	
										Click Enable active checks of this service from the Service Commands and click Commit.
									

	
										Click Start accepting passive checks for this service from the Service Commands and click Commit.
									

										Monitoring is enabled for the selected service.
									





						

	
							To disable Service Monitoring: 
								
										Login to the Nagios Server GUI using the following URL in your browser with nagiosadmin user name and password. 
https://NagiosServer-HostName-or-IPaddress/nagios


									

	
										Click Services in left pane of Nagios server GUI and select the service to disable monitoring.
									

	
										Click Disable active checks of this service from the Service Commands and click Commit.
									

	
										Click Stop accepting passive checks for this service from the Service Commands and click Commit.
									

										Monitoring is disabled for the selected service.
									





						





			
Monitoring Services Status and Messages

				Note


						Nagios sends email and SNMP notifications, once a service status changes. Refer Configuring Nagios Server to Send Mail Notifications section of Red Hat Gluster Storage 3.4 Console Administation Guide to configure email notification and Configuring Simple Network Management Protocol (SNMP) Notification section of Red Hat Gluster Storage 3.4 Administation Guide to configure SNMP notification.
					



				 
      ⁠Table 13.1. 
	 Service Name 	 Status 	 Messsage 	 Description 
	 SMB 	 OK 	 OK: No gluster volume uses smb 	 When no volumes are exported through smb. 
	 	 OK 	 Process smb is running 	 When SMB service is running and when volumes are exported using SMB. 
	 	 CRITICAL 	 CRITICAL: Process smb is not running 	 When SMB service is down and one or more volumes are exported through SMB. 
	 CTDB 	 UNKNOWN 	 CTDB not configured 	 When CTDB service is not running, and smb or nfs service is running. 
	 	 CRITICAL 	 Node status: BANNED/STOPPED 	 When CTDB service is running but Node status is BANNED/STOPPED. 
	 	 WARNING 	 Node status: UNHEALTHY/DISABLED/PARTIALLY_ONLINE 	 When CTDB service is running but Node status is UNHEALTHY/DISABLED/PARTIALLY_ONLINE. 
	 	 OK 	 Node status: OK 	 When CTDB service is running and healthy. 
	 Gluster Management 	 OK 	 Process glusterd is running 	 When glusterd is running as unique. 
	 	 WARNING 	 PROCS WARNING: 3 processes 	 When there are more then one glusterd is running. 
	 	 CRITICAL 	 CRITICAL: Process glusterd is not running 	 When there is no glusterd process running. 
	 	 UNKNOWN 	 NRPE: Unable to read output 	 When unable to communicate or read output 
	 Gluster NFS 	 OK 	 OK: No gluster volume uses nfs 	 When no volumes are configured to be exported through NFS. 
	 	 OK 	 Process glusterfs-nfs is running 	 When glusterfs-nfs process is running. 
	 	 CRITICAL 	 CRITICAL: Process glusterfs-nfs is not running 	 When glusterfs-nfs process is down and there are volumes which requires NFS export. 
	 Split-brain 	 OK 	 No Split brain entries found. 	 When there are files present with out any split brain issues.
	 	WARNING 	 Volume split brain status could not be determined 	 
	 	 CRITICAL 	 CRITICAL: No.of files in split brain state found. 	 When there are some files in split brain state.
	 Auto-Config 	 OK 	 Cluster configurations are in sync 	 When auto-config has not detected any change in Gluster configuration. This shows that Nagios configuration is already in synchronization with the Gluster configuration and auto-config service has not made any change in Nagios configuration. 
	 	 OK 	 Cluster configurations synchronized successfully from host host-address	 When auto-config has detected change in the Gluster configuration and has successfully updated the Nagios configuration to reflect the change Gluster configuration. 
	 	 CRITICAL 	 Can't remove all hosts except sync host in 'auto' mode. Run auto discovery manually. 	 When the host used for auto-config itself is removed from the Gluster peer list. Auto-config will detect this as all host except the synchronized host is removed from the cluster. This will not change the Nagios configuration and the user need to manually run the auto-config. 
	 QUOTA 	 OK 	 OK: Quota not enabled 	 When quota is not enabled in any volumes. 
	 	 OK 	 Process quotad is running 	 When glusterfs-quota service is running. 
	 	 CRITICAL 	 CRITICAL: Process quotad is not running 	 When glusterfs-quota service is down and quota is enabled for one or more volumes. 
	 CPU Utilization 	 OK 	 CPU Status OK: Total CPU:4.6% Idle CPU:95.40% 	 When CPU usage is less than 80%. 
	 	 WARNING 	 CPU Status WARNING: Total CPU:82.40% Idle CPU:17.60% 	 When CPU usage is more than 80%. 
	 	 CRITICAL 	 CPU Status CRITICAL: Total CPU:97.40% Idle CPU:2.6% 	 When CPU usage is more than 90%. 
	 Memory Utilization 	 OK 	 OK- 65.49% used(1.28GB out of 1.96GB) 	 When used memory is below warning threshold. (Default warning threshold is 80%) 
	 	 WARNING 	 WARNING- 85% used(1.78GB out of 2.10GB) 	 When used memory is below critical threshold (Default critical threshold is 90%) and greater than or equal to warning threshold (Default warning threshold is 80%). 
	 	 CRITICAL 	 CRITICAL- 92% used(1.93GB out of 2.10GB) 	 When used memory is greater than or equal to critical threshold (Default critical threshold is 90% ) 
	 Brick Utilization 	 OK 	 OK 	 When used space of any of the four parameters, space detail, inode detail, thin pool, and thin pool-metadata utilizations, are below threshold of 80%. 
	 	 WARNING 	 WARNING:mount point /brick/brk1 Space used (0.857 / 1.000) GB 	 If any of the four parameters, space detail, inode detail, thin pool utilization, and thinpool-metadata utilization, crosses warning threshold of 80% (Default is 80%). 
	 	 CRITICAL 	 CRITICAL : mount point /brick/brk1 (inode used 9980/1000) 	 If any of the four parameters, space detail, inode detail, thin pool utilization, and thinpool-metadata utilizations, crosses critical threshold 90% (Default is 90%). 
	 Disk Utilization 	 OK 	 OK 	 When used space of any of the four parameters, space detail, inode detail, thin pool utilization, and thinpool-metadata utilizations, are below threshold of 80%. 
	 	 WARNING 	 WARNING:mount point /boot Space used (0.857 / 1.000) GB 	 When used space of any of the four parameters, space detail, inode detail, thin pool utilization, and thinpool-metadata utilizations, are above warning threshold of 80%. 
	 	 CRITICAL 	 CRITICAL : mount point /home (inode used 9980/1000) 	 If any of the four parameters, space detail, inode detail, thin pool utilization, and thinpool-metadata utilizations, crosses critical threshold 90% (Default is 90%). 
	 Network Utilization 	 OK 	 OK: tun0:UP,wlp3s0:UP,virbr0:UP 	 When all the interfaces are UP. 
	 	 WARNING 	 WARNING: tun0:UP,wlp3s0:UP,virbr0:DOWN 	 When any of the interfaces is down. 
	 	 UNKNOWN 	 UNKNOWN 	 When network utilization/status is unknown. 
	 Swap Utilization 	 OK 	 OK- 0.00% used(0.00GB out of 1.00GB) 	 When used memory is below warning threshold (Default warning threshold is 80%). 
	 	 WARNING 	 WARNING- 83% used(1.24GB out of 1.50GB) 	 When used memory is below critical threshold (Default critical threshold is 90%) and greater than or equal to warning threshold (Default warning threshold is 80%). 
	 	 CRITICAL 	 CRITICAL- 83% used(1.42GB out of 1.50GB) 	 When used memory is greater than or equal to critical threshold (Default critical threshold is 90%). 
	 Cluster- Quorum 	 PENDING 	 	 When cluster.quorum-type is not set to server; or when there are no problems in the cluster identified. 
	 	 OK 	 Quorum regained for volume 	 When quorum is regained for volume. 
	 	 CRITICAL 	 Quorum lost for volume 	 When quorum is lost for volume. 
	 Volume Geo-replication 	 OK 	 "Session Status: slave_vol1-OK .....slave_voln-OK. 	 When all sessions are active. 
	 	 	 Session status :No active sessions found 	 When Geo-replication sessions are deleted. 
	 	 CRITICAL 	 Session Status: slave_vol1-FAULTY slave_vol2-OK 	 If one or more nodes are Faulty and there's no replica pair that's active. 
	 	 WARNING 	 Session Status: slave_vol1-NOT_STARTED slave_vol2-STOPPED slave_vol3- PARTIAL_FAULTY 	 
										
												Partial faulty state occurs with replicated and distributed replicate volume when one node is faulty, but the replica pair is active.
											

	
												STOPPED state occurs when Geo-replication sessions are stopped.
											

	
												NOT_STARTED state occurs when there are multiple Geo-replication sessions and one of them is stopped.
											





								

								 
	 	 WARNING 	 Geo replication status could not be determined. 	 When there's an error in getting Geo replication status. This error occurs when volfile is locked as another transaction is in progress. 
	 	 UNKNOWN 	 Geo replication status could not be determined. 	 When glusterd is down. 
	 Volume Quota 	 OK 	 QUOTA: not enabled or configured 	 When quota is not set 
	 	 OK 	 QUOTA:OK 	 When quota is set and usage is below quota limits. 
	 	 WARNING 	 QUOTA:Soft limit exceeded on path of directory	 When quota exceeds soft limit. 
	 	 CRITICAL 	 QUOTA:hard limit reached on path of directory	 When quota reaches hard limit. 
	 	 UNKNOWN 	 QUOTA: Quota status could not be determined as command execution failed 	 When there's an error in getting Quota status. This occurs when 
									
											Volume is stopped or glusterd service is down.
										

	
											volfile is locked as another transaction in progress.
										




								 
	 Volume Status 	 OK 	 Volume : volume type - All bricks are Up 	 When all volumes are up. 
	 	 WARNING 	 Volume :volume type Brick(s) - list of bricks is|are down, but replica pair(s) are up 	 When bricks in the volume are down but replica pairs are up. 
	 	 UNKNOWN 	 Command execution failed Failure message	 When command execution fails. 
	 	 CRITICAL 	 Volume not found. 	 When volumes are not found. 
	 	 CRITICAL 	 Volume: volume-type is stopped. 	 When volumes are stopped. 
	 	 CRITICAL 	 Volume : volume type - All bricks are down. 	 When all bricks are down. 
	 	 CRITICAL 	 Volume : volume type Bricks - brick list are down, along with one or more replica pairs 	 When bricks are down along with one or more replica pairs. 
	 Volume Self-Heal 	 OK 	 	 When volume is not a replicated volume, there is no self-heal to be done. 
	 	 OK 	 No unsynced entries present 	 When there are no unsynched entries in a replicated volume. 
	 	 WARNING 	 Unsynched entries present : There are unsynched entries present. 	 If self-heal process is turned on, these entries may be auto healed. If not, self-heal will need to be run manually. If unsynchronized entries persist over time, this could indicate a split brain scenario. 
	 	 WARNING 	 Self heal status could not be determined as the volume was deleted 	 When self-heal status can not be determined as the volume is deleted. 
	 	 UNKNOWN 	 	 When there's an error in getting self heal status. This error occurs when: 
									
											Volume is stopped or glusterd service is down.
										

	
											volfile is locked as another transaction in progress.
										




								 
	 Cluster Utilization 	 OK 	 OK : 28.0% used (1.68GB out of 6.0GB) 	 When used % is below the warning threshold (Default warning threshold is 80%). 
	 	 WARNING 	 WARNING: 82.0% used (4.92GB out of 6.0GB) 	 Used% is above the warning limit. (Default warning threshold is 80%) 
	 	 CRITICAL 	 CRITICAL : 92.0% used (5.52GB out of 6.0GB) 	 Used% is above the warning limit. (Default critical threshold is 90%) 
	 	 UNKNOWN 	 Volume utilization data could not be read 	 When volume services are present, but the volume utilization data is not available as it's either not populated yet or there is error in fetching volume utilization data. 
	 Volume Utilization 	 OK 	 OK: Utilization: 40 % 	 When used % is below the warning threshold (Default warning threshold is 80%). 
	 	 WARNING 	 WARNING - used 84% of available 200 GB 	 When used % is above the warning threshold (Default warning threshold is 80%). 
	 	 CRITICAL 	 CRITICAL - used 96% of available 200 GB 	 When used % is above the critical threshold (Default critical threshold is 90%). 
	 	 UNKNOWN 	 UNKNOWN - Volume utilization data could not be read 	 When all the bricks in the volume are killed or if glusterd is stopped in all the nodes in a cluster. 





			


      ⁠13.5. Monitoring Host and Cluster Utilization




      ⁠13.5.1. Monitoring Host and Cluster Utilization




				You can monitor utilization and set alerts and notifications for the utilization changes.
			

				You can monitor Host and Cluster utilization using Nagios plug-in and validate the status of clusters and hosts from the utilization graph through Red Hat Gluster Storage Console. 
				Note


						By default, you can view the Utilization report of the last 24 hours.
					




			

      ⁠Procedure 13.1. To Monitor Cluster Utilization
	
						Click System and select Clusters in the Tree pane.
					

	
						Click Trends tab. 
						
      ⁠[image: Trends]

Figure 13.13. Trends



					

	
						Select the date and time duration to view the cluster utilization report.
					

	
						Click Submit. The Cluster Utilization graph of all clusters for the selected period is displayed.
					

						You can refresh the status by clicking the refresh button and also print the report or save as a pdf file by clicking the print button. Click Glusterfs Monitoring Home to view the Nagios Home page.
					




      ⁠Procedure 13.2. To Monitor Utilization for Hosts
	
						Click System and select Clusters in the Tree pane.
					

	
						Click Hosts in the tree pane and click Trends tab to view the CPU Utilization for all the hosts.
					

						To view CPU Utilization, Network Interface Utilization, Disk Utilization,Memory Uttilization and Swap Utilization for each host, select the Host name from the tree pane and click Trends tab. 
						
      ⁠[image: Description]

Figure 13.14. Utilization for selected Host



					

	
						Select the date and time to view the Host Utilization report.
					

	
						Click Submit. The CPU Utilization graph for all the Hosts for the selected period is displayed.
					

						You can refresh the status by clicking the refresh button and also print the report or save as a pdf file by clicking the print button. To view the Nagios Home page, click Glusterfs Monitoring Home.
					




      ⁠Procedure 13.3. To monitor Volume and Brick Utilization
	
						Open the Volumes view in the tree pane and select Volumes.
					

	
						Click Trends tab.
					

	
						Select the date and time duration to view the volume and brick utilization report.
					

	
						Click Submit. The Volume Utilization graph and Brick Utilization graph for the selected period is displayed.
					

      ⁠[image: Description]

Figure 13.15. Volume and Brick Utilization


						You can refresh the status by clicking the refresh button and also print the report or save as a pdf file by clicking the print button. To view the Nagios Home page, click Glusterfs Monitoring Home.
					





      ⁠13.5.2. Enabling and Disabling Monitoring




				You can enable and disable monitoring using the command line interface after setting up Red Hat Gluster Storage Console. The Trends tab is displayed with host and cluster utilization details when monitoring is enabled on the server.
			
Important


					You must refresh the browser after enabling or disabling monitoring to view the changes.
				


	
						To enable monitoring, run the following command in the Red Hat Gluster Storage Console Server :
					

						
# rhsc-monitoring enable
Setting the monitoring flag...
Starting nagios: done.
Starting nsca: [  OK  ]
INFO: Move the nodes of existing cluster (with compatibilty version >= 3.4) to maintenance and re-install them.


					

						The Trends tab is displayed in the Red Hat Gluster Storage Console Administrator portal with the host and cluster utilization details.
					

	
						To disable monitoring, run the following command in the Red Hat Gluster Storage Console Server:
					

						
# rhsc-monitoring disable
Setting the monitoring flag...
Stopping nagios: .done.
Shutting down nsca: [  OK  ]



					

						The Trends tab is not displayed in the Red Hat Gluster Storage Console Administrator portal and the user cannot view host and cluster utilization details. Receiving email and SNMP notifications are disabled. Disabling monitoring also stops Nagios and NSCA services.
					

						Disabling monitoring does not stop the glusterpmd service. Run the following commands on all the Red Hat Gluster Storage nodes to stop glusterpmd service and to remove chkconfig for glusterpmd service: 
# service glusterpmd stop
# chkconfig glusterpmd off


					






      ⁠13.6. Troubleshooting Nagios




      ⁠13.6.1. Troubleshooting NSCA and NRPE Configuration Issues




				The possible errors while configuring Nagios Service Check Acceptor (NSCA) and Nagios Remote Plug-in Executor (NRPE) and the troubleshooting steps are listed in this section.
			
Troubleshooting NSCA Configuration Issues

						
								 Check Firewall and Port Settings on Nagios Server
							

								If port 5667 is not opened on the server host's firewall, a timeout error is displayed. Ensure that port 5667 is opened.
							
On Red Hat Gluster Storage based on Red Hat Enterprise Linux 6
	
										Log in as root and run the following command on the Red Hat Gluster Storage node to get the list of current iptables rules:
									
# iptables -L

	
										The output is displayed as shown below:
									
ACCEPT     tcp  --  anywhere             anywhere            tcp dpt:5667



On Red Hat Gluster Storage based on Red Hat Enterprise Linux 7:
	
										Run the following command on the Red Hat Gluster Storage node as root to get a listing of the current firewall rules:
									
# firewall-cmd --list-all-zones

	
										If the port is open, 5667/tcp is listed beside ports: under one or more zones in your output.
									




	
								If the port is not open, add a firewall rule for the port:
							
On Red Hat Gluster Storage based on Red Hat Enterprise Linux 6
	
										If the port is not open, add an iptables rule by adding the following line in /etc/sysconfig/iptables file:
									
-A INPUT -m state --state NEW -m tcp -p tcp --dport 5667 -j ACCEPT

	
										Restart the iptables service using the following command:
									
# service iptables restart

	
										Restart the NSCA service using the following command:
									
# service nsca restart



On Red Hat Gluster Storage based on Red Hat Enterprise Linux 7:
	
										Run the following commands to open the port:
									
# firewall-cmd --zone=public --add-port=5667/tcp
# firewall-cmd --zone=public --add-port=5667/tcp --permanent




	
								Check the Configuration File on Red Hat Gluster Storage Node
							

								Messages cannot be sent to the NSCA server, if Nagios server IP or FQDN, cluster name and hostname (as configured in Nagios server) are not configured correctly.
							

								Open the Nagios server configuration file /etc/nagios/nagios_server.conf and verify if the correct configurations are set as shown below: 
# NAGIOS SERVER
# The nagios server IP address or FQDN to which the NSCA command
# needs to be sent
[NAGIOS-SERVER]
nagios_server=NagiosServerIPAddress


# CLUSTER NAME
# The host name of the logical cluster configured in Nagios under which
# the gluster volume services reside
[NAGIOS-DEFINTIONS]
cluster_name=cluster_auto


# LOCAL HOST NAME
# Host name given in the nagios server
[HOST-NAME]
hostname_in_nagios=NagiosServerHostName


							

								If Host name is updated, restart the NSCA service using the following command: 
# service nsca restart


							





				
Troubleshooting NRPE Configuration Issues

						
								CHECK_NRPE: Error - Could Not Complete SSL Handshake
							

								This error occurs if the IP address of the Nagios server is not defined in the nrpe.cfg file of the Red Hat Gluster Storage node. To fix this issue, follow the steps given below:
							
	
										Add the Nagios server IP address in /etc/nagios/nrpe.cfg file in the allowed_hosts line as shown below: 
allowed_hosts=127.0.0.1, NagiosServerIP


									

										The allowed_hosts is the list of IP addresses which can execute NRPE commands.
									

	
										Save the nrpe.cfg file and restart the NRPE service using the following command: 
# service nrpe restart


									




	
								CHECK_NRPE: Socket Timeout After n Seconds
							

								To resolve this issue perform the steps given below:
							

								On Nagios Server:
							

								The default timeout value for the NRPE calls is 10 seconds and if the server does not respond within 10 seconds, Nagios GUI displays an error that the NRPE call has timed out in 10 seconds. To fix this issue, change the timeout value for NRPE calls by modifying the command definition configuration files. 
									
											Changing the NRPE timeout for services which directly invoke check_nrpe.
										

											For the services which directly invoke check_nrpe (check_disk_and_inode, check_cpu_multicore, and check_memory), modify the command definition configuration file /etc/nagios/gluster/gluster-commands.cfg by adding -t Time in Seconds as shown below: 
define command {
       command_name check_disk_and_inode
       command_line $USER1$/check_nrpe -H $HOSTADDRESS$ -c check_disk_and_inode -t TimeInSeconds
}


										

	
											Changing the NRPE timeout for the services in nagios-server-addons package which invoke NRPE call through code.
										

											The services which invoke /usr/lib64/nagios/plugins/gluster/check_vol_server.py (check_vol_utilization, check_vol_status, check_vol_quota_status, check_vol_heal_status, and check_vol_georep_status) make NRPE call to the Red Hat Gluster Storage nodes for the details through code. To change the timeout for the NRPE calls, modify the command definition configuration file /etc/nagios/gluster/gluster-commands.cfg by adding -t  No of seconds as shown below: 
define command {
      command_name check_vol_utilization
      command_line $USER1$/gluster/check_vol_server.py $ARG1$ $ARG2$ -w $ARG3$ -c $ARG4$ -o utilization -t TimeInSeconds
}


										

											The auto configuration service gluster_auto_discovery makes NRPE calls for the configuration details from the Red Hat Gluster Storage nodes. To change the NRPE timeout value for the auto configuration service, modify the command definition configuration file /etc/nagios/gluster/gluster-commands.cfg by adding -t TimeInSeconds as shown below: 
define command{
        command_name    gluster_auto_discovery
        command_line    sudo $USER1$/gluster/configure-gluster-nagios.py -H $ARG1$ -c $HOSTNAME$ -m auto -n $ARG2$ -t TimeInSeconds
}


										

	
											Restart Nagios service using the following command: 
# service nagios restart


										





							

								On Red Hat Gluster Storage node:
							
	
										Add the Nagios server IP address as described in CHECK_NRPE: Error - Could Not Complete SSL Handshake section in Troubleshooting NRPE Configuration Issues section.
									

	
										Edit the nrpe.cfg file using the following command: 
# vi /etc/nagios/nrpe.cfg


									

	
										Search for the command_timeout and connection_timeout settings and change the value. The command_timeout value must be greater than or equal to the timeout value set in Nagios server.
									

										The timeout on checks can be set as connection_timeout=300 and the command_timeout=60 seconds.
									

	
										Restart the NRPE service using the following command: 
# service nrpe restart


									




	
								 Check the NRPE Service Status
							

								This error occurs if the NRPE service is not running. To resolve this issue perform the steps given below:
							
	
										Verify the status of NRPE service by logging into the Red Hat Gluster Storage node as root and running the following command: 
# service nrpe status


									

	
										If NRPE is not running, start the service using the following command: 
# service nrpe start


									




	
								Check Firewall and Port Settings
							

								This error is associated with firewalls and ports. The timeout error is displayed if the NRPE traffic is not traversing a firewall, or if port 5666 is not open on the Red Hat Gluster Storage node.
							

								Ensure that port 5666 is open on the Red Hat Gluster Storage node.
							
	
										Run check_nrpe command from the Nagios server to verify if the port is open and if NRPE is running on the Red Hat Gluster Storage Node .
									

	
										Log into the Nagios server as root and run the following command:
									
# /usr/lib64/nagios/plugins/check_nrpe -H RedHatStorageNodeIP

	
										The output is displayed as given below:
									
NRPE v2.14




								If not, ensure the that port 5666 is opened on the Red Hat Gluster Storage node.
							
On Red Hat Gluster Storage based on Red Hat Enterprise Linux 6:
	
										Run the following command on the Red Hat Gluster Storage node as root to get a listing of the current iptables rules:
									
# iptables -L

	
										If the port is open, the following appears in your output.
									
ACCEPT     tcp  --  anywhere             anywhere            tcp dpt:5666



On Red Hat Gluster Storage based on Red Hat Enterprise Linux 7:
	
										Run the following command on the Red Hat Gluster Storage node as root to get a listing of the current firewall rules:
									
# firewall-cmd --list-all-zones

	
										If the port is open, 5666/tcp is listed beside ports: under one or more zones in your output.
									




	
								If the port is not open, add an iptables rule for the port.
							
On Red Hat Gluster Storage based on Red Hat Enterprise Linux 6:
	
										To add iptables rule, edit the iptables file as shown below: 
# vi /etc/sysconfig/iptables


									

	
										Add the following line in the file: 
-A INPUT -m state --state NEW -m tcp -p tcp --dport 5666 -j ACCEPT


									

	
										Restart the iptables service using the following command: 
# service iptables restart


									

	
										Save the file and restart the NRPE service: 
# service nrpe restart


									



On Red Hat Gluster Storage based on Red Hat Enterprise Linux 7:
	
										Run the following commands to open the port:
									
# firewall-cmd --zone=public --add-port=5666/tcp
# firewall-cmd --zone=public --add-port=5666/tcp --permanent




	
								Checking Port 5666 From the Nagios Server with Telnet
							

								Use telnet to verify the Red Hat Gluster Storage node's ports. To verify the ports of the Red Hat Gluster Storage node, perform the steps given below:
							
	
										Log in as root on Nagios server.
									

	
										Test the connection on port 5666 from the Nagios server to the Red Hat Gluster Storage node using the following command: 
# telnet RedHatStorageNodeIP 5666


									

	
										The output displayed is similar to: 
telnet 10.70.36.49 5666
Trying 10.70.36.49...
Connected to 10.70.36.49.
Escape character is '^]'.


									




	
								Connection Refused By Host
							

								This error is due to port/firewall issues or incorrectly configured allowed_hosts directives. See the sections CHECK_NRPE: Error - Could Not Complete SSL Handshake and CHECK_NRPE: Socket Timeout After n Seconds for troubleshooting steps.
							





				


      ⁠13.6.2. Troubleshooting General Issues




				This section describes the troubleshooting procedures for general issues related to Nagios.
			
Graphs are not displayed in Trends tab

					Ensure that the host name given in Name field of Add Host window matches the host name given while configuring Nagios. The host name of the node is used while configuring Nagios server using auto-discovery.
				




      ⁠Part IV. Managing Advanced Functionality





      ⁠Chapter 14. Managing Multilevel Administration




		Red Hat Gluster Storage Console supports multilevel administration. That is, users can be assigned a variety of permissions for specific objects using a number of default roles. This section describes how to set up user roles that control levels of permissions for different objects and actions in your storage environment. Customized roles can also be created and assigned to users.
	

		Red Hat Gluster Storage Console relies on directory services for user authentication. The providers of directory services currently supported for use with the Red Hat Gluster Storage Console are Identity (IdM), Active Directory, and Red Hat Directory Server (RHDS).
	
Note


			Users are not created in Red Hat Gluster Storage, but in the Directory Services domain. Red Hat Gluster Storage Console can be configured to use multiple Directory Services domains. See the Red Hat Gluster Storage Console Installation Guide for more information.
		



      ⁠14.1. Configuring Roles




			Roles are predefined sets of privileges that can be configured from Red Hat Gluster Storage Console, providing access and management permissions to different levels of resources in the cluster. Permissions enable users to perform actions on objects.
		

			With multilevel administration, any permissions that apply to a container object also apply to all individual objects within that container. For example, when a server administrator role is assigned to a user on a specific server, the user gains permissions to perform any of the available operations, but only on the assigned server. However, if the administrator role is assigned to a user on a cluster, the user gains permissions to perform operations on all servers within the cluster.
		

      ⁠14.1.1. Roles




				There is one type of role in Red Hat Gluster Storage Console, which is the administrator role. This role allows access to the Administration Portal for managing server resources. For example, if a user has an administrator role on a cluster, they can manage all servers in the cluster using the Administration Portal.
			

				The default roles cannot be removed from the Red Hat Gluster Storage, and their privileges cannot be modified. However, you can clone them and then customize the new roles as required.
			


      ⁠14.1.2. Creating Custom Roles




				In addition to the default roles, you can set up custom roles that permit actions on objects, such as servers and clusters, and assign privileges to specific entities. Use roles to create a granular model of permissions to suit the needs of the enterprise or a group or set of users. Use the Configure option to work with roles. You can create a New role, or Edit, Clone or Remove an existing role. In each case, the appropriate dialog box displays.
			

				Once the role is set up, you can assign the role to users as required.
			

      ⁠Procedure 14.1. Creating a New Role
	
						On the header bar of the Red Hat Gluster Storage Console menu, click Configure. The Configure dialog box displays. The dialog box includes a list of Administrator roles, and any custom roles.
					

	
						Click New. The New Role dialog box displays.
					

	
						Enter the Name and Description of the new role. This name will display in the list of roles.
					

	
						Select Admin as the Account Type. If Admin is selected, this role displays with the administrator icon in the list.
					

	
						Use the Expand All or Collapse All buttons to view more or fewer of the permissions for the listed objects in the Check Boxes to Allow Action list. You can also expand or collapse the options for each object.
					

	
						For each of the objects, select or deselect the actions you wish to permit/deny for the role you are setting up.
					

	
						Click OK to apply the changes you have made. The new role displays on the list of roles.
					





      ⁠14.1.3. Editing Roles




				While you cannot make changes to the default roles, you may need to change the permissions, names or descriptions of custom roles. To edit custom roles, use the Edit button on the Configure dialog box.
			

      ⁠Procedure 14.2. Editing a Role
	
						On the header bar of the Red Hat Gluster Storage Console menu, click Configure. The Configure dialog box displays. The dialog box below shows the list of administrator roles.
					

	
						Click Edit. The Edit Role dialog box displays. 
						
      ⁠[image: The Edit Role Dialog Box]

Figure 14.1. The Edit Role Dialog Box



					

	
						If necessary, edit the Name and Description of the role. This name will display in the list of roles.
					

	
						Use the Expand All or Collapse All buttons to view more or fewer of the permissions for the listed objects. You can also expand or collapse the options for each object.
					

	
						For each of the objects, select or deselect the actions you wish to permit/deny for the role you are editing.
					

	
						Click OK to apply the changes you have made.
					





      ⁠14.1.4. Copying Roles




				You can create a new role by cloning an existing default or custom role, and changing the permissions set as required. Use the Copy button on the Configure dialog box.
			

      ⁠Procedure 14.3. Copying a Role
	
						On the header bar of the Red Hat Gluster Storage Console, click Configure. The Configure dialog box displays. The dialog box includes a list of default roles, and any custom roles that exist on the Red Hat Gluster Storage Console.
					

      ⁠[image: The Configure Dialog Box]

Figure 14.2. The Configure Dialog Box


	
						Click Copy. The Copy Role dialog box displays. 
					

	
						Change the Name and Description of the new role. This name will display in the list of roles.
					

	
						Use the Expand All or Collapse All buttons to view more or fewer of the permissions for the listed objects. You can also expand or collapse the options for each object.
					

	
						For each of the objects, select or deselect the actions you wish to permit/deny for the role you are editing.
					

	
						Click Close to apply the changes you have made.
					







      ⁠Chapter 15. Backing Up and Restoring the Red Hat Gluster Storage Console




		The Red Hat Gluster Storage Console maintains important information about the environment and therefore must be regularly backed up. Regular backups ensure that Red Hat Gluster Storage Console can recover a previous state simply and quickly.
	

      ⁠15.1. Backing Up and Restoring the Red Hat Gluster Storage Console




      ⁠15.1.1. Backing up Red Hat Gluster Storage Console - Overview




				While taking complete backups of the machine on which the Red Hat Gluster Storage Console is installed is recommended whenever changing the configuration of that machine, a utility is provided for backing up only the key files related to the Manager. This utility - the engine-backup command - can be used to rapidly back up the engine database and configuration files into a single file that can be easily stored.
			


      ⁠15.1.2. Syntax for the engine-backup Command




				The engine-backup command works in one of two basic modes:
			
# engine-backup --mode=backup
# engine-backup --mode=restore

				These two modes are further extended by a set of parameters that allow you to specify the scope of the backup and different credentials for the engine database. A full list of parameters and their function is as follows:
			
Basic Options
	 --mode 
	
							Specifies whether the command will perform a backup operation or a restore operation. Two options are available - backup, and restore. This is a required parameter.
						

	 --file 
	
							Specifies the path and name of a file into which backups are to be taken in backup mode, and the path and name of a file from which to read backup data in restore mode. This is a required parameter in both backup mode and restore mode.
						

	 --log 
	
							Specifies the path and name of a file into which logs of the backup or restore operation are to be written. This parameter is required in both backup mode and restore mode.
						

	 --scope 
	
							Specifies the scope of the backup or restore operation. There are two options - all, which backs up both the engine database and configuration data, and db, which backs up only the engine database.
						



Database Options
	 --change-db-credentials 
	
							Allows you to specify alternate credentials for restoring the engine database using credentials other than those stored in the backup itself. Specifying this parameter allows you to add the following parameters.
						

	 --db-host 
	
							Specifies the IP address or fully qualified domain name of the host on which the database resides. This is a required parameter.
						

	 --db-port 
	
							Specifies the port by which a connection to the database will be made.
						

	 --db-user 
	
							Specifies the name of the user by which a connection to the database will be made. This is a required parameter.
						

	 --db-passfile 
	
							Specifies a file containing the password by which a connection to the database will be made. Either this parameter or the --db-password parameter must be specified.
						

	 --db-password 
	
							Specifies the plain text password by which a connection to the database will be made. Either this parameter or the --db-passfile parameter must be specified.
						

	 --db-name 
	
							Specifies the name of the database to which the database will be restored. This is a required parameter.
						

	 --db-secured 
	
							Specifies that the connection with the database is to be secured.
						

	 --db-secured-validation 
	
							Specifies that the connection with the host is to be validated.
						



Help
	 --help 
	
							Provides an overview of the available modes, parameters, sample usage, how to create a new database and configure the firewall in conjunction with backing up and restoring the Red Hat Gluster Storage Console.
						





      ⁠15.1.3. Creating a Backup with the engine-backup Command



Summary

					The process for creating a backup of the engine database and the configuration data for the Red Hat Gluster Storage Console using the engine-backup command is straightforward and can be performed while the Manager is active.
				

      ⁠Procedure 15.1. Backing up the Red Hat Gluster Storage Console
	
						Log on to the machine running the Red Hat Gluster Storage Console.
					

	
						Run the following command to create a full backup: 
						
      ⁠Example 15.1. Creating a Full Backup
# engine-backup --scope=all --mode=backup --log=[file name] --file=[file name]



						 Alternatively, run the following command to back up only the engine database: 
						
      ⁠Example 15.2. Creating an engine database Backup
# engine-backup --scope=db --mode=backup --log=[file name] --file=[file name]




					



Result

					A tar file containing a backup of the engine database, or the engine database and the configuration data for the Red Hat Gluster Storage Console, is created using the path and file name provided.
				


      ⁠15.1.4. Restoring a Backup with the engine-backup Command




				While the process for restoring a backup using the engine-backup command is straightforward, it involves several additional steps in comparison to that for creating a backup depending on the destination to which the backup is to be restored. For example, the engine-backup command can be used to restore backups to fresh installations of Red Hat Gluster Storage Console, on top of existing installations of Red Hat Gluster Storage Console, and using local or remote databases.
			
Important


					Backups can only be restored to environments of the same major release as that of the backup. For example, a backup of a Red Hat Gluster Storage Console version 3.4 environment can only be restored to another Red Hat Gluster Storage Console version 3.4 environment. To view the version of Red Hat Gluster Storage Console contained in a backup file, unpack the backup file and read the value in the version file located in the root directory of the unpacked files.
				




      ⁠15.1.5. Restoring a Backup to a Fresh Installation



Summary

					The engine-backup command can be used to restore a backup to a fresh installation of the Red Hat Gluster Storage Console. The following procedure must be performed on a machine on which the base operating system has been installed and the required packages for the Red Hat Gluster Storage Console have been installed, but the engine-setup command has not yet been run. This procedure assumes that the backup file can be accessed from the machine on which the backup is to be restored.
				
Note


					The engine-cleanup command used to prepare a machine prior to restoring a backup only cleans the engine database, and does not drop the database, delete the user that owns that database, create engine database or perform the initial configuration of the postgresql service. Therefore, these tasks must be performed manually as outlined below when restoring a backup to a fresh installation.
				



      ⁠Procedure 15.2. Restoring a Backup to a Fresh Installation
	
						Log on to the machine on which the Red Hat Gluster Storage Console is installed.
					

	
						Manually create an empty database to which the database in the backup can be restored and configure the postgresql service:
					
	
								Run the following commands to initialize the postgresql database, start the postgresql service and ensure this service starts on boot:
							
# service postgresql initdb
# service postgresql start
# chkconfig postgresql on

	
								Run the following commands to enter the postgresql command line:
							
# su postgres
$ psql

	
								Run the following command to create a new user: 
postgres=# CREATE USER [user name] PASSWORD '[password]';


							

								The password used while creating the database must be same as the one used while taking backup. If the password is different, follow step 3 in Section 15.1.7, “Restoring a Backup with Different Credentials”
							

	
								Run the following command to create the new database:
							
postgres=# create database [database name] owner [user name] template template0 encoding 'UTF8' lc_collate 'en_US.UTF-8' lc_ctype 'en_US.UTF-8';

	
								Edit the /var/lib/pgsql/data/pg_hba.conf file and add the following lines under the 'local' section near the end of the file:
							
	
										For local databases:
									
host    [database name]    [user name]    0.0.0.0/0    md5
host    [database name]    [user name]    ::0/0        md5

	
										For remote databases:
									
host    [database name]    [user name]    X.X.X.X/32   md5

										Replace X.X.X.X with the IP address of the Manager.
									




	
								Run the following command to restart the postgresql service:
							
# service postgresql restart




	
						Restore the backup using the engine-backup command:
					
# engine-backup --mode=restore --file=[file name] --log=[file name]

						If successful, the following output displays:
					
Restoring...
Note: you might need to manually fix:
- iptables/firewalld configuration
- autostart of ovirt-engine service
You can now start the engine service and then restart httpd
Done.

	
						Run the following command and follow the prompts to set up the Manager as per a fresh installation, selecting to manually configure the database when prompted:
					
# engine-setup



Result

					The engine database and configuration files for the Red Hat Gluster Storage Console have been restored to the version in the backup.
				


      ⁠15.1.6. Restoring a Backup to an Existing Installation



Summary

					The engine-backup command can restore a backup to a machine on which the Red Hat Gluster Storage Console has already been installed and set up.
				
Note


					The engine-cleanup command used to prepare a machine prior to restoring a backup only cleans the engine database, and does not drop the database, delete the user that owns that database, create engine database or perform the initial configuration of the postgresql service. Therefore, these tasks must be performed manually as outlined below when restoring a backup to an existing installation.
				



      ⁠Procedure 15.3. Restoring a Backup to an Existing Installation
	
						Log on to the machine on which the Red Hat Gluster Storage Console is installed.
					

	
						Run the following command and follow the prompts to remove the configuration files for and clean the database associated with the Manager:
					
# engine-cleanup

						Manually drop the database and create an empty database to which the database in the backup can be restored and configure the postgresql service
					
	
								Run the following commands to enter the postgresql command line:
							
# su postgres
$ psql

	
								Run the following command to drop the database:
							
# postgres=# DROP DATABASE [database name]

	
								Run the following command to create the new database:
							
# postgres=# create database [database name] owner [user name] template template0 encoding 'UTF8' lc_collate 'en_US.UTF-8' lc_ctype 'en_US.UTF-8';




	
						Restore the backup using the engine-backup command:
					
# engine-backup --mode=restore --file=[file name] --log=[file name]

						If successful, the following output displays:
					
Restoring...
Note: you might need to manually fix:
- iptables/firewalld configuration
- autostart of ovirt-engine service
You can now start the engine service and then restart httpd
Done.

	
						Run the following command and follow the prompts to re-configure the firewall and ensure the ovirt-engine service is correctly configured:
					
# engine-setup



Result

					The engine database and configuration files for the Red Hat Gluster Storage Console have been restored to the version in the backup.
				


      ⁠15.1.7. Restoring a Backup with Different Credentials



Summary

					The engine-backup command can restore a backup to a machine on which the Red Hat Gluster Storage Console has already been installed and set up, but the credentials of the database in the backup are different to those of the database on the machine on which the backup is to be restored.
				
Note


					The engine-cleanup command used to prepare a machine prior to restoring a backup only cleans the engine database, and does not drop the database, delete the user that owns that database, create engine database or perform the initial configuration of the postgresql service. Therefore, these tasks must be performed manually as outlined below when restoring a backup with different credentials.
				



      ⁠Procedure 15.4. Restoring a Backup with Different Credentials
	
						Log on to the machine on which the Red Hat Gluster Storage Console is installed.
					

	
						Run the following command and follow the prompts to remove the configuration files for and clean the database associated with the Manager:
					
# engine-cleanup

						Manually drop the database and create an empty database to which the database in the backup can be restored and configure the postgresql service:
					
	
								Run the following commands to enter the postgresql command line:
							
# su postgres
$ psql

	
								Run the following command to drop the database:
							
# postgres=# DROP DATABASE [database name]

	
								Run the following command to create the new database:
							
# postgres=# create database [database name] owner [user name] template template0 encoding 'UTF8' lc_collate 'en_US.UTF-8' lc_ctype 'en_US.UTF-8';




	
      ⁠
      ⁠
						Restore the backup using the engine-backup command with the --change-db-credentials parameter:
					
# engine-backup --mode=restore --file=[file name] --log=[file name] --change-db-credentials --db-host=[database location] --db-name=[database name] --db-user=[user name] --db-password=[password]

						If successful, the following output displays:
					
Restoring...
Note: you might need to manually fix:
- iptables/firewalld configuration
- autostart of ovirt-engine service
You can now start the engine service and then restart httpd
Done.

	
						Run the following command and follow the prompts to re-configure the firewall and ensure the ovirt-engine service is correctly configured:
					
# engine-setup



Result

					The engine database and configuration files for the Red Hat Gluster Storage Console have been restored to the version in the backup using the supplied credentials.
				




      ⁠Appendix A. Utilities




      ⁠A.1. Domain Management Tool




			Red Hat Gluster Storage Console uses directory services to authenticate users. During installation, the manager sets up a domain named internal that is only used to store the admin user. To add and remove other users from the system, you must first add the directory services in which they are found.
		

			The supported directory service is IPA. Red Hat Gluster Storage Console includes a domain management tool, rhsc-manage-domains, to add and remove domains provided by this service. In this way, you can grant access to the Red Hat Gluster Storage environment to users stored across multiple domains.
		

			You will find the rhsc-manage-domains command on the machine on which Red Hat Gluster Storage Console was installed. The rhsc-manage-domains command must be run as the root user.
		

      ⁠A.1.1. Syntax




				The usage syntax is:
			
# rhsc-manage-domains action [options]

				The available actions are:
			
	  add  
	
							Add a domain to the console directory services configuration.
						

	  edit  
	
							Edit a domain in the console directory services configuration.
						

	  delete  
	
							Delete a domain from the console directory services configuration.
						

	  validate  
	
							Validate the console directory services configuration. The command attempts to authenticate to each domain in the configuration using the configured user name and password.
						

	  list  
	
							List the current directory services configuration of the console.
						




				The options that can be combined with the actions on the command line are:
			
	--domain=DOMAIN
	
							Specifies the domain on which the action must be performed. The --domain parameter is mandatory for add, edit, and delete.
						

	--user=USER
	
							Specifies the domain user to use. The --user parameter is mandatory for add, and optional for edit.
						

	 --password-file=FILE 
	
							A file containing the password. If this is not set, the password is read interactively.
						

	 --config-file=FILE 
	
							Specifies an alternative configuration file that the command must load. The --config-file parameter is always optional.
						

	 --report 
	
							Specifies that all validation errors encountered while performing the validate action will be reported in full.
						




				Common examples of usage are discussed in subsequent sections. For full information on usage, see the rhsc-manage-domains command help output:
			
# rhsc-manage-domains --help


      ⁠A.1.2. Listing Domains in Configuration




				The rhsc-manage-domains command lists the directory services domains defined in the Red Hat Gluster Storage Console configuration. This command prints the domain, the user name in User Principal Name (UPN) format, and whether the domain is local or remote for each configuration entry.
			

      ⁠Example A.1. rhsc-manage-domains List Action
# rhsc-manage-domains list
Domain: directory.demo.redhat.com
User name: admin@DIRECTORY.DEMO.REDHAT.COM
This domain is a remote domain.




      ⁠A.1.3. Adding Domains to Configuration




				In this example, the rhsc-manage-domains command is used to add the IdM domain directory.demo.redhat.com to the Red Hat Gluster Storage Console configuration. The configuration is set to use the admin user when querying the domain; the password is provided interactively.
			

      ⁠Example A.2. rhsc-manage-domains Add Action
# rhsc-manage-domains add --domain=directory.demo.redhat.com --provider=IPA --user=admin
loaded template kr5.conf file
setting default_tkt_enctypes
setting realms
setting domain realm
success
User guid is: 80b71bae-98a1-11e0-8f20-525400866c73
Successfully added domain directory.demo.redhat.com. oVirt Engine restart is required in order for the changes to take place (service ovirt-engine restart).




      ⁠A.1.4. Editing a Domain in the Configuration




				In this example, the rhsc-manage-domains command is used to edit the directory.demo.redhat.com domain in the Red Hat Gluster Storage Console configuration. The configuration is updated to use the admin user when querying this domain; the password is provided interactively.
			

      ⁠Example A.3. rhsc-manage-domains Edit Action
# rhsc-manage-domains edit --domain=directory.demo.redhat.com --user=admin
loaded template kr5.conf file
setting default_tkt_enctypes
setting realms
setting domain realmo
success
User guide is: 80b71bae-98a1-11e0-8f20-525400866c73
Successfully edited domain directory.demo.redhat.com. oVirt Engine restart is required in order for the changes to take place (service ovirt-engine restart).




      ⁠A.1.5. Validating Domain Configuration




				In this example, the rhsc-manage-domains command is used to validate the Red Hat Gluster Storage Console configuration. The command attempts to log into each listed domain with the credentials provided in the configuration. The domain is reported as valid if the attempt is successful.
			

      ⁠Example A.4. rhsc-manage-domains Validate Action
# rhsc-manage-domains validate
User guide is: 80b71bae-98a1-11e0-8f20-525400866c73
Domain directory.demo.redhat.com is valid.




      ⁠A.1.6. Deleting a Domain from the Configuration




				In this example, the rhsc-manage-domains command is used to remove the directory.demo.redhat.com domain from the Red Hat Gluster Storage Console configuration. Users defined in the removed domain will no longer be able to authenticate with the Red Hat Gluster Storage Console. The entries for the affected users will remain defined in the Red Hat Gluster Storage Console until they are explicitly removed.
			

				The domain being removed in this example is the last one listed in the Red Hat Gluster Storage Console configuration. A warning is displayed highlighting this fact and that only the admin user from the internal domain will be able to log in until another domain is added.
			

      ⁠Example A.5. rhsc-manage-domains Delete Action
# rhsc-manage-domains delete --domain=directory.demo.redhat.com
WARNING: Domain directory.demo.redhat.com is the last domain in the configuration. After deleting it you will have to either add another domain, or to use the internal admin user in order to login.
Successfully deleted domain directory.demo.redhat.com. Please remove all users and groups of this domain using the Administration portal or the API.






      ⁠Appendix B. Changing Passwords in Red Hat Gluster Storage Console




		This appendix describes how to change passwords for the administrator user in the Administration Portal and Red Hat Gluster Storage Console PostgreSQL databases.
	

      ⁠B.1. Changing the Password for the Administrator User




			The admin@internal user account is automatically created on installing and configuring Red Hat Gluster Storage Console. This account is stored locally in the Red Hat Gluster Storage Console PostgreSQL database and exists separately from other directory services. Unlike IPA domains, users cannot be added to or deleted from the internal domain. The admin@internal user is the SuperUser for Red Hat Gluster Storage Console, and has administrator privileges over the environment via the Administration Portal.
		

			During installation, you were prompted to set a password for the admin@internal user. However, if you have forgotten the password or choose to reset the password, you can use the rhsc-config utility.
		

      ⁠Procedure B.1. Resetting the Password for the admin@internal User
	
					Log in to the Red Hat Gluster Storage Console server as the root user.
				

	
					Use the rhsc-config utility to set a new password for the admin@internal user. Run the following command: 
# rhsc-config -s AdminPassword=interactive


				

					After typing the above command, a password prompt displays for you to enter the new password.
				

					You do not need to use quotes. However, use escape shell characters if you include them in the password.
				

	
					Restart the ovirt-engine service to apply the changes. Run the following command: 
# service ovirt-engine restart


				






      ⁠Appendix C. Search Parameters




		This appendix describes the search function in Red Hat Gluster Storage Console in detail.
	

      ⁠C.1. Search Query Syntax




			Each part of the query syntax is explained in greater detail below.
		
	 Example 	 Result 
	 Hosts: cluster = cluster name 	 Displays a list of all servers in the cluster. 
	 Volumes: status = up 	 Displays a list of all volumes with status up. 
	 Events: severity > normal sortby time 	 Displays the list of all events whose severity is higher than Normal, sorted by time. 



			As you type each part of a search query, a drop-down list of choices for the next part of the search opens below the Search bar. You can either select from the list and then continue typing or selecting the next part of the search, or ignore the options and continue entering your query manually.
		

			The following table shows how Red Hat Gluster Storage Console auto-completion assists in query construction. It shows what the drop-down list will display as the administrator inputs text into the search field.
		

			Hosts: cluster = down
		
	 Input 	 List Items Displayed 	 Action 
	 h 	Hosts (1 option only) 	 
							Select Hosts or;
						

						 
							Type Hosts
						

						 
	 Hosts: 	 
							All host properties
						

						 	 Type c
	 Hosts: c 	 host properties starting with c	 Select cluster or type cluster
	 Hosts: cluster 	 
							=
						

						 
							=!
						

						 	 Select or type =
	 Hosts: cluster = 	 	 Select or type cluster name




      ⁠C.2. Searching for Resources




			This section specifies the unique set of properties for each resource and the set of associated resource types.
		

      ⁠C.2.1. Searching for Clusters




				The following table describes all search options for clusters.
			
	 Property (of resource or resource-type) 	 Type 	 Description (Reference) 
	 name 	 String 	 The unique name that identifies the clusters on the network. 
	 description 	 String 	 The description of the cluster. 
	 initialized 	 String 	 A Boolean True or False indicating the status of the cluster. 
	 sortby 	 List 	 Sorts the returned results by one of the resource properties. 
	 page 	 Integer 	 The page number of results to display. 


Example

					Clusters: initialized = true or name = Default
				

				This above query returns a list of clusters that are:
			
	
						Initialized; or
					

	
						Named Default
					





      ⁠C.2.2. Searching for Hosts




				The following table describes all search options for hosts.
			
	 Property (of resource or resource-type) 	 Type 	 Description (Reference) 
	 Events.events-prop 	 See property types in Section C.2.5, “Searching for Events”	 The property of the events associated with the host. 
	 Users.users-prop 	 See property types in Section C.2.4, “Searching for Users”	 The property of the users associated with the host. 
	 name 	 String 	 The name of the host. 
	 status 	 List 	 The availability of the host. 
	 cluster 	 String 	 The cluster to which the host belongs. 
	 address 	 String 	 The unique name that identifies the host on the network. 
	 cpu_usage 	 Integer 	 The percent of processing power usage. 
	 mem_usage 	 Integer 	 The percentage of memory usage. 
	 network_usage 	 Integer 	 The percentage of network usage. 
	 load 	 Integer 	 Jobs waiting to be executed in the run-queue per processor, in a given time slice. 
	 version 	 Integer 	 The version number of the operating system. 
	 cpus 	 Integer 	 The number of CPUs on the host. 
	 memory 	 Integer 	 The amount of memory available. 
	 cpu_speed 	 Integer 	 The processing speed of the CPU. 
	 cpu_model 	 String 	 The type of CPU. 
	 committed_mem 	 Integer 	 The percentage of committed memory. 
	 tag 	 String 	 The tag assigned to the host. 
	 type 	 String 	 The type of host. 
	 sortby 	 List 	 Sorts the returned results by one of the resource properties. 
	 page 	 Integer 	 The page number of results to display. 


Example

					Host: cluster = Default
				

				The above query returns a list of hosts that:
			
	
						Are part of the Default cluster.
					





      ⁠C.2.3. Searching for Volumes




				The following table describes all search options for volumes.
			
	 Property (of resource or resource-type) 	 Type 	 Description (Reference) 
	 Clusters.clusters prop 	 See property types in Section C.2.1, “Searching for Clusters”	 The property of the clusters associated with the volume. 
	 name 	 String 	 The name of the volume. 
	 status 	 List 	 The availability of the volume. 
	 type 	 List 	 The type of the volume. 
	 transport_type 	 List 	 The transport type of the volume. 
	 replica_count 	 Integer 	 The replicate count of the volume. 
	 sortby 	 List 	 Sorts the returned results by one of the resource properties. 
	 page 	 Integer 	 The page number of results to display. 


Example

					Volumes: Cluster.name = Default and Status = Up
				

				The above query returns a list of volumes that:
			
	
						Belong to the Default cluster and the status of the volume is Up.
					





      ⁠C.2.4. Searching for Users




				The following table describes all search options for users.
			
	 Property (of resource or resource-type) 	 Type 	 Description (Reference) 
	 Hosts.hosts- prop 	 See property types in Section C.2.2, “Searching for Hosts”	 The property of the hosts associated with the user. 
	 Events.events-prop 	 See property types in Section C.2.5, “Searching for Events”	 The property of the events associated with the user. 
	 name 	 String 	 The name of the user. 
	 lastname 	 String 	 The last name of the user. 
	 usrname 	 String 	 The unique name of the user. 
	 department 	 String 	 The department to which the user belongs. 
	 group 	 String 	 The group to which the user belongs. 
	 title 	 String 	 The title of the user. 
	 status 	 String 	 The status of the user. 
	 role 	 String 	 The role of the user. 
	 tag 	 String 	 The tag to which the user belongs. 
	 pool 	 String 	 The pool to which the user belongs. 
	 sortby 	 List 	 Sorts the returned results by one of the resource properties. 
	 page 	 Integer 	 The page number of results to display. 


Example

					Users: Events.severity > normal and Hosts.name = Server name 
				

				The above query returns a list of users for which:
			
	
						Events of a severity greater than Normal have occurred on their hosts.
					





      ⁠C.2.5. Searching for Events




				The following table describes all search options you can use to search for events. Auto-completion is offered for many options as appropriate.
			
	 Property (of resource or resource-type) 	 Type 	 Description (Reference) 
	 Hosts.hosts-prop 	 See property types in Section C.2.2, “Searching for Hosts”	 The property of the hosts associated with the event. 
	 Users.users-prop 	 See property types in Section C.2.4, “Searching for Users”	 The property of the users associated with the event. 
	 type 	 List 	 Type of the event. 
	 severity 	 List 	 The severity of the Event: Warning/Error/Normal 
	 message 	 String 	 Description of the event type. 
	 time 	 Integer 	 Time at which the event occurred. 
	 usrname 	 usrname 	 The user name associated with the event. 
	 event_host 	 String 	 The host associated with the event. 
	 sortby 	 List 	 Sorts the returned results by one of the resource properties. 
	 page 	 Integer 	 The page number of results to display. 


Example

					Events: event_host = gonzo.example.com
				

				The above query returns a list of events for which:
			
	
						The event occurred on the server named gonzo.example.com.
					






      ⁠C.3. Saving and Accessing Queries as Bookmarks




			Search queries can be saved as bookmarks. This allows you to sort and display results lists with a single click. You can save, edit and remove bookmarks with the Bookmarks pane.
		

      ⁠C.3.1. Creating Bookmarks




				Bookmarks can be created for any type of available search, using a number of criteria.
			

      ⁠Procedure C.1. Saving a Query String as a Bookmark
	
						Enter the search query in the Search bar  (see Appendix D).
					

	
						Click the Bookmark button to the right of the Search bar.
					

						The New Bookmark dialog box displays. The query displays in the Search String field. You can edit the query if required.
					

	
						In Name, specify a descriptive name for the search query.
					

	
						Click OK to save the query as a bookmark.
					

	
						The search query is saved and displays in the Bookmarks pane.
					





      ⁠C.3.2. Editing Bookmarks




				Bookmarks can be edited for any type of available search, using an existing bookmark.
			

      ⁠Procedure C.2. Editing a Bookmark
	
						Select a bookmark from the Bookmarks pane.
					

	
						The results list displays the items according to the criteria. Click the Edit button on the Bookmark pane.
					

						The Edit Bookmark dialog box displays. The query displays in the Search String field. Edit the search string as required.
					

	
						Change the Name and Search String as necessary.
					

	
						Click OK to save the edited bookmark.
					





      ⁠C.3.3. Deleting Bookmarks




				Bookmarks can be deleted.
			

      ⁠Procedure C.3. Deleting a Bookmark
	
						Select one or more bookmark from the Bookmarks pane.
					

	
						The results list displays the items according to the criteria. Click the Remove button on the Bookmark pane.
					

						The Remove Bookmark dialog box displays.
					

	
						Click OK to remove the selected bookmarks.
					







      ⁠Appendix D. Configuration Files




      ⁠D.1. Nagios Configuration Files




			Auto-discovery creates folders and files as part of configuring Red Hat Gluster Storage nodes for monitoring. All nodes in the trusted storage pool are configured as hosts in Nagios. The Host and Hostgroup configurations are also generated for trusted storage pool with cluster name. Ensure that the following files and folders are created with the details described to verify the Nagios configurations generated using Auto-discovery.
		
	
					In /etc/nagios/gluster/ directory, a new directory Cluster-Name is created with the name provided as Cluster-Name while executing configure-gluster-nagios command for auto-discovery. All configurations created by auto-discovery for the cluster are added in this folder.
				

	
					In /etc/nagios/gluster/Cluster-Name directory, a configuration file, Cluster-Name.cfg is generated. This file has the host and hostgroup configurations for the cluster. This also contains service configuration for all the cluster/volume level services.
				

					The following Nagios object definitions are generated in Cluster-Name.cfg file:
				
	
							A hostgroup configuration with hostgroup_name as cluster name.
						

	
							A host configuration with host_name as cluster name.
						

	
							The following service configurations are generated for cluster monitoring:
						
	
									A Cluster - Quorum service to monitor the cluster quorum.
								

	
									A Cluster Utilization service to monitor overall utilization of volumes in the cluster. This is created only if there is any volume present in the cluster.
								

	
									A Cluster Auto Config service to periodically synchronize the configurations in Nagios with Red Hat Gluster Storage trusted storage pool.
								




	
							The following service configurations are generated for each volume in the trusted storage pool:
						
	
									A Volume Status - Volume-Name service to monitor the status of the volume.
								

	
									A Volume Utilization - Volume-Name service to monitor the utilization statistics of the volume.
								

	
									A Volume Quota - Volume-Name service to monitor the Quota status of the volume, if Quota is enabled for the volume.
								

	
									A Volume Self-Heal - Volume-Name service to monitor the Self-Heal status of the volume, if the volume is of type replicate or distributed-replicate.
								

	
									A Volume Geo-Replication - Volume-Name service to monitor the Geo Replication status of the volume, if Geo-replication is configured for the volume.
								







	
					In /etc/nagios/gluster/Cluster-Name directory, a configuration file with name Host-Name.cfg is generated for each node in the cluster. This file has the host configuration for the node and service configuration for bricks from the particular node. The following Nagios object definitions are generated in Host-name.cfg.
				
	
							A host configuration which has Cluster-Name in the hostgroups field.
						

	
							The following services are created for each brick in the node:
						
	
									A Brick Utilization - brick-path service to monitor the utilization of the brick.
								

	
									A Brick - brick-path service to monitor the brick status.
								










      ⁠Table D.1. Nagios Configuration Files
	 File Name 	 Description 
	 
							/etc/nagios/nagios.cfg
						

						 	 
							Main Nagios configuration file.
						

						 
	 
							/etc/nagios/cgi.cfg
						

						 	 
							CGI configuration file.
						

						 
	 
							/etc/httpd/conf.d/nagios.conf
						

						 	 
							Nagios configuration for httpd.
						

						 
	 
							/etc/nagios/passwd
						

						 	 
							Password file for Nagios users.
						

						 
	 
							/etc/nagios/nrpe.cfg
						

						 	 
							NRPE configuration file.
						

						 
	 
							/etc/nagios/gluster/gluster-contacts.cfg
						

						 	 
							Email notification configuration file.
						

						 
	 
							/etc/nagios/gluster/gluster-host-services.cfg
						

						 	 
							Services configuration file that's applied to every Red Hat Gluster Storage node.
						

						 
	 
							/etc/nagios/gluster/gluster-host-groups.cfg
						

						 	 
							Host group templates for a Red Hat Gluster Storage trusted storage pool.
						

						 
	 
							/etc/nagios/gluster/gluster-commands.cfg
						

						 	 
							Command definitions file for Red Hat Gluster Storage Monitoring related commands.
						

						 
	 
							/etc/nagios/gluster/gluster-templates.cfg
						

						 	 
							Template definitions for Red Hat Gluster Storage hosts and services.
						

						 
	 
							/etc/nagios/gluster/snmpmanagers.conf 
						

						 	 
							SNMP notification configuration file with the IP address and community name of SNMP managers where traps need to be sent.
						

						 






      ⁠Appendix E. Revision History





			Revision History
	Revision 3.4-1	Tue Sep 04 2018	Red Hat Gluster Storage Documentation Team
	
						Updates for Red Hat Gluster Storage 3.4 release.
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/* global window document labels lang_menu_2_div hljs */
var docs = (function(docs){
    /*
     * NOTE: The docs module will not work properly unless the init function is called, as the jQuery object is dynamically
     * loaded using requirejs.
     */
    var jQuery = window.jQuery;
    var listeners = [];
    var ready = false;

    // BEGIN UTIL FUNCTIONS
    docs.utils = (function() {
        var exports = {};

        exports.setCookie = function(name, value, expires, path, domain, secure) {
            document.cookie = name + "=" + value +
            ((expires) ? ";expires=" + expires.toGMTString() : "") +
            ((path) ? ";path=" + path : "");
            // +
            //		((domain) ? ";domain=" + domain : "") +
            //		((secure) ? ";secure" : "");
        };

        exports.isSafari = function() {
            return navigator.userAgent.indexOf("Safari") != -1 && navigator.userAgent.indexOf("Chrome") == -1;
        };

        exports.scrollToTarget = function() {
            if (jQuery(window.location.hash).length > 0) {
                jQuery('html, body').animate({ scrollTop: jQuery(window.location.hash).offset().top}, 1000);
            }
        };

        exports.getCurrentPageName = function() {
            return window.location.href.substr(window.location.href.lastIndexOf("/") + 1);
        };

        exports.escapeElementId = function(elem) {
            return elem.replace('&', '\\&');
        };

        return exports;
    }());
    // END UTIL FUNCTIONS

    // BEGIN TOC FUNCTIONS
    docs.toc = (function(utils) {
        var num_days = 7;
        var name_menu = window.location.hostname + '-publican-menu';

        function init() {
            // New toc
            var navigation = jQuery('#navigation');
            if (navigation.is(":visible")) {
                initNewToc(navigation);
            }

            // Old selectbox toc
            var docToc = jQuery(".doctoc");
            if (docToc.is(":visible")) {
                initOldToc(docToc);
            }
        }

        function initOldToc(docToc) {
            checkToc();
            docToc.load('index.html .toc:eq(0)', function () {
                loadDocNav();
            });
            utils.scrollToTarget();
        }

        function initNewToc(navigation) {
            navigation.load('index.html div > div.toc:eq(0), section > div.toc:eq(0)', function () {
                // Add the close button and bind the click event
                var tocButton = jQuery('<button class="menu-toggle"><span></span></button>');
                navigation.append(tocButton);
                tocButton.click(function (e) {
                    toggleToc();
                });

                // Check the saved state and apply the toc styling
                styleToc();
                checkToc();

                // Safari has a bug in getBoundingClientRect that needs the page to be loaded to return valid info.
                if (utils.isSafari()) {
                    jQuery(window).load(function () {
                        styleToc();
                    });
                }
            });

            jQuery(window).scroll(function (e) {
                styleToc();
            }).resize(function (e) {
                styleToc();
            });

            // Add a mechanism to handle the the main menu dropdowns.
            // TODO: This is hacky and a better way should be found to handle this.
            jQuery('.primary-nav a').on('click', function () {
                setTimeout(function () {
                    styleToc();
                }, 600);
            });
        }

        function loadDocNav() {
            var topDocNav = getTopDocNav();
            var bottomDocNav = getBottomDocNav();

            updateDocNavItems(utils.getCurrentPageName(), topDocNav, bottomDocNav);

            var onChange = function () {
                var currentPage = utils.getCurrentPageName();
                var newSelection = jQuery(this).val();
                window.location = newSelection;
                if (newSelection.indexOf(currentPage) === 0) {
                    updateDocNavItems(newSelection, getTopDocNav(), getBottomDocNav());
                }
            };
            topDocNav.change(onChange);
            bottomDocNav.change(onChange);
        }

        function updateDocNavItems(filename, topDocNav, bottomDocNav) {
            topDocNav.val(filename);
            bottomDocNav.val(filename);
        }

        function getTopDocNav() {
            return jQuery(".docnav.top").find(".pageSelect");
        }

        function getBottomDocNav() {
            return jQuery(".docnav.bottom").find("select");
        }

        function styleToc() {
            /* NOTE: We need to use an absolute position due to the portal adding content (ie outage messages), which then makes the toc overlap
             * that. There is a minor effect of some flickering, but it's minimal and currently the best situation since no events are fired by the
             * portal to say it's finished.
             */
            var nav = jQuery('#navigation');
            var navToc = nav.find('.toc');

            var main = jQuery('#legacy-portal');
            var main_rect = main[0].getBoundingClientRect();
            var main_height = main.height();
            var main_bottom = main_rect.bottom;
            var main_top = main_rect.top;

            var my_top = main.offset().top - jQuery('#main').offset().top + 5;
            var height = main_height - 5;
            var pos = "absolute";
            if (main_top <= 0) {
                my_top = 0;
                pos = "fixed";
            }

            if (navToc.is(':visible')) {
                if (pos === "fixed") {
                    if (height > ((window.innerHeight || document.documentElement.clientHeight) - my_top)) {
                        height = (window.innerHeight || document.documentElement.clientHeight) - my_top;
                    }

                    if (my_top + height > main_bottom) {
                        height = main_bottom - my_top;
                    }
                } else {
                    if (height > ((window.innerHeight || document.documentElement.clientHeight) - main_top)) {
                        height = (window.innerHeight || document.documentElement.clientHeight) - main_top - 5;
                    }

                    if (height > main_bottom) {
                        height = main_bottom;
                    }
                }

                nav.attr('style', 'top: ' + my_top + 'px !important; height: ' + height + 'px; position: ' + pos);
                navToc.attr('style', 'top: 0px !important; height: ' + height + 'px;');
            } else {
                nav.attr('style', 'top: ' + my_top + 'px !important; height: 0px; position: ' + pos);
            }
        }

        function checkToc() {
            if (document.cookie) {
                var cookies = document.cookie.split(/ *; */);
                for (var i = 0; i < cookies.length; i++) {
                    var current_c = cookies[i].split("=");
                    if (current_c[0] == name_menu) {
                        var menu_status = current_c[1];
                        if (menu_status == "closed") {
                            hideToc();
                        }
                        break;
                    }
                }
            }
        }

        function toggleToc() {
            if (jQuery("#navigation .toc").is(':visible')) {
                hideToc();
            } else {
                showToc();
            }
        }

        function hideToc() {
            var nav = jQuery("#navigation");
            nav.find("button").addClass("tocClosed");
            nav.find(".toc").hide();
            jQuery("#main").addClass('noLtoc');
            styleToc();

            var expDate = new Date();
            expDate.setDate(expDate.getDate() + num_days);
            utils.setCookie(name_menu, 'closed', expDate, '/', false, false);
        }

        function showToc() {
            var nav = jQuery("#navigation");
            nav.find("button").removeClass("tocClosed");
            nav.find(".toc").show();
            jQuery("#main").removeClass('noLtoc');
            styleToc();

            var expDate = new Date();
            expDate.setDate(expDate.getDate() + num_days);
            utils.setCookie(name_menu, 'open', expDate, '/', false, false);
        }

        return {
            init: init,
            toggleToc: toggleToc,
            getTopDocNav: getTopDocNav,
            getBottomDocNav: getBottomDocNav
        };
    }(docs.utils));
    // END TOC FUNCTIONS

    // BEGIN BREADCRUMB FUNCTIONS
    docs.breadcrumbs = (function(labels, utils) {
        var work = 1;

        function init(current_product, current_version, current_book) {
            var support_label = labels["trans_strings"]["Support"];
            var doc_label = labels["trans_strings"]["Product_Documentation"];

            // Create the very basic breadcrumb array
            var doc_array = [doc_label];
            var breadcrumbs = [
                [support_label, "/support/"],
                doc_array
            ];

            // Create the base breadcrumb, which will later be replaced with the extended version
            if (typeof current_product != "undefined" && current_product != '') {
                var prod_label = getProductLabel(current_product);
                var prod_array = [prod_label];
                breadcrumbs.push(prod_array);

                doc_array[1] = "../";

                if (typeof current_version != "undefined" && current_version != '') {
                    var version_label = getVersionLabel(current_product, current_version);
                    var version_array = [version_label];
                    breadcrumbs.push(version_array);

                    doc_array[1] = "../../";
                    prod_array[1] = "../";

                    if (typeof current_book != "undefined" && current_book != '') {
                        doc_array[1] = "../../../../";
                        prod_array[1] = "../../../";
                        version_array[1] = "../../";

                        var book_label = getBookLabel(current_product, current_version, current_book);
                        breadcrumbs.push([book_label]);
                    }
                }
            }

            window.breadcrumbs = breadcrumbs;
        }

        function getProductLabel(current_product) {
            if (current_product !== 'Products') {
                return labels[current_product]["label"];
            } else {
                return labels["trans_strings"]["Products"];
            }
        }

        function getVersionLabel(current_product, current_version) {
            if (current_version !== 'Versions') {
                return labels[current_product][current_version]["label"];
            } else {
                return labels["trans_strings"]["Versions"];
            }
        }

        function getBookLabel(current_product, current_version, current_book) {
            if (current_book !== 'Books') {
                return labels[current_product][current_version][current_book]["label"];
            } else {
                return labels["trans_strings"]["Books"];
            }
        }

        function loadMenus(toc_path, current_product, current_version, current_book) {
            var breadcrumbs = jQuery("#breadcrumbs");

            // Add a small timeout, to try to fix the items not loading
            setTimeout(function () {
                // We only care about fixing up the default breadcrumbs if we have a current product
                if (typeof current_product !== "undefined" && current_product != '') {
                    // Build the new breadcrumbs html
                    var html = jQuery(buildHTML(toc_path, current_product, current_version, current_book));

                    // Remove the dummy Product Documentation text node
                    var breadcrumbsDiv = breadcrumbs.get(0);
                    while (breadcrumbsDiv.childNodes.length > 1) {
                        breadcrumbsDiv.removeChild(breadcrumbsDiv.lastChild);
                    }

                    // Add the new breadcrumbs
                    breadcrumbs.append(html);

                    // Add a small timeout, to try to fix the items not loading
                    // Load and add the hover menus
                    loadMenu("product_menu", toc_path + "/products_menu.html");
                    loadMenu("version_menu", toc_path + '/' + current_product + "/versions_menu.html");
                    if (typeof current_version !== "undefined" && current_version != '') {
                        loadMenu("book_menu", toc_path + '/' + current_product + '/' + current_version + '/' + "/books_menu.html");
                        if (typeof current_book != "undefined" && current_book != '') {
                            loadMenu("book_lang_menu", toc_path + '/' + current_product + '/' + current_version + '/' + current_book + "/lang_menu.html");
                            loadMenu("book_format_menu", toc_path + '/' + current_product + '/' + current_version + '/' + current_book + "/format_menu.html", true);
                        }
                    }
                }

                // For splash pages the language menu is loaded in a global javascript variable
                if (typeof lang_menu_2_div != "undefined" && lang_menu_2_div != '') {
                    breadcrumbs.append(lang_menu_2_div);
                    bindMouseEvents(breadcrumbs, 'lang_menu_2', 'lang_menu_list');
                }

                bindMenuEvents(breadcrumbs, current_version, current_book);
            }, 500);
        }

        function buildHTML(toc_path, current_product, current_version, current_book) {
            // Get the labels
            var prod_label = getProductLabel(current_product);

            // Convert the default menu into something we can use
            var html = '<a href="' + toc_path + '/index.html">' + labels["trans_strings"]["Product_Documentation"] + '</a>';
            html += '<div id="product_menu"><div>' + prod_label + '</div></div>';
            if (typeof current_version !== "undefined" && current_version !== '') {
                var version_label = getVersionLabel(current_product, current_version);
                html += '<div id="version_menu"><div>' + version_label + '</div></div>';
                if (typeof current_book !== "undefined" && current_book !== '') {
                    var book_label = getBookLabel(current_product, current_version, current_book);
                    html += '<div id="book_menu"><div>' + book_label + '</div></div>';

                    if (current_book !== 'Books') {
                        html += '<div id="left-menu"><div id="book_format_menu"><div>' + labels["trans_strings"]["Formats"] + '</div></div>';
                        html += '<div id="book_lang_menu"></div></div>';
                    }
                }
            }
            return html;
        }

        // Setup the menu expand/retract listeners
        function bindMenuEvents(breadcrumbs, current_version, current_book) {
            bindMouseEvents(breadcrumbs, 'product_menu', 'product_menu_list');

            if (typeof current_version !== "undefined" && current_version !== '') {
                bindMouseEvents(breadcrumbs, 'version_menu', 'version_menu_list');

                if (typeof current_book !== "undefined" && current_book !== '') {
                    bindMouseEvents(breadcrumbs, 'book_menu', 'book_menu_list');

                    if (current_book !== 'Books') {
                        bindMouseEvents(breadcrumbs, 'book_format_menu', 'book_format_menu_list');
                        bindMouseEvents(breadcrumbs, 'book_lang_menu', 'book_lang_menu_list');
                    }
                }
            }
        }

        function bindMouseEvents(parent_ele, id, menu_id) {
            var menu_ele = jQuery('#' + id, parent_ele);
            menu_ele.on('mouseout', function () {
                work = 1;
                retractMenu(menu_id);
            });
            menu_ele.on('mouseover', function () {
                work = 1;
                expandMenu(menu_id);
            });
        }

        function loadMenu(id, url, replace) {
            jQuery.get(url, function(data) {
                if (replace) {
                    jQuery('#' + id).html(data);
                } else {
                    jQuery('#' + id).append(data);
                }
            });
        }

        function expandMenu(id) {
            if (work) {
                work = 0;
                var entity = document.getElementById(id);
                if (entity) {
                    var my_class = entity.className;
                    var my_parent = entity.parentNode;
                    if (my_class.indexOf("hidden") != -1) {
                        entity.className = my_class.replace(/hidden/, "visible");
                        my_parent.className = my_parent.className.replace(/collapsed/, "expanded");
                    }
                }
            }
        }

        function retractMenu(id) {
            if (work) {
                work = 0;
                var entity = document.getElementById(id);
                if (entity) {
                    var my_class = entity.className;
                    var my_parent = entity.parentNode;
                    if (my_class.indexOf("visible") != -1) {
                        entity.className = my_class.replace(/visible/, "hidden");
                        my_parent.className = my_parent.className.replace(/expanded/, "collapsed");
                    }
                }
            }
        }

        return {
            init: init,
            loadMenus: loadMenus,
            expandMenu: expandMenu,
            retractMenu: retractMenu
        };
    }(window.labels, docs.utils));
    // END BREADCRUMBS FUNCTIONS

    // START ANALYTICS FUNCTIONS
    docs.analytics = (function() {
        function runAnalytics(ajq) {
            /*
             var pkBaseUrl = (('https:' == document.location.protocol) ? 'https://engstats.redhat.com/piwik/' : 'http://engstats.redhat.com/piwik/');
             var pkUrl = pkBaseUrl + 'piwik.js';
             ajq('body').append('<noscript><p><img src="https://engstats.redhat.com/piwik/piwik.php?idsite=3" style="border:0" alt="" /></p></noscript>');
             require([pkUrl], function() {
             try {
             var piwikTracker = Piwik.getTracker(pkBaseUrl + 'piwik.php', 3);
             if (document.location.hostname == 'access.redhat.com') {
             piwikTracker.trackPageView();
             piwikTracker.enableLinkTracking();
             }
             } catch(err) {}
             });
             */
        }

        return {
            runAnalytics: runAnalytics
        };
    }());
    // END ANALYTICS FUNCTIONS

    // START SPLASH PAGE FUNCTIONS
    docs.splash_page = (function(utils) {
        function init() {
            jQuery(window).bind('hashchange', function () {
                if (window.location.hash === "") {
                    // activate the default section
                } else {
                    //Grab what is after the # from the url bar and remove the #
                    var anchorid = window.location.hash.replace("#", "");
                    var id = anchorid;
                    if (anchorid.match("_")) {
                        id = id.replace(/_.*/g, '');
                    }
                    activateElement2(id + '-selector');
                    activateElement(id + '-categories');
                    activateElement(id);
                    if (anchorid.match("_")) {
                        activateElement2(anchorid, 1);
                    }
                }
            });
            jQuery(window).trigger('hashchange');
        }

        function _activateElement(ele) {
            ele.addClass('active');
            ele.removeClass('hidden');
            ele.siblings().addClass('hidden');
            ele.siblings().removeClass('active');
        }

        function activateElement(elem) {
            _activateElement(jQuery('#' + utils.escapeElementId(elem)));
        }

        function activateElement2(elem, focus) {
            var ele = jQuery('#' + utils.escapeElementId(elem));
            ele.addClass('active');
            ele.siblings().removeClass('active');
            if (focus) {
                jQuery('html,body').animate({scrollTop: ele.offset().top},'slow');
            }
        }

        function activateParentElement(elem) {
            _activateElement(jQuery('#' + utils.escapeElementId(elem)).parent());
        }

        function resetCategories(categ, vers, me) {
            categ = utils.escapeElementId(categ);
            vers = utils.escapeElementId(vers);
            jQuery('#' + categ).children().removeClass('active');
            jQuery(me).addClass('active');
            jQuery('#' +vers).children().removeClass('active');
            jQuery('#' +vers).children().removeClass('hidden');
        }

        return {
            init: init,
            activateElement: activateElement,
            activateElement2: activateElement2,
            activateParentElement: activateParentElement,
            resetCategories: resetCategories
        }
    }(docs.utils));
    // END SPLASH PAGE FUNCTIONS

    function _init(ajq) {
        // Update the JQuery reference, as jquery may only have been loaded during this call
        jQuery = ajq;

        // The docs module is now ready so fire an event
        fireReady();
    }

    function fireReady() {
        if (!ready) {
            ready = true;

            // Fire the ready event to any listeners
            for (var i = 0; i < listeners.length; i++) {
                listeners[i]();
            }
        }
    }

    docs.whenReady = function(callback) {
        if (ready) {
            callback();
        } else {
            listeners.push(callback);
        }
    };

    docs.isReady = function() {
        return ready;
    };

    docs.init = function(toc_path, current_product, current_version, current_book) {
        // Set the siteMapState variable so that the main tab is highlighted
        window.siteMapState = "products & services";

        // Build the core breadcrumbs window object
        docs.breadcrumbs.init(current_product, current_version, current_book);

        // Load the rest of the content when the chroming is ready
        chrometwo_require(['jquery', 'chrome_lib'], function (ajq, lib) {
            // Init the internals
            _init(ajq);

            // Initialise the table of contents
            docs.toc.init();

            // Enable highlighting
            if (typeof hljs !== "undefined") {
                ajq('pre[class*="language-"]').each(function (i, block) {
                    hljs.highlightBlock(block);
                });
            }

            // Load the breadcrumbs menu items
            lib.whenBreadcrumbsReady(function() {
                docs.breadcrumbs.loadMenus(toc_path, current_product, current_version, current_book);
            });
        });
    };

    docs.init_splash_page = function() {
        chrometwo_require(['jquery'], function (ajq) {
            // Init the internals
            _init(ajq);

            // Export some functions to the window, since the templates use window based functions
            window.activateElement = docs.splash_page.activateElement;
            window.activateElement2 = docs.splash_page.activateElement2;
            window.activateParentElement = docs.splash_page.activateParentElement;
            window.resetCategories = docs.splash_page.resetCategories;

            // Initialise the splash page functionality
            docs.splash_page.init();
        });
    };

    // Export some functions to the window for legacy purposes
    window.initializeBreadcrumbs = docs.init;
    window.runAnalytics = docs.analytics.runAnalytics;

    // jQuery may already be available, if that's the case then fire the ready event
    if (typeof jQuery !== 'undefined') {
        fireReady();
    }

    return docs;
}({}));
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(function(a,b){function cy(a){return f.isWindow(a)?a:a.nodeType===9?a.defaultView||a.parentWindow:!1}function cv(a){if(!ck[a]){var b=c.body,d=f("<"+a+">").appendTo(b),e=d.css("display");d.remove();if(e==="none"||e===""){cl||(cl=c.createElement("iframe"),cl.frameBorder=cl.width=cl.height=0),b.appendChild(cl);if(!cm||!cl.createElement)cm=(cl.contentWindow||cl.contentDocument).document,cm.write((c.compatMode==="CSS1Compat"?"<!doctype html>":"")+"<html><body>"),cm.close();d=cm.createElement(a),cm.body.appendChild(d),e=f.css(d,"display"),b.removeChild(cl)}ck[a]=e}return ck[a]}function cu(a,b){var c={};f.each(cq.concat.apply([],cq.slice(0,b)),function(){c[this]=a});return c}function ct(){cr=b}function cs(){setTimeout(ct,0);return cr=f.now()}function cj(){try{return new a.ActiveXObject("Microsoft.XMLHTTP")}catch(b){}}function ci(){try{return new a.XMLHttpRequest}catch(b){}}function cc(a,c){a.dataFilter&&(c=a.dataFilter(c,a.dataType));var d=a.dataTypes,e={},g,h,i=d.length,j,k=d[0],l,m,n,o,p;for(g=1;g<i;g++){if(g===1)for(h in a.converters)typeof h=="string"&&(e[h.toLowerCase()]=a.converters[h]);l=k,k=d[g];if(k==="*")k=l;else if(l!=="*"&&l!==k){m=l+" "+k,n=e[m]||e["* "+k];if(!n){p=b;for(o in e){j=o.split(" ");if(j[0]===l||j[0]==="*"){p=e[j[1]+" "+k];if(p){o=e[o],o===!0?n=p:p===!0&&(n=o);break}}}}!n&&!p&&f.error("No conversion from "+m.replace(" "," to ")),n!==!0&&(c=n?n(c):p(o(c)))}}return c}function cb(a,c,d){var e=a.contents,f=a.dataTypes,g=a.responseFields,h,i,j,k;for(i in g)i in d&&(c[g[i]]=d[i]);while(f[0]==="*")f.shift(),h===b&&(h=a.mimeType||c.getResponseHeader("content-type"));if(h)for(i in e)if(e[i]&&e[i].test(h)){f.unshift(i);break}if(f[0]in d)j=f[0];else{for(i in d){if(!f[0]||a.converters[i+" "+f[0]]){j=i;break}k||(k=i)}j=j||k}if(j){j!==f[0]&&f.unshift(j);return d[j]}}function ca(a,b,c,d){if(f.isArray(b))f.each(b,function(b,e){c||bE.test(a)?d(a,e):ca(a+"["+(typeof e=="object"||f.isArray(e)?b:"")+"]",e,c,d)});else if(!c&&b!=null&&typeof b=="object")for(var e in b)ca(a+"["+e+"]",b[e],c,d);else d(a,b)}function b_(a,c){var d,e,g=f.ajaxSettings.flatOptions||{};for(d in c)c[d]!==b&&((g[d]?a:e||(e={}))[d]=c[d]);e&&f.extend(!0,a,e)}function b$(a,c,d,e,f,g){f=f||c.dataTypes[0],g=g||{},g[f]=!0;var h=a[f],i=0,j=h?h.length:0,k=a===bT,l;for(;i<j&&(k||!l);i++)l=h[i](c,d,e),typeof l=="string"&&(!k||g[l]?l=b:(c.dataTypes.unshift(l),l=b$(a,c,d,e,l,g)));(k||!l)&&!g["*"]&&(l=b$(a,c,d,e,"*",g));return l}function bZ(a){return function(b,c){typeof b!="string"&&(c=b,b="*");if(f.isFunction(c)){var d=b.toLowerCase().split(bP),e=0,g=d.length,h,i,j;for(;e<g;e++)h=d[e],j=/^\+/.test(h),j&&(h=h.substr(1)||"*"),i=a[h]=a[h]||[],i[j?"unshift":"push"](c)}}}function bC(a,b,c){var d=b==="width"?a.offsetWidth:a.offsetHeight,e=b==="width"?bx:by,g=0,h=e.length;if(d>0){if(c!=="border")for(;g<h;g++)c||(d-=parseFloat(f.css(a,"padding"+e[g]))||0),c==="margin"?d+=parseFloat(f.css(a,c+e[g]))||0:d-=parseFloat(f.css(a,"border"+e[g]+"Width"))||0;return d+"px"}d=bz(a,b,b);if(d<0||d==null)d=a.style[b]||0;d=parseFloat(d)||0;if(c)for(;g<h;g++)d+=parseFloat(f.css(a,"padding"+e[g]))||0,c!=="padding"&&(d+=parseFloat(f.css(a,"border"+e[g]+"Width"))||0),c==="margin"&&(d+=parseFloat(f.css(a,c+e[g]))||0);return d+"px"}function bp(a,b){b.src?f.ajax({url:b.src,async:!1,dataType:"script"}):f.globalEval((b.text||b.textContent||b.innerHTML||"").replace(bf,"/*$0*/")),b.parentNode&&b.parentNode.removeChild(b)}function bo(a){var b=c.createElement("div");bh.appendChild(b),b.innerHTML=a.outerHTML;return b.firstChild}function bn(a){var b=(a.nodeName||"").toLowerCase();b==="input"?bm(a):b!=="script"&&typeof a.getElementsByTagName!="undefined"&&f.grep(a.getElementsByTagName("input"),bm)}function bm(a){if(a.type==="checkbox"||a.type==="radio")a.defaultChecked=a.checked}function bl(a){return typeof a.getElementsByTagName!="undefined"?a.getElementsByTagName("*"):typeof a.querySelectorAll!="undefined"?a.querySelectorAll("*"):[]}function bk(a,b){var c;if(b.nodeType===1){b.clearAttributes&&b.clearAttributes(),b.mergeAttributes&&b.mergeAttributes(a),c=b.nodeName.toLowerCase();if(c==="object")b.outerHTML=a.outerHTML;else if(c!=="input"||a.type!=="checkbox"&&a.type!=="radio"){if(c==="option")b.selected=a.defaultSelected;else if(c==="input"||c==="textarea")b.defaultValue=a.defaultValue}else a.checked&&(b.defaultChecked=b.checked=a.checked),b.value!==a.value&&(b.value=a.value);b.removeAttribute(f.expando)}}function bj(a,b){if(b.nodeType===1&&!!f.hasData(a)){var c,d,e,g=f._data(a),h=f._data(b,g),i=g.events;if(i){delete h.handle,h.events={};for(c in i)for(d=0,e=i[c].length;d<e;d++)f.event.add(b,c+(i[c][d].namespace?".":"")+i[c][d].namespace,i[c][d],i[c][d].data)}h.data&&(h.data=f.extend({},h.data))}}function bi(a,b){return f.nodeName(a,"table")?a.getElementsByTagName("tbody")[0]||a.appendChild(a.ownerDocument.createElement("tbody")):a}function U(a){var b=V.split("|"),c=a.createDocumentFragment();if(c.createElement)while(b.length)c.createElement(b.pop());return c}function T(a,b,c){b=b||0;if(f.isFunction(b))return f.grep(a,function(a,d){var e=!!b.call(a,d,a);return e===c});if(b.nodeType)return f.grep(a,function(a,d){return a===b===c});if(typeof b=="string"){var d=f.grep(a,function(a){return a.nodeType===1});if(O.test(b))return f.filter(b,d,!c);b=f.filter(b,d)}return f.grep(a,function(a,d){return f.inArray(a,b)>=0===c})}function S(a){return!a||!a.parentNode||a.parentNode.nodeType===11}function K(){return!0}function J(){return!1}function n(a,b,c){var d=b+"defer",e=b+"queue",g=b+"mark",h=f._data(a,d);h&&(c==="queue"||!f._data(a,e))&&(c==="mark"||!f._data(a,g))&&setTimeout(function(){!f._data(a,e)&&!f._data(a,g)&&(f.removeData(a,d,!0),h.fire())},0)}function m(a){for(var b in a){if(b==="data"&&f.isEmptyObject(a[b]))continue;if(b!=="toJSON")return!1}return!0}function l(a,c,d){if(d===b&&a.nodeType===1){var e="data-"+c.replace(k,"-$1").toLowerCase();d=a.getAttribute(e);if(typeof d=="string"){try{d=d==="true"?!0:d==="false"?!1:d==="null"?null:f.isNumeric(d)?parseFloat(d):j.test(d)?f.parseJSON(d):d}catch(g){}f.data(a,c,d)}else d=b}return d}function h(a){var b=g[a]={},c,d;a=a.split(/\s+/);for(c=0,d=a.length;c<d;c++)b[a[c]]=!0;return b}var c=a.document,d=a.navigator,e=a.location,f=function(){function J(){if(!e.isReady){try{c.documentElement.doScroll("left")}catch(a){setTimeout(J,1);return}e.ready()}}var e=function(a,b){return new e.fn.init(a,b,h)},f=a.jQuery,g=a.$,h,i=/^(?:[^#<]*(<[\w\W]+>)[^>]*$|#([\w\-]*)$)/,j=/\S/,k=/^\s+/,l=/\s+$/,m=/^<(\w+)\s*\/?>(?:<\/\1>)?$/,n=/^[\],:{}\s]*$/,o=/\\(?:["\\\/bfnrt]|u[0-9a-fA-F]{4})/g,p=/"[^"\\\n\r]*"|true|false|null|-?\d+(?:\.\d*)?(?:[eE][+\-]?\d+)?/g,q=/(?:^|:|,)(?:\s*\[)+/g,r=/(webkit)[ \/]([\w.]+)/,s=/(opera)(?:.*version)?[ \/]([\w.]+)/,t=/(msie) ([\w.]+)/,u=/(mozilla)(?:.*? rv:([\w.]+))?/,v=/-([a-z]|[0-9])/ig,w=/^-ms-/,x=function(a,b){return(b+"").toUpperCase()},y=d.userAgent,z,A,B,C=Object.prototype.toString,D=Object.prototype.hasOwnProperty,E=Array.prototype.push,F=Array.prototype.slice,G=String.prototype.trim,H=Array.prototype.indexOf,I={};e.fn=e.prototype={constructor:e,init:function(a,d,f){var g,h,j,k;if(!a)return this;if(a.nodeType){this.context=this[0]=a,this.length=1;return this}if(a==="body"&&!d&&c.body){this.context=c,this[0]=c.body,this.selector=a,this.length=1;return this}if(typeof a=="string"){a.charAt(0)!=="<"||a.charAt(a.length-1)!==">"||a.length<3?g=i.exec(a):g=[null,a,null];if(g&&(g[1]||!d)){if(g[1]){d=d instanceof e?d[0]:d,k=d?d.ownerDocument||d:c,j=m.exec(a),j?e.isPlainObject(d)?(a=[c.createElement(j[1])],e.fn.attr.call(a,d,!0)):a=[k.createElement(j[1])]:(j=e.buildFragment([g[1]],[k]),a=(j.cacheable?e.clone(j.fragment):j.fragment).childNodes);return e.merge(this,a)}h=c.getElementById(g[2]);if(h&&h.parentNode){if(h.id!==g[2])return f.find(a);this.length=1,this[0]=h}this.context=c,this.selector=a;return this}return!d||d.jquery?(d||f).find(a):this.constructor(d).find(a)}if(e.isFunction(a))return f.ready(a);a.selector!==b&&(this.selector=a.selector,this.context=a.context);return e.makeArray(a,this)},selector:"",jquery:"1.7.1",length:0,size:function(){return this.length},toArray:function(){return F.call(this,0)},get:function(a){return a==null?this.toArray():a<0?this[this.length+a]:this[a]},pushStack:function(a,b,c){var d=this.constructor();e.isArray(a)?E.apply(d,a):e.merge(d,a),d.prevObject=this,d.context=this.context,b==="find"?d.selector=this.selector+(this.selector?" ":"")+c:b&&(d.selector=this.selector+"."+b+"("+c+")");return d},each:function(a,b){return e.each(this,a,b)},ready:function(a){e.bindReady(),A.add(a);return this},eq:function(a){a=+a;return a===-1?this.slice(a):this.slice(a,a+1)},first:function(){return this.eq(0)},last:function(){return this.eq(-1)},slice:function(){return this.pushStack(F.apply(this,arguments),"slice",F.call(arguments).join(","))},map:function(a){return this.pushStack(e.map(this,function(b,c){return a.call(b,c,b)}))},end:function(){return this.prevObject||this.constructor(null)},push:E,sort:[].sort,splice:[].splice},e.fn.init.prototype=e.fn,e.extend=e.fn.extend=function(){var a,c,d,f,g,h,i=arguments[0]||{},j=1,k=arguments.length,l=!1;typeof i=="boolean"&&(l=i,i=arguments[1]||{},j=2),typeof i!="object"&&!e.isFunction(i)&&(i={}),k===j&&(i=this,--j);for(;j<k;j++)if((a=arguments[j])!=null)for(c in a){d=i[c],f=a[c];if(i===f)continue;l&&f&&(e.isPlainObject(f)||(g=e.isArray(f)))?(g?(g=!1,h=d&&e.isArray(d)?d:[]):h=d&&e.isPlainObject(d)?d:{},i[c]=e.extend(l,h,f)):f!==b&&(i[c]=f)}return i},e.extend({noConflict:function(b){a.$===e&&(a.$=g),b&&a.jQuery===e&&(a.jQuery=f);return e},isReady:!1,readyWait:1,holdReady:function(a){a?e.readyWait++:e.ready(!0)},ready:function(a){if(a===!0&&!--e.readyWait||a!==!0&&!e.isReady){if(!c.body)return setTimeout(e.ready,1);e.isReady=!0;if(a!==!0&&--e.readyWait>0)return;A.fireWith(c,[e]),e.fn.trigger&&e(c).trigger("ready").off("ready")}},bindReady:function(){if(!A){A=e.Callbacks("once memory");if(c.readyState==="complete")return setTimeout(e.ready,1);if(c.addEventListener)c.addEventListener("DOMContentLoaded",B,!1),a.addEventListener("load",e.ready,!1);else if(c.attachEvent){c.attachEvent("onreadystatechange",B),a.attachEvent("onload",e.ready);var b=!1;try{b=a.frameElement==null}catch(d){}c.documentElement.doScroll&&b&&J()}}},isFunction:function(a){return e.type(a)==="function"},isArray:Array.isArray||function(a){return e.type(a)==="array"},isWindow:function(a){return a&&typeof a=="object"&&"setInterval"in a},isNumeric:function(a){return!isNaN(parseFloat(a))&&isFinite(a)},type:function(a){return a==null?String(a):I[C.call(a)]||"object"},isPlainObject:function(a){if(!a||e.type(a)!=="object"||a.nodeType||e.isWindow(a))return!1;try{if(a.constructor&&!D.call(a,"constructor")&&!D.call(a.constructor.prototype,"isPrototypeOf"))return!1}catch(c){return!1}var d;for(d in a);return d===b||D.call(a,d)},isEmptyObject:function(a){for(var b in a)return!1;return!0},error:function(a){throw new Error(a)},parseJSON:function(b){if(typeof b!="string"||!b)return null;b=e.trim(b);if(a.JSON&&a.JSON.parse)return a.JSON.parse(b);if(n.test(b.replace(o,"@").replace(p,"]").replace(q,"")))return(new Function("return "+b))();e.error("Invalid JSON: "+b)},parseXML:function(c){var d,f;try{a.DOMParser?(f=new DOMParser,d=f.parseFromString(c,"text/xml")):(d=new ActiveXObject("Microsoft.XMLDOM"),d.async="false",d.loadXML(c))}catch(g){d=b}(!d||!d.documentElement||d.getElementsByTagName("parsererror").length)&&e.error("Invalid XML: "+c);return d},noop:function(){},globalEval:function(b){b&&j.test(b)&&(a.execScript||function(b){a.eval.call(a,b)})(b)},camelCase:function(a){return a.replace(w,"ms-").replace(v,x)},nodeName:function(a,b){return a.nodeName&&a.nodeName.toUpperCase()===b.toUpperCase()},each:function(a,c,d){var f,g=0,h=a.length,i=h===b||e.isFunction(a);if(d){if(i){for(f in a)if(c.apply(a[f],d)===!1)break}else for(;g<h;)if(c.apply(a[g++],d)===!1)break}else if(i){for(f in a)if(c.call(a[f],f,a[f])===!1)break}else for(;g<h;)if(c.call(a[g],g,a[g++])===!1)break;return a},trim:G?function(a){return a==null?"":G.call(a)}:function(a){return a==null?"":(a+"").replace(k,"").replace(l,"")},makeArray:function(a,b){var c=b||[];if(a!=null){var d=e.type(a);a.length==null||d==="string"||d==="function"||d==="regexp"||e.isWindow(a)?E.call(c,a):e.merge(c,a)}return c},inArray:function(a,b,c){var d;if(b){if(H)return H.call(b,a,c);d=b.length,c=c?c<0?Math.max(0,d+c):c:0;for(;c<d;c++)if(c in b&&b[c]===a)return c}return-1},merge:function(a,c){var d=a.length,e=0;if(typeof c.length=="number")for(var f=c.length;e<f;e++)a[d++]=c[e];else while(c[e]!==b)a[d++]=c[e++];a.length=d;return a},grep:function(a,b,c){var d=[],e;c=!!c;for(var f=0,g=a.length;f<g;f++)e=!!b(a[f],f),c!==e&&d.push(a[f]);return d},map:function(a,c,d){var f,g,h=[],i=0,j=a.length,k=a instanceof e||j!==b&&typeof j=="number"&&(j>0&&a[0]&&a[j-1]||j===0||e.isArray(a));if(k)for(;i<j;i++)f=c(a[i],i,d),f!=null&&(h[h.length]=f);else for(g in a)f=c(a[g],g,d),f!=null&&(h[h.length]=f);return h.concat.apply([],h)},guid:1,proxy:function(a,c){if(typeof c=="string"){var d=a[c];c=a,a=d}if(!e.isFunction(a))return b;var f=F.call(arguments,2),g=function(){return a.apply(c,f.concat(F.call(arguments)))};g.guid=a.guid=a.guid||g.guid||e.guid++;return g},access:function(a,c,d,f,g,h){var i=a.length;if(typeof c=="object"){for(var j in c)e.access(a,j,c[j],f,g,d);return a}if(d!==b){f=!h&&f&&e.isFunction(d);for(var k=0;k<i;k++)g(a[k],c,f?d.call(a[k],k,g(a[k],c)):d,h);return a}return i?g(a[0],c):b},now:function(){return(new Date).getTime()},uaMatch:function(a){a=a.toLowerCase();var b=r.exec(a)||s.exec(a)||t.exec(a)||a.indexOf("compatible")<0&&u.exec(a)||[];return{browser:b[1]||"",version:b[2]||"0"}},sub:function(){function a(b,c){return new a.fn.init(b,c)}e.extend(!0,a,this),a.superclass=this,a.fn=a.prototype=this(),a.fn.constructor=a,a.sub=this.sub,a.fn.init=function(d,f){f&&f instanceof e&&!(f instanceof a)&&(f=a(f));return e.fn.init.call(this,d,f,b)},a.fn.init.prototype=a.fn;var b=a(c);return a},browser:{}}),e.each("Boolean Number String Function Array Date RegExp Object".split(" "),function(a,b){I["[object "+b+"]"]=b.toLowerCase()}),z=e.uaMatch(y),z.browser&&(e.browser[z.browser]=!0,e.browser.version=z.version),e.browser.webkit&&(e.browser.safari=!0),j.test(" ")&&(k=/^[\s\xA0]+/,l=/[\s\xA0]+$/),h=e(c),c.addEventListener?B=function(){c.removeEventListener("DOMContentLoaded",B,!1),e.ready()}:c.attachEvent&&(B=function(){c.readyState==="complete"&&(c.detachEvent("onreadystatechange",B),e.ready())});return e}(),g={};f.Callbacks=function(a){a=a?g[a]||h(a):{};var c=[],d=[],e,i,j,k,l,m=function(b){var d,e,g,h,i;for(d=0,e=b.length;d<e;d++)g=b[d],h=f.type(g),h==="array"?m(g):h==="function"&&(!a.unique||!o.has(g))&&c.push(g)},n=function(b,f){f=f||[],e=!a.memory||[b,f],i=!0,l=j||0,j=0,k=c.length;for(;c&&l<k;l++)if(c[l].apply(b,f)===!1&&a.stopOnFalse){e=!0;break}i=!1,c&&(a.once?e===!0?o.disable():c=[]:d&&d.length&&(e=d.shift(),o.fireWith(e[0],e[1])))},o={add:function(){if(c){var a=c.length;m(arguments),i?k=c.length:e&&e!==!0&&(j=a,n(e[0],e[1]))}return this},remove:function(){if(c){var b=arguments,d=0,e=b.length;for(;d<e;d++)for(var f=0;f<c.length;f++)if(b[d]===c[f]){i&&f<=k&&(k--,f<=l&&l--),c.splice(f--,1);if(a.unique)break}}return this},has:function(a){if(c){var b=0,d=c.length;for(;b<d;b++)if(a===c[b])return!0}return!1},empty:function(){c=[];return this},disable:function(){c=d=e=b;return this},disabled:function(){return!c},lock:function(){d=b,(!e||e===!0)&&o.disable();return this},locked:function(){return!d},fireWith:function(b,c){d&&(i?a.once||d.push([b,c]):(!a.once||!e)&&n(b,c));return this},fire:function(){o.fireWith(this,arguments);return this},fired:function(){return!!e}};return o};var i=[].slice;f.extend({Deferred:function(a){var b=f.Callbacks("once memory"),c=f.Callbacks("once memory"),d=f.Callbacks("memory"),e="pending",g={resolve:b,reject:c,notify:d},h={done:b.add,fail:c.add,progress:d.add,state:function(){return e},isResolved:b.fired,isRejected:c.fired,then:function(a,b,c){i.done(a).fail(b).progress(c);return this},always:function(){i.done.apply(i,arguments).fail.apply(i,arguments);return this},pipe:function(a,b,c){return f.Deferred(function(d){f.each({done:[a,"resolve"],fail:[b,"reject"],progress:[c,"notify"]},function(a,b){var c=b[0],e=b[1],g;f.isFunction(c)?i[a](function(){g=c.apply(this,arguments),g&&f.isFunction(g.promise)?g.promise().then(d.resolve,d.reject,d.notify):d[e+"With"](this===i?d:this,[g])}):i[a](d[e])})}).promise()},promise:function(a){if(a==null)a=h;else for(var b in h)a[b]=h[b];return a}},i=h.promise({}),j;for(j in g)i[j]=g[j].fire,i[j+"With"]=g[j].fireWith;i.done(function(){e="resolved"},c.disable,d.lock).fail(function(){e="rejected"},b.disable,d.lock),a&&a.call(i,i);return i},when:function(a){function m(a){return function(b){e[a]=arguments.length>1?i.call(arguments,0):b,j.notifyWith(k,e)}}function l(a){return function(c){b[a]=arguments.length>1?i.call(arguments,0):c,--g||j.resolveWith(j,b)}}var b=i.call(arguments,0),c=0,d=b.length,e=Array(d),g=d,h=d,j=d<=1&&a&&f.isFunction(a.promise)?a:f.Deferred(),k=j.promise();if(d>1){for(;c<d;c++)b[c]&&b[c].promise&&f.isFunction(b[c].promise)?b[c].promise().then(l(c),j.reject,m(c)):--g;g||j.resolveWith(j,b)}else j!==a&&j.resolveWith(j,d?[a]:[]);return k}}),f.support=function(){var b,d,e,g,h,i,j,k,l,m,n,o,p,q=c.createElement("div"),r=c.documentElement;q.setAttribute("className","t"),q.innerHTML="   <link/><table></table><a href='/a' style='top:1px;float:left;opacity:.55;'>a</a><input type='checkbox'/>",d=q.getElementsByTagName("*"),e=q.getElementsByTagName("a")[0];if(!d||!d.length||!e)return{};g=c.createElement("select"),h=g.appendChild(c.createElement("option")),i=q.getElementsByTagName("input")[0],b={leadingWhitespace:q.firstChild.nodeType===3,tbody:!q.getElementsByTagName("tbody").length,htmlSerialize:!!q.getElementsByTagName("link").length,style:/top/.test(e.getAttribute("style")),hrefNormalized:e.getAttribute("href")==="/a",opacity:/^0.55/.test(e.style.opacity),cssFloat:!!e.style.cssFloat,checkOn:i.value==="on",optSelected:h.selected,getSetAttribute:q.className!=="t",enctype:!!c.createElement("form").enctype,html5Clone:c.createElement("nav").cloneNode(!0).outerHTML!=="<:nav></:nav>",submitBubbles:!0,changeBubbles:!0,focusinBubbles:!1,deleteExpando:!0,noCloneEvent:!0,inlineBlockNeedsLayout:!1,shrinkWrapBlocks:!1,reliableMarginRight:!0},i.checked=!0,b.noCloneChecked=i.cloneNode(!0).checked,g.disabled=!0,b.optDisabled=!h.disabled;try{delete q.test}catch(s){b.deleteExpando=!1}!q.addEventListener&&q.attachEvent&&q.fireEvent&&(q.attachEvent("onclick",function(){b.noCloneEvent=!1}),q.cloneNode(!0).fireEvent("onclick")),i=c.createElement("input"),i.value="t",i.setAttribute("type","radio"),b.radioValue=i.value==="t",i.setAttribute("checked","checked"),q.appendChild(i),k=c.createDocumentFragment(),k.appendChild(q.lastChild),b.checkClone=k.cloneNode(!0).cloneNode(!0).lastChild.checked,b.appendChecked=i.checked,k.removeChild(i),k.appendChild(q),q.innerHTML="",a.getComputedStyle&&(j=c.createElement("div"),j.style.width="0",j.style.marginRight="0",q.style.width="2px",q.appendChild(j),b.reliableMarginRight=(parseInt((a.getComputedStyle(j,null)||{marginRight:0}).marginRight,10)||0)===0);if(q.attachEvent)for(o in{submit:1,change:1,focusin:1})n="on"+o,p=n in q,p||(q.setAttribute(n,"return;"),p=typeof q[n]=="function"),b[o+"Bubbles"]=p;k.removeChild(q),k=g=h=j=q=i=null,f(function(){var a,d,e,g,h,i,j,k,m,n,o,r=c.getElementsByTagName("body")[0];!r||(j=1,k="position:absolute;top:0;left:0;width:1px;height:1px;margin:0;",m="visibility:hidden;border:0;",n="style='"+k+"border:5px solid #000;padding:0;'",o="<div "+n+"><div></div></div>"+"<table "+n+" cellpadding='0' cellspacing='0'>"+"<tr><td></td></tr></table>",a=c.createElement("div"),a.style.cssText=m+"width:0;height:0;position:static;top:0;margin-top:"+j+"px",r.insertBefore(a,r.firstChild),q=c.createElement("div"),a.appendChild(q),q.innerHTML="<table><tr><td style='padding:0;border:0;display:none'></td><td>t</td></tr></table>",l=q.getElementsByTagName("td"),p=l[0].offsetHeight===0,l[0].style.display="",l[1].style.display="none",b.reliableHiddenOffsets=p&&l[0].offsetHeight===0,q.innerHTML="",q.style.width=q.style.paddingLeft="1px",f.boxModel=b.boxModel=q.offsetWidth===2,typeof q.style.zoom!="undefined"&&(q.style.display="inline",q.style.zoom=1,b.inlineBlockNeedsLayout=q.offsetWidth===2,q.style.display="",q.innerHTML="<div style='width:4px;'></div>",b.shrinkWrapBlocks=q.offsetWidth!==2),q.style.cssText=k+m,q.innerHTML=o,d=q.firstChild,e=d.firstChild,h=d.nextSibling.firstChild.firstChild,i={doesNotAddBorder:e.offsetTop!==5,doesAddBorderForTableAndCells:h.offsetTop===5},e.style.position="fixed",e.style.top="20px",i.fixedPosition=e.offsetTop===20||e.offsetTop===15,e.style.position=e.style.top="",d.style.overflow="hidden",d.style.position="relative",i.subtractsBorderForOverflowNotVisible=e.offsetTop===-5,i.doesNotIncludeMarginInBodyOffset=r.offsetTop!==j,r.removeChild(a),q=a=null,f.extend(b,i))});return b}();var j=/^(?:\{.*\}|\[.*\])$/,k=/([A-Z])/g;f.extend({cache:{},uuid:0,expando:"jQuery"+(f.fn.jquery+Math.random()).replace(/\D/g,""),noData:{embed:!0,object:"clsid:D27CDB6E-AE6D-11cf-96B8-444553540000",applet:!0},hasData:function(a){a=a.nodeType?f.cache[a[f.expando]]:a[f.expando];return!!a&&!m(a)},data:function(a,c,d,e){if(!!f.acceptData(a)){var g,h,i,j=f.expando,k=typeof c=="string",l=a.nodeType,m=l?f.cache:a,n=l?a[j]:a[j]&&j,o=c==="events";if((!n||!m[n]||!o&&!e&&!m[n].data)&&k&&d===b)return;n||(l?a[j]=n=++f.uuid:n=j),m[n]||(m[n]={},l||(m[n].toJSON=f.noop));if(typeof c=="object"||typeof c=="function")e?m[n]=f.extend(m[n],c):m[n].data=f.extend(m[n].data,c);g=h=m[n],e||(h.data||(h.data={}),h=h.data),d!==b&&(h[f.camelCase(c)]=d);if(o&&!h[c])return g.events;k?(i=h[c],i==null&&(i=h[f.camelCase(c)])):i=h;return i}},removeData:function(a,b,c){if(!!f.acceptData(a)){var d,e,g,h=f.expando,i=a.nodeType,j=i?f.cache:a,k=i?a[h]:h;if(!j[k])return;if(b){d=c?j[k]:j[k].data;if(d){f.isArray(b)||(b in d?b=[b]:(b=f.camelCase(b),b in d?b=[b]:b=b.split(" ")));for(e=0,g=b.length;e<g;e++)delete d[b[e]];if(!(c?m:f.isEmptyObject)(d))return}}if(!c){delete j[k].data;if(!m(j[k]))return}f.support.deleteExpando||!j.setInterval?delete j[k]:j[k]=null,i&&(f.support.deleteExpando?delete a[h]:a.removeAttribute?a.removeAttribute(h):a[h]=null)}},_data:function(a,b,c){return f.data(a,b,c,!0)},acceptData:function(a){if(a.nodeName){var b=f.noData[a.nodeName.toLowerCase()];if(b)return b!==!0&&a.getAttribute("classid")===b}return!0}}),f.fn.extend({data:function(a,c){var d,e,g,h=null;if(typeof a=="undefined"){if(this.length){h=f.data(this[0]);if(this[0].nodeType===1&&!f._data(this[0],"parsedAttrs")){e=this[0].attributes;for(var i=0,j=e.length;i<j;i++)g=e[i].name,g.indexOf("data-")===0&&(g=f.camelCase(g.substring(5)),l(this[0],g,h[g]));f._data(this[0],"parsedAttrs",!0)}}return h}if(typeof a=="object")return this.each(function(){f.data(this,a)});d=a.split("."),d[1]=d[1]?"."+d[1]:"";if(c===b){h=this.triggerHandler("getData"+d[1]+"!",[d[0]]),h===b&&this.length&&(h=f.data(this[0],a),h=l(this[0],a,h));return h===b&&d[1]?this.data(d[0]):h}return this.each(function(){var b=f(this),e=[d[0],c];b.triggerHandler("setData"+d[1]+"!",e),f.data(this,a,c),b.triggerHandler("changeData"+d[1]+"!",e)})},removeData:function(a){return this.each(function(){f.removeData(this,a)})}}),f.extend({_mark:function(a,b){a&&(b=(b||"fx")+"mark",f._data(a,b,(f._data(a,b)||0)+1))},_unmark:function(a,b,c){a!==!0&&(c=b,b=a,a=!1);if(b){c=c||"fx";var d=c+"mark",e=a?0:(f._data(b,d)||1)-1;e?f._data(b,d,e):(f.removeData(b,d,!0),n(b,c,"mark"))}},queue:function(a,b,c){var d;if(a){b=(b||"fx")+"queue",d=f._data(a,b),c&&(!d||f.isArray(c)?d=f._data(a,b,f.makeArray(c)):d.push(c));return d||[]}},dequeue:function(a,b){b=b||"fx";var c=f.queue(a,b),d=c.shift(),e={};d==="inprogress"&&(d=c.shift()),d&&(b==="fx"&&c.unshift("inprogress"),f._data(a,b+".run",e),d.call(a,function(){f.dequeue(a,b)},e)),c.length||(f.removeData(a,b+"queue "+b+".run",!0),n(a,b,"queue"))}}),f.fn.extend({queue:function(a,c){typeof a!="string"&&(c=a,a="fx");if(c===b)return f.queue(this[0],a);return this.each(function(){var b=f.queue(this,a,c);a==="fx"&&b[0]!=="inprogress"&&f.dequeue(this,a)})},dequeue:function(a){return this.each(function(){f.dequeue(this,a)})},delay:function(a,b){a=f.fx?f.fx.speeds[a]||a:a,b=b||"fx";return this.queue(b,function(b,c){var d=setTimeout(b,a);c.stop=function(){clearTimeout(d)}})},clearQueue:function(a){return this.queue(a||"fx",[])},promise:function(a,c){function m(){--h||d.resolveWith(e,[e])}typeof a!="string"&&(c=a,a=b),a=a||"fx";var d=f.Deferred(),e=this,g=e.length,h=1,i=a+"defer",j=a+"queue",k=a+"mark",l;while(g--)if(l=f.data(e[g],i,b,!0)||(f.data(e[g],j,b,!0)||f.data(e[g],k,b,!0))&&f.data(e[g],i,f.Callbacks("once memory"),!0))h++,l.add(m);m();return d.promise()}});var o=/[\n\t\r]/g,p=/\s+/,q=/\r/g,r=/^(?:button|input)$/i,s=/^(?:button|input|object|select|textarea)$/i,t=/^a(?:rea)?$/i,u=/^(?:autofocus|autoplay|async|checked|controls|defer|disabled|hidden|loop|multiple|open|readonly|required|scoped|selected)$/i,v=f.support.getSetAttribute,w,x,y;f.fn.extend({attr:function(a,b){return f.access(this,a,b,!0,f.attr)},removeAttr:function(a){return this.each(function(){f.removeAttr(this,a)})},prop:function(a,b){return f.access(this,a,b,!0,f.prop)},removeProp:function(a){a=f.propFix[a]||a;return this.each(function(){try{this[a]=b,delete this[a]}catch(c){}})},addClass:function(a){var b,c,d,e,g,h,i;if(f.isFunction(a))return this.each(function(b){f(this).addClass(a.call(this,b,this.className))});if(a&&typeof a=="string"){b=a.split(p);for(c=0,d=this.length;c<d;c++){e=this[c];if(e.nodeType===1)if(!e.className&&b.length===1)e.className=a;else{g=" "+e.className+" ";for(h=0,i=b.length;h<i;h++)~g.indexOf(" "+b[h]+" ")||(g+=b[h]+" ");e.className=f.trim(g)}}}return this},removeClass:function(a){var c,d,e,g,h,i,j;if(f.isFunction(a))return this.each(function(b){f(this).removeClass(a.call(this,b,this.className))});if(a&&typeof a=="string"||a===b){c=(a||"").split(p);for(d=0,e=this.length;d<e;d++){g=this[d];if(g.nodeType===1&&g.className)if(a){h=(" "+g.className+" ").replace(o," ");for(i=0,j=c.length;i<j;i++)h=h.replace(" "+c[i]+" "," ");g.className=f.trim(h)}else g.className=""}}return this},toggleClass:function(a,b){var c=typeof a,d=typeof b=="boolean";if(f.isFunction(a))return this.each(function(c){f(this).toggleClass(a.call(this,c,this.className,b),b)});return this.each(function(){if(c==="string"){var e,g=0,h=f(this),i=b,j=a.split(p);while(e=j[g++])i=d?i:!h.hasClass(e),h[i?"addClass":"removeClass"](e)}else if(c==="undefined"||c==="boolean")this.className&&f._data(this,"__className__",this.className),this.className=this.className||a===!1?"":f._data(this,"__className__")||""})},hasClass:function(a){var b=" "+a+" ",c=0,d=this.length;for(;c<d;c++)if(this[c].nodeType===1&&(" "+this[c].className+" ").replace(o," ").indexOf(b)>-1)return!0;return!1},val:function(a){var c,d,e,g=this[0];{if(!!arguments.length){e=f.isFunction(a);return this.each(function(d){var g=f(this),h;if(this.nodeType===1){e?h=a.call(this,d,g.val()):h=a,h==null?h="":typeof h=="number"?h+="":f.isArray(h)&&(h=f.map(h,function(a){return a==null?"":a+""})),c=f.valHooks[this.nodeName.toLowerCase()]||f.valHooks[this.type];if(!c||!("set"in c)||c.set(this,h,"value")===b)this.value=h}})}if(g){c=f.valHooks[g.nodeName.toLowerCase()]||f.valHooks[g.type];if(c&&"get"in c&&(d=c.get(g,"value"))!==b)return d;d=g.value;return typeof d=="string"?d.replace(q,""):d==null?"":d}}}}),f.extend({valHooks:{option:{get:function(a){var b=a.attributes.value;return!b||b.specified?a.value:a.text}},select:{get:function(a){var b,c,d,e,g=a.selectedIndex,h=[],i=a.options,j=a.type==="select-one";if(g<0)return null;c=j?g:0,d=j?g+1:i.length;for(;c<d;c++){e=i[c];if(e.selected&&(f.support.optDisabled?!e.disabled:e.getAttribute("disabled")===null)&&(!e.parentNode.disabled||!f.nodeName(e.parentNode,"optgroup"))){b=f(e).val();if(j)return b;h.push(b)}}if(j&&!h.length&&i.length)return f(i[g]).val();return h},set:function(a,b){var c=f.makeArray(b);f(a).find("option").each(function(){this.selected=f.inArray(f(this).val(),c)>=0}),c.length||(a.selectedIndex=-1);return c}}},attrFn:{val:!0,css:!0,html:!0,text:!0,data:!0,width:!0,height:!0,offset:!0},attr:function(a,c,d,e){var g,h,i,j=a.nodeType;if(!!a&&j!==3&&j!==8&&j!==2){if(e&&c in f.attrFn)return f(a)[c](d);if(typeof a.getAttribute=="undefined")return f.prop(a,c,d);i=j!==1||!f.isXMLDoc(a),i&&(c=c.toLowerCase(),h=f.attrHooks[c]||(u.test(c)?x:w));if(d!==b){if(d===null){f.removeAttr(a,c);return}if(h&&"set"in h&&i&&(g=h.set(a,d,c))!==b)return g;a.setAttribute(c,""+d);return d}if(h&&"get"in h&&i&&(g=h.get(a,c))!==null)return g;g=a.getAttribute(c);return g===null?b:g}},removeAttr:function(a,b){var c,d,e,g,h=0;if(b&&a.nodeType===1){d=b.toLowerCase().split(p),g=d.length;for(;h<g;h++)e=d[h],e&&(c=f.propFix[e]||e,f.attr(a,e,""),a.removeAttribute(v?e:c),u.test(e)&&c in a&&(a[c]=!1))}},attrHooks:{type:{set:function(a,b){if(r.test(a.nodeName)&&a.parentNode)f.error("type property can't be changed");else if(!f.support.radioValue&&b==="radio"&&f.nodeName(a,"input")){var c=a.value;a.setAttribute("type",b),c&&(a.value=c);return b}}},value:{get:function(a,b){if(w&&f.nodeName(a,"button"))return w.get(a,b);return b in a?a.value:null},set:function(a,b,c){if(w&&f.nodeName(a,"button"))return w.set(a,b,c);a.value=b}}},propFix:{tabindex:"tabIndex",readonly:"readOnly","for":"htmlFor","class":"className",maxlength:"maxLength",cellspacing:"cellSpacing",cellpadding:"cellPadding",rowspan:"rowSpan",colspan:"colSpan",usemap:"useMap",frameborder:"frameBorder",contenteditable:"contentEditable"},prop:function(a,c,d){var e,g,h,i=a.nodeType;if(!!a&&i!==3&&i!==8&&i!==2){h=i!==1||!f.isXMLDoc(a),h&&(c=f.propFix[c]||c,g=f.propHooks[c]);return d!==b?g&&"set"in g&&(e=g.set(a,d,c))!==b?e:a[c]=d:g&&"get"in g&&(e=g.get(a,c))!==null?e:a[c]}},propHooks:{tabIndex:{get:function(a){var c=a.getAttributeNode("tabindex");return c&&c.specified?parseInt(c.value,10):s.test(a.nodeName)||t.test(a.nodeName)&&a.href?0:b}}}}),f.attrHooks.tabindex=f.propHooks.tabIndex,x={get:function(a,c){var d,e=f.prop(a,c);return e===!0||typeof e!="boolean"&&(d=a.getAttributeNode(c))&&d.nodeValue!==!1?c.toLowerCase():b},set:function(a,b,c){var d;b===!1?f.removeAttr(a,c):(d=f.propFix[c]||c,d in a&&(a[d]=!0),a.setAttribute(c,c.toLowerCase()));return c}},v||(y={name:!0,id:!0},w=f.valHooks.button={get:function(a,c){var d;d=a.getAttributeNode(c);return d&&(y[c]?d.nodeValue!=="":d.specified)?d.nodeValue:b},set:function(a,b,d){var e=a.getAttributeNode(d);e||(e=c.createAttribute(d),a.setAttributeNode(e));return e.nodeValue=b+""}},f.attrHooks.tabindex.set=w.set,f.each(["width","height"],function(a,b){f.attrHooks[b]=f.extend(f.attrHooks[b],{set:function(a,c){if(c===""){a.setAttribute(b,"auto");return c}}})}),f.attrHooks.contenteditable={get:w.get,set:function(a,b,c){b===""&&(b="false"),w.set(a,b,c)}}),f.support.hrefNormalized||f.each(["href","src","width","height"],function(a,c){f.attrHooks[c]=f.extend(f.attrHooks[c],{get:function(a){var d=a.getAttribute(c,2);return d===null?b:d}})}),f.support.style||(f.attrHooks.style={get:function(a){return a.style.cssText.toLowerCase()||b},set:function(a,b){return a.style.cssText=""+b}}),f.support.optSelected||(f.propHooks.selected=f.extend(f.propHooks.selected,{get:function(a){var b=a.parentNode;b&&(b.selectedIndex,b.parentNode&&b.parentNode.selectedIndex);return null}})),f.support.enctype||(f.propFix.enctype="encoding"),f.support.checkOn||f.each(["radio","checkbox"],function(){f.valHooks[this]={get:function(a){return a.getAttribute("value")===null?"on":a.value}}}),f.each(["radio","checkbox"],function(){f.valHooks[this]=f.extend(f.valHooks[this],{set:function(a,b){if(f.isArray(b))return a.checked=f.inArray(f(a).val(),b)>=0}})});var z=/^(?:textarea|input|select)$/i,A=/^([^\.]*)?(?:\.(.+))?$/,B=/\bhover(\.\S+)?\b/,C=/^key/,D=/^(?:mouse|contextmenu)|click/,E=/^(?:focusinfocus|focusoutblur)$/,F=/^(\w*)(?:#([\w\-]+))?(?:\.([\w\-]+))?$/,G=function(a){var b=F.exec(a);b&&(b[1]=(b[1]||"").toLowerCase(),b[3]=b[3]&&new RegExp("(?:^|\\s)"+b[3]+"(?:\\s|$)"));return b},H=function(a,b){var c=a.attributes||{};return(!b[1]||a.nodeName.toLowerCase()===b[1])&&(!b[2]||(c.id||{}).value===b[2])&&(!b[3]||b[3].test((c["class"]||{}).value))},I=function(a){return f.event.special.hover?a:a.replace(B,"mouseenter$1 mouseleave$1")};
    f.event={add:function(a,c,d,e,g){var h,i,j,k,l,m,n,o,p,q,r,s;if(!(a.nodeType===3||a.nodeType===8||!c||!d||!(h=f._data(a)))){d.handler&&(p=d,d=p.handler),d.guid||(d.guid=f.guid++),j=h.events,j||(h.events=j={}),i=h.handle,i||(h.handle=i=function(a){return typeof f!="undefined"&&(!a||f.event.triggered!==a.type)?f.event.dispatch.apply(i.elem,arguments):b},i.elem=a),c=f.trim(I(c)).split(" ");for(k=0;k<c.length;k++){l=A.exec(c[k])||[],m=l[1],n=(l[2]||"").split(".").sort(),s=f.event.special[m]||{},m=(g?s.delegateType:s.bindType)||m,s=f.event.special[m]||{},o=f.extend({type:m,origType:l[1],data:e,handler:d,guid:d.guid,selector:g,quick:G(g),namespace:n.join(".")},p),r=j[m];if(!r){r=j[m]=[],r.delegateCount=0;if(!s.setup||s.setup.call(a,e,n,i)===!1)a.addEventListener?a.addEventListener(m,i,!1):a.attachEvent&&a.attachEvent("on"+m,i)}s.add&&(s.add.call(a,o),o.handler.guid||(o.handler.guid=d.guid)),g?r.splice(r.delegateCount++,0,o):r.push(o),f.event.global[m]=!0}a=null}},global:{},remove:function(a,b,c,d,e){var g=f.hasData(a)&&f._data(a),h,i,j,k,l,m,n,o,p,q,r,s;if(!!g&&!!(o=g.events)){b=f.trim(I(b||"")).split(" ");for(h=0;h<b.length;h++){i=A.exec(b[h])||[],j=k=i[1],l=i[2];if(!j){for(j in o)f.event.remove(a,j+b[h],c,d,!0);continue}p=f.event.special[j]||{},j=(d?p.delegateType:p.bindType)||j,r=o[j]||[],m=r.length,l=l?new RegExp("(^|\\.)"+l.split(".").sort().join("\\.(?:.*\\.)?")+"(\\.|$)"):null;for(n=0;n<r.length;n++)s=r[n],(e||k===s.origType)&&(!c||c.guid===s.guid)&&(!l||l.test(s.namespace))&&(!d||d===s.selector||d==="**"&&s.selector)&&(r.splice(n--,1),s.selector&&r.delegateCount--,p.remove&&p.remove.call(a,s));r.length===0&&m!==r.length&&((!p.teardown||p.teardown.call(a,l)===!1)&&f.removeEvent(a,j,g.handle),delete o[j])}f.isEmptyObject(o)&&(q=g.handle,q&&(q.elem=null),f.removeData(a,["events","handle"],!0))}},customEvent:{getData:!0,setData:!0,changeData:!0},trigger:function(c,d,e,g){if(!e||e.nodeType!==3&&e.nodeType!==8){var h=c.type||c,i=[],j,k,l,m,n,o,p,q,r,s;if(E.test(h+f.event.triggered))return;h.indexOf("!")>=0&&(h=h.slice(0,-1),k=!0),h.indexOf(".")>=0&&(i=h.split("."),h=i.shift(),i.sort());if((!e||f.event.customEvent[h])&&!f.event.global[h])return;c=typeof c=="object"?c[f.expando]?c:new f.Event(h,c):new f.Event(h),c.type=h,c.isTrigger=!0,c.exclusive=k,c.namespace=i.join("."),c.namespace_re=c.namespace?new RegExp("(^|\\.)"+i.join("\\.(?:.*\\.)?")+"(\\.|$)"):null,o=h.indexOf(":")<0?"on"+h:"";if(!e){j=f.cache;for(l in j)j[l].events&&j[l].events[h]&&f.event.trigger(c,d,j[l].handle.elem,!0);return}c.result=b,c.target||(c.target=e),d=d!=null?f.makeArray(d):[],d.unshift(c),p=f.event.special[h]||{};if(p.trigger&&p.trigger.apply(e,d)===!1)return;r=[[e,p.bindType||h]];if(!g&&!p.noBubble&&!f.isWindow(e)){s=p.delegateType||h,m=E.test(s+h)?e:e.parentNode,n=null;for(;m;m=m.parentNode)r.push([m,s]),n=m;n&&n===e.ownerDocument&&r.push([n.defaultView||n.parentWindow||a,s])}for(l=0;l<r.length&&!c.isPropagationStopped();l++)m=r[l][0],c.type=r[l][1],q=(f._data(m,"events")||{})[c.type]&&f._data(m,"handle"),q&&q.apply(m,d),q=o&&m[o],q&&f.acceptData(m)&&q.apply(m,d)===!1&&c.preventDefault();c.type=h,!g&&!c.isDefaultPrevented()&&(!p._default||p._default.apply(e.ownerDocument,d)===!1)&&(h!=="click"||!f.nodeName(e,"a"))&&f.acceptData(e)&&o&&e[h]&&(h!=="focus"&&h!=="blur"||c.target.offsetWidth!==0)&&!f.isWindow(e)&&(n=e[o],n&&(e[o]=null),f.event.triggered=h,e[h](),f.event.triggered=b,n&&(e[o]=n));return c.result}},dispatch:function(c){c=f.event.fix(c||a.event);var d=(f._data(this,"events")||{})[c.type]||[],e=d.delegateCount,g=[].slice.call(arguments,0),h=!c.exclusive&&!c.namespace,i=[],j,k,l,m,n,o,p,q,r,s,t;g[0]=c,c.delegateTarget=this;if(e&&!c.target.disabled&&(!c.button||c.type!=="click")){m=f(this),m.context=this.ownerDocument||this;for(l=c.target;l!=this;l=l.parentNode||this){o={},q=[],m[0]=l;for(j=0;j<e;j++)r=d[j],s=r.selector,o[s]===b&&(o[s]=r.quick?H(l,r.quick):m.is(s)),o[s]&&q.push(r);q.length&&i.push({elem:l,matches:q})}}d.length>e&&i.push({elem:this,matches:d.slice(e)});for(j=0;j<i.length&&!c.isPropagationStopped();j++){p=i[j],c.currentTarget=p.elem;for(k=0;k<p.matches.length&&!c.isImmediatePropagationStopped();k++){r=p.matches[k];if(h||!c.namespace&&!r.namespace||c.namespace_re&&c.namespace_re.test(r.namespace))c.data=r.data,c.handleObj=r,n=((f.event.special[r.origType]||{}).handle||r.handler).apply(p.elem,g),n!==b&&(c.result=n,n===!1&&(c.preventDefault(),c.stopPropagation()))}}return c.result},props:"attrChange attrName relatedNode srcElement altKey bubbles cancelable ctrlKey currentTarget eventPhase metaKey relatedTarget shiftKey target timeStamp view which".split(" "),fixHooks:{},keyHooks:{props:"char charCode key keyCode".split(" "),filter:function(a,b){a.which==null&&(a.which=b.charCode!=null?b.charCode:b.keyCode);return a}},mouseHooks:{props:"button buttons clientX clientY fromElement offsetX offsetY pageX pageY screenX screenY toElement".split(" "),filter:function(a,d){var e,f,g,h=d.button,i=d.fromElement;a.pageX==null&&d.clientX!=null&&(e=a.target.ownerDocument||c,f=e.documentElement,g=e.body,a.pageX=d.clientX+(f&&f.scrollLeft||g&&g.scrollLeft||0)-(f&&f.clientLeft||g&&g.clientLeft||0),a.pageY=d.clientY+(f&&f.scrollTop||g&&g.scrollTop||0)-(f&&f.clientTop||g&&g.clientTop||0)),!a.relatedTarget&&i&&(a.relatedTarget=i===a.target?d.toElement:i),!a.which&&h!==b&&(a.which=h&1?1:h&2?3:h&4?2:0);return a}},fix:function(a){if(a[f.expando])return a;var d,e,g=a,h=f.event.fixHooks[a.type]||{},i=h.props?this.props.concat(h.props):this.props;a=f.Event(g);for(d=i.length;d;)e=i[--d],a[e]=g[e];a.target||(a.target=g.srcElement||c),a.target.nodeType===3&&(a.target=a.target.parentNode),a.metaKey===b&&(a.metaKey=a.ctrlKey);return h.filter?h.filter(a,g):a},special:{ready:{setup:f.bindReady},load:{noBubble:!0},focus:{delegateType:"focusin"},blur:{delegateType:"focusout"},beforeunload:{setup:function(a,b,c){f.isWindow(this)&&(this.onbeforeunload=c)},teardown:function(a,b){this.onbeforeunload===b&&(this.onbeforeunload=null)}}},simulate:function(a,b,c,d){var e=f.extend(new f.Event,c,{type:a,isSimulated:!0,originalEvent:{}});d?f.event.trigger(e,null,b):f.event.dispatch.call(b,e),e.isDefaultPrevented()&&c.preventDefault()}},f.event.handle=f.event.dispatch,f.removeEvent=c.removeEventListener?function(a,b,c){a.removeEventListener&&a.removeEventListener(b,c,!1)}:function(a,b,c){a.detachEvent&&a.detachEvent("on"+b,c)},f.Event=function(a,b){if(!(this instanceof f.Event))return new f.Event(a,b);a&&a.type?(this.originalEvent=a,this.type=a.type,this.isDefaultPrevented=a.defaultPrevented||a.returnValue===!1||a.getPreventDefault&&a.getPreventDefault()?K:J):this.type=a,b&&f.extend(this,b),this.timeStamp=a&&a.timeStamp||f.now(),this[f.expando]=!0},f.Event.prototype={preventDefault:function(){this.isDefaultPrevented=K;var a=this.originalEvent;!a||(a.preventDefault?a.preventDefault():a.returnValue=!1)},stopPropagation:function(){this.isPropagationStopped=K;var a=this.originalEvent;!a||(a.stopPropagation&&a.stopPropagation(),a.cancelBubble=!0)},stopImmediatePropagation:function(){this.isImmediatePropagationStopped=K,this.stopPropagation()},isDefaultPrevented:J,isPropagationStopped:J,isImmediatePropagationStopped:J},f.each({mouseenter:"mouseover",mouseleave:"mouseout"},function(a,b){f.event.special[a]={delegateType:b,bindType:b,handle:function(a){var c=this,d=a.relatedTarget,e=a.handleObj,g=e.selector,h;if(!d||d!==c&&!f.contains(c,d))a.type=e.origType,h=e.handler.apply(this,arguments),a.type=b;return h}}}),f.support.submitBubbles||(f.event.special.submit={setup:function(){if(f.nodeName(this,"form"))return!1;f.event.add(this,"click._submit keypress._submit",function(a){var c=a.target,d=f.nodeName(c,"input")||f.nodeName(c,"button")?c.form:b;d&&!d._submit_attached&&(f.event.add(d,"submit._submit",function(a){this.parentNode&&!a.isTrigger&&f.event.simulate("submit",this.parentNode,a,!0)}),d._submit_attached=!0)})},teardown:function(){if(f.nodeName(this,"form"))return!1;f.event.remove(this,"._submit")}}),f.support.changeBubbles||(f.event.special.change={setup:function(){if(z.test(this.nodeName)){if(this.type==="checkbox"||this.type==="radio")f.event.add(this,"propertychange._change",function(a){a.originalEvent.propertyName==="checked"&&(this._just_changed=!0)}),f.event.add(this,"click._change",function(a){this._just_changed&&!a.isTrigger&&(this._just_changed=!1,f.event.simulate("change",this,a,!0))});return!1}f.event.add(this,"beforeactivate._change",function(a){var b=a.target;z.test(b.nodeName)&&!b._change_attached&&(f.event.add(b,"change._change",function(a){this.parentNode&&!a.isSimulated&&!a.isTrigger&&f.event.simulate("change",this.parentNode,a,!0)}),b._change_attached=!0)})},handle:function(a){var b=a.target;if(this!==b||a.isSimulated||a.isTrigger||b.type!=="radio"&&b.type!=="checkbox")return a.handleObj.handler.apply(this,arguments)},teardown:function(){f.event.remove(this,"._change");return z.test(this.nodeName)}}),f.support.focusinBubbles||f.each({focus:"focusin",blur:"focusout"},function(a,b){var d=0,e=function(a){f.event.simulate(b,a.target,f.event.fix(a),!0)};f.event.special[b]={setup:function(){d++===0&&c.addEventListener(a,e,!0)},teardown:function(){--d===0&&c.removeEventListener(a,e,!0)}}}),f.fn.extend({on:function(a,c,d,e,g){var h,i;if(typeof a=="object"){typeof c!="string"&&(d=c,c=b);for(i in a)this.on(i,c,d,a[i],g);return this}d==null&&e==null?(e=c,d=c=b):e==null&&(typeof c=="string"?(e=d,d=b):(e=d,d=c,c=b));if(e===!1)e=J;else if(!e)return this;g===1&&(h=e,e=function(a){f().off(a);return h.apply(this,arguments)},e.guid=h.guid||(h.guid=f.guid++));return this.each(function(){f.event.add(this,a,e,d,c)})},one:function(a,b,c,d){return this.on.call(this,a,b,c,d,1)},off:function(a,c,d){if(a&&a.preventDefault&&a.handleObj){var e=a.handleObj;f(a.delegateTarget).off(e.namespace?e.type+"."+e.namespace:e.type,e.selector,e.handler);return this}if(typeof a=="object"){for(var g in a)this.off(g,c,a[g]);return this}if(c===!1||typeof c=="function")d=c,c=b;d===!1&&(d=J);return this.each(function(){f.event.remove(this,a,d,c)})},bind:function(a,b,c){return this.on(a,null,b,c)},unbind:function(a,b){return this.off(a,null,b)},live:function(a,b,c){f(this.context).on(a,this.selector,b,c);return this},die:function(a,b){f(this.context).off(a,this.selector||"**",b);return this},delegate:function(a,b,c,d){return this.on(b,a,c,d)},undelegate:function(a,b,c){return arguments.length==1?this.off(a,"**"):this.off(b,a,c)},trigger:function(a,b){return this.each(function(){f.event.trigger(a,b,this)})},triggerHandler:function(a,b){if(this[0])return f.event.trigger(a,b,this[0],!0)},toggle:function(a){var b=arguments,c=a.guid||f.guid++,d=0,e=function(c){var e=(f._data(this,"lastToggle"+a.guid)||0)%d;f._data(this,"lastToggle"+a.guid,e+1),c.preventDefault();return b[e].apply(this,arguments)||!1};e.guid=c;while(d<b.length)b[d++].guid=c;return this.click(e)},hover:function(a,b){return this.mouseenter(a).mouseleave(b||a)}}),f.each("blur focus focusin focusout load resize scroll unload click dblclick mousedown mouseup mousemove mouseover mouseout mouseenter mouseleave change select submit keydown keypress keyup error contextmenu".split(" "),function(a,b){f.fn[b]=function(a,c){c==null&&(c=a,a=null);return arguments.length>0?this.on(b,null,a,c):this.trigger(b)},f.attrFn&&(f.attrFn[b]=!0),C.test(b)&&(f.event.fixHooks[b]=f.event.keyHooks),D.test(b)&&(f.event.fixHooks[b]=f.event.mouseHooks)}),function(){function x(a,b,c,e,f,g){for(var h=0,i=e.length;h<i;h++){var j=e[h];if(j){var k=!1;j=j[a];while(j){if(j[d]===c){k=e[j.sizset];break}if(j.nodeType===1){g||(j[d]=c,j.sizset=h);if(typeof b!="string"){if(j===b){k=!0;break}}else if(m.filter(b,[j]).length>0){k=j;break}}j=j[a]}e[h]=k}}}function w(a,b,c,e,f,g){for(var h=0,i=e.length;h<i;h++){var j=e[h];if(j){var k=!1;j=j[a];while(j){if(j[d]===c){k=e[j.sizset];break}j.nodeType===1&&!g&&(j[d]=c,j.sizset=h);if(j.nodeName.toLowerCase()===b){k=j;break}j=j[a]}e[h]=k}}}var a=/((?:\((?:\([^()]+\)|[^()]+)+\)|\[(?:\[[^\[\]]*\]|['"][^'"]*['"]|[^\[\]'"]+)+\]|\\.|[^ >+~,(\[\\]+)+|[>+~])(\s*,\s*)?((?:.|\r|\n)*)/g,d="sizcache"+(Math.random()+"").replace(".",""),e=0,g=Object.prototype.toString,h=!1,i=!0,j=/\\/g,k=/\r\n/g,l=/\W/;[0,0].sort(function(){i=!1;return 0});var m=function(b,d,e,f){e=e||[],d=d||c;var h=d;if(d.nodeType!==1&&d.nodeType!==9)return[];if(!b||typeof b!="string")return e;var i,j,k,l,n,q,r,t,u=!0,v=m.isXML(d),w=[],x=b;do{a.exec(""),i=a.exec(x);if(i){x=i[3],w.push(i[1]);if(i[2]){l=i[3];break}}}while(i);if(w.length>1&&p.exec(b))if(w.length===2&&o.relative[w[0]])j=y(w[0]+w[1],d,f);else{j=o.relative[w[0]]?[d]:m(w.shift(),d);while(w.length)b=w.shift(),o.relative[b]&&(b+=w.shift()),j=y(b,j,f)}else{!f&&w.length>1&&d.nodeType===9&&!v&&o.match.ID.test(w[0])&&!o.match.ID.test(w[w.length-1])&&(n=m.find(w.shift(),d,v),d=n.expr?m.filter(n.expr,n.set)[0]:n.set[0]);if(d){n=f?{expr:w.pop(),set:s(f)}:m.find(w.pop(),w.length===1&&(w[0]==="~"||w[0]==="+")&&d.parentNode?d.parentNode:d,v),j=n.expr?m.filter(n.expr,n.set):n.set,w.length>0?k=s(j):u=!1;while(w.length)q=w.pop(),r=q,o.relative[q]?r=w.pop():q="",r==null&&(r=d),o.relative[q](k,r,v)}else k=w=[]}k||(k=j),k||m.error(q||b);if(g.call(k)==="[object Array]")if(!u)e.push.apply(e,k);else if(d&&d.nodeType===1)for(t=0;k[t]!=null;t++)k[t]&&(k[t]===!0||k[t].nodeType===1&&m.contains(d,k[t]))&&e.push(j[t]);else for(t=0;k[t]!=null;t++)k[t]&&k[t].nodeType===1&&e.push(j[t]);else s(k,e);l&&(m(l,h,e,f),m.uniqueSort(e));return e};m.uniqueSort=function(a){if(u){h=i,a.sort(u);if(h)for(var b=1;b<a.length;b++)a[b]===a[b-1]&&a.splice(b--,1)}return a},m.matches=function(a,b){return m(a,null,null,b)},m.matchesSelector=function(a,b){return m(b,null,null,[a]).length>0},m.find=function(a,b,c){var d,e,f,g,h,i;if(!a)return[];for(e=0,f=o.order.length;e<f;e++){h=o.order[e];if(g=o.leftMatch[h].exec(a)){i=g[1],g.splice(1,1);if(i.substr(i.length-1)!=="\\"){g[1]=(g[1]||"").replace(j,""),d=o.find[h](g,b,c);if(d!=null){a=a.replace(o.match[h],"");break}}}}d||(d=typeof b.getElementsByTagName!="undefined"?b.getElementsByTagName("*"):[]);return{set:d,expr:a}},m.filter=function(a,c,d,e){var f,g,h,i,j,k,l,n,p,q=a,r=[],s=c,t=c&&c[0]&&m.isXML(c[0]);while(a&&c.length){for(h in o.filter)if((f=o.leftMatch[h].exec(a))!=null&&f[2]){k=o.filter[h],l=f[1],g=!1,f.splice(1,1);if(l.substr(l.length-1)==="\\")continue;s===r&&(r=[]);if(o.preFilter[h]){f=o.preFilter[h](f,s,d,r,e,t);if(!f)g=i=!0;else if(f===!0)continue}if(f)for(n=0;(j=s[n])!=null;n++)j&&(i=k(j,f,n,s),p=e^i,d&&i!=null?p?g=!0:s[n]=!1:p&&(r.push(j),g=!0));if(i!==b){d||(s=r),a=a.replace(o.match[h],"");if(!g)return[];break}}if(a===q)if(g==null)m.error(a);else break;q=a}return s},m.error=function(a){throw new Error("Syntax error, unrecognized expression: "+a)};var n=m.getText=function(a){var b,c,d=a.nodeType,e="";if(d){if(d===1||d===9){if(typeof a.textContent=="string")return a.textContent;if(typeof a.innerText=="string")return a.innerText.replace(k,"");for(a=a.firstChild;a;a=a.nextSibling)e+=n(a)}else if(d===3||d===4)return a.nodeValue}else for(b=0;c=a[b];b++)c.nodeType!==8&&(e+=n(c));return e},o=m.selectors={order:["ID","NAME","TAG"],match:{ID:/#((?:[\w\u00c0-\uFFFF\-]|\\.)+)/,CLASS:/\.((?:[\w\u00c0-\uFFFF\-]|\\.)+)/,NAME:/\[name=['"]*((?:[\w\u00c0-\uFFFF\-]|\\.)+)['"]*\]/,ATTR:/\[\s*((?:[\w\u00c0-\uFFFF\-]|\\.)+)\s*(?:(\S?=)\s*(?:(['"])(.*?)\3|(#?(?:[\w\u00c0-\uFFFF\-]|\\.)*)|)|)\s*\]/,TAG:/^((?:[\w\u00c0-\uFFFF\*\-]|\\.)+)/,CHILD:/:(only|nth|last|first)-child(?:\(\s*(even|odd|(?:[+\-]?\d+|(?:[+\-]?\d*)?n\s*(?:[+\-]\s*\d+)?))\s*\))?/,POS:/:(nth|eq|gt|lt|first|last|even|odd)(?:\((\d*)\))?(?=[^\-]|$)/,PSEUDO:/:((?:[\w\u00c0-\uFFFF\-]|\\.)+)(?:\((['"]?)((?:\([^\)]+\)|[^\(\)]*)+)\2\))?/},leftMatch:{},attrMap:{"class":"className","for":"htmlFor"},attrHandle:{href:function(a){return a.getAttribute("href")},type:function(a){return a.getAttribute("type")}},relative:{"+":function(a,b){var c=typeof b=="string",d=c&&!l.test(b),e=c&&!d;d&&(b=b.toLowerCase());for(var f=0,g=a.length,h;f<g;f++)if(h=a[f]){while((h=h.previousSibling)&&h.nodeType!==1);a[f]=e||h&&h.nodeName.toLowerCase()===b?h||!1:h===b}e&&m.filter(b,a,!0)},">":function(a,b){var c,d=typeof b=="string",e=0,f=a.length;if(d&&!l.test(b)){b=b.toLowerCase();for(;e<f;e++){c=a[e];if(c){var g=c.parentNode;a[e]=g.nodeName.toLowerCase()===b?g:!1}}}else{for(;e<f;e++)c=a[e],c&&(a[e]=d?c.parentNode:c.parentNode===b);d&&m.filter(b,a,!0)}},"":function(a,b,c){var d,f=e++,g=x;typeof b=="string"&&!l.test(b)&&(b=b.toLowerCase(),d=b,g=w),g("parentNode",b,f,a,d,c)},"~":function(a,b,c){var d,f=e++,g=x;typeof b=="string"&&!l.test(b)&&(b=b.toLowerCase(),d=b,g=w),g("previousSibling",b,f,a,d,c)}},find:{ID:function(a,b,c){if(typeof b.getElementById!="undefined"&&!c){var d=b.getElementById(a[1]);return d&&d.parentNode?[d]:[]}},NAME:function(a,b){if(typeof b.getElementsByName!="undefined"){var c=[],d=b.getElementsByName(a[1]);for(var e=0,f=d.length;e<f;e++)d[e].getAttribute("name")===a[1]&&c.push(d[e]);return c.length===0?null:c}},TAG:function(a,b){if(typeof b.getElementsByTagName!="undefined")return b.getElementsByTagName(a[1])}},preFilter:{CLASS:function(a,b,c,d,e,f){a=" "+a[1].replace(j,"")+" ";if(f)return a;for(var g=0,h;(h=b[g])!=null;g++)h&&(e^(h.className&&(" "+h.className+" ").replace(/[\t\n\r]/g," ").indexOf(a)>=0)?c||d.push(h):c&&(b[g]=!1));return!1},ID:function(a){return a[1].replace(j,"")},TAG:function(a,b){return a[1].replace(j,"").toLowerCase()},CHILD:function(a){if(a[1]==="nth"){a[2]||m.error(a[0]),a[2]=a[2].replace(/^\+|\s*/g,"");var b=/(-?)(\d*)(?:n([+\-]?\d*))?/.exec(a[2]==="even"&&"2n"||a[2]==="odd"&&"2n+1"||!/\D/.test(a[2])&&"0n+"+a[2]||a[2]);a[2]=b[1]+(b[2]||1)-0,a[3]=b[3]-0}else a[2]&&m.error(a[0]);a[0]=e++;return a},ATTR:function(a,b,c,d,e,f){var g=a[1]=a[1].replace(j,"");!f&&o.attrMap[g]&&(a[1]=o.attrMap[g]),a[4]=(a[4]||a[5]||"").replace(j,""),a[2]==="~="&&(a[4]=" "+a[4]+" ");return a},PSEUDO:function(b,c,d,e,f){if(b[1]==="not")if((a.exec(b[3])||"").length>1||/^\w/.test(b[3]))b[3]=m(b[3],null,null,c);else{var g=m.filter(b[3],c,d,!0^f);d||e.push.apply(e,g);return!1}else if(o.match.POS.test(b[0])||o.match.CHILD.test(b[0]))return!0;return b},POS:function(a){a.unshift(!0);return a}},filters:{enabled:function(a){return a.disabled===!1&&a.type!=="hidden"},disabled:function(a){return a.disabled===!0},checked:function(a){return a.checked===!0},selected:function(a){a.parentNode&&a.parentNode.selectedIndex;return a.selected===!0},parent:function(a){return!!a.firstChild},empty:function(a){return!a.firstChild},has:function(a,b,c){return!!m(c[3],a).length},header:function(a){return/h\d/i.test(a.nodeName)},text:function(a){var b=a.getAttribute("type"),c=a.type;return a.nodeName.toLowerCase()==="input"&&"text"===c&&(b===c||b===null)},radio:function(a){return a.nodeName.toLowerCase()==="input"&&"radio"===a.type},checkbox:function(a){return a.nodeName.toLowerCase()==="input"&&"checkbox"===a.type},file:function(a){return a.nodeName.toLowerCase()==="input"&&"file"===a.type},password:function(a){return a.nodeName.toLowerCase()==="input"&&"password"===a.type},submit:function(a){var b=a.nodeName.toLowerCase();return(b==="input"||b==="button")&&"submit"===a.type},image:function(a){return a.nodeName.toLowerCase()==="input"&&"image"===a.type},reset:function(a){var b=a.nodeName.toLowerCase();return(b==="input"||b==="button")&&"reset"===a.type},button:function(a){var b=a.nodeName.toLowerCase();return b==="input"&&"button"===a.type||b==="button"},input:function(a){return/input|select|textarea|button/i.test(a.nodeName)},focus:function(a){return a===a.ownerDocument.activeElement}},setFilters:{first:function(a,b){return b===0},last:function(a,b,c,d){return b===d.length-1},even:function(a,b){return b%2===0},odd:function(a,b){return b%2===1},lt:function(a,b,c){return b<c[3]-0},gt:function(a,b,c){return b>c[3]-0},nth:function(a,b,c){return c[3]-0===b},eq:function(a,b,c){return c[3]-0===b}},filter:{PSEUDO:function(a,b,c,d){var e=b[1],f=o.filters[e];if(f)return f(a,c,b,d);if(e==="contains")return(a.textContent||a.innerText||n([a])||"").indexOf(b[3])>=0;if(e==="not"){var g=b[3];for(var h=0,i=g.length;h<i;h++)if(g[h]===a)return!1;return!0}m.error(e)},CHILD:function(a,b){var c,e,f,g,h,i,j,k=b[1],l=a;switch(k){case"only":case"first":while(l=l.previousSibling)if(l.nodeType===1)return!1;if(k==="first")return!0;l=a;case"last":while(l=l.nextSibling)if(l.nodeType===1)return!1;return!0;case"nth":c=b[2],e=b[3];if(c===1&&e===0)return!0;f=b[0],g=a.parentNode;if(g&&(g[d]!==f||!a.nodeIndex)){i=0;for(l=g.firstChild;l;l=l.nextSibling)l.nodeType===1&&(l.nodeIndex=++i);g[d]=f}j=a.nodeIndex-e;return c===0?j===0:j%c===0&&j/c>=0}},ID:function(a,b){return a.nodeType===1&&a.getAttribute("id")===b},TAG:function(a,b){return b==="*"&&a.nodeType===1||!!a.nodeName&&a.nodeName.toLowerCase()===b},CLASS:function(a,b){return(" "+(a.className||a.getAttribute("class"))+" ").indexOf(b)>-1},ATTR:function(a,b){var c=b[1],d=m.attr?m.attr(a,c):o.attrHandle[c]?o.attrHandle[c](a):a[c]!=null?a[c]:a.getAttribute(c),e=d+"",f=b[2],g=b[4];return d==null?f==="!=":!f&&m.attr?d!=null:f==="="?e===g:f==="*="?e.indexOf(g)>=0:f==="~="?(" "+e+" ").indexOf(g)>=0:g?f==="!="?e!==g:f==="^="?e.indexOf(g)===0:f==="$="?e.substr(e.length-g.length)===g:f==="|="?e===g||e.substr(0,g.length+1)===g+"-":!1:e&&d!==!1},POS:function(a,b,c,d){var e=b[2],f=o.setFilters[e];if(f)return f(a,c,b,d)}}},p=o.match.POS,q=function(a,b){return"\\"+(b-0+1)};for(var r in o.match)o.match[r]=new RegExp(o.match[r].source+/(?![^\[]*\])(?![^\(]*\))/.source),o.leftMatch[r]=new RegExp(/(^(?:.|\r|\n)*?)/.source+o.match[r].source.replace(/\\(\d+)/g,q));var s=function(a,b){a=Array.prototype.slice.call(a,0);if(b){b.push.apply(b,a);return b}return a};try{Array.prototype.slice.call(c.documentElement.childNodes,0)[0].nodeType}catch(t){s=function(a,b){var c=0,d=b||[];if(g.call(a)==="[object Array]")Array.prototype.push.apply(d,a);else if(typeof a.length=="number")for(var e=a.length;c<e;c++)d.push(a[c]);else for(;a[c];c++)d.push(a[c]);return d}}var u,v;c.documentElement.compareDocumentPosition?u=function(a,b){if(a===b){h=!0;return 0}if(!a.compareDocumentPosition||!b.compareDocumentPosition)return a.compareDocumentPosition?-1:1;return a.compareDocumentPosition(b)&4?-1:1}:(u=function(a,b){if(a===b){h=!0;return 0}if(a.sourceIndex&&b.sourceIndex)return a.sourceIndex-b.sourceIndex;var c,d,e=[],f=[],g=a.parentNode,i=b.parentNode,j=g;if(g===i)return v(a,b);if(!g)return-1;if(!i)return 1;while(j)e.unshift(j),j=j.parentNode;j=i;while(j)f.unshift(j),j=j.parentNode;c=e.length,d=f.length;for(var k=0;k<c&&k<d;k++)if(e[k]!==f[k])return v(e[k],f[k]);return k===c?v(a,f[k],-1):v(e[k],b,1)},v=function(a,b,c){if(a===b)return c;var d=a.nextSibling;while(d){if(d===b)return-1;d=d.nextSibling}return 1}),function(){var a=c.createElement("div"),d="script"+(new Date).getTime(),e=c.documentElement;a.innerHTML="<a name='"+d+"'/>",e.insertBefore(a,e.firstChild),c.getElementById(d)&&(o.find.ID=function(a,c,d){if(typeof c.getElementById!="undefined"&&!d){var e=c.getElementById(a[1]);return e?e.id===a[1]||typeof e.getAttributeNode!="undefined"&&e.getAttributeNode("id").nodeValue===a[1]?[e]:b:[]}},o.filter.ID=function(a,b){var c=typeof a.getAttributeNode!="undefined"&&a.getAttributeNode("id");return a.nodeType===1&&c&&c.nodeValue===b}),e.removeChild(a),e=a=null}(),function(){var a=c.createElement("div");a.appendChild(c.createComment("")),a.getElementsByTagName("*").length>0&&(o.find.TAG=function(a,b){var c=b.getElementsByTagName(a[1]);if(a[1]==="*"){var d=[];for(var e=0;c[e];e++)c[e].nodeType===1&&d.push(c[e]);c=d}return c}),a.innerHTML="<a href='#'></a>",a.firstChild&&typeof a.firstChild.getAttribute!="undefined"&&a.firstChild.getAttribute("href")!=="#"&&(o.attrHandle.href=function(a){return a.getAttribute("href",2)}),a=null}(),c.querySelectorAll&&function(){var a=m,b=c.createElement("div"),d="__sizzle__";b.innerHTML="<p class='TEST'></p>";if(!b.querySelectorAll||b.querySelectorAll(".TEST").length!==0){m=function(b,e,f,g){e=e||c;if(!g&&!m.isXML(e)){var h=/^(\w+$)|^\.([\w\-]+$)|^#([\w\-]+$)/.exec(b);if(h&&(e.nodeType===1||e.nodeType===9)){if(h[1])return s(e.getElementsByTagName(b),f);if(h[2]&&o.find.CLASS&&e.getElementsByClassName)return s(e.getElementsByClassName(h[2]),f)}if(e.nodeType===9){if(b==="body"&&e.body)return s([e.body],f);if(h&&h[3]){var i=e.getElementById(h[3]);if(!i||!i.parentNode)return s([],f);if(i.id===h[3])return s([i],f)}try{return s(e.querySelectorAll(b),f)}catch(j){}}else if(e.nodeType===1&&e.nodeName.toLowerCase()!=="object"){var k=e,l=e.getAttribute("id"),n=l||d,p=e.parentNode,q=/^\s*[+~]/.test(b);l?n=n.replace(/'/g,"\\$&"):e.setAttribute("id",n),q&&p&&(e=e.parentNode);try{if(!q||p)return s(e.querySelectorAll("[id='"+n+"'] "+b),f)}catch(r){}finally{l||k.removeAttribute("id")}}}return a(b,e,f,g)};for(var e in a)m[e]=a[e];b=null}}(),function(){var a=c.documentElement,b=a.matchesSelector||a.mozMatchesSelector||a.webkitMatchesSelector||a.msMatchesSelector;if(b){var d=!b.call(c.createElement("div"),"div"),e=!1;try{b.call(c.documentElement,"[test!='']:sizzle")}catch(f){e=!0}m.matchesSelector=function(a,c){c=c.replace(/\=\s*([^'"\]]*)\s*\]/g,"='$1']");if(!m.isXML(a))try{if(e||!o.match.PSEUDO.test(c)&&!/!=/.test(c)){var f=b.call(a,c);if(f||!d||a.document&&a.document.nodeType!==11)return f}}catch(g){}return m(c,null,null,[a]).length>0}}}(),function(){var a=c.createElement("div");a.innerHTML="<div class='test e'></div><div class='test'></div>";if(!!a.getElementsByClassName&&a.getElementsByClassName("e").length!==0){a.lastChild.className="e";if(a.getElementsByClassName("e").length===1)return;o.order.splice(1,0,"CLASS"),o.find.CLASS=function(a,b,c){if(typeof b.getElementsByClassName!="undefined"&&!c)return b.getElementsByClassName(a[1])},a=null}}(),c.documentElement.contains?m.contains=function(a,b){return a!==b&&(a.contains?a.contains(b):!0)}:c.documentElement.compareDocumentPosition?m.contains=function(a,b){return!!(a.compareDocumentPosition(b)&16)}:m.contains=function(){return!1},m.isXML=function(a){var b=(a?a.ownerDocument||a:0).documentElement;return b?b.nodeName!=="HTML":!1};var y=function(a,b,c){var d,e=[],f="",g=b.nodeType?[b]:b;while(d=o.match.PSEUDO.exec(a))f+=d[0],a=a.replace(o.match.PSEUDO,"");a=o.relative[a]?a+"*":a;for(var h=0,i=g.length;h<i;h++)m(a,g[h],e,c);return m.filter(f,e)};m.attr=f.attr,m.selectors.attrMap={},f.find=m,f.expr=m.selectors,f.expr[":"]=f.expr.filters,f.unique=m.uniqueSort,f.text=m.getText,f.isXMLDoc=m.isXML,f.contains=m.contains}();var L=/Until$/,M=/^(?:parents|prevUntil|prevAll)/,N=/,/,O=/^.[^:#\[\.,]*$/,P=Array.prototype.slice,Q=f.expr.match.POS,R={children:!0,contents:!0,next:!0,prev:!0};f.fn.extend({find:function(a){var b=this,c,d;if(typeof a!="string")return f(a).filter(function(){for(c=0,d=b.length;c<d;c++)if(f.contains(b[c],this))return!0});var e=this.pushStack("","find",a),g,h,i;for(c=0,d=this.length;c<d;c++){g=e.length,f.find(a,this[c],e);if(c>0)for(h=g;h<e.length;h++)for(i=0;i<g;i++)if(e[i]===e[h]){e.splice(h--,1);break}}return e},has:function(a){var b=f(a);return this.filter(function(){for(var a=0,c=b.length;a<c;a++)if(f.contains(this,b[a]))return!0})},not:function(a){return this.pushStack(T(this,a,!1),"not",a)},filter:function(a){return this.pushStack(T(this,a,!0),"filter",a)},is:function(a){return!!a&&(typeof a=="string"?Q.test(a)?f(a,this.context).index(this[0])>=0:f.filter(a,this).length>0:this.filter(a).length>0)},closest:function(a,b){var c=[],d,e,g=this[0];if(f.isArray(a)){var h=1;while(g&&g.ownerDocument&&g!==b){for(d=0;d<a.length;d++)f(g).is(a[d])&&c.push({selector:a[d],elem:g,level:h});g=g.parentNode,h++}return c}var i=Q.test(a)||typeof a!="string"?f(a,b||this.context):0;for(d=0,e=this.length;d<e;d++){g=this[d];while(g){if(i?i.index(g)>-1:f.find.matchesSelector(g,a)){c.push(g);break}g=g.parentNode;if(!g||!g.ownerDocument||g===b||g.nodeType===11)break}}c=c.length>1?f.unique(c):c;return this.pushStack(c,"closest",a)},index:function(a){if(!a)return this[0]&&this[0].parentNode?this.prevAll().length:-1;if(typeof a=="string")return f.inArray(this[0],f(a));return f.inArray(a.jquery?a[0]:a,this)},add:function(a,b){var c=typeof a=="string"?f(a,b):f.makeArray(a&&a.nodeType?[a]:a),d=f.merge(this.get(),c);return this.pushStack(S(c[0])||S(d[0])?d:f.unique(d))},andSelf:function(){return this.add(this.prevObject)}}),f.each({parent:function(a){var b=a.parentNode;return b&&b.nodeType!==11?b:null},parents:function(a){return f.dir(a,"parentNode")},parentsUntil:function(a,b,c){return f.dir(a,"parentNode",c)},next:function(a){return f.nth(a,2,"nextSibling")},prev:function(a){return f.nth(a,2,"previousSibling")},nextAll:function(a){return f.dir(a,"nextSibling")},prevAll:function(a){return f.dir(a,"previousSibling")},nextUntil:function(a,b,c){return f.dir(a,"nextSibling",c)},prevUntil:function(a,b,c){return f.dir(a,"previousSibling",c)},siblings:function(a){return f.sibling(a.parentNode.firstChild,a)},children:function(a){return f.sibling(a.firstChild)},contents:function(a){return f.nodeName(a,"iframe")?a.contentDocument||a.contentWindow.document:f.makeArray(a.childNodes)}},function(a,b){f.fn[a]=function(c,d){var e=f.map(this,b,c);L.test(a)||(d=c),d&&typeof d=="string"&&(e=f.filter(d,e)),e=this.length>1&&!R[a]?f.unique(e):e,(this.length>1||N.test(d))&&M.test(a)&&(e=e.reverse());return this.pushStack(e,a,P.call(arguments).join(","))}}),f.extend({filter:function(a,b,c){c&&(a=":not("+a+")");return b.length===1?f.find.matchesSelector(b[0],a)?[b[0]]:[]:f.find.matches(a,b)},dir:function(a,c,d){var e=[],g=a[c];while(g&&g.nodeType!==9&&(d===b||g.nodeType!==1||!f(g).is(d)))g.nodeType===1&&e.push(g),g=g[c];return e},nth:function(a,b,c,d){b=b||1;var e=0;for(;a;a=a[c])if(a.nodeType===1&&++e===b)break;return a},sibling:function(a,b){var c=[];for(;a;a=a.nextSibling)a.nodeType===1&&a!==b&&c.push(a);return c}});var V="abbr|article|aside|audio|canvas|datalist|details|figcaption|figure|footer|header|hgroup|mark|meter|nav|output|progress|section|summary|time|video",W=/ jQuery\d+="(?:\d+|null)"/g,X=/^\s+/,Y=/<(?!area|br|col|embed|hr|img|input|link|meta|param)(([\w:]+)[^>]*)\/>/ig,Z=/<([\w:]+)/,$=/<tbody/i,_=/<|&#?\w+;/,ba=/<(?:script|style)/i,bb=/<(?:script|object|embed|option|style)/i,bc=new RegExp("<(?:"+V+")","i"),bd=/checked\s*(?:[^=]|=\s*.checked.)/i,be=/\/(java|ecma)script/i,bf=/^\s*<!(?:\[CDATA\[|\-\-)/,bg={option:[1,"<select multiple='multiple'>","</select>"],legend:[1,"<fieldset>","</fieldset>"],thead:[1,"<table>","</table>"],tr:[2,"<table><tbody>","</tbody></table>"],td:[3,"<table><tbody><tr>","</tr></tbody></table>"],col:[2,"<table><tbody></tbody><colgroup>","</colgroup></table>"],area:[1,"<map>","</map>"],_default:[0,"",""]},bh=U(c);bg.optgroup=bg.option,bg.tbody=bg.tfoot=bg.colgroup=bg.caption=bg.thead,bg.th=bg.td,f.support.htmlSerialize||(bg._default=[1,"div<div>","</div>"]),f.fn.extend({text:function(a){if(f.isFunction(a))return this.each(function(b){var c=f(this);c.text(a.call(this,b,c.text()))});if(typeof a!="object"&&a!==b)return this.empty().append((this[0]&&this[0].ownerDocument||c).createTextNode(a));return f.text(this)},wrapAll:function(a){if(f.isFunction(a))return this.each(function(b){f(this).wrapAll(a.call(this,b))});if(this[0]){var b=f(a,this[0].ownerDocument).eq(0).clone(!0);this[0].parentNode&&b.insertBefore(this[0]),b.map(function(){var a=this;while(a.firstChild&&a.firstChild.nodeType===1)a=a.firstChild;return a}).append(this)}return this},wrapInner:function(a){if(f.isFunction(a))return this.each(function(b){f(this).wrapInner(a.call(this,b))});return this.each(function(){var b=f(this),c=b.contents();c.length?c.wrapAll(a):b.append(a)})},wrap:function(a){var b=f.isFunction(a);return this.each(function(c){f(this).wrapAll(b?a.call(this,c):a)})},unwrap:function(){return this.parent().each(function(){f.nodeName(this,"body")||f(this).replaceWith(this.childNodes)}).end()},append:function(){return this.domManip(arguments,!0,function(a){this.nodeType===1&&this.appendChild(a)})},prepend:function(){return this.domManip(arguments,!0,function(a){this.nodeType===1&&this.insertBefore(a,this.firstChild)})},before:function(){if(this[0]&&this[0].parentNode)return this.domManip(arguments,!1,function(a){this.parentNode.insertBefore(a,this)});if(arguments.length){var a=f.clean(arguments);a.push.apply(a,this.toArray());return this.pushStack(a,"before",arguments)}},after:function(){if(this[0]&&this[0].parentNode)return this.domManip(arguments,!1,function(a){this.parentNode.insertBefore(a,this.nextSibling)});if(arguments.length){var a=this.pushStack(this,"after",arguments);a.push.apply(a,f.clean(arguments));return a}},remove:function(a,b){for(var c=0,d;(d=this[c])!=null;c++)if(!a||f.filter(a,[d]).length)!b&&d.nodeType===1&&(f.cleanData(d.getElementsByTagName("*")),f.cleanData([d])),d.parentNode&&d.parentNode.removeChild(d);return this},empty:function()
    {for(var a=0,b;(b=this[a])!=null;a++){b.nodeType===1&&f.cleanData(b.getElementsByTagName("*"));while(b.firstChild)b.removeChild(b.firstChild)}return this},clone:function(a,b){a=a==null?!1:a,b=b==null?a:b;return this.map(function(){return f.clone(this,a,b)})},html:function(a){if(a===b)return this[0]&&this[0].nodeType===1?this[0].innerHTML.replace(W,""):null;if(typeof a=="string"&&!ba.test(a)&&(f.support.leadingWhitespace||!X.test(a))&&!bg[(Z.exec(a)||["",""])[1].toLowerCase()]){a=a.replace(Y,"<$1></$2>");try{for(var c=0,d=this.length;c<d;c++)this[c].nodeType===1&&(f.cleanData(this[c].getElementsByTagName("*")),this[c].innerHTML=a)}catch(e){this.empty().append(a)}}else f.isFunction(a)?this.each(function(b){var c=f(this);c.html(a.call(this,b,c.html()))}):this.empty().append(a);return this},replaceWith:function(a){if(this[0]&&this[0].parentNode){if(f.isFunction(a))return this.each(function(b){var c=f(this),d=c.html();c.replaceWith(a.call(this,b,d))});typeof a!="string"&&(a=f(a).detach());return this.each(function(){var b=this.nextSibling,c=this.parentNode;f(this).remove(),b?f(b).before(a):f(c).append(a)})}return this.length?this.pushStack(f(f.isFunction(a)?a():a),"replaceWith",a):this},detach:function(a){return this.remove(a,!0)},domManip:function(a,c,d){var e,g,h,i,j=a[0],k=[];if(!f.support.checkClone&&arguments.length===3&&typeof j=="string"&&bd.test(j))return this.each(function(){f(this).domManip(a,c,d,!0)});if(f.isFunction(j))return this.each(function(e){var g=f(this);a[0]=j.call(this,e,c?g.html():b),g.domManip(a,c,d)});if(this[0]){i=j&&j.parentNode,f.support.parentNode&&i&&i.nodeType===11&&i.childNodes.length===this.length?e={fragment:i}:e=f.buildFragment(a,this,k),h=e.fragment,h.childNodes.length===1?g=h=h.firstChild:g=h.firstChild;if(g){c=c&&f.nodeName(g,"tr");for(var l=0,m=this.length,n=m-1;l<m;l++)d.call(c?bi(this[l],g):this[l],e.cacheable||m>1&&l<n?f.clone(h,!0,!0):h)}k.length&&f.each(k,bp)}return this}}),f.buildFragment=function(a,b,d){var e,g,h,i,j=a[0];b&&b[0]&&(i=b[0].ownerDocument||b[0]),i.createDocumentFragment||(i=c),a.length===1&&typeof j=="string"&&j.length<512&&i===c&&j.charAt(0)==="<"&&!bb.test(j)&&(f.support.checkClone||!bd.test(j))&&(f.support.html5Clone||!bc.test(j))&&(g=!0,h=f.fragments[j],h&&h!==1&&(e=h)),e||(e=i.createDocumentFragment(),f.clean(a,i,e,d)),g&&(f.fragments[j]=h?e:1);return{fragment:e,cacheable:g}},f.fragments={},f.each({appendTo:"append",prependTo:"prepend",insertBefore:"before",insertAfter:"after",replaceAll:"replaceWith"},function(a,b){f.fn[a]=function(c){var d=[],e=f(c),g=this.length===1&&this[0].parentNode;if(g&&g.nodeType===11&&g.childNodes.length===1&&e.length===1){e[b](this[0]);return this}for(var h=0,i=e.length;h<i;h++){var j=(h>0?this.clone(!0):this).get();f(e[h])[b](j),d=d.concat(j)}return this.pushStack(d,a,e.selector)}}),f.extend({clone:function(a,b,c){var d,e,g,h=f.support.html5Clone||!bc.test("<"+a.nodeName)?a.cloneNode(!0):bo(a);if((!f.support.noCloneEvent||!f.support.noCloneChecked)&&(a.nodeType===1||a.nodeType===11)&&!f.isXMLDoc(a)){bk(a,h),d=bl(a),e=bl(h);for(g=0;d[g];++g)e[g]&&bk(d[g],e[g])}if(b){bj(a,h);if(c){d=bl(a),e=bl(h);for(g=0;d[g];++g)bj(d[g],e[g])}}d=e=null;return h},clean:function(a,b,d,e){var g;b=b||c,typeof b.createElement=="undefined"&&(b=b.ownerDocument||b[0]&&b[0].ownerDocument||c);var h=[],i;for(var j=0,k;(k=a[j])!=null;j++){typeof k=="number"&&(k+="");if(!k)continue;if(typeof k=="string")if(!_.test(k))k=b.createTextNode(k);else{k=k.replace(Y,"<$1></$2>");var l=(Z.exec(k)||["",""])[1].toLowerCase(),m=bg[l]||bg._default,n=m[0],o=b.createElement("div");b===c?bh.appendChild(o):U(b).appendChild(o),o.innerHTML=m[1]+k+m[2];while(n--)o=o.lastChild;if(!f.support.tbody){var p=$.test(k),q=l==="table"&&!p?o.firstChild&&o.firstChild.childNodes:m[1]==="<table>"&&!p?o.childNodes:[];for(i=q.length-1;i>=0;--i)f.nodeName(q[i],"tbody")&&!q[i].childNodes.length&&q[i].parentNode.removeChild(q[i])}!f.support.leadingWhitespace&&X.test(k)&&o.insertBefore(b.createTextNode(X.exec(k)[0]),o.firstChild),k=o.childNodes}var r;if(!f.support.appendChecked)if(k[0]&&typeof (r=k.length)=="number")for(i=0;i<r;i++)bn(k[i]);else bn(k);k.nodeType?h.push(k):h=f.merge(h,k)}if(d){g=function(a){return!a.type||be.test(a.type)};for(j=0;h[j];j++)if(e&&f.nodeName(h[j],"script")&&(!h[j].type||h[j].type.toLowerCase()==="text/javascript"))e.push(h[j].parentNode?h[j].parentNode.removeChild(h[j]):h[j]);else{if(h[j].nodeType===1){var s=f.grep(h[j].getElementsByTagName("script"),g);h.splice.apply(h,[j+1,0].concat(s))}d.appendChild(h[j])}}return h},cleanData:function(a){var b,c,d=f.cache,e=f.event.special,g=f.support.deleteExpando;for(var h=0,i;(i=a[h])!=null;h++){if(i.nodeName&&f.noData[i.nodeName.toLowerCase()])continue;c=i[f.expando];if(c){b=d[c];if(b&&b.events){for(var j in b.events)e[j]?f.event.remove(i,j):f.removeEvent(i,j,b.handle);b.handle&&(b.handle.elem=null)}g?delete i[f.expando]:i.removeAttribute&&i.removeAttribute(f.expando),delete d[c]}}}});var bq=/alpha\([^)]*\)/i,br=/opacity=([^)]*)/,bs=/([A-Z]|^ms)/g,bt=/^-?\d+(?:px)?$/i,bu=/^-?\d/,bv=/^([\-+])=([\-+.\de]+)/,bw={position:"absolute",visibility:"hidden",display:"block"},bx=["Left","Right"],by=["Top","Bottom"],bz,bA,bB;f.fn.css=function(a,c){if(arguments.length===2&&c===b)return this;return f.access(this,a,c,!0,function(a,c,d){return d!==b?f.style(a,c,d):f.css(a,c)})},f.extend({cssHooks:{opacity:{get:function(a,b){if(b){var c=bz(a,"opacity","opacity");return c===""?"1":c}return a.style.opacity}}},cssNumber:{fillOpacity:!0,fontWeight:!0,lineHeight:!0,opacity:!0,orphans:!0,widows:!0,zIndex:!0,zoom:!0},cssProps:{"float":f.support.cssFloat?"cssFloat":"styleFloat"},style:function(a,c,d,e){if(!!a&&a.nodeType!==3&&a.nodeType!==8&&!!a.style){var g,h,i=f.camelCase(c),j=a.style,k=f.cssHooks[i];c=f.cssProps[i]||i;if(d===b){if(k&&"get"in k&&(g=k.get(a,!1,e))!==b)return g;return j[c]}h=typeof d,h==="string"&&(g=bv.exec(d))&&(d=+(g[1]+1)*+g[2]+parseFloat(f.css(a,c)),h="number");if(d==null||h==="number"&&isNaN(d))return;h==="number"&&!f.cssNumber[i]&&(d+="px");if(!k||!("set"in k)||(d=k.set(a,d))!==b)try{j[c]=d}catch(l){}}},css:function(a,c,d){var e,g;c=f.camelCase(c),g=f.cssHooks[c],c=f.cssProps[c]||c,c==="cssFloat"&&(c="float");if(g&&"get"in g&&(e=g.get(a,!0,d))!==b)return e;if(bz)return bz(a,c)},swap:function(a,b,c){var d={};for(var e in b)d[e]=a.style[e],a.style[e]=b[e];c.call(a);for(e in b)a.style[e]=d[e]}}),f.curCSS=f.css,f.each(["height","width"],function(a,b){f.cssHooks[b]={get:function(a,c,d){var e;if(c){if(a.offsetWidth!==0)return bC(a,b,d);f.swap(a,bw,function(){e=bC(a,b,d)});return e}},set:function(a,b){if(!bt.test(b))return b;b=parseFloat(b);if(b>=0)return b+"px"}}}),f.support.opacity||(f.cssHooks.opacity={get:function(a,b){return br.test((b&&a.currentStyle?a.currentStyle.filter:a.style.filter)||"")?parseFloat(RegExp.$1)/100+"":b?"1":""},set:function(a,b){var c=a.style,d=a.currentStyle,e=f.isNumeric(b)?"alpha(opacity="+b*100+")":"",g=d&&d.filter||c.filter||"";c.zoom=1;if(b>=1&&f.trim(g.replace(bq,""))===""){c.removeAttribute("filter");if(d&&!d.filter)return}c.filter=bq.test(g)?g.replace(bq,e):g+" "+e}}),f(function(){f.support.reliableMarginRight||(f.cssHooks.marginRight={get:function(a,b){var c;f.swap(a,{display:"inline-block"},function(){b?c=bz(a,"margin-right","marginRight"):c=a.style.marginRight});return c}})}),c.defaultView&&c.defaultView.getComputedStyle&&(bA=function(a,b){var c,d,e;b=b.replace(bs,"-$1").toLowerCase(),(d=a.ownerDocument.defaultView)&&(e=d.getComputedStyle(a,null))&&(c=e.getPropertyValue(b),c===""&&!f.contains(a.ownerDocument.documentElement,a)&&(c=f.style(a,b)));return c}),c.documentElement.currentStyle&&(bB=function(a,b){var c,d,e,f=a.currentStyle&&a.currentStyle[b],g=a.style;f===null&&g&&(e=g[b])&&(f=e),!bt.test(f)&&bu.test(f)&&(c=g.left,d=a.runtimeStyle&&a.runtimeStyle.left,d&&(a.runtimeStyle.left=a.currentStyle.left),g.left=b==="fontSize"?"1em":f||0,f=g.pixelLeft+"px",g.left=c,d&&(a.runtimeStyle.left=d));return f===""?"auto":f}),bz=bA||bB,f.expr&&f.expr.filters&&(f.expr.filters.hidden=function(a){var b=a.offsetWidth,c=a.offsetHeight;return b===0&&c===0||!f.support.reliableHiddenOffsets&&(a.style&&a.style.display||f.css(a,"display"))==="none"},f.expr.filters.visible=function(a){return!f.expr.filters.hidden(a)});var bD=/%20/g,bE=/\[\]$/,bF=/\r?\n/g,bG=/#.*$/,bH=/^(.*?):[ \t]*([^\r\n]*)\r?$/mg,bI=/^(?:color|date|datetime|datetime-local|email|hidden|month|number|password|range|search|tel|text|time|url|week)$/i,bJ=/^(?:about|app|app\-storage|.+\-extension|file|res|widget):$/,bK=/^(?:GET|HEAD)$/,bL=/^\/\//,bM=/\?/,bN=/<script\b[^<]*(?:(?!<\/script>)<[^<]*)*<\/script>/gi,bO=/^(?:select|textarea)/i,bP=/\s+/,bQ=/([?&])_=[^&]*/,bR=/^([\w\+\.\-]+:)(?:\/\/([^\/?#:]*)(?::(\d+))?)?/,bS=f.fn.load,bT={},bU={},bV,bW,bX=["*/"]+["*"];try{bV=e.href}catch(bY){bV=c.createElement("a"),bV.href="",bV=bV.href}bW=bR.exec(bV.toLowerCase())||[],f.fn.extend({load:function(a,c,d){if(typeof a!="string"&&bS)return bS.apply(this,arguments);if(!this.length)return this;var e=a.indexOf(" ");if(e>=0){var g=a.slice(e,a.length);a=a.slice(0,e)}var h="GET";c&&(f.isFunction(c)?(d=c,c=b):typeof c=="object"&&(c=f.param(c,f.ajaxSettings.traditional),h="POST"));var i=this;f.ajax({url:a,type:h,dataType:"html",data:c,complete:function(a,b,c){c=a.responseText,a.isResolved()&&(a.done(function(a){c=a}),i.html(g?f("<div>").append(c.replace(bN,"")).find(g):c)),d&&i.each(d,[c,b,a])}});return this},serialize:function(){return f.param(this.serializeArray())},serializeArray:function(){return this.map(function(){return this.elements?f.makeArray(this.elements):this}).filter(function(){return this.name&&!this.disabled&&(this.checked||bO.test(this.nodeName)||bI.test(this.type))}).map(function(a,b){var c=f(this).val();return c==null?null:f.isArray(c)?f.map(c,function(a,c){return{name:b.name,value:a.replace(bF,"\r\n")}}):{name:b.name,value:c.replace(bF,"\r\n")}}).get()}}),f.each("ajaxStart ajaxStop ajaxComplete ajaxError ajaxSuccess ajaxSend".split(" "),function(a,b){f.fn[b]=function(a){return this.on(b,a)}}),f.each(["get","post"],function(a,c){f[c]=function(a,d,e,g){f.isFunction(d)&&(g=g||e,e=d,d=b);return f.ajax({type:c,url:a,data:d,success:e,dataType:g})}}),f.extend({getScript:function(a,c){return f.get(a,b,c,"script")},getJSON:function(a,b,c){return f.get(a,b,c,"json")},ajaxSetup:function(a,b){b?b_(a,f.ajaxSettings):(b=a,a=f.ajaxSettings),b_(a,b);return a},ajaxSettings:{url:bV,isLocal:bJ.test(bW[1]),global:!0,type:"GET",contentType:"application/x-www-form-urlencoded",processData:!0,async:!0,accepts:{xml:"application/xml, text/xml",html:"text/html",text:"text/plain",json:"application/json, text/javascript","*":bX},contents:{xml:/xml/,html:/html/,json:/json/},responseFields:{xml:"responseXML",text:"responseText"},converters:{"* text":a.String,"text html":!0,"text json":f.parseJSON,"text xml":f.parseXML},flatOptions:{context:!0,url:!0}},ajaxPrefilter:bZ(bT),ajaxTransport:bZ(bU),ajax:function(a,c){function w(a,c,l,m){if(s!==2){s=2,q&&clearTimeout(q),p=b,n=m||"",v.readyState=a>0?4:0;var o,r,u,w=c,x=l?cb(d,v,l):b,y,z;if(a>=200&&a<300||a===304){if(d.ifModified){if(y=v.getResponseHeader("Last-Modified"))f.lastModified[k]=y;if(z=v.getResponseHeader("Etag"))f.etag[k]=z}if(a===304)w="notmodified",o=!0;else try{r=cc(d,x),w="success",o=!0}catch(A){w="parsererror",u=A}}else{u=w;if(!w||a)w="error",a<0&&(a=0)}v.status=a,v.statusText=""+(c||w),o?h.resolveWith(e,[r,w,v]):h.rejectWith(e,[v,w,u]),v.statusCode(j),j=b,t&&g.trigger("ajax"+(o?"Success":"Error"),[v,d,o?r:u]),i.fireWith(e,[v,w]),t&&(g.trigger("ajaxComplete",[v,d]),--f.active||f.event.trigger("ajaxStop"))}}typeof a=="object"&&(c=a,a=b),c=c||{};var d=f.ajaxSetup({},c),e=d.context||d,g=e!==d&&(e.nodeType||e instanceof f)?f(e):f.event,h=f.Deferred(),i=f.Callbacks("once memory"),j=d.statusCode||{},k,l={},m={},n,o,p,q,r,s=0,t,u,v={readyState:0,setRequestHeader:function(a,b){if(!s){var c=a.toLowerCase();a=m[c]=m[c]||a,l[a]=b}return this},getAllResponseHeaders:function(){return s===2?n:null},getResponseHeader:function(a){var c;if(s===2){if(!o){o={};while(c=bH.exec(n))o[c[1].toLowerCase()]=c[2]}c=o[a.toLowerCase()]}return c===b?null:c},overrideMimeType:function(a){s||(d.mimeType=a);return this},abort:function(a){a=a||"abort",p&&p.abort(a),w(0,a);return this}};h.promise(v),v.success=v.done,v.error=v.fail,v.complete=i.add,v.statusCode=function(a){if(a){var b;if(s<2)for(b in a)j[b]=[j[b],a[b]];else b=a[v.status],v.then(b,b)}return this},d.url=((a||d.url)+"").replace(bG,"").replace(bL,bW[1]+"//"),d.dataTypes=f.trim(d.dataType||"*").toLowerCase().split(bP),d.crossDomain==null&&(r=bR.exec(d.url.toLowerCase()),d.crossDomain=!(!r||r[1]==bW[1]&&r[2]==bW[2]&&(r[3]||(r[1]==="http:"?80:443))==(bW[3]||(bW[1]==="http:"?80:443)))),d.data&&d.processData&&typeof d.data!="string"&&(d.data=f.param(d.data,d.traditional)),b$(bT,d,c,v);if(s===2)return!1;t=d.global,d.type=d.type.toUpperCase(),d.hasContent=!bK.test(d.type),t&&f.active++===0&&f.event.trigger("ajaxStart");if(!d.hasContent){d.data&&(d.url+=(bM.test(d.url)?"&":"?")+d.data,delete d.data),k=d.url;if(d.cache===!1){var x=f.now(),y=d.url.replace(bQ,"$1_="+x);d.url=y+(y===d.url?(bM.test(d.url)?"&":"?")+"_="+x:"")}}(d.data&&d.hasContent&&d.contentType!==!1||c.contentType)&&v.setRequestHeader("Content-Type",d.contentType),d.ifModified&&(k=k||d.url,f.lastModified[k]&&v.setRequestHeader("If-Modified-Since",f.lastModified[k]),f.etag[k]&&v.setRequestHeader("If-None-Match",f.etag[k])),v.setRequestHeader("Accept",d.dataTypes[0]&&d.accepts[d.dataTypes[0]]?d.accepts[d.dataTypes[0]]+(d.dataTypes[0]!=="*"?", "+bX+"; q=0.01":""):d.accepts["*"]);for(u in d.headers)v.setRequestHeader(u,d.headers[u]);if(d.beforeSend&&(d.beforeSend.call(e,v,d)===!1||s===2)){v.abort();return!1}for(u in{success:1,error:1,complete:1})v[u](d[u]);p=b$(bU,d,c,v);if(!p)w(-1,"No Transport");else{v.readyState=1,t&&g.trigger("ajaxSend",[v,d]),d.async&&d.timeout>0&&(q=setTimeout(function(){v.abort("timeout")},d.timeout));try{s=1,p.send(l,w)}catch(z){if(s<2)w(-1,z);else throw z}}return v},param:function(a,c){var d=[],e=function(a,b){b=f.isFunction(b)?b():b,d[d.length]=encodeURIComponent(a)+"="+encodeURIComponent(b)};c===b&&(c=f.ajaxSettings.traditional);if(f.isArray(a)||a.jquery&&!f.isPlainObject(a))f.each(a,function(){e(this.name,this.value)});else for(var g in a)ca(g,a[g],c,e);return d.join("&").replace(bD,"+")}}),f.extend({active:0,lastModified:{},etag:{}});var cd=f.now(),ce=/(\=)\?(&|$)|\?\?/i;f.ajaxSetup({jsonp:"callback",jsonpCallback:function(){return f.expando+"_"+cd++}}),f.ajaxPrefilter("json jsonp",function(b,c,d){var e=b.contentType==="application/x-www-form-urlencoded"&&typeof b.data=="string";if(b.dataTypes[0]==="jsonp"||b.jsonp!==!1&&(ce.test(b.url)||e&&ce.test(b.data))){var g,h=b.jsonpCallback=f.isFunction(b.jsonpCallback)?b.jsonpCallback():b.jsonpCallback,i=a[h],j=b.url,k=b.data,l="$1"+h+"$2";b.jsonp!==!1&&(j=j.replace(ce,l),b.url===j&&(e&&(k=k.replace(ce,l)),b.data===k&&(j+=(/\?/.test(j)?"&":"?")+b.jsonp+"="+h))),b.url=j,b.data=k,a[h]=function(a){g=[a]},d.always(function(){a[h]=i,g&&f.isFunction(i)&&a[h](g[0])}),b.converters["script json"]=function(){g||f.error(h+" was not called");return g[0]},b.dataTypes[0]="json";return"script"}}),f.ajaxSetup({accepts:{script:"text/javascript, application/javascript, application/ecmascript, application/x-ecmascript"},contents:{script:/javascript|ecmascript/},converters:{"text script":function(a){f.globalEval(a);return a}}}),f.ajaxPrefilter("script",function(a){a.cache===b&&(a.cache=!1),a.crossDomain&&(a.type="GET",a.global=!1)}),f.ajaxTransport("script",function(a){if(a.crossDomain){var d,e=c.head||c.getElementsByTagName("head")[0]||c.documentElement;return{send:function(f,g){d=c.createElement("script"),d.async="async",a.scriptCharset&&(d.charset=a.scriptCharset),d.src=a.url,d.onload=d.onreadystatechange=function(a,c){if(c||!d.readyState||/loaded|complete/.test(d.readyState))d.onload=d.onreadystatechange=null,e&&d.parentNode&&e.removeChild(d),d=b,c||g(200,"success")},e.insertBefore(d,e.firstChild)},abort:function(){d&&d.onload(0,1)}}}});var cf=a.ActiveXObject?function(){for(var a in ch)ch[a](0,1)}:!1,cg=0,ch;f.ajaxSettings.xhr=a.ActiveXObject?function(){return!this.isLocal&&ci()||cj()}:ci,function(a){f.extend(f.support,{ajax:!!a,cors:!!a&&"withCredentials"in a})}(f.ajaxSettings.xhr()),f.support.ajax&&f.ajaxTransport(function(c){if(!c.crossDomain||f.support.cors){var d;return{send:function(e,g){var h=c.xhr(),i,j;c.username?h.open(c.type,c.url,c.async,c.username,c.password):h.open(c.type,c.url,c.async);if(c.xhrFields)for(j in c.xhrFields)h[j]=c.xhrFields[j];c.mimeType&&h.overrideMimeType&&h.overrideMimeType(c.mimeType),!c.crossDomain&&!e["X-Requested-With"]&&(e["X-Requested-With"]="XMLHttpRequest");try{for(j in e)h.setRequestHeader(j,e[j])}catch(k){}h.send(c.hasContent&&c.data||null),d=function(a,e){var j,k,l,m,n;try{if(d&&(e||h.readyState===4)){d=b,i&&(h.onreadystatechange=f.noop,cf&&delete ch[i]);if(e)h.readyState!==4&&h.abort();else{j=h.status,l=h.getAllResponseHeaders(),m={},n=h.responseXML,n&&n.documentElement&&(m.xml=n),m.text=h.responseText;try{k=h.statusText}catch(o){k=""}!j&&c.isLocal&&!c.crossDomain?j=m.text?200:404:j===1223&&(j=204)}}}catch(p){e||g(-1,p)}m&&g(j,k,m,l)},!c.async||h.readyState===4?d():(i=++cg,cf&&(ch||(ch={},f(a).unload(cf)),ch[i]=d),h.onreadystatechange=d)},abort:function(){d&&d(0,1)}}}});var ck={},cl,cm,cn=/^(?:toggle|show|hide)$/,co=/^([+\-]=)?([\d+.\-]+)([a-z%]*)$/i,cp,cq=[["height","marginTop","marginBottom","paddingTop","paddingBottom"],["width","marginLeft","marginRight","paddingLeft","paddingRight"],["opacity"]],cr;f.fn.extend({show:function(a,b,c){var d,e;if(a||a===0)return this.animate(cu("show",3),a,b,c);for(var g=0,h=this.length;g<h;g++)d=this[g],d.style&&(e=d.style.display,!f._data(d,"olddisplay")&&e==="none"&&(e=d.style.display=""),e===""&&f.css(d,"display")==="none"&&f._data(d,"olddisplay",cv(d.nodeName)));for(g=0;g<h;g++){d=this[g];if(d.style){e=d.style.display;if(e===""||e==="none")d.style.display=f._data(d,"olddisplay")||""}}return this},hide:function(a,b,c){if(a||a===0)return this.animate(cu("hide",3),a,b,c);var d,e,g=0,h=this.length;for(;g<h;g++)d=this[g],d.style&&(e=f.css(d,"display"),e!=="none"&&!f._data(d,"olddisplay")&&f._data(d,"olddisplay",e));for(g=0;g<h;g++)this[g].style&&(this[g].style.display="none");return this},_toggle:f.fn.toggle,toggle:function(a,b,c){var d=typeof a=="boolean";f.isFunction(a)&&f.isFunction(b)?this._toggle.apply(this,arguments):a==null||d?this.each(function(){var b=d?a:f(this).is(":hidden");f(this)[b?"show":"hide"]()}):this.animate(cu("toggle",3),a,b,c);return this},fadeTo:function(a,b,c,d){return this.filter(":hidden").css("opacity",0).show().end().animate({opacity:b},a,c,d)},animate:function(a,b,c,d){function g(){e.queue===!1&&f._mark(this);var b=f.extend({},e),c=this.nodeType===1,d=c&&f(this).is(":hidden"),g,h,i,j,k,l,m,n,o;b.animatedProperties={};for(i in a){g=f.camelCase(i),i!==g&&(a[g]=a[i],delete a[i]),h=a[g],f.isArray(h)?(b.animatedProperties[g]=h[1],h=a[g]=h[0]):b.animatedProperties[g]=b.specialEasing&&b.specialEasing[g]||b.easing||"swing";if(h==="hide"&&d||h==="show"&&!d)return b.complete.call(this);c&&(g==="height"||g==="width")&&(b.overflow=[this.style.overflow,this.style.overflowX,this.style.overflowY],f.css(this,"display")==="inline"&&f.css(this,"float")==="none"&&(!f.support.inlineBlockNeedsLayout||cv(this.nodeName)==="inline"?this.style.display="inline-block":this.style.zoom=1))}b.overflow!=null&&(this.style.overflow="hidden");for(i in a)j=new f.fx(this,b,i),h=a[i],cn.test(h)?(o=f._data(this,"toggle"+i)||(h==="toggle"?d?"show":"hide":0),o?(f._data(this,"toggle"+i,o==="show"?"hide":"show"),j[o]()):j[h]()):(k=co.exec(h),l=j.cur(),k?(m=parseFloat(k[2]),n=k[3]||(f.cssNumber[i]?"":"px"),n!=="px"&&(f.style(this,i,(m||1)+n),l=(m||1)/j.cur()*l,f.style(this,i,l+n)),k[1]&&(m=(k[1]==="-="?-1:1)*m+l),j.custom(l,m,n)):j.custom(l,h,""));return!0}var e=f.speed(b,c,d);if(f.isEmptyObject(a))return this.each(e.complete,[!1]);a=f.extend({},a);return e.queue===!1?this.each(g):this.queue(e.queue,g)},stop:function(a,c,d){typeof a!="string"&&(d=c,c=a,a=b),c&&a!==!1&&this.queue(a||"fx",[]);return this.each(function(){function h(a,b,c){var e=b[c];f.removeData(a,c,!0),e.stop(d)}var b,c=!1,e=f.timers,g=f._data(this);d||f._unmark(!0,this);if(a==null)for(b in g)g[b]&&g[b].stop&&b.indexOf(".run")===b.length-4&&h(this,g,b);else g[b=a+".run"]&&g[b].stop&&h(this,g,b);for(b=e.length;b--;)e[b].elem===this&&(a==null||e[b].queue===a)&&(d?e[b](!0):e[b].saveState(),c=!0,e.splice(b,1));(!d||!c)&&f.dequeue(this,a)})}}),f.each({slideDown:cu("show",1),slideUp:cu("hide",1),slideToggle:cu("toggle",1),fadeIn:{opacity:"show"},fadeOut:{opacity:"hide"},fadeToggle:{opacity:"toggle"}},function(a,b){f.fn[a]=function(a,c,d){return this.animate(b,a,c,d)}}),f.extend({speed:function(a,b,c){var d=a&&typeof a=="object"?f.extend({},a):{complete:c||!c&&b||f.isFunction(a)&&a,duration:a,easing:c&&b||b&&!f.isFunction(b)&&b};d.duration=f.fx.off?0:typeof d.duration=="number"?d.duration:d.duration in f.fx.speeds?f.fx.speeds[d.duration]:f.fx.speeds._default;if(d.queue==null||d.queue===!0)d.queue="fx";d.old=d.complete,d.complete=function(a){f.isFunction(d.old)&&d.old.call(this),d.queue?f.dequeue(this,d.queue):a!==!1&&f._unmark(this)};return d},easing:{linear:function(a,b,c,d){return c+d*a},swing:function(a,b,c,d){return(-Math.cos(a*Math.PI)/2+.5)*d+c}},timers:[],fx:function(a,b,c){this.options=b,this.elem=a,this.prop=c,b.orig=b.orig||{}}}),f.fx.prototype={update:function(){this.options.step&&this.options.step.call(this.elem,this.now,this),(f.fx.step[this.prop]||f.fx.step._default)(this)},cur:function(){if(this.elem[this.prop]!=null&&(!this.elem.style||this.elem.style[this.prop]==null))return this.elem[this.prop];var a,b=f.css(this.elem,this.prop);return isNaN(a=parseFloat(b))?!b||b==="auto"?0:b:a},custom:function(a,c,d){function h(a){return e.step(a)}var e=this,g=f.fx;this.startTime=cr||cs(),this.end=c,this.now=this.start=a,this.pos=this.state=0,this.unit=d||this.unit||(f.cssNumber[this.prop]?"":"px"),h.queue=this.options.queue,h.elem=this.elem,h.saveState=function(){e.options.hide&&f._data(e.elem,"fxshow"+e.prop)===b&&f._data(e.elem,"fxshow"+e.prop,e.start)},h()&&f.timers.push(h)&&!cp&&(cp=setInterval(g.tick,g.interval))},show:function(){var a=f._data(this.elem,"fxshow"+this.prop);this.options.orig[this.prop]=a||f.style(this.elem,this.prop),this.options.show=!0,a!==b?this.custom(this.cur(),a):this.custom(this.prop==="width"||this.prop==="height"?1:0,this.cur()),f(this.elem).show()},hide:function(){this.options.orig[this.prop]=f._data(this.elem,"fxshow"+this.prop)||f.style(this.elem,this.prop),this.options.hide=!0,this.custom(this.cur(),0)},step:function(a){var b,c,d,e=cr||cs(),g=!0,h=this.elem,i=this.options;if(a||e>=i.duration+this.startTime){this.now=this.end,this.pos=this.state=1,this.update(),i.animatedProperties[this.prop]=!0;for(b in i.animatedProperties)i.animatedProperties[b]!==!0&&(g=!1);if(g){i.overflow!=null&&!f.support.shrinkWrapBlocks&&f.each(["","X","Y"],function(a,b){h.style["overflow"+b]=i.overflow[a]}),i.hide&&f(h).hide();if(i.hide||i.show)for(b in i.animatedProperties)f.style(h,b,i.orig[b]),f.removeData(h,"fxshow"+b,!0),f.removeData(h,"toggle"+b,!0);d=i.complete,d&&(i.complete=!1,d.call(h))}return!1}i.duration==Infinity?this.now=e:(c=e-this.startTime,this.state=c/i.duration,this.pos=f.easing[i.animatedProperties[this.prop]](this.state,c,0,1,i.duration),this.now=this.start+(this.end-this.start)*this.pos),this.update();return!0}},f.extend(f.fx,{tick:function(){var a,b=f.timers,c=0;for(;c<b.length;c++)a=b[c],!a()&&b[c]===a&&b.splice(c--,1);b.length||f.fx.stop()},interval:13,stop:function(){clearInterval(cp),cp=null},speeds:{slow:600,fast:200,_default:400},step:{opacity:function(a){f.style(a.elem,"opacity",a.now)},_default:function(a){a.elem.style&&a.elem.style[a.prop]!=null?a.elem.style[a.prop]=a.now+a.unit:a.elem[a.prop]=a.now}}}),f.each(["width","height"],function(a,b){f.fx.step[b]=function(a){f.style(a.elem,b,Math.max(0,a.now)+a.unit)}}),f.expr&&f.expr.filters&&(f.expr.filters.animated=function(a){return f.grep(f.timers,function(b){return a===b.elem}).length});var cw=/^t(?:able|d|h)$/i,cx=/^(?:body|html)$/i;"getBoundingClientRect"in c.documentElement?f.fn.offset=function(a){var b=this[0],c;if(a)return this.each(function(b){f.offset.setOffset(this,a,b)});if(!b||!b.ownerDocument)return null;if(b===b.ownerDocument.body)return f.offset.bodyOffset(b);try{c=b.getBoundingClientRect()}catch(d){}var e=b.ownerDocument,g=e.documentElement;if(!c||!f.contains(g,b))return c?{top:c.top,left:c.left}:{top:0,left:0};var h=e.body,i=cy(e),j=g.clientTop||h.clientTop||0,k=g.clientLeft||h.clientLeft||0,l=i.pageYOffset||f.support.boxModel&&g.scrollTop||h.scrollTop,m=i.pageXOffset||f.support.boxModel&&g.scrollLeft||h.scrollLeft,n=c.top+l-j,o=c.left+m-k;return{top:n,left:o}}:f.fn.offset=function(a){var b=this[0];if(a)return this.each(function(b){f.offset.setOffset(this,a,b)});if(!b||!b.ownerDocument)return null;if(b===b.ownerDocument.body)return f.offset.bodyOffset(b);var c,d=b.offsetParent,e=b,g=b.ownerDocument,h=g.documentElement,i=g.body,j=g.defaultView,k=j?j.getComputedStyle(b,null):b.currentStyle,l=b.offsetTop,m=b.offsetLeft;while((b=b.parentNode)&&b!==i&&b!==h){if(f.support.fixedPosition&&k.position==="fixed")break;c=j?j.getComputedStyle(b,null):b.currentStyle,l-=b.scrollTop,m-=b.scrollLeft,b===d&&(l+=b.offsetTop,m+=b.offsetLeft,f.support.doesNotAddBorder&&(!f.support.doesAddBorderForTableAndCells||!cw.test(b.nodeName))&&(l+=parseFloat(c.borderTopWidth)||0,m+=parseFloat(c.borderLeftWidth)||0),e=d,d=b.offsetParent),f.support.subtractsBorderForOverflowNotVisible&&c.overflow!=="visible"&&(l+=parseFloat(c.borderTopWidth)||0,m+=parseFloat(c.borderLeftWidth)||0),k=c}if(k.position==="relative"||k.position==="static")l+=i.offsetTop,m+=i.offsetLeft;f.support.fixedPosition&&k.position==="fixed"&&(l+=Math.max(h.scrollTop,i.scrollTop),m+=Math.max(h.scrollLeft,i.scrollLeft));return{top:l,left:m}},f.offset={bodyOffset:function(a){var b=a.offsetTop,c=a.offsetLeft;f.support.doesNotIncludeMarginInBodyOffset&&(b+=parseFloat(f.css(a,"marginTop"))||0,c+=parseFloat(f.css(a,"marginLeft"))||0);return{top:b,left:c}},setOffset:function(a,b,c){var d=f.css(a,"position");d==="static"&&(a.style.position="relative");var e=f(a),g=e.offset(),h=f.css(a,"top"),i=f.css(a,"left"),j=(d==="absolute"||d==="fixed")&&f.inArray("auto",[h,i])>-1,k={},l={},m,n;j?(l=e.position(),m=l.top,n=l.left):(m=parseFloat(h)||0,n=parseFloat(i)||0),f.isFunction(b)&&(b=b.call(a,c,g)),b.top!=null&&(k.top=b.top-g.top+m),b.left!=null&&(k.left=b.left-g.left+n),"using"in b?b.using.call(a,k):e.css(k)}},f.fn.extend({position:function(){if(!this[0])return null;var a=this[0],b=this.offsetParent(),c=this.offset(),d=cx.test(b[0].nodeName)?{top:0,left:0}:b.offset();c.top-=parseFloat(f.css(a,"marginTop"))||0,c.left-=parseFloat(f.css(a,"marginLeft"))||0,d.top+=parseFloat(f.css(b[0],"borderTopWidth"))||0,d.left+=parseFloat(f.css(b[0],"borderLeftWidth"))||0;return{top:c.top-d.top,left:c.left-d.left}},offsetParent:function(){return this.map(function(){var a=this.offsetParent||c.body;while(a&&!cx.test(a.nodeName)&&f.css(a,"position")==="static")a=a.offsetParent;return a})}}),f.each(["Left","Top"],function(a,c){var d="scroll"+c;f.fn[d]=function(c){var e,g;if(c===b){e=this[0];if(!e)return null;g=cy(e);return g?"pageXOffset"in g?g[a?"pageYOffset":"pageXOffset"]:f.support.boxModel&&g.document.documentElement[d]||g.document.body[d]:e[d]}return this.each(function(){g=cy(this),g?g.scrollTo(a?f(g).scrollLeft():c,a?c:f(g).scrollTop()):this[d]=c})}}),f.each(["Height","Width"],function(a,c){var d=c.toLowerCase();f.fn["inner"+c]=function(){var a=this[0];return a?a.style?parseFloat(f.css(a,d,"padding")):this[d]():null},f.fn["outer"+c]=function(a){var b=this[0];return b?b.style?parseFloat(f.css(b,d,a?"margin":"border")):this[d]():null},f.fn[d]=function(a){var e=this[0];if(!e)return a==null?null:this;if(f.isFunction(a))return this.each(function(b){var c=f(this);c[d](a.call(this,b,c[d]()))});if(f.isWindow(e)){var g=e.document.documentElement["client"+c],h=e.document.body;return e.document.compatMode==="CSS1Compat"&&g||h&&h["client"+c]||g}if(e.nodeType===9)return Math.max(e.documentElement["client"+c],e.body["scroll"+c],e.documentElement["scroll"+c],e.body["offset"+c],e.documentElement["offset"+c]);if(a===b){var i=f.css(e,d),j=parseFloat(i);return f.isNumeric(j)?j:i}return this.css(d,typeof a=="string"?a:a+"px")}}),a.jQuery=a.$=f,typeof define=="function"&&define.amd&&define.amd.jQuery&&define("jquery",[],function(){return f})})(window);
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