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CHAPTER 1. SETTING UP RED HAT JBOSS DATA GRID

CHAPTER 1. SETTING UP RED HAT JBOSS DATA GRID

1.1. PREREQUISITES

The only prerequisites to set up Red Hat JBoss Data Grid is a Java Virtual Machine and that the most
recent supported version of the product is installed on your system.

Report a bug

1.2. STEPS TO SET UP RED HAT JBOSS DATA GRID

The following steps outline the necessary (and optional, where stated) steps for a first time basic
configuration of Red Hat JBoss Data Grid. It is recommended that the steps are followed in the order
specified and not skipped unless they are identified as optional steps.

Procedure 1.1. Set Up JBoss Data Grid

1. Set Up the Cache Manager
The first step in a JBoss Data Grid configuration is a cache manager. Cache managers can
retrieve cache instances and create cache instances quickly and easily using previously
specified configuration templates. For details about setting up a cache manager, see Part |,
“Set Up a Cache Manager”

2. Set Up JVM Memory Management
An important step in configuring your JBoss Data Grid is to set up memory management for
your Java Virtual Machine (JVM). JBoss Data Grid offers features such as eviction and
expiration to help manage the JVM memory.

a. Set Up Eviction
Use eviction to specify the logic used to remove entries from the in-memory cache
implementation based on how often they are used. JBoss Data Grid offers different
eviction strategies for finer control over entry eviction in your data grid. Eviction
strategies and instructions to configure them are available in Chapter 3, Set Up Eviction.

b. Set Up Expiration
To set upper limits to an entry's time in the cache, attach expiration information to each
entry. Use expiration to set up the maximum period an entry is allowed to remain in the
cache and how long the retrieved entry can remain idle before being removed from the
cache. For details, see Chapter 4, Set Up Expiration

3. Monitor Your Cache
JBoss Data Grid uses logging via JBoss Logging to help users monitor their caches.

a. Set Up Logging
It is not mandatory to set up logging for your JBoss Data Grid, but it is highly
recommended. JBoss Data Grid uses JBoss Logging, which allows the user to easily set up
automated logging for operations in the data grid. Logs can subsequently be used to
troubleshoot errors and identify the cause of an unexpected failure. For details, see
Chapter 5, Set Up Logging

4. Set Up Cache Modes
Cache modes are used to specify whether a cache is local (simple, in-memory cache) or a
clustered cache (replicates state changes over a small subset of nodes). Additionally, if a
cache is clustered, either replication, distribution or invalidation mode must be applied to
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determine how the changes propagate across the subset of nodes. For details, see Part IV, “Set
Up Cache Modes”

. Set Up Locking for the Cache

When replication or distribution is in effect, copies of entries are accessible across multiple
nodes. As a result, copies of the data can be accessed or modified concurrently by different
threads. To maintain consistency for all copies across nodes, configure locking. For details, see
Part V, “Set Up Locking for the Cache” and Chapter 12, Set Up Isolation Levels

. Set Up and Configure a Cache Store

JBoss Data Grid offers the passivation feature (or cache writing strategies if passivation is
turned off) to temporarily store entries removed from memory in a persistent, external cache
store. To set up passivation or a cache writing strategy, you must first set up a cache store.

a. Set Up a Cache Store
The cache store serves as a connection to the persistent store. Cache stores are primarily
used to fetch entries from the persistent store and to push changes back to the persistent
store. For details, see Part VI, “Set Up and Configure a Cache Store”

b. Set Up Passivation
Passivation stores entries evicted from memory in a cache store. This feature allows
entries to remain available despite not being present in memory and prevents potentially
expensive write operations to the persistent cache. For details, see Part VII, “Set Up
Passivation”

c. Set Up a Cache Writing Strategy
If passivation is disabled, every attempt to write to the cache results in writing to the
cache store. This is the default Write-Through cache writing strategy. Set the cache writing
strategy to determine whether these cache store writes occur synchronously or
asynchronously. For details, see Part VIII, “Set Up Cache Writing”

7. Monitor Caches and Cache Managers

JBoss Data Grid includes two primary tools to monitor the cache and cache managers once
the data grid is up and running.

a. Set Up JMX
JMX is the standard statistics and management tool used for JBoss Data Grid. Depending
on the use case, JMX can be configured at a cache level or a cache manager level or both.
For details, see Chapter 19, Set Up Java Management Extensions (JMX)

b. Set Up Red Hat JBoss Operations Network (JON)
Red Hat JBoss Operations Network (JON) is the second monitoring solution available for
JBoss Data Grid. JBoss Operations Network (JON) offers a graphical interface to monitor
runtime parameters and statistics for caches and cache managers. For details, see
Chapter 20, Set Up JBoss Operations Network (JON)

8. Introduce Topology Information

Optionally, introduce topology information to your data grid to specify where specific types of
information or objects in your data grid are located. Server hinting is one of the ways to
introduce topology information in JBoss Data Grid.

a. Set Up Server Hinting
When set up, server hinting provides high availability by ensuring that the original and
backup copies of data are not stored on the same physical server, rack or data center. This
is optional in cases such as a replicated cache, where all data is backed up on all servers,
racks and data centers. For details, see Chapter 26, High Availability Using Server Hinting



CHAPTER 1. SETTING UP RED HAT JBOSS DATA GRID

The subsequent chapters detail each of these steps towards setting up a standard JBoss Data Grid
configuration.

Report a bug
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CHAPTER 2. CACHE MANAGE

CHAPTER 2. CACHE MANAGERS

A Cache Manager is the primary mechanism to retrieve a cache instance in Red Hat JBoss Data Grid,
and is a starting point for using the cache.

In JBoss Data Grid, a cache manager is useful because:
e it creates multiple cache instances on demand using a provided standard.
e itretrieves existing cache instanced (i.e. caches that have already been created).

Report a bug

2.1. TYPES OF CACHE MANAGERS
Red Hat JBoss Data Grid offers the following Cache Managers:

e EmbeddedCacheManager is a cache manager that runs within the Java Virtual Machine (JVM)
used by the client. Currently, JBoss Data Grid offers only the DefaultCacheManager
implementation of the EnbeddedCacheManager interface.

e RemoteCacheManager is used to access remote caches. When started, the
RemoteCacheManager instantiates connections to the Hot Rod server (or multiple Hot Rod
servers). It then manages the persistent TCP connections while it runs. As a result,
RemoteCacheManager is resource-intensive. The recommended approach is to have a single
RemoteCacheManager instance for each Java Virtual Machine (JVM).

Report a bug
2.2. CREATING CACHEMANAGERS

2.2.1. Create a New RemoteCacheManager

Use the following configuration to configure a new RemoteCacheManager:

import org.infinispan.client.hotrod.configuration.Configuration;
import org.infinispan.client.hotrod.configuration.ConfigurationBuilder;

Configuration conf = new
ConfigurationBuilder().addServer().host("localhost").port(11222).build();
RemoteCacheManager manager = new RemoteCacheManager (conf);

RemoteCache defaultCache = manager.getCache();

Configuration Explanation

An explanation of each line of the provided configuration is as follows:

1. Use the ConfigurationBuilder () method to configure a new builder. The .addServer()
property adds a remote server, specified via the . host (<hostname | ip>) and
.port(<port>) properties.

Configuration conf = new
ConfigurationBuilder().addServer().host(<hostname|ip>).port(<port>).
build();

RS
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2. Create anew RemoteCacheManager using the supplied configuration.
I RemoteCacheManager manager = new RemoteCacheManager(conf);
3. Retrieve the default cache from the remote server.

I RemoteCache defaultCache = manager.getCache();

Report a bug

2.2.2. Create a New Embedded Cache Manager

Use the following instructions to create a new EmbeddedCacheManager without using CDI:

Procedure 2.1. Create a New Embedded Cache Manager

1. Create a configuration XML file. For example, create the my-config.file.xml file on the
classpath (in the resources/ folder) and add the configuration information in this file.

2. Use the following programmatic configuration to create a cache manager using the
configuration file:

EmbeddedCacheManager manager = new DefaultCacheManager ("my-config-
file.xml");
Cache defaultCache = manager.getCache();

The outlined procedure creates a new EmbeddedCacheManager using the basic configuration
specified.

Report a bug

2.2.3.Create a New Embedded Cache Manager Using CDI

Use the following steps to create a new EmbeddedCacheManager instance using CDI:

Procedure 2.2. Use CDI to Create a New EmbeddedCacheManager

1. Specify a default configuration:

public class Config {
@Produces
public Configuration defaultEmbeddedConfiguration () {
return new ConfigurationBuilder()
.eviction()
.strategy(EvictionStrategy.LRU)
.maxEntries(100)
Lbuild();

2. Create a clustered or a non-clustered cache.
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3. Invoke the method to create an EmbeddedCacheManager.

@Inject
EmbeddedCacheManager cacheManager;

Report a bug

2.3. MULTIPLE CACHE MANAGERS

Cache managers are an entry point to the cache and Red Hat JBoss Data Grid allows users to create
multiple cache managers. Each cache manager is configured with a different global configuration,
which includes settings for things like JMX, executors and clustering.

Report a bug

2.3.1. Create Multiple Caches with a Single Cache Manager

Red Hat JBoss Data Grid allows using the same cache manager to create multiple caches, each with a
different cache mode (synchronous and asynchronous cache modes).

Report a bug

2.3.2. Using Multiple Cache Managers

Red Hat JBoss Data Grid allows multiple cache managers to be used. In most cases, such as with
replication and networking components, cache instances share internal components and a single cache
manager is sufficient.

However, if multiple caches are required to have different network characteristics, for example if one
cache uses the TCP protocol and the other uses the UDP protocol, multiple cache managers must be
used.

Report a bug

2.3.3. Create Multiple Cache Managers

Red Hat JBoss Data Grid allows users to create multiple cache managers of various types by repeating
the procedure used to create the first cache manager (and adjusting the contents of the configuration
file, if required).

To use the declarative API to create multiple new cache managers, copy the contents of the
infinispan.xml file to a new configuration file. Edit the new file for the desired configuration and

then use the new file for a new cache manager.

Report a bug
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CHAPTER 3. SET UP EVICTION

CHAPTER 3. SET UP EVICTION

3.1. ABOUT EVICTION

Eviction is the process of removing entries from memory to prevent running out of memory. Entries
that are evicted from memory remain in cache stores and the rest of the cluster to prevent permanent
data loss.

Red Hat JBoss Data Grid executes eviction tasks by utilizing user threads which are already
interacting with the data container. JBoss Data Grid uses a separate thread to prune expired cache
entries from the cache.

Eviction occurs individually on a per node basis, rather than occurring as a cluster-wide operation. Each
node uses an eviction thread to analyze the contents of its in-memory container to determine which
entries require eviction. The free memory in the Java Virtual Machine (JVM) is not a consideration
during the eviction analysis, even as a threshold to initialize entry eviction.

In JBoss Data Grid, eviction provides a mechanism to efficiently remove entries from the in-memory
representation of a cache and push them to a persistent store. This ensures that the memory can

always accommodate new entries as they are fetched and that evicted entries are preserved in the
cluster instead of lost.

Additionally, eviction strategies can be used as required for your configuration to set up which entries
are evicted and when eviction occurs.

See Also:

e Section 4.3, “Eviction and Expiration Comparison”

Report a bug

3.2. EVICTION STRATEGIES

Each eviction strategy has specific benefits and use cases, as outlined below:

Table 3.1. Eviction Strategies

Strategy Name Operations Details
EvictionStrategy.NONE No eviction occurs. -
EvictionStrategy.LRU Least Recently Used eviction

strateqy. This strategy evicts
entries that have not been used
for the longest period. This
ensures that entries that are
reused periodically remain in
memory.
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Strategy Name Operations Details

EvictionStrategy.UNORDE Unordered eviction strategy. This This strategy is recommended for
RED strateqy evicts entries without testing purposes and not for a
any ordered algorithm and may real work implementation.
therefore evict entries that are
required later. However, this
strateqgy saves resources
because no algorithm related
calculations are required before

eviction.
EvictionStrategy.LIRS Low Inter-Reference Recency LIRS is Red Hat JBoss Data Grid's
Set eviction strategy. default eviction algorithm

because it suits a large variety of
production use cases.

Report a bug

3.2.1. LRU Eviction Algorithm Limitations

In the Least Recently Used (LRU) eviction algorithm, the least recently used entry is evicted first. The
entry that has not been accessed the longest gets evicted first from the cache. However, LRU eviction
algorithm sometimes does not perform optimally in cases of weak access locality. The weak access
locality is a technical term used for entries which are put in the cache and not accessed for a long time
and entries to be accessed soonest are replaced. In such cases, problems such as the following can
appear:

e Single use access entries are not replaced in time.
e Entries that are accessed first are unnecessarily replaced.

Report a bug

3.3. USING EVICTION

In Red Hat JBoss Data Grid, eviction is disabled by default. If an empty <eviction /> element is used
to enable eviction without any strategy or maximum entries settings, the following default values are
automatically implemented:

e Strategy: If no eviction strategy is specified, EvictionStrategy. NONE is assumed as a
default.

e max-entries/maxEntries: If no value is specified, the max-entries/maxEntries value is set to
-1, which allows unlimited entries.

Report a bug

3.3.1. Initialize Eviction

To initialize eviction, set the eviction element's max-entries attributes value to a number greater
than zero. Adjust the value set for max-entries to discover the optimal value for your configuration.
It is important to remember that if too large a value is set for max-entries, Red Hat JBoss Data Grid
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runs out of memory.

The following procedure outlines the steps to initialize eviction in JBoss Data Grid:

Procedure 3.1. Initialize Eviction

1. Add the Eviction Tag
Add the <eviction> tag to your project's <cache> tags as follows:

I <eviction />

2. Set the Eviction Strategy
Set the strategy value to set the eviction strategy employed. Possible values are LRU,
UNORDERED and LIRS (or NONE if no eviction is required). The following is an example of this
step:

I <eviction strategy="LRU" />

3. Set the Maximum Entries
Set the maximum number of entries allowed in memory. The default value is -1 for unlimited
entries.

a. In Library mode, set the maxEntries parameter as follows:
I <eviction strategy="LRU" maxEntries="200" />
b. In Remote Client Server mode, set the max-entries as follows:
I <eviction strategy="LRU" max-entries="200" />

Result

Eviction is configured for the target cache.

Report a bug

3.3.2. Eviction Configuration Examples

Configure eviction in Red Hat JBoss Data Grid using the configuration bean or the XML file. Eviction
configuration is done on a per-cache basis.

e A sample XML configuration for Library mode is as follows:

I <eviction strategy="LRU" maxEntries="2000"/>

o A sample XML configuration for Remote Client Server Mode is as follows:

I <eviction strategy="LRU" max-entries="20"/>

e A sample programmatic configuration for Library Mode is as follows:

I Configuration ¢ = new
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ConfigurationBuilder().eviction().strategy(EvictionStrategy.LRU)
.maxEntries(2000)
Lbuild();

NOTE

JBoss Data Grid's Library mode uses the maxEntries parameter while Remote Client-

Ca Server mode uses the max-entries parameter to configure eviction.

Report a bug

3.3.3. Eviction Configuration Troubleshooting

In Red Hat JBoss Data Grid, the size of a cache can be larger than the value specified for the max -
entries parameter of the configuration element. This is because although the max-entries
value can be configured to a value that is not a power of two, the underlying algorithm will alter the
value to V, where V is the closest power of two value that is larger than the max-entries value.
Eviction algorithms are in place to ensure that the size of the cache container will never exceed the
value V.

Report a bug

3.3.4. Eviction and Passivation

To ensure that a single copy of an entry remains, either in memory or in a cache store, use passivation
in conjunction with eviction.

The primary reason to use passivation instead of a normal cache store is that updating entries require
less resources when passivation is in use. This is because passivation does not require an update to the
cache store.

Report a bug
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4.1. ABOUT EXPIRATION

Red Hat JBoss Data Grid uses expiration to attach one or both of the following values to an entry:
e A lifespan value.
e A maximum idle time value.

Expiration can be specified on a per-entry or per-cache basis and the per-entry configuration overrides
per-cache configurations. If expiration is not configured at the cache level, cache entries are created
immortal (i.e. they will never expire) as a default. Conversely, if expiration is configured at the cache
level, the expiration defaults apply to all entries which do not explicitly specify a 1ifespan or
maxIdle value.

Expired entries, unlike evicted entries, are removed globally, which removes them from memory, cache
stores and the cluster.

Expiration automates the removal of entries that have not been used for a specified period of time from
the memory. Expiration and eviction are different because:

e expiration removes entries based on the period they have been in memory. Expiration only
removes entries when the life span period concludes or when an entry has been idle longer
than the specified idle time.

e eviction removes entries based on how recently (and often) they are used. Eviction only
removes entries when too many entries are present in the memory. If a cache store has been
configured, evicted entries are persisted in the cache store.

Report a bug

4.2. EXPIRATION OPERATIONS

Expiration in Red Hat JBoss Data Grid allows you to set a life span or maximum idle time value for each
key/value pair stored in the cache.

The life span or maximum idle time can be set to apply cache-wide or defined for each key/value pair
using the cache API. The life span (1ifespan) or maximum idle time ( maxIdle in Library Mode and
max-idle in Remote Client-Server Mode) defined for an individual key/value pair overrides the
cache-wide default for the entry in question.

Report a bug

4.3.EVICTION AND EXPIRATION COMPARISON

Expiration is a top-level construct in Red Hat JBoss Data Grid, and is represented in the global
configuration, as well as the cache API.

Eviction is limited to the cache instance it is used in, whilst expiration is cluster-wide. Expiration life
spans (1ifespan) and idle time (maxIdle in Library Mode and max-idle in Remote Client-Server
Mode) values are replicated alongside each cache entry.

Report a bug
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4.4. CACHE ENTRY EXPIRATION NOTIFICATIONS
Red Hat JBoss Data Grid does not guarantee that an eviction occurs immediately upon timeout.
Instead, a number of mechanisms are used in collaboration to ensure efficient eviction. An expired
entry is removed from the cache when either:

e A user thread requests an entry and discovers that the entry has expired.

e Anentry is passivated/overflowed to disk and is discovered to have expired.

e The eviction maintenance thread discovers that an entry it has found is expired.

Report a bug

4.5. CONFIGURE EXPIRATION

In Red Hat JBoss Data Grid, expiration is configured in a manner similar to eviction.

Procedure 4.1. Configure Expiration

1. Add the Expiration Tag
Add the <expiration> tag to your project's <cache> tags as follows:

I <expiration />

2. Set the Expiration Lifespan
Set the 1ifespan value to set the period of time (in milliseconds) an entry can remain in
memory. The following is an example of this step:

I <expiration lifespan="1000" />

3. Set the Maximum Idle Time

Set the time that entries are allowed to remain idle (unused) after which they are removed (in
milliseconds). The default value is -1 for unlimited time.

a. In Library mode, set the maxIdle parameter as follows:
I <expiration lifespan="1000" maxIdle="1000" />
m In Remote Client Server mode, set the max-idle as follows:
I <expiration lifespan="1000" max-idle="1000" />

Result

Expiration is now configured for the cache implementation.

Report a bug

4.6. MORTAL AND IMMORTAL DATA

In addition to storing entities, Red Hat JBoss Data Grid allows you to attach mortality information to
data. For example, using the standard put (key, value) creates an entry that will never expire,
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called an immortal entry. Alternatively, an entry created using put (key, value, lifespan,
timeunit) is a mortal entry that has a specified fixed life span, after which it expires.

In addition to the 1ifespan parameter, JBoss Data Grid also provides a maxIdle parameter used to
determine expiration. The maxIdle and 1ifespan parameters can be used in various combinations to
set the life span of an entry.

As a default, newly created entries do not have a life span or maximum idle time value set. Without
these two values, a data entry will never expire and is therefore known as immortal data.

Entry mortality (or its expiration values) can be set by setting the life span and maximum idle time
values for the entry. After being set, these values must be persisted in the cache stores to ensure that
they survive eviction and passivation.

Report a bug

4.7. TROUBLESHOOTING EXPIRATION

If expiration does not appear to be working, it may be due to an entry being marked for expiration but
not being removed.

Multiple-cache operations such as put () are passed a life span value as a parameter. This value
defines the interval after which the entry must expire. In cases where eviction is not configured and the
life span interval expires, it can appear as if Red Hat JBoss Data Grid has not removed the entry. For
example, when viewing JMX statistics, such as the number of entries, you may see an out of date
count, or the persistent store associated with JBoss Data Grid may still contain this entry. Behind the
scenes, JBoss Data Grid has marked it as an expired entry, but has not removed it. Removal of such
entries happens in one of two ways:

e Any attempt touse get () or containsKey() for the expired entry, causes JBoss Data Grid
to detect the entry as an expired one and remove it.

e Enabling the eviction feature causes the eviction thread to periodically detect and purge
expired entries.

Report a bug
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PART Ill. MONITOR YOUR CACHE
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5.1. ABOUT LOGGING

Red Hat JBoss Data Grid provides highly configurable logging facilities for both its own internal use
and for use by deployed applications. The logging subsystem is based on JBoss LogManager and it
supports several third party application logging frameworks in addition to JBoss Logging.

The logging subsystem is configured using a system of log categories and log handlers. Log categories
define what messages to capture, and log handlers define how to deal with those messages (write to

disk, send to console, etc).

After a JBoss Data Grid cache is configured with operations such as eviction and expiration, logging
tracks relevant activity (including errors or failures).

When set up correctly, logging provides a detailed account at what occurred in the environment and
when. Logging also helps track activity that occurred just before a crash or problem in the
environment. This information is useful when troubleshooting or when attempting to identify the
source of a crash or error.

Report a bug

5.2. SUPPORTED APPLICATION LOGGING FRAMEWORKS
Red Hat JBoss LogManager supports the following logging frameworks:

e JBoss Logging, which is included with Red Hat JBoss Data Grid 6.

e Apache Commons Logging

e Simple Logging Facade for Java (SLF4J)

e Apache log4j

e Java SE Logging (java.util.logging)

Report a bug

5.2.1. About JBoss Logging

JBoss Logging is the application logging framework that is included in
JBoss Enterprise Application Platform 6. As a result of this inclusion, Red Hat JBoss Data Grid 6 also
uses JBoss Logging.

JBoss Logging provides an easy way to add logging to an application. Add code to the application that
uses the framework to send log messages in a defined format. When the application is deployed to an
application server, these messages can be captured by the server and displayed and/or written to file
according to the server's configuration.

Report a bug

5.2.2. JBoss Logging Features

JBoss Logging includes the following features:
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e Provides an innovative, easy to use typed logger.

e Full support for internationalization and localization. Translators work with message bundles in
properties files while developers can work with interfaces and annotations.

e Build-time tooling to generate typed loggers for production, and runtime generation of typed
loggers for development.

Report a bug

5.3.BOOT LOGGING

The boot log is the record of events that occur while the server is starting up (or booting). Red Hat
JBoss Data Grid also includes a server log, which includes log entries generated after the server
concludes the boot process.

Report a bug

5.3.1. Configure Boot Logging

Edit the logging.properties file to configure the boot log. This file is a standard Java properties
file and can be edited in a text editor. Each line in the file has the format of property=value.

In Red Hat JBoss Data Grid, the logging.properties file is available in the
$JDG_HOME/standalone/configuration folder.

Report a bug

5.3.2. Default Log File Locations

The following table provides a list of log files in Red Hat JBoss Data Grid and their locations:

Table 5.1. Default Log File Locations

Log File Location Description
boot.log $JDG_HOME/standalone/lo  The Server Boot Log. Contains
g/ log messages related to the start

up of the server.

server.log $JDG_HOME/standalone/lo The Server Log. Contains all log
9/ messages once the server has
launched.

Report a bug

5.4.LOGGING ATTRIBUTES

5.4.1. About Log Levels
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Log levels are an ordered set of enumerated values that indicate the nature and severity of a log
message. The level of a given log message is specified by the developer using the appropriate methods
of their chosen logging framework to send the message.

Red Hat JBoss Data Grid supports all the log levels used by the supported application logging
frameworks. The six most commonly used log levels are (ordered by lowest to highest severity):

1. TRACE

2. DEBUG

3. INFO

4. WARN

5. ERROR

6. FATAL
Log levels are used by log categories and handlers to limit the messages they are responsible for. Each
log level has an assigned numeric value which indicates its order relative to other log levels. Log

categories and handlers are assigned a log level and they only process log messages of that numeric
value or higher. For example a log handler with the level of WARN will only record messages of the

levels WARN, ERROR and FATAL.

Report a bug

5.4.2. Supported Log Levels

The following table lists log levels that are supported in Red Hat JBoss Data Grid. Each entry includes
the log level, its value and description. The log level values indicate each log level's relative value to
other log levels. Additionally, log levels in different frameworks may be named differently, but have a
log value consistent to the provided list.

Table 5.2. Supported Log Levels

Log Level Description

FINEST 300 -
FINER 400 -
TRACE 400 Used for messages that provide

detailed information about the
running state of an application.
TRACE level log messages are
captured when the server runs
with the TRACE level enabled.

29


https://bugzilla.redhat.com/enter_bug.cgi?cf_environment=Build+Name%3A+22645%2C+Administration+and+Configuration+Guide-6.2-3%0ABuild+Date%3A+04-09-2014+17%3A27%3A27%0ATopic+ID%3A+9544-621507+%5BSpecified%5D&comment=Title%3A+About+Log+Levels%0A%0ADescribe+the+issue%3A%0A%0A%0ASuggestions+for+improvement%3A%0A%0A%0AAdditional+information%3A&cf_build_id=9544-621507+14+Mar+2014+14%3A11+en-US+%5BSpecified%5D&product=JBoss+Data+Grid+6&component=Documentation&version=6.2.1

Administration and Configuration Guide

Log Level

DEBUG

FINE
CONFIG

INFO

WARN

WARNING

ERROR

SEVERE

FATAL

Report a bug

5.4.3. About Log Categories

Value

500

500

700

800

900

900

1000

1000

1100

Description

Used for messages that indicate
the progress of individual
requests or activities of an
application. DEBUG level log
messages are captured when the
server runs with the DEBUG level
enabled.

Used for messages that indicate
the overall progress of the
application. Used for application
start up, shut down and other
major lifecycle events.

Used to indicate a situation that
is notin error but is not
considered ideal. Indicates
circumstances that can lead to
errors in the future.

Used to indicate an error that has
occurred that could prevent the
current activity or request from
completing but will not prevent
the application from running.

Used to indicate events that
could cause critical service
failure and application shutdown
and possibly cause

JBoss Data Grid to shut down.

Log categories define a set of log messages to capture and one or more log handlers which will process

the messages.

The log messages to capture are defined by their Java package of origin and log level. Messages from
classes in that package and of that log level or higher (with greater or equal numeric value) are
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captured by the log category and sent to the specified log handlers. As an example, the WARNING log
level results in log values of 900, 1000 and 1100 are captured.

Log categories can optionally use the log handlers of the root logger instead of their own handlers.

Report a bug

5.4.4. About the Root Logger

The root logger captures all log messages sent to the server (of a specified level) that are not captured
by a log category. These messages are then sent to one or more log handlers.

By default the root logger is configured to use a console and a periodic log handler. The periodic log
handler is configured to write to the file server.log. This file is sometimes referred to as the server

log.

Report a bug

5.4.5. About Log Handlers

Log handlers define how captured log messages are recorded by Red Hat JBoss Data Grid. The six
types of log handlers configurable in JBoss Data Grid are:

e Console

e File

e Periodic

e Size

e Async

e Custom
Log handlers direct specified log objects to a variety of outputs (including the console or specified log
files). Some log handlers used in JBoss Data Grid are wrapper log handlers, used to direct other log
handlers' behavior.
Log handlers are used to direct log outputs to specific files for easier sorting or to write logs for
specific intervals of time. They are primarily useful to specify the kind of logs required and where they

are stored or displayed or the logging behavior in JBoss Data Grid.

Report a bug

5.4.6. Log Handler Types

The following table lists the different types of log handlers available in Red Hat JBoss Data Grid:

Table 5.3. Log Handler Types

Log Handler Type Description Use Case

31


https://bugzilla.redhat.com/enter_bug.cgi?cf_environment=Build+Name%3A+22645%2C+Administration+and+Configuration+Guide-6.2-3%0ABuild+Date%3A+04-09-2014+17%3A27%3A27%0ATopic+ID%3A+10295-591919+%5BSpecified%5D&comment=Title%3A+About+Log+Categories%0A%0ADescribe+the+issue%3A%0A%0A%0ASuggestions+for+improvement%3A%0A%0A%0AAdditional+information%3A&cf_build_id=10295-591919+24+Feb+2014+07%3A55+en-US+%5BSpecified%5D&product=JBoss+Data+Grid+6&component=Documentation&version=6.2.1
https://bugzilla.redhat.com/enter_bug.cgi?cf_environment=Build+Name%3A+22645%2C+Administration+and+Configuration+Guide-6.2-3%0ABuild+Date%3A+04-09-2014+17%3A27%3A27%0ATopic+ID%3A+8867-591852+%5BSpecified%5D&comment=Title%3A+About+the+Root+Logger%0A%0ADescribe+the+issue%3A%0A%0A%0ASuggestions+for+improvement%3A%0A%0A%0AAdditional+information%3A&cf_build_id=8867-591852+24+Feb+2014+07%3A55+en-US+%5BSpecified%5D&product=JBoss+Data+Grid+6&component=Documentation&version=6.2.1
https://bugzilla.redhat.com/enter_bug.cgi?cf_environment=Build+Name%3A+22645%2C+Administration+and+Configuration+Guide-6.2-3%0ABuild+Date%3A+04-09-2014+17%3A27%3A27%0ATopic+ID%3A+9554-621538+%5BSpecified%5D&comment=Title%3A+About+Log+Handlers%0A%0ADescribe+the+issue%3A%0A%0A%0ASuggestions+for+improvement%3A%0A%0A%0AAdditional+information%3A&cf_build_id=9554-621538+14+Mar+2014+15%3A41+en-US+%5BSpecified%5D&product=JBoss+Data+Grid+6&component=Documentation&version=6.2.1

Administration and Configuration Guide

Log Handler Type

Console

File

Periodic

Size

Async
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Description

Console log handlers write log
messages to either the host
operating system’s standard out
(stdout) or standard error
(stderr) stream. These
messages are displayed when
JBoss Data Grid is run from a
command line prompt.

File log handlers are the simplest
log handlers. Their primary use is
to write log messages to a
specified file.

Periodic file handlers write log
messages to a named file until a
specified period of time has
elapsed. Once the time period has
elapsed, the specified time stamp
is appended to the file name. The
handler then continues to write
into the newly created log file
with the original name.

Size log handlers write log
messages to a named file until
the file reaches a specified size.
When the file reaches a specified
size, it is renamed with a numeric
prefix and the handler continues
to write into a newly created log
file with the original name. Each
size log handler must specify the
maximum number of files to be
kept in this fashion.

Async log handlers are wrapper
log handlers that provide
asynchronous behavior for one or
more other log handlers. These
are useful for log handlers that
have high latency or other
performance problems such as
writing a log file to a network file
system.

Use Case

The Console log handler is
preferred when JBoss Data Grid
is administered using the
command line. In such a case, the
messages from a Console log
handler are not saved unless the
operating system is configured to
capture the standard out or
standard error stream.

File log handlers are most useful if
the requirement is to store all log
entries according to the time in
one place.

The Periodic file handler can be
used to accumulate log messages
on a weekly, daily, hourly or other
basis depending on the
requirements of the environment.

The Size handler is best suited to
an environment where the log file
size must be consistent.

The Async log handlers are best
suited to an environment where
high latency is a problem or when
writing to a network file system.
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Log Handler Type Description Use Case

Custom Custom log handlers enable to Custom log handlers create
you to configure new types of log customized log handler types and
handlers that have been are recommended for advanced
implemented. A custom handler users.

must be implemented as a Java
class that extends
java.util.logging.Handl
er and be contained in a module.

Report a bug

5.4.7. Selecting Log Handlers

The following are the most common uses for each of the log handler types available for Red Hat
JBoss Data Grid:

e The Console log handler is preferred when JBoss Data Grid is administered using the
command line. In such a case, errors and log messages appear on the console window and are
not saved unless separately configured to do so.

e TheFilelog handleris used to direct log entries into a specified file. This simplicity is useful if
the requirement is to store all log entries according to the time in one place.

e ThePeriodic log handler is similar to the File handler but creates files according to the
specified period. As an example, this handler can be used to accumulate log messages on a
weekly, daily, hourly or other basis depending on the requirements of the environment.

e TheSize log handler also writes log messages to a specified file, but only while the log file size
is within a specified limit. Once the file size reaches the specified limit, log files are written to a
new log file. This handler is best suited to an environment where the log file size must be
consistent.

e The Async log handler is a wrapper that forces other log handlers to operate asynchronously.
This is best suited to an environment where high latency is a problem or when writing to a
network file system.

e The Custom log handler creates new, customized types of log handlers. This is an advanced
log handler.

Report a bug

5.4.8. About Log Formatters

A log formatter is the configuration property of a log handler. The log formatter defines the
appearance of log messages that originate from the relevant log handler. The log formatter is a string
that uses the same syntax as the java.util.Formatter class.

See http://docs.oracle.com/javase/6/docs/api/java/util/Formatter.html for more information.

Report a bug
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5.5. LOGGING SAMPLE CONFIGURATIONS

5.5.1. Sample XML Configuration for the Root Logger

The following procedure demonstrates a sample configuration for the root logger.

Procedure 5.1. Configure the Root Logger

1. Set the level Property
The 1evel property sets the maximum level of log message that the root logger records.

<subsystem xmlns="urn:jboss:domain:logging:1.2">
<root-logger>
<level name="INFOQ"/>

2. List handlers
handlers is a list of log handlers that are used by the root logger.

<subsystem xmlns="urn:jboss:domain:logging:1.2">
<root-logger>
<level name="INFOQ"/>
<handlers>
<handler name="CONSOLE"/>
<handler name="FILE"/>
</handlers>
</root-logger>
</subsystem>

Report a bug

5.5.2. Sample XML Configuration for a Log Category

The following procedure demonstrates a sample configuration for a log category.

Procedure 5.2. Configure a Log Category

1. Define the Category
Use the category property to specify the log category from which log messages will be
captured.

The use-parent-handlersis set to "true" by default. When set to "true", this category
will use the log handlers of the root logger in addition to any other assigned handlers.

<subsystem xmlns="urn:jboss:domain:logging:1.2">
<logger category='"com.company.accounts.rec" use-parent-
handlers="true">

2. Set the level property
Use the 1evel property to set the maximum level of log message that the log category

records.

I <subsystem xmlns="urn:jboss:domain:logging:1.2">
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<logger category='"com.company.accounts.rec" use-parent-
handlers="true">
<level name="WARN"/>

3. List handlers
handlers is a list of log handlers.

<subsystem xmlns="urn:jboss:domain:logging:1.2">
<logger category='"com.company.accounts.rec" use-parent-
handlers="true">
<level name="WARN"/>
<handlers>
<handler name="accounts-rec"/>
</handlers>
</logger>
</subsystem>

Report a bug

5.5.3. Sample XML Configuration for a Console Log Handler

The following procedure demonstrates a sample configuration for a console log handler.

Procedure 5.3. Configure the Console Log Handler

1. Add the Log Handler Identifier Information
The name property sets the unique identifier for this log handler.

When autoflushis setto "true" the log messages will be sent to the handler's target
immediately upon request.

<subsystem xmlns="urn:jboss:domain:logging:1.2">
<console-handler name="CONSOLE" autoflush="true">

2. Set the level Property
The level property sets the maximum level of log messages recorded.

<subsystem xmlns="urn:jboss:domain:logging:1.2">
<console-handler name="CONSOLE" autoflush="true">
<level name="INFO"/>

3. Set the encoding Output
Use encoding to set the character encoding scheme to be used for the output.

<subsystem xmlns="urn:jboss:domain:logging:1.2">
<console-handler name="CONSOLE" autoflush="true">
<level name="INFO"/>
<encoding value="UTF-8"/>

4. Define the target Value
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The target property defines the system output stream where the output of the log handler
goes. This can be System.err for the system error stream, or System.out for the standard
out stream.

<subsystem xmlns="urn:jboss:domain:logging:1.2">
<console-handler name="CONSOLE" autoflush="true'">
<level name="INFO0"/>
<encoding value="UTF-8"/>
<target value="System.out"/>

5. Define the filter-spec Property
The filter-spec property is an expression value that defines a filter. The example provided
defines a filter that does not match a pattern: not (match("JBAS.*")).

<subsystem xmlns="urn:jboss:domain:logging:1.2">
<console-handler name="CONSOLE" autoflush="true'">
<level name="INFOQ0"/>
<encoding value="UTF-8"/>
<target value="System.out"/>
<filter-spec value="not(match(&quot;JBAS.*&quot;))"/>

6. Specify the formatter
Use formatter to list the log formatter used by the log handler.

<subsystem xmlns="urn:jboss:domain:logging:1.2">
<console-handler name="CONSOLE" autoflush="true'">
<level name="INFOQ"/>
<encoding value="UTF-8"/>
<target value="System.out"/>
<filter-spec value="not(match(&quot;JBAS.*&quot;))"/>
<formatter>
<pattern-formatter pattern="%K{level}%d{HH:mm:ss,SSS} %-5p
[%C] (%t) %S%E%N"/>
</formatter>
</console-handler>
</subsystem>

Report a bug

5.5.4. Sample XML Configuration for a File Log Handler

The following procedure demonstrates a sample configuration for a file log handler.

Procedure 5.4. Configure the File Log Handler

1. Add the File Log Handler Identifier Information
The name property sets the unique identifier for this log handler.

When autoflushis set to "true" the log messages will be sent to the handler's target
immediately upon request.

I <file-handler name="accounts-rec-trail" autoflush="true">
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2. Set the level Property
The 1evel property sets the maximum level of log message that the root logger records.

<file-handler name="accounts-rec-trail" autoflush="true">
<level name="INFO"/>

3. Set the encoding Output
Use encoding to set the character encoding scheme to be used for the output.

<file-handler name="accounts-rec-trail" autoflush="true">
<level name="INFO"/>
<encoding value="UTF-8"/>

4. Set the file Object
The file object represents the file where the output of this log handler is written to. It has two
configuration properties: relative-to and path.

The relative-to property is the directory where the log file is written to. JBoss Enterprise
Application Platform 6 file path variables can be specified here. The jbhoss.server.log.dir
variable points to the 1og/ directory of the server.

The path property is the name of the file where the log messages will be written. It is a relative
path name that is appended to the value of the relative- to property to determine the
complete path.

<file-handler name="accounts-rec-trail" autoflush="true'">
<level name="INFO"/>
<encoding value="UTF-8"/>
<file relative-to="jboss.server.log.dir" path="accounts-rec-
trail.log"/>

5. Specify the formatter
Use formatter to list the log formatter used by the log handler.

<file-handler name="accounts-rec-trail" autoflush="true'">

<level name="INFO0"/>

<encoding value="UTF-8"/>

<file relative-to="jboss.server.log.dir" path="accounts-rec-
trail.log"/>

<formatter>

<pattern-formatter pattern="%d{HH:mm:ss,SSS} %-5p [%c] (%t)

%S%E%N" />

</formatter>

6. Set the append Property
When the append property is set to "true", all messages written by this handler will be
appended to an existing file. If set to "false" a new file will be created each time the
application server launches. Changes to append require a server reboot to take effect.

<file-handler name="accounts-rec-trail" autoflush="true">
<level name="INFO"/>
<encoding value="UTF-8"/>
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<file relative-to="jboss.server.log.dir" path="accounts-rec-
trail.log"/>

<formatter>

<pattern-formatter pattern="%d{HH:mm:ss,SSS} %-5p [%c] (%t)

%S%E%N" />

</formatter>

<append value="true"/>
</file-handler>

Report a bug

5.5.5. Sample XML Configuration for a Periodic Log Handler

The following procedure demonstrates a sample configuration for a periodic log handler.

Procedure 5.5. Configure the Periodic Log Handler

1. Add the Periodic Log Handler Identifier Information
The name property sets the unique identifier for this log handler.

When autoflushis set to "true" the log messages will be sent to the handler's target
immediately upon request.

I <periodic-rotating-file-handler name="FILE" autoflush="true">

2. Set the level Property
The 1evel property sets the maximum level of log message that the root logger records.
<periodic-rotating-file-handler name="FILE" autoflush="true">
<level name="INFOQ"/>

3. Set the encoding Output
Use encoding to set the character encoding scheme to be used for the output.

<periodic-rotating-file-handler name="FILE" autoflush="true">
<level name="INFOQ0"/>
<encoding value="UTF-8"/>

4. Specify the formatter
Use formatter to list the log formatter used by the log handler.

<periodic-rotating-file-handler name="FILE" autoflush="true">
<level name="INFOQ"/>
<encoding value="UTF-8"/>
<formatter>
<pattern-formatter pattern="%d{HH:mm:ss,SSS} %-5p [%c] (%t)
%S%E%N" />
</formatter>

5. Set the file Object

The file object represents the file where the output of this log handler is written to. It has two
configuration properties: relative-to and path.
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The relative-to property is the directory where the log file is written to. JBoss Enterprise
Application Platform 6 file path variables can be specified here. The jbhoss.server.log.dir
variable points to the 1og/ directory of the server.

The path property is the name of the file where the log messages will be written. It is a relative
path name that is appended to the value of the relative- to property to determine the
complete path.

<periodic-rotating-file-handler name="FILE" autoflush="true">

<level name="INFOQ"/>

<encoding value="UTF-8"/>

<formatter>

<pattern-formatter pattern="%d{HH:mm:ss,SSS} %-5p [%c] (%t)

%S%E%N" />

</formatter>

<file relative-to="jboss.server.log.dir" path="server.log"/>

. Setthe suffix Value

The suffix is appended to the filename of the rotated logs and is used to determine the
frequency of rotation. The format of the suffix is a dot (.) followed by a date string, which is
parsable by the java.text.SimpleDateFormat class. The log is rotated on the basis of the
smallest time unit defined by the suffix. For example, yyyy-MM-dd will result in daily log
rotation. See http://docs.oracle.com/javase/6/docs/api/index.htmi?
java/text/SimpleDateFormat.html

<periodic-rotating-file-handler name="FILE" autoflush="true">

<level name="INFOQ"/>

<encoding value="UTF-8"/>

<formatter>

<pattern-formatter pattern="%d{HH:mm:ss,SSS} %-5p [%cCc] (%t)

%S%E%N" />

</formatter>

<file relative-to="jboss.server.log.dir" path="server.log"/>

<suffix value=".yyyy-MM-dd"/>

. Set the append Property

When the append property is set to "true", all messages written by this handler will be
appended to an existing file. If set to "false" a new file will be created each time the
application server launches. Changes to append require a server reboot to take effect.

<periodic-rotating-file-handler name="FILE" autoflush="true">
<level name="INFOQ"/>
<encoding value="UTF-8"/>
<formatter>
<pattern-formatter pattern="%d{HH:mm:ss,SSS} %-5p [%c] (%t)
%S%E%N" />
</formatter>
<file relative-to="jboss.server.log.dir" path="server.log"/>
<suffix value=".yyyy-MM-dd"/>
<append value="true"/>
</periodic-rotating-file-handler>

Report a bug
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5.5.6. Sample XML Configuration for a Size Log Handler

The following procedure demonstrates a sample configuration for a size log handler.

Procedure 5.6. Configure the Size Log Handler

40

1. Add the Size Log Handler Identifier Information

The name property sets the unique identifier for this log handler.

When autoflushis set to "true" the log messages will be sent to the handler's target
immediately upon request.

I <size-rotating-file-handler name="accounts_debug" autoflush="false">

. Set the level Property

The 1evel property sets the maximum level of log message that the root logger records.

<size-rotating-file-handler name="accounts_debug" autoflush="false'">
<level name="DEBUG"/>

. Set the encoding Output

Use encoding to set the character encoding scheme to be used for the output.

<size-rotating-file-handler name="accounts_debug" autoflush="false">
<level name="DEBUG"/>
<encoding value="UTF-8"/>

. Setthe file Object

The file object represents the file where the output of this log handler is written to. It has two
configuration properties: relative-to and path.

The relative-to property is the directory where the log file is written to. JBoss Enterprise
Application Platform 6 file path variables can be specified here. The jhoss.server.log.dir
variable points to the 1og/ directory of the server.

The path property is the name of the file where the log messages will be written. It is a relative
path name that is appended to the value of the relative- to property to determine the
complete path.

<size-rotating-file-handler name="accounts_debug" autoflush="false">
<level name="DEBUG"/>
<encoding value="UTF-8"/>
<file relative-to="jboss.server.log.dir" path="accounts-
debug.log"/>

. Specify the rotate-size Value

The maximum size that the log file can reach before it is rotated. A single character appended
to the number indicates the size units: b for bytes, k for kilobytes, m for megabytes, g for
gigabytes. For example: 50m for 50 megabytes.

<sjize-rotating-file-handler name="accounts_debug" autoflush="false">
<level name="DEBUG"/>
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<encoding value="UTF-8"/>

<file relative-to="jboss.server.log.dir" path="accounts-
debug.log"/>

<rotate-size value="500k"/>

6. Set the max-backup-index Number
The maximum number of rotated logs that are kept. When this number is reached, the oldest
log is reused.

<size-rotating-file-handler name="accounts_debug" autoflush="false">
<level name="DEBUG"/>
<encoding value="UTF-8"/>
<file relative-to="jboss.server.log.dir" path="accounts-
debug.log"/>
<rotate-size value="500k"/>
<max-backup-index value="5"/>

7. Specify the formatter
Use formatter to list the log formatter used by the log handler.

<size-rotating-file-handler name="accounts_debug" autoflush="false">

<level name="DEBUG"/>

<encoding value="UTF-8"/>

<file relative-to="jboss.server.log.dir" path="accounts-
debug.log"/>

<rotate-size value="500k"/>

<max-backup-index value="5"/>

<formatter>

<pattern-formatter pattern="%d{HH:mm:ss,SSS} %-5p [%cCc] (%t)

%S%E%N" />

</formatter>

8. Set the append Property
When the append property is set to "true", all messages written by this handler will be
appended to an existing file. If set to "false" a new file will be created each time the
application server launches. Changes to append require a server reboot to take effect.

<size-rotating-file-handler name="accounts_debug" autoflush="false">

<level name="DEBUG"/>

<encoding value="UTF-8"/>

<file relative-to="jboss.server.log.dir" path="accounts-
debug.log"/>

<rotate-size value="500k"/>

<max-backup-index value="5"/>

<formatter>

<pattern-formatter pattern="%d{HH:mm:ss,SSS} %-5p [%Cc] (%t)

%S%E%N" />

</formatter>

<append value="true"/>
</size-rotating-file-handler>

Report a bug
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5.5.7. Sample XML Configuration for a Async Log Handler

The following procedure demonstrates a sample configuration for an async log handler

Procedure 5.7. Configure the Async Log Handler

1. Add the Async Log Handler Identifier Information
The name property sets the unique identifier for this log handler.

I <async-handler name="Async_NFS_handlers">

2. Set the level Property
The 1evel property sets the maximum level of log message that the root logger records.

<async-handler name="Async_NFS_handlers">
<level name="INFOQ"/>

3. Define the queue-1length
The queue-1ength defines the maximum number of log messages that will be held by this
handler while waiting for sub-handlers to respond.

<async-handler name="Async_NFS_handlers">
<level name="INFOQ"/>
<queue-length value="512"/>

4. Set Overflow Response
The overflow-action defines how this handler responds when its queue length is exceeded.
This can be set to BLOCK or DISCARD. BLOCK makes the logging application wait until there is
available space in the queue. This is the same behavior as an non-async log handler. DISCARD
allows the logging application to continue but the log message is deleted.

<async-handler name="Async_NFS_handlers">
<level name="INFOQ"/>
<queue-length value="512"/>
<overflow-action value="block'"/>

5. List subhandlers
The subhandlers list is the list of log handlers to which this async handler passes its log
messages.

<async-handler name="Async_NFS_handlers">
<level name="INFOQ0"/>
<queue-length value="512"/>
<overflow-action value="block"/>
<subhandlers>
<handler name="FILE"/>
<handler name="accounts-record"/>
</subhandlers>
</async-handler>

Report a bug
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CHAPTER 6. CACHE MODES

Red Hat JBoss Data Grid provides two modes:

o Local mode is the only non-clustered cache mode offered in JBoss Data Grid. In local mode,
JBoss Data Grid operates as a simple single-node in-memory data cache. Local mode is most
effective when scalability and failover are not required and provides high performance in
comparison with clustered modes.

e Clustered mode replicates state changes to a small subset of nodes. The subset size is
sufficient for fault tolerance purposes but not large enough to hinder scalability. Before
attempting to use clustered mode, it is important to first configure JGroups for a clustered
configuration. For details about configuring JGroups, see Section 24.3, “Configure JGroups
(Library Mode)”

Report a bug

6.1. ABOUT CACHE CONTAINERS

Cache containers are used in Red Hat JBoss Data Grid's Remote Client-Server mode as a starting point
for a cache. The cache-container element acts as a parent of one or more (local or clustered)
caches. To add clustered caches to the container, transport must be defined.

The following procedure demonstrates a sample cache container configuration:

Procedure 6.1. How to Configure the Cache Container

1. Specify the Cache Container
The cache-container element specifies information about the cache container using the
following parameters:
<subsystem xmlns="urn:infinispan:server:core:6.0"
default-cache-container="default">

a. Set the Cache Container Name
The name parameter defines the name of the cache container.

<subsystem xmlns="urn:infinispan:server:core:6.0"
default-cache-container="default">
<cache-container name="default" />

b. Specify the Default Cache
The default -cache parameter defines the name of the default cache used with the
cache container.

<subsystem xmlns="urn:infinispan:server:core:6.0"
default-cache-container="default">

<cache-container name="default"
default-cache="default" />

c. Enable/Disable Statistics
The statistics attribute is optional and is true by default. Statistics are useful in
monitoring JBoss Data Grid via JMX or JBoss Operations Network, however they
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adversely affect performance. Disable this attribute by setting it to false if it is not
required.

<subsystem xmlns="urn:infinispan:server:core:6.0"
default-cache-container="default">
<cache-container name="default"
default-cache="default"
statistics="true"/>

d. Define the Listener Executor
The 1istener-executor defines the executor used for asynchronous cache listener
notifications.

<subsystem xmlns="urn:infinispan:server:core:6.0"
default-cache-container="default">
<cache-container name="default"
default-cache="default"
statistics="true"
listener-executor="infinispan-listener" />

e. Set the Cache Container Start Mode
The start parameter indicates when the cache container starts, i.e. whether it will start

lazily when requested or "eagerly" when the server starts up. Valid values for this
parameter are EAGER and LAZY.

<subsystem xmlns="urn:infinispan:server:core:6.0"
default-cache-container="default">
<cache-container name="default"
default-cache="default"
statistics="true"
listener-executor="infinispan-listener"
start="EAGER">

2. Per-cache Statistics
If statistics are enabled at the container level, per-cache statistics can be selectively
disabled for caches that do not require monitoring by setting the statistics attribute to
false.

<subsystem xmlns="urn:infinispan:server:core:6.0"

default-cache-container="default">

<cache-container name="default"
default-cache="default"
statistics="true"
listener-executor="infinispan-listener"
start="EAGER">

<local-cache name="default"

statistics="true">

</local-cache>
</cache-container>
</subsystem>

Report a bug
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6.2. LOCAL MODE
Using Red Hat JBoss Data Grid's local mode instead of a map provides a number of benefits.
Caches offer features that are unmatched by simple maps, such as:

e Write-through and write-behind caching to persist data.

e Entry eviction to prevent the Java Virtual Machine (JVM) running out of memory.

e Support for entries that expire after a defined period.

JBoss Data Grid is built around a high performance, read-based data container that uses techniques
such as optimistic and pessimistic locking to manage lock acquisitions.

JBoss Data Grid also uses compare-and-swap and other lock-free algorithms, resulting in high
throughput multi-CPU or multi-core environments. Additionally, JBoss Data Grid's Cache API extends
the JDK's ConcurrentMap, resulting in a simple migration process from a map to JBoss Data Grid.

Report a bug

6.2.1. Configure Local Mode (Remote Client-Server Mode)

A local cache can be added to any cache container. The following example demonstrates how to add
the local-cache element.

Procedure 6.2. The 1local-cache Element

The local-cache element specifies information about the local cache used with the cache container
using the following parameters:

1. Add the Local Cache Name
The name parameter specifies the name of the local cache to use.

<cache-container name="local"
default-cache="default"
statistics="true">
<local-cache name="default" >

2. Set the Cache Container Start Mode
The start parameter indicates when the cache container starts, i.e. whether it will start lazily
when requested or "eagerly" when the server starts up. Valid values for this parameter are
EAGER and LAZY.

<cache-container name="local"
default-cache="default"
statistics="true">
<local-cache name="default"
start="EAGER" >

3. Configure Batching
The batching parameter specifies whether batching is enabled for the local cache.

I <cache-container name="local"

46


https://bugzilla.redhat.com/enter_bug.cgi?cf_environment=Build+Name%3A+22645%2C+Administration+and+Configuration+Guide-6.2-3%0ABuild+Date%3A+04-09-2014+17%3A27%3A27%0ATopic+IDs%3A%0A5380-621844+%5BSpecified%5D&comment=Title%3A+Local+Mode%0A%0ADescribe+the+issue%3A%0A%0A%0ASuggestions+for+improvement%3A%0A%0A%0AAdditional+information%3A&product=JBoss+Data+Grid+6&component=Documentation&version=6.2.1

CHAPTER 6. CACHE MODES

default-cache="default"
statistics="true">
<local-cache name="default"
start="EAGER"
batching="false" >

4. Per-cache Statistics
If statistics are enabled at the container level, per-cache statistics can be selectively
disabled for caches that do not require monitoring by setting the statistics attribute to
false.

<cache-container name="local"
default-cache="default"
statistics="true">
<local-cache name="default"
start="EAGER"
batching="false"
statistics="true">

5. Specify Indexing Type
The indexing parameter specifies the type of indexing used for the local cache. Valid values
for this parameter are NONE, LOCAL and ALL.

<cache-container name="local"
default-cache="default"
statistics="true">
<local-cache name="default"
start="EAGER"
batching="false"
statistics="true">
<indexing index="NONE">
<property
name="default.directory_provider">ram</property>
</indexing>
</local-cache>

Alternatively, create a DefaultCacheManager with the "no-argument" constructor. Both of these
methods create a local default cache.

Local and clustered caches are able to coexist in the same cache container, however where the
container is without a <transport/> it can only contain local caches. The container used in the
example can only contain local caches as it does not have a<transport/>.

The cache interface extends the ConcurrentMap and is compatible with multiple cache systems.

Report a bug

6.2.2. Configure Local Mode (Library Mode)

In Red Hat JBoss Data Grid's Library mode, setting a cache's mode parameter to 1local equals not
specifying a clustering mode at all. In the case of the latter, the cache defaults to local mode, even if its
cache manager defines a transport.

Set the cluster mode to local as follows:
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I <clustering mode="local" />

Report a bug

6.3. CLUSTERED MODES
Red Hat JBoss Data Grid offers the following clustered modes:
e Replication Mode replicates any entry that is added across all cache instances in the cluster.

e Invalidation Mode does not share any data, but signals remote caches to initiate the removal of
invalid entries.

e Distribution Mode stores each entry on a subset of nodes instead of on all nodes in the cluster.

The clustered modes can be further configured to use synchronous or asynchronous transport for
network communications.

Report a bug

6.3.1. Asynchronous and Synchronous Operations

When a clustered mode (such as invalidation, replication or distribution) is used, data is propagated to
other nodes in either a synchronous or asynchronous manner.

If synchronous mode is used, the sender waits for responses from receivers before allowing the thread
to continue, whereas asynchronous mode transmits data but does not wait for responses from other
nodes in the cluster to continue operations.

Asynchronous mode prioritizes speed over consistency, which is ideal for use cases such as HTTP
session replications with sticky sessions enabled. Such a session (or data for other use cases) is always
accessed on the same cluster node, unless this node fails.

Report a bug
6.3.2. Cache Mode Troubleshooting

6.3.2.1. Invalid Data in ReadExternal

If invalid data is passed to readExternal, it can be because when using Cache.putAsync(),
starting serialization can cause your object to be modified, causing the datastream passed to
readExternal to be corrupted. This can be resolved if access to the object is synchronized.

Report a bug

6.3.2.2. About Asynchronous Communications

In Red Hat JBoss Data Grid, the local, distributed and replicated modes are represented by the local-
cache,distributed-cache and replicated-cache elements respectively. Each of these
elements contains a mode property, the value of which can be set to SYNC for synchronous or ASYNC
for asynchronous communications.

An example of this configuration is as follows:
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<replicated-cache name="default"
start="EAGER"
mode="SYNC"
batching="false"
statistics="true">

</replicated-cache>

NOTE

This configuration is valid for both JBoss Data Grid's usage modes (Library mode and
Remote Client-Server mode).

Report a bug

6.3.2.3. Cluster Physical Address Retrieval

How can the physical addresses of the cluster be retrieved?

The physical address can be retrieved using an instance method call. For example:
AdvancedCache.getRpcManager () .getTransport().getPhysicalAddresses().

Report a bug

6.4. STATE TRANSFER

State transfer occurs automatically in Red Hat JBoss Data Grid whenever a node joins or leaves the
cluster.

The new node receives the cache state from the existing nodes when it joins the cluster in both
distribution and replication mode. State Transfer also occurs to nodes in redistributing the state after a
node leaves the cluster in distribution mode.

The State transfer can occur regardless of whether the cache is in-memory state or persistent state.

e Inreplication mode, the node joining the cluster receives a copy of the data currently on the
other nodes in the cache. This occurs when the existing nodes push a part of the current cache
state.

e Indistribution mode, each node contains a slice of the entire key space, which is determined
through consistent hashing. When a new node joins the cluster it receives a slice of the key
space that has been taken from each of the existing nodes. State transfer results in the new
node receiving a slice of the key space and the existing nodes shedding a portion of the data
they were previously responsible for.

Report a bug

6.4.1. Non-Blocking State Transfer

Non-Blocking State Transfer in Red Hat JBoss Data Grid aims to minimize the time in which a cluster or
node is unable to respond due to a state transfer in progress.

In JBoss Data Grid, Non-Blocking State Transfer

49


https://bugzilla.redhat.com/enter_bug.cgi?cf_environment=Build+Name%3A+22645%2C+Administration+and+Configuration+Guide-6.2-3%0ABuild+Date%3A+04-09-2014+17%3A27%3A27%0ATopic+ID%3A+6332-621850+%5BSpecified%5D&comment=Title%3A+About+Asynchronous+Communications%0A%0ADescribe+the+issue%3A%0A%0A%0ASuggestions+for+improvement%3A%0A%0A%0AAdditional+information%3A&cf_build_id=6332-621850+18+Mar+2014+09%3A55+en-US+%5BSpecified%5D&product=JBoss+Data+Grid+6&component=Documentation&version=6.2.1
https://bugzilla.redhat.com/enter_bug.cgi?cf_environment=Build+Name%3A+22645%2C+Administration+and+Configuration+Guide-6.2-3%0ABuild+Date%3A+04-09-2014+17%3A27%3A27%0ATopic+ID%3A+5186-591687+%5BSpecified%5D&comment=Title%3A+Cluster+Physical+Address+Retrieval%0A%0ADescribe+the+issue%3A%0A%0A%0ASuggestions+for+improvement%3A%0A%0A%0AAdditional+information%3A&cf_build_id=5186-591687+24+Feb+2014+07%3A54+en-US+%5BSpecified%5D&product=JBoss+Data+Grid+6&component=Documentation&version=6.2.1
https://bugzilla.redhat.com/enter_bug.cgi?cf_environment=Build+Name%3A+22645%2C+Administration+and+Configuration+Guide-6.2-3%0ABuild+Date%3A+04-09-2014+17%3A27%3A27%0ATopic+IDs%3A%0A5792-621851+%5BSpecified%5D&comment=Title%3A+State+Transfer%0A%0ADescribe+the+issue%3A%0A%0A%0ASuggestions+for+improvement%3A%0A%0A%0AAdditional+information%3A&product=JBoss+Data+Grid+6&component=Documentation&version=6.2.1

Administration and Configuration Guide

o allows state transfer to occur without a drop in the performance of the cluster. However, if a
drop in performance does occur during the state transfer it will not throw an exception, and
will allow processes to continue.

e does not add a mechanism for resolving data conflicts after a merge, however it ensures it is
feasible to add one in the future.

Report a bug

6.4.2. Suppress State Transfer via JMX

State transfer can be suppressed using JMX in order to bring down and relaunch a cluster for
maintenance. This operation permits a more efficient cluster shutdown and startup, and removes the
risk of Out Of Memory errors when bringing down a grid.

When a new node joins the cluster and rebalancing is suspended, the getCache () call will timeout
after stateTransfer. timeout expires unless rebalancing is re-enabled or
stateTransfer.awaitInitialTransferis setto false.

Disabling state transfer and rebalancing can be used for partial cluster shutdown or restart, however
there is the possibility that data may be lost in a partial cluster shutdown due to state transfer being
disabled.

Report a bug

6.4.3. The rebalancingEnabled Attribute

Suppressing rebalancing can only be triggered via the rebalancingEnabled JMX attribute, and
requires no specific configuration.

The rebalancingEnabled attribute can be modified for the entire cluster from the
LocalTopologyManager JMX Mbean on any node. This attribute is true by default, and is
configurable programmatically.

Servers such as Hot Rod attempt to start all caches declared in the configuration during startup. If
rebalancing is disabled, the cache will fail to start. Therefore, it is mandatory to use the following
setting in a server environment:

I <await-initial-transfer="false"/>

Report a bug
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7.1. ABOUT DISTRIBUTION MODE

When enabled, Red Hat JBoss Data Grid's distribution mode stores each entry on a subset of the nodes
in the grid instead of replicating each entry on every node. Typically, each entry is stored on more than
one node for redundancy and fault tolerance.

As aresult of storing entries on selected nodes across the cluster, distribution mode provides improved
scalability compared to other clustered modes.

A cache using distribution mode can transparently locate keys across a cluster using the consistent
hash algorithm.

Report a bug

7.2. DISTRIBUTION MODE'S CONSISTENT HASH ALGORITHM

Distribution mode uses a consistent hash algorithm to select a node from the cluster to store entries
upon. The consistent hash algorithm is configured with the number of copies of each cache entry to be
maintained within the cluster.

The number of copies set for each data item requires balancing performance and fault tolerance.
Creating too many copies of the entry can impair performance and too few copies can result in data

loss in case of node failure.

Report a bug

7.3. LOCATING ENTRIES IN DISTRIBUTION MODE

The consistent hash algorithm used in Red Hat JBoss Data Grid's distribution mode can locate entries
deterministically, without multicasting a request or maintaining expensive metadata.

A PUT operation can result in as many remote calls as specified by the num_copies parameter, while
a GET operation executed on any node in the cluster results in a single remote call. In the background,
the GET operation results in the same number of remote calls as a PUT operation (specifically the
value of the num_copies parameter), but these occur in parallel and the returned entry is passed to
the caller as soon as one returns.

Report a bug

7.4. RETURN VALUES IN DISTRIBUTION MODE
In Red Hat JBoss Data Grid's distribution mode, a synchronous request is used to retrieve the previous
return value if it cannot be found locally. A synchronous request is used for this task irrespective of

whether distribution mode is using asynchronous or synchronous processes.

Report a bug

7.5. CONFIGURE DISTRIBUTION MODE (REMOTE CLIENT-SERVER
MODE)
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Distribution mode is a clustered mode in Red Hat JBoss Data Grid. Distribution mode can be added to
any cache container using the following procedure:

Procedure 7.1. The distributed-cache Element

The distributed-cache element configures settings for the distributed cache using the following
parameters:

1. Add the Cache Name
The name parameter provides a unique identifier for the cache.

<cache-container name="clustered"
default-cache="default"
statistics="true">

<transport executor="infinispan-transport" lock-timeout="60000"/>
<distributed-cache name="default" />

2. Set the Clustered Cache Start Mode
The mode parameter sets the clustered cache mode. Valid values are SYNC (synchronous) and
ASYNC (asynchronous).

<cache-container name="clustered"
default-cache="default"
statistics="true">
<transport executor="infinispan-transport" lock-timeout="60000"/>
<distributed-cache name="default"
mode="SYNC" />

3. Specify Number of Segments
The (optional) segments parameter specifies the number of hash space segments per cluster.
The recommended value for this parameter is ten multiplied by the cluster size and the default
value is 80.

<cache-container name="clustered"
default-cache="default"
statistics="true">
<transport executor="infinispan-transport" lock-timeout="60000"/>
<distributed-cache name="default"
mode="SYNC"
segments="20" />

4. Set the Cache Start Mode
The start parameter specifies whether the cache starts when the server starts up or when it
is requested or deployed.

<cache-container name="clustered"
default-cache="default"
statistics="true">
<transport executor="infinispan-transport" lock-timeout="60000"/>
<distributed-cache name="default"
mode="SYNC"
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segments="20"
start="EAGER"/>

5. Per-cache Statistics
If statistics are enabled at the container level, per-cache statistics can be selectively
disabled for caches that do not require monitoring by setting the statistics attribute to
false.

<cache-container name="clustered"
default-cache="default"
statistics="true">
<transport executor="infinispan-transport" lock-timeout="60000"/>
<distributed-cache name="default"
mode="SYNC"
segments="20"
start="EAGER"
statistics="true">

</distributed-cache>
</cache-container>

IMPORTANT

JGroups must be appropriately configured for clustered mode before attempting to load
this configuration.

For details about the cache-container, locking, and transaction elements, see the appropriate
chapter.

Report a bug

7.6. CONFIGURE DISTRIBUTION MODE (LIBRARY MODE)

The following procedure shows a distributed cache configuration in Red Hat JBoss Data Grid's Library
mode.

Procedure 7.2. Distributed Cache Configuration

1. Set the Clustered Mode
The clustering element's mode parameter's value determines the clustering mode selected
for the cache.

I <clustering mode="dist">

2. Specify the Remote Call Timeout
The sync element's replTimeout parameter specifies the maximum time period in
milliseconds for an acknowledgment after a remote call. If the time period ends without any
acknowledgment, an exception is thrown.

<clustering mode="dist">
<sync replTimeout="${TIME}" />
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3. Define State Transfer Settings
The stateTransfer element specifies how state is transferred when a node leaves or joins
the cluster. It uses the following parameters:

a. Specify State Transfer Batch Size
The chunkSize parameter specifies the size of cache entry state batches to be
transferred. If this value is greater than 0, the value set is the size of chunks sent. If the
value is less than 0, all states are transferred at the same time.

<clustering mode="dist">
<sync replTimeout="${TIME}" />
<stateTransfer chunkSize="${SIZE}" />

b. Set fetchInMemoryState Parameter
The fetchInMemoryState parameter when set to true, requests state information from
neighboring caches on start up. This impacts the start up time for the cache.

<clustering mode="dist">
<sync replTimeout="${TIME}" />
<stateTransfer chunkSize="${SIZE}"
fetchInMemoryState="{true/false}" />

c. Define the awaitInitialTransfer Parameter
The awaitInitialTransfer parameter causes the first call to method
CacheManager .getCache() on the joiner node to block and wait until the joining is
complete and the cache has finished receiving state from neighboring caches (if
fetchInMemoryState is enabled). This option applies to distributed and replicated
caches only and is enabled by default.

<clustering mode="dist">
<sync replTimeout="${TIME}" />
<stateTransfer chunkSize="${SIZE}"
fetchInMemoryState="{true/false}"
awaitInitialTransfer="{true/false}" />

d. Set timeout Value
The timeout parameter specifies the maximum time (in milliseconds) the cache waits for
responses from neighboring caches with the requested states. If no response is received
within the the timeout period, the start up process aborts and an exception is thrown.

<clustering mode="dist">
<sync replTimeout="${TIME}" />
<stateTransfer chunkSize="${SIZE}"
fetchInMemoryState="{true/false}"
awaitInitialTransfer="{true/false}"
timeout="${TIME}" />

4. Specify Transport Configuration
The transport element defines the transport configuration for the cache as follows:

a. Specify the Cluster Name
The clusterName parameter specifies the name of the cluster. Nodes can only connect
to clusters that share the same name.
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<clustering mode="dist">
<sync replTimeout="${TIME}" />
<stateTransfer chunkSize="${SIZE}"
fetchInMemoryState="{true/false}"
awaitInitialTransfer="{true/false}"
timeout="${TIME}" />
<transport clusterName="${NAME}" />

b. Setthe distributedSyncTimeout Value
ThedistributedSyncTimeout parameter specifies the time to wait to acquire a lock on
the distributed lock. This distributed lock ensures that a single cache can transfer state or
rehash state at a time.

<clustering mode="dist">

<sync replTimeout="${TIME}" />

<stateTransfer chunkSize="${SIZE}"
fetchInMemoryState="{true/false}"
awaitInitialTransfer="{true/false}"
timeout="${TIME}" />

<transport clusterName="${NAME}"

distributedSyncTimeout="${TIME}" />

c. Set the Network Transport
The transportcClass parameter specifies a class that represents a network transport for
the cache.

<clustering mode="dist">
<sync replTimeout="${TIME}" />
<stateTransfer chunkSize="${SIZE}"
fetchInMemoryState="{true/false}"
awaitInitialTransfer="{true/false}"
timeout="${TIME}" />
<transport clusterName="${NAME}"
distributedSyncTimeout="${TIME}"
transportClass="${CLASS}" />
</clustering>

Report a bug

7.7.SYNCHRONOUS AND ASYNCHRONOUS DISTRIBUTION

Distribution mode only supports synchronous communication. To elicit meaningful return values from
certain public APl methods, it is essential to use synchronized communication when using distribution
mode.

Example 7.1. Communication Mode example

For example, with three caches in a cluster, cache A, B and C, and a key K that maps cache A to B.
Perform an operation on cluster C that requires a return value, for example Cache.remove(K).To
execute successfully, the operation must first synchronously forward the call to both cache A and

B, and then wait for a result returned from either cache A or B. If asynchronous communication was
used, the usefulness of the returned values cannot be guaranteed, despite the operation behaving
as expected.
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Report a bug

7.8. GET AND PUT USAGE IN DISTRIBUTION MODE

In distribution mode, the cache performs a remote GET command before a write command. This occurs
because certain methods (for example, Cache.put()) return the previous value associated with the
specified key according to the java.util.Map contract. When this is performed on an instance that
does not own the key and the entry is not found in the L1 cache, the only reliable way to elicit this
return value is to perform a remote GET before the PUT.

The GET operation that occurs before the PUT operation is always synchronous, whether the cache is
synchronous or asynchronous, because Red Hat JBoss Data Grid must wait for the return value.

Report a bug

7.8.1. Distributed GET and PUT Operation Resource Usage

In distribution mode, the cache may execute a GET operation before executing the desired PUT
operation.

This operation is very expensive in terms of resources. Despite operating in an synchronous manner, a
remote GET operation does not wait for all responses, which would result in wasted resources. The GET

process accepts the first valid response received, which allows its performance to be unrelated to
cluster size.

Use the Flag.SKIP_REMOTE_LOOKUP flag for a per-invocation setting if return values are not
required for your implementation.

Such actions do not impair cache operations and the accurate functioning of all public methods, but do
break the java.util.Map interface contract. The contract breaks because unreliable and inaccurate
return values are provided to certain methods. As a result, ensure that these return values are not used
for any important purpose on your configuration.

Report a bug
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8.1. ABOUT REPLICATION MODE

Red Hat JBoss Data Grid's replication mode is a simple clustered mode. Cache instances automatically
discover neighboring instances on other Java Virtual Machines (JVM) on the same network and
subsequently form a cluster with the discovered instances. Any entry added to a cache instance is
replicated across all cache instances in the cluster and can be retrieved locally from any cluster cache
instance.

In JBoss Data Grid's replication mode, return values are locally available before the replication occurs.

Report a bug

8.2. OPTIMIZED REPLICATION MODE USAGE

Replication mode is used for state sharing across a cluster. However, the cluster performance is
optimal only when the target cluster contains less than ten servers.

In larger clusters, the fact that a large number of replication messages must be transmitted results in
reduced performance.

Red Hat JBoss Data Grid can be configured to use UDP multicast, which improves performance to a
limited degree for larger clusters.

Report a bug

8.3. CONFIGURE REPLICATION MODE (REMOTE CLIENT-SERVER
MODE)

Replication mode is a clustered cache mode in Red Hat JBoss Data Grid. Replication mode can be
added to any cache container using the following procedure.

Procedure 8.1. The replicated-cache Element

The replicated-cache element configures settings for the distributed cache using the following
parameters:

1. Add the Cache Name
The name parameter provides a unique identifier for the cache.

<cache-container name="local"
default-cache="default"
statistics="true">

<replicated-cache name="default">

2. Set the Clustered Cache Start Mode
The mode parameter sets the clustered cache mode. Valid values are SYNC (synchronous) and
ASYNC (asynchronous).

<cache-container name="local"
default-cache="default"
statistics="true">
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<replicated-cache name="default"
mode="SYNC">

3. Set the Cache Start Mode
The start parameter specifies whether the cache starts when the server starts up or when it
is requested or deployed.

<cache-container name="local"
default-cache="default"
statistics="true">
<replicated-cache name="default"
mode="SYNC"
start="EAGER">

4. Per-cache Statistics
If statistics are enabled at the container level, per-cache statistics can be selectively
disabled for caches that do not require monitoring by setting the statistics attribute to
false.

<cache-container name="local"
default-cache="default"
statistics="true">
<replicated-cache name="default"
mode="SYNC"
start="EAGER"
statistics="true">

</replicated-cache>
</cache-container>

5. Set Up Transactions
The transaction element sets up the transaction mode for the replicated cache.

<cache-container name="local"
default-cache="default"
statistics="true">
<replicated-cache name="default"
mode="SYNC"
start="EAGER"
statistics="true">
<transaction mode="NONE" />
</replicated-cache>
</cache-container>

IMPORTANT

JGroups must be appropriately configured for clustered mode before attempting to load
this configuration.

For details about the cache-container, locking, and transaction elements, see the appropriate
chapter.

Report a bug
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8.4. CONFIGURE REPLICATION MODE (LIBRARY MODE)

The following procedure shows a replication mode configuration in Red Hat JBoss Data Grid's Library
mode.

Procedure 8.2. Replication Mode Configuration

1. Set the Clustered Mode
The clustering element's mode parameter's value determines the clustering mode selected
for the cache.

I <clustering mode="repl">

2. Specify the Remote Call Timeout
The sync element's replTimeout parameter specifies the maximum time period in
milliseconds for an acknowledgment after a remote call. If the time period ends without any
acknowledgment, an exception is thrown.

<clustering mode="repl">
<sync replTimeout="${TIME}" />

3. Define State Transfer Settings
The stateTransfer element specifies how state is transferred when a node leaves or joins
the cluster. It uses the following parameters:

a. Specify State Transfer Batch Size
The chunkSize parameter specifies the size of cache entry state batches to be
transferred. If this value is greater than 0, the value set is the size of chunks sent. If the
value is less than 0, all states are transferred at the same time.

<clustering mode="repl">
<sync replTimeout="${TIME}" />
<stateTransfer chunkSize="${SIZE}" />

b. Set fetchInMemoryState Parameter
The fetchInMemoryState parameter when set to true, requests state information from
neighboring caches on start up. This impacts the start up time for the cache.

<clustering mode="repl">
<sync replTimeout="${TIME}" />
<stateTransfer chunkSize="${SIZE}"
fetchInMemoryState="{true/false}" />

c. Define the awaitInitialTransfer Parameter
TheawaitInitialTransfer parameter causes the first call to method
CacheManager .getCache () on the joiner node to block and wait until the joining is
complete and the cache has finished receiving state from neighboring caches (if
fetchInMemoryState is enabled). This option applies to distributed and replicated
caches only and is enabled by default.

<clustering mode="repl">
<sync replTimeout="${TIME}" />
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<stateTransfer chunkSize="${SIZE}"
fetchInMemoryState="{true/false}"
awaitInitialTransfer="{true/false}" />

d. Set the timeout Value
The timeout parameter specifies the maximum time (in milliseconds) the cache waits for
responses from neighboring caches with the requested states. If no response is received
within the the timeout period, the start up process aborts and an exception is thrown.

<clustering mode="repl">
<sync replTimeout="${TIME}" />
<stateTransfer chunkSize="${SIZE}"
fetchInMemoryState="{true/false}"
awaitInitialTransfer="{true/false}"
timeout="${TIME}" />

4. Specify Transport Configuration
The transport element defines the transport configuration for the cache as follows:

a. Specify the Cluster Name
The clusterName parameter specifies the name of the cluster. Nodes can only connect
to clusters that share the same name.

<clustering mode="repl">
<sync replTimeout="${TIME}" />
<stateTransfer chunkSize="${SIZE}"
fetchInMemoryState="{true/false}"
awaitInitialTransfer="{true/false}"
timeout="${TIME}" />
<transport clusterName="${NAME}" />

b. Setthe distributedSyncTimeout Value
ThedistributedSyncTimeout parameter specifies the time to wait to acquire a lock on

the distributed lock. This distributed lock ensures that a single cache can transfer state or
rehash state at a time.

<clustering mode="repl">

<sync replTimeout="${TIME}" />

<stateTransfer chunkSize="${SIZE}"
fetchInMemoryState="{true/false}"
awaitInitialTransfer="{true/false}"
timeout="${TIME}" />

<transport clusterName="${NAME}"

distributedSyncTimeout="${TIME}" />

c. Set the Network Transport
The transportcClass parameter specifies a class that represents a network transport for
the cache.

<clustering mode="repl">
<sync replTimeout="${TIME}" />
<stateTransfer chunkSize="${SIZE}"
fetchInMemoryState="{true/false}"
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awaitInitialTransfer="{true/false}"
timeout="${TIME}" />
<transport clusterName="${NAME}"
distributedSyncTimeout="${TIME}"
transportClass="${CLASS}" />
</clustering>

Report a bug

8.5. SYNCHRONOUS AND ASYNCHRONOUS REPLICATION
Replication mode can be synchronous or asynchronous depending on the problem being addressed.

e Synchronous replication blocks a thread or caller (for example on a put () operation) until the
modifications are replicated across all nodes in the cluster. By waiting for acknowledgments,
synchronous replication ensures that all replications are successfully applied before the
operation is concluded.

e Asynchronous replication operates significantly faster than synchronous replication because it
does not need to wait for responses from nodes. Asynchronous replication performs the
replication in the background and the call returns immediately. Errors that occur during
asynchronous replication are written to a log. As a result, a transaction can be successfully
completed despite the fact that replication of the transaction may not have succeeded on all
the cache instances in the cluster.

Report a bug

8.5.1. Troubleshooting Asynchronous Replication Behavior

In some instances, a cache configured for asynchronous replication or distribution may wait for
responses, which is synchronous behavior. This occurs because caches behave synchronously when
both state transfers and asynchronous modes are configured. This synchronous behavior is a
prerequisite for state transfer to operate as expected.

Use one of the following to remedy this problem:

e Disable state transfer and use aClusteredCacheLoader to lazily look up remote state as
and when needed.

e Enable state transfer and REPL_SYNC. Use the Asynchronous API (for example, the
cache.putAsync(k, v))to activate 'fire-and-forget' capabilities.

e Enable state transfer and REPL_ASYNC. All RPCs end up becoming synchronous, but client
threads will not be held up if a replication queue is enabled (which is recommended for
asynchronous mode).

Report a bug

8.6. THE REPLICATION QUEUE

In replication mode, Red Hat JBoss Data Grid uses a replication queue to replicate changes across
nodes based on the following:

e Previously set intervals.
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e The queue size exceeding the number of elements.

e A combination of previously set intervals and the queue size exceeding the number of
elements.

The replication queue ensures that during replication, cache operations are transmitted in batches
instead of individually. As a result, a lower number of replication messages are transmitted and fewer
envelopes are used, resulting in improved JBoss Data Grid performance.

A disadvantage of using the replication queue is that the queue is periodically flushed based on the
time or the queue size. Such flushing operations delay the realization of replication, distribution, or
invalidation operations across cluster nodes. When the replication queue is disabled, the data is
directly transmitted and therefore the data arrives at the cluster nodes faster.

A replication queue is used in conjunction with asynchronous mode.

Report a bug

8.6.1. Replication Queue Usage

When using the replication queue, do one of the following:
e Disable asynchronous marshalling; or

e Setthemax-threads count value to 1 for the transport executor.The transport
executor is defined in standalone.xml as follows:

I <transport executor="infinispan-transport"/>

To implement either of these solutions, the replication queue must be in use in asynchronous mode.
Asynchronous mode can be set, along with the queue timeout (queue-flush-interval, valueisin
milliseconds) and queue size (queue-size) as follows:

<replicated-cache name="asyncCache"
start="EAGER"
mode="ASYNC"
batching="false"
indexing="NONE"
statistics="true"
gqueue-size="1000"
queue-flush-interval="500">

</replicated-cache>

The replication queue allows requests to return to the client faster, therefore using the replication
gueue together with asynchronous marshalling does not present any significant advantages.

Report a bug

8.7. ABOUT REPLICATION GUARANTEES

In a clustered cache, the user can receive synchronous replication guarantees as well as the parallelism
associated with asynchronous replication. Red Hat JBoss Data Grid provides an asynchronous API for
this purpose.
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The asynchronous methods used in the API return Futures, which can be queried. The queries block the
thread until a confirmation is received about the success of any network calls used.

Report a bug

8.8. REPLICATION TRAFFIC ON INTERNAL NETWORKS

Some cloud providers charge less for traffic over internal IP addresses than for traffic over public IP
addresses, or do not charge at all for internal network traffic (for example, GoGrid). To take advantage
of lower rates, you can configure Red Hat JBoss Data Grid to transfer replication traffic using the
internal network. With such a configuration, it is difficult to know the internal IP address you are
assigned. JBoss Data Grid uses JGroups interfaces to solve this problem.

Report a bug
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CHAPTER 9. SET UP INVALIDATION MODE

9.1. ABOUT INVALIDATION MODE

Invalidation is a clustered mode that does not share any data, but instead removes potentially obsolete
data from remote caches. Using this cache mode requires another, more permanent store for the data
such as a database.

Red Hat JBoss Data Grid, in such a situation, is used as an optimization for a system that performs
many read operations and prevents database usage each time a state is needed.

When invalidation mode is in use, data changes in a cache prompts other caches in the cluster to evict
their outdated data from memory.

Report a bug

9.2. CONFIGURE INVALIDATION MODE (REMOTE CLIENT-SERVER
MODE)

Invalidation mode is a clustered mode in Red Hat JBoss Data Grid. Invalidation mode can be added to
any cache container using the following procedure:

Procedure 9.1. The invalidation-cache Element

The invalidation-cache element configures settings for the distributed cache using the following
parameters:

1. Add the Cache Name
The name parameter provides a unique identifier for the cache.

<cache-container name="local"
default-cache="default"
statistics="true">

<invalidation-cache name="default'">

2. Set the Clustered Cache Start Mode
The mode parameter sets the clustered cache mode. Valid values are SYNC (synchronous) and
ASYNC (asynchronous).

<cache-container name="local"
default-cache="default"
statistics="true">

<invalidation-cache name="default"
mode="ASYNC">

3. Set the Cache Start Mode
The start parameter specifies whether the cache starts when the server starts up or when it
is requested or deployed.

<cache-container name="local"
default-cache="default"
statistics="true">
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<invalidation-cache name="default"
mode="ASYNC"
start="EAGER">

4. Per-cache Statistics
If statistics are enabled at the container level, per-cache statistics can be selectively
disabled for caches that do not require monitoring by setting the statistics attribute to
false.

<cache-container name="local"
default-cache="default"
statistics="true">
<invalidation-cache name="default"
mode="ASYNC"
start="EAGER"
statistics="true">

</invalidation-cache>
</cache-container>

IMPORTANT

this configuration.

For details about the cache-container, locking, and transaction elements, see the appropriate
chapter.

Report a bug

9.3. CONFIGURE INVALIDATION MODE (LIBRARY MODE)

The following procedure shows an invalidation mode cache configuration in Red Hat JBoss Data Grid's
Library mode.

Procedure 9.2. Invalidation Mode Configuration

1. Set the Clustered Mode
The clustering element's mode parameter's value determines the clustering mode selected
for the cache.

I <clustering mode="inv'">

2. Specify the Remote Call Timeout
The sync element's replTimeout parameter specifies the maximum time period in
milliseconds for an acknowledgment after a remote call. If the time period ends without any
acknowledgment, an exception is thrown.

<clustering mode="inv">
<sync replTimeout="${TIME}" />

3. Define State Transfer Settings

JGroups must be appropriately configured for clustered mode before attempting to load
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The stateTransfer element specifies how state is transferred when a node leaves or joins
the cluster. It uses the following parameters:

a. Specify State Transfer Batch Size
The chunkSize parameter specifies the size of cache entry state batches to be
transferred. If this value is greater than 0, the value set is the size of chunks sent. If the
value is less than 0, all states are transferred at the same time.

<clustering mode="inv">
<sync replTimeout="${TIME}" />
<stateTransfer chunkSize="${SIZE}" />

b. Set fetchInMemoryState Parameter
The fetchInMemoryState parameter when set to true, requests state information from
neighboring caches on start up. This impacts the start up time for the cache.

<clustering mode="inv">
<sync replTimeout="${TIME}" />
<stateTransfer chunkSize="${SIZE}"
fetchInMemoryState="{true/false}" />

c. Define the awaitInitialTransfer Parameter
TheawaitInitialTransfer parameter causes the first call to method
CacheManager .getCache () on the joiner node to block and wait until the joining is
complete and the cache has finished receiving state from neighboring caches (if
fetchInMemoryState is enabled). This option applies to distributed and replicated
caches only and is enabled by default.

<clustering mode="inv">
<sync replTimeout="${TIME}" />
<stateTransfer chunkSize="${SIZE}"
fetchInMemoryState="{true/false}"
awaitInitialTransfer="{true/false}" />

d. Set timeout Value
The timeout parameter specifies the maximum time (in milliseconds) the cache waits for
responses from neighboring caches with the requested states. If no response is received
within the the timeout period, the start up process aborts and an exception is thrown.

<clustering mode="inv">
<sync replTimeout="${TIME}" />
<stateTransfer chunkSize="${SIZE}"
fetchInMemoryState="{true/false}"
awaitInitialTransfer="{true/false}"
timeout="${TIME}" />

4. Specify Transport Configuration
The transport element defines the transport configuration for the cache as follows:

a. Specify the Cluster Name
The clusterName parameter specifies the name of the cluster. Nodes can only connect
to clusters that share the same name.
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<clustering mode="inv">
<sync replTimeout="${TIME}" />
<stateTransfer chunkSize="${SIZE}"
fetchInMemoryState="{true/false}"
awaitInitialTransfer="{true/false}"
timeout="${TIME}" />
<transport clusterName="${NAME}" />

b. Setthe distributedSyncTimeout Value
ThedistributedSyncTimeout parameter specifies the time to wait to acquire a lock on

the distributed lock. This distributed lock ensures that a single cache can transfer state or
rehash state at a time.

<clustering mode="inv">

<sync replTimeout="${TIME}" />

<stateTransfer chunkSize="${SIZE}"
fetchInMemoryState="{true/false}"
awaitInitialTransfer="{true/false}"
timeout="${TIME}" />

<transport clusterName="${NAME}"

distributedSyncTimeout="${TIME}" />

c. Set the Network Transport
The transportcClass parameter specifies a class that represents a network transport for
the cache.

<clustering mode="inv">
<sync replTimeout="${TIME}" />
<stateTransfer chunkSize="${SIZE}"
fetchInMemoryState="{true/false}"
awaitInitialTransfer="{true/false}"
timeout="${TIME}" />
<transport clusterName="${NAME}"
distributedSyncTimeout="${TIME}"
transportClass="${CLASS}" />
</clustering>

Report a bug

9.4. SYNCHRONOUS/ASYNCHRONOUS INVALIDATION

In Red Hat JBoss Data Grid's Library mode, invalidation operates either asynchronously or
synchronously.

Synchronous invalidation blocks the thread until all caches in the cluster have received
invalidation messages and evicted the obsolete data.

Asynchronous invalidation operates in a fire-and-forget mode that allows invalidation
messages to be broadcast without blocking a thread to wait for responses.

Report a bug

9.5. THE L1 CACHE AND INVALIDATION
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An invalidation message is generated each time a key is updated. This message is multicast to each
node that contains data that corresponds to current L1 cache entries. The invalidation message
ensures that each of these nodes marks the relevant entry as invalidated.

Report a bug
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PART V.SET UP LOCKING FOR THE CACHE
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CHAPTER 10. LOCKING

Red Hat JBoss Data Grid provides locking mechanisms to prevent dirty reads (where a transaction
reads an outdated value before another transaction has applied changes to it) and non-repeatable
reads.

Report a bug

10.1. CONFIGURE LOCKING (REMOTE CLIENT-SERVER MODE)

In Remote Client-Server mode, locking is configured using the locking element within the cache tags
(for example, invalidation-cache, distributed-cache, replicated-cache or local-
cache).

The following is a sample procedure of a basic locking configuration for a default cache in Red Hat
JBoss Data Grid's Remote Client-Server mode.

Procedure 10.1. Configure Locking (Remote Client-Server Mode)
1. Define the Isolation Level
The isolation parameter defines the isolation level used for the local cache. Valid values for
this parameter are REPEATABLE_READ and READ_COMMITTED.

<distributed-cache>
<locking isolation="REPEATABLE_READ" />

2. Set the acquire-timeout Parameter
The acquire-timeout parameter specifies the number of milliseconds after which lock
acquisition will time out.

<distributed-cache>
<locking isolation="REPEATABLE_READ"
acquire-timeout="30000" />

3. Set Number of Lock Stripes
The concurrency-1evel parameter defines the number of lock stripes used by the
LockManager.

<distributed-cache>
<locking isolation="REPEATABLE_READ"
acquire-timeout="30000"
concurrency-level="1000" />

4. Set Lock Striping
The striping parameter specifies whether lock striping will be used for the local cache.

<distributed-cache>
<locking isolation="REPEATABLE_READ"
acquire-timeout="30000"
concurrency-level="1000"
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striping="false" />

</distributed-cache>

Report a bug

10.2. CONFIGURE LOCKING (LIBRARY MODE)

For Library mode, the locking element and its parameters are set within the optional
configuration element on a per cache basis. For example, for the default cache, the
configuration element occurs within the default element and for each named cache, it occurs
within the namedCache element. The following is an example of this configuration:

Procedure 10.2. Configure Locking (Library Mode)

1. Set the Concurrency Level
The concurrencyLevel parameter specifies the concurrency level for the lock container.
Set this value according to the number of concurrent threads interacting with the data grid.

<infinispan>

<default>
<locking concurrencyLevel="${VALUE}" />

2. Specify the Cache Isolation Level
The isolationLevel parameter specifies the cache's isolation level. Valid isolation levels
are READ_COMMITTED and REPEATABLE_READ. For details about isolation levels, see
Section 12.1, “About Isolation Levels”

<infinispan>
<default>
<locking concurrencylLevel="${VALUE}"
isolationLevel="${LEVEL}" />

3. Set the Lock Acquisition Timeout
The lockAcquisitionTimeout parameter specifies time (in milliseconds) after which a lock
acquisition attempt times out.

<infinispan>
<default>
<locking concurrencylLevel="${VALUE}"

isolationLevel="${LEVEL}"
lockAcquisitionTimeout="${TIME}" />

4. Configure Lock Striping
The useLockStriping parameter specifies whether a pool of shared locks are maintained for
all entries that require locks. If set to FALSE, locks are created for each entry in the cache. For
details, see Section 11.1, “About Lock Striping”

I <infinispan>

I


https://bugzilla.redhat.com/enter_bug.cgi?cf_environment=Build+Name%3A+22645%2C+Administration+and+Configuration+Guide-6.2-3%0ABuild+Date%3A+04-09-2014+17%3A27%3A27%0ATopic+ID%3A+13322-621876+%5BSpecified%5D&comment=Title%3A+Configure+Locking+%28Remote+Client-Server+Mode%29%0A%0ADescribe+the+issue%3A%0A%0A%0ASuggestions+for+improvement%3A%0A%0A%0AAdditional+information%3A&cf_build_id=13322-621876+18+Mar+2014+10%3A45+en-US+%5BSpecified%5D&product=JBoss+Data+Grid+6&component=Documentation&version=6.2.1

Administration and Configuration Guide

<default>

<locking concurrencylLevel="${VALUE}"
isolationLevel="${LEVEL}"
lockAcquisitionTimeout="${TIME}"
useLockStriping="${TRUE/FALSE}" />

o SetwriteSkewCheck Parameter
The writeSkewCheck parameter is only valid if the isolationLevel is set to
REPEATABLE_READ. If this parameter is set to FALSE, a disparity between a working entry
and the underlying entry at write time results in the working entry overwriting the
underlying entry. If the parameter is set to TRUE, such conflicts (namely write skews)
throw an exception.

<infinispan>
<default>
<locking concurrencylLevel="${VALUE}"
isolationLevel="${LEVEL}"
lockAcquisitionTimeout="${TIME}"

useLockStriping="${TRUE/FALSE}"
writeSkewCheck="${TRUE/FALSE}" />

Report a bug

10.3. LOCKING TYPES

10.3.1. About Optimistic Locking

Optimistic locking allows multiple transactions to complete simultaneously by deferring lock
acquisition to the transaction prepare time.

Optimistic mode assumes that multiple transactions can complete without conflict. It is ideal where
there is little contention between multiple transactions running concurrently, as transactions can
commit without waiting for other transaction locks to clear. With writeSkewCheck enabled,

transactions in optimistic locking mode roll back if one or more conflicting modifications are made to
the data before the transaction completes.

Report a bug

10.3.2. About Pessimistic Locking

Pessimistic locking is also known as eager locking.

Pessimistic locking prevents more than one transaction being written to a key by enforcing cluster-
wide locks on each write operation. Locks are only released once the transaction is completed either
through committing or being rolled back.

Pessimistic mode is used where a high contention on keys is occurring, resulting in inefficiencies and
unexpected roll back operations.

Report a bug
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10.3.3. Pessimistic Locking Types

Red Hat JBoss Data Grid includes explicit pessimistic locking and implicit pessimistic locking:

e Explicit Pessimistic Locking, which uses the JBoss Data Grid Lock API to allow cache users to
explicitly lock cache keys for the duration of a transaction. The Lock call attempts to obtain
locks on specified cache keys across all nodes in a cluster. This attempt either fails or succeeds
for all specified cache keys. All locks are released during the commit or rollback phase.

e Implicit Pessimistic Locking ensures that cache keys are locked in the background as they are
accessed for modification operations. Using Implicit Pessimistic Locking causes
JBoss Data Grid to check and ensure that cache keys are locked locally for each modification
operation. Discovering unlocked cache keys causes JBoss Data Grid to request a cluster-wide
lock to acquire a lock on the unlocked cache key.

Report a bug

10.3.4. Explicit Pessimistic Locking Example

The following is an example of explicit pessimistic locking that depicts a transaction that runs on one
of the cache nodes:

Procedure 10.3. Transaction with Explicit Pessimistic Locking

1. When the line cache. lock(K) executes, a clu