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Abstract

This document provides information on monitoring the status of the Ceph Storage cluster with the
Datadog monitoring tool.
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CHAPTER 1. INTRODUCTION

CHAPTER 1. INTRODUCTION

The Datadog integration with Ceph allows Datadog to execute and process the output from:

e ceph status

e ceph health detail

e ceph df detail

e ceph osd perf;and,

e ceph osd pool stats.
The integration enables Datadog to:

e Monitor the status and health of the Ceph Storage cluster

e Monitor I/O and performance metrics; and,

e Track disk usage across storage pools.
Using Datadog to monitor Ceph requires installing a Datadog agent on at least one Ceph monitor node.
When monitoring Ceph, the Datadog agent will execute Ceph command line arguments. Consequently,
each Ceph node must have an appropriate Ceph key providing access to the cluster, usually in

/etc/ceph. Once the agent executes the Ceph command, it sends Ceph cluster status and statistics
back to Datadog. Then, Datadog will present the status and statistics in the Datadog user interface.

Since Datadog uses an agent, the Ceph cluster must be able to reach the internet; however, the Ceph
cluster does not have to be reachable from the internet.

NOTE

Datadog supports retrieving ceph status with RHCS 2. Datadog will provide an update
to support ceph status for RHCS 3 in a subsequent release of its dd-agent.



http://datadoghq.com/
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Red Hat Ceph Storage 3 Monitoring Ceph with Datadog

CHAPTER 2. INSTALLING THE CEPH INTEGRATION

To install the Ceph integration, log in to the Datadog App. The user interface will present navigation on
the left side of the screen. Click Integrations. Either enter ceph into the search field or scroll to find the
Ceph integration. The user interface will present whether the Ceph integration is available or already
installed. If it is available, click the button to install it.

? Integrations APIS Agent Embeds
DATADOG Al
Available

ActiveMQ  Airbrake amazon  ANSIBLE ~— Ca o ket

APaChe Microsoft Azure

ActiveMQ Airbrake Amazon Web Services Ansible Apache Azure Bitbucket
+ Available + Available + Available + Available + Available + Available + Available
B Integrations
o Ine W i, .
btrlgy  bugsnag (] Lo Campfie . O " catchpoint-
s i Cassandra
Btrfs Bugsnag cacti campfire Capistrano Ccassandra Ccatchpoint
+ Available + Available + Available + Available + Available + Available + Available
n
& @ . g : Ll
@ ceph R chatwork bl loudHealth e
CHEF . Couchbase
CLOUDFOQUNDRY
Ceph ChatWork Chef Cloud Foundry CloudHealth Consul Couchbase
+ Available + Available + Available + Available + Available + Available + Available

Installing the Datadog Agent for Ceph

To install the Datadog agent for Red Hat Ceph Storage, log in to the Datadog App. The user interface
will present navigation on the left side of the screen. Click Integrations. To install the agent from the
command line, click on the Agent tab at the top of the screen.

Integrations APIS Agent Embeds

I Installation Instructions \
Mac 0S X

DATADOG
. Installing on CentOS/RedHat
= o € The Datadog Agent has both 1686 and x86_64 packages. For other architectures, you can use the source install.
(© Dpebian
43 vbunw Use our easy one-step install
." Amazon Linux DD_API_KEY=7730ebfbb744b43832050Ta51231d667 bash -c "S$(curl -L https://raw.githubusercontent.com/DataDog/dd-agent/master/packaging/datadog-agent/source/install agent.sh)"

This will install the YUM packages for the Datadog Agent and will prompt you for your password

It the Agent is not already installed on your machine and you don't want it ta start automatically after the installation, just prepend DD_INSTALL_ONLY=true to the above script before running it

% integrations If you prefer to see the installation step-by-step, click here

O kubemetes
S openshitt
& cher

A\ Puppet

@ Ansivle

@ cloud Foundry

B From source

For Red Hat Ceph Storage on RHEL 7 or Ubuntu 16.04, open a command line. Then, enter the one-step
command line agent installation. For example:

# DD_API_KEY=<key-string> bash -c "$(curl -L
https://raw.githubusercontent.com/DatabDog/dd-
agent/master/packaging/datadog-agent/source/install_agent.sh)"


http://app.datadoghq.com/
https://access.redhat.com/articles/app.datadoghq.com
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NOTE

Copy the example from the Datadog user interface, as the key differs from the example
above and with each user account.
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CHAPTER 3. CONFIGURING THE DATADOG AGENT FOR
CEPH

After installing the Datadog agent, configure the Datadog agent to report Ceph metrics to Datadog.

1. Navigate to the Datadog Agent configuration directory.

I # cd /etc/dd-agent/conf.d

2. Create a ceph.yaml file from the ceph.yml.sample file.

I # cp ceph.yaml.example ceph.yaml

3. Modify the ceph.yaml file.
I # vim ceph.yaml
It will look like this:
init_config:
instances:
- tags:

- name:mars_cluster

ceph_cmd: /usr/bin/ceph
ceph_cluster: ceph

If your environment requires sudo, please add a line like:
dd-agent ALL=(ALL) NOPASSWD:/usr/bin/ceph
to your sudoers file, and uncomment the below option.

H o HHHHHHHH K

use_sudo: True

Uncomment the -tags, -name, ceph_command and ceph_cluster lines. The default values for
ceph_command and ceph_cluster are /usr/bin/ceph and ceph respectively. For RHEL 7,
uncomment use_sudo: True; however, this step is optional for Ubuntu, since Ubuntu disables
the root user and gives the initial admin user root permissions.

When complete, it will look like this:

init_config:

instances:
- tags:

- name:ceph-RHEL
#

ceph_cmd: /usr/bin/ceph

ceph_cluster: ceph
#
# If your environment requires sudo, please add a line like:
# dd-agent ALL=(ALL) NOPASSWD:/usr/bin/ceph
# to your sudoers file, and uncomment the below option.
#
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I use_sudo: True

4. For RHEL 7, modify the sudoers file.
I # visudo
Add the following line.

I dd-agent ALL=(ALL) NOPASSWD:/usr/bin/ceph

NOTE

For Ubuntu, if ceph.yml enables use_sudo: True, perform this step, too.

5. Enable the Datadog agent so that it will restart if the Ceph host reboots.

I # systemctl enable datadog-agent

6. Finally, restart the Datadog agent.

I # systemctl status datadog-agent
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CHAPTER 4. MONITORING CEPH WITH DATADOG

After installing and configuring the Datadog integration with Ceph, return to the Datadog App . The user
interface will present navigation on the left side of the screen. Hover over Dashboards to expose the
submenu; then, click Ceph Overview.
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1
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A M

42-00hjs 0.1 % : . | O |
'

Number of operations per second 1h A

» . A A

Monitor status

Read/write throughput i : " [\ A A A “

OSD status

» Most-active pools 1n

B 098 | default rgwlog 5D .
0 default.rgwmeta =

o

g o e 2.00000000000000000000

II

0 defaut.rgw.control

ol In OSDs iom  Near full OSDs 10m
Most-populated pools 1n 2.00000000000000000000
191 default.rgw.log
49 testhench
2 8 defaultrgw.control Up 0SDs 10m Full OSDs 10m
2 4 _rgwroot
0 default.rgw.meta 2.00000000000000000000

0 B Chat with us!

Datadog presents an overview of the Ceph Storage Cluster. Click Dashboards —~ New Dashboard to
create a custom Ceph dashboard.
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CHAPTER 5. CEPH METRICS

The Datadog agent collects the following metrics from Ceph. These metrics may be included in custom
dashboards and in alerts.

Metric Name Description

commit_latency_ms

apply_latency_ms

op_per_sec

read_bytes_sec

write_bytes_sec

num_osds

num_1in_osds

num_up_osds

num_pgs

num_mons

aggregate_pct_used

total_objects

num_objects

read_bytes

write_bytes

num_pools

pgstate.active_clean

read_op_per_sec

write_op_per_sec

num_near_full osds

The time taken to commit an operation to the journal.

Time taken to flush an update to disks.

The number of I/0 operations per second for given
pool.

The bytes per second being read.

The bytes per second being written.

The number of known storage daemons.

The number of participating storage daemons.

The number of online storage daemons.

The number of placement groups available.

The number of monitor daemons.

The overall capacity usage metric.

The object count from the underlying object store.

The object count for a given pool.

The per-pool read bytes.

The per-pool write bytes.

The number of pools.

The number of active+clean placement groups.

The per-pool read operations per second.

The per-pool write operations per second.

The number of nearly full OSDs.
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Metric Name Description

ceph.num_full_osds The number of full OSDs.

ceph.osd.pct_used The percentage used of full or near-full OSDs.

10
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CHAPTER 6. CREATE AN ALERT

Administrators can create monitors that track the metrics of the Ceph cluster and generate alerts. For
example, if an OSD is down, Datadog can alert an administrator that one or more OSDs are down.

Click Monitors to see an overview of the Datadog monitors.

Triggered Monitors  Manage Monitors  Manage Downtime

&

DATADOG

= Event:
v Status STATUS NAME 1

Dashboar O Triggered

% Infrastructure =N P
O Fwam

" -
. 2 O ¥ No Data
O fok

Muted

v Type
O Anomaly
0 APM

0 Cormposite
O Custom

O Event
O Host
O Integration
O Metric
O Network
O Outer

O Process

Copyright Datadog, Inc. 2017 - 34151335 - Master Subscription Ageement Privacy Policy - Coabie Policy - Sta

TAGS 4

!

No monitors yet

Monitors can alert you to problems before they impact your users

tatus @ Al Systems Operasiona B¥3 Contact us!

To create a monitor, select Monitors — New Monitor. At step 1, select the detection method. For

example, "Threshold Alert."

Triggered Monitors  Manage Monitors  Manage Downtime

New Monitor / Metric

Choose the detection method

LTECIWNET Change Alert | Anomaly Detection | Outlier Detection

An alert is triggered whenever  metric crosses a threshold
Define the metric
Get from excluding avg by

Simple Alert = | Trigger a single alert when your metric satisfies your alert conditions.
Set alert conditions
Say what's happening

Notify your team

Copyright Dataog, Inc. 2017 - 34.151428 - Mastsr Subscription Agreement- Privacy Policy - Coobie Palicy - Status

Nﬁ‘ Edit
i

Advanced

(%]

tus @ All Systems Operational BB Chat with us!

At step 2, define the metric. To create an advanced alert, click on the Advanced... link. Then, select a
metric from the combo box. For example, select the ceph.num_in_osds Ceph metric. Then, click Add

Query+ to add another query.
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@© Define the metric /

a | Get cephrum_in_osds | from excluding aug by +

Express these g

a
Add Query + \

Simple Alert = | Trigger a single alert when your metric satisfies your alert conditions

@ Set alert conditions

Trigger when the metri is | abore  |the threshold | on average - | during the st | 5 minutes
Alert threshold:

Warning threshold

Triggered Monitors Manage Monitors Manage Downtime
New Monitor / Metrie
0 The Past 4 Hours [«
original Data [RUCAE
s
i |
os
: 0515 0530 0sias w000 ey 050 ) ey ws s 200 o' 230 zls
° Choose the detection method
Rl change Alert | Anomaly Detection | Outtier Detection
An alert is triggered whenever a metric crosses a threshold (]

Source | Edit

)

BB Chat with us!

Select another metric from the combo box. For example, select the ceph. num_up_osds Ceph metric.

Original Data [JYSITEAVEN

o Choose the detection method

LEEUIVAET change Alert | Anomaly Detection | Outlier Detection

An alert s triggered whenever a metric crosses a threshold

a Define the metric

Get cephnum_in_osds / excluding avg by +

Get cephnum_up_osds | from excluding avg by +
Express these queries as:  a-b

Add Query +

Simple Alert = | Trigger a single alert when your metric satisfies your alert conditions.
a Set alert conditions /
aqualte - otal
item:

Trigger when the metric is

« | during the last| 1 minute

Aert threshold 1

Warning threshold

Do not require  + | full window of data for evaluation

Hote: We highly recommend you select "Do Not Require” for sparse mefrics, otherwise some evaluations will be skipped.

< @
& D

2]

BB Chat with us!

In the Express these queries as: field, enter a-b, where a is the value of ceph.num_in_osds and b
is the value of ceph.num_up_osds. When the difference is 1 or greater, there is at least one OSD

down.

At step 3, set the alert conditions. For example, set the trigger to be above or equal to, the threshold to
in total and the time elapsed to 1 minute. Then, set the Alert threshold field to 1. When at least one
OSD is in the cluster and it is not up and running, the monitor will alert the user.

At step 4, give the monitor a title in the input field below Preview and Edit. This is required to save the
monitor. Enter a description of the alert in the text field.
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Hote: We highly recommend you select "Do Not Require” for sparse mefrics, otherwise some evaluations wil be skipped.

Do not notity  + | if data is missing ©
Hote: the mi 2 o wiork
[Never] + | automatically resolve this event from a triggered state %)
et
Dashboard: Delay evaluation by 0 seconds )

% Infrastructure o Say what's happening Use message template variables @
L ©Preview  [ZEdit Markdown supported
At least one OSD is down!

@jowilkin@redhat.com

Atleast one OSD is down. Restart it, or Ceph will begin backfilling shortly.

Senice 2]

[Mever] = | renotity if the monitor has not been resoled. (%]

o Notify your team

John Wilkins
Do not notity + | alert recipients when this alert is modified (%]
Do ot restrict | editing this monitor to its creator or administrators )

srpore woricr | [0
Copyright Datadog, Inc. 2017 - 34161428 - Master Subscription Agre sment - Privacy Policy - Cookie Policy- Staws @ All Systems O perational & Chat with us!

NOTE

E;-q:::-g N The text field supports metric variables and Markdown syntax.

At step 5, add the recipients of the alert. This will add an email address to the text field of step 4. When
the alert gets triggered, the recipients will receive the alert.
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