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Abstract

This guide documents deployment and infrastructure management with Red Hat 3scale 2-saas.
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CHAPTER 1. HOW TO DEPLOY A FULL-STACK API SOLUTION WITH FUSE, 3SCALE, AND OPENSHIFT

CHAPTER 1. HOW TO DEPLOY A FULL-STACK API SOLUTION
WITH FUSE, 3SCALE, AND OPENSHIFT

This tutorial describes how to get a full-stack API solution (API design, development, hosting, access
control, monetization, etc.) using Red Hat JBoss xPaa$S for OpenShift and 3scale APl Management
Platform - Cloud.

The tutorial is based on a collaboration between Red Hat and 3scale to provide a full-stack API solution.
This solution includes design, development, and hosting of your APl on the Red Hat JBoss xPaa$S for
OpenShift, combined with the 3scale APl Management Platform for full control, visibility, and
monetization features.

The APl itself can be deployed on Red Hat JBoss xPaa$S for OpenShift, which can be hosted in the cloud
as well as on premise (that’s the Red Hat part). The APl management (the 3scale part) can be hosted on
Amazon Web Services (AWS), using 3scale APlcast or OpenShift. This gives a wide range of different
configuration options for maximum deployment flexibility.

The diagram below summarizes the main elements of this joint solution. It shows the whole integration
chain including enterprise backend systems, middleware, APl management, and API customers.
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For specific support questions, please contact support.
This tutorial shows three different deployment scenarios step by step:

1. Scenario 1 — A Fuse on OpenShift application containing the API. The APl is managed by 3scale
with the API gateway hosted on Amazon Web Services (AWS) using the 3scale AMI.

2. Scenario 2 — A Fuse on OpenShift application containing the API. The APl is managed by 3scale
with the API gateway hosted on APIcast (3scale’s cloud hosted API gateway).


http://pages.3scale.net/rs/3scale/images/3scale-redhat-joint-solution-brief.pdf
https://www.openshift.com/xpaas
http://www.3scale.net/apicast/
https://access.redhat.com/support/
http://www.jboss.org/products/fuse
https://aws.amazon.com/marketplace/pp/B00QHIY9OW
http://www.3scale.net/apicast/
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3. Scenario 3 — A Fuse on OpenShift application containing the API. The APl is managed by 3scale
with the API gateway hosted on OpenShift

This tutorial is split into four parts:
e Part 1: Fuse on OpenShift setup to design and implement the API
e Part 2: Configuration of 3scale APl Management
e Part 3: Integration of your API services
e Part 4: Testing the APl and APl management

The diagram below shows the roles the various parts play in this configuration.

_“-"_il,:ii’;-- AFI
pocae Management
API Service ; API
Implementation NGiNX Gateway
FUSE ESB “5/amazon Hosting

, API Management Configuration
“o FaaciEngine and Hosting

API Design, Implementation
and Hosting

1.1. PART 1: FUSE ON OPENSHIFT SETUP

You will create a Fuse on OpenShift application that contains the APl to be managed. You will use the
REST quickstart that is included with Fuse 6.1. This requires a medium or large gear, as using the small
gear will result in memory errors and/or horrible performance.

1.1.1. Step 1

Sign in to your OpenShift online account. Sign up for an OpenShift online account if you don’t already
have one.


https://www.openshift.com/
http://www.jboss.org/products/fuse
http://www.jboss.org/products/fuse
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PERS SUPPORT ADD-OMS

THE CLOUD

1.1.2. Step 2

Click the "add application” button after signing in.

Add Application...

1.1.3. Step 3

Under xPaa$, select the Fuse type for the application.
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xFPaas see all
|Boss Data Virtualization 6

JAVA. BE &

|Boss Enterprise Application Platform &

JAVA EE &

E |Boss Unified Push Server 1.0.0.Betal

JEE FULL PROFILE

|Boss Egesiess Process Management Suite

|Boss 55 Rules Management System

|Boss Fuse 6.1

INTEGRATION MESSASIMG

1.1.4. Step 4

Now configure the application. Enter the subdomain you'd like your application to show up under, such
as "restapitest". This will give a full URL of the form "appname-domain.rhcloud.com” — in the example
below "restapitest-ossmentor.rhcloud.com”. Change the gear size to medium or large, which is required
for the Fuse cartridge. Now click on "create application”.
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Click "create application”.
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® aws-us-east-1
aws-eu-west-1
aws-ap-southeast-2

Gears withingyour fion wil Ver Decified region.

1.1.6. Step 6
Browse the application hawtio console and sign in.

................... || A= R

! i futespplicationtet-gsom: X

- c fuseapplicationtest-ossmentor.rhcoud.com/hawt e hitmi#fogir el + T
i Apps [ FALLENABLEMENT ([ dw-fuse Addto DZone [ Raspberry [ FSW (O] Red Hat Consulting Safari Books Online

3 redhat.

RED HAT JBOSS FUSE MANAGEMENT CONSOLE

Uisername |

Password |

B Remember me

1.1.7. Step 7

After signing in, click on the "runtime" tab and the container, and add the REST APl example.
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i i’;ua;;li:atim Funtime = % %
- C' [} fuseapplication-ossmentor.rhcloud.comyhawtio/indexhtm# fabric/container/fuseapplication B £
i3 Apps (O] FALLEMABLEMENT (O] dv-fuse [°) AddtoDZone (2] Raspberry (O3 FSW [ Red Hat Consulting -+ Seferi Books Online (O] DHS Servers ([ git [

+ |

| RED HAT JBOSS FUSE Marssyement Console

Runtime Wik Dashbaard
Confainers Profiles Manage MO APls ElPs Registry
' i . . : =
® Container: fuseapplication 0open || Oswp || xDekie |8
Associated Profiles Status Settings URLS Provision List
This i the cument sel of profiles that are assigned 1o this
container. Use the add and remove buttons to manage Version: 1.0
this list

Server Status:  Running
+A0d | X Remove

Uncategorized Server Type:  kamf
"

& tabiic Type: Fabric Server
& hawtio
& openshift Provision Smatus: @ success

Root Container:  ves

JMX Domains:  jmecdperl

jolokia
Tuseapplic ation
1.1.8. Step 8

Click on the "add a profile" button.

Assoclated Profiles

This is the cument set of profiles that are assigned to this
container. Use the add and remove buttons to manage
this list.

Filter +Add X Remove
Uncategorized

[ | & fabric
(] & hawtio

1.1.9. Step 9

Scroll down to examples/quickstarts and click the "REST" checkbox, then "add". The REST profile should
show up on the container associated profile page.
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Ardd profiles to container: fuseapplication

Select one or more profiles to add to this container

& emors
& jms

o & rest
& secure.rest
& secure soap
& soap

Feature

Feature / Camel

Feature / Fabric

Gateway

Hadoop

Insight -

1.1.10. Step 10

Click on the runtime/APlIs tab to verify the REST API profile.

L o C 0 fuseapplication-ossmentor.rhcloud.comyhiawtiofindex html#/fabric/ap o f =

3% Apps () FALLENABLEMENT (O] dv-fuse | ) AddteDZone (] Raspberry (] FSW (] Red Hat Consulting Safari Bocks Online 3 DHS Servers [0 git | €) kpeeplesidv-brmsei.. »

RED HAT JBOSS FUSE Management Console

Runtime Wiki Dashboard Health
Containers Profiies Manage MO APls EIPs Reqgistry
service APls Caontainer Version Location
{hitpefinest fuse quickstans jboss.orgCusiomersSenvice A WADL ® fuseapplication | 1.0 ntipiifuseapplication-ossmentor. Mcloud com:B0Vexiic m

fuseapplication
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1.1.11. Step 11

Verify the REST APl is working. Browse to customer 123, which will return the ID and name in XML
format.

T

’f:" K¢ fuseapplication Runtime x_}{ [ fuseapplication-ossmentc %
« C' | [ fuseapplication-ossmentor.rhcloud.com/od/crm/customerservice/customers/123

i Apps (] FALLEMNABLEMENT (] dw-fuse [ AddtoDZone [C] Raspberry (] FSW [T] Red Hat Consulting -+ Safari Books Online [

This XML file does not appear to have any style nformation associated with it. The document tree 1s shown below.

¥ <Customer xmlns="http://rest.fuse.quickstarts.jboss.org/">
<id»123</id>
<name > John</name>
< fCustomers

1.2. PART 2: CONFIGURE 3SCALE APl MANAGEMENT

To protect the API that you just created in Part 1 using 3scale APl Management, you first must conduct
the according configuration, which is then later deployed according to one of the three scenarios
presented.

Once you have your API set up on OpenShift, you can start setting it up on 3scale to provide the
management layer for access control and usage monitoring.

1.2.1. Step 1

Log in to your 3scale account. You can sign up for a 3scale account at www.3scale.net if you don’t
already have one. When you log in to your account for the first time, follow the wizard to learn the basics
about integrating your APl with 3scale.

1.2.2. Step 2

In [your_API_name] > Integration > Configuration, you can enter the public URL for the Fuse
application on OpenShift that you just created, e.g. "restapitest-ossmentor.rhcloud.com” and click on
Test. This will test your setup against the 3scale APl Gateway in the staging environment. The staging
API gateway allows you to test your 3scale setup before deploying your proxy configuration to AWS.

11
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Staging: 3scale-hosted to configure & test your integration documentation deployed | deployment history

*_ ap @

Private Base URL*  https://api-sentiment.3scale.ner443 D Use Echo Al

o

Private address of your APl that will be called by the APl gateway.

()

E APl CATEWAY

79.staging o443

Public Base URL*

//api-2445581450

Public address of your APl gateway in the staging environment. You can use this
address to call the API for testing purposes.

+ MAPPING RULES

» AUTHENTICATION SETTINGS

-

API test GET request  /v1/word/good.json

Optional CET request to a APl gateway endpoint. We will use this call to validate
your APl gateway setup using credentials of the first live application. You can try
it yourself by copying the following command into your shell

curl "https://api-2445581450779.5taging.apicast.io:443/vl/word/good. json?
user_key=44e72dedd214c812990clb3abl2f5bal3"

Connection between client, gateway & API is
warking correctly as reflected in the analytics
section.

1.2.3. Step 3

The next step is to set up the APl methods that you want to monitor and rate limit. To do that go to
[your_API_name] > Integration > Methods & Metrics and click on 'New method'.

RED HAT 3SCALE API MANAGEMENT API: Echo APl v o 2] a
Overview
Methods & Metrics
Analytics
Methods
Applications Add the methods of this AP| to get data on their individual usage. Method calls trigger the built-in Hits-metric. Usage
limits and pricing rules for individual methods are defined from within each Application Plan. A method needs to be Create new method

mapped to one or more URL patterns in the Mapping Rules section of the integration page so specific calls to your

Subscriptions .
APl up the count of specific methods. \

ActiveDocs . i
Method System Name Unit Description Mapped © New method
Integration You have no methods
Configuration
Methods & Metrics
Settings Metrics
Hits is the built-in metric to which all methods report. Additional top-level metrics can be added here in order to Create new metric
track other usage that shouldn't increase the hit count. A metric needs to be mapped to one or more URL patterns
in the Mapping Rules section of the integration page so specific calls to your APl up the count of specific metrics. \
Metric System Name Unit Description Mapped © New metric
Hits hits hit Number of API hits v

For more details on creating methods, visit our API definition tutorial.

1.2.4. Step 4

12
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Once you have all of the methods that you want to monitor and control set up under the application plan,
you’ll need to map these to actual HTTP methods on endpoints of your API. Go back to the integration
page and expand the "mapping rules" section.

+ MAPPING RULES @
Verb Pattern + Metric or Method (Define)
GET Iy 1 hits y F W

© Add Mapping Rule

Create mapping rules for each of the methods you created under the application plan.

Rule Pattern +f- | ) Create Proxy Rule

POST =+ | /setAB 1 Eauls
getHelloMethodSystemName

Once you have done that, your mapping rules will look something like this:

* MAPPING RULES (2)
Verb Pattern + Metric or Method (Define)
GET s jvl/words/{waord}.json 1 get word 5 # W
GET 5 Jvl/sentences/{sentence}.json 1 get_sente y & ®W
POST &  /vl/words/{word}.json 1 set word § # W

© Add Mapping Rule

For more details on mapping rules, visit our tutorial about mapping rules.

1.2.5. Step 5

Once you've clicked "update and test" to save and test your configuration, you are ready to download the
set of configuration files that will allow you to configure your API gateway on AWS. For the API gateway,
you should use a high-performance, open-source proxy called nginx. You will find the necessary
configuration files for nginx on the same integration page by scrolling down to the "production” section.

13
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Production: On-premises Gateway

To deploy an on-premises APl gateway, add the Public Base URL of your AP, download the Nginx Cenfig files and follow the documentation to install in your servers.

AP

Private Base URL https://hello-world-api.3scale.net:443

APl CATEWAY

Public Base URL

Public address of your APl gateway in the production environment. This is used to
customize the server_name directive in the Nginx Config file which will otherwise
be set to the variable $hostname.

_‘4 I & Download the Nginx Config files

The next section will now take you through various hosting scenarios.

1.3. PART 3: INTEGRATION OF YOUR API SERVICES

There are several ways in which you can integrate your API services in 3scale. Choose the deployment
option that best fits your needs.

1.4. PART 4: TESTING THE API AND APl MANAGEMENT

Testing the correct functioning of the API and the APl Management is independent from the chosen
scenario. You can use your favorite REST client and run the following commands.

1.4.1. Step 1

Retrieve the customer instance with id 123.

http://54.149.46.234/cxf/crm/customerservice/customers/123?
user_key=b9871b41027002e68ca061faeb2f972b

14
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P hitp:ii54 149 46 234 /extlermicustomerservice/customers! 1237user_key=baB71b4 1027002e88ca06 1faeb2f972b

& GET POST PUT PATCH ' DELETE HEAD OPTIONS Other

Raw Form Headers
Clear Send
Status 200 OK ¥ Loading time: 358 ms
Request User-Agent: Mozilla/5.0 (Windows NT 8.1, WOWS4) AppleWebKiv537.36 (KHTML, like Gecko) Chrome/30.0.2171.95 Satari/537 36
headers Content-Type: textplain; charset=utt8
Accept: **
Accepl-Encoding: gzip. defate. sdch
Accept-Language: sn-US 2ng=0.8
Response Server: ngx_openresty/1 286
headers Date’ Mon, 22 Det 2014 18:16:08 GMT
Content Type: applicationfumi
Content-Length: 148
Connaction; keep-alive
Vary: Accept-Encoding
Content-Encoding: gzio
Accept-Ranges: none
Raw XML Response
Copy te clipboard Save as file
ustomers
<id>123</id>
<name>John< /name>
</Customery
1.4.2. Step 2
Create a customer.
http://54.149.46.234/cxf/crm/customerservice/customers?
user_key=b9871b41027002e68caf61faeb2f972b
P b 84.448,48 134 exbeoms haecta?
GET ®POST OPUT OPATCHODELETE ©MEAD OoPTIONS O Ot
Tom  Headers
axt/nl]
aw Form Pt Payloxd
seplaamenlm A UNSEE T co Corears Type” boucee 13 cveenrte i vakos
Send

stots 03 Forbicden O Losding v 335 ma

Sequest Usar-Agent: Mazin's O (Winsows NT & 1 WOWWEL) AsoiwiVeliGnS37. 38 (KHTML. Eue Geeio) Chesena/30 0 217108 Salatar 8
Crigin chromepatanine | tgmkeltzephicen Sitlbeios
Combara Type: tastinsd

nesders

Atteid Encasing 25, S
-Langusge: #5-US 42590 §

aesporae Setver g
Dute: Mee. 72 Dee 201

. Contant.Type: ta:
Tramfer-Encoding <
Comnestion: kets-aivt

Raw Pamd | Response

Spen output i new window _ Copy o cipbosrd Save ss fie Spen n JECH tab
SUThanticatien gaeamaTens REIIAE

Gt NROIGPERG Thanks 15 Cade Mirrer

1.4.3. Step 3

Update the customer instance with id 123.

http://54.149.46.234/cxf/crm/customerservice/customers?

user_key=b9871b41027002e68ca061faeb2f972b

15



Red Hat 3scale 2-saas Infrastructure

¥ | heipii54 149 46,234 i 2 Tuser_keysbSAT!

GET OPOST ®PUT OPATCHODELETE OHEAD OQPTIONS O Omer

Raw Fom Fms(o) | Payload

£0: //L985: TUie UCkIRATEE. 10088.008/ >

Clear Send
Status 403 Forbidden ) Loadng tene 200 ms.
Request ia'%.0 (Windows NT 8. 1: WOWS4) AcoiiVebie/537.38 (KHTML. like Gecico) Cheomed30.0.2171.98 Safar/237.38
ionl/hgminctdotidnphlpeelidfttppos.
R e
Cooe hgngreing -.m-;-.e;«»:r";
1.4.4. Step 4
Delete the customer instance with id 123.
http://54.149.46.234/cxf/crm/customerservice/customers/123?
user_key=b9871b41027002e68ca061faeb2f972b
P PpiSe. 149,46, 234 OV CUSIOMESEn S CUEIoMErs: 123 7ser_hey=0987 109102700286 5006 1002197 20
Raw Fom Fis (0 Payload
+//0esk  Tuse, Quickstarss. 10055 90g/ ">
Sppilcabon’sc ww-ioms wimncoded . Set Tontent-Type” header o ovensnte thiz valve.
Shie 403 Forbiaden @ Loagng time: 211 ms.
Request g::;m3:L:\'E‘:U:u:;w;rﬁh;‘::Jg;-f‘a‘.;:r,a:.:nn, 537.38 (KHTML, ke Gaske) Chromnti36.0.2171 05 Safarv537.28
— Content-Type: 3pzaeat.sn/s-shislem urienasiea
At myse

Zuthertication o

Code highighing thanks 1o Code Meror

1.4.5. Step 5

Check the API Management analytics of your API.

If you now log back in to your 3scale account and go to Monitoring > Usage, you can see the various hits
of the API endpoints represented as graphs.

16
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Usage
10 hits
Methods Year
Hits » 4 Dec
4
3
2
1
0 L e I et Ty DR YRy
4. Dec 04:00 08:00 12:00

Using time zone (GMT+00:00) UTC

Download CSV

Month  Week
Methods
Get Customer
10 hits

Set customers
0 hits

getOrders
0 hits

Update Customers
0 hits
Delete customer
0 hits

e —

16:00 20:00

This is just one element of APl Management that brings you full visibility and control over your API. Other

features include:
1. Access control
2. Usage policies and rate limits
3. Reporting
4. APl documentation and developer portals

5. Monetization and billing

For more details about the specific APl Management features and their benefits, please refer to the
3scale APl Management Platform product description.

For more details about the specific Red Hat JBoss Fuse product features and their benefits, please refer

to the JBOSS FUSE Overview.

For more details about running Red Hat JBoss Fuse on OpenShift, please refer to the Getting Started

with JBoss Fuse on OpenShift.
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