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Preface

1. Document Conventions

This manual uses several conventions to highlight certain words and phrases and draw attention to
specific pieces of information.

1.1. Typographic Conventions

Four typographic conventions are used to call attention to specific words and phrases. These
conventions, and the circumstances they apply to, are as follows.

Mono -spaced Bold

Used to highlight system input, including shell commands, file names and paths. Also used to
highlight keys and key combinations. For example:

To see the contents of the file my_next_bestselling_novel in your current
working directory, enter the cat my_next_bestselling_novel command atthe
shell prompt and press Enter to execute the command.

The aboveincludes a file name, a shell command and a key, all presented in mono-spaced bold and
all distinguishable thanks to context.

Key combinations can be distinguished from an individual key by the plus sign that connects each
part of a key combination. For example:

Press Enter to execute the command.
Press Ctrl+Al t+F2 to switch to a virtual terminal.

The first example highlights a particular key to press. The second example highlights a key
combination: a set of three keys pressed simultaneously.

If source code is discussed, class names, methods, functions, variable names and returned values
mentioned within a paragraph will be presented as above, in mono -spaced bold. For example:

File-related classes include filesystem for file systems, file for files, and dir for
directories. Each class has its own associated set of permissions.

Proportional Bold

This denotes words or phrases encountered on a system, including application names; dialog-box
text; labeled buttons; check-box and radio-button labels; menu titles and submenu titles. For
example:

Choose System - Preferences - Mouse fromthe main menu bar to launch
Mouse Preferences. In the Buttons tab, selectthe Left-handed mouse check
box and click Close to switch the primary mouse button from the left to the right
(making the mouse suitable for use in the left hand).

To insert a special character into a gedit file, choose Applications -
Accessories - Character Map from the main menu bar. Next, choose Search -
Find...fromthe Character Map menu bar, type the name of the character in the
Search field and click Next. The character you sought will be highlighted in the
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Character Table. Double-click this highlighted character to placeitin the Text
to copy field and then click the Copy button. Now switch back to your document
and choose Edit - Paste fromthe gedit menu bar.

The above text includes application names; system-wide menu names and items; application-specific
menu names; and buttons and text found within a GUI interface, all presented in proportional bold
and all distinguishable by context.

Mono-spaced Bold Italic or Proportional Bold Italic

Whether mono-spaced bold or proportional bold, the addition of italics indicates replaceable or
variable text. ltalics denotes text you do notinput literally or displayed text that changes depending
on circumstance. For example:

To connectto a remote machine using ssh, type ssh username@domain. name ata
shell prompt. If the remote machine is example. com and your username on that
machineis john, type ssh john@example.com.

Themount -o remount file-system command remounts the named file system.
For example, to remount the /home file system, the command is mount -o remount
/home.

To see the version of a currently installed package, usethe rpm -q package
command. It will return a result as follows: package-version-release.

Note the words in bold italics above: username, domain.name, file-system, package, version and
release. Each word is a placeholder, either for text you enter when issuing a command or for text
displayed by the system.

Aside from standard usage for presenting the title of a work, italics denotes the first use of a new and
important term. For example:

Publican is a DocBook publishing system.

1.2. Pull-quote Conventions

Terminal output and source code listings are set off visually from the surrounding text.

Output sentto a terminal is setin mono -spaced roman and presented thus:

books Desktop documentation drafts mss photos stuff svn
books_tests Desktopl downloads images notes scripts svgs

Source-code listings are also setin mono -spaced roman butadd syntax highlighting as follows:

static int kvm_vm_ioctl_deassign_device(struct kvm *kvm,
struct kvm_assigned_pci_dev *assigned_dev)

{
int r = 0;
struct kvm_assigned_dev_kernel *match;

mutex_lock(&kvm->lock);
match = kvm_find_assigned_dev(&kvm->arch.assigned_dev_head,
assigned_dev->assigned_dev_id);

if (!match) {
printk(KERN_INFO "%s: device hasn't been assigned

10
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before, "
"so cannot be deassigned\n", __func__);
r = -EINVAL;
goto out;
3
kvm_deassign_device(kvm, match);
kvm_free_assigned_device(kvm, match);
out:
mutex_unlock(&kvm->lock);
return r;
3

1.3. Notes and Warnings

Finally, we use three visual styles to draw attention to information that might otherwise be overlooked.

Notes are tips, shortcuts or alternative approaches to the task at hand. Ignoring a note should
have no negative consequences, but you might miss out on a trick that makes your life easier.

Important boxes detail things that are easily missed: configuration changes that only apply to
the current session, or services that need restarting before an update will apply. Ignoring a
box labeled “Important” will not cause data loss but may cause irritation and frustration.

Warnings should notbeignored. Ignoring warnings will most likely cause data loss.

2. Getting Help and Giving Feedback

2.1. Do You Need Help?

If you experience difficulty with a procedure described in this documentation, visit the Red Hat

Search or browse through a knowledge base of technical support articles about Red Hat
products.

Submit a support case to Red Hat Global Support Services (GSS).

Access other product documentation.

11
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Red Hat also hosts a large number of electronic mailing lists for discussion of Red Hat software and
technology. You can find a list of publicly available mailing lists at

to access the list archives.

2.2. We Need Feedback

If you find a typographical error in this manual, or if you have thought of a way to make this manual

against the product Red Hat JBoss Portal.

When submitting a bug report, be sure to mention the manual's identifier:
Administration_and_Configuration_Guide

If you have a suggestion for improving the documentation, try to be as specific as possible when
describing it. If you have found an error, please include the section number and some of the
surrounding text so we can find it easily.

12
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Chapter 1. Portal Management

The portal management component is used to manage portal's resources over common interfaces
such as REST, CLI, and portlets or gadgets. This chapter discusses these interfaces and makes you
familiar with general portal management concepts and terms. The chapter also covers specific
management extensions included in the portal.

1.1. Important Terms used in Portal Management

Table 1.1. Important Terms

Term Description

Management Extension An extension to the management system which defines a
managed component.

Managed Component A managed component, which has been registered via an
extension, serves as the root managed resource for a component.

Managed Resource A managed resource is a uniquely identified self-describing

‘resource' which can have operations and sub-resources
registered to it.

Sub-resource A managed resource whose parentis also a managed resource.
Address A management address is the path of the managed resource with

syntax similar to a file on a file system, such as: /foo/bar
Operation An action that can be performed on a managed resource.
Attributes Custom input parameters available to operations.

1.2. Goals for Portal Management

The goal of management componentis to provide a foundation for managing portal side
components. The management component allows management extensions to register resources and
operations over a set of APIs. These APIs allows developers to expose management extensions over
common interfaces such as REST and CLI. This approach makes management extensions
independent of their interfaces and allows adding other interfaces without changing the extensions.

The usage of APIs to obtain managed resources results in building consistent interfaces.
Management of the same component becomes similar irrespective of the interface.

1.3. Operations for Management Extensions
The table lists the commonly used management extensions.

Table 1.2. Operations

Operation Name Description
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Operation Name Description

read-resource The read -resource operation is responsible for reading the managed
resource. It describes itself and lists any operations or sub-resources it
may contain. This is the primary operation to obtain information about a
managed component and its managed resources.

remove-resource The remove-resource operation is responsible for removing or deleting
an existing managed resource.

update-resource The update-resource operation is responsible for updating an existing
managed resource's state.

read-config-as-xml The read -config-as-xml operation is responsible for representing
the current managed resource as an XML configuration.

export-resource The export-resource operation is responsible for exporting a

managed resource in a format that is acceptable and used in an import.
The export-resource has a built-in functionality to recursively traverse
managed resources until it finds a resource that supports an export-
resource operation. So, you can register an export-resource operation on
a sub-resource and it will be executed even by calling export-resource on
any of its ancestors.

import-resource The import-resource operation is responsible for importing managed
resources that are exported through an export-resource operation.

The read-resource operation is the only global operation supported in the core framework. All
other operations need to be implemented by the extensions, since they are extension-specific.

1.4. Content Type for Portal Management

Content type defines the format of management requests and responses. The supported content
types include JSON, XML, and Zip.

Restriction

Sinceread-config-as-xml (XML), export-resource (Zip),and import-resource
(Zip) are content type specific operations, the response must be in the same format.

Aside from this restriction, itis up to the extension as to which content type is supported for each
operation.

1.5. Path Templates used by Mahagement Extensions

Path templates are used by management extensions to define dynamic content while registering
resources. These path template variables are used during an export-resource operation to filter these
managed resources. By specifying the fil ter attribute of an export-resource operation,
managed resources can be explicitly included or excluded during export.
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Example 1.1. Filter attribute syntax
[path-var]:(!)?[name], ... [name];...[path-var]: (!)?[name], ... [name]

where, path-var is the path template variable name is the name of a managed-resource and '!'
char, which is optional, is to exclude that resource rather than include it.

Examples that use the path template variable foo:

Example 1.2. Include managed resource bar

foo:bar

Example 1.3. Include managed resource bar and foo-bar

foo:bar, foo-bar

Example 1.4. Exclude managed resource bar

foo: !bar

Example 1.5. Exclude managed resource bar and foo -bar

foo:!bar, foo-bar

Example 1.6. Multiple path template variables (foo and baz) separated by the ';' char

foo:bar, foo-bar;baz:blah

For more information on the usage of path templates specific to a management extension, see
chapter Management Extensions.
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Chapter 2. REST Interface

The management REST component maps REST requests to management requests. To map the
requests firstthe REST component locates the managed resource then maps the request URL to a
management address and invokes an operation on that managed resource. The management REST
component defines an entry point for REST clients, and exposes the registered managed resources
and operations over REST.

2.1. Accessing REST Interface

To gain access to management resources and operations over REST a RESTful client must know the
entry point URL.

Example 2.1. Entry point URL syntax

http(s)://<host>:<port>/<rest-context-name>/private/managed-components

where the rest-context-name is the portal container's rest context name.
For the default portal, the rest context name is ‘rest'.

For a portal running on localhostand port 8080 the URL changes.

Example 2.2. URL for a portal running on localhost

http://localhost:8080/rest/private/managed-components/

The REST URL is protected, and the authenticated user must belong to the 'administrators'
group of the portal.

2.2. Resource URLs for REST Interface

REST resource URLs are mapped to management addresses, and since every managed resource
has a uniqgue management address, each managed resource can be represented by a unique REST
URL.

Example 2.3. URL for identifying managed resources
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 http://<host>:<port>/<rest-context-name>/private/managed-
components/<component-name>/<managed-resource-name>/<sub-resource-
.~ name>/.../<sub-resource-name>

Example 2.4. URL for identifying managed sub-resource

This URL uniquely identifies a managed resource named ‘foo-bar', which is a sub-resource of
‘bar', and 'bar' being a managed resource of the managed component 'foo’.

\ http://localhost:8080/rest/private/managed-components/foo/bar/foo-bar

2.3. HTTP Method

Table 2.1. Mapping HTTP methods to Operation names.

HTTP Method Management Operation
GET read-resource

PUT update-resource

POST add-resource

DELETE remove-resource

This means that the same URL can invoke four different operations just by changing the HTTP
method of the REST request.

2.4. Using Request Parameter

The management system supports more than four operations. These operations can be explicitly
defined by including HTTP parameters as part of the REST request.

For example by adding the query parameter op to the request URL, clients can define what operation
to invoke.

Example 2.5. Custom operation defined in request parameter

http://localhost:8080/rest/private/managed-components/foo/bar?op=some-
custom-operation

Best practice to use the HTTP method

You can use the HTTP method to dictate the operation name. But a client can explicitly set
operation names as request parameters.
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URLs equivalent to a GET request are:

= http:/localhost:8080/rest/private/managed-components/foo/bar

2.5. Using URL Extension

REST resources can be represented as files, so two URL extensions have been added to support two
common operations: read -config-as-xml and export-resource.

To invoke these operations add the following URL extensions atthe end of the URL

Table 2.2. List of URL Extensions

URL Management Operation Example URL

Extension

xml read-config-as-xml http:/flocalhost:8080/restprivate/managed:
components/foo/bar.xml

zip export-resource http://localhost:8080/rest/private/managed-

components/foo/bar.zip

Itis easier to specify the operation name as a file extension instead of specifying it as a request
parameter.

The following URLs mean the same:

= http:/localhost:8080/rest/private/managed-components/foo/bar.xml

2.6. Management Attributes

Management attributes are part of a management request. They are mapped by including all request
parameters of the HTTP request as attributes. If an operation supports certain attributes, query
parameters can be added to the request URL to be used as attributes of the management request.

Example 2.6. Attributes first-name and last-name as request parameters

http://localhost:8080/rest/private/managed-components/foo/bar?first-
name=john&last-name=doe

Reporta bug

2.6.1. Multivalue Attributes

Management attributes can be multi-valued which means having more than one value associated
with an attribute. HTTP query parameters can be multi-valued.
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Example 2.7. Multi-valued attribute colors as request parameters

http://localhost:8080/rest/private/managed-components/foo/bar?
colors=red&colors=green&colors=blue

2.7. Content Control

The management framework defines Content Type to indicate the format of management requests and
responses. Clients can dictate the content type of the management request by specifying the Accept
and Content-Type headers of the HTTP request. The Accept header indicates the format of the
response and the Content-Type header specifies the format of the request.A list of request headers
that map to the Content Type of the management system is as follow.

Table 2.3. List of Request headers

Header Content Type
application/json JSON
application/xml XML
application/zip ZIP

JSON is the default content type.

2.7.1. Browser Content Control
To control the content type of management requests through the browser, the REST component

supports the format HTTP parameter to dictate the format of the response. This is because most
browsers already send an Accept header.

Example 2.8. Specifying that the response should be returned as XML

http://localhost:8080/rest/private/managed-components/foo/bar?
format=xml

The format HTTP parameters that map to Content Types are shown in here:

Table 2.4. HTTP parameter format

Format parameter Content Type
format=json JSON

format=xml XML
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Content negotiation is ignored for content type specific operations such as read -config -
as-xml and export-resource since these cannotreturn different formats.

2.7.2. Operation Control

The read -resource operation is a built-in operation provided by the management component. The
response is formatted as follows.

Example 2.9. HTTP Request

GET /managed-components
or
GET /managed-components?op=read-resource

Example 2.10. Response as JSON

HTTP/1.1 200 OK
Content-Type: application/json

{

"description": "Available operations and children (sub-
resources).",
"children": [

{
"name": "foo",
"description": "Some description",
"link": {
"rel": "child",
"href": "http://localhost:8080/rest/private/managed-
components/foo"
3
3
1
"operations": [
{
"operation-name": "read-resource",
"operation-description": "Lists information about a managed

resource, including available operations and children (sub-
resources).",
"link": {

"rel": "self",

"href": "http://localhost:8080/rest/private/managed-
components"

"type": "application/json"

"method": "get"
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Example 2.11. Response as XML
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HTTP/1.1 200 OK
Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<resource>
<description>Available operations and children (sub-
resources).</description>
<children>
<child>
<name>foo</name>
<description>Some description</description>
<link href="http://localhost:8080/rest/private/managed-
components/foo" rel="child"/>
</child>
</children>
<operations>
<operation>
<operation-name>read-resource</operation-name>
<operation-description>Lists information about a managed
resource, including available operations and children (sub-
resources).</operation-description>
<link href="http://localhost:8080/rest/private/managed-
components" rel="self" type="application/xml" method="get"/>
</operation>
</operations>
</resource>
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Chapter 3. Command Line Interface

The command line interface component provides an interactive shell. The shell uses CRaSH to map
commands to management requests. It connects over SSH, using the CRaSH SSH plugin.

3.1. Deploying the Command Line Interface

The portal distribution includes an archive of the gatein-management-cli application.

To deploy the application, copy JPP_DIST/gatein-management/gatein-management-
cli.warto JPP_DIST/standalone/deployments/.

3.2. Running the Command Line Interface

The syntax of the command to connect to CLI over SSH is as follows:

ssh -p <port> <user>@<host>

Example 3.1. SSH

Command: ssh -p 2000 root@localhost

You can change the default port that SSH listens on by changing the property crash. ssh. portin
the JPP_DIST/standalone/deployments/gatein-management-cli.war/WEB-
INF/crash/crash. properties file.

Example 3.2. crash.properties

# VFS configuration
crash.vfs.refresh_period=1

# SSH configuration
crash.ssh.port=2000

Ensure the configured portis open, and not blocked by firewall settings.

3.3. Management Commands
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The CLI component consist of management commands. These commands execute operations on
managed resources in the portal. To view the list of available commands type help in the shell.

You can add the help option -h or - -help for each command or execute the man command for
detailed information about the command.

3.3.1. Using the mgmt command
The mgmt command allows a user to connect and disconnect from the management system. It also

provides an exec command which allows custom control over executing operations with the
management system.

Example 3.3. mgmt help

% mgmt -h
usage: mgmt[-h | --help] COMMAND [ARGS]

The most commonly used mgmt commands are:

exec Manually executes a management operation
connect login to gatein management
disconnect disconnect from management system

% mgmt connect -h

usage: mgmt [-h | --help] connect [-u | --username] [-p | --password] [-
c | --container]

[-h | --help] command usage

[-u | --username] the user name

[-p | --password] the user password

[-c | --container] portal container name (default is portal)

%

The mgmt connect command allows you to connect to the management system. You can optionally
specifying a portal container (defaultis '‘portal') overriding the default container. The management
commands are administrative operations so you must authenticate again in order to validate
authorization to the portal container.

Example 3.4. Connecting to default portal container
% mgmt connect
Password:
Successfully connected to gatein management system: [user=root,
container='portal', host='127.0.0.1"]

[ /1%

Example 3.5. Connecting to portal container 'sample-portal’' as user john
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% mgmt connect -u john -c sample-portal

Password:

Successfully connected to gatein management system: [user=john,
container='sample-portal', host='127.0.0.1"']

[ /1%

The mgmt exec command allows complete control over what to send to the management system.

Example 3.6. mgmt exec help

[ /1% mgmt exec -h

usage: mgmt [-h | --help] exec [-c | --contentType] [-f | --file] [-a |
--attribute] [-0 | --operation] path

[-h | --help] command usage

[-c | --contentType] content type of an operation

[-f | --file] File name

[-a | --attribute] Specifies an attribute.

[-0 | --operation] Operation name

path
[ 7]1%

Example 3.7. Executing operation read-config-as-xml on managed component foo

[ /]% mgmt exec --operation read-config-as-xml --contentType xml /foo
<?xml version='1.0' encoding='UTF-8'"?>
<data>...</data>

[ /1%

3.3.2. Using the cat command
The cat command executes the read -config-as-xml operation on a managed resource and

outputs the XML data to the shell. The managed resource must supportthe read-config-as-xml
operation.

Example 3.8. cat help

usage: cat [-h | --help] path

&#160;&#160; [-h | --help] command usage
&#160;&#160; path

[ /1% cat /foo
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<?xml version='1.0' encoding='UTF-8'>
<data>...</data>

[ /1% [ /1% cat -h

3.3.3. Using the cd command

The cd command changes the current path of the CLI.

Example 3.9. cd help

[ /1% cd -h
usage: cd [-h | --help] path
&#160;&#160; [-h | --help] command usage

&#160;&#160; path

[ /1%

Example 3.10. Change path to Ifoolbar

[ /1% cd /foo/bar

[bar]%

3.3.4. Using the Is command

The 1s command executes the read -resource operation on the current (or specified by the path)
managed resource.

Example 3.11. Is help

[ /1% 1s -h
usage: 1ls [-h | --help] path
[-h | --help] command usage
path
[ /1% 1s
foo
bar
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[ 7]% 1s /foo
baz

[ /1%

3.3.5. Using the pwd command

The pwd command prints out the current resource path of the CLI.

Example 3.12. pwd help

/[ /1% pwd -h
usage: pwd [-h | --help]

[-h | --help] command usage
[ /1% pwd
/
[ /7]% cd foo/baz

[baz]% pwd
/foo/baz

baz]%
\[ ]

3.3.6. Using the export command

The export operation executes the export-resource operation on a managed resource and

writes the content to the file.

The CLI is connected to the portal server over SSH so the export command writes to the
server's file system.

Example 3.13. export help

/[ /1% export -h
usage: export [-h | --help] [-f | --file] [-r | --filter] path

[-h | --help] command usage
[-f | --file] File name
[-r | --filter] For example, specifies the value of the filter to
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use during an export.
path

[ /1%

Example 3.14. Export resource foo to Itmp directory

[ /7]% export --file /tmp foo

Export complete ! File location: /tmp/foo_2011-10-21 18-29-36.zip

[ /%]

If you only specify a directory the export command will write a file with the name of the
managed resource and a timestamp.

Example 3.15. Export resource /[foo to Itmplexport-example.zip file

[ /7]% export --file /tmp/export-example.zip foo
Export complete ! File location: /tmp/export-example.zip

[ /%]

Example 3.16. Export resource filtering on path template variable bar

[ /7]% export --file /tmp/export-filter-example.zip --filter

bar:baz, foo-bar foo

Export complete ! File location: /tmp/export-filter-example.zip

[ /%]

3.3.7. Using the import command

The import command executes the import-resource operation on a managed resource.

Example 3.17. import help
[ /1% import -h usage: importfile [-h | --help] [-f | --file] [-m | --

importMode] path [-h | --help] command usage [-f | --file] File name [-
m | --importMode] The import mode for an import operation path [ /]%
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Since the CLI is connected to the portal server over SSH, the import command must specify a
file that exists on the server.

Example 3.18. Import file tmp/foo.zip to resource foo

[ /7]% import --file /tmp/foo.zip /foo Successfully imported file
/tmp/foo.zip [ /1%

Example 3.19. Import file tmp/foo.zip to resource foo using importMode overwrite

[ /1% import --file /tmp/foo.zip --importMode overwrite /foo
Successfully imported file /tmp/foo.zip [ /1%

You can auto complete the import modes by typing --importMode and pressing the Tab key.

3.3.8. Using the Secure copy (SCP) command

The CLl application supports SCP to execute the export-resource and import-resource
operations. These operations are executed in order to exportto and import from a host other than the
portal.

Exporting

To execute the export-resource operation using SCP, the source of the SCP command is the
portal server and the target is the local file to which the resource is to be exported. The command
syntax for exporting is: $ scp -P <port> <user>@<host>: {portal-container}: {path}
<file>The portal-container is optional with default value being 'portal’. The path is the path
of the resource supporting the export-resource operation. So to export ‘foo/bar' resource
assuming the CLI is deployed to 'example.org"'.

Example 3.20. Export of foo/bar resource

$ scp -P 2000 'root@example.org:portal:/foo/bar' bar.zip

Example 3.21. Export of foo/bar resource with filter

Attributes like 'filter' can be added to the path of the SCP command just as you would add query
parametersto a URL.$ scp -P 2000 'root@example.org:portal:/foo/bar?
filter=bar:baz,foo-bar' foo.zip

29


https://bugzilla.redhat.com/enter_bug.cgi?cf_environment=Build+Name%3A+22542%2C+Administration+and+Configuration+Guide-6.2-6.2%0ABuild+Date%3A+14-05-2015+14%3A22%3A21%0ATopic+ID%3A+16484-628983+%5BLatest%5D&comment=Title%3A+Using+the+import+command%0A%0ADescribe+the+issue%3A%0A%0A%0ASuggestions+for+improvement%3A%0A%0A%0AAdditional+information%3A&cf_build_id=16484-628983+10+Apr+2014+12%3A16+en-US+%5BLatest%5D&product=JBoss+Enterprise+Portal+Platform+6&component=Documentation&version=6.2.0

Red Hat JBoss Portal 6.2 Administration and Configuration Guide

Importing

To execute the import-resource operation using SCP, the source of the SCP command is the
local file and the target is the portal server.The command syntax for exporting is: $ scp -P <port>
<file> <user>@<host>: {portal-container}: {path} The portal-containeris optional
with default value being 'portal'. The path is the path of the resource that supports the import-
resource operation. So to import a foo.zip file to the /foo resource assuming the CLI is deployed to
‘example.org’.

Example 3.22. Import foo.zip to foo resource

$ scp -P 2000 foo.zip 'root@example.org:portal:/foo'

More specific examples of the SCP command can be found below pertaining to that particular
management extension.
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Chapter 4. Model Object for Portal (MOP) Management
Extension

The MOP management extension registers the ‘'mop' managed component. The managed component
is responsible for managing pages, navigation, and site layout. It primarily supports exporting and

importing the data through the export-resource and import-resource operations. Italso
supports the read -config-as-xml operation to expose the portal's metadata as XML.

4.1. Types of Operations

4.1.1. Understanding read-config-as-xml Operation

The read -config-as-xml operation can only be executed on the site layout, pages, and
navigation managed resources. The XML format returned is defined by the gatein-objects XSD,
which can be found at http://www.gatein.org/xml/ns/. These resources are exposed in the same format

4.1.2. Understanding export-resource Operation

The export-resource operation can be executed on any resource of the MOP extension (including
the mop component). Since the management system recursively searches for all sub-resources that
have export-resource defined (which is defined at the site layout, page, and navigation level),
exports can be very granular.

4.1.3. Understanding import-resource Operation

The import-resource operation can only be executed atthe mop component (root managed
resource of the mop extension). This is because the exported Zip file contains path information (like
site type and site name). So executing an import-resource operation on a group site, when the
Zip contains data from a portal site, does not make sense.

The MOP import-resource operation defines the importMode attribute as follows during import.

Table 4.1. importMode Attribute

importMode Attribute Description

Conserve Import data only if no artifacts exist for that site.
For example, if one page exists for site classic,
nothing will be imported.

Insert Import data when data does not exist, otherwise
do nothing.
Merge (default) Import data when data does not exist, update

data when it does exist.
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importMode Attribute Description

Overwrite Delete all data for that artifact of the site, then
import new data. For example, if the Zip file only
contains pages for site classic, then all pages for
that site are deleted and the contents of the Zip
file imported.

4.2. Using Path Template Variables

The path template variables are defined in the MOP management extension. The path template
variables are used for filtering during export operation

Path template variables
site-type

These are the site types of the portal to include or exclude. Available values are: portal ,
group , and user.

site-name

The sites to include or exclude. Examples could be classic and
/platform/administrators.

site-layout

The name of the site layout depending on the site type. Available values are: portal,
group, user.

page-name
The name of the page(s) to include or exclude.
nav-uri

The URI of the navigation node to include or exclude.

4.3. REST APl Management

4.3.1. MOP Component Resource

The mop managed componentresource (root managed resource) is the only resource that accepts
the import-resource operation.

Example 4.1. HTTP Request

PUT /mop

Headers:
Content-Type: application/zip
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Example 4.2. HTTP Response

HTTP/1.1 200 OK

4.3.2. Site Layout Resource

The site layout resource represents the site layout of the portal. Itis the data defined in the
portal.xml,group.xml h and user. xml files (depending on site type) used in portal extensions
to configure data.

Example 4.3. URL

URL: /mop/{site-type}sites/{site-name}/{site-layout}

Example 4.4. config-as-xml

Example of reading the site layout as XML for site classic.

Example 4.5. HTTP Request

GET /mop/portalsites/classic/portal.xml
or

GET /mop/portalsites/classic/portal?op=read-config-as-xml

Example 4.6. HTTP Response

HTTP/1.1 200 OK
Content-Type: application/xml

<portal-config>
<portal-name>classic</portal-name>
<label>Classic</label>
<description>GateIn default portal</description>
<locale>en</locale>

</portal-config>

Example 4.7. export-resource

Example of exporting the site layout for site classic.
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Example 4.8. HTTP Request

GET /mop/portalsites/classic/portal.zip
or

GET /mop/portalsites/classic/portal?op=export-resource

Example 4.9. HTTP Response

HTTP/1.1 200 OK
Content-Type: application/zip

[binary data]

4.3.3. Page Resource

Pages Resource

The pages resource represents the pages of the portal. It is the data defined in the pages. xml used
in portal extensions to configure data.

Example 4.10. URL

URL: /mop/{site-type}sites/{site-name}/pages/{page-name}

config-as-xml

Example of reading all pages as XML for site classic.

Example 4.11. HTTP Request

GET /mop/portalsites/classic/pages.xml
or

GET /mop/portalsites/classic/pages?op=read-config-as-xml

Example 4.12. HTTP Response

HTTP/1.1 200 OK
Content-Type: application/xml

<page-set>

34


https://bugzilla.redhat.com/enter_bug.cgi?cf_environment=Build+Name%3A+22542%2C+Administration+and+Configuration+Guide-6.2-6.2%0ABuild+Date%3A+14-05-2015+14%3A22%3A21%0ATopic+ID%3A+16549-592202+%5BLatest%5D&comment=Title%3A+Site+Layout+Resource%0A%0ADescribe+the+issue%3A%0A%0A%0ASuggestions+for+improvement%3A%0A%0A%0AAdditional+information%3A&cf_build_id=16549-592202+24+Feb+2014+03%3A27+en-US+%5BLatest%5D&product=JBoss+Enterprise+Portal+Platform+6&component=Documentation&version=6.2.0

Chapter 4. Model Object for Portal (MOP) Management Extension

<page>
<name>homepage</name>
<title>Home Page</title>
<access-permissions>Everyone</access-permissions>
<edit-permission>*:/platform/administrators</edit-permission>
<show-max-window>false</show-max-window>
<portlet-application>

</page-set>
Example of reading the homepage as XML for site classic.

Example 4.13. HTTP Request

GET /mop/portalsites/classic/pages/homepage.xml
or

GET /mop/portalsites/classic/pages/homepage?op=read-config-as-xml

Example 4.14. HTTP Response

HTTP/1.1 200 OK
Content-Type: application/xml

<page-set>
<page>

<name>homepage</name>
<title>Home Page</title>
<access-permissions>Everyone</access-permissions>
<edit-permission>*:/platform/administrators</edit-permission>
<show-max-window>false</show-max-window>
<portlet-application>

</page-set>

export-resource

Example of exporting all pages of site classic.

Example 4.15. HTTP Request

GET /mop/portalsites/classic/pages.zip
or

GET /mop/portalsites/classic/pages?op=export-resource
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Example 4.16. HTTP Response

HTTP/1.1 200 OK
Content-Type: application/zip

[binary data]

4.3.4. Navigation Resource

Navigation Resource

The navigation resource represents the navigation of the portal. Itis the data defined in the
navigation. xml used in portal extensions to configure data.

Example 4.17. URL

URL: /mop/{site-type}sites/{site-name}/navigation/{nav-uri}

Examples of Navigation resources

config-as-xml

Example of reading all navigation as XML for site classic.

Example 4.18. HTTP Request

GET /mop/portalsites/classic/navigation.xml
or

GET /mop/portalsites/classic/navigation?op=read-config-as-xml

Example 4.19. HTTP Response

HTTP/1.1 200 OK
Content-Type: application/xml

<node-navigation>
<priority>1</priority>
<page-nodes>
<node>
<name>home</name>
<label xml:lang="en">Home</label>

<visibility>DISPLAYED</visibility>
<page-reference>portal::classic::homepage</page-reference>
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</node>
<node>
<name>sitemap</name>

</node-navigation>
Example of reading the home node as XML for site classic.

Example 4.20. HTTP Request

GET /mop/portalsites/classic/navigation/home.xml
or

GET /mop/portalsites/classic/navigation/home?op=read-config-as-xml

Example 4.21. HTTP Response

HTTP/1.1 200 OK
Content-Type: application/xml

<node-navigation>
<priority>1</priority>
<page-nodes>
<parent-uri></parent-uri>
<node>
<name>home</name>
<label xml:lang="en">Home</label>

<visibility>DISPLAYED</visibility>
<page-reference>portal::classic::homepage</page-reference>
</node>

</page-nodes>
</node-navigation>

export-resource

Example of exporting all navigation of site classic.

Example 4.22. HTTP Request

GET /mop/portalsites/classic/navigation.zip
or

GET /mop/portalsites/classic/navigation?op=export-resource

Example 4.23. HTTP Response
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HTTP/1.1 200 OK
Content-Type: application/zip

[binary data]

4.3.5. Exporting and Filtering

Filtering is activated when the fil ter attribute is passed to an export-resource operation. The
filter attribute is a multi-value attribute thatis passed as request parameters of the HTTP request.

You can either include multiple filter parameters (?filter=foo:bar&filter=baz:foo-bar) or separate
via ';' character (?filter=foo:bar;baz:foo-bar)

Example 4.24. Export onlyregistry and pageManagement navigation nodes

GET /mop/groupsites/platform/administrators/navigation.zip?filter=nav-
uri:/administration/registry,/administration/pageManagement

Example 4.25. Export all site types but user and group

GET /mop.zip?filter=site-type: !user,group

4.4. Command Line Interface

The commands included in the management component provide us the tools to perform management
operations on these MOP artifacts: site layout, pages, and navigation.

4.4.1. Resource Paths

The paths of the MOP resources are exactly the same as the REST URLs (without the URL syntax).
For example the path of the homepage for the classic site would be:

Example 4.26. Path of homepage for the classic site

[ /7]% cd /mop/portalsites/classic/pages/homepage

[homepage]% pwd
/mop/portalsites/classic/pages/homepage
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All resources/paths can be autocompleted by pressing the Tab key.

4.4.2. Exporting and Filtering
Filtering is activated when the fil ter attribute is passed to an export-resource operation. The

filter attribute is a multi-value attribute that is passed to the CLI using the - -fil ter attribute for the
export command.

Example 4.27. Export all portal site types

export --file /tmp/mop.zip --filter site-type:portal /mop

Example 4.28. Export all sites types but user

export --file /tmp/mop.zip --filter site-type: !user /mop

The option can be specified multiple times for multiple values.

Example 4.29. Export only the Iplatform/administrators group site

export --file /tmp/mop.zip --filter site-type:group --filter site-
name: /platform/administrators /mop

Also as discussed in the Path Templates section, the filter attribute can separate different path
templates by the ; character.

Example 4.30. Export only pages named homepage, nhavigation named home for site
classic

export --file /tmp/classic.zip --filter page-name:homepage;nav-uri:home
/mop/portalsites/classic

All three artifacts (site layout, navigation, and pages) are included in export by default. In
other words if you do not specify their path template in the filter, the data will be included.

4.5. Using Secure Copy Command
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The SCP command can be used to exportand import MOP artifacts: site layout, pages, and
navigation over different hosts. The following examples assume the portal and CLI is running at host
‘example.org" with default ssh port configured to 2000.

The export-resource command is supported on all resources of the MOP extension. Use the
following examples as syntax guides to export artifacts based on the configuration of the production
network.

Example 4.31. Export MOP artifacts

$ scp -P 2000 'root@example.org:portal:/mop/portalsites/classic’
classic.zip $ scp -P 2000
'root@example.org:portal:/mop/portalsites/classic/pages/homepage’
homepage.zip $ scp -P 2000 'root@example.org:portal:/mop' mop.zip

The import-resource operation is only supported atthe mop resource, so for every import the path
must be '/mop’.

Example 4.32. Import MOP artifacts

$ scp -P 2000 classic.zip 'root@example.org:portal:/mop' $ scp -P 2000
homepage.zip 'root@example.org:portal:/mop?importMode=overwrite' $ scp
-P 2000 mop.zip 'root@example.org:portal:/mop'
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Chapter 5. Configuring JBoss Portal Domain Mode

5.1. Deployment Notes for Domain Configurations

Portal applications and Java Enterprise Edition applications can be deployed using the domain
mode hot-deploy mechanism. Containers and Extensions must be moved into the deployment
directory, and will be loaded when JBoss Portal initially starts.

See Also:

5.2. Domain Configuration Variables

JBoss EAP stores configuration elements relating to the application server itself in a separate
directory location to JBoss Portal configuration files. The JBoss Portal configuration files are stored
in the JBOSS_HOME/standalone/configuration/gatein/ directory. Configuring JBoss Portal
to operate in domain mode requires the location of portal-specific configuration to be specified for
each instance in a domain.

JBoss Portal provides system property variables that allow portal-specific configuration file paths to
be defined once, and reused as variables in other configuration.

exo.conf.dir

Specifies the directory that contains the eXo standalone configuration information the
domain server will use.

gatein.conf.dir

When this parameter is defined in system properties, it must be commented or deleted
fromthe configuration. properties file. Issues with server start will occur if this
recommendation is ignored.

Specifies the directory that contains the portal standalone configuration the domain server
will use.
gatein.portlet.config

Specifies the directory that contains the portlet standalone configuration the domain server
will use.

gatein.deploy.config

Specifies the directory that contains the main portal container gatein. ear. The default
value is JBOSS_HOME/gatein/.
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Portal containers can not be deployed using the domain mode mechanism.
Containers must be manually deployed by moving the container into the specified
directory. JBoss Portal loads containers on initial server start through a custom
service specific to JBoss Portal.

gatein.extensions.config

Portal extensions can not be deployed using the domain mode mechanism.
Extensions must be manually deployed by moving the container into the specified
directory. JBoss Portal loads extensions on initial server start through a custom
service specific to JBoss Portal.

Specifies the directory that contains any portal extensions. The default value is
JBOSS_HOME/gatein/extensions.

See Also:

5.3. Individual Domain Configuration

When configuring domain nodes for a managed domain, the configuration variables can be defined
using shared domain configuration, or isolated to each server instance.

Itis necessary to create the directory structure for domain mode support manually, as JBoss Portal
does not support this operation mode by default. The expected domain mode directory structure is
JBOSS_HOME/domain/servers/myinstance/configuration/gatein.

Example 5.1. Defining per-server domain configuration

This example describes the system property configuration required in the host. xml file for each
server instance.

<server name="server-one" group="main-server-group">
<system-properties>
<property name="exo.conf.dir"
value="${jboss.home.dir}/standalone/configuration/gatein"/>
<property name='"gatein.conf.dir"
value="${jboss.home.dir}/standalone/configuration/gatein"/>
<property name='gatein.portlet.config"
value="${jboss.home.dir}/standalone/configuration/gatein"/>
</system-properties>
</server>
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If a domain server instance is manually created using the JBoss EAP management console or the
command line interface, the domain configuration variables must be added to each server
configuration's system properties to allow the domain instance to start successfully. For a
comprehensive overview of management console operations, see the Management Interfaces chapter
in the JBoss EAP Administration and Configuration Guide available from

https://access.redhat. Com/site/docu mentation/en—

See Also:

Section 5.1, “Deployment Notes for Domain Configurations”

5.4. Shared Domain Configuration

When configuring domain nodes for a managed domain, the configuration variables can be defined
using individual domain configuration, or shared amongst server groups.

Itis necessary to create the directory structure for domain mode support manually, as JBoss Portal
does not support this operation mode by default. The expected domain mode directory structure is
JBOSS_HOME/domain/servers/myinstance/configuration/gatein.

Example 5.2. Defining shared domain configuration

This example describes the system property configuration required in the domain. xml file for the
server group.

<server-group name="main-server-group" profile="full">
<jvm name="default">
<heap size="1303m" max-size="1303m"/>
<permgen max-size="256m"/>
</jvm>
<socket-binding-group ref="full-sockets"/>
<system-properties>
<property name="exo.conf.dir"
value="${jboss.home.dir}/standalone/configuration/gatein"/>
<property name="gatein.conf.dir"
value="${jboss.home.dir}/standalone/configuration/gatein"/>
<property name="gatein.portlet.config"
value="${jboss.home.dir}/standalone/configuration/gatein"/>
</system-properties>
</server-group>

Defining a server group and adding the domain configuration parameters described in Example 5.2,

or command-line interface. For a comprehensive overview of management console operations, see
the Management Interfaces chapter in the JBoss EAP Administration and Configuration Guide available
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from https://access.redhat.com/site/documentation/en-

5.5. Domain Mode Quickstart

To test the functionality of domain mode, a demonstration is available that features the following
configuration highlights:

domain. xml/host.xml configuration.
Default and Full profiles.
Single-host domain with two JBoss Portal instances.

Shows how the gatein. extensions. dir configuration parameter is used to allow servers to
coexist on the same host.

The demonstration establishes two instances of JBoss Portal that listen on different ports. The
instance listening on port 8080 provides WSRP integration and mobile support, while the instance
listening on port 8330 provides mobile supportonly.

One server instance uses the default extensions directory JPP_HOME/gatein/extensions and
the second server instance uses an alternative extension location specified in the host. xml file.
Both the servers coexist on the same hostand a copy of the
JPP_HOME/standalone/configuration/gatein directory is created for each server.

Task: Setup and Run the Domain Demonstration

Start the demonstration and use the management console to deploy a portlet application to both
server instances.

1. In a terminal, navigate to JPP_HOME/bin/.

2. Run the demonstration setup script.
./demo-domain-setup.sh

3. Oncethe demonstration setup completes, run JBoss Portal in Domain mode to start the host
controller.

./domain.sh

4. Open http://localhost:9990/console to verify the domain controller is running.

5.6. Multiple Node Domain Scenario

5.6.1. Environment Assumptions
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This process describes how to configure a multi-host domain in detail. The machines provisioned as
part of this process are described below. Familiarize yourself with the information, because it will be
referenced through the configuration steps.

Machine_ A
The domain controller, which has an IP address 0f192.168.1.17.
Machine B

A host controller with JBoss Portal instances, which has an IP address of
192.168.100. 10.

Machine_ C

A host controller with JBoss Portal instances, which has an IP address of
192.168.100. 20.

Next Step in Multiple Node Domain Scenario

5.6.2. Configure the Domain Controller (Machine A)

Previous Step in Multiple Node Domain Scenario

Configuring Machine_A
Configure and startthe Machine_A domain controller.
1. Run JPP_HOME/bin/add-user. sh and create a user with the following parameters:
User name: gateinhc
Password: gateinhc123. (including the trailing full-stop)

The secretvalue Z2F0ZW1luaGMxMjMu created is used to allow host controller remote
connections. Take note of this value.

2. Change the name of the machine in the JPP_HOME/domain/configuration/host-
master. xml <host> element from master to Machine_A

3. Indomain. xml, add the domain configuration parameters inside the main-server-group
block.

<server-group name="main-server-group" profile="full"><server-group
name="main-server-group" profile="full">
<jvm name="default">
<heap size="1303m" max-size="1303m"/>
<permgen max-size="256m"/>
</jvm>
<socket-binding-group ref="full-sockets"/>
<system-properties>
<property name="exo.conf.dir"
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value="${jboss.home.dir}/standalone/configuration/gatein"/>
<property name="gatein.conf.dir"
value="${jboss.home.dir}/standalone/configuration/gatein"/>
<property name="gatein.portlet.config"
value="${jboss.home.dir}/standalone/configuration/gatein"/>
</system-properties>
</server-group>

4. Run the following command to start the domain controller on Machine_A.

JBOSS_HOME/bin/domain.sh --domain-config=domain.xml --host-
config=host-master.xml -Djboss.bind.address.management=192.168.1.17

Next Step in Multiple Node Domain Scenario

5.6.3. Configure Host Controller One (Machine B)

Previous Step in Multiple Node Domain Scenario

Configuring Host Controller One (Machine B)
Configure and startthe Machine_B host controller.

1. Change the name of the machine in the JPP_HOME/domain/configuration/host-
slave. xml <host> element from slave to Machine_B.

2. Update the <server- identities> bIock with the secret value created in Section 5.6.2, Conflgure

controller.

<host name="Machine_B" xmlns="urn:jboss:domain:1.4">

<management>
<security-realms>
<security-realm name="ManagementRealm">
<server-identities>
<secret value="Z2F0ZWluaGMxMjMu" />
</server-identities>

3. Add the domain controller user name to the host-slave. xml <domain-controller> block.

<domain-controller>

<remote host="${jboss.domain.master.address}"
port="${jboss.domain.master.port:9999}" username="gateinhc"
security-realm="ManagementRealm"/>
</domain-controller>
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4.

In the
JPP_HOME/standalone/configuration/gatein/configuration. properties file
for Machine_B, comment or delete the gatein. conf.dir property.

. Start Machine_B with the following command:

bin/domain.sh --host-config=host-slave.xml -
Djboss.bind.address=192.168.1600.10 -
Djboss.bind.address. management=192.168.100.10 -
Djboss.domain.master.address=192.168.1.17

5.6.4. Configure Host Controller Two (Machine C)

Configuring Host Controller Two (Machine C)

Configure and start the Machine_C host controller.

Completing this task provisions the last host controller, after which the domain is ready for use.
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1.

3.

Change the name of the machine in the JPP_HOME/domain/configuration/host-
slave. xml <host> element from slave to Machine_C.

controller.

<host name="Machine_B" xmlns="urn:jboss:domain:1.4">

<management>
<security-realms>
<security-realm name="ManagementRealm">
<server-identities>
<secret value="Z2F0ZWluaGMxMjMu" />
</server-identities>

Add the domain controller user name to the host-slave. xml <domain-controller> block.

<domain-controller>

<remote host="${jboss.domain.master.address}"
port="${jboss.domain.master.port:9999}" username="gateinhc"
security-realm="ManagementRealm"/>
</domain-controller>

. In the

JPP_HOME/standalone/configuration/gatein/configuration. properties file
for Machine_C, comment or delete the gatein. conf.dir property.

. Start Machine_C with the following command:

bin/domain.sh --host-config=host-slave.xml -
Djboss.bind.address=192.168.100.20 -
Djboss.bind.address. management=192.168.100.20 -
Djboss.domain.master.address=192.168.1.17


https://bugzilla.redhat.com/enter_bug.cgi?cf_environment=Build+Name%3A+22542%2C+Administration+and+Configuration+Guide-6.2-6.2%0ABuild+Date%3A+14-05-2015+14%3A22%3A21%0ATopic+ID%3A+22520-592468+%5BLatest%5D&comment=Title%3A+Configure+Host+Controller+One+%28Machine+B%29%0A%0ADescribe+the+issue%3A%0A%0A%0ASuggestions+for+improvement%3A%0A%0A%0AAdditional+information%3A&cf_build_id=22520-592468+24+Feb+2014+03%3A28+en-US+%5BLatest%5D&product=JBoss+Enterprise+Portal+Platform+6&component=Documentation&version=6.2.0

Chapter 5. Configuring JBoss Portal Domain Mode
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Part lll. Administration and Monitoring
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Chapter 6. JBoss Operations Network (JON) Plug-in

The Gateln JON plug-in itself does not provide any operations; it's sole purpose is reporting and
statistics relating to applications/portlets and sites. The JBoss Operations Network AS plug-in
supports many management operations, and is included in the portal binaries. With the AS plug-in,
the following non-exhaustive list of actions are possible:

Server control: start, stop, restart.
Application control: deploy, and remove EAR and WAR applications.
Resource control: manage other components of the platform, such as data sources.

For detailed information about JBoss Operations Network, and how it can be used to manage
platforms, see the How to Manage JBoss Servers guide, chapter JBoss Operations Network available

6.1. Metrics Collected by JON Plug-in

The metrics collected by the Gateln JON plug-in include site and application/portlet statistics. Each
portlet contains statistics relevant to the individual portlet, and one additional throughput statistic for
site portlets. See, table Site and Portlet Statistics for a description of the available metrics.

The discovery of sub-resources such as Sites and Portlet Applications is performed once a
day by JON. Hence, itis normal that new Sites and Applications do not appear immediately in
JON, unless one triggers a manual discovery.

The manual discovery can be triggered in the JON Ul, under the top level server node for
example, "localhost.localdomain" > Operations > Schedules > New >
Operation: "Run Autodiscovery", Detailed Discovery: yes.

The metrics and statistics are runtime only values, and do not persist on the server. When the server
is restarted, the runtime values are reset. JBoss Operations Network keeps a history of these statistics
and metrics to give an accurate view of the data over time.

Table 6.1. Site and Portlet Statistics

Metric Description

Average Execution Time The average execution time in seconds for a
page or application/portlet to render within a
site.

Execution Count The amount of times the application/portlet or
site has been accessed.

Maximum Execution Time The maximum execution time in seconds for a
page or application/portlet to render within a
site.
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Description

Minimum Execution Time The minimum execution time in seconds for a
page or application/portlet to render within a
site.

Throughput (only for site portlets) The number of requests per second for a site.

6.2. About JBoss Operation Network Plug-in

The portal provides a JBoss Operations Network plug-in (Gateln JON Plug-in) to assist with
monitoring the platform.

The plug-in captures application/portlet and site statistics. A different set of statistics are collected
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Figure 6.1. Gateln JON Plug-in Interface

Follow the download and installation instructions in the Installation Guide to activate administration
and monitoring.

52


https://bugzilla.redhat.com/enter_bug.cgi?cf_environment=Build+Name%3A+22542%2C+Administration+and+Configuration+Guide-6.2-6.2%0ABuild+Date%3A+14-05-2015+14%3A22%3A21%0ATopic+ID%3A+16541-750578+%5BLatest%5D&comment=Title%3A+Metrics+Collected+by+JON+Plug-in%0A%0ADescribe+the+issue%3A%0A%0A%0ASuggestions+for+improvement%3A%0A%0A%0AAdditional+information%3A&cf_build_id=16541-750578+13+Apr+2015+11%3A27+en-US+%5BLatest%5D&product=JBoss+Enterprise+Portal+Platform+6&component=Documentation&version=6.2.0
https://bugzilla.redhat.com/enter_bug.cgi?cf_environment=Build+Name%3A+22542%2C+Administration+and+Configuration+Guide-6.2-6.2%0ABuild+Date%3A+14-05-2015+14%3A22%3A21%0ATopic+ID%3A+16544-592202+%5BLatest%5D&comment=Title%3A+About+JBoss+Operation+Network+Plug-in%0A%0ADescribe+the+issue%3A%0A%0A%0ASuggestions+for+improvement%3A%0A%0A%0AAdditional+information%3A&cf_build_id=16544-592202+24+Feb+2014+03%3A27+en-US+%5BLatest%5D&product=JBoss+Enterprise+Portal+Platform+6&component=Documentation&version=6.2.0

Part IV. Authentication and Authorization

Part IV. Authentication and Authorization

53



Red Hat JBoss Portal 6.2 Administration and Configuration Guide

Chapter 7. Authentication and Authorization

Authentication in the portal is based on JAAS and by defaultitis a standard J2EE FORM based
authentication.

7.1. Authentication Methods

The portal supports the following authentication methods:
J2EE FORM based authentication

The RememberMe authentication method (wherein the user checks the Remember my login
check box on the log in form).

SSO server integration (CAS, JOSSO, OpenSSO).
SPNEGO authentication with a Kerberos ticket.
SAML2 based authentication.

Cluster authentication with load balancer or with JBoss SSO valve.

See Also:

Section 12.2, “Single Sign-on (SSO) Configuration”

7.2. Authentication Workflow

Authentication workflow consists of HTTP requests and redirects which include handshakes.
Currently only Servlet 3.0 containers are supported, so authentication is triggered programmatically
from Servlet API.

In JPP_DIST/gatein/gatein. ear/portal.war/WEB-INF/web. xml, authentication is
triggered by accessing a secured URL /dologin:

<security-constraint>
<web-resource-collection>
<web-resource-name>user authentication</web-resource-name>
<url-pattern>/dologin</url-pattern>
<http-method>P0ST</http-method>
<http-method>GET</http-method>
</web-resource-collection>
<auth-constraint>
<role-name>users</role-name>
</auth-constraint>
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<user-data-constraint>
<transport-guarantee>NONE</transport-guarantee>
</user-data-constraint>
</security-constraint>

J2EE authentication in the case that the user is not already logged in.

Access to this URL means that the user needs to be in the JAAS group users, otherwise they can
authenticate but will receive an HTTP error: 403 Forbidden.

In the next part of the file we can see that authentication is FORM based and it starts by redirection to
/login URL, which is mapped to LoginServlet.

<login-config>
<auth-method>FORM</auth-method>
<realm-name>gatein-domain</realm-name>
<form-login-config>
<form-login-page>/login</form-login-page>
<form-error-page>/login</form-error-page>
</form-login-config>
</login-config>

LoginServlet redirects the user to the login page placed in
JPP_DIST/gatein/gatein.ear/portal.war/login/jsp/login. jsp.

sign in

Lzer names
Password | &=l

Femember My Login

Sign in Dizcard

Figure 7.1. Default Login Formon the login.jsp Page

Changes to the appearance of the login page can be made in this JSP file. Alternatively you can
create an extension and override this page via extension if you don't want to edit it directly. You can
also change images or CSS placed in JPP_DIST/gatein/gatein.ear/login/skin.

After a user submits the login form, the LoginServlet will store credentials and trigger WCI login, which
delegates to Servlet API (method HttpServletRequest.login(String username, String password)
available in Servlet 3.0) and additionally triggers WCI Authentication listeners. Login through Servlet
APl delegates to JAAS.
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7.2.1. RememberMe Authentication

In the default login dialog is the Remember my login checkbox, which persist a user's login on their
workstation. The default validity period of the RememberMe cookie is one day, so a user can be
logged for a whole day before needing to re-authenticate. The validity period is configurable.

The way the RememberMe authentication operates is described below:
User checks the checkbox RememberMe on the login screen of the portal, then submits the form.

Form data such as username, password and rememberme are sentin an HTTP POST request to
the /portal/login URL, with the rememberme parameter set to true.

Requestis processed by PortalLoginController servlet. The servlet obtains an instance of
RemindPasswordTokenService and saves user credentials into JCR. It generates and returns
special token (key) for later use, then creates a cookie called RememberMe and uses the returned
token as the cookie's value.

7.2.2. Re-authentication

After some time, the user wants to re-authenticate. Itis assumed that his HTTP Session is already
expired but his RememberMe cookie is still active.

The user sends the HTTP request to some portal pages (for example,

Thereis a special HTTP Filter RememberMeFilter configured in web. xm1, which checks the
RememberMe cookie and then it retrieves credentials of user from RemindPasswordTokenService.
Now filter redirects request to PortalLoginController and authentication process goes in same way
as for normal FORM based authentication.

7.2.3. RemindPasswordToken Service

This is a special service used during the RememberMe authentication workflow. Itis configurable in
the file JPP_DIST/gatein/gatein. ear/portal.war/WEB-INF/conf/common/remindpwd -
configuration. xml.

You can also encrypt passwords before storing themin JCR.

See Also:

7.3. Login Modules

From the WCI servlet APl login, the user is redirected to JAAS authentication. The portal uses its own
security domain (gatein-domain) with a set of predefined login modules. Login module
configuration for gatein-domain is contained in the
JPP_HOME/standalone/configuration/standalone. xml file.
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Below is the default login modules stack:

<security-domain name='"gatein-domain" cache-type="default">
<authentication>
<login-module
code="org.gatein.sso.integration.SSODelegateLoginModule" flag="required">
<module-option name="enabled"
value="${gatein.sso.login.module.enabled}" />
<module-option name="delegateClassName"
value="${gatein.sso.login.module.class}" />
<module-option name="portalContainerName" value="portal" />
<module-option name="realmName" value="gatein-domain" />
<module-option name="password-stacking" value="useFirstPass" />
</login-module>
<login-module
code="org.exoplatform.services.security.j2ee.JBossAS7LoginModule"
flag="required">
<module-option name="portalContainerName" value="portal"/>
<module-option name="realmName" value="gatein-domain"/>
</login-module>
</authentication>
</security-domain>

New login modules can be added or the stack completely replaced with custom modules.

Authentication starts with the login method of each login module being invoked. After all login
methods are invoked, the authentication is continued by invoking the commit method on each login
module. Both login and commit methods can throw LoginException. If it happens, then the whole
authentication ends unsuccessfully, which in turn invokes the abort method on each login module.
By returning "false" from the login method, you can ensure that the login module is ighored. This is
not specific to the portal, butitis generic to JAAS. See

7.3.1. Types of Login Modules

The existing login modules include SSODelegateLoginModule, JBossAS7LoginModule,
CustomMembershipLoginModule, InitSharedStateLoginModule,and SharedStateLoginModule.

Existing Login Modules
SSODelegateLoginModule

Itis useful only if SSO authentication is enabled (disabled by default). SSO authentication
can be enabled through propertiesin configuration. properties file and it delegates
the work to another real login module for SSO integration. If SSO is disabled,
SSODelegateLoginModuleisignored. If SSO is used and SSO authentication
succeeds, the special Identity object is created and saved into shared state map (Map,
which is shared between all login modules), so that this Identity object can be used by
JBossAS7LoginModule or other login modules in the JAAS chain.

JBossAS7LoginModule

The mostimportant login module, which is normally used to perform the whole
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authentication by itself. First it checks if an Identity object has been already created and
saved into the sharedState map by previous login modules (like
SSODelegateLoginModule, CustomMembershipLoginModule or SharedStateLoginModule).
If not, ittriggers real authentication of the user with usage of the Authenticator interface and
itwill use Authentication.validateUser(Credential[] credentials) which
performs real authentication of user names and passwords against OrganizationService
and the portal identity database.

In the JBossAS7LoginModule. commit method, the Identity objectis registered to
IdentityRegistry, which will be used later for authorization. Also some JAAS principals
(UserPrincipal and RolesPrincipal) are assigned to our authenticated Subject. This is
needed for JBoss Enterprise Application server, so that it can properly recognize the name
ofthe logged user and its roles on an application server level.

InitSharedStateLoginModule

It can read credentials from JAAS callback and add them into shared state. It's intended to
be used in JAAS chain before SharedStateLoginModule

SharedStateLoginModule

It reads the username and password from sharedState map from attributes

javax. security.auth.login. name and

javax. security.auth.login. password. Then itcalls
Authenticator.validateUser(Credential[] credentials), to perform authentication of username
and password against OrganizationService and portal identity database. The result of
successful authentication is an Identity object, which is saved to the sharedState map.

See Also:

Section 12.3, “Central Authentication Service (CAS)”

7.3.2. About Custommembership Login Module

Custommembership login module is a special login module, that can be used to add a user to
existing groups during a successful login of this user. The group name is configurable and by
defaultis /platform/users group. This login module is not used because in normal environment, users
are already in the /platform/users group. Itis useful only for some special setups like read-only LDAP,
where groups of an LDAP user are taken from the LDAP tree so that users may notbe in the
Iplatform/users group, which is needed for successful authorization.
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The CustomMembershipLoginModule cannot be the first login module in the LoginModule
chain because it assumes that the Identity object is already available in the shared state. So
there are two possible cases. For a non-SSO case, you may need to chain this login module
with other login modules, which can be used to establish Identity and add itinto shared state.
Those login modules can be InitSharedStateLoginModule and
SharedStateLoginModule. Foran SSO case, you can add
CustomMembershipLoginModule between SSODelegateLoginModule and
JBossAS7LoginModule

7.3.3. Configuring Custommembership Login Module

To configure Customermembership Login module with SSO disabled and SSO enabled is shown as
example in this topic.

Example 7.1. CustomMembershipLoginModule and Disabled SSO

<login-module
code="org.exoplatform.web.security.InitSharedStateLoginModule"
flag="required">
<module-option name="portalContainerName" value="portal"/>
<module-option name="realmName" value="gatein-domain"/>
</login-module>
<login-module
code="org.exoplatform.services.security.jaas.SharedStateLoginModule"
flag="required">
<module-option name="portalContainerName" value="portal"/>
<module-option name="realmName" value="gatein-domain"/>
</login-module>
<login-module
code="org.exoplatform.services.organization.idm.CustomMembershipLoginMo
dule" flag="required">
<module-option name="portalContainerName" value="portal"/>
<module-option name="realmName" value="gatein-domain"/>
<module-option name="membershipType" value="member" />
<module-option name="groupId" value="/platform/users" />
</login-module>
<login-module
code="org.exoplatform.services.security.j2ee.JBossAS7LoginModule"
flag="required">
<module-option name="portalContainerName" value="portal"/>
<module-option name="realmName" value="gatein-domain"/>
</login-module>

Example 7.2. Configuration with SSO Enabled
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<login-module
code="org.gatein.sso.integration.SSODelegatelLoginModule"
flag="required">

<module-option name="enabled"
value="${gatein.sso.login.module.enabled}" />

<module-option name="delegateClassName"
value="${gatein.sso.login.module.class}" />

<module-option name="portalContainerName" value="portal" />

<module-option name="realmName" value="gatein-domain" />

<module-option name="password-stacking" value="useFirstPass" />
</login-module>
<login-module
code="org.exoplatform.services.organization.idm.CustomMembershipLoginMo
dule" flag="required">

<module-option name="portalContainerName" value="portal"/>

<module-option name="realmName" value="gatein-domain"/>

<module-option name="membershipType" value="member" />

<module-option name="groupId" value="/platform/users" />
</login-module>
<login-module
code="org.exoplatform.services.security.j2ee.JBossAS7LoginModule"
flag="required">

<module-option name="portalContainerName" value="portal"/>

<module-option name="realmName" value="gatein-domain"/>
</login-module>

7.3.4. Creating a Login Module

Before creating your own login module, itis recommended that you study the source code of existing
login modules to better understand the JAAS authentication process. You need to have good
knowledge so thatyou can properly decide where your login module should be placed and if you
need to replace some existing login modules or simply attach your own module to the existing chain.

7.3.5. Levels of Authentication

There are two levels of authentication available. The overall result of JAAS authentication handles
both cases:

Authentication on Application Server Level

The Application server must properly recognize that the user is successfully logged and it
has their JAAS roles assigned. Unfortunately this partis not standardized and is specific
for each application server. For example in Red Hat JBoss Enterprise Application Platform,
you need to ensure that JAAS Subject has an assigned UserPrincipal with user name and
also a RolesPrincipal, which contains a list of JAAS roles. This partis actually done in
JBossAS7LoginModule.commit().

After successful authentication, the user must be atleastin JAAS role users because this
role is declared in web. xml as you saw above. JAAS roles are extracted RolesExtractor
from portal memberships.
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Authentication on the Portal Level

The login process creates a special object

org.exoplatform. services. security. Identity and registers this objectinto the
portal component IdentityRegistry. The Identity object encapsulates the user name of
the authenticated user, memberships of this user, and JAAS roles. The Identity object can
be created with the Authenticator interface.

See Also:

7.3.6. Authenticator Interface

Authenticator is an important componentin the authentication process. The interface
org.exoplatform.services.security.Authenticator looks like this:

public interface Authenticator

{

/**
* Authenticate user and return userId.

*

* @param credentials - list of users credentials (such as
name/password, X509

* certificate etc)
* @return userId
*/

String validateUser(Credential[] credentials) throws LoginException,
Exception;

/**
* @param userId.
* @return Identity
*/
Identity createIdentity(String userId) throws Exception;

Method validateUser is used to authenticate the given credentials (username and password). It returns
a username if the credentials are correct, otherwise a LoginException is thrown.

Method createldentity is used to create an instance of object org.exoplatform.services.security.ldentity,
which encapsulates all important information about a single user:

Username

Set of Memberships (MembershipEntry objects) associated with the user. Membership is an object,
which contains information about membershipType (manager, member, validator, ... ) and about
group (/platform/users, /platform/administrators, /partners,
/organization/management/executiveBoard, ...).
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Set of Strings with JAAS roles of given user. JAAS roles are simple Strings, which are mapped
from MembershipEntry objects. There is another special component
org.exoplatform.services.security.RolesExtractor, which is used to map JAAS roles from
MembershipEntry objects.

7.3.7. RolesExtractor Interface

RolesExtractor interface looks like this:

public interface RolesExtractor

{

/**
* Extracts J2EE roles from userId and|or groups the user belongs to
both
* parameters may be null

*

* @param userId
* @param memberships
*/
Set<String> extractRoles(String userId, Set<MembershipEntry>
memberships);

}

Default implementation DefaultRolesExtractorimplis based on a special algorithm, which uses the
name of the role from the root of the group (for example for role
"lorganization/management/something" we have JAAS role "organization"). The only exception is
the "platform" group where we use second level as the name of the group. For example from group
“/platform/users" we have JAAS role "users".

For example, the user root has the following memberships:
member:/platform/users
manager:/platform/administrators
validator:/platform/managers
member:/partners
member:/customers/acme
member:/organization/management/board

In this case we will have JAAS roles: users, administrators, managers, partners, customers,
organization.

The default implementation of Authenticator is OrganizationAuthenticatorimpl, which is implementation
based on OrganizationService. See the APl documentation in the Development Guide for further
information.

You can override the default implementation of the mentioned Authenticator and
RolesExtractor interfaces if the default behavior is not suitable for your needs.
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Reporta bug

7.4. Authorization

Authorization in the portal happens on two levels:
Servlet Container Authorization
Portal Authorization

Reporta bug

7.4.1. Servilet Container Authorization

The firstround of authorization is through the servlet container authorization based on the secured
URL fromweb. xml. The web. xml code sample shows that secured URLs are accessible only for
users with the users role.

<auth-constraint>
<role-name>users</role-name>
</auth-constraint>

This means a user must be in the portal role /platform/users.

If the user is successfully authenticated, butis notin the /platform/users group, the user will not
be assigned a correct JAAS role users. This will resultin an error 403 Forbidden thrown by the
servlet container. For example in LDAP setup, users may notbein /platform/users by default, but
CustomMembershipLoginModule can fix this problem.

Itis possible to change the behavior and add more auth-constraint elements into
web. xml, however this protection of resources based on web. xml is not a standard portal
method and is mentioned here mainly for illustration purposes.

See Also:

Sectlon 7.3.6, “Authenticator Interface

7.4.2. Portal Authorization

The second round of authorization is based on the component UserACL. You can declare access,
and edit permissions for portals, pages and/or portlets. UserACL is then used to check if our user has
particular permissions to access or edit specified resources. An important object containing
information about the roles of our user is the Identity object created during JAAS authentication.

Authorization on portal level looks like this:
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The user sends a HTTP request to some URLs in portal;

The HTTP requestis processed through SetCurrentIdentityFilter, which is declared in
JPP_DIST/gatein/gatein.ear/portal.war/WEB-INF/web.xml.

SetCurrentldentityFilter reads the user name of current user from
HttpServietRequest.getRemoteUser(). Then it looks for Identity of this user in IdentityRegistry, where
Identity has been saved during authentication. The Identity found is then encapsulated into a
ConversationState objectand bound into the ThreadLocal variable.

UserACL is able to obtain Identity of current user from method UserACL.getldentity(), which calls
ConversationState.getCurrent().getldentity() to find the current Identity bound to ThreadLocal. Now
the UserACL has the identity of the user and can perform any security checks.

See Also:
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Chapter 8. Password Encryption using PicketLink IDM
Framework

8.1. Hashing and Salting of Passwords in PicketLink IDM

aboutidentity objects (users/groups/memberships). For better security, PicketLink IDM does not save
user passwords into database in plaintext, butituses CredentialEncoder, which encodes
password and saves the encoded form into PicketLink IDM database. Later when the user wants to
authenticate, they need to provide their password in plaintext through a web login form. The provided
password is then encoded and compared to an encoded password in the PicketLink IDM database.
The portal is then able to authenticate the user based on this comparison.

8.2. Implementing Credential Encoder

8.2.1. Default Implementation of CredentialEncoder

Defaultimplementation of CredentialEncoder is DatabaseReadingSaltEncoder. It uses password
hashing with a SHA-256 algorithm, and salting with random salts. Those salted hashes are then
stored in the database.

A Warning

The default DatabaseReadingSaltEncoder is safe solution, butitis not backward compatible
with previous releases of the portal before v6.0. If migrating from older release of the portal,
switch to HashingEncoder and configure it. See the Migration Guide for more info.

If starting from fresh database (no migration from a previous portal release), it is sufficient to keep the
default choice provided by DatabaseReadingSaltEncoder, or possibly switch to
FileReadingSaltEncoder.

See Also:

Section 8.2.2, “Choosing CredentialEncoder Implementation”

8.2.2. Choosing CredentialEncoder Implementation

The implementation of CredentialEncoder is configured in Picketlink IDM configuration file
JPP_HOME/gatein/gatein. ear/portal.war/WEB-
INF/conf/organization/picketlink-idm/picketlink-idm-config. xml.

Usually the mostimportant are options of realm idm_portal starting with prefix credentialEncoder.
Possible implementations are HashingEncoder, DatabaseReadingSaltEncoder, and
FileReadingSaltEncoder.
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If you are using LDAP, the location of Picketlink IDM configuration file can be different.

See Also:

8.2.3. Configuring Hashing Encoder

This implementation uses only hashing of passwords with MD5 algorithm without salting. It is not the
safest solution butitis backward compatible with the previous portal releases, so there are no issues
with database migration. The configuration is as follows:

Example 8.1. Configuration of Hashing Encoder

<option>
<name>credentialEncoder.class</name>
<value>org.picketlink.idm.impl.credential.HashingEncoder</value>
</option>
<option>
<name>credentialEncoder.hashAlgorithm</name>
<value>MD5</value>
</option>

8.2.4. Configuring DatabaseReadingSaltEncoder

This is the default choice. This implementation provides salting of password in addition to hashing.
The saltis unique for each user, so itis much more complicated to decrypt password via brute force,
if an attacker steals encoded passwords from your database. The saltis generated randomly for
each user and stored in the PicketLink IDM database as an attribute. Random generation of salt
ensures that all users have different salts, so even if two users have the same password, the encoded
password in database will be different for them. Here is configuration example, which is using SHA-
256 algorithm for hashing (more secure than MD5) and algorithm SHA1PRNG for generation of
random salts.

<option>
<name>credentialEncoder.class</name>

<value>org.picketlink.idm.impl.credential.DatabaseReadingSaltEncoder</va
lue>

</option>

<option>
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<name>credentialEncoder.hashAlgorithm</name>
<value>SHA-256</value>

</option>

<option>
<name>credentialEncoder.secureRandomAlgorithm</name>
<value>SHA1PRNG</value>

</option>

8.2.5. Configuring FileReadingSaltEncoder

The FileReadingSaltEncoder also uses hashing and salting, so itis similar to the previous encoder.
Theoretically it is even more secure, because salts are not stored in the PicketLink IDM database
together with passwords. Salt for each user is generated from saltPrefix and the user's user
name. saltPrefixis read from a file on the host computer.

Example 8.2. FileReadingSaltEncoder

This example describes a possible configuration of FileReadingSaltEncoder.

<option>
<name>credentialEncoder.class</name>

<value>org.picketlink.idm.impl.credential.FileReadingSaltEncoder</valu

e>

</option>

<option>
<name>credentialEncoder.hashAlgorithm</name>
<value>SHA-256</value>

</option>

<option>
<name>credentialEncoder.filelocation</name>
<value>/salt/mysalt.txt</value>

</option>

TheCredentialEncoderin Example 8.2, "FileReadingSaltEncoder” is actually used only
LDAP implementation (LDAPIdentityStore) sends passwords to the LDAP server in plain
form, because password encoding is usually provided by LDAP server itself. For example
OpenDS 2 uses SHAL based hashing of passwords with random generation of user salt (quite
similar to the DatabaseReadingSaltEncoder implementation).

The FileReadingSaltEncoderis arguably the most secure of all options, butin addition to
DatabaseReadingSaltEncoder, you need to setthe file with salt.
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The /salt/mysalt. txt file must existand must be readable by the user who starts the portal. The
file must be properly secured so thatitis notreadable by every user. The content of the file can be a
random phrase, such as a4564dac2aasddsklklkajdgnioiow.

8.2.6. Migration of Credential Encoder

As mentioned previously, our current defaultimplementation DatabaseReadingSaltEncoder is not
compatible with previous releases of Gateln Portal. In Gateln Portal 3.5 and older, we used MD5
hashing without salts. So to be backwards compatible, you will need to switch from default
implementation of DatabaseReadingSaltEncoder and configure HashingEncoder with MD5 hashes.
Without this change, your users cannotlogin into Gateln Portal because their passwords are stored
in Picketlink IDM database as MD5 hashes, but current default encoder is using SHA-256 and salts,
so comparisons will be different.

We decided to do this change and switch default algorithm, because MD5 is nowadays not treated
as very secure solution.

See Also:

Section 8.2.3, “Configuring Hashing Encoder”
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Chapter 9. PicketLink IDM Integration

9.1. Introduction to PicketLink IDM

The portal uses the PicketLink IDM componentto store necessary identity information about
users, groups and memberships. While legacy interfaces are still used

(org.exoplatform. services.organization) for identity management, there is a wrapper
implementation that delegates to PicketLink IDM framework.

This section provides basic information about PicketLink IDM and its configuration.

Itis important to fully understand the concepts behind this framework design before changing
the default configuration.

The identity models represented in the org . exoplatform. services.organization interfaces
and the one used in PicketLink IDM have some major differences.

For example; PicketLink IDM provides greater abstraction. Itis possible for groups in the IDM
framework to form memberships with many parents (which requires recursive ID translation), while the
org.exoplatform. services.organization model allows only pure tree-like membership
structures.

Additionally, the Membership concept must be translated into the IDM Role concept. Therefore
PicketLink IDM modelis used in a limited way. All these translations are applied by the
integration layer.

9.2. Configuring Picketlink IDM

The main configuration file is JPP_HOME/gatein/gatein. ear/portal.war/WEB-
INF/conf/organization/idm-configuration. xml :

<configuration xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xsi:schemalLocation="http://www.exoplaform.org/xml/ns/kernel_1 2.xsd
http://www.exoplaform.org/xml/ns/kernel_1 2.xsd"
xmlns="http://www.exoplaform.org/xml/ns/kernel_1_2.xsd">

<component>
<key>org.exoplatform.services.organization.idm.PicketLinkIDMService</key>

<type>org.exoplatform.services.organization.idm.PicketLinkIDMServiceImpl<
/type>
<init-params>
<value-param>
<name>config</name>
<value>war:/conf/organization/idm-config.xml</value>
</value-param>
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<value-param>
<name>portalRealm</name>
<value>realm${container.name.suffix}</value>
</value-param>
</init-params>
</component>

<component>
<key>org.exoplatform.services.organization.OrganizationService</key>

<type>org.exoplatform.services.organization.idm.PicketLinkIDMOrganization
ServiceImpl</type>
<init-params>
<object-param>
<name>configuration</name>
<object type="org.exoplatform.services.organization.idm.Config">
<field name="useParentIdAsGroupType">
<boolean>true</boolean>
</field>

<field name="forceMembershipOfMappedTypes">
<boolean>true</boolean>
</field>

<field name="pathSeparator">
<string>.</string>
</field>

<field name="rootGroupName">
<string>GTN_ROOT_GROUP</string>
</field>

<field name="groupTypeMappings">
<map type="java.util.HashMap">
<entry>
<key><string>/</string></key>
<value><string>root_type</string></value>
</entry>

<l-- Sample mapping -->

2l o=

<entry>
<key><string>/platform/*</string></key>
<value><string>platform_type</string></value>

</entry>

<entry>
<key><string>/organization/*</string></key>
<value><string>organization_type</string></value>

</entry>

==

</map>
</field>
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<field name="associationMembershipType">
<string>member</string>
</field>

<field name="ignoreMappedMembershipType">
<boolean>false</boolean>
</field>
</object>
</object-param>
</init-params>

</component>

</configuration>

9.2.1. PicketlinkIDmServicelmpl Service

Theorg.exoplatform. services.organization.idm.PicketLinkIDMServiceImpl
service has the following options:

config (value-param) The PicketLink IDM configuration file.

hibernate. properties (properties-param) Alist of hibernate properties used to create
SessionFactory that will be injected to JBoss Identity IDM configuration registry.

hibernate. annotations Alist of annotated classes that will be added to Hibernate
configuration.

hibernate.mappings Alist of . xml files that will be added to hibernate configuration as
mapping files.

jndiName (value-param) If the 'config' parameter is not provided, this parameter will be used to
perform INDI lookup for IdentitySessionFactory.

portalRealm (value-param) The realm name that should be used to obtain proper
IdentitySession. Thedefaultis 'PortalRealm'.

apiCacheConfig (value-param) The Infinispan configuration file with cache configuration for
PicketLink IDM API. It's different for cluster and non-cluster because Infinispan needs to be
replicated in cluster environment.

storeCacheConfig (value-param). The Infinispan configuration file with cache configuration

for PicketLink IDM IdentityStore. Actually it's used only for LDAP store (not used with default DB

configuration). It's different for cluster and non-cluster because Infinispan needs to be replicated
in cluster environment.

9.2.2. PicketlinkIDMOrganizationServicelmpl Service

The

org.exoplatform. services.organization.idm.PicketLinkIDMOrganizationServic
eImpl key is a main entry pointimplementing

org.exoplatform. services.organization.OrganizationService, and is dependenton
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org.exoplatform. services.organization.idm.PicketLinkIDMService.

The

org.exoplatform. services.organization.idm.PicketLinkIDMOrganizationServic
eImpl service has the following options defined as fields of <object-param> of the
org.exoplatform. services.organization.idm.Config type:

defaultGroupType The name of the PicketLink IDM GroupType that will be used to store
groups. The defaultis GTN_GROUP_TYPE.

rootGroupName The name of the PicketLink IDM Group that will be used as a root parent. The
defaultis GTN_ROOT_GROUP.

passwordAsAttribute This parameter specifies if a password is stored using PicketLink IDM
Credential object or as a plain attribute. The defaultis false.

useParentIdAsGroupType This parameter stores the parent ID path as a group typein
PicketLink IDM for any IDs not mapped with a specific type in 'groupTypeMappings'. If this option
is setto false, and no mappings are provided under ‘groupTypeMappings', then only one
group with the given name can existin the portal group tree.

pathSeparator When 'userParentldAsGroupType is setto true, this value will be used to
replace all "/" characters in IDs. The "/* character is not allowed to be used in group type name in
PicketLink IDM.

associationMembershipType If this option is used, then each Membership, created with
MembrshipType thatis equal to the value specified here, will be stored in PicketLink IDM as simple
Group-User association.

groupTypeMappings This parameter maps groups added with portal APl as children of a given
group ID, and stores them with a given group type name in PicketLink IDM. If the parent ID ends
with "/*" then all child groups will have the mapped group type. Otherwise, only direct (first level)
children will use this type. This can be leveraged by LDAP if LDAP DN is configured in PicketLink
IDM to only store a specific group type. This will then store the given branch in portal group tree,
while all other groups will remain in the database.

forceMembershipOfMappedTypes Groups stored in PicketLink IDM with a type mapped in
‘groupTypeMappings' will automatically be members under the mapped parent. Group
relationships linked by PicketLink IDM group association will not be necessary. This parameter
can be setto false if all groups are added via portal APIs. This may be useful with LDAP
configuration as, when set to true, it will make every entry added to LDAP appear in portal. This,
however, is not true for entries added through the portal management user interface.

ignoreMappedMembershipType If "associationMembershipType" option is used, and this
option is set to true, then Membership with MembershipType configured to be stored as PicketLink
IDM association will not be stored as PicketLink IDM Role.

Additionally, PicketlinkIDMOrganizationServicelmpl uses those defaults to perform identity

ma
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nagement operations.

The portal interface properties fields are persisted in PicketLink IDM using those attributes names:
firstName, lastName, email, createdDate, lastLoginTime, organizationld, password (if password is
configured to be stored as attribute).

The portal interface properties fields are persisted in PicketLink IDM using those attributes names:
label, description.
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The portal MembershipType interface properties fields are persisted in JBoss Identity IDM using
those RoleType properties: description, owner, create_date, modified_date. A sample PicketLink
IDM configuration file is shown below. To understand all the options it contains, see the PicketLink
IDM Reference Guide.

<jboss-identity xmlns="urn:jboss:identity:idm:config:v1l @_beta"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xsi:schemaLocation="urn:jboss:identity:idm:config:v1_0_alpha identity-
config.xsd">
<realms>
<realm>
<id>PortalRealm</id>
<repository-id-ref>PortalRepository</repository-id-ref>
<identity-type-mappings>
<user-mapping>USER</user-mapping>
</identity-type-mappings>
</realm>
</realms>
<repositories>
<repository>
<id>PortalRepository</id>

<class>org.jboss.identity.idm.impl.repository.WrapperIdentityStoreReposit
ory</class>
<external-config/>
<default-identity-store-id>HibernateStore</default-identity-
store-id>
<default-attribute-store-id>HibernateStore</default-
attribute-store-id>
</repository>
</repositories>
<stores>
<attribute-stores/>
<identity-stores>
<identity-store>
<id>HibernateStore</id>

<class>org.jboss.identity.idm.impl.store.hibernate.HibernateIdentityStore
Impl</class>
<external-config/>
<supported-relationship-types>
<relationship-
type>JBOSS_IDENTITY_MEMBERSHIP</relationship-type>
<relationship-type>JBOSS_IDENTITY_ROLE</relationship-
type>
</supported-relationship-types>
<supported-identity-object-types>
<identity-object-type>
<name>USER</name>
<relationships/>
<credentials>
<credential-type>PASSWORD</credential-type>
</credentials>
<attributes/>
<options/>
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</identity-object-type>
</supported-identity-object-types>
<options>
<option>
<name>hibernateSessionFactoryRegistryName</name>
<value>hibernateSessionFactory</value>
</option>
<option>
<name>allowNotDefinedIdentityObjectTypes</name>
<value>true</value>
</option>
<option>
<name>populateRelationshipTypes</name>
<value>true</value>
</option>
<option>
<name>populateldentityObjectTypes</name>
<value>true</value>
</option>
<option>
<name>allowNotDefinedAttributes</name>
<value>true</value>
</option>
<option>
<name>isRealmAware</name>
<value>true</value>
</option>
</options>
</identity-store>
</identity-stores>
</stores>
</jboss-identity>
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Chapter 10. Token Service

The Token Service is used in authentication.

The token system prevents user account information being sent unencrypted within inbound
requests. This increases authentication security.

The token service allows administrators to create, delete, retrieve and clean tokens as required. The
service also defines a validity period of any given token. The token becomes invalid once this period
expires.

10.1. Implementing Token Service API

All token services used in portal authentication must be implemented by subclassing an
AbstractTokenService abstract class.

The following AbstractTokenService methods represents the contract between authentication
runtime, and a token service implementation.

public Token getToken(String id) throws PathNotFoundException,
RepositoryException;

public Token deleteToken(String id) throws PathNotFoundException,
RepositoryException;

public String[] getAllTokens();

public long getNumberTokens() throws Exception;

public String createToken(Credentials credentials) throws
IllegalArgumentException, NullPointerException;

public Credentials validateToken(String tokenKey, boolean remove) throws
NullPointerException;

10.2. Configuring Token Services

The token services configuration includes specifying the token validity period. The token service is
configured as a portal componentin the portal scope, as opposed to the root scope.

In the XML example below, CookieTokenService is a subclass of AbstractTokenService so ithas a
property which specifies the validity period of the token.

The token service will initialize this validity property by looking for an init-param named
service.configuration.

This property must have three values.

<component>
<key>org.exoplatform.web.security.security.CookieTokenService</key>
<type>org.exoplatform.web.security.security.CookieTokenService</type>
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<init-params>
<values-param>
<name>service.configuration</name>

<!-- Service name -->
<value>jcr-token</value>
<!-- Amount of time -->
<value>7</value>

<!-- Unit of time -->
<value>DAY</value>

<value>autologin</value>
</values-param>
</init-params>
</component>

In this case, the service name is jcr-token and the token expiration time is one week.
The portal supports the following time units

1. SECOND

2. MINUTE

3. HOUR

4. DAY
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Chapter 11. Predefined User Configuration

The initial Organization configuration is specified by editing the content of
JPP_DIST/gatein/gatein. ear/portal.war: /WEB-
INF/conf/organization/organization-configuration. xml. This file uses the portal XML
configuration schema. It lists several configuration plug-ins.

Theorg.exoplatform. services.organization.OrganizationDatabaseInitializer
plug-in is used to specify the list of membership types/groups/users to be created.

The checkDatabaseAlgorithm initialization parameter determines how the database update is
performed.

If its value is setto entry, it means that each user, group and membership listed in the configuration
is checked each time Gateln Portal is started. If the entry does not exist in the database yet, itis
created. If the checkDatabaseAlgorithm parameter value is set to empty, the configuration data will be
updated to the database only if the database is empty.

Example 11.1. Membership Types

The predefined membership types are specified in the membershipType field of the
OrganizationConfig plug-in parameter. See organization-configuration. xml for the
complete configuration list.

<field name="membershipType">
<collection type="java.util.Arraylist">
<value>
<object
type="org.exoplatform.services.organization.OrganizationConfig$Membersh
ipType">
<field name="type">
<string>member</string>
</field>
<field name="description">
<string>member membership type</string>
</field>
</object>
</value>
<value>
<object
type="org.exoplatform.services.organization.OrganizationConfig$Membersh
ipType">
<field name="type">
<string>owner</string>
</field>
<field name="description">
<string>owner membership type</string>
</field>
</object>
</value>
<value>
<object
type="org.exoplatform.services.organization.OrganizationConfig$Membersh
ipType">
<field name="type">
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<string>validator</string>
</field>
<field name="description">
<string>validator membership type</string>
</field>
</object>
</value>
</collection>
</field>

Example 11.2. Groups

The predefined groups are specified in the group field of the 0OrganizationConfig plug-in
parameter.

<field name="group">
<collection type="java.util.Arraylist">
<value>
<object
type="org.exoplatform.services.organization.OrganizationConfig$Group">
<field name="name'">
<string>portal</string>
</field>
<field name="parentId">
<string></string>
</field>
<field name="type'">
<string>hierarchy</string>
</field>
<field name="description">
<string>the /portal group</string>
</field>
</object>
</value>
<value>
<object
type="org.exoplatform.services.organization.OrganizationConfig$Group">
<field name="name'">
<string>community</string>
</field>
<field name="parentId">
<string>/portal</string>
</field>
<field name="type'">
<string>hierarchy</string>
</field>
<field name="description">
<string>the /portal/community group</string>
</field>
</object>
</value>



</collection>
</field>

Example 11.3. Users

The predefined users are specified in the membershipType field of the OrganizationConfig
plug-in parameter.

<field name="user'">
<collection type="java.util.Arraylist">
<value>
<object
type="org.exoplatform.services.organization.OrganizationConfig$User">
<field name="userName"><string>root</string></field>
<field name="password"><string>exo</string></field>
<field name="firstName"><string>root</string></field>
<field name="lastName"><string>root</string></field>
<field name="email"><string>exoadmin@localhost</string></field>
<field name="groups">
<string>member:/admin, member:/user,owner:/portal/admin</string></field>
</object>
</value>
<value>
<object
type="org.exoplatform.services.organization.OrganizationConfig$User">
<field name="userName"><string>exo</string></field>
<field name="password"><string>exo</string></field>
<field name="firstName"><string>site</string></field>
<field name="lastName'"><string>site</string></field>
<field name="email"><string>exo@localhost</string></field>
<field name="groups"><string>member:/user</string></field>
</object>
</value>

</collection>
</field>

Example 11.4. User Creation

Theorg.exoplatform. services.organization. impl.NewUserEventListener plug-in
specifies which groups all created users will become members of. It specifies the groups and the
memberships to use (while the group is only a set of users, a membership type represents a user's
role within a group). It also specifies a list of users that must not be processed (for example,
administrative users such as 'root').

<component-plugin>
<name>new.user .event.listener</name>
<set-method>addListenerPlugin</set-method>

<type>org.exoplatform.services.organization.impl.NewUserEventListener</
type>
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<description>this listener assign group and membership to a new
created user</description>
<init-params>
<object-param>
<name>configuration</name>
<description>description</description>
<object
type="org.exoplatform.services.organization.impl.NewUserConfig">
<field name="group">
<collection type="java.util.ArraylList">

<value>
<object
type="org.exoplatform.services.organization.impl.NewUserConfig$JoinGrou
p'>
<field name="groupId"><string>/platform/users</string>
</field>
<field name="membership"><string>member</string>
</field>
</object>
</value>
</collection>
</field>

<field name="ignoredUser">
<collection type="java.util.HashSet">
<value><string>exo</string></value>
<value><string>root</string></value>
<value><string>company</string></value>
<value><string>community</string></value>
</collection>
</field>
</object>
</object-param>
</init-params>
</component-plugin>

11.1. Monitoring User Creating

The plugin of type

org.exoplatform. services.organization.impl.NewUserEventListener specifies
which groups all the newly created users should become members of. It specifies the groups and the
memberships to use (while the group is just a set of users, a membership type represents a user's role
within a group). It also specifies a list of users that should notbe processed (for example,
administrative users like 'root').

The terms 'membership' and 'membership type' refer to the same thing, and are used
interchangeably.

<component-plugin>
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<name>new.user.event.listener</name>
<set-method>addListenerPlugin</set-method>

<type>org.exoplatform.services.organization.impl.NewUserEventListener</ty
pe>
<description>this listener assign group and membership to a new created
user</description>
<init-params>
<object-param>
<name>configuration</name>
<description>description</description>
<object
type="org.exoplatform.services.organization.impl.NewUserConfig">
<field name="group">
<collection type="java.util.Arraylist">
<value>
<object
type="org.exoplatform.services.organization.impl.NewUserConfig$JoinGroup"
>
<field name="groupId"><string>/platform/users</string>
</field>
<field name="membership"><string>member</string></field>
</object>
</value>
</collection>
</field>
<field name="ignoredUser">
<collection type="java.util.HashSet">
<value><string>exo</string></value>
<value><string>root</string></value>
<value><string>company</string></value>
<value><string>community</string></value>
</collection>
</field>
</object>
</object-param>
</init-params>
</component-plugin>
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12.1. File Name Conventions

The following naming conventions are used in file paths to improve their readability. Each
convention is styled so that it stands out from the rest of the text. Where you see [version], replace this
with the current version of the portal when reading the directory locations.

CAS_DIR

The installation root of the Central Authentication Service (CAS) single sign-on framework.
This directory is an arbitrary location chosen when CAS is downloaded and installed.

This convention is mentioned in the Administration and Configuration guide chapter
SSO_Single_Sign_On_-Central_Authentication_Service

ID_HOME

The JPP_HOME/gatein/gatein. ear/portal.war/WEB-INF/conf/organization/
directory, which contains identity-related configuration resources.

This convention is mainly used in LDAP_Integration in Administration and configuration
guide.

JPP_DIST

The installation root of the portal instance. For example, if the portal distribution archive is
extracted to the /opt/jboss/RHJP/ directory, the JPP_DIST directory is
/opt/jboss/RHIP.

This directory contains the jboss-jpp-[version];,gatein-management and
gatein-sso directories, and is used extensively in sections that contain configuration
stored in these directories.

JPP_HOME

The JPP_DIST/jboss-jpp-[version]; directory, which contains the application
server and the configuration files necessary to run the portal.

This directory contains the gatein, modules and standalone directories.
TOMCAT_HOME

The installation root of the Apache Tomcat server. Apache Tomcat is a simple Java-based
web server that can host servlets or JSP applications. Itis not a part of the portal, however,
itis used in various examples in this guide to host single sign-on authentication services.

See Also:

Section 12.2, “Single Sign-on (SSO) Configuration”

12.2. Single Sign-on (SSO) Configuration

The portal provides an implementation of single sign-on (SS0) as an integration and aggregation
platform.
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When logging into the portal, users can access many systems through portlets using a single
identity. In many cases, however, the portal infrastructure must be integrated with other SSO enabled
systems.

There are many different Identity Management solutions available. In most cases each SSO
framework provides a unique way to plug into a Java EE application.

This section will cover the implementation of four different SSO plug-ins with the portal:
Central Authentication Service.
Java Open Single Sign-on.
OpenAM.
Simple and Protected GSSAPI Negotiation Mechanism (SPNEGO).
In this tutorial, the SSO server is being installed in a Tomcat environment.

All the packages required for SSO setup can be found in the JPP_DIST/gatein-sso directory of
the portal binary package.

A Warning

Users are advised to notrun any portal extensions that could override the data when
manipulating the gatein. ear file directly.

See Also:

Section 12.4.1, “Downloading Central Authentication Service”

12.3. Central Authentication Service (CAS)

The CAS single sign-on (SSO) plug-in enables seamless integration between the platform and the

12.3.1. Authentication Process with Central Authentication Service
integration

The authentication process with CAS integration occurs in the following order:
1. A user visits the main portal page, and wishes to authenticate. The user clicks Sign in.

2. Normally this action would present the portal login dialog, however with SSO integration
enabled, the action redirects the user to a marker URL such as
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The portal handles this user action by calling the interceptor (Servlet filter)
LoginRedirectFilter, which redirects the user seamlessly away from the /portal/sso
URL to the CAS server page.

user enters the correct authentication information, and submits the form.

The CAS server retrieves the information from the identity store. The store could be an external
database, a LDAP server, or from information obtained through an authentication plug-in
such as the one shipped with the portal.

4. Once CAS determines the user has the correct access privileges to access the portal server,
CAS redirects the user back to the portal through another marker URL such as
http://localhost:8080/portal/initiatelogin.

The InitiateLoginFilter interceptor acts on the user redirection to /portal/initiatelogin by
obtaining a CAS ticket attached in the HTTP request inside the ticket parameter. The
interceptor then delegates validation of this ticket to a configured CASAgent component.

5. The CASAgent validates the ticket by sending a validation request to the CAS server through a
configured back channel. The CAS server validates the request, and ensures it contains the
user name of the authenticated user in step 3.

6. After SSO validation, InitiateLoginFilter redirects the user to the portal login URL

The SSOLoginModule detects whether the user has been successfully validated by
CASAgent. If this is the case, the login module obtains data about user (groups,
memberships) from OrganizationService and encapsulates the details into an Identity
object.

7. JBoss Portal completes the authentication request by establishing the JAAS Subject, and
saves the roleldentity object to the IdentityRegistry.

8. After successful JAAS authentication, the user is redirected to the portal in an authenticated
state.

For more information about the available Login Modules shipped with the product, see the Red Hat
JBoss Application Platform Security Guide.

See Also:

Section 12.4.3, “Authentication Plugin for Central Authentication Service (CAS)”

12.3.2. Logging out Process with Central Authentication Service integration
The logout process with CAS integration occurs in the following order:
1. The authenticated user clicks the Sign outlink.

2. The CASLogoutFilter interceptor recognizes the logout request, and redirects the user to
the CAS logout page http://localhost:8888/cas/logout.

3. The CAS server logs out the user, and invalidates the CAS cookie CASTGC.
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4. CAS redirects the user back to the portal using the logout redirection.
If the CASLogoutFilter is enabled, the user is logged out from both the portal and CAS server.

5. The logoutredirection request completes the logout process on the CAS server's side, and
the user is redirected to the portal's anonymous page.

See Also:

Section 12.4.5, “Setting up Logout Redirection”

12.3.3. Configuration Result

For scope purposes, the setup instructions assume the following configuration outcomes:

The CAS 3.5 is downloaded, and required changes are made to authentication plug-in, logout
redirection, and CASTGC cookie configuration.

Once configured, Apache Maven is used to create the custom CAS web archive, suitable for
deployment.

The WAR is deployed to the Apache Tomcat server, which acts as the host for the CAS.
Apache Tomcatis configured to listen on localhost:8888.

The portal is configured to listen on localhost:8080.

12.4. Configuration for Central Authentication Service (CAS)

12.4.1. Downloading Central Authentication Service

CAS can be downloaded from http://www.jasig.org/cas/download. The supported version is CAS 3.5.

specific configuration exercise.

Extract the downloaded file into a suitable directory location. This location will be referred to as
CAS_DIR in subsequent configuration instructions.

12.4.2. Modifying the Central Authentication Service (CAS) Server

To configure the CAS server correctly, the most effective way is to make the necessary changes
directly in the CAS code base. Follow the instructions in the sections below to make the required
changes to the CAS code base, before using Maven to build the CAS web archive.

12.4.3. Authentication Plugin for Central Authentication Service (CAS)
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While itis possible (and perfectly acceptable) for an administrator to configure CAS to retrieve user
credentials from an external database, or from a LDAP server, itis also possible to use JBoss
technology.

CAS can be configured to make secure authentication callbacks to a RESTful service installed on the
remote portal instance using the supplied CAS AuthenticationPlugin.

Implementing the AuthenticationPlugin on the CAS server has the advantage of leveraging a
single identity storage for portal user, group and role data. If a new user is added using the portal
user management interface, the user information is instantly accessible to the CAS server through the
technology implemented by the AuthenticationPlugin.

The plug-in verifies user credentials by connecting to an existing portal instance using REST over
the HTTP protocol. The portal serves a REST authentication callback request, and verifies the user
identity against the portal's own identity storage provided by the PicketLink IDM
OrganizationService. The AuthenticationPlugin receives the portal's response to the CAS
server, and continues with the authentication process based on user data in the response.

12.4.4. Configuring the Authentication Plugin

For the plug-in to function correctly, it must be properly configured on the CAS server to connect to
this service. Set up the server to authenticate against the portal using the REST call-back.

Procedure 12.1. Configuring the Authentication Plug-in

1. Open CAS_DIR/cas-server-webapp/src/main/webapp/WEB -
INF/deployerConfigContext. xml.

2. Replace the default configuration, which declares the Jasig
SimpleTestUsernamePasswordAuthenticationHandler Authentication Handler with
the following supported Authentication Handler.

<bean class="org.gatein.sso.cas.plugin.AuthenticationPlugin">
<property name="gateInProtocol"><value>http</value></property>
<property name="gateInHost"><value>localhost</value></property>
<property name="gateInPort'"><value>8080</value></property>
<property name="gateInContext"><value>portal</value></property>
<property name="httpMethod"><value>P0ST</value></property>
</bean>

This configuration is available in the JPP_DIST/gatein-sso/cas/plug-in/WEB-
INF/deployerConfigContext. xml file. If you choose to take this configuration
file, ensure the default host, port and context parameters are adjusted to match the
values corresponding to the remote portal instance.

3. Copy alljars from JPP_DIST/gatein-sso/cas/plug-in/WEB-INF/1ib/ to the
CAS_DIR/cas-server-webapp/src/main/webapp/WEB-INF/1ib directory.
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12.4.5. Setting up Logout Redirection

The CAS server displays the CAS logout page with a link to return to the portal by default. To make
the CAS server redirect to the portal page after a logout, modify CAS_DIR/cas-server-
webapp/src/main/webapp/WEB-INF/cas-servlet. xml to include the
followServiceRedirects="true" parameter:

<bean id="logoutController" class="org.jasig.cas.web.LogoutController"
p:centralAuthenticationService-ref="centralAuthenticationService"
p:logoutView="casLogoutView"
p:warnCookieGenerator-ref="warnCookieGenerator"
p:ticketGrantingTicketCookieGenerator -

ref="ticketGrantingTicketCookieGenerator"
p:followServiceRedirects="true"/>

12.4.6. Cookie Configuration for Central Authentication Service (CAS) Single
Sign-on

Jasic CAS uses a cookie named CAS Ticket Granting Cookie (CASTGC) to control the authentication
state within the browser session. The cookie contains a Ticket Granting Ticket (TGT), which
preserves SSO authentication where more than one site is controlled by the same SSO profile.

12.4.7. Portal Authentication using Central Authentication Service Ticket
Granting Cookie (CASTGC)

Two portal servers are provisioned that use a single CAS server to manage authentication. The
portals are named accounts and services.

When a user initially accesses the accounts portal, they provide their SSO credentials, and CAS
authenticates them as a registered user. The user then switches to the services portal, and is
authenticated when she clicks the Sign in link.

This behavior is correct given this example because the browser instance stores the browser
authentication state using the CASTGC cookie. The CASTGC cookie in this instance creates new
ticket for the services portal automatically based on the authentication state present for the
accounts portal.

This behavior exists through a secured connection only (https connection). To benefit from
authentication across two or more portals, one of the options below must be implemented. Choose
the correct option based on the deployment environment:

Testing
Alter the CASTGC cookie to be insecure.
The cookie can be accessed through http (insecure) connections.

To configure this test behavior, open CAS_DIR/cas-server-
webapp/src/main/webapp/WEB-INF/spring -
configuration/ticketGrantingTicketCookieGenerator. xml and switch the
attribute cookieSecure to false.
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<bean id="ticketGrantingTicketCookieGenerator"
p:cookieSecure="false"
p:cookieMaxAge="-1"
p:cookieName="CASTGC"
p:cookiePath="/cas" />

Production

Correctly implement the https protocol for all production servers thatrely on CAS. This
configuration is the recommended method for any production server, and ensures greater
security for CAS connections. See the Jasig documentation about securing CAS
https://wiki.jasig.org/display/CASUM/Securing+Your+New+CAS+Server for information and

resources.

Reporta bug

12.4.8. Installing Apache Tomcat Server

Prerequisites:

Sectlon 12.1, “File Name Conventlons

Install and configure Apache Tomcat 7, which provides the host server for the CAS server.

Procedure 12.2. Configuring Apache Tomcat for CAS

1. Visit http:/tomcat.apache.org/download-70.cgi and download the Tomcat 7 binary

distribution.

2. Extractand install the binary on the server thatis required to host CAS. This directory is now
referred to as TOMCAT_HOME.

3. Edit TOMCAT_HOME/conf/server. xml and change port 8080 to 8888 to avoid a conflict
with the default portal listen port.

If the Apache Tomcat server is installed on the same machine as the portal, ensure
other listen ports common to both servers are changed to prevent configuration issues.
For example, change the Tomcat admin port from 8005 to 8805, and the Tomcat AJP
port from 8009 to 8809.

4. Ensure all Apache Tomcat ports are open in the server firewall, and the service is enabled
and running so the portal can communicate with Apache Tomcat on the same server.

Reporta bug

12.5. Modifying the Portal

Before building and deploying the Jasig CAS sever, configuration must be implemented on the portal
to prepare it for CAS integration.

Reporta bug
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12.5.1. Configuring Portal Single Sign-on

The main portal configuration file for SSO integration is

JPP_HOME/gatein/gatein. ear/portal.war/WEB-INF/conf/sso/security-sso-
configuration. xml. All required SSO components such as agents and SSO interceptors are
configured in this file.

In most cases, it will never be necessary to edit security-sso-configuration. xml directly
when using the portal. The portal architecture allows users to override the base configuration
described in this file using name/value pairs configured in one place:
JPP_HOME/standalone/configuration/gatein/configuration. properties

The exception to this rule is where configuration presentin security-sso-configuration. xml
is fundamentally unsuitable for the production environment the server will be deployed to, or when
additional underlying functionality is required (for example, another custom interceptor).

12.5.2. Configuration properties for Portal Single Signh-on

To prepare the portal for CAS authentication, SSO filters and login modules need to be specified in
global configuration files. The location of the CAS server, as configured in a locally-running Apache
Tomcat server, must also be specified.

Procedure 12.3. Configuring SSO configuration.properties for CAS

1. Open
JPP_HOME/standalone/configuration/gatein/configuration. properties and
locate the SSO section in the file.

2. Make the following changes to the file to declare the correct login module, server and portal
URLs, and the logout filter.

# SSO

gatein.sso.enabled=true
gatein.sso.callback.enabled=%${gatein.sso.enabled}
gatein.sso.login.module.enabled=${gatein.sso.enabled}
gatein.sso.login.module.class=org.gatein.sso.agent.login.SS0OLoginMo
dule

gatein.sso.server.url=http://localhost:8888/cas
gatein.sso.portal.url=http://localhost:8080
gatein.sso.filter.logout.class=org.gatein.sso.agent.filter.CASLogout
Filter

gatein.sso.filter.logout.url=%${gatein.sso.server.url}/logout
gatein.sso.filter.login.sso.url=%${gatein.sso.server.url}/login?
service=${gatein.sso.portal.url}/@@portal.container.name@@/initiat
essologin

gatein.sso.enabled

Specifies whether SSO integration is enabled on the portal. With this option set to "true"
when a user clicks the Sign in link, the user is redirected to the /portal/sso/ URL rather
than a standard Sign in dialog.

gatein.sso.callback.enabled

Specifies whether the REST callback authentication handler is enabled.
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The handler is required if the CAS server must use the SSO Authentication plug-in to
handle portal authentication. The callback handler is enabled by default. Set the parameter
to false if the authentication plug-in on the CAS server side is not required.

gatein.sso.login.module.enabled

Specifies whether a pre-defined SSO login module declared in
JPP_HOME/standalone/configuration/standalone. xml is used for
authentication. When the property is setto true, the SSODelegateLoginModule
delegates work to another login module, as specified using the
gatein.sso.login.module.class property. SSODelegateLoginModule will also
resend all its options to its delegate.

This parameter removes the need to manually change any login module configuration in
the standalone. xml file, which simplifies platform configuration.

gatein.sso.login.module.class

Specifies the classname of the login module SSODelegateLoginModule will delegate to.
This parameter will work only if gatein.sso.login.module.enabled is specified.

gatein.sso.server.url

Specifies the URL from which the CAS server is accessible.
gatein.sso.portal.url

Specifies the URL from which the portal is accessible.
gatein.sso.filter.logout.class

Specifies the class of the logout filter. In the example above
org.gatein.sso.agent. filter.CASLogoutFilter is the correctchoice because
this filter is able to redirect to the CAS server and perform logout on the CAS side.

gatein.sso.filter.logout.url
Specifies the CAS server logout URL, which is used for redirection by the logout filter.
gatein.sso.filter.logout.enabled

Optional parameter, which specifies whether the logout interceptor is enabled. To disable
logout on CAS side, set the parameter value to false. This causes both options
gatein.sso.filter.logout.class and gatein.sso.filter.logout.url to be
ignored.

When a user logs out of the portal, the CAS authentication ticket is still valid for other CAS
authenticated sites.

gatein.sso.filter.login.sso.url

Specifies the CAS server login URL, which is used by LoginRedirectFilter for redirection to
the CAS server login page.
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The string @@portal. container. name@@is dynamically replaced when the URL
is interpreted by the platform's SSO Component. It is recommended that this string is
used over manually specifying the name of the portal for future maintenance and
ease of configuration changes.

See Also:

Section 12.4.3, “Authentication Plugin for Central Authentication Service (CAS)”

12.6. Building and Deploying Central Authentication Service (CAS)

Jasig CAS uses Apache Maven to build the cas. war file. Follow the instructions to produce this file,
and deploy it to the Apache Tomcat server.

Procedure 12.4. Building and Deploying CAS to Tomcat

1.

Install Maven by following the recommendations and links in the Building and Deploying
section of the Jasig CAS user documentation.

In a terminal, navigateto CAS_DIR/cas-server-webapp/,and runmvn clean install
-Dmaven. test. skip=true.

. Copy CAS_DIR/cas-server-webapp/target/cas.warto TOMCAT_HOME/webapps.

Tomcat should be running by default, if the process has been followed up to this step. Start
the portal, and verify the server is running by opening http:/localhost:8080/.

the link does notopen the CAS login page, restart Apache Tomcat and try again.

The CAS server is now deployed to Tomcat, and the portal will now redirect users to the CAS login
page when they click on the Sign In link.

Reporta bug
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Java Open Single Sign-on (JOSSO) is an open-source single sign-on solution based on Java EE. It
allows multiple web servers or web applications to authenticate users with a credential store. Detailed
information about JOSSO can
bhttp://docbuilder.usersys.redhat.com/16459/remarks/#Configure_Salesforce_Domaine found at
http://www.josso.org.

JOSSO integration with the portal requires an Apache Tomcat server instance to host JOSSO. The
portal communicates with the JOSSO server through a SSO plug-in.

Setting up the integration consists of two steps:
Setting up the JOSSO server
Setting up the portal to use the JOSSO server

These two steps dlffer dependlng on the chosen verS|on 0ofJOSSO, as descrlbed in Section 13 2,

After completing the procedures descrlbed in either sectlon all links redirecting to user authentlcatlon
pages will redirect to the JOSSO centralized authentication form.

Reporta bug

13.1. Authenticating Java Open Single Sign-on

The login workflow for JOSSO is quite similar to that used for CAS authentication.

When a user clicks to sign into a portal, they are redirected to the JOSSO login screen, where they
supply the appropriate credentials. They are then redirected (with access authorization) back to the
portal.

The JOSSOAgent component performs a validation of the authorization ticket with the JOSSO server
via a back channel afterthe InitiateLoginFilter has delegated the josso_assertion_id
requestto it. The JOSSO agent and JOSSO server communicate via web services.

After a successful validation, the user identity is successfully established and the user is logged into
the requested Portal.

On logout, JOSSOLogoutFilter performs a logouton both the Portal and the JOSSO server
(similar to the process for CAS).

While the authentication plug-in (which is able to send REST requests to the portal, receive the
response, and authenticate the user on the JOSSO side) is supported, this supportis only for
JOSSO 1.8 (notJOSSO 2.2 as at this release).

In this section, itis assumed that the portal is running on JBoss Enterprise Application Platform 6
using localhost: 8080 and thatthe JOSSO server is running on Tomcat, using
localhost: 8888.

There are differences between various JOSSO minor versions (especially between JOSSO
versions 1.8.1 and 1.8.2). Instructions are slightly different between various versions. This is
described in procedures as required.
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See Also:

Section 12.3.1, "Authentication Process with Central Authentication Service integration”

13.2. Java Open Single Sign-on Version 1.8

JOSSO can be downloaded from http://sourceforge.net/projects/josso/files/. Use any 1.8.z version in

a package thatembeds Apache Tomcat. Once downloaded, extract the package into what will be
called JOSSO_HOME in this example.

Reporta bug

13.2.1. Setting up Java Open Single Signh-on Server

This section describes how to set up the JOSSO server to authenticate against the portal using the
REST authentication plug-in.

In this example, the JOSSO server is installed on Tomcat.

Procedure 13.1. Java Open Single Signh-on setup

1. Copy the contents of the JPP_DIST/gatein-sso/josso/josso-2.2/plugin/
directory into the JOSSO_HOME directory. Among the files that will be copied, the following
ones are the mostimportant:

Itis recommended to use the SSO authentication plug-in with JOSSO.

JOSSO _HOME/l1ib/josso-gateway-config.xml

The original file is being replaced. Create a backup of the file before adding the new file.
JOSSO0_HOME/1ib/josso-gateway-gatein-stores. xml

This file is not presentin the original JOSSO_HOME download.
JOSSO_HOME/webapps/josso/WEB-INF/classes/gatein. properties

This file is not presentin the original JOSSO_HOME download. You have to edit the file
and change the host and portto match the portal instance. The values are used by the
authentication plug-in when sending REST requests over HTTP.

2. Edit JOSSO_HOME/conf/server. xml and replace the 8080 portto 8888 to change the
default Tomcat portand avoid a conflict with the default portal port (for testing purposes).
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See Also:

Port Conflicts

Java Open Single SignOn

WWW 0SS0 0N

If the portal is running on the same machine as Tomcat, other ports need to be
changed in addition to 80806 to avoid port conflicts. They can be changed to any free
port. For example, you can change the admin portfrom 8005 to 8805, and AJP port
from 8009 to 8809.

3. Tomcatallows accessto http://localhost: 8888/josso/signon/login.do.Ifyou
are using the SSO Authentication plug-in, the login will not be available as the portal
platform must be configured to use the instance.

¢ Atfricore™

The Company Behind JOS50

User Login

Pleasze sign in. Enter your username and password.

Username:

Password: | |

O remember Me:

Login

Forgal your LIsemame of PEssword?

Figure 13.1. JOSSO Login Page
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13.2.2. Setting up Java Open Single Sign-on Client

To enable JOSSO on the client side you have to modify the configuration properties file
JPP_HOME/standalone/configuration/gatein/configuration. properties.
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1. Set SSO properties

Example 13.1. SSO configuration.properties

Setthe values of #SS0 as per the SSO configuration properties:
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#SS0

gatein.sso.enabled=true
gatein.sso.callback.enabled=%${gatein.sso.enabled}
gatein.sso.login.module.enabled=${gatein.sso.enabled}
gatein.sso.login.module.class=org.gatein.sso.agent.login.SS0Login
Module
gatein.sso.josso.agent.config.file=sso/josso/1.8/josso-agent-
config.xml
gatein.sso.josso.properties.file=file:${jboss.home.dir}/standalone
/configuration/gatein/configuration.properties
gatein.sso.josso.host=1localhost:8888
gatein.sso.josso.base.url=http://${gatein.sso.josso.host}/josso/si
gnon

gatein.sso.server.url=%${gatein.sso.josso.base.url}/login.do
gatein.sso.portal.url=http://localhost:8080
gatein.sso.filter.logout.class=org.gatein.sso.agent.filter.JOSSOLoO
goutFilter
gatein.sso.filter.logout.url=${gatein.sso.josso.base.url}/logout.
do

gatein.sso.filter.login.sso.url=${gatein.sso.server.url}?
josso_back_to=${gatein.sso.portal.url}/@@portal.container.name@@
/initiatessologin

Set JOSSO properties.
Value of Logout filter: org . gatein. sso.agent. filter. JOSSOLogoutFilter
Location of JOSSO servergatein. sso. josso. host.
Changetheurl gatein. sso.portal.url to access the portal on any URL other than

localhost:8080

The location of the Agent configuration file
gatein.sso.josso.agent.config. file is relative to classpath. Therefore the
agentfile location is located at JPP_HOME/gatein/gatein. ear/portal.war/WEB-
INF/classes/sso/josso/1.8/josso-agent-config.xml.

In most of the cases this file is does not need any properties to be setup.

2. JOSSO has some specific dependencies, which differ between various versions. The original
org.gatein.sso SSO module mustbe replaced with one appropriate for your version of
JOSSO. The alternate modules are available in the JOSSO download.

a. Deletethe JPP_HOME/modules/org/gatein/sso directory.

b. Copy the SSO_HOME/josso/gatein-
josso-<version>/modules/org/gatein/sso directory into
JPP_HOME/modules/org/gatein/.

From now on, all links redirecting to the user authentication pages will redirect to the JOSSO
centralized authentication form. If you set Authentication plug-in for JOSSO, you can login with
portal credentials (for example, john/gtn) on the JOSSO side.
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13.3. Java Open Single Sigh-on Version 2.2

JOSSO 2.2 takes a different approach to SSO than JOSSO 1.8. Itis designed to allow users to create
their own SSO environment by modeling itin a flash web application called atricore-console.

13.3.1. Setting up Java Open Single Sigh-on Server

Prerequisites

= Access the atricore console athttp: //server.local.network:8081/atricore-console
(server.local.network is the virtual host defined in /etc/hosts).

Procedure 13.2. Java Single Sign-on setup
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1. Login to the portal with the username/password combination; admin/admin.

2.

Create a new, empty Identity appliance with the following properties:

Table 13.1.
Setting
Name MYFIRSTIA
Realm name com.mycompany.myrealm
Appliance location http://server.local.network: 8081

. Create a new Identity provider named AcmelDP (use the default settings).

. Create an Identity vault called IDPUsers and connect it with AcmelDP via Identity lookup

connection.

. Create a Service provider called SP1 but let the hosts to be on

server.local.network:8081

. Create an Identity vault called SP1Users and wire it with SP1 via Identity lookup connection.

Create empty temporary directory /tmp/tomcat7.

Create new execution environment of type Tomcat with the following parameters in the
atricore console.

Table 13.2. Parameters for creating a new execution environment in the atricore
console

Setting
Name SP1EE
Version 7.0.x
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Target host

Install home

Local

/tmp/tomcat7 (the /tmp/tomcat7
directory must exist, but it can be empty).

8. Wire SP1 and SP1EE via an Activation connection.

All parameters of the connection can keep their default values, with the exception of the
Partner application location parameter, whose value needs to be changed to
http://localhost:8080/portal.

9. Wire SP1 and AcmelDP via Federated connection.

10. Click Save.

11. GototheIdentity appliance life cycle management tab and go through life cycle
of Identity appliance (Saved — Staged - Deployed - Started) as suggested in the

guickstart.

12. Go to the Account & Entitlement management tab and create users. Users must be
created this way because REST callbacks to the Portal are not supported in this release.

This example will create the following user/password accounts: john/password,
root/password and demo/password.

Reporta bug

13.3.2. Setting up Java Open Single Sign-on Client

Prerequisites:

Section 13.3.1, “Setting up Java Open Single Sign-on Server”

Prerequisites

Section 13.3.1, “Setting up Java Open Single Sign-on Server”.

1. Setthe properties in the SSO configuration
fileJPP_HOME/standalone/configuration/gatein/configuration. properties

Example 13.2. SSO file properties

# SSO

Module

gatein.
gatein.
gatein.
gatein.

gatein.
gatein.
gatein.

SSO.
SSO.
.login.module.enabled=${gatein.sso.enabled}
SSO.

SSO

SsO.
.filter.initiatelogin.josso2.enabled=true
Ss0.

SSO

enabled=true
callback.enabled=${gatein.sso.enabled}

login.module.class=org.gatein.sso.agent.login.SSOLogin
filter.initiatelogin.enabled=false

josso.agent.config.file=sso/josso/2.2/josso-agent-
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config.xml
gatein.sso.josso.properties.file=file:${jboss.home.dir}/standalone
/configuration/gatein/configuration.properties

gatein.
gatein.

SSO
SSO

goutFilter

gatein.
gatein.
gatein.
gatein.
gatein.
gatein.
gatein.
gatein.

SSO.
SSO.

SSO

SSO.

SSO

SSO.
SSO.
SSO.

.portal.url=http://localhost:8080
.filter.logout.class=org.gatein.sso.agent.filter.JOSSOLo

filter.logout.url=
josso.host=server.local.network:8081
.server.url=http://${gatein.sso.josso.host}
josso.identityApplianceId=MYFIRSTIA
.josso.partnerAppId=SP1

josso.partnerAppPoint=SP1EE
filter.login.sso.url=${gatein.sso.server.url}/IDBUS/${
josso.identityApplianceId}/${gatein.sso.josso.partnerA

ppPoint}/J0SS0/SS0/REDIR?
josso_back_to=${gatein.sso.portal.url}/@@portal.container.name@@
/josso_security_check&josso_partnerapp_id=${gatein.sso.josso.partn
erAppId}

The property gatein.sso.filter.logout. url is empty because the logout URL
will be obtained from the JOSSO agent configuration setin file
JPP_HOME/gatein/gatein. ear/portal.war/WEB-
INF/classes/sso/josso/2.2/josso-agent-config.xml.

2. Update the SSO module in JBoss Enterprise Application Platform 6:

a. Deletethe JPP_HOME/modules/org/gatein/sso directory.

b. Copy the SSO_HOME/josso/gatein-josso-182/modules/org/gatein/sso
into JPP_HOME/modules/org/gatein/ directory.

3. Testthe configuration:

a. Startthe Portal.

b. Access http://localhost: 8080 /portal and click Sign in. You will be redirected
to the JOSSO instance, but you will need to login with the username and password
created via the JOSSO console (for example john/password) as REST callbacks
are not supported.

After a successful login to JOSSO, you will be redirected to the portal authenticated as john.
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Chapter 14. OpenAM

OpenAM is an open source access management, entittements and federation server platform. Itis a
successor of OpenSSO, the access management and federation server platform, whose integration
was available in Red Hat JBoss Portal 5. As the development of OpenSSO has been discontinued,
the OpenSSO integration has been replaced with OpenAM integration in Red Hat JBoss Portal 6.

Reporta bug

14.1. Downloading OpenAM

OpenAM must be obtained from Forgerock. Only the 9.5 and 10.0 versions of OpenAM are fully tested

and supported with the portal. Integration with other versions may be functional, but has not been
fully tested and is therefore not supported.

The procedures in this section assume that OpenAM is obtained in the form of a ZIP distribution.
Once downloaded, extract the contents of the ZIP package into a location of your choice. This
location will be referred to as 0OPENAM_HOME in the following text.

Reporta bug

14.2. OpenAM Workflow

When the OpenAM integration is configured and a user clicks the Sign inlink on a portal page,
they are redirected to the OpenAM login screen, where they provide login credentials. Authentication
on the OpenAM server side is performed by the portal SSO Authentication Plug-in. The plug-in sends
a REST request to the portal, obtains a response, and authenticates the user on the OpenAM side
based on the response.

After successful authentication with OpenAM, an OpenAM authentication ticket is stored in the
iPlanetDirectoryPro cookiein the client browser and the user is redirected back to the portal
page. When the portal page is requested, the InitiateLoginFilter interceptor delegates
validation of the OpenAM ticket to the 0penSSOAgent component. The OpenSSOAgent then uses
the OpenAM REST API to perform back channel validation of the ticket with the OpenAM server. After
successful validation, user identity is established and the user is logged into the portal.

When logoutis requested by clicking the Sign out button on a portal page, the
OpenSSOLogoutFilter interceptor performs logout on both the portal and OpenAM servers.

The OpenAM login and logout workflow is similar to the CAS authentication workflow.

See Also:

Section 12.3.1, “Authentication Process with Central Authentication Service integration”

14.3. OpenAM Server

14.3.1. Setting up OpenAM Server
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This section contains procedures that need to be followed to set up an OpenAM server for
authentication against the portal. The authentication set up by these procedures is ensured by the
portal SSO Authentication Plug-in. The plug-in will be installed in OpenAM and configured to
perform authentication against the portal using a REST callback.

Procedure 14.1. Setting up OpenAM Server
To setup OpenAM server, follow these steps.

1. Deploy the OpenAM server.

2. Add the authentication plugin.

3. Configure a realmin OpenAM user interface.

Using the REST callback as presented in this section is not mandatory. You can achieve
authentication on the OpenAM side by any other means according to your preference.

See Also:

Section 14.3.2, “Deploying the OpenAM Server”

14.3.2. Deploying the OpenAM Server

Procedure 14.2. Deploying the OpenAM Server

1. Obtain a copy of Tomcat 7 and extract itinto a suitable location. This location will be referred
to as TOMCAT_HOME further in the text.

2. Deploy OpenAM to Tomcat by copying the OPENAM_HOME/opensso/deployable-
war/opensso . war archive to the TOMCAT_HOME/webapps/ directory.

The name of the WAR file is still opensso . war, even if it contains OpenAM, which is
the successor of OpenSSO. The context of the OpenAM web application has also kept
the name /opensso.

3. Change the default Tomcat port to avoid conflict with the default portal port. For the purpose
of this example, change itto 8888 by editing the TOMCAT_HOME/conf/server. xml
configuration file and replacing the 8680 port number with 8888.
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4. Ifthe portal is running on the same machine as Tomcat, other Tomcat port numbers also
need to be changed to avoid conflicts. These port numbers can be changed to any
unassigned port numbers available on the machine. For example, change the admin port
from 8005 to 8805 and the AJP portfrom 8009 to 8809 if the latter are not assigned.

14.3.3. Adding the Authentication Plugin

Procedure 14.3. Adding the Authentication Plug-in

1. Copy the contents of the JPP_DIST/gatein-sso/opensso/plug-in/ directory to
TOMCAT_HOME/webapps/opensso/. This will add:

the AuthenticationPlugin. xml file to the
TOMCAT_HOME/webapps/opensso/config/auth/default/ directory. The file
contains the following configuration:

Example 14.1. AuthenticationPlugin.xml Example Content

<?xml version='1.0' encoding="UTF-8"?>

<!DOCTYPE ModuleProperties PUBLIC "=//iPlanet//Authentication
Module Properties XML Interface 1.0 DTD//EN"
"jar://com/sun/identity/authentication/Auth_Module_Properties.
dtd">

<ModuleProperties moduleName="AuthenticationPlugin"
version="1.0">
<Callbacks length="2" order="1" timeout="60" header="GatelIn
OpenAM Login">
<NameCallback>
<Prompt>
Username
</Prompt>
</NameCallback>
<PasswordCallback echoPassword="false'">
<Prompt>
Password
</Prompt>
</PasswordCallback>
</Callbacks>
</ModuleProperties>

the sso-opensso-plugin-<VERSION>. jar, sso-common-plugin-
<VERSION>. jar and commons-httpclient-<VERSION>. jar archives to the
TOMCAT_HOME/webapps/opensso/WEB-INF/1ib directory

the gatein. properties fileto the TOMCAT_HOME/webapps/opensso/WEB-
INF/classes/ directory. If necessary, change the values specified in this file to match
the configuration of the portal instance. The values are used by the authentication plug-in
to establish the REST connection to the portal.
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2. Start Tomcat and verify that the OpenAM user interface at http://localhost:8888/opensso is
accessible.

14.3.4. Configuring a Realm in OpenAM User Interface

Procedure 14.4. Configuring a Realmin OpenAM User Interface

1. Open http://localhost:8888/opensso.

2. Create the default configuration.
3. Login as amadmin and navigate to Configuration - Authentication.

4. Selectthe Core link, add a new value containing the
org.gatein.sso.opensso.plugin. AuthenticationPlugin class name and click
Save. This step is important for the portal SSO Authentication Plug-in to be available among
other OpenAM authentication modules.

5. Go to the Access control tab and create a new realm called gatein.

6. Go to the gatein realmand click the Authentication tab. In the Authentication
chaining section at the bottom of the tab, click 1dapService. Here, change the selection
from Datastore, which is the default module in the authentication chain, to
AuthenticationPlugin. This ensures that authentication of the gatein realm will be
performed using the portal REST service instead of the OpenAM LD AP server.

7. Still on the Authentication tab of the gatein realm, click the A1l Core Settings
button. When the settings are displayed, change the UserProfile value fromRequired to
Dynamic. This is needed because portal users are notinitially presentin the OpenAM LDAP
server data store. The Dynamic value ensures that all users are automatically added to the
data store after their first successful authentication.

8. Goto Access control - Top level realm - Privileges - All authenticated users and
mark the following check boxes:

Read and write access only for policy properties
Read and write access to all realm and policy properties
Adding these privileges allows REST access to the OpenAM server.

9. Repeatthe previous step to increase the privileges also for the gatein realm.

14.4. Configuring the Platform as an OpenAM Client

On the portal server, you need to ensure proper configuration of single sign-on properties in the
JPP_HOME/standalone/configuration/gatein/configuration. properties file. Locate
the SSO section in this file and change/add properties in the section as follows:

# SSO

gatein.sso.enabled=true
gatein.sso.callback.enabled=%${gatein.sso.enabled}
gatein.sso.login.module.enabled=${gatein.sso.enabled}

102


http://localhost:8888/opensso
https://bugzilla.redhat.com/enter_bug.cgi?cf_environment=Build+Name%3A+22542%2C+Administration+and+Configuration+Guide-6.2-6.2%0ABuild+Date%3A+14-05-2015+14%3A22%3A21%0ATopic+ID%3A+16644-592205+%5BLatest%5D&comment=Title%3A+Adding+the+Authentication+Plugin%0A%0ADescribe+the+issue%3A%0A%0A%0ASuggestions+for+improvement%3A%0A%0A%0AAdditional+information%3A&cf_build_id=16644-592205+24+Feb+2014+03%3A27+en-US+%5BLatest%5D&product=JBoss+Enterprise+Portal+Platform+6&component=Documentation&version=6.2.0
http://localhost:8888/opensso
https://bugzilla.redhat.com/enter_bug.cgi?cf_environment=Build+Name%3A+22542%2C+Administration+and+Configuration+Guide-6.2-6.2%0ABuild+Date%3A+14-05-2015+14%3A22%3A21%0ATopic+ID%3A+16642-592205+%5BLatest%5D&comment=Title%3A+Configuring+a+Realm+in+OpenAM+User+Interface%0A%0ADescribe+the+issue%3A%0A%0A%0ASuggestions+for+improvement%3A%0A%0A%0AAdditional+information%3A&cf_build_id=16642-592205+24+Feb+2014+03%3A27+en-US+%5BLatest%5D&product=JBoss+Enterprise+Portal+Platform+6&component=Documentation&version=6.2.0

gatein.
gatein.
gatein.
gatein.
gatein.

ilter

gatein.

gatein

SSO.
SSO.
SSO.
SSO.
SSO.

SSO.
. SSO.

Chapter 14. OpenAM

login.module.class=org.gatein.sso.agent.login.SSOLoginModule

server.
openam.
portal.
filter.

filter

url=http://localhost:8888/opensso

realm=gatein

url=http://localhost:8080
logout.class=org.gatein.sso.agent.filter.OpenSSOLogoutF

.logout.url=${gatein.sso.server.url}/UI/Logout
filter.

login.sso.url=%${gatein.sso.server.url}/UI/Login?

realm=${gatein.sso.openam.realm}&goto=${gatein.sso.portal.url}/@@portal.
container.name@@/initiatessologin

Disable the new OpenAM Ul

OpenAM 12.0 has a bug on the logout procedure through the new Ul, called XUl which
prevents the correct redirection. The workaround is to disable the newest Ul (XUl) and use the
classic UL

To disable the new Ul

1. Openthe OpenAM administration console and access Configuration.
2. SelectCore and uncheck the option XUI interface

Most of the properties are described for CAS integration.

Values of some properties are different with OpenAM, specifically the URLs for login/logout
redirection, the logout filter class and the gatein. sso. server. url property, which points to the
location of the OpenAM server. The gatein. sso.openam. realm value points to the realm created
on the OpenAM server.

With all the previously described configuration, all links redirecting users to authentication pages will
redirect them to the OpenAM authentication form. On the OpenAM side, users will be able to log in to
the gatein realm using their portal credentials.
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Figure 14.1. OpenAM Login Page

See Also:

Section 12.3, “Central Authentication Service (CAS)”

14.5. Cross-domain with OpenAM

14.5.1. Authenticating Cross-domain with OpenAM

The conflguratlon described in Section 14. 3 1, Settlng up OpenAM Server” and Section 14.4,

on the same server or in the same DNS domain.

In such an environment, OpenAM adds the iPlanetDirectoryPro cookie for the shared domain
to the client browser. It stores the authentication token in the cookie and performs redirection to the
OpenSSOAgentin the portal. The agentis able to read the token from the cookie and perform its
validation because the portal is running in the same domain.

This is not possible when the portal server and the OpenAM server are running in different domains
and cannot share cookies. OpenAM provides the CDCServlet to solve this situation. Authenticated
users can send requests to this servlet and the servlet responds with an encoded SAML message
containing the SSO token and other information required to authenticate. The portal agentis then
able to parse and validate the message, obtain the SSO token and establish the
iPlanetDirectoryPro cookie for the domain where the portal is deployed. Once the OpenAM
agent on the portal side has the token, it can perform further validation of this token and finish
authentication of the user.
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14.5.2. Configuring Cross-domain Authentication

Procedure 14.5. Cross-domain Authentication Configuration

For the purpose of this example, we will assume that the OpenAM server is deployed on the
opensso.mydomain. com hostand the portal server on the portal. yourdomain. com host.

Configure virtual hosts to simulate this configuration on a single machine. On Linux, this can be
achieved by editing the /etc/hosts file and adding records similar to the following, with the IP
addresses changed accordingly:

opensso.mydomain.com 192.168.2.7
portal.yourdomain.com 10.11.12.13

1. On the portal side, single sign-on configuration in the configuration. properties file
must be specified as follows:

# SSO

gatein.sso.enabled=true
gatein.sso.callback.enabled=%${gatein.sso.enabled}
gatein.sso.login.module.enabled=${gatein.sso.enabled}
gatein.sso.login.module.class=org.gatein.sso.agent.login.SS0OLoginMo
dule

gatein.sso.server.url=http://opensso.mydomain.com:8888/0pensso
gatein.sso.openam.realm=gatein
gatein.sso.portal.url=http://portal.yourdomain.com:8080
gatein.sso.filter.logout.class=org.gatein.sso.agent.filter.0OpenSSOLo
goutFilter
gatein.sso.filter.logout.url=%${gatein.sso.server.url}/UI/Logout
gatein.sso.filter.login.enabled=false
gatein.sso.filter.login.openamcdc.enabled=true
gatein.sso.filter.login.sso.url=${gatein.sso.server.url}/cdcservlet

As we need to redirect requests to the CDCServlet, the
gatein.sso.filter.login.sso.url property points to the URL of the servlet. Itis also
necessary to use a modified version ofthe LoginRedirectFil ter interceptor. Thatis why
the gatein.sso.filter.login.openamcdc. enabled valueis changed to true and
the gatein.sso.filter.login.enabled valueis nowsetto false.

2. Access the OpenAM user interface at http:/opensso.mydomain.com:8888/opensso and log in
as amadmin.

3. Navigate to Access Control - "gatein" realm - Agents - Web.

4. Create a new web agent through the wizard using the following properties:
Name: GatelnAgent
Password: A password of your choice.

Configuration: Centralized
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Server URL: http://opensso.mydomain.com:8888/opensso

Creating this agentis required for the CDCServlet to work properly. If you have more portal
servers on different hosts, you may want to create an agent for each of them. See the OpenAM
Administration Guide available from http://openam.forgerock.org/doc/admin-guide/index.html
o more details. L

Reporta bug
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Chapter 15. Simple and Protected GSSAPI Negotiation
Mechanism (SPNEGO)

The Simple and Protected GSSAPI Negotiation Mechanism (SPNEGO) uses desktop credentials
provided during desktop authentication to transparently authenticate a portal user through a web
browser.

Let's illustrate this mechanism on a typical use case:

1. Auser logs into their desktop computer with a login thatis governed by an Active Directory
domain.

2. The user launches a web browser to access a web application thatis hosted on the portal
and uses JBoss Negotiation.

3. The browser transfers the desktop credentials to the web application.

4. The portal uses background GSS messages to validate the user's Kerberos ticket with the
Active Directory (or another Kerberos server).

5. The user experiences a seamless sign-on into the web application.

15.1. SPNEGO Server

15.1.1. Configuring the SPNEGO Server

This section describes the steps to set up a Kerberos server on Linux. The server will then be used for
SPNEGO authentication against the portal. The procedure below only describes the basic steps to
configure a SPNEGO server in a Linux environment. If you are already familiar with SPNEGO, or if
you are using Windows and an Active Directory domain, you can proceed to Section 15.3,

dependent on your Linux distribution, so the steps can be slightly differentin your environment.

Procedure 15.1. Configuring the SPNEGO Server

1. Ensure correcthost name to IP address mapping on the machine where Kerberos and the
portal are running. For example, if the machine's IP address is 192.168.1. 88 and you
wantitto be accessed under the server.local . network host name, add the following line
to the letc/hosts file:

192.168.1.88 server.local.network

Itis notrecommended you use loopback addresses.
2. Install Kerberos with these packages: krb5-admin-server, krb5-kdc, krb5-config, krb5-user, krb5-
clients, and krb5-rsh-server.

3. Editthe Kerberos configuration in the letc/krb5.config file:
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Uncomment the following lines:

default_tgs_enctypes = rc4-hmac
default_tkt_enctypes = rc4-hmac
permitted_enctypes = rc4-hmac

Add local.network as a default realm, add it to the list of realms, and remove the
remaining realms. The resulting content of the file will be as follows:

[libdefaults]
default_realm = LOCAL.NETWORK

# The following krb5.conf variables are only for MIT Kerberos.
krb4_config = /etc/krb.conf
krb4_realms = /etc/krb.realms
kdc_timesync = 1
ccache_type 4
forwardable = true
proxiable = true

# The following encryption type specification will be used by
MIT Kerberos

# if uncommented. 1In general, the defaults in the MIT Kerberos
code are

# correct and overriding these specifications only serves to
disable new

# encryption types as they are added, creating interoperability
problems.

#

# The only time when you might need to uncomment these lines and
change

# the enctypes is if you have local software that will break on
ticket

# caches containing ticket encryption types it doesn&apos;t know
about (such as

# o0ld versions of Oracle).

default_tgs_enctypes = rc4-hmac
default_tkt_enctypes rc4-hmac
permitted_enctypes = rc4-hmac

# The following libdefaults parameters are only for Heimdal
Kerberos.

v4_instance_resolve = false

v4_name_convert = {

host = {
rcmd = host
ftp = ftp

3

plain = {

something = something-else

¥
¥

fcc-mit-ticketflags = true

[realms]
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LOCAL.NETWORK = {
kdc = server.local.network
admin_server = server.local.network

}

[domain_realm]
.local.network = LOCAL.NETWORK
local.network = LOCAL.NETWORK

[login]
krb4_convert = true
krb4_get_tickets = false

4. Modify KDC configuration.

Edit the letc/krb5kdcl/kdc.conf file as shown below:

[kdcdefaults]
kdc_ports = 750,88

[realms]
LOCAL.NETWORK = {

database_name = /var/lib/krb5kdc/principal
admin_keytab = FILE:/etc/krb5.keytab
acl_file = /etc/krb5kdc/kadm5.acl
key_stash_file = /etc/krb5kdc/stash
kdc_ports = 750,88
max_life = 10h Om 0Os
max_renewable_life = 7d ©6h Om 0Os
master_key_type = rc4-hmac
supported_enctypes = rc4-hmac:normal
default_principal_flags = +preauth

}

[logging]
kdc = FILE:/tmp/kdc.log
admin_server = FILE:/tmp/kadmin.log

Create a KDC database.
sudo krb5_newrealm
Start the KDC and Kerberos servers.

sudo /etc/init.d/krb5-kdc restart
sudo /etc/init.d/krb-admin-server restart

5. Add principals and create keys.

Start an interactive kadmin session and create the necessary principals.
sudo kadmin.local

Add the portal machine and keytab file.
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addprinc -randkey HTTP/server.local.network@LOCAL.NETWORK
ktadd HTTP/server.local.network@LOCAL.NETWORK

Add the default portal user accounts and enter a password for each of them.

addprinc john
addprinc demo
addprinc root

6. Issue the following command to test your setup:
kinit -A demo

If everything is set up well, you are required to enter the password created for the d emo
user in the previous step.

Without the -A option, the Kerberos ticket validation would involve reverse DNS lookups,
which can be difficult to debug with certain network DNS configurations. This is a
production level security feature and itis not necessary to use itin a development
environment. In production environment, itis recommended to avoid using the -A option.

After successful login to Kerberos, you can display your Kerberos ticket using the
following command:

klist
To log out and destroy your Kerberos ticket, issue the following command:

kdestroy

which users will authenticate. This procedure describes how negotiated authentication can be
enabled in Mozilla Firefox. For instructions on enabling negotiated authentication in a different
browser, consult the browser's documentation.

Procedure 15.2. Enabling Negotiated Authentication in Mozilla Firefox
1. Start Mozilla Firefox and enter about: config into the address field.

2. Search for the network. negotiate-auth preferences and set the values as follows:

network.negotiate-auth.allow-proxies = true

network.negotiate-auth.delegation-uris = .local.network
network.negotiate-auth.gsslib (no-value)
network.negotiate-auth.trusted-uris = .local.network

network.negotiate-auth.using-native-gsslib = true
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15.3. Configuring SPNEGO

The portal uses JBoss Negotiation to enable SPNEGO-based desktop single sign-on for the portal.
The following procedure describes how to integrate SPNEGO with the portal.

Procedure 15.3. Configuring SPNEGO Integration

1. Modify the # SSO section of the
JPP_HOME/standalone/configuration/gatein/configuration. properties file,
replacing the original content with the following properties:

# SSO

gatein.
gatein.
gatein.
gatein.
gatein.
gatein.
gatein.
gatein.
gatein.

SSO.
SSO.
SSO.
SSO.
SSO.
SSO.
SSO.

SSO
SSO

nticator

enabled=true

callback.enabled=false

skip.jsp.redirection=false

login.module.enabled=false
filter.login.sso.url=/@@portal.container.name@@/dologin
filter.logout.enabled=false
filter.initiatelogin.enabled=false

.valve.enabled=true
.valve.class=org.gatein.sso.spnego.GateInNegotiationAuthe

The list below explains the meaning of individual properties:
gatein.sso.enabled

This is a general property used to inform the portal that clicking the Sign inlink
will redirect users to a URL ending with the /portal/dologin suffix.

gatein.sso.callback.enabled

This property can be setto false as REST callbacks are not required for SPNEGO
integration.

gatein.sso.skip.jsp.redirection

This property must be setto false for SPNEGO integration, especially to ensure
fallback to FORM authentication.

gatein.sso.login.module.enabled

This property can be setto false as a different set of login modules is needed for
SPNEGO integration.

gatein.sso.filter.login.sso.url

This value ensures that clicking the Sign in link will redirect users to the
/portal/dologin URL, which is a secured URL declared in the <security-
constraint> section of JPP_HOME/gatein/gatein. ear/portal.war/WEB-
INF/web. xml file, allowing the GateInNegotiationAuthenticator valveto
interceptthe HTTP request.

gatein.sso.filter.logout.enabled, gatein.sso.filter.initiatelogin.enabled

These properties can be setto false as the logout filter and the
InitiateLoginFilter are notneeded for SPNEGO integration.
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gatein.sso.valve.enabled

SPNEGO integration requires a custom Tomcat valve to intercept HTTP requests for
secured URLs. The SSODelegateValve is defined in the
JPP_HOME/gatein/gatein. ear/portal.war/WEB-INF/jboss-web.xml file
and is used only if this option is setto true. The purpose of the valve is to delegate
the real work to another valve declared in the gatein.sso.valve.class
property. This eliminates the need to edit configuration in the jboss-web. xml file.

gatein.sso.valve.class

The delegate valve for SPNEGO is
org.gatein.sso.spnego.GateInNegotiationAuthenticator.Itis used to
establish identity of the client by exchanging several handshakes with client
browser. The valve is able to obtain and parse an SPNEGO token and resend it to
the JAAS layer, where login modules (especially the SPNEGOLoginModule) are
able to verify the validity of the wrapped Kerberos token and establish user identity
at the portal layer.

2. Modify configuration of the security subsystemin the
JPP_HOME/standalone/configuration/standalone. xml file:

a.

Rename the existing gatein-domain security domain to gatein-form-auth-
domain.

. Add a new definition of the gatein-domain security domain.

. Add a new security domain called host. Values of the following properties need to be
specified in accordance with your environment setup:

principal
The HTTP server principal specified in your Kerberos keytab.

For example, LOCAL . NETWORK Kerberos realm, server. local. network
host, and the HTTP/server.local . network@LOCAL . NETWORK
principal.

keyTab
The path to the file with your Kerberos keytab.

For example the /etc/krb5. keytab location. This file must be readable by
the user under whose account the portal is executed. Generally, Kerberos
keytab files can not be read by normal operating system users because they
contain encrypted keys of server principals. Consult Kerberos
documentation for more details.

debug

Enabling this option adds more log messages into the portal console and
log file. Itis useful to have this option enabled during configuration, butitis
advised to disableitin production to avoid unnecessarily large server logs.

The code extract below shows the expected result of the security domain configuration.

<security-domain name="gatein-form-auth-domain" cache-
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type="default">
<authentication>
<login-module
code="org.gatein.sso.integration.SSODelegatelLoginModule"
flag="required">
<module-option name="enabled"
value="${gatein.sso.login.module.enabled}" />
<module-option name="delegateClassName"
value="${gatein.sso.login.module.class}" />
<module-option name="portalContainerName" value="portal" />
<module-option name="realmName" value="gatein-domain" />
<module-option name="password-stacking" value="useFirstPass"
/>
</login-module>
<login-module
code="org.exoplatform.services.security.j2ee.JBossAS7LoginModule"
flag="required">
<module-option name="portalContainerName" value="portal"/>
<module-option name="realmName" value="gatein-domain"/>
</login-module>
</authentication>
</security-domain>

<security-domain name='"gatein-domain" cache-type="default">
<authentication>
<login-module code="org.gatein.sso.spnego.SPNEGOLoginModule"
flag="requisite">
<module-option name="password-stacking"
value="useFirstPass"/>
<module-option name="serverSecurityDomain" value="host"/>
<module-option name="removeRealmFromPrincipal"
value="true"/>
<module-option name="usernamePasswordDomain" value='"gatein-
form-auth-domain"/>
</login-module>
<login-module
code="org.gatein.sso.agent.login.SPNEGORolesModule"
flag="required">
<module-option name="password-stacking"
value="useFirstPass"/>
<module-option name="portalContainerName" value="portal"/>
<module-option name="realmName" value="gatein-domain"/>
</login-module>
</authentication>
</security-domain>

<security-domain name="host">
<authentication>
<login-module
code="com.sun.security.auth.module.Krb5LoginModule"
flag="required">
<module-option name="storeKey" value="true" />
<module-option name="useKeyTab" value="true" />
<module-option name="principal"
value="HTTP/server.local.network@LOCAL.NETWORK" />
<module-option name="keyTab" value="/etc/krb5.keytab" />
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<module-option name="doNotPrompt" value="true" />
<module-option name="debug" value="true" />
</login-module>
</authentication>
</security-domain>

3. While logged in as a user with read permissions for the Kerberos keytab file, start the portal
using the following command: . /standalone. sh -
Djava. security. krb5. realm=LOCAL.NETWORK -
Djava.security. krb5. kdc=server.local. network -b server.local.network

See Also:

Section 15.1.1, “Configuring the SPNEGO Server”

15.4. Testing SPNEGO Configuration

Once you have performed the configuration above, you can follow this procedure to verify that the
configured authentication is functional.

Procedure 15.4. Testing the SPNEGO Configuration

1. Log in to Kerberos using the following command:
kinit -A demo

2. Ina browser, access htip://server.local.network:8080/portal and click the Sign Inlinkin the

top menu of the portal. If the authentication is configured correctly, you will be automatically
sighed in as the demo user.

3. Destroy the previously obtained Kerberos ticket using the following command:
kdestroy

4. In the browser, log outand log back in. In case of correct configuration, you will be redirected
to the login screen of the portal. This happens because you no longer have an active
Kerberos ticket and a fall back to the standard FORM authentication occurred.

Reporta bug

15.5. Disabling Fallback to FORM Authentication

As demonstrated in Section 15.4, “Testing SPNEGO Configuration”, users trying to sign in withouta

valid Kerberos ticket are automatically redirected to the portal authentication page. There, they can
perform standard FORM authentication using their user name and password.

If you want to disable FORM authentication to allow only users with a valid Kerberos ticket to sign in,
you need to comment out the usernamePasswordDomain option in the SPNEGOLoginModule
configuration in the JPP_HOME/standalone/configuration/standalone. xml file.

<login-module
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code="org.gatein.sso.spnego.SPNEGOLoginModule" flag="requisite">
<module-option name="password-stacking" value="useFirstPass"/>
<module-option name="serverSecurityDomain" value="host"/>
<module-option name="removeRealmFromPrincipal" value="true"/>
<l--<module-option name="usernamePasswordDomain" value="gatein-form-auth-
domain"/>-->
</login-module>

15.6. Enabling Logging

To enable logging of events related to SPNEGO authentication, you can add the following entries to
the logging subsystemin the JPP_HOME/standalone/configuration/standalone. xml
file:

<logger category="org.gatein.sso">
<level name="TRACE"/>

</logger>

<logger category="org.jboss.security.negotiation">
<level name="TRACE"/>

</logger>

Increased logging of Kerberos events to standard output can be enabled by launching the portal
with the -Dsun. security. krb5. debug=true option

./standalone.sh -Djava.security.krb5.realm=LOCAL.NETWORK -
Djava.security.krb5.kdc=server.local.network -b server.local.network -
Dsun.security.krb5.debug=true
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Chapter 16. Single Signh-on in a Cluster

In a cluster, the JBoss SSO valve can be used to authenticate a user on one portal node and have
that authentication automatically carried across to other nodes in the cluster.

The JBoss SSO valve is enabled by default through the following JBoss Web subsystem
configuration entry in the JPP_HOME/standalone/configuration/standalone-ha. xml file:

<sso cache-container="web" cache-name="sso" reauthenticate="false" />

When a load balancer is used in a cluster, no further configuration is needed to set up single sign-

on. All portal servers in the cluster are accessed through the same URL, which is the URL of the load
balancer. Automatic single sign-on is performed when the load balancer redirects client requests to

individual nodes in the cluster.

16.1. Clustered Single Sign-on in a Shared DNS Domain

If multiple portal servers are accessed through different URLs in the same DNS domain, single sign-
on can be configured by adding the domain parameter to the sso configuration entry.

<sso cache-container="web" cache-name="sso" reauthenticate="false"
domain="yourdomain.com"/>

The parameter must be added to the entry on all servers in the cluster and the name of the shared
DNS domain must be specified as its value. This configuration ensures that the JSSESSIONIDSSO
cookie will be scoped to the specified domain, which is otherwise scoped only to the host where the
initial authentication was performed.

16.1.1. Configuring and Testing Single Sigh-on in a Shared DNS Domain

This procedure demonstrates the configuration and testing of single sign-on for two portal server
instances running in a shared domain on a single physical Linux machine.

Itis expected that each instance is installed in a separate directory in the machine's file system, and
thatthe192.168.210.101 and 192.168.210.102 virtual IP addresses are available on the
machine.

1. Map the IP addresses to domain names within the same domain by adding the following lines
to the letc/hosts file:

192.168.210.101 machinel.yourdomain.com
192.168.210.102 machine2.yourdomain.com

2. Open the JPP_HOME/standalone/configuration/standalone-ha. xml file on both
instances, add the domain parameter to the sso entry and specify the name of the shared
DNS domain in its value:
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<sso cache-container="web" cache-name="sso" reauthenticate="false"
domain="yourdomain.com"/>

3. By default, the standalone-ha. xml file is configured to use a shared H2 database, which
is intended to be used only for testing purposes. Start the database by issuing the following
command in the JPP_HOME directory of the firstinstance:

java -cp modules/com/h2database/h2/main/h2-<VERSION>. jar
org.h2.tools.Server

4. Startthe firstinstance by issuing the following command in its JPP_HOME/bin/ directory:

./standalone.sh -b machinel.yourdomain.com -c standalone-ha.xml -
Djboss.node.name=nodel

5. Startthe second instance by issuing the following command in its JPP_HOME/bin/
directory:

./standalone.sh -b machine2.yourdomain.com -c standalone-ha.xml -
Djboss.node.name=node2

loads, you will be automatically logged in with the same user account thatyou used on the
first server.

8. Log outon any of the two instances. Then switch to the other instance and verify that you
have been logged out of it as well.

16.2. Reauthentication

The JBoss SSO valve can also be used to authenticate with any other web application. If that
application uses the same roles as the main portal instance, no further configuration is required.
Because the JBoss SSO valve includes the same JAAS principal in all HTTP requests, even in
requests to other web applications, matching roles ensure successful authentication with those
applications.

To enable single sign-on authentication with an application that uses differentroles, set the
reauthenticate parameter of the sso JBoss Web subsystem configuration entry to true.

<sso cache-container="web" cache-name="sso" reauthenticate="true" />

The true value ensures that re-authentication with user credentials will be performed against the web
application's security domain in each HTTP request. This will enforce creation of a new principal with
updated roles for the web application. As user credentials are used for authentication in this case, it
is required that the same user credentials existin both the web application and the portal instance.
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Chapter 17. LDAP Integration

Lightweight Directory Access Protocol (LDAP) is a set of open protocols used to access centrally
stored information over a network. It is based on the X.500 standard for directory sharing, butis less
complex and resource-intensive.

Using a client/server architecture, LDAP provides a reliable means to create a central information
directory accessible from the network. When a client attempts to modify information within this
directory, the server verifies the user has permission to make the change, and then adds or updates
the entry as requested. To ensure the communication is secure, the Secure Sockets Layer (SSL) or
Transport Layer Security (TLS) cryptographic protocols can be used to prevent an attacker from
intercepting the transmission.

LDAP provides the protocols required to manage the data stored in a Directory Server. A Directory
Server contains information about resources available (user accounts and printers for example) and
their location on the network.

See https://access.redhat.com/knowledge/articles/119833 page for a list of supported directory

Servers.

For ease of readability the following section uses the notational device ID_HOME to represent
the file path JPP_HOME/gatein/gatein. ear/portal.war/WEB-
INF/conf/organization/. This directory is the root of all portal identity-related
configuration.

The portal includes several example LDAP configuration . xml files and .1dif (LDAP Data
Interchange Format) data files. These examples are in the ID_HOME/picketlink-idm/examples
directory and can be deployed in a testing environment to assistin configuring LDAP.

17.1. Setting up LDAP

Procedure 17.1. LDAP Setup

1. Install your LDAP server by following the installation instructions provided for the product
you are using.

See the Red Hat Directory Server Installation Guide, available from
https://access.redhat.com/knowledge/docs/Red_Hat Directory_Server/ for comprehensive

installation guidance.

If you are using a third-party directory server (OpenDS, OpenLDAP or Microsoft Active
Directory), see the appropriate user documentation for that product.

The following values provide an example of working configuration settings for the different
Directory Servers:

Table 17.1. Table Title
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2. Optionally, importan 1dif file to populate the Directory Server.

3. Startthe Directory Server.

17.2. LDAP in Read only mode

If LDAP is configured to operate in read-write mode, changes to user and group information made in
the portal platform is written back to the directory server. If LDAP is operating in read-only mode,
existing user and group information is consumed from the directory server, and all new user data
entries created using the Portal User Interface are stored in the portal database. The only exception
is that passwords updated through the user interface will also be propagated into the appropriate

LDAP entry.

17.2.1. Setting up LDAP Read-only Mode

Procedure 17.2. Set up LDAP Read-only Mode

1. Open the ID_HOME/idm-configuration. xml file.

The portal uses the PicketLink IDM framework as the underlying identity storage system,

therefore the configuration uses dedicated PicketLink settings.

2. Comment the default PicketLink config value:
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<value>war:/conf/organization/picketlink-idm/picketlink-idm-
config.xml</value>

3. Uncomment the appropriate sample configuration values as described below, depending on
which Directory Server you are implementing:

Section 17.2.2, “Setting up Red Hat Directory Server or OpenDS”

4. To use a different LDAP server or directory data, editthe DS-specific. xml file you
uncommented in the relevant sub-procedure (3a) above, and change the values to suit your
requirements.

5. Start the server.

6. Navigate to the portal homepage (http://localhost:8080/portal) and log in as an
administrator.

7. Navigateto Group - Organization - Users and groups management.
8. Create a new group called acme under the root node.

For RHDS, OpenDS and OpenLDAP:

Create two sub-groups called roles and organization_units.

For MSAD:

Create a subgroup called roles.

9. By default, users mapped from LDAP will be members of LDAP groups, but will not be
members of the /platform/users group. This means that mapped users will not be treated
as full portal users. To fix this issue, one of the following approaches is required:

a. Add LDAP users manually to /platform/users group

b. Configure CustomMembershipLoginModule in the JAAS login modules stack.
This is special login module, which will add every logged user into group
Iplatform/users after successful login of this user. Two additional login modules
(InitSharedStateLoginModule and SharedStateLoginModule) are required for this
approach.

Users defined in LDAP must be visible in "Users and groups management" and groups from LDAP must
be present as children of /acme/roles and /acme/organization_units.

More information about configuration can be found in the PicketLink IDM 1.x Community
Documentatlon

See Also:

Section 17.4.1, “Example 1 LDAP Configuration”


http://localhost:8080/portal
http://anonsvn.jboss.org/repos/picketlink/idm/downloads/docs/1.1.9.GA/ReferenceGuide/en-US/html_single/index.html
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17.2.2. Setting up Red Hat Directory Server or OpenDS

Procedure 17.3. Red Hat Directory Server or Open Directory Server

1. Uncommentthe line under "Read Only "ACME" LDAP Example":

<!--Read Only "ACME" LDAP Example-->
<value>war:/conf/organization/picketlink-idm/examples/picketlink-
idm-LDAP-acme-config.xml</value>

2. Uncomment the groupTypeMappings under "Uncomment for ACME LDAP example":

<!l-- Uncomment for ACME LDAP example -->

<entry>

<key><string>/acme/roles/*</string></key>
<value><string>acme_roles_type</string></value>
</entry>

<entry>
<key><string>/acme/organization_units/*</string></key>
<value><string>acme_ou_type</string></value>

</entry>

3. Return to Section 17.2.1, “Setting up LDAP Read-only Mode”".

See Also:

Section 17.4.2, “Example 2 Read-only groupType Mappings”

17.2.3. Setting up Microsoft Active Directory

Procedure 17.4. Microsoft Active Directory

1. Uncommentthe line under "MSAD Read Only "ACME" LDAP Example":

<!--MSAD Read Only "ACME" LDAP Example-->
<value>war:/conf/organization/picketlink-idm/examples/picketlink-
idm-msad-readonly-config.xml</value>

2. Uncomment the groupTypeMappings under "Uncomment for MSAD ReadOnly LDAP example":

<!l-- Uncomment for MSAD ReadOnly LDAP example -->
<entry>
<key><string>/acme/roles/*</string></key>
<value><string>msad_roles_type</string></value>
</entry>

3. Return to Section 17.2.1, “Setting up LDAP Read-only Mode”.
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See AlIsO:

Section 17.4.2, “Example 2 Read-only groupType Mappings”

17.2.4. Setting up OpenLDAP

Procedure 17.5. configure OpenLDAP
1. Install the LDAP server.

2. Uncomment the line under "OpenLDAP ReadOnly "ACME" LDAP Example":

<!--0OpenLDAP ReadOnly "ACME" LDAP Example-->
<value>war:/conf/organization/picketlink-idm/examples/picketlink-
idm-openLDAP-acme-config.xml</value>

3. Uncomment the groupTypeMappings under "Uncomment for ACME LDAP example":

<!l-- Uncomment for ACME LDAP example -->

<entry>

<key><string>/acme/roles/*</string></key>
<value><string>acme_roles_type</string></value>
</entry>

<entry>
<key><string>/acme/organization_units/*</string></key>
<value><string>acme_ou_type</string></value>

</entry>

4. Return to Section 17.2.1, “Setting up LDAP Read-only Mode”

See Also:

Section 17.1, “Setting up LDAP”

17.3. LDAP as Default Store

Follow the procedure below to set LDAP up as the default identity store for the portal. All default
accounts and some of groups that come with the portal will be created in the LDAP store.

The LDAP server will be configured to store part of the portal group tree. This means that groups
under specified part of the tree will be stored in directory server while all others will be stored in
database.

See Also:

Section 17.1, “Setting up LDAP”
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17.3.1. Setting up LDAP as Default Identity Store

Procedure 17.6. Set up LDAP as Default Identity Store
1. Install the LDAP server.
2. Open the ID_HOME/idm-configuration. xml file.

The portal uses the PicketLink IDM framework as the underlying identity storage system,
therefore all the configurations use dedicated PicketLink settings.

3. Comment out the default Picketlink config value:
war:/conf/organization/picketlink-idm/picketlink-idm-config.xml

4. Complete the steps in the procedure that relates to the chosen LDAP server:

Section 17.3.2, “Setting up RHDS and OpenDS”

5. Uncomment the groupTypeMappings under "Uncomment for sample LDAP configuration":

<entry>
<key><string>/platform/*</string></key>
<value><string>platform_type</string></value>
</entry>
<entry>
<key><string>/organization/*</string></key>
<value><string>organization_type</string></value>
</entry>

6. Uncomment ignoreMappedMembershipTypeGroupList under Uncomment for sample LDAP
config.

<value>
<string>/platform/*</string>

</value>

<value>
<string>/organization/*</string>

</value>

If this configuration is not uncommented, memberships will be used as both
relationships and roles, which may cause duplicated records in the portal
management interface.

Normally, the same roles being used for LDAP mapping need to be uncommented. User
memberships under the specified groups will be created in PicketLink IDM only as
relationships, and not as roles.
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7. To use a different LDAP server or directory data, edit the DS-specific . xml file you
uncommented in Step 4, and change the values to suit your requirements.

8. Result

All portal groups under /platform and /organization groups (for example
/platform/users, /platform/administrators,
/organization/management/executive-board) are mapped to the LDAP tree. The

location of groups in the LDAP tree are configurable through the parameter ctxDNs in the
PicketLink IDM configuration file.

17.3.2. Setting up RHDS and OpenDS

Procedure 17.7. For RHDS and OpenDS

1. Expose the entry under "Sample LDAP config":

<!--Sample LDAP config-->

<value>war:/conf/organization/picketlink-idm/examples/picketlink-
idm-LDAP-config.xml</value>

2. Return to Section 17.3.1, “Setting up LDAP as Default Identity Store”

17.3.3. Setting up Microsoft Active Directory

Procedure 17.8. For MSAD

1. Expose the entry under "MSAD LDAP Example":

<!--MSAD LDAP Example-->

<value>war:/conf/organization/picketlink-idm/examples/picketlink-
idm-msad-config.xml</value>

2. To enable SSL encryption, perform the following sub-steps:

a. Open the ID_HOME/picketlink-idm/examples/picketlink-idm-msad -
config.xml.

b. Ensure the following entries are uncommented and that the path to the truststore
file and password are correct:

<option>
<name>customSystemProperties</name>
<value>javax.net.ssl.trustStore=/path/to/truststore</value>

<value>javax.net.ssl.trustStorePassword=password</value>
</option>

You can import a custom certificate by replacing the certificate and truststore details in
the following command:

keytool -import -file certificate -keystore truststore
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3. Return to Section 17.3.1, “Setting up LDAP as Default Identity Store”.

17.3.4. Setting up OpenLDAP

Procedure 17.9. For OpenLDAP

1. Expose the entry under "OpenLDAP LDAP config":

<!--0OpenLDAP LDAP config-->
<value>war:/conf/organization/picketlink-idm/examples/picketlink-
idm-openLDAP-config.xml</value>

2. Return to Section 17.3.1, “Setting up LDAP as Default Identity Store”

17.4. Integration Examples

17.4.1. Example 1 LDAP Configuration

The following settings are stored in the PicketLink configuration file thatis nominated in the idm-
configuration. xml file of your deployment (under the config parameter of the
PicketLinkIDMService component):

This file could be:
The default picketlink-idm-config. xml.

One of the three example configuration files discussed in Section 17.2.1, "Setting up LDAP Read-
only Mode”:

picketlink-idm-LDAP-acme-config.xml
picketlink-idm-msad-readonly-config.xml
picketlink-idm-openLDAP-acme-config.xml

A custom file created by modifying one of the above files.

Configuration Options
ctxDNs

This is the DN that will be used as context for IdentityObject searches. More than one value
can be specified.

Some examples are:
ou=People,o=acme,dc=example,dc=com
ou=Roles,o=acme,dc=example,dc=com
ou=0rganizationUnits,o=acme,dc=example,dc=com

MSAD: CN=Users,DC=test,DC=domain (in two places).
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providerURL

The LDAP server connection URL. Formatted as "ldap://[<HOST><PORT>". The default
setting is: Idap://localhost:1389.

MSAD: Should use SSL connection (Idaps://[<HOST>:636) for password update or creation
to work.

adminDN
The LDAP entry used to connect to the server.
Some possible values are:
RHDS or OpenDS: cn=Directory Manager
OpenLDAP: cn=Manager,dc=my-domain,dc=com
MSAD: TEST\Administrator
adminPassword
The password associated with the adminDN.
customSystemProperties

This option defines the values needed to use SSL encryption with LDAP.

17.4.2. Example 2 Read-only groupType Mappings

The groupTypeMappings exposed in the idm-configuration. xml file correspond to
identity-object-type values defined in the DS-specific configuration file (referenced in Sub-step
3a of the DS-specific procedure above).

For RHDS, OpenDS and OpenLDAP the picketlink-idm-LDAP-acme-config.xml and
picketlink-idm-openLDAP-acme-config. xml files contain the following values:

<xi:include xmlns:xi="http://www.w3.0rg/2001/XInclude"
href="extras/readonly-opends.xml" parse="text"/>

Comment #1: The PicketLink IDM configuration file dictates that users and those two group types be
stored in LDAP.

Comment #2: An additional option defines that nothing else (except password updates) should be
written there.

All groups under Jacmelroles will be stored in PicketLink IDM with the acme_roles_type group type
name and groups under lacmelorganization_units will be stored in PicketLink IDM with
acme_ou_type group type name.

For MSAD, the identity-object-types valuesin picketlink-idm-msad-readonly-
config.xml changeto:

<xi:include xmlns:xi="http://www.w3.0rg/2001/XInclude"
href="extras/readonly-msad.xml" parse="text"/>
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The difference is that this configuration maps only one group type and points to the same container
in LDAP for both users and mapped groups.

17.4.3. Example 3 Default groupType Mappings

The groupTypeMappings exposed in the idm-configuration. xml file correspond to
identity-object-type values defined in the DS-specific configuration file (referenced in Sub-step
3a of the DS-specific procedure above).

All of the supported LDAP configurations use the following values when implemented as the default
identity store:

<xi:include xmlns:xi="http://www.w3.0rg/2001/XInclude"
href="extras/default-ldap.xml" parse="text"/>

Comment #1: The groupTypeMappings define that all groups under /platform should be stored
in PicketLink IDM with the platform_type group type name and groups under /organization
should be stored in PicketLink IDM with organization_type group type name.

The PicketLink IDM configuration file repository maps users and those two group types as stored in
LDAP.
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Chapter 18. Security Assertion Markup Language (SAML2)

About SAML2

SAML (Security Assertion Markup Language) is an Oasis standard for exchanging authentication
and authorization data between security domains. SAML 2.0 is an XML-based protocol that uses
security tokens containing assertions to pass information about a principal (usually an end user)
between an identity provider and a web service. SAML 2.0 enables web-based authentication and
authorization scenarios including single sign-on (SSO). General information relating to SAML2 is
located in PDF form at http://docs.oasis-open.org/security/saml/v2.0/. In Red Hat JBoss Portal,
SAML2 supportis provided by the PicketLink Federation. Read the documentation hosted at
https://docs.jboss.org/author/display/PLINK/SAML+v2.0 for an excellent overview of what

configuration is required for SAML2.

About Identity Provider (IDP)

An Identity Provider is defined by OASIS as a kind of provider that creates, maintains, and manages
identity information for principals and provides principal authentication to other service providers
within a federation, such as with web browser profiles. A Federation in this definition means an
association comprising any number of service providers and identity providers.

About Identity Provider (IDP)

An Identity Provider is defined by OASIS as a kind of provider that creates, maintains, and manages
identity information for principals and provides principal authentication to other service providers
within a federation, such as with web browser profiles. A Federation in this definition means an
association comprising any number of service providers and identity providers.

What is a Service Provider (SP)

A Service Provider is defined by OASIS as a role donned by a system entity, where the system entity
provides services to principals or other system entities.

About Assertion

In SAML2, an assertion is a packet of security information. Each assertion contains statements used
by service providers to make access-control decisions. The assertion statements provided by SAML2
include: authentication; attribute; and authorization decision statements.

18.1. Authentication in SAML2

The following workflow phases apply when Red Hat JBoss Portal is used as a SAML2 Service
Provider (SP).
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Figure 18.1. SAML2 Authentication Workflow
When a user attempts to authenticate on a SAML2-enabled system, the requestis handled by an
authenticator that sits atop the Service Provider (SP).

If a user attempts to access a protected resource, for example http://localhost:8080/portal/dologin,
the authenticator verifies whether the user has a SAML assertion known to the SP. If the user is
authenticated, the authenticator redirects the user to the requested resource.

If the user is not yet authenticated, the following work flow is initiated.
Phase 1
User requests access to a protected resource.
Phase 2
The authenticator verifies whether the user has a SAML assertion known to the SP.
Phase 3

Red Hat JBoss Portal (SP) determines thatitdoes not have a valid SAML assertion for the
user.

The SAML request is encapsulated into a HttpRequest and is redirected to the Identity
Provider (IDP) using the SAML Redirect Binding (sent as a Base64, URL-encoded, GET
request parameter).

Phase 4
The IDP returns a login screen to the user, prompting for valid credentials.
Phase 5

The IDP receives the user credentials through a JAAS login module
(SAML2ldpLoginModule). The login module sends a callback request through the REST
API, back to Red Hat JBoss Portal to check the user exists in the identity store.
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Phase 6

After the user is verified to exist in the identity store by the login module, the IDP
authenticator issues a SAML assertion ticket that contains all roles for the user.

Phase 7

The assertion ticket is encapsulated in a HitpRequest, and is redirected back to the Service
Provider (SP).

Phase 8

The SP decodes the HttpRequest. The SP login module (SAML2IntegrationLoginModule)
parses the authenticated username, and determines whether the assertion is valid
according to the known roles the SP has about the user.

The login module then creates an identity object for the user, and registers the user in the
IdentityRegistry.

Phase 9

The user is now successfully authenticated, and is redirected back to the secure resource.
The secure resource will then redirect the user to Red Hat JBoss Portal as an authenticated
user.

If the user needs to authenticate against a different SP application within the same browser
session, credentials are not required to re-authenticate because the user is already known
to the IDP.

An example of this would include another instance of Red Hat JBoss Portal on a different
host, or a completely different web application within the same IDP federation.

18.2. Configuring a Basic SAML2 Instance

18.2.1. SAML2 Configuration Scenario

This basic scenario describes how to configure the necessary configuration. properties file
on each virtual host portal instance. The scenario uses a bundled test keystore, which is not suitable
for production environments.

See Also:

18.2.2. Configuring a SAML2 Service Provider

Prerequisites
Two available virtual hosts running on the local machine.
Oneinstance of the portal deployed to a directory referred to as JPP_SP_DIST.

A separate instance of the portal deployed to another directory referred to as JPP_IDP_DIST.
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Procedure 18.1. Configure the SAML2 SP

Open
JPP_SP_DIST/standalone/configuration/gatein/configuration. properties and
add the following configuration parameters.

# SSO

gatein.sso.enabled=true
gatein.sso.callback.enabled=%${gatein.sso.enabled}
gatein.sso.login.module.enabled=${gatein.sso.enabled}
gatein.sso.login.module.class=org.gatein.sso.agent.login.SAML2Integrati
onLoginModule

# Comment #1
gatein.sso.filter.login.sso.url=/@@portal.container.name@@/dologin

# Comment #2
gatein.sso.filter.logout.class=org.gatein.sso.agent.filter.SAML2LogoutF
ilter

gatein.sso.filter.initiatelogin.enabled=false
gatein.sso.valve.enabled=true

# Comment #3
gatein.sso.valve.class=org.picketlink.identity.federation.bindings.tomc
at.sp.ServiceProviderAuthenticator

# Comment #4
gatein.sso.saml.config.file=../gatein/gatein.ear/portal.war/WEB-
INF/classes/sso/saml/picketlink-sp.xml

# Comment #5

gatein.sso.idp.host=www.idp.com

# Comment #6
gatein.sso.idp.url=http://${gatein.sso.idp.host}:8080/portal/dologin

# Comment #7

gatein.sso.sp.url=http://www.sp.com:8080/portal/dologin

# Comment #8

# WARNING: This bundled keystore is only for testing purposes. Generate
and use your own keystore in production!
gatein.sso.picketlink.keystore=/sso/saml/jbid_test_keystore. jks

Comment #1

For integration as SAML2 SP, use the login module class
org.gatein.sso.agent.login.SAML2IntegrationLoginModule, which acts as
a JAAS delegate from SSODelegateLoginModule

Comment #2

The specific filter class org.gatein.sso.agent.filter.SAML2LogoutFilteris
needed to enable support for SAML2 single logout. SAML2 single logout will take place and
will log you out from both portal IDP and SP servers.

1. Auserclicks Signh out.

2. SAML2LogoutFilter will redirect them to the SAML2 IDP application where they
will be logged out.

3. The IDP application will also manage the logout from all other SP applications.

4. The user will be redirected to the portal, and logged out.
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Comment #3

There is a special valve;

org.picketlink.identity. federation.bindings. tomcat. sp.ServiceProvi
derAuthenticator provided by the Picketlink federation library. This valve manages the
creation and parsing of SAMLRequest and SAMLResponse messages and so is vital for a
successful SAML?2 integration.

Comment #4

This element points to the location of the SAML2 SP configuration file. The path is relative
to the portal WAR application. The relative path to the file is

../gatein/gatein. ear/portal.war/WEB-
INF/classes/sso/saml/picketlink-sp.xml. For this simple scenario, thereis no
need to edit this file. However, in a production environment, you will likely need to generate
and use your own keystore and thus you must then configure the use of those keys in this

file.
Comment #5
This points to the host serving the SAML2 IDP.

Comment #6

This element points to the URL of the IDP application. This guide assumes that you will use
another instance of the portal as the SAML2 IDP, so the request path will be /portal/dologin

in this case.
Comment #7
This points to URL of this Gateln Portal, which will be used as SAML2 SP.

Comment #8

This points to the location of the keystore file. It is relative to the classpath of the portal WAR

application. The absolute location is
JPP_SP_HOME/gatein/gatein. ear/portal.war/WEB-
INF/classes/sso/saml/jbid_test _keystore. jks.

See Also:

18.2.3. Configuring a SAML2 Identity Provider

Prerequisites
Two available virtual hosts running on the local machine.
Oneinstance of the portal deployed to a directory referred to as referred to as JPP_SP_DIST.

A separate instance of the portal deployed to another directory referred to as JPP_IDP_DIST.

Procedure 18.2. Configuring the portal as a SAML2 Identity Provider

132


https://bugzilla.redhat.com/enter_bug.cgi?cf_environment=Build+Name%3A+22542%2C+Administration+and+Configuration+Guide-6.2-6.2%0ABuild+Date%3A+14-05-2015+14%3A22%3A21%0ATopic+ID%3A+16679-745433+%5BLatest%5D&comment=Title%3A+Configuring+a+SAML2+Service+Provider%0A%0ADescribe+the+issue%3A%0A%0A%0ASuggestions+for+improvement%3A%0A%0A%0AAdditional+information%3A&cf_build_id=16679-745433+02+Mar+2015+16%3A40+en-US+%5BLatest%5D&product=JBoss+Enterprise+Portal+Platform+6&component=Documentation&version=6.2.0

1. Open
JPP_IDP_DIST/standalone/configuration/gatein/configuration. propertie
s and add the following configuration parameters.

# SSO

# Comment #1

gatein.sso.enabled=false

gatein.sso.valve.enabled=true

# Comment #2
gatein.sso.valve.class=org.gatein.sso.saml.plugin.valve.PortalIDPWe
bBrowserSSOvValve

# Comment #3
gatein.sso.saml.config.file=/WEB-INF/conf/sso/saml/picketlink-
idp.xml

# Comment #4
gatein.sso.idp.url=http://www.idp.com:8080/portal/dologin

# Comment #5

gatein.sso.idp.listener.enabled=true

# Comment #6

gatein.sso.sp.domains=sp.com

# Comment #7

gatein.sso.sp.host=www.sp.com

# Comment #8

# WARNING: This bundled keystore is only for testing purposes.
Generate and use your own keystore in production!
gatein.sso.picketlink.keystore=/sso/saml/jbid_test_keystore. jks

Comment #1

In this IDP configuration, the gatein. sso. enabled parameter has been
disabled.

This is because the portal IDP does not use any external SSO provider, but will now
actas an SSO provider itself (SAML2 Identity Provider) for the portal SP.

Comment #2

For IDP we need to use
org.gatein.sso.saml.plugin.valve.PortalIDPWebBrowserSSOvValve
valve, which is able to handle SAML request/response messages from SP
applications and react on them.

Comment #3

The location of configuration file is relative to the portal WAR. The absolute path is
JPP_IDP_HOME/gatein/gatein. ear/portal.war/WEB-
INF/conf/sso/saml/picketlink-idp.xml.

For this simple scenario, there is no need to edit this file. However, in a production
environment, you will likely need to generate and use your own keystore and thus
you must then configure the use of those keys in this file.

You will also need to manually add validating aliases in the keystore section if you
have multiple SP applications on different hosts.

Comment #4

The URL of the portal, which will act as the SAML2 IDP.
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Comment #5

This will enable a special session listener to clean up records about SAML tickets of
expired hosts.

Comment #6
Comma-separated list of all SP domains to be trusted by this IDP.
Comment #7

Host for the portal SP. To add more SP applications, manually edit the
picketlink-idp. xml fileand add a ValidatingAlias elementfor each
application.

Comment #8

The keystorein JPP_IDP_HOME/gatein/gatein. ear/portal.war/WEB-
INF/classes/sso/saml/jbid_test _keystore. jks.

2. Navigateto JPP_SP_DIST/bin, and startthe SP instance by running:
./standalone.sh -b www.sp.com
3. Navigateto JPP_IDP_DIST/bin, and startthe IDP instance by running:

./standalone.sh -b www.idp.com

See Also:

Section 18.4, “Implementing Keystores”

18.2.4. Testing the Configuration

Procedure 18.3.

1. Navigate to http://www.sp.com:8080/portal/classic and click to Sign in.

2. From here, SAML request will be sent to www. |dp com and you will be redlrected to login

SSO service has already logged you into this host.

5. Return to www.sp.com:8080/portal and click Sign Out. SAML2 single log out will trigger, and

you will be logged out from both portals on the IDP and SP servers.

6. You can check thatyou are logged out from both www.sp.com:8080/portal and
www.idp.com:8080/portal

18.3. Disahlina SAML2 Sinale Loaout
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SAML2 Single logoutis very powerful feature of SAML2 protocol, because triggering logout from any
SP application will enforce "global" logout also from IDP and all other SP applications. It makes
sense that you may not want this feature to be enabled, so logging out from JBoss Product Platform

Disabling this feature is as easy as switching an option in file
GATEIN_SP_HOME/standalone/configuration/gatein/configuration.properties :

gatein.sso.filter.logout.enabled=false

www.idp.com . There won't be any SAML communication between SP and IDP during logout from
Www.sp.com.

18.4. Implementing Keystores

For secure and trusted communication, you will need your own keystores with your own keys. The
default keystore is useful only for testing purposes, and must not be used in production. Separate
keys for the portal SP, and for the IDP are created in this scenario. Follow the instructions to create a
keystore for secured and trusted communication between SAML2 components.

Procedure 18.4. Configuring a Keystore for Secure Communication Between SP and IDP

1. Goto JPP_SP_HOME/gatein/gatein. ear/portal.war/WEB-
INF/classes/sso/saml/ directory and run the command:

keytool -genkey -alias secure-key -keyalg RSA -keystore secure-
keystore. jks

You need to choose keystore password and private key password. Other values do not
matter. This guide assumes that your keystore password is keystorepass and a private key
password is keypass.

2. For simplification purposes, this guide will use the same keystore for both the SP and IDP
servers.

Copy the keystore file generated in the last step to the IDP server directory;
JPP_IDP_HOME/gatein/gatein. ear/portal.war/WEB-INF/classes/sso/saml/.

3. Configure the new keystore in file
JPP_SP_HOME/gatein/gatein. ear/portal.war/WEB-
INF/conf/sso/saml/picketlink-sp.xml and replace existing KeyProvider
definition with:

<KeyProvider
ClassName="org.picketlink.identity.federation.core.impl.KeyStoreKey
Manager">

<Auth Key="KeyStoreURL" Value='"/sso/saml/secure-keystore.jks"/>

<Auth Key="KeyStorePass" Value="keystorepass"/>

<Auth Key="SigningKeyPass" Value='"keypass"/>
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<Auth Key="SigningKeyAlias" Value="secure-key"/>
<ValidatingAlias Key="${gatein.sso.idp.host}" Value="secure-
key"/>
</KeyProvider>

4. Configure the keystorein JPP_IDP_HOME/gatein/gatein. ear/portal.war/WEB-
INF/conf/sso/saml/picketlink-idp. xml similarly:

<KeyProvider
ClassName="org.picketlink.identity.federation.core.impl.KeyStoreKey
Manager">

<Auth Key="KeyStoreURL" Value="/sso/saml/secure-keystore.jks"/>

<Auth Key="KeyStorePass" Value="keystorepass"/>

<Auth Key="SigningKeyPass" Value="keypass"/>

<Auth Key="SigningKeyAlias" Value="secure-key"/>

<ValidatingAlias Key="${gatein.sso.sp.host}" Value="secure-key"/>
</KeyProvider>

5. Restartboth the SP and IDP servers.
They will now use your new keystore instead of the default jbid_test_keystore. jks.

While an argument could be made to use certificates signed by certification authority, self-
sighed certificates are fine for this purpose.

18.5. Setting up PicketLink IDP using REST callback

This basic scenario describes how to configure the necessary configuration. properties file.
In the following procedure, the portal is configured as the SP and the PicketLink IDP application as the
IDP. Additionally, the PicketLink IDP application will be configured to use REST callback to the
portal instance to authenticate users (it will use the portal as an identity store).

Prerequisites
Oneinstance of the portal deployed to a directory called JPP_SP_DIST.

Another instance of the portal deployed to JPP_IDP_DIST. This server will run on www.idp.com
and will host the PicketLink IDP application. Alternatively, if you have access to EAP 6, you can
useitinstead of the portal, however you will need to copy the PicketLink libraries required by the
Picketlink IDP application from the portal SP instance. The libraries are located in
JPP_SP_DIST/modules/org/picketlink/gatein

The scenario uses a bundled test keystore, which is not suitable for production environments.

to provision a production-ready keystore.

Procedure 18.5. Configuring PicketLink IDP using REST callback
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1. Configure the portal as a SP compatible with PicketLink IDP

Open
JPP_SP_DIST/standalone/configuration/gatein/configuration. properties
and add the following configuration parameters.

# SSO

gatein.sso.enabled=true
gatein.sso.callback.enabled=%${gatein.sso.enabled}
gatein.sso.login.module.enabled=${gatein.sso.enabled}
gatein.sso.login.module.class=org.gatein.sso.agent.login.SAML2Integ
rationLoginModule
gatein.sso.filter.login.sso.url=/@@portal.container.name@@/dologin
gatein.sso.filter.logout.class=org.gatein.sso.agent.filter.SAML2Logo
utFilter

gatein.sso.filter.initiatelogin.enabled=false
gatein.sso.valve.enabled=true
gatein.sso.valve.class=org.picketlink.identity.federation.bindings.
tomcat.sp.ServiceProviderAuthenticator
gatein.sso.saml.config.file=/WEB-INF/conf/sso/saml/picketlink-sp.xml
gatein.sso.idp.host=www.idp.com
gatein.sso.idp.url=http://${gatein.sso.idp.host}:8080/idp-sig/
gatein.sso.sp.url=http://www.sp.com:8080/portal/dologin

# WARNING: This bundled keystore is only for testing purposes.
Generate and use your own keystore in production!
gatein.sso.picketlink.keystore=/sso/saml/jbid_test_keystore. jks

2. Navigateto JPP_SP_DIST/bin, and startthe SP instance by running:

./standalone.sh -b www.sp.com

3. Configure Picketlink Identity Provider

a. Copy JPP_DIST/gatein-sso/saml/idp-sig.war to
IDP_DIST/standalone/deployments/.

b. Create IDP_DIST/standalone/deployments/idp-sig.war.dodeployto
force the application server to deploy the idp-sig.war. This file is required
becausethe idp-sig.warisin an exploded format, notan archive format.

c. Create a new security domain in
IDP_DIST/standalone/configuration/standalone. xml that contains the
following configuration.

<security-domain name="idp" cache-type="default">
<authentication>
<login-module
code="org.gatein.sso.saml.plugin.SAML2IdpLoginModule"
flag="required">
<module-option name="rolesProcessing"
value="STATIC"/>
<module-option name="staticRolesList"
value="manager,employee, sales"/>
<module-option name="gateInURL"
value="http://www.sp.com:8080/portal"/>
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<module-option name="httpMethod" value="POST"/>
</login-module>
</authentication>
</security-domain>

4. Start the IDP instance

a. Navigateto IDP_DIST/bin and execute the following command:

./standalone.sh -b www.idp.com -Dsp.host=www.sp.com -
Dsp.domains=sp.com -
Dpicketlink. keystore=/jbid_test_keystore. jks

Theidp-sig.waris a sample application that can be deployed on a different application
server. To deploy iton Red Hat JBoss Portal Platform, which is running on an instance of
EAP, change the sample application to add the following to idp-sig.war/META-
INF/jboss-deployment-structure. xml:

<jboss-deployment-structure>
<deployment>
<!-- Add picketlink module dependency -->
<dependencies>
<module name="org.picketlink.idm"/>
<module name="org.picketlink.federation"/>
<module name="org.picketlink.federation.bindings"/>
<module name="org.apache.httpcomponents" />
</dependencies>
</deployment>
</jboss-deployment-structure>

In production environment, use your own keystore while deploying the idp-sig.war sample
application on Red Hat JBoss Portal Platform, which is running on an instance of EAP,
instead of the prebundled jbid_test_keystore. jks, whichisin idp-sig application in
WEB-INF/classes/.
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18.6. Additional Information for SAML2

Videos - You can follow some videos on the vimeo channel, where you can see SAML2
integration in action. The videos are:

SP and as a SAML2 IDP.

http://vimeo.com/45895919 - Video showing integration with Salesforce and Google Apps

SAML tracer is a useful plug-in to Firefox browser, which allows you to monitor HTTP requests
and see wrapped SAML messages in XML format. It could be useful especially for troubleshooting.

Logging - Like for other SSO solutions, it may be useful to enable trace logging, for example for
org.gatein. sso.In case of SAML, itis also good to enable logging for
org.picketlink.identity. federation, which is the base package of the PicketLink
Federation library. You can add these categories to

Example 18.1. Trace Logging Example

<logger category="org.gatein.sso">
<level name="TRACE"/>

</logger>

<logger category="org.picketlink.federation">
<level name="TRACE"/>

</logger>

<logger category="org.jboss.security">
<level name="TRACE"/>

</logger>

<logger category="org.picketbox">
<level name="TRACE"/>

</logger>

<logger category="org.exoplatform.services.security'">
<level name="TRACE"/>

</logger>
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Chapter 19. Using JBoss Portal SSO with Salesforce and Google
Apps

The JBoss Portal SSO component contains support for Salesforce (http Ilwww.salesforce.com) and

Three scenarios are described in this chapter, with links to sections detailing the configuration
changes required to implement the scenarios.

Scenario One

Using JBoss Portal as the SAML Identity Provider (IDP) and Salesforce as the SAML
Service Provider (SP).

Scenario Two

Using JBoss Portal as the IDP and Google Apps as the SP.
Scenario Three

Using Salesforce as the IDP and JBoss Portal as the SP.

Avideo showing the integration between Salesforce and Google Apps is available at
http://vimeo.com/45895919. This is based on a community release of the Gateln Portal, so the

configuration described in this video may vary slightly to enterprise configuration described in this
chapter.

Reporta bug

19.1. JBoss Portal as the Identity Provider (IDP) and Salesforce as the
Service Provider (SP)

19.1.1. IDP (JBoss Portal) and SP (Salesforce) Prerequisites

This configuration uses JBoss Portal as the Identity Provider (IDP) and Salesforce as the Service
Provider (SP). Ensure all prerequisites are completed before proceeding further with subsequent
configuration.

To use Salesforce as a Service Provider (SP), specific configuration is required to Security Assertion
Markup Language (SAML) Single Sign-on (SSO) within a Salesforce domain. An excellent overview
that discusses how Federated Authentication operates is available at
http://wiki.developerforce.com/page/Single_Sign-On_with_SAML_on_Force.com. Consider reading

this to better understand information in the Salesforce configuration steps described in related tasks.

Prerequisites

Understand file path abbreviations described in Section 12.1, “File Name Conventions”.
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19.1.2. Obtain a Salesforce developerforce Account

PreVIous Step in JBoss Portal as the Identity Provider (IDP) and Salesforce as the

Task: Create a new Salesforce developerforce Account

Create a developerforce account, which is required to provision a Salesforce domain for use as a SP
or IDP.

1. Visithttp://developer.force.com/.
2. Click Join Now to open the Sign up form.
3. Complete the fields, and choose a user name to access the Developer Edition Account with.

4. Click Sign me up to submitthe registration details.

5. Complete registration by clicking the confirmation link in the email sent to your specified email
account.

Next Step in JBoss Portal as the Identity Provider (IDP) and Salesforce as the Service

19.1.3. Creating a Salesforce Domain

PreVIous Step in JBoss Portal as the Identity Provider (IDP) and Salesforce as the

Task: Create a Salesforce Domain

Create a Salesforce domain which supports SP-initiated SAML login workflow. This configuration will
allow a user to access the Salesforce domain, and have Salesforce forward a SAML request to JBoss
Portal for authentication.

1. Log onto http://developer. force.com.
2. Click the user name in the top right corner of the page.
3. Click Setup+Company Profile+My Domain

4. Specify the name of the Salesforce domain, following the suggested format in the My Domain
screen.

5. Save the details to complete domain registration.

Next Step in JBoss Portal as the Identity Provider (IDP) and Salesforce as the Service
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19.1.4. Configure SAML SSO SP Settings

Previous Step in JBoss Portal as the Identity Provider (IDP) and Salesforce as the

Task: Configure Salesforce SAML SSO Settings
Configure the required values for SAML SSO in the Single Sign-on Settings page.
1. Log onto http: //developer. force.com.
2. Click the user name in the top right corner of the page.
3. Click Setup+Security Controls+Single Sign-On Settings
4. Configure the following fields and settings:
SAML Enabled
Ensure the check box is marked.
SAML Version
Specify 2.0 as the value.
Issuer

Specify theissuer as http: //www. idp.com: 8080 /portal/dologin, which is
used as the Identity Provider for the Salesforce domain.

Identity Provider Login URL

Specify the Identity Provider as
http: //www.idp.com: 8080 /portal/dologin, which is the URL Salesforce
SAML SSO sends the SAML Requests for authentication.

Identity Provider Logout URL

Setthis valueto http: //www. idp.com:8080/portal/dologin.Ifyou havea
custom page that users are directed to when they log out, this field can contain the
URL of the page.

SAML User ID Type
Setthis value to User ID contains the Federation ID from the User object.
SAML User ID Location

Setthis valueto User ID is the Nameldentifier element of the Subject
statement.

Entity ID
Set this value to https:/lsaml.salesforce.com.

Service Provider Initiated Request Binding
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Set this valueto HTTP POST.

Next Step in JBoss Portal as the Identity Provider (IDP) and Salesforce as the Service

19.1.5. Import Message Signing Certificate into Salesforce

Previous Step in JBoss Portal as the Identity Provider (IDP) and Salesforce as the

Task: Import the JBoss Portal Message Signing Certificate into Salesforce

Import the message signing certificate from the JBoss Portal IDP server to the Salesforce server,
which enables Salesforce to verify SAML responses sent from the JBoss Portal IDP.

1. Use the secure-keystore.jks SAML message signing keystore in the
JPP_IDP_HOME/gatein/gatein. ear/portal.war/WEB-INF/classes/sso/saml
directory to create a certificate.

a. Inthe /saml directory, run keytool -export -file portal-idp.crt -
keystore secure-keystore. jks -alias secure-key.

b. When prompted, provide the keystore password keystorepass.

This password is the default suggested password created as part of the Section 18.4,

provided at the prompt.
The command will generate a certificate named portal-idp. crt.
2. Importthe portal-idp. crtfileinto Salesforce.

On hitp://developer.force.com, click the user menu, and then click Setup - Security

Controls - Single Sign- -On Settings - lIdentity Provider Certificate.

Importthe portal-idp. crt certificate into Salesforce, and set the alias to secure-key.

Next Step in JBoss Portal as the Identity Provider (IDP) and Salesforce as the Service

19.1.6. Create Salesforce and Portal Users

Previous Step in JBoss Portal as the Identity Provider (IDP) and Salesforce as the

Create identical Salesforce and Portal Users
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In order to test the SAML SSO configuration, users must be provisioned in both JBoss Portal and
Salesforce that meet requirements for Federated ID matching.

1. Create the following users in JBoss Portal, following the instructions in the Register New
Accounts chapter in the User Guide.

Mary Citizen
User name of Mary.
John Citizen
User name of John.

2. Create the following users in Salesforce, following the instructions in the Salesforce Wiki
Documentation located at http:/login.salesforce.com/nelp/doc/en/adding_new_users.htm.

The Federation ID of users in Salesforce must be identical to the user name in JBoss
Portal.

Mary Citizen

Federation ID of Mary.

User name of mary@example . com.

John Citizen

Federation ID of John.

User name of john@example.com.

19.1.7. Obtain the Salesforce Client Certificate

Previous Step in JBoss Portal as the Identity Provider (IDP) and Salesforce as the

Task: Download the Salesforce Client Certificate

Download the Salesforce Client Certificate. proxy-salesforce-com. 123 is required to sign SAML
assertions, and the public key is required to verify the SAML assertions sent from Salesforce are
genuine on the client side.

1. Review the information on http://wiki.developerforce.com/page/Client_Certificate.

2. Download the certificate from the link in the What do I do next? section of the wiki page.
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3. Extract the certificate chain archive to a working directory to gain access to the proxy -
salesforce-com. 123file.

Next Step in JBoss Portal as the Identity Provider (IDP) and Salesforce as the Service

19.1.8. Configure JBoss Portal as the IDP

Previous Step in JBoss Portal as the Identity Provider (IDP) and Salesforce as the

Task: Configuring JBoss Portal as the Identity Provider for Salesforce
Setup JBoss Portal to act as the IDP for Salesforce.

1. Login to http://developer.force.com.

2. Fromthe user menu, click Setup - Security Controls - Single Sigh-on Settings -
Download Metadata to download the Service Provider metadata from Salesforce.

3. Download the Salesforce metadata file to
JPP_IDP_HOME/gatein/gatein. ear/portal.war/WEB-INF/sp-metadata.xml.

4. In the directory where the proxy-salesforce.com. 123 certificate is saved, run the
keytool -import -keystore secure-keystore.jks -file proxy-salesforce-
com.123 -alias salesforce-certcommand to importthe Salesforce client certificate
into the portal keystore.

5. Open JPP_IDP_HOME/gatein/gatein. ear/portal.war/WEB-
INF/conf/sso/saml/picketlink-idp.xml and add the following ValidatingAlias
directive.

<ValidatingAlias Key="saml.salesforce.com" Value="salesforce-cert"
/>

6. Inthe picketlink-idp. xml file, declare the Metadata Provider directive immediately after
the </KeyProvider> directive.

<l-- Preceeding content removed for readability-->
</KeyProvider>

<MetaDataProvider
ClassName="org.picketlink.identity.federation.core.saml.md.provider
s.FileBasedEntitiesMetadataProvider">
<Option Key="FileName" Value="/WEB-INF/sp-
metadata.xml"/>
</MetaDataProvider>

7. Open JPP_IDP_HOME/gatein/gatein. ear/portal.war/WEB-INF/sp-
metadata. xml and add the single logout service and entities descriptor blocks.
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<md:SinglelogoutService
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
<!-- Comment #1 -->
Location="[Salesforce.com Single Logout URL]"
index="0" isDefault="true"/>
<md:EntitiesDescriptor xmlns="urn:oasis:names:tc:SAML:2.0:metadata"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata">
<md:EntityDescriptor
xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata"
entityID="https://saml.salesforce.com"
<!-- Comment #2 -->
</md:EntityDescriptor>
</md:EntitiesDescriptor>

Comment #1

The Location URL is unique to every Salesforce domain. Obtain the URL specific to
the configured domain fromthe Salesforce.com Single Logout URL field
on the Salesforce Federated ID page.

Comment #2

Note that other entity descriptions may be presentin this block. Examples of entity
descriptions that would belong in this block include the Google Apps entity
description, which is configured in another scenario.

8. Declare the trusted domains sp.comand idp.comin
JPP_IDP_HOME/standalone/configuration/gatein/configuration. propertie
s

gatein.sso.sp.domains=sp.com,idp.com, salesforce.com

Next Step in JBoss Portal as the Identity Provider (IDP) and Salesforce as the Service

19.1.9. Test the IDP (JBoss Portal) and SP (Salesforce) Configuration

PreVIous Step in JBoss Portal as the Identity Provider (IDP) and Salesforce as the

Task: Testing the IDP and SP Configuration

Test the configuration using JBoss Portal as the SAML Identity Provider and Salesforce as the SAML
Service Provider.
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In the Salesforce SSO menu, a basic tool is available that tracks the last SAML response sent
to the Salesforce Service Provider. This tool can prove useful when analyzing the response
and attempting to determine the root cause of an error.

1. Visitthe Salesforce domain. For example, hitps://yourdomain.my.salesforce.com.

2. Once redirected to the JBoss Portal login screen (for example,
http://www.idp.com:8080/portal/dologin), enter the user credentials for a user with a

Salesforce Federated ID.

3. Once redirected back to Salesforce, verify that the user is authenticated as their Salesforce
Federated ID.

SAML2 Single logoutinitiated by Salesforce is not supported. When you click "Sign out" in
Salesforce, Salesforce will not send any SAML2 LogoutRequestto IDP, so you will be still
logged on JBoss Portal IDP. Salesforce only supports handling SAML2 LogoutRequests sent
from IDP. If you have deployment with one instance of JBoss Portal as SP, Salesforce as SP,
and one instance of JBoss Portal as IDP, and trigger a log out request from JBoss Portal, the
SP will log you out from all 3 applications (in this case Salesforce is not initiator of Single
logout but it handles LogoutRequest sent from IDP).

Reporta bug

19.2. JBoss Portal as the Identity Provider (IDP) and Google Apps as
the Service Provider (SP)

19.2.1. IDP (JBoss Portal) and SP (Google Apps) Prerequisites

This scenario uses JBoss Portal as the Identity Provider (IDP) and Google Apps as the Service
Provider (SP).

Prerequisites

Understand file path abbreviations described in Section 12.1, “File Name Conventions”.
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19.2.2. Create A Google Apps for Business Account

Previous Step in JBoss Portal as the Identity Provider (IDP) and Google Apps as the

Creating a Google Apps for Business Account

Create a Google Apps for Business account for the purposes of testing SSO. The created accountis
initially provided as a full-featured trial for 30 days, after which time it can be converted to a paid
account.

1. Visit hitp:/iwww.google.com/enterprise/apps/business/.
2. Click Get Started.
3. Complete the fields on the About you form as suggested by the field help.

4. OntheYour Business Domain Address screen, make a selection based on your
requirements.

Use your own domain

Choose this option if you intend to configure Google Apps for Business for
production use.

mygbiz.com Domain (recommended for this example process)

Choose this option if you are experimenting with SSO, and do not want to affect
your primary business domain. You can upgrade the accountto use a domain you
own any time after testing out the functionality.

5. Ifyou choose the recommended free domain option, provide a unigue name for the domain in
the field, and click Next.

6. On the Create your Google apps account form, provide the information requested.
7. Click Accept and signup.

8. Verify you can access your account by authenticating using the credentials you created as
part of this procedure.

If successful, the Google Admin Console will display.

Next Step in JBoss Portal as the Identity Provider (IDP) and Google Apps as the Service

19.2.3. Create Default Google Apps for Business Users

Create Identical Google Apps for Business and Portal Users

In order to test the SAML SSO configuration, users must be provisioned in both JBoss Portal and
Google Apps for Business that meet requirements for Federated ID matching.
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1. Create the following users in JBoss Portal, following the instructions in the Register New
Accounts chapter in the User Guide.

Mary Citizen

User name: mary

John Citizen

User name: john
2. Fromthe Google Admin Console, click Users.
3. Click Add more users, and select Add a user manually.

4. Create the following users in Google Apps for Business.

The user names set for users in Google Apps must be identical to those in JBoss
Portal because the portal user name is connected with the Google Apps user name.

Mary Citizen

Primary email address: mary@ [domain].mygbiz. com .

This creates a user name of mary and an email address of
mary@[domaln] mygbiz. com.

John Citizen

Primary email address: John@[domaln] mygbiz. com.

This creates a user name of john and an email address of
John@ [domain].mygbiz. com.

19.2.4. Configuring Google Apps as the SP

Prewous Step in JBoss Portal as the Identity Provider (IDP) and Google Apps as the

Task: Configuring Google Apps for Business as the Service Provider.

Configure Google Apps for Business to act as the Service Provider by changing the security settings
of the test domain.
1. Open https://admin.google.com and sign-in if necessary.

2. Ifthe Security icon is not visible, click More Controls and drag the Security icon onto the
Admin console main screen.

3. Click Security+Advanced Settings - Set up single sign-on (SSO).
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4. In the Set up single sign-on (SSO) form, configure the following fields and settings:
Enable Single Sign-on
Select the tick box.
Sign-in page URL
Specify the sign-in page as http: //www. idp.com:8080/portal/dologin.
Sign-out page URL
Specify the sign-out page as http: //www.idp.com: 8080 /portal/dologin.
Change password URL

Specify the change password page as
http: //www.idp.com:8080/portal/dologin.

Verification certificate

Export certificates from the JBoss Portal keystore into a file (for example, portal -
idp.crt), and upload the certificate into the form.

Exporting certificates from the JBoss Portal keystore is described in Section 19.1.5,
“‘Import Message Signing Certificate into Salesforce”.

Use a domain specific issuer
Select the tick box.

5. Verify all settings are correct, and click Save changes.

Next Step in JBoss Portal as the Identity Provider (IDP) and Google Apps as the Service

19.2.5. Configuring JBoss Portal as the IDP

Previous Step in JBoss Portal as the Identity Provider (IDP) and Google Apps as the

Task: Configuring JBoss Portal as the Identity Provider for Google Apps
Setup JBoss Portal to act as the IDP for Google Apps for Business.

1. Inthe JPP_IDP_HOME/gatein/gatein. ear/portal.war/WEB-
INF/conf/sso/saml/picketlink-idp.xml file, declare the Metadata Provider directive
immediately after the </KeyProvider> directive.

<l-- Preceeding content removed for readability-->
</KeyProvider>

<MetaDataProvider
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ClassName="org.picketlink.identity.federation.core.saml.md.provider
s.FileBasedEntitiesMetadataProvider">
<Option Key="FileName" Value="/WEB-INF/sp-
metadata.xml"/>
</MetaDataProvider>

2. Open JPP_IDP_HOME/gatein/gatein.ear/portal.war/WEB-INF/sp-
metadata. xml and specify that SAML requests from the Google Apps for Business SP will
not be signed.

<md:EntitiesDescriptor xmlns="urn:oasis:names:tc:SAML:2.0:metadata"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata">
<!-- Comment#l -->
<md:EntityDescriptor
xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata"
entityID="google.com/a/[domain.mygbiz.com]" validUntil="2022-06-
13T21:46:02.4962">
<!-- Comment#2 -->
<md:SPSSODescriptor AuthnRequestsSigned="false"
WantAssertionsSigned="true"
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol"
/>
</md:EntityDescriptor>
</md:EntitiesDescriptor>

Comment #1

The entitylD="google.com/a/[domain.mygbiz.com]" [domain.mygbiz.com] value must

Comment #2

Adding the AuthnRequestsSighned attribute as described prevents
SAMLRequests from being validated. This is necessary because Google Apps for
Business does not add signatures to its SAML Requests.

3. Declare the trusted domains sp.com,idp.comand google.comin
JPP_IDP_HOME/standalone/configuration/gatein/configuration.propertie
s. If other domains are declared for this parameter, append the trusted domains to the line.

gatein.sso.sp.domains=sp.com, idp.com, google.com

4. Inthe JPP_IDP_HOME/gatein/gatein. ear/portal.war/WEB-
INF/conf/sso/saml/picketlink-idp.xml file, declare a ValidatingDomain directive.

<ValidatingAlias Key="127.0.0.1" Value="secure-key"/>

151



Red Hat JBoss Portal 6.2 Administration and Configuration Guide

Even though Google SAMLRequests are not sighed, PicketLink requires that each
SAMLRequest must have a key. When a key is not found for a specific domain (in this
case google.com), PicketLink will search for keys with the alias 127.0.0.1

Next Step in JBoss Portal as the Identity Provider (IDP) and Google Apps as the Service

19.2.6. Testing the IDP (JBoss Portal) and SP (Google Apps) Configuration

Prerequisites:

= Section 19.2.4, “Configuring Google Apps as the SP”

After configuring both the Identity Provider and the Service Provider, test the Google Apps
configuration.

Procedure 19.1.

1. Visitthe Google Apps domain configured in Section 19.2.2, “Create A Google Apps for
Busmess Account”.

The Google Apps domain URL takes the structure
https://lwww.google.com/a/mydomain.mygbiz.com/ServiceLogin. Replace mydomain with the

custom value of your domain.

2. Once redirected to the JBoss Portal login screen (for example,
http: //www idp. com: 8080/portal/do|og|n) enter the JBoss Portal user credentlals for a user

3. Once redirected back to the Google Apps domain, verify thatthe JBoss Portal user is
authenticated correctly.

Reporta bug

19.3. Salesforce as the Identity Provider (IDP) and JBoss Portal as the
Service Provider (SP)

19.3.1. IDP (Salesforce) and SP (JBoss Portal) Prerequisites
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This configuration uses Salesforce as the Identity Provider (IDP) and JBoss Portal as the Service
Provider (SP). Ensure all prerequisites are completed before proceeding further with subsequent
configuration.

If you have experimented with the Section 19.1.1, “IDP (JBoss Portal) and SP (Salesforce)

process steps assume you have not configured anything regardlng Salesforce, and gwde you
through from start to finish.

Prerequisites

Understand file path abbreviations described in Section 12.1, “File Name Conventions”.

19.3.2. Obtain a Salesforce developerforce Account

PreVIous Step in Salesforce as the Identity Provider (IDP) and JBoss Portal as the

Task: Create a new Salesforce developerforce Account

Create a developerforce account, which is required to provision a Salesforce domain for use as a SP
or IDP.

1. Visithttp://developer.force.com/.
2. Click Join Now to open the Sign up form.
3. Complete the fields, and choose a user name to access the Developer Edition Account with.

4. Click Sign me up to submitthe registration details.

5. Complete registration by clicking the confirmation link in the email sent to your specified email
account.

Next Step in Salesforce as the Identity Provider (IDP) and JBoss Portal as the Service

19.3.3. Creating a Salesforce Domain

Previous Step in Salesforce as the Identity Provider (IDP) and JBoss Portal as the
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Section 19.3.2, “Obtain a Salesforce developerforce Account”

Task: Create a Salesforce Domain

Create a Salesforce domain which supports SP-initiated SAML login workflow. This configuration will
allow a user to access the Salesforce domain, and have Salesforce forward a SAML request to JBoss
Portal for authentication.

1. Log onto http://developer. force.com.
2. Click the user name in the top right corner of the page.
3. Click Setup+Company Profile+My Domain

4. Specify the name of the Salesforce domain, following the suggested format in the My Domain
screen.

5. Save the details to complete domain registration.

Next Step in Salesforce as the Identity Provider (IDP) and JBoss Portal as the Service

19.3.4. Disable SP Single Sign-on in Salesforce

PreVIous Step in Salesforce as the Identity Provider (IDP) and JBoss Portal as the

Task: Disabling Salesforce SAML SSO Settings

If you have previously configured Salesforce to actas a SAML SSO Service Provider, this
configuration must be disabled before Salesforce can act as an Identity Provider.

1. Log onto http://developer. force.com.
2. Click the user name in the top right corner of the page.
3. Click Setup+Security Controls+Single Sign-On Settings

4. Clear the SAML Enabled tick box to disable all SAML SSO configuration.

Next Step in Salesforce as the Identity Provider (IDP) and JBoss Portal as the Service

19.3.5. Create and Apply a Salesforce IDP Message Signing Certificate

PreVIous Step in Salesforce as the Identity Provider (IDP) and JBoss Portal as the
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Section 19.3.4, “Disable SP Single Sign-on in Salesforce”

Task: Generate a Salesforce IDP Message Sighing Certificate, and apply it to Salesforce

Identity Provider message signing certificates are specific to each Salesforce domain. Create a
Salesforce IDP certificate and apply the certificate to the Salesforce server.

1. Log onto htip://developer.force.com.
2. Click the user name in the top right corner of the page.
3. Click Setup - Security Controls - Identity Provider - Enable Identity Provider.
Any certificates already generated by Salesforce are displayed.

4. Click Create a new certificate..., and specify the following values:

Label

salesforce-idp-cert
Unique Name

salesforce-idp-cert

5. Download the created certificate by clicking the Download Certificate button on the
Identity Provider screen. Save the certificate to /tmp/salesforce_idp_cert. cer.

6. To apply the created certificate navigate back to the Enable Identity Provider screen and
apply the certificate created in the previous step.

Next Step in Salesforce as the Identity Provider (IDP) and JBoss Portal as the Service

19.3.6. Create Salesforce and Portal Users

Previous Step in Salesforce as the Identity Provider (IDP) and JBoss Portal as the

Create identical Salesforce and Portal Users

In order to test the SAML SSO configuration, users must be provisioned in both JBoss Portal and
Salesforce that meet requirements for Federated ID matching.

1. Create the following users in JBoss Portal, following the instructions in the Register New
Accounts chapter in the User Guide.

Mary Citizen
User name of Mary.
John Citizen

User name of John.
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2. Create the following users in Salesforce, following the instructions in the Salesforce Wiki
Documentation located at http:/login.salesforce.com/nelp/doc/en/adding_new_users.htm.

The Federation ID of users in Salesforce must be identical to the user name in JBoss
Portal.

Mary Citizen

Federation ID of Mary.

User name of mary@example . com.

John Citizen

Federation ID of John.

User name of john@example.com.

19.3.7. Configuring Salesforce as the IDP

Prewous Step in Salesforce as the Identity Provider (IDP) and JBoss Portal as the

Task: Configuring Salesforce as the Identity Provider

Configure Salesforce as the Identity Provider, in preparation for JBoss Portal to act as the Service
Provider.

1. On the Salesforce home page, click the user name and then click Setup - Security
Controls - Identity Provider - New

2. Configure the following fields and settings:
Name
Specify portal-sp as the value.
ACS URL

Specify the Assertion Consumer Service URL as
http: //www.sp.com:8080/portal/dologin

This value is the address of the Service Provider, in this case the JBoss Portal
instance on the sp.com domain.

Entity ID
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Specify http: //www. sp.com: 8080 /portal/dologin as the value.
Start URL

Leave this parameter blank.
Subject Type

Set this value to Federation ID.
Service Provider Certificate

Use the certificate exported in Section 18.4, "Implementing Keystores”, if you are
using the same certificate for the Service Provider and the Identity Provider. For
reference, Section 19.1.5, “Import Message Signing Certificate into Salesforce”

describes the commands to export the message signing certificate.

If not, exportthe portal -idp. crt certificate from the keystore file in
JPP_SP_HOME/gatein/gatein. ear/portal.war/WEB-
INF/classes/saml/sso/secure-keystore. jks.

Next Step in Salesforce as the Identity Provider (IDP) and JBoss Portal as the Service

19.3.8. Configuring JBoss Portal as the SP

Previous Step in Salesforce as the Identity Provider (IDP) and JBoss Portal as the

Configuring JBoss Portal as the Salesforce Service Provider

Make the required changes to the security policy and configuration to set JBoss Portal as the
Salesforce Service Provider.

1. Import the certificate created by Salesforce into the JBoss Portal keystore located in
JPP_SP_HOME/gatein/gatein. ear/portal.war/WEB-
INF/classes/saml/sso/secure-keystore. jks.

Use the command keytool -import -file /tmp/salesforce_idp_cert.cer -
keystore secure-keystore. jks -alias salesforce-idp to importthe certificate.

2. Open
JPP_SP_HOME/standalone/configuration/gatein/configuration. properties
and change the gatein.sso properties to values corresponding to the Salesforce domain, and
the Portal Platform SP URL.

gatein.sso.idp.url=https://[yourdomain].my.salesforce.com/idp/endpo
int/HttpPost
gatein.sso.sp.url=http://www.sp.com:8080/portal/dologin

3. Open JPP_SP_HOME/gatein/gatein. ear/portal.war/WEB-
INF/conf/sso/saml/picketlink-sp.xml and add the ValidatingAlias directive.
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<ValidatingAlias Key="[yourdomain].my.salesforce.com"
Value="salesforce-idp" />

Because the JBoss Portal Service Provider obtains role information from the Picketlink
Identity Management database, specific roles-mapping configuration normally
configured for delivery in the SAML response is not required.

Next Step in Salesforce as the Identity Provider (IDP) and JBoss Portal as the Service

19.3.9. Testing the IDP (Salesforce) and SP (JBoss Portal) Configuration

Prerequisites:

Section 19.3.7, “Configuring Salesforce as the IDP”

Procedure 19.2. Testing the IDP (Salesforce) and SP (JBoss Portal) Configuration
1. Start JBoss Portal on the host (assuming the host set to www.sp.com).
2. Open http://www.sp.com:8080/portal, and click Sign in.

JBoss Portal sends the SAML Request to Salesforce, and redirects to the Salesforce login
screen.

3. Log onto Salesforce, using valid user name and password information.

After providing correct credentials, you are redirected back to the portal home screen. You are
authenticated with Salesforce login credentials because your portal user name is mapped to

the Federated ID in Salesforce.

Reporta bug
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Chapter 20. OAuth - Authentication with Social Network
accounts

OAuth is an authorization protocol, which allow third party applications to access user resources on
behalf of another application (authorization server). The main purpose of OAuth is authorization, but
in many web pages, OAuth is also used for authentication or registration of users. JBoss Portal uses
OAuth for authentication and registration of users. Currently JBoss Portal acts as a third party
application (OAuth client application) and it supports integration with OAuth providers like
Facebook, Google+ and Twitter.

20.1. Working of OAuth Protocol

You need to create and register new application on OAuth provider (Facebook, Google, Twitter).
Registration is a vendor specific process. In this chapter, the registration process for each vendor is
described in detail. The common result of registration for every vendor are:

Client ID of your application
Client Secret of your application

Redirect URL, which will be used by OAuth provider to redirect back from authorization screen to
JBoss Portal screen

Registration specific changes are required in the JBoss Portal configuration file
configuration. properties.You need to enable particular OAuth provider and configure the
values from registration. After startup of JBoss Portal, your users can login and register into JBoss
Portal with OAuth provider.

20.2. OAuth Protocol User Interface

20.2.1. User Registration

Assumptions
JBoss Portal is running on host server. local . network.com

We are using Facebook as an example to show the user registration process. This process is similar
for other providers such as Google+ and Twitter.

Procedure 20.1. Registration of Portal with Facebook

1. JBoss Portal login page has options for logging with Facebook, Google or Twitter. It shows
the providers, which you configured. See figure with enabled authentication for Facebook
and Google+:
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Sign in
User name | 2

Password | =

[ Remember My Login

Signi ini Discard

¥ Facebook g+ Google+

Figure 20.1. Sign in dialog box with Facebook and Google enabled

2. Clicksign in with Facebook to redirect the user to the Facebook site.
a. The user has to authenticate Facebook if not already authenticated.

b. Facebook displays an authorization screen.

The required privileges (scopes) are configured in

configuration. properties. The email and user profile information is
sufficient. You can add more privileges but then you have less chance of your
users confirming the authorization screen. (For example: Itis nota good
practice to request publish message on FB wall privilege, if you are

using JBoss Portal only for registration/authentication of user)

3. User confirms the authorization screen and is redirected to JBoss Portal. The redirected URL
is the one you configured as Redirect URL during registration process of your application.

For example, the URL for Facebook is

4. JBoss Portal displays the registration dialog box with prepopulated values from Facebook.
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Register New Account

User Name: |jpseph breburda Q
Password: *
Confirm Password: *
First Name: |joseph *
Last Name: |grepyrda .

Display Name: | j5ceph Breburda

Email Address. | mnariusdrvostepl@seznam.cz &

Subscribe and Login ] [ Reset ] [ Cancel

Figure 20.2. Registration dialog with prepopulated values from Facebook

5. Theregistration is complete and the user is sighed into JBoss Portal.

The user joseph.breburda is treated as normal user of JBoss Portal. So portal administrator
can see himin list of users in JBoss Portal Ul and can add him to more groups (By default the
userisin /platform/users group). User registered through Facebook has two additional
properties saved as part of his UserProfile:

User properties
Facebook username

Itis used for mapping the JBoss Portal identity to Facebook identity. It can be same as
JBoss Portal username, however itis not necessary. It provides information regarding
mapping of user names.

For example, JBoss Portal user joseph is mapped to Facebook user joseph.breburda.

JBoss Portal has a restriction that Facebook username needs to be unique, so we
cannot have two JBoss Portal users with same Facebook username.

Facebook access token

This is needed for social portlets to use accessToken to retrieve required information from
Facebook. For example, you can have portlet for displaying content of Facebook wall of
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parucular user.

For more details, see Developer guide, chapter Using data from Social Networks in Portlets

Access token is saved in Picketlink IDM in encoded form using symmetric encryption.

20.2.2. Login Workflow

This workflow is used when JBoss Portal username is connected with Facebook username.

For example, JBoss Portal user joseph is connected with Facebook user joseph. breburda

Assumptions

The user authenticated to Facebook as joseph. breburda is mapped to portal user joseph

Procedure 20.2. Logging process

2. Userislogged into JBoss Portal as joseph because JBoss Portal already knows that
username joseph belongs to authenticated Facebook user joseph. breburda

20.3. Integrating OAuth with the Portal

Assumption

The portal is running on the virtual host server. local . network. com.

Procedure 20.3. Integrating OAuth

1. Setup a virtual hostby adding itto /etc/hosts (on linux):
192.168.1.88 server.local.network.com

2. In the
JPP_HOME/standalone/configuration/gatein/configuration. properties file,
change the property gatein.oauth. portal. url to the value of the host.

3. Setthevalue for gatein.oauth. portal.url.

gatein.oauth.portal.url=http://server.local.network.com:8080

20.4. Integration of OAuth with Facebook
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Chapter 20. OAuth - Authentication with Social Network accounts
Facebook is a popular social network, that supports OAuth 2.0 protocol and can act as OAuth
provider (Resource server) for JBoss Portal.
Integration of OAuth with facebook consists of two main parts:
Registration of JBoss Portal application on Facebook
Configuring JBoss Portal for using OAuth Protocol with Facebook

Reporta bug

20.4.1. Registration of Portal application on Facebook

Assumptions

JBoss Portal hostis server.local.network. comas described in Section 20.3, “Integrating
OAuth with the Portal”.

Procedure 20.4. Registering Portal on Facebook

1. Register as Facebook developer on https:/developers.facebook.com/apps.

2. Click Create new application and choose an application name such as
vargatein_app.

The application name is always unique.

3. Configure App Domains to contain value local . network.comand Site URL for
Facebook loginto contain value htip://server.local.network.com:8080. You need to

remember Client ID and Client Secret.
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gatein_app

App ID: 135545169571483
App Secret: Ba7cbecelbffb2Vh3Ic5300704edbed3B (reset)

. This app iz in Sandbox Mode (Only visible to Admins, Developers and Testers)
Basic info

Display Mame: [?] gatein_app
Namespace: [7] gatein_app

Contact Email: [?] miposoldai@gmail. com

App Domains: [?] | local.network.com |

Hosting URL: [?]  You have not generated a URL through one of our partners (Get ong)
Sandbox Mede: [?] & Enabled () Disabled

Select how your app integrates with Facebook

<" Website with Facebook Login

Site URL: [7] http:/'server.local. network .com: 2080

Qj? App on Facebook Use my app inside Facebook.com.

Q;? Mobile Web Bookmark my web app on Facebook mobile.
Q;? Mative i0OS App Publish from my i0S app to Facebook.

Q;? Mative Android App Publish from my Android app to Facebook.
Q;? Page Tab Build a custom tab for Facebook Pages.

Save Changes

Figure 20.3. Registration of Portal application on Facebook

4. Save changes.

Before initiation production, you have to disable sandbox mode in your Facebook
application. With sandbox enabled, application is available only for you, your developers
and, test users created for your application

20.4.2. Configuring JBoss Portal for using OAuth Protocol with Facebook
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Procedure 20.5. Configure properties in Facebook section

Change the file configuration. properties and configure properties in Facebook.

## Facebook

gatein.oauth.facebook.enabled=true
gatein.oauth.facebook.clientId=135545169971483
gatein.oauth.facebook.clientSecret=9a7c6ecelbffb27b3c5900704e46cd38
gatein.oauth.facebook.redirectURL=${gatein.oauth.portal.url}/@@portal.
container.name@@/facebookAuth

gatein.oauth.facebook.scope=email

Description of properties
gatein.oauth.facebook.enabled
It enable integration with Facebook. Users can login and register with Facebook.
gatein.oauth.facebook.clientld

Client ID of your application. This is obtained from registration on Facebook as described
in Section 20.4.1, “Registration of Portal application on Facebook”

gatein.oauth.facebook.clientSecret

Client Secret of your application. This is obtained from registration on Facebook as
described in Section 20.4.1, “Registration of Portal application on Facebook” .

The client secret should not be shared among your portal users or other people.

gatein.oauth.facebook.redirectURL

The URL used by Facebook to redirect after user confirms Facebook authorization screen
as shown in, step 3 of Section 20.2.1, "User Registration”. You do notneed to change this

value. Butif you have changed property gatein. oauth. portal. url as described in
Section 20.3, “Integrating OAuth with the Portal”, you have to set this value.

gatein.oauth.facebook.scope

Scopes represent permissions required from users on Facebook authorization screen. This
list of scope is used during user registration or authentication to JBoss Portal (portlet
applications may require more scopes if they need it). It is recommended not to change this
value and keep value as email. Alternatively you can:

Delete email and use empty value instead - In this case, JBoss Portal will ask only for
basic set of permissions. However, JBoss Portal will not be able to access email
address, so this field will remain empty during user's registration to JBoss Portal.

Use more values - you can use more values described in Facebook documentation .
However, itis likely that users will not allow your Portal application to access their
informations. And having more values is only useful for quickstart portlet applications,

but quickstart applications can ask for more scopes as per their requirement.
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Scopes from this configuration property are used during registration/login of
users

After restart of JBoss Portal, your users should be able to register or login with their Facebook
accounts as described in Section 20.2.1, “User Registration” .

Reporta bug

20.5. Integration of OAuth with Google plus

Google+ is a popular social network. It supports OAuth 2.0 protocol. The integration of Google plus
with JBoss Portal consists of two main parts:

Registration of JBoss Portal application on Google plus
Configuring JBoss Portal for using OAuth Protocol with Google plus

Reporta bug

20.5.1. Registration of Portal application on Google

Assumption

JBoss Portal is hosted on server. local. network. com as described in Section 20.3,
“Integrating OAuth with the Portal” .

Procedure 20.6. Registering Portal on Google
1. Register as Google developer on https://code.google.com/apis/console/.

2. Click Create new application and choose an application name such as
gatein_google_app.

3. Under services, turn on Google+ API.
4. Under >API Access,click Create new OAuth 2.0 client.
5. IntheCreate Client ID dialog box, enter name of productin Product name. Click Next.

6. SelectWweb application. Enter hitp:/server.local.network.com:8080/portal/googleAuth in
Authorized Redirects

You can have multiple URIs, that can be used as returning URIs from Google plus
application.

7. Click Create client ID

Result
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TheClient ID for web applications dialog box shows the clientinformation such as the
Client ID, Email address, Client Secret, Redirect URI and so on. These values are used during
JBoss Portal configuration.

20.5.2. Configuring JBoss Portal for using OAuth Protocol with Google plus

Procedure 20.7. Configure properties in Google plus

Change the file configuration. properties for configuring Google plus.

## Google

gatein.oauth.google.enabled=true
gatein.oauth.google.clientId=397260572677.apps.googleusercontent.com
gatein.oauth.google.clientSecret=pOWDqdu57CjplhrMmkrgciab
gatein.oauth.google.redirectURL=${gatein.oauth.portal.url}/@@portal.c
ontainer.name@@/googleAuth
gatein.oauth.google.scope=https://www.googleapis.com/auth/userinfo.ema
il https://www.googleapis.com/auth/userinfo.profile
gatein.oauth.google.accessType=offline

Properties description
gatein.oauth.google.enabled
It enables integration with Google plus. Users can login and register with Google plus.
gatein.oauth.google.clientld

Client ID of your application. This is obtained from registration with Google as described in
Section 20.5.1, “Registration of Portal application on Google”

gatein.oauth.google.clientSecret

Client Secret of your application. This is obtained from registration with Google as
described in Section 20.5.1, “Registration of Portal application on Google”.

gatein.oauth.google.redirectURL

The URL used by Google to redirect after user confirms Google plus authorization screen
(Step 3 of Section 20.2.2, "Login Workflow” ). Normally you do not need to change this

value as long as you changed property gatein. oauth. portal. url as described in
Section 20.3, “Integrating OAuth with the Portal”.

gatein.oauth.google.accessType

Possible values are offline oronline. The default valueis offline. In offline access,
the token can be used even if you are notlogged into Google+ . It can be refreshed
automatically by JBoss Portal.
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For more info about access types is
https://developers.google.com/accounts/docs/OAuth2WebServer#offline .

gatein.oauth.google.scope

Scopes represent permissions required from users on Google authorization screen. This
list of scope is used during user registration or authentication to JBoss Portal (portlet
applications may require more scopes if they need it). Itis recommended notto change this
value and keep value as https://www. googleapls com/auth/userlnfo emall and

Iogln into JBoss Portal butsome mformatlon WI|| be obtained from Google.

Use more values by adding value at hitps://www.googleapis.com/auth/plus.login.
However, it is likely that users will not allow your Portal application to access their
informations. And having more values is only useful for quickstart portlet applications,

but quickstart applications can ask for more scopes as per their requirement.

Itis user friendly for some quickstart portlets such as GoogleActivitiesPortlet and

GoogleFriendsPortlet. But to use Google+ only for login (not using portlet applications),
the scope https://www.googleapis.com/auth/plus.login is not needed.

After restart of JBoss Portal, your users should be able to register or login with their Google accounts
as described in Section 20.2.1, “User Registration”

Reporta bug

20.6. Integration of OAuth with Twitter

Twitter is a social network, that can be integrated with JBoss Portal. It support OAuth 1.0a and not
OAuth 2.0 protocol. Integration of Twitter with JBoss Portal consists of:

Registration of JBoss Portal application on Twitter.
Configuring JBoss Portal for using OAuth Portocol with Twitter.

Reporta bug

20.6.1. Registration of Portal application on Twitter

Assumption

JBoss Portal is hosted on server. local. network. comas described in Section 20.3,
“Integrating OAuth with the Portal” .

Procedure 20.8. Registering on Twitter

1. Register as Twitter developer on https://dev.twitter.com/.
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3. Click Create new application.
4. Enter name and description of application

5. Enter the value for website as http://server.local.network.com:8080.

Callback URL is a mandatory field

The Callback URL is required to recognize the application type as web application,
and twitter does not accept http://localhost:8080/portal as a valid URL.

7. Click Create your Twitter application.

8. Click Settings. SelectAllow this application to be used to Sign in with
Twitter.

Remember the value of clientld and clientSecret as they are required in JBoss Portal
configuration.

Reporta bug

20.6.2. Configuring JBoss Portal for using OAuth Protocol with Twitter

Procedure 20.9. Configure properties in Twitter

Change the file configuration. properties for configuring Twitter.

## Twitter

gatein.oauth.twitter.enabled=true
gatein.oauth.twitter.clientId=JBBAkYseVCzStLhhOQ
gatein.oauth.twitter.clientSecret=IhiltxdiasrjMJoisRFvBaUjVqlK87gJINKW7V
Cby
gatein.oauth.twitter.redirectURL=${gatein.oauth.portal.url}/@@portal.
container.name@@/twitterAuth

Properties description
gatein.oauth.twitter.enabled
It enables integration with Twitter. Users can login and register with Twitter.

gatein.oauth.twitter.clientld

Client ID of your application. This is obtained from registration with Twitter as described in
Section 20.6.1, “Registration of Portal application on Twitter”

gatein.oauth.twitter.clientSecret
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Client Secret of your application. This is obtained from registration with Twitter as described
in Section 20.6.1, “Registration of Portal application on Twitter”

The client secret should not be shared among your portal users or other people.

gatein.oauth.twitter.redirectURL

The URL used by Twitter to redirect after user confirms Twitter authorization screen (Step 3
of Section 20.2.1, “User Registration” ). Normally you do notneed to change this value as

Iong as you changed property gatein.oauth. portal. url as described in

Section 20,3, "Integrating OAuth with the Portal”.
After restart of JBoss Portal, your users should be able to register or login with their Twitter accounts
as described in Section 20.2.1, “User Registration” .

Reporta bug
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Chapter 21. Impersonation

Itis useful for a portal administrator to have the option of temporarily logging onto the portal as
another user, without knowing their password. For example, the admin user roo t wants to verify that
user mary does not have permission to see page X or portlet Y on page Z. The Impersonate User
feature of JBoss Portal allows portal administrators to interact with the portal in this way.

21.1. Using Impersonation

In 0OrganizationManagementPortlet, thereis an action availablein the user's list called
Impersonate User.

User Name Last Name First Name Email Enabled Action

=

[l

Ll
==

demao gtn Demo demo@gatein.org htj
Impersonate User

john Anthony John john@gatein.org Q

Figure 21.1. Impersonate User

By clicking Impersonate User, the admin user initiating this feature is temporarily assigned the
permissions of the selected user (for example, user mary). The impersonated user session starts, and
the JBoss Portal Ul will reflect the impersonated user's name and permission scheme.

There are two visual cues that Impersonate User mode is active:

In the top right corner, the name of the impersonated user is followed by the username of the
admin user in braces. For example: Mary Kelly (root)

In the top left drop-down menu of the page (UIStarToolbarPortlet) a Finish
Impersonation menu itemis shown instead of the default Sign out menu item. Click Finish
Impersonation to terminate the impersonation session, and return the permission scheme back
to the admin user. All portlets, and the JBoss Portal Ul state is restored to the state before
impersonation.

Because changes made to the portal will appear as though the impersonated user made the
changes, only members of the manager: /platform/administrators group have permission to
activate this feature. Who can access this feature is configurable through the UserACL component.

See Also:

Section 25.2, “Overwrite Portal Default Permissions”
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